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Helps to Effectively Measure Asset Inventory Risk

Qualys Enterprise TruRisk™ Platform

Out-of-Band Sensors

Cloud Connectors

Internet Scanners

APIs

Scanner AppliancesVirtual Scanners

Passive Scanners

Cloud Agent

100% Visibility via versatile sensors for a complete, accurate landscape



Helps to Effectively Measure Risk

Qualys Enterprise TruRisk™ Platform

Helps to Effectively Measure Risk

Precise Evaluation and Insights for prioritizing up to 85% fewer vulnerabilities

Optimize Asset Management
Organize and Tag assets with a 
comprehensive tagging strategy, 
Leverage Asset criticality for 
business context

Accurate Threat Landscape
• Asset Merge for unified view
• Asset Purge to focus on live risk

https://blog.qualys.com/product-tech/2022/10/05/qualys-performance-tuning-series-remove-stale-assets-for-best-performance


Helps to Effectively Measure Risk

Qualys Enterprise TruRisk™ Platform

Precise Evaluation and Insights for prioritizing up to 85% fewer vulnerabilities

Scan Strategies
Optimal assessment strategies 
(Combination of Agent, Auth, 
Un-auth Scans & API Based) 
regardless of asset type

Know Tech-Debt and Shift Left
Proactively monitor versions, 
know EOL/EOS, Shift left by 
streamlining development 
to deployment processes 
with integrations



Qualys Enterprise TruRisk™ Platform
Helps to Effectively Measure Risk

Measure OSS 
vulnerabilities with 
Runtime SCA

File Integrity 
Monitoring and 
CDR

Identify Exploited
Vulnerabilities 
with EPP/EDR

First Party 
Software Risk

Define and execute your 
custom remediation paths 
for your custom software

Visibility, detection, & response 
capabilities for deeply embedd
ed open-source packages, 
software components like 
Log4j, OpenSSL in production

Identify Configuration Drift 
with out of the box policies 
and active threats

Identify the CVEs and 
Misconfigurations exploited 
in your environment

260+ Technologies
80k+ CVEs

Extend your Measurement of Risk Assessment



Helps to Communicate Risk Better

Qualys Enterprise
TruRisk™ Platform

Accurate, customized reporting
to “C’ Level and Auditors

Key Risk Indicators (TruRisk, high-risk assets, MTTR.)

Mandate and MITRE based reports

Same UI and Microservice

Useful widgets for Persona-wise widgets
Prioritize based on

Risk Age RTIs

Disk Space, Pending Reboot , Tech Debt, Missing Critical Software

Qualys Provided Dashboards 
https://success.qualys.com/support/s/article/000005975

https://success.qualys.com/support/s/article/000005975


Helps to Communicate Risk Better

Qualys Enterprise TruRisk™ Platform

Alerting and Continuous Monitoring

Unknown and Unprotected Assets and Ports

Customizable rule-engine to detect, alert for absence
of AV, presence of risky software

Exploitable Vulnerabilities on Internet Facing Assets

Malware events and Suspicious Activity 

Ecosystem Integrations

Provides immediate threat detection and monitoring

Supports reporting and response management



Unified Workflows for Patching
across the environment

Helps to Eliminate Risk Faster!

Qualys Enterprise
TruRisk™ Platform

Shorten Patching efforts from days to hours

Zero-touch patching based on – risk priorities,
Patch Tuesday, thresholds, 89.5% Improvement in 
Patching Rates, 43.1% Improvement in MTTR Speed

Smarter remediation based on the risk profiles.



Helps to Eliminate Risk Faster!

Qualys Enterprise
TruRisk™ Platform

Auto-Response based on Risk threshold

Automate installation of missing software, 
Uninstallation of unauthorised software
OR EOL/EOS Software

Automate Security/Operational challenges

Out of the box automation options to define your 
risk thresholds and response like Isolate host 
based on vulnerabilities, Automatically
kill the process when a malicious hash
is detected



Cloud Misconfigurations Associated Risk

Certificates Associated Risk

Helps to Eliminate Risk Faster!

Qualys Enterprise
TruRisk™ Platform

Consistent approach to managing certificates regardless of the 
issuing Certificate Authorities across protocols and technology

Reduce operational incidents associated with missed
and incomplete certificate renewals

Eliminate Cloud misconfigurations reducing the risks of exposure

Shortened the feedback loop to DevOps team to reduce
the remediation efforts



Book a Meeting With 
Me and My Team

• Get free health check for 
your  environment

• Get tailored recommendations 
to de-risk your environment





Strengthening Your Security 
and Compliance Posture with
a Single Qualys Cloud Agent

Spencer Brown
Product Manager
Qualys Cloud Agent



Qualys Cloud Agent Capabilities 
and Extensive Platform Support01

02

03

04

The Power of Agent with 
Qualys Enterprise TruRisk™ Platform

Agent Enhancements

Agenda

Finetuning Agent for Optimum 
Performance



Measure, Communicate and Eliminate Risk with 
Cloud Agent

One Agent, One Platform

01 02 03 04 05 06 07 08 09

Cyber
Security Asset 
Management

Vulnerability 
Management 

Detection 
and Response

Config risk 
& Policy 

Compliance

File Integrity 
Monitoring

Patch 
Management

Custom 
Assessment and 

Remediation

Endpoint 
Protection

Passive 
Sensing

Runtime
Software 

Composition 
Analysis

• 2-second Visibility
• Identify 30% 

unknown assets

• 95K+ CVE’s
• <24-hour response

for critical CVE’s
• 4-hour MTTD

• Elevating from 
CIS-scanning 
service to Risk 
management, 
Compliance
betterment

• Be compliant with 
government and 
industry standards

• Avg 40+% 
Faster
Remediation 
for critical
vulnerabilities

• Detect 
vulnerabilities in 
first-party 
applications

• Protect 
against attacks

• Discover 100% 
network traffic 
and cover internal 
attack surface

• Next Log4j finder





Extensive Multi-Platform Support

Windows
.exe (x86_64)

Windows
.exe (ARM64)

Linux
.rpm (x86_64)

Linux
.rpm (ARM64)

Linux
.rpm (ppc64le)

Linux
.deb (x86_64)

Windows
.exe (x86_64)

zSystems LinuxONE
.rpm (s390x)

zSystems LinuxONE
.rpm (s390x)

Mac
.pkg (x86_64)

Mac
.pkg (Apple Silicon)

BSD UNIX
.txz (x86_64)

AIX
.bff (POWER)

Solaris
.pkg (x86_64,SPARC)

CoreOS
.tar (x86_64)

ChromeOS
.apk (x86_64)

SQL Server Oracle Database

- Qualys Only 



Install anywhere with minimal impact, and stay updated in real-time

Qualys Cloud Agent

Install anywhere with minimal impact, and stay updated in real-time

Customers 
Environment

Qualys Data Center

Cloud Agent

Cloud Agent

Cloud Agent

Cloud Agent

Portal:
• Provisioning
• Inventory (ITAM/CSAM)

QWEB
• Vuln Mgmt Reporting
• Policy Comp Reporting
• SCA Reporting

Services
• Patch Management
• Real-time Services
- File Integrity Monitoring
- EDR/EPP

Light weight, extensible,
self-updating & centrally managed:
Brings the functionality of Qualys Cloud Platform and 
enables to move beyond traditional remote scans.

Real-time actionable delta collection with 
customizable configuration profile:
Raw data points and cloud metadata are collected in
real-time with Delta Based Approach (Patented,5-350 K.B
per day with 1-2% CPU)

Continuous evaluation and data enrichment 
on platform, seamless API integration :
Data matched against Qualys KB / Threat Intel feeds.
MTD is 2.5 hours.



Qualys Cloud Agent Performance Metrics 

VM

PC

Inventory

VM + FIM

INV + FIM

INV + Auto-Disc

Memory Usage CPU

23.46 MB 2.35%

11.57 MB

7.88 MB

48.01 MB

34.31 MB

34.31 MB

2.2%

2.10%

2.8%

2.3%

2.27%



Qualys Cloud 
Agent

Finetuning Agent General Settings
for Optimum Performance

Auto-upgrade

80% of all Cloud Agents have auto-upgrade enabled

• Feature Enhancements

• Bug Fixes

• Security Updates

Memory and Disk I/O Flexibility

In-Memory SQLite Databases allows users the 
choice to write to disk or keep scans in memory

Best Practices Guide



Qualys Cloud 
Agent

Finetuning Agent Performance 
for Optimum Performance

Agent Status Interval – Set this to 900 seconds 
so the agent can check with the platform every 15 
minutes for updates. As each check-in is less than 
1KB, there is no impact on the agent or network.

Delta Upload Interval – Unless the host’s 
network is severely constrained, set this between 10 
and 20 seconds.

Chunk Size for File Fragment Uploads – 
Unless the host’s network is severely constrained, 
set this to at least 2048 KB (2MB).

Upgrade Reattempt Interval – Set a timeout 
of 64,800 seconds so that if the agent binary 
upgrade fails, it will try again in 18 hours.

CPU Limit – As a minimum, keep this at 10% or 
above. Setting this below 10% will exponentially 
increase scan times and affect scan data timeliness.

CPU Throttle – As a minimum, keep this at 20ms 
or below. Setting this above 20ms will exponentially 
increase scan times.

Best Practices Guide



Qualys Cloud 
Agent

Finetuning Agent General Settings
for Optimum Performance

Agent Scan Merge

• Merge network scanner and the Qualys Cloud 
Agent scans

• Validate ports

VM Scan Interval

Data Collection Interval at 240 minutes (4 hours)

Best Practices Guide

PC/SCA Scan Interval

• Data Collection Interval to 2160 minutes (36 
hours) or higher. It is usually set between 4320 
minutes (3 days) and 10080 minutes (7 days)

• On-Demand scan



Qualys Cloud 
Agent

Rapid Certificate Deployment and Renewal
with Cloud Agent

Certificate Challenges 

• Lack of visibility
• Lack of automation
• Major Internet organizations moving to 90-day 

expirations 

Same Agent

• Collect certificate information including 
expiration date

• Automate deployment
• Leverage Qualys Enterprise TruRisk™ 

Platform



Automated Certificate Deployment
Using Same Cloud Agent



Bundled Command Line Utility

Local Agent Health Check

Third-Party Deployment Tools
Leverage Intune, Ansible or JAMF to monitor agent 
health more than just installation and running process

Qualys Scanner
Leverage your authenticated scans and be notified of 
unhealthy agents

Local Agent Troubleshooting
Give IT admins the tools necessary to troubleshoot 
without learning the minutiae of the agent



with Health and Status Messages

Enhanced Visibility

Health and Status Messages 
Agents send Health and Status Messages
every 5 minutes to the Qualys Cloud Platform

Visibility
Search agent events such as On-demand Scan, 
Agent Upgrade and Manifest Download giving 
you the visibility for troubleshooting

Confidence
Give leadership confidence so you can focus
on what really matters (stopping attacks) 



No More Remote 
Sessions or IT Tickets

Zero Touch
Lifecycle
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Discover Unknown Assets
Continuous and unobtrusive detection of all the assets on your network

Deploy Agent with Scanner
Leverage Qualys Scanner Appliance to deploy Cloud Agents

Be Secure

Troubleshoot Remotely
• Remotely enable debug logging
• Remotely restart agents
• Remotely disable Self-protection
• Remotely capture agent logs

Clean Up
• At the end of the lifecycle, purge agent data
• If agent checks-in again, agent will not be uninstalled



Exclude Directories, Commands and Detections from Agent Scans

Agent Exclusions

Global Set Up
Create exclusions for all agents and apply to
all agent scans regardless of activated modules

Awareness
Know the impact of the exclusion to avoid blind spots

Exclusion Types

Paths and Directories or all network drives

Commands

Detections



Improvements for VDI Environments

Asset Identification Rules

Asset Identification Service
New service to merge newly provisioned
Qualys Agents with existing records using
asset attributes such as MAC address, 
Hostname and Netbios

Built for VDI Environments
Merge persistent and non-persistent VDI assets 
into a single record while maintaining created 
and first found dates

Set It and Forget It
No additional configuration needed on the 
endpoint.  Simply set up the rule and the 
Qualys Cloud Platform will take care of the rest



Lock Your Agents to Specific Versions

Agent Version Control

Up-to-date Agent Version

Feature Enhancements

Bug Fixes

Security Updates

Version Control

Create an Agent Version Control Profile to lock specific 
platforms (Windows, Linux, etc.) to a certified agent version 
by your organization

Download previous binaries for testing and deployments

Auto-upgrade with Control
Leverage auto-upgrade when your organization is ready 
while alleviating dependency and workload on other teams



Flexible Control Over Agent Activity
and Network Transmission

Reduced Activity Period

Meet Business Needs
Comply with security requirements while
also playing nice with others to meet
business needs

Flexibility

Day and Time

Agents

Modules

Activity and Data Collection

Network Transmission





Increasing Visibility and 
Reducing Risk with 
Associated British Foods
Tom Copeland
Associated British Foods 



Tom Copeland

Worked with Qualys 
since 2014

Lives near London in the UK

Head of Governance, 
Risk & Compliance

10 Years in ABF holding 
various Security roles



Operates in 55 countries

132,000 employees, $25+ billion 
annual revenues

Global, highly diversified and 
federated organization with a range of 
retail, food and ingredients businesses 
over 73 different brands

We’re 
Associated 
British Foods

A Summary



Highly 
Federated

• Global organization
• 300+ Qualys Users in 30+ 

countries
• Many distinct BUs with their 

own needs and compliance 
requirements

Challenges 

Distributed, Segmented, and Rigid Risk Measurement

Years of Organic 
Development

• Many BUs built-up dashboards, 
tags, users, etc.

• 300+ dashboards, many 
unused or redundant

• Multiple Siloed tools
• Exclusions heavily used, not clear 

picture of what the real risk is

Rigid Risk 
Reporting

• Multiple Home-grown system’s
for prioritizing and reporting 
vulnerabilities

• Resource intensive to maintain and 
expensive to enhance, creating a 
rigid reporting structure

• Difficult to get a consolidated view 
of risk at the corporate and BU level



Requirements for Success

Success Criteria: Implementation

Standardize the use 
of Qualys platform 
using one agent 
approach across ABF.

Standardization Optimization Autonomy Risk Awareness

Ensure all ABF BUs 
maximize their ROI 
on Qualys modules.

Give autonomy 
back to patching 
teams and evolve 
from custom built 
solutions such as 
Protection Scores.

Embed new 
reporting metrics 
such as TruRisk, 
Qualys Detection 
Scores and Mean 
Time to Remediate.



STEP 02
Implementation

STEP 01
Define

100k Cloud Agents were deployed on laptops, VMs, Servers and Cloud

Solution: Cybersecurity Enhancement Project

Change Management – Circulate 
changes and seek input from BUs

STEP 03
Continuous 
improvement

Review Module & Qualys 
Best Practice

Reporting

Access Control

Exception policy

Tagging structure

Develop Vulnerability 
Management Standards

Asset Management & Hardening

Data Centre Scanners

Application Patching

Tru Risk reporting

Update access

Remove all exclusions

Clear down tagging structure and 
rebuild to standard



100k+ cloud agents were deployed on 
laptops, VMs, Servers & Cloud

Driving Outcomes with Qualys 

Building 
on a proven 
partnership 
with Qualys

MTTD reduced to 4 hours

Security teams are timely aware 
of critical vulnerability 
outbreaks, for example, MoveIT, 
in close to real-time

30% Improvement in 
operational efficiency

Reduction in service tickets

Accurate and 
reliable reporting

MTTR reduced to 1 Month for
majority of assets

60,000 client vulnerabilities 
patched over 48hrs

Vulnerabilities dropped by 54% in many 
BUs

Better Understanding 
and Management of 

Cybersecurity Risk

Risk-Focused reporting

Customizable & syntax-driven 
Dashboards that meet ABF’s needs

Real-time & Interactive

Allows other metrics 
to be utilized. 
Focus shift to time it 
takes remediate 
vulnerabilities

Lowered asset risk 
scores by 70% in less 
than a year

Custom, accurate, 
trusted reporting to 
the C-Level

Maintained low CPU 
consumption with no 
impact to business 
applications

Quickly 
prioritized high-risk 
external facing assets



Transparent and Uniform Means of Quantifying Risk 

The Solution: Qualys TruRisk Platform

Adopting TruRisk

Hygiene
Tags

Hygiene
Users

Hygiene
External URLs

Refresh Dashboards
and Metrics

Replace existing legacy risk metrics with Qualys TruRisk

More flexibility, leveraging multiple risk variables including business criticality, 
asset exposure, and other risk factors

Give BUs autonomy to create, measure, and optimize their own VM strategies

Deliver metrics in a scalable, consistent, and supportable manner, removing 
reliance on custom home-grown solution



Implementing Consistent Tags

The Solution: Qualys TruRisk Platform

Adopting TruRisk

Hygiene
Tags

Hygiene
Users

Hygiene
External URLs

Refresh Dashboards
and Metrics

Develop consistency in how tags are applied across ABF

Key to accurate reflection of risk and remediation strategies

Collaborate with BUs to trim tags down to logical and succinct set

Apply new tags

Give BUs 60 days to update tag-dependent dashboards and reports



Enforcing User Policy and Privileges

The Solution: Qualys TruRisk Platform

Adopting TruRisk

Hygiene
Tags

Hygiene
Users

Hygiene
External URLs

Refresh Dashboards
and Metrics

Groom user base to ensure proper usage and permissions

Reduce/slash unused user accounts created unnecessary clutter and confusion

Disable accounts not logged in within 30 days

Delete accounts lot logged in within 60 days



Web Access and Web Application Scanning (WAS)

The Solution: Qualys TruRisk Platform

Adopting TruRisk

Hygiene
Tags

Hygiene
Users

Hygiene
External URLs

Refresh Dashboards
and Metrics

Ensure external scanning is optimized to 
eliminate unnecessary licensing

Collaborate with BUs to review current list, add/remove sites as needed

Apply correct and standard tagging rules as part of review process.



Consolidated and Uniform Dashboards

The Solution: Qualys TruRisk Platform

Adopting TruRisk

Hygiene
Tags

Hygiene
Users

Hygiene
External URLs

Refresh Dashboards
and Metrics

Develop consistency in dashboards and reporting across BUs

More than 300 dashboards, many broken or obsolete, made reporting a challenge, 
especially across BUs

Solicited feedback from BUs on metrics to include in each

BUs to remove obsolete dashboards once standardized dashboards are in place

Standardized on 3 dashboard concepts:
• Management
• SecOps
• IT Ops



End-to-End 
Platform for 
Risk-based 
Vulnerability 
Management

Risk 
Journey: 
Reducing 
Risk with 
Qualys

Agree 
Standard 
Tagging 
Practices

Enable an 
automation 
first policy

Agreed asset 
classification 

and 
identification

Centrally 
controlled 
exceptions 

process

MoU & RACI 
for Qualys Ops

Maximum 
VMDR 2.0 

license ROI 

Utilise TruRisk
and create 
standard 

dashboards

Standardise 
Platform Use

Standardised 
and assured 

reporting 
metrics

Track 
compliance 
using CSAM

Embed 
operational 

best practice 
standards

Embed a 
continuous 

improvement 
programme 

Deploy 
Workflow 

Solution for 
Ops teams 

MaturityIn Progress



“Success in vulnerability 
management is not just about 
finding and fixing weaknesses; 

it's about building a culture of continuous improvement and security 
awareness, where every identified vulnerability is an opportunity to 

strengthen our defenses and protect what matters most.”

Tom Copeland




