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LIMITLESS SURVEILLANCE AT THE FDA: PRO-
TECTING THE RIGHTS OF FEDERAL WHIS-
TLEBLOWERS

Wednesday, February 26, 2014

HOUSE OF REPRESENTATIVES,

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,

WASHINGTON, D.C.

The committee met, pursuant to call, at 10:00 a.m., in Room
2154, Rayburn House Office Building, Hon. Darrell E. Issa [chair-
man of the committee] presiding.

Present: Representatives Issa, Mica, Turner, Duncan, Jordan,
Walberg, Lankford, Amash, Farenthold, Woodall, Massie, Collins,
Meadows, Bentivolio, Cummings, Maloney, Lynch, Connolly,
Speier, Kelly, and Lujan Grisham.

Staff Present: Alexia Armstrong, Legislative Assistant; Molly
Boyl, Deputy General Counsel and Parliamentarian; Lawrence J.
Brady, Staft Director; Ashley H. Callen, Deputy Chief Counsel for
Investigations; Sharon Casey, Senior Assistant Clerk; John
Cuaderes, Deputy Staff Director; Lamar Echols, Counsel; Adam P.
Fromm, Director of Member Services and Committee Operations;
Linda Good, Chief Clerk; Caroline Ingram, Professional Staff Mem-
ber; Mark D. Marin, Deputy Staff Director for Oversight; Ashok M.
Pinto, Chief Counsel, Investigations; Krista Boyd, Minority Deputy
Director of Legislation/Counsel; Aryele Bradford, Minority Press
Secretary; Jennifer Hoffman, Minority Communications Director;
Elisa LaNier, Minority Director of Operations; Una Lee, Minority
Counsel; Juan McCullum, Minority Clerk; and Dave Rapallo, Mi-
nority Staff Director.

Chairman ISSA. The committee will come to order.

The Oversight Committee’s mission statement is that we exist to
secure two fundamental principles: First, Americans have a right
to know that the money Washington takes from them is well spent;
and, second, Americans deserve an efficient, effective government
that works for them.

Our duty on the Oversight and Government Reform Committee
is to protect these rights. Our solemn responsibility is to hold gov-
ernment accountable to taxpayers, because taxpayers have a right
to know what they get from their government.

It is our job to work tirelessly in partnership with citizen watch-
dogs and whistleblowers to deliver the facts to the American people
and bring genuine reform to the Federal bureaucracy.

Before I deliver my opening statement, because we have Senator
Grassley here, I am going to ask unanimous consent that the IG
report released last night entitled Department of Health and
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Human Services IG Report, “Review of the Food and Drug Admin-
istration’s Computer Monitoring of Certain Employees in Its Center
for Devices and Radiological Health” be placed in the record. With-
out objection, so ordered.

Additionally, I ask that the joint staff report entitled “Limitless
Surveillance at the FDA: Protecting the Rights of Federal Whistle-
blowers,” be placed in the record.

Mr. CuMMINGS. Mr. Chairman?

Chairman IssA. Yes.

Mr. CuMMINGS. I have no objections, but I just want to make
sure it is clear that that is the staff report of the Republicans. Is
that right?

Chairman IssA. It is a joint report of the House and Senate Re-
publicans.

Mr. CumMmINGS. House and Senate. So the Senate Democrats
were not involved. In this report, the Senate Democrats

Chairman IssA. This report is a result of an investigation in
which all your Democrats’ staff were in there, but we did not ask
for or provide a long comment period to your people. You are enti-
tled to place a minority staff report at your convenience. You have
the same information.

Mr. CUMMINGS. We will definitely do that. I just wanted to make
it clear on the record.

Chairman ISSA. Absolutely.

Without objection, so ordered. They are both in the record.

And I will place my entire opening statement in the record and
be brief.

Today’s hearing is about a questionable practice at the FDA, one
that has been under investigation for over 2 years—or almost 2
years, July of 2012, by the Inspector General, one that we do not
consider to be political in any way, shape, or form, or partisan in
any way, shape, or form.

We consider it to be questionable, if not despicable, that whistle-
blowers, a known whistleblower and others, appear to have been
targeted for an investigation proactively monitoring, effectively a
wiretap on their computers, in order to see if they could get the
dirt on employees so that they could take action.

The FDA justified this based on a leak to the New York Times.
However, to the best of our investigation, rather than working ret-
rospectively to see if they could discover who had in the past
leaked, they began a practice of monitoring computers, one that
captured all information, forwarded all information, including, at a
minimum, correspondence as whistleblowers with three members of
Congress’s staff, Senator Grassley’s, our staff, and Chris Van
Hollen of Maryland.

It does not matter whether it is one or all. It does not matter
whether it is a Republican or a Democrat. This committee believes
in whistleblowers, encourages whistleblowers, and particularly be-
lieves that communications with members of Congress, the other
branch, Article 1, are, in fact, off limits to that kind of monitoring.

It appears as though no protections were placed on that, but,
rather, this was an attempt at “gotcha.” There may have been good
reason to be concerned. An investigation into leaks may have been
very justified. In this case, we are not questioning whether or not
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an investigation should have occurred, but, rather, the tactics and
the lack of protection there.

Today we are holding this hearing, and we are pleased to wel-
come Senator Grassley, whose investigation really kicked this off
and whose staff has worked hand in hand, along with the Demo-
cratic members of this committee’s staff, on hearing all of the wit-
nesses.

I might note, during the period of July 2012, when this began,
until now, whistleblowers involved in this have been reticent to go
on the record. They have wanted to deliver with as few people
hearing what they have to say as possible and then let the facts
speak for themselves.

In the purest sense, that is what whistleblowers should do. In
the purest sense, we should have an independent investigation that
discovers the facts with limited testimonial by the whistleblowers.
Their concern when they are reporting, essentially, whistleblower
retaliation is certainly understandable.

Neither the IG nor the minority on this committee has had an
opportunity to speak to those whistleblowers. I will continue to en-
courage them to speak to both the IG and minority staff, but it is
their decision.

A whistleblower may come to one member of Congress, any one
member of Congress, in my opinion, and that member of Congress
should proceed on his constitutional or her constitutional responsi-
bility and protect the whistleblower to the greatest extent possible.
This committee will also always support that protection.

The misconduct that we are looking at is not just overreach. It
mirrors a famous book and movie ripped from the pages of George
Orwell’s “1984.” Constant monitoring of your screens. The only
thing that was missing, of course, was a camera looking both ways.

I am here to say that the Federal employees know that every
communication they do on government property, on government
time, or using government assets, or doing government business is
subject to the Federal Government looking at it. There is no expec-
tation of privacy.

But that is not to say that targeting is appropriate. It is not to
say that these five scientists’ and doctors’ concerns are not reason-
able. They are.

If there is a reason on behalf of the government to look at the
use of government assets, government communication, of course,
we expect the Executive Branch to do that.

However, if there is going to be use of products such as Spector
360, a product that captured every 5 seconds the screens of the
computers being used and the keystrokes, then, quite frankly, it
has to be done for all at every moment and then there have to be
rules on how it can be used.

I am not suggesting that. Just the opposite. The Federal work-
force is a highly trusted force, and trust is what we depend on. At
times, it is clear that that trust is broken and, when it is, there
are appropriate remedies.

But until that trust is broken, we depend on a skilled and moti-
vated workforce that believes, as they should, that they are not
working for Big Brother, that, in fact, they are trusted in their
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roles and not being unreasonably spied on or targeted for discipli-
nary action.

For that reason, we are holding this hearing today not as just an
indictment of the FDA, which I think Senator Grassley will speak
to, but as a recognition that all Federal employees need to be pro-
tected from an unreasonable activity, which, at least in this chair-
man’s opinion, is part of what went on at the FDA in targeting
these five whistleblowers.

Again, I will put the rest of my opening statement in the record.

And I yield to the ranking member.

Mr. CuMMINGS. Thank you very much, Mr. Chairman.

Today we examine two distinct, but related, issues. First, we will
review allegations that the FDA employees leaked trade secret and
other confidential business information from companies seeking
FDA approval of medical device applications.

We will also review allegations by these employees that they
were whistleblowers concerned about the safety of these medical
devices and that the FDA retaliated against them by monitoring
their computers.

Whistleblowers play a critical role in rooting out waste, fraud,
and abuse at Federal agencies and making our government more
effective and efficient. They sometimes risk their careers. They
sometimes risk their reputations to challenge the abuse of power.

Our committee must take every allegation very seriously with re-
gard to retaliation. I have said it before and I will say it again. We
must at every point protect our whistleblowers. I am committed to
that, and we are all committed to that.

Unfortunately, the majority has taken a traditionally bipartisan
issue, something that all committee members should be inves-
tigating together, and turned it into another partisan spectacle for
which our committee has become well known.

One of the most basic steps that our committee should have
taken was to interview the FDA employees who had concerns. I re-
mind all of us that everybody on this side of the aisle and every-
body on that side of the aisle represents 700,000 people each, every
one of us, the 435 members of our Congress.

As the foundation for a responsible investigation, we should have
met with them, asked them questions, learned about their con-
cerns, and given them an opportunity to address evidence that may
contradict their accounts.

Instead, despite multiple requests from the Democratic side over
the past year, the chairman declined to hold interviews with these
employees, although he and Senator Grassley apparently have been
communicating with them directly.

These employees were never called in for standard committee
interviews. And I heard what the chairman said. But at the same
time, as I have said, we need to have an opportunity, just as Sen-
ator Grassley has, to talk to these folks, just as the chairman has.

As a result, most committee members have no opportunity to
talk to these employees and will not have the benefit of their input
as we proceed. Again, we are talking about effectiveness and effi-
ciency. We are talking about transparency with regard to the mem-
bers of the committee.
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The chairman also chose to issue a highly partisan Republican
staff report this morning. Just to be clear, this is not an official
committee report. It did not follow committee rules for an official
committee report. It was not vetted for accuracy by the committee.

Also unfortunate was the timing of today’s hearing. Over the
past month, the Inspector General was finishing his own investiga-
tion and was poised to issue his report on this issue.

Rather than wait a week or two so the committee could hear di-
rectly from the IG, the committee rushed to hold today’s hearing,
apparently trying to beat the IG to the press.

As a matter of fact, the press got the report before we did, their
report. It is interesting that we have a situation where the IG was
able to complete his report, and he provided it to the committee
last night.

Now, let us look at what the IG found, first, “The FDA”—this is
the IG—“had reasonable concern that confidential information, in-
cluding possibly trade secrets and/or CCI, had been disclosed by
agency employees without authorization.”

Companies that submitted applications had asked the FDA to in-
vestigate which employees leaked their trade secret and confiden-
tial commercial information in violation of the law.

The IG found, “The FDA had provided notice to its scientists and
all other users of the network through a network log-on banner
that there was no right to privacy on the FDA computer network
and that all data on the network was subject to interception by the
FDA.”

The committee’s investigation has identified no evidence that the
FDA monitored employees to retaliate against them. The agency
had a reasonable basis for initiating the monitoring, since the dis-
closure of proprietary information is prohibited by law and subject
to criminal penalties.

The IG also found that, regardless of whether the computer mon-
itoring was allowable under the law, the FDA did not have suffi-
cient safeguards to ensure that monitoring would avoid collecting
communications with Congress, the Office of Special Counsel, or
the IG.

As T close, despite the reasonableness of the FDA’s concerns and
its explicit warnings that employee computers could be monitored,
the IG found that, “The FDA” “should have assessed beforehand
and—with the assistance of legal counsel, whether potentially in-
trusive EnCase and Spector monitoring would be the most appro-
priate investigative tools and how to ensure that the use of these
tools would be consistent with constitutional and statutory limita-
tions on government searches.”

The FDA has now implemented new policies that require written
authorization from the chief operating officer to initiate monitoring
and a legal review of the proposed monitoring by the chief counsel,
including a determination that proposed monitoring is consistent
with the Whistleblower Protection Act.

Protecting the rights of whistleblowers is an issue we should all
be working on together, and our committee has done so in the past.
In 2012, this committee passed the Whistleblower Protection En-
hancement Act, which was signed into law on November 27, 2012.
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This is strong evidence that, when the committee operates on a
bipartisan basis, we can accomplish very important and even
groundbreaking accomplishments. I hope we can return to that
type of bipartisanship in the future. I look forward to hearing from
the witnesses.

Mr. Chairman, I thank you for your indulgence.

Chairman IssA. Of course.

I now ask unanimous consent the letter dated February 25th by
me to the ranking member be placed in the record. Without objec-
tion, so ordered.

Mr. Cummings, I might note that the IG report which came out
at 4:30 last night was preceded by the staff report being given to
your staff, which contained substantially all of the same informa-
tion as the IG report, and we noticed on January 14th the FDA of
our plan to have today’s hearing.

At that time, we had no expectation that the IG was going to
conclude. And, in fact, in a Herculean way, the administration
managed to respond to the IG’s comments in two days, and the IG
managed to get it out last night. We are proud of the fact that that
report would not have been in our hands today had we not been
scheduling this hearing.

Mr. CUMMINGS. Well, Mr. Chairman, would the gentleman yield?

Chairman IssaA. Of course.

Mr. CuUMMINGS. I think the IG and the administration wanted—
the administration wanted to get that report out because it felt
that it would be significant with regard to any hearing that we
might hold.

And so, therefore, those who might have commented from the ad-
ministration reserved comment so that they could get the report
O}lllt bécause we know that all of us have tremendous confidence in
the IG.

And I guess, going back to efficiency and effectiveness, that, if we
have an IG report, an independent agency that has looked at these
things very carefully, it would be nice to have that report before
the hearing. To me, that is effectiveness and efficiency.

Chairman ISsA. And the good news is we do have it.

I might note, by the way, that I never spoke to any whistle-
blower. We can certainly ask Senator Grassley. I never spoke to
them directly.

Mr. CUMMINGS. Did your staff?

Chairman ISsA. As you have said so many times, Mr. Cummings,
the book “The Speed of Trust” is about trust being earned.

The whistleblowers were unwilling to meet with members of your
staff because they did not trust that this would not turn into retal-
iation. That is through their attorneys. And they are represented
by counsel, what we have been told.

So my staff encouraged them and has in no way dissuaded them
from talking to your staff, and I openly this morning encourage
them once again to come and meet with them.

But, quite frankly, since this hearing is about inappropriate—
now determined by the IG to be inappropriate targeting of whistle-
blowers using questionable tactics, you can understand why the
whistleblowers, who, to my knowledge—I do not know, but they
may or may not be some of the people targeted here—are reluctant
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to be prosecuted, persecuted, and triggered again by an agency that
they do not personally believe in.

They do not trust their agency, and they do not trust those who
would report back to their agency. That is not my fault. That is not
your fault. But that is the reality that the whistleblowers have.

Mr.? CUMMINGS. Could we not have brought them in for inter-
views?

Chairman IssA. Yes. I could haul in whistleblowers and expose
them to the——

Mr. CUMMINGS. We haul in people all the time.

Chairman IssA. I could expose them to the administration know-
ing about them and then retaliating against them. I could do that.

But I will protect whistleblowers’ right to give us information.
Without their testimony, we have independently—and the IG has
independently reached the conclusions which we will see today. So
I think the record speaks for itself.

Whistleblowers made Senator Grassley and his staff aware of a
problem, but independent investigation by the IG and by this com-
mittee—bipartisan investigation—have led us to the conclusions we
will hear today.

And, by the way, the hearing is not about the leak of informa-
tion. It is about the unreasonable retaliation. I might caution you
that we did not investigate the specifics of the leak of this material.
It is certainly a knowledgeable fact. But our investigation began in
the retaliation, not in that

Mr. CUMMINGS. Just one more inquiry.

Chairman IssaA. Of course.

Mr. CUMMINGS. I know Senator Grassley is

Chairman IssA. He has been patient, and his time is limited.

Mr. CuMMINGS. Thank you.

This is a question. You know, life is short. And so you just said
that you did not look at the allegations made by the whistle-
blowers. Is that what you are trying to say?

Chairman IssA. No. The whistleblowers made allegations that
led to an investigation. Senator Grassley, I am sure, will cover this.
The investigation independently determined what they had said.

We are not relying on their allegations. They are not fact wit-
nesses for purposes of the IG, Senator Grassley’s staff, or my staff.

The result of both the pieces of paper, the package you have, are
the results of independent—the IG and your staff and my staff and
Senator Grassley’s staff—interviews. We did not need the whistle-
blowers except to be aware of a problem.

The investigation is complete and does not need further testi-
mony. In other words, there was no reason to expose the whistle-
blowers to the possibility of retaliation because their allegations
have been confirmed independently.

You believe it, and I believe it, and the IG believes it, that this
Eetaliation that was done against these five people was, in fact,

one.

Mr. CUMMINGS. If the gentleman will yield.

Chairman IssA. Of course.

Mr. CUMMINGS. The only thing I am getting to is that—and Sen-
ator Grassley, I am sure, will address this—if there is equipment
being used in hospitals that is defective, that people are getting
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diseases from, I mean, that’'s—I mean, we got two issues here. I
want to make sure that we deal with that.

Because we can get so caught up in the political stuff that we
forget the people who are the victims of some of this, one of
which—and I don’t know whether it was from equipment, but I just
had a constituent to die after giving birth to twins from disease
that was contracted in the hospital this week.

So I am trying to figure out will we—are we going—I mean, we
got two parts here. We got the whistleblowers. And I think the rea-
son why the whistleblowers bring information to us is so that we
can do some reform—remember, that’s a part of our title—and try
to make sure that the constituents that we serve are safe.

So you are saying that we will not get to that piece of it?

Chairman IssA. No. Not at all. I am saying that the investigation
was as to the retaliation.

Dr. Smith, who was a qualified whistleblower, had deep concerns
about the FDA’s process and validity of medical devices they cer-
tified, and he made allegations that the FDA was not doing their
job properly. That’s the initial whistleblower activity, which was
not disputed.

The leak, justified in the FDA general counsel’s mind, which
makes me question whether or not these reforms are any good
when the general counsel was receiving the information, made
them believe that they could monitor five employees prospectively
on everything, including their communications with Congressman
Van Hollen, Senator Grassley, and my staff. That is what we are
researching today.

I am not qualified, quite frankly, to look at the allegations of
medical device effectiveness, and I don’t believe his initial claim
came to our committee on the invalidity of the medical devices.

But Dr. Smith, who is not a witness here today and is not part
of it, was a qualified whistleblower. He had complaints, and he was
making them.

The investigation was not—supposedly not about his whistle-
blowing, but he became the target when they said that there had
been a leak, which apparently there had.

And I am perfectly happy to have people drift off onto the ques-
tion of the leak in the New York Times. But what we do know is,
although leaks to the New York Times occur all the time, we have
whistleblower retaliation in the unreasonable, if you will, activities,
in the opinion of the IG and in the opinion of this committee staff
report.

And that’s what the primary reason for the hearing is, is we do
not want to have a chilling effect on potential whistleblowers.

But, more importantly, you and I know that we have to and we
had better trust our Federal employees and not be spying on them
24/7, even though we have a right to look at the material on which
they work, if necessary.

Mr. CUMMINGS. As I close, let me just say this. You talk about
“The Speed of Trust.” And I don’t want anybody watching this or
hearing this to be left with the impression that folks on this side
of the aisle, including our staffs, in some kind of way are not pro-
tective of whistleblowers. I don’t want that getting out into the uni-
verse because it’s simply not true. I would never say that.
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Chairman IssA. And, Mr. Cummings, I am not asserting that you
are not trustworthy. What I am asserting——

Mr. CUMMINGS. And my staff.

Chairman IssA. —is that the whistleblowers were unwilling to.

And I have been corrected on one thing. In 2009, under Chair-
man Towns, Dr. Smith provided thousands of pages to this com-
mittee in support of his whistleblower allegation. So that is really
the beginning of Dr. Smith’s activity, as far as this committee goes.

And he was a qualified whistleblower, having come to Chairman
Towns and this committee with his concerns—and I think other
committees—with his concerns about the FDA’s activity.

And, again, even though I also serve on Energy and Commerce,
I am not claiming that I can understand the details of his allega-
tions.

And I would like, to the greatest extent possible, to caution all
Members to primarily look at the question of whether the activities
at the FDA, pursuant to their trying to find a leak, crossed a line
and interrupted and would have a chilling effect on whistleblowers,
which I think is what our committee’s primary jurisdiction is.

Mr. CuMMINGS. And, Mr. Chairman, which is my primary con-
cern, also.

Chairman IssA. Okay. Senator Grassley, you have been incred-
ibly patient. You have heard more testimony than you planned to.
And, with that, such time as you may consume.

WITNESS STATEMENTS

STATEMENT OF THE HON. CHARLES E. GRASSLEY, A UNITED
STATES SENATOR FROM THE STATE OF IOWA

hSenator GRASSLEY. Before I read, I would like to say a couple
things.

Chairman IssA. Our mics on this side don’t amplify as well. They
need to be much closer. They are House mics.

Senator GRASSLEY. Two things I would like to say before I read,
one, generally about whistleblowing. In 33 years, under both Re-
publicans and Democrats, I found the problem the same, whatever
bureaucracy you are talking about. Whistleblowers are about as
welcome in a bureaucracy as skunks at a picnic. There is a great
deal of peer pressure to go along to get along.

And then, specifically in regard to the FDA, just so everybody
knows, we have a Democrat President, but going back to 2003,
when I first got involved with whether or not the scientific process
was being respected within the FDA and respected scientists com-
ing forward—first was Vioxx and then several things since then—
we have found problems with the respect of scientists and the re-
spect of the scientific process within that agency, regardless of who
was President.

Thank you, Chairman Issa, for calling this important hearing
and for the great work that you and your staff have done. To-
gether, we have conducted a detailed investigation into the FDA
aggressive surveillance of whistleblowers.

A group of FDA scientists expressed concern about the safety of
certain devices under review by the agency. They expressed their
concern to the President’s transition team and to Congress. They
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also contacted the Office of Special Counsel, which is an agency, as
you know, created by Congress to receive whistleblower complaints
and protect whistleblowers from retaliation.

The FDA knew that contacts between whistleblowers and the Of-
fice of Special Counsel are confidential and protected by law. How-
ever, the FDA was intently spying on whistleblowers. There was no
effort to avoid snooping on legally protected communications.

This surveillance was much more intense than routinely moni-
toring of government employees on government computers. It was
far more invasive than what would be necessary to detect inappro-
priate use of computer systems.

The agency captured a picture of whatever was on the screen
every 5 seconds, as you have said, and recorded every keystroke
typed. Again, the FDA did not monitor every FDA employee this
aggressively, just the whistleblowers.

When we were—first spoke to the FDA in January 2012, they
tried to dodge the issue. When I started asking questions, FDA offi-
cials seemed to suffer from a sudden case of collective amnesia.

It took the FDA more than 6 months to answer my letter asking
about its surveillance of its own employees. When I finally received
a response, it didn’t even answer the simplest of questions, such as
who authorized the targeted operation. Worse than that, it was
misleading in its denials about intentionally intercepting commu-
nications with Congress.

When I asked them why they couldn’t just answer some simple
questions, they told my staff that the response was under review
by, “the appropriate authorities in the administration.” The FDA’s
non-answers and doublespeak would have fit right into some
George Orwell novel.

The work our staffs have done together uncovered answers to
many of those initial questions. Today we will hear from some of
the FDA employees involved in the surveillance.

There can be legitimate reasons to monitor the use of govern-
ment computers by government employees; however, as our joint
report shows, FDA officials gave little, if any, thought to the legal
limits that might restrict their power to monitor their employees.

No one at the FDA made any attempt to limit the collection of
legally protected communications with attorneys, with the Office of
Special Counsel, or with Congress. The FDA trampled on the pri-
vacy of its employees and their right to make legally protected dis-
closures of waste, fraud, and abuse.

These whistleblowers thought the FDA was caving to pressure
from the companies that were applying for FDA approval. I don’t
know whether they were right. But they have a legal right to ex-
press those concerns.

After expressing their safety concerns, two whistleblowers were
fired, two more were forced to leave FDA, and five of them were
subjected to an intense spying campaign.

At the beginning of FDA Commissioner Hamburg’s term, she
said that whistleblowers exposed critical issues within the FDA.
She vowed to create a culture that values whistleblowers.

By the way, that is a promise I have had from several people
predecessor to her coming to my office, wanting confirmation, mak-
ing those same promises.
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In fact, in 2009, Commissioner Hamburg said “I think whistle-
blowers serve an important role.”

I wanted to believe Commissioner Hamburg when she testified
before the Senate during her confirmation. I wanted to believe her
when she said she would protect whistleblowers at the FDA. How-
ever, in this case, the FDA was certainly not a whistleblower-
friendly place to work, and I have spoken about how that’s been
the case since at least my involvement since 2003.

The FDA managers believed that the whistleblowers were leak-
ing confidential information improperly, but the managers who—
claimed that there were many other problems with the job perform-
ance of the targeted employees.

Performance issues, of course, should be handled by directly su-
pervising and managing employees. Instead, the FDA asked the
HHS Office of Inspector General to investigate whether the em-
ployers had violated the law.

The Inspector General declined on multiple occasions, but FDA
managers kept asking for a criminal inquiry. Rather than simply
managing its employees, the FDA then started spying on them.

The managers kept looking for information that would convince
the Inspector General to seek criminal prosecution. It was sort of
management by investigation. And, of course, that’s no way to run
an agency.

According to the OIG, and later the Department of Justice, the
FDA had no evidence of any criminal wrongdoing by the whistle-
blowers. None whatsoever was ever found.

The FDA spent months using intrusive realtime surveillance of
their employees’ computers looking for evidence of a crime. That
time and effort would have been better spent supervising and man-
aging the employees directly and making sure the employees were
doing their job and not bothered from doing their job.

The FDA claimed that their employees had no expectation of pri-
vacy on their FDA computers. However, when interviewed by con-
gressional investigators, none of the FDA officials were willing to
accept full responsibility for authorizing the surveillance. Appar-
ently, no one was properly supervising this invasive surveillance
program.

The monitoring software used was so comprehensive it took
countless hours just to review all the material. It was a detailed
record of everything each of the scientists did all day, every day,
for months. Hundreds of thousands of screen images had to be re-
viewed by FDA contractors, all at taxpayers’ expense.

So what kind of legal guidance was provided to these contractors
about what they could capture? None. We would not have known
the full extent of the spying today if the FDA had not accidentally
released 80,000 pages of fruits of its spying on the Internet.

Talk about adding insult to injury. After collecting all of this in-
formation, in an effort to supposedly prevent leaks, the same agen-
cy ends up posting all of those documents online for the world to
see.

In these internal documents that FDA never wanted the public
to see, it referred to the whistleblowers as “collaborators.” So you
understand what I mean when I say whistleblowers are about as
welcome in an agency as a skunk at a picnic.
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FDA referred to our staffers as “ancillary actors.” And they hap-
pened to refer to newspaper reporters as “media outlet actors.”

Let me tell you, you wouldn’t be doing any congressional inves-
tigation—well, you might do a little bit, because we could obviously
ferret out some—but we wouldn’t be doing 90 percent of what we
do on protecting whistleblowers and congressional oversight if it
wasn’t enterprising newspaper or media people or whistleblowers
coming forth with some things that they find wrong that we don’t
even know where the skeletons are buried in the bureaucracy of
this big government of ours. But, anyway, so they are collaborators,
they are ancillary actors, or they are media outlet actors.

The FDA claimed it was a mistake made by the company it hired
to convert surveillance records for legal review. And, of course, that
wasn’t true. The FDA incorrectly filled out a purchase order for the
work. The FDA did not mark the documents as confidential or sen-
sitive. It didn’t even fill out the form until after the work had been
done.

Our inquiry uncovered no record that the private contractors
were told that the documents were sensitive. So, the FDA failed to
classify these documents as sensitive and then tried to blame the
small business company that it hired to convert the documents.
This is the scene that comes up time and time again in this entire
story that you are looking into today.

The FDA has failed to accept responsibility for its actions or im-
pose accountability. This is from an agency that purportedly wants
to foster a culture where whistleblowers are valued, based upon Di-
rector Hamburg’s testimony to our committee.

The FDA’s actions are, of course, disappointing, not just dis-
appointing because of the history that we are now—of this history,
but over a long period of time. And it was supposed to change when
this commissioner was appointed.

But it would be even worse if that agency fails to learn from its
mistakes. And since 2003, I—and maybe people before me would
say the same thing—would say that they have been looking for
learning from the mistakes of the past. It doesn’t seem to happen.

And most of these are just simple respect for the scientific proc-
ess because, if you leave the politics out of it and let scientists do
it, the scientific process of one scientist checking on another sci-
entist’s work will prove itself, or that scientist isn’t going to be
worth anything.

These policies need to ensure that any monitoring is limited to
achieving only the legitimate purpose. Watching on employees
every minute leads to a culture of intimidation and fear, which not
just the FDA, but bureaucracies generally, want whistleblowers to
know about so that they don’t tell what they know is wrong. And,
of course, that’s no way to encourage whistleblowers or it’s no way
to show that you value their concerns.

I thank you very much.

Chairman IssA. Thank you.

[Prepared Statement of Senator Grassley follows:]
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Statement of Senator Charles E. Grassley
Before the United States House of Representatives
Committee on Oversight and Government Reform
Hearing, “Limitless Surveillance at the FDA: Protecting the Rights of Federal Whistleblowers”
February 26, 2014

Thank you, Chairman Issa, for calling this important hearing and for the great work you and yow
staff have done.

Together, we have conducted a detailed investigation into the Food and Drug Administration’s
(FDA) aggressive surveillance of whistleblowers.

A group of FDA scientists expressed concerns about the safety of certain devices under review
by the agency.

They expressed their concerns to the President’s transition team and to Congress.

They also contacted the Office of Special Counsel, which is an agency created by Congress to
receive whistleblower complaints and protect whistieblowers from retaliation.

The FDA knew that contacts between whistleblowers and the Office of Special Counsel are
confidential and protected by law.

However, the FDA was intently spying on the whistleblowers.
There was no effort to avoid snooping on legally protected communications.

This surveillance was much more intense than the routine monitoring of government employees
on government computers.

It was far more invasive than what would be necessary to detect inappropriate use of the
computer systems.

The agency captured a picture of whatever was on the screen every five seconds, and recorded
every keystroke typed.

Again, the FDA did not monitor every FDA employee this aggressively -- just the
whistleblowers.

When we first spoke to the FDA in January 2012, they tried to dodge the issue.

When [ started asking questions, FDA officials seemed to suffer from a sudden case of collective
amnesia.
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It took the FDA more than six months to answer my letter asking about its surveillance of its
own employees.

When 1 finally received the response, it didn’t even answer the simplest of questions, such as
who authorized this targeted operation.

Worse than that, it was misleading in its denials about intentionally intercepting communications
with Congress.

When I asked them why they couldn’t just answer some simple questions, they told my staff tha
the response was under review by the “appropriate officials in the Administration.”

The FDA’s non-answers and double-speak would have fit right into a George Orwell novel.
The work our staffs have done together uncovered answers to many of those initial questions.
Today, we will hear from some of the FDA employees involved in the surveillance.

There can be legitimate reasons to monitor the use of government computers by government
employees.

However, as our joint report shows, FDA officials gave little, if any, thought to the legal limits
that might restrict their power to monitor employees.

No one at the FDA made any attempt to limit the collection of legally protected communications
with attorneys, with the Office of Special Counsel, or with Congress.

The FDA trampled on the privacy of its employees and their right to make legally protected
disclosures of waste, fraud, or abuse.

These whistleblowers thought the FDA was caving to pressure from the companies that were
applying for FDA approval.

I don’t know whether they were right, but they have a legal right to express those concerns.
After expressing their safety concerns, two whistleblowers were fired.

Two more were forced to leave the FDA.

And five of them were subjected to an intense spying campaign.

At the beginning of FDA Commissioner Hamburg’s term, she said that whistleblowers exposed
critical issues within the FDA.

She vowed to create a culture that values whistleblowers.
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In fact, in 2009, she said, and I quote, “I think whistleblowers serve an important role.”

I wanted to believe Commissioner Hamburg when she testified before the Senate during her
confirmation.

I wanted to believe her when she said she would protect whistleblowers at the FDA.
However, in this case, the FDA was certainly not a whistleblower-friendly place to work.

FDA managers believed that the whistieblowers were leaking confidential information
improperly.

But the managers also claimed that there were many other problems with the job performance of
the targeted employees.

Performance issues should be handled by directly supervising and managing employees.

Instead, the FDA asked the HHS Office of Inspector General to investigate whether the
whistleblowers had violated the law.

The Inspector General declined on multiple occasions, but FDA managers kept asking for a
criminal inquiry.

Rather than simply managing its employees, the FDA started spying on them.

The managers kept looking for information that would convince the Inspector General to seek a
criminal prosecution.

It was a sort of management by investigation.
That’s no way to run an agency.

According to the OIG and later the Department of Justice, the FDA had no evidence of any
criminal wrongdoing by the whistleblowers.

None would ever be found.

The FDA spent months using intrusive real-time surveillance of their employees’ computers,
looking for evidence of a crime.

That time and effort would have been better spent supervising and managing the employees
directly.

FDA claimed that their employees had no expectation of privacy on their FDA computers.
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However, when interviewed by congressional investigators, none of the FDA officials were
willing to accept full responsibility for authorizing the surveillance.

Apparently, no one was properly supervising this invasive surveillance program.

The monitoring sofiware used was so comprehensive, it took countless hours just to review all of
the material.

It was a detailed record of everything each of the scientists did, all day, every day, for months.

Hundreds of thousands of screen images had to be reviewed by FDA contractors, all at taxpayer
expense.

So what kind of legal guidance was provided to these contractors about what they could capture?
None.

We would not have known the full extent of the spying today if the FDA had not accidently
released 80,000 pages of the fruits of its spying on the Intemet.

Talk about adding insult to injury.

After collecting all of this information in an effort to supposedly prevent leaks, the same agency
ends up posting all those documents online for the world to see.

In these internal documents that FDA never wanted the public to see, it refers to the
whistleblowers as “collaborators.”

FDA refers to congressional staff as “ancillary actors.”
FDA refers to the newspaper reporters as “media outlet actors.”

The FDA claimed it was a mistake made by the company it hired to convert surveillance records
for legal review.

That wasn’t true.
The FDA incorrectly filled out a purchase order for the work.

The FDA did not mark the documents as confidential or sensitive, and it didn’t even fill out the
form until after the work had been done.

Our inquiry uncovered no record that the private contractor was told that the documents were
sensitive.
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So, the FDA failed to classify these documents as sensitive and then tried to blame the small
business it hired to convert the documents.

This is the theme that comes up time and again in this story.
The FDA has failed to accept responsibility for its actions or impose accountability.

This is from an agency that purportedly wants to foster a culture where whistleblowers are
valued.

The FDA’s actions are disappointing.
But, it would be even worse if it fails to learn from its mistakes.
All agencies need to learn from these mistakes.

There need to be more comprehensive, policies on employee computer monitoring across the
entire government.

These policies need to ensure that any monitoring is limited to achieve only a legitimate purpose.
Watching an employee’s every move leads to a culture of intimidation and fear.
That’s no way to encourage whistleblowers or value their concerns.

Thank you for inviting me to testify today.
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Chairman IssA. And if you would take a few questions from the
ranking member, I would appreciate it.

Senator GRASSLEY. Yes.

Chairman IssA. Mr. Cummings.

Mr. CuUMMINGS. Thank you very much, Senator Grassley. And I
really do thank you for being here today. Thank you for your pa-
tience.

I have the utmost respect for you and your legacy as a champion
of whistleblowers and whistleblower protections, and I really—on
behalf of the American people, I thank you.

Senator GRASSLEY. Thank you.

Mr. CUMMINGS. As I said earlier, this has not traditionally been
a partisan topic, I don’t think. You and Senator Akaka both spon-
sored the Whistleblower Protection Enhancement Act, and Chair-
man Issa and I sponsored the House version of that bill. I assume
you agree that we accomplish much more when we are working to-
gether.

Would you agree with that?

Senator GRASSLEY. I have found——

Mr. CUMMINGS. I heard what you said about the skunk and all
that.

Senator GRASSLEY. Well, listen. I think your question is trying to
put me between you two people, and I don’t relish being there.

But I have found in the United States Senate—I don’t want to
talk about the House of Representatives—I have found in the
United States Senate that not a whole lot gets done if it’s not done
in a bipartisan way.

But that’s because our two institutions are different. We function
under a 60-vote rule that requires, when you have 55 of one party,
45 of the other, you have got to do something in a bipartisan way.

And I have also found, as a member of the minority, that it
makes a real difference who is chairman of the committee. When
I was working with Senator Baucus on the Finance Committee and
he was in the majority, I didn’t get much response from any admin-
istration without the help of the chairman.

Mr. CUMMINGS. Have you had an opportunity to talk to the whis-
tleblowers?

Senator GRASSLEY. We have only talked to their attorneys.

Mr. CUMMINGS. I see.

Chairman Issa and I had a good discussion this morning prior
to the hearing. And one of the things that he raised—and I
agreed—it seems like this—and I want the witnesses to hear this—
it seems to me that the issue comes down to this: When—first of
all, there was a situation which screamed out for somebody to look
into it. In other words, New York Times writing articles with trade
secrets, it seems like the agency had a duty to at least look into
it.

Would you agree with that?

Senator GRASSLEY. Would you please ask your question again.

Mr. CUMMINGS. In other words, the way this whole thing started,
apparently, are some stories in the New York Times with trade se-
crets in the New York Times that weren’t supposed to be there.

Senator GRASSLEY. Okay.
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Mr. CUMMINGS. And so I think it started off legitimately saying,
“Okay. We have got a problem here because this information is not
supposed to be in the New York Times.”

So would you agree that, at least starting, they had something
that they needed to look into? Now, I am not saying they did it
right. I am just asking you

Senator GRASSLEY. Okay. I am not sure that I can answer your
question.

Mr. CuMMINGS. Okay.

Senator GRASSLEY. But let me see if I can speak to it and give
you some satisfaction.

I think it gets down to a point of whether or not the information
was accurate or not that these whistleblowers were talking about.
We have not looked into the accuracy of that information. We have
only looked into it from the standpoint that some people say there
is some problems.

And that’s where you get back to the point that I have made a
couple times, not about the skunk, but about the scientific process,
that we want an environment within the FDA where the scientific
process works its way out and is not interfered by people that
aren’t scientists or involved in that process.

And I will only go back to one other instance a long time ago.
But we have found that—in one instance years ago, we found email
from industry that said, “Well, if you have got a problem with our
product, talk to us.”

Well, the point is that the FDA should not consider a manufac-
turer or a company across the table from them. The only people
that should be across the table from the FDA scientists or regu-
lators are the John Q. Public.

Mr. CuMMINGS. Okay. And so, in this case, a group of FDA em-
ployees alleged that certain medical devices may have safety prob-
lems.

Now, if their allegations are correct, that is obviously a huge
problem for everyone who relies on these types of medical devices
when they become ill or get in an accident.

On the other hand, if these allegations are not correct, these
FDA employees could be doing damage. They could be keeping safe
medical devices off the market and out of the hands of doctors who
use them to help people.

And I think that you would agree that we—if devices should be
on the market to save people’s lives and make them better, they
ought to be there. Would you agree with that?

Senator GRASSLEY. Well, the answer to that is “yes.” But how do
you—how is that decision made? It’s not going to be made by us
in Congress.

Mr. CUMMINGS. I got that.

Senator GRASSLEY. It’s going to be made by the scientific ap-
proach in the FDA.

Mr. CUMMINGS. Just one more question, Mr. Chairman.

Let me just get to this—the key question that the chairman and
I were discussing this morning.

It seems to me that, if they had done this—the investigative folk
had done this in a retrospective way as opposed to a prospective
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way, we probably would not have the issues—as many issues as we
have today. Do you think?

Senator GRASSLEY. Well, yes. But I have to surmise—because 1
can’t answer your question. But I have to surmise the reason it
worked out the way it worked out is people weren’t getting the
proper respect within the agency for their opinion.

Mr. CUMMINGS. I see.

Senator GRASSLEY. And their opinion could be wrong. But the
scientific process is going to prove whether or not they were right
or wrong.

Mr. CuMMINGS. Well, again, I want to thank you for being here.
I really appreciate it.

Senator GRASSLEY. Thank you.

Mr. CuMMINGS. And I look forward to working with you.

Senator GRASSLEY. Please do.

Mr. CUMMINGS. We need to get together and meet sometime.

Senator GRASSLEY. I will take you to eat in the Members’ dining
room, and I will pay for it, if you want to take me up on that.

Mr. CUMMINGS. All righty. Thank you.

Chairman IssA. Senator Grassley, we know how hard it was for
you to say that.

%enator GRASSLEY. And it hurt. But since I said it, I will have
to do it.

Mr. CuMMINGS. I will hold you to it, too.

Chairman IssA. Thank you. We are going to take just a quick re-
cess to set up the table. Thank you, Senator.

[Recess.]

Chairman IssA. We now welcome our second panel.

Dr. Jeffrey Shuren is the Director of the Center for Devices and
Radiological Health at the FDA. Ms. Ruth McKee is the Associate
Director for Management and the Executive Officer of the Center
for Devices and Radiological Health. Mr. Walter Harris is Chief
Operating Officer and Acting Chief Information Officer for the FDA
and, presumably, the person that would approve such an activity
in the future under the rules. And Ms. Angela Canterbury is the
Director of Public Policy for the Project on Government Oversight,
or POGO.

And we welcome all of you.

Pursuant to the committee’s rules for any non-Senators or House
Members, would you please rise and take the oath. And please
raise your right hands.

Do you solemnly swear or affirm the testimony you are about to
give will be the truth, the whole truth, and nothing but the truth?

Please be seated.

Let the record reflect that all witnesses answered in the affirma-
tive.

In order to allow time for questions, I would ask that you be as
close to 5 minutes as possible in your opening statements. Your en-
tire written opening statement will be placed in the record.

And, Dr. Shuren, I understand you do not have an opening state-
ment. Is that correct?

Dr. SHUREN. That is correct.

Chairman IssA. Okay. In that case, we go to Ms. McKee.

Ms. McKEE. I don’t have one either. Mr. Harris is speaking.
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Chairman IssaA. Okay.
Mr. Harris?

STATEMENT OF WALTER HARRIS

Mr. HARRIS. Good morning, Chairman.

Chairman Issa, Ranking Member Cummings, and members of
the committee, I am Walter Harris, the Deputy Commissioner of
Operations, Chief Operating Officer, and Acting Chief Information
Officer at FDA.

With me is Dr. Jeff Shuren, the Director of FDA’s Center for De-
vices and Radiological Health, and Ruth McKee, CDRH Associate
Director for Management.

I am pleased to be here today to discuss issues related to the
monitoring of FDA’s personnel’s use of the agency’s IT systems.
Safeguarding the confidential information that regulated entities
share with FDA is critical to our ability to carry out FDA’s public
health mission.

FDA routinely receives and reviews trade secrets and confiden-
tial commercial information from medical product sponsors. This
information is central to FDA’s determination of a medical prod-
uct’s safety and efficacy. Without the ability to fully access and se-
cure this proprietary information, FDA cannot accomplish its public
health mission.

FDA employees secure the controls throughout our IT enterprise,
including the monitoring of FDA personnel’s use of government-
owned equipment. This and other IT controls supports protections
of intellectual property entrusted to FDA from theft or sabotage.

Unauthorized disclosures of information not only violates Federal
law and regulations and undermines the integrity of FDA pro-
grams, they also can result in civil suits against FDA.

So it’s critically important that FDA protects against unauthor-
ized disclosure of such information by agency personnel and for the
FDA to appropriately investigate any suspected incidents of unau-
thorized disclosure.

FDA personnel are regularly advised that they have no reason-
able expectation of privacy when using FDA computer networks
and that any use of agency IT resources, including email, may be
monitored. This notice is provided by a variety of means, including
a warning banner that an employee must acknowledge every time
he or she logs on to the FDA network, which clearly states that,
by logging onto the system, the user consents to having no reason-
able expectation of privacy regarding any communications or data
in transit or stored on that system.

All FDA users are also made aware of HHS policy that any use
of HHS email may not be secure, it is not private, it is not anony-
mous, it may be subject to disclosure, and that employees do not
have the right to, nor expectation, of privacy at any time while
using HHS IT resources.

Although FDA has clear legal responsibility and authority to
monitor personnel use of agency IT resources, we must carry out
such monitoring in a way that recognizes employees’ interests and
legal protections.

In 2010, FDA suspected that five CDRH employees were using
FDA IT systems to send trade secrets or confidential commercial
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information outside of FDA, in possible violation of FDA regula-
tions and criminal laws.

To investigate the suspected leaks, FDA employed computer-
monitoring software on those employees’ government-issued FDA
computers, the computer surveillance that is currently the subject
of ongoing litigation.

In 2012, the HHS Office of Inspector General, or OIG, was asked
to assess whether that monitoring was appropriate and to provide
recommendations on how FDA should investigate allegations of im-
proper dissemination of confidential information.

Yesterday the OIG issued its report. Significantly, the OIG found
that the CDRH had reasonable concerns that confidential informa-
tion had been disclosed by the monitored employees without au-
thorization.

The OIG also found that FDA had provided notice through the
network log-in banner to those employees that the use of their FDA
computers would be monitored.

The OIG found no evidence that FDA obtained or used passwords
of any employees’ private email accounts, and the OIG found that
there were no evidence suggesting that FDA monitoring was de-
signed to capture communications with any particular person,
group, including Congress.

Yet, we understand that we must have adequate procedures in
place when conducting such monitoring. Indeed, since 2012, we
have been reviewing and evaluating our policies for monitoring the
use of government-owned computers to ensure they are consistent
with the law and with Congress’s intent to provide a secure chan-
nel for protected disclosures.

In September 2012, Commissioner Hamburg directed FDA lead-
ership to adopt policies for requests to monitor FDA computers to
make sure that any monitoring is justified, narrowly tailored and
duly authorized, that data derived from monitoring is appropriately
stored and controlled, and that monitoring is used for appropriate
purposes and takes place for no longer than necessary.

Last September, we issued our interim computer-monitoring pol-
icy. This policy provides standards when employee computer moni-
toring takes place.

It established a special committee to review monitoring requests.
It requires that monitoring requests be narrowly tailored in time,
scope, and degree. It requires that all requests identify the least
invasive approach.

It also requires considerations of alternative methods to address
the potential risk, provide documentation standards, and states
that no computer monitoring may target communications with law
enforcement, the Office of Special Counsel, members of Congress,
union officials, or private attorneys.

Notably, yesterday’s OIG report acknowledges that our Sep-
tember 2013 interim computer-monitoring policy addresses all of
the OIG’s recommendations.

In order for FDA to effectively carry out its public health mis-
sion, we must be vigilant to protect against the misuse or unau-
thorized disclosure of confidential information that is regularly en-
trusted to the agency.
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We believe that the policies and procedures we have in place ap-
propriately and effectively balance the individual interests of em-
ployees with FDA’s critical needs to safeguard the security and in-
tegrity of data and IT systems that the agency is entrusted to man-
age.

Thank you for your commitment to FDA’s mission and for the op-
portunity to testify today about the monitoring of FDA employees’
use of agency IT resources and FDA’s responsibilities to secure
medical product sponsors’ confidential information.

I am pleased to answer any questions.

Chairman IssA. Thank you.

[Prepared statement of Mr. Harris follows:]
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INTRODUCTION

Chairman Issa, Ranking Member Cummings, and Members of the Committee, I am Walter S.
Harris, Deputy Commissioner for Operations and Chief Operating Officer (COO), and Acting
Chief Information Officer (CIO) of the Food and Drug Administration (FDA or the Agency),
which is part of the Department of Health and Human Services (HHS). I am pleased to be here
today to discuss issues related to the monitoring of FDA personnel’s use of Agency information

technology (IT) systems.

As FDA’s COO, my role is to provide executive direction, leadership, coordination, and
guidance for the overall day-to-day administrative operations of FDA, in order to ensure the
timely and effective implementation and high-quality delivery of services across the Agency. 1
am also currently serving as FDA’s Acting CIO. As such, I am responsible for establishing and
implementing the Agency’s incident response plan for responding to the detection of computer
security incidents involving FDA information systems and ensuring that appropriate action is
taken to minimize the consequences of such incidents. I coordinate with FDA’s Office of Chief
Counsel (OCC), Office of Criminal Investigations (OCI), and Office of Security

Operations (OS0), and with other law enforcement authorities, on actions and activities
involving computer monitoring of use of FDA’s IT resources and the retrieval of electronic

records, where appropriate.
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FDA’s IT Security (IS) Program, headed by the Agency’s Chief Information Security

Officer (CI1SO), directs and implements the IT security program to ensure that adequate and
appropriate controls are applied to FDA systems for the protection of privacy, and to ensure
confidentiality, integrity, and availability of information. The CISO employs security policies
and standards for FDA information systems enterprise-wide in accordance with FDA, HHS,
Office of Management and Budget (OMB), National Institute of Standards and Technology
(NIST) and other Federal security requirements. Key activities of FDA’s IS Services staff
include: cyber security and insider-threat detection; IT security operations; security
authorization and audit management; policy, awareness, and training; Information Systems

Security Officer (ISSO) support; and contingency planning.

Cyber threats, vulnerabilities, and risks to FDA’s IT infrastructure of over 18,000 end users, 83
production systems, and 379 applications are on the rise. These threats, vulnerabilities, and risks
to the FDA IT infrastructure include, but are not limited to: external threats (i.e., transnational
criminal organizations, hackers) and end users leveraging computer access to advance
inappropriate activities;' the exploitation of sensitive information, which could negatively impact
FDA’s mission and U.S. national and economic security; and direct threats to FDA critical assets

(including the Agency’s personnel, processes, programs, and computer systems).

As described further in this testimony, FDA personnel! are permitted access to information

provided to the Agency by medical product sponsors and others and are required to maintain the

! Other insider-related threats include new, sophisticated phishing techniques such as “Vishing,” “Tabnabbing,” and
“Evil Twinning.”
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strict confidentiality of that information. However, security breaches involving FDA personnel

have occurred in the past.

For example, in March 2012, Cheng Yi Liang, a former FDA chemist, was sentenced to 60
months in prison” for engaging in insider trading on muitiple occasions based on material, non-
public information he obtained in his capacity as an FDA scientist.’ Liang had been employed
as a chemist for more than 15 years by FDA’s Office of New Drug Quality

Assessment (NDQA), and through his work at NDQA, had access to FDA’s password-protected
internal tracking system for new drug applications. Much of the information accessible on that
computer tracking system, “Document Archiving, Reporting, and Regulatory Tracking System,”
known as DARRTS, constitutes proprietary, non-public information regarding pharmaceutical

companies that submit their experimental drugs for FDA review.

In his plea, Liang admitted that between 2006 and 2011, using non-public information from
DARRTS and other sources, he traded in the securities of pharmaceutical companies in violation
of the duties of trust and confidence that he owed FDA as an employee. As stated in FDA’s

post-conviction Proposal to Debar Liang:

% Liang’s sentence was announced by the U.S, Department of Justice, the U.S. Attomey for the District of Maryland,
the Federal Bureau of Investigation, and the HHS Office of the Inspector General (OIG). See U.S. Department of
Justice, “Former FDA Chemist Sentenced to 60 Months in Prison for Insider Trading” (March 5, 2012), available at
hitp:/fwww fbi.goviwashingtondc/press-releases/2012/former-fda-chemist-sentenced-to-60-months-in-prison-for-
insider-trading. “Mr. Liang violated his duty of loyalty to the FDA and profited from inside information,” said U.S.
Attorney for the District of Maryland Rod J. Rosenstein. “Liang brazenly sought to profit based on sensitive, insider
information. What he didn’t know is that investigators have been utilizing sophisticated technical tools to identify
and track criminal behavior. We will continue to insist that Federal Government employee conduct be held to the
highest of standards,” said Elton Malone, Special Agent in Charge, HHS, OIG Office of Investigations, Special
Investigations Branch. “Mr. Liang breached the trust of his employment by obtaining sensitive information and
using it for his own profit,” said James W. McJunkin, former Assistant Director in Charge of FBI's Washington
Field Office.

? Liang was also ordered to forfeit $3.7 million, representing the proceeds of the insider-trading scheme.
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“As an FDA employee who worked in CDER’s Office of New Drug Quality
Assessment, you had access to the DARRTS database containing non-public
information about the status of approvals for new drugs. FDA is required by
statute and its regulations to keep certain information relating to drug approvals
confidential. You exploited the position with which you were entrusted as a
scientist at FDA to access confidential information in the DARRTS database...,
and you used that information in a scheme for personal gain. You accessed
confidential information... repeatedly as part of your scheme, and set up
brokerage accounts in the names of others in furtherance of that scheme, * * *

The Standards of Ethical Conduct for Employees of the Executive Branch require
that all employees shall not engage in a financial transaction using nonpublic
information, nor allow the improper use of nonpublic information to further his
own private interest or that of another, whether through advice or
recommendation, or by knowing unauthorized disclosure. You were aware of
your responsibility to comply with this requirement, and you violated that
responsibility,”*
In addition to the criminal conviction, Liang was ultimately debarred from providing services in
any capacity to a person that has an approved or pending drug product application,’ based on a

finding that he had been convicted of a felony under Federal law for conduct relating to the

development or approval of a drug product.

Public service is a public trust. Each and every employee of FDA and HHS has a responsibility
to the United States Government and its citizens to place loyalty to the Constitution, laws, and
ethical principles above private gain. To ensure that every citizen can have complete confidence
in the integrity of the Federal Government, all executive branch employees are required to
respect and adhere to principles of ethical conduct set forth by applicable Federal law and

regulations.’

% See FDA, “Proposal to Debar, Notice of Opportunity for Hearing,” Docket No. FDA-2012-N-0783 (Nov. 6, 2012),
available at htp://www.fda.gov/regulatoryinformation/foi/electronicreadingroom/ucm33441 5. htm.

% See FDA, “Cheng Yi Liang: Debarment Order,” 78 Fed. Reg. 14556, Docket No. FDA-2012-N-0783 (March 6,
2013), available at Arrp.//www.gpo.govifdsys/pkg/FR-2013-03-06/htm{/201 3-05160. htn1.

® See U.S. Office of Government Ethics, “Standards of Ethical Conduct for Employees of the Executive Branch”
(June 2009), available at



29

As FDA employees work to advance the health and welfare of the public, we seek to maintain
the highest standards of ethical conduct: the essence of good government is the personal
responsibility that each public servant feels for the public trust that he/she holds. FDA
employees are expected to be people of integrity and to observe the highest standards of conduct.
Because of FDA’s special regulatory responsibilities, its personnel must carry on the Agency’s
business effectively, objectively, and without even the appearance of impropriety, and Agency
personnel may not use, or permit others to use, official information not available to the general

public for gain or to advance a private interest.”

The scope, breadth, and extent of risks faced by FDA in the event of information security
breaches are significant and require the utmost vigilance on the part of the Agency and all of its
personnel to ensure that the valuable data entrusted to FDA is protected from both internal and
external threats and vulnerabilities. As described in this testimony, safeguarding the confidential
information that regulated entities share with FDA is critical to the Agency’s ability to carry out
its public health mission, and FDA has adopted policies and procedures to preserve the data

security of its confidential information.

http:/hwww.oge. gov/displaytemplates/statutesregulationsdetail aspx?id=293&langtype=1033, and the statutes and
regulations cited therein.

7 See, e.g., FDA, “Investigations Operations Manual,” Subchapter 1.6, “Public Relations, Ethics and Conduct,”
available at htip://www.fda.gov/ICECVInspections/IOM/ucm 122505 htm.
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FDA’s Responsibility to Protect Confidential Information

FDA protects and promotes the public health by ensuring the safety, efficacy, and security of
human and veterinary drugs, biological products, and medical devices; by ensuring the safety
and security of our nation’s food supply, cosmetics, and products that emit radiation; and by
regulating tobacco products, The Agency also helps to advance the public health by helping to
speed innovations and by helping the public get the accurate, science-based information that it
needs to properly use medicines and medical devices in a way to maintain and improve their

health.

FDA’s ability to fulfill the Agency’s public health mission is closely tied to our ability to protect
and safeguard confidential information that is submitted by regulated entities and others, and is
entrusted to FDA. The Agency routinely receives and reviews trade secrets and confidential
commercial information. For example, medical product sponsors, including manufacturers, are
expected to provide FDA with detailed and complete information about how a product works,
how it is made, and what materials or ingredients are used to make it. This information is central
to the Agency’s full and adequate evaluation of the data and determination of a medical
product’s safety and efficacy. Without the ability to fully access—and to secure—this

proprietary information, the Agency cannot accomplish its public health mission.

In many instances, the mere fact that a firm has made a submission to FDA is itself confidential.

Similarly, details about a company’s product in development, or the data and information
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concerning a product’s safety and effectiveness, could give the company’s competitors an
advantage by providing otherwise unavailable insights into the development process, and
disclosure of such details could undermine incentives for innovation and competition in the
commercial market. FDA’s ability to carry out its responsibilities effectively depends on its
ability to have timely access to this highly sensitive information, and improper disclosure could

hamper FDA s ability to obtain such information.

The E-Government Act of 2002 recognizes the importance of information security to the
economic and national security interests of the United States. Title III of the E-Government Act,
entitled the “Federal Information Security Management Act” (FISMA), requires each Federal
agency to develop, document, and implement an agency-wide program to provide information
security for the information and information systems that support its operations and assets,

including those provided or managed by another agency, contractor, or other source.

HHS has developed policies to comply with FISMA, including the HHS Office of the Chief
Information Officer’s (OCIO) “HHS-OCIO Policy for Information Systems Security and
Privacy” (the HHS-OCIO Policy for ISSP),® which provides direction to the IT security
programs of the Department’s Operating Divisions (OPDIVs) and Staff Divisions (STAFFDIVs)

for the security and privacy of HHS data.

§ pub. L. 107-347, 116 Stat. 2899 (Dec. 17, 2002), available at /ttp: //www. gpo.gov/fdsys/pkg/PLA W-
[07publ347/pdff PLAW-1G7publ347 pdf.

° HHS, “HHS-OCIO Policy for Information Systems Security and Privacy,” HHS-OCIO-2011-0003 (rev. July 7,
2011), available at hp-/Awww. hhs. gov/ocio/policy/hhs-ocio-201 1-0003.ktml. The HHS-OCIO Policy establishes
comprehensive IT security and privacy requirements for the IT security programs and information systems of HHS
OPDIVs and STAFFDIVs, including FDA.
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FDA employees are subject to monitoring of their use of government-owned equipment in

accordance with policies developed to comply with FISMA. '®

As required under FISMA, FDA employs IT security controls throughout the Agency’s IT
Enterprise. These IT controls are employed to ensure the confidentiality, integrity, and
availability of FDA data and are consistent with the management, operational, and technical
controls outlined in NIST Special Publication 800-53, “Recommended Security Controls for
Federal Information Systems and Organizations,” as amended. ' These IT controls broadly
include logging of all system events, monitoring of data entering and leaving the FDA IT
Enterprise, and ensuring authorized access to systems. The security controls are further
employed to support the protection of intellectual property entrusted to FDA from theft or

sabotage.

In addition to FISMA, there are other laws that expressly prohibit FDA personnel from
disclosing trade secrets and confidential commercial information unless authorized by law. For
example, section 1905 of title 18 of the Federal criminal code states:

“Whoever, being an officer or employee of the United States or of any department
or agency thereof, ... publishes, divulges, discloses, or makes known in any
manner or to any extent not authorized by law any information coming to him in
the course of his employment or official duties or by reason of any examination or
investigation made by, or return, report or record made to or filed with, such
department or agency or officer or employee thereof, which information concerns
or relates to the trade secrets, processes, operations, style of work, or apparatus, or
to the identity, confidential statistical data, amount or source of any income,
profits, losses, or expenditures of any person, firm, partnership, corporation, or
association; or permits any income return or copy thereof or any book containing
any abstract or particulars thereof to be seen or examined by any person except as

' In addition, FDA may monitor FDA e-mail accounts and other IT resources, when appropriate, such as in support
of authorized personnel investigations or law enforcement activities.
! Available at http://csre.nist.gov/publications/PubsSPs. html.
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provided by law; shall be fined under this title, or imprisoned not more than one

year, or both; and shall be removed from office or employment.”"?
The Federal Food, Drug, and Cosmetic Act (FD&C Act) also includes provisions specifically
prohibiting Federal employees from disclosing proprietary information. For example,
section 301(j) (“Prohibited Acts™) of the FD&C Act expressly prohibits “[t]he using by any
person to his own advantage, or revealing, other than to the Secretary or officers or employees of
the Department, or to the courts when relevant in any judicial proceeding under this Act, any
information acquired under authority of section 404, 409, 412, 414, 505, 510, 512, 513, 514, 515,
516,518,519, 520, 571, 572, 573, 704, 708, 721, 904, 905, 906, 907, 908, 909, or 920(b)

concerning any method or process which as a trade secret is entitled to protection... B

FDA has promulgated numerous regulations implementing the protections provided by the
FD&C Act and other statutes for confidential information. For example, FDA’s principal
regulation regarding non-disclosure of trade secrets and confidential commercial information
states that “[d]ata and information submitted or divulged to [FDA] which fall within the
definitions of a trade secret or confidential commercial or financial information are not available
for public disclosure.”!* The Agency also has several product-specific regulations. For
example, under 21 CFR 314.430, 601.51, and 814.9, FDA is prohibited, with limited exceptions,
from disclosing the existence of a marketing application for a drug or biological product, or a
premarket approval application for a device, unless the existence of the application has been

previously publicly disclosed or acknowledged by the sponsor. There are similar restrictions

12 18 U.S.C. § 1905, “Disclosure of Confidential Information Generally,” available at
http:/fwww.gpo.gov/fdsys/pkg/USCODE-2012-title18/pdff USCODE-2012-title ] 8-partl-chap93-sec1903. pdf.

1321 U.S.C. 331(j), available at hutp:/rwww.gpo.govifdsys/iphg/ USCODE-201 2-title2 1 /jpdff USCODE-201 2-titie2 I -
chap9-subchapili-sec33 [ .pdf.
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regarding disclosing the existence of a premarket notification submission (“510(k)”) for a
device," and the same regulations generally prohibit FDA from releasing any information from

or about a pending application or 510(k).

Unauthorized disclosures of information not only violate Federal laws and regulations and
undermine the integrity of FDA programs, they also can result in civil suits against FDA,
Accordingly, it is critically important that FDA protect against unauthorized disclosure of such
information, including by Agency personnel, and for FDA to appropriately investigate suspected

incidents of unauthorized disclosure of such information.

16

FDA Staff Awareness of Privacy Limitations and IT System Monitoring

Because, as described above, FDA personnel are subject to monitoring of their use of Agency IT
systems, resources, and equipment, Agency personnel are regularly advised that they have no
reasonable expectation of privacy when making use of the FDA computer network, and that any
use of Agency IT resources, including e-mail, may be monitored. Such notice is provided to

FDA personnel by variety of means.

LOG-IN BANNER: Since September 2010, all users of the FDA computer network have

received notice upon logging into an FDA computer that they should have no reasonable

21 CFR 20.61, available at htp.//www.accessdata fda. gov/scriptsiedri/cfdocs/cfefr/CFRSearch.cfm?fr=20.61.
521 CFR 807.95, available at fittp:/rwww. accessdata fda goviscripes/edrivcfdocsicfefy/clrsearch.¢fm2fr=807.95,
' There is an active Federal litigation, styled Hardy, et al._v. Hamburg, et al, Civ. No. 1:11-cv-01739-RBW
(D.D.C. filed Sept. 28, 2011), that involves some of the issues discussed here. The fitigation’s constraints with
respect to the rights of individuals and governmental tegal prerogatives will [imit the Agency’s responses to
questions related to matters involved in the litigation.
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expectation of privacy when utilizing the FDA computer system. Upon logging on to the FDA

network, users immediately receive the following warning message:

« =~ - WARNING - - WARNING - - WARNING - - WARNING - - WARNING - - - -
You are accessing a U.S. Government information system, which includes (1) this computer, (2) this
computer network, (3) all computers connected to this network, and (4) all devices and storage media
attached to this network or to a computer on this network,

This information system is provided for U.S. Government-authorized use only. Unauthorized or improper
use of this system may result in disciplinary action, as weil as civil and criminal penalties,

By using this information system, you understand and consent to the following:

+ You have no reasonable expectation of privacy regarding any ¢ ications or data tr ing or stored
on this information system. At any time, and for any lawful government purpose, the government may

monitor, intercept, and search and seize any ¢ ication or data tr g or stored on this
information system,
+ Any ions or data transiting or stored on this information system may be disclosed or used for

any lawful government purpose.

Prior to August 30, 2010, a similar, but not identical, banner was used. 17

FDA'’s deployment of the warning banner is in accordance with applicable HHS policy, which

requires the use of a warning banner on all Department IT systems.”® The warning banner must

"7 The prior log-in banner read as follows: “This is a Food and Drug Administration (FDA) computer system and is
provided for the processing of official U.S. Government information only. All data contained on this computer
system is owned by the FDA and may, for the purpose of protecting the rights and property of the FDA, be
monitored, intercepted, recorded, read, copied, or captured in any manner and disclosed by and to authorized
personnel. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING, OR
CAPTURING AND DISCLOSURE. THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM. Authorized
personne! may give to law enforcement officials any potential evidence of crime found on FDA computer systems.
Unauthorized access or use of this computer system and software may subject violators to criminal, civil, and/or
administrative action. The standards for ethical conduct for employees of the Executive Branch (5 CFR 2635.704)
do not permit the use of government property, including computers, for other than authorized purposes.”

'® For example, Section 4.1.3 of the HHS-OCIO Policy for ISSP requires HHS OPDIVs and STAFFDIVs to ensure
that information systems provide adequate, risk-based protection in certain control areas by using the appropriate
baseline security controls as established in NIST Special Publication 800-53, Rev. 3, “Recommended Security
Controls for Federal Information Systems” (August 2009). Control AC-8 of NIST SP 800-53 states: “The
information system: (a) Displays an approved system use notification message or banner before granting access to
the system that provides privacy and security notices consistent with applicable Federal laws, Executive Orders,
directives, policies, regulations, standards, and guidance and states that: (i) users are accessing a U.S. Government

12
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state that, by accessing an HHS IT system (e.g., logging onto a Department computer or
network), the user consents to having no reasonable expectation of privacy regarding any
communication or data transiting or stored on that system, and the user understands that, at any

time, the Department may monitor the use of HHS IT resources.

ANNUAL FDA SECURITY AWARENESS TRAINING: Al FDA users are required to complete
Computer Security Awareness Training (CSAT) annually, and new hires are required to
complete security awareness training within two weeks of their hire date, Computer accounts are
disabled for any individuals who do not complete the annual training, and access is not restored
until completion of the CSAT for the previous year is confirmed. Current topics of the Security
Awareness Training include: security risk awareness and threat sources, protecting sensitive
information, portable devices, Internet threats, access control, remote access, reporting incidents,
and user responsibilities. The Security Awareness Training also includes the reminder that all
network activities may be monitored. All users must also acknowledge the HHS Rules of
Behavior'® to receive the certificate of completion for the FDA Security Awareness Training.
Among other things, the acknowledgement of the HHS Rules of Behavior reminds the user that
they have no expectation of privacy while accessing HHS computers, networks, or e-mail and
that they must not “conduct official government business or transmit/store sensitive HHS

information using non-authorized equipment or services.”

information system; (ii) system usage may be monitored, recorded, and subject to audit; (iii) unauthorized use of the
system is prohibited and subject to criminal and civil penalties; and (iv) use of the system indicates consent to
monitoring and recording.” See http://csre.nist. gov/publications/nistpubs/800-33-Rev3/sp800-53-rev3-
final_updated-errata_05-01-2010.pdf.

' HHS, Office of the CIO, “Rules of Behavior for Use of HHS Information Resources,” Doc. No. HHS-OCIO-
2013-0003S (Sept. 24, 2013), available at htp.//www.his.gov/ocio/policy/hhs-rob.html. Prior to 2013, there existed

13
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HHS POLICY ON PERSONAL USE OF AGENCY IT RESQURCES: All FDA personnel are
subject to the HHS Information Resources Management (IRM) “Policy for Personal Use of
Information Technology Resources,” which states:

“5.7 Any use of HHS IT resources, including e-mail, is made with the
understanding that such use may not be secure, is not private, is not anonymous
and may be subject to disclosure under the Freedom of Information Act (FOIA).
HHS employees do not have a right to, nor shall they have an expectation of,
privacy while using HHS IT resources at any time, including accessing the
Internet through HHS gateways and using e-mail, which may be subject to release
pursuant to the Freedom of Information Act. To the extent that employees wish
that their private activities remain private, they shall avoid making personal use of
HHS IT resources.

5.8 Electronic data communications may be disclosed within the Department to
employees who have a need to know in the performance of their duties (such as,
with manager approval technical staff may employ monitoring tools in order to

maximize the utilization of their resources, which may include the detection of
inappropriate use),”*

HHS RULES QF BEHAVIOR FOR USE QF INFORMATION RESQURCES: The Department’s
“Rules of Behavior for Use of HHS Information Resources”' (Rules of Behavior), which is
issued under the authority of the HHS-OCIO Policy for ISSP, provides the rules that govern the
appropriate use of all HHS information resources for Department users, including Federal

employees, contractors, and other systems users. The Rules of Behavior require HHS personnel

a 2010, and 2008, version of the HHS Rules of Behavior; each of those versions included a similar certification
regarding HHS personnel’s consent to having no expectation of privacy while accessing HHS IT systems.

20 “HHS IRM Policy for Personal Use of Information Technology Resources,” HHS-OCI0-2006-0001 (Feb. 17,
2006), available at hurp://www. Bhs. gov/ocio/policy/2006-000) html.

' HHS, Office of the CIO, “Rules of Behavior for Use of HHS Information Resources,” Doc. No. HHS-OCIO-
2013-0003S (Sept. 24, 2013), available at http://www.hhs.gov/ocio/policy/hhs-rob. htmi. All new users of HHS
information resources must read the HHS Rules of Behavior and sign the accompanying acknowledgement form
before accessing Department data or other information, systems, and/or networks. This acknowledgement must be
completed annually thereafter, which may be done as part of annual HHS Information Systems Security Awareness
Training. By signing the form, users reaffirm their knowledge of, and agreement to adhere to, the HHS Rules of
Behavior.

14
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to certify, among other things, that they “[u]nderstand and consent to having no expectation of

privacy while accessing HHS computers, networks, or e-mail.”?

As detailed above, FDA advises all of its personnel on a regular and frequent basis that, as
required by Federal law and in accordance with well-established Department and Agency
policies, FDA personnel have no reasonable expectation of privacy when using FDA’s IT

resources, and that any use of such resources, including e-mail, may be monitored.

FDA’s Policies to Appropriately Balance Employee Interests and Data Security

Although, as described above, FDA has clear legal responsibility and authority to monitor
personnel use of the Agency’s IT resources, FDA also has a responsibility to carry out any such
computer monitoring in a manner that recognizes employee interests and relevant legal
protections. Therefore, HHS and FDA have put in place a number of policies and procedures to
appropriately balance the interests of individual employees and the Agency’s need to preserve

the integrity of its IT resources and the security of confidential information.

For example, FDA has put in place appropriate oversight and controls to ensure that any
monitoring is justified, reasonable in scope, and duly authorized; that data derived as a result of
monitoring is appropriately stored and controlled; and that monitoring is utilized for appropriate
purposes and takes place for no longer than necessary. The Agency complies with all applicable

Federal laws that protect employee interests, including (but not limited to) the

* HHS Rules of Behavior at p. 3.
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Privacy Act of 1974, the privacy and FISMA provisions of the E-Government Act of 2002, the
Notification and Federal Employee Antidiscrimination and Retaliation Act of 2002 (NO FEAR
Act),24 and the Whistleblower Protection Enhancement Act of 20122 (the Whistleblower
Protection Act or WPA), as well as all administration policy directives issued in furtherance of

those Acts.

Under the NO FEAR Act,?® employees are required to undergo training every two years on their
rights and protections under the antidiscrimination and whistleblower laws. FDA offers an

online training course on the NO FEAR Act to all new hires and current employees.

In addition, FDA leadership has reminded Agency staff regarding the legal protections under the
WPA. In February 2009, then-acting FDA Commissioner Dr. Frank Torti issued an Agency-
wide memorandum detailing whistleblower protections for FDA employees. Again, in

January 2010, FDA Commissioner Dr. Margaret Hamburg issued an “all-hands™ memo to all
FDA employees affirming the Agency's strong support for the Whistleblower Protection Act of
1989, which affords employees the legal protection to make a protected disclosure without fear
of reprisal. In that memo, Dr. Hamburg reminded employees of the U.S. Office of Special
Counsel’s (OSC) process for addressing complaints of whistleblower retaliation, stating that
“[rleprisal against individuals will not be tolerated for disclosure of information in which the

employee believes there is reasonable evidence of violation of any law, rule or regulation ... ora

B Pub. L. 107-347, 116 Stat. 2899 (Dec. 17, 2002), available at hitp:/iwww.gpo.gov/fdsys/pkg/PLAW-
107publ347/pdfiPLAW-107publ347 pdf.

2 pyb, L. 107-174, codified at 5 U.S.C, § 2301 note (2011).

¥ Whistleblower Protection Act of 1989 (Pub. L. 101-12), codified at 5 U.S.C. § 2302 (2011)).

% Pub. L. 107-174, codified at 5 U.S.C. § 2301 note (2011).

16
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substantial and specific danger to public health or safety.” Dr. Hamburg further directed

employees to an online training course and provided OSC’s web address and phone number.

In June 2012, Federal agencies, including FDA, received two memoranda from OMB and OSC
relating to legal restrictions and guidelines for the monitoring of employee communications,
including electronic mail.?’ Since then, FDA has continued to review and evaluate the Agency’s
policies and practices for monitoring the use of government-owned computers issued to FDA
personnel to ensure that they are consistent with the law and with Congress’ intent to provide a

secure channel for protected disclosures.

In August 2012, Dr. Hamburg directed FDA’s Office of Information Management not to deploy,
without written approval by the Agency’s Chief Counsel or her delegate, certain software that
enables the prospective collection of data on the use of the specific computer onto which it is

installed.

1n September 2012, Dr. Hamburg directed FDA’s CIO to put into place procedures to strengthen
the Agency’s ability to effectively analyze, authorize, and document requests for monitoring of
Agency personnel’s FDA computers to ensure that any such monitoring would continue to be
conducted in an appropriate manner. FDA’s CIO and Chief Counsel were directed to develop a
written policy for contemporaneous monitoring of individual FDA computers that would require
express written authorization of such monitoring by the Commissioner, a Deputy Commissioner,

or the COO, with documentation of the reason for the monitoring. The policy would authorize

¥ OMB, “Memorandum for Chief Information Officers and General Counsels” (June 20, 2012); OSC,
“Memorandum for Executive Departments and Agencies” (June 20, 2012).

17
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computer monitoring only pursuant to a request from outside law enforcement or the HHS
Inspector General, or in the event that there were reasonable grounds to believe that the
individual being monitored was responsible for unauthorized disclosure of legally protected
information or had violated Department or Agency personnel, administrative, or IT policy. Any
authorized monitoring would be required to be as narrow, time-limited, and non-invasive as
appropriate to accomplish the stated information-gathering objective. Legal review would be
required to determine whether the monitoring is legally supportable, including consideration of
whether the proposed monitoring is consistent with all applicable legal requirements, including
the WPA, The CIO would be required to review any authorized computer monitoring on a
monthly basis to assess whether it remains justified or must be discontinued, and if continued,

that decision would be required to be explained in writing.

In June 2013, the HHS Assistant Secretary for Administration directed each HHS OPDIV and
STAFFDIV Head, working with their respective OPDIV CIO, to establish policies and
procedures to strengthen the ability to effectively document, analyze, authorize, and manage
requests for monitoring personnel use of HHS IT resources.”® In addition to the elements
described above, the June 2013 directive specifically stated that no monitoring may target
communications with law enforcement entities, the OSC, members of Congress or their staff,
employee union officials, or private attorneys, and that if such communications were

inadvertently collected (or inadvertently identified from more general searches), they may not be

% Memorandum from E. J, Holland, Jr., HHS Assistant Secretary for Administration, to HHS Operating Division
and Staff Division Heads, “Policy for Monitoring Employee Use of HHS IT Resources” (June 26, 2013). The June
2013 HHS directive states that although the IT warning banner—which states that the employee consents to having
no reasonable expectation of privacy regarding any communication or data transiting or stored on the HHS IT
system and that the employee understands that the Department may monitor the use of HHS IT resources for lawful
government purposes—gives the OPDIVs the authority to monitor employee use of IT resources, “it is each

18
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shared with a non-law-enforcement party who requested the monitoring, or anyone else, without
express written authorization from the Office of General Counsel (OGC) and other appropriate

Department officials.

In September 2013, as FDA’s COO, I proposed a Staff Manual Guide (SMG) establishing
interim policies and procedures that will strengthen the Agency’s ability to effectively document,
analyze, authorize, and manage requests to monitor use of HHS and FDA IT systems and
resources. Among other things, this proposed SMG would: (1) provide standards for when
employee computer monitoring may take place; (2) establish a Review Committee, consisting of
a representative from FDA’s OCC, a representative from the Office of Information Management
with systems administration expertise, and a representative from the Office of Human Resources
with human capital expertise, to review requests for monitoring and to develop procedures for
such review; (3) state that requests for computer monitoring shall be narrowly tailored in time,
scope, and degree of monitoring; (4) require that all requests to monitor shall identify the least-
invasive approach to accomplish the monitoring objectives, and that when reviewing requests for
monitoring, authorizing officials shall also consider whether there are alternative information-
gathering methods available that can be utilized to address the potential risk, without
jeopardizing the Agency’s objectives; (5) provide standards for documenting written
authorizations for computer monitoring; and (6) state that no computer monitoring authorized or
conducted may target communications with law enforcement entities, the OSC, members of

Congtess or their staff, employee union officials, or private attorneys. FDA is currently in the

OPDIV’s responsibility to carry out monitoring in a fashion that protects employee interests and ensures the need for
monitoring has been thoroughly vetted and documented.”
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process of developing processes and procedures to fully implement the HHS policy on computer

monitoring.
CONCLUSION

In accordance with Federal law, and in order to ensure that FDA can effectively carry out its
mission, the Agency must be vigilant to protect against the misuse or unauthorized disclosure of
the confidential information that is regularly entrusted to it. FDA believes that the policies and
procedures that HHS and the Agency hz;ve put in place appropriately and effectively balance the
individual interests of employees and the critical need to safeguard the security and integrity of

the data and information systems that FDA has been entrusted to manage.
Thank you for your commitment to the mission of FDA and for the opportunity to testify today

about issues related to the monitoring of FDA employees’ use of Agency IT resources. I am

happy to answer any questions you may have.
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Chairman IssaA. Ms. Canterbury?

STATEMENT OF ANGELA CANTERBURY

Ms. CANTERBURY. Thank you.

And good day, Chairman Issa, Ranking Member Cummings,
members of the committee.

The FDA spied on whistleblowers, which set off a firestorm that
led us to this hearing today. But the public story of whistleblowers
began in 2008, when FDA physicians and scientists warned Con-
gress, and shortly thereafter the President, that the process for ap-
proving medical devices was broken, allowing potentially ineffective
and unsafe products to be marketed. And as Senator Grassley
noted, there has long been problems with bureaucrats at the FDA
respecting the scientific process.

The report released today by Chairman Issa and Senator Grass-
ley and the HHS IG report document how FDA surveillance of
whistleblowers was reckless and heedless of legal limits and whis-
tleblower protections. Certainly security concerns and available
technology will outstrip constitutional rights and whistleblower
protections unless Congress works to balance those goals.

To be frank, we question why FDA should be in the surveillance
business in the first place. The FDA’s mission is to ensure our food
and drugs and devices are safe.

Any suspicion of unlawful disclosures of information or criminal
misconduct should be investigated by law enforcement. Federal
agencies cannot be allowed to police themselves. That is why we
have IGs, the OSC, the FBI, and Congress.

Ms. CANTERBURY. Even with just cause and proper controls, it
will be difficult, if not impossible, to protect whistleblowers if agen-
cies are allowed to gather electronic evidence without limits or
oversight. And to what end? The Issa-Grassley report shows the
leaks of confidential information to the press were not confirmed by
this pervasive, invasive electronic surveillance. And so, as with the
NSA domestic surveillance, the risks to our rights may be greater
than the ability of surveillance to protect against risks to security,
much less claims of harm to trade secrets or harm to profits.

No doubt the FDA is in a tough spot: attempting to put into
place a process that is more proscribed for surveillance critics, but
also placating the lawyers for drug and device companies that de-
mand that information be kept confidential. Needless to say, the
FDA does not have it right yet. Rather than protect whistleblowers
from unwarranted FDA surveillance, its interim policy protects the
FDA from whistleblowers. It shields it from accountability. Nothing
in the FDA’s interim policy would prevent FDA managers from
using information collected by the surveillance as retaliation for
whistleblowing. Thus, this policy does little to lift the chilling effect
that fosters wrongdoing. How can the FDA ensure the public’s
health and safety if the scientists and physicians are too afraid to
come over when deadly mistakes are made?

And far too many mistakes are made. Inadequately tested metal-
on-metal hip replacements cause crippling disability. Defective car-
diac defibrillators, unclean syringes containing deadly bacteria, old-
fashioned pediatric feeding tubes cause fatalities because they lack
the well-known, inexpensive safeguard. And these are just the
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medical devices that the FDA allowed on the market, not to men-
tion the food and drug approval disasters.

And if the FDA isn’t doing its job and lives are at risk, we have
to ask why. The FDA whistleblowers warned us that corners were
being cut and scientists were being overruled by the bureaucrats.

We need whistleblowers. However, it is worth noting that
throughout Mr. Harris’ testimony there was no acknowledgment of
the public interest in protecting whistleblowers, only of employee
protections, yet it is well known that whistleblowers save lives and
taxpayer dollars and are among the best partners in crime fighting.
Congress protected public whistleblowing so that waste, fraud, and
abuse, and threats to public health and safety would be known.

As Senator Grassley said, you couldn’t do the majority of the
oversight this body does without whistleblowers and without the
media, but the FDA policies do nothing to encourage or safeguard
public whistleblowing, which is protected so long as the disclosure
of information is not prohibited under law. They claim to exclude
from surveillance in their interim policy the targeting of disclosures
to Congress, the OSC, and others, but this is not enough. A legal
review at the front end will not prevent legal public whistleblowing
collected through spying from falling into the hands of those in a
position to retaliate.

Clearly, the FDA and other agencies will not get this right on
their own. Congress and the President must mandate a govern-
ment-wide policy to prevent future surveillance abuses. Of course,
interfering with communications to Congress and retaliating for
whistleblowing is already against the law, and there are some pro-
tections for the identities of whistleblowers in other laws, but Con-
gress should consider specifically protecting the identity of a whis-
tleblower in any surveillance that is done by an agency.

Today, we don’t nearly know enough about the scope of surveil-
lance across the government. I encourage you to order a report, a
study looking at this issue. I encourage you to conduct oversight
over other concerns with national security and insider threat pro-
grams that might threaten whistleblowers. But importantly, we
must not forget what brought us here today, which is the FDA
whistleblowers. They were concerned about the device approval
process they believed might put lives at risk.

FDA officials should not be held accountable for approving—they
should be held accountable for approving ineffective and unsafe
products, and flawed devices must be taken off the market. There
must be more transparency and less deference to the demands for
confidentiality by drug and device companies. Seriously, I wonder
how much time and taxpayer dollars is spent protecting so-called
confidential commercial information.

Finally, please do all you can to ensure that FDA managers are
held accountable for any violations of the rights of the scientists
and physicians who sought to make medical devices more safe and
more effective. Thank you.

Chairman IssA. Thank you.

[Prepared statement of Ms. Canterbury follows:]
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G PROJECT ON
GOVERNMENT OVERSIGHT

Exposing Corruption. Exploring Salutions.

Testimony by Angela Canterbury, Director of Public Policy,
Project On Government Oversight,
before the House Oversight and Government Reform Committee regarding
“Limitless Surveillance at the FDA: Protecting the Rights of Federal Whistleblowers”
February 26,2014

Chairman Issa, Ranking Member Cummings, and Members of the Committee, thank you for
your oversight of protections for whistleblowersand for inviting me to testify today.

I am the Director of Public Policy at the Project On Government Oversight (POGO). Founded in
1981, POGO is a nonpartisan independent watchdog that champions good government reforms.
POGO’s investigations into corruption, misconduct, and conflicts of interest achieve a more
effective, accountable, open, and ethical federal government. Thus, POGO has a keen interest in
protecting whistleblowers who assist in uncovering and deterring government waste, fraud,
abuse, mismanagement, and threats to public health and safety.

Today I also am speaking as a member of the steering committee of the Make It Safe Coalition, a
nonpartisan, trans-ideological network of organizations dedicated to strengthening protections
for public and private sector whistleblowers. More than 400 groups have endorsed our efforts to
strengthen whistleblower legislation, on behalf of millions of Americans.! Our coalition is deeply
concerned with how surveillance of government and federal contractor employees threatens civil
service rights, whistleblower protections, and taxpayer accountability.

The Food and Drug Administration (FDA) spied on whistleblowers-—resulting in this hearing
after significant media attention, statements and letters from concerned members of Congress,
reports by my organization, lawsuits, and investigations by the Office of Special Counsel, the
Health and Human Services (HHS) Inspector General, as well as the staff report for Chairman
[ssa and Senator Grassley, anticipated to be released in conjunction with this hearing.

The FDA Whistleblowers

The history of contention between FDA whistleblowers and the agency has been well
documented. Thus, I will not delve into every detail, but instead will summarize and then
highlight some of the more important facts. FDA physicians and scientists made whistleblower
disclosures of their reasonable beliefthat the process for approving medical devices was broken,
allowing potentially ineffective and unsafe products to be marketed. At a minimum, this resulted

! Open letter from Project On Government Oversight et al., to President Barack Obama and Members ofthe 111th
Congress, regarding strong and comprehensive whistleblower rights, September 23,2011,

www.makeitsafecampaign.org/wp-content/uploads/20 | 3/11/WPA-Sign-On-Letter.pdf (Downloaded November {5,
2013)
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in reprisal for whistleblowing, allegations of leaks of confidential information, and inappropriate
surveillance of FDA whistleblowers by the FDA—basically, a federal maelstrom of misconduct.

On October 14, 2008, a group of eight FDA physicians and scientists wrote to Representative
John Dingell, then-Chairman of the House Committee on Energy and Commerce,” as reported by
The New York Times about five weeks later.’ In the letter, the whistleblowers described serious
wrongdoing by mid-level and senior FDA officials involved in approving medical devices before
they are marketed through the 510(k) program. Specifically, the whistleblowers stated that
managers inthe FDA’s Center for Devices and Radiological Health (CDRH) had “failed to
follow the laws, rules, regulations, and Agency Guidance to ensure the safety and effectiveness
of medical devices and consequently, they have corrupted the scientific review of medical
devices. This misconduct reaches the highest levels of CDRH management including the Center
Director and Director of the Office of Device Evaluation.”

The whistleblowers also asserted that “to avoid accountability, these managers at CDRH have
ordered, intimidated and coerced FDA experts to modify their scientific reviews, conclusions and
recommendations in violation of the law [and] . . . to make safety and effectiveness
determinations that are not in accordance with scientific regulatory requirements, to use unsound
evaluation methods, and accept clinical and technical data that is not scientifically valid nor
obtained in accordance with legal requirements, such as obtaining proper informed consent from
hurmnan subjects.”

The FDA whistleblowers also stated that when physicians and scientists objected to these
practices by CDRH managers, the managers engaged in reprisals. The whistleblowers stated that
they had then contacted top FDA officials, including FDA Commissioner Andrew von
Eschenbach, but following this there was little or no change in the practices of CDRH managers.
The writers concluded their letter to Representative Dingell: “As the Branch of government
responsible for oversight of the FDA, we urgently seek your intervention and help.”

Energy and Commerce Chairman Dingell and Subcommittee on Oversight and Investigations
Chairman Bart Stupak subsequently wrote to FDA Commissioner von Eschenbach on November
17, 2008, summarizing the statements of the FDA employees and reviewing some of the federal
laws on retaliation against whistleblowers.”

On Jamuary 7, 2009, the FDA whistleblowers wrote to John Podesta, head of the Obama
presidential transition team, raising these concerns and listing medical devices that the FDA had

? Letter from FDA Whistieblowers to Representative John Dingell, regarding misconduct by FDA managers at the
Center for Devices and Radiological Heath, October 14,2008,
http://www.lasikcomplications.com/CDRHscientists(Oct08).pdf (Downloaded February 24,2014)

Gardiner Harris, *F.D.A. Scientists Accuse Agency Officials of Misconduct,” The New York Times, November
17,2008. http://www.nytimes,com/2008/11/1 8/health/policy/18fda htmi? r=0 (Downloaded February24,2014)

* Letter from Representative John Dingell, Chairman of the Committee on Energy and Commerce and
Representative Bart Stupak, Chairman of the Subcommittee on Oversight and Investigations, to the Honorable
Andrew von Eschenbach, Commissionerofthe U.S. Food and Drug Administration, regarding the FDA
whistleblowers and federal whistleblower laws, November 17,2008.
http://www.pharmamedtechbi.com/~/media/ A3 A72512AC2 | BDFAF7979622DCFA28C (Downloaded February
24,2014)
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approved for marketing over the whistleblowers’ objection that there was a lack of sufficient
evidence of efficacy or safety—an objection that they had expressed to the managers.® For
example, the scientists had objected to the FDA approval process for computer-aided detection
devices (CAD) used in breast and colon cancer detection because the scientists considered them
not to be safe or effective. The FDA whistleblowers wrote a similar letter to President Obama on
April 2, 2009.5

On January 15, 2009, Senator Grassley sent a letter to FDA Commissioner von Eschenbach
echoing the concerns of the whistleblowers and emphasizing the right of the whistleblowers to
communicate with Congress without interference.’

In February 2009, POGO issued a report authored by Dr. Ned Feder that additionally exposed
misconduct and flaws in the medical device approval process.® Based on internal FDA
documents obtained by POGO, The FDA'’s Deadly Gamble with the Safety of Medical Devices
shows that senior FDA officials in CDRH decided not to enforce a regulation—the Good
Laboratory regulation or GLP—that helps protect patients from unsafe devices. The officials did
this over the protests of CDRH scientists. Our report describes this and other serious problems in
the FDA.

There was considerable coverage of the whistleblowing in print and broadcast media.” Some
reports referred to the group of FDA scientists and physicians as the FDA whistleblowers or as
the “FDA Nine.”® On March 13, 2009, FDA employees received an email from FDA Acting
Commissionet Frank Torti informing them that “FDA must comply with its obligations to keep
certain information in its possession confidential. . . .Violation of these provisions canresult in

* Letter from FDA Whistleblowers to John Podesta, Presidential Transition Team, regarding concerns and objections
about FDA approved medical devices, January 7, 2009,
http://www.whistleblowers.org/storage/whistle blowers/docume nts/F DAwhistleblowers/letter 2transitionteam.pdf
Downloaded February 24,2014)
Letter from FDA Whistleblowers to President Barack Obama, regarding their concerns about FDA misconduct,
April 2,2009. http://www.finance senate.gov/imo/imedia/doc/pre040209a.pdf {Downloaded February 24,2014)
Letter from Senator Charles Grassley, Ranking Member Committee on Finance, to Honorable Andrew von
Eschenbach, Commissioner of the U.S. Food and Drug Administration, regarding FDA whistleblowers and the right
to communicate with Congress, January 15,2009. http://www.grassley.senate.gov/about/upload/FDA.pdf
Downloaded February 25,2014)
Project On Government Oversight, The FDA's Deadly Gamble with the Safety of Medical Devices, February 18,
2009. http://www.pogo.org/our-work/reports/2009/ph-fda-200902 18.htmi,
% “EDA scientists allege mismanagement at agency,” January 9,2009. Video clip. Accessed February 24,2014,
CNN.com. hitp:/www.cnn.com/2009/POLITICS/01/09/fda.scientists/#cnnSTCVideo (Downloaded February 24,
2014); Ricardo Alonso-Zaldivar, “FDA scientists complainto Obama of ‘corruption,”™ The Associated Press,
January 8, 2009. http://www.foxnews.com/printer_friendly wires/2009Jan08/0,4675.FDADissidents,00.html
(Downloaded February 24, 2014); AliciaMundy and Jared A. Favole, ‘FDA Scientists Ask Obama to Restructure
Drug Agency,” The Wall Street Journal, January 8, 2009,
hitp://online wsi.com/news/articles/SB123142562104564381 (Downloaded February 24, 2014); Gardiner Harris, “In
F.D.A. Files, Claims of Rush to Approve Devices,” The New York Times, January 12,2009,
http://www.nytimes.com/2009/01/13/health/policy/1 3fda.htmi? r—=1& (Downloaded February 24,2014)
'Some of the whistleblowers were federal employees, and others were contractors. And the number of
whistleblowers has changed over time—now there are only five seeking justice in court.
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disciplinary sanctions and/or individual criminal liability.”"' Senator Grassley shot back with
letter to Torti stating, “If the memo sent last week was intended to have a chilling effect on FDA
employees who want to speak up about problems, then that memo is contrary to the President's
call for open and transparent government, and the Acting Commissioner needs to set the record
straight.” 2

FDA Surveillance of the Whistleblowers

It isn’t clear exactly when it began, but the FDA admits that it conducted a secret surveillance
program to monitor the whistleblowers’ emails and other computer-generated documents."”

The FDA claims the surveillance was in response to the unauthorized disclosure of confidential
commercial information to journalists in 2009 and 2010. The targets were the individuals known
to have blown the whistle in letters to Congress, President Obama, and the President’s Transition
Team.

On April 21, 2010, the FDA received a request from the legal counsel for GE Healthcare, Inc.
that the FDA investigate how information GE Healthcare considered a trade secret had appeared
in a Times article on March 28, 2010.™ The article included statements by two of the FDA
whistleblowers.

Incredibly, the CDRH managers claim that it was in response to that letter that they began to use
spyware on April 22, 2010, to conduct surveillance on one of the scientists quoted in the
article ™ —which was only one day after the letter was received. ' Instead of going to the HHS IG
prior to beginning the investigation, as required by HHS procedures,’”” CDRH managers

*! Frank Torti, Acting Commissioner of Food and Drugs, e-mail message to FDA employees, “Re: Protecting
Confidential Information,” March 13,2009, http;//online.wsj.com/public/resources/documents/wsj09031 7-
Tortimemo.pdf (Downloaded February 25,2014)
12 Senator Chuck Grassley of Towa, “Grassley works to protect FDA whistleblowers,” March 24,2009.
http://www.grassley.senate.gov/news/Article.cfm?customel_dataPagelD 1502=19930 (Downloaded February 25,
2014
13 Let)ter from Jeanne Irefand, Assistant Commissioner for Legislation at the Food and Drug Administration, to
Senator Charles Grassley, Ranking Member of the Committee on the Judiciary, regarding information about the
FDA’s use of computer monitoring, July 13,2012. http://www.grassley.senate.gov/about/upload/FDA-7-13-12-
agency-response-10-Grassley-regarding-email-surveillance-on-eve-of-NYT-story.pdf (Downloaded February 24,
2014) (Hereinafter Letter from Jeanne Ireland, Assistant Commissioner for Legislation at the Food and Drug
Administration)
' Gardiner Harris “Scientists Say F.D.A. Ignored Radiation Warnings,” The New York Times, March 28,2010.
hitpy//www.nytimes.com/2010/03/29/health/policy/29fda.html?_r=0 (Downloaded February 24,2014)
Letter from Jeanne Ireland, Assistant Commissioner for Legislation at the Food and Drug Administration, p. 3.
‘¢ Kimberly Holden, Assistant Commissioner for Management at the Food and Drug Administration, e-mail
message to Horace Coleman and Mark McCormack, “FW: Advice/Investigation,” April 23,2010.
hitp://pogoarchives.org/m/wi/holden-emails-to-coleman-20 100423 .pdf (Downloaded February 25,2014)

The HHS manual states in part:
“A. In order to provide objective uniform procedures for the handling of allegations of wrongdoing covered by this
chapter, it shall be the responsibility of the Office of Inspector General (OIG) to investigate allegations of
wrongdoing reported to the OIG or to refer such allegations to the appropriate operating division (OPDIV), the
appropriate staff division (STAFFDIV), to Assistant Secretary for Administration and Manage ment (ASAM), to
another law enforcement agency, or to another appropriate authority.
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requested that the Office of Internal Affairs (OIA) investigate “unauthorized disclosure of
information.”"® The OIA rightly referred the matter to HHS IG in order to “remove any potential
allegations of impartiality.”

HHS IG declined to investigate on May 18, 2010 in a letter stating:

Additionally, 5 U.S.C. § 1213, identifies that disclosires, such as the ones alleged, when
they relate to matters of public safety may be made to the media and Congress as long as
the material released is not specifically prohibited by law and protected by Executive
Order or National Security Classification.®

Perhaps the CDRH managers improperly took matters into their hands because the HHS 1G had
declined a request by the FDA Commissioner’s Office to investigate an earlier alleged
unauthorized disclosures related to the FDA whistleblowers® whistleblowing in late 2008 and
early 2009.° On March 26, 2009, then-FDA Assistant Commissioner William McConagha made
a referral to HHS OIG afier having receiveda letter of complaint from the attorney of device
maker iCAD.

In any case, the CDRH managers spent the coming menths spying on the FDA whistleblowers,
Once they thought they had collected evidence of criminal violations, CDRH Director Dr. Jeffry
Shuren, requested an HHS IG investigation.

Again, HHS IG declined to investigate the alleged unauthorized disclosures by the
whistleblowers, but first consulted with the Department of Justice to determine if there was
evidence of a criminal violation, DOJ declined to prosecute, and HHS IG closed the case witha
November 15, 2010, declination letter to the Director of CDRH, which states:

B. Every employee, supervisor, and management official shall report any allegations of criminal offenses he/she
receives, immediately to the OIG, unless it is clear to him/her that the allegation is frivolous and has no basis in
fact.”. ..

D. Any employee who has authority to take, direct others to take, recommend, or approve any personnel action, shall
not, with respect to such authority, take or threaten to take any action against any employee as a reprisal for making
a complaint or disclosing information to a supervisor, management official, or the OIG.” Department of Health and
Human Services, “General Administration Manual Chapter 5-10: Procedures for Reporting Misconduct and
Criminal Offenses,” December 26, 2006. http://www.hhs.gov/hhsmanuals/gam/chapters/3-10_rev.pdf (Downloaded
February 25,2014)

'® Mark McCormack, Office of Internal Affairs at the Food and Drug Administration, “Case Initiationand Fact
Sheet,” May 14, 2010. http://pogoarchives.org/m/wi/fda-oia-ci-and- fact-sheet-20140423.pdf (Downloaded February
25,2014)

*® Letter from Scott Vantrease, Assistant Special Agent in Charge, Special Investigations Branch of the Food and
Drug Administration Office of the Inspector General, to Mark McCormack, Special Agent in Charge, regarding the
decision not to investigate allegations of leaks, May 18,2010,

www.kke com/files/oigletter. fdawbdisclosuresprotected.pdf (Downloaded February 24,2014)

Letter from William McConagha, Assistant Commissioner for Integrity and Accountability, Department of Health
and Human Services, to Scott Vantrease, Directorof the Special Investigations Unit at the Department of Health and
Human Services Office of Inspector General, regarding referring aliegations of misconduct for a formal
investigation, March 26,2009. http://pogoarchives.org/m/wi/mecconagha-2nd-re ferral-hhs-oig-re-icad-20090326 .pdf
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Your office indicated it had developed sufficient evidence to address the misconduct
through administrative process, and as such, no further action will be taken by the oIG.H

But instead of taking disciplinary action through an administrative process, CDRH managers
continued their unauthorized spying on the whistleblowers.

This initially narrow surveillance quickly expanded into what The New York Times called, “a
much broader campaign to eounter outside critics of the agency’s medical review process.” 2 A
program called Spector 360 was used to take screenshots “every five seconds, all e-mails sent or
received on the laptops, all data stored on or printed from the computers, all keystrokes
performed, and data stored on personal thumb drives attached to the computers.” Documents
were cataloged in 66 huge directories reportedly containing more than 80,000 pages of computer
documents culled from what must have been millions of data viewed by contractors hired by the
CDRH managers to conduct the surveillance.

Swept up in the dragnet were whistleblower disclosures to congressional staff, the Office of
Special Counsel, and my organization, the Project On Government Oversight.

On January 15, 2012, the FDA Whistleblowers filed a lawsuit claiming violations of their rights
under the First, Fourth, and Fifth Amendments.?

Interestingly, none of this may have come to light if the documents captured in the surveillance
had not been reportedly posted online by an FDA contractor,** The Washington Post reported
that among the trove of FDA documents found te have been posted online, there were “Copies of
the e-mails show that, starting in January 2009, the FDA intercepted communications with
congressional staffers and draft versions of whistleblower complaints complete with editing
notes in the margins.””

The revelations of the surveillance set off a firestorm that led to this hearing today.?® Naturally,
Senator Grassley was incensed by the surveillance of the whistleblowers, having already warned

! Letter from Scott Vantrease, Assistant Special Agent in Charge, Special Investigations Branch of the Food and
Drug Administration Office of the Inspector General, to Jeffrey Shuren, Director of the Center for Devices and
Radiological Health, regarding alleged misconduct by the FDA whistleblowers, November 15,2010.
http://pogoarchives.org/m/wi/vantrease-20101 115.pdf (Downloaded February 24,2014)

Eric Lichtblau and Scott Shane, *Vast F.D.A. Effort Tracked E-Mails of Its Scientists,” The New York Times, July
14,2012, http://www.nvtimes.com/2012/07/1 5/us/fda-surveillance-of-scientists-spread-to-outside-
critics htmi?pagewanted=all (Downloaded February 24,2014) (Hereinafter*Vast F.D.A. Effort Tracked E-Mails of
Its Scientists”)
2 Hardy v. Shuren, No. 1:11-cv-01739(D. D.C. filed Sept. 28,201 1) [Second Amended Complaint filed July 17,
2012] http://epic.org/amicus/fda/hardy/Hardy-v-Shuren-2 nd-Complaint.pdf (Downloaded February 25,2014)
# «yast F.D.A. Effort Tracked E-Mails of Its Scientists”
 Ellen Nakashima and Lisa Rein, “FDA staffers sue agency over surveillance of personal e-mail,” The Washington
Post, January 29,201 2. http://www.washingtonpost.com/world/natignal -security/fda-staffers-sue-agency-over-
surveillance-of-personal-e-mail/2012/01/23/g1QAi34DbQ _story.htm! (Downloaded February 24,2014)
% Ellen Nakashima and Lisa Rein, “FDA lawyers authorized spying on agency’s employees, senatot says,” The
Washington Post, July 16,2012, http://articies. washingtonpost.com/2012-07- 16/politics/3 5489846 1 erica-
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the FDA to uphold legal protections for the whistleblowers.”” On January 31, 2012, Senator
Grassley sent the FDA Commissioner yet another strongly-worded letter pointing out that
interfering with communications to Congress is a violation of the law.”® He told The New York
Times that agency officials “have absolutely no business reading the private e-mails of their
employees. They think they can be the Gestapo and do anything they want.”?

Representative Chris Van Hollen said, “It is absolutely unacceptable for the FDA to be spying on
employees who reach out to members of Congress to expose abuses or wrongdoing in
government agencies.””® Investigations were begun or expanded by Senator Grassley, Chairman
Issa, the HHS IG, and the OSC.

In two memos circulated together on June 20, 2012, the President’s Office of Management and
Budget (OMB) and the OSC directed all agencies to “evaluate their monitoring policies and
practices, and take appropriate steps to ensure that those policies and practices do not interfere
with or chill employees’ use of appropriate chamnels to disclose wrongdoing.”*' However, the
FDA has not yet done so.

Unanswered Questions

It is not yet known whether the FDA whistleblowers will get the justice they seek or whether
FDA managers will be held accountable for retaliation. The whistleblowers’ lawsuit is still
pending, as is the OSC’s investigation into retaliation. Though the HHS IG did not investigate
the alleged leaks of confidential information, the IG twice reviewed the claims of retaliation by
the whistleblowers and did not substantiate retaliation.’” However, POGO has long been

jefferson-fda-contractor-computer-surveillance (Downloaded March 4, 2013) (Hereinafter ‘FDA lawyers authorized
sPying onagency’s employees, senator says™)
2" “FDA fawyers authorized spying on agency’s employees, senator says”
%8 Letter from Senator Charles Grassley, Ranking Member of the Committee onthe Judiciary, to the Honorable
Margaret Hamburg, Commissioner of the Food and Drug Administration, regarding the agency’s treatment of
whistleblowers, January 31,2012, http://pogoarchives.ore/m/wi/ceg-to-fda-whistieblower-2012013 I.pdf
 wyast F.D.A. Effort Tracked E-Mails of Its Scientists,”
* Jason Lange, Andy Sullivan and Anna Yukhananov, *FDA surveillance operation draws criticism from
lawmakers,” July 15,2012. http://articles.chicagotribune .com/2012-07-15 mews/sns-rt-us-usa-fda-
lawmakersbre86e0gx-20120715 1 fda-medical-devices-surveillance (Downloaded February 24,2014)
Memorandum from Steven VanRoekel, Federal Chief Information Officer and Boris Bershteyn, General Counsel,
to the Chief Information Officers and General Counsels, regarding Office of Special Counsei Memo on Agency
Monitoring Policies and Confidential Whistleblower Disclosures, June 20,2012,
http://www.whistleblowers.org/storage/whistleblowers/documents’ombandosc. monitoringmemo.pdf (Downloaded
March 4,2013)
*2 Investigative Memorandum from Elton Malone, Special Agent in Charge, Special Investigations Branch,
Department of Healthand Human Services Office of Inspector General, to Unknown FDA Employees, regarding
closing the investigation, October 14,2010, http://pogoarchives.org/m/wi/oig-memo-no-prohibited-practices-
20101014 .pdf (Hereinafter Investigative Memorandum from Elton Malone); Investigative Memorandum from Elton
Malone, Special Agent in Charge, Special Investigations Branch, Department of Health and Human Services Office
of Inspector General, to Unknown FDA Employees, regarding closing the investigation, February 4,2010.
http://pogoarchives.org/m/wi/oig-memo-prohibited-personnel-practices-20100204.pdf; Letter from Timothy Menke,
Deputy Inspector General for Investigations Department of Health and Human Services Office of Inspector General,
to Joshua Sharfstein, Principal Deputy Commissioner Department of Health and Human Services, regarding the
status of the OIG investigation, February 23,2010. hitp://pogoarchives.org/m/wi/oig-letter-re-mgmt-wrongdoing-
20100223 .pdf.
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concerned that the two reviews were conducted improperly.” The first HHS IG investigation
focused on criminal wrongdoing, instead of non-criminal retaliation for whistleblowing. And,
from our January 2011 letter to FDA Commission Margaret Hamburg regarding the second
investigation:

The Office of Investigations did not conduct a new investigation, but instead initiated a
“Special Inquiry.” According to the Investigative Memorandum of October 2010, the
findings of the Special Inquiry were based on the “case file and all reports and evidence
contained therein”—in other words, the findings of the recent Special Inquiry in
September 2010 were based exclusively or almost exclusively on documentation gathered
during the 2009 investigation. But the 2009 investigation was looking for the wrong
things: criminal violations rather than administrative wrongdoing (i.e. alleged violations
of FDA regulations and whistleblower retaliation).

Also still in question is whether the FDA medical device approval process has improved at all.
Have the concerns raised in the first place by the FDA whistleblowers about ineffective and
dangerous devices been adequately addressed?

In August of 2010, CDRH responded to the substance of whistleblowing by issuing an action
plan and requesting an independent review of the troubled 510(k) program. ** CDRH asked the
Institute of Medicine (IOM) to conduct this review,and 10M determined the 510(k) program
should be scrapped and replaced with an integrated premarket and post-market regulatory
framework.” The IOM report states:

510(k) clearance is not a determination that the cleared device is safe or effective. The
committee concludes that the 510(k) process lacks the Iegal basis to be a reliable
premarket screen of the safety and effectiveness of moderate-risk devices and,
furthermore, that it cannot be transformed into one.

The CDRH ignored this recommendation and continued the program.
In the 510(k) process, the whistleblowers objected to management overruling the scientists’ and

physicians’ recommendations that the FDA should not approve a particular device for marketing.
The FDA has regulations, including 21 CFR 10.70, describing clearly what must happen when

% Letter from Project On Government Oversight, to the Honorable Kathleen Sebelius, Secretary of the U.S.
Department of Health and Human Services, regarding the FDA’s negligent oversight of unsafe medical devices,
January 12,201 1. hitp://www.pogo.org/our-work/letters/2011/ph-fda-201101{2.html (Hereinafter Letter regarding
the FDA’s negligent oversight of unsafe medical devices)

3* Steve Strong, “The Ever-Changing Regulatory Environment,” Minnetronix
http://www.minnetronix.comy/partials/company-industry _insights-single/the-ever-changi
(Downloaded February 24,2014)

* Institute of Medicine of the National Academies, Medical Devices and the Public’s Health: The FDA 51 0(k)
Clearance Process at 35 Years, July 29,2011, http://www.iom.edw/~/media/Files/Report%20Files/2011/Medical-
Deyvices-and-the-Publics-Health- The-FDA-5 | Ok-Clearance-Process-at-35-

Years/5 10k%20Clearance%20Process%2020 11%20Report%20Brief.pdf (Downloaded February 24,2014)
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there are “significant controversies or differences of opinion” over decisions.* However,
managers violated these regulations, and the result was the marketing of devices that are unsafe
or ineffective. POGO has repeatedly asked for more oversight to ensure that efficacy and public
health and safety are the priorities in medical device approvals.”’

The HHS IG has initiated investigations into FDA’s internal controls and quality review for
510(K) device approval process and CDRH’s policies for resolving scientific disputes.®

Undeniable: The FDA’s Improper Employee Surveillance

What is evident is that the FDA acted improperly in its surveillance of FDA whistleblowers.
There is wide agreement that at a minimum the FDA improperly conducted employee
surveillance and jeopardized whistleblower and privacy protections.

In addition, the FDA’s employee surveillance does not appear to have been effective as an
investigative tool for the stated purpose. But employee surveillance is a handy tool for those
seeking to chill whistleblowing and retaliate against whistleblowers. As with the NSA domestic
surveillance, the risks to the rights of those under surveillance seem to outweigh the
enhancements to security.

‘What’s at Stake?

Lives are at stake. The FDA’s problems can be deadly. There have been far too many ineffective
and unsafe medical devices approved by the broken agency:

o Inadequately tested metal-on-metal hip replacements caused a crippling, hard-to-treat
disability.”

o Defective cardiac defibrillators worked well when first implanted, but later some of them
suddenly failed.*

e Unclean syringes containing deadly bacteria caused serious and sometimes fatal
infections.”

36 21 CFR 10.70, “Documentation of significant decisions in administrative file,”
http://www.gpo.gov/fdsys/pke/CFR-2012-title21-voll /pdf/CFR-2012-title2 I -vol1 -sec 10-70 pdf (Downloaded
February 25,2014)
*Letter from Project On Government Oversight, to Gerry Roy, Deputy Inspector General for Investigations, Office
of Investigations at the Department of Health and Humnan Services, regarding FDA’s CDRH’s low standard of
medical devices approval, September 28,2010. http://www.pogo.org/our-work/letters/2010/ph-fda-20 100928 -
1 html; Letter regarding the FDA’s negligent oversight of unsafe medical devices; Project On Government
Oversight, *Obama Administration Should Re-Open Investigation of FDA Wrongdoing After Inspector General
Office Rejected Whistleblower Complaints,” January 13,2011, http://www.pogo.org/about/press-
room/releases/2011/ph-fda-20100 1 13.htm#sthash. KODITW4a.5EvOGx9g.dpuf

Investigative Memorandum from Elton Malone
3 Gregory Curfman and Rita Redberg, “Medical Devices—Balancing Regulation and Innovation,” New England
Journal of Medicine, Vol. 365, September 15,2011, pp. 975-977.
htpy//www.neim.org/doi/full/10.1036/NEJMp! 109094 (Downloaded February 25,2014)
*® Witliam H. Maisel, “Semper Fidelis—Consumer Protection for Patients with Implanted Medical Devices,” New
England Journal of Medicine, Vol. 358, March 6,2008, pp. 985-987.
http://www.neim.org/doi/futl/10.1056/NEJMp0800495 (Downloaded February 25,2014)
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¢ Old-fashioned pediatric feeding tubes caused fatalities because they lacked a well-known,
inexpensive safeguard that precludes accidental infusion of puréed baby food directly
into the baby’s bloodstream.*

And this is just medical devices. The FDA has also failed to contain deadly food contamination
outbreaks® and have allowed dangerous drugs* on the market. The FDA isn’t doing its job and
lives are at risk; and we have to ask: Why?**

Whistleblowers are the guardians of the public trust and safety. Without proper controls at FDA
and throughout the government, employee surveillance is a serious threat to whistleblower
protections, The resulting chilling effect will significantly reduce accountability—thus keeping
waste, fraud, abuse, and threats to public health and safety in the shadows. Whistleblowers also
are among the best partners in crime-fighting. It is a well-known fact that whistleblowers have
saved countless lives and billions of taxpayer dollars.

A survey conducted in 2012 by the Association of Certified Fraud Examiners found that nearly
half of occupational fraud cases were uncovered by a tip or complaint from an employee,

*! Christina Jewett, “Could FDA Have Prevented Syringe Deaths?® ProPublica, February 26,2009.
http://www.propublica.org/article/could-fda-have-prevented-in-syringe-deaths (Downloaded February 25,2014)
Gardiner Harris, “U.S. Inaction Lets Look-Alike Tubes Kill Patients,” The New York Times, August 20,2010.
hitp://www.nytimes.com/2010/08/21/health/policy/2 I tubes html?pagewanted=all (Downloaded February 25,2014)
The fatalities can be prevented completely by a requirement that the feeding tube have a connector incompatible
with connectors for intravenous fluids; See also: Associated Press, “Is the FDA a broken agency?’ March 3, 2009,
http://www.today.comv/id/29495269/4313685 1%20In%62 0the%20five%20years%2 0since%20the %20 AP %20article
%2 0was%2 0published, %2 0more%620disasters %2 0%20have %2 0occurred # UwznEONd W4T (Downloaded February
25,2014) (Hereinafter ‘s the FDA a broken agency?”); POGO summarized the story of some of these disasters:
Ned Feder, “Powerful Leader Takes Command ofa Battered FDA: Irresistibie Force Meets Immovable Object,”
May 19, 2009. hitp://www.pogo.org/about/press-roomv/releases/2009/ph-fda-2009051 9.htmi (Hereinafter “Powerful
Leader Takes Command of a Battered FDA: Irresistible Force Meets Immovable Object”); Letter from Danielle
Brian and Ned Feder, Project On Government Oversight, to Kathleen Sebelius, Secretary, U.S. Department of
Health and Human Services, regarding reinvestigating FDA'’s negligent oversight of unsafe medical devices,
January!2, 2011, http://www.pogo org/our-worlk/letters/201 1/ph-fda-201 101 12.html (Hereinafter Letter from
Danielie Brian and Ned Feder, Project On Government Oversight, to Kathleen Sebelius)

3 Salmonella-infected peanut butter: Centers for Disease Control and Prevention, “Multistate Outbreak of
Salmonella Bredeney Infections Linked to Peanut Butter Manufactured By Sunland, Inc. (Final Update),” November
30,2012, httpe//www.cde.gov/salmonella/bredeney-09-12/ (Downloaded February 25,201 4); Listeria-infected
cantaloupes: Centers for Disease Control and Prevention, *“Investipation Update: Muitistate Outbreak of Listeriosis
Linked to Whole Cantaloupes from Jensen Farms, Colorado,” October 25,2011.
http://www.cde.gov/listeria/outbreaks/cantaloupes-jensen- farms/1 025 1 I/index.htm! (Downloaded February 25,
2014)

* Fungus-contaminated steroid mixture: Centers for Disease Control and Prevention, “Multistate Outbreak of
Fungal Meningitis and Other Infections,” October 23,2013. http://www.cdc gov/hai/outbreaks/meningitis.html
(Downloaded February 25, 2014); Heparin: Gardiner Harris, “U.S. Identifies Tainted Heparin in 1 I Countries,” The
New York Times, April 22,2008, http://www.nytimes.com/2008/04/22 /health/policy/22 fda.htmi7page wanted=al |
(Downloaded February 25,2014)

4595 the FDA a broken agency?”; “Powerful Leader Takes Command of a Battered FDA: Irresistible Force Meets
Immovable Object”; Letter from Danielle Brianand Ned Feder, Project On Government Oversight, to Kathieen
Sebelius.
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customer, vendor, or other source.® In the case of fraud perpetrated by owners and executives,
more than half were uncovered by tips from whistleblowers. A 2011 academic study confirmed
that whistleblowers play a bigger role than external auditors, government regulators, self-
regulatory organizations, or the media in detecting fraud. ¥’

But perhaps the best illustration of how whistleblowers can save taxpayer dollarsis the more
than $38 billion recovered since 1987 through the hugely successful False Claims Act (FCA),
championed by Senator Grassley.*®

The FCA prohibits a person or entity from fraudulently or dishonestly obtaining or using
government funds. The law not only acts as a deterrent, but also incentivizes whistleblowing
through the financial awards and strong protections against retaliation. *° Federal Circuit Court
Judge Kenneth Keller Hall said that the FCA provisions supplement the government’s “regular
troops” since it “let loose a posse of ad hoc deputies to uncover and prosecute frauds against the
government.”%

But unfortunately, the cost-benefit analysis for most whistleblowing is so often all cost to the
whistleblower and all benefit to society. Professor Richard E. Moberly in his testimony before
Congress aptly stated:

Furthermore, almost all the benefits of a whistleblower’s disclosure go to people other
than the whistleblower: society as a whole benefits from increased safety, better health,
and more efficient law enforcement. However, most of the costs fall on the
whistleblower. There is an enormous public gain if whistleblowers can be encouraged to
come forward by reducing the costs they must endure. An obvious, but important, part of
reducing whistleblowers’ costs involves protecting them from retaliation

after they disclose misconduct.™

Whistleblowing works for the public, but not without strong protections for the whistleblower.
Recognizing this, Congress has repeatedly strengthened the rights and procedures available to
whistleblowers. In 2012, Chairman Issa and Ranking Member Cummings—along with

18 Association of Certified Fraud Examiners, Report to the Nations on Occupational Fraud & Abuse: 2012 Global
Fraud Study, 2012, pp. 14-19. http://www.acfe.com/uploadedFiles/ACFE Website/Content/rttn/201 2-report-to-
nations.pdf (Downloaded February 20,2014)

Alexander Dyck, Adair Morse, and Luigi Zingales, “Who Blows the Whistle on Corporate Fraud?”
http://www.afajof.org/afa/forthcoming/4820p.pdf (Downloaded May 10,201 1)

Department of Justice, Office of Public Affairs, “Fraud Statistics — Overview: October 1, 1987 - September 30,
2013,”December 23,2013. http://www.justice.pov/civil/docs_forms/C-FRAUDS FCA_Statistics.pdf (Downloadec
February 20,2014)
¥31US.C § 3730, *Civil actions for false claims.” http://www.gpo.gov/fdsys/pkeg/USCODE-2011-
title3 1/pdf/USCODE-2011-title3 1 -subtitlelll-chap3 7-subchaplil-sec3730.pdf (Downloaded February 25, 2014)
¥ United States ex rel. Milamv. Univ. of Tex. M.D. Anderson Cancer Ctr.,961 F.2d46,49 (4th Cir. 1992),
paragraph 17. http://law.justia com/cases/federal/appeliate-courts/F2/961/46/208412/ (Downloaded February 20,
2014)

3! Testimony of Richard E. Moberly, Professor, before the Committee on Education and Labor, Subcommittee on
Workforce Protections, One Hundred Tenth Congress, on “Private Sector Whistieblowers: Are There Sufficient
Legal Protections?” May 15,2007, p. 35. http://www.gpo .gov/fdsys/pkg/CHRG-{ 1 0bhrg35185/pdf/CHRG-
110hbrg35185.pdf (Downloaded December 1,2011)
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Representative Van Hollen, then-Representative Platts, and their Senate colleagues—
championed the latest enhancements to federal employee protections with the enactment of the
Whistleblower Protection Enhancement Act.”? While these reforms go a long way to improve the
prospects for whistleblowing on government wrongdoing, employee surveillance, left
unaddressed, seriously undermines these and other statutory protections for whistleblowers that
Congress intended.

An Opportunity for Reform

This committee’s attention to the unacceptable actions of the managers at FDA will hopefully
serve as a catalyst for government-wide reforms. Certainly security concerns and available
technology will outstrip the protection of civil liberties, whistleblower protections, and other
constitutional rights unless there is a concerted effort to consider all of these goals together, We
can and should move towards a better policy and to ensure more accountability now. But if left
to their own devices, the agencies cannot be expected to get this right.

The FDA and other agencies should not be in the surveillance or law enforcement business.
Federal agencies cannot be allowedto police themselves—that is why we have 1Gs, the OSC,
DoJ, and Congress. .

Investigations of unauthorized, illegal disclosures of information and other criminal misconduct
must be conducted by law enforcement investigators—such as the FBI or the Inspectors
General—not bureaucrats. While we acknowledge there may be a very limited need for agencies
to gather evidence of wrongdoing by employees when there is reasonable suspicion of non-
criminal misconduct, the electronic surveillance is ripe for abuse—as demonstrated by the FDA.
Even with just cause and proper controls, it will be difficult, if not impossible to ensure
constitutional rights are not violated.

To what end? As with the NSA domestic surveillance, the risks to our rights may be greater than
the ability of the surveillance to protect against risks to security.

On September 12,2012, FDA Commissioner Hamburg issued a memorandum directing the
Chief Information Officer (CIO) and Chief Counsel to “promptly develop a written procedure”
for employee surveillance that includes some safeguards (Hamburg Memo).” Presumably, that
written procedure is embodied in the interim policies and procedures established last September
by the FDA in its Staff Manual Guide (Interim Policy).* No doubt the FDA is in a tough spot,

*2 project On Government Oversight et al., “After a Campaign Waged Over More Than a Decade, the Whistleblower
Protection Enhancement Act Becomes Law,” December 3, 2012. hitp://www.pogo.org/about/press-
room/releases/2012/20121203 -advocates-laud-president-whistieblower-reforms.html

Memorandum from Margaret Hamburg, Commissioner of the Food and Drug Administration, to Walter Harris,
Chief Operating Officer, Eric Perakslis, Chief Information Officer, and Elizabeth Dickinson, Chief Counsel of the
Food and Drug Administration, regarding developing a written procedure for employee surveiliance, September 24,
2012. http://pogoarchives.org/m/wi/hamburg-memo-20120924 .pdf (Hereinafter Memorandum from Margaret
Hamburg)
*% Walter Harris, De puty Commissioner for Operations, Chief Operating Officer at the Department of Health and
Human Services, ‘Monitoring of Use of HHS/FDA IT Resources,” September 26, 2013,
http://pogoarchives.org/mywi/interim-monitoring-policy-20130926 pdf
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attempting to put into place a process that is more proscribed for surveillance critics, but also
placating the lawyers for drug and device companies that demand that information be kept
confidential.

Needless to say, the FDA doesn’t have it right yet.

Nothing in this policy would prevent the FDA Commissioner or Chief Operating Officer from
using information collected by the surveillance as retaliation for whistleblowing or providing it
to others who might. The policy does little to lift the chilling effect at FDA that fosters waste,
fraud, abuse, and threats to public health and safety. How can the FDA ensure the public’s health
and safety if scientists and physicians are too afraid to come forward when deadly mistakes are
made?

Instead, the interim policy would allow the FDA managers to control a vast and far-reaching
surveillance program without any oversight from an independent outside entity. Rather than
protect whistleblowers from unwarranted FDA surveillance, this policy protects the FDA from
whistleblowers and shields it from accountability.

Simply stating that the FDA will follow existing laws to protect whistleblowers is not enough—
the procedures do not build in strong, substantive safeguards. The Interim Policy does attempt to
protect some sensitive communications by prohibiting the targeting of communications with law
enforcement, the OSC, members of Congress or their staff, employee union officials, or private
attorneys. However, it does not include a similar prohibition on other protected disclosures—
most notably, public whistleblowing, which is protected as long as the disclosure of the
information is not prohibited under law.

Congress protected public whistleblowing because we live in a democracy that relies on an
informed public and freedom of the press. In numerous instances, threats to public health and
safety, waste, fraud, and abuse and other wrongdoing would never have come to light or been
addressed without public whistleblowing.”

The FDA has not ensured employees, contractors, and grantees can exercise all of their legal
rights without fear of retaliation. Thus, any final policy must prohibit specifically monitoring
communications with anyene that may include a protected disclosure. According to the
Whistleblower Protection Act, these communications would include a reasonable belief that the
disclosure evidences “any violation of any law, rule, or regulation; or gross mismanagement, a
gross waste of funds, an abuse of authority, or a substantial and specific danger to public health
or safety.”

In practice, it may be difficult, if not impossible, to prevent the inadvertent capture of protected
disclosures while monitoring employee communications. Therefore, any final policy must

%3 David Shuster, “Whistle-blowers who made their mark,” NBC News, June 2, 2005.
http://www.nbenews.com/id/8076349/ns/msnbe-hardball with_chris matthews/t/whistle-blowers-who-made-their-
mark/# UwuAnuNdWSe (Downloaded February 24,2014)

5 U.S.C. §2302, “Merit system principles,” http://www.gpo.gov/fdsys/pkg/USCODE-201 0-titleS/pdf/ USCODE-
2010-title5- partlil-subpartA-chap23 . pdf (Downloaded February 25,2014)
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mandate a legal review and express authorization before any potentially protected
communication that is collected is shared. Notification of potential legal pitfalls to recipients of
collected information, as called for in the Hamburg Memo, is woefully insufficient.¥

The FDA must do more to ensure all agency personnel and federal fund recipients are better
trained in whistleblower protections. Under the WPA, it is the responsibility of the head of each
agency, in consultation with the Office of Special Counsel, to ensure that agency employees are
informed of the rights and remedies available to them under the Whistleblower Protection Act.*®
The OSC, has a certification program which allows agencies to demonstrate that they have
fulfilled this legal obligation. Last year, only three agencies sought and received certification—
and, remarkably, the FDA was not one of them.”® Clearly, certification should not be voluntary.

Last December, in its second National Action Plan for the Open Government Partnership, the
Obama Administration committed to taking steps over the next two years with the stated goal of
strengthening and expanding protections for federal whistleblowers.® These commitments
include mandating participation in the Office of Special Counsel’s Whistleblower Certification
Program. However, Congress should ensure that agency compliance with the WPA notification
requirement and certification will continue into the future by putting the requirement into statute.

Federal contractors and grantees also are required to notify their employees of the whistleblower
protections available to them.’' There should be a mechanism to certify this compliance as well.
Perhaps this could be part of the contracting or grant-making process, or the Whistleblower
Ombudsmen in the Offices of Inspectors General could play a role. The Inspectors General have
responsibilities to conduct investigations of claims of retaliation by contractor and grantee
employees, as well as by national security and intelligence community workers.® Agencies are
currently certifying compliance with Presidential Policy Directive 19, which protects national
security and intelligence community whistleblowers. These certifications should be made public,
but so far only the Department of Defense has done so.

*7 Memorandum from Margaret Hamburg
#50S.C. §2302(c), *In administering the provisions of this chapter,” http://www.gpo.gov/fdsys/pke/USCODE-
2010-title 5/pdf/USCODE-201 0-title S-partIll-subpart A-chap2 3.pdf (Downloaded February 25,2014)

U.S. Office of Special Counsel, “Agencies That Have Completed the 2302(C) Certification Program,” September
20,2013, http://osc.gov/outreachAgenciesCertified. htm (Downloaded February 24,2014)
% The U.S. White House, The Open Government Partnership Second Open Government National Action Plan for
the United States of America, December 5,2013,
http://www.whitehouse.gov/sites/default/files/docs/us_national_action plan 6p.pdf (Downloaded February 24,
2014)

110 USC § 2409, “Contractor employees: protection from reprisal for disclosure of certain information,”
http://www.gpo.gov/fdsys/pkeg/USCODE-2010-title | 0/pd /USCODE-2010-title 0-subtitle A~

sec2409.pdf (Downloaded February 25,2014) (Hereinafter10 USC § 2409) ;41 U.S. Code § 4712, “Pilot program
for enhancement of contractor protection from reprisal for disclosure of certain information,”
http://uscode.house.gov/view,.xhtmliisessionid=809F5 786 EE28 C3EAFA5 3851 870F SF683 7req=granuleid%3 AUSC-
2012-titled!-
chapterd7 &saved=%7CZ3JThbnVsZW kOl VIQyOyMDEYLXRpdGxINDEtc2 VidGIvbiQ3MTI%3 D%7 CAHIZXNv
enQ%3D%7C%7 C0%TCalse%7C20 1 2&edition=2012 (Downloaded February 25, 2014) (Hereinafter 41 U.S. Code
4712)

2 President Barack Obama, “Presidential Policy Directive/PPD-19; Protecting Whistleblowers with Access to

Classified Information,” October 10, 2012. http://www.pogoarchives.org/m/wi/white-house-10-10-12 pdf
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Additionally, a memo and staff manual guide willnot alone ensure that privacy, whistleblower,
and civil service rights are protected in employee surveillance. The policies and procedures for
safeguarding employee rights whenever investigations or surveillance is conducted should
include penalties for violations and should have the force of law. Therefore, a permanent
regulation for all of HSS—not just the FDA—would be most appropriate.

However, there ought to be a government-wide approach. The Department of Justice has the
appropriate legal expertise for developing such policy, in consultation with the OSC and MSPB.
Moreover, the FDA is only attempting to write a policy ad hoc because of all the unwanted
attention it’s receiving. But what is to prevent other agencies from spying on employees without
regard to the legal rights of these employees? Congress and/or the President must mandate a
government-wide policy to protect whistleblower and other constitutional rights and prevent
future abuses.

Of course, interfering with conmmunications to Congress® and retaliating for whistleblowing® is
against the law. Although the law does protect the identity of whistleblowers in other ways—the
OSC and IG are prohibited from disclosing the identity of whistleblowers except in certain
circumstances®—there is little to prevent other agencies from identifying whistleblowers by
collecting communications. Congress should consider amending the WPA and contractor
protections to specifically prohibit an agency from using collected communications to identify a
whistleblower.

Today, we don’t know nearly enough about the scope of employee surveillance across the
government, We hope that this committee will order a comprehensive study of how agencies are
currently conducting surveillance of employees while protecting their rights. Far more needs to
be known about current practices, legal protections, effectiveness, and cost. A government-wide
study by the Government Accountability Office (GAO) and/or the Merit Systems Protection
Board (MSPB) would provide the executive branch and Congress with a more complete picture
and recommendations for best-practice policies.®

53 {8 USC § 1505, “Obstruction of proceedings before departments, agencies, and committees,”

httpy//www law.cornell.edwuscode/text/18/1505 (Downloaded February 25,2014); 5 USC § 7211, “Employees’
right to petition Congress,” http://www.gpo.gov/fdsys/pkg/USCODE-20 1 0-title 5/pdf/USCODE-201 0-title S-partHI-
subpartF-chap72 pdf (Downloaded February 25,2014)

5 USC § Section2302, *Prohibited personne! practices,” http://www.gpo.gov/fdsys/pkg/USCODE-2010-

title5/pdf/USCODE-20 10-titleS-partlll-subpartA-chap23.pdf (Downloaded February 25,2014); 10 USC § 2409;41
USC §4712.
% 5 USC § 1213(h), “Provisions relating to disclosures of violations of law, gross mismanagement, and certainother
matters,” http://www.gpo.gov/fdsys/pkg/USCODE-201 | -title 5/pdf/USCODE-201 1-title 5-partll-chap} 2-subchapll-
secl213, @f(Down]oaded February 25,2014); 5 USC App. Section 7(b), “Protects employees who file complaints
or provide information to the Inspector General,” http://statecodesfiles.justia.com/us/201 1 title- S/appendix-title-
S/I 350/section-7/document.pdf (Downloaded February 25,2014)

% While GAO might be more effective at auditing current agency surveillance practices, given the technical
components, the MSPB may be well-suited to use that information to develop recommendations on protecting the
merit system. The mission of the MSPB is to “Protect the Merit System Principles and promote an effective Federal
workforce free of Prohibited Personne! Practices.” “U.S. Merit Systems Protection Board,” http://www.mspb.gov/
(Downioaded February 24,2014)
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Naturally, there also must be a different approach with the ever-growing intelligence and
national security workforce. More and more of the federal workforce is labeled as national
security sensitive—and there is a jaw-dropping lack of oversight. The number of people cleared
for access to classified information reached a record high in 2012, soaring to more than 4.9
million.”” Add to that untold numbers of civil servants and contractors without access to
classified information, but in positions labeled as national security sensitive.® In order to prevent
leaks of classified information, it is critical that there are truly safe channels for legal disclosures.

We have long been concerned about the potential for abuse of whistleblowers as a result of
Insider Threat programs mandated by the President and Congress.” The program pits employees
against one another,° creating an atrmosphere of suspicion and intimidation likely to silence
would-be whistleblowers. Intended to protect national security, implementation of the Insider
Threat Program at agencies that have little to do with national security issues suggests a serious
overreach. Blurring the line between spies and whistieblowers can only harm national security.
An investigation by McClatchy lastyear discovered that agencies were using the Insider Threat
Program as grounds to pursue unauthorized disclosures of unclassified information—information
that whistleblowers can legally disclose to anyone under current law.”'

We hope this committee will also conduct rigorous oversight of whistleblower protections for the
national security and intelligence community workforce.

Importantly, we must not lose sight of what brought us here today. Scientists at the FDA were
concerned about a device approval process that they believed might put lives at risk. We urge
you to ensure that the critical work being done by the CDRH puts the public’s health and safety
first. Bureaucrats at FDA should not be allowedto overrule the findings of expert scientists and
physicians, except under extraordinary circumstances. There are no criminal penalties for FDA
officials who allow unsafe devices to be approved. FDA officials should be held accountable for
approving ineffective or unsafe products, and flawed devices must be taken off the market. There
must be far more transparency and less deference to the demands for confidentiality by the drug
and device companies.

7 Office of the Director of National Intelligence, 2012 Report on Security Clearance Determinations, January 2013,
p. 3.

http://www.dni.gov/files/documents/2012%2 0Report%200n%20Security%:2 0Clearance%20Determinations %20 Fina
%i})if(Downloaded November 14,2013)

We only know from the government’s briefin Conyers that there are at least haif a million workers in positions
labeled as national security sensitive at the Department of Defense (DoD) alone: Xaplan v. Conyers, Initial Brief for
Director, Office of Personne! Management, November 23,2011,p. 4,n. 7.
http://mspbwatch.files, wordpress.com/2012/08/berryv-convers-initialbriefforopm.pdf (Downloaded November 14,
2013) (Hereinafter Kaplan v. Conyers Initial Brief for OPM Director)
® The White House, “Executive Order 13587 -- Structural Reforms to Improve the Security of Classified Networks
and the Responsible Sharing and Safeguarding of Classified Information,” October 7, 2011
http://www.whitehouse.gov/the-press-office/2011/10/07 /executive-order-structural-reforms-improve-security-
classified-networks- (Downloaded February 24,2014)

Defense Security Service, Counterintelligence Directorate, “INSIDER THREATS: Combating the ENEMY
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Finally, please do all you can to ensure the FDA whistleblowers get the justice that they deserve
and that FDA managers are held accountable for any violations of the rights of the scientists and
physicians who sought to make medical devices safer and more effective.

Thank you for the opportunity to testify before you today. POGO and the Make It Safe Coalition
pledge to continue to work with you to fulfill the promise of a government that is truly open and
accountable to the American people.

I look forward to your questions.
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Chairman IssAa. Mr. Harris, a couple of questions. First of all, I
mentioned you’d be the person that would review a request to spy
on an employee in the future, you would be the first point of con-
tact. Is that correct?

Mr. HARRIS. Yes, sir.

Chairman IssA. Okay. And your degree is in business adminis-
tration?

Mr. HARRIS. Can you repeat the question?

Chairman IssA. You have an MBA?

Mr. HARRIS. Yes, sir, I do.

Chairman IssA. You're not a lawyer?

Mr. HARRIS. I'm not.

Chairman IssA. And the person that you, once you decided to do
it, that you’d go to, would be the same person, the general counsel,
who approved the spying in the past. Is that correct?

Mr. HARRIS. Well, I want to give the committee accurate informa-
tion, so most of what we speak about today predates my tenure at
FDA.

Chairman IssA. No, no, I understand. I'm just looking at the
process.

Mr. HARRIS. Right.

Chairman IssA. The process in place, the so-called protection
that the agency has put forward is you'd still go to the same gen-
eral counsel. The first lawyer, if you will, would be the lawyer who
thought this was just fine before, which is the general counsel, and
second of all, before that, you'd go to the chief operating officer,
who is, by definition, probably not an attorney.

Mr. HARRIS. That’s right.

Chairman IssA. Okay. I just want to understand the system be-
cause I don’t approve of it.

Mr. HARRIS. I'll give you the process. So we have a process that
requires a request to be formally written.

Chairman IssA. No, no. I apologize. But I only have 3 minutes
and 55 seconds, and to be honest, the process sucks. So now let’s
move on.

Ms. Canterbury, you said it very well. They had suspected a
criminal activity. Is that correct?

Ms. CANTERBURY. They suspected that confidential informa-
tion:

Chairman IssA. Right. So alleging——

Ms. CANTERBURY. —was disclosed.

Chairman IssA. Right. So alleging the criminal activity, they did
not go to the IG, they did not go to the criminal investigation units
of which there are a multitude within—HHS has their own, obvi-
ously the FBI.

Let me ask a question, Mr. Harris. Your opening statement, you
used some very carefully toned words, and I picked up on just a
couple of them as another nonlawyer with a business degree. You
said that you didn’t target or use a term like that of Members of
Congress, but you didn’t protect, in other words—not you—but the
general counsel received all of the information without any attempt
to screen out, you know, Mr. Van Hollen or my committees or Sen-
ator Grassley’s committees or for that matter, lawyers, doctors,
there was no protection in place.
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Mr. HARRIS. Again, Mr. Chairman, that predates my time at
FDA.

Chairman IssA. Right. But I just want to make sure that’s cor-
rect, that there was no protection put in place. So the idea that you
didn’t target doesn’t really matter. You didn’t protect the likelihood
of five known whistleblowers, and especially Dr. Smith, a known
whistleblower, the likelihood is he’s still talking to Members of
Congress, he’s still—he didn’t change his opinion that the FDA had
problems. So by definition, the FDA knowingly intercepted cor-
respondence with Members of Congress because there was a rea-
sonable expectation that he was having correspondence with Mem-
bers of Congress.

Let me just ask a couple of quick questions. To your knowledge,
you weren’t there at the time, there were five people targeted. Was
there anybody else at the FDA that had access to the information
that was linked to The New York Times? Anyone else?

Mr. HARRIS. Again, that predates my time at FDA.

Chairman IssA. Well, why don’t we make the assumption that
there were just a load of them, that these five people were by all
reasonable account not the only ones that had the ability to have
gotten this information.

Since you received none, the real question is, did the FDA and
does the FDA have not the ability to be narrow, but the ability to
be broad? If you have a leak and 4,000 people could have leaked
it, the only way to do it properly would be to make the assumption
that you had to equally monitor 4,000, unless you had a specific,
credible reason to believe that one person had done it. Isn’t that
right? You're the approving officer. I need to understand how you
would do it.

Mr. HARRIS. In the current process, we would ask for a written
request. That request would then be reviewed by a committee be-
fore we make any actions happen. From the committee, it goes to
a legal review, and we get——

Chairman IssA. You’re the final approval. Would you have tar-
geted just these five known whistleblowers or would you have had
to target more people who had accessed that information?

Mr. HARRIS. It depends on the scenario.

Chairman IssA. Okay. So you’re not binding yourself to any kind
of protection for the Federal workforce from being targeted.

Mr. HARRIS. Just the opposite, Chairman. We clearly state in all
documents these days, since our new policy has been implemented,
that we consider interactions with the Hill, legal counsel, OMB, et
cetera, as protected activities. When our staff has any interaction
with that type of information, they know to——

Chairman IssA. Oh, your staff.

Mr. HARRIS. Any staff.

Chairman IssA. Oh, no, no. But the whole point is, who gets to
see this information under your current policy first?

Mr. HARRIS. Under the current policy, the information comes im-
mediately back to me. I then bring the appropriate folks to the
table. We talk through our next steps. It goes no further.

Chairman IssA. Okay. So you’re looking at correspondence that
they had with me and you’re going to protect me.
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Mr. HARRIS. No. No. What I'm doing is actually when they walk
up on that type of information, they cease

Chairman IssA. Who is they?

Mr. HARRIS. Those who are actually——

Chairman IssA. Who are they?

Mr. HARRIS. Those staff members who are part of the process.

Chairman IssA. Okay. I just want to understand. You've got staff
members looking at correspondence with Members of Congress.

Mr. HARRIS. No, sir.

Chairman IssA. Well, you just said that.

Mr. HARRIS. That was not my statement. My statement was,
when we are going through the monitoring process, should my staff
who is actually administering the monitoring process find informa-
tion of that type is considered protective activity.

Chairman ISsSA. But they see it in order to consider it.

Mr. HARRIS. They do stop—well, you know, during the moni-
toring process they may walk up on that, but they stop all proc-
esses today. I can’t tell you what happened 2 or 3 years ago, but
I can tell you what happens today.

Chairman IssA. Okay. Well, let me just close by saying do you
know the name “Paul Hardy”?

Mr. HARRIS. I do.

Chairman IssA. Do you know what happens if you Google his
name?

Mr. HARRIS. No, sir. What happens?

Chairman IssA. Well, he Googled his name because he was con-
cerned and apparently looking for a job, feeling that his was inse-
cure.

Mr. HARRIS. Oh, I'm sorry. I thought you said Paul Harvey.

Chairman IssA. No, Hardy.

Mr. HARRIS. No, I don’t know Paul Hardy.

Chairman Issa. Well, he was one of the targets, and the Internet
was filled and Google-able with all those screen shots basically, be-
cause your agency took no precautions on that confidential infor-
mation, his correspondence with Congress, if it was there, his cor-
respondence with his doctor, his lawyer, his priest, anybody. And
it simply became an Internet phenomenon that you could Google
and get it because it was put out on an open site because the FDA
did not take the precautions, did not fill out the forms properly,
and did not protect that information which it had captured clandes-
tinely. Isn’t that true?

Mr. Harris. Well, that may have been the case a few years ago.

Chairman IssA. No, no, no, wait a second. Youre a witness,
you’re under oath.

Mr. HARRIS. I am, sir.

Chairman IssA. You say may have been the case. Are you here
today and you don’t know if it was the case?

Mr. HARRIS. I was not there 2 years ago, so I would not have

Chairman IssA. Do any of you know if it was the case or if I'm
just coming up with something that’s Internet lore?

Ms. CANTERBURY. Respectfully, sir, I believe that Dr. Shuren was
in charge of CDRH at the time.

Chairman IssA. Are you familiar with the—and I'm just on the
same thing, I've got to give time to the ranking member—but are
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you familiar with the release of that information, the fact that it
wasn’t protected, and it became essentially Internet public?

Dr. SHUREN. Yes, I know information was made public. I don’t
know the full extent of it. I wasn’t involved in dealing with the con-
tractor or any handling of that material. But I am aware that in-
formation was posted on the Internet.

Chairman IssA. Okay. And I'll give you equal time, but if I had
your indulgence for one more quick question.

There has been an alluding to the confidential information The
New York Times got. Just for the record, it wasn’t patent informa-
tion. It wasn’t a deep, dark secret on how you make a product. It
was the fact the product was in question as to whether it was safe
and effective. Isn’t that correct, Doctor?

Dr. SHUREN. It was whether or not the product was under re-
view, and that has been considered confidential. Companies many
times do not want competitors to know that they’re working on a
product and that it’s under review by the agency.

Chairman IssA. Okay. I just want to understand. The level of
trade secret is a product, The New York Times reported, was under
review and may not have been safe.

Dr. SHUREN. It was just simply that the product was under re-
view would be confidential commercial information.

Chairman IssA. Okay. But it’s something that—I want everyone
to understand that the term “confidential” is not the term the pub-
lic thinks is all that confidential. Most people look at these prod-
ucts, clinical trials, the process of approval, and then the question
of whether they’re being re-reviewed, most people probably listen-
ing and watching today believe the public has a right to know that
information and may not agree with the FDA’s view that that is
private or confidential or somehow a secret from the American peo-
ple as to whether a product that may or may not yet be on the
market is safe and effective.

Ms. Canterbury, if you wanted to respond quickly.

Ms. CANTERBURY. I couldn’t agree more. I think that at the base
of all of these questions is, why is this information considered con-
fidential in the first place, and is that serving the public health
and safety? I think that there needs to be a question answered
about why the FDA did not choose to first verify whether or not
it was legitimately considered to be confidential in the first place
and investigate that matter instead of investigating a so-called leak
of confidential information.

Chairman IssA. Thank you.

Mr. Cummings.

Dr. SHUREN. If I may. I was going to respond to your question.

Chairman IssA. Of course.

Dr. SHUREN. But our employees know that that information is
confidential, and that has been for longstanding time. Keeping that
information confidential is critically important. It can undermine
ongoing review of medical device applications. In fact, I believe in
that particular case it, in fact, did that. It undermines our medical
device program, keeping that confidential information confidential.
Companies, that information we need for making decisions about
products, and companies rely on the fact that we protect that infor-
mation. We don’t protect it, the companies don’t bring innovative
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technologies to the U.S., our patients lose. Public health gets hurt
when that happens. That’s why those protections are in place in
the first place. That’s why Congress put the protections in place.
And it hurts American businesses

Chairman IssA. Doctor, I appreciate what you’re saying. They
bring innovative products here because of profit. But let’s under-
stand one thing. Do these companies sign a gag order, are they pro-
hibited from disclosing that you're looking at it?

Dr. SHUREN. No, they may disclose it. That is their decision to
make. It’s their information.

Chairman IssA. Okay. Thank you. It’s a one-way gag order.

Please, Mr. Cummings.

Mr. CuMMINGS. Thank you very much, Mr. Chairman.

I want to pick up where the chairman left off. Dr. Shuren, prior
to the initiation of the monitoring, the agency believed that the
FDA employees were involved in unauthorized disclosures of con-
fidential information and trade secrets as a result of the moni-
toring. What did the agency find?

Dr. SHUREN. So the agency did find, as I understand that, there
was unauthorized disclosures to members of the public, and that is,
from our perspective, in violation of HHS personnel policy and
probably a violation of the law.

Mr. CUMMINGS. So the agency found clear evidence that Dr.
Smith and the other FDA employees whose computers were mon-
itored were involved in unauthorized disclosures of confidential
agency information. And as I understand it, that’s a violation of the
law and can be subject to criminal penalties. Is that correct?

Dr. SHUREN. Depending upon the kind of information that’s re-
leased. But, yes, this can be violative of the law.

Mr. CUMMINGS. Now, when I listen to Ms. Canterbury—and I'm
going to come back to you in a moment, Ms. Canterbury—you
know, one of things that she said was perhaps the FBI and other
agencies should be handling these kinds of issues. And I'm trying
to figure out how would even—and you can address this in a
minute—I mean, you all have laws that we passed that you're try-
ing to adhere to. And so, I guess there’s almost a—there is a duty
to at least look into it. Is that right?

Dr. SHUREN. There is an obligation to look into it.

Mr. CUMMINGS. And if you don’t look into it, then you’re in trou-
ble. Is that right?

Dr. SHUREN. That’s correct.

Mr. CUMMINGS. And as I understand it, with regard to The New
York Times, there were people who were—companies that were
complaining that, look, you know, we gave you information, we ex-
pected it not to be—not to read about it in The Times. That’s the
last place we expected it to be. We thought it was confidential. And
now this is where we see it. Is that fair to say?

Dr. SHUREN. That is correct. Actually, the company involved sent
a complaint and actually pointed out that we were in violation of
Federal law. They asked for an internal investigation. Five days
after receipt of that letter is when monitoring was started. It was
also in the setting of a pattern of unauthorized disclosures that had
occurred starting over a year before.
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Mr. CuMMINGS. Now, I don’t know whether you—you need to
hear this question, too, Mr. Harris—I don’t know whether you
heard me a little bit earlier, but it seems that there is a major
issue here with regard to whether this investigation should have
been just retrospective or retrospective and prospective. And I'm
just wondering what’s your view on that.

Dr. SHUREN. So the honest answer is, I don’t know. I'm not an
IT expert. And when the issue was raised what we asked for, what
I asked my executive officer for was options to try to identify the
source of the leak and to address further unauthorized disclosures.
Our information technology people decided on what the appropriate
solution would be. So I do not have the expertise.

Mr. CUMMINGS. So you just passed it on, look, you said we got
a—obviously The New York Times has got information that they’re
not supposed to have, I just want you to help me figure out how
this information is getting out there. Is that one of the things you
wanted to know?

Dr. SHUREN. Yes, what the source of the leak was, what the op-
tions were for doing it. And they proceeded to authorize

Mr. CUMMINGS. And what was your plan after you got this infor-
mation? I mean, what happened?

Dr. SHUREN. So what happened with the information, we put a
process in place; also tried to protect privacy. First the IT people
collected information they thought met very narrow search terms.
That information was then put on secure iron keys, one of two. It
was passed to my executive officer. It was then conveyed to a sub-
ject matter expert to look at, was there confidential information in
here? And then if there are issues of concern, there was something
I called the management team. There was a group set up, which
was the assistant commissioner for management, it was lawyers
from HHS and employment law, and it was people from our labor
employee relations, a group already established actually as in part
as a protection for these complainants. And that information then
went up to these individuals and others to try to decide what, if
there is an issue here, what are the appropriate steps to take,
which could be administrative or could be referred on for other ac-
tion.

Mr. CUMMINGS. And do you know which specific medical devices
these individuals were concerned about?

Dr. SHUREN. I know of some that were reported out in the press
and some that went on a referral up to the OIG. And I say that
because I wasn’t a subject matter expert, and I'm not the person
who makes the personnel decision, so I was not reviewing the
emails. We were trying to limit the people who would look at any
inflormation coming out in order to respect privacy of the individ-
uals.

Mr. CuMMINGS. Now, have these employee safety concerns been
borne out? So you don’t know that either? In your assessment, were
their concerns valid?

Dr. SHUREN. Well, for the products—and I am aware of the con-
cerns that they were raising on a variety of products, and I don’t
think that their concerns were valid. I'll raise the case in question
here of The New York Times article of CT colonography, which was
to be used to screen asymptomatic patients for cancer. And there
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was a lot of good evidence on the table, several clinical studies, a
big one that was funded by the Federal Government. And just last
year, we held a joint meeting of two advisory committees at the
FDA, experts in radiology and gastroenterology, 20 people in all,
and they unanimously felt that CT colonography should remain an
option for the screening of asymptomatic patients.

Mr. CuMMINGS. Well, it’s interesting that the employees raised
concerns regarding integrity of the device review process, and they
called it corrupted and distorted. Did you know that?

Dr. SHUREN. Yes.

Mr. CUMMINGS. And when you first took over the center, did you
evaluate these concerns regarding the review process?

Dr. SHUREN. I did look into the concerns from my own standpoint
of the complainants. The Office of the Inspector General was also
investigating whether or not managers were retaliating against
these complainants. And I will tell you the OIG found that there
was no retaliation, there was no prohibitive personnel practices.
The complainants raised concerns about that investigation, they re-
opened it, and then they subsequently concluded again there had
been no retaliation.

I will tell you I also took steps along the way for trying to assure
that these complainants were actually protected and to make sure
that if there really were problems and if I thought there were prob-
lems, I would have done something about it.

Mr. CUMMINGS. And so you're telling us today under sworn testi-
mony that you are concerned about whistleblowers and would do
everything in your power to protect them?

Dr. SHUREN. Yes, I would. One example of something that I did
do soon after I got there, I was hearing concerns from them, I was
looking into the managers, I did not see problems. But I said to
them, look, you're complaining about the managers all the way up
your chain of command to the office director. Here is what I will
do. I have two offices involved in premarket review. I will offer to
move the entire Radiological Devices Branch out of the one office
and move it to a new office with new managers.

I didn’t have evidence that I had bad managers. The OIG was
continuing its investigation. But I said, in light of that, if the OIG
finds problems, we will pursue that. But I am willing to do this.
I am willing to disrupt my organization because of your concerns.
And I did that. They wanted the move. I made the move. And with-
in a few weeks of the move, the exact same complaints were now
being levied against a brand new group of managers.

Mr. CUMMINGS. Ms. Canterbury, you heard Mr. Harris, and he
talked about the IG report. I guess that was what he was saying,
the recommendations have now——

Mr. HARRIS. Yes, sir.

Mr. CUMMINGS. You are telling us, Mr. Harris, that all of those
recommendations are now in place?

Mr. HARRIS. Yes, they are.

Mr. CUMMINGS. And when did they go in place?

Mr. HARRIS. September of last year.

Mr. CUMMINGS. September of last year. So with regard to the rec-
ommendations, you all didn’t know about them in September, did
you?
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Mr. HARRIS. No.

Mr. CUMMINGS. We just got the report last night.

Mr. Harris. Correct.

Mr. CUMMINGS. So, how did, I mean, how did that come about,
just out of curiosity?

Mr. HARRIS. Again, it goes back to I documented a couple of
notes in Ms. Canterbury’s statements about making sure we pro-
tect all employees and their rights. She’s right on the money. So
our process does that.

I got a little bit concerned with the chairman’s comment that the
process may suck. So the reason we’re here is because they were
not commonly understood across the agency. So what we put in
place today are commonly understood processes where a request
comes in, it’s formally documented, it then goes before a committee,
and then goes for a legal review and approval. Even beyond that,
if we approve a process for monitoring to begin, there are regular
checkpoints along the way to make sure we know what’s going on
there.

So we weren’t aware of the IG’s report, but, you know, we could
have taken this in a Keystone Kop approach and then find our-
selves here on a regular basis. We decided to look at a more me-
thodical approach to this, and knowing that there are many sce-
narios out there that we have consider when putting any policy like
this in play. What I want to have us do is have the folks who oper-
ate within the administrative process, when it comes to monitoring,
understand the processes first, then we permeate the organization
so they can understand what procedures we go through.

Mr. CuMMINGS. Ms. Canterbury, just in my last question. You
have your concerns. You heard Mr. Shuren say that he’s very con-
cerned. It sounds like Mr. Harris is very concerned and taken steps
to address the issue. Do you believe that it’s been adequately ad-
dressed?

Ms. CANTERBURY. Thank you, sir. I believe that they are taking
steps. I don’t believe it’s been adequately addressed. I would very
much like to hear how he intends to protect the public whistle-
blowing once he receives, as COO, what has been collected. And
there is no legal review of the collected information guaranteed
under the interim rules, and I would like to hear from him on that.

I also think it’s curious that Dr. Shuren said that he sought to
protect those particular whistleblowers who were targeted for sur-
veillance. If that’s his idea of protection, I find that very curious.

I also want to point out that it doesn’t matter if the whistle-
blowers’ concerns bear out to be valid, whether those devices are
unsafe or effective. As you know, sir, it is a reasonable belief that
is protected under law for whistleblowing.

And I also wanted to just point out another curious thing that
Dr. Shuren said, which was the surveillance began 5 days after the
receipt of a letter from GE Healthcare. In fact, the letter is dated
April 16th. They received the letter on April 21st, and the surveil-
lance began on April 22nd, according to documents that we have
through FOIA and through the IG report and through the staff
committee report. So I have never in my life, sir, seen the Federal
Government move that fast. I find it highly suspect that the letter



71

arrived and then they made the decision after the arrival of the let-
ter to do this surveillance.

Mr. CumMINGS. Well, Ms. Canterbury, my time has run out. This
is what this is all about, trying to make sure that the Federal Gov-
ernment is doing the right thing. But I want to keep in mind what
Mr. Shuren did say. He’s saying he’s got a set of laws that we
passed, and he’s trying to adhere to the laws that we passed, and
so there are certain things that they had to do. The question is, did
they do it right? I don’t think so. But it sounds like theyre going
in the right direction.

Unfortunately, I've run out of time. I wish Mr. Harris could an-
swer your question, but I've run out of time, and I'll yield back.

Mr. FARENTHOLD. [Presiding] Thank you very much, Mr.
Cummings.

We'll now recognize the gentleman from Michigan for 5 minutes.

Mr. WALBERG. Thank you, Mr. Chairman, and thanks to the wit-
nesses for being here today.

Dr. Shuren, I'll give you a chance to respond to the timeline that
Ms. Canterbury addressed here. It appears the differences in the
dates of beginning the investigation, sending the letters, respond to
that, if you would, please.

Dr. SHUREN. Yes. No, in terms of when we received it, it was
close, and my only point was, it was still within 5 days of getting
the receipt of that letter the monitoring started. Mainly to say that
this was not disconnected in time, that this was related to this
complaint that came in, as well as a series of unauthorized com-
plaints. That was my only point to make.

Mr. WALBERG. Ms. Canterbury, let me ask you some questions,
and then you might respond to that with greater detail as well. Is
there any situation where monitoring employee communications
with Congress or OSC can be justified?

Ms. CANTERBURY. No.

Mr. WALBERG. It’s a simple answer. Then is the problem of moni-
toring protected employee communications widespread across the
Federal agencies?

Ms. CANTERBURY. I don’t know——

Mr. WALBERG. Federal agencies.

Ms. CANTERBURY. Yeah, I don’t know the answer to that, and I
don’t know that anyone does. I think that it would be very good for
this committee to order a study, a comprehensive independent
study, perhaps at GAO, perhaps in consultation with the MSPB to
determine the extent to which agencies are using surveillance pro-
grams on their employees.

Mr. WALBERG. So this could be widespread?

Ms. CANTERBURY. It very well could be, and there could be wide-
spread abuses.

Mr. WALBERG. What protections can agencies put in place to
minimize the monitoring of protected communications such as with
Congress or OSC?

Ms. CANTERBURY. Well, firstly, I think that we need to question
whether or not there is a legitimate reason for agencies to use sur-
veillance on questions of criminal behavior or leaks of potentially
unlawfully disclosed information. I think that, again, law enforce-
ment should be conducting those investigations, and if there is a
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few legitimate, very narrow reasons to monitor employees in this
way, can it be done in a way that is in balance with the rights, the
constitutional rights, with whistleblower protections, and if not,
perhaps good, old-fashioned management is in order.

Mr. WALBERG. Well, should management, in speaking of that,
management be responsed to make sure that the law enforcement
agencies are aware of their concerns, potential concerns? Is that
what you would suggest?

Ms. CANTERBURY. Yes, there would be a referral to a law enforce-
ment agency.

Mr. WALBERG. To quickly step away, refer it to a law enforce-
ment agency.

Ms. CANTERBURY. Yes.

Mr. WALBERG. Mr. Harris, tell me about training that’s being im-
plemented since you've arrived, the directions that are going to
management relative to leaks, relative to whistleblowers, how you
deal with them, relative to responding to what we just discussed
here about referring to an appropriate agency to deal with the law
and not outside of the law.

Mr. HARRIS. So can you give me your first question again?

Mr. WALBERG. First question is, what are you doing? What train-
ing having you implemented?

Mr. HARRIS. Got it.

Mr. WALBERG. Secondly, what administrative steps have you
made to make sure that the department, the agency stays out of
it as much as possible, to make sure that whistleblowers under-
stand that they’re part of the agency but theyre protected by the
law and that there are appropriate agencies that will be brought
in to make sure the law is followed?

Mr. HARRIS. Yes. There is standard training that occurs at FDA.
There is when an employee comes on board an orientation, they get
understanding about IT security awareness programs and
trainings. There is annual training for NO FEAR, which does ad-
dress the whistleblower issues. We have regular training that goes
on in the information technology groups.

And so we have lots of required training every year for all of
FDA to understand how security awareness works. We often, as I
said earlier, the banner flashes up and makes them aware of their
right to a reasonable lack of privacy. It comes up on all devices we
give them.

As it relates to the management process we put in place, clearly,
as I stated earlier, I would like to address Ms. Canterbury, if I
could. I think this would kind of tie it all together.

Mr. WALBERG. Tie it together.

Mr. HARRIS. We consider the whistleblowers as our staff. They
should not be treated any different as it relates to protection. We
give everyone protection in our staff. So we don’t consider them
outsiders. We consider them as part of our staff.

The way we want to try to approach the issue is the committee
we put together is not just myself and a couple of attorneys. There
is an HR director there to determine whether we infringed on em-
ployee rights. There is IT professionals there to give Mr. Shuren
in the future better information and guidance. There’s a legal team.
And then there is myself. When we do find that we’ve stepped into
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an area where we have communication occurring between Congress
or anybody else, again, they stop everything they’re doing, nothing
continues, monitoring stops, my office is notified.

Mr. WALBERG. Are you notified immediately then?

Mr. HARRIS. Immediately.

Mr. WALBERG. When they come across something, it all stops.

Mr. HARRIS. Immediately.

Mr. WALBERG. No more eyes are seeing it.

Mr. HARRIS. Nothing else happens after that. And this is why the
committee is such a small group. We then bring legal into the con-
versation, and if it’s appropriate to send it out to another law en-
forcement agency, we do that.

Mr. WALBERG. Well, I appreciate the answer, but I would suggest
that last statement would be the approach to take more rapidly, to
the outside agency.

Mr. Chairman, thank you.

Mr. FARENTHOLD. Thank you very much.

We'll now recognize my distinguished ranking member from the
Subcommittee on Postal, Census, and the Workforce, the gen-
tleman from Massachusetts, Mr. Lynch.

Mr. LYNCH. Thank you, Mr. Chairman.

I want to thank all the witnesses for your willingness to testify
and to help the committee with its work.

I do want to say that from an Oversight and Government Reform
perspective, from this committee, our goal is to create and maintain
an environment where whistleblowers can come forward. As has
been said by Ms. Canterbury and the chairman and the ranking
member, and Mr. Grassley earlier, our bureaucracies and these
agencies and the work that they do has become so complex, wheth-
er it’s financial derivatives or whether it’s the FDA, some of us, it’s
just so complex that unless we have someone on the ground in
place that comes forward, our chances of finding out about wrong-
doing or misconduct is negligible.

So we really need to make sure that we have an environment
there where people feel comfortable that if they have a reasonable
belief that the laws are being broken, or that the public is being
harmed, that they can come forward.

So there’s a couple of instances. Usually the FDA flies below the
radar screen. But this instance really gets me, and it’s the second
time recently that the FDA has just caused me to shake my head
and ask what the heck is going on over there. You know, this in-
stance it looks like there’s a very robust framework in place to pro-
tect manufacturers’ trade secrets. And in this case I'm not so sure
anybody has ever pointed to specifically trade secrets that have
been protected, but by God, we went after these employees because
virle thought there might be a chance that they might disclose some-
thing.

So I think it was a very, very strong response in protecting the
manufacturers. I think it was very, very weak in terms of pro-
tecting the employees. And, you know, I have to acknowledge, Mr.
Harris, this predates your involvement here, so I'm not criticizing
you.

So I see the FDA overriding their scientists in this case. And the
last time that the FDA, their conduct came to the attention of this
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committee, was the approval of Zohydro, okay. Now, I know this
doesn’t involvement medical devices, but in that case the FDA
overrode, again, their own scientific panel. Their scientists voted
11-2 that approving Zohydro, which didn’t have any protections
against abuse, quite similar to the early iterations of Oxycontin, so
13 scientists, 11-2, they said to the bureaucrats, do not approve
Zohydro. And the FDA turned right around, right around, with an
opioid epidemic in this country from coast to coast. This is one of
the most serious threats to our communities, and the FDA goes
ahead and puts a gun to the head of the American people by ap-
proving Zohydro. So we got this problem.

You know, personally I spend a lot of my time dealing with the
effects of substance abuse in my communities. I've got three cities,
major cities, and I've got 22 towns, and no one is immune. Good
families, families that are struggling. It’s just unbelievable. It just
blows my mind that the FDA would approve Zohydro.

And so I need to put you on notice. I need to put you on notice.
You have shaken my faith in the FDA because of that decision and
what’s going on here today. And I just want to put you on notice
that, you know, I used to give people the benefit of the doubt, but
I've seen such bad decisions coming out of that agency that we've
got a problem, which is I've got a problem, you've got a problem.
So, you know, we got to start straighten up and fly right and start
doing things that are in the best interest of the American people.

And, you know, I appreciate that your mission and your goal is
to do the right thing. I just think we’ve strayed. Sometimes the bu-
reaucracy can do that. We just need to get back on the same page
here in protecting the American people.

I've exhausted my time, Mr. Chairman. I thank you for the in-
dulgence, and I'll yield back.

Mr. HARRIS. We will be happy to have someone provide follow-
up to you on that, on this issue.

Mr. LYNCH. That would be great. Thank you, Mr. Harris.

Dr. SHUREN. And, sir, we would also be happy to talk to more
details on what really was happening with these unauthorized dis-
closures and the impact, because, in fact, what it was doing is it
was stifling other scientists. It’s not that these complainants were
necessarily just willy-nilly overrode. There were other scientists in
the agency who disagreed with their opinion, and those people’s
opinion was actually being disenfranchised. People were feeling
harassed, retaliated against. Other scientists were feeling retali-
ated against by the complainants, and they were complaining that
the unauthorized disclosures was having a chilling effect on the in-
ternal discussion within the FDA and that people were afraid to
put their opinions in writing because it would be disclosed to the
press.

It’s the same thing that Senator Grassley talked about. We want
to have open discussion within the FDA. We think it is so impor-
tant. But it goes on both ends.

Mr. LYNCH. Sure.

Dr. SHUREN. And we were seeing that that actually was being
adversely affected, and that adversely affects public health. We
cannot make well-informed decisions when that happens. And that
was a misuse of those disclosures, and that’s unfortunate, and they
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were used to influence public meetings, and they were used to in-
fluence advisory committee meetings.

Mr. LyncH. Well, I'll be happy to have that information offline,
Dr. Shuren, and again, I thank you for your testimony.

Mr. FARENTHOLD. Thank you very much. I am going to now rec-
ognize myself for 5 minutes for a couple of questions.

First off, I want to say that whistleblowers are the lifeblood of
this committee. It’s dedicated government employees who see some-
thing going wrong in their agency that have no recourse other than
to bring it to the attention of Congress, which is the right way to
do it. It’s not the right thing to do the way Mr. Snowden did it and
take it to another country. And we work hard and we’ve passed leg-
islation to make it safe for whistleblowers, and this committee, and
I think Ranking Member Cummings will agree with me, will bend
over backwards to protect a legitimate whistleblower.

In fact, the committee Web site, Oversight.House.gov, has a place
you can go online to become a whistleblower. And I guess there
might be a lesson in this for potential whistleblowers. Maybe the
initial contact needs to be made from your home computer or a
computer at the library or from a Starbucks. But you shouldn’t be
afraid to use your government computer to report government
problems.

And, Mr. Harris, I know a lot of this happened before you got
there, but you are the acting chief information officer, so I want to
take a step back and maybe look at what should have been done.
I mean, I understand that our computer, our rule mentality, in the
private sector, you've got a lot more flexibility than you do in the
public sector. The Constitution doesn’t apply you due process in
your private sector job. In many private sectors there are no whis-
tleblower statutes other than potentially to the government. So as
a manager you've got a lot more options in the private sector.

But in the public sector, going in and installing snooping soft-
ware seems rather draconian. I would think good practice is to
have something on your network that captures all incoming and
outgoing mail, and then you have the ability to search that after
the fact if you've got a leak. I've used EnCase before. That’s a fo-
rensic software that lets you go copy somebody’s computer. But,
you know, nowadays with all compliance issues in various indus-
tries, there are appliances that you can put on your network that
catches all the mail and saves it. And you ought to be able to
search that for emails to The New York Times and have an exclu-
sion saying if it’s mail.house.gov don’t show me that. I mean, it
seems like it’s that simple. Didn’t you all hire a contractor back
there? Couldn’t you have told the contractor when pulling the En-
Case stuff and it says mail.house.gov, I don’t want to see it?

Mr. HARRIS. Yeah, I think you're on the right track. I think one
thing we should note is that monitoring is actually rare. And I
think what sews this together is when you think about the reasons
we do monitor at times. I can give you a couple of instances. I
mean, we have had cases of child pornography. In my mind, we
should immediately act on that and we should immediately start
to look for the issues there because the child’s life is in the balance
here. And then there are other instances where insider training
does become an issue to protect trade secrets.
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But, you know, everyone is correct. The need to protect those
who whistleblow is important. So this new process that we have in
place does that. It has, again on the committee, a legal individual,
someone from IT, someone from HR to consider the entire range of
issues that we may face before we even initiate our monitoring
process.

Mr. FARENTHOLD. And it’s just hard to judge what the culture of
that is. You know, if within your agency there is a culture of gos-
sip, you know, does it slip out? You've got to deal with the human
elements of that as well, and I do think there needs to be a techno-
logical solution to that.

Let me go to Ms. Canterbury and get her thoughts on what the
appropriate way to do this is.

Ms. CANTERBURY. So first I would like to ask why on Earth the
FDA would conduct surveillance if they had suspected child pornog-
raphy or insider training occurring, why would they not go to the
FBI? That just makes no sense to me. So I'm struggling with under
what circumstances

Mr. FARENTHOLD. I've run a computer consulting company. I've
done this for private sector. You know, you’ve got an employee you
think is—let’s take child pornography out of it—and is just surfing
porn and that’s against your policy. They haven’t broken the law,
but they’ve broken your policy. So, I mean, obviously there are
cases where you need to do that

Ms. CANTERBURY. Sure. And so in that case, my question would
be on the back end of the review committee, I think, is a substan-
tial structural reform, but it’s only reviewing, to my knowledge, ac-
cording to your interim policy, on the front end. So what would be
an improvement would be to do a similar review on the back end,
because there is no way you can use enough search terms to pro-
tect public whistleblowing. So if an employee is blowing the whistle
with nonlegally protected information to The New York Times or
to the Project on Government Oversight, that also cannot be swept
up or they’ve been in violation of the Whistleblower Protection Act.

Mr. FARENTHOLD. And I'm going to agree with you that in many
cases retrospective is the way to go.

I'm about out of time, but I will give Mr. Harris an opportunity
to respond before we go to the gentlelady from California.

Mr. HARRIS. Well, let me be clear. We by no stretch of the imagi-
nation are coming here today to tell you that our process is 100
percent perfect. The idea behind this is to have a methodical ap-
proach to this. And by the way, the FBI comes to us sometimes for
referrals to do some of the work that we do. And so it is by no way
perfect, but the only way the agency can move forward is to start
something now and then we can perfect it to a point to where we
can then spread it to the rest of the agency and then we all under-
stand what our policies, rules of engagement are around moni-
toring.

Mr. FARENTHOLD. All right. Thank you very much. I appreciate
your indulgence.

We'll now recognize the gentlelady from California.

Ms. SPEIER. Mr. Chairman, thank you, and thank you to all of
our witnesses.
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You know, we are really very good here at calling agencies onto
the carpet and beating them up and then talking to the companies
in our district and hearing their complaints about the process being
too slow, and the result is, is that so much innovation is going
abroad because our process doesn’t work.

We can’t have it both ways. If we want the FDA to be more
streamlined so more of this research and development of clinical
trials happens here in the United States, you know, we've got to
embrace that. If we don’t, then we should just tell all of our con-
stituents that if they want the new medical device that can save
their lives, you're going to have to go to France or Germany to get
it.

Having said that, I want to send some kudos to Dr. Shuren, be-
cause we do beat you guys up from time to time. I am sitting on
an airplane 2 weeks ago coming back from going home, and the
gentleman sitting next to me is a VC who specializes in medical de-
vices, and he had nothing but praise to offer about your good work,
Dr. Shuren. So I wanted you to have that at the outset.

Now, let’s go to my questions. It appears that there were search
terms that were developed within the administration that were su-
perimposed on the computers of these scientists. What were those
search terms? The inspector general report isn’t very specific about
them.

Ms. McKEE. The search terms were “K” followed by a string of
letters

Ms. SPEIER. Right.

Ms. McKEE. —which indicates an identification for a 510(k) sub-
mission, the word “colonography” based on the release in the article
in The New York Times. And then there were also names identified
of individuals where managers had voiced concerns in the manage-
ment team that Dr. Shuren talked about that were performing
ghost writing

Ms. SPEIER. Okay. So the first two make some sense to me. The
others appear to be the beginnings of a witch hunt, and that trou-
bles me. I think that Ms. Canterbury’s concern is one that we all
have in that if we want to be clear about not having reprisals it’s
better to have a hands-off investigation or review taking place so
that it’s not within the department. Go to the Justice Department,
whether it’s child pornography or leaks of trade secrets. And it’s
not your core competency anyway. So I guess the real overriding
question that I have is, why not just punt these all to Justice for
them to undertake the review?

Dr. Shuren.

Dr. SHUREN. Yes. So a challenge we faced back then is in the
past we had our Office of Internal Affairs. That is the group who
did investigations within the FDA. And due to concerns raised by
Senator Grassley, and I understand those concerns, in early 2010,
the policy changed. The Commissioner said in the future the Office
of Internal Affairs cannot do investigations of allegations of crimi-
nal conduct for employees who made allegations against the agen-
cy. It would go to the Office of the Inspector General. But they
were not doing investigations unless they had adequate evidence to
do it.
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And that has caught us in a bind. And in fact when just the GE
letter was sent to them, they came back and said, at this time,
based on the information provided, they are not taking any action,
the referral lacks any evidence of criminal conduct. But after, from
the monitoring, there was evidence of unauthorized disclosures. In
fact, the OIG did open a formal investigation and did look into it.
And at that point they decided we’re not going to prosecute, but
they also came back and didn’t say that this wasn’t wrong. In fact
they said, we understand you have sufficient evidence to support
administrative actions, and they closed the case at that point. In
other words, this could be a problem, you are welcome to pursue
it now with administrative action. And that’s what happened.

Ms. SpEIER. All right. I have very little time left, but I'm con-
cerned about the allegations by the scientists that thought that
these devices were potentially unsafe or exposed people to radi-
ation. Where are we in terms of evaluating that?

Dr. SHUREN. Yeah. So for CT colonography and their concerns
about exposure radiation, it shouldn’t be on the market, as I men-
tioned, there is a lot of evidence to support it. We think it is safe
and effective. And last year there was a meeting of joint advisory
committees, so two advisory committees with experts in radiology
and gastroenterology, 20 people, and they unanimously felt that CT
colonography should be an option for doctors and patients for
screening asymptomatic individuals for colon cancer. Unanimous.

Time and time again there were issues that were brought to ad-
visory committees, outside experts, who did not agree with the
complainants. In one case, I actually set up for an issue to be
brought to the advisory committee, and I let the complainants give
their own individual perspective. Actually had two perspectives. We
never do that. We have the center provide a unit, one perspective,
and here I said there is difference of opinion, I want to put sun-
shine on it, didn’t hide from it, put sunshine on it and get feedback,
and the advisory committee didn’t agree with the complainants.

And scientists within the agency, there were many scientists who
didn’t agree. And many of our managers, they are scientists. These
people are also experts. And they disagree, and that’s okay. People
can disagree. They should disagree if they feel that way, and we
have a process if they disagree, how they can appeal that.

Unfortunately, never took advantage of that process, which actu-
ally brings it all the way up to my office, can even bring it up to
the Commissioner’s office, and it has to be in writing and they have
to justify their rationale, and never took advantage. Instead, it was
put information that by law is prohibited to be disclosured by any
FDA employee, whistleblower or not, and put that out in the public
venue. And that does adversely affect public health, it adversely af-
fected discussion within the agency, and it adversely affected the
very issue of open dialogue, which they were complaining about. In
fact, in one investigation, independent investigation, it was found
that it was one of the complainants who was creating the hostile
work environment.

Ms. SPEIER. I thank you. My time has expired.

Mr. BENTIVOLIO. [Presiding.] Thank you.

At this point I'll recognize myself. I would like to thank each of
our panelists for being here today.
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Mr. CUMMINGS. Yeah, I just want to close.

Mr. BENTIVOLIO. Okay. Well, I'm going to ask a few questions.

Mr. CUMMINGS. Oh, okay. Sure.

Mr. BENTIVOLIO. Briefly.

But, Doctor, you've answered a few of my questions. But after lis-
tening to testimony and the questions that were asked, I seem to
have all my questions answered. But there seems to be an under-
lying problem that you just addressed, is that, you know, when you
have a whistleblower there is procedures to follow to make your
points, to make your complaint heard, correct? And you've just ex-
plained that procedure. But there is, according to your testimony,
if I understood this correctly, they didn’t follow all the procedures
and went over and above and then contacted Congress or blew the
whistle, so to speak.

Dr. SHUREN. No. They are welcome to contact Congress. The
issue was they disclosed confidential information that is prohibited
by law from disclosure to members of the public, including the
press.

It was never about Congress. None of this had anything to do
about Congress. They had been complaining to Congress for 18
months before this started.

When 1 first started at the Center was in September 2009. Be-
fore I could even speak to any of my staff and hold an all-hands,
my first two days, I spent a lot of it on Capitol Hill, at the request
of congressional staff, to talk about them and their complaints.
They were complaining all the time, which is fine. No one objected.
And I kept hearing they were constantly complaining.

If anyone was going to retaliate, they would have done that well
before. This was in response to unauthorized disclosures. And the
OIG even concluded that there was reasonable concern for doing
the monitoring.

Now, people will have issues about how that was done, but that
is a different issue. This was nothing to do with retaliation. There
was no targeting of Congress. The OIG concluded that was well.
There was no targeted of protected disclosures by whistleblowers.
None of that.

Mr. BENTIVOLIO. Thank you, Doctor.

Ms. Canterbury.

Ms. CANTERBURY. So, the Inspector General did not confirm that
there were disclosures of unauthorized information.

The staff report, the Issa-Grassley report, explicitly says that
they did not find evidence of unauthorized disclosures in their sur-
veillance of the employees, of the whistleblowers.

And I wanted to go back to one other thing that Dr. Shuren said
about the IG refusing to conduct an investigation for lack of evi-
dence.

The IG declined on May 18th in 2010 to investigate for lack of
evidence of criminal activity, but also pointed out to the agency at
that time that 5, U.S.C., section 1213, identifies that disclosures
such as the ones alleged, when they relate to matters of public
safety, may be made to the media and Congress—to the media and
Congress—as long as the material released is not specifically pro-
hibited by law or protected by executive order and classification.
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So that is what they got back, was their first determination,
their first warning, not to violate whistleblower protections.

When they went back to the IG and asked for a review, the IG
looked at whether or not these unauthorized disclosures were in
violation of the law, consulted with the Department of Justice, and,
in fact, found that no further action would be taken.

DOJ declined to prosecute. The OIG declined to investigate it
further. There was no evidence of prohibitions of law.

What the IG said in the letter was not that there was sufficient
information to take administrative action, but, instead, it said your
office indicated it had developed sufficient evidence to address the
misconduct through administrative process.

So the message from the IG was not that we think you have suf-
ficient evidence, but you say you do; so, go ahead and take care of
it administratively.

Dr. SHUREN. Yes. But the OIG in the first place was actually
making clear you can have certain disclosures to the media unless
it is prohibited by law. That was the whole point.

The kinds of disclosures that were occurring, and the ones we
were concerned about

Mr. BENTIVOLIO. Doctor, I think what really concerns me is that,
when an employee, a scientist, raises a red flag on some medical
equipment or medical product and they bring it to the attention of
the people in charge of the agency and, yet, for some reason, their
issues aren’t addressed to their satisfaction, they have to go outside
of the agency to get redress.

I think—to me, you know, after listening to all this testimony,
it seems to be a cultural problem within a lot of government agen-
cies, not just the FDA. So I think that is the thing we really need
to focus on.

Why can’t an employee, a scientist, probably one of the smartest
people in that agency, have some concerns and those concerns be
addressed in-house and taken care of? And, yet, even if you have
to put in some overtime.

Dr. SHUREN. I would agree with you. And actually:

Mr. BENTIVOLIO. But, apparently, those aren’t there. You have
not created a culture—or the FDA has not created a culture where
those things can be addressed and the public can be satisfied. And
I think I am out of time.

And now Mr. Cummings.

Mr. CUMMINGS. Thank you.

Thank you very much, Mr. Chairman.

Looking at the report of the IG, Mr. Harris and Mr. Shuren, it
says—and it is on page 20 of the report—it says, “Given this,
FDA'’s interim policy addresses our five recommendations outlined
above. HHS should determine whether all other individuals OpDiv
policies meet our recommendations above. HHS also should regu-
larly review and, as necessary, update its Department-wide moni-
toring policies to ensure they are compatible with new and emerg-
ing technologies and methodologies. Information technology is con-
tinually changing, and a static monitoring policy could fail to ad-
dress key implementation issues as capabilities evolve.”

And I just want to make sure—it sounds like the IG is satisfied
for the moment. But as he says, the technology is continuously
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changing. And as you know, you can have technology today that is
outdated today.

And so the question becomes, you know—I want to—what I am
going to do, Mr. Chairman, with Chairman Issa, is try to follow up
with the IG to make sure that he is satisfied that everything that
can be done at this moment, consistent with his recommendations,
has been done.

And, number two, I am just curious as to how you plan to keep
up with the technology and make the changes that are necessary
so that we are not outdated.

Mr. HARRIS. Thank you, sir.

Clearly, as we stated earlier, we don’t consider this process as
anywhere near completed. Instead of static, it has to be fluid. We
have to keep up with the emerging technologies. I mean, there is
a smart kid somewhere who is able to come up with an idea of how
to breach our system. So we have to always be out in front of the
process.

But going back to the earlier statement that we know that we
need to have a set of clearly understood processes across FDA that
requires us to have, again, approval before anything starts, I think
the IG is also stating that we started out pretty good, but we still
have much more work do. We recognize that. The agency recog-
nizes it. So we are in no way saying that we are done here. We
have a lot of work to do.

Mr. CUMMINGS. I know the chairman was about to end the hear-
ing; so, I will just finish my closing right here. I know. I saw him.
That is why I said “was about to.”

I just want to thank all of you for being here.

And I want to reiterate the comments of Congresswoman Speier
and, also, Lynch. It is so important that government operates cor-
rectly because, when government does not operate correctly, there
are consequences.

I go to the same bank every Friday. For the last five months, I
have been following my teller, whose son’s wife was having—well,
his girlfriend was having twins. And so, you know, everybody’s ex-
cited and everything.

And then about a week ago I went in and I said, “Well’—you
know, she was so excited that these twins were going to be born.
And they knew it was two boys.

I was excited for her, and I would ask about them every time I
walked in the bank. And then she said, “They have been born” and
then she said, “I have got good news and bad news.” She said, “The
boys are fine. The mother’s in a coma.” Apparently, there was some
complications. Developed MRSA in the hospital. And then, when I
came back last Friday, she said she died.

Whether this was with regard to a device, I don’t know. I am not
saying it is. But now we have got two boys a week old who will
go for the rest of their life without their mother. Those are the con-
sequences.

I think a lot of times we here in government forget that there
are people that are affected by our decisions, but they are. And so
I think—first of all, I don’t think, to be frank with you, that a whis-
tleblower has a right to remain silent if they see something wrong.
That is why we want to protect them. We want to get it right.
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I am asking you all, when you go back to your shops, to reiterate
that. We are going to continue to follow this. I know the chairman
will and our committee will. But this is so very, very, very impor-
tant.

And I heard you, Ms. Canterbury, and, basically, what you were
saying was, “Look, we don’t trust that this is going to work out. It
is not all complete” and all that.

Well, it has got to work out. It has to work out because the
American people deserve absolutely nothing less. That is why they
pz?oy our servants—our Federal servants, employees, to do these
jobs.

And going back to something Chairman Issa said, it is also about
trust. So the more we do it right, like you said, Mr. Shuren, when
you were talking about dismissing everybody or however—you
know, when you said you were trying to make sure that the whis-
tleblowers were protected, those are the kinds of things we have to
continue to do because the public needs to feel that trust, and we
have got to make sure that we take care of them.

So I want to thank you very much.

I am out of time, Ms. Canterbury, but that is up to the chairman.

Ms. CANTERBURY. I just want to say that I have full trust that,
if you and the chairman work together, that you will get the job
done right.

Mr. CuMMINGS. Thank you very much. And we will. Thank you.

Mr. BENTIVOLIO. At this time I would like to recognize the gen-
tleman from Florida, Mr. Mica.

Mr. MicA. Well, thank you, Mr. Chairman, and ranking member.

I came in a little bit late. I will try to ask a couple of questions,
hopefully, that haven’t been asked.

I was going to turn my first question to Mr. Harris. Mr. Harris,
in September, I guess, of last year, you were acting CIO and you
released an interim policy staff manual and guide for employees’
computer monitoring.

You have both the role, I guess, of—is it COO and, also, CIO?

Mr. HARRIS. Yes, sir.

Mr. Mica. Okay. Now, in that capacity and in developing that
manual, under the interim policies, what are your responsibilities
as both the COO and, also, as the chief information officer?

Mr. HARRIS. As the COO, it is my responsibility to make sure
that the process is fluid and that it is commonly understood by all.

As the chief information officer, it is to make sure that we give
good guidance to program officers and centers across FDA when
they have a request to look at issues that may occur within their
centers.

And so there is two separate hats there. One is of processes. I
mean, this is not about power. This is really about well-matured
processes that the entire agency can understand what we are doing
from A to Z.

And from an IT perspective—Dr. Shuren spoke of it earlier—the
question was asked whether we could have taken a different ap-
proach.

I think, as an IT professional, I would have said that we need
to look at the entire scenario so we can determine the most appro-
priate approach.
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Mr. Mica. Well, do you think, again, with you in the position of
being both COO and CIO, there is a potential conflict?

Some of your responsibilities are for the approval of the moni-
toring, the execution of the monitoring, and the direction, but, also,
the review of the monitoring.

Do you see that as something that actually should be kept sepa-
rated? I don’t know how you are able to achieve your sort of—I
would see it as in competing roles. What is your opinion?

Mr. HARRIS. Well, the review committee that we have as part of
our steps does have legal review included in it. So when it comes
to—as a formal request, there is a committee, again, that has an
HR person on it, has an IT person, a legal person on it. And then
it comes back to me.

So they have an opportunity to look at it without me even being
present. But I think the most important part of this is the legal
review takes place and then, before anything starts

Mr. MICA. So you are saying on top of this there is another re-
view that would ensure, again, some objective review?

Mr. HARRIS. Yes.

Mr. MicA. Ms. Canterbury is answering—or shaking her head
“no.” Did you want to respond?

Ms. CANTERBURY. I understand from the interim policy that
there is a legal review on whether or not to conduct the surveil-
lance.

But once the information is collected, it is Mr. Harris who main-
tains that and determines who gets to use that information and
how it is used.

And so my recommendation is that the COO shouldn’t be in-
volved. As you suggest, sir, I think it may be a conflict of interest.

He should not have a part in all decision-making and then con-
trol what—the information that is collected at the back end.

Certainly, at the back end, there has to be a legal review to
make sure——

Mr. MicA. So you don’t think that even though what he cited and
considers as another step is not really doing the job because, again,
just the nature of the conflict of his having both of those respon-
sibilities—I mean, I don’t want to put words in your mouth. Is that
correct?

Ms. CANTERBURY. Right. My concern is with, after the informa-
tion is collected, what happens to it.

Mr. MicA. Right.

Ms. CANTERBURY. Are there protected disclosures swept up in
what is collected? And only Mr. Harris would get to decide that, ac-
cording to the interim policy.

Mr. HARRIS. I think, again, we stated earlier that the policy is
nowhere near complete. We made a conscientious choice to have an
interim policy so that we can get this right, and this has to be done
right over time.

There are many scenarios that apply here that don’t have a sin-
gle answer to it.

The other piece of it is that we want the agency to begin to move
forward and, one, again, protect the whistleblowers, and, two, make
sure that our processes are commonly understood from end to end.
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And then, at the end of the day, before anything begins, anything
begins, we have to have an approval.

And so I don’t know what happened, again, 2 or 3 years ago, but
I know now that we have a much more well-oiled process.

It is interim. It is not perfect. We have to build it as we go be-
cause, as Mr. Cummings said earlier, the landscape changes with
IT on a regular basis. We have to be fluid with it if we are going
to stay on top of things.

Mr. MicA. Also, again, in protections and making certain that
important responsibilities are fulfilled. I think Ms. Canterbury did
allude to, again, some conflict that exists just by the nature of the
current way this is conducted.

Mr. HARRIS. That is right. It comes out of my hands and goes,
as we talked about, to the legal review. We call it a legal tank
team. When something has occurred that needs to have a set of
fresh eyes on it, it comes out of my hands and goes into the hands
of a legal team, who looks at it, and we call them a tank team.
They then decide the best recourse of action from there.

So I think it would probably be better if we could at some point
in time have some conversations about what we are doing because,
I think, again, from where we were 2 or 3 years ago, night and day.

Mr. Mica. Well, again, we wouldn’t be holding this hearing if it
all worked right. But that is why we are here.

Let me turn—a final question just to Ms. McKee. You are in-
volved in, again, some of the monitoring. Is that correct?

Ms. McKEE. That is correct.

Mr. MicA. Yeah.

And did anyone ever tell you that it was inappropriate to look
at disclosures to OSC or members of Congress or attorneys? Did
they tell you that?

Ms. McCKEE. The focus of the monitoring wasn’t on any of those
disclosures. While they may have been captured broadly, it was not
something that we looked at.

Mr. MicA. Okay. And did you think that it was fair game, be-
cause they were doing it on an FDA computer, that they could
again look at that information and make the disclosures?

Ms. McKEE. I am sorry. I don’t understand your question. They
could look at it?

Mr. MicA. Again, you thought it was fair game because they
were using an FDA computer in the process.

Ms. McKEE. The software that was used captures everything, is
my understanding. There was not a way to wall off different com-
munications—types of communications.

Mr. MicA. Well, again, you—but you thought it was appropriate
use of computers and information?

Ms. McKEE. I am not getting your question. I am sorry.

Mr. MicA. Again, you said to the committee that you were in-
volved in this process.

Ms. McKEE. That is correct.

Mr. MicA. And you, in fact, had said that it was inappropriate
to look at disclosures—or you said there was not a problem with
looking at disclosures to either OSC or members of Congress or at-
torneys, is what I—some of the information I have been provided.
That is not correct?
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Ms. McKEE. I don’t believe that is correct, sir. It may have been
a mistake, misspoke during an interview.

Mr. MicA. Well, again, I am looking at information that was pro-
vided from your transcribed interview. And, furthermore, when
questioned about this, I am informed that you thought it was fair
game because they were doing it on an FDA computer. And I think
you responded—at least in those interviews, you thought it was a
fair game because, again, they were using FDA computers.

Ms. McKEE. If I recall—I am trying to put your question into
context with the question I was asked—I believe monitoring FDA
employees’ computers is fair game.

hMr. Mica. Is fair game under the rules. And you still believe
that.

Ms. McKEE. I believe there are times when it is appropriate, yes,
to monitor FDA employees’ computers.

Mr. MicA. Okay. And about—what about disclosure of that infor-
mation? What is your feeling about what has taken place and how
that has worked?

There have been disclosures from the monitoring that are inap-
propriate. And, obviously, the monitoring, again, monitors people’s
inappropriate activity. That is part of the purpose of the moni-
toring. Correct?

Ms. McKEE. That is correct.

Mr. Mica. Okay. And what is your opinion as to how this has
worked and functioned? You said it is fair game, which they are
doing. They are conducting this monitoring. And, obviously, we
have had problems with it not working. What is your opinion?
What is the flaw? Where do we need to go?

Ms. McKEE. I certainly believe the processes that the agency has
put in place in the last six months would have helped in the situa-
tion

Mr. MicA. If it had been in place.

Ms. McKEE. If it had been in place in 2010, it certainly would
have helped.

Mr. MicA. Okay. Thank you.

Yield back.

Mr. BENTIVOLIO. Thank you.

At this time I would like to thank all of our witnesses for taking
time from their busy schedules to appear before us today.

The committee stands adjourned. Thank you very much.

[Whereupon, at 12:27 p.m., the committee was adjourned.]
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The mission of the Office of Inspector General (OIG), as mandated by Public Law 95-452, as
amended, is to protect the integrity of the Department of Health and Human Services
(HHS) programs, as well as the health and welfare of beneficiaries served by those
programs. This statutory mission is carried out through a nationwide network of audits,
investigations, and inspections conducted by the following operating components:

Office of Audit Services

The Office of Audit Services (OAS) provides auditing services for HHS, either by conducting
audits with its own audit resources or by overseeing audit work done by others. Audits
examine the performance of HHS programs and/or its grantees and contractors in carrying
out their respective responsibilities and are intended to provide independent assessments of
HHS programs and operations. These assessments help reduce waste, abuse, and
mismanagement and promote economy and efficiency throughout HHS.

Office of Evaluation and Inspections

The Office of Evaluation and Inspections (OEI) conducts national evaluations to provide
HHS, Congress, and the public with timely, useful, and reliable information on significant
issues. These evaluations focus on preventing fraud, waste, or abuse and promoting
economy, efficiency, and effectiveness of departmental programs. To promote impact, OEI
reports also present practical recommendations for improving program operations.

Office of Investigations

The Office of Investigations (OI) conducts criminal, civil, and administrative investigations
of fraud and misconduct related to HHS programs, operations, and beneficiaries. With
investigators working in all 50 States and the District of Columbia, OI utilizes its resources
by actively coordinating with the Department of Justice and other Federal, State, and local
law enforcement authorities. The investigative efforts of OI often lead to criminal
convictions, administrative sanctions, and/or civil monetary penalties.

Office of Counsel to the inspector General

The Office of Counsel to the Inspector General (OCIG) provides general legal services to
OIG, rendering advice and opinions on HHS programs and operations and providing all
legal support for OIG’s internal operations. OCIG represents OIG in all civil and
administrative fraud and abuse cases involving HHS programs, including False Claims Act,
program exclusion, and civil monetary penalty cases. In connection with these cases, OCIG
also negotiates and monitors corporate integrity agreements. OCIG renders advisory
opinions, issues compliance program guidance, publishes fraud alerts, and provides other
guidance to the health care industry concerning the anti-kickback statute and other OIG
enforcement authorities.
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EXECUTIVE SUMMARY

On July 14, 2012, The New York Times reported on computer monitoring by the Food and
Drug Administration (FDA) of certain scientists in FDA’s Center for Devices and Radiological
Health (CDRH). On July 20, 2012, the Secretary of the U.S. Department of Heaith and Human
Services (HHS) wrote to HHS s Office of Inspector General (OIG), asking it to consider whether
there was a sufficient basis to conduct the monitoring; to consider whether the methods of
monitoring were appropriate; and to provide recommendations on how HHS can appropriately,
effectively, and efficiently investigate allegations of improper dissemination of confidential
information while protecting employees’ rights and whistleblower protections.

Between April 2010 and October 2011, the FDA used computer-monitoring software on
the FDA computers of five CDRH scientists. FDA suspected that these employees were sending
trade secrets or confidential commercial information (CCI) outside FDA in possible violation of
FDA regulations and criminal statutes; FDA also was aware that these employees may have held
whistleblower status. During the time immediately prior to and during the computer monitoring,
FDA computer systems displayed a log-on banner that stated that users had no right of privacy in
the system and that all data on the system may be monitored; however, FDA had no policy
governing the approval or conduct of such monitoring.

During 2009 and 2010, several newspaper articles referenced or quoted internal CDRH
memorandums. One such article, published in The New York Times on March 28, 2010,
referenced a confidential GE Healthcare submission to CDRH and quoted CDRH employee
Scientist 1." Soon after, FDA received a complaint letter from counsel representing GE
Healthcare that alleged that its CCI had been disclosed to the press by CDRH in violation of
Federal regulations and agency policy and asked FDA to investigate. CDRH management
strongly suspected that Scientist 1 was the source of the information in the article because,
among other reasons, he was quoted in the article. CDRH management also suspected that
Scientist 1 was inappropriately ghostwriting reports for his subordinates.

CDRH’s Director tasked CDRH’s Executive Officer with finding out what options were
available to identify the source of the disclosure to The New York Times and to prevent future
unauthorized disclosures. In order to accomplish this, the CDRH Director instructed the CDRH
Executive Officer to engage with FDA’s Assistant Commissioner for Management and/or with
FDA’s Chief Information Officer (CI0). After the CDRH Executive Officer met with both the

! OIG has redacted the names of the five scientists subject to computer monitoring since they may have been entitled
to protections under the Whistleblower Protection Act, even though their names already are known to the
Department. In an abundance of caution and in an effort to avoid the appearance of disclosing the names of
whistleblowers, we refer to them as Scientists 1 through 5.

ZIP‘a\g»e
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Assistant Commissioner for Management and the CIO, the CIO, in conjunction with the Chief
Information Security Officer (CISO), proposed investigating the leaks using computer-
monitoring technology. Office of Information Management (OIM) staff arranged to begin
monitoring Scientist 1°s computer and chose the monitoring tools that were used.

OIM staff chose two computer monitoring tools to investigate Scientist 1. They used
EnCase to image (or copy) the memory of Scientist 1’s FDA computer, which, at times, included
personally owned removable memory drives connected to the FDA network. OIM staff also
chose SpectorSoft (Spector) and installed it on Scientist 1’s computer. Spector captures: (1)
screen shots of a user’s computer every few seconds and (2) the user’s keystrokes, including
keystrokes used to enter passwords.

Using a short list of search terms developed by CDRH’s Executive Officer, OIM staff
reviewed the screen shots taken of Scientist 1’s computer for potential indications of
unauthorized disclosures outside FDA or ghostwriting. Because Spector takes screen shots of
the information displaying on a user’s computer every few seconds, OIM staff could not scope
Spector to capture only information relevant to the issues CDRH wanted investigated; rather,
OIM staff manually reviewed the tens of thousands of screenshots after they were taken by
Spector to cull out those that appeared relevant to certain search terms concerning unauthorized
disclosures and ghostwriting. Accordingly, while we found no evidence that FDA used Spector
to target specifically the scientists’ communications with any particular person or group, such as
Members of Congress or the media, it is precisely because Spector broadly captured information
that the scientists’ communications with such persons were captured.

Partly on the basis of information discovered while monitoring Scientist 1°s computer,
CDRH management directed OIM staff to expand Spector and EnCase monitoring to include
four additional CDRH scientists. We found no evidence that during the computer monitoring,
OIM staff logged into any FDA user’s computer in order to gain live access as a user of the
computer or attempt to log into any FDA user’s personal Web-based email accounts. While
Spector captures by default the user’s keystrokes—including keystrokes used to enter
passwords—we found no evidence that anyone at FDA, CDRH, or OIM ever accessed Spector’s
keystroke logs, where such information resides.

As a result of the computer monitoring, CDRH concluded it had developed evidence that
certain employees had disclosed CCL In the spring of 2011, CDRH wrote to several companies
that had submitted confidential materials to CDRH to inform them that it had determined that an
employee had made, via email, unauthorized disclosures of their CCI in July or August 2010.

On the basis of its review, OIG found that despite the reasonableness of CDRH’s
concerns and the explicit language in FDA’s network log-on banner, CDRH failed to fully assess
beforehand, and with the timely assistance of legal counsel, whether the scope of potentially
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intrusive EnCase and Spector monitoring would be consistent with constitutional and statutory
limitations on Government searches and consistent with whistleblower protections. O1G
recommends that HHS ensure that its operating divisions draft and implement policies and
related procedural internal controls that provide reasonable assurance of compliance with laws
and regulations, particularly those governing current and prospective employee monitoring. In
September 2013, FDA issued an interim computer-monitoring policy that addresses our
recommendations.

. |Pd . .
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REVIEW OF THE FOOD AND DRUG ADMINISTRATION’S COMPUTER
MONITORING OF CERTAIN EMPLOYEES IN ITS CENTER FOR DEVICES AND
RADIOLOGICAL HEALTH

This review responds to the Secretary’s letter dated July 20, 2012, asking the Office of
Inspector General (OIG) to review the monitoring of electronic communications of certain
employees in the Food and Drug Administration (FDA) Center for Devices and Radiological
Health (CDRH). Specifically, the Secretary asked OIG to consider whether there was a
sufficient basis to conduct the monitoring; to consider whether the methods of monitoring were
appropriate; and to provide recommendations on how the U.S. Department of Health and Human
Services (HHS) can appropriately, effectively, and efficiently investigate allegations of improper
dissemination of confidential information while protecting employees’ rights and whistleblower
protections.

The Secretary’s request refers to the computer monitoring of five individuals at CDRH
that began on April 22, 2010, when FDA installed SpectorSoft monitoring software (Spector) on
the Government-issued computer of Scientist 1. FDA subsequently expanded its monitoring to
the Government-issued computers of Scientist 2, Scientist 3, Scientist 4, and Scientist 5. FDA
also used a product called EnCase to remotely take forensic data images of the individuals’
computer and network memory. Although FDA monitored each individual’s computer usage for
varying lengths of time, FDA had ended its monitoring of all five individuals by October 9,
2011.

This review is organized into four sections. Section I summarizes events that led to the
computer monitoring and FDA’s conduct of the monitoring, Section II presents OIG’s findings,
and Section III provides OIG’s recommendations. Section IV presents the Department’s
response. Appendixes cover OIG’s methodology, CDRH and the premarket application (PMA)
process for medical devices, the legal criteria relevant to the disclosure of information by Federal
employees and computer monitoring of Federal employees, and the Department’s comments.

I FDA'S COMPUTER MONITORING

This narrative of the facts and events leading to FDA’s computer monitoring, the
deliberation and authorization by FDA management relating to the computer monitoring, and
FDA’s conduct of the monitoring is the result of the interviews and the document review
described in Appendix A. Our review uncovered few inconsistencies among the information
provided by interviewees and obtained from documentation, but where there was ambiguity or
conflict, we note it.

- 5 |VP a.é”e
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During the time immediately prior to and during the computer monitoring, FDA used a
network log-on banner, which appeared each time an employee logged onto his or her computer,
prompting the employee to press “OK” to continue.? It read:

This is a Food and Drug Administration (FDA) computer system and is provided
for the processing of official U.S. Government information only. All data
contained on this computer system is owned by the FDA and may, for the purpose
of protecting the rights and property of the FDA, be monitored, intercepted,
recorded, read, copied, or captured in any manner and disclosed by and to
authorized personnel. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED
OR UNAUTHORIZED, CONSTITUTES CONSENT TO THIS MONITORING,
INTERCEPTION, RECORDING, READING, COPYING, OR CAPTURING
AND DISCLOSURE. THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM.
Authorized personnel may give to law enforcement officials any potential
evidence of crime found on FDA computer systems. Unauthorized access or use
of this computer system and software may subject violators to criminal, civil,
and/or administrative action. The standards of ethical conduct for employees of
the Executive Branch (5 C.F.R. § 2635.704) do not permit the use of government
property, including computers, for other than authorized purposes.

Events Prior to Computer Monitoring

On January 13, 2009, The New York Times published an article that included potentially
confidential information from a then-pending 510(k) submission® for a mammography computer-
aided detection device from device manufacturer iCAD.* CDRH officials stated that these
disclosures were not authorized. Therefore, the disclosures would have been in violation of FDA
regulations.® According to information iCAD provided to FDA by letter dated that same day
(the iCAD Letter), the article’s author informed the company that he had received “internal FDA
documents” regarding the device from “scientific officers of the FDA.” The iCAD Letter
enclosed copies of two January 8, 2009, news articles by the Associated Press and The Wall
Street Journal that reported on a letter sent by a group of FDA scientists to then President-Elect
Barack Obama’s transition team complaining that the scientific review process for medical
devices at FDA had been corrupted and distorted by FDA managers and singling out

* FDA since has updated the language in its log-on banner to meet OIG recommendations.

3 CDRH'’s PMA process, and the 510(k) process in particular, are described in Appendix B.

* Gardiner Harris, fn F.D.A. Files, Claims of Rush to Approve Devices, The New York Times (Jan. 13, 2009).

* Several statutory and regulatory provisions limit the ability of FDA employees to share agency information with
others outside the agency and are discussed in detajl in Appendix C. They include 18 U.S.C. § 1905 (Federal
criminal statute generally limiting disclosures), 21 U.S.C. §§ 331(j) and 333 (additional criminal provisions in the
Federal Food, Drug, and Cosmetic Act that prohibit disclosure of trade secrets (but not confidential business
information) submitted to FDA in accordance with FDA approval processes), and 21 CFR § 814.9 (FDA disclosure
restrictions with respect to PMAs).
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mammography computer-aided detection devices as an example of a technology that should not
have gone forward. The iCAD Letter pointed out that The New York Times, and possibly other
media outlets, had obtained material relating to 510(k) submissions on mammography computer-
aided detection devices. The New York Times article quoted from an internal agency
memorandum regarding the pending review of another firm’s premarket 510(k) submission. The
quoted memorandum was a consultation review memorandum on the 510(k) submission that had
been drafted on March 14, 2008 (and updated on March 26, 2008), by CDRH personnel and
addressed to, among others, Scientist 1.

On October 1, 2009, the Acting Director of CDRH and other CDRH staff participated in
a telephone interview with Wall Street Journal reporter Alicia Mundy, who had co-authored the
January 8, 2009, article enclosed with the iCAD letter. During the call, Ms. Mundy quoted an
internal FDA 510(k) reviewer memorandum that contained what CDRH believed to be CCl, the
disclosure of which is restricted by regulation, or potential trade secrets, the unauthorized
disclosure of which may have constituted violations of criminal statutes.® The CDRH Freedom
of Information Act (FOIA) officer later confirmed that this particular reviewer memorandum had
not been requested or released under FOIA.

On October 1, 2009, CDRH requested an audit of its internal electronic imaging system,
IMAGE, to determine which employees had accessed the files containing the disclosed materials.
The audit identified Scientist 1 as the only person who had accessed the particular files without a
valid reason.

On March 28, 2010, The New York Times published another article on FDA’s 510(k)
process, which described allegations that FDA downplayed the risks of radiation exposure when
considering applications for the approval of certain uses of radiological devices. The article
stated that *“a group of agency scientists who are concerned about the risks of CT scans say they
will testify at [an FDA meeting on how to protect patients from unnecessary radiation exposure]
that FDA managers ignored or suppressed their concems....” The article reported that General
Electric (GE) had submitted a 510(k) application and referenced “[s]cores of internal agency
documents made available to the New York Times” pertaining to it.” The article quoted
comments made in internal FDA communications by Scientist 1 (see note 1 on page 3) and a
former CDRH contractor in opposition to the GE submission. The article also mentioned
internal discussions from a May 12, 2009, 510(k) premarket review meeting that CDRH believed
to be privileged.

6 .
Ibid.
" Gardiner Harris, Scientists Say F.D.A. Ignored Radiation Warnings, The New York Times (Mar. 28, 2010).
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On April 16, 2010, FDA received another complaint letter, this time from counsel
reprcsenting GE Healthcare (the GE Letter). The GE Letter expressed disappointment in CDRH
for disclosing to the press CCI contained in a 510(k) submission for a GE Healthcare device used
in CT (computed tomography) colonography screening. The GE Letter asserted that “CDRH
was not permitted to publicly disclose either the existence or the contents of GE Healthcare’s
510(k) submission, so in disclosing this information, CDRH breached the confidentiality of GE
Healthcare’s submission in violation of both federal regulations and intemal agency policy.”

The GE Letter requested that FDA conduct an investigation of the leak.

The Decision To Monitor Scientist 1

According to the CDRH Executive Officer, Scientist 1 was selected for computer
monitoting in part because he was named in the March 28, 2010, New York Times article, which
was referenced by and enclosed with the GE Letter. (The other FDA scientist named in the
article was no longer an employee of CDRH at the time the GE Letter was received.) In
addition, the audit requested by CDRH on October 1, 2009, of FDA’s internal IMAGE System
had identified Scientist 1 as the only person who had accessed the particular files without a valid
reason.

On April 21, 2010, CDRH’s Executive Secretariat brought the GE Letter to the attention
of CDRH’s Executive Officer, who shared a copy with the CDRH Director. The CDRH Director
directed CDRH’s Executive Officer to find what options were available to identify the source of
the unauthorized disclosure and to prevent future disclosures. The CDRH Director also told her
to share the GE Letter with FDA’s Chief Information Officer (CIO) in FDA’s Office of
Information Management (OIM) and FDA’s Assistant Commissioner for Management.® The
CDRH Director instructed the CDRH Executive Officer to meet with the Assistant
Commissioner for Management and/or the CIO to discuss the unauthorized disclosures. The
CIO, in conjunction with the Chief Information Security Officer (CISO) and others, arranged to
begin monitoring Scientist 1’s computer. The CDRH Director was told about this monitoring at
the time and approved it. It does not appear that any other response, apart from computer
monitoring, was considered.

The CISO and the CDRH Executive Officer met with the Team Leader for Incident
Response at Chickasaw Nation Industries, Inc. (CNI), (the CNI Team Leader), an information
security contractor for FDA, to explain CDRH’s concern that Scientist 1 was disseminating
information outside the FDA network. According to the CNI Team Leader, CDRH also was

# Additional FDA officials, including the Chief Counsel of FDA and the Special Agent in Charge (SAC) of FDA’s
Office of Internal Affairs also received copies of the GE Letter.

8|Page
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concerned that Scientist 1 was improperly preparing official CDRH reports in the names of other
CDRH scientists (or ghostwriting them), on the basis of complaints from the other scientists’
supervisors. The group discussed how to implement the CIO’s monitoring directive to
investigate these allegations.

At the time, neither HHS, FDA, nor CDRH had implemented a policy governing the
computer monitoring of employees designed to ensure compliance with limits on Government
searches of Government employees, such as the Fourth Amendment, the prohibition on
intercepting electronic communications (Title III of the Omnibus Crime Control and Safe Streets
Act (Title IIT)), and the protections in the Whistleblower Protection Act (WPA). ° The only
guidance issued by FDA that governed computer monitoring was FDA’s Forensic & Incident
Response Procedures Manual, which is a technical document based on technical guidance from
the Department of Commerce’s National Institute of Standards and Technology. It does not
provide guidance to managers on how to conduct investigations, office searches, or computer
monitoring.

During the meeting, the CDRH Executive Officer gave the CNI Team Leader a piece of
paper listing search terms she had developed. This page of notes established the parameters for
the initial computer monitoring of Scientist 1. The page read:

Search terms:

Colonography

K followed by a string of numbers’®

It is possible that the employee had “ghost written” for the following employees:

[Scientist 3]
[Scientist 2]
[Scientist 4]
[Name Redacted]
[Name Redacted]
[Scientist 5]

® As described more fully in Appendix C: (1) the Fourth Amendment requires that Government searches of
Government employees be justified in thejr inception and permissible in scope; (2) Title I establishes criminal
penalties for the interception of electronic communications absent an applicable exception; and (3) the WPA
prohibits retaliation against a Government employee for disclosure of evidence of violations of law or regulation,
waste and abuse, or a specific danger to the public health. Other statutes, such as the Privacy Act, may also impose
limits on such monitoring.

1® «X followed by a string of numbers” refers to Premarket Notification filings in accordance with section 510(k) of
the Federal Food, Drug and Cosmetic Act, in which such filings are labeled with “K” foliowed by a series of digits.
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The list of employees identified as possible recipients of Scientist 1’s ghostwritten
material was based on complaints by their supervisors that work they were turning in was not
their own.

Monitoring Software Used by FDA

Around the same time, the CISO met with the CNI Team Leader to discuss available
software tools that could be used to carry out the computer monitoring. FDA ultimately chose
two tools to monitor computer usage of the scientists: SpectorSoft (Spector) and EnCase.
Spector monitors a user’s ongoing computer activity by capturing screen shots at a set interval
(for example, every 5 or 10 seconds) and recording keystroke data. Spector cannot be used to
see a user’s activity in real time; rather, it displays static screen shots that it has captured. The
CNI Team Leader believed Spector was the best tool to use in this situation because it was
responsive to concerns of ongoing data exfiltration. The CNI Team Leader stated it is generally
impossible to find evidence of transmissions of data beyond the FDA network that occurred in
the past because individuals typically use personal Web-based email to communicate and
transmit such data.!! He also stated that OIM could remotely install Spector on a computer that
is part of the FDA network without the individual’s knowledge and that Spector would transmit
its data to the Incident Response team.

Spector captures by default the user’s keystrokes—including, but not limited to,
keystrokes for passwords. The member of CNI’s Incident Response Team (the CNI Team
Member) ultimately assigned the computer-monitoring project stated that no one else at CNI
ever looked at the keystrokes. Furthermore, he knew that no one at FDA looked at the
keystrokes either, because only he was in a position to provide access to the keystroke logs and
he never received such a request. The CNI Team Member told OIG that during the monitoring,
CNI staff never logged into an FDA user’s asset to gain live access as a user of the asset, nor did
the CNI Team Member attempt to log into any FDA user’s personal Web-based email accounts.
Similarly, the CNI Team Leader told OIG that during the computer monitoring, he and his team
members never physically or remotely controlled anyone else’s computer.

Screen shots that CNI identified as showing potential indications of ghostwriting or
unauthorized disclosures outside FDA were shared with CDRH for further review. CDRH’s then
Associate Director, Office of In Vitro Diagnostic Device Evaluation and Safety, was given
primary responsibility for reviewing these selected screen shots to look for CCI or trade secrets

't OIM staff told OIG that no tool available to FDA at the time could re-create communications over earlier non-
FDA Web-based email because Web-based e-mail leaves very few traces behind on a user’s computer.
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being sent outside FDA, because she had subject matter expertise on the medical devices that
CRDH reviews.

EnCase is a retrospective tool that can remotely create a forensic data image of a hard
drive or other computing asset. EnCase was not able to easily show whether data that existed on
an FDA asset had been transmitted beyond the network. However, FDA used EnCase to take an
image of the scientists’ computers and network memory several times, usually in an attempt to
recover something seen on a Spector screen shot relevant to unauthorized disclosures or
ghostwriting, such as an email attachment that appeared likely to contain CCI. When CDRH
requested a document, such as an e-mail attachment, CNI staff used EnCase to recover the file
and then transferred the attachment and any other files to CDRH via an encrypted FDA USB
storage device.

Computer Monitoring of Scientist 1 Begins

On April 22, 2010, the CNI Team Leader remotely installed Spector on Scientist 1°s
Government-issued laptop. The CNI Team Leader subsequently assigned the project to a
subordinate, the CNI Team Member, giving him a page of “specifications™ he had drafted
together with the page of search terms drafted by the CDRH Executive Officer. The CNI Team
Member described them as a text file containing “directions and guidance for the FDA task,” but
FDA did not provide a copy of the specifications to OIG.

On April 23, 2010, FDA’s Assistant Commissioner for Management informed FDA’s
Office of Criminal Investigations (OCI) about the GE Letter allegations, and OCI advised that it
believed the issue should be referred to OIG because the individual alleged to have made the
disclosure was also involved in a series of ongoing whistleblower/Qui Tam issues with CDRH.

OCI opened a case regarding the allegations in the GE Letter on May 14, 2010, and, by
letter dated the same day, wrote OIG’s then-Assistant Special Agent in Charge of OIG’s Special
Investigations Branch requesting that it investigate the allegations in the GE Letter. On May 18,
2010, OIG responded that it would take no action because the referral lacked evidence of
crimina} conduct and noting that the disclosures implicated the WPA. 2 In the meantime, FDA

2. On June 28, 2010, after Spector had been installed on Scientist 2°s computer and 2 days before it would be
installed on the remaining scientists’ computers, CDRH renewed its request that OIG open an investigation, on the
basis of evidence it gathered during its computer monitoring, including “documents suggesting that employees are
engaged in the inappropriate, and likely illegal, disclosure of nonpublic information.” In response, OIG opened an
investigation on July 31, 2010, and, after completing its review, presented the matter to the U.S. Department of
Justice, where prosecutors reviewed the matter and declined prosecution. By letter dated November 15, 2010, OIG
notified the CDRH Director that it had closed its investigation, noting that prosecutors declined prosecution and
“{ylour office indicated it had developed sufficient evidence to address the alleged misconduct through
administrative processes, and as such, no further action will be taken by OIG.”
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had already initiated its monitoring of Scientist 1 (OIM installed Spector on Scientist 1’s laptop
on April 22, 2010)."

On May 17, 2010, FDA used EnCase for the first time to obtain a snapshot of the
contents of Scientist 1’s computer hard drive and attached external memory devices. For
example, CNI staff recalled an EnCase analysis it performed of a non-FDA thumb drive
belonging to Scientist 1 that was plugged into an FDA computer. However, it appears EnCase
also was used to conduct searches unrelated to anything identified through Spector. Additional
EnCase snapshots were taken several times before the writing of the Draft OGC Memo.

The Interim Report of Investigation

On or about June 3, 2010, the CNI Team Member authored a summary of the computer
monitoring captioned “Subjects of Interest,” which he transmitted to FDA’s CIO under a cover
memo captioned, “Interim Report of Investigation.” The cover memo characterized the
allegations presented to the FDA Security Department as follows:

o “Ghost writing HIS subordinates’ reports, in particular those surrounding those
reports that are identified by the letter ‘K’ followed by six (6) numbers.”

e “[Scientist 1] communicating with external news sources (press) regarding HIS
concerns over the FDA’s approval process of particular medical devices surrounding
CT scans and Colonography. This allegation particularly related to Gardiner Harris,
reporter for the New York Times.”

The cover memo added that “[t]he analytical findings to date appear to support the
allegations, however the review is ongoing and substantial volumes of data are currently being
culled.”

The report summarized data and communications identified by looking at 2 weeks’ worth
of Spector screen shots. The report contained four categories of “subjects”: primary, secondary,
ancillary, and media outlet. The “primary” subjects were individuals within FDA with the
highest frequency of communication regarding improper release of confidential information or
ghostwriting. The “secondary” subjects referred to individuals within the agency with
substantive communications about the search term issues at any frequency level. “Ancillary”
subjects referred to individuals outside the agency with any communications about the search
term issues and included a Member of Congress and Congressional staff. “Media outlet”
subjects referred to members of the media with any communications about the search term

13 A draft Office of the General Counsel (OGC) legal memorandum (Draft OGC Memo), discussed more fully
below, mistakenly asserts that CDRH began its computer monitoring of Scientist 1after OIG’s May 18§, 2010,
response,
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issues. This report did not indicate—and we found no evidence—that the monitoring was
implemented in a manner specifically designed to capture communications with Congress, as has
been alleged to HHS.

The report characterizes the primary subjects (Scientist 1, Scientist 2, and a former
CDRH employee) as follows: “The above listed subjects appear to be the point men. All
communications amongst all the subjects filter through one or all of these three primary
subjects.”

Scientist 3, Scientist 4, and Scientist 5 were included on the list of secondary subjects; the
report summarizes their communications as follows:

The secondary subjects listed above are in constant communication amongst
themselves and the primary subjects via FDA email, Yahoo Mail and Gmail.
Communications involve review, editing, compilation, production or distribution
of verbiage, documentation, and information pertaining to medical reviews,
current investigations, claims against HHS/FDA, release of information to the
press and external organizations.

The report included hyperlinks labeled “View All instances of the above noted in order
by date” that linked to screen shots showing some of the data the report identified.

Computer Monitoring of Additional Scientists Begins

Partly on the basis of information discovered while monitoring Scientist 1, including
email contacts between Scientist 1 and others, CDRH’s Executive Officer told OIM staff to
expand the monitoring, and Spector then was installed on additional FDA computers used by
Scientist 2 (on May 24, 2010) and Scientist 3, Scientist 4, and Scientist 5 (all on June 30, 2010).

According to CDRH’s Executive Officer, the decision to expand the monitoring was a
group decision made by her, the CIO, the Assistant Commissioner for Management, CDRH’s
then Associate Director, Office of In Vitro Diagnostic Device Evaluation and Safety, and
others.'* We found no evidence that this group considered employing any investigative
technique other than computer monitoring.

On June 25, 2010, an OGC attorney discussed expanding the monitoring in an e-mail to
FDA’s Chief Counsel. “[Attorney to attorney communication redacted.]”

In the CDRH Director’s June 28, 2010, letter to OIG (discussed in footnote 11
above), the CDRH Director described what was discovered during the monitoring:

4 CDRH’s then Associate Director, Office of In Vitro Diagnostic Device Evaluation and Safety, disputed her
involvement in computer-monitoring decisions, stating she did not know who at FDA was being monitored.

”13j'ﬁagé



103

“Specifically, [the documents discovered during the computer monitoring] show that the
employee at issue and other employees have recently disclosed nonpublic information to
at least one former FDA employee.... We have also discovered e-mails that the
employee in question sent to unauthorized recipients which appear to have attachments
likely containing confidential commercial information....”

A July 25, 2010, email from the CDRH Director to the Deputy FDA Commissioner
stated:

...after several weeks of monitoring IT security and FDA technical experts
identified several instances in which [Scientist 1] provided confidential
information about medical devices under review to [a former FDA scientist] when
[that former FDA scientist] was no longer an FDA employee. In some instances
the medical devices did not pertain to [this former FDA scientist’s] area of
expertise. Other CDRH employees were participants in these email exchanges.
As aresult, FDA expanded its monitoring to the computers of four other CDRH
staff who were parties to the disclosure of confidential information.

Procedures Used During FDA’s Computer Monitoring

As discussed above, screen shots that CNI staff identified as showing potential
indications of ghostwriting or unauthorized disclosures were shared with CDRH’s then Associate
Director, Office of In Vitro Diagnostic Device Evaluation and Safety, for further review. The
then Associate Director also made written lists of filenames of monitored emails and screen shot:
that appeared to contain CCI or details of internal processes being sent outside the FDA
computer network and gave these lists to CDRH’s Executive Officer asking her to confirm with
FOIA experts whether the information identified as CCI was actually CCIL. The then Associate
Director identified some of the emails as going to individuals who no longer worked for FDA, as
well as Members of Congress; when she talked to the CDRH Director about information going
outside FDA, he expressed his understanding that employees have the right to share CCI with the
press if they think there are immediate, urgent public health concerns that are being ignored by
FDA.

As with Scientist 1, FDA used EnCase to take images of the other scientists’ computers
and network memory several times, usually in an attempt to recover something seen on a Spector
screen shot. For instance, CNI staff used EnCase after it observed that numerous potential FDA
files were being copied and transferred to a thumb drive docked into Scientist 3’s FDA computer
(when a thumb drive is docked into an FDA asset, the thumb drive becomes part of the FDA
network).
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FDA Consultations With OGC

With no agency policies in place, FDA and CDRH officials had no written guidance to
follow to ensure that any computer monitoring would be conducted in accordance with
applicable laws and in a manner that protected the rights of employees. 5 We found no evidence
of consultation between FDA and OGC prior to the decision to conduct computer monitoring of
Scientist 1 in April 2010. FDA stated that after monitoring began, OGC was consulted on a June
2010 draft referral from CDRH to OIG on issues related to computer monitoring. Also in
approximately June 2010, a staff attorney in the OGC Food and Drug Division (FDD), at the
direction of the Associate General Counsel of FDD, wrote a legal memorandum (the Draft OGC
Memo), which addressed some of the legal issues raised by the computer monitoring. '

The Draft OGC Memo is relevant to our review, even though the latest version of it was
dated July 8, 2010—several weeks after the initiation of the computer monitoring of Scientist
1—because it is the only document from an attorney provided to OIG evidencing FDA’s and
CDRH’s understanding of the applicability of legal limits on the conduct of searches of
Government employees. The legal advice provided in the memorandum was limited in scope
and did not address the applicability of all the relevant laws to all the targeted scientists.

CDRH Takes Action as a Result of Monitoring

As aresult of the information collected during the monitoring, Scientist 1 was put on
administrative leave on July 7, 2010, and his term appointment expired on July 31, 2010.
Scientist 4 was given advance notice of removal from Federal service on December 6, 2010, for
unauthorized release of agency information; however, Scientist 4 was temporarily reappointed on
February 17, 2012, and her reappointment remained effective through September 25, 2013.
Scientist 3’s appointment was not renewed as of November 6, 2010. Scientist 2, who was a
Commissioned Corps officer, was directed to nonduty with pay status on May 5, 2011, and was
formally terminated from the Commissioned Corps on October 9, 2011. Scientist 5 remains
employed by CDRH.

'S FDA published and periodicaily updated a Forensic & Incident Response Procedures Manual; however, this
maral is a technical document largely based on technical guidance from the Department of Commerce’s National
Institute for Standards and Technology. It does not provide guidance to FDA managers on how to conduct
investigations, office searches, or computer monitoring.

1 According to FDA, the Draft OGC Memo was never finalized. FDA told us that it does not know why it was not
finalized and that, since the Associate General Counse] of FDD (who directed preparation of that memorandum) no
longer works in OGC, FDA would speculate as to neither the reasons for directing preparation of it nor the way in
which it was used. During our review, OIG saw several iterations of this memorandum. The Draft OGC Memo is
marked “privileged and confidential — attorney work product.”
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In four letters sent in March and April 2011, CDRH wrote to companies with business at
CDRH to inform them that CDRH had determined that one of its Office of In Vitro Diagnostics
employees had made unauthorized disclosures of their CCI in July or August 2010 via email. In
each letter, CDRH apologized and made assurances that it had taken appropriate administrative
action.

IL FINDINGS

We found that CDRH had reasonable concern that confidential information, including
possibly trade secrets and/or CCI, had been disclosed by agency employees without
authorization. This concern was reasonable largely because news reports cited internal agency
documents and agency scientists as sources of the confidential information. Indeed, by the
spring of 2011, CDRH was sufficiently certain that its investigation had turned up evidence of
such unauthorized disclosures that it sent letters of apology to several device manufacturers.

We also found that FDA had provided notice to its scientists (and all other users of its
network) through a network log-on banner that there was no right to privacy on the FDA
computer network and that all data on the network were subject to interception by FDA.
Consistent with the banner, FDA monitored the scientists’ communications over FDA’s network
using computer-monitoring technology that captured communications from both their
Government and personal email accounts. In our interviews of those conducting the computer
monitoring and our review of other data sources, we found no evidence that FDA had obtained
or used passwords to any of the scientists’ private email accounts, nor did we find any evidence
that FDA logged into any of the scientists® computers in order to gain live access as a user of the
computer. The images of private emails that FDA obtained were captured by screen shots taken
by Spector of the scientists” use of the FDA network.

Because there was no policy in place at FDA or CDRH to ensure compliance with
applicable laws and restrictions, such as the Fourth Amendment, Title III, and the WPA, it was
particularly important for FDA and CDRH to ensure that it understood the full extent of the
limits on the agency and the rights of its employees. However, we found no evidence that FDA
or CDRH planned its investigation or scoped the monitoring with the timely assistance of
counsel, who could have advised FDA and CDRH prior to the monitoring on compliance with
relevant requirements, such as the Fourth Amendment, criminal prohibitions on the interception
of electronic communications, and the WPA; there was no policy in place at FDA or CDRH to
ensure compliance with these requirements.

The legality of the surveillance under these authorities currently is being litigated, and we
are not prejudging the outcome. Nevertheless, we find that despite the reasonableness of
CDRH’s concerns and the explicit language in FDA’s network banner, CDRH should have
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assessed beforehand, and with the assistance of legal counsel, whether potentially intrusive
EnCase and Spector monitoring would be the most appropriate investigative tools and how to
ensure that the use of these tools would be consistent with constitutional and statutory limitations

on Government searches.

For instance, in the absence of existing guidance, CDRH should have considered, and
sought legal counsel on, the following in advance of the monitoring:

1. Did the leaked information implicate criminal prohibitions or merely regulatory ones?
(This question is relevant to both the permissibility of the monitoring under the Fourth
Amendment and to the applicability of the WPA. See Appendix C.)

2. Was FDA’s network log-on banner sufficient to remove all the scientists’ REP, and
would the use of EnCase or Spector constitute a search that was justified at its inception
and that was of permissible scope?'’

3. Were the five scientists whistleblowers under the WPA, and if so, how should the
surveillance be conducted to ensure that there would be no WP A-prohibited retaliation?’®

4. Was Title III applicable, and if so, did the surveillance fall under an applicable
exception?

We found no evidence that CDRH or FDA considered these legal questions before
initiating surveillance. The only documented legal analysis, namely the Draft OGC Memo, was
prepared after the surveillance already had begun. While recognizing that the Draft OGC Memo
was just that—a draft—it is one of few indications of any contemporaneous consultation with, or
consideration by, FDA counsel.

Another indicator of the lack of adequate consideration of the implications of the Fourth
Amendment, in particular, is the lack of documentation supporting both the reasons why EnCase
and Spector—both of which broadly capture information—were determined to be the most
appropriate tools and the manner in which the EnCase and Spector searches were scoped.
Specifically, we found that the discussion of what investigative technique to use and how to
scope the monitoring was limited largely to technical discussions with information technology

' Courts have established that a sufficiently broad network banner can eliminate a Government employee’s REP. It
is important to note, however, that soon after FDA began its computer monitoring, the United States Supreme Court
decided City of Ontario v. Quon, in which the Court’s Fourth Amendment analysis bypassed the question of REP
altogether and concluded the search was legal after applying the two-part test that the search be justified at its
inception and permissible in scope. This suggests that a prudent agency would ensure that any monitoring would be
of permissible scope under O 'Connor v. Ortega (see Appendix C), even in cases when the monitored employee has
no REP.

'® In the wake of revelations about FDA’s monitoring of its scientists, the Office of Special Counsel (OSC) issued
guidance to Federal agencies stating that “‘agency monitoring specifically designed to target protected disclosures to
the OSC and IGs is highly problematic.”
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professionals about the available surveillance technology. In addition, neither CDRH nor FDA’s
OIM staff could produce or recall the substance of the specifications on how to implement the
Spector monitoring that were provided by the CNI Team Leader to his subordinate conducting
the monitoring. Similarly, although OIG was able independently to identify search terms applied
when CDRH used EnCase to search for relevant material on the scientists’ computers, we found
no document that explained the relevance of these search terms. The absence of documentation
concerning scoping decisions makes it difficult to evaluate the reasonableness of these computer
searches.

Because CDRH and FDA did not prospectively assess the relative risks involved in
whether or how to conduct investigations of potential whistleblowers, such as ensuring that their
investigations were conducted in accordance with laws and regulations, the computer monitoring
of the five scientists had significant negative consequences for FDA. A timely, fuller, and better
documented consideration of all of these risks may have provided the agency greater protection
from controversy, while demonstrating the agency’s commitment to protecting its employees’

rights.®
III. RECOMMENDATIONS

HHS should ensure that its operating divisions {OpDivs) draft and implement policies
and related procedural internal controls that provide reasonable assurance of compliance with
laws and regulations, particularly those governing current and prospective employee monitoring.
At a minimum, the internal controls concerning electronic monitoring of employees™ should
address:

. the agency’s authority to monitor employee communications or access employee
files;
. protection of the rights of employees and the extent of an employee's expectation

of privacy while using agency IT resources;
. specific conditions for requesting access to employge communications;

. defined roles and responsibilities for initiating, reviewing, and approving requests
to access employee communications and data; and

!9 On June 17, 2013, ail HHS employees received an email both describing the Department’s authority and ability to
monitor the electronic activities that take place on its networks and equipment and notifying employees of the laws
in place to protect Federal employees who reveal instances of waste, fraud or abuse within the Federal Government,
commonly referred to as the “Whistleblower Protections laws.” The email inciuded a notice regarding the
Whistleblower Protection Enhancement Act of 2012.

*® This includes, but is not limited to, current and former Federal employees, contractors, interns, and visitors that
are provided access to HHS information technology and data.
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. retention of records that document the initiation, review, and approval of
electronic monitoring, including opinions and recommendations of legal counsel.

At the time of FDA’s investigation of the five scientists, neither the Department, FDA,
nor CDRH had policies or procedures in place that governed the monitoring of agency
employees’ use of Government IT resources. After public revelations that FDA had monitored
its employees, HHS implemented a Department-wide policy regarding such computer
surveillance. Issued on June 26, 2013, HHS’s “Policy for Monitoring Employee Use of HHS IT
Resources™ requires that its agencies “establish policies and procedures that will strengthen the
ability to effectively document, analyze, authorize, and manage requests for HHS employee
computer monitoring.” The policy states that “{w]hile the warning banner gives OpDivs the
authority to monitor employee use of IT resources, it is each OpDiv’s responsibility to carry out
monitoring in a fashion that protects employee interests and ensures the need for monitoring has
been thoroughly vetted and documented.” The policy gave the agencies, including FDA, 90 days
to develop and deliver written policies and procedures that meet requirements laid out in the
HHS policy. These requirements include, among other things: maintaining advanced written
authorization of any computer monitoring, consulting with OGC to ensure the proposed
monitoring complies with all legal requirements, and documenting the basis for approving
requests to conduct computer monitoring.

FDA issued its interim computer-monitoring policy on September 26, 2013. In
particular, the FDA’s interim policy:

o establishes procedures requiring authorization by senior management and
consultation with legal counsel;

o distinguishes between monitoring conducted at the behest of law enforcement and
monitoring conducted for management purposes to minimize interference with
law enforcement investigations;

* requires monitoring to be narrowly tailored in time, scope, and degree to
accomplish the monitoring’s objectives; and

® requires that the authorization describe the reason, factual basis, and scope of the
monitoring.

Given this, FDA’s interim policy addresses our five recommendations outlined above.'
HHS should determine whether all other individual OpDiv policies meet our recommendations
above. HHS also should regularly review and, as necessary, update its Department-wide

"' We note that both the HHS policy and the FDA policy are ambiguous with respect to their applicability to
circumstances in which the misconduct being investigated might not violate a written policy. HHS and FDA should
ensure that their managers have adequate guidance in such cases.
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monitoring policies to ensure they are compatible with new and emerging technologies and
methodologies. Information technology is continually changing, and a static monitoring policy
could fail to address key implementation issues as capabilities evolve.

IV. DEPARTMENT RESPONSE
HHS concurred with all of the recommendations in this report. See Appendix D for the

full text of HHS’s comments. HHS also offered technical comments that we incorporated as
appropriate.
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APPENDIX A: Methodology

This review was conducted by a 12-member team (the Review Team) composed of
individuals from OIG’s Immediate Office, Office of Audit Services, Office of Counsel to the
Inspector General, Office of Evaluation and Inspections, Office of Investigations, and Office of
Management and Policy.

We interviewed current and former employees of FDA for this report, including the
CDRH Director, the CDRH Executive Officer, the then Associate Director in CDRH’s Office of
In Vitro Diagnostic Device Evaluation and Safety, the FDA OCI Office of Internal Affairs SAC,
an OC] Office of Internal Affairs Assistant SAC, and FDA’s former Chief Information Security
Officer during the relevant time period. We also interviewed two employees of CNI, an FDA
contractor: the CNI Team Leader and the CNI Team Member.

We were unable to interview certain individuals with information relevant to our review.
FDA’s former CIO, who is no longer in Federal service, declined through counsel to speak with
the Review Team. Similarly, an attorney collectively representing the five scientists subject to
computer monitoring did not respond to our repeated information requests.

The Review Team also collected information and documents from FDA on topics that
included policies regarding the use of software to engage in computer surveillance of FDA
employees, surveillance software files and logs, and consultations FDA engaged in prior to
initiating monitoring. In all, we received more than six terabytes of information that included
documents, emails, and screen shots,

Throughout this document, when an assertion is made, it is based on information
gathered from witness interviews and other evidence reviewed by the Review Team.
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APPENDIX B: CDRH and the Premarket Application Process

CDRH is responsible for ensuring the safety and effectiveness of medical devices.
Devices vary in complexity and application, ranging from simple tongue depressors to complex
pacemakers. CDRH assigns each type of device one of three regulatory classifications (Class I,
11, or II), which are based on the level of control needed to ensure the safety and effectiveness of
the device for patients and other end users. Regulatory control increases from Class I to Class

IIL. A device’s risk classification determines its premarket review process.

CDRH must approve Class III medical devices prior to their marketing under either the
Premarket Approval process or the Premarket Notification (the latter is referred to as *510(k)™)
process. Premarket Approval review is the most stringent process for obtaining FDA approval to
market a device and is required by statute for devices that support or sustain human life, are of
substantial importance in preventing impairment of human health, or present a potentially
unreasonable risk of illness or injury. *

If a Class III device is not required to undergo Premarket Approval, the manufacturer
must submit to CDRH a 510(k) application. The 510(k) is a faster and less stringent premarket
review process than Premarket Approval. Submissions under the 510(k) process must
demonstrate that a device to be marketed is substantially equivalent to a predicate device that is
already legally marketed in the United States. * CDRH determines a device is substantially
equivalent to a predicate device if the 510(k) submission demonstrates that it has the same
intended use and technological characteristics as the predicate. A device with technological
characteristics that differ from the predicate device may also be declared substantially equivalent
if the information in the 510(k) submission demonstrates that the device is at least as safe and

effective as the predicate and does not raise new questions of safety and effectiveness. 2

Scientists who are either CDRH staff or contract employees determine which regulatory
class a device falls into, whether a device should be reviewed under the Premarket Approval or
510(k) process, and whether a device should be approved, or cleared.

22 See 21 CF.R. § 860.3.

23 See the Federal Food, Drug, and Cosmetic Act §§ 515(2) and 513(2)(1)(C), 21 U.S.C. §§ 360e(a) and
360c(a)(1)X(C).

2% See 21 CFR § 807.92(2)(3).

*FDA, CDRH, Guidance on the CDRH Premarket Notification Review Pragram 6/30/86 (K86-3), 510(k)
Memorandum #K86-3.
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APPENDIX C: Applicable Legal Criteria

The FDA scientists’ communications with outside entities and FDA’s computer
monitoring implicate a variety of legal restrictions relating to disclosure of information and to
privacy. This appendix summarizes those legal principles, which are relevant to determining
whether the conduct of the FDA scientists provided a sufficient legal basis for FDA to engage in
the computer monitoring in the manner and scope that it did.

Reasonableness of a Computer Search

The Fourth Amendment’s protections against unreasonable searches and seizures apply
where an individual has REP. Without REP, a search by the Government is not a search for the
purposes of the Fourth Amendment. Where there is REP, the Government generally must have
probable cause and obtain a warrant for a search to be reasonable. In general, Government
employees who are notified that their employer has retained rights to access or inspect
information stored on the employer’s computers can have no REP in the information stored
there.

The Supreme Court’s decision that govems the constitutionality of a search in a
government office is O 'Connor v. Ortega, 480 U.S. 709 (1987). In Ortega, the Supreme Court
describes the factors for determining REP:

Individuals do not lose Fourth Amendment rights merely because they work for
the government instead of a private employer. The operational realities of the
workplace, however, may make some employees’ expectations of privacy
unreasonable when an intrusion is by a supervisor rather than a law enforcement
official. Public employees’ expectations of privacy in their offices, desks, and file
cabinets, like similar expectations of employees in the private sector, may be
reduced by virtue of actual office practices and procedures, or by legitimate
regulation.

Ortega, 480 U.S. at 717.

Therefore, whether the scientists had REP in their use of FDA computer resources —
such as computer hard drives, external memory devices, and network storage — is determined on
a case-by-case basis and will be influenced by such facts as the presence and wording of FDA’s
network banner.

Where a public employee has REP, there are several exceptions to the probable cause and
warrant requirements. Among these is the exception for workplace searches conducted for
purposes unrelated to the enforcement of criminal laws. The Supreme Court held in Ortega that
“public employer intrusions on the constitutionally protected privacy interests of government
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employees for non-investigatory, work-related purposes, as well as for investigations of work-
related misconduct, should be judged by the standard of reasonableness under all the
circumstances.” Further, the search must be justified at its inception and permissible in scope. A
search is justified at its inception if there are reasonable grounds, based on all of the
circumstances, for suspecting that the search will (1) turn up evidence that the employee engaged
in work-related misconduct or (2) that the search is necessary for a noninvestigatory work-
related purpose, such as to retrieve a file when the employee is not available. It is permissible in
scope where the measures adopted are reasonably related to the objectives of the search and not
excessively intrusive in light of the nature of the misconduct. Orrega, 480 U.S. at 726. The
measures, however, need not be the least intrusive measures practicablc.26

It is important to note that in one of the Supreme Court’s recent consideration of a
workplace search of a Government employee’s use of agency information resources, the Court
avoided the question of REP altogether and proceeded to apply the two-part test that the search
must be justified at its inception and permissible in scope.”’ Because of the uncertain or
speculative nature of REP determinations, application of the two-part test in all circumstances
prior to the initiation of a workplace search, such as computer surveillance, could help limit the
Government employer’s litigation vulnerability.

Interception of Electronic Communications

FDA’s computer monitoring potentially implicates criminal prohibitions on the
interception or acquisition of electronic communications without process because Spector
captured images of e-mails being prepared or dispatched by the scientists using both their
personal and FDA e-mail accounts. Title III, as amended by the Electronic Communications
Privacy Act of 1986, governs the authority of the Government to intercept electronic
communications, such as email. Title [ requires that the Government obtain a court order prior
to engaging in real-time interception of email, as would be required for real-time interception of
telephone calls. Among the exceptions to the court order requirement is the “consent exception,”
which requires an analysis similar to establishing whether REP exists. In particular, the consent
exception analysis would be used to determine whether an individual gave consent by agreeing
to abide by the terms of FDA’s computer network banner when logging onto FDA’s network.

The law also limits the Government’s ability to obtain “stored communications.”
Amendments made to Title III by the Stored Communications Act require the Government to
issue a subpoena to an email service provider to acquire emails that have been retrieved by the

% See City of Ontario v. Quon, 130 S. Ct. 2619, 2632 (2010).
¥ Quon, 130 S. Ct. at 2630.
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holder of the email account. To acquire emails that have not been retrieved, the Government
must either issue a subpoena or obtain a warrant depending on how long the email has been in
electronic storage with the email service provider. These provisions are relevant only if FDA
acquired stored personal emails from the five scientists’ email service providers.

The Whistleblower Protection Act

Although a workplace search may be justifiable under existing Fourth Amendment
principles and under Federal prohibitions on disclosure of information, searches conducted
against those who make disclosures to, for example, Congress or to the press may implicate the
prohibition in the WPA, at 5 U.S.C. § 2302, against retaliation.

Subsequent to public revelations of the FDAs surveillance of its five employees, OSC
issued a memorandum in which it stated that “agency monitoring specifically designed to target
protected disclosures to OSC and IGs is highly problematic.” This admonition was based in part
on the provisions of the WPA, which prohibit taking or not taking any personnel action with
respect to a Government employee because of any disclosure of information that the employee
reasonably believes to evidence violations of law or regulation, waste and abuse, or a specific
danger to public health. Section 2302 defines “personnel action” to include disciplinary or
corrective actions or any other significant change in working conditions and is therefore
sufficiently broad to include targeting an employee for computer surveillance. Notably, the
statute does not specify to whom a disclosure must be made for whistleblower protections to be
available, and thus the statute has been interpreted to cover disclosures made to media outlets, in
addition to OIGs, OSC, and Cong;ress.28

Section 2302 contains one important caveat regarding the applicability of whistleblower
protections: an agency is prohibited from taking (or not taking) a personnel action only when the
disclosure made by the employee is not specifically prohibited by law. Therefore, the statutory
prohibitions on certain disclosures, described immediately below, are relevant to the applicability
of this caveat to FDA’s monitoring of its employees.

Prohibitions on the Disclosure of Information by FDA Employees

Several statutory and regulatory provisions limit the ability of FDA employees to share
agency information with others outside the agency. Violation of any of these provisions may
provide a legitimate basis for an internal investigation. The Federal criminal statute generally

 See e.g., Horton v. Department of the Navy, 66 F.3d 279 (Fed. Cir. 1995) (stating, “The purpose of the
Whistleblower Protection Act is to encourage disclosure of wrongdoing to persons who may be in a position to act
to remedy it, either directly by management authority, or indirectly as in disclosure to the press.”).
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limiting disclosures, at 18 U.S.C. § 1905, provides for removal and for criminal penalties for the
disclosure of trade secrets and confidential business information where such disclosure is not
authorized by law. The Federal Food, Drug, and Cosmetic Act has additional criminal
provisions at 21 U.S.C. §§ 331(j) and 333, which prohibit the disclosure of trade secrets (but not
confidential business information) submitted to the FDA in accordance with FDA approval
processes. The prohibition in section 331(j) does not apply to disclosures made to Congress or
its committees, but it does apply to disclosures to the media. FDA implemented and expanded
on section 331(j) in its regulation at 21 CFR § 20.61. The regulation states that neither trade
secrets nor CCl is availabie for public disclosure outside of the procedures set forth in the
regulation and provides definitions for “trade secrets” and “CCL."”

Finally, FDA has implemented disclosure restrictions with respect to PMAs. “The
existence of a PMA file may not be disclosed by FDA before an approval order is issued to the
applicant unless it previously has been publicly disclosed or acknowledged.” 21 CFR § 814.9.
Furthermore, “If the existence of a PMA file has not been publicly disclosed or acknowledged,
data or information in the PMA file are not available for public disclosure.” Similarly, 21 CFR §
807.95 prohibits the disclosure of the existence of a PMA, except under the specified
circumstances.
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Appendix D: Department Comments

THE SECRETARY OF HEALTH AND HUMAN SERVICES
WASHMGTON, D.C. 2030T

Febroary 24, 2014

To! Daniel R, Levinson
Inspector General
U. 8. Departmeni of Health and Human Services

Subjest: Response to OIG Draft Memorandum Report: Review of the Food and Drug
Adminisiration’s C\ Monitoring of Certain Empleyees in jis Center for

Devices and Radialogical Healrh, QIG-12-14-01

On July 20, 2012, 1 requested the Office of the Inspector General {01G) to condust 4 review of
the Food and Drug Administration’s Center for Devices ond Rediclogical Health empioyee
monitoring practices. O1G conducted this review and, on January 24, 2014, issued the 016 Draft
Memorandum Report: Review of the Food and Drug Adminisiration’s Compuier Monlioring of
Certain Employees in his Cemer for Devices and Radiotogical Health OIG-12-14-01.

The Drafi Memorandum Report requested comments pertaining 10 the recommendations in the
report. 1 have ieviewed this report and concur with the OIG recommendations, as described in
the atinchment provided by my office.

Please do not hesiate © reach out 1o me, E. 1, Hotland, Assistent Secretary for Adminiseration,

David Horowitz, Deputy General Counsct, or Frank Baitman, Chief Informetion Officer, if you
have any questions or need additions! information.

Kathleen Sebehius

Enclosure: Attach - R o Reec detions in OHG Drafl Memorandum Repon
01G-12-14-D1
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Appendix D, continued

Attachment: R to R dutions in OIG Draft Memoravdum Report 01G-12-

The U.S. Department of Health and Human Services (HHS) is in receipt of the Office of
Inspector General’s (OIG) deaft report entitled “Review of the Food and Drug Administration's
Computer Monitoring of Certaln Employees i its Center for Devices and Radiologica! Health.
OJG 12-14-01." Qurc e with the dations in this report shall not be construed
as g waiver by HHS of any privileges or exemptions from disclosure that HHS may assert in any
proceedings with respect to any information or records referenced in the document.

OIG RECOMMENDATIONS:

1. HHS should ensure that us Operating Divisions (Oprs) draft and m'nplcmcm policies and
related procedursl i is that provide 1. ki with
laws and regulations, particularly those goveming current and pmspuuve cmployee
monitoring. At a minimum, the internal controls conceming electronic monitoring of
emplayees should address:

» the agency's authority 1o monitor employee communications or access employee files;

» protection of the rights of employees and the extent of an cmplayec's expectation of
privacy while usinp agency IT resources;

* specific conditions for requesting access tn employee communications,

* defined roles and respansibilities for initiating, reviewing, and approving requests to
access employse communications and data;

. ren:nnon of records that documem the mmmon, review, and approml of electronic

i and ions of legal I; and

« mainteining advanced wrmen authonzazmn of any computer monitoring, consulting
with the OGC (o ensure the proposed ing plies with all legal
requiremnents, and documenung the basis for approving requests to conduct computer
monitoring.

HHS RESPONSE: CONCUR

As poted in the OIG Draft Memorandum Report 01G-12-14-01, HHS issued the Policy for
Monitoring Empiayee Use of HHS IT Resorrces Memorandum on June 26, 2013, This
mamnrandum xrmmcted the OpDivs to develop and implement policies and procedures that

d the req fisted shove. A copy of the memorandum was posted on the
HHS W h:stlcb}nw:r webpage' and the Office of the Chief Information Officer (OCIO)
webpage?, Om June 26, 2013, an email was sent from the HHS Assistant Secrelary for
Administration {ASA) th h the HHS CIO to HHS OpDiv Heads, StaffDiv Heads, and
Executive OfTicers, informing them of the memorandum. The following day, the HHS Chief
Information Security Officer (C1SO) also notified the OpDiv CISOs of this new policy

 btp: #fieuranet. b gmfhr'nh"whud=hluwcl.hlml
2 http: ntranet khs. gov Avcyd yp ttrni
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Appendix D, continued

requirement. During the following months, the HHS C1SO communicated with the OpDiv
CIS0s at their monthly Council meeting to ensure that progress wios made in the
development of their new policies.

HHS agrees that with the recommendation that the OpDivs implement policies und
procedures that provide reasonable assurance of compliance with laws and regulations, HHS.
also agrees that the OpDiv policies and procedures should address the el hightiphted
by OIG, which are incorporated in the HHS remorandum of June 26,2013,

2. HHS should determine whether ali other individual OpDiv policies meet our
recotramendations outlined above.

HHS RESPONSE: CONCUR

HHS ngrees that the HHS C10 should determine whether individual OpDiv policies comply with
the essential eletnents of the HHS policy, which are in accordance with the OIG
recommendations outimed sbove. The HHS CISO Policy Team has initinted 2 process to mack
and review curremt OpDiv oc itoring policies and procedures. HHS is actively
watrking with OpDivs, as nceded 1o further refine their pohctes and procedures

3. HHS also should regularly review and, as necessary, updale its Department-wide monitoring
policies to ensure they are compatible with mew and emergmg lcchnolog:es and
meathodologics. Information technology is fy g, and a static ftoring

s

policy could fail to address key impl ion issues as capabilities evolve.

HHS RESPONSE: CONCUR

HHS sgrees that regular review and updating of the ) itoring policies and
procedures is essental. HHS CISO will ensure that each OpDiv perindically reviews and
updates its policies and procedures o ensure that they reflect implementation cxperience and
sty in alipnment with any relevant changes in technology, Jaw and policy.
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II. Table of Names

Food and Drug Administration

Jeffrey Shuren
Director, Center for Devices and Radiological Health

Jeffrey Shuren is the Director for the Center for Devices and Radiological Health. He oversees
the Center’s operations and strategic direction. Dr. Shuren, along with several other FDA
officials, ordered the initial computer monitoring and was a later proponent of its expansion.

Ruth McKee
Associate Director for Management and Executive Officer, Center for Devices and Radiological
Health

Ruth McKee is the Associate Director for Management and Executive Officer for the Center for
Devices and Radiological Health. McKee reports directly to Dr. Shuren, who tasked her to lead
the charge to determine what steps the FDA needed to take after it learned of the potential leak.

McKee also ordered the monitoring and determined the initial monitoring search terms given to
the Office of Information Management.

Mary Pastel
Deputy Director for Radiological Health for In Vitro Diagnostics, Center for Devices and
Radiological Health

Mary Pastel is the Deputy Director for Radiological Health for In ¥itro Diagnostics with the
Center for Devices and Radiological Health. Ruth McKee instructed Pastel to review encrypted
flash drives containing surveillance of information on scientists’ computers.

Lori Davis
Chief Information Officer

Lori Davis was the Chief Information Officer for the FDA. Prior to being named the Chief
Information Officer in January 2009, she served as the Deputy Chief Information Officer. She
worked with Ruth McKee to set up computer monitoring of Dr. Robert Smith, and was asked to
search through e-mails of FDA employees to determine the source of the information leak.

Joe Albaugh
Chief Information Security Officer

Joe Albaugh was the Chief Information Security Officer for the FDA until March 2011. Lori
Davis approached Albaugh to set up the computer monitoring for Dr. Robert Smith.
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Robert Smith
Medical Officer, Center for Devices and Radiological Health

Robert Smith was a Medical Officer for the Center for Devices and Radiological Health. He was
the first employee at the FDA to experience computer monitoring. Based on information
gathered from Dr. Smith’s computer, officials at the FDA later expanded this monitoring to
include additional FDA scientists. His contract was not renewed after his contacts with
Congress, the Office of Special Counsel, and his personal attorney were captured through the
FDA’s monitoring program.

Les Weinstein
Ombudsman, Center for Devices and Radiological Health

Les Weinstein was the Ombudsman in the Office of the Center Director for the Center for
Devices and Radiological Health. Weinstein asked the U.S. Department of Health and Human
Services Office of Inspector General to investigate the disclosure of confidential information to
the press.

Chickasaw Nation Industries Information Technologv, L1.C

Christopher Newsom
Contract Forensic Engineer, Incident Response Team

Christopher Newsom is a Forensic Engineer with Chickasaw Nation Industries Information
Technology. Newsom conducted the computer monitoring of FDA employees. After the FDA
first set up this monitoring for Dr. Robert Smith, Newsom prepared an interim report to
summarize the status of the monitoring.

Joseph Hoofnagle
Contract Investigator, Incident Response Team

Joseph Hoofnagle is a Contract Investigator with Chickasaw Nation Industries Information
Technology. Hoofnagle installed Spector 360 software on the monitored employees’ computers.
He worked with Newsom to conduct computer monitoring of FDA employees, and assisted
Newsom in writing an interim report to summarize the status of the monitoring,.
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communications, communications with Congress, and communications with the OSC. The FDA
intercepted communications with congressmnal staffers and draft versions of whistleblower
complaints complete with editing notes in the margins.® The agency also took electronic
snapshots of the computer desktops of the FDA employees and reviewed documents and files
they saved on the hard drives of their government computers as well as personal thumb drives
attached to their computers.®” FDA even reconstructed files that had been deleted from personal
thumb drives prior to the device being used on an FDA computer.

The contractors conducting the investigation prepared an interim report to update FDA
officials.'® This report, which was sent to Deputy Chief Information Officer Lori Davis on June
3, 2010, attempted—ryet could not definitively support—a link to Dr. Smith with the release of
510(k) information to non-FDA employees.!' The report described information found on Dr.
Smith’s computer, including e-mails with journalists, Congress, and the Project on Government
Oversight."* The report also stated that Dr. Smith “ghostwrote™ reports for his subordinates and
supplied internal CDRH documents to external sources. 13 After receiving this I rt, the FDA
expanded the computer momtonng to include three additional CDRH scientists' and declined to
renew Dr. Smith’s contract. '

FDA officials also contacted the Department of Health and Human Services (HHS)
Office of Insg)ector General (OIG) on numerous occasions to request an investigation into the
disclosures.'® The OIG declined these requests, noting that contacts w1th the media and
Congress were lawful, and no evidence of criminal conduct existed.!’ Despite the OIG’s
repeated refusal to investigate, the FDA continued to monitor Dr. Srmth and his colleagues in the
hope of finding enough evidence to convince the OIG to take action.'® However, the FDA failed
to take direct administrative or management action on its own to address the concerns directly.

8 Elien Nakashima and Lisa Rein, FDA staffers sue agency over surveillance of personal e-mail, WaSH. POST, Jan.
29, 2012.

I,

1% Memorandum from Joseph Hoofnagle, Incident Response & Forensic Lead & Christopher Newsom, Incident
Response & Forensic Investigator, Interim Report of Investigation — Robert C. Smith (June 3, 2010) fhereinafter
gﬁerim Report].

2] d

B

'4 McKee Tr. at 16.

" 1d. at 33.

'$ { etter from Jeffrey Shuren, Dir., Ctr. for Devices & Radiological Health, FDA, to Daniel R. Levinson, Inspector
Gen., Dep't of Health & Human Servs. (Feb. 23, 2011) [hereinafter Shuren Letter, Feb. 23, 2011]; Letter from Les
Weinstein, Ombudsman, Center for Devices & Radiological Health (CDRH), FDA, to Leslie W. Hollie, Supervisory
Special Agent, Office of Investigations, Office of Inspector Gen., U.S. Dep’t of Health & Human Servs. (HHS)
(Mar. 23, 2009); E-mail from Les Weinstein, Ombudsman, CDRH, FDA, to Leslic W. Hollie, Supervisory Special
Agent, Office of Investigations, Office of Inspector Gen., HHS (Oct. 23, 2009, 6:06 p.m.) [hereinafter Weinstein E-
mail].

17 Letter from Scott A. Vantrease, Asst. Special Agent in Charge, Special Investigations Branch, Office of the
Inspector Gen., HHS, to Mark McCormack, Special Agent in Charge, Office of Criminal Investigations, Office of
Internal Affairs, FDA (May 18, 2010) [hereinafter Vantrease Letter].

8 H. Comm. on Oversight & Gov't Reform, Transcribed Interview of Jeffrey Shuren, at 20-21 (Nov. 30, 2012)
[hereinafter Shuren Tr.].
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IIl. Executive Summary

In January 2009, several national news outlets, including the New York Times, Associated
Press, and the Wall Street Journal, reported that U.S. Food and Drug Administration (FDA)
scientists had lodged complaints that the agency was approving unsafe and risky medical
devices.! In March 2010, the New York Times published a follow-up article reporting allegations
by FDAzscientists that the FDA ignored radiation warnings when approving certain medical
devices.

Specifically, Dr. Robert Smith and four other employees of the FDA’s Center for Devices
and Radiological Health (CDRH) expressed concermn about FDA-approved medical devices. Dr.
Smith believed FDA managers ignored warmnings from scientists regarding potential health
hazards related to radiation exposure. Dr. Smith and the other CDRH employees also expressed
their concerns to Congress and the 2009 White House Transition Team.® Additionally, Dr.
Smith and his colleagues reported allegations of retaliation to Congress and the U.S. Office of
Special Counsel (OSC).*

Upon learning CDRH scientists publicly disclosed information about pending device
applications, known as 510(k) applications, CDRH management initiated an electronic
surveillance program of unprecedented scope. To determine which scientists were disclosing
information and what specific information they were disclosing, the CDRH engaged two
contractors working on the FDA’s information technology security systems in April 2010 to
begin monitoring Dr. Smith.” Approximately one month later, the monitoring expanded to
another CDRH scientist.® Using a software monitoring program called Spector 360, which took
screenshots of FDA employees’ computers every five seconds,” FDA officials were able to
obtain sensitive information and protected communications, including attorney-client

! Gardiner Harris, In F.D.A. Files, Claims of Rush to Approve Devices, N.Y. TIMES, Tan. 13, 2009, available at
http://www.nytimes.com/2009/01/13/health/policy/13fda. htm!?_r=0 (last visited Feb, 21, 2014) [hereinafter Rush to
Approve Devices}; Ricardo Alonso-Zaldivar, FDA Scientists Complain to Obama of *Cosruption,’ ASSOC. PRESS,
Jan. 8, 2009 [hereinafter Scientists Complain to Obamal; Alicia Mundy & Jared Favole, FDA Scientists Ask Obama
to Restructure Drug Agency, WALL ST. 1., Jan. 8, 2009, available at
http://online.wsj.com/news/articles/SB123142562104564381 (last visited Feb. 21, 2014).
* Gardiner Harris, Scientists Say F.D.A. Ignored Radiation Warnings, N.Y. TMES, Mar. 28, 2010, available at
http://www.nytimes.com/2010/03/29/health/policy/29fda.html?pagewanted=all (last visited Feb. 21, 2014)

hereinafter F.D.4. Ignored Radiation Warnings].

Scientists Complain to Obama, supra note 1.
* Letter from Lindsey M. Williams, Dir. of Advocacy & Dev., Nat'l Whistleblowers Ctr., to Sen. Chuck Grassley,
Ranking Member, Senate Judiciary Comm., Chairman Darrell Issa, H. Comm. on Oversight & Gov't Reform, &
Special Counsel Carolyn Lerner, U.S. Office of Special Counsel (Sept. 17, 2012) [hereinafter NWC Letter]; Letter
from CDRH Scientists, Office of Device Evaluation, Food & Drug Admin. (FDA), to Rep. John Dingell, U.S.
House of Representatives (Oct, 14, 2008) [hereinafter CDRH Letter].
* H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Ruth McKee, at 7-9 (Nov. 13, 2012)
!hereinaﬂer McKee Tr.1.

See Letter from Jeanne Ireland, Ass’t Comm’r for Legis., FDA, to Hon. Darrell E. Issa, Chairman, H. Comm. on
Oversight and Gov't Reform (July 13, 2012) [hereinafter Ireland Letter].
" H. Comm. on Oversight & Gov't Reform, Transcribed Interview of Christopher Newsom, at 10-11 (Oct. 2, 2012)
fhereinafter Newsom Tr.}.

Page | 5



125

FDA officials eventually forwarded information gathered from the computer monitoring
program to the OIG.'® The OIG contacted the Criminal Division of the Department of Justice to
determine whether the evidence collected by the FDA against Dr. Smith and his colleagues
supported a criminal referral.” In November 2010, by letter, the Criminal Division formally
declined to take up the matter.?!

FDA'’s overly-invasive monitoring program came to light in January 2012, when Dr.
Smith and several of his colleagues filed a lawsuit in U.S. District Court in Washington, D.C.
The suit alleged that information gathered during the monitoring was used to harass or dismiss at
least six current and former FDA employees. House Committee on Oversight and Government
Reform Chairman Darrell Issa and Senate Committee on the Judiciary Ranking Member Charles
Grassley (the Committees) subsequently launched a joint investigation into the monitoring
program.

In May 2012, documents associated with the monitoring were posted on a public internet
site. Included in these materials were confidential and proprietary FDA documents, as well as
confidential communications between FDA employees and Congress, the OSC, and personal
attorneys.?

Witnesses who contacted the Committees voiced concerns about the intrusive nature of
the surveillance, and the irresponsibility in posting the fruits of the surveillance on the Intemet
for anyone to see. They believed that the FDA conducted surveillance for the sole purpose of
retaliating against the scientists for raising concerns about the medical device review process.

The Committees conducted seven transcribed interviews with current and former FDA
employees and contractors and reviewed approximately 70,000 documents. The pace of the
Committees’ investigation was slowed by FDA’s unwillingness to cooperate. The FDA
repeatedly cited the ongoing litigation with Dr. Smith and his colleagues as an excuse to
withhold documents and information.

Documents and information obtained by the Committees show the FDA conducted this
monitoring program without regard for employees’ rights to communicate with Congress, the
OSC, or their personal attorneys. The Committees’ investigation also found that data collected
could be used to justify adverse personnel actions against agency whistleblowers. Absent a
lawful purpose, an agency should not conduct such invasive monitoring of employees’ computer
activity. The FDA failed not only to manage the monitoring program responsibly, but also to
consider any potential legal limits on its authority to conduct surveillance of its employees.. The
Committees’ investigation has shown that agencies need clearer policies addressing appropriate
monitoring practices to ensure that agency officials do not order or conduct surveillance beyond
their legal authority or in order to retaliate against whistleblowers, especially in such a way that

!9 Letter from Jeffrey Shuren, Dir., Cir. for Devices & Radiological Health, FDA, to Hon, Daniel Levinson,
Inspector Gen., Dep’t of Health & Human Servs. (June 28, 2010) [hereinafter Shuren Letter, June 28, 2010].
* Shuren Tr. at 67-68.
! Letter from Jack Smith, Chief, Public Integrity Section, Dep’t of Justice, to David Mehring, Special Agent, Office
glf the Inspector Gen., Dep’t of Health & Human Servs. (Nov. 3, 2010) [hereinafter DOJ Letter].

Id
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chills whistleblower communications with Congress, the OSC, and Inspectors General.
Congress has a strong interest in keeping such lines of communication open, primarily as a
deterrent to waste, fraud, and abuse in Executive Branch departments and agencies.

Whistleblower disclosures are protected by law, even if they are ultimately
unsubstantiated, so long as the disclosure was made in good faith. Accordingly, the analysis of
the issues examined in this report is not dependent ou the merits of the underlying claims that
whistleblowers made about the safety of certain medical devices. Thus, this report does not
examine the merits of those underlying claims and takes no position on whether the devices in
question posed a risk to public health.

# The Whistleblower Protection Act provides protections for whistleblowers against personne! actions taken
because of a protected disclosure made by a covered employee. The Act provides that “any disclosure of
information” made by a covered employee who “reasonably believes” evidences “a violation of any law, rule, or
regulation” or evidences “gross mismanagement, a gross waste of funds, an abuse of authority, or a substantial and
specific danger to public health or safety” so fong as the disclosure is not prohibited by law nor required to be kept
secret by Executive Order. See 5 U.S.C. § 2302(bX8)(A); Cong. Research Serv., Whistleblower Protection Act: An
Overview, at 3 (Mar. 12, 2007), available at hitp://www fas.org/sgp/crs/natsec/R1.33918.pdf (Jast visited Feb. 21,
2014).
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IV.

Findings

CDRH scientists and doctors raised concerns to Congress, the OSC, and President
Obama’s transition team about pressure from management to approve medical devices
they believed were unsafe.

Despite the extensive scope of the monitoring, there was insufficient written
authorization, no monitoring policy in place, and there was no legal guidance given to the
contractors who conducted the monitoring. The lack of any legal guidance to limit the
monitoring program resulted in FDA capturing protected communications.

Although FDA claimed to be investigating a specific leak of 510(k) information, the
computer monitoring did not include a retrospective inquiry into any of the scientists’
network activities. When interviewed, FDA managers and IT professionals failed to
explain clearly how the rationale offered to justify the monitoring (investigating a past
leak) was consistent with the method used (monitoring current activity). The goal of
monitoring was allegedly to identify who leaked confidential information. Instead of
looking back at previous communications using available tools in their possession,
however, the FDA chose real-time monitoring of current and future communications.
Because FDA managers lacked formal investigative training and did not understand the
legal concerns related to employee monitoring, they believed all employee
communications that occurred on government computers were “fair game.”

Because FDA managers lacked formal investigative training and legal guidance, they did
not understand the legal limits of permissible employee monitoring. As a result, the
scope was limited only by the FDA’s technical capabilities. For example, those
conducting the monitoring said they believed all employee activity having any remote
pexus to government computers was “fair game”—even to the point of forensically
recovering deleted files from personal storage devices when plugged into FDA
computers. Moreover, the monitoring software collected all keystrokes on the computers,
including the passwords for personal email accounts and online banking applications,
even though de minimis personal use is permitted.

The monitoring program began when a law firm representing a manufacturer alleged
unlawful disclosures were made to the press regarding a device that was under FDA
review. Ruth McKee first ordered monitoring on Dr. Smith's computer because Dr.
Smith was believed to be the source of the leak. Later, monitoring expanded to include
four additional CDRH scientists. Officials used Spector 360, a software package that
recorded user activity with powerful capture and analysis functions, including real-time
surveillance and keystroke logging.

The FDA'’s surveillance was not lawful, to the extent that it monitored communications

with Congress and the Office of Special Counsel. Federal law protects disclosures to
OSC and Congress.
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HHS OIG denied FDA’s repeated requests for an OIG investigation into the allegedly
wrongful disclosures. OIG found no evidence of criminal conduct on the part of any
employee. Still, officials continued to contact OIG to request an investigation. OIG
again denied the request, and the Justice Department declined to take action.

The monitoring program ultimately failed to identify who leaked information to the New
York Times ot the Wall Street Journal, despite capturing approximately 80,000
documents and inadvertently publishing those documents on the Internet.

Despite known complaints about performance issues regarding Dr. Robert Smith, FDA
management and leadership chose to address Dr. Smith’s employment status through
repeated requests for criminal investigation, rather than by simply taking administrative
or managerial actions directly within its own control and authority.

Over a year after receiving directives from OMB, OSC, and the FDA Commissioner, the
FDA produced interim guidelines on monitoring procedures in September 2013. The
FDA'’s interim policies require written authorization prior to initiating employee
monitoring. Only the Commissioner, Deputy Commissioner, or the Chief Operating
Officer can authorize surveillance of employees. The FDA has not yet implemented
permanent policies to govern employee monitoring.

The FDA'’s interim policies do not provide safeguards to protect whistleblowers from

retaliation. Under these policies, protected communications are still subject to
monitoring and may be viewed by agency officials.
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V.

Recommendations

Based on its investigation, the Committees identified several recommendations that, if

implemented, would assist other Executive Branch departments and agencies in avoiding a
repeat of the mistakes made by the FDA:

>

The FDA should promptly develop permanent written procedures to govern employee
monitoring and safeguard protected communications through substantive restrictions on
the scope of surveillance that can be authorized on employees. Procedural safeguards
merely requiring approval of surveillance by senior officials are not enough.

The FDA should ensure that programs used to monitor employees do not collect personal
information such as bank account numbers or passwords for personal e-mail accounts.

The FDA’s interim guidance does not include provisions to protect employees against
retaliation if communications with Congress, the OSC, or personal attorneys are captured
through monitoring. The FDA should establish procedures that ensure protected
whistleblower communications cannot be used for retaliation.

The FDA should develop clear guidance for identifying and filtering protected
communications so that protected communications are not retained or shared for any
reason. Any employee or contractor involved in the monitoring process, including the
Review Committee established by the September 26, 2013 Staff Manual Guide, should be
trained on these procedures.

Employees should be notified that their communications with Congress and the OSC are
protected by law.

The OSC should modify its June 20, 2012 memorandum to all federal agencies regarding
monitoring policies to include communications with Congress.”*

The GAO should conduct a study of all Executive Branch departments and agencies to
determine whether the guidelines set forth for computer monitoring in the OSC’s June 20,
2012 memorandum have been implemented.

** Memorandum from Carolyn Lerner, Special Counsel, U.S. Office of Special Counsel to Executive Branch
Departments and Agencies, Agency Monitoring Policies & Confidential Whistleblower Disclosures to the Office of
Special Counse! & to Inspectors General (June 20, 2012) [hereinafter Lerner Memo].
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V1. Background

The Food and Drug Administration (FDA), a component of the U.S. Department of
Health and Human Services (HHS), is responsible for promoting public health.”® Specifically,
the FDA is charged with regulating and supervising a variety of consumer health products‘26
These products include dictary supplements, prescription and over-the-counter drugs, vaccines,
biopharmaceuticals, and medical devices.*” The FDA has broad powers for determining the
safety, risks, marketing, advertising, and labeling of these products.®®

The Center for Devices and Radiological Health (CDRH) is a division within the FDA.?’
The CDRH is also tasked with protecting and promoting public health.*® The mission of the
CDRH is to ensure that patients and providers of health services have access to safe medical
devices, such as hip implants, heart valves, and mammography machines.’’ The CDRH tests and
examines potential medical devices, and makes recommendations to the FDA regarding the
approval and widespread usage of radiation-emitting products,”> The CDRH seeks to assure
consumer confidence in devices manufactured in the United States.”® Scientists and doctors who
work for the CDRH are directly involved in product testing, making recommendations to the
FDA, and assessing whether the medical devices are safe for public use.**

In 2007, CDRH scientists first started raising concerns about the FDA’s marketing of
unsafe medical devices used to detect cancers of the breast and colon.” These scientists also
complained of a toxic work environment in which they feared retaliation by their managers for
writing unsupportive reviews of medical devices they belicved to be unsafe.*® The scientists
argued that the CDRH’s process for approving medical devices for public use was not
sufficiently rigorous and that the FDA’s premature release of products without sufficient testing
posed health risks to the public.”” In an attempt to implement more stringent guidelines for this

3 FDA, dbout FDA, http://www.fda.gov/AboutFDA/defauit.htm (last visited Feb. 21, 2014).

* FDA, About FDA: What Does FDA Regulate?, hup:/fwww fda.gov/aboutfda/transparency/basics/ucm194879.htm
{last visited Feb. 21, 2014).

7 rd.

¥ FDA, dbout FDA: What Does FDA Do?, http://www.fda.gov/ AboutFDA/Transparency/Basics/ucm 194877 htm
(last visited Feb. 21, 2014),

P FDA, Training & Continuing Education: CDRH Learn, htip//www.fda.gov/Training/CDRHLearn/default htm
(last visited Feb. 21, 2014).

O Id.

32 )
*1d.
**FDA, About FDA: CDRH Mission, Vision & Shared Values,
http://www.fda.gov/ AboutFDA/CentersOffices/OfficeofMedicalProductsand Tobacco/CDRH/ucm300639.htm (last
visited Feb. 21, 2014).
M
* CDRH Letter, supra note 4.
36
Id
.
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testing process, the CDRH scientists filed complaints with the OSC,*® the HHS OIG, Congress,”*
and even the transition team for then-President-elect Obama.*®

On January 13, 2009, the New York Times published an article stating that “front-line
agency scientists believed that FDA managers [had] become too lenient with the industry.™*
The article further stated that “an agency supervisor improperly forced them to alter reviews of
[a] breast imaging device.”** The article, citing internal FDA documents, referred specifically to
the ongoing review of the iCAD SecondLook Digital Computer-Aided Detection System for
Mammography device.”® The article further stated:

One extensive memorandum argued that FDA managers had encouraged
agency reviewers to use the abbreviated process even to approve devices
that are so complex or novel that extensive clinical trials should be
required. An internal review said the risks of the iCAD device included
missed cancers, “unnecessary biopsy or even surgery (by placing false
positive marks) and unnecessary additional radiation.”

Later that day, Ken Ferry, the Chief Executive Officer of iCAD, wrote a letter to the
CDRH Ombudsman, Les Weinstein, urging him to look into the breach of confidentiality
concerning the pre-market approval of iCAD’s breast-imaging device.® Ferry reminded the
Ombudsman that the FDA cannot release confidential information submitted to the FDA as part
of a premarket approval application, including any supplements to the application, without

3 The U.S. Office of Special Counsel is the first step in the whistleblower review process. OSC is an independent
federal investigative and prosecutorial agency. Its primary goal is to safeguard all protected employees from
prohibited personnel practices, especially reprisal for whistleblowers. U.S. Office of Special Counsel, Introduction
to OSC, http://www.osc.gov/Intro htm (last visited Feb. 21, 2014); NWC Letter, supra note 4; CDRH Letter, supra
note 4.

¥ Employees who provide information to Congress are protected by the Whistleblower Protection Act (WPA). See
5U.S.C. § 7211. The WPA provides statutory protections for federal employees who make disclosures reporting
illegal or improper activities, including employees who provide information to Congress. See id.; Eric A. Fischer,
Cong. Research Serv., Federal Laws Relating to Cybersecurity: Overview and Discussion of Proposed Revisions, at
16 (June 20, 2013) (“A reasonable argument could be made that monitoring the content of every employee
communication is excessively intrusive.”). Additionally, the Fourth Amendment protects individuals from
unreasonable searches and seizures. U.S. CONST. Amend. IV. states, in pertinent part: “The right of the people to be
secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be
violated.” The Supreme Court recognizes individuals do not lose Fourth Amendment rights merely because they
work for the government as opposed to a private employer. See City of Ontario v. Quon, 560 U.S. 746; 130 S. Ct.
2619 (2010).

0 CDRH Letter, supra note 4, NWC Letter, supra note Ervor! Bookmark not defined.4; Telephone Call with
Lestie W. Hollie, Supervisory Special Agent, Office of Investigations, Office of Inspector Gen., HHS (May 26, -
2009); Letter from CDRH Scientists, CDRH, FDA, to John D. Podesta, Presidential Transition Team (Jan. 7, 2009).
:; Rush to Approve Devices, supra note 1.

44,

Id.
* Letter from Ken Ferry, Pres. & Chief Exec. Officer, iCAD, to Les Weinstein, Ombudsman, CDRH, FDA (Jan. 13,
2009) {hereinafter Ferry Letter].
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explicit permissionf“j Rather than taking any steps to deal with the issue directly, CDRH
managers forwarded the complaint to the OIG."

Ferry also noted that a New York Times reporter had called him four days before the
article was published.” The reporter had questions concerning an internal dispute at the CDRH,
which was reviewing iCAD’s application.49 According to Ferry’s letter, the reporter told Ferry
that the proprietary documents “were sent [to the reporter] by Scientific Officers of the FDA."

On October 1, 2009, Dr. Jeffrey Shuren, Director of the CDRH, talked to a reporter about
a different medical device.”’ Dr. Shuren learned that the reporter was also in possession of
similar documents related to the pre-market medical device process.” To better understand who
may have provided the information, the CDRH asked its [T Department to compile a list of those
scientists that accessed a certain working memo that would either approve or reject the device
under review.”’

46
id.
" Memorandum from Les Weinstein, Ombudsman, CDRH, FDA, Documents Related to the Radiological Devices
Branch (Mar. 23, 2009).
38 Ferry Letter, supra note 45.
49
Id.
* 1d.
*' Weinstein E-mail, supra note 16.
52
1d.
1.
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CDRH officials forwarded four names resulting from this search to the Office of Inspector
Genem};54 Dr. Shuren testified that he “did not recall” if the OIG was going to look into the
matter.

On March 28, 2010, the New York Times published a second article regarding the FDA’s
approval process for medical devices.®® This second article, published fourteen months after the
January 2009 article, cited information concerning a GE Healthcare device under FDA review:

Scores of internal agency documents made available to The New York
Times show that agency managers sought to approve an application by
General Electric to allow the use of CT scans for colon cancer
screenings over the repeated objections of agenc%' scientists, who
wanted the application rejected. It is still under review.

On April 16, 2010, GE Healthcare’s outside legal counsel wrote to Dr. Shuren to request
an internal investigation and a meeting to dlscuss a possible breach of confidentiality regarding
GE Healthcare’s device under FDA review.”® The letter stated:

GE Healthcare is extremely concerned about this violation of
confidentiality and respectfully requests that you conduct an internal
investigation into how this information was leaked to the press.”

*1d

5 Shuren Tr. at 14.

% F.D.A. Ignored Radiation Warnings, supra note 2.

57 Id. {emphasis added).

%8 [ etier from Edward M. Basile, Partner, King & Spalding LLP, to Jeffrey E. Shuren, Dir., CDRH, FDA (Apr. 16,

2010} [hereinafter Basile Letter].
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In light of the two New York Times articles describing internal turmoil at the FDA, as well as
complaints filed by both iCAD and GE Healthcare, the FDA began real-time monitoring of
CDRH employees’ computer activity.

A. Confidential Documents are Posted Online

In May 2012, an HHS contractor, Quality Associates, Inc (QAI), posted approximately
80,000 pages of documents associated with the FDA employee monitoring on a public internet
site.” Included in these materials were confidential and proprietary FDA documents, as well as
confidential communications between FDA employees and Congress, OSC, and personal
attomeys,“ FDA had asked the HHS Program Support Center (PSC) to use a contractor to
produce and print PDF-versions of the surveillance records, and PSC tasked contractor QAI with
the project.*

After the documents left FDA, they followed a chain of custody that included several
parties before they got to QAL® According to HHS, QAl rcceived the job from PSC on May 2,
2012, and completed it on May 9, 2012.% The filcs were uploaded to the site at the direction of
PSC, on May 3,2012.%° They were removed from the site and archived six days later on May 9,
2012.°% During this time, confidential and proprietary information was publically available and
easily searchable.®’

QAl officials claimed they were simply following their client’s instructions.®® In fact,
FDA did not mark the documents as confidential, and therc is no written record reflecting the
sensitive nature of the documents.*® Furthermore, the purchase order, which was submitted to
the Government Printin% Office (GPO) only after the work was completed, failed to mention any
sensitive classification.”” When prompted on the purchasing order form, PSC chccked the “no”
boxes, indicating there was 1) no personally identifiable information (PII), 2) no classified
information, and 3) no sensitive but unclassified (SBU) information contained in the files.”
HHS identified the misclassification as a “clerical error at the PSC.””

I,
 Letter from Jim R. Esquea, Assistant Sec’y for Legis., U.S. Dep’t of Health & Human Servs., to Hon. Charles E.
Grassiey, Ranking Member, S. Comm. on Judiciary (March 13, 2013) [hereinafter Esquea Letter].
' NWC Letter, supra note 4.
% Esquea Letter, supra note 60.
3 1d.
I
%5 Letter from Paul Swidersky, President, CEO, Quality Associates Inc., to Hon. Charles E. Grassley, Ranking
Member, S. Comm. on Judiciary (July 17, 2012).
8 1.
7 1d.
814,
% See id.; see also Esquea Letter, supra note 60.
:‘: DHHS, FDA, GPO Simplified Purchase Agreement Work Order Form 4044 (May 23, 2012).
Id.
” Esquea Letter, stpra note 60.
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FDA did not take responsibility for the mishandling of the documents.” Rather, FDA
shifted the responsibility to HHS, which, in tumn, attempted to blame QALI:

The PSC advised QAL that the documents were sensitive and that access to
them should be limited. The PSC further requested that QAI delete all
files on its computers after completing the job, and shred any printed
documents in its possession. Regrettably, despite these instructions, QAT's
unauthorized use of an unsecure website caused QAI to lose control of the
confidential material.”

FDA and HHS refused to take responsibility for the mishandling, even though they failed to
identify the documents as sensitive or confidential in the paperwork provided to the contractor.
This raises doubt about the veracity of the claim that the agencies had notified QAI of the
sensitive nature of the documents. The incorrect purchase order that was submitted to GPO was
dubbed by HHS as “erroneous” and was prepared after the project’s completion.” HHS also
pointed to shortcomings in the GPO form itself:

Unfortunately, the GPO's required Work Order forms do not reflect the
variety of confidential material frequently handled by Executive Branch
agencies, including material as to which Congress has imposed specific
statutory protections. The forms provide only three document category
options|.] .. . Other options for identifying protected information, such as
confidential commercial information, are not available on GPO's Work
Order form.”™

However, the documents clearly contained personally identifiable information, and yet the form
incorrectly indicated that there was no such information.

VII. Authorization and Instructions for Monitoring

P
"I
"l
6 Id
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On April 16, 2010, Ruth McKee, Executive Officer for the CDRH, approached Dr.
Jeftrey Shuren, Director of the CDRH, concerning the April 2010 letter and asking him what to
do. Dr. Shuren testified:

Q.

And so how did you begin to look into the disclosure that appeared
in the New York Times?

Well, 1 asked Ruth McKee, who is my Executive Officer, were there
ways in which we could identify the source of the leak, a little bit
akin to what happened in October, is there something you can sort
of look for to then support for doing an investigation. One of the
challenges we also faced at the center is that normally in the past,
the Office of Internal Affairs would take it, they would look into it
over concerns, at least to my understanding, over interventions from
Scnator Grassley over concerns about the Office of Internal Affairs
investigating whistleblowers. The Commissioner had previously
instructed the Office of Internal Affairs not to conduct
investigations, [ think particularly if there was any possible criminal
conduct as [it] relates to employees who had allegations against the
agency. So—and a copy was also given of the complaint to the
Office of Internal Affairs. They subsequently sent that to the OIG as

well.

Dr. Shuren testified that in his conversation with McKee, he learned that FDA Chief
Information Officer Lori Davis had authorized the monitoring:

A

[Ruth} wound up talking to the Chief Information Officer and then
told me afterwards that the Chief Information Officer had
authorized computer monitoring, thought it was serious and this
was the step that should be taken.

Was computer monitoring something that you had suggested to
Ruth?

No.

77 Shuren Tr. at 19-20 (emphasis added).
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Q. You asked her to explore the options, and she came back with
computer monitoring?

A. Not even from the option. She spoke to Lori, and Lori
authorized the monitoring. I will say that knowing of it,
though, I didn't object to the monitoring. Iam not the exgert for
what are the circumstances to monitor a person's computer.’

Lori Davis, however, remembered the authorization of computer monitoring differently.
She testified:

A. Well, we got the request from the center. I mean, asking on behalf
of the center, the center asked, “Can you do that?”

You mean Ruth runs the center?

Yes. Ruth said, “Can you?” And we said, “Yes, we can.” So
in my mind that was the authorization to proceed based [on] some
conversation that obviously CDRH, whether or not that was Ruth
or anybody else, I don't know, had with Joe Albaugh and either,
you know, his staff at this point. Iam assuming it's either Chris or
Joe. Those conversations happened and they agreed on a course of

action,
Q. There was no written authorization?
A. Not that I'm aware of no.”

Davis further testified that she told McKee that she would forward the request for
monitoring to FDA Chief Information Security Officer Joe Albaugh, who would be able to set up
the monitoring.ﬂ0 For his part, Albaugh testified that he was only “a pass through between the
technicalstxeam that was within [his] division and the request of the CIO and the Executive
Officer.”

The CDRH engaged two primary investigators, Joseph Hoofnagle and Christopher
Newsom, who were in place to work on the FDA’s information technology security systems
contract with Chickasaw Nation Industries Information Technology (CNIIT), to ultimately lead
the computer monitoring effort.®

™ Id. at 21 (emphasis added).

™ H. Comm. en Oversight & Gov’t Reform, Transcribed Interview of Lori Davis, at 17 (Jan. 8, 2013) (emphasis
added) [hereinafter Davis Tr.].

50 1d. at 9-10.

$' 1, Comm. on Oversight & Gov’t Reform, Transcribed Interview of Joe Albaugh, at 9 (Mar. 7, 2013) (emphasis
added) {hereinafter Albaugh Tr.].

82 H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Joseph Hoofnagle, at 6-7 (Oct. 11,2012)
[hereinafter Hoofnagle Tr.]; Newsom Tr. at 6-9.
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Hoofnagle, a Contract Investigator with CNIIT who managed the Incident Response
Team for the FDA’s network security systems, received few instructions as to the extent of
monitoring CDRH officials sought.* Hoofnagle’s only instructions were to find documents that
contained certain key words, including the letter K followed by specific numbers; such

documents, which reflect the FDA’s naming convention for 510(k) applications, were leaked to
85

the press.3* As a result, he created an initial document that would govern the investigation.

Hoofnagle testified that he reccived no legal guidance whatsoever from the FDA:

* Hoofnagle Tr. at 11-12.

¥ Jd. at 12.

% Joseph Hoofnagle, Chickasaw Nation Industries Information Technology, Spector Client: Installed and Active
Since 4/22/10. [hereinafter Spector Client}.
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Over the course of [the monitoring], were you ever given any legal
guidance about the limitations of surveillance or any legal
considerations that would be relevant to using monitoring
software?

No.

At FDA, was there ever any guidance?

The only guidance I ever received was from law enforcement.
Uh huh.

And it wasn't from a legal perspective. It was just from an
authority perspective of, you know, hi, I need you to do this.*

In fact, CDRH leadership lacked sufficient training and background in conducting an
internal investigation — particularly in monitoring computers. The contractors hired to conduct
the computer monitoring received no legal guidance about the limitations of the monitoring—
such as carving out communications with Congress or preserving protected attorney-client
communications.®’

After monitoring two employees’ computers, contractors with CNIIT prepared an interim
teport to describe the status of the surveillance.®® In the report, CNIIT contractors explained that
they initiated a review of Dr. Smith’s computer to determine whether he contacted external

89

% Hoofnagle Tr. at 25-26.
%7 See, e.g. Interim Report, supra note 10.
88

.
¥ 1.
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To: Laori Davis, Chisf Information Officer

cC Jou Albaugh, Chief Information Secwity Officer AN

Feorn: | joo Hoofnagle, Incident Response and Forensié Lead; Chrlstopk
Incident Reaponse and Farensic i

Diate: June 3, 2010

Sabjece Tntecios Repost of lovestigations ~ Robers C. SMITH

The Security Department bas initiated 2 review of FDIA dawm sonrg associated with SMITH to
determing the velidity of the allegations. The snalytieal findiogs to date sppear to support the
allegations, however the weview is ongaing and substantial volumes of data aze currendy being culied.

Th nate i iow that folloses

FDA persoanel that appear o be involved with the allegations,

Cominunientions with external press sousces, including Gardine: Havds, veposter for ‘dhe
ew Youk Times,

Collsboration st FDA personpel and extamal sources 1o provide defamatory
information sbowt the FIDA approval process as well es lssass regarding hosdle work
environment and discrimigstion,
Distelbution of potentislly sensitive infe

fon to external, non FDA sowees, snd
of Congress membex(s) serving as conduits to

the press,

When asked about the interim report, Hoofnagle explained that the FDA officials who ordered

the monitoring never voiced concerns that the information being captured was too extensive. ™
He testified:
Q. So the very last bullet on the first page, it says, “information
indicating potential involvement of Congress Member(s) serving as
conduits to the press.” At that point, did anybody raise a concem
that information like that should not be gathered or should not be
reported up to Ruth McKee?
A. No.
Did you ever hear that concern?
A. No.

” Hoofnagle Tr. at 36-37.
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Did anyone from Ruth’s office ever express to you any limitations
or concerns about what was being coliected?

No.

Had you ever, in your experience, you know, with monitoring
initiated by the inspector general’s office, heard the concern that
information about communications with Congress should not be
collected or should not be communicated up the chain at FDA?

No.

How about communications with the people under surveillance and
their ~ between them and their personal attorneys?

No.
Between them and the Office of Special Counsel?
No.

In any of the surveillance, were limitations or concerns expressed
about the scope of monitoring?

No.

Nobody’s ever come to you and said, we should maybe limit the
scope of surveillance?

No.!

Dr. Jeffrey Shuren, the highest-ranking FDA employee involved in the monitoring, was

equally unaware that the monitoring had captured communications with Congress.92 He

Can you explain to us why you didn’t take any steps to instruct
Ruth McKee to do any kind of narrowing with regard to the scope
of the monitoring — once you learned that Congressional
communications were being captured?

1 mean, as I said before, it wasn’t even on my radar screen. And I
don’t recall when I first —

When it came up?

testified:
Q.
A.
Q.
N Hd.

%2 Shuren Tr. at 123.
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A. [ don’t recall when it first came up. But, no, it just — it didn’t — it
just didn’t dawn on me. Didn’t dawn on me.

The Committees found that there was no documentation or written authorization for
monitoring employees’ computers, and the FDA personnel interviewed were uncertain as to who
authorized surveillance.

The computer monitoring also did not include a retrospective inquiry into any of the
scientists’ network activities to understand who may have accessed the memoranda that were
leaked to the press. The FDA managers and IT professionals interviewed failed to explain
clearly how the rationalc offered to justify the monitoring was consistent with the method used.
There appeared to be confusion about the distinction between retrospective identification of
individuals who already accessed certain documentation that was featured in the New York Times
articles and real-time monitoring going forward once the internal inquiry began. Lori Davis
testified that “at that first meeting 1 would have said [the search for evidence of leaks on FDA
computers] was historical because...in my mind it had already h:;q:;pened.”94

Dr. Shuren described his concerns about both past leaks and the potential for future
leaks.” He testified:

Q. Maybe it would be helpful for us if you clarified what exactly the
purpose of the monitoring was. What was the question that you
were trying to answer through the monitoring?

A. Well, again, what L...1 didn't ask for monitoring. I didn't object to
monitoring, but I didn't ask for monitoring. [ had asked can we
identify, are there ways to identify who was the source of the New
York Times and the GE CT colonography dcvice . . .

Q. So you wanted to try to figure out retrospectively who had made
that leak as opposed to going forward if there were future lcaks,
can we kind of catch them as they occur?

A. Well, we all had concerns about future Icaks. Once they were
doing monitoring there was interest, are there other leaks that are
occurring, but when I asked Ruth to look into what ways were
available options, it was about finding the source of that,”®

Ruth McKee, who acted as a liaison between Dr. Shuren and CNIIT, testified that “[her]
understanding was there was not a technological way to do a past look” based on what she was
told by the FDA Chief Information Officer, Lori Davis, and the FDA Chief Information Security

P Id.

* Davis Tr, at 8-11.

% Shuren Tr. at 32-33.
S Id.
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Officer, Joe Albaugh.” Furthermore, McKee stated that it was her understanding that CNIIT
“would be doing real time monitoring of Dr. Smith’s e-mail account.”*

Contrary to McKee’s testimony, however, Christopher Newsom, CNIIT investigator,
testified that although his firm had the capability to look back at e-mails that may have been sent
or received in the past through FDA servers, CNIIT did not conduct such a review.”” Newsom
testified:

Q. Is there a way to look, other than looking on the hard drive, to look
for e-mails. . . in the past through FDA servers?

A. Yes.

Q. Was that done with regard to Dr. Smith or Dr. Nicholas?
A. Not to my knowledge.

Q. Do you know why not?

A, ldont!'”

Not only was there insufficient written guidance on how to monitor an employee in compliance
with applicable laws, it seems there was also inadequate knowledge or guidance on how to
conduct the monitoring in order to accomplish the goals of initiating the monitoring in the first
place. As Dr. Shuren testified, the goal was not only to capture future leaks, but to find the past
leaks linked to the New York Times.'®" Yet, no one conducted an inquiry into past
communications.

VIII. Details of the Computer Monitoring

" McKee Tr. at 58-60.
21

9 Newsom Tr. at 34-35.
" 1.

1% Shuren Tr. at 19-20.
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On Apnl 22, 2010, the FDA began monitoring the FDA-issued computer and FDA-issued
laptop of Dr. Robert Smith.'” On May 24, 2010, the FDA began monitoring the FDA-issued
computer of CDRH scientist Paul Hardy.l03 On June 30, 2010, the FDA began monitoring the
FDA-issued computers of three additional CDRH scientists. "%

To monitor these computers, the FDA used a computer monitoring software program
called Spector 360, which allowed the FDA to record all computer activity in real-time. Spector
360 also has the ability to log keystrokes, capture passwords and confidential information, and
record activity remotely in the event that a laptop being monitored is not directly connected to
the FDA network.'®

As part of the monitoring, the FDA took screen shots of each of the computers every five
seconds and logged all keystrokes on the keyboards.'” CDRH officials reviewed the
information gathered through the monitoring using encrypted flash drives.'”” Information on the
encrypted flash drives included private, non-official communications, including Gmail and
Yahoo! Mail messages.‘08 Transmitted information also contained communications with
Congress, confidential attorney-client communications, and confidential complaints filed with
the OIG and OSC.'”

Spector 360 user activity monitoring software is readily available for both home and
business use, The software “monitors, captures, and analyzes ALL user and user group activity
including: e-mail sent and received, chat/IM/BBM, websites visited, applications/programs
accessed, web searches, phone calls, file transfers, and data printed or saved to removal
devices.”'"" FDA cmployees received no notice that this specialized software with such
extensive monitoring capability was being installed on their computers.''! Moreover, the FDA
did not routinely subject all of its cmployees to such intense scrutiny.''?> CNIIT investigator
Joseph Hoofnagle, installed the software, and his colleague Christopher Newsom collected the
data.'"* The Spector 360 software does not distinguish or filter out any information, such as
protected communications with Congress, communications covered by attorney-client privilege,
or communications that might otherwise be protected by law, such as confidential submissions to
the Office of Special Counsel. Moreover, those collecting and forwarding the information did
not have any training or instruction in minimizing the collection of privileged
communications.’"*

oz Spector Client, supra note 85; Ireland Letter, supra note 6.

1% See Treland Letter, supra note 6.
i04 [d

1% Newsom Tr. at 10-11.

106 70

7 McKee Tr. at 13.

"% See e.g., Newsom Tr. at 54-55.
19 McKee Tr. at 76.

10 SpectorSoft Spector 360, http:/fwww.spector360.com (last visited Feb, 21, 2014).
"' McKee Tr. at 73.

"1 at 83.

'3 Newsom Tr. at 8-10.

4 See e.g., Hoofnagle Tr. at 27-28.
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The CNIIT contractors collected this information and summarized it for FDA managers’
later review.'®

Ancillary Actors

10. Ned Feder — Staff Scientist / Writer — POGO (Project On Government
Oversight)
1100 G Street, NW, Suitellll Washington, D.C

11. - Associate of Ned Feder

Nuclear Engineering, Texas A&M University

12. Jack Mitchell - United States Senate, Special Committee on Aging
G31 Dirksen or 628 Hart Senate Office Buildings, Washington, D.C.

13, Joan Kleinman — District Director, Congressman Chris Van Hollen (D-Md)
Office of Representative, 51 Monroe Street #507, Rockville, Md.

14, Congressman Chris Van Hollen (D-Md)
House of Representatives
1707 Longworth H.0.B., Washington, D.C.
District Office - 51 Monroe Street #507, Rockville, Md,

When asked whether they thought it was appropriate to gather attorney-client privileged
communications, Hoofnagle responded:

Q. Okay. So if you got that permission and you put Spector on, and
you noticed someone communicating with their personal attomney,
what

A. T have not received instruction on that.
Okay. You don't know what you would do.

You know, what I would do, I might say something. Because
we're in an environment where, you know, obviously this is a
problem. And [ might say something. But, yeah, that process is
evolving.

Q. But you don't currently have a procedure that would allow . . . you
to not capture those types of communications?

115 Chickasaw Nation Industries Info. Technologies, Actors List (May 5, 2010). [FDA 1023-1024]
Page | 27



146

A. To not capture those types of communications is correct, '

In order to keep the information secure, CNIIT used two encrypted flash drives to deliver
information to FDA officials for review. When the CNUT investigators found information they
believed to require further review, they would flag this information when they forwarded it to
FDA officials. Specifically Ruth McKee, served as the “contact point between [Office of
Information Management] and the center [CDRH).”""" McKee testified that although she had
access to all the information, the information she passed on to her superiors did not contain the
communications with Congress or any other protected communications.

Q. [Dlid you or Mary Pastel provide summaries of the information
that was being captured to either people above you in the chain of
command or to the employees' supervisors?

Only relevant to disclosure of information, agency information.
Right. To Members of Congress, to OSC?

No. No. Only relevant information.

Why not?

Why not what?

Lo L o

Well, your goal I thought was to look at disclosures to outside
parties, right?

>

Right.

Q. And nobody ever told you that it was inappropriate to look at
disclosures to OSC or Members of Congress or attorneys,
right?

Right.

Q. And you thought that was fair game because they were doing it
on an FDA eomputer, right?

A. I thought monitoring was fair game.''®

'® Hoofnagle Tr. at 39.
7 McKee Tr. at 57.
"8 Jd. at 76-77 (emphasis added).
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IX. Evolution of the Monitoring Program

B. Initiation of Monitoring

FDA officials conducted surveillance of employees’ computer information in response to
an April 16, 2010, letter from GE Healthcare’s outside counsel.'"” GE Healthcare alleged the
disclosure of confidential information to the press regarding the company’s premarket
notification submission for a CT scanning device for colonography screening.'”® Ruth McKee,
CDRH’s Executive Officer, led the agency’s effort to determine what it could do in response to
the allegations contained in the letter, which, ultimately, was to initiate the monitoring of CDRH
employees’ computer activity. McKee testified:

Q. How did it fall to you in this case to initiate the investigation?

A. I think giving me credit for initiating an investigation is giving me
more credit than I am due. [ was the executive officer for the
organization where the allegation arose. It was my job to try to
figure out what options we had."”'

The FDA’s computer monitoring program appears to have been unprecedented in scope
and intensity. In the past, monitering activities were limited to activities like high-bandwidth
transfers of data or viewing pornography on government computers.'22 McKee instructed Mary
Pastel, Deputy Director for Radiological Health in the CDRH’s Office of In Vitro Diagnostics
and Radiological Health, to review surveillance materials collected on the encrypted flash drives.
This was the first time she had received instructions to review such close surveillance of

119 Basile Letter, supra note 58.
20 1d. at 2.

2 McKee Tr. at 29-30.

22 Davis Tr. at 34.
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employees” computer activity. McKee did not provide any monitoring boundarics or limitations.
Pastel testified:

Q.

A.

COR S

Okay. Had you ever been asked to do a project like that before?
A project like what?

Like reviewing - from a computer that was under surveillance.
No.

Did anybody give you any guidance about how to do that besides
the instructions that Ruth gave you?

123
No.

Initially, the FDA monitored only one cmployee, Dr. Robert Smith. In April 2010, Lori
Davis approached Joe Albaugh, who was then the FDA’s Chief Information Security Officer, to
set up monitoring for Dr. Smith."* The FDA set up monitoring of Dr. Smith on Apnl 22, 2010,
five days after FDA’s receipt of the GE letter. Albaugh testified:

Q.

A.

A.

Can you describe for us what Lori told you?

That . . . the executive officer had approached her and that the
concern was about confidential information that had been leaked to
the public.

And what did Lori ask you to do?

To work with the . . . executive officer at CDRH, to set up
monitoring . . . for an individual who they belicved to be

responsible for the leakage.

When you say "executive officer,” can you tell us that person's
name?

That was Ruth McKee.'?

When Davis ordered the surveillance, she offered no guidance, alternative approaches, or
instructions on how to conduct the monitoring.'*® Along with the FDA officials’ failure to give
any instructions about appropriate protocol for the monitoring, officials also failed to offer

Y. Comm,. on Oversight & Gov't Reform, Transcribed Interview of Mary Pastel, at 23 (Jan, 4, 2013) [hereinafter

Pastel Tr.}.

'™ Albaugh Tr. at 6-8.

‘35 1d. at 6-7.
0 14, at 9-10.
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guidance about possible legal implications of a broad-based surveillance of private information

such as communications with attorneys or Congress. Pastel testified:

Q. Did anybody talk about the legal guidelines or other things that
might be worth paying attention to, such as the reason that we're
kind of here today is because communications with Congress, with
OSC, with some of these people's personal attorneys were captured
and reviewed. And Chairman Issa and Senator Grassley were
concerned about that, especially since some of Senator Grassley's
staff were folks, you know, whose communications were being

captured.

So my question is, did anybody ever suggest to you, you know,
let's exclude those communications from the scope of this review?
If you see anything like that, you know, don't forward them along
to whoever you were handing the material back to? Did you ever

get guidance along those lines?

A. No. These were communications on government computers.
And we have government computer security training every
year, and in that security training it says that anything on the

government computer can get monitored.

C. Type of Monitoring

Some FDA officials stated they did not fully appreciate the scope of the surveillance or
the intrusiveness of the Spector 360 user activity monitoring software installed on employees’
computers. While at least one FDA official was under the impression that only a retrospective
search would be conducted to attempt to determine if an employee had leaked information to the
press, another official was well aware that real-time surveillance would be the protocol used by

the CNIIT investigators.

Executive Officer Ruth McKee stated:

Q. Okay. So then what is it that you thought that IT was going to be

doing in response to your request about that topic?

A, 1 didn't know what they were going to be doing. That's why I went

to talk to them.

Q. Right. And afier the discussion, what was your understanding of

what they would be doing?

127 pastel Tr. at 23-24 (emphasis added).
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A. That they would be doing real-time monitoring of Dr. Smith's
email account.

Q. For future communications?
28
A. Yes. '

On the other hand, CIO Lori Davis maintained that she was unaware that the monitoring
would include real-time surveitlance. Davis stated:

Q. So, at this first meeting, did you contemplate that this would be a
historical search, a search of existing e-mails in the past to
determine who had been responsible for this particular leak? Or

were you anticipating that thcre would be real-time monitoring
going forward?

A. At that first meeting, | would have said it was historical . . .
because in my mind, it had already happened. 129

% %k
Q. Uh huh. So when did you understand?

A. [ am going to tell you that I don't think I ever knew that they were
doing real-time monitoring to the extent that it was reported on.

Q. You mean in the press?

A. In the press.

Q. So when you read the press reports about screen shots every 6
seconds
Al That's the first that I have learned the extent of what that real-time

monitoring looked like.'*

D. Development of Search Terms

Ruth McKee was responsible for determining the initial search terms for the employee
computer monitoring project. The FDA’s Office of Information Management (OIM) used these
search terms to provide summaries and examples of the captured information to management.m

¥ MeKee Tr. at 59.
' Davis Tr., at 11.
074, at 24,

"' McKee Tr. at 9.
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Even after the surveillance began, McKee never asked for or received any feedback from OIM
about limiting or expanding the scope of the surveillance. McKee testified:

Q.

A.

Okay. Did you ever get any feedback from Dr. Shuren or anybody
else about what was being collected?

Describe "feedback."

Did they give you any guidance to either limit or expand the scope
of the surveillance? Did they suggest additional search terms, or
did they say, keep doing what you are doing, this seems to be
working?

No additional guidance, no. Not to expand search terms or to
make changes, no. 132

E. Interim Report

Christopher Newsom and Joseph Hoofnagle, CNIIT investigators, drafted an interim
report to summarize the status of the surveillance.!™ Prior to finalizing the interim report, CNIIT
investigators met with FDA managers to review the document.’* Little, if any, planning,
however, went into the preparation of the report. Hoofnagle and Newsom did not receive any
guidance on what to include. McKee testified:

Q.

In the interim report, when you met to discuss this document, did
anybody have any concerns about the language that was used in
here?

No.

Was the language used in here — did Chris or Joe receive any
guidance on how they should create this document? Were they
given a framework by which to present the evidence that they
uncovered?

Not that I am aware of, no.

This is something they devised themselves, as far as you know?

That is my understanding.'**

B2y at22 (emphasis added).
33 Hoofnagle Tr. at 34.
¥ McKee Tr. at 26-27.

%5 1d. at 91-92.
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Newsom explained that no one at the FDA gave him any guidance on writing the report.
He testified:

Q. Did anybody give you any guidance on the language in the interim
report?

A. No.

Q. That was all your own?

A. Yes.' ¥

On June 3, 2010, CNIIT sent the report to Davis and Albaugh.”” McKee viewed the
report soon after. % The report summarized the surveillance conducted thus far of Dr. Smith’s
official and personal e-mail aceounts, including e-mails with journalists, congressional staff
members, and the Project on Government Oversight,'

‘ il e ; or fo “hris
Van Hollen) — Emails mcluﬁﬁ sﬁad:mmia w 1th significant amount ai‘ dowmcms
including those self-redacted.

View All instances of the above noted in order by date

The interim report also alleged that Dr. Smith *ghostwrote™ bis subordinates’ reports and
supplied internal documents and information to external sources."*® The report confirmed that
Dr. Smith spoke with collcagues who shared his concerns about the approval of potentially
dangerous products.'*" These colleagues also worked with Dr. Smith to shed light on these
alleged 1'111pr0prieties.m2 Prior to the issuance of the interim report, the FDA began monitoring
CDRH scientist Paul Hardy’s computer. Following the report, FDA officials expanded the
surveillance to more CDRH employees.

136 Newsom Tr. at 122,

37 Interim Report, supra note 10.

1% McKee Tr. at 26.

3% Interim Report, supra note 10.
rd,

LIy

"2 4.
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F. Expansion of People Monitored

Soon after writing the interim report, monitoring was expanded to three additional CDRH
employees.'* McKee explained her role in permitting the monitoring of additional employees,
acknowledging she initiated and expanded the surveillance with the approval of Dr. Shuren and
others. She stated:

Q. Okay. What was your — describe your role to me, as you
understand it.

A. 1 was essentially — I was the contact point between LIM and the
center.

Q. When you say you were the contact point, you initiated the scope

of monitoring. Correct?
A. Yes.

Q. And it was your decision to expand the scope of the monitoring to
the additional FDA employees, correct?

A. Not only my decision, no.
Right. You had to seek Dr. Shuren’s approval of that?

And there were discussions held, I believe, above Dr. Shuren’s
level. 1

Christopher Newsom testified that fellow CNIIT investigator Joseph Hoofhagle, along with Joe
Albaugh from the FDA, instructed him to expand the surveillance,'**

G. Changes to the FDA Employee Login Disclaimer

Every employee within the FDA receives a brief login disclaimer before logging into a
government computer explaining that their activities on the computer could be monitored. The
FDA, however, changed the message on the disclaimer before the monitoring program began. '*¢
Initially, the disclaimer stated that for the purpose of protecting the FDA's property, information
accessed on the computer could be “intercepted, recorded, read, copied, or captured in any
manner and disclosed by and to authorized personnel,”*’

3 McKee Tr. at 16.

1 14, at 57-58.

4% Newsom Tr. at 122.

16 Davis Tr. at 54.

7 14, at 53, Exhibit 7, FDA Employee Login Disclaimer.
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In her testimony, Lori Davis, the FDA Chief Information Officer, described the purpose
of the warning message.MH She also explained that Joe Albaugh, the FDA Chief Information
Security Officer, had the capacity to change the disclaimer language.'”® Davis testified:

Q. This is the FDA waming banner. Do you rccall — well, first
describe to us what this is.

Al This pops up when you power on your machine. It’s probably one
of the first things all employees see when they log onto their FDA
computer.

Q. And who is responsible for coming up with this text and/or making

any edits or changes to the text if need be?

A. Joe Albaugh worked — and I don’t recall whether or not it was the
Office of Inspector General that he worked with it or Office of
Legal Counsel at HHS. But he worked cither with OIG or Office

8 1d. at 53-54.
G [d
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of Chief Counsel — you have to ask him — on editing this
language.'*®

Davis later explained that Albaugh chan%ed the disclaimer language because he did not believe
the prior language was “tight enough.”'*" Although no other FDA Officials interviewed could
recall when then change was made, Davis stated that Albaugh decided, to edit the message
before monitoring began on CDRH scientists and doctors.'> Davis stated:

Q. So you recall a change in this language —

A. Correct.

Q. -- at some point while you were there?

A. Correct.

Q. Okay. Can you tell me what precipitated the change and why?

A. You’ll have to ask — in Joe’s mind, he felt that the language was
not tight enough.
When did he - he expressed that concern to you at some point?

A. Yes.

* % %

Q. Do you recall whether it was after the monitoring in this case had
already begun?

A. No, it was before. 153

Mr. Albaugh, however, could not recall any s?eciﬁc changes made or when they
occurred, only that he was sure changes were made.! 4

According to documents obtained by the Committee, the disclaimer message was edited
to explain to users that they have no reasonable expectation of privacy when using the FDA
security system."”S The prior disclaimer was significantly expanded to list specific devices
which encompassed the U.S. Government information systemn, and outlined additional details
about what information the FDA could monitor on the computer.'*® These personal storage

150 Id

5! Davis Tr. at 54.

152 Id

'3 1d. (emphasis added).

134 Albaugh Tr. at 34.

155 Gee Ireland Letter, supra note 6,
156 1
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devices were ultimately monitored and searched in the FDA monitoring investigation. The
revised disclaimer stated:

You are accessing a U.S. Government information system, which includes
(1) this computer, (2) this computcr network, (3) all computers connected
to this network, and (4) all devices and storage media attached to this
network or to a computer on this network.

This information system is provided for U.S. Government-authorized use
only. Unauthorized or improper use of this system may result in
disciplinary action, as well as civil and criminal penalties.

By using this information, you understand and consent to the following:

. You have no reasonable expectation of privacy regarding any
communications or data transiting or stored on this information
system. At any time, and for any lawful government purpose, the
government may monitor, intercept, and search and seize any
communication or data transiting or stored on this information
system.

. Any communications or data transiting or stored on this
information system may be disclosed or used for any lawful
government purpose.’’

Regardless of when the banner was changed to address, among other things, personal storage
devices that were attached to agency computers, it did not discuss the intrusive search procedures
to which those personal storage devices attached to the FDA network would be subject.

In the course of the FDA monitoring investigation, CNIIT investigator Chris Newsom
used Encase, a forensic imaging tool used to recover specific documents, including deleted files,
artifacts, and information from unallocated space, to retrieve data from the personal storage
device of one of the five employees being monitored.'*® Therefore, the employees being
monitored were not only subject to real-time monitoring of activity on FDA computers, but also
to an additional layer of intrusion involving personal storage devices. Encase was used to
reconstruct and copy personal files that FDA employcces had deleted from their personal storage
device before plugging that device into an FDA computer. That level of surveillance is not
reasonably contemplated by the phrase in the FDA’s disclaimer, which merely asserts that a
“government information system” includes “all devices and storage media attached to this
network.”

157 [d,
1% Newsom Tr. at 27, 63.
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X. The Office of Inspector General Declines to Investigate

When Dr. Shuren learned about the extent of the confidential disclosures of Dr. Smith
and other employees, he wrote to the FDA Office of Internal Affairs (IA), which in turn referred
the matter to the Office of Inspector General.'*”® Les Weinstein, the Ombudsman for the CDRH,
contacted the OIG to request an investigation into Dr. Smith’s disclosure of confidential
information to the press.mo Dr. Shuren was copied on the e-mail request to the 0I1G.""! On May
14, 2010, IA wrote to the OIG in response to the allegations contained in GE Healthcare’s April
16, 2010, letter.!®? In its response, 1A asked the OIG to investigate any disclosure of confidential
information by CDRH employees.'®

In response, the OIG wrote to JA on May 18, 2010, stating the wrongful disclosure
allegations “lack any evidence of criminal conduct on the part of any HHS employee.”'™ The
OIG added that federal law permits disclosures to the media and Congress when related to
matters of public safety, so long as the information is not protected by national security interests
or any other specific prohibitions.165 Later, the OIG clarified the statement to mean that the OIG
did not have the authority to determine the legality of such disclosures. 1% Instead, the OIG could
refer matters to the Department of Justice if there were “reasonable grounds to believe” there
was a criminal law violation.'®” The OIG clarified that the final determination on whether there
is potential criminality was the Justice Department’s responsibility.168

On June 28, 2010, Dr. Shuren again wrote to the OIG with a new request for an
investigation.“59 He explained that the FDA had acquired new information regarding the
disclosures based on an internal investigation,m He reiterated that the disclosures, which were

prohibited by law, had continued for quite some time.!” His letter explained that FDA officials

159 Shuren Tr. at 14.
1% Weinstein E-mail, supra note 16.
161 Id‘
16271 etter from Mark S. McCormack, Special Agent in Charge, Office of Internal Affairs, FDA, to Scott A
Vantrease, Office of Inspector Gen., HHS (May 14, 2010},
163
Id.
164 yantrease Letter, supra note 17.
165
166 | etter from Elton Malone, Office of the Inspector Gen., HHS, to Mark McCormack, Office of Internal Affairs,
FDA (Jul. 26, 2012).
167 1

168 ]d:
169 Shuren Letter, June 28, 2010, supra note 19.
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conducted their own investigation becausc they believed an employee had leaked confidential
proprictary information.'™ Dr. Shuren noted that IA authorized OIM to conduct real-time
monitoring of Dr. Smith’s computer.'” He enclosed excerpts of the investigative findings and
asked the OIG to review the communications to determine whether employees engaged in
unlawful conduct.'™

On November 3, 2010, the Justice Department wrote to the HHS OIG.'” The Justice
Department explained that the Criminal Division would decline prosecution.'” The OIG
concurred with the Justice Department’s decision not to prosecute because “the referral lack[ed]
any cvidence of criminal conduct on the part of any HHS employee."I77

On February 23, 2011, Dr. Shuren wrote for the third time to the OIG to request an
investigation into two FDA employees’ nonconsensual recording of phone calis and meetings
regarding FDA business.'’® He added that the nonconsensual recordings were potential
violations of state and/or federal wiretapping laws, which, in some instances, require consent of
the parties to the communication.'” Dr. Shuren noted that violations of wiretag&aing laws are
felonies, which may subject the person in question to fines and imprisonment.'* He further
explained that there was no FDA policy that permitted the unauthorized recording of phone calls
and employce meetings, or the usc of FDA equipment for surveillance.”! Additionally, he
expressed concerns over the storage of the recordings, noting the agency’s requirements for
secured storage and destruction of sensitive information. ™~

In March 2011, Ruth McKee also wrote to the OIG in reference to the alleged recordings.
The OIG responded to Ruth McKee on June 10, 2011, and declined to investigate the matter.'®
Rather, the OIG deferred to the FDA for any necessary administrative action. ™ Still, the
monitoring continued according to Dr. Shuren:'s

Q. I'm trying to understand the distinction between continuing to
pursue the investigative track, by which [ mean monitoring, and
then the administrative track, which sounds like it started shortly
after you got that letter. But simultaneously the surveillance
continued. Is that correct?

2
g
i74 ]d
' DOJ Letter, supra note 21.
1 14,
17 Vantrease Letter, supra note 17; E-mail from Kenneth Marty, Special Investigations Branch, Office of Inspector
Gen., Dep't of Health & Human Servs.. to Ruth McKee. Exec. Officer, Ctr. for Devices & Radiological Health,
FDA (June 10, 2011, 1:37 p.m.) [hereinafter Inspector Gen. E-Mail).
' Shuren Letter, Feb. 23, 2011, supra note 16.
" 1d. at 2.
80 1
LI
"2 1d. at 1-2.
:: Inspector Gen. E-mail, supra note 177.
ld.
%5 Shuren Tr. at 41.
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A, Yes.!%

When asked about the multiple requests for an OIG investigation into the disclosures,
McKee expressed disappointment at the OIG’s decision not to investigate. She stated:

Q. Okay. At a number of points along the way facts, evidence was
referred to the Inspector General's Office. There were a series of
letters asking the IG to take up this matter. Were you surprised or
disappointed or did you have any reaction when the Inspector
General's Office declined?

A, Yes.
Can you describe for us what that reaction was?
Surprised and disappointed.

LI

Q. Why then were a series of additional efforts made to refer this to
the IG after it had been declined more than once?

A. The additional referrals were for different topics.

Q. Okay. So there was a hope that while the IG had set aside the
communicating proprietary information outside the agency piece
of the puzzle, that maybe they would take up the patent issue or the
one party recording issues?

A. Yes.

And they declined at each step of the way?

Yes, they did."”’

XI. Monitoring Was Not the Solution

186 Id.
87 McKee Tr. at 90-91 (emphasis added).
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The whole point of initiating the monitoring of the five FDA employees was to confirm
the suspicions of FDA management that these employees were, in fact, leaking information to
the press. At the direction of FDA officials, the monitoring program collected approximately
80,000 documents.'® Interviews with key FDA officials made it clear that the program did not
accomplish what it was set up to achieve. For example, Dr. Shuren stated:

Q. Okay. So you never actually found proof that Robert Smith was
disclosing [information] it to the press?

A. Confidential information?

Q. Yes.

Not to my recollection. '™

In fact, in an effort to be thorough, FDA officials even reviewed Dr. Robert Smith’s FDA-issued
computer once he left the agency following the expiration of his contract but found no evidence
of disclosures of confidential information to the media. '*

FDA management went to unprecedented lengths in order to determine who was leaking
confidential information to the press. Yet, they failed to find proof of leaks to the press. In fact,
the only information FDA officials uncovered on one of the five FDA scientists monitored, Paul
Hardy, was information disclosed to Congress — a protected form of communication.'!

XIl. Managing By Investigation

Over the course of the investigation, it beeame evident that FDA officials chose not to
address Dr. Robert Smith’s job performance through administrative procedures available to
them. Instead, FDA officials used the HHS OIG and computer monitoring tactics to investigate
him. Dr. Robert Smith, the first scientist FDA officials monitored, was a thom in the agency’s
side. According to Dr. Shuren, Dr. Smith created a “toxic” environment. Dr. Shuren stated:

The work environment was toxic and had bled over to other parts of the
center as well. And that was a — radiological devices was a hornet’s nest.

"% Newsom Tr. at 132.
"% Shuren Tr. at 93.

% Newsom Tr. at 32.
¥ McKee Tr. at 17-18.
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It was essentially two camps. It was the people who were — Robert and his
supporters, and there {were] other people or people who just wanted to
stay out of the way.

People felt intimidated to speak up. There were people who I spoke to
regarding what was going on in the office and some of them, I asked if
they would speak to other investigators and OIG and others. And they
declined to do so. They didn’t even want to talk about it.

We had reviews being held up. They were just not going anywhere. And
there wasn’t an issue about science. Some of these were tactics of a
meeting was being scheduled, and they’d say, we’re not meeting — an
internal meeting — until you give us an agenda. Then we want to see all e-
mails between managers and the company before we actually agree to
come in for an internal meeting. I mean, there was one thing — there was
one thing after the other.

Early on, one of the things Robert I think even put this in writing, his
position was if a manager didn’t have adequate experience or expertise,
his perspective, and they disagreed with another scientist, that is
retaliation. By its nature. [ mean, those were the kind of things we were
dealing with.

And it was — it was constant. It was one thing after another.'”

When asked whether FDA officials attempted to resolve this “toxic” environment
through administrative measures rather than investigative channels, Dr. Shuren responded that
senior management had rejected earlier attempts to discontinue Dr. Smith’s contract. He stated:

A. I mean, he had managers in different offices at different times talk
to him about his bad conduct. He received a number of cautions as
well.

These are the specific questions I want to ask about.

... But we also had the management team, you have to remember.
So for these managers who also want to do something, they had the
Assistant Commissioner for management, they had the lawyers, the
HHS lawyers from General Law Division, these are the
employment lawyers, and you have labor and employee relations,
and that is what that mechanism was, the managers actually were
going to them about what do we do in the circumstances, and they
were hearing back from those people, this is what you should be
doing. It wasn’t about ignoring Robert Smith at all, but they were

"2 Shuren Tr. at 43.
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getting their advice on what to do, they were talking with Robert,
there was memo of cautions.

* %k k

Q. So my understanding is a letter of caution is not an adverse
personnel action as a technical matter.

A.  Right.

EE

Q. So this group, this management group that you described, you
participated in the discussions with them and with Robert Smith’s
managers about various steps to take?

A. No, I for the most part was not part of the managers team. I got
pulled into some things a little bit more than I normally would
simply because of the circumstances. So even on the managers
for Robert not wanting to renew his contract, they came to me
because they were concerned about would the Office of
Commissioner not let them, if you will, not renew his contract,
essentially saying you have to renew it. Two years before the
managers did not want to renew Robert’s contract, and the Office
of Commissioner stepped in and told them you will have to renew
it, and they were worried, even though it is different people,
they were worried about the same thing. So I told them, I will
support you, and I went to the Commissioner’s office about
will they support not renewing the contract, and even that
decision on not renewing the contract and the memo regarding
it went all the way up to the Acting General Counsel at HHS
for review.'”

So, according to Dr. Shuren, managers initially renewed Dr. Smith’s contract even
though there were significant concerns about his performance. Then, despite continued problem:
and a letter from the OIG deferring to the FDA to take administrative action, senior FDA
officials chose to address Dr. Robert Smith’s alleged shortcomings through repeated referrals to
the OIG for criminal investigation, rather than through direct management action.

%9 14 at 82 (emphasis added).
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XIIL. Post-Monitoring Changes

In response to the intrusive nature of FDA’s computer monitoring, the federal
government took the unprecedented step of acknowledging that excessive monitoring could
violate the law. On June 20, 2012, the Office of Management and Budget (OMB) sent a
memorandum urging all Executive Branch departments and agencies to review their employee
monitoring policies. '>* The memorandum is the first acknowledgment by the federal
government that there are limitations on surveillance of government employees’ computers.

In particular, the memorandum recognizes that the government may not conduct
unlimited computer surveillance, even when an employee is on duty and operating a
govemment-owned computer.'95 Further, the memorandum also purports to safeguard protected
communications made using private e-mail accounts.'*® Specifically, OMB instructed agencies
to “take appropriate steps to ensure that those policies and practices do not interfere with or chill
employees’ use of appropriate channels to disclose wrongdoing.”'*’ OMB enclosed a
memorandum from OSC highlighting that federal law protects whistleblowers’ rights.'*®

According to OSC, while lawful agency monitoring of employee electronic
communications may serve a legitimate purpose, agencies should ensure these policies and
practices do not interfere with or deter employees from using appropriate channels to disclose
wrongdoing.199

19 Memorandum from Steven VanRoekel, OMB Fed. Chief Information Officer, & Boris Bershteyn, OMB General
Counsel, Office of Special Counsel Memorandum on Agency Monitoring Policies and Confidential Whistleblower
Disclosures (June 20, 2012),

%5 See id.

1% See id.

1% | erner Memo, supra note 24.
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OSC addressed the issue of electronic monitoring and protected communications with
0SC and 01Gs.”* The memorandum failed, however, to acknowledge whistleblowers’ rights to
communicate with Congress.”®' OSC issued a press release on February 15, 2012,
acknowledging that monitoring employee e-mails should not dissuade employees from making
disclosures to Congress.202 Unlike the OSC memorandum, however, the press release was not
circulated government-wide and did not receive as much attention. As a result, agencies have
not received official notice from OMB or OSC that computer monitoring guidelines should
ensure that protected communications include communications with Congress. If the Executive
Branch has a legitimate reason for excluding communications with Congress from those that
should be protected, it has not explained what that reason might be.

On September 24, 2012—shortly after OSC released its memorandum—FDA
Commissioner Margaret Hamburg directed Elizabeth Dickinson, the FDA Chief Counsel, to aler
the agency that future installation of Spector 360 software would require “written approval by
the FDA Chief Counsel or her delegee.” 25 Commissioner Hamburg also directed the CIO and
Chief Counsel to “promptly” develop written standards and procedures for monitoring employee
personal work computers.”™

Despite the urgency expressed by the Commissioner, FDA did not release any additional
guidelines until over a year later. On September 26, 2013, Chief Operating Officer (COO) and
Acting Chief Information Officer (C10) Walter Harris released interim guidelines outlining new
procedures for employee monitoring.’® The interim guidelines have not yet been fully
implemented, and are subject to change as the FDA continues to develop policies that are
consistent with HHS monitoring policies. The FDA Commissioner’s September 2012
memorandum, therefore, still acts as the guiding document. The interim guidelines included the
following:

® Basis for computer monitoring

e Express written authorization

e Establishment of a review committee

¢ Limitations on time, scope, and invasiveness

e Periodic review by the COO

» Legal review of monitoring requests by FDA Office of the Chicf Counsel®®

LU

2.8, Office of Special Counsel, Press Release, Office of Special Counsel Opens Investigation into FDA's
Surveillance of Employees’ E-maif {Feb. 15, 2012).

%} Memorandum from Elizabeth Dickinson, FDA Chief Counsel, Requirements for Deploying Spector Software
(Aug. 1,2012).

“ Memorandum from Margaret A. Hamburg, FDA Commissioner to Walter A. Harris, FDA Chief Operating
Officer, Eric Perakslis, Chief Information Officer, & Elizabeth H. Dickinson, FDA Chief Counsel, Monitoring of
FDA Personnel Work Computers (Sept. 24, 2012).

*% FDA Information Resources Management ~ Information Technology Security, Monitoring of Use of HHS/FDA
IT Resources (Sept. 26, 2013).

206y
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Although FDA'’s interim policies propose to establish procedures for regulating employee
monitoring, the policies do not provide protections against whistleblower retaliation. Even with
national media attention, recommendations from outside agencies, and internal agency
directives, FDA has yet to implement permanent policies and procedures. Additionally, as of the
date of this report, multiple inquiries are still pending, including two OIG reviews requested by
the Secretary of HHS.

XIV. Conclusion

The FDA’s secret monitoring of CDRH employees is a prime example of a flawed
oversight process for employee computer surveillance. A federal agency may monitor
employees’ computers for a lawful purpose. Retaliatory motives and excessively intrusive
monitoring schemes that capture legally protected communications, however, are inappropriate.

The lack of appropriate limitations and safeguards in conducting employee surveillance
has long been a concern of the Committee on Oversight and Government Reform. In 2012, the
Committee learned of a similarly flawed employee surveillance program at the Federal Maritime
Commission (FMC). Like the FDA, the FMC used Spector 360 to conduct covert surveillance of
a select group of employees. The FMC allegedly targeted for surveillance employees who
expressed opinions which contradicted the Chairman’s views. Furthermore, the FMC OIG
requested that agency management stop using the monitoring software, citing concerns it
violated federal privacy regulations. Despite this admonition, agency management continued
using Spector 360 against the advice of the Inspector General. The Committee found that these
tactics, along with adverse personnel decisions, contributed to a climate of fear and intimidation
among agency managers and staff.2"’

The Committees’ investigation of the FDA's surveillance of whistleblowers raises
broader questions about the policies and practices for electronic surveillance at other Executive
Branch departments and agencies. In this instance, scientists and doctors raised concerns about
the effectiveness of the FDA’s process for approving medical devices. Once they learned that
scientists and doctors had communicated with Congressional offices and the Office of the
Special Counsel, FDA officials did not have a legitimate purpose to institute an intrusive
monitoring scheme that would capture those communications, among others. The FDA officials
who conducted employee monitoring appeared to be engaged in a form of retaliation, as well as
an attempt to interfere with protected whistleblower communications. These actions may have
serious ramifications, as they threaten to chill legally protected disclosures to Congress and the
Office of Special Counsel. While the FDA has adopted interim policies to regulate surveillance
of employees’ computers, there are still no permanent guidelines in place. Additionally, the
temporary regulations do not provide safeguards to protect whistleblowers from retaliation.

27 | otter from Hon. Darrell E. Issa, Chairman, H. Comm. on Oversight & Gov't Reform, to Richard A. Lidinsky,
Jr., Chairman, Fed. Maritime Comm’n (May 9, 2012).
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From the start, when the FDA learned of the potential disclosures to entities outside of
the FDA, officials who ordered the monitoring demonstrated an egregious lack of oversight and
judgment. There were no guidelines in place, and no one considered the consequences of an
invasive monitoring scheme. An agency may not monitor whistleblowers to retaliatc against
those whose actions were lawful. Here, the scientists and doctors who raised concerns about the
FDA’s approval process in good faith were within their lawful right to do so.

Testimony from numerous FDA officials established that when officials ordered the
surveillance, they failed to consider the legality and propriety of the monitoring. Instead,
officials not only approved the monitoring, but also expanded both the number of CDRH
employees monitorcd and the scope of the monitoring. Witnesses also testified that the officials
who ordered the monitoring were not adequately aware of the intrusiveness of the computer
monitoring software. When FDA officials later contacted OIG to request an investigation into
the whistleblowers’ release of unauthorized information, OIG declined to investigate because the
allegations were unsubstantiated. Despite OlG’s response, monitoring of employees continued.

The Committee on Oversight and Government Reform of the U.S. House of
Representatives has jurisdiction over the federal civil service, government management, and the
management of government operations and activities, as set forth in House Rule X. In addition
to its role in conducting oversight and consideration of nominations, the Senate Judiciary
Commmittee also considers other matters, including government information, as set forth in the
Standing Rules of the Senate. The Oversight and Government Reform Committee and the
Senate Judiciary Committee have a responsibility to cnsure federal agencies are using taxpayer
dollars appropriately and upholding whistleblower protection laws.

Exeeutive Branch departments and agencies must take a cautious approach to employee
monitoring. An intrusive monitoring scheme may run afoul of federal law. In addition, such a
scheme could have a chilling effect, making employees reluctant to report waste, fraud, abusc,
and mismanagement for fear of retaliation. The Committees will continuc to assess whether the
FDA is taking adequate steps to prevent such practices from recurring, and will endeavor to
determine whether other Executive Branch departments and agencies are taking appropriate steps
to engage only in limited employee monitoring when absolutely necessary, subject to thorough
vetting and approval.
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| NATIONAL
| WHISTLEBLOWERS
| CENTER

3238 P STREET, Now. WASHINGTON. DC 20007 | | | WY W.WHISTLEBLOWERS.ORG

URGENT MATTER - REQUEST FOR INVESTIGATION
September 17, 2012

Senator Chuck Grassley
Ranking Member

Senate Judiciary Committee

135 Hart Senate Office Building
Washington, D.C. 20510

Congressman Darrell Issa

Chairman

House Committee on Oversight and Government Reform
2347 Rayburn House Office Building

Washington, D.C. 20515

Ms. Carolyn Lerner

U.S. Special Counsel
Office of Special Counsel
730 M Street, N.-W., Suite
Washington, D.C. 20036

Dear Senator Grassley, Chairman Issa and Special Counsel Lerner:

The National Whistleblowers Center (“Center”) hereby requests a formal investigation
into U.S. Food & Drug Administration (“FDA” or “Agency”) violations of the Privacy Act of
1974 (“Privacy Act” or “Act”). See generally 5 U.S.C. § 552a(b), (c) and (e). The Center also
requests a review of all federal agencies’ compliance with the Act in their implementation of
internet security programs and the surveillance of federal employees and private citizens.!

These Privacy Act violations relate to the ongoing investigations into the FDA’s targeted
surveillance of whistleblowers.”> Among other violations, the FDA collected and maintained
approximately 80,000 pages of records related to employee communications with Congress, the

! The Center requests these investigations pursuant to the Office of Special Counsel’s (“OSC”) jurisdiction to
investigate “gross mismanagement” and violations of law, 5 U.S.C. § 1211, et seq., and Congress’ authority to
oversee the actions of the executive branch.

? For purposes of clarity, the term “FDA” as used in this letter incorporates the FDA, the Department of Health and
Human Services (“HHS”), Quality Associates, and other persons, agencies, or contractors involved in the
surveillance program. M s or attorneys within HHS likely approved FDA’s actions, and various departments
within HHS likely participated in or provided support services for the surveillance program. These HHS components
must also be fully investigated.

CONFIDENTIAL DISCLOSURE - PRIVACY ACT PROTECTED
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Office of Special Counsel (“OSC”), the Office of Inspector General (“OIG”) and other
constitutionally protected communications.” The FDA subsequently released these records to the
public by posting them on the internet through its contractor, Quality Associates, Inc. (“Quality
Associates’).

BACKGROUND

The FDA has a system of records related to the FDA’s targetcd surveillance of internal
whistleblowers and their associates (“Surveillance Cache™).* The Surveillance Cache consists of
approximately 80,000 pages of scrcen shots of the targets computers, intercepted e-mails, e-mail
attachments, records taken from privately owned portable hard drives (“thumb drives”), drafts of
legal filings with the OSC and OIG, and communications with Congress. Along with the
intercepted information, the Surveillance Cache contains internal FDA memoranda regarding the
surveillance, and a full index of the intercepts, contained in sixty-seven “logs” (“Log”). Each
Log outlines the specific rccords collected, stored, maintained and disclosed by the FDA, along
with the corresponding Bates stamp number.’

The FDA collected the Surveillance Cache through spyware programs, including the
“Spector” program. Spector permitted the FDA to “capture every single keystroke” the
whistleblowers typed on their computers, including passwords. See SpectorSoft Brochure,
Exh. 1. Spector also permitted the FDA to “read every email sent and received” by the
whistleblowers and conduct continuous “Screen Snapshot Surveillance” of “EVERYTHING™ the
employees did online. /d. (emphasis in original).(’

The records in the Surveillance Cache were culled from likely millions of pages of
records obtained through the FDA’s surveillance of its whistleblowers. According to a letter sent
to Senator Grassley from the FDA, the surveillance program targeted five whistleblowers’
computers for 11 to 78 weeks:

Robert C. Smith, April 22, 2012 - July 7, 2010 (11 weeks);
Paul T. Hardy, May 24, 2010 - May 5, 2011 (35 weeks);
Ewa M. Czerska, June 30, 2010 - December 6, 2010 (23 weeks)

_ June 30, 2010 - November 5, 2010 (18 wecks)

* The FDA has repeatedly cited to the Federal Information Security Management Act of 2002 (“FISMA™) as the
authority for its surveillance program. See CDRH 8-24-12 001285. Nothing in FISMA repealed any provision of
the Privacy Act or authorizes agencies to violate the Privacy Act in the administration of FISMA. FISMA mandates
that federal agencies continue to adhere to the Privacy Act and prohibits agencies from using FISMA as a means to
interfere or spy on communications with Congress. See 44 U.S.C. § 3549 (“Nothing in this [FISMA] subchapter . . .
may be construed as affecting the authority of . . . any agency, with respect to the . . . protection of personal privacy
under section 552a oftitle 5. . . or the disclosure of information to the Congress .. ..”

* The Center discovered and located the Logs and Surveillance Cache through a Google search.

* Copies of the Logs and the underlying documentation will be provided upon request. However, based on the prior
availability of these materials on the World Wide Web, we understand that these documents are currently readily
available.

® The FDA confirmed that it activated these features in a letter to Senator Grassley dated July 13, 2012,
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R. Lakshmi Visnvajjala, June 30, 2010 - December 31, 2011 (78 weeks)

See Letter, FDA to Grassley, Exh. 2 (July 13, 2012).The letter also indicates that the FDA took a
screenshot of the targets’ computers every five seconds. In addition, the FDA copied the entire
contents of the whistleblowers’ hard drives and all connected storage devices—including
encrypted thumb drives. The FDA also activated software that records keystrokes and passwords.
Id.

The full extent of the FDA’s systems of records is as of yet unknown. Given the extent of
the FDA’s surveillance activities, though, it is clear that the 80,000 pages in the Surveillance
Cache is a targeted, refined and filtered collection of millions of pages of records of raw
surveillance data.

The FDA distributed its Surveillance Cache to various persons, including, but not limited
to, its contractor, Quality Associates, Inc. (“Quality Associates”). On or about May 2012,
Quality Associates, acting on behalf of the FDA, published the Surveillance Cache on the public
internet.” A review of the Surveillance Cache demonstrates that FDA officials committed
numerous violations of the Privacy Act through its collection, maintenance, and release of these
records.

7 Under the Privacy Act, actions taken by FDA contractors are treated as actions undertaken by agency “employees.”
5U.S.C. § 522a(m).
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SPECIFIC VIOLATIONS OF LAW

Below is an outlinc of some of the violations of law documented by the Surveillance
Cache, which is in the public record. A full document-by-document review of the Surveillance
Cache in light of thc requirements of thc Privacy Act would result in the documentation of
potentially thousands of Privacy Act violations. The full scope of the FDA’s surveillance
activities is unknown as of yet. Once uncovered though, the Center expects to discover additional
Privacy Act violations.

1. Violations of the Privacy Act of 1974, § 552a(b)
The FDA and its officials violated § 552(b) of the Privacy Act of 1974, which states:

No agency shall disclose any record which is contained in a system
of records by any means of communication to any person, or to
another agency, except pursuant to a written request by, or with the
prior written consent of, the individual to whom the rccord
pertains, unless disclosure of the record [falls within a number of
narrow exceptions].

The FDA disclosed rccords contained in the Surveillance Cache to agency and non-
agency employees who had no necd to review the records. For example, the FDA “disclosed” the
Surveiilance Cache by publishing and making it publicly availablc on the internet.

Moreover, the Surveillance Cache contained private information concerning
whistleblowers and other individuals and agency employees for which there was no justification
for collection, maintenance or disclosure. For example, thc Surveillance Cache includes
attorncy-client communications, communications with Congress and the Inspector General, draft
Equal Employment Opportunity Commission (“EEO”) complaints and numerous highly
confidential draft Office of Special Counsel (“OSC”) complaints and supporting doeuments.
There was no lcgal justification for FDA to collect thesc records, and once collected, there was
no legal justification for the disclosure of these records.

We hereby request that each record collected by the FDA, including all of the records
published on-line by Quality Associates, be carefully reviewed for actual or potential violations
of section 552a(b) of the Privacy Act.

11 Violations of the Privacy Act of 1974, § 552a(c)(1)
The FDA and its officials violated § 552a(c)(1) of the Privacy Act of 1974, which states:

Each agency, with respect to each system of records under its
control, shall . . . keep an accurate accounting of--

(A) the date, nature, and purpose of each disclosure of a
record to any person or to another agency made under

CONFIDENTIAL DISCLOSURE — PRIVACY ACT PROTECTED 4
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subsection (b) of this section; and

(B) the name and address of the person or agency to whom
the disclosure is made.

This record-keeping mandate was not followed for the Surveillance Cache. The
Surveillance Cache was published in a manner that permitted any person with an internet
connection to access these materials at-will with no accounting. Based on the documents
produced, and the description of how the FDA processed these documents, it is apparent that the
violations of the record keeping requirements of the Privacy Act were not limited to the actions
of FDA’s contractor. The FDA managers involved in the surveillance program appear to have
failed to keep an accounting of their disclosures of records as required under section 552a(c)(1).

The FDA should be required to produce a full accounting of every document collected
during its surveillance program and fully document each and every disclosure of these
documents, as required under this provision of law. Additionally, as part of the investigation,
Quality Associates should be required to document each and every person who accessed the
Surveillance Cache on-line in accordance with the requirements of § 552a(c)(1).

The accounting provisions of the Privacy Act are critical for the enforcement of the Act.
Without accurate accounting it is impossible to determine whether § 552a(b) was violated, and
impossible to determine the nature and scope of harm which may have been caused by the
collection, maintenance or distribution of records in violation of the Act. Furthermore, many of
the provisions of the Privacy Act can only be followed if an accounting of who accessed the
records is accurately maintained.

II.  Violation of the Privacy Act of 1974, § 552a(e)(1)

As set forth in this letter, it cannot be reasonably contested that the FDA and its managers
violated § 552a(e)(1) of the Privacy Act of 1974, which states:

Each agency that maintains a system of records shall ... (1)
maintain in its records only such information about an individual
as is relevant and necessary to accomplish a purpose of the agency
required to be accomplished by statute or by Executive order of the
President.

This provision is extremely broad. The Act defines “maintain” to include not only the
maintenance of an agency record, but also the collection of the record: “[T]he term ‘maintain’
includes maintain, collect, use or disseminate,” 5 U.S.C. § 552a(a)(3).

By maintaining documents related to numerous individuals® communications with OSC,
the Office of Inspector General (“OIG”), EEO, and Congress, among others, the FDA
maintained thousands of records that were, as a matter of law, not “relevant and necessary” for
the FDA to “accomplish a purpose” for which that agency is permitted to engage in. Many other
records collected and maintained by the FDA, such as attorney-client communications, cannot,
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under any circumstances, meet this standard.

Each record that was collected as part of the whistleblower surveillance program, for
which the FDA decided to “maintain,” should be reviewed and a determination made as to how
that specific record was both “relevant” and “necessary” for the FDA to “accomplish” its
“purpose.” Each and every record “maintained” by the FDA as part of its surveillance program
must meet the criteria set forth under § 552a(e)(1). The following document groups are provided
as examples of some of the thousands of documents maintained by FDA which fall outside of the
records for which FDA could lawfully maintain pursuant to § 552a(e)(1). In this regard, the
FDA should provide written justification, under oath, as to the legality of maintaining each and

cvery one of the following records and/or record groupings:

Confidential disclosures prepared for the Office of Special Counsel. Surveillance
Cache, Bate Stamped Nos. 52368-56755.

Confidential communications with staff members of Congress. Swurveillance
Cache, Bate Stamped Nos. 1135-38, 1150, 1180-82, 1186, 1210-14, 1304-14,
1342-46, 1406-08, 1790-98, 1810, 1838-51, 72471-73, 72405-06, 72514-17,
72,522-23.

Private communications with EEO Office or Confidential EEQ documents.
Surveillance Cache, Bate Stamped Nos. 1282, 1370, 1628-48, 1658-60, 1694-96.

Communications with the Office of Inspector General. Surveillance Cache, Bate
Stamped Nos. 65359, 65367-72, 65359, 65367-65372, 65376-412, 65415, 65419-
65422,

Confidential Draft Letter to Attorney General of the United States setting forth
Alleged violations of law. Surveillance Cache, Bate Stamped Nos. 52173-77.

Confidential attorney-client communications related to the terms and scope of
representation provided to FDA employees who sought legal representation to file
OSC complaints. See e.g. Surveillance Cache, Bate Stamped Nos. 509-513
(private attorney-client privileged emails with private attomeys regarding OSC
filing).

Confidential attorney-client communications related to contacts with Congress
and tactic/actions being undertaken in settlement negotiations. See e.g.,
Surveillance Cache, Bate Stamped Nos. 1216-24, 1334,

Private communications between whistleblowers in which they discuss the
contents of a disclosure to upper-levels of management or whether to raise

certain issues to managers. Surveillance Cache, Bate Stamped Nos. 1318-24,
1382-92,

Communications regarding the attempt by one of the whistleblowers {Julian
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Nicholas] to obtain government employment. Surveillance Cache, Bate Stamped
Nos. 803, 813-14, 845-46, 991. These intercepted emails, that were maintained
and disclosed by FDA were collected as part of a specific search request to learn
about Dr. Nicholas’ attempts to obtain employment. See Bate Stamped No. 1016
in which FDA employees conducting the surveillance were instructed to “View
All instances” of “correspondence indicating that Julian Nicholas has reapplied to
CDRH and is being considered for a position.”

IV.  