UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

Protected Tactical Enterprise Service (PTES)

Government Statement of Work (GSOW)
Attachment 1

for

FAB8808-17-R-0006
19 March 2018

Att. 1-1 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

TABLE OF CONTENTS
SCOPE ..t h b E R R R R £ e b bR bRt Rt R e R e et e b et e bbb e bt reene s 8
F N o] o] FTor= Vo] Lo B Lo Tt 1= ] S 9
1 CLIN 0001: Protected Tactical Enterprise Service (PTES) — PTES System/Segment Design ....10
11 System Level SEIT/PM and Support EQUIPMENT .......oooiiiiiieiiie e 10
111 SYSIEMS ENGINEEIING ... .ctieitieiieitieite ettt sttt ettt be et eese et e e be e st e sbeebesseesbeeneeareenae e 10
112 Assembly, INtegration AN TESE ........coui i 37
113 Program ManagemMEeNT.........ooueiiiiie it rns 42
1.14 Support Equipment and Product SUpport PIanning .........cccccceeiveeiieene e e 46
1.2 SPACE VENICIE — IN/A ...ttt e st et e et e st e e aeeneenreenaeaneenneens 52
1.3 PTES Ground Operations and Processing Center (GOPC) ........cccevveiieiiienesie e e, 52
131 SEIT/PM and SUPPOrt EQUIPIMENT .........coiiiiiiieiieie et st nne e 52
1.3.2 PTES Mission Management SYStem (MMS)........covoiiiiiiiiiiiie e 54
1.3.3 PTES Key Management System (KMS) and Key Loading and Initialization Facility (KLIF)
................................................................................................................................................. 58
1.4 Ground Terminal (GT)/SATCOM Gateway/PTES ECU (KMS and Joint Hub)/PTES Joint
HUB .ottt bbbttt bbb bbbt b b bbbttt 62
1.4.1 SEIT/PM and SUpPOrt EQUIPIMENT .........cciiiieiieieeie et sis et te e snaesas e sraeaesneenneens 62
1.4.2 ANTENNG = INJA bbbttt bbbttt b et n e 67
143 Optical Communication ASSEMBDIY — N/A .....oiii e e 67
144 RF EIECIIONICS — N/A ...ttt ettt ettt beeneesbe et enes 67
145 TIMING = NJA et b et bt et e st e b e e bt e st e s be e sbeeneesbeenbeaneenreas 67
1.4.6 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Baseband-Network......... 67
147 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Hardware........................ 67
1.4.8 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Software.......................... 67
1.4.9 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Pre-Operations
MaAINTENANCE — N/A ...ttt bbbttt e e s 67
1.4.10 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Pre-Operations Mission
YU o] 010 ] o ST TP URTOPRURTUPROT 68
1.5 External Network (T-COMM) .......oiiiiii et 68
151 SEIT/PM and SUPPOrt EQUIPIMENT .........coiiiiiiieiieie ettt st sne e 68
152 Leased Circuits/Data CONNECLIVILY ........ccveiieiiiieiieie ettt 68
153 PUICNASEA CHICUITS ...ttt bbbttt bbbttt ne s 68
1.6 USEr EQUIPMENT — NJA ... ettt ettt et et e s te e te e s e s te e aeeneenneeeeenes 68
1.7 FACTIITIES ...t bbbttt bbbttt 68
1.7.1 SEIT/PM & Support EQUIPMENt — TBD .......ooiiiice e 69
1.7.2 Site Preparation — TBD ......coouiiiiiiie ettt ae e 69
1.7.3 LaNASCAPE — NJA .ottt b ettt sttt b e bt nre e enes 69
1.74 BUIIAINGS = NJA ettt ettt et be bt sbe et enes 69

Att. 1-2 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006

1.7.5
1.7.6
1.8
1.9
1.10
1.11
1.12
1

1.1

111
1.1.2
1.13
1.14
1.15
1.2

1.3

13.1
1.3.2
1.3.3

14

141
1.4.2
1.4.3
144
1.4.5
1.4.6

1.4.7
1.4.8
1.4.9

1.4.10

1.5

151
1.5.2

Attachment 1. Statement of Work

Equipment and Building Fit QUL — N/A ..o s 69
Facility Pre-Ops Maintenance — N/A ... ..o e 69
VeEhicles and SNETErs — N/A ... 69
INSUFANCE — INJA L. ettt b bbbt e ettt b e bt b et e et e et 69
TASK OFAEIS — INJA ..ttt ettt b ettt b e st e e e 69
Orbital Transfer Vehicle (OTV) = N/A ..ot 69
LaUNCH VENICIE = NJA ..ttt ettt be et sbe et enes 69

CLIN 0002 (Option): Protected Tactical Enterprise Service (PTES) — PTES System and

Segment Initial Operational Capability (I0C) DeVelopment ..........cccovveiiniiiieniiie e 70
System Level SEIT/PM and Support EQUIPMENT .......oooiiiiiieiiie e 70
SYSIEMS ENQINEEIING ... eitiiiteeieiteeite e s ee et e e e te e e e e te e estaesteaseesreesteessesseesaeeneesreeneeaseenseens 70
Assembly, INtegration and TESE ........cceiiieiieie e sre e nreas 72
Program ManagemMEeNT.........oouei i rns 75
Support Equipment and Product SUpport PIanning .........c.cccccveivieiiene s seese e 76
Pre-Operational SUPPOIT ......ccuvie ettt e e reeneesneenneens 79
SPACE VENICIE — IN/A ...ttt bttt bt e et neenne e 81
PTES Ground Operations and Processing Center (GOPC) ........ccoevivienieninie e, 81
SEIT/PM and SUpPOrt EQUIPIMENT .........coiiiiiiieiiee ettt 81
PTES Mission Management SYStem (MMS)........coouoiiiiiiiiiiie e 83
PTES Key Management System (KMS) and Key Loading and Initialization Facility (KLIF)
................................................................................................................................................. 84
Ground Terminal (GT)/SATCOM Gateway/PTES ECU (KMS and Joint Hub)/PTES Joint
HUB .ottt bbbttt bbb bbbt b b bbbttt 85
SEIT/PM and SUpPOrt EQUIPIMENT .........coiiiiiiieiieie ettt 85
ANTENNGA = INJA ettt b et e bt e be e be e bt e sbe et e eneenbe et enes 87
Optical Communication ASSEMBIY — N/A ..o e 87
RF EIECIIONICS — NJA ...ttt ettt ettt bt sbeebeenes 87
TIMING = NJA ettt e s e s te e te e s tesseeaeaseeateenseeneesseenseaneenreas 87
SATCOM Gateway/PTES ECU (for KMS and Joint Hub)/Joint Hub Baseband-Network -
RESEIVEA. ...ttt bbb bbbkt b ettt b e bbbttt ne e 87
SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Hardware........................ 87
SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Software................c......... 88
SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Pre-Operations
MaINtENANCE — RESEIVEA .....ceeeiiiiie ettt st be et sre et enes 88
SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Pre-Operations Mission
SUPPOIT — RESEIVET ...ttt sttt se et e et e st e et e e beeneesbeeneeaneenne e 88
External Network (T-COMM) .......coiiiiiiic ettt eeenes 88
SEIT/PM and SUpPOrt EQUIPIMENT .........cciiiieiieie et sis et te e sta e sraeaeanaenneens 88
Leased Circuits/Data CONNECLIVILY ........ccveiieriieieiieie e et enes 88
PUICNASEA CHICUITS ...ttt bbbttt bbb 88

1.5.3

Att. 1-3 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work
1.6 USer EQUIPMENT — NJA ...ttt bttt ettt nre et enes 88
1.7 FACTIITIES ...ttt ettt et e ne e b et R e b b nre et enes 88
1.7.1 SEIT/PM & SUPPOIrt EQUIPMENT......coiiieiecie ettt ae et nne e 88
1.7.2 YL o =T o1 4 o] o PSSR 89
1.7.3 [T a0 {07 Yo LT AN SR 90
1.7.4 2 T o a0 el AN A SR 90
1.75 Equipment and Building Fit OUL........c..ooiiiiieee e e 90
1.7.6 Facility Pre-Ops Maintenance — RESEIVEU. ..........ooiiiiiieiieieeie e 90
1.8 VEhiCles and SNEILErs — NJA ... et nreas 90
1.9 INSUFANCE INJA ..ottt b bbbt e bt e bt b e sbe e st e s be e s beenbesbeenbeeneenrean 90
1.10 TASK OFAEIS — INJA ..ttt b ettt sbe bt e e e 90
1.11 Orbital Transfer Vehicle (OTV) = N/A ..ot 90
1.12 LaUuNC WVENICIE — INJA ..o bbb 90
1 CLIN 0003 (Option): Protected Tactical Enterprise Service (PTES) — PTES System/Segment
Full Operational Capability (FOC) DeVelopment............ccccoveieiieiieiiee e 91
11 System Level SEIT/PM and Support EQUIPMENT .......oooiiiiiiiiie e 91
111 SYSIEMS ENGINEEIING ... .ctieitieiieitieite ettt sttt sttt e e se et e e be st e st e e besseesbeeneeaneenae e 91
112 Assembly, INtegration ANd TESE ........ccui it 93
113 Program ManagemeNnt.........oouei i 96
1.14 Support Equipment and Product SUpport PIanning .........cccccceeiviieieeie e 96
1.2 SPACE VENICIE — N/A ...ttt nte e teenbeeneenraeneenes 100
1.3 Ground Operations and Processing Center (GOPC).......cooveieiieieeiie e 100
1.3.1 SEIT/PM and SUpPOrt EQUIPIMENT .........eiieieiieseese et ee et esae e e e ens 100
1.3.2 PTES Mission Management SyStem (MMS)........ooiiiiiiiiiiie e 104
1.3.3 PTES Key Management System (KMS) and Key Loading and Initialization Facility (KLIF)
............................................................................................................................................... 106
1.4 Ground Terminal (GT)/SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub. 107
1.4.1 SEIT/PM @Nd SUPPOIT......eeiiieieeiieseesie ettt s e te et ae e ste e e reenaeanaesnaenaeeneesraeneanes 107
1.4.2 ANTENNA = INJA bbbttt bbb bbbt n e e 109
1.4.3 Optical Communication ASSEMBIY — N/A ..o e 109
1.4.4 RF EIECIIONICS — INJA ..ottt bbbt 109
145 TIMING = NJA ettt ettt e et e e st e s b e e be e e e sbeesbeeneesreenbe e 109
1.4.6 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Baseband-Network....... 109
147 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Hardware...................... 109
148 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Software........................ 109
1.4.9 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Pre-Operations
MaAINTENANCE — INJA ..ottt b bbbt b et e bt e e e 110
1.4.10 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Pre-Operations Mission
RST8] o] o Lo £ Al N PSS 110
1.5 External Network (T-COMM) — N/A ..ot nnes 110

Att. 1-4 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work
1.6 USer EQUIPMENT — NJA ... ettt ettt bbb b e nreas 110
1.7 FACTIITIES — INJA . ettt ettt b e bt s e e nbeebeeneesbe e beeneenreas 110
1.8 Vehicles and SNElTers — N/A ... e 110
1.9 INSUFANCE — IN/JA L.ttt bbbttt e bbb bbbt s et e e 110
1.10 TASK OFAEIS — INJA ..t bbbttt bbbttt n e e 110
1.11 Orbital Transfer Vehicle (OTV) = N/A ..ot 110
1.12 LaUNCH VENICIE = NJA ..ot ettt sttt st neenreas 110
1 CLIN 0004 (Option): Protected Tactical Enterprise Service (PTES) — PTES Joint Hub End
Cryptographic Unit (ECU)/Joint Hub Procurement Full Operational Capability (FOC)............ 111
11 System Level SEIT/PM and Support EQUIPMENT .........ooiiiiiiiieee e e 111
1.1.1 System ENGINEErING — N/A ..ottt e e reeneenes 111
1.1.2 Assembly, Integration and TSt — N/A ..o 111
113 Program Management — N/A ...ttt eenne s 111
1.14 Support Equipment and Product Support PIanning .........ccccceeviveieiiecieese e 111
1.15 Pre-Operational SUPPOIT — N/A ..ottt e s reeeenneas 112
1.2 SPACE VENICIE — IN/A ...ttt et et sre e e enes 112
1.3 PTES Ground Operations and Processing Center (GOPC) — N/A ..o, 112
14 Ground Terminal (GT)/SATCOM Gateway/PTES Joint Hub ECU/PTES Joint HUB......... 112
141 SEIT/PM and SUppOrt EQUIPIMENT ..........oiiiiiiieiieiesie e e 112
1.4.2 ANTENNA = INJA bbbttt bbbttt ne e 113
1.4.3 Optical Communication ASSEMBIY — N/A ..o 113
1.4.4 RF EIECIIONICS — INJA ..ottt 113
145 THMING = NJA bbbttt bbb be bt bt n e e e e e 113
1.4.6 SATCOM Gateway/PTES Joint Hub ECU/Joint Hub Baseband-Network — N/A................ 113
147 SATCOM Gateway/PTES Joint Hub ECU/Joint Hub Hardware...........cccooeiiiiiniieienne 113
148 SATCOM Gateway/PTES Joint Hub ECU/Joint Hub Software ..........cccccoveiieniiiniieen 114
149 SATCOM Gateway/PTES Joint Hub ECU/Joint Hub Pre-Operations Maintenance — N/A 114
1.4.10 SATCOM Gateway/PTES Joint Hub ECU/Joint Hub Pre-Operations Mission Support — N/A
............................................................................................................................................... 114
1.5 External Network (T-COMM) — N/A ..ot nnes 114
1.6 USEr EQUIPMENT — NJA ...ttt et e enraeteenaesnaenteeneenreas 114
1.7 FACTHIITIES — INJA .ttt ettt e bt et e st et e e beene e s be e beeneenreas 114
1.8 VEhiCles and SHElters — NJA ...t nae e 114
1.9 INSUFANCE — INJA L.t ettt b e bt e e b e s bt et e abeenbeentesneenae e 114
1.10 TASK OFUEIS — INJA ..ottt sttt b e b et e e reenbe et reenbe e 114
1.11 Orbital Transfer Vehicle (OTV) — N/A ... e 114
1.12 LaUuNCh VENICIE — INJA ..ottt 114
1 CLIN 0005 (Option): Protected Tactical Enterprise Service (PTES) — PTES Joint Hub (w/End
Cryptographic Unit (ECU) Installation and Deployment (Full Operational Capability (FOC)).115
1.1 System Level SEIT/PM and Support EQUIPMENT .........cooveviiieiieie e 115

Att. 1-5 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006

111
1.2
1.3
1.4
141
1.4.2
1.4.3
1.4.4
1.4.5
1.4.6
1.4.7
1.4.8
1.4.9
1.4.10
1.5
151
1.5.2
153
1.6
1.7
1.7.1
1.7.2
1.7.3
1.7.4
1.7.5
1.8
1.9
1.10
1.11
1.12

11
111
1.2

11
1.2

Attachment 1. Statement of Work

Support Equipment and Product Support PIanning ..o 115
SPACE VENICIE — IN/A ...ttt et et sre e e enes 116
PTES Ground Operations and Processing Center (GOPC) — N/A .....cccoovvievvevecieneeiein, 116
Ground Terminal/SATCOM Gateway/PTES Joint Hub (W/ECU).......c.ccceevvviveivcinireiene 116
SEIT/PM and SUpPOrt EQUIPIMENT .........oiieieiieseee ettt sae e e enes 116
ANTENNA = INJA bbbttt bbbttt ne e 117
Optical Communication ASSEMDIY — N/A ..o e e 117
RF EIECIIONICS — NJA ..ottt ettt sb e be e nneas 117
TIMING = NJA ettt ettt e et e e st e s b e e be e e e sbeesbeeneesreenbe e 117
SATCOM Gateway/PTES Joint Hub Baseband-Network...........cccooceveienieninnciie e 117
SATCOM Gateway/ECU/PTES Joint Hub Installation Hardware............c.ccccoevvevieivennenne 117
SATCOM Gateway/PTES Joint Hub Software — N/A ......c.cooviieiiee e 118
SATCOM Gateway/PTES Joint Hub Pre-Operations Maintenance — N/A............cccccvevuenne. 118
SATCOM Gateway/PTES Joint Hub Pre-Operations Mission Support — Reserved............ 118
External Network (T-COMM) .......ooiiiioieiie ettt sae e nnes 118
SEIT/PM and SUppOrt EQUIPIMENT ..........oiiiiiiieiieieeie et 118
Leased Circuits/Data CONNECLIVILY .......ccouiiiriiieieiiesiesie e st 118
PUICNASEA CHICUILS ...ttt ettt ettt sr et e b e b e beeneenreas 118
USer EQUIPMENT — NJA ...t ettt et sb et neenreas 119
FACTIITIES ...ttt bttt b bbbt bbb et 119
SEIT/PM & SUuppOrt EQUIPMENT.........oiieieeiece sttt 119
YLl o =T 0T 4 o] o PSSR 120
LaNASCAPE — NJA ..ottt e st e e r e st et e e n e nre e teen e e e re e reeneenres 121
BUIIAINGS = NJA e ettt sttt e b e beeneenneas 121
Equipment and Building Fit QUL — N/A ... 121
VEhiCles and SHElters — NJA ... ..ot 121
INSUFANCE — INJA L.ttt et b e bt e e b e e s bt et e s beenbeeneesreenbe e 121
TASK OFAEIS — INJA ..t bbbttt bbbttt n e e 121
Orbital Transfer Vehicle (OTV) = N/A ..ot 121
LaUuNCh VENICIE — INJA ..ottt 121

CLIN 0006 (Reserved): Protected Tactical Enterprise Service (PTES) — Initial Spares/Support

Equipment/Interim CoNntraCtor SUPPOIT .......coueiiriiiie ettt ne 122
System Level SEIT/PM and Support EQUIPMENT .........ooieieiiiiiecce e 122
SYSIEIMS ENQINEEITNG . ... cteeitieieitie sttt st ettt e s e sbeebeaseesbeebeeneesreeeeenes 122
SIS .tttk ettt E b £ R e e e b £ e Re £ oAb £ e R et AR e e eR e e e Ee e eRe e e Rt e nRe e e neeeRneeree e 125

CLIN 0007 (Option): Protected Tactical Enterprise Service (PTES) — Priced Training and

LICT (Lo U @] o[- 63 @ o] o] o OSSR 126
LI UL PSS 126
TECNNICAl OFUEIS (TOS) ...viiiieieiieieeieee sttt e e e s et e e et e e re e teeseessaesteaseesreesteeneeaneenneans 127

CLIN 0008 (Option): Protected Tactical Enterprise (PTES) — Special Studies...........c.ccecu..... 128

Att. 1-6 of 163
UNCLASSIFIED



UNCLASSIFIED

FAB8808-17-R-0006

Attachment 1. Statement of Work

11 Special StudY REGUITEIMENTS ........oiieiiiieiieeie ettt sre e enes 128
Appendix A — Agile Product Management...........coiieiieieiieiiee et 130
Appendix B — Key Personnel SUBSTITULION .........ccuiiiiiiii e 150

Appendix C — SMC--Enabling Clause For Government Program Contracts Requiring Interface With
Aerospace Federally Funded Research and Development Center (FFRDC) Contract Support

(NOV 2017) ettt bbbttt bbbt bbbt e bt et e b et st esbenbe s beebeane s 152
Appendix D — Rework, Replacement, or Correction Due to CAT 1 Emergency and CAT 1 Urgent

Defects (Applicable To CLINS 0002, 0003, 0004, and 0005) (May 2018) .........cccccovervrrrrnnnnnn. 154
APPENTIX E = ACTONYIM LIST ...ttt sttt be e b esreenreenee e 155

LIST OF TABLES

Table 1-1. PTES Internal System ICDs Led by PTES CONraCtor ..........cccocoeivereiieseesesieseese e siaennens 22
Table 1-2. PTES External System ICDs Supported by PTES CONtractor ..........ccccooveveenenieieeiesieseenias 22
Table 1-3. Criticality DefiNITIONS......c.iiiiiiei e te e e sre e reenaesraene s 36
Table 1-4. Software Assurance (DevelopmMENt PrOCESS).......cciuiiirrieririieriisie et 36
Table 1-5. Software Assurance (Operational PrOCESS) .......c.vivueiverieiiieiierie e seese s e e sre e eee e nees 36
Table 1-6. Software Assurance (Development ENVIFONMENT) .........ccouoiieiiiieiiniesie e 37
Table 1-7. System Test Events Led by PTES CONtractor.........cccveveiiieiieiiiie e 41
Table 1-8. System Test Events Supported by PTES CONractor..........ccoeiiiiiiieienienienesee e 41
Table 1-1. System Test Events Led by PTES CONtractor.........cccoveiieiieiiiie e 74
Table 1-2. System Test Events Supported by PTES CONractor..........ccoeiiiiiienenie e 74
Table 1-1. System Test Events Led by PTES CONtraCtor..........ccoveveiiveiiiie s seese e 95
Table 1-2. System Test Events Supported by PTES CONraCtor...........cooviriienenieniesesee e 95
Table A-1. Government PTES Program Office (or Designee) Participation at Agile Meetings............ 135
Table A-2. User Story Definition 0f Ready CrIteria.........ccoovuiiriieriiii e 136
Table A-3. User Story Definition OF DONE.........c.coviiiiie e 137
Table A-4. Sprint Definition OF DONE ........couiiiiiiiiic e e 139
Table A-5. Feature Definition OF DONE..........ccoiiiiiiiiie i e 140
Table A-6. Build Definition OF DONE.......cc.oiiiiiiiiiiieiiee et st 141
Table A-7. Release Definition OF DONE .........ccuiiiiiiiie e 141
Table A-8. Build Decision Review ENtranCe/EXit Crteria.........occerviueiienenieiiesie e 142

Att. 1-7 of 163
UNCLASSIFIED


1395812781A
Highlight


UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

SCOPE

The Protected Tactical Enterprise Service (PTES) will provide an anti-jam Satellite Communications
(SATCOM) capability for the tactical warfighter via Wideband Global SATCOM (WGS) satellites.
PTES includes a Mission Management System (MMS), a Key Management System (KMS) and Key
Loading and Initialization Facility (KLIF), and provides Joint Hubs to plan the global communication
services via WGS satellites. The PTES Initial Operational Capability (I0C) provides regional service
utilizing one (1) WGS satellite and the Full Operational Capability (FOC) provides a worldwide service
utilizing up to ten (10) WGS satellites.

The PTES MMS, KMS and KLIF will be deployed at Defense Information Systems Agency (DISA)
Core Data Centers (CDC), which is a Joint Integration Environment (JIE) CDC. The PTES Joint Hubs
will be deployed at existing SATCOM Gateway sites. PTES will be operated by personnel at Schriever
AFB. The MMS, KMS and KLIF software will be developed using the Agile Product Management
process as specified in this document. For the Joint Hub and End Cryptographic Unit (ECU) the PTES
Contractor may choose to use the Agile Product development process or another development lifecycle
(e.g., waterfall, incremental).

There are eight Contract Line Item Numbers (CLIN) covering design, development, testing, and
fielding. The CLIN structure provides three (3) System Engineering, Integration and Test, Program
Management, and Support Equipment CLINs (0001, 0002 and 0003) that covers different periods of
performance from Effective Contract Date (ECD) through FOC. CLIN 0001 provides for the design of
the hardware (Joint Hub and ECU), Architectural Development of the MMS, KMS, and KLIF (Build 0),
and the development, test, and delivery of the MMS, KMS, and KLIF software Builds 1 and 2. CLIN
0002 provides for the development and fielding of the PTES 10C capability to include the ECU, Joint
Hub, and MMS, KMS, and KLIF Release 1 (Builds 3 and 4). CLIN 0003 provides for the development
of the MMS, KMS, and KLIF FOC Release 2 (Builds 5 through 8) and any required upgrades to the
ECU and Joint Hub. CLIN 0004 covers ECU (for the KMS and Joint Hub) and Joint Hub production for
FOC. CLIN 0005 provides for the installation of ECUs and Joint Hubs for FOC. CLIN 0006 covers
interim contractor support and sparing to support the transition period between 10C and FOC. CLIN
0006 is “Reserved.” The Government intends to modify the contract at a later date to include this work.
CLIN 0007 provides additional training and documentation requirements for military personnel in the
event military personnel are required to operate the PTES system. CLIN 0008 covers special studies.

The technical requirements for PTES have been flowed down from the PTES Capabilities Development
Document (CDD) and are defined in the PTES System Technical Requirements Document (TRD)
(PTES-8000). The PTES CDD includes fifteen (15) Key Performance Parameters (KPP). The CDD
also includes twenty five (25) Key System Attributes (KSA) and sixteen (16) Additional Performance
Attributes (APA).

This Government Statement of Work (GSOW) defines the tasks required to develop, build, integrate,
test, field, and conduct interim contractor operations of the PTES system. Note that days mentioned in
the GSOW, unless otherwise specified, refer to calendar days (CD). The Contractor Statement of Work
(CSOW) shall be consistent with the structure, content, and numbering of the GSOW, and shall only add
lower level tasks.

The GSOW contains eight CLINs of which seven CLINs contain Contract Data Requirement Lists
(CDRL). Additionally, specified requirements in CLIN 0001 that are also applicable to CLINs 0002 and
0003 are referred to in their respective sections. CDRLs contained in CLIN 0001 that are also
applicable to CLINs 0002 and 0003 will be identified in CLIN 0001 and submitted as stated below.
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With the exception of A054 (Integrated Program Management Report (IPMR)) and A055 (Contract
Funds Status Reports (CFSR)), CDRLs for each CLIN shall be identified as follows:

“A” series CDRLs apply only to CLIN 0001, [AXXX]
"B" series CDRLs apply only to CLIN 0002, [BXXX]
"C" series CDRLs apply only to CLIN 0003, [CXXX]
"D" series CDRLs apply only to CLIN 0004, | ]
"E" series CDRLs apply only to CLIN 0005, ]
"F" series CDRLs are “Reserved,” and apply only to CLIN 0006, [FXXX]
"G" series CDRLs apply only to CLIN 0007, [EXXX]

CDRLs A054 (IPMR) and A055 (CFSR) will run the length of the contract and updated/submitted as
indicated on their respective DD Form 1423.

Applicable Documents

All Compliance and Reference documents to include Standards, Handbooks, instructions, policy
guidance, operations, etc., are contained in Attachment 2, Compliance and Reference Documents. The
PTES Contractor shall comply with Table 1 of Attachment 2 (Compliance and Reference Documents) as
defined in this GSOW and the documents in the PTES Technical Baseline unless specifically exempted
or tailored by the Government. The PTES Contractor shall notify the Government for resolution in the
event a conflict exists between a compliance document and this GSOW. For the purpose of this
contract, this GSOW takes precedence over compliance documents except for higher-level Department
of Defense (DoD)/DFARS clauses. The words “in accordance with (IAW)” and “in compliance with”
will be used when referring to requirements in Compliance documents. The words “consistent with”
and “per” will be used when referring to requirements in Reference documents.

Att. 1-9 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

Requirements

1 CLIN0001: Protected Tactical Enterprise Service (PTES) — PTES System/Segment Design

CLIN 0001 includes all activities required to design and develop PTES from Effective Contract Date
(ECD) through completion of System Critical Design Review (CDR) and CDR closeout actions. All
requirements and nomenclature under this section also apply to CLINs 0002 and 0003 except where
expressly stated otherwise.

11 System Level SEIT/PM and Support Equipment

The system level System Engineering, Integration and Test (SEIT) and Program Management (PM) and
Support Equipment includes all PTES system and segments, overall program planning and controls to
guide and execute program objectives. This section includes system engineering, integration, testing,
program management, and support equipment efforts across system level activities, intersegment level
activities and interfaces with external systems and organizations.

111 Systems Engineering
1.1.1.1  General Planning

The PTES Contractor shall conduct planning to design, build, and deliver a ground system that meets all
PTES functional and performance requirements as defined in Government approved PTES
specifications, Interface Control Documents (ICD), Cybersecurity Controls, compliance documents
(Attachment 2, Compliance and Reference Documents) and the Operational Concept Description (OCD)
for Initial Operational Capability (I0C) and Full Operational Capability (FOC).

a. The PTES Contractor shall plan to manage and execute the PTES system engineering effort
compliant with ISO/IEC/IEEE 15288 (Systems Lifecycle Processes) (as tailored by IEEE
15288.1), IEEE 15288.1 (Application of Systems Engineering on Defense Programs) (as tailored
by SMC-T-005 (Risk Management Supplement To IEEE-15288.1 and Attachment 2
(Compliance and Reference Documents)) and SMC-T-006 (Specialty Engineering Supplement to
IEEE 15288.1) and in accordance with (IAW) the Government PTES Program Office approved
Systems Engineering Management Plan (SEMP).

1. The PTES Contractor shall prepare and maintain a SEMP that complies with IEEE 15288.1
(Application of Systems Engineering on Defense Programs) (tailored), is consistent with the
Government PTES System Engineering Plan (SEP) and documents the contractor’s processes
for planning, controlling and conducting a fully integrated engineering effort for PTES.
[A001], [BOO1], [CO01]

i. The PTES Contractor shall include an annex in the SEMP that provides a trace of the
IEEE 15288.1 Process Outputs for each process to the Contract Data Requirement List
(CDRL). For those Process Outputs that do not trace to a CDRL, the PTES Contractor
shall provide a recommended tailoring.

2. The PTES Contractor shall establish and maintain a PTES engineering change process IAW
with Section 1.1.1.10 below.

b. The PTES Contractor shall deposit all technical and management data that are required
deliverables and work products identified in the Software Development Plan (SDP) and SEMP,
including: processes, procedures, work instructions, interim CDRLs, and required work products
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identified for the Data Accession List (DAL) in the Contractor’s secure Integrated Digital
Environment (IDE) (see 1.1.1.11 Data Management) within three (3) business days of being
updated, and update the DAL. (DAL submission) [A004], [B004], [C004]

c. The PTES Contractor shall prepare and maintain an OCD consistent with the PTES Capabilities
Development Document (CDD), Protected Anti-Jam Tactical SATCOM (PATS) Concept of
Operations (CONOPS), and PTES System TRD (PTES-8000). [A002], [B002], [C002]

d. The PTES Contractor shall use a disciplined Systems Engineering approach IAW the
Government PTES Program Office approved SEMP to define requirements, control changes,
verify the PTES product, and achieve Government PTES Program Office acceptance. [A001],
[BOO1], [C001]

e. The PTES Contractor shall request Government Furnished Property (GFP) items listed in
Attachment 6: Government Furnished Property (GFP) and coordinate the delivery dates
established by the Government PTES Program Office.

f. The PTES Contractor shall conduct Technical Interchange Meetings (TIM) and engineering tag-
up teleconferences with the Government. (assume two per month)

g. The PTES Contractor shall produce meeting minutes with action items. (DAL submission)
[AQC04], [BOO4], [C004]

h. All PTES segment markings shall be IAW MIL-STD-130N (ldentification Marking of U.S.
Military Property).

i. The PTES Contractor shall ensure the system and segment design complies with Department of
Defense (DoD) Information Technology Standards Registry (DISR) standards to be tailored in
coordination with the Government PTES Program Office.
(https://gtg.csd.disa.mil/disr/dashboard.html)

1. The PTES Contractor shall provide data to support the Government PTES Program Office in
completing the DISR questionnaire and profile. (DAL submission) [AQ04], [B004], [C004]

J. The PTES Contractor shall develop system and segment level systems engineering plans and
perform system engineering for the integration of PTES segments and integration of PTES with
external systems and organizations.

1. The PTES Contractor shall develop and maintain a System Integration and Test Plan (SITP)
that is consistent with the Government SITP (PTES-8950). [A005], [BO05], [C005]

k. The PTES Contractor shall provide personnel with network and system administration
experiences to manage DISA assets belonging to PTES during development.

1. The PTES Contractor shall be, at a minimum, Information Assurance Technical (IAT) Level
1 certified.

2. The PTES Contractor shall meet the background investigation requirements IAW DoDI
8500.01, "Cybersecurity," March 14, 2014."

I.  The PTES Contractor shall comply with DISA Terms and Conditions (latest version), section on
System Technology for hardware and software to be installed at the DISA CDC.
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m. The PTES Contractor shall provide adequate cleared personnel up to and including Top

Secret/Sensitive Compartmented Information (TS/SCI) in order to process realistic threat
scenarios for testing of the PTES system. (See DD Form 254 for more details)

1.1.1.1.1 Support to the Government PTES Program Office

a.

The PTES Contractor shall support the Integrated Product Teams (IPT) listed in the PTES SEP.
Support shall include, but not be limited to:

1. Participating in meetings and IPTs with the Government PTES Program Office. (Assume ten
(10) (one (1) hour) separate IPT bi-weekly (every two weeks) meetings by teleconference)

2. Providing technical inputs and developing material for IPT products.
3. Providing status on PTES Contractor activities related to the IPT.

The PTES Contractor shall provide the data derived from PTES analyses, demonstrations and
modeling and simulation (M&S) activities as inputs for Government PTES Program Office M&S
activities associated with system design trades and requirements verification. (DAL submission)
[A004], [BOO4], [C004]

The PTES Contractor shall facilitate meetings for unanticipated events as requested by the
Government PTES Program Office. (Assume four one-day meetings per year, held at the
Contractor’s facility with 25 attendees)

The PTES Contractor shall participate in the Government PTES Program Office Engineering
Review Board (ERB), Risk Management Board (RMB) and Configuration Control Board (CCB)
processes as documented in the PTES SEP. (Assume teleconference every two (2) weeks)

The PTES Contractor shall support the MILSATCOM Control Board (MCB) as requested by the
Government PTES Program Office (assume quarterly).

The PTES Contractor shall support planning and execution of the Government testing and
assessments as outlined in the Government SITP (PTES-8950):

The PTES Contractor shall participate in the PTES Schedule Management Review (SMR)
processes, as documented in the PTES SEP.

1. The PTES Contractor shall provide Contractor schedule status and updates to the
Government PTES Program Office for incorporation into the Government PTES Program
Office Integrated Master Schedule (IMS).

2. The PTES Contractor shall attend scheduling meetings to review baseline schedule changes
and schedule disconnects, and to review near term activities, progress and late tasks.
(Assume teleconference every two (2) weeks)

The PTES Contractor shall support the Government PTES Program Office working groups for
PTES future extensibility to support the Protected Anti-jam Tactical Satellite Communications
(PATS) phases. (Assume one (1) teleconference every month)

1. The PTES Contractor shall support technical discussions with PATS programs’ contractors
and provide technical input to the working group to define requirements, interfaces, and
operations concepts for the extension of PTES functionality to support all PATS phases.
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2. The PTES Contractor shall provide comments on technical material provided by other PATS
programs’ contractors through the working group.

The PTES Contractor shall provide status information for Government PTES Program Office
reviews, executive reviews, independent program reviews and assessments, inspections,
milestone events, budget excursions and user conferences. (DAL submission. [A004], [B004],
[C004]

The PTES Contractor shall support the Government PTES Program Office in the generation and
execution of the Program Office’s giver/receiver lists.

The PTES Contractor shall provide dedicated office spaces for:

1. Three Government PTES Program Office personnel at the primary Contractor software
development facility and two Government PTES Program Office personnel at up to two other
software development facilities. As a minimum, the office space shall be a lockable room
and include a desk(s), phone(s), and unclassified computer hookups with access to the
internet. The Government PTES Program Office personnel shall also be provided a hot desk
and access to the PTES Contractor software development environments and secure IDE.

2. Two Government PTES Program Office personnel at the primary Contractor hardware
development facility and one Government PTES Program Office personnel at up to two other
hardware development facilities. As a minimum, the office space shall be a lockable room
and include a desk(s), phone(s), and unclassified computer hookups with access to the
internet. The Government PTES Program Office personnel shall also be provided a hot desk
and access to the PTES Contractor secure IDE.

The PTES Contractor shall support the Government PTES Program Office in developing and
updating, when necessary, the Defense Information Systems Agency (DISA) Service Request
Form (SRF).

1. The PTES Contractor shall support a TIM with the Government PTES Program Office to
finalize the initial SRF within 14 calendar days (CD) of ECD.

2. The PTES Contractor shall support monthly TIMs to update the SRF and to discuss issues
with DISA environments.

3. The PTES Contractor shall participate in technical meetings and IPTs with DISA. (Assume
daily (one (1) hour) technical discussion and separate weekly (one (1) hour) IPT meetings by
teleconference)

1.1.1.1.2 Support to External Organizations

a.

b.

The PTES Contractor shall support and provide technical inputs to certifications listed in the
Government PTES SITP (PTES-8950) to include, but not be limited to: certification for
operation over Wideband Global SATCOM (WGS) system, National Security Agency (NSA)
certifications, DISA Core Data Centers (CDC), SATCOM Gateways and DoD Risk Management
Framework (RMF).

The PTES Contractor shall participate in meetings, technical discussions, reviews, etc., with
external organizations such as the Office of the Secretary of Defense (OSD), DISA, United
States Strategic Command (USSTRATCOM), Headquarters (HQ) Air Force Space Command
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(AFSPC), Army Forces Strategic Command (ARSTRAT), NSA and terminal Program Offices.
(Assume only one (1) external organization teleconference per week)

c. The PTES Contractor shall coordinate with DISA to:

1. Incorporate Cybersecurity requirements on PTES hardware and software deployed at DISA
CDCs.

2. Provide full detailed documentation for performance issues, fixes and change requests
recommended to improve the performance or security.

d. The PTES Contractor shall integrate and collaborate with Government identified Cybersecurity
Service Provider (CSSP) to integrate monitoring tools that the CSSP requires to operate based on
the level of service (degree of monitoring) of the CSSP.

Note: A CSSP is an organization that provides one or more cybersecurity services to
implement and protect the Department of Defense Information Networks (DoDIN). CSSP
will:

- Offer and provide cybersecurity services in accordance with DoD 0-8530.01-M.

- Execute cybersecurity responsibilities and authorities in accordance with DoD
Component policy, MOAs, contracts, or support agreements.

- Comply with directives and orders of USSTRATCOM and supported DoD Component
NOSC and organizations.

- Document all supported entities and associated systems in accordance with DoD
Component policy, MOAs, contracts, or support agreements.

1.1.1.2  PTES System Level Design
a. The PTES Contractor shall design and develop a system that:

1. Meets all requirements (software & hardware) required by the GSOW to include Contractor
developed PTES specifications, TRDs, ICDs, other applicable specifications and compliance
documents (Attachment 2, Compliance and Reference Documents, Table 1).

2. Meets evolving Risk Management Framework (RMF) per DoDI 8510.01 (Risk Management
Framework (RMF) for DoD Information Technology (IT)) (latest version) and NIST 800-53
(latest version) controls tailored for PTES as specified in the Government PTES-8000
System TRD and including DISA Security Technical Implementation Guide (STIG)
requirements.

b. The PTES Contractor shall develop and maintain a Model Based Systems Engineering (MBSE)
Solution Architecture (as delineated in the SEP). The Solution Architecture design shall ensure
reuse of information, architecture artifacts, models and viewpoints that can be shared with
common understanding in Commercial-Off-The-Shelf (COTS) SysML-compliant tools. The
Solution Architecture shall be included as a model and documented in the PTES
System/Subsystem Design Description (SSDD), with supporting rationale that meets all PTES
requirements. [A006], [BO0G], [C006]

1. The PTES Contractor shall develop and maintain the SSDD and ensure Solution Architecture
alignment with the PTES GRA. [AQ006], [BO0G], [C006]
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2.

3.

4.

5.

The PTES Contractor shall document PTES Dynamic Resource Allocation (DRA) algorithm
and Mission Management System (MMS) demodulation packing solution in the SSDD.
[A006], [BOOG], [C006]

The PTES Contractor shall deliver the MBSE products to include the Solution Architecture
model as part of the SSDD. [A006], [BOOG], [CO06]

The PTES Contractor shall provide to designated Government Program Office personnel
access to the products and models within the Contractor’s integrated MBSE environment.

The PTES Contractor shall allow designated Government Program Office personnel to
participate in the Configuration Management processes related to the Contractor’s MBSE
environment.

c. The PTES Contractor shall ensure the MBSE Solution Architecture Model supports:

1.

5.

Applicable products to meet entrance and exit criteria for design reviews are delineated in the
SEMP. [A001], [BOO1], [C001]

Requirements development, requirements analysis and interface definition.
Integration, test, verification, planning and execution.

Updates to Government Department of Defense Architecture Framework (DoDAF) views
documenting the end-to-end PTES system architecture, technical baseline changes, and PTES
evolving capabilities.

Refinement of the understanding of the PTES operations and maintenance.

d. The PTES Contractor shall use a Modular Open System Approach (MOSA\) for the design and
development of the PTES system (reference Defense Acquisition Guidebook CH 3-2.4.1).

1.

The PTES Contractor shall design an architecture meeting MOSA principles that allows
severable components at the appropriate level to be iteratively added, removed, or replaced
throughout the lifecycle of PTES to enable opportunities for technical upgrades, increased
interoperability, sustainment benefits, costs savings and schedule reductions.

i. The PTES Contractor shall provide a design and develop a system that includes system
interfaces that utilize Government-approved ICDs between the PTES system and external
systems, between PTES segments, and between subsystems.

As part of the MOSA design architecture and development, the PTES Contractor shall use
the following four segments including: the MMS, Key Management System (KMS), Key
Loading and Initialization Facility (KLIF) and Joint Hub.

i. For MMS, the PTES Contractor shall use a minimum of ten (10) subsystems which
include Database Management, WGS Mission Planning, External Input/Output Manager,
and Classified Portal Manager, Unclassified Portal Manager, and additional contractor-
defined subsystems.

ii. For each KMS, KLIF and Joint Hub segments, the PTES Contractor shall use a minimum
of six subsystems which include an Input/Output Manager and contractor-defined
subsystems.
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iii. The PTES Contractor shall ensure that the size Source Lines of Code (SLOC) of a

subsystem does not exceed 25% of its segment size (SLOC).

iv. The PTES Contractor shall provide a design and develop a system such that interfaces

between subsystems within a segment use only a common set of industry standard
application layer protocols for data exchanges between subsystems.

e. The PTES Contractor shall demonstrate that the MMS software design meets extensibility
requirements (IAW the PTES System TRD) to plan for and manage PATS Terminals,
Contingency Hubs, Joint Hubs, and Hub-in-space for the operations for future PATS phases.

f. The PTES Contractor shall document technical decisions and trades, including trade studies
requested by the Government PTES Program Office and present the findings to the Government
PTES Program Office as requested. (DAL submission) [AQ04], [B004], [C004]

1.

The PTES Contractor shall conduct a systems engineering trade-off analysis showing how
cost and capability vary as a function of the major design parameters prior to the PTES
System Preliminary Design Review (PDR). The analysis will support the Government
Program Manager’s assessment of refined Key Performance Parameters/Key System
Attributes/Additional Performance Attributes (KPPs/KSAs/APASs) and Government
validation of the CDD. For planning purposes, anticipate three technical interchange
meetings (TIMs) with the Government Program Office to refine the study parameters and
brief the results. [A004] (This subparagraph only applies to CLIN 0001)

The PTES Contractor shall conduct a system engineering trade-off analysis on the selection
of the integration, test, demonstration, and training environment, and operational
environment for the PTES MMS, KMS, and KLIF segments prior to PTES System
Functional Review (SFR). The analysis will show how life-cycle factors and risk vary as a
function of, but not limited to, cost, performance, integration, test, cybersecurity certification,
and sustainment. At a minimum, environments analyzed will include DISA CDCs, DISA
milCloud 2.0, and a dedicated hardware/software system collocated with the operators. The
analysis will support the Government Program Manager’s assessment of the operational
computational environment. For planning purposes, anticipate three technical interchange
meetings (TIMs) with the Government Program Office to refine the study parameters and
brief the results. [A004](This subparagraph only applies to CLIN 0001)

g. The PTES Contractor shall employ M&S capabilities for the development, test and validation of
the PTES system and provide a minimum of Government Purpose Rights for all M&S
capabilities developed for this purpose.

h. The PTES Contractor shall develop and deliver a Design Review Information Package (DRIP)
that addresses Technical Review and Audit requirements contained in IEEE 15288.2 (Technical
Reviews and Audits on Defense Programs) (tailored) for the PTES System Requirements Review
(SRR). [AQ08] (This subparagraph only applies to CLIN 0001)

1.

The PTES Contractor shall coordinate with the Government PTES Program Office to agree
on the content, format, and acceptance criteria of the SRR, including tailoring of specific
criteria specified in IEEE 15288.2 (Technical Reviews and Audits on Defense Systems)
(tailored). Note: SRR criteria related to software for segments using Agile software
development will be tailored to be consistent with Agile processes.
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The PTES Contractor shall develop and deliver a DRIP that addresses Technical Review and
Audits requirement contained in IEEE 15288.2 (Technical Reviews and Audits on Defense
Programs) (tailored) for the PTES SFR. [A008] (This subparagraph only applies to CLIN 0001)

1. The PTES Contractor shall coordinate with the Government PTES Program Office to agree
on the content, format, and acceptance criteria of the SFR, including tailoring of specific
criteria specified in IEEE 15288.2 (Technical Reviews and Audits on Defense Systems)
(tailored). Note: SFR criteria related to software for segments using Agile software
development will be tailored to be consistent with Agile processes.

The PTES Contractor shall develop and deliver a DRIP that addresses Technical Review and
Audit requirements contained in IEEE 15288.2 (Technical Reviews and Audits on Defense
Programs) (tailored) for the PTES System PDR. [AQ08] (This subparagraph only applies to
CLIN 0001)

1. The PTES Contractor shall coordinate with the Government PTES Program Office to agree
on the content, format, and acceptance criteria of the System PDR, including tailoring of
specific criteria specified in IEEE 15288.2 (Technical Reviews and Audits on Defense
Systems) (tailored). Note: System PDR criteria related to software for segments using Agile
software development will be tailored to be consistent with Agile processes.

2. The PTES Contractor shall also include in the System PDR DRIP a Reliability and
Maintainability Predictions Report (see MIL-HDBK-217F).

The PTES Contractor shall develop and deliver a DRIP that addresses Technical Review and
Audit requirements contained in IEEE 15288.2 (Technical Reviews and Audits on Defense
Programs) (tailored) for the PTES System CDR. [A008] (This subparagraph only applies to
CLIN 0001)

1. The PTES Contractor shall coordinate with the Government PTES Program Office to agree
on the content, format, and acceptance criteria of the System CDR, including tailoring of
specific criteria specified in IEEE 15288.2 (Technical Reviews and Audits on Defense
Systems) (tailored). Note: System CDR criteria related to software for segments using Agile
software development will be tailored to be consistent with Agile processes.

2. The PTES Contractor shall also include in the System CDR DRIP a Reliability and
Maintainability Predictions Report (see MIL-HDBK-217F).

The PTES Contractor shall conduct the following PTES system reviews in compliance with the
tailored IEEE 15288.2 (Technical Reviews and Audits on Defense Programs) (tailored) entry and
exit criteria: System Requirements Review (SRR), System Functional Review (SFR), System
Preliminary Design Review (PDR), and System CDR. (This subparagraph only applies to CLIN
0001)

. The PTES Contractor shall perform the following for System SRR, SFR, System PDR, and

System CDR: (This subparagraph only applies to CLIN 0001)

1. Conduct an Entry Criteria review meeting with the Government PTES Program Office prior
to each design review for Government PTES Program Office assessment of entry criteria
sufficiency and readiness to hold the review.

Att. 1-17 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

2.

1.1.13

Conduct dry-run presentations with Government PTES Program Office participation no later
than fourteen (14) CD prior to the review.

Develop post-review minutes and respond to post-review action item no later than fourteen
(14) CD following the review. (DAL submission) [A004], [BO04], [C004]

Submit proposed closure of action items and liens for Government PTES Program Office
approval no later than fourteen (14) CD following the review. (DAL submission) [A004],
[BO04], [C004]

Obtain Government PTES Program Office concurrence that acceptance criteria have been
met.

Software Development

a. The PTES Contractor shall use an Agile Project Management approach as outlined in Appendix
A (Agile Product Management) for the development of the MMS, KMS and KLIF. For the
KMS ECU, Joint Hub ECU and Joint Hub software development, the PTES Contractor may
choose to use the Agile Product development process or another development lifecycle (e.g.,
waterfall, incremental). (Note: Regardless of ECU development approach selected, all ECU
CDRLs shall be delivered IAW their respective DD 1423 instructions.)

b. The PTES Contractor shall plan and execute a set of defined management, engineering and
support processes for software development:

1.

That are mature, capable, and process interfaces are integrated across the entire team,
including subcontractors to ensure work products transition across organization boundaries
efficiently.

That leverage organization and industry best practices (e.g., Software Engineering Institute
(SEI) Capability Maturity Model-Integrated for Development (CMMI-DEV®), SAE AS9100
Rev D (Quality Management Systems - Requirements for Aviation, Space and Defense
Organizations) and ISO 9001 (Quality Management Systems — Requirements)).

That are compliant with evolving program Cybersecurity controls as described in section
1.1.1.14.

That are identified in the SEMP and Software Development Plan (SDP) and accessible in the
IDE. [A001], [BOO1], [C001], [AO10], [BO10O], [C0O10]

c. The PTES Contractor shall develop, implement and manage software and associated products
IAW SMC-S-012 (SMC Software Development for Space Systems) (as tailored by Attachment
2, Compliance and Reference Documents):

1.

2.
3. Software Requirements Specification (SRS) (only for Joint Hub if using non-agile software

>

Software Architecture Description (SAD) [A011], [BO11], [C011]
Database Design Description (DBDD) [A012], [B012], [C012]

development methods) [A013], [BO13], [C013]
Software Development Plan (SDP) [A010], [BO10], [C010]

5. Software Test Plan (STP) [A014], [BO14], [C014]

Software Test Description (STD) [A015], [BO15], [C015]
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7. Software Test Reports (STR) [A016], [BO16], [C016]

8. Software User Manual (SUM) [A017], [BO17], [CO17]

9. Software Product Specification (SPS) [A018], [B018], [C018]
10. Software Version Description (SVD) [A019], [BO19], [C019]

11. Software Resources Data Reporting: Development and Maintenance Reports and Data
Dictionary [A020], [B020], [C020]

12. Software and System Measurement Report (SSMR) [A021], [B021], [C021]
13. Firmware Support Manual [A022], [B022], [C022]

14. Software Transition Plan (STrP) [A023], [B023], [C023]

15. Agile Product Backlog/Product Roadmap [A024], [B024], [C024]

d. The PTES Contractor shall ensure the team’s software development environment is consistent
with the Government approved DISA CDC Integration, Demonstration & Test, and Training
environment; and Operational environment.

e. The PTES Contractor shall use secure coding standards identified in the SDP for all PTES
software. [A010], [BO10], [C010]

1. The PTES Contractor shall conduct training in secure coding based on the standards
identified in the SDP for the PTES development team. [A010], [B010], [C010]

f. The PTES Contractor shall use automated analysis tools to ensure conformance to secure coding
standards identified in the SDP. [A010], [B010], [C010]

1. The PTES Contractor shall ensure software, scripts and data developed to support the
automated analysis are deposited into the Contractor's IDE and entered into the DAL.
[A004], [BOO4], [C004]

g. The PTES Contractor shall ensure interim versions of software work products are available in the
Contractor’s secure IDE, and update the DAL. [A004], [B0O04], [C004]

h. The PTES Contractor shall identify and receive Government PTES Program Office concurrence
for use of proposed Non-Developmental Items (NDI) (see Appendix A (Agile Product
Management) Glossary definition), including updates, in the PTES system and for development,
support and maintenance.

1. The PTES Contractor shall ensure that the selected PTES NDI complies with SMC-S-012
(SMC Software Development for Space Systems) Appendix B (tailored) and can be
maintained, verified, tested, and sustained.

2. The PTES Contractor shall conduct NDI pedigree analysis and vulnerability assessments and
provide the results to the Government PTES Program Office. (DAL submission) [A004],
[BOO4], [C004]

3. The PTES Contractor shall use automated analysis and test tools on all NDI to demonstrate
functionality, and for integration, regression, and requirement testing.

4. The PTES Contractor shall annually review changes to NDI product versions, including
operating systems, infrastructure and platform software.
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J-

5.

6.

The PTES Contractor shall identify risks and propose mitigations for use of NDI, present the
proposed approach to the Government PTES Program Office.

The PTES Contractor shall maintain configuration identification and control of all NDI
software used in development, support, or maintenance of PTES. (DAL submission) [AQ04],
[BO0O4], [C004]

i. The PTES Contractor shall ensure configuration identification includes: developer name
(project name for NDI), product name, version, country of origin, summary of general
purpose, where used (e.g., development environment, test environment, end unit) and a
website reference.

ii. The PTES Contractor shall provide Software Product Specification (SPS) for reuse code.
[A018], [BO18], [C018]

The PTES Contractor shall identify and minimize the existence of dead or unused code

1.
2.

The PTES Contractor shall use static code analysis to identify dead or unused code

The PTES Contractor shall assess and mitigate the cybersecurity and system performance
risks of dead or unused code

The PTES Contractor shall track risks associated with dead or unused code in Risk
Management process per paragraph 1.1.1.7 and obtain Government PTES Program Office
approval for risk mitigation approach.

The PTES Contractor shall ensure that software provides independence from the GFE operating
system and virtualization infrastructure to minimize impact on PTES software from upgrades or
changes to the operating system over time.

The PTES Contractor shall deliver a complete list of licenses and warranties for all software used
within the system for development, testing and operations. [A025], [B025], [C025]

1.

The PTES Contractor shall maintain the current/active licenses and warranties until turnover
(DD Form 250) of the system to the Government.

The PTES Contractor shall formally transfer all equipment software licenses and warranties
required to test, operate and maintain the installed system at system turnover (DD Form 250).
[A025], [BO25], [C025]

The PTES Contractor shall ensure software licenses do not contain requirements that restrict
or obligate the Government's use of the source codes, such as requirements to provide
software updates back to the owner, limits on the type of use or user, inability to pass the
license on to others, or includes other embedded licenses that are not equally available or
disclosed.

The PTES Contractor shall ensure software licenses do not have expirations dates (e.g., stops
working after 31 December 2050).

The PTES Contractor shall ensure maintenance fees ($3$ each YY) are negotiated and agreed
to by the Government.
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1.1.14
a.

Requirements and Interfaces

The PTES Contractor shall develop, deliver, and maintain the PTES System Specification and
ensure that it is compliant with the PTES System TRD (PTES-8000). [A026], [B026], [C026]

The PTES Contractor shall document and maintain bi-directional requirements traceability
between the Government PTES Program Office controlled TRDs and ICDs, PTES CDD,
PATSCONOPS, and PTES Contractor developed specifications and ICDs in a Requirements
Traceability Matrix (RTM) using a DOORSV9 compatible database data, as the requirement
flow-down management system. The PTES Contractor’s DOORS version shall be coordinated
with the Government PTES Program Office prior to incorporation. [A027], [BO27], [C027]

1. The PTES Contractor shall provide all PTES requirements documents and RTMs, e.g.
system, segments and ICDs to the Government PTES Program Office as DOORS modules.
[A027], [BO27], [C027]

2. The PTES Contractor shall provide DOORS files in the following format. If the DOORS
file(s) contains links to other modules, then the archive file shall be a DOORS project archive
(.dpa) file. If there are no links, then the archive shall be a DOORS module archive (.dma)
file.

- All DOORS module archives shall use the following naming convention:
COMPANYNAME_CDRL NUMBER_PROJECT NAME_ARCHIVEDATE.dma.

- All DOORS project archives shall use the following naming convention:
COMPANYNAME_CDRL NUMBER_PROJECT NAME_ARCHIVEDATE.dpa.

3. The PTES Contractor shall coordinate with the Government PTES Program Office to deliver
a project archive that contains the appropriate link schematic. The project archive shall
correctly employ the use of link modules and link sets.

4. The PTES Contractor shall ensure DOORS database delivery is in synchronization with the
approved version of the specifications (Word document).

5. The PTES Contractor shall provide trace views coordinated with the Government PTES
Program Office to ensure proper bi-directional requirements traceability between the
Government PTES Program Office controlled TRDs and ICDs, PTES CDD, PATS
CONOPS, and PTES Contractor developed specifications and ICDs.

The PTES Contractor shall plan and conduct monthly meetings that involve the Government
PTES Program Office to mature requirements and concepts of operation. Government PTES
Program Office involvement includes: attendance at the monthly meetings, review of Contractor
developed operational concepts, requirements and design details associated with operations as
they mature, opening issues and agreeing on closure plans.

The PTES Contractor shall participate in activities to assess and incorporate new or modified
system requirements. This includes, but not limited to:

1. Supporting changes to PTES requirement documents and 1CDs proposed by the PTES
Contractor and the Government PTES Program Office.

2. Participating in the Government PTES Program Office configuration management process
for changes to PTES requirements and ICDs.
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3. The PTES Contractor shall provide dollarized cost estimates, schedule and performance
impacts sufficient to support decision making for the Government PTES Program Office
configuration management processes.

e. The PTES Contractor shall lead the definition and documentation of the PTES internal system
ICDs listed in Table 1-1, including leading IPT meetings with the Government PTES Program
Office and other stakeholders, providing technical detail, incorporating ICD comments from
stakeholders, generating draft updates of the ICDs, maintaining internal configuration control of
the draft documents and supporting ICD approval through the Government PTES Program
Office Configuration Management (CM) and Data Management (DM) process. [A029], [B029],
[C029], [A030], [BO3Q], [C030], [A031], [BO31], [CO31], [A032], [BO32], [C032], [A033],
[BO33], [CO33]

Table 1-1. PTES Internal System ICDs Led by PTES Contractor

ICD Number  Title

PTES-8384 Mission Management System to Key Management System (MMS — KMS) ICD
[A029], [BO29], [C029]

PTES-8283 Mission Management System to Joint Hub (MMS — Joint Hub) ICD [A030],
[BO30], [C030]

PTES-8385 Mission Management System to Key Loading and Initialization Facility (MMS -
KLIF) ICD [A031], [BO31], [C031]

TBS by PTES  |Key Management System (KMS) to End Cryptographic Unit (ECU) (KMS -

Contractor ECU) ICD [A032], [B032], [C032]

TBS by PTES  |Joint Hub to End Cryptographic Unit (ECU) (Joint Hub — ECU) ICD [A033],

Contractor [BO33], [C033]

f. The PTES Contractor shall support the definition and documentation of the PTES external
system ICDs listed in Table 1-2 including participating in Government PTES Program Office
IPT meetings, providing technical detail and providing comments on ICD drafts. (Assume bi-
weekly (every two (2) weeks) teleconferences for each ICD through System CDR and weekly
teleconferences following CDR)

Table 1-2. PTES External System ICDs Supported by PTES Contractor

ICD Number |Title

PTES-8070 PTES Network ICD

PTES-8183 Mission Management System to Terminal Modem - Line Replaceable Unit (MMS
- PATS TM LRU) ICD

PTES-8210 Joint Hub to SATCOM Gateway ICD

PTES-8310 Mission Management System to Wideband SATCOM Trending and Anomaly

Resolution System (MMS — WSTARS) ICD (planning/monitoring)
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ICD Number |Title
PTES-8383 Mission Management System to Contingency Hub (MMS to Contingency Hub)
ICD

PTES-8386 Mission Management System to Joint Integrated SATCOM Tool (JIST) (MMS -
JIST) ICD

PTES-8370 Key Loading and Initialization Facility (KLIF) to Terminal Modem — Line
Replaceable Unit/Joint Hub (KLIF — PATS TM LRU/Joint Hub) ICD

PTES-8700 Protected Tactical Waveform ICD (PTW ICD)

PTES-8390 PTES Mission Management System (MMS) to DISA Core Data Center (CDC)
ICD

PTES-8490 PTES Key Management System (KMS) to DISA Core Data Center (CDC) ICD

g. The PTES Contractor shall lead the definition and documentation of the PTES internal segment
ICDs as outlined in section 1.1.1.2.e and 1.1.1.2.f including leading IPT meetings with the
Government PTES Program Office and other stakeholders, providing technical detail,
incorporating ICD comments from stakeholders, generating draft updates of the ICDs,
maintaining internal configuration control of the draft documents and supporting ICD approval
through the PTES CM and DM process. [A034.x], [B034.X], [C034.x]

1.1.15  System Safety Program

a. The PTES Contractor shall conduct an analysis to identify hazards associated with each failure
pathway and associated causal factors including:

1. The functional depth necessary to identify logical, practical and cost-effective mitigation
techniques and requirements for each failure pathway initiator (causal factor).

2. All hardware, software and human factor interfaces as potential contributors. Human factor
considerations shall be IAW with MIL-STD-1472G (Department of Defense Design Criteria
Standard: Human Engineering) (tailored).

3. GFE, GFl and GOTS are to be considered as replaceable units. The PTES Contractor is not
responsible for assessing internal hazards of these as the Government accepted those hazards
under previous acquisitions. The PTES Contractor is responsible for addressing integrated
hazards associated with GFE, GFI, or GOTS within PTES.

b. The PTES Contractor shall develop and implement a system safety program consistent with
MIL-STD-882E (System Safety), SMC-T-004 (Air Force Space Command (AFSPC) SMC —
Tailoring: Tailoring Instructions for MIL-STD-882E) and in compliance with PTES-8080, PTES
System Safety Management Plan (SSMP), and develop:

1. System Safety Program Plan (SSPP) for PTES [A035], [BO35], [C035]

2. Safety Assessment Report (SAR) including Hazard Tracking System (HTS) data for PTES
[A036], [BO36], [C036]

i. The PTES Contractor shall maintain and update the HTS data in the IDE monthly and
submit formally with the SAR per CDRL [A036], [BO36], and [C036].
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ii. The PTES Contractor shall include in the HTS any hazard contributor identified in the
Reliability FMECA analysis. [A061], [BO61], [C061]

c. The PTES Contractor system safety program shall be consistent with the following: MIL-STD-
882E (System Safety), SMC-T-004 (AFSPC SMC - Tailoring: Tailoring Instructions for MIL-
STD-882E) Sections 3 and 4, and Tasks 101, 102, 104, 105, 106, 201, 202, 204, 208, 301, 303,
304, and 401. All relevant data shall be deposited in the Contractor’s secure IDE, and update the
DAL. (DAL submission) [A004], [BO04], [C004]

d. The PTES Contractor shall define Hazardous Materials (HAZMAT) as “Any item or substance
that, due to its chemical, physical, toxicological, or biological nature, could cause harm to
people, equipment, or the environment. Minimum HAZMAT tracking and reporting data
elements shall include:

1.
2.

1.1.16

HAZMAT item or substance name.

Special Material Content Code (SMCC) as designated in DoD 4100.39-M, Volume 10
(Federal Logistics Information System (FLIS) Procedures Manual).

Location of HAZMAT within the system.

Quantity of HAZMAT within the system with traceability to version specific hardware
designs.

Application, process, or activity whereby quantities of HAZMAT are embedded in the
system, or used during operations, and support of the system.

Anticipated HAZMAT (whether categorized or not) generated during the system’s life-cycle
(e.g., installation, Government test and evaluation, normal use, and maintenance or repair of
the system).

Anticipated HAZMAT (whether categorized or not) generated during mishap occurrence.

HAZMAT control, training, handling measures, and Personal Protective Equipment (PPE)
needed, including provision of required Safety Data Sheets (SDS).

Quality Assurance Program

a. The PTES Contractor shall implement a Quality Management Program consistent with SAE
AS9100, Rev D (Quality Management Systems — Requirements for Aviation, Space and Missile
Organizations) and shall:

1.

Assign a Quality Assurance (QA) lead who reports at a management level independent of
PTES Program Management and Engineering.

Provide assessment of quality management at Program Management Reviews (PMR).

Ensure prime and all subcontractors processes are integrated across the team and identified in
Government PTES Program Office approved program plans.

Ensure prime and all subcontractors are performing processes in Government PTES Program
Office approved program plans.

Ensure these assurance processes embrace the complete product development life cycle of
engineering artifacts and test artifacts.
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6. Describe the Quality Management Plan in the PTES SEMP [A001], [BOO1], [C001]
1.1.1.7 Risk Management

a. The PTES Contractor shall establish, implement, and maintain a Risk Management Program that
is compliant with IEEE 15288.1 (Application of Systems Engineering on Defense Programs)
(tailored) and SMC-T-005 (AFSPC SMC Standard: Risk Management Supplement To IEEE-
15288.1) and is consistent with the PTES SEP and documented in a Risk Management Plan
(RMP). [A037], [BO37], [CO37]

1. The PTES Contractor’s RMP shall identify, evaluate and describe mitigation plans and
handling strategy including the option to put risks with a low risk rating on a Watch list
(enabling the risk registry to be complete while reducing demands on limited resources) for
each technical, cost and schedule risk and monitor execution of the mitigation plan. [A037],
[BO37], [C037]

2. The PTES Contractor shall provide technical, cost and schedule risk assessments,
documented in Risk Management Status Reports. [A038], [B038], [C038]

3. The PTES Contractor shall plan and execute risk reduction activities including :
I. Addressing risks identified through the contractor’s risk management process;
ii. Tracking risk reduction activities through the IMS;
iii. Integrating results into the contractor’s segment design;

iv. A summary of the risks and issues with mitigation steps and plan status and risk burn-
down progress shall be reported at each Government PTES Program Office PMRs and
Technical reviews including a summary table showing the portion of the risk registry for
which risk ratings have changed since the last Government PTES Program Office review.

b. The PTES Contractor shall invite the Government PTES Program Office to participate in the
Contractor’s Risk Management Board as a non-voting member.

c. The PTES Contractor shall participate in the Government PTES Program Office risk
management program. Required activities shall include recommending risks for inclusion in the
Government PTES Program Office risk list, providing risk mitigation and status updates for risks
being tracked by the PTES Contractor, and participating in risk meetings. The PTES Contractor
shall make their risk database available to the Government PTES Program Office in MS EXCEL
format. (DAL submission). (Assume monthly meetings via teleconference) [A004], [BO04],
[C004]

1118 Human Engineering

a. The PTES Contractor shall ensure that the system, including hardware, software and technical
procedures, and products and work environment, are compatible with the sensory, perceptual,
mental and physical attributes of the personnel who will operate, maintain, control and support
the PTES system. The PTES Contractor shall employ Human System Integration (HSI) methods
to address both automation and staffing profiles (including at a minimum the number of and skill
level of personnel) to reduce lifecycle cost.

b. The PTES Contractor shall implement a plan that involves operators, maintainers, support
personnel and end users of the PTES system that provides information that will guide the system

Att. 1-25 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

C.

1.1.1.9
a.

d.

design to support mission and personnel requirements. The system shall be designed and
developed IAW MIL-STD-1472G (Department of Defense Design Criteria Standard: Human
Engineering), Human Engineering (tailored), and consistent with ANSI HFES 100 (2007),
Human Factors Engineering of Computer Workstations (Tailored) and ensure all HSI work is
consistent with the methods defined in MIL-STD-46855A (DoD Standard Practice: Human
Engineering Requirements for Military Systems, Equipment and Facilities). The PTES
Contractor shall apply appropriate human performance assessment and verification methods that
address human performance, human error and workload to meet established HSI and mission
requirements.

The PTES Contractor shall conduct human systems engineering, documented in the Human
Engineering Program Plan (HEPP) and implement a process for developing the user interface
and incorporating operator feedback on the user interface. [A039], [B039], [C039]

1. The PTES Contractor shall develop and maintain a Style Guide and include in the HEPP.
[A039], [BO39], [C039]

Technical Performance Measures and Margin Planning

The PTES Contractor shall support the Government PTES Program Office system-level
Technical Performance Measures (TPM) development and tracking process including
recommending system-level TPMs, participating in margin planning and tracking of system-
level TPMs and working to analyze and resolve segment-level issues that affect system-level
TPMs as documented in the PTES SEP. (Assume four (4) ad hoc teleconferences per month)

The PTES Contractor shall report TPMs monthly, at major design reviews and when a change is
identified. The Government PTES Program Office shall identify impacts and initiate responses if
required.

The PTES Contractor shall develop and maintain a TPM program that:

1. Links to the risk management process, including identifying and monitoring TPMs,
conducting TPM margin planning and tracking and maintaining a margin management
control board that includes Government PTES Program Office participation.

2. Projects the probable performance of a selected technical parameter over a period of time.
Records the actual performance observed of the selected parameter.

4. Supports the Contractor’s technical manager in making decisions through comparison of
actual vs. projected performance.

The PTES Contractor shall employ margin management in the development of system
architecture and corresponding design solutions:

1. Provide design and analysis data at system-level SRR, SFR, PDR, CDR, prior to
Developmental and Operational Testing events, and SVR/FCA to demonstrate that sufficient
margin exists during program maturation to support system verification and validation of
KPPs, KSAs, and APAs. (Assume that the Government PTES Program Office is not holding
additional margin at the system level for these CDD requirements) [A008], [BOO8], [C008],
[A106], [B106], [C106]
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2. Support Government PTES Program Office activities to independently verify that
Contractor’s margin planning assumptions and analysis activities are reasonable and
accurate.

3. Support Government PTES Program Office activities to analyze and resolve segment-level
margin issues that affect the system level margin risk.

1.1.1.10 Configuration Management

a. The PTES Contractor shall implement a Configuration Management (CM) program in
compliance with Electronic Industries Alliance (E1A) 649-1, Configuration Management
Requirements for Defense Contracts and document in the Contractor’s Configuration/Data
Management Plan, which includes Identification, Control, Status Accounting and Audits.
[A040], [BO4Q], [C040]

1. The PTES Contractor shall develop and maintain the PTES System and Segment technical
baseline including an internal CCB for maintaining and controlling the technical baseline.
The PTES Contractor shall notify the Government PTES Program Office of all CCB
decisions.

2. The PTES Contractor shall manage changes to the technical baseline in compliance with
SMC-T-007 (AFSPC SMC Tailoring: Tailoring of EIA-649-1: Definition of Major (Class I)
Engineering Change Proposal), Tailoring of EIA-649-1 Definition of Major (Class 1)
Engineering Change Proposal, and shall submit an Engineering Change Proposal (ECP) and
Contract Change Proposal (CCP) to propose changes to the contract and CSOW
requirements. [A041], [B041], [C041]

3. The PTES Contractor shall manage specification and interface changes through a
configuration control process and shall submit Specification Change Notices (SCN) and
Interface Revision Notice (IRN) for release of SCNs and IRNSs to the technical baseline as
changes occur. [A028], [B028], [C028]

4. The PTES Contractor shall submit Requests for Variance (RFV) for Government PTES
Program Office approval. [A042], [B042], [C042]

5. The PTES Contractor’s internal CM and CCB processes shall include procedures to manage
the products within the MBSE environment.

1.1.1.11 Data Management

a. The PTES Contractor shall implement a Data Management (DM) program, documented in the
Contractor’s Configuration/Data Management Plan, which includes Data Rights. [A040],
[B0O40], [C040]

b. The PTES Contractor shall deliver all required unclassified data that is listed in the Contract
Data Requirements List (CDRL), DD Form 1423, to the Government using TopVue.

c. The PTES Contractor shall deliver required classified data that is listed in the Contract Data
Requirements List (CDRL), DD Form 1423, to the Government IAW the classified data item
submittal procedure provided in paragraph 10 of the CDRL Exhibit cover page.

d. The PTES Contractor shall establish and maintain a secure Integrated Digital Environment (IDE)
for hosting all technical data and computer software produced in the performance of this
contract. The purpose of the IDE is to create a seamless, collaborative data environment for the
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PTES Contractor and Government PTES Program Office team, which contains all pertinent data
about the project throughout its development and delivery.

1. Functionality shall include data search, back up, version control and simple interfaces to
manage data items.

2. The data management plan, including IDE structure, format, processes and procedures, shall
be documented as part of the Contractor’s Configuration/Data Management Plan. [A040],
[B0O40], [C040]

3. The PTES Contractor shall include program management information in the IDE such as
cost, risk and schedule data.

e. The PTES Contractor shall provide the Government PTES Program Office and Government
PTES Program Office support contractors, with properly completed Non-Disclosure Agreements
(NDA), continuous electronic access to its IDE and the ability to download artifacts throughout
the term of the contract.

f. The PTES Contractor shall provide the Government PTES Program Office team access to and
the ability to download all data listed in the DAL. [A004], [BO04], [C004]

1. The PTES Contractor shall deposit non-CDRL items that make up the product baseline into
the Contractor’s secure IDE, and update the DAL. (DAL submission) [A004], [B004],
[C004]

1.1.1.12 Data Rights

a. All data developed, delivered and otherwise provided in performance of this contract shall be
marked IAW DFARS 252.227-7013, 252.227-7014 and 252.227-7015. Ordering of data items on
the DAL shall take place using the deferred ordering clause, 252.227-7027. All data listed on the
DAL, including drafts of deliverables if applicable, shall be considered delivered for purposes of
the DFARS data rights clauses (and subject to the same rights asserted for final deliveries).
However, non-final versions of future deliverables shall not constitute acceptance for purposes of
Inspection and Acceptance requirements or the DFARS data rights clauses. [A004], [B0O04],
[C004]

b. Identification and Assertion of Data Rights Restrictions

The PTES Contractor shall not deliver or otherwise provide to the Government PTES Program
Office technical data or computer software with restrictive markings (or otherwise subject to
restrictions on access, use, modification, reproduction, release, performance, display, or
disclosure) unless the technical data or computer software are identified IAW the requirements in
the following sections:

1. Identification, Assertion and Notification of Data Rights
The PTES Contractor (including subcontractors or suppliers, or potential subcontractors or
suppliers, at any tier) shall identify all technical data and computer software that it proposes
to be delivered or otherwise provided (including all Option CLINSs as if the Option was
exercised) with less than Unlimited Rights. The PTES Contractor shall ensure the technical
data and computer software are identified by specific reference to the requirement in each
task order to deliver or provide that technical data or computer software, e.g. by referencing
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C.

the associated CLINs, CDRLs, or sections in the CSOW. Identification shall be completed as
follows:

i. The PTES Contractor shall identify restrictions on non-commercial technical data; and
non-commercial computer software shall be identified pursuant to DFARS 252.227-7013
and 252.227-7014.

ii. The PTES Contractor shall also identify and assert restrictions for all commercial
technical data, i.e., technical data pertaining to a commercial item by providing an update
to clause 252.227-7017. This includes commercial technologies that are used as
platforms, frameworks, base concepts etc. upon which the contractor creates derivative or
complimentary works.

iii. IAW DFARS section 227.7102, the PTES Contractor shall not be required, except for
items described in DFARS section 227.7102-1(a), to furnish technical information related
to commercial items or processes that is not customarily provided to the public or
relinquish to or otherwise provide the Government rights to use, modify, reproduce,
release, perform, display, or disclose technical data pertaining to commercial items or
processes except for a transfer of rights mutually agreed upon.

iv. The PTES Contractor shall provide copies of all proposed negotiated license(s),
commercial license(s) and other asserted restrictions other than Government purpose
rights; limited rights; restricted rights; Small Business Innovative Research (SBIR) data
rights for which the protection period has not expired; or Government’s minimum rights
as specified in the clause at DFARS 252.227-7015. Licenses for commercial technical
data shall be included as an attachment to task orders as mutually agreed upon and
applicable.

The PTES Contractor shall identify and assert restrictions for all commercial computer software,
including Open Source Software (OSS) by providing an attachment to the PTES Contractor’s
offer to supplement DFARS clause 252.227-7017. This includes commercial software that is
used as a platform, framework, firmware, database or other embedded tools upon which the
contractor creates derivative or complimentary works. The PTES Contractor shall provide copies
of all commercial license(s). Applicable and mutually agreed upon commercial licenses for
software, including seat limitations, shall be included. [A025], [B025], [C025]

Upon request by the Contracting Officer, the PTES Contractor shall provide sufficient
information to enable the Contracting Officer to evaluate listed assertion of rights less than
unlimited.

1.1.1.13 Software Assurance

a.

The PTES Contractor shall ensure that protection and assurance activities aimed at mitigating
attacks against the operational system throughout the system life cycle and those that address
threats to the development environment that are implemented include:

1. Development processes — assurance activities conducted during the development process to
mitigate and minimize successful attacks (e.g., threat assessment and modeling, attack
surface analysis, architecture, design, and development reviews, application of static and
dynamic code assessment tools and services, penetration testing and red teaming) that the
developed system is likely to face when deployed into operation.
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2. Operational System — attack countermeasures and other assurance activities applied within
the operational environment (e.g., failover, fault isolation, encryption, application firewalls,

least privilege and secure exception handling) to mitigate attacks against the delivered system

and software interfaces, which may include NDI software.

3. Development Environment —assurance activities and controls (e.g., access controls,
configuration management and release testing) applied to tools and activities (e.g., compilers,
linkers, integrated development environments, run-time libraries and test harnesses) used to
develop and sustain software to mitigate attacks.

The PTES Contractor shall develop PTES system in cyber secure environments, hardened

to the same levels as the operational computational environments.
a) The PTES Contractor shall develop Joint Hub ECU, KMS ECU, KLIF, and KMS in

an NSA approved cyber secure environment IAW High Assurance Encryption Device

Development Environment Security Requirements (HAEDDESR).

b) The PTES Contractor shall develop MMS and Joint Hub in cyber secure
environments IAW DFARS 252.204-7012, NIST SP 800-171 and the following:

1) Network Isolation and 1/0 Controls:

Vi.

Vii.

The PTES Contractor shall logically isolate the development environment
from other non-development networks.

The PTES Contractor shall not allow access to the classified development
environment from the Internet or from other external unclassified network.

The PTES Contractor shall utilized FIPS 140-2 solution to create protected
connections between physically separated locations to ensure the
confidentiality, integrity, and authenticity of data in transit.

The PTES Contractor shall only install software in the development
environment that is explicitly required to support the development effort or
the target system.

The PTES Contractor shall employ application whitelisting throughout the
development environment.

The PTES Contractor shall strictly control the import of data, software
libraries, or tools into the development environment.

a. The PTES Contractor shall virus check all imports into the development
environment.

The PTES Contractor shall allow the PTES Government Program Office
access to the development facilities for inspection and testing.

2) Network Monitoring:

The PTES Contractor shall continuously monitor the development network for

the purposes of detecting malicious activity and insider threats.
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3)

4)

5)

6)

ii. The PTES Contractor shall expeditiously resolve anomalies or malicious
activity or network compromise and report finding to the PTES Government
Program Office within 72 hours as stated in NIST SP 800-171.

a. The PTES Contractor shall support the Government investigation into
malicious activity and network compromise by capturing and storing log
files for all the development activities.

Data Integrity:

i. The PTES Contractor shall control and monitor any database containing the
electronic representations of the design implementation (software code
repository, hardware design code, etc.) for unauthorized changes.

Access Control:

i. The PTES Contractor shall implement Identification and Access (I&A)
controls to properly restrict access to the development environment, network
and associated database(s).

a. The PTES Contractor shall establish roles and permissions for all users of
the development environment (e.g., System administrators, developers,
security auditors)

Development Environment Integrity:

i. The PTES Contractor shall conduct periodic virus scans using approved virus
scanner, implement a patch management plan, and configure and maintain an
Information Assurance Vulnerability Alert (IAVA) and STIG compliant
development environment.

ii. The PTES Contractor shall not move equipment that has been in use in an
unclassified environment to the classified development network.

Software Component Procurement/Acquisition:

i. If the originating software vendor provides a mechanism for verification of
integrity or authenticity (e.g. cryptographically hashed (at least 256 bits) or
digitally signed) of the software, then the PTES Contractor shall verify the
mechanism prior to incorporation the software into the development
environment.

ii. The PTES Contractor shall review acquired software (binary or source), if
available, for malicious behavior, viruses and known vulnerabilities prior to
integrating that code into the development environment.

a. The PTES Contractor shall purchase software from the original
manufacture or a licensed reseller. For open source software, the PTES
Contractor shall download from an official site, such as GitHub.

b. The PTES Contractor shall record the origination source and license
agreements for software used in the development environment.

iii. The PTES Contractor shall ensure that software integrated into the
development environment is evaluated using third party tools for “known”
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Vi.

Vil.

vulnerabilities (i.e., Common Vulnerability Enumerations (CVE)/National
Vulnerability Database entries).

The PTES Contractor shall use a commercial software application to perform
patch management on open source and third party software in order to identify
known vulnerable components.

The PTES Contractor shall track patch management for all open source and
third party software incorporated into the development environment.

The PTES Contractor shall keep the registry of incorporated open source and
third party software in an isolated network.

The PTES Contractor shall use malware detection techniques before final
packaging and delivery of software, databases, and associated tools and data
to the PTES Government Program Office, Test and Integration Environment,
and Operational Environments (e.g. scanning finished products and
components for malware using one or more up-to-date malware detection
tools).

7) Software Component:

iv.

The PTES Contractor shall attribute and trace all developed code to a single
developer.

The PTES Contractor shall use Code “check-in” and “check-out” auditable
events traced to a single developer.

The PTES Contractor shall employ a Configuration Management system
including auditing mechanisms to detect suspicious developer activity.

The PTES Contractor shall allow the PTES Government Program Office to
examine the Configuration Management audit logs.

8) Encrypting Software for Delivery:

The PTES Contractor shall utilize encryption keys used to encrypt the
classified software which perform at the same level as the classified software.

The PTES Contractor shall encrypt the software while in the isolated
development environment.

Note: Not all software will require the same level of software assurance activities and mitigation
planning and implementation.

1.1.1.14 Cybersecurity

The following cybersecurity requirements are applicable at the system, segment levels and below to
include hardware, software and firmware.

a. The PTES Contractor shall support the Government PTES Program Office led Cybersecurity
Review Board (CRB) for the development, refinement and implementation of a cybersecurity
strategy that is aligned with the evolving Risk Management Framework (RMF) per DoDI
8510.01 (Risk Management Framework (RMF) for DoD Information Technology (IT)) (latest
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version). Projected meetings are two (2) per month first year, one (1) per month next two (2)
years and quarterly thereafter.

b. The PTES Contractor shall develop rulesets and support approval and authorization for Cross
Domain Solutions (CDS) required for the Contractors’ specific PTES design as outlined in the
"Air Force Cross Domain Support Element (AF CDSE) Users Guide for AF & Combatant
Commanders (COCOM) supported customers,” Version 2.0, 30 June 2016.

c. The PTES Contractor shall implement and update identified technical Cybersecurity controls
into the component and system engineering processes and deliver a Cybersecurity
Implementation Plan (CSIP) that indicates integration of Government PTES Program Office
identified Cybersecurity controls from Technical Requirements Document(s) (TRD) into the
engineering processes, products, system, and segments. The CSIP shall demonstrate how the
contractor will deliver a system that is Cybersecurity control compliant. [A043], [B043], [C043]

d. The PTES Contractor shall develop, deliver and maintain the Cybersecurity Test & Verification
Plan (CTVP) that details how the cybersecurity controls identified from the PTES System TRD
(PTES-8000) will be tested and validated throughout the system lifecycle. The CTVP shall be
developed for each cybersecurity-enabled device (i.e., router, switch, desktop, server) up through
the system level. [A044], [BO44], [C044]

e. The PTES Contractor shall ensure their overall system cybersecurity test and evaluation process
is fully integrated into the overall system test and evaluation processes and plans. The PTES
Contractor shall demonstrate and maintain traceability between the CSIP, CTVP and PTES
System TRD (PTES-8000). [A043], [BO43], [C043], [A044], [BO44], [C044]

f. The PTES Contractor shall identify and mitigate risks and issues associated with Cybersecurity
per Cybersecurity and DoD Instruction (DoDI) 8510.01 (Risk Management Framework (RMF)
for DoD Information Technology (IT)) (latest version).

g. The PTES Contractor shall conduct analysis for NDI software that is not on the Government
PTES Program Office approved product list to ensure they do not pose a system risk and deliver
the analysis to Government Information System Security Manager (ISSM) for approval and
deliver as part of the Hardware/Software List. [A117], [B117], [C117]

h. The PTES Contractor shall analyze NDI software that is not on the Government PTES Program
Office approved product list using NSA-approved static and dynamic code analyzer to ensure
they do not pose a system risk and report the analysis in the SSMR. [A021], [B021], [C021]

i. The PTES Contractor shall assemble, establish, and use NSA approved cyber secure
environments, hardened to the same level as the operational environment for:

1. Development (PTES Contractor provided) (see Section 1.1.1.13.a.3 above)
2. Integration, demonstration & test, and training (DISA CDC)
3. Operational (DISA CDC)

J. The PTES Contractor shall ensure that the development environment meets the NSA cyber
security requirements in Section 1.1.1.13.a.3. Security guidelines for the environment shall be
documented and the security program implemented shall address the security controls described
in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 (latest
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version), Security and Privacy Controls for Federal Information Systems and Organizations.
[A043], [BO43], [C043]

k. The PTES Contractor shall design, develop and implement secure applications and
configurations through applying applicable DISA STIGs, vendor (Original Equipment
Manufacturer (OEM)) security guidance, best practices and applicable vendor product patches at
least quarterly to ensure system under development, test and operation is compliant with stated
software assurance standards. The PTES Contractor shall deliver a quarterly status of STIG and
OEM test status along with system and segment patch status. (DAL submission) [A004], [BO04],
[C004 ]

1. The PTES Contractor shall deliver both raw and summary STIG results, as well as the
version and date of the STIGs used, along with the quarterly status updates into the IDE.

I. The PTES Contractor shall design, develop and implement an Operating System and Software
Patching Plan (OSSPP) that captures and demonstrates how the contractor will maintain the
operating system and software patching compliance with published STIGs and vendor OEM
standards. The PTES Contractor shall collaborate with DISA and integrate the OSSPP into the
systems engineering policies, plans and procedures. [A045], [B045], [C045]

m. The PTES Contractor shall develop, update, and deliver a Cybersecurity Architecture. [A119],
[B119], [C119]

1. The PTES Contractor shall demonstrate how the system Solution Architecture is resilient
(e.q., fail-safe; redundant; able to operate through damage, compromise, degraded operation
or degraded communications).

n. The PTES Contractor shall design and demonstrate how the system will support continuous
monitoring of cybersecurity status with the ability to identify, isolate, eradicate and recover from
an internal and external threat. This solution shall support integration and reporting into the
government identified cybersecurity service provider (CSSP).

0. The PTES Contractor shall use trades for operating system(s) that reduce mandated upgrades and
potential specialized operating system architectures. The intent is to mitigate dependence on
standard operating system vulnerabilities and reduce/eliminate the need to upgrade unsupported
operating system(s).

p. The PTES Contractor shall develop and deliver a Hardware/Software (HW/SW) List. [A117],
[B117], [C117]

g. The PTES Contractor shall reduce cybersecurity attack surface by reducing or eliminating non-
mission essential Ports, Protocols and Services (PPS). [A118], [B118], [C118]

r. The PTES Contractor shall support the vulnerability management process throughout the CLIN
period of performance by assessing the impact of vulnerabilities, assessing and implementing
identified countermeasures and developing custom countermeasures.

s. The PTES Contractor shall ensure the PTES cybersecurity workforce is certified per DODD
8140.01 (Cyberspace Workforce Management), 1A Training, Certification and Workforce
Management within six (6) months of ECD.

t. The PTES Contractor shall attend and provide inputs to the System Security Working Group to
resolve issues among stakeholders. (Assume bi weekly teleconference).
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u. The PTES Contractor shall meet Committee on National Security Systems Policy (CNSSP) No.
11 (National Policy Governing the Acquisition of Information Assurance (IA) and 1A-Enabled
Information Technology (IT) Products) and CNSSP No. 12 (Cybersecurity Policy for Space
Systems Used to Support National Security Missions) (or most recent), and DoDI 8500.01
(Cybersecurity) for all cybersecurity related to PTES, including subsystems, hardware and
software.

v. The PTES Contractor shall support all requisite Cybersecurity Test and Evaluation (T&E)
activities per the DoD Cybersecurity T&E Guidebook.

1.1.1.15 Program Protection

The following protection requirements are applicable at the system, segment levels and below to include
hardware, software and firmware.

a. The PTES Contractor shall support Government PTES Program Office led System Security
Working Groups (SSWG) for the development, refinement and implementation of the Program
Protection Plan (PPP) (PTES-8050) and the associated PPP (PTES-8050) content to include the
identification and protection recommendations for Critical Program Information (CPI), Critical
Components (CC) and the Software Assurance Matrix (SAM). (Assume during the first year,
two (2) meetings per month then one (1) meeting per month for the next two (2) years and
quarterly thereafter.)

b. The PTES Contractor shall develop a Program Protection Implementation Plan (PPIP) that
details how the contractor implements the Government PTES Program Office PPP (PTES-8050)
at the contractor, sub-contractor and vendor controlled locations. [A046], [BO46], [C046]

c. The PTES Contractor shall define their approach to the PPP (PTES-8050) CPI Anti-Tamper
protection methodology and implementation and document within the PPIP. [A046], [B046],
[C046]

d. The PTES Contractor shall define their approach to the PPP (PTES-8050) CC supply chain and
protection methodology and implementation and document within the PPIP. [A046], [B0O46],
[C046]

e. The PTES Contractor shall document their access control process to ensure only authorized
personnel have access to and use of system design information, DoD-unique technology,
software and hardware.

f. The PTES Contractor shall support the development of system and segment Critical Intelligence
Parameters (CIP) that feeds the Validated Online Lifecycle Threat (VOLT) that is developed by
the Government.

1. The PTES Contractor shall study the impact of implementing CIPs and make
recommendations, via the security working group after MS B, to the Government PTES
Program Office.

g. The PTES Contractor shall support the Government PTES Program Office lead effort to define
system and segment CC using the below matrix, Table 1-3, Criticality Definitions. The
Government PTES Program Office provided PPP (PTES-8050) will enable the contractor to
report protection methodology in the PPIP along with protection rationale during Government
PTES Program Office led SSWGs.
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Table 1-3. Criticality Definitions

Event

Deliverable

Level | - Total Mission Failure

Failure that results in total compromise of mission capability

Level Il - Significant/Unacceptable Degradation

Failure that results in unacceptable compromise of mission capability or
significant mission degradation

Level 111 - Partial/Acceptable

Failure that results in partial compromise of mission capability or partial
mission degradation

Level IV - Negligible

Failure that results in little or no compromise of mission capability

h. The PTES Contractor shall take preventative steps at all levels of the respective supply chain, to
commit suppliers to providing authentic material. Preventative actions include establishing
measures to mitigate counterfeiting risks, managing residual risk throughout the life cycle and
maintaining traceability of parts origination and distribution. The supplier information for CC
shall be provided to the Government PTES Program Office for inclusion into the PPP (PTES-
8050) and subsequently the contractor developed PPIP. [A046], [BO46], [C046]

i. The PTES Contractor shall develop, document and update software assurance using the
following three tables; Table 1-4, Software Assurance (Development Process); Table 1-5,
Software Assurance (Operational System); and Table 1-6, Software Assurance (Development
Environment) planned and actuals below IAW the table description. These tables shall also be
included in the PPIP. [A046], [B046], [C046]

Table 1-4. Software Assurance (Development Process)

Development Process

SW (Critical Static Design Code CE p/a CAPEC CWE p/a Pen Test Test Coverage
Components & Analysis | Inspect Inspect (%) p/a (%) (%) p/a (%)
Functions) p/a (%) p/a (%)

Developmental Level |
and I1 Critical Function
SW

Other Developmental
SW

COTS Level I and 11
Critical Function SW

COTS (Other than
Critical Function) and
NDI SW

Table 1-5. Software Assurance (Operational Process)

Operational System

Failover
Multiple
Supplier
Redundancy
(%)

Fault
Isolation

Lease System Input Checking / SW Load Key
Privilege Segment Validation
Isolation

Developmental level | and
Il Critical Function SW

Other Developmental SW

Att. 1-36 of 163
UNCLASSIFIED




UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

Operational System

Failover Fault Lease System Input Checking / SW Load Key
Multiple Isolation | Privilege Segment Validation
Supplier Isolation

Redundancy

(%)

COTS Level I and 11
Critical Function and NDI
SwW

Table 1-6. Software Assurance (Development Environment)

Development Environment

SW Products Generated Code
(List of COTS used in SW Release Inspection p/a OEM
Development) Source Testing (%)

Developmental level | and
Il Critical Function SW

Other Developmental SW

COTS Level I and 11
Critical Function SW

COTS (Other than Critical
Function) and NDI SW

1.1.1.16  Cryptology

a. The PTES Contractor shall support the Government PTES Program Office in the development of
a key management approach addressing Type 1 cryptographic products used in PTES. The
PTES Contractor shall provide inputs to the following documents:

1. Key and Certificate Management Plan (KCMP) (PTES-8410) for the KMS ECU and Joint
Hub ECU [A047], [B047], [C047], [A048], [BO48], [C048]

2. Key and Certificate Specification (KCS) (if required) for the KMS ECU and Joint Hub ECU
[A047], [BO47], [CO4T7], [A048], [BO48], [C048]

b. The PTES Contractor shall include Key distribution scenarios (e.g. Initialization, Compromise
Recovery, Failure recovery) in the OCD. [A002], [B002], [C002]

1.1.2 Assembly, Integration and Test

The PTES Contractor shall assemble, integrate, test, verify, certify, and coordinate with the PTES
Program Office to field the PTES system consistent with the Government SITP (PTES-8950) and the
SVP (PTES-8955). The PTES System Integration, Test, Verification, and Certification program will
occur during Developmental Test and Evaluation (DT&E) and Operational Test and Evaluation
(OT&E). DT&E includes Government and PTES Contractor integration, testing, verification and
Certification support. AFOTEC leads OT&E efforts including Multi-Service Operational Test and
Evaluation (MOT&E) conducted by Multi-Service Operational Test Agencies (OTA). Integrated Test
and Evaluation (IT&E) is Government T&E that meets both developmental and operational objectives.
[A005], [BOOS], [CO05], [A049], [BO49], [C049]

a. The PTES Contractor shall assemble, integrate, and test PTES software and hardware, prior to
installation of hardware in all locations.

b. The PTES Contractor shall conduct system verification and support Government certification for
requirements.
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C.

1121
a.

1122

a.

The PTES Contractor shall provide workspace, chairs, tables, and desks to accommodate six
people during testing, including access to internet and wired telephones at test sites as outlined in
the SITP. [A005], [BOOS5], [C005]

The PTES Contractor shall invite the Government PTES Program Office, at least 14 CD prior, to
witness verification testing of PTES System requirements and interfaces and to witness PTES
testing at the operational site(s).

Contractor Led DT&E

The PTES Contractor shall conduct a Test Readiness Review (TRR) prior to all tests or
demonstrations used for verification of compliance document requirements and invite the
Government PTES Program Office. The PTES Program Office will coordinate with the Lead
Developmental Test Organization (LDTQO) and OTA. [A106]

The PTES Contractor shall follow established Agile development procedures for the MMS,
KMS and KLIF (in Appendix A (Agile Product Management)) in the correction of identified
software issues or requirement deviations discovered during testing, collaboration with the
Government PTES Program Office in prioritizing corrections, regression and retesting activities.

The PTES Contractor shall conduct and provide documentation for integrated system level Risk
Reduction Demonstrations (RRDs), including all segments at the conclusion of each software
Build delivery to verify the requirements completed in that Build. [A050], [BO50], [C050],
[A051], [BO51], [CO51], [A052], [BO52], [CO52]

1. The PTES Contractor shall conduct system level Over-The-Air (OTA) tests as part of RRD
to support formal verification of requirements. As a minimum, Contractor-led system level
OTA tests shall be conducted as part of the software Build 4 RRD, Build 5 RRD, Build 6
RRD, Build 7 RRD, and Build 8 RRD.

During Sprint Demonstrations, the PTES Contractor shall plan, conduct and provide the
documents to the PTES Program Office if requested. (DAL submission) [A004], [B004], [C004]

The PTES Contractor shall conduct a NSA TRR and Security Verification Test (SVT) witnessed
by NSA and the Government PTES Program Office in accordance with the NSA-tailored TSRD.
The Government PTES Program Office will coordinate with the NSA, LDTO, and OTA. [A106],
[B106], [C106]

Government Led DT&E, IT&E and OT&E

The PTES Contractor shall provide support to the Government PTES Program Office for the
planning, execution and documentation of all testing during Government led DT&E, IT&E, and
OT&E.

The PTES Contractor shall support Early Operational Assessment (EOA), Operational
Assessment (OA), and test events including Risk Reduction Tests (RRT), DTs, integration tests,
Operational Tests (OT), and MOT&E tests, and requests for test data.

The PTES Contractor shall support the Government PTES Program Office Deficiency Reports
(DR) and Joint Deficiency Reporting System (JDRS) process consistent with the SITP. [A005],
[BOOS], [C005]
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1.1.2.3
a.

1.1.24
a.

Verification and Certification

The PTES Contractor shall verify all system-level PTES requirements including interfaces with
external systems and organizations.

The PTES Contractor shall develop a PTES SVP based on the guidance provided by the
Government SVP (PTES-8955). [A049], [B049], [C049]

1. The PTES Contractor shall develop and maintain Requirement Verification Plans (RVP),
documented in the PTES SVP, and generate verification artifacts for every requirement in the
PTES System specification. [A049], [B049], [C049]

The PTES Contractor shall develop and maintain a Verification Cross Reference Matrix
(VCRM) (included in the PTES System Specification) and shall contain every requirement in the
PTES System Specification. [A026], [B026], [C026]

1. The PTES Contractor shall provide VCRM development and requirement verification status
at the Technical Reviews and Audits (e.g. System PDR, Build Decision Reviews (BDR),
System CDR, TRRs, System Verification Review (SVR)/Functional Configuration Audit
(FCA), and PCA).

The PTES Contractor shall ensure that all test software and test drivers are documented, verified
and approved prior to the start of system verification testing. [A050], [BO50], [C050]

The PTES Contractor shall implement Verification, Validation & Accreditation (VV&A)
processes per the guidance provided in the Government SVP (PTES-8955) for models, emulators
and simulations that shall be used to directly support verification of system requirements during
developmental and operational testing. The VV&A process shall be documented in the PTES
SVP. [A049], [B0O49], [C049]

Development of Test Plans and Procedures

The PTES Contractor shall develop and maintain Test Plans and Procedures consistent with the
process/product description outlined in the Government SITP (PTES-8950) and in compliance
with SMC-S-024 (AFSPC SMC Standard: Test Requirements for Ground Systems). [A005],
[BOO5], [C005]

1. The PTES Contractor shall develop and maintain a PTES SITP. [A005], [BOO5], [C005]

2. The PTES Contractor shall provide Test Plans, Test Procedures, and Test Reports for each
test activity intending to verify requirements in the PTES specifications. [A050], [BO50],
[C050], [A051], [BOS1], [CO51], [A052], [BOS2], [CO52]

The PTES Contractor shall create and deliver PTES Test CDRLSs (test plan, procedures, and
reports) once, with updates or amendments for future testing activities; prioritizing content and
quality of data gathered and not on formatting. [A050], [BO50Q], [C050], [A051], [BO51], [CO51],
[A052], [BO52], [C052]

The PTES Contractor shall conduct a Test Readiness Review (TRR) prior to each test activity
intending to verify requirements in the PTES specifications. [A106], [B106], [C106]

The PTES Contractor shall test (including integration, qualification testing and regression
testing), using automated tools.
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1. In the event that automated tools are precluded, the PTES Contractor shall obtain approval
for required manual steps as outlined in the System Test Procedures. [A051], [BO51], [CO51]

e. The PTES Contractor shall conduct fielding site surveys and site acceptability for system test
events and 10C.

1.1.25  Design and Development of Test Equipment

a. The PTES Contractor shall design, procure (in addition to the operational assets), build, test, and
certify a minimum of five (5) ground strings, as outlined in the Government SITP (PTES-8950),
to support system-level testing, operator training, and maintenance material testing.

1. The PTES Contractor shall include all equipment, hardware, software and emulators
necessary to support contractor integration, testing, failure analysis, regression testing,
Government PTES Program Office test events, and training.

2. The PTES Contractor shall ensure each system-level ground string includes the capability to
test the MMS, KMS, Joint Hub(s), and external interfaces as a system of systems with
sufficient fidelity to support the required test.

3. The PTES Contractor shall certify a ground string for operator training prior to Build 4
completion.
b. The PTES Contractor shall procure (in addition to the operational assets), deliver and install five
(5) ground strings at locations as defined by the PTES Program Office.

1. The PTES Contractor shall deliver, install, and maintain the hardware (i.e., Joint Hub
(W/ECU) with remote connection/access from the Contractor’s Facility) for two ground
strings at over the air test sites prior to Build 4 completion.

2. The PTES Contractor shall install and maintain all other ground strings and components that
are not installed at a DISA CDC or an over the air test site, at the Contractor’s Facility unless
otherwise directed by the PTES Program Manager.

c. At the completion of the contract, the PTES Program Office will provide ground string
disposition instructions.

1.1.2.6 Risk Reduction

a. The PTES Contractor shall conduct early risk reduction activities for system-level requirements
and interfaces with applicable GFP to provide for early problem detection and resolution.
(Attachment 6: Government Furnished Property (GFP))

b. The PTES Contractor shall conduct RRDs following each build completion.

c. The PTES Contractor shall support RRTs (for Builds 1-3) and DT/OTs conducted by the LDTO
following each RRD, including technical support with operations and troubleshooting.

1.1.2.7  Support to Government PTES Program Office

a. The PTES Contractor shall support the following Government PTES Program Office Test and
Evaluation activities:
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1. Support the development of the PTES Test and Evaluation Master Plan (TEMP), including
participating in meetings and providing input for TEMP sections related to PTES Contractor
activities.

2. Participate in PTES Integrated Test Team (ITT) meetings. (Assume quarterly meetings at
Government PTES Program Office location in El Segundo, CA)

b. The PTES Contractor shall participate in System Test IPT Meetings. (Initially, assume quarterly
meetings at Government PTES Program Office location in EI Segundo, CA. As development
tempo increases, expect ITT meetings to increase to weekly. For these meetings, current
planning is to conduct meetings via teleconference with a monthly meeting at the Government
PTES Program Office in El Segundo, CA.)

c. Review planned PTES deliveries and activities with those of the external organizations and the
Government PTES Program Office to ensure an executable integration that will meet overall
PTES objectives. (Assume monthly meeting via teleconference in conjunction with System
Integration Meeting)

d. The PTES Contractor shall lead the System Test Events listed in Table 1-7.

Table 1-7. System Test Events Led by PTES Contractor

Test Group Test ID Test Name (RI_Oelz d/Support) Location gtc;rptlnal
Risk Reduction End of

RRD 010 Demonstration (RRD) Lead Factory Build 1
Risk Reduction End of

RRD 020 Demonstration (RRD) Lead Factory Build 2

e. Support the System Test Events listed in Table 1-8

Table 1-8. System Test Events Supported by PTES Contractor

Test Role . Nominal
Group ‘Test ID |Test Name (Lead/Support) Location Start
RRT 010 Risk Reduction Test (RRT) Support Factory Eﬂ?lgfl

. : End of
RRT 020 Risk Reduction Test (RRT) Support Factory Build 2

1.1.2.8  Coordination with External Organizations

a. The PTES Contractor shall support the Government PTES Program Office in coordination with
external organizations as outlined in the Government SEP.

1. The PTES Contractor shall support the Government PTES Program Office in obtaining U.S.
Army Space and Missile Defense Command/Army Forces Strategic Command
(USASMDC/ARSTRAT) approval for operating over WGS.
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2. The PTES Contractor shall participate in test planning meetings, discussions, events, etc.,
with the LDTO (46" Test Squadron) for Government DT&E and with AFOTEC for OT&E
and MOT&Es.

b. The PTES Contractor shall provide testing results, documentation, data reduction tools and
software, and raw test data in support of DT and OT activities. [A050], [BO50], [C050], [A051],
[BO51], [C051], [A052]

113 Program Management

The PTES Contractor shall provide resources necessary to plan, manage, direct, control and report on all
activities contributing to the design of the PTES System and its interfaces to external systems and
organizations.

1131 General Management

The PTES Contractor shall provide program management including business and administrative
planning organizing, directing, coordinating, controlling and approval actions compliant with SMC-S-
019, Rev A (AFSPC SMC Standard: Program and Subcontractor Management), designed to accomplish
the overall program objectives.

a. The PTES Contractor shall conduct a Kick-off Meeting to include as a minimum, special topics,
schedule review, and risk and mitigation plans. (within thirty (30) CD of ECD)

1. The PTES Contractor shall develop post-review minutes and respond to post-review action
items and post in the IDE. (DAL submission) [A004], [BO04], [C004]

b. The PTES Contractor shall conduct monthly PMRs. [A053], [B053], [C053]

1. The PTES Contractor shall host a PMR every other month at the Contractor Facility and shall
schedule the PMR to coincide with an Agile System Demonstration and Team of Teams
meeting (see Appendix A (Agile Product Management), section 2.1.3).

2. For alternating months, the PTES Contractor shall conduct an Executive PMR.

i. The PTES Contractor shall work with the Government PTES Program Office to
determine Contractor attendance, location, and agenda. (assume 6 personnel at a
Government facility)

c. The PTES Contractor shall conduct weekly teleconference Tag-Up meetings to support
information exchange with the Government PTES Program Office. The content of the Tag-Up
shall be provided by the Government PTES Program Office (assume weekly, one (1)-hour Tag-
Up meetings).

d. The PTES Contractor shall report all System Alert events to the Government PTES Program
Office within 24 hours. System Alert events are those events in which the contractor or
subcontractor experience a product anomaly or problem during design, fabrication, assembly, or
test that has a potential impact on the Program’s performance, schedule or cost. This includes all
events reported to the Contractor’s PTES Program Manager.

e. The PTES Contractor shall report incidents including security violations, cyber/network
intrusions, adverse media exposure, criminal investigations, adverse financial and schedule
information and mishap reports regarding hardware or personnel to the Government PTES
Program Office within 12 hours of the event.
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f. The PTES Contractor shall use the IDE to share program data management indicators and
program metrics between the PTES Contractor and the Government PTES Program Office.

1.1.3.2

Key Program Personnel

a. The PTES Contractor shall establish and maintain an organizational team structure possessing
the knowledge, skills, and experience capable of performing all PTES requirements. The PTES
Contractor shall not make changes in key personnel, including but not limited to the substitution
or addition of key personnel, except in accordance with Appendix B (Key Personnel
Substitution).

1.1.3.3

1.

Program Manager — the individual responsible for managing the PTES program. Must have
bachelor’s degree and at least ten (10) years of experience in leading programs similar to
PTES in size and scope. Provide the resume highlighting relevant Agile experience.

Product Manager(s) — an individual responsible for the Product Roadmap, Product Backlogs
and priorities, coordination among Agile teams, and software releases. Provide the resumes
of the Product Manager(s), highlighting relevant Agile experience. Must have a bachelor’s
degree in computer science, engineering, or science and at least five years of experience in a
product management role in Agile software developments.

Product Owner(s) — an individual responsible for allocating work for the Agile teams and
interpreting the Government intentions using the assigned Product Backlog

priorities. Provide the resume of the Product Owner for each team, highlighting relevant
Agile experience. Must have a bachelor’s degree in computer science, engineering, or
science and at least five years of experience in a leadership role in Agile software
development and possess a current Agile certification (e.g., Certified Scrum Product Owner®
(CSPO) or Program Management Institute Agile Certified Practitioner (PMI-ACP)®)

System Architect/Engineer — the individual responsible for dividing the system into modular
components to be built by the Agile teams and for establishing secure environments and
infrastructure for development, integration, and test. Must have a bachelor’s degree in
computer science, engineering, or science at least seven years of experience architecting
programs similar to PTES in size and scope. Must have experience in Agile software
development.

System Integration Lead — the individual responsible for leading PTES system integration
and testing. Must have a bachelor’s degree in computer science, engineering, or science at
least seven years of experience in integration and test of programs similar to PTES in size
and scope. Must have Agile software development experience.

Project Management

The PTES Contractor shall develop a CWBS that is consistent with the WBS provided by the
Government PTES Program Office and as tailored by CDRL [A007], [BOO7], [CO07].

The PTES Contractor shall maintain the Integrated Master Plan (IMP) (Attachment 4 of the
PTES contract).

1.

The PTES Contractor shall submit changes to the IMP using a Contract Change Proposal.
[AO041], [BO41], [C041].
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1.1.34
a.

1.1.35

a.

Business Management/Program Control

The PTES Contractor shall base the PTES architecture upon the reporting level WBS and lower
level segregations, as agreed to and implemented through the PTES Contractors CWBS. [A007],
[BOO7], [C007]

The PTES Contractor shall prepare and deliver an IPMR and Contract Funds Status Report
(CFSR) in accordance with contract data requirements. These reports will be updated/submitted
via [A054] and [AQ55] for the life of the contract.

The PTES Contractor shall provide a Cost Data Summary Report (CDSR), Functional Cost-Hour
Report (FCHR), Contractor Business Data Report, and Software Resources Data Reporting
(SRDR): Development and Maintenance Reports and Data Dictionary in accordance with
contract data requirements. [A056], [BO56], [C056], [A057], [BOS7], [C057], [A058], [BO58],
[C058], [A020], [BO20], [C020]

The PTES Contractor shall participate in a post award conference with the Government PTES
Program Office to ensure that the Contractor’s standard cost and software data reporting (CSDR)
process complies with the guidelines contained in DoDM 5000.04-M-1, (Cost and Software Data
Reporting (CSDR) Manual) and the requirements in the Government PTES Program Office-
approved CSDR Plan for the contract, DD Form 2794 and related Resource Distribution Table.

The PTES Contractor shall conduct an Integrated Baseline Review (IBR) (refer to PTES IBR
Process Guide).

1. The PTES Contractor shall coordinate with the Government PTES Program Office to agree
on the content, format and acceptance criteria for the review within 60 CD of ECD.

2. The PTES Contractor shall directly support the planning, reporting and conduct of an IBR.
All IBR activities, including close-out of action items shall be completed within 180 CD of
ECD.

The PTES Contractor shall gain Government approval of all significant baseline changes once
the PMB is established. Significant changes include those that are directed by the Government,
are beyond the normal distribution of management reserves for “in-scope” effort, or are major
re-planning or re-baselining efforts. Elimination of cumulative cost performance variances shall
not be permitted without Government Contracting Officer direction.

The PTES Contractor may implement the use of rolling wave planning. If the Contractor
implements Rolling wave planning, the Contractor shall implement Rolling wave planning
wherein the PMB is detailed based on major program milestones or gated events.

The PTES Contractor shall ensure the relationship and consistency of the Earned Value
Management Data and the software metrics as described in Appendix A.

Contract/Subcontract Management

The PTES Contractor shall establish and maintain Non-Disclosure and other agreements that
may be required in support of contract activities.

The PTES Contractor shall enter into Associate Contractor Agreements (ACA) for portions of
the contract requiring joint participation in the accomplishment of the Government's
requirement. The agreements shall include the basis for sharing information, data, technical
knowledge, expertise and resources essential to the integration of the PTES, which shall ensure
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the greatest degree of cooperation for the development of the program to meet the terms of the
contract.

1. Associate contractors are listed in paragraph 6 below. ACAs shall include the following
general information:

i. ldentify the associate contractors and their relationships.

ii. ldentify the program involved and the relevant Government contracts of the associate
contractors.

iii. Describe the associate contractor interfaces by general subject matter.
iv. Specify the categories of information to be exchanged or support to be provided.
V. Include the expiration date (or event) of the ACA.

vi. ldentify potential conflicts between relevant Government contracts and the ACA,; include
agreements on protection of proprietary data and restrictions on employees.

2. A copy of such agreement shall be provided to the Contracting Officer for review before
execution of the document by the cooperating contractors.

3. The PTES Contractor shall not be relieved of contract requirements or entitled to adjustments
to the contract terms because of a failure to resolve a disagreement with an associate
contractor.

4. Liability for the improper disclosure of proprietary data contained in or referenced by
agreements shall rest with the parties to the agreement and not the Government.

5. All costs associated with the agreements are included in the negotiated cost of this contract.
Agreements may be amended by the Government during the performance of this contract.

6. The PTES Contractor shall enter into an Associate Contractor Agreement (ACA) with the
following contractors with whom agreements are required:

i. PATS, Commercial SATCOM, and Protected Tactical SATCOM (PTS) Contractors.
ii. PATS Terminal and PATS TM LRU Contractors
iii. WSTARS
Northrop Grumman
2721 Discovery Drive
Suite 100

Orlando, FL 32826
(321) 235-3800

iv. Others - To Be Provided (TBP)

c. The PTES Contractor shall establish necessary subcontracts and oversee the administration of
subcontracts, purchase orders with subcontractors and interdivisional agreements.

1. The PTES Contractor shall provide guidance to subcontractors for development and
administration of subcontract agreements, purchase orders and interdivisional agreements to
ensure proper flow-down of Government PTES Program Office requirements.
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2. The PTES Contractor shall place priority attention on subcontractor software process
planning and management and on test philosophy and planning.

3. The PTES Contractor shall ensure that subcontractor data available to the PTES Contractor is
also available to the Government PTES Program Office.

d. The PTES Contractor shall:

1. Employ close technical, programmatic and administrative management of subcontractors to
ensure adherence to all standards and approved practices;

2. Include Government PTES Program Office personnel in all major subcontractor reviews.
e. The PTES Contractor shall perform all necessary contract and pricing management activities,
including:
1. Proposal development, negotiation, administration and implementation of the contract and
contract changes.
2. Responses to “what if” exercises initiated by Government PTES Program Office.
3. Responses to below threshold contract changes.

f. The PTES Contractor shall manage and track small business subcontractor performance
including cost per CLIN.

g. The PTES Contractor shall maintain a core team (Prime and Subcontractors) with appropriate
relationships, roles and responsibilities. Positions shall be staffed with personnel possessing
appropriate expertise, breadth of experience and domain knowledge required to execute the
program.

h. Small Business Participation

1. The PTES Contractor shall submit semiannually an Individual Subcontract Report (ISR) and
Summary Subcontract Report (SSR) at http:esrs.gov, IAW FAR 52.219-09, Small Business
Subcontracting Plan (Jan 2017)

1.1.3.6  Government Federally Funded Research and Development Center (FFRDC) Contracts

a. The PTES Contractor shall cooperate with the Aerospace Corporation IAW Appendix C (SMC-
Enabling Clause For Government Program Contracts Requiring Interface With Aerospace
Federally Funded Research and Development Center (FFRDC) Contract Support (Nov 2017)).

1.1.3.7 Support to Government PTES Program Management Effort

a. The PTES Contractor shall provide Contractor status information for Government PTES
Program Office reviews, executive reviews, independent program reviews and assessments,
inspections, milestone events, budget excursions and user conferences.

114 Support Equipment and Product Support Planning

Includes the design, development and production of support equipment and associated software required
to build, assemble, integrate and support and maintain at the system and intersegment level, including
interfaces with external systems and organizations. This also pertains to testing and measurement
equipment that allows an operator or maintenance personnel to evaluate operational conditions of a
system or equipment by performing specific diagnostics, screening, or quality assurance efforts.
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1.1.41  Support Equipment

a. The PTES Contractor shall identify necessary Support Equipment items including the build and
version numbers of test equipment, required for the operation of the PTES system. The PTES
Contractor shall document required Support Equipment in the Product Support Plan (PSP).
[A059], [BOSY], [C059]

1142 Product Support Program

a. The PTES Contractor shall develop and implement a Product Support Program IAW SAE TA-
STD-0017 (Product Support Analysis) (tailored) and is consistent with MIL-HDBK-502A
(product Support Analysis) and documented in the PSP. [A059], [B059], [C059]

1. The PSP shall address sustainment processes, technical data, facilities, spares, personnel and
training required to ensure a smooth transition from development to Interim Contractor
Support (ICS) to sustainment.

2. The PTES Contractor shall perform analysis of manpower and personnel required for
operations and maintenance of PTES prime mission products including time for training to
reduce manning levels.

3. Prior to System level SRR, the PTES Contractor shall conduct a Logistics and sustainment
requirements review with the Government PTES Program Office. (This subparagraph only
applies to CLIN 0001)

4. The PTES Contractor shall conduct a Product Support Analysis (PSA) and deliver the
associated data products IAW the tailored SAE TA-STD-0017 (Product Support Analysis)
(tailored). [A062], [BO62], [C062]

1.1.4.3 Reliability, Maintainability and Testability (RM&T)

a. The PTES Contractor shall describe the Reliability, Maintainability, and Testability process in
the PTES SEMP. [A001], [BO01], [C001]

b. The PTES Contractor shall develop, implement and maintain a Reliability and Maintainability
(R&M) Program Plan compliant with MIL-STD-785B (including Notices 1 & 2) (Reliability
Program For Systems and Equipment) (tailored) and MIL-STD-470B (Maintainability Program
For Systems and Equipment) for hardware and software components. [A060], [BO60], [C060]

1. The plan shall establish a R&M strategy to include a reliability growth program for hardware
and software components.

2. The plan shall demonstrate that the R&M requirements (hardware and software) are clearly
understood, establish a process to satisfy the requirements and provide progressive assurance
that the requirements shall be satisfied.

3. The PTES Contractor’s R&M program plan shall include but not be limited to Fault Tree
Analysis FMECA and Damage Modes analysis and Failure Reporting, Analysis and
Correction system.

4. The PTES Contractor shall develop and deliver an R&M Prediction Report IAW MIL-STD-
785B tasks 201, 202, and 203 as tailored for hardware and software components as part of
the System PDR and System CDR DRIP package. [A008] (This subparagraph only applies to
CLIN 0001)
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C.

1144
a.

1.145
da.

The results of modeling, simulation, testing, and analysis shall be documented and delivered
IAW the R&M Block Diagrams and Mathematical Model Report. [A116], [B116], [C116]

The PTES Contractor's Cost as an Independent Variable (CAIV) and Life Cycle Cost (LCC)
activities shall include Reliability and Maintainability tradeoffs.

FMECA/Damage Modes Analysis

The PTES Contractor shall describe the Failures Mode, Effects and Criticality Analysis
(FMECA) process in the PTES SEMP IAW MIL-STD 785B task 204 as tailored for hardware
and software components. [A001], [BOO1], [C001]

The PTES Contractor shall conduct FMECA for all items listed on the Government PTES
Program Office approved candidate item list to the lowest indenture level to satisfy system
recovery and maintenance planning and analysis input requirements. Damage modes shall be
developed and documented for mechanical components included in the analysis, such as
antennas, plenums, chassis, etc. Results of these analyses shall be documented in the Combined
Logistics Analysis Report [A061], [BO61], and [C061]. Analysis shall include:

1. Definition of how the hardware or software item can be expected to fail or be damaged
(failure mode and damage mode).

2. How the hardware or software failure or damage is detected.

3. ldentification of the tasks needed to fault isolate the failure or damage mode to a defective
lower level executable software component or repairable assembly/component and ambiguity
group assemblies.

4. ldentification of the task necessary to restore a software failure or test and repair
failure/damage mode hardware items.

5. Identification of the task necessary to test and repair failure/damage modes in hardware or
software items shall consider all assemblies/components indentured to the item that could
result in the failure/damage mode under analysis and the ability to test the failure/damage
mode to a specific ambiguity group.

In addition to the submitting FMECA data per [A061], [BO61], and [C061], the PTES Contractor
shall identified all hazard causes and document them in the Hazard Tracking System (HTS).

1. When an appropriate HTS entry was not identified during a Safety Hazard Analyses efforts,
new FMECA identified hazards shall be tracked under a new HTS entry using System Safety
Program Plan (SSPP) methodologies. [A061], [BO61], [C061]

Failure Analysis and Corrective Action Report (FACAR)

The PTES Contractor shall describe the Failure Analysis and Corrective Action Report
(FACAR) process in the PTES SEMP. [A001], [BOO1], [C001]

The PTES Contractor shall implement a closed loop FACAR for both hardware and software
items in IAW MIL-STD 785B Task 104. [A061], [BO61], [C061]

1. The FACAR shall be capable of transferring all records and data into a PTES program
database that is accessible via the Web given proper authorization.
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2. Test Incident Reports (TIR) shall be generated by the contractor for selected developmental
tests, not conducted at Government facilities, determined by the contractor to provide
relevant data for RM&T analyses and evaluations. [A061], [BO61], [C061]

3. Types of testing shall include, as a minimum, stress screening tests, RM&T tests and
environmental, acceptance and qualification (hardware and software) development tests,
failure/recovery testing, and stability testing.

4. The PTES Contractor shall use the RM&T efforts and activities as defined in the R&M
program plan as the means to make appropriate corrective actions to the design. [A060],
[BO60Q], [C060]

5. The PTES Contractor shall manage, chair and convene a Failure Review Board (FRB) to
provide a technical forum and process for review and resolution of all hardware and software
failures IAW MIL-STD 785B Task 105.

i. The PTES Contractor shall invite the Government PTES Program Office to all FRB. The
Government PTES Program Office has final authority over the disposition of matters
before the FRB.

1146 Mission Critical Fault Analysis (MCFA)

a. The PTES Contractor shall conduct and deliver a Mission Critical Fault Analysis (MCFA) IAW
SMC-T-006 of the PTES system. [A061], [BO61], [C061]

1.1.4.7  Product Support Analysis (PSA)

a. The PTES Contractor shall perform PSA of the operation and maintenance for the system or
subsystem.

b. The PTES Contractor shall identify logistics support resources, both qualitatively and
quantitatively, to define and document the detailed support resources necessary to field and
support the system or subsystem for both hardware and software.

c. The PTES Contractor shall plan and perform PSA of the product designs and provide associated
PSA data products. [A062], [B062], [C062]

1. The PSA process shall identify the supportability implications of a system, addressing each
of the following logistics elements in performance terms. They constitute the support
infrastructure that needs to be addressed (including hardware and software) over the system's
life cycle.

2. The PTES Contractor shall conduct level of repair and maintenance tasks analysis on
hardware and software elements of the product designs and the results documented in Level
of Repair Analysis (LORA) Report. [A063], [BO63], [C063]

3. The PTES Contractor’s process shall address/consider the following logistics requirements:
i. Maintenance Planning
ii. Support and Test Equipment
iii. Supply Support

iv. Packaging, Handling, Storage and Transportation (consistent with MIL-STD-2073-1E
wi/change 1 (DoD Standard Practice For Military Packaging))
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V.
Vi.
Vii.

viii.

X.

Technical Data

Manpower and Personnel
Training and Training Support
Facilities

Computer Resources Support including Testbeds and associated resources for integration
testing of updates or replacement of hardware or software externally developed
components (i.e., NDI)

Design Interface

4. The PTES Contractor shall use the PSA database (Logistics Product Data) to integrate
systems engineering data and logistics elements to ensure the same data values are used for
calculations and data products. [A062], [B062], [C062]

5. Task analysis results shall be used to provide the following data to document each identified
operation or maintenance task:

Vi.
Vii.

viii.

Xi.

Xii.

Task description/procedures including, safety recommendations, frequency of
performance

Man-hours required and elapsed time to accomplish the task

Maintenance levels to be used

Personnel required by number, skill specialty and level

Spares, repair parts and consumables, required

Tools and support equipment, test measurement and diagnostic equipment
Training requirements materials, recommended locations and rationale
Facility requirements

Transportation and transportability requirements

Technical data

Baselining an operational configuration for software as components (hardware and
software) are updated or external support is discontinued

Planning for compatibility and integration testing as new versions of externally
developed (i.e., NDI) replacement components necessary for system sustainment.

d. The PTES Contractor shall develop and deliver Commercial Drawings, Models and Associated
Lists. [A064], [BO64], [C064]

1.1.4.8

Supportability and Related Design Factors

a. The PTES Contractor shall identify and define reasonable and attainable support related design
goals and constraints for the system.

b. The PTES Contractor shall transform the results from previous analyses into specific
requirements for design, support, and externally developed (i.e., NDI) components.
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C.

1.14.9

The PTES Contractor shall also define the planned approach for accomplishing this task in the
PSP. [A059], [BOS9], [C059]

The PTES Contractor shall develop a metrics based Performance Based Logistics (PBL) analysis
of the prime mission products to reduce LCCs to include externally developed (i.e., NDI)
components.

The PTES Contractor shall establish an Operations and Maintenance (O&M) cost management
and reduction program that supports the mitigation of O&M cost drivers and enables a
continuing reduction of LCC for the prime mission products.

The PTES Contractor shall identify cost drivers, risks and assumptions associated with the
mitigation or reduction of these costs and document in the PSP to include externally developed
(i.e., NDI) components. [A059], [B059], [C059]

1. The PTES Contractor shall identify and conduct appropriate trades and analyses aimed at
reducing O&M drivers and costs (product designs, operations and maintenance concepts,
program changes, etc.). The trades and analysis shall be deposited in the Contractor’s secure
IDE, and listed in the DAL. (DAL submission) [A004], [B004], [C004]

2. The PTES Contractor shall identify alternatives to the initial proposed designs, including
alternative operations and maintenance concepts and deployment strategies aimed at reducing
O&M costs for the prime mission products. The alternatives shall be deposited in the
Contractor’s secure IDE, and listed in the DAL. (DAL submission) [A004], [BO04], [C004]

3. The PTES Contractor shall recommend requirements changes and other program changes
that are estimated to result in lower O&M costs. Recommended changes shall be deposited
in the Contractor’s secure IDE, and listed in the DAL. (DAL submission) [A004], [B0O04],
[C004]

4. The PTES Contractor shall identify and track the impacts of prime mission product trades
and analyses on the product’s estimated lifecycle costs. These shall be deposited in the
Contractor’s secure IDE, and listed in the DAL. (DAL submission) [AQ04], [BO04], [C004]

Other Support Equipment & Product Support Planning

The PTES Contractor shall ensure that the PTES hardware and software are supportable by two
(2) levels of maintenance; organizational and depot to include establishing and managing Service
Level Agreements (SLA) with vendors.

The PTES Contractor shall implement an Item Unique Identification (IUID) process for PTES
IAW MIL-STD-130N (ldentification Marking of U.S. Military Property) and document in the
SEMP for both hardware and software. [A001], [BOO1], [C001]

The PTES Contractor shall develop a PTES Maintenance Data Documentation process using
USAF Technical Order 00-20-2 Maintenance Data Documentation Technical Manual as
reference and documented in the PSP. [A059], [B059], [C059]

The PTES Contractor shall develop, update and maintain a Priced Bill of Materials (BOM)
needed to fabricate, assemble and integrate PTES. [A065], [B065], [C065]

The PTES Contractor shall implement corrosion protection IAW MIL-DTL-14072F (Finishes
For Ground Based Electronic Equipment) and MIL-DTL-55302F (Connectors, Printed Circuit
Subassembly and Accessories).
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f. The PTES contractor shall describe the process by which externally developed (i.e., NDI)
components will be integrated into the system baseline due to end of life, obsolescence,
cybersecurity, or other reasons.

1.2 Space Vehicle — N/A
1.3 PTES Ground Operations and Processing Center (GOPC)

The PTES Ground Operations and Processing Center (GOPC) includes all activities associated with the
design and development of the MMS, crypto KMS, and KLIF.

131 SEIT/PM and Support Equipment

This includes the overall ground planning effort when there are multiple separate segments in the
GOPC.

1.3.1.1  System Engineering
1.3.1.1.1 General Planning

The PTES Contractor shall design and deliver the MMS and KMS and KLIF segments that meets all
PTES functional and performance requirements for I0C and FOC as defined in the PTES specifications,
ICDs, Cybersecurity controls, compliance documents (Attachment 2, Compliance and Reference
Documents, Table 1) and OCD.

a. The PTES Contractor shall use an Agile Project Management approach, as outlined in Appendix
A (Agile Product Management), to set processes and ensure the software is compliant with
contract and system requirements including: system engineering, software development,
Cybersecurity, supportability, documentation, training and logistics.

b. The PTES Contractor shall use the MMS, KMS and KLIF TRDs and ICDs (PTES-8183, 8220,
8283, 8300, 8310, 8370, 8383, 8384, 8385, 8386, 8400, 8420, and 8500) to aid in developing
segment specifications. [A066], [BO66], [C066],[A067], [BO67], [C067], [A068], [BO68], [C068]

1.3.1.1.2 Agile Software Builds

a. The PTES Contractor shall develop a schedule that includes a Build 0 (System Architecture
development and Software Development planning) and two (2) releases; Release v1.0 (I0C) and
Release v2.0 (FOC).

1. Each Release shall consist of four (4) Builds
b. During Build 0, the PTES Contractor shall:
1. Develop the PTES Software Architecture through FOC.
2. Refine requirements through FOC.
3. Develop Product Roadmap through the FOC that contains:
i. All features needed for I0C developed in Build 1 through 3.

ii. Build 4 to refine requirements, addresses technical debt and closes deficiencies for
Release 1.

ii.  All remaining features needed for FOC developed in Builds 5 through 7.
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iv. Build 8 to refine requirements, addresses technical debt and closes deficiencies for
Release 2.

Develop User Stories through the Build 1.
Develop Product Backlog (Capabilities and Features) through the FOC.

Define, design and establish the infrastructure for MMS, KMS and KLIF to include COTS
and NDI software, RMF, cybersecurity, DISA CDC environments (Integration,
Demonstration & Test, and training; and Operational).

Implement a secure software development process, including: secure development
environment (see section 1.1.1.13.a.3 above); automated build scripts, automated integration
and test tools; schedule, requirements and management tools; and training through FOC.

Support major PTES technical reviews and provide plans and status of Agile software
development efforts during system-level SRR.

Complete BDR 1 (see Entrance/Exit criteria in Appendix A (Agile Product Management))
chaired by the Government PTES Program Office.

c. During Build 1, the PTES Contractor shall:

1.

no

Develop the following in Sprint O:

i.  Sprint Backlogs for a minimum of the next three (3) Sprints with Product Backlog
Grooming expected to continue throughout the Build.

ii. Detailed User Stories for first two (2) Sprints meeting Definition of Ready for User
Stories.

iii. Tasking to all functional teams.

Plan, develop, test and deliver the PTES MMS, KMS, and KLIF Build 1 software for
Government PTES Program Office testing on the DISA CDC environment.

i. At the end of each Sprint, the PTES Contractor shall upload and demonstrate (virtual)
completed work into the Integration, Demonstration & Test, and Training environment
(DISA CDC).

ii. Every two months, the PTES Contractor shall conduct a System Demonstration
(integrated) to coincide with the PMR hosted at the PTES Contractor facility.

Develop the software for User Stories according to the User Story Definition of Done in
Appendix A (Agile Product Management) and identify Use Cases that are outlined in the
PTES SVP for testing of Build 1. [A049], [B049], [C049]

Test (including integration and regression testing) at the end of every Sprint using automated
tools and before demonstrating Build 1 software.

Complete BDR 2 (see Entrance/Exit criteria in Appendix A (Agile Product Management))
chaired by the Government PTES Program Office.

Support major PTES technical reviews and provide plans and status of Agile software
development efforts.

d. During Build 2, the PTES Contractor shall:
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1.3.2

1.

L N o O

Develop the following in Sprint O:

I.  Sprint Backlogs for a minimum of the next three (3) Sprints with Product Backlog
Grooming expected to continue throughout the Build.

ii. Detailed User Stories for first two (2) Sprints meeting Definition of Ready for User
Stories.

ii. Tasking to all functional teams.

Plan, develop, test and deliver the PTES Build 2 software for Government testing on the
DISA CDC environment.

i. At the end of each Sprint, the PTES Contractor shall upload and demonstrate (virtual)
completed work into the Integration, Demonstration & Test, and Training environment
(DISA CDC).

ii. Every two months, the PTES Contractor shall conduct a System Demonstration
(integrated) to coincide with the PMR hosted at the PTES Contractor facility.

Develop the software for User Stories according to the Definition of Done in Appendix A
(Agile Product Management) and provide Use Cases that are outlined in the PTES SVP for
testing of Build 2. [A049], [B049], [C049]

Test (including integration, qualification and regression testing) at end of every Sprint using
automated tools before demonstrating Build 2 software.

Conduct RRD.
Support Government RRT for Build 1.
Support Government EOA.

Complete BDR 3 (see Entrance/Exit criteria in Appendix A (Agile Product Management))
chaired by the Government PTES Program Office.

Support major PTES technical reviews and provide plans and status of Agile software
development efforts.

PTES Mission Management System (MMS)

The MMS includes the overall effort for mission planning and configuration of user terminal modems
and PTES Joint Hubs. This CLIN includes activities associated with the design, development,
integration and test of the MMS segment.

1321

SEIT/PM and Support Equipment

The MMS SEIT/PM & support equipment includes the overall planning effort and controls to guide and
execute the engineering, integration, testing and program management level activities towards
accomplishing MMS segment objectives. This effort includes establishment and implementation of IPT,
sub-contractor management, customer status reviews, management of contract resources, business
management, configuration, data management, risk management, integrated schedule, critical path
management, anomaly detection and resolution and studies.
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1.3.2.1.1 MMS Systems Engineering
1.3.2.1.1.1 MMS General Planning

The PTES Contractor shall plan, for the design, development, build, test and delivery of an MMS
segment that meets all PTES functional and performance requirements as defined in the MMS
Specification, ICDs, Cybersecurity Controls, compliance documents (Attachment 2, Compliance and
Reference Documents, Table 1) and OCD for the PTES hardware and software for IOC and FOC.

a. The PTES Contractor shall use an Agile Project Management approach as outlined in Appendix
A (Agile Product Management) to develop the MMS.

b. All PTES MMS segment markings shall be IAW MIL-STD-130N (ldentification Marking of
U.S. Military Property).

1.3.2.1.1.2 MMS Requirements and Interfaces

a. The PTES Contractor shall develop, derive, allocate and control the PTES requirements baseline
per section 1.1.1.4 and from this baseline develop Features and User Stories, MMS specifications
and MMS external, PTES internal (segment to segment), and MMS subsystem ICDs.

1. The PTES Contractor shall develop and maintain the MMS Specification. [A066], [B066],
[C066]

i. The PTES Contractor shall break out each MMS subsystem specification separately
within the MMS specification.

ii. The PTES Contractor shall add an Appendix to the MMS Specification to provide
differences between the MMS TRD (PTES-8300 - reference document) and Contractor
specifications.

2. The PTES Contractor shall develop and maintain the PTES internal (segment to segment),
and MMS subsystem ICDs.

i. The PTES Contractor shall support the Government PTES Program Office in the
development and maintenance of external ICDs between MMS and external interfaces.

ii. The PTES Contractor shall develop and maintain ICDs between MMS and other PTES
segments (internal). [A029], [B029], [C029], [A030], [BO30], [C030], [A031], [BO31],
[C031]

iii. The PTES Contractor shall develop and maintain ICDs for each of the MMS subsystem
(intra) (Contractor defined). [A034.x], [B034.X], [C034.X]

b. The PTES Contractor shall participate in activities to assess and incorporate new or modified
segment requirements. This includes, but not limited to:

1. Supporting the accommodation of changes to PTES requirement documents and external,
internal, and subsystem ICDs proposed by the PTES Contractor and the Government PTES
Program Office.

2. Participating in the Government PTES Program Office configuration management process
for changes to PTES requirements and ICDs.

3. Determining PTES Contractor impacts of proposed changes, including developing and
providing cost estimates. (DAL submission) [A004], [BO04], [C004]
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C.

The PTES Contractor shall use tools and processes in an integrated manner to provide visibility
into program problems and progress and provide insight into cost and schedule impacts of
proposed requirements changes.

1.3.2.1.1.3 MMS Segment Design/Development

a.

The PTES Contractor shall design and develop a MMS (to include software for IOC and FOC)
segment that:

1. Meets all requirements of the MMS specification, ICDs, compliance documents (Attachment
2, Compliance and Reference Documents, Table 1) and OCD.

2. Meets DoD Cybersecurity (DODI 8510.01 (Risk Management Framework (RMF) for DoD
Information Technology (IT)) (latest version) controls tailored for PTES including the
current quarterly DISA STIG requirements.

3. Uses server virtualization and virtual operating environments to run all application software.

The PTES Contractor shall develop and maintain a PTES MMS Architecture and design that is
documented in the PTES SSDD with supporting rationale and meets all PTES requirements,
including alignment with the PTES GRA. [A006], [BO06], [C006]

As part of the MOSA compliance, the PTES Contractor shall provide a design architecture for
the MMS that uses a minimum of ten (10) subsystems which include Database Management,
WGS Mission Planning, External Input/Output Manager, and Classified Portal Manager,
Unclassified Portal Manager, and additional contractor-defined subsystems.

1. As part of the External Input/Output subsystem, the PTES Contractor shall include interfaces
for all communications among the subsystems as well as external systems.

The PTES Contractor shall document technical decisions and trades, including trade studies
requested by the Government PTES Program Office, deposit it in the Contractor’s secure IDE,
update the DAL, and present the findings to the Government PTES Program Office as requested.
(DAL submission) [A004], [BO04], [C004]

The PTES Contractor shall ensure the design and installation of the MMS segment complies with
federal, state, and local Environment, Safety & Occupational Health (ESOH) codes, statutes,
regulations, and Presidential Executive Orders.

The PTES Contractor shall employ M&S capabilities for the development, test and validation of
the MMS segment.

1.3.2.1.2 MMS Assembly, Integration and Test

a.

The PTES Contractor shall manage the assembly and integration of MMS segment (intra-
segment) to verify the segment level functionality described in the OCD. [A002], [BO02], [C002]

The PTES Contractor shall conduct MMS segment (intra-segment), inter-segment, and external
interface risk reduction activities.

The PTES Contractor shall identify, conduct and develop trade studies and prototypes to support
risk reduction testing. (DAL submission) [A004], [BO04], [C004]

The PTES Contractor shall identify, design and plan for the development of test tools needed to
verify requirements in the MMS Specification. [A066], [B066], [C066]
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1.3.2.1.2.1 MMS Verification, Certification and Test

a.

> @

The PTES Contractor shall develop and maintain a MMS verification program in compliance
with the PTES SVP. [A049], [B049], [C049]

The PTES Contractor shall develop and maintain a MMS test program in compliance with the
PTES SITP. [A005], [BO05], [CO05]

The PTES Contractor shall provide access to all formal and informal MMS verification artifacts,
verification data and deficiency reports as requested by Government PTES Program Office.

The PTES Contractor shall document and maintain MMS requirements traceability and provide
as a DOORSV9 compatible database data, to document bi-directional traceability between the
Government PTES Program Office controlled TRDs, ICDs and PTES Contractor developed
MMS specification and MMS ICDs in a RTM. [A027], [B027], [C027]

1. The PTES Contractor shall develop and maintain the MMS Specification traceability down to
the Feature and User Story in the RTM. [A066], [BO66], [C066], [A027], [BO27], [C027]

The PTES Contractor shall develop and maintain a MMS VCRM for requirements included in
the MMS specification that support the PTES System, KMS ECU, Joint Hub ECU, and Joint
Hub specifications. [A066], [B066], [C066], [A026], [BO26], [C026], [A103], [B103], [C103],
[A104], [B104], [C104], [A105], [B105], [C105]

1. The PTES Contractor shall include the MMS VCRM in the MMS Specification. [A066],
[BO66], [C066]

The PTES Contractor shall verify MMS intra-segment interfaces (between MMS subsystems).
The PTES Contractor shall verify PTES inter-segment (segment to segment) interfaces to MMS.
The PTES Contractor shall verify PTES external interfaces to MMS.

The PTES Contractor shall develop MMS test plans, procedures and reports for all segment
verification and operational site tests IAW the Contractor PTES SITP. [A014], [B014], [C014],
[A015], [BO15], [C015], [AO16], [BO16], [CO16], [AQO5], [BOOS], [CO05]

The PTES Contractor shall verify all requirements in the MMS Specification and verify
traceability down to the Feature and User Story in the RTM. [A066], [B066], [C066], [A027],
[BO27], [C027]

The PTES Contractor shall develop test tools needed to verify MMS requirements.

The PTES Contractor shall ensure that all test software, test drivers; models, emulators and
simulators are validated (consistent with AFI 63-101/20-101 (Integrated Life Cycle
Management) and DoDI 5000.61 (Modeling and Simulation (M&S) Verification, Validation, and
Accreditation (VV&A))), and documented prior to the start of formal verification testing.

1.3.2.1.3 MMS Program Management

a.

The PTES Contractor shall conduct Program Management IAW section 1.1.3 and Appendix A
(Agile Product Management).
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1.3.2.1.4 MMS Support Equipment & Product Support Planning

Product Support Planning is conducted at the system level and not at the segment level (see section
1.1.4).

1.3.2.2 COTS Hardware — N/A
1.3.2.3 Custom Hardware — N/A
1.3.24 MMS Software

The MMS software items includes all resources required to design, develop, code, test, document,
install, integrate, verify, and operate software for performing MMS functions.

1.3.24.1 MMS Software Design, Development and Test

a. The PTES Contractor shall design, develop and test software for the MMS segment, following
the processes and plans defined in Appendix A (Agile Product Management) and section 1.1.1.3.

b. The PTES Contractor shall develop and deliver detailed software artifacts for the MMS software,
following the processes and plans defined in Appendix A (Agile Product Management) and
section 1.1.1.3.

1.3.25  Pre-Operations Mission Support — N/A

1.3.3 PTES Key Management System (KMS) and Key Loading and Initialization Facility
(KLIF)

The KMS and KLIF includes the overall effort for cryptographic key management planning. This CLIN
includes all activities associated with the design, development, integration and test of the KMS and
KLIF segment.

1.3.3.1  SEIT/PM and Support Equipment

The KMS and KLIF SEIT/PM and support equipment includes the overall planning effort and controls
to guide and execute the engineering, integration, testing and program management level activities
towards accomplishing KMS and KLIF segment objectives. This effort includes establishment and
implementation of IPTs, sub-contractor management, customer status reviews, management of contract
resources, business management, configuration, data management, risk management, integrated
schedule, critical path management, anomaly detection and resolution and studies.

1.3.3.1.1 KMS and KLIF Systems Engineering
1.3.3.1.1.1 KMS and KLIF General Planning

The PTES Contractor shall plan, design, develop, build, test and deliver a KMS and KLIF segment that
meets all PTES functional and performance requirements as defined in the KMS and KLIF
Specifications, ICDs, Cybersecurity Controls, compliance documents (Attachment 2, Compliance and
Reference Documents, Table 1) and OCD for the PTES hardware and software for IOC and FOC.

a. The PTES Contractor shall use an Agile Project Management approach as outlined in Appendix
A (Agile Product Management) to develop the KMS and KLIF.

b. All PTES KMS and KLIF segment markings shall be IAW MIL-STD-130N (ldentification
Marking of U.S. Military Property).
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1.3.3.1.1.2 KMS and KLIF Requirements and Interfaces

a. The PTES Contractor shall develop, derive, allocate and control the PTES requirements baseline
per section 1.1.1.4 and from this baseline develop Features and User Stories, KMS and KLIF
specifications and KMS and KLIF external, internal (segment to segment), and KMS and KLIF
subsystem ICDs.

1. The PTES Contractor shall develop and maintain the KMS and KLIF Specifications. [A067],
[BO67], [C067], [A068], [BOGS], [CO68]

i. The PTES Contractor shall break out each KMS and KLIF module specification
separately within the KMS and KLIF specifications.

ii. The PTES Contractor shall add an Appendix to the KMS and KLIF Specifications to
provide differences between the KMS (PTES-8400) and KLIF (PTES-8500) TRDs
(reference documents) and Contractor specifications.

2. The PTES Contractor shall develop and maintain the KMS and KLIF internal (segment to
segment), and subsystem ICDs.

i. The PTES Contractor shall support the Government PTES Program Office in the
development and maintenance of external ICDs between KMS and KLIF and external
interfaces.

ii. The PTES Contractor shall develop and maintain ICDs between KMS and KLIF and
other PTES segments (internal). [A029], [B029], [C029], [A031], [BO31], [C031],
[A032], [BO32], [C032]

iii. The PTES Contractor shall develop and maintain ICDs for each of the KMS and KLIF
subsystems (intra) (Contractor defined). [A034.x], [B034.X], [C034.x]

iv. The PTES Contractor shall develop and maintain a Key Loading and Initialization Facility
(KLIF) Host (KHOST) to Token Writer ICD. [A034.x], [BO34.X], [C034.x]

b. The PTES Contractor shall participate in activities to assess and incorporate new or modified
segment requirements. This includes, but not limited to:

1. Supporting the accommodation of changes to PTES requirement documents and external,
internal, and subsystem ICDs proposed by the PTES Contractor and the Government PTES
Program Office.

2. Participating in the Government PTES Program Office configuration management process
for changes to PTES requirements and ICDs.

3. Determining PTES Contractor impacts of proposed changes, including developing and
providing cost estimates. (DAL submission) [A004], [BO04], [C004]

c. The PTES Contractor shall use tools and processes in an integrated manner to provide visibility
into program problems and progress and provide insight into cost and schedule impacts of
proposed requirements changes.

1.3.3.1.1.3 KMS and KLIF Segment Design/Development

a. The PTES Contractor shall design and develop a KMS and KLIF (to include software/hardware
for 10C and FOC) segment that:
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1. Meets all requirements of the KMS and KLIF specifications, ICDs, compliance documents
(Attachment 2, Compliance and Reference Documents, Table 1) and OCD.

2. Meets DoD Cybersecurity (DODI 8510.01 (Risk Management Framework (RMF) for DoD
Information Technology (IT)) (latest version) controls tailored for PTES including the
current quarterly DISA STIG requirements.

The PTES Contractor shall develop and maintain a PTES KMS and KLIF Architecture and
design that is documented in the PTES SSDD with supporting rationale and meets all PTES
requirements, including alignment with the PTES GRA. [A006], [BO0G], [C006]

As part of the MOSA compliance, the PTES Contractor shall provide a design architecture for
the KMS and KLIF that uses a minimum of six subsystems which include input/output and
contractor-defined subsystems.

1. As part of the Input/output subsystem, the PTES Contractor shall include interfaces for all
communications among subsystems as well as external systems.

The PTES Contractor shall document technical decisions and trades, including trade studies
requested by the Government PTES Program Office, deposit it in the Contractor’s secure IDE,
update the DAL, and present the findings to the Government PTES Program Office as requested.
(DAL submission) [A004], [BO04], [C004]

The PTES Contractor shall ensure the design and installation of the KMS and KLIF segment
complies with federal, state, and local ESOH codes, statutes, regulations, and Presidential
Executive Orders.

The PTES Contractor shall employ M&S capabilities for the development, test and validation of
the KMS and KLIF segment.

1.3.3.1.2 KMS and KLIF Assembly, Integration and Test

a.

The PTES Contractor shall manage the assembly and integration of KMS and KLIF segment
(intra-segment) to verify the segment level functionality described in the OCD.

The PTES Contractor shall conduct KMS and KLIF segment (intra-segment), inter-segment, and
external interface risk reduction activities with applicable GFP to provide for problem detection
and resolution. (Attachment 6: Government Furnished Property (GFP))

The PTES Contractor shall identify, conduct and develop trade studies and prototypes to support
early confidence testing. (DAL submission) [A004], [BO04], [C004]

The PTES Contractor shall identify, design and plan for the development of test tools needed to
verify requirements in the KMS and KLIF Specifications.

1.3.3.1.2.1 KMS and KLIF Verification, Certification and Test

a.

The PTES Contractor shall develop and maintain a KMS and KLIF verification program in
compliance with the PTES SVP. [A049], [BO49], [C049]

The PTES Contractor shall develop and maintain a KMS and KLIF test program in compliance
with the PTES SITP. [A005], [BO05], [C005]
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C.

The PTES Contractor shall provide access to all formal and informal KMS and KLIF verification
artifacts, verification data and deficiency reports as requested by Government PTES Program
Office.

The PTES Contractor shall document and maintain KMS and KLIF requirements traceability,
and provide as a DOORSV9 compatible database data, to document bi-directional traceability
between the Government PTES Program Office controlled TRDs, ICDs and PTES Contractor
developed KMS and KLIF specifications and KMS and KLIF ICDs in a RTM. [A027], [BO27],
[C027]

1. The PTES Contractor shall develop and maintain the KMS and KLIF specification
traceability down to the Feature and User Story in the RTM. [A067], [BO67], [C067],
[A068], [BO68], [C068], [A027], [BO27], [C027]

The PTES Contractor shall develop and maintain a KMS and KLIF Verification Cross Reference
Matrix (VCRM) for requirements included in the KMS and KLIF specifications that support the
PTES System, KMS ECU, Joint Hub ECU, and Joint Hub specifications. [A067], [BO67],
[C067], [AO68], [BO68], [C068], [A026], [BO26], [C026], [A103], [B103], [C103], [A104],
[B104], [C104], [A105], [B105], [C105]

1. The PTES Contractor shall include the KMS and KLIF VCRMs in their respective
Specification. [A067], [BO67], [C067], [A068], [BO6S8], [C068]

The PTES Contractor shall verify all KMS and KLIF intra-segment interfaces (between
subsystems).

. The PTES Contractor shall verify all PTES inter-segment (segment to segment) interfaces.

The PTES Contractor shall verify all PTES external interfaces to the KMS and KLIF.

The PTES Contractor shall develop KMS and KLIF test plans, procedures and reports for all
segment verification and operational site tests IAW the Contractor PTES SITP. [A014], [B014],
[C014], [A015], [BO15], [CO15], [A016], [BO16], [CO16], [A005], [BOOS], [CO05]

The PTES Contractor shall verify all requirements in the KMS and KLIF Specifications and
obtain Government PTES Program Manager concurrence at exit reviews of segment verification
tests.

The PTES Contractor shall develop test tools needed to verify KMS and KLIF requirements.

The PTES Contractor shall ensure that all test software, test drivers; models, emulators and
simulators are validated, approved and documented prior to the start of formal verification
testing.

1.3.3.1.3 KMS and KLIF Program Management

a.

The PTES Contractor shall conduct Program Management IAW section 1.1.3 and Appendix A
(Agile Product Management).

1.3.3.1.4 KMS and KLIF Support Equipment and Product Support Planning

Product Support Planning is conducted at the system level and not at the segment level (see section

1.1.4).
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1.3.3.2 KLIF COTS Hardware

a. The PTES Contractor shall procure COTS and GOTS hardware for the design and development
of the KLIF.

b. The PTES Contractor shall evaluate and acquire Information Assurance GOTS and COTS
hardware components IAW National Security Telecommunications Information System Security
Policy (NSTISSP) No. 11.

c. The PTES Contractor shall assemble COTS hardware and construct hardware prototypes to
ensure the design will meet requirements. [A023], [B023], [C023], [A103], [B103], [C103],
[A104], [B104], [C104], [A105], [B10S5], [C105]

1.3.3.3  KLIF Custom Hardware
a. The PTES Contractor shall design and develop custom hardware for the KLIF.
1334 KMS and KLIF Software

The KMS and KLIF software items include all resources required to design, develop, code, test,
document, install, integrate and verify software for performing KMS and KLIF functions.

1.3.3.4.1 KMS and KLIF Software Design, Development and Test

a. The PTES Contractor shall design, develop and test software for the KMS and KLIF segment,
following the processes and plans defined in Appendix A (Agile Product Management) and
section 1.1.1.3.

b. The PTES Contractor shall develop and deliver detailed software artifacts for the KMS and KLIF
software, following the processes and plans defined in Appendix A (Agile Product Management)
and section 1.1.1.3.

1.3.35 KMS and KLIF Pre-Operations Mission Support —-N/A

1.4 Ground Terminal (GT)/SATCOM Gateway/PTES ECU (KMS and Joint Hub)/PTES
Joint HUB

1.4.1 SEIT/PM and Support Equipment

This includes the overall planning effort and controls to guide and execute the engineering, integration,
testing, and program management level activities towards accomplishing PTES ECU (for KMS and
Joint Hub) and Joint Hub segment objectives. This effort includes establishment and implementation of
Integrated Product Teams, sub-contractor management, customer status reviews, management of
contract resources, business management, configuration, data management, risk management, integrated
schedule, critical path management, anomaly detection and resolution and studies.

1411  SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Systems Engineering
1.4.1.1.1 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub General Planning

The PTES Contractor shall plan, design, develop, build and deliver an ECU for the KMS, an ECU for
the Joint Hub, and a SATCOM Gateway PTES Joint Hub that meets all PTES functional and
performance requirements as defined in the PTES KMS ECU, Joint Hub ECU, and Joint Hub
specifications, ICDs, Cybersecurity Controls, compliance documents (Attachment 2, Compliance and
Reference Documents, Table 1) and OCD for the PTES hardware and software for IOC and FOC.
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a. The PTES Contractor shall comply with section 1.1 as it applies to the design and development
of the PTES KMS ECU, Joint Hub ECU, and Joint Hub segment in support of the overall PTES
system.

b. The PTES Contractor shall mark all PTES ECUs (for KMS and Joint Hub) and Joint Hub
segment IAW MIL-STD-130N (Identification Marking of U.S. Military Property).

c. The PTES Contractor shall develop all required hardware and software to fully implement the
PTW ICD security critical functions IAW NSA certification requirements in the NSA-tailored
Telecommunications Security Requirements Document (TSRD). The PTES Contractor shall
provide a KMS ECU and Joint Hub ECU which implement all cryptographic security critical
functions IAW their respective NSA-tailored Information Assurance System Requirements
Document (IASRD) (NSA-tailored IASRD — PTES KMS ECU and NSA-tailored IASRD -
PTES Joint Hub ECU) to the ECU architecture and acceptable to NSA Risk Assessment Panel
(RAP).

d. The PTES Contractor shall develop and deliver documentation for each ECU (KMS ECU, Joint
Hub ECU) to support the NSA certification process as defined in the NSA-tailored
Telecommunications Security Requirements Document (TSRD) to include:

1. Security Evaluation Document (SED) - KMS ECU [A069]
Security Evaluation Document (SED) - Joint Hub ECU [AQ70]
Security Verification Plan and Procedures (SVPP) - KMS ECU [A071]
Security Verification Plan and Procedures (SVPP) - Joint Hub ECU [A072]
Software Development Process Description Document (SDPDD - KMS ECU) [AQ075]
Software Development Process Description Document (SDPDD) - Joint Hub ECU [AQ076]
Software/Hardware Requirements Specification (SHRS) - KMS ECU [A077]
Software/Hardware Requirements Specification (SHRS) - Joint Hub ECU [A078]
Software/Hardware Design Description (SHDD) - KMS ECU [A079]

. Software/Hardware Design Description (SHDD) - Joint Hub ECU [AQ80]

. Software and Programmable Logic Evaluation Report (SPLER) - KMS ECU [A081]

. Software and Programmable Logic Evaluation Report (SPLER) - Joint Hub ECU [A082]

. Product Drawings/Models and Associated Lists - KMS ECU [A097]

. Product Drawings/Models and Associated Lists - Joint Hub ECU [A098]

. Information Security (INFOSEC) Anonymity Plan - KMS ECU [A101]

16. Information Security (INFOSEC) Anonymity Plan - Joint Hub ECU [A102]

1.4.1.1.2 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Requirements and
Interfaces

© © N o g s~ wDN
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a. The PTES Contractor shall develop, derive, allocate and control the PTES requirements baseline
per section 1.1.1.4 and from this baseline develop the KMS ECU, Joint Hub ECU, and Joint Hub
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specifications and Joint Hub external, internal (segment to segment), and Joint Hub subsystem

ICDs.

1. The PTES Contractor shall develop and maintain the KMS ECU, Joint Hub ECU, and Joint
Hub Specifications. [A103], [B103], [C103], [A104], [B104], [C104], [A105], [B105],
[C105]

iv.

The PTES Contractor shall define, develop, and maintain a KMS ECU Specification that
fully complies with the Government KMS ECU TRD (PTES-8420) and the KMS ECU
IASRD.

. The PTES Contractor shall define, develop, and maintain a Joint Hub ECU Specification

that fully complies with the Government Joint Hub ECU TRD (PTES-8220) and the Joint
Hub ECU IASRD.

The PTES Contractor shall define, develop, and maintain a Hub Specification that fully
complies with the Government Joint Hub TRD (PTES-8200).

The PTES Contractor shall break out each Joint Hub module specification separately
within the Joint Hub specification.

2. The PTES Contractor shall develop and maintain the PTES Joint Hub SRS - only for non-
Agile software development. [A013], [BO13], [C013]

3. The PTES Contractor shall develop and maintain the KMS ECU, Joint Hub ECU, and Joint
Hub internal (segment to segment), and Joint Hub subsystem 1CDs.

The PTES Contractor shall develop and maintain external ICDs between Joint Hub and
external interfaces.

i. The PTES Contractor shall develop and maintain ICDs between KMS ECU, Joint Hub

ECU, and Joint Hub and other PTES segments (internal). [A030], [BO30], [C030],
[A032], [BO32], [C032], [A033], [BO33], [C033]

The PTES Contractor shall develop and maintain ICDs for each of the Joint Hub
subsystems (intra). [A034.X], [B034.X], [C034.x]

b. The PTES Contractor shall participate in activities to assess and incorporate new or modified
segment requirements. This includes, but not limited to:

1. Supporting the accommodation of changes to PTES requirement documents and external,
internal, and subsystem ICDs proposed by the PTES Contractor and the Government PTES
Program Office.

2. Participating in the Government PTES Program Office configuration management process
for changes to PTES requirements and ICDs.

3. Determining PTES Contractor impacts of proposed changes, including developing and
providing cost estimates. (DAL submission) [A004], [BO04], [C004]

c. The PTES Contractor shall use tools and processes in an integrated manner to provide visibility
into program problems and progress and provide insight into cost and schedule impacts of
proposed requirements changes.
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1.4.1.1.3 SATCOM Gateway/PTES ECU (KMS and Joint HUB)/Joint Hub Segment Design

a.

1.4.1.2

a.

The PTES Contractor shall design and develop the KMS ECU, Joint Hub ECU and Joint Hub (to
include software and hardware for IOC and FOC) segment that:

1. Meets all requirements of the specifications, ICDs, compliance documents (Attachment 2,
Compliance and Reference Documents, Table 1) and OCD.

2. Meets DoD Cybersecurity (DODI 8510.01 (Risk Management Framework (RMF) for DoD
Information Technology (IT)) (latest version) controls tailored for PTES including the
current quarterly DISA STIG requirements.

The PTES Contractor shall develop and maintain a KMS ECU, Joint Hub ECU and Joint Hub
Architecture and design that is documented in the PTES SSDD with supporting rationale and
meets all PTES requirements, including alignment with the PTES GRA. [A006], [BO06], [C006]

As part of the MOSA compliance, the PTES Contractor shall provide a design architecture for
the Joint Hub that uses a minimum of six subsystems which include input/output and contractor-
defined subsystems.

1. As part of the Input/output subsystem, the PTES Contractor shall include interfaces for all
communications among the subsystems as well as external systems.

The PTES Contractor shall document and maintain the Joint Hub planning constraints for the
MMS to implement in the PTES SSDD as an Appendix to SSDD. [A006], [BO0G], [C006]

The PTES Contractor shall document the design and operation of KMS ECU, Joint Hub ECU,
and Joint Hub hardware to include, but not be limited to, circuit diagrams; subsystem, board and
rack level assembly drawings; inter- and intra- assembly wiring diagrams; blueprints; and
assembly instructions and manuals. [A064], [B064], [C064]

The PTES Contractor shall document technical decisions and trades, including trade studies
requested by the Government PTES Program Office, deposit it in the Contractor’s secure IDE,
update the DAL, and present the findings to the Government PTES Program Office as requested.
(DAL submission) [A004], [BO04], [C004]

The PTES Contractor shall ensure the design, development, and installation of the KMS ECU,
Joint Hub ECU, and Joint Hub segment complies with federal, state, and local ESOH codes,
statutes, regulations, and Presidential Executive Orders.

The PTES Contractor shall employ M&S capabilities for the development, test and validation of
the KMS ECU, Joint Hub ECU and Joint Hub segment.

SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Assembly, Integration
and Test

The PTES Contractor shall manage the assembly and integration of KMS ECU, Joint Hub ECU,
and Joint Hub segment (intra-segment) hardware and software to verify the segment level
functionality described in the OCD. [A002], [B002], [C002]

The PTES Contractor shall conduct KMS ECU, Joint Hub ECU, and Joint Hub segment (intra-
segment), inter-segment, and external interface risk reduction activities with applicable GFP to
provide for problem detection and resolution. (Attachment 6: Government Furnished Property
(GFP))
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c. The PTES Contractor shall identify, conduct and develop trade studies and prototypes to support
early confidence testing. (DAL submission) [A004], [BO04], [C004]

d. The PTES Contractor shall identify, design and plan for the development of test tools needed to
verify requirements in the KMS ECU, Joint Hub ECU, and Joint Hub Specifications. [A103],
[B103], [C103], [A104], [B104], [C104], [A105], [B105], [C105]

1.4.1.2.1 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Verification,
Certification and Test

a. The PTES Contractor shall develop and maintain a KMS ECU, Joint Hub ECU, and Joint Hub
verification program in compliance with the PTES SVP. [A049], [B049], [C049]

b. The PTES Contractor shall develop and maintain a KMS ECU, Joint Hub ECU, and Joint Hub
test program in compliance with the PTES SITP. [A005], [BOO5], [C005]

c. The PTES Contractor shall deliver production representative model of KMS ECU and Joint Hub
ECU for an NSA QUADRANT analysis.

d. The PTES Contractor shall provide access to all formal and informal KMS ECU, Joint Hub
ECU, and Joint Hub verification artifacts, verification data and deficiency reports as requested
by Government PTES Program Office.

e. The PTES Contractor shall document and maintain KMS ECU, Joint Hub ECU, and Joint Hub
requirements traceability, and provide as a DOORSV9 compatible database data, to document bi-
directional traceability between the Government PTES Program Office controlled TRDs, ICDs
and PTES Contractor developed specifications and ICDs in a RTM. [A027], [BO27], [C027]

f. The PTES Contractor shall develop and maintain a VCRM (included in the respective KMS
ECU, Joint Hub ECU and Joint Hub specifications) and shall contain every requirement in the
KMS ECU, Joint Hub ECU and Joint Hub specification. [A103], [B103], [C103], [A104], B104],
[C104], [A105], [B105], [C105]

g. The PTES Contractor shall develop and maintain a RVP, documented in the PTES SVP, and
generate verification artifacts for every requirement in the KMS ECU, Joint Hub ECU and Joint
Hub specifications. [A049], [B049], [C049]

h. The PTES Contractor shall provide VCRM development and requirement verification status at
the Technical Reviews and Audits (e.g. System PDR, System CDR, TRRs, SVR/FCA, PCA).

i. The PTES Contractor shall ensure that all test software, test drivers; models, emulators and
simulators are validated, approved and documented prior to the start of formal verification
testing.

1413 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Program
Management

a. The PTES Contractor shall conduct Program Management IAW section 1.1.3.

1414  SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Support Equipment
& Product Support Planning — N/A

Product Support Planning is conducted at the system level and not at the segment level (see section
1.1.4).
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1.4.2 Antenna — N/A

143 Optical Communication Assembly — N/A

1.4.4 RF Electronics — N/A

145 Timing — N/A

1.4.6 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Baseband-Network

The baseband network section includes the resources to design and develop the baseband network,
including interfaces with the terrestrial networks.

147 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Hardware

The hardware section includes the resources to develop, produce, procure, assemble and test the
hardware for the KMS ECU, Joint Hub ECU and Joint Hub.

1471  SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub COTS Hardware

a. The PTES Contractor shall procure COTS and GOTS hardware for the design and development
of the KMS ECU, Joint Hub ECU, and Joint Hub Segment.

b. The PTES Contractor shall evaluate and acquire Information Assurance GOTS and COTS
hardware components IAW National Security Telecommunications Information System Security
Policy (NSTISSP) No. 11.

c. The PTES Contractor shall assemble COTS hardware and construct hardware prototypes to
ensure the design will meet requirements. [A023], [B023], [C023], [A103], [B103], [C103],
[A104], [B104], [C104], [A105], [B105], [C105]

1472 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Custom Hardware

a. The PTES Contractor shall design and develop custom hardware for the KMS ECU, Joint Hub
ECU, and Joint Hub.

1.4.8 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Software

The KMS ECU, Joint Hub ECU, and Joint Hub software items includes all the resources required to
design, develop, code, test, document, install, integrate, and verify software for performing KMS ECU,
Joint Hub ECU and Joint Hub functions.

1.48.1 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Software Design and
Development

a. The PTES Contractor shall design and develop software for the PTES KMS ECU, Joint Hub
ECU, and Joint Hub segment, following the processes and plans defined in section 1.1.1.3.

b. The PTES Contractor shall develop KMS ECU, Joint Hub ECU and Joint Hub software
requirements that are traceable to and compliant with KMS ECU, Joint Hub ECU and Joint Hub
specifications. [A103], [B103], [C103], [A104], [B104], [C104], [A105], [B105], [C105]

1.4.9 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Pre-Operations
Maintenance — N/A

The pre-operations maintenance element contains all the resources related to the pre-operations
maintenance (hardware repair and software updates) of the PTES KMS ECU, Joint Hub ECU, and Joint
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Hub equipment and software. This function begins with the acceptance of the PTES ECU and Joint Hub
segment and ends with the start of operations (I0C). Not required for CLIN 0001.

1.4.10 SATCOM Gateway/PTES ECU (KMS and Joint Hub)/Joint Hub Pre-Operations
Mission Support

The pre-operations mission support element contains all the resources required for the operation of the
PTES ECU (for KMS and Joint Hub) and Joint Hub prior to turnover (DD Form 250). It includes
testing; routine monitoring of equipment health and status; fault detection; and anomaly investigation
and resolution. Not required for CLIN 0001.

1.5 External Network (T-COMM)

The external network (T-COMM) element includes the resources to design external communication.
External communications refer to hardware (equipment, lines or circuits) and software effort required
for a system that moves data along external communications paths between required points.

151 SEIT/PM and Support Equipment

a. The PTES Contractor shall participate in and provide technical input to the DISA IPT, led by the
Government PTES Program Office, to establish requirements for the Government furnished data
connectivity between the PTES equipment at the operational PATS Satellite Operations Center
(PATSOC), DISA CDCs, the PTES equipment at SATCOM Gateway sites and the WGS ground
system.

1.5.2 Leased Circuits/Data Connectivity

a. The PTES Contractor shall identify Lease circuits and Data Connectivity requirements, to
include connectors and cabling needed to connect PTES equipment with DISA-provided
communication links.

b. The PTES Contractor shall participate in working groups with the Government PTES Program
Office and DISA to define the DISA communication links needed for PTES.

c. The PTES Contractor shall plan for and integrate DISA communication links with PTES
hardware and software.

153 Purchased Circuits
a. The PTES Contractor shall identify requirements for Purchased Circuits.

b. The PTES Contractor shall participate in working groups with the Government PTES Program
Office and DISA to define the DISA communication links needed for PTES.

c. The PTES Contractor shall plan for the integration of DISA communication links with PTES
hardware and software.

1.6 User Equipment — N/A
1.7 Facilities

The facilities element encompasses the entire physical infrastructure required to access, house and
support the PTES Joint Hub, GOPC and external network equipment and personnel.
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1.7.1
1.7.2
1.7.3
1.7.4
1.7.5
1.7.6
1.8
1.9
1.10
1.11
1.12

SEIT/PM & Support Equipment — TBD
Site Preparation - TBD

Landscape — N/A

Buildings — N/A

Equipment and Building Fit Out — N/A
Facility Pre-Ops Maintenance — N/A
Vehicles and Shelters — N/A

Insurance — N/A

Task Orders — N/A

Orbital Transfer Vehicle (OTV) — N/A
Launch Vehicle — N/A
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1 CLIN 0002 (Option): Protected Tactical Enterprise Service (PTES) — PTES System and
Segment Initial Operational Capability (I0C) Development

CLIN 0002 includes activities required to oversee the system level development, integration, test, and
fielding of the hardware and software for the PTES Initial Operational Capability (IOC). CLIN 0002
covers the period from completion of System CDR through IOC.

All of the requirements under CLIN 0001 apply to CLIN 0002 unless CLIN 0001 directs otherwise. The
following sections are in addition to or modified to be specific requirements to CLIN 0002.

11 System Level SEIT/PM and Support Equipment
See CLIN 0001 Section 1.1 requirements.

111 Systems Engineering

1.1.1.1  General Planning

The PTES Contractor shall develop, install, test and deliver a ground system that meets all PTES
functional and performance requirements for I0C hardware and software in support of two (2) DISA
CDCs (Note: assume DISA CDC sites are located at Mechanicsburg PA and Oklahoma City OK) and
two (2) SATCOM Gateway sites (Note: assume SATCOM Gateway sites are located at Wahiawa, HI
and Geraldton, Australia) as defined in the PTES specifications, Interface Control Documents (ICD),
Cybersecurity Controls, compliance documents (Government Reference Document (Attachment 2,
Compliance and Reference Documents, Table 1) and Operational Concept Description (OCD). (See
CLIN 0001 Section 1.1.1.1 requirements.)

1.1.1.1.1 Support to the Government PTES Program Office

See CLIN 0001 Section 1.1.1.1.1 requirements.
1.1.1.1.2 Support to External Organizations

See CLIN 0001 Section 1.1.1.1.2 requirements.
1.11.2 PTES System Level Development

See CLIN 0001 Section 1.1.1.2 requirements.
11.1.3 Software Development

See CLIN 0001 Section 1.1.1.3 requirements.
1.1.14  Requirements and Interfaces

See CLIN 0001 Section 1.1.1.4 requirements.
1.1.15  System Safety Program

See CLIN 0001 Section 1.1.1.5 requirements.
1.1.1.6  Quality Assurance Program

See CLIN 0001 Section 1.1.1.6 requirements.
1.1.1.7 Risk Management

See CLIN 0001 Section 1.1.1.7 requirements.

Att. 1-70 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

1.1.1.8  Human Engineering
See CLIN 0001 Section 1.1.1.8 requirements.

1.1.1.9  Technical Performance Measures and Margin Planning
See CLIN 0001 Section 1.1.1.9 requirements.

1.1.1.10 Configuration Management
a. See CLIN 0001 Section 1.1.1.10 requirements.

b. The PTES Contractor shall plan, document, execute, schedule and conduct jointly with the
Government PTES Program Office a Security Verification Review (SVR)/Functional
Configuration Audit (FCA) and a Physical Configuration Audit (PCA) in compliance with
15288.2 (Technical Reviews and Audits on Defense Programs) (tailored).

1. The PTES Contractor shall conduct the SVR/FCA and PCA using IEEE 15288.2 (Technical
Reviews and Audits on Defense Programs) (tailored).

2. The PTES Contractor shall develop and deliver a DRIP that addresses Technical Review and
Audit requirements contained in IEEE 15288.2 (Technical Reviews and Audits on Defense
Programs) (tailored) for the PTES SVR/FCA. [BO08]

3. The PTES Contractor shall develop and deliver a DRIP that addresses Technical Review and
Audit requirements contained in IEEE 15288.2 (Technical Reviews and Audits on Defense
Programs) (tailored) for the PTES PCA. [BOO8]

c. The PTES Contractor shall maintain a functional baseline after SVR/FCA and product baselines
after PCA. The Government PTES Program Office has veto rights over the Contractors Class Il
changes.

1.1.1.11 Data Management

See CLIN 0001 Section 1.1.1.11 requirements.
1.1.1.12 Data Rights

See CLIN 0001 Section 1.1.1.12 requirements.
1.1.1.13 Software Assurance

See CLIN 0001 Section 1.1.1.13 requirements.
1.1.1.14 Cybersecurity

See CLIN 0001Section 1.1.1.14 requirements.
1.1.1.15 Program Protection

See CLIN 0001 Section 1.1.1.15 requirements.
1.1.1.16 Cryptology

a. See CLIN 0001 Section 1.1.1.16 requirements.

b. The PTES Contractor shall deliver one (1) PTES Joint Hub ECU and one (1) PTES KMS ECU
as part of the ECU NSA certification effort.
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1.1.2

a.
b.

1121

Assembly, Integration and Test
See CLIN 0001 Section 1.1.2 requirements.

The PTES Contractor shall support RRT, DT&E, IT&E, OT&E, Multi-Service Operational Test
& Evaluation (MOT&E) test events and request for test data. [BOS0], [BO51], [B052]

Contractor Led DT&E

See CLIN 0001 Section 1.1.2.1 requirements.

1.1.2.2

Government Led DT&E, IT&E and OT&E

See CLIN 0001 Section 1.1.2.2 requirements.

1.1.2.3
a.
b.

1.1.24

Verification and Certification
See CLIN 0001 Section 1.1.2.3 requirements.

The PTES Contractor shall provide access to all formal and informal PTES verification artifacts,
verification data and deficiency reports as requested by Government PTES Program Office.

The PTES Contractor shall verify all requirements in the PTES specifications and obtain
Government PTES Program Office concurrence. [B049]

The PTES Contractor shall invite the Government PTES Program Office to witness verification
testing of PTES requirements and interfaces and to witness PTES testing at the operational
site(s).

The PTES Contractor shall support certification of system readiness for OT&E activities
(AFMAN 63-119) and Program Executive Office (PEO) Certification, including participation in
system-level Certification Readiness Reviews.

Development of Test Plans and Procedures
See CLIN 0001 Section 1.1.2.4 requirements.

The PTES Contractor shall conduct a Test Readiness Review (TRR) prior to each test activity
intending to verify requirements in the PTES specifications. [B106], [B026]

The PTES Contractor shall develop and submit Test Reports after each test activity intending to
verify requirements in PTES specifications. [B052]

The PTES Contractor shall develop and submit a Modem Certification Data Package. [B107]

The PTES Contractor shall support the development of key Test and Evaluation documentation
developed within the Government PTES Program Office Integrated Product Teams (IPT).
(Assume weekly teleconferences through I0C)

The PTES Contractor shall conduct security testing to address the confidentiality, integrity and
availability requirements that provide the protections as described in CNSSI 1253 (Security
Categorization and Control Selection for National Security Systems).

The PTES Contractor shall conduct Site Acceptance testing to include:
1. Validating PTES functionality at the operational site.

2. Validating functional compatibility of the interfaces between the PTES equipment at the
operational sites.
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3.

4.

Conducting a Site Acceptance TRR and Test Exit Brief for Government PTES Program
Office approval. [B106]

Supporting the Government’s role as witness and approval authority for TRR, discrepancy
report priority, closure plans and Test Exit Brief. [B106]

h. The PTES Contractor shall conduct the following test activities and make records available to the
Government PTES Program Office:

1.
2.
3.
4.

Stress Tests
Performance Tests
Stability Tests

Failure and Recovery Tests

I. The PTES Contractor shall plan and conduct operationally realistic testing, with scenarios
defined by the Government PTES Program Office and Operational Test Agency (OTA) (assume
six weeks of total test time). The Government is to witness and approve Discrepancy Reporting,
discrepancy closure plans and successful test completion. The PTES Contractor shall close
discrepancies and regression test per Government approved plan. Testing shall be completed at:

1.
2.

1.1.25

The PTES Contractor’s facility
The PTES operational sites

Acceptance Criteria

a. The PTES Contractor shall deliver the PTES I0C system for Government PTES Program Office
acceptance through the DD Form 250, to include the following criteria:

1.

Government PTES Program Office acceptance of the verification of the 10C system
requirements in the PTES System, KMS ECU, Joint Hub ECU, and Joint Hub Specifications.
[BO26], [B103], [B104], [B105]

Site Acceptance defined as Government PTES Program Office approval (i.e., DISA CDC,
PATSOC, two (2) Gateway sites).

Completion of Government PTES Program Office defined testing as outlined in Deficiency
Report (DR) definitions in Technical Order (TO) 0035D-54a:

i. All Category | Emergency (IE) or Urgent (1U) and Category Il Urgent (I11U) DRs shall be
closed.

ii. All Category Il Routine DRs shall be closed unless waived by the Government PTES
Program Office.

Completion of SVR/FCA and PCA with Government PTES Program Office acceptance.
[BOO8]

Completion of MOT&E 1 activities.

Acceptable AFSPC DAA DoDI 8500.2 (Information Assurance Implementation) and DoDI
8510.01 (Risk Management Framework (RMF) for DoD Information Technology (IT))
(latest version) Government review of the PTES system with manageable residual risk
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resulting in the Government PTES Program Office obtaining an Authority to Operate (ATO)
for the PTES System.

1.1.2.6  Development of Test Equipment
See CLIN 0001 Section 1.1.2.5 requirements.

1.1.2.7  Risk Reduction
See CLIN 0001 Section 1.1.2.6 requirements.

1.1.2.8  Support to Government PTES Program Office
a. See CLIN 0001 Section 1.1.2.7 requirements

b. The PTES Contractor shall participate in System Test IPT meetings. (Assume bi-weekly (every
two (2) weeks) teleconference

c. The PTES Contractor shall participate in System Integration Meetings; review and comment on
PTES integration activities. (Assume monthly teleconference)

d. Provide support activities post OT&E to include:
1. Resolving deficiencies and anomalies
2. Supporting the Government in root cause analyses
3. Closing findings necessary to achieve IOC and FOC
4. Delivering test reports
e. The PTES Contractor shall lead the System Test Events listed in Table 1-1.

Table 1-1. System Test Events Led by PTES Contractor

Role . Nominal
Test Group Test ID Test Name (Lead/Support) Location Start
Risk Reduction End of
RRD 030 Demonstration (RRD) Lead Factory Build 3
Risk Reduction End of
RRD 040 Demonstration (RRD) Lead Factory Build 4
FT 2XX Factory Test Events Lead Factory |TBR
1XX, |Risk Reduction Demos
RRD 2xX  |(RRD) Lead TBR TBR
RRD §g§ WGS OTA Tests Lead TBR TBR
RRD 3XX |Site Installation Events Lead Sites TBR
Contractor Site Acceptance .
DT 4XX Test (SAT) Events Lead Sites TBR

f.  Support the System Test Events listed in Table 1-2.

Table 1-2. System Test Events Supported by PTES Contractor
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Test Role . [Nominal
Group Test ID [Test Name (Lead/Support) Location Start
RRT 030 Risk Reduction Test (RRT) Support Factory Eﬂﬂgg
RRT 3XX Cybersecurity Events Support TBR TBR
Adversarial Cybersecurity
DT 5XX DT&E Support TBR TBR
During
RRT 100 PHEC Test Support APG Build 4
DT XXX Development Test Events Support Various |RRTS
oT XXX Operational Test Events Support Various |MOT&E
1.1.2.9  Coordination with External Organizations

See CLIN 0001 Section 1.1.2.8 requirements.
1.1.3

The PTES Contractor shall provide resources necessary to plan, manage, direct, control and report all
activities contributing to the development, installation and testing of IOC hardware and software of the
PTES System and its interfaces to external systems and organizations.

1131 General Management
a. See CLIN 0001 Section 1.1.3.1 requirements.

b. The PTES Contractor shall conduct a Kick-off Meeting to include as a minimum special topics,
schedule review, and risk and risk mitigation plans. (within thirty (30) calendar days (CD) of
CLIN 0002 award)

1. The PTES Contractor shall develop post-review minutes and respond to post-review action
items. (DAL submission) [B004]

1.1.3.2  Project Management
a. See CLIN 0001 Section 1.1.3.3 requirements.

b. The PTES Contractor shall update the CWBS within thirty (30) CD of CLIN 0002 award and
when a change is made to the CWBS. [B007]

1.1.3.3  Business Management/Program Control
a. See CLIN 0001 Section 1.1.3.4 requirements.
b. The PTES Contractor shall conduct an Integrated Baseline Review (IBR).
1. See CLIN 0001 Section 1.1.3.4.e requirements.
1.1.3.4  Contract/Subcontract Management
See CLIN 0001 Section 1.1.3.5 requirements.
1.1.35  Government Federally Funded Research and Development Center (FFRDC) Contracts
See CLIN 0001 Section 1.1.3.6 requirements.

Program Management

Att. 1-75 of 163
UNCLASSIFIED



UNCLASSIFIED

FA8808-17-R-0006
Attachment 1. Statement of Work

1.1.3.6 Support to Government PTES Program Management Effort
See CLIN 0001 Section 1.1.3.7 requirements.

1.14 Support Equipment and Product Support Planning
See CLIN 0001 Section 1.1.4 requirements.

1.1.41  Support Equipment
See CLIN 0001 Section 1.1.4.1 requirements.

11472 Product Support Program
See CLIN 0001 Section 1.1.4.2 requirements.

1.1.4.3  Reliability, Maintainability and Testability (RM&T)
See CLIN 0001 Section 1.1.4.3 requirements.

1.1.44  FMECA/Damage Modes Analysis
See CLIN 0001 Section 1.1.4.4 requirements.

1.1.45  Failure Analysis and Corrective Action Report (FACAR)
See CLIN 0001 Section 1.1.4.5 requirements.

1.1.4.6  Mission Critical Fault Analysis (MCFA)
See CLIN 0001 Section 1.1.4.6 requirements.

1.1.4.7  Product Support Analysis (PSA)
See CLIN 0001 Section 1.1.4.7 requirements.

1.1.4.8  Supportability and Related Design Factors
See CLIN 0001 Section 1.1.4.8 requirements.

1.1.4.9  Product Support Development

a. The PTES Contractor shall periodically update the PSP that clearly identifies the contractor's
plan for completing the requirements of the statement of work. [B059]

1. The support plan shall also address requirements that may arise under the production
program.

2. The Government PTES Program Office approved support plan shall be used by the
contractor's personnel to conduct and manage the technical effort related to satisfying
logistics requirements.

3. Major revisions to the data contained in the support plan shall result in a revision, which shall
be provided IAW the PSP. [B059]

b. Required revisions or changes to contractor schedules, milestones, or data deliveries shall be
submitted in the Logistics Product Data. [B062]

c. The PTES Contractor shall update and deliver Installation, Operations, Support, and
Maintenance Manuals. [B110]
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d. The PTES Contractor shall deliver Commercial-of-the-Shelf (COTS) Manuals and Associated
Supplemental Data. [B111]

e. The PTES Contractor shall perform all efforts required to develop a PTES training approach that
meets the needs and skill levels of operator and maintenance personnel.

1. The PTES Contractor shall develop and deliver training materials. [B112]

f. The PTES Contractor shall conduct training for operators, maintainers, and support personnel
and include standard training processes including Train-the-Trainer. Type 1 training is required
for OT personnel prior to MOT&E.

1.1.4.10 Supportability Test, Evaluation and Verification

a. The PTES Contractor shall perform Supportability, Test, Evaluation and Verification
assessments to assess specified supportability requirements; identify reasons for deviations from
projected supportability parameters and identify methods of enhancing system readiness and
correcting deficiencies in the logistics support system.

b. Assessments shall be made during early stages of development, from mock-ups, test bench set-
ups and prototypes. Assessments shall continue during PTES Contractor and Government
development and operational testing. The PTES Contractor shall use supportability design
factors, evaluation of alternatives and trade-off analyses as sources of input data to this task.

c. The PTES Contractor shall validate task analysis data. This effort shall be defined and
documented by the contractor in the Maintainability and Built in Test Demonstration Test
Report. [BO52]

1.1.4.11 Logistics Demonstration Support

a. The PTES Contractor shall perform all tasks necessary to support logistics demonstrations up to
field and operational assessments of PTES, including efforts relating to present and future PTES
development, testing and functional and performance assessments. The purpose of the Logistics
Demonstration is to verify the various product support elements are fully developed, adequate
and available prior to the system going operational.

b. The PTES Contractor shall document the results in the Maintainability and Built in Test
Demonstration Test Report. [B116]

1.1.4.12 Provisioning

a. The PTES Contractor shall develop and deliver an Engineering Data for Provisioning (EDFP)
data package and a Provisioning Screening Data package. [B062]

1. The PTES Contractor shall support provisioning conference meetings. (approximately three
3))
1.1.4.13 Depot Transition Planning

a. The PTES Contractor shall conduct a Depot Maintenance Study on hardware and software
segments of the product designs to support the Government PTES Program Office in preparing
for the Depot Source of Repair (DSOR) process and associated Cost Benefit Analysis of depot
level hardware and software maintenance. The results shall be documented in the Depot
Maintenance Study. [B108]
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b.

d.

e.

The PTES Contractor shall develop a depot strategy that ensures affordable long-term
sustainment of the PTES system as well as compliance with all Title 10 requirements (Section
2464, 2466 and 2474). Final depot strategy will be approved through the DMAWG process.

The PTES Contractor shall develop and deliver a Software Transition Plan (STrP) [B023] for
depot sustainment of the PTES system. The transition plan shall include meaningful depot
involvement in software maintenance capabilities to include:

1. Depot Workload
2. Depot Investment
3. Commitment to Establishing a Partnering Agreement

The PTES Contractor shall ensure Government PTES Program Office access to all software and
hardware artifacts, including those with limited data rights, for anomaly resolution, studies and
issuance of technical repair data, information and safety assurance and sustainment of system.

The PTES Contractor shall participate in all DMAWG and Depot Planning meetings. (four
meetings per year)

1.1.4.14 Other Support Equipment & Product Support Planning

a.
b.

See CLIN 0001 Section 1.1.4.9 requirements.

The PTES Contractor shall submit Request for Nomenclature. First request for Nomenclature
occurs 180 CD after System CDR. [B109]

The PTES Contractor shall provide PTES technical manuals, installation, operations and
maintenance manuals, operator and maintenance personnel training materials and a description
of the contractor training system used to prepare replacement contractor operators and
maintainers in electronic format, including TO verification events, per AFD TO-00-5-1. [B110],
[B111], [B112] (Note: Technical Manuals are first delivered 90 CD after PTES Build Testing)

The PTES Contractor shall provide preliminary site installation drawings and as-built drawings
and redline updates IAW ASME Y14.24 and Appendix B of Para 9.1 of ASME Y14.100-2000
[BO64] (Note: Final facility drawings and wiring diagrams are first delivered 90 CD after site
installation)

The PTES Contractor shall perform preliminary facilities site planning and preparation activities
necessary for PTES installation at the operational site(s). [B064] (Note: Facility drawings and
wiring diagrams are first delivered 90 CD after site installation)

Warranties:

1. The PTES Contractor shall provide customary commercial warranties notwithstanding
anything to the contrary, the full duration of such warranties shall commence at the time of
system turnover (DD Form 250).

2. The PTES Contractor shall track by item and serial number, manage and enforce open
warranties on all failed items. [B113]

3. The PTES Contractor shall provide copies of all warranties for PTES Contractor furnished
equipment and materials delivered under this Delivery Order. [B023]
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4. At system turnover (DD Form 250), the PTES Contractor shall transfer all OEM warranty
coverage to the Government (See Appendix D (Rework, Replacement, or Correction Due to
CAT 1 Emergency and CAT 1 Urgent Defects (Applicable To CLINS 0002, 0003, 0004, and
0005))).

1.15 Pre-Operational Support

Pre-Operational Support consists of activities to implement a