ETS| TS 100 977 V8.10.0 (2003-09)

Technical Specification

Digital cellular telecommunications system (Phase 2+);
Specification of the Subscriber Identity Module -
Mobile Equipment (SIM-ME) Interface

(3GPP TS 11.11 version 8.10.0 Release 1999)

m
I - I I
G S mlinllo £§
GLOBAL SYSTEM FOR
MOBILE COMMUNICATIONS - ™

—

D




3GPP TS 11.11 version 8.10.0 Release 1999 1 ETSI TS 100 977 V8.10.0 (2003-09)

Reference
RTS/TSGT-031111v8a0

Keywords
GSM

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, send your comment to:

editor@etsi.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2003.
All rights reserved.

DECT™, PLUGTESTS ™ and UMTS™ are Trade Marks of ETSI registered for the benefit of its Members.

TIPHON™ and the TIPHON logo are Trade Marks currently being registered by ETSI for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
mailto:editor@etsi.org

3GPP TS 11.11 version 8.10.0 Release 1999 2 ETSI TS 100 977 V8.10.0 (2003-09)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp .

ETSI


http://webapp.etsi.org/IPR/home.asp
http://webapp.etsi.org/key/queryform.asp

3GPP TS 11.11 version 8.10.0 Release 1999 3 ETSI TS 100 977 V8.10.0 (2003-09)

Contents

Intellectual Property RIGNES.........oo et 2
0 L= V1T (o S 2
0= Yo (o OSSR 9
1 000 RS SSPR 10
2 S = (= (0= S 10
3 Definitions, abbreviations and SYMDOIS ..o e eres 12
31 (D= T o T] (0] TPV PRT USRS 12
3.2 ADDIEVIBLIONS ...ttt et e bt b e ae et e e e eE e b e e bt e he e b e et et e bt eh e e Rt e e e b e eb e bt eneene e e re e 13
3.3 SYIMDOIS. ... ettt h bbb e bt b e e bt R e e bt E e bR e e Rt AR E Rt h e R Rt Rt Rt b e et b n et 15
4 PYSICal CharaClEfiStiCS. ... ettt sr e n e e 15
4.1 FOPMEL BN TAYOUL........cvieiiiitiet bbbt b bbbt b e bt e st bt e e bt b e eb b ens 15
411 0t S Y S 15
4.1.2 PLUGAIN SIM e et ettt s be bbb s e e bt b et e b s b e see st e be st et e beste e ebentenees 15
4.2 Temperature range for Card OPEIAliON ..........cuvcue e e ere e ae e s e s reeaeeeeesaeereenseeneeenaenseensens 16
4.3 (01201 £ J TSSOSO PP PP 16
431 PrOVISION OF CONLACTS. ......veiueeieie sttt e bbb e bt b e sh e b et e se e e e se e besaeeb e e e ennenen 16
4.3.2 ACLiVaAion 8N DEACTIVALION ...ttt et b bbbt e b bbbt ene e e enne s 16
433 TNACHIVE COMLBELS ...ttt ettt h ettt e e bbbt b et e ae e e e ne e b e sb e eb e e aeeae e e e ebesbesbeebe e e ennenrens 16
434 CONEACE PIESSUNE........evireieeteeieee ettt r ettt se e e s et s e sbe e r e e e e e e e e se e Rt s R eh e sb e et e s e ne e R e ne e ehe e e e s e e e sreenesaeenn e e eanes 16
4.4 PIECEAENCE. ... ettt s e ettt e b e eteeebe e be e beeatesaeesaeesheeareebeenteeabeeheeeheeeteenbeereenreaneeaaes 17
45 Sz ol )= (o) o [OOSR 17
5 Electronic signals and transmiSSioN PrOtOCOIS. ........ceoveieriereeeeneseese e seeseesee e e e eee e eeeseeeneeseeseeas 17
51 ST o] o] AVAAVZ0 L= "o TNV oo (oo o ot A 3 ) SRS 17
5.2 eSS (R S I T (0] 1= S 2 L 18
5.3 Programming voltage VPP (CONTACE CB) ....uvveuiiiiiieeiierteeieeiesiesee st steeste e seesreesre e teesteestesnaesseesteeseeneesnensnns 18
54 (01 oot QO I G (o101 1= o A ) SRS 18
55 7@ 2 (o L=t 3 18
5.6 RS (= SRS 19
5.7 BAUAIGLE ...ttt et e st e e s te e be et e e aeeebeaebe e beeabeeateeaeesheesheeabeeabeenteeateeheeeheeateeabeereenreaneeaaes 19
58 ANSWES TO RESEL (ATR) ..ttt b et b e st b e b st b b e e b s b e e eb e eb e sb et eb e s b e e ebesbenneneas 19
581 SEIUCLUIE AN CONLENES......c.viiiictiecteeetee ettt st e ettt e e e e et e st e et e et e eaeesaeesaeesteesesaeesaeesseasteasbaebeesseensesnnesans 19
582 PPS PIOCEAUIE. ..ottt b et b e et b e a e b e e e st b e st e st b e se e bt b e se et ebesb et sb e et ees 21
5.8.3 SPEEA ENNBNCEIMIENL. ... i cee ettt sttt e et e e st e s te e e e e estesseesaeesreeaaeeneeeseesseeaseesseessenseensenneennns 22
5.9 Bit/character duration and SAMPIING tIME.........ccveieiiee et re e reeee e enes 22
5.10 0] e [T o PSS 22
6 (oo [T o= 1Y/ oo = RO SRUSPR 23
6.1 €1 g Tc = o L= o 1T 0L (o o OO SO U TSRV PRPR 23
6.2 =N N0 L=l 11 TSSOSO 23
6.3 DT 10 =0 I =TT 24
6.4 EIEMENTAIY FIlES...... ettt bbb bbbttt h et b e bt et n e 24
6.4.1 TranSPArENt EF ... e e 24
6.4.2 (I g T D o =l PSPPSR 24
6.4.3 (@Yo T o TSP S S PPSPPTSN 25
6.5 [ Ee gl Te Sy Lo g [ T oo = 1 = 26
6.6 RESEIVELION OF FIIE IDS ...ttt bbb bbbt ettt e e et sheebesaeene e e enrees 27
7 S o LT V= (1= 28
7.1 Authentication and cipher key generation PrOCEAUIE............oiiriirireerieretesie ettt er e eb e seene 28
7.2 AlGOITTNMS BINO PrOCESSES. ... e eeueitereeieete ettt sttt sttt et b e et eb e sb et b e s b et eb e s b e e eb e s b e e eb e e b e neeb e se et ebesbe e ebesrennenens 28
7.3 FilE ACCESS CONTITIONS. ......eeitieitieiecee ettt ettt ettt e et e st e st e beebesaeesaeesaeesbeensesaseeasesseesbeesbeesbeeseensesnnennns 28
8 DesCription Of the TUNCLIONS .........coiiieee et st re e e e e seeeneeneeneeas 29
8.1 ST = OSSPSR 30

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 4 ETSI TS 100 977 V8.10.0 (2003-09)

8.2 ] AN 1 15 TSR 30
8.3 RN B 2] LN o TR 30
8.4 UPDATE BINARY .ottt ettt et b et b e et b et e st b et et b e ket e st st et e neebenbeneene 31
8.5 READ RECORD ......cctitiiitiiteietesieeetesteeetesteessesaeseesesseseesesseseesessessesessensesessassesessensesessensesessessenessessensasessensnses 31
8.6 UPDATE RECORD .....cocottitiietiriiietesteeete st sestesee s sasesessessesessassesessessesessessenessessenessessensasessensesessensenessesseneans 32
8.7 S OSSPSR 32
8.8 INCREASE ...ttt ettt ettt b e e bt et £ e b et e e e b e a2 s A ek e m e s A e R e e e £ ebeme s e e b et sEebeneseebeneseebeneseebenesenbeneaens 33
8.9 VERIFY CHV ettt ettt a e e bt e bt e a bt eae e eh e e eb e e sbe e be e aeesae e saeesaeanbeenteeneeensesaeesanas 33
8.10 CHANGE CHUV ...ttt ettt ettt e a e e bt e e bt e b e e a b e e a b e e aeesaeesaeesaeesae e bt enseemteeneesneesaeesaeas 34
8.11 D] IS N o I O Y PSRRI 34
8.12 ENABLE CHV ...ttt ettt ettt b e bt e et et e et e s ae e bt e b e e mbeeateeaeesheesheenbeensesmeesaeesaeesaeanseenseans 34
8.13 UNBLOCK CHV ..ottt ettt et b £ et e b b e e s s b e e e st et et bt e ket e st e be e e nesbenaeneees 35
8.14 A AT 1 N I ST 35
8.15 LN = I 1 N I PSSP 35
8.16 RUN GSM ALGORITHM ...ttt ettt st se st et s s be s nesbe st e ens 36
8.17 I OSSPSR 36
8.18 TERMINAL PROFILE ...ttt sttt sttt st sttt ne et st e e eb e ste e et e st e e enesteneenens 36
8.19 L N Y I PSRRI 36
8.20 L ! TSSO 36
8.21 TERMINAL RESPONSE ... .ttt ettt sttt sttt et eae e eb e e sb e e beetesaeesaeesaeesaeenseemteenseeneeseeesaeas 37
9 Description Of the COMMIANGS...........oiiiiieee et 37
9.1 = o TH o o T ot o] = 37
9.2 Coding Of the COMIMANTS.........ccuiiiieiecie et e e e e e e s saesseeste e teenteeseeenseenseensenneesneesseessens 40
921 S I = TS O S PRP SR 40
9.2.2 S AN 0 1 TSP 43
9.2.3 LN B 2] 1N SO STRS P S 43
9.24 UPDATE BINARY ettt ettt ettt e e bt e s bt e et e e e be e eabe e e beesabe e e snneesnreeanreennnis 43
9.25 READ RECORD ..ottt sttt ettt ettt e st e e be e be e ee s aeesaeesaeesaeeaseamseambeamseeseesbeabeenbeantesneesneesas 43
9.2.6 UPDATE RECORD ..ottt sttt ettt ettt beate s aee st e saeesaeesse e et ambeeaeesseesbeebeenbeansesneesneesas 43
9.2.7 S USSR 44
9.2.8 INCREASE ...ttt ettt sttt e s et b e ke £ e e st e e b e b e a2 £ e Re e e b e b e ee b e Reeeebebeee b eneseebeneseebeneaeebeneanas 44
9.2.9 VERIFY CHV ettt ettt ettt e bt e bt e b e et e et e e ae e saeesaeesae e bt anbeembeensesneesaeesaeas 45
9.2.10 CHANGE CHUV .ttt ettt st st s e e stk s e e st e ke se e s e et e seeneebeseeneebesbeneebesbeneesesbenennens 45
9211 DISABLE CHV ...ttt ettt st st st st st s e st be st e st ek e e e st s beseeseebeseenesbesbe e ebenbeneens 45
9.2.12 ENABLE CHV ..ottt sttt st s b et b e s b et b e b et et e bese et e be st et ebesbeneens 45
9.2.13 UNBLOCK CHV ..ottt sttt st sttt e et te s e et be s te e beste e e beste st ebeseenesbessenesbensenees 45
9.2.14 INV ALIDATE ...ttt sttt sttt sttt s b et s e st s be st e bt s be st e bt s be e e b s be et e st ebenaenenbesteneebenbeneans 46
9.2.15 REHABILITATE oottt st sttt st b e bbb st e st e b e e e b et e st e bt et e ne e s nbeseenenbensenenes 46
9.2.16 RUN GSM ALGORITHM ...ttt sttt ettt st e et et e st e ebeesbe e beenbeenbesneesneeeaes 46
9.2.17 SLEEP ..ttt ettt ea e e b e e b e e bt e A EeeReeeRe e eRe e Rt e At eaEeeneeeheeeheeebeenaeeaeeeneeenes 46
9.2.18 GET RESPONSE.........otiiitititeteeseetete sttt tete e ae st st tete e e ese e s eebeseseeseaessebeseseeseseasebesesessenessebenesesbenesenseneaens 46
9.2.19 TERMINAL PROFILE...... ettt ettt ettt h b b be et e sae e sheesbeeee et e snteemseensesneesneeseeas 47
9.2.20 BNV ELOPE. ...ttt ettt ettt e h e b et e bt e s e sat e saeesae e she e sae e et emeeeaeeeaeeebeeebeeabeeabeebeeneeenneeans 47
9221 L 1O OSSPSR 47
9.2.22 TERMINAL RESPONSE ..ottt st e be s s be e e se st e sbe st nesbe e neens 47
9.3 D= ] TR Ko iS=1 1o ot [1 oo 48
94 Status conditions returned DY the CAId...........ooeeii ettt e e sraenneas 49
94.1 Responses to commands Which are COrrectly €XeCULEd ..........cccovveieeieese e 49
9.4.2 Responses to commands WhiCh are POSIPONED .........ccveiveieiieiie e e 49
9.4.3 MEMOIY MANAGEMENL ........oouiiiieiie it e e e e s e s e e sr e e s b e e b n e s e e e 50
944 REFEreNCING MENBGEMENT .......oiiiiiiite et ettt b e bbbt b e et st e et b e ne e 50
945 SECUNLY MANBGEIMENT.......e ittt sttt sttt ettt b e eb e b e bt s b e e eb e sb et e b e s b e st ebesb e e ebesbe e ebesbe e ebesbennenens 50
9.4.6 APPlCALiON INAEPENTENT EITOIS.......iueetireeeetirt ettt bbbttt b et be et 50
94.7 Commands Versus POSSIDI @ SLALUS FESPONSES ........cueeveriirieiiriereeieste ettt se e b e e b b e b e seenens 50
10 Contents of the Elementary FIIES (EF) .......cooiiiiiiiieeeeeeeeeeeee et 51
101 Contents Of the EFS al the M TEVEL ... e 52
10.1.1 S ol (L@ O3 Lo (=01} 1o 1o o) IS PSSP 52
10.1.2 EFeLp (Extended 1anguage PrefEreNCE) ......coi e eiicirceesiees e s e ste e s sae s e e st e te e e sesntesneesneesnes 53
10.2 DFsat the GSM appliCation TEVEL ..o 53
10.3 Contents of filesat the GSM appliCation [EVE ..o e 53

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 5 ETSI TS 100 977 V8.10.0 (2003-09)

1031
10.3.2
10.3.3
10.34
10.3.5
10.3.6
10.3.7
10.3.8
10.3.9
10.3.10
10.3.11
10.3.12
10.3.13
10.3.14
10.3.15
10.3.16
10.3.17
10.3.18
10.3.19
10.3.20
10.3.21
10.3.22
10.3.23
10.3.24
10.3.25
10.3.26
10.3.27

10.3.28
10.3.29
10.3.30
10.3.31
10.3.32
10.3.33
10.3.34
10.3.35
10.3.36
10.3.37
10.3.38
10.3.39
10.3.40
104
104.1
10411
10.4.1.2
104.1.3
104.2
10421
104.2.2
10.4.2.3
10424
10.4.2.5
10.5
1051
10.5.2
1053
1054
10541
10.5.4.2
10.5.5
10.5.6

10.5.7

o I (=T o (U= o Ty o= [ = 10 =) PR 54
L N (171 PSS 54
N (T o] 1= o 1 ;Y20 o) TR 55
NI (= IV VIS = ox (o] ) PR 56
TN L I VIS = ol = o ) PR 56
EFacMmax (ACM MaXxXimMUM VAIUE) ........oceiiieieeiti e e seesee e s tesee e s saeesaeenaesneesseasse e teensesnsesneesneesneennes 57
EFsst (SIM SEIVICE ADIE) ..ottt et 58
EFacm (AcCCUMUIALE Call MELEN) ... .ottt se e e seesbesneeneeeens 60
EFGip1 (Group 1Aentifier LEVE] 1) .....cociieee ettt sttt e e et e eneeneen 60
EFGip2 (Group 1Aentifier LEVE] 2) .......coe ittt st se et e enee e 61
EFspn (SErviCe Provider NAIME) .......c.oiiiiieee ettt ettt bt 61
EFpuct (Price per unit and currenCy tabl€) ........ccveuieere e e 62
EFcemi (Céll broadcast message identifier SEleCtion) .........cccvvevvecei i 63
EFgccn (Broadcast CoONtrol ChanNEIS) ........ovecee e 63
EFACC (ACCESS CONLIOI ClESS) ...uviiviiieiieseee st esie et etestte st et be e te s e s e saeesaeete e e e sneesre e seenteenteeneesntesnnesneennes 64
NI L0 e [0 (= 1Y 1 N ) PR 64
= eYo B Lo o= 1o eI T 1o 07 (1] ) S 65
EFAD (ADMINISIratiVe aa) ........coeiveuerierieieitereeie ettt ettt s e et sb e 66
EFphase (Phase identifiCation) ..........coeeeoiee ettt et neen 68
EFvges (V0IiCE GroUP Call SEIVICE) ... .ccuiiiieiieteeieee ettt sttt sae st e e e ee e e teseesbesaesneeneens 68
EFvacss (V0iCE Group Call SErVICE SEALUS) ....couvereeierieieieiesieeteeeeieteseesie et see st s e seeseeseeeeseesbesnesnesseens 70
EFves (V0ICE BrOAOCASE SEIVICE).....cceeeereirieieieteeieeeeie st ete sttt sttt e e e e eeseesbesaesaeeseeneeeeseeteseesbesneeneeneens 71
EFvess (V0iCe BroadCast SErVICE SEALUS)......ciuieuerieieieriiste sttt et eee et saese e aeseesbe e eneeeens 73
EFevpp (enhanced Multi Level Pre-emption and Priority) ........ccocveiecieeciesieseeseeeee e 73
EFaaem (Automatic AnsSwer fOr EMLPP SEIVICE) ......couo it 74
EFcemip (Cell Broadcast Message Identifier for Data Download) ..........ccceevveciveceiesieneece e 75
EFEcc (Emergency Call COOES) ...ttt s 75
EFcemir (Cell broadcast message identifier range SEleCtion) .........ooeveeeiiienenee e 77
EFpck De-personalization CONrOl KEYS ......cceoieiiiee ittt e ettt seeeeseesteseesneeeens 77
EFcnL (Co-0perative NEIWOIK LiSt).....cciieiicie ettt sneennesnee e 78
EFnia (Network's Indication Of AIEIiNG) ......ccvecvieiiiieseesiese et e snae e e enes 79
EF«ceprs (GPRS Ciphering Ky KCGPRS) .......ioiiiiiiie ettt ete e s nne e 79
EF_ocigrrs (GPRS 10Cation iNfOrMELION) ........veieeiieiese e see st este et et eae et te e e e sneenneeneas 80
EFsume (SEtUPMENU EIEMENES) ....oovicie ettt sttt et e s e be e e e tesnaesnaesnnesnes 81
EFp mnwact (User controlled PLMN Selector with Access TEChNOIOQY) .....c.veveeerererieresiereeeeeeseesee e 82
EFopL mnwact (Operator controlled PLMN Selector with Access TeChNolOgy) «....ooveverevenenieeceieeseerie e 83
EFypLmnwact (HPLMN Selector with Access TeChNology).......coeeererereieeeeeeeesee e 84
EFcpaccr (CPBCCH INFOrMELTiON) ...ttt snesbe e eneeneen 84
EF | nvscan (INVESHIGATON SCAN) ....evieeieeie ettt sae b e e s e e e se e beseesbesneeneeneens 85
V2o o OSSR USRS OPROSPO 86
Contents of DFs at the GSM appliCation [@VEL ...........couv i 86
Contents Of filesal the GSM SOLSA TEVEL ......c.oeoieee et re e aeere e 86
EFsa) (SOLSA ACCESS INAICALON).......ecveiiesieeieesteesieesteeee st e st e ste e e eteestessaessaesreesseessesseesnnesneesseenseenseans 86
EFS L (SOLSA LSA LiSt) iiiiiiicicicieie sttt ettt e ettt e et st e et s ne et e e sa e s entesa e tesnesrenneeneenes 87
(SN I 1ot 1 ] 0 g 1 =SS 89
Contents Of filesat tRE MEXE T@VEL ........oueeeee ettt ettt eeenee s 90
EFMExe-sT (MEXE SErVICETADIE) ...t 90
EForpk (Operator ROOE PUDITC KEY) ..ot 91
EFarpk (Administrator ROOt PUDIIC KEY).....ooueieeeesie e e 93
EFrprex (Third Party ROOE PUBIIC KEY) ..ottt e 93
Trusted Key/CertifiCateS Dala Fil€S........cccciiiieiiee e e 94
Contents Of filesat the tElECOM IEVEL..........ooeeeeee et e et sreesaeas 94
EFapn (Abbreviated dialling NUMBDEIS) ......c.eoviiie et sre e 94
EFepn (Fixed dialling NUMDENS) ........coiei ettt ettt e aesnae e e sneennes 98
T (S 0 A 15552 o ) SR 98
Capability configuralion ParaMELErS.........cceceieeieereerie e eee s e e e e e e e e sreesseeeeesaesseesseesseesseesesneeenes 99
EFccp (Capability configuration ParameLErS).........cceeceereecieeeeseeseesieesie s e sae e sre e e eaesee e e sseenseenneans 99
EFeccp (Extended Capability configuration Parameters) ..........oooevererrenenenese e 100
EFMSISON (IMSISDIN) ...ttt ettt e se s be s st e e e sesbe e esesbe s esenbenaeneens 100
EFg)\ sp (Short message SErvice Parameters)...... ..o 101
L (S 1T S 1= = (1) S 102

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 6 ETSI TS 100 977 V8.10.0 (2003-09)

10.5.8 EF_np (Last NUMBDEr diall€).........ooueeiiiieiiieere ettt 103
10.5.9 EFspn (Service Dialing NUMDEIS) ........ocveiieecie ettt ss et e et steeaesaesneesaeesneenseenneens 104
10.5.10 o L (=L 1= o o ) TSRS 104
10.5.11 o P (=L 1= o 12 TSP STTRS 106
10.5.12 N L (=L 1= o) TSP TRS 106
10.5.13 EFgpn (Barred Dialling NUMDES) .....cc.cecveeiieece ettt e st e et ae e sneenneenneenneens 106
10.5.14 Nl (=== 1) 7 IR 107
10.5.15 EFsmsr (ShOrt Message StAtUS FEPOMS)......c.ceueieerierieeeieriee ettt sb et 107
10.5.16 EFcym) (Comparison Method INFOFMBEEION) .......c..oerieeririeinerieeeesiee e 108
10.6 DFSat the tElECOM TEVEL ...ttt ae et e et e besaeeneeneeneeneeees 109
10.6.1 Contents of files at the telecom graphiCSIEVEL ..o 109
106.1.1 T (L 07= o (=) [OOSR 109
10.6.1.2 IMage INSIANCE DALA FIlES......cveciece e sr e e e e e et e eneesnaesneas 111
10.7 L= S0 1 SRR 111
RN o] o= (0] o o (oot ) S S 113
111 GENEIEl PIOCEAUIES...... ettt ettt et h bbb h bbb st b e e h e b e b e st b s e e e ae e b e b e st e b e b e e e be b e 115
1111 REBAING AN EF ... ..ottt e se st e e e se st e e ese st e s eneebentenensesteneens 115
11.1.2 UPALING BN EF ... bbb bt b et b e bbbt b b 115
11.1.3 INCIEASING @N EF ...ttt bbbt b et b bbb 115
11.2 SIM MaNagEMENE PrOCEOUIES........c.eiueueetirieeeiert ettt ettt et e e b bbb b et b e ee e b e e e bt b e e e st sbe b 116
11.21 S Y T R T4 o o PSRRI 116
11.2.2 GSM SESSION TEIMUNGLION..... .ttt sttt sttt bttt e e b bese e st e saeeb e e st ese e e e sbesbesaeebe e e ensennens 117
11.2.3 EMErgENCY Call COUES.......cceeieieiieiieeie et ettt e s st e s e e s te e e sae e s seesaeenteesseestessansnaesneesaeesseenseensenns 118
11.2.4 =10 (U= o Lo =, (= o= SRS 118
11.25 Administrative infOrmation FEOUESE; .........ccveieeieeieeieseesee st e steesteeteestesraestae e e teessesaesnesreesseesseenseensenns 118
11.2.6 SIM SEIVICE TADIE FEOUESL. ... eeieeeieeie e eeee ettt see e s e e te et e s esaeesaeete e teesteesaesseeseesseeseeneeneennes 118
11.2.7 SIM PRESE FEOUESL. ...ttt ettt b e et b e s bbb et b e e b e st e b et et b e b e b b 118
11.2.8 SIM Presence Detection and ProaCtive POIING ... 118
11.29 Extended Language PrefEreNCE....... ..o ittt 119
11.3 CHV related PIrOCEAUIES ........cuiitieeiirtieet ettt bbbt bbbt b et b et b b 119
11.31 L@ ARV = g o= (o o SRR RN 119
11.3.2 CHYV VAIUE SUDSHITULION. ...ttt st ae et e e e e seesbesaeese et e nsesbeseeeneeneenseneens 119
1133 (@ LYo =" o] 1T o o ST ST 120
11.34 (@ LY A= 0= o] oo ST SRS 120
11.35 L@ AV o 1o Tox (1 o S 120
114 GSM seCurity related PrOCEAUIES ..........coieeie e cee st ettt se s e te et e eseesaeesteeteenteeneessaesseesseeseenseeneennes 120
114.1 [€1551Y/ = o o] 14 g 4 ST o70] 101001 11 o o 120
11.4.2 Y S = o 0= OSSPSR 120
1143 ACCESS CONMTIOI FEOUESE ...ttt sttt b et b et b bbb e bt b s bt b et e st bt et e e b nn e ens 120
1144 HPLMN SEarch Periof FEOUESL.........cueivieeiirieieiestee sttt s b et 120
1145 (o To= o) o N g 0] 007! (1) o PR 121
1146 CHPNEY KEY ...ttt bbb bbb b b e b e bt h et b bt b e ne e 121
11.4.7 (1@ @t T 0] 0071 o] o 1R 121
11.4.8 FOrDIAAEN PLIMIN ...ttt ettt st et st et e e be st e 121
1149 LSA TNFOIMBLION ...ttt ettt et bbbt e e e e se e bt she e bt e ae e e e neesbeebesbeene e e enee e 121
11.4.10 GPRS LOCAL ON INFOMMIALTON ...ttt sttt bbbt et b e et ebe et e e e e sresbesaeebe e e ennennens 121
11.4.11 (€1 S O] o 0= g N RS PTSTR 121
115 SUBSCTiptioN related PrOCEOUIES ........eecieeiecee s et ste ettt e e st e e e te e sre e saeesseenteenteeneesseessaesseeseeneeeneeanes 121
1151 1= T T 8 0] = S PR 121
1152 ShOIT IMESSAGES. ...ttt bt h e e b e b e bt b e bt b et bt e b s e e st eb e s e et b e s bt ebe b e 124
1153 AQVICE Of ChaIgE (ADC) ...ttt ettt bttt b et b e bbbt bbbt bt b e st s e st bt st e e bt nr e ens 124
1154 Capability configuration PAraMELENS. ..........coiieieeeie ettt ettt b et b e et b e 125
1155 IR = ox (o SRS S 125
1156 Cell broadcast MESSAgE THENTITIEN ........oiiieeeeeee bbb 125
11.5.7 Group TAENLITIEr TEVE] L... ..ottt ettt et b e e b e b b e bt sbese b sbennene s 125
11.5.8 Group identifIEr TOVE] 2........eoeee ettt sae et e e s ae e e ae et e e ste e teenteereenneenneenes 125
1159 SEIVICE PrOVIAE! INBIME ...ttt b et et b e bt e b et e s e e e sr e besaesbe e e ennennen 125
11.5.10 VOICE GIOUP Call SEIVICES ....cveetieiecece ettt e sttt e e tesaaesreesteesseesesneesneesneesseanseensenns 125
11511 WV 0ICE BrOAOCASE SEIVICES ..ottt b ettt e b et b e bt e h et e b et sbeebeeaeenneneennas 126
11.5.12 Enhanced Multi Level Pre-emption and Priority SErVIiCe ... iceiieie e e 126
11.5.13 Cell Broadcast Message range identifier .........ccvecveeieesiesecse et 126

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 7 ETSI TS 100 977 V8.10.0 (2003-09)

11.5.14 Depersonalisation CONLIOl KEYS........oiieiieiieie e see e steesie s ee s e te et e e staeste e teeaesseesaeesaeenseensenns 126
11.5.15 SOt MESSAYE SLALUS FEPOM......eveeieeieeieeiesee st e st e steeste e e e e eseesreesteesreesseeseeseesssesseesseesseesensseeseeseeneennes 126
11.5.16 Network's indiCation Of @ETiNG.........cccverieiieice e ae e e eraeseesaeesaeenreeseens 127
11.5.17 User controlled PLMN Selector with ACCeSS TEChNOIOQY ....evveverieiieieeseesieerte e seesteesie et eae e seeas 127
11.5.18 Operator controlled PLMN Selector with Access TechNOlogy ........cvecvvveeeienienieece e 127
11.5.19 HPLMN Selector with ACCESS TECHNOIOQY .....vecveieieiieiie e ereens 127
11.4.20 (12 =T 01 o T 0101 17= o o ST PRRSRRSN 127
11521 [NVESEI AT ON SCAN. ...ttt b e bbbt b bbb st b e e st b e et e b et b b 127
11.5.22 RV o o OO SRRUSRRPRONt 127
11.6 SIM Application ToolKit related ProCEAUIES............cciiiririieeree bbb 127
1161 INitialiZALION PrOCEAUIE........c.etieeetirtieet ettt bbbt b et b bbb 128
11.6.2 (0= ot A= oo T o S PS 128
11.6.3 SUPPOIt OF COMMBNTS.....c.ueeieieieeste e te et et e e ae e s te e te e teesteeteeneeeseesneeeseenseenseensensansrensneas 128
11.6.4 SUPPOIt Of FESPONSE COUES .....euveiee i ceeeetees ettt te e te et e e re e s te e st e te e teesteesaeenseenseenaeeseenseenseeneensenssensneas 128
11.6.5 COMMANG-TESPONSE PAITS. ... veeiveeireeteereeteeseesseesseesseesseasseasseasssaseesseesseesseessesssessesssessessseesssansesssessnssenssees 128
11.6.6 Independence of normal GSM and SIM Application ToolKit tasks...........cccciveviereeicn e 128
11.6.7 USE Of BUSY SLALUS FESD0ONSE ......veeueeeieieeeeieieteesteeteesteestesseesseesseesseesseesseesseessasssessesssessseessesssssssssseessesnsenns 128
11.6.8 US2 Of NULL ProCEAUIE DYLE ...ttt 129
11.6.9 Using the TERMINAL PROFILE, ENVELOPE, and TERMINAL RESPONSE commands.................. 129
11.6.10 USING the FETCH COMIMENG.......c.coiiiiiiiiieieie ettt ettt st sb e et b 129
11.6.11 Data DOWNIOAO VIASM S-CBi........oiuiiieiieieiesie sttt et ettt et e e seesbesaesbeeaeeneeneensesbesaeeneeneeneeses 129
11.6.12 Data DOWNIOAO VIA SM S-PP.........oeiieeee ettt st sr e e e saeebesneene e e eneenes 129
11.6.13 Y g TURS < = o 1 o o SR 129
11.6.14 (07 | o] 311 {0 USRS P PR PRURPRRSRRRN 129
11.6.15 PrOBCUVE SIM ...t ettt b et et st s b et et et e et e e b e b e e 130
11.6.16 Mobile Originated Short Message Control BY SIM ..o e 130
11.6.17 SIM data dOWNIOB EITOF ...ttt ettt s b et sb ettt sr et e e sresbesaeebe e e ennennen 130
11.6.18 IMBOE REGUESE ... .ottt e sttt st e et e st e e e be e sa b e e e beesabeeebe e e beeenneeesbeeenseee e 130
11.7 Y Sl = = =0 0ot (U] =S 130
11.7.1 IMEEXE ST ..ottt sttt e st e et e e s a e e e ate e sateeeaseesa b e e easeesabeeeaseesateeaaseesnteeeneeaneeenneeesneeennenens 131
11.7.2 OpErator FOOL PUDIIC KEY .....cvieeieiee ettt b e bbb b e b b e 131
11.7.3 AdMinNiStrator rOOt PUDITC KEY .........cueiuiriiietirt ettt b e 131
11.7.4 Third Party root PUDIIC KEY(S) ......erveeeririeieieiieietere ettt 131
Annex A (normative): PIUG-IN SIM et st s 132
Annex B (normative): Caoding of Alphafieddsinthe SIM for UCS2.........ccccoevviieieiiee e, 133
Annex C (informative): FDN/BDN ProCeUI €S ......ccecviiiieiectesiecie sttt ne e sne e 135
Annex D (informative): Suggested contents of the EFs at pre-personalization ...........c.ccoceevvennene. 140
Annex E (informative): SIM application Toolkit protocol diagrams..........ccceceveieeierienenenenennens 142
Annex F (informative): Examples of coding of L SA Descriptor filesfor SOLSA ......ccocvevviveeenee. 149
Annex G (normative): IMage Coding SChEMES.......c.oiiieeecece e e 150
G.1 BasicImage Coding SChEME..........cuiiiiiiiiieen ettt st a e 150
G.2  Colour Image CodiNg SCHEME ........ooiiiieieeieeee ettt nesn e nn e 151
Annex H (normative): Coding of EFsfor NAM and GSM-AMPS Oper ational Parameters......153
H.1 Elementary File Definitions and CONTENES ..........coiiiieiiiiece e 153
H.1.1 EFvin (Mobile [dentification NUMDET) .........ovoiieieee e re et e esne e reesraennees 153
H.1.2 EFaccoLc (ACCESS OVENTOB0 ClESS)......ciiiiieiiiiie e see sttt este e te et e st te e ae s e saeesaeesteeaesneesneesseeseesraennens 153
H.1.3 EFgp (System ID Of HOME SYSIEM) ...coviiiciece sttt ettt sae e e ste e e e sneasneenseenraennens 154
H.1.4 o > I =" Vo [ =g T S 154
H.1.5 EFGPI (GFOUD ID) ...ttt ettt b e et b e e bt b e e bt b e s e bt b e se bt e b e s e e bt b e se et ebesb e e ebeebenneneas 155
H.1.6 EFsesy (SIM Electronic Serial NUMDEK) ........ooi oot st 155
H.1.7 EFCOUNT (Call COUNL) ...ttt sttt sttt et e et e s e et e aeeaeeae et enteseeeeeeneeneeneeneas 156
H.1.8 EFpsip (POSItIVE/FAVOUIrEd SID 1ISt) ...ttt ettt e e e ne e 156
H.1.9 EFnsip (Negative/FOrbDidden SID LiSt) .oc.oiioeieeeeeeeee ettt st ene e e 157

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 8 ETSI TS 100 977 V8.10.0 (2003-09)

H.1.10  EFgpL (SCANNING Priority LiSt)....c.cueiiiesiisiesieesieseesteeieetesee st e eesteetesaesseesreesaeeaeensesneasseeseenseensennsesnsesnsesnes 158
H.1.11  EFnerser (Network Selection Activation Flag) ........eeceeeiee et s 159
H.1.12  EFcgp (Current/Last REGISLENEA SID) .......ccoiiiiiirieieiienieineeree st 160
H.1.13  EFgec-tHresH (Registration Threshold)..........oevceeeieeiceee et 160
H.1.14  EFccen (Current Control ChannEl) .......ooeeceeceece ettt et et e s e s aesnneenes 161
H.115  EFpCc (LAESEDCC) .ottt b et bbbt p b n e 161
H.1.16  EFgsv-recon (GSM RECONNECE TIMIEY)...cueiieieiieeiesie sttt eee e ee ettt e e e e s e e e seesbeseesseeneeeeneeseesseseesnesneans 161
H.1.17 EFamps2.csv (AMPSto GSM Rescan Timing Table) ......ooooiiiiiiieieeee e 162
H.1.18  EFcrcy (Feature ACtiVaEION COOES) .......cuiiirerieieieieie e see et sttt e e e teseesteseesaesseeneeneeneensesneenseneens 162
H.1.19  EFaupsul (AMPSUSAGE INDICATORS).....cooiiieiieeeeeeeseeseessessssessssssssesssssssssssssssssssssssssssssssssssssssssssssessanes 163
H.2  Authentication FUNCHONAITTY .......cccoiiiiiiiiires e 164
H.2.1 A-KEY (ANSI-41 AUthentiCation K@Y) .......ccurireirrieinnieiresieresesi ettt 164
H.2.2 SSD (Shared SECTEL DELA) ......c.vevererereerieriereere ettt se et e bbbt e s b nn bt nn e rene s 164
H.3  AUthentiCation COMIMANGS...........ocuiiiiiiiiie ettt sttt ettt b e e enes 164
H.3.1 Generation of Authentication Signature Data and Ciphering KeYs.........cocoiireinineenieeeseeees e 165
H.3.2 Validation and Storage of ENLEred A-KEY'S ...ttt e 166
H.3.3 F S Q= aTe 0] T 1= S ST 166
H.3.4 UPAALe SNAret SECIEL DELA. ... ...c.eiveeeeirtiieierieeet ettt ettt se et e st b e bbbt b s et sb et se b nn e ens 167
H.3.5 Confirm Shared SECIEL DEA..........cceieeieiereee ettt e e et b et b e e et st saesbe e e enne e 167
H.3.6 CMEA Encryption of Voice Channel Data DigitS ........cccveivrerieiee e erie et ees e ssae e e s 167
H.3.7 SIM SEBEUS COUES..... vttt bbbkt e bbbt e bR bt e bbb et b bt nn b e e nrene s 168
Annex | (informative): EF changesvia Data Download or SIM Toolkit applications.................. 169
Annex J (infor mative): ChangE NISLONY ..o s 172
(o 11 (TP 174

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 9 ETSI TS 100 977 V8.10.0 (2003-09)

Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document defines the interface between the Subscriber Identity Module (SIM) and the Mobile Equipment
(ME) for use during the network operation phase of GSM as well as those aspects of the internal organization of the
SIM which are related to the network operation phase. Thisisto ensure interoperability between a SIM and an ME
independently of the respective manufacturers and operators. The concept of a split of the Mobile Station (MS) into
these elements as well as the distinction between the GSM network operation phase, which is also called GSM
operations, and the administrative management phase are described in the TS 02.17 [6].

The present document defines:
- therequirements for the physical characteristics of the SIM, the electrical signals and the transmission protocols;
- themodel which shall be used as a basis for the design of the logical structure of the SIM;
- the security features,
- theinterface functions;
- the commands;
- the contents of the files required for the GSM application;
- the application protocol.
Unless otherwise stated, references to GSM also apply to DCS 1800 and PCS 1900.

The present document does not specify any aspects related to the administrative management phase. Any internal
technical reallocation of either the SIM or the ME are only specified where these reflect over the interface. It does not
specify any of the security algorithms which may be used.

The present document defines the SIM/ME interface for GSM Phase 2. While all attempts have been made to maintain
phase compatibility, any issues that specifically relate to Phase 1 should be referenced from within the relevant Phase 1
specification.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

* For a specific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies.

[1] not used

[2] 3GPP TS 01.04: "Abbreviations and acronyms'.

[3] 3GPP TS 02.07: "Mobile Stations (M S) features'.

[4] 3GPP TS02.09: " Security aspects’.

[5] 3GPP TS 22.011: " Service accessibility".

[6] 3GPP TS 02.17: " Subscriber Identity Modules (SIM) Functional characteristics'.
[7] 3GPP TS 22.024: " Description of Charge Advice Information (CAI)".

[8] 3GPP TS 02.30: "Man-Machine Interface (MMI) of the Mobile Station (MS)".
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[9]

[10]
[11]
[12]
[13]
[14]
[15]
[16]

[17]

[18]

[19]
[20]

[25]

[26]

[27]

[28]

[29]

[30]
[31]

[32]
[33]
[34]

[35]

3GPP TS 22.086: "Advice of charge (AoC) Supplementary Services - Stage 1".

3GPP TS 23.003: "Numbering, addressing and identification".

3GPP TS 03.20: " Security related network functions'.

3GPP TS 23.038: "Alphabets and language-specific information".

3GPP TS 23.040: "Technical realization of the Short Message Service (SMS) Point-to-Point (PP)".
3GPP TS 23.041: "Technical realization of Short Message Service Cell Broadcast (SMSCB)".
3GPP TS 04.08: "Mobileradio interface layer 3 specification".

3GPP TS 24.011: "Point-to-Point (PP) Short Message Service (SMS) support on mobile radio
interface”.

GSM 09.91: "Digital cellular telecommunications system (Phase 2); Interworking aspects of the
Subscriber Identity Module - Mobile Equipment (SIM - ME) interface between Phase 1 and
Phase 2".

CCITT Recommendation E.118: "The international telecommunication charge card".
CCITT Recommendation E.164: "Numbering plan for the ISDN era’.

CCITT Recommendation T.50: "International Alphabet No. 5". (1SO 646: 1983, "Information
processing - 1SO 7-bits coded characters set for information interchange”.)

ISO/IEC 7810 (1995): "ldentification cards - Physical characteristics'.
ISO/IEC 7811-1 (1995): "ldentification cards - Recording technique - Part 1: Embossing”.

ISO/IEC 7811-3 (1995): "Identification cards - Recording technique - Part 3: Location of
embossed characters on ID-1 cards".

ISO/IEC 7816-1 (1998): "ldentification cards - Integrated circuit(s) cards with contacts, Part 1:
Physical characteristics'.

ISO/IEC 7816-2 (1988): "ldentification cards - Integrated circuit(s) cards with contacts, Part 2:
Dimensions and locations of the contacts’.

| SO/IEC 7816-3 (1997): "Identification cards - Integrated circuit(s) cards with contacts, Part 3:
Electronic signals and transmission protocols”.

3GPP TS 11.14: " Specification of the SIM Application Toolkit for the Subscriber Identity Module
- Mobile Equipment (SIM - ME) interface”.

3GPP TS 11.12: "Digital cellular telecommunications system (Phase 2); Specification of the 3 Volt
Subscriber Identity Module - Mobile Equipment (SIM - ME) interface”.

3GPP TS 22.022: "Personalization of Mobile Equipment (ME) Mobile functionality
specification”.

SO 639 (1988): "Code for the representation of names of languages”.

I SO/IEC 10646-1 (1993): "Information technology - Universal Multiple-Octet Coded Character
Set (UCS) - Part 1: Architecture and Basic Multilingual Plane”.

3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
3GPP TS 23.073: "Support of Localised Service Area (SoLSA); Service description; Stage 2".

3GPP TS 11.19: " Specification of the Cordless Telephony System Subscriber Identity Module for
both Fixed Part and Mobile Station”.

I SO/IEC 7816-4 (1995): "Identification cards - Integrated circuit(s) cards with contacts, Part 4:
Interindustry commands for interchange”.
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[36] TIA/EIA-136-005: "Introduction, Identification, and Semi-Permanent Memory, November 1998".

[37] TIA/EIA-136-123-A: "Digital Control Channel Layer 3, November 1998".

[38] TIA/EIA-136-140-A: "Anaogue Control Channel, November 1998".

[39] TIA/EIA-136-510-A: "Authentication, Encryption of Signaling Information/User Data and
Privacy, November 1998".

[40] ANSI TIA/EIA-41: "Célular Radio Telecommunications I ntersystem Operations”.

[41] EIA/TIA-553; "Mobile Station-Land Station Compatibility Specification”.

[42] 3GPP TS 22.067: "Enhanced Multi Level Pre-emption and Priority (eMLPP) Services - Stage 1".

[43] TR45 AHAG "Common Cryptographic Algorithms, Revision C," October 27, 1998.

[44] ETS300.812: "Terrestrial Trunk Radio; Specification of the Subscriber Identity Module - Mobile
Equipment (SIM - ME) interface".

[45] 3GPP TS 03.22: "Functions related to Mobile Station (MS) in idle mode and group receive mode'".

[46] 3GPP TS 05.05: "Radio transmission and reception”.

[47] 3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification, Core Network Protocols'.

[48] 3GPP TS 04.18: "Mobile radio interface layer 3 specification, Radio Resource Control Protocol”.

[49] 3GPP TS 04.60: "General Packet Radio Service (GPRS); Mobile Station (MS) - Base Station
System (BSS) interface; Radio Link Control/ Medium Access Control (RLC/MAC) protocol”.

[50] 3GPP TS 23.057: "Mobile Station Application Execution Environment (M EXE);Functional
description; Stage 2".

[51] 3GPP TS 23.122: "Technical Specification Group Core Network; NAS Functions related to
Mobile Station (MS) in idle mode".

[52] 3GPP TS 31.102: "Characteristics of the USIM application".

3 Definitions, abbreviations and symbols
3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

access conditions: set of security attributes associated with afile.

application: application consists of a set of security mechanisms, files, data and protocols (excluding transmission

protocols).

application protocol: set of procedures required by the application.

card session: link between the card and the external world starting with the ATR and ending with a subsequent reset or
a deactivation of the card.

current directory: latest MF or DF selected.

current EF: |latest EF selected.

data field: obsolete term for Elementary File.

Dedicated File (DF): file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files

(DFs).
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directory: genera term for MF and DF.

Elementary File (EF): file containing access conditions and data and no other files.
file: directory or an organized set of bytes or recordsin the SIM.

fileidentifier: 2 bytes which address afilein the SIM.

GSM, DCS 1800 or PCS 1900 application: set of security mechanisms, files, data and protocols required by GSM,
DCS 1800 or PCS 1900.

GSM session: that part of the card session dedicated to the GSM operation.

IC card SIM: obsolete term for ID-1 SIM.

ID-1 SIM: SIM having the format of an ID-1 card (see SO 7816-1 [24]).

Master File (MF): unigue mandatory file containing access conditions and optionally DFs and/or EFs.

normal GSM oper ation: relating to general, CHV related, GSM security related and subscription related procedures.

padding: one or more hits appended to a message in order to cause the message to contain the required number of bits
or bytes.

plug-in SIM: Second format of SIM (specified in clause 4).

proactive SIM: SIM which is capable of issuing commands to the ME. Part of SIM Application Toolkit (see clause
11).

record: string of bytes within an EF handled as a single entity (see clause 6).
record number: number which identifies arecord within an EF.

record pointer: pointer which addresses one record in an EF.

root directory: obsolete term for Master File.

SIM application toolkit procedures. defined in TS 11.14 [27].

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply, in addition to those listed in TS 01.04 [2]:

A3 Algorithm 3, authentication algorithm; used for authenticating the subscriber
A38 A single agorithm performing the functions of A3 and A8

A5 Algorithm 5, cipher algorithm; used for enciphering/deciphering data
A8 Algorithm 8, cipher key generator; used to generate K .

ACM Accumulated Call Meter

ADM Access condition to an EF which is under the control of the authority which createsthisfile
ADN Abbreviated Dialling Number

AHAG Ad-Hoc Authentication Group

A-Key Authentication Key

ALW ALWays

AMPS Analogue Mobile Phone System

ANSI American National Standards Institute

AoC Advice of Charge

APDU Application Protocol Data Unit

ATR Answer To Reset

BCCH Broadcast Control CHannel

BCD Binary Coded Decimal

BDN Barred Dialling Number

BTS Base Transmitter Station

CB Cell Broadcast

CBMI Cell Broadcast Message | dentifier
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CCTT

cCcpP
CHV

CLA
CNL
CPBCCH
CTS
DCK
DCS
DF
DTMF
ECC
EF

EIA
eMLPP
ETSI
etu
FDN
GSM
HPLMN
IC

ICC

ID

IEC
IMSI
ISO

Kc

Ki

LAI
Igth
LND
LSA
LSA ID
LSB
MCC
ME

MF
MMI
MNC
MS
MSB
MSISDN
NAM
NET
NEV
NPI
OFM
OPLMN
OTA
PDC
PIN/PIN2

PLMN
PPS
PUK/PUK?2

RAND
RFU
SDN

The International Telegraph and Telephone Consultative Committee (now ITU
Telecommunications Standardization sector)
Capability/Configuration Parameter

Card Holder Verification information; access condition used by the SIM for the verification of
the identity of the user

CLAss

Co-operative Network List

COMPACT Packet BCCH

Cordless Telephony System

De-personalization Control Keys

Digital Cellular System

Dedicated File (abbreviation formerly used for Data Field)
Dual Tone Multiple Frequency

Emergency Call Code

Elementary File

Electronics Industries Alliance (North America)

enhanced Multi-Level Precedence and Pre-emption Service
European Telecommunications Standards I nstitute
elementary time unit

Fixed Dialling Number

Global System for Mobile communications

Home PLMN

Integrated Circuit

Integrated Circuit(s) Card

IDentifier

International Electrotechnical Commission

International Mobile Subscriber Identity

International Organization for Standardization
Cryptographic key; used by the cipher A5

Subscriber authentication key; the cryptographic key used by the authentication algorithm, A3,
and cipher key generator, A8

Location Area Information; information indicating a cell or a set of cells
The (specific) length of a data unit

Last Number Dialed

Localised Service Area

Localised Service Area ldentity

Least Significant Bit

Mobile Country Code

Mobile Equipment

Master File

Man Machine Interface

Mobile Network Code

Mobile Station

Most Significant Bit

Mobile Station international |SDN number

Numeric Assignment Module

NETwork

NEVer

Numbering Plan Identifier

Operational Feature Monitor

Operator Controlled PLMN (Selector List)

Over The Air

Personal Digital Communications

Personal Identification Number / Personal Identification Number 2 (obsolete terms for CHV1
and CHV 2, respectively)

Public Land Mobile Network

Protocol and Parameter Select (response to the ATR)

PIN Unblocking Key / PIN2 Unblocking Key (obsolete terms for UNBLOCK CHV1 and
UNBLOCK CHV2, respectively)

A RANDom challenge issued by the network

Reserved for Future Use

Service Dialling Number
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SID System I Dentity

SIM Subscriber Identity Module

SMS Short Message Service

SoLSA Support of Localised Service Area
SRES Signed RESponse calculated by a SIM
SSC Supplementary Service Control string
SW1/SW2 Status Word 1/ Status Word 2
TETRA TErrestrial Trunk RAdio

TIA Telecommunications Industries Association (North America)
T™MS Temporary Mobile Subscriber | dentity
TON Type Of Number

TP Transfer layer Protocol

TPDU Transfer Protocol Data Unit

TS Technical Specification

UNBLOCK CHV 1/2value to unblock CHV1/CHV 2

VBS Voice Broadcast Service

VGCS Voice Group Call Service

VPLMN Visited PLMN

3.3 Symbols

For the purposes of the present document, the following symbols apply:

Vce Supply voltage
Vpp Programming voltage
'0'to'9' and ‘A" to 'F' the sixteen hexadecimal digits

4 Physical characteristics

Two physical types of SIM are specified. These are the "ID-1 SIM" and the "Plug-in SIM".

The physical characteristics of both types of SIM shall be in accordance with 1SO 7816-1,2 [24, 25] unless otherwise
specified. The following additional requirements shall be applied to ensure proper operation in the GSM environment.

4.1 Format and layout

The information on the exterior of either SIM should include at least the individual account identifier and the check
digit of the IC Card Identification (see clause 10, EFccip).

4.1.1 ID-1 SIM
Format and layout of the ID-1 SIM shall be in accordance with ISO 7816-1,2 [24, 25].

The card shall have a polarization mark (see TS 02.07 [3]) which indicates how the user should insert the card into the
ME.

The ME shall accept embossed ID-1 cards. The embossing shall be in accordance with ISO/IEC 7811 [22, 23]. The
contacts of the ID-1 SIM shall be located on the front (embossed face, see ISO/IEC 7810 [21]) of the card.

NOTE: Card warpage and tolerances are now specified for embossed cardsin ISO/IEC 7810 [21].

4.1.2 Plug-in SIM

The Plug-in SIM has awidth of 25 mm, a height of 15 mm, a thickness the same asan ID-1 SIM and afeature for
orientation. See figure A.1 in normative annex A for details of the dimensions of the card and the dimensions and
location of the contacts.

Annexes A.1 and A.2 of SO 7816-1 [24] do not apply to the Plug-in SIM.
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Annex A of 1SO 7816-2 [25] applies with the location of the reference points adapted to the smaller size. The three
reference points P1, P2 and P3 measure 7,5 mm, 3,3 mm and 20,8 mm, respectively, from 0. The valuesin table A.1 of
SO 7816-2 [25] are replaced by the corresponding values of figure A.1.

4.2 Temperature range for card operation

The temperature range for full operational use shall be between -25°C and +70°C with occasional peaks of up to +85°C.
"Occasional" means not more than 4 hours each time and not over 100 times during the life time of the card.

4.3 Contacts

4.3.1 Provision of contacts

ME: Contacting elements in the ME in positions C4 and C8 are optional, and are not used in the GSM
application. They shall present a high impedance to the SIM card in the GSM application. If itis
determined that the SIM is a multi-application ICC, then these contacts may be used. Contact C6 need not
be provided for Plug-in SIMs.

SIM: Contacts C4 and C8 need not be provided by the SIM, but if they are provided, then they shall not be
connected internally in the SIM if the SIM only contains the GSM application. Contact C6 shall not be
bonded in the SIM for any function other than supplying V pp.

4.3.2 Activation and deactivation

The ME shall connect, activate and deactivate the SIM in accordance with the Operating Procedures specified in
ISO/IEC 7816-3 [26].

For any voltage level, monitored during the activation sequence, or during the deactivation sequence following soft
power-down, the order of the contact activation/deactivation shall be respected.

NOTE 1: Soft Power switching is defined in TS 02.07 [3].

NOTE 2: It isrecommended that whenever possible the deactivation sequence defined in ISO/IEC 7816-3 [26]
should be followed by the ME on all occasions when the ME is powered down.

If the SIM clock is aready stopped and is not restarted, the ME is allowed to deactivate all the contacts in any order,
provided that all signals reach low level before Vcc leaves high level. If the SIM clock is already stopped and is
restarted before the deactivation sequence, then the deactivation sequence specified in | SO/IEC 7816-3 [26]
subclause 5.4 shall be followed.

When Vpp is connected to Vcc, as alowed by GSM (see clause 5), then Vpp will be activated and deactivated with
Vcc, at the time of the Vcc activation/deactivation, as given in the sequences of 1SO/IEC 7816-3 [26] subclauses 5.2
and 5.4.

Vcc is powered when it has avalue between 4,5V and 5,5 V.

4.3.3 Inactive contacts

The voltages on contacts C1, C2, C3, C6 and C7 of the ME shall be between 0 and + 0,4 volts referenced to ground
(C5) when the ME is switched off with the power source connected to the ME. The measurement equipment shall have
aresistance of 50 kohms when measuring the voltage on C2, C3, C6 and C7. The resistance shall be 10 kohms when
measuring the voltage on C1.

4.3.4 Contact pressure
The contact pressure shall be large enough to ensure reliable and continuous contact (e.g. to overcome oxidisation and

to prevent interruption caused by vibration). The radius of any curvature of the contacting elements shall be greater than
or equal to 0,8 mm over the contact area.
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Under no circumstances may a contact force be greater than 0,5 N per contact.

Care shall be taken to avoid undue point pressure to the area of the SIM opposite to the contact area. Otherwise this may
damage the components within the SIM.

4.4 Precedence

See TS 02.17 [6] for precedence.

4.5 Static Protection

Considering that the SIM isa CMOS device, the ME manufacturer shall take adequate precautions (in addition to the
protection diodes inherent in the SIM) to safeguard the ME, SIM and SIM/ME interface from static discharges at all
times, and particularly during SIM insertion into the ME.

5 Electronic signals and transmission protocols

Electronic signals and transmission protocols shall be in accordance with 1SO/IEC 7816-3 [26] unless specified
otherwise. The following additional requirements shall be applied to ensure proper operation in the GSM environment.

The choice of the transmission protocol(s), to be used to communicate between the SIM and the ME, shall at least
include that specified and denoted by T=0 in ISO/IEC 7816-3 [26].

The values given in the tables hereafter are derived from ISO/IEC 7816-3 [26], subclause 4.3 with the following
considerations:

- Vop and Vg aways refer to the device (ME or SIM) which is driving the interface. V and V,_ always refer to
the device (ME or SIM) which is operating as areceiver on the interface.

- thisconvention is different to the one used in ISO/IEC 7816-3 [26], which specifically defines an ICC for which
its current conventions apply. The following clauses define the specific core requirements for the SIM, which
provide also the basis for Type Approval. For each state (Von, Vin, VL and Vo) apositive current is defined as
flowing out of the entity (ME or SIM) in that state.

5.1 Supply voltage Vcc (contact C1)

The SIM shall be operated within the following limits.

Table 1: Electrical characteristics of Vcc under normal operating conditions

Symbol Minimum Maximum Unit
Vce 4,5 5,5 V
Icc 10 mA

The current consumption of the SIM shall not exceed the value given in table 1 during any state (including activation
and deactivation as defined in subclause 4.3.2).

When the SIM isinidle state (see below) the current consumption of the card shall not exceed 200 pA at 1 MHz and
25°C. If clock stop mode is allowed, then the current consumption shall also not exceed 200 pA while the clock is
stopped.

The ME shall source the maximum current requirements defined above. It shall aso be able to counteract spikesin the
current consumption of the card up to a maximum charge of 40 nAs with no more than 400 ns duration and an
amplitude of at most 200 mA, ensuring that the supply voltage stays in the specified range.

NOTE: A possible solution would be to place a capacitor (e.g. 100 nF, ceramic) as close as possible to the
contacting elements.

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 18 ETSI TS 100 977 V8.10.0 (2003-09)

5.2 Reset (RST) (contact C2)

The ME shall operate the SIM within the following limits.

Table 2: Electrical characteristics of RST under normal operating conditions

Symbol Conditions Minimum Maximum
VoH loHmax = 20 PA Vce-0,7 Vcce (note)
VoL loLmax = -200 YA 0V (note) 0,6V
tr tF Cout = Cin = 30 pF 400 ps
NOTE:  To allow for overshoot the voltage on RST shall remain between
-0,3 V and Vcc+0,3 V during dynamic operation.

5.3 Programming voltage Vpp (contact C6)

SIMs shall not require any programming voltage on Vpp. The ME need not provide contact C6. If the ME provides
contact C6, then, in the case of the ID-1 SIM the same voltage shall be supplied on Vpp ason Vcc, whilein the case of
Plug-in SIMs the ME need not provide any voltage on C6. Contact C6 may be connected to Vcc in any ME but shall not
be connected to ground.

5.4 Clock CLK (contact C3)

The SIM shall support 1 MHz to 5 MHz. The clock shall be supplied by the ME. No "internal clock" SIMs shall be
used.

If afrequency of 13/4 MHz is needed by the SIM to run the authentication procedure in the allotted time (see
TS 03.20[11]), or to process an ENVEL OPE command used for SIM Data Download, bit 2 of byte 1 in the file
characteristics shall be set to 1. Otherwise a minimum frequency of 13/8 MHz may be used.

The duty cycle shall be between 40 % and 60 % of the period during stable operation.

The ME shall operate the SIM within the following limits:

Table 3: Electrical characteristics of CLK under normal operating conditions

Symbol Conditions Minimum Maximum
VoH loHmax = +20 HA 0,7xVcc Vcce (note)
Voo loLmax = -200 PA 0V (note) 0,5V
R tr Cout = Cin = 30 pF 9 % of period with a maximum of 0,5 us
NOTE: To allow for overshoot the voltage on CLK shall remain between -0,3 V and Vcc+0,3 V
during dynamic operation.

5.5 I/O (contact C7)

Table 4 defines the electrical characteristics of the I/O (contact C7). The values given in the table have the effect of
defining the values of the pull-up resistor in the ME and the impedances of the drivers and receiversin the ME and
SIM.
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Table 4: Electrical characteristics of I/O under normal operating conditions

Symbol Conditions Minimum Maximum
Vi liHmax = = 20 YA (note 2) 0,7xVcc Vce+0,3 V
VL litmax = +1 mA -0,3V 0,8V
Von (note 1) loHmax = + 20pA 38V Vcc (note 3)
VoL loLmax = -1 MA 0V (note 3) 0,4V
R g Cout = Cin = 30 pF 1ps

NOTE 1: Itis assumed that a pull-up resistor is used in the interface device (recommended
value: 20 kohms).

NOTE 2: During static conditions (idle state) only the positive value can apply. Under dynamic
operating conditions (transmission) short term voltage spikes on the I/O line may
cause a current reversal.

NOTE 3: To allow for overshoot the voltage on 1/O shall remain between -0,3 V and Vcc+0,3 V
during dynamic operation.

5.6 States

There are two states for the SIM while the power supply ison:

- the SIM isin operating state when it executes a command. This state also includes transmission from and to the
ME;

- theSIM isinidle state at any other time. It shall retain al pertinent data during this state.

The SIM may support a clock stop mode. The clock shall only be switched off subject to the conditions specified in the
file characteristics (see clause 9).

Clock stop mode. An ME of Phase 2 or later shall wait at least 1 860 clock cycles after having received the last
character, including the guard time (2 etu), of the response before it switches off the clock (if it isallowed to do so). It
shall wait at least 744 clock cycles before it sends the first command after having started the clock.

To achieve phase compatibility, the following procedure shall be adhered to:

- aSIM of Phase 2 or later shall always send the status information "normal ending of the command" after the
successful interpretation of the command SLEEP received from a Phase 1 ME. An ME of Phase 2 or later shall
not send a SLEEP command,;

- aPhase 1 ME shall wait at least 744 clock cycles after having received the compul sory acknowledgement SW1
SW2 of the SLEEP command before it switches off the clock (if it is allowed to do so). It shall wait at |east
744 clock cycles before it sends the first command after having started the clock.

5.7 Baudrate

Theinitia baudrate (during ATR) shall be: (clock frequency)/372. Subsequent baudrate shall be: (clock frequency)/372
unless the PPS procedure has been successfully performed. In that case the negotiated baudrate shall be applied
according to subclause 5.8.2.

5.8 Answer To Reset (ATR)

The ATR isinformation presented by the SIM to the ME at the beginning of the card session and gives operational
requirements.

58.1 Structure and contents
The following table gives an explanation of the characters specified in 1SO/IEC 7816-3 [26] and the requirements for
their use in GSM. The answer to reset consists of at most 33 characters. The ME shall be able to receive interface

characters for transmission protocols other than T=0, historical characters and a check byte, even if only T=0 is used by
the ME.

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 20 ETSI TS 100 977 v8.10.0 (2003-09)
Table 5: ATR
Character Contents sent by a) evaluation by the ME
the card b) reaction by the ME
1. Initial character | coding convention for all always a) always
subsequent characters
TS (direct or inverse b) using appropriate convention
convention)
2. Format subsequent interface always a) always
character characters, number of
historical characters b) identifying the subsequent
T0 characters accordingly
3. Interface parameters to calculate the optional a) always if present
character work etu
(global) b) if TAlis not'11' or '01', PPS procedure
shall be used (see subclause 5.8.2)
TAl
4. Interface parameters to calculate the optional a) always if present
character programming voltage and
(global) current b) if PI1is not O, then reject the SIM (in
accordance with subclause 5.10)
TB1
5. Interface parameters to calculate the | optional a) always if present
character extra guardtime requested
(global) by the card; no extra b) if TC1 is neither O nor 255, then reject the
guardtime is used to send SIM (in accordance with subclause 5.10); see
TC1 characters from the card to the note after the table
the ME
6. Interface protocol type; indicator for always, if a) always if present
character the presence of interface T=15
characters, specifying rules indicated in b) identifying the subsequent characters
TD1 to be used for transmissions | TDi (i>1) accordingly
with the given protocol type
7. Interface not used for protocol T=0 optional a) optional
character
(specific) b) --------
TA2
8. Interface parameter to calculate the never the allowed value of TB1 above defines that an
character programming voltage external programming voltage is not applicable
(global)
TB2
9. Interface parameters to calculate the | optional a) always if present
character work waiting time
(specific) b) using the work waiting time accordingly
TC2
10. Interface protocol type; indicator for optional a) always if present
character the presence of interface b) identifying the subsequent characters
characters, specifying rules accordingly
TDi to be used for transmissions
(i>1) with the given protocol type
(continued)
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Table 5 (concluded): ATR

Character Contents sent by a) evaluation by the ME
the card b) reaction by the ME
11. Interface characters which contain Always if a) always
character interface characters for TD(i-1)
other transmission indicates b) If T=15 is indicated in TD(i-1), TAi indicates:
TAI, TBi, TCi protocols. If TD(i-1) T=15. Xl clock stop indicator (b8 to b7)
(i>2) indicates T=15, TAi is Optional Ul class indicator (b6 to b1)
interpreted as global otherwise.
interface character
12. Historical contents not specified in optional a) optional
characters ISO/IEC
b) --------
T1,...,TK
13. Check check byte (exclusive not sent if a) optional
character -ORing) only T=0 is
indicated in b) --------
TCK the ATR. If
T=0 and
T=15 are
present and
in all other
cases, TCK
shall be sent

NOTE:  According to ISO/IEC 7816-3:1997 [26], N=255 indicates that the minimum delay is 12 etu for the
asynchronous half-duplex character transmission protocol.
If '01' is indicated in TA1, PPS should be supported by the SIM to allow backward compatibility with
existing MEs. For the interpretation of '01', see ISO/IEC 7816-3 [26].

5.8.2 PPS procedure

Specificaly related to

this Technical Specification the PPS procedure according to ISO/IEC 7816-3 [26], clause 7, is

applied, only if TALlisnot equal to '11' or ‘01, as follows:

a) for MEsonly supporting default speed (F=372, D=1)

Reset > SIM
< ATR TA1 not ='11' or 'O1'

PPSS = | 'FF'

PPSO = | '00' PPS Request —>
PCK = | 'FF'

PPSS = | 'FF'

< PPS Response —— | PPSO = | ‘00’

PCK = | 'FF'

Figure 1: PPS procedure
PPS Request and PPS Response consist of the three (3) characters PPSS, PPSO and PCK of which PPSS is sent first.

After this procedure the protocol T=0 and the parameters F=372, D=1 and N=0 shall be used.
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b) for MEs only supporting enhanced speed (F=512, D=8)

Reset > SIM
< ATR TAL ='94'
PPSS = | 'FF'
PPSO = | '10' PPS Request —— >
PPS1 = | '94'
PCK = | '7B'
PPSS = | 'FF'
< PPS Response ——— | PPSO = | '10'
PPS1 = | '94'
PCK = [ '7B'

Figure 2: PPS procedure requesting enhanced speed values (F=512, D=8, see clause 5.8.3)

PPS Request and PPS Response consist of the four (4) characters PPSS, PPSO, PPS1 and PCK, of which PPSSis sent
first.

After this procedure, the protocol T=0 and the parameters F=512, D=8 and N=0 shall be used.

5.8.3 Speed enhancement

If speed enhancement isimplemented, the ME and the SIM shall at least support F=512 and D=8 in addition to F=372
and D=1. However, other values may also be supported. If the ME requests PPS using values other than those above
then the PPS procedure shall be initiated accordingly.

The SIM shall support the default value (F=372 and D=1). If the speed enhancement is supported by the SIM it is
mandatory that F=512 and D=8 is supported. However, the value in TA1 may even indicate a faster speed (F=512 and
D=16). The SIM may also support other values between the default value (F=372 and D=1) and the valuesindicated in
TAL. The SIM shall offer the negotiable mode, to ensure backwards compatibility with existing MEs. In the negotiable
mode the SIM will use default values even if other parameters are offered in the ATR if the PPS procedure is not
initiated.

The ME shall support the default value (F=372 and D=1). If the speed enhancement is supported in the ME it is
mandatory to support F=512 and D=8. The ME may additionally support other values.

If the SIM does not answer the PPS request within the initial waiting time the ME shall reset the SIM. After two failed
PPS attempts using F=512 and D=8 or valuesindicated in TA1, (no PPS response from the SIM) the ME shall initiate
PPS procedure using default values. If thisalso fails (no PPS response from the SIM) the ME may proceed using default
values without requesting PPS.

If the SIM does not support the values requested by the ME, the SIM shall respond to the PPS request indicating the use
of default values.

5.9 Bit/character duration and sampling time

The bit/character duration and sampling time specified in ISO/IEC 7816-3 [26], subclause 6.3.2 are valid for all
communications.

5.10  Error handling

Following receipt of an ATR, which is not in accordance with this specification, e.g. because of forbidden ATR
characters or too few bytes being transmitted, the ME shall perform a Reset. The ME shall not reject the SIM until at
least three consecutive wrong ATRs are received.

During the transmission of the ATR and the protocol type selection, the error detection and character repetition
procedure specified in ISO/IEC 7816-3 [26], subclause 6.3.3, is optional for the ME. For the subsequent transmission
on the basis of T=0 this procedure is mandatory for the ME.

For the SIM the error detection and character repetition procedure is mandatory for all communications.
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6 Logical Model

This clause describes the logical structure for a SIM, the code associated with it, and the structure of files used.

6.1 General description

Figure 3 shows the general structural relationships which may exist between files. The files are organized in a
hierarchical structure and are of one of three types as defined below. These files may be either administrative or
application specific. The operating system handles the access to the data stored in different files.

M-

DF2

EF

DF1

DF11

DF12

[ EF ]

DF111
L5 |

| F

-

Figure 3: Organization of memory

Files are composed of a header, which isinternally managed by the SIM, and optionally a body part. The information of
the header is related to the structure and attributes of the file and may be obtained by using the commands GET
RESPONSE or STATUS. Thisinformation is fixed during the administrative phase. The body part contains the data of
thefile.

6.2 File identifier

A file ID is used to address or identify each specific file. The file ID consists of two bytes and shall be coded in
hexadecimal notation. They are specified in clause 10.

Thefirst byte identifies the type of file, and for GSM is:
- '3F: Master File;
- '7F: 1% level Dedicated File;
- '5F: 2" |evel Dedicated File;
- '2F': Elementary File under the Master File;
- '6F': Elementary File under a 1% level Dedicated Filg;
- '4F" Elementary File under 2™ level Dedicated File.
File IDs shall be subject to the following conditions:
- thefileID shall be assigned at the time of creation of the file concerned;

- no two files under the same parent shall have the same ID;
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- achild and any parent, either immediate or remote in the hierarchy, e.g. grandparent, shall never have the same
filelD.

In thisway each fileis uniquely identified.

6.3 Dedicated files

A Dedicated File (DF) isafunctional grouping of files consisting of itself and all those files which contain this DF in
their parental hierarchy (that isto say it consists of the DF and its complete "subtree"). A DF "consists' only of a header
part.

Four 1% level DFs are defined in this specification:

- DFggu Which contains the applications for both GSM and/or DCS 1800;

- DFys4 Which contains the applications for 1S-41 as specified by ANSI T1P1,

- DFreLecom Which contains tel ecom service features;

- DFgp.cts Which contains the applications for the CTS fixed part (see TS 11.19 [34]).
All four files are immediate children of the Master File (MF) and may coexist on a multi-application card.
2" |level DFs are defined in this specification under DFggy.

All 2" |evel DFs are immediate children of the DFggy and may coexist on a multi-application card.

6.4 Elementary files

An Elementary File (EF) is composed of a header and a body part. The following three structures of an EF are used by
GSM.

A fileis associated with attributes that depending of the file type indicates how dataisto be accessed e.g. file size,
record length etc. Although in the present document some files and data structures stored in afile are indicated as
having a fixed length; when reading such structures the terminal shall derive the length of the structure from the
attributes provided in the file information i.e. not use the fixed value specified for the file in the present document.
Although the terminal is able to read the entire structure it should only use those elements from the structure whichis
recognised by the terminal.

6.4.1 Transparent EF

An EF with atransparent structure consists of a sequence of bytes. When reading or updating, the sequence of bytesto
be acted upon is referenced by arelative address (offset), which indicates the start position (in bytes), and the number of
bytes to be read or updated. The first byte of atransparent EF has the relative address '00 00'. The total data length of
the body of the EF isindicated in the header of the EF.

Header

Body Sequence
of bytes

NOTE:  This structure was previously referred to as "binary" in GSM.

Figure 4. Structure of a transparent EF

6.4.2 Linear fixed EF

An EF with linear fixed structure consists of a sequence of records all having the same (fixed) length. Thefirst record is
record number 1. The length of arecord as well as this value multiplied by the number of records are indicated in the
header of the EF.
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Header

Body Record 1
Record 2
Record n

Figure 5: Structure of a linear fixed file

There are several methods to access records within an EF of thistype:

- absolutely using the record number;

- when the record pointer is not set it shall be possible to perform an action on the first or the last record by using
the NEXT or PREVIOUS mode;

- when the record pointer is set it shall be possible to perform an action on this record, the next record (unless the
record pointer is set to the last record) or the previous record (unless the record pointer is set to the first record);

- by identifying arecord using pattern seek starting:

forwards from the beginning of thefile;

forwards from the record following the one at which the record pointer is set (unless the record pointer is set
to the last record);

backwards from the end of the file;

backwards from the record preceding the one at which the record pointer is set (unless the record pointer is
set to the first record).

If an action following selection of arecord is aborted, then the record pointer shall remain set at the record at which it
was set prior to the action. According to ISO/IEC 7816-4 [35] it is hot possible to have more than 254 records in afile
of thistype, and each record can not be more than 255 bytes using the short command APDU format.

NOTE:

6.4.3

This structure was previoudly referred to as "formatted” in GSM.

Cyclic EF

Cyclic files are used for storing records in chronological order. When all records have been used for storage, then the
next storage of data shall overwrite the oldest information.

An EF with a cyclic structure consists of a fixed number of records with the same (fixed) length. In thisfile structure
thereisalink between the last record (n) and the first record. When the record pointer is set to the last record n, then the
next record is record 1. Similarly, when the record pointer is set to record 1, then the previous record isrecord n. The
last updated record containing the newest datais record number 1, and the oldest datais held in record number n.

Header

Body Record 1
Record 2
Record n

Figure 6: Structure of a cyclic file

For update operations only PREVIOUS record shall be used. For reading operations, the methods of addressing are
Next, Previous, Current and Record Number.

After selection of acyclic file (for either operation), the record pointer shall address the record updated or increased
last. If an action following selection of arecord is aborted, then the record pointer shall remain set at the record at which
it was set prior to the action.
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NOTE: Itisnot possible, at present, to have more than 255 records in afile of thistype, and each record cannot
be greater than 255 bytes.

6.5 Methods for selecting a file

After the Answer To Reset (ATR), the Master File (MF) isimplicitly selected and becomes the Current Directory. Each
file may then be selected by using the SELECT function in accordance with the following rules.

Selecting a DF or the MF sets the Current Directory. After such a selection thereis no current EF. Selecting an EF sets
the current EF and the Current Directory remainsthe DF or MF which is the parent of this EF. The current EF is always
achild of the Current Directory.

Any application specific command shall only be operableif it is specific to the Current Directory.
The following files may be selected from the last selected file:

- any filewhich isan immediate child of the Current Directory;

- any DF which isan immediate child of the parent of the current DF;

- the parent of the Current Directory;

- thecurrent DF;

- theMF.

This meansin particular that a DF shall be selected prior to the selection of any of its EFs. All selections are made using
thefile ID.

The following figure gives the logical structure for the GSM application. GSM defines only two levels of DFs under the
MF.

MF |
‘ EF1
DF1 DF2
EF2 EF3 EF4
DF3
EF5

Figure 7: Logical structure

The following table gives the valid selections for GSM for the logical structure in figure 7. Reselection of the last
selected fileis also alowed but not shown.
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Table 6: File selection

Last selected file Valid Selections
MF DF1, DF2, EF1
DF1 MF, DF2, DF3, EF2
DF2 MF, DF1, EF3, EF4
DF3 MF, DF1, EF5
EF1 MF, DF1, DF2
EF2 MF, DF1, DF2, DF3
EF3 MF, DF1, DF2, EF4
EF5 MF, DF1, DF3
6.6 Reservation of file IDs

In addition to the identifiers used for the files specified in the present document, the following file IDs are reserved for
use by GSM.

Dedicated Files:
- administrative use:
"7TF 4X*, '5F1X", '5F2X'
- operational use:

"7TF 10" (DF1g ecom): 7F 20" (DFggy), '7F 21' (DFpcg1g00): ' 7F 22' (DF g.41), "7TF 23' (DFgp.c19) (SEE
TS 11.19[34]), '7F 24' (DFiaEia-136), ' TF 25' (DFqia/Eia-05), @nd '7F 2X', where X ranges from '6' to 'F'.

NOTE: '7F 80' (DFppc) isused in the Japanese PDC specification.

"TF 90' (DFteTra) isused inthe ETSI TETRA specification [44]
"7TF 31' (DFipgy) is used in the iDEN specification.

- reserved under '7F10'";
|5F50| (DFGRAPHICS)
- reserved under '7F20'";

'5F30' (DFiripium), 'SF31' (DFgiopasar), 'SF32' (DFico), 'SF33' (DFaces), 'SF3C' (DFyexe), 'SF3X', where X
rangesfrom'4'to 'B'and 'D' to 'F;

'5F40'(DFgiamiass3), 'DFAY' where Y ranges from '1'to 'F;
'5F5X" where X ranges from '0' to 'F';
'5F60'(DFcts), 'B5F6Y' where Y ranges from '1' to 'F;
'5F70" (DFgpsa), 'BF7Y" where Y ranges from '1' to 'F
'B5FY X" where Y ranges from '8'to 'F and X from'0' to 'F'.

Elementary files:

- administrative use:

'6F XX"inthe DFs '7F 4X'; '4F XX" in the DFs '5F 1X', '5F2X"
'6F 1X'in the DFs'7F 10', '7F 20', '7F 21,
‘4F 1X' inal 2™ level DFs
'2F 01, '2F EX" in the MF '3F 00",

- operational use:
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'6F 2X', '6F 3X', '6F 4X"in '7F 10" and '7F 2X";
'4F Y X', where Y ranges from '2'to 'F' in all 2" |evel DFs.
'2F 1X'inthe MF '3F 00",

In all the above, X ranges, unless otherwise stated, from '0' to 'F'.

7 Security features

The security aspects of GSM are described in the normative references TS 02.09 [4] and TS 03.20 [11]. This clause
givesinformation related to security features supported by the SIM to enable the following:

- authentication of the subscriber identity to the network;
- dataconfidentiality over the radio interface;

- file access conditions.

7.1 Authentication and cipher key generation procedure

This subclause describes the authentication mechanism and cipher key generation which are invoked by the network.
For the specification of the corresponding procedures across the SIM/ME interface see clause 11.

The network sends a Random Number (RAND) to the MS. The ME passes the RAND to the SIM in the command RUN
GSM ALGORITHM. The SIM returns the values SRES and K¢ to the ME which are derived using the algorithms and
processes given below. The ME sends SRES to the network. The network compares this value with the value of SRES
which it calculates for itself. The comparison of these SRES values provides the authentication. The value Kc is used by
the ME in any future enciphered communications with the network until the next invocation of this mechanism.

A subscriber authentication key Ki is used in this procedure. Thiskey Ki has alength of 128 bits and is stored within
the SIM for use in the agorithms described below.

7.2 Algorithms and processes

The names and parameters of the algorithms supported by the SIM are defined in TS 03.20 [11]. These are:
- Algorithm A3 to authenticate the M S to the network;
- Algorithm A8 to generate the encryption key.

These algorithms may exist either discretely or combined (into A38) within the SIM. In either case the output on the
SIM/ME interface is 12 bytes. The inputs to both A3 and A8, or A38, are Ki (128 bits) internally derived in the SIM,
and RAND (128 hits) across the SIM/ME interface. The output is SRES (32 hits)/K ¢ (64 hits) the coding of whichis
defined in the command RUN GSM ALGORITHM in clause 9.

7.3 File access conditions

Every file has its own specific access condition for each command. The relevant access condition of the last selected
file shall be fulfilled before the requested action can take place.

For each file:
- the access conditions for the commands READ and SEEK are identical;
- the access conditions for the commands SELECT and STATUS are ALWays.

No file access conditions are currently assigned by GSM to the MF and the DFs.
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The access condition levels are defined in the following table:

Table 7: Access condition level coding

Level Access Condition
0 ALWays
1 CHV1
2 CHV2
3 Reserved for GSM Future Use
4t014 ADM
15 NEVer

The meaning of the file access conditionsis as follows:
ALWAY S: The action can be performed without any restriction;

CHV1 (card holder verification 1): The action shall only be possible if one of the following three conditionsis
fulfilled:

- acorrect CHV1 value has aready been presented to the SIM during the current session;
- the CHV1 enabled/disabled indicator is set to "disabled";
NOTE: Some Phase 1 and Phase 2 SIMs do not necessarily grant access when CHV 1 is"disabled” and "blocked".
- UNBLOCK CHV1 has been successfully performed during the current session;
CHV2: The action shall only be possible if one of the following two conditions is fulfilled:
- acorrect CHV2 value has aready been presented to the SIM during the current session;
- UNBLOCK CHV2 has been successfully performed during the current session;

ADM: Allocation of these levels and the respective requirements for their fulfilment are the responsibility of the
appropriate administrative authority

The definition of access condition ADM does not preclude the administrative authority from using ALW, CHV1,
CHV2 and NEV if required.

NEVER: The action cannot be performed over the SIM/ME interface. The SIM may perform the action
internally.

Condition levels are not hierarchical. For instance, correct presentation of CHV 2 does not allow actions to be performed
which require presentation of CHV 1. A condition level which has been satisfied remains valid until the end of the GSM
session as long as the corresponding secret code remains unblocked, i.e. after three consecutive wrong attempts, not
necessarily in the same card session, the access rights previously granted by this secret code are lost immediately. A
satisfied CHV condition level appliesto both DF5q, and DFyg| gcom-

The ME shall determine whether CHV 2 is available by using the response to the STATUS command. If CHV2 is"not
initialized" then CHV2 commands, e.g. VERIFY CHV2, shall not be executable.

8 Description of the functions

This clause gives afunctional description of the commands and their respective responses. Associated status conditions,
error codes and their corresponding coding are specified in clause 9.

It shall be mandatory for al cards complying with this Standard to support all functions described in this Standard. The
command GET RESPONSE which is needed for the protocol T=0 is specified in clause 9.

The following table lists the file types and structures together with the functions which may act on them during a GSM
session. These are indicated by an asterisk (*).

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 30 ETSI TS 100 977 V8.10.0 (2003-09)

Table 8: Functions on files in GSM session

File
Function MF DF EF transparent EF linear fixed EF cyclic

SELECT * * * * *
STATUS * * * * *
READ BINARY *

UPDATE BINARY *

READ RECORD * *
UPDATE RECORD * *
SEEK *

INCREASE *
INVALIDATE * * *
REHABILITATE * * *

8.1 SELECT

This function selects afile according to the methods described in clause 6. After a successful selection the record
pointer in alinear fixed file is undefined. The record pointer in acyclic file shall address the last record which has been
updated or increased.

Input:
- filelD.
Output:
- if the selected fileisthe MF or a DF:

file ID, total memory space available, CHV enabled/disabled indicator, CHV status and other GSM
specific data;

- if the selected fileis an EF:

fileID, file size, access conditions, invalidated/not invalidated indicator, structure of EF and length of the
recordsin case of linear fixed structure or cyclic structure.

8.2 STATUS

This function returns information concerning the current directory. A current EF is not affected by the STATUS
function. It is also used to give an opportunity for a pro-active SIM to indicate that the SIM wants to issue a SIM
Application Toolkit command to the ME.

Input:
- none.
Output:

- filelD, total memory space available, CHV enabled/disabled indicator, CHV status and other GSM specific
data (identical to SELECT above).

8.3 READ BINARY

This function reads a string of bytes from the current transparent EF. This function shall only be performed if the READ
access condition for this EF is satisfied.

Input:

- relative address and the length of the string.
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Output:
- string of bytes.

8.4 UPDATE BINARY

This function updates the current transparent EF with a string of bytes. This function shall only be performed if the
UPDATE access condition for this EF is satisfied. An update can be considered as a replacement of the string already
present in the EF by the string given in the update command.

Input:
- relative address and the length of the string;
- string of bytes.

Output:

- none.

8.5 READ RECORD

This function reads one complete record in the current linear fixed or cyclic EF. The record to be read is described by
the modes below. This function shall only be performed if the READ access condition for this EF is satisfied. The
record pointer shall not be changed by an unsuccessful READ RECORD function.

Four modes are defined:
CURRENT: The current record is read. The record pointer is not affected.
ABSOLUTE: The record given by the record number isread. The record pointer is not affected.

NEXT: The record pointer isincremented before the READ RECORD function is performed and the pointed
record isread. If the record pointer has not been previously set within the selected EF, then READ RECORD
(next) shall read the first record and set the record pointer to this record.

If the record pointer addresses the last record in alinear fixed EF, READ RECORD (next) shall not cause the
record pointer to be changed, and no data shall be read.

If the record pointer addresses the last record in a cyclic EF, READ RECORD (next) shall set the record pointer
to the first record in this EF and this record shall be read.

PREVIOUS: The record pointer is decremented before the READ RECORD function is performed and the
pointed record isread. If the record pointer has not been previously set within the selected EF, then READ
RECORD (previous) shall read the last record and set the record pointer to this record.

If the record pointer addresses the first record in alinear fixed EF, READ RECORD (previous) shall not cause
the record pointer to be changed, and no data shall be read.

If the record pointer addresses the first record in a cyclic EF, READ RECORD (previous) shall set the record
pointer to the last record in this EF and this record shall be read.

Input:
- mode, record number (absolute mode only) and the length of the record.
Output:

- therecord.
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8.6 UPDATE RECORD

This function updates one complete record in the current linear fixed or cyclic EF. This function shall only be
performed if the UPDATE access condition for this EF is satisfied. The UPDATE can be considered as a replacement
of the relevant record data of the EF by the record data given in the command. The record pointer shall not be changed
by an unsuccessful UPDATE RECORD function.

The record to be updated is described by the modes below. Four modes are defined of which only PREVIOUS is
allowed for cyclic files:

CURRENT: The current record is updated. The record pointer is not affected.
ABSOLUTE: The record given by the record number is updated. The record pointer is not affected.

NEXT: The record pointer isincremented before the UPDATE RECORD function is performed and the pointed
record is updated. If the record pointer has not been previously set within the selected EF, then UPDATE
RECORD (next) shall set the record pointer to the first record in this EF and this record shall be updated. If the
record pointer addresses the last record in alinear fixed EF, UPDATE RECORD (next) shall not cause the
record pointer to be changed, and no record shall be updated.

PREVIOUS: For alinear fixed EF the record pointer is decremented before the UPDATE RECORD function is
performed and the pointed record is updated. If the record pointer has not been previoudly set within the selected
EF, then UPDATE RECORD (previous) shall set the record pointer to the last record in this EF and this record
shall be updated. If the record pointer addresses the first record in alinear fixed EF, UPDATE RECORD
(previous) shall not cause the record pointer to be changed, and no record shall be updated.

For a cyclic EF the record containing the oldest data is updated, the record pointer is set to this record and this
record becomes record number 1.

Input:
- mode, record number (absolute mode only) and the length of the record;
- thedataused for updating the record.

Output:

- nhone.

8.7 SEEK

This function searches through the current linear fixed EF to find a record starting with the given pattern. This function
shall only be performed if the READ access condition for this EF is satisfied. Two types of SEEK are defined:

Typel Therecord pointer is set to the record containing the pattern, no output is available.
Type2 Therecord pointer is set to the record containing the pattern, the output is the record number.
NOTE: A Phase 1 SIM only executes type 1 of the SEEK function.

The SIM shall be able to accept any pattern length from 1 to 16 bytesinclusive. The length of the pattern shall not
exceed the record length.

Four modes are defined:
- from the beginning forwards;
- from the end backwards;
- from the next location forwards;
- from the previous location backwards.

If the record pointer has not been previously set (its status is undefined) within the selected linear fixed EF, then the
search begins:

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 33 ETSI TS 100 977 V8.10.0 (2003-09)

- with thefirst record in the case of SEEK from the next location forwards; or
- with thelast record in the case of SEEK from the previous location backwards.

After asuccessful SEEK, the record pointer is set to the record in which the pattern was found. The record pointer shall
not be changed by an unsuccessful SEEK function.

Input:

- type and mode;

- pattern;

- length of the pattern.
Output:

- type 1: none;

- type 2: status/record number

8.8 INCREASE

This function adds the value given by the ME to the value of the last increased/updated record of the current cyclic EF,
and stores the result into the ol dest record. The record pointer is set to this record and this record becomes record
number 1. Thisfunction shall be used only if this EF has an INCREA SE access condition assigned and this condition is
fulfilled (see bytes 8 and 10 in the response parameters/data of the current EF, clause 9). The SIM shall not perform the
increase if the result would exceed the maximum value of the record (represented by all bytes set to 'FF').

Input:

- thevalue to be added.
Output:

- value of theincreased record;

- value which has been added.

8.9 VERIFY CHV

This function verifiesthe CHV presented by the ME by comparing it with the relevant one stored in the SIM. The
verification processis subject to the following conditions being fulfilled:

- CHV isnot disabled;
- CHYV isnot blocked.

If the access condition for a function to be performed on the last selected fileis CHV 1 or CHV 2, then a successful
verification of the relevant CHV isrequired prior to the use of the function on this file unless the CHV is disabled.

If the CHV presented is correct, the number of remaining CHV attempts for that CHV shall be reset to itsinitial value 3.

If the CHV presented isfalse, the number of remaining CHV attempts for that CHV shall be decremented. After 3
consecutive false CHV presentations, not necessarily in the same card session, the respective CHV shall be blocked and
the access condition can never be fulfilled until the UNBLOCK CHYV function has been successfully performed on the
respective CHV.

Input:
- indication CHVL/CHV2, CHV.
Output:

- nhone.
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8.10 CHANGE CHV

This function assigns a new value to the relevant CHV subject to the following conditions being fulfilled:
- CHV isnot disabled;
- CHV isnot blocked.

The old and new CHYV shall be presented.

If the old CHV presented is correct, the number of remaining CHV attempts for that CHV shall be reset to itsinitial
value 3 and the new value for the CHV becomes valid.

If the old CHV presented is false, the number of remaining CHV attempts for that CHV shall be decremented and the
value of the CHV is unchanged. After 3 consecutive false CHV presentations, not necessarily in the same card session,
the respective CHV shall be blocked and the access condition can never be fulfilled until the UNBLOCK CHV function
has been performed successfully on the respective CHV.

Input:
- indication CHV1/CHV?2, old CHV, new CHV.

Output:
- none.

8.11 DISABLE CHV

This function may only be applied to CHV 1. The successful execution of this function has the effect that files protected
by CHV1 are now accessible as if they were marked "TALWAY S'. The function DISABLE CHV shall not be executed
by the SIM when CHV 1 is aready disabled or blocked.

If the CHV1 presented is correct, the number of remaining CHV 1 attempts shall be reset to itsinitial value 3 and CHV1
shall be disabled.

If the CHV 1 presented is false, the number of remaining CHV 1 attempts shall be decremented and CHV 1 remains
enabled. After 3 consecutive false CHV 1 presentations, not necessarily in the same card session, CHV 1 shall be
blocked and the access condition can never be fulfilled until the UNBLOCK CHV function has been successfully
performed on CHV 1.

Input:
- CHV1.
Output:

- none.

8.12 ENABLE CHV

This function may only be applied to CHV 1. It isthe reverse function of DISABLE CHV. The function ENABLE CHV
shall not be executed by the SIM when CHV 1 is already enabled or blocked.

If the CHV1 presented is correct, the number of remaining CHV 1 attempts shall be reset to itsinitial value 3 and CHV1
shall be enabled.
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If the CHV 1 presented is false, the number of remaining CHV 1 attempts shall be decremented and CHV 1 remains
disabled. After 3 consecutive false CHV 1 presentations, not necessarily in the same card session, CHV 1 shall be
blocked and may optionally be set to "enabled". Once blocked, the CHV 1 can only be unblocked using the UNBLOCK
CHYV function. If the CHV1 is blocked and "disabled", the access condition shall remain granted. If the CHV 1 is
blocked and "enabled”, the access condition can never be fulfilled until the UNBLOCK CHV function has been
successfully performed on CHV 1.

8.13 UNBLOCK CHV

This function unblocks a CHV which has been blocked by 3 consecutive wrong CHV presentations. This function may
be performed whether or not the relevant CHV is blocked.

If the UNBLOCK CHYV presented is correct, the value of the CHV, presented together with the UNBLOCK CHYV, is
assigned to that CHV, the number of remaining UNBLOCK CHYV attempts for that UNBLOCK CHYV isreset to its
initial value 10 and the number of remaining CHV attempts for that CHV isreset to itsinitial value 3. After a successful
unblocking attempt the CHV is enabled and the relevant access condition level is satisfied.

If the presented UNBLOCK CHYV isfalse, the number of remaining UNBLOCK CHV attempts for that UNBLOCK
CHYV shall be decremented. After 10 consecutive false UNBLOCK CHV presentations, not necessarily in the same card
session, the respective UNBLOCK CHYV shall be blocked. A false UNBLOCK CHYV shall have no effect on the status
of the respective CHV itself.

Input:
- indication CHV1/CHV2, the UNBLOCK CHYV and the new CHV.
Output:

- none.

8.14  INVALIDATE

This function invalidates the current EF. After an INVALIDATE function the respective flag in the file status shall be
changed accordingly. This function shall only be performed if the INVALIDATE access condition for the current EF is
satisfied.

Aninvalidated file shall no longer be available within the application for any function except for the SELECT and the
REHABILITATE functions unless the file status of the EF indicates that READ and UPDATE may aso be performed.

Input:
- none.
Output:

- none.

8.15 REHABILITATE

This function rehabilitates the invalidated current EF. After a REHABILITATE function the respective flag in the file
status shall be changed accordingly. This function shall only be performed if the REHABILITATE access condition for
the current EF is satisfied.

If BDN is enabled (see subclause 11.5.1) then the REHABILITATE function shall not rehabilitate the invalidated
EF\mg and EF g¢; until the PROFILE DOWNLOAD procedure is performed indicating that the ME supports the " Call

control by SIM" facility (see TS 11.14 [27]).
Input:
- none.

Output:
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- nhone.

8.16 RUN GSM ALGORITHM

This function is used during the procedure for authenticating the SIM to a GSM network and to cal culate a cipher key.
The card runs the specified algorithms A3 and A8 using a 16 byte random number and the subscriber authentication key
Ki, which is stored in the SIM. The function returns the calcul ated response SRES and the cipher key Kc.

The function shall not be executable unless DF gy, or any sub-directory under DFggy has been selected as the Current
Directory and a successful CHV 1 verification procedure has been performed (see subclause 11.3.1).

Input:

-  RAND.
Output:

- SRES, Kc.

The contents of Kc shall be presented to algorithm A5 by the ME inits full 64 bit format as delivered by the SIM.

8.1/ SLEEP

Thisisan obsolete GSM function which was issued by Phase 1 MEs. The function shall not be used by an ME of
Phase 2 or later.

8.18 TERMINAL PROFILE

This function is used by the ME to transmit to the SIM its capabilities concerning the SIM Application Toolkit
functionality.

Input:
- terminal profile.
Output:

- none.

8.19 ENVELOPE

Thisfunction is used to transfer data to the SIM Application Toolkit applicationsin the SIM.
Input:
- datastring.
Output:

- Thesdtructure of the dataisdefined in TS 11.14 [27].

8.20 FETCH

This function is used to transfer an Application Toolkit command from the SIM to the ME.
Input:
- none.

Output:
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- datastring containing an SIM Application Toolkit command for the ME.

8.21 TERMINAL RESPONSE

This function is used to transfer from the ME to the SIM the response to a previoudly fetched SIM Application Toolkit
command.

Input:
- data string containing the response.
Output:

- none.

9 Description of the commands

This clause states the general principles for mapping the functions described in clause 8 onto Application Protocol Data
Units which are used by the transmission protocol.

9.1 Mapping principles

An APDU can be acommand APDU or aresponse APDU.

A command APDU has the following general format:

|CLA|INS|P1|P2|P3| Dat a |

The response APDU has the following general format:

| Dat a |SV\1|SV\2|

An APDU istransported by the T=0 transmission protocol without any change. Other protocols might embed an APDU
into their own transport structure (ISO/IEC 7816-3 [26]).

The bytes have the following meaning:
- CLA istheclass of instruction (ISO/IEC 7816-3 [26]), 'AQ' is used in the GSM application;
- INSistheinstruction code (ISO/IEC 7816-3 [26]) as defined in this subclause for each command;

- P, P2, P3 are parameters for the instruction. They are specified in table 9. 'FF isavalid value for P1, P2 and P3.
P3 gives the length of the data element. P3="00" introduces a 256 byte data transfer from the SIM in an outgoing
data transfer command (response direction). In an ingoing data transfer command (command direction), P3="00'
introduces no transfer of data;

- SW1 and SW2 are the status words indicating the successful or unsuccessful outcome of the command.

For some of the functions described in clause 8 it is necessary for T=0 to use a supplementary transport service
command (GET RESPONSE) to obtain the output data. For example, the SELECT function needs the following two
commands:

- thefirst command (SELECT) has both parameters and data serving as input for the function;
- the second command (GET RESPONSE) has a parameter indicating the length of the data to be returned.

If the length of the response data is not known beforehand, then its correct length may be obtained by applying the first
command and interpreting the status words. SW1 shall be '9F and SW2 shall give the total length of the data. Other
status words may be present in case of an error. The various cases are:
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Case 1: Noinput / No output

|CLA|INS|P1|P2|P3| SWL SW

|
Igth (= 00') '90" ' 00’

Case 2: Noinput / Output of known length

| CLA | INSl P1 | P2 | P3 | DATA with length Igth | SWL | SW |

I [ [
I gth ' 90 ' oo

NOTE: Igth="00" causes a data transfer of 256 bytes.

Case 3: No Input / Output of unknown length

| LA | INs | PL | P2 | P3 | SW | sw
Igtlh (= 00") "OF Igthg

GET RESPONSE

| CLA| INS| P1 | P2 | P3 | DATAvm'thIengthIgthzsIgthll swt | sve |
[ gt| hy 90 ' 00"

Case 4: Input / No output

|CLA|INS| P1 | P2 | P3 | DATA with length Igth SWL SW

I
I gth ' 90 ' oo

Case5: Input / Output of known or unknown length

|CLA|INS| P1 | P2 | P3 | DATA with length Igth SwWL S

I
lgth "9F  Igthq

GET RESPONSE
| CLA | INS| P1 | P2 | P3 | |DATAvm'thIengthIgthzsIgthl| Sw | Sve |

I I I
I gth, 90" ' 00’

For cases 3 and 5, when SW1/SW2 indicates there is response data (i.e. SW1/SW2 = '9FX X"), then, if the ME requires
to get this response data, it shall send a GET RESPONSE command as described in the relevant case above.

For case 5, in case of an ENVELOPE for SIM data download, SW1/SW2 may al so indicate that there is response data
with the value '9EX X", and the ME shall then send a GET RESPONSE command to get this response data.

If the GSM application is one of several applicationsin a multi-application card, other commands with CLA not equal
to 'AQ" may be sent by the terminal. This shall not influence the state of the GSM application.

The following diagrams show how the five cases of transmission protocol identified in the above diagrams can all be
used to send pro-active SIM commands. For further information on the diagrams below see TS 11.14 [27].

Case l: Noinput /" OK" response with no output, plus additional command from SIM

|CLA|INS|P1|P2|P3| SWL SwWe

[
lgth (= 00) '91' lgthy

[Possible "normal GSM operation” command/response pairs)

FETCH
|CLA|INS| P1 | P2 | P3 | | DATA with length I gthy |SV\1|SV\2|

I I I
Igthy 90" ' 00’
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NOTE: Igth,="00' causes a datatransfer of 256 bytes.

Case2: Noinput /" OK" response with data of known length, plus additional command from SIM

|CLA|INS| P1 | P2 | P3 | | DATA with length I gth |SV\1|SV\2|
Iglth '9|1' Igtlhl

[Possible "normal GSM operation” command/response pairs|

FETCH
|CLA|INS| P1 | P2 | P3 | | DATA with Iength Igthq |SV\1|SV\2|

I [ [
Igthy ' 90’ ' oo

NOTE: Igth="00' causes a data transfer of 256 bytes. The same appliesto Igth;.

Case 3: No Input /" OK" response with data of unknown length, plus additional command from SIM

|CLA|INS|P1|P2|P3| SWL Swe

[
lgth (= 00) '9F' Igthy

GET RESPONSE
| CLA | I NS | P1 | P2 | P3 | |DATAV\n'thIengthIgth25Igth1| swi | Sve |

| | |

[Possible "normal GSM operation” command/response pairs)

FETCH
|C|_A||Ns| P1 | P2 | P3 | | DATA with length | gthg |SV\1|SV\2|

I [ [
Igthg ' 90’ ' oo

Case4: Input /" OK" response with no output data, plusadditional command from SIM

|CLA|INS| P1 | P2 | P3 | DATA with length Igth | SwWL S

I
lgth '91' Igthq

[Possible "normal GSM operation” command/response pairs)

FETCH
|CLA|INS| P1 | P2 | P3 | | DATA with Iength Igthg |SV\1|SV\2|

I I I
Igthy 90" ' 00’

Case 5: Input /" OK" response with data of known or unknown length, plus additional command from SIM

|CLA|INS| P1 | P2 | P3 | DATA with length Igth | SWL SW

[
Igth "9F  Igthq

GET RESPONSE
| CLA | INS| P1 | P2 | P3 | | DATA with I ength Igth,slgthg | Sw | Sve |

I | I

[Possible "normal GSM operation” command/response pairs|
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FETCH
|C|_A||Ns| P1 | P2 | P3 | DATA with length | gthg |SV\1|SV\2|
| gtI hg ' 9|O' ' 0|0'
9.2 Coding of the commands

Table 9 below gives the coding of the commands. The direction of the dataisindicated by (S) and (R), where (S) stands
for data sent by the ME while (R) stands for data received by the ME. Offset is coded on 2 bytes where P1 gives the
high order byte and P2 the low order byte. '00 00" means no offset and reading/updating starts with the first byte while
an offset of '00 01' means that reading/updating starts with the second byte.

In addition to the instruction codes specified in table 9 the following codes are reserved:
GSM operational phase:
"1X" with X even, from X=6 to X=E.
Administrative management phase:
'2A', 'D0O', 'D2, 'DE', 'C4','C6, 'C8', 'CA', 'CC', 'B4, 'B6, 'B8', 'BA' and 'BC'.

Table 9: Coding of the commands

COMMAND INS P1 P2 P3 S/IR
SELECT ‘A4’ '00 '00' '02' S/IR
STATUS 'F2' ‘00 ‘00’ Igth R
READ BINARY '‘BO' offset high offset low Igth R
UPDATE BINARY 'D6' offset high offset low Igth S
READ RECORD ‘B2’ rec No. mode Igth R
UPDATE RECORD 'DC' rec No. mode Igth S
SEEK ‘A2 '00’ type/mode Igth S/IR
INCREASE '32' '00' '00' '03' S/IR
VERIFY CHV 20 '00' CHV No. '08' S
CHANGE CHV 24 ‘00’ CHV No. '10' S
DISABLE CHV '26' '00' '01' '08' S
ENABLE CHV '28' '00 ‘01 '08' S
UNBLOCK CHV 2C '00° see note '10° S
INVALIDATE '04' '00' ‘00’ ‘00’ -
REHABILITATE '44' '00' ‘00’ ‘00’ -
RUN GSM ALGORITHM '88' '00' '00' '10' SIR
SLEEP 'FA' '00' '00’ '00’ -
GET RESPONSE 'CO' '00' '00' Igth R
TERMINAL PROFILE '10' ‘00’ '00' Igth S
ENVELOPE 'c2' '00' '00' Igth S/IR
FETCH 12 ‘00 ‘00’ Igth R
TERMINAL RESPONSE '14' '00' '00' Igth S

NOTE: If the UNBLOCK CHV command appliesto CHV 1 then P2 is coded '00'; if it appliesto CHV2 then P2 is
coded '02'.

Definitions and codings used in the response parameters/data of the commands are given in subclause 9.3.

9.2.1 SELECT

COMMAND CLASS INS P1 P2 P3
SELECT '‘AQ' ‘A4’ ‘00’ ‘00’ '02'
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Command parameters/data:

Byte(s) Description Length
1-2 File ID 2

Response parameters/data in case of an MF or DF:

Byte(s) Description Length
1-2 RFU 2
3-4 Total amount of memory of the selected directory which is 2

not allocated to any of the DFs or EFs under the selected

directory
5-6 File ID 2
7 Type of file (see subclause 9.3) 1
8-12 RFU 5
13 Length of the following data (byte 14 to the end) 1
14-34 GSM specific data 21
GSM specific data:

Byte(s) Description Length
14 File characteristics (see detail 1) 1
15 Number of DFs which are a direct child of the current 1

directory
16 Number of EFs which are a direct child of the current 1
directory
17 Number of CHVs, UNBLOCK CHVs and administrative 1
codes
18 RFU 1
19 CHV1 status (see detail 2) 1
20 UNBLOCK CHV1 status (see detail 2) 1
21 CHV2 status (see detail 2) 1
22 UNBLOCK CHV?2 status (see detail 2) 1
23 RFU 1
24 - 34 Reserved for the administrative management 0<Igth<11

Bytes 1 - 22 are mandatory and shall be returned by the SIM. Bytes 23 and following are optional and may not be
returned by the SIM.

NOTE 1. Byte 35 and following are RFU.

NOTE 2: The STATUS information of the MF, DF g\, and DFyg| gconm Provide some identical application

specific data, e.g. CHV status. On a multi-application card the MF should not contain any application
specific data. Such datais obtained by terminals from the specific application directories. ME
manufacturers should take this into account and therefore not use application specific data which may
exist in the MF of a mono-application SIM.

Similarly, the VERIFY CHV command should not be executed in the MF but in the relevant application
directory (e.9. DFggy)-

Detail 1: File characteristics

|b8|b7|b6|b5|b4|b3|b2|bl|
Cl ock stop (see bel ow)
For running the authentication algorithm or the
ENVELOPE conmand for SI M Data Downl oad, a frequency
is required of at least 13/8 Mz if b2=0 and 13/4
Mtz if b2=1
Cl ock stop (see bel ow)
for coding (see TS 11.12 [28])
RFU
b8=0: CHV1 enabl ed; b8=1: CHV1 di sabl ed
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The coding of the conditions for stopping the clock is as follows:

Bit b1l

OOORrRRFRKF

Bit b3

OrOOFrOo

Bit b4

clock stop allowed, no preferred level
clock stop allowed, high level preferred
clock stop allowed, low level preferred
clock stop not allowed

clock stop not allowed, unless at high level
clock stop not allowed, unless at low level

POORFR OO

ETSI TS 100 977 v8.10.0 (2003-09)

If bit b1 (column 1) is coded 1, stopping the clock is allowed at high or low level. In this case columns 2 (bit b3)
and 3 (bit b4) give information about the preferred level (high or low, respectively) at which the clock may be
stopped.

If bit bl is coded O, the clock may be stopped only if the mandatory condition in column 2 (b3=1, i.e. stop at
high level) or column 3 (b4=1, i.e. stop at low level) isfulfilled. If al 3 bits are coded 0, then the clock shall not

be stopped.

Detail 2: Status byte of a secret code

|b8|b7|b6|b5|b4|b3|b2|bl|

(' 0" means bl ocked)
RFU

b8=0: secret code not initialised,
b8=1: secret code initialised

Response parameters/data in case of an EF:

Nunber of fal se presentations renmaining

Byte(s) Description Length
1-2 RFU 2
3-4 File size 2

(for transparent EF: the length of the body part of the EF)
(for linear fixed or cyclic EF: record length multiplied by the
number of records of the EF)

5-6 File ID 2
7 Type of file (see 9.3) 1
8 see detail 3 1

9-11 Access conditions (see 9.3) 3
12 File status (see 9.3) 1
13 Length of the following data (byte 14 to the end) 1
14 Structure of EF (see 9.3) 1
15 Length of a record (see detail 4) 1

16 and RFU -

following

Bytes 1-14 are mandatory and shall be returned by the SIM.

Byte 15 is mandatory in case of linear fixed or cyclic EFs and shall be returned by the SIM.

Byte 15 is optional in case of transparent EFs and may not be returned by the SIM.

Byte 16 and following (when defined) are optional and may not be returned by the SIM.

Detail 3: Byte 8

For transparent and linear fixed EFs this byte is RFU. For acyclic EF all bits except bit 7 are RFU; b7=1
indicates that the INCREASE command is allowed on the selected cyclic file.

Detail 4: Byte 15

For cyclic and linear fixed EFs this byte denotes the length of arecord. For atransparent EF, this byte shall

be coded '00, if this byte is sent by the SIM.
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9.2.2 STATUS
COMMAND CLASS INS P1 P2 P3
STATUS AQ F2' 00 00" Igth

The response parameters/data are identical to the response parameters/data of the SELECT command in case of an MF

or DF.
9.2.3 READ BINARY
COMMAND CLASS INS P1 P2 P3
READ BINARY ‘A0’ 'BO' offset high offset low Igth
Response parameterg/data:
Byte(s) Description Length
1-Igth Data to be read Igth
9.2.4 UPDATE BINARY
COMMAND CLASS INS P1 P2 P3
UPDATE BINARY ‘A0’ 'D6' offset high offset low Igth
Command parameters/data:
Byte(s) Description Length
1-Igth Data Igth
9.2.5 READ RECORD
COMMAND CLASS INS P1 P2 P3
READ RECORD '‘AQ' '‘B2' Rec.No. Mode Igth

Parameter P2 specifies the mode:
'02' = next record;
'03' = previous record;
- '04' = absolute mode/current mode, the record number is given in P1 with P1="00" denoting the current record.

For the modes "next" and "previous' P1 has no significance and shall be set to '00' by the ME. To ensure phase
compatibility between Phase 2 SIMs and Phase 1 MEs, the SIM shall not interpret the value given by the ME.

Response parameters/data:
Byte(s) Description Length
1-Igth The data of the record Igth
9.2.6 UPDATE RECORD
COMMAND CLASS INS P1 P2 P3
UPDATE RECORD '‘AQ' 'DC' Rec.No. Mode Igth
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Parameter P2 specifies the mode:
- '02' = next record;
- '03 = previous record,;
- '04' = absolute mode/current mode; the record number is given in P1 with P1="00" denoting the current record.

For the modes "next" and "previous' P1 has no significance and shall be set to '00' by the ME. To ensure phase
compatibility between Phase 2 SIMs and Phase 1 MEs, the SIM shall not interpret the value given by the ME.

Command parameters/data:

9.2.7

Byte(s)

Description

Length

1-Igth

Data

Igth

SEEK

COMMAND

CLASS

INS

P1

P2

P3

SEEK

AO

A

00

Type/Mode

Igth

Parameter P2 specifies type and mode:

'x0' = from the beginning forward;

- 'x1' = from the end backward;

- 'x2' = from the next location forward;

- 'x3 = from the previous location backward,;

with x="0" specifies type 1 and x="1' specifies type 2 of the SEEK command.

Command parameters/data:

Byte(s)

Description

Length

1 - Igth

Pattern

Igth

There are no response parameters/datafor atype 1 SEEK. A type 2 SEEK returns the following response

parameters/data:
Byte(s) Description Length
1 Record number 1
9.2.8 INCREASE
COMMAND CLASS INS P1 P2 P3
INCREASE ‘A0 '32' ‘00" '00' '03'
Command parameters/data:
Byte(s) Description Length
1-3 Value to be added 3
Response parameters/data:
Byte(s) Description Length
1-X Value of the increased record X
X+1 - X+3 Value which has been added 3

NOTE:

X denotes the length of the record.
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9.2.9 VERIFY CHV

COMMAND CLASS INS P1 P2 P3
VERIFY CHV ‘A0’ ‘20’ ‘00’ CHV No. '08'

Parameter P2 specifiesthe CHV:
- '01'=CHV1,
'02'= CHV2.

Command parameters/data:

Byte(s) Description Length
1-8 CHV value 8

9.2.10 CHANGE CHV

COMMAND CLASS INS P1 P2 P3
CHANGE CHV ‘A0’ '24' ‘00’ CHV No. ‘10’

Parameter P2 specifiesthe CHV:
'01'=CHV1,
'02'= CHV2.

Command parameters/data:

Byte(s) Description Length
1-8 Old CHV value 8
9-16 New CHV value 8

9.2.11 DISABLE CHV

COMMAND CLASS INS P1 P2 P3
DISABLE CHV ‘A0’ '26' ‘00’ ‘01 '08'

Command parameters/data:

Byte(s) Description Length
1-8 CHV1 value 8

9.2.12 ENABLE CHV

COMMAND CLASS INS P1 P2 P3
ENABLE CHV ‘A0’ '28' ‘00’ ‘01 '08'

Command parameters/data:

Byte(s) Description Length
1-8 CHV1 value 8

9.2.13 UNBLOCK CHV

COMMAND CLASS INS P1 P2 P3
UNBLOCK CHV ‘A0’ '2C' ‘00’ CHV No. ‘10’
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Parameter P2 specifiesthe CHV:
- 00=CHV1;
- 02=CHV2.
NOTE: The coding '00' for CHV1 differs from the coding of CHV1 used for other commands.

Command parameters/data:

Byte(s) Description Length
1-8 UNBLOCK CHYV value 8
9-16 New CHV value 8

9.2.14 INVALIDATE

COMMAND CLASS INS P1 P2 P3
INVALIDATE ‘A0’ ‘04 ‘00’ ‘00 ‘00’

9.2.15 REHABILITATE

COMMAND CLASS INS P1 P2 P3
REHABILITATE '‘AQ' '44' ‘00’ '00' '00'

9.2.16 RUN GSM ALGORITHM

COMMAND CLASS INS P1 P2 P3
RUN GSM ‘A0’ '88' ‘00’ ‘00! '10°
ALGORITHM

Command parameters/data:

Byte(s) Description Length
1-16 RAND 16
Response parameters/data:
Byte(s) Description Length
1-4 SRES 4
5-12 Cipher Key Kc 8

The most significant bit of SRESis coded on bit 8 of byte 1. The most significant bit of Kc is coded on bit 8 of byte 5.

9.2.17 SLEEP
COMMAND CLASS INS P1 P2 P3
SLEEP A0’ FA 00 00 00

NOTE: Thiscommand is used by Phase 1 MEs only.

9.2.18 GET RESPONSE

COMMAND CLASS INS P1 P2 P3
GET RESPONSE ‘A0’ 'CO' ‘00’ ‘00’ Igth

The response data depends on the preceding command. Response data is available after the commands RUN GSM
ALGORITHM, SEEK (type 2), SELECT, INCREASE, and ENVELOPE. If the command GET RESPONSE is
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executed, it isrequired that it is executed immediately after the command it is related to (no other command shall come
between the command/response pair and the command GET RESPONSE). If the sequence is not respected, the SIM
shall send the status information "technical problem with no diagnostic given" as areaction to the GET RESPONSE.

Since the MF isimplicitly selected after activation of the SIM, GET RESPONSE is also allowed as the first command
after activation.

The response data itself is defined in the subclause for the corresponding command.

9.2.19 TERMINAL PROFILE

COMMAND CLASS INS P1 P2 P3
TERMINAL PROFILE ‘A0’ '10' ‘00’ ‘00’ Igth

Command parameters/data:
length | gt h. The structure of the command parametersis defined in TS 11.14 [27].
Response parameters/data:

none available

9.2.20 ENVELOPE

COMMAND CLASS INS P1 P2 P3
ENVELOPE ‘A0’ 'C2' ‘00’ '00' Igth

Command parameters/data:

length | gt h. The structure of the command parametersis defined in TS 11.14 [27].
Response parameterg/data:

The structure of the datais defined in TS 11.14 [27].

9.2.21 FETCH
COMMAND CLASS INS P1 P2 P3
FETCH ‘A0’ '12' '00' '00' Igth
Command parameters/data:
none.
Response parameters/data:
length| gt h. The structure of the datais defined in TS 11.14 [27].
9.2.22 TERMINAL RESPONSE
COMMAND CLASS INS P1 P2 P3
TERMINAL ‘A0’ '14' ‘00! '00° Igth
RESPONSE

Command parameters/data:

length | gt h. The structure of the command parametersis defined in TS 11.14 [27].

Response parameters/data:

none available.
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9.3 Definitions and coding

The following definitions and coding are used in the response parameters/data of the commands.
Coding

Each byteis represented by bits b8 to bl, where b8 is the most significant bit (MSB) and bl isthe least significant bit
(LSB). In each representation the leftmost bit isthe MSB.

RFU

InaGSM specific card al bytes which are RFU shall be set to ‘00" and RFU bitsto 0. Where the GSM application
exists on a multiapplication card or is built on a generic telecommunications card (e.g. TE9) then other values may
apply. The values will be defined in the appropriate specifications for such cards. These bytes and bits shall not be
interpreted by an ME in a GSM session.

File status

|b8|b7|b6|b5|b4|b3|b2|b1|
b1=0: invalidated; bl=1: not invalidated
RFU
b3=0: not readabl e or updatabl e when invalidated
b3=1: readabl e and updat abl e when inval i dated
RFU

Bit b3 may be set to 1 in special circumstances when it is required that the EF can be read and updated even if the EF is
invalidated, e.g. reading and updating the EFapy when the FDN feature is enabled, or reading and updating the EFgpy

when the BDN feature is disabled.
Structureof file
- '00" transparent;
- '01' linear fixed;
- '03 cyclic.
Typeof File
- '00" RFU;
- '01' MF;
- '02" DF;
- '04 EF.
Coding of CHVsand UNBLOCK CHVs

A CHYV iscoded on 8 bytes. Only (decimal) digits (0-9) shall be used, coded in CCITT T.50 [20] with bit 8 set to zero.
The minimum number of digitsis4. If the number of digits presented by the user isless than 8 then the ME shall pad
the presented CHV with 'FF before sending it to the SIM.

The coding of the UNBLOCK CHVsisidentical to the coding of the CHVs. However, the number of (decimal) digitsis
always 8.

Coding of Access Conditions

The access conditions for the commands are coded on bytes 9, 10 and 11 of the response data of the SELECT
command. Each condition is coded on 4 bits as shown in table 10.
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Table 10: Access conditions

ALW ‘0" *
CHV1 1
CHvV2 '2'*
RFU '3
ADM ‘4
ADM 'E'
NEW 'F*
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Entries marked "*" in the table above, are also available for use as administrative codes in addition to the ADM access
levels'4' to 'E’ (refer to subclause 7.3) if required by the appropriate administrative authority. If any of these access
conditions are used, the code returned in the Access Condition bytes in the response data shall be the code applicable to

that particular level.

9.4

Byte O:
|b8|b7|b6|b5|b4|b3|b2|bl|
UPDATE
READ; SEEK
Byte 10:
|b8|b7|b6|b5|b4|b3|b2|bl|
RFU
| NCREASE
Byte 11:
|b8|b7|b6|b5|b4|b3|b2|bl|
| NVALI DATE
REHABI LI TATE

Status conditions returned by the card

This subclause specifies the coding of the status words SW1 and SW2.

9.4.1 Responses to commands which are correctly executed
SW1 | sw2 Description
'90' '00" [ - normal ending of the command
'91" XX' - normal ending of the command, with extra information from the
proactive SIM containing a command for the ME. Length 'XX' of the
response data
'OE' 'XX' | - length 'XX' of the response data given in case of a SIM data download
error
'OF' 'XX' | - length 'XX' of the response data
9.4.2 Responses to commands which are postponed

SW1 | Sw2

Error description

93" 00’

- SIM Application Toolkit is busy. Command cannot be executed at
present, further normal commands are allowed.
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9.4.3 Memory management

SW1 | sw2 Error description

'92' '0X' | - command successful but after using an internal update retry routine
‘X' times

'92' '40' | - memory problem

9.4.4 Referencing management

SW1 | sw2 Error description
'94' '00" [ - no EF selected
'94' '02" [ - out of range (invalid address)
'94' '04' | - file ID not found
- pattern not found
'94' '08' - file is inconsistent with the command

9.4.5  Security management

SW1 | Sw2 Error description
'98' '02' - no CHV initialized
'98' '04' - access condition not fulfilled

- unsuccessful CHV verification, at least one attempt left
- unsuccessful UNBLOCK CHYV verification, at least one attempt left
- authentication failed (see note)

'98' '08' - in contradiction with CHV status

'98' '10' - in contradiction with invalidation status

'98' ‘40" | - unsuccessful CHV verification, no attempt left
- unsuccessful UNBLOCK CHYV verification, no attempt left
- CHV blocked
- UNBLOCK CHV blocked

'98' '50' - increase cannot be performed, Max value reached

NOTE: A Phase 1 SIM may send this error code after the third consecutive unsuccessful CHV verification
attempt or the tenth consecutive unsuccessful unblocking attempt.

9.4.6  Application independent errors

SW1 SW2 Error description

‘67" 'XX' - incorrect parameter P3 (see note)

'6B' 'XX# | - incorrect parameter P1 or P2 (see #¥)

‘6D’ XXH - unknown instruction code given in the command
'6E' xX*# | - wrong instruction class given in the command
'6F' xXx# | - technical problem with no diagnostic given

NOTE 1: ¥ These values of 'XX' are specified by ISO/IEC; at present the default value
'XX'='00'" is the only one defined.

NOTE 2: ¥ When the error in P1 or P2 is caused by the addressed record being out of
range, then the return code '94 02' shall be used.

NOTE: 'XX'givesthe correct length or states that no additional information is given ("XX" ='00").

9.4.7 Commands versus possible status responses

The following table shows for each command the possible status conditions returned (marked by an asterisk *).
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Table 11: Commands and status words

OK B | Mem [ Refer. Security Application
u [ Sta | Status Status Independent
S Errors
y
9(9(191919(9(919]9]9([9(9]19]9|9|9|9|6([6[6(6|6
O|1|E|F|3|2|2|4|4|4|4(8|8|8|8[8|8|7|B|D|E|F
O X| X| X|jo[0f[4]|0|J0jOf[O|O|J0O|O|1|4]|5]|X|X|]X|X]|X
Commands O] X| X X|o|X[ofo|2]4]8]2]4]8[0f[0]O0|X|X]|X[X][X
Select * * * * | % * | *
Status * | * * x| * * | *
Update Binary * | ox * | x| % * * * * | * * | %
Update Record * | ox x| x| x| % * * * * | * * | %
Read Binary * | ox * | ox * * * * | % * | %
Read Record * | ox x| x| * * * * * | x * | x
Seek * * | % * | * * * * | * | *x
Increase * I * * * * [ x| * | x
Verify CHV * [ * * [ * * | x| * * * | % * | %
Change CHV * | ox * | o * | x| % * * | * * | %
Disable CHV * [ * * | * | x| % * * | % * | *
Enable CHV * | x * | * | x| % * * | % * | %
UnblOCk CHV * * * * * * * * * * * *
Invalidate * [ * * [ k| ox * * * | * * |
Rehabilitate * [ * * [ k| ox * * * | * | *
Run GSM Algorithm * * * * * | x * | x
Sleep * * | % * | %
Get Response o * * | * * | *
Terminal Profile o * | x * | * * |
Envelope * * * * * * * * * * *
Fetch * * x| % * | *
Terminal Response x| * | * * | * * | *

The responses '91 X X', and '93 00" and '9E X X" can only be given by a SIM supporting SIM Application Toolkit, to an
ME also supporting SIM Application Toolkit.

For the SEEK command the response '91 X X' can be given directly after a Type 1 SEEK command. Following the
Type 2 SEEK command the SIM can give the response '91 X X' only after the GET RESPONSE command.

10 Contents of the Elementary Files (EF)

This clause specifies the EFs for the GSM session defining access conditions, dataitems and coding. A dataitemisa
part of an EF which represents a complete logical entity, e.g. the aphatag in a EF5py record.

EFs or data items having an unassigned value, or, which during the GSM session, are cleared by the ME, shall have
their bytes set to 'FF'. After the administrative phase all data items shall have a defined value or have their bytes set to
'FF. If adataitemis'deleted’ during a GSM session by the allocation of a value specified in another GSM TS, then this
value shall be used, and the dataitem is not unassigned; e.g. for adeleted LAl in EF o, the last byte takes the value
'FE' (TS 04.08 [15] refers).

EFs are mandatory (M) or optional (O). Thefile size of an optional EF may be zero. All implemented EFs with afile
size greater than zero shall contain all mandatory dataitems. Optional dataitems may either be filled with 'F', or, if
located at the end of an EF, need not exist.

When the coding is according to CCITT Recommendation T.50 [20], bit 8 of every byte shall be set to 0.
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For an overview containing all files see figure 8.

10.1 Contents of the EFs at the MF level

There are only two EFs at the MF level.

10.1.1 EF.p (ICC Identification)

This EF provides a unique identification number for the SIM.

Identifier: '2FE2' | Structure: transparent Mandatory
File size: 10 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE NEVER
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to 10 Identification number M 10 bytes

- ldentification number
Contents:

according to CCITT Recommendation E.118 [18]. However, network operators who are aready issuing
Phase 1 SIM cards with an identification number length of 20 digits may retain this length.

Purpose:
card identification number.
Coding:
BCD, left justified and padded with 'F'; after padding the digits within a byte are swapped (see below).

However, network operators who are already issuing Phase 1 SIM cards where the digits within abyte are
not swapped may retain this configuration.

Byte 1:
|b8|b7|b6|b5|b4|b3|b2|bl|
[ LBof Dgit 1
;\/SBof Dgit 1
LB of Dgt 2
;\/SBof Dgit 2
Byte 2:
|b8|b7|b6|b5|b4|b3|b2|bl|
[ LBof Dgit 3
;\/SBof Dgit 3
LB of Ogt 4
;\/SBof Dgit 4

etc.
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10.1.2 EF¢: (Extended language preference)

This EF contains the codes for up to n languages. This information, determined by the user/operator, defines the
preferred languages of the user in order of priority. Thisinformation may be used by the ME for MMI purposes.

Thisinformation may also be used for the screening of Cell Broadcast messages in a preferred language, as follows.

When the CB Message Identifier capability is both allocated and activated, the ME selects only those CB messages the
language of which corresponds to an entry in this EF or in EF_p, whichever of these EFsis used (see subclause 11.2.1).
The CB message language is defined by the Data Coding Scheme (DCS: see TS 23.038 [12]) received with the CB
message. The ME shall be responsible for trand ating the language coding indicated in the Data Coding Scheme for the
Cell Broadcast Service (asdefined in TS 23.038 [12]) to the language coding as defined in SO 639 [30] if itis
necessary to check the language coding in EFg p.

Identifier: '2F 05' | Structure: transparent | Optional
File size: 2n bytes | Update activity: low
Access Conditions:
READ ALW
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto2 1% language code (highest prior.) (0] 2 bytes
3to4 2" language code o 2 bytes
2n-1to 2n nth language code (lowest prior.) o 2 bytes

Coding:

each language code isa pair of alpha-numeric characters, as defined in 1SO 639 [30]. Each apha-numeric
character shall be coded on one byte using the SM S default 7-bit coded alphabet as defined in TS 23.038 [12]
with bit 8 set to 0.

Unused language entries shall be set to 'FF FF.

10.2 DFs at the GSM application level

For compatibility with other systems based on the GSM switching platform and for special GSM services, DFs may be
present as child directories of DFggy. The following have been defined:

DFiripium '5F30'
DFgLogaLsTAR 'SF31'
DFico '5F32'
DFaces '5F33'
DFuvexe '5F3C'
DFeiamia-sss 'SF40
DFcrs '5F60'
DFsoLsa 'SF70'

Only the contents of DFsy sn and DFyeye are specified in the present document. For details of the EFs contained in the
DFcrs, see TS 11.19[34].

10.3  Contents of files at the GSM application level

The EFsin the Dedicated File DFggy contain network related information.
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10.3.1 EF.; (Language preference)

This EF contains the codes for one or more languages. This information, determined by the user/operator, defines the
preferred languages of the user in order of priority. Thisinformation may be used by the ME for MMI purposes.

Thisinformation may also be used for the screening of Cell Broadcast messages in a preferred language, as follows.
When the CB Message Identifier capability is both allocated and activated, the ME selects only those CB messages the
language of which corresponds to an entry in this EF or in EFg p, whichever of these EFsis used (see subclause 11.2.1).
The CB message language is defined by the Data Coding Scheme (DCS: see TS 23.038 [12]) received with the CB
message. The ME shall be responsible for trandating the language coding indicated in the Data Coding Scheme for the
Cell Broadcast Service (as defined in TS 23.038 [12]) to the language coding as defined in 1SO 639 [30] if itis
necessary to check the language coding in EFg,p.

Identifier: '6F05' | Structure: transparent |  Mandatory
File size: 1-n bytes | Update activity: low
Access Conditions:

READ ALW

UPDATE CHV1

INVALIDATE ADM

REHABILITATE ADM

Bytes Description M/O Length

1 1* language code (highest prior.) M 1 byte
2 2" language code 0 1 byte
n nth language code (lowest prior.) 0] 1 byte

Coding: according to language codings contained in the Data Coding Scheme (see TS 23.038 [12)).
Using the command GET RESPONSE, the ME can determine the size of the EF.

10.3.2 EFus (IMSI)

This EF contains the International Mobile Subscriber [dentity (IMSI).

Identifier: '6F07" | Structure: transparent Mandatory
File size: 9 bytes | Update activity: low
Access Conditions:

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE CHV1

Bytes Description M/O Length

1 length of IMSI M 1 byte
2t09 IMSI M 8 bytes
- length of IMSI
Contents:

The length indicator refers to the number of significant bytes, not including this length byte, required for
theIMSI.

Coding: according to TS 04.08 [15].
- IMS
Contents:

International Mobile Subscriber |dentity.

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 55 ETSI TS 100 977 V8.10.0 (2003-09)

Coding:

Thisinformation element is of variable length. If anetwork operator chooses an IMSI of less than 15
digits, unused nibbles shall be set to 'F'.

Byte 2
|b8|b7|b6|b5|b4|b3|b2|b1|

[ 1
0
0
Parity
LSBof Dgt 1
;\ASBof Dgit 1

For the parity bit, see TS 04.08 [15].

Byte 3:
|b8|b7|b6|b5|b4|b3|b2|bl|
[ LsBof Ogt 2
;VSBof Dgt 2
LBof Dgt 3
;\ASBof Ogt 3

etc.

10.3.3 EF«. (Ciphering key Kc)

This EF contains the ciphering key K¢ and the ciphering key sequence number n.

Identifier: '6F20' | Structure: transparent Mandatory
File size: 9 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1t08 Ciphering key Kc M 8 bytes
9 Ciphering key sequence number n M 1 byte

- Ciphering key Kc
Coding:

The least significant bit of Kc isthe least significant bit of the eighth byte. The most significant bit of Kc
isthe most significant bit of the first byte.

- Ciphering key sequence number n
Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

n
bits b4 to b8 are coded 0

NOTE: TS04.08 [15] definesthe value of n=111 as "key not available". Therefore the value '07' and not 'FF
should be present following the admini strative phase.
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10.3.4 EFeuea (PLMN selector)

This EF contains the coding for n PLMNS, where nis at least eight. Thisinformation determined by the user/operator
defines the preferred PLMNSs of the user in priority order.

Identifier: '6F30' | Structure: transparent | Optional
File size: 3n (n > 8) bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to3 15 PLMN (highest priority) M 3 bytes
22t0 24 8" PLMN M 3 bytes
25 to 27 9™ PLMN 0 3 bytes
(3n-2) to 3n | nth PLMN (lowest priority) 0] 3 bytes
- PLMN
Contents:

Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:
according to TS 04.08 [15].
If storage for fewer than the maximum possible number n is required, the excess bytes shall be set to 'FF'.

For instance, using 246 for the MCC and 81 for the MNC and if thisis the first and only PLMN, the
contents reads as follows:

Bytes 1-3: '42' 'F6' '18'
Bytes 4-6: 'FF' 'FF' 'FF'

etc.

10.3.5 EF.;.m (HPLMN search period)

This EF contains the interval of time between searches for the HPLMN (see TS 22.011 [5]).

Identifier: '6F31' | Structure: transparent |  Mandatory
File size: 1 byte | Update activity: low
Access Conditions:

READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1 Time interval M 1 byte
- Timeinterva
Contents:

The time interval between two searches.
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Coding:

Thetimeinterval is coded in integer multiples of n minutes. The range is from n minutes to a maximum
value. The value '00' indicates that no attempts shall be made to search for the HPLMN. The encoding is:

- '00: No HPLMN search attempts
- '01: nminutes

- '02": 2n minutes

- 'YZ" (16Y +Z)n minutes (maximum value)
All other values shall be interpreted by the ME as a default period.

For specification of the integer timer interval n, the maximum value and the default period refer to TS 22.011 [5].

10.3.6 EF.icuma (ACM maximum value)

This EF contains the maximum value of the accumulated call meter. This EF shall always be alocated if EFacy is
allocated.

Identifier: '6F37 | Structure: transparent | Optional
File size: 3 bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1/CHV2
(fixed during administrative management)
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to3 Maximum value M 3 bytes

- Maximum value
Contents:
maximum value of the Accumulated Call Meter (ACM)
Coding:
First byte:

b8 | b7 | b6 | b5 [ b4 | b3 | b2 | bl
(e o7 [ [ [ [ [ o]

223 922 521 20 519 518 17 ,16

Second byte:

| b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 |
| | | |
215 514 513 12 511 510 59 L8

Third byte:

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
59 [ o7 [ o [ [ [ o [o2 [ ]

27 26 25 24 23 2 o1 0

For instance, '00' '00' '30' represents 25+24.
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All ACM datais stored in the SIM and transmitted over the SIM/ME interface as binary.

ACMmax isnot valid, asdefined in TS 22.024 [7], if it is coded '000000".

10.3.7 EFss (SIM service table)

This EF indicates which services are allocated, and whether, if alocated, the service is activated. |If aserviceis not
allocated or not activated in the SIM, the ME shall not select this service.

Identifier: '6F38" | Structure: transparent |  Mandatory
File size: X bytes, X > 2 | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Servicesn°1lton°4 M 1 byte
2 Servicesn°5ton°8 M 1 byte
3 Services n°9to n° 12 @) 1 byte
4 Services n°13to n°16 @) 1 byte
5 Services n° 17 to n° 20 @) 1 byte
6 Services n° 21 to n° 24 @) 1 byte
7 Services n° 25 to n° 28 0o 1 byte
8 Services n° 29 to n°® 32 o 1 byte
etc.
X Services (4X-3) to (4X) o 1 byte
-Services
Contents: Service n°1: CHV1 disable function
Service n°2 : Abbreviated Dialling Numbers (ADN)
Service n°3: Fixed Dialling Numbers (FDN)
Service n°4 : Short Message Storage (SMS)
Service n°5: Advice of Charge (AoC)
Service n°6 : Capability Configuration Parameters (CCP)
Service n°7 : PLMN selector
Service n°8 : RFU
Service n°9: MSISDN
Service n°10: Extensionl
Service n°11: Extension2
Service n°12: SMS Parameters
Service n°13: Last Number Dialled (LND)
Service n°14: Cell Broadcast Message Identifier
Service n°15: Group Identifier Level 1
Service n°16: Group Identifier Level 2
Service n°17: Service Provider Name
Service n°18: Service Dialling Numbers (SDN)
Service n°19: Extension3
Service n°20: RFU
Service n°21: VGCS Group Identifier List (EFygcs and EFygcss)
Service n°22: VBS Group Identifier List (EFygs and EFygss)
Service n°23: enhanced Multi-Level Precedence and Pre-emption Service
Service n°24: Automatic Answer for eMLPP
Service n°25: Data download via SMS-CB
Service n°26: Data download via SMS-PP
Service n°27: Menu selection
Service n°28: Call control
Service n°29: Proactive SIM
Service n°30: Cell Broadcast Message Identifier Ranges
Service n°31: Barred Dialling Numbers (BDN)
Service n°32: Extension4
Service n°33: De-personalization Control Keys
Service n°34: Co-operative Network List
Service n°35: Short Message Status Reports
Service n°36: Network's indication of alerting in the MS
Service n°37: Mobile Originated Short Message control by SIM
Service n°38: GPRS
Service n°39: Image (IMG)
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Service n°40: SoLSA (Support of Local Service Area)

Service n°41: USSD string data object supported in Call Control
Service n°42: RUN AT COMMAND command

Service n°43: User controlled PLMN Selector with Access Technology
Service n 44: Operator controlled PLMN Selector with Access Technology
Service n 45 HPLMN Selector with Access Technology

Service n 46: CPBCCH Information

Service n 47: Investigation Scan

Service n°48: Extended Capability Configuration Parameters

Service n°49: MEXE

Service n°50 Reserved and shall be ignored

For a phase 2 SIM, the EF shall contain at least two bytes which correspond to the Phase 1 services. Further bytes may
be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain al bytes before that
byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the
responsibility of ETSI.

NOTE 1: Service N°8 was used in Phase 1 for Called Party Subaddress. To prevent any risk of incompatibility
Service N°8 should not be reallocated.

NOTE 2: Asthe BDN service relies on the Call Control feature, service n°31 (BDN) should only be allocated and
activated if service n°28 (Call control) is allocated and activated.

Coding:
2 bits are used to code each service:
first bit = 1: service allocated
first bit = 0: service not allocated
where the first bit isbl, b3, b5 or b7;
second bit = 1: service activated
second bit = 0: service not activated
where the second bit is b2, b4, b6 or b8.

Service allocated means that the SIM has the capability to support the service. Service activated means that
the service isavailable for the card holder (only valid if the service is allocated).

The following codings are possible;
- first bit = 0: service not allocated, second bit has no meaning;
- first bit = 1 and second bit = O: service allocated but not activated;
- first bit = 1 and second bit = 1: service allocated and activated.

The bits for services not yet defined shall be set to RFU. For coding of RFU see subclause 9.3.

First byte:
|b8|b7|b6|b5|b4|b3|b2|bl|
Service n°1
Service n°2
Service n°3
Service n°4
Second byte:
|b8|b7|b6|b5|b4|b3|b2|b1|
Service n°5
Service n°6
Service n°7
Service n°8

etc.
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The following example of coding for the first byte means that service n°1 "CHV 1-Disabling" is allocated but
not activated:

b8 | b7 | b6 | b5 [ b4 | b3 | b2 | bl
(e o7 [ [ [ [ [ o]

X X X X X X 0 1

If the SIM supports the FDN feature (FDN allocated and activated) a special mechanism shall exist in the SIM which
invalidates both EF,y 5 and EF_o¢; once during each GSM session. This mechanism shall be invoked by the SIM
automatically if FDN is enabled. Thisinvalidation shall occur at least before the next command following selection of
either EF. FDN is enabled when the ADN isinvalidated or not activated.

If the SIM supports the BDN feature (BDN allocated and activated) a special mechanism shall exist in the SIM which
invalidates both EF,y5 and EF_oc; once during each GSM session and which forbids the REHABILITATE command to
rehabilitate both EF,5 and EF_oc; until the PROFILE DOWNLOAD procedure is performed indicating that the ME
supports the "Call control by SIM" facility. This mechanism shall be invoked by the SIM automatically if BDN is
enabled. Theinvalidation of EF,yg and EF_oc shall occur at least before the next command following selection of
either EF. BDN is enabled when the EFgpy is not invalidated.

10.3.8 EF..v (Accumulated call meter)
This EF contains the total number of units for both the current call and the preceding calls.

NOTE: Theinformation may be used to provide an indication to the user for advice or as abasis for the
calculation of the monetary cost of calls (see TS 22.086 [9]).

Identifier: '6F39' | Structure: cyclic | Optional
Record length: 3 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1/CHV2
(fixed during administrative management)

INCREASE CHV1

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1to3 Accumulated count of units M 3 bytes

- Accumulated count of units
Contents: value of the ACM

Coding: see the coding of EFacmmax

10.3.9 EFqp (Group Identifier Level 1)

This EF containsidentifiers for particular SIM-ME associations. It can be used to identify a group of SIMsfor a
particular application.

Identifier: '6F3E’ | Structure: transparent | Optional
File size: 1 to n bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lton SIM group identifier(s) (@) n bytes
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10.3.10 EF¢p, (Group Identifier Level 2)

This EF containsidentifiers for particular SIM-ME associations. It can be used to identify a group of SIMsfor a
particular application.

Identifier: '6F3F" | Structure: transparent | Optional
File size: 1 to n bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lton SIM group identifier(s) (@) n bytes

NOTE: The structure of EFg p; and EFgp, are identical. They are provided to allow the network operator to
enforce different levels of security dependant on application.

10.3.11 EFs (Service Provider Name)

This EF contains the service provider name and appropriate requirements for the display by the ME.

Identifier: '6F46' | Structure: transparent | Optional
File Size: 17 bytes | Update activity: low
Access Conditions:
READ ALWAYS
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Display Condition M 1 byte
2t017 Service Provider Name M 16 bytes

- Display Condition
Contents: display condition for the service provider name in respect to the registered PLMN (see TS 02.07 [3]).
Coding: see below

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|

b1=0: display of registered PLMN not required
bl=1: display of registered PLMWN required
RFU (see subcl ause 9. 3)

- Service Provider Name
Contents:. service provider string to be displayed
Coding: the string shall use either

- the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [12] with bit 8 set to 0. The string shall be
left justified. Unused bytes shall be set to 'FF'; or

- one of the UCS2 code options defined in annex B.
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10.3.12 EF;ur (Price per unit and currency table)

This EF contains the Price per Unit and Currency Table (PUCT). The PUCT is Advice of Charge related information
which may be used by the ME in conjunction with EF, ), to compute the cost of callsin the currency chosen by the

subscriber, as specified in TS 22.024 [7]. This EF shall always be allocated if EFacy is alocated.

Identifier: '6F41' | Structure: transparent | Optional
File size: 5 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1/CHV2
(fixed during administrative management)

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1t03 Currency code M 3 bytes
4t05 Price per unit M 2 bytes

- Currency code
Contents:
the alpha-identifier of the currency code.
Coding:

bytes 1, 2 and 3 are the respective first, second and third character of the alphaidentifier. This
apha-tagging shall use the SM'S default 7-bit coded alphabet as defined in TS 23.038 [12] with bit 8 set
to 0.

- Price per unit
Contents:
price per unit expressed in the currency coded by bytes 1-3.
Coding:

Byte 4 and bits bl to b4 of byte 5 represent the Elementary Price per Unit (EPPU) in the currency coded
by bytes 1-3. Bits b5 to b8 of byte 5 are the decimal logarithm of the multiplicative factor represented by
the absolute value of its decimal logarithm (EX) and the sign of EX, which is coded O for a positive sign
and 1 for anegative sign.

Byte 4.

b8 | b7 | b6 | b5 | b4 [ b3 | b2 | bl
[P [ [ [ [ [ [ o]

Byte 5:
b8 [ b7 | b6 | b5 | b4 | b3 | b2 | b
(oo o7 o o5 or [oo [ o2 or]
23 52 ,1 ,0 of EPPU
Sign of EX
20 of Abs(EX)
21 of Abs(EX)
22 of Abs(EX)

The computation of the price per unit value is made by the ME in compliance with TS 22.024 [7] by the
following formula:
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price per unit = EPPU * 108X,

The price has to be understood as expressed in the coded currency.

10.3.13 EF.w (Cell broadcast message identifier selection)

This EF contains the Message | dentifier Parameters which specify the type of content of the cell broadcast messages
that the subscriber wishes the M S to accept.

Any number of CB Message Identifier Parameters may be stored in the SIM. No order of priority is applicable.

Identifier: '6F45' | Structure: transparent | Optional
File size: 2n bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto2 CB Message ldentifier 1 0] 2 bytes
3t04 CB Message ldentifier 2 0] 2 bytes
2n-1to 2n CB Message Identifier n (0] 2 bytes

- Cell Broadcast Message Identifier
Coding:
asin TS 23.041, "Message Format on BTS-MS Interface - Message I dentifier”.
Values listed show the types of message which shall be accepted by the MS.

Unused entries shall be set to 'FF FF'.

10.3.14 EF.. (Broadcast control channels)

This EF contains information concerning the BCCH according to TS 04.08 [15].

BCCH storage may reduce the extent of a Mobile Station's search of BCCH carriers when selecting a cell. The BCCH
carrier listsin an MS shall be in accordance with the procedures specified in TS 04.08 [15]. The MS shall only store
BCCH information from the System Information 2 message and not the 2bis extension message.

Identifier: '6F74' | Structure: transparent |  Mandatory
File size: 16 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to 16 BCCH information M 16 bytes

- BCCH information
Coding:

The information is coded as octets 2-17 of the "neighbour cells description information element” in
TS04.08 [15].
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10.3.15 EF... (Access control class)

This EF contains the assigned access control class(es). TS 22.011 [5] refers. The access control classis a parameter to
control the RACH utilization. 15 classes are split into 10 classes randomly allocated to normal subscribers and 5 classes
allocated to specific high priority users. For more information see TS 22.011 [5].

Identifier: '6F78" | Structure: transparent |  Mandatory
File size: 2 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto2 Access control classes M 2 bytes

- Access control classes
Coding:

Each ACC is coded on one bit. An ACC is"alocated” if the corresponding bit is set to 1 and "not
alocated” if thisbit isset to 0. Bit b3 of byte 1 isset to 0.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|
15 1I4 1|3 1|2 1|1 1IO O|9 0|8 Nunmber of the ACC (except for bit b3)

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|bl|
0'7 ole o|5 0'4 0'3 o|2 o|1 0'0 Nunber of the ACC

10.3.16 EF.w (Forbidden PLMNS)

This EF contains the coding for four Forbidden PLMNs (FPLMN). It isread by the ME as part of the SIM initialization
procedure and indicates PLMNs which the MS shall not automatically attempt to access.

A PLMN iswritten to the EF if a network rejects a Location Update with the cause "PLMN not allowed". The ME shall
manage the list as follows.

When four FPLMNs are held in the EF, and rejection of afurther PLMN is received by the ME from the network, the
ME shall modify the EF using the UPDATE command. Thisnew PLMN shall be stored in the fourth position, and the
existing list "shifted" causing the previous contents of the first position to be lost.

When less than four FPLMNSs exist in the EF, storage of an additional FPLMN shall not cause any existing FPLMN to
belost.

Dependent upon procedures used to manage storage and deletion of FPLMNsin the EF, it is possible, when less than
four FPLMNs exist in the EF, for 'FFFFFF' to occur in any position. The ME shall analyse all the EF for FFLMNsin
any position, and not regard 'FFFFFF' as atermination of valid data.
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Identifier: '6F7B' Structure: transparent Mandatory
File size: 12 bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1t03 PLMN 1 M 3 bytes
4106 PLMN 2 M 3 bytes
7t09 PLMN 3 M 3 bytes
10to 12 PLMN 4 M 3 bytes
- PLMN
Contents:

Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:
according to TS 04.08 [15].

For instance, using 246 for the MCC and 81 for the MNC and if thisis stored in PLMN 3 the contentsis
asfollows:

Bytes 7-9:'42' 'F6' '18'

If storage for fewer than 4 PLMNs is required, the unused bytes shall be set to 'FF.

10.3.17 EF. o (Location information)
This EF contains the following Location Information:

- Temporary Mobile Subscriber Identity (TMSI);

- Location AreaInformation (LAI);

- TMSI TIME;

- Location update status.

See clause 11.1.2 for special requirements when updating EF, oc.

Identifier: '6F7E' | Structure: transparent Mandatory
File size: 11 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE CHV1
Bytes Description M/O Length
lto4 TMSI M 4 bytes
5t09 LAI M 5 bytes
10 TMSI TIME M 1 byte
11 Location update status M 1 byte

- TMS

Contents. Temporary Mobile Subscriber | dentity
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Coding: accordingto TS 04.08 [15].
Byte 1: first byte of TM S

b8 | b7 [ b6 | b5 | b4 | b3 [ b2 | bl
R I I I 2
NEB
- LAl
Contents: Location Area Information

Coding: according to TS 04.08 [15].
Byte 5: first byte of LAI

b8 | b7 | b6 | b5 | b4 [ b3 | b2 | bl
I R Rl A e N

VBB

- TMSI TIME
Contents. Current value of Periodic Location Updating Timer (T3212).
Thisbyteisused by Phase 1 MEs, but it shall not be used by Phase 2 MEs.
- Location update status

Contents: status of location update according to TS 04.08 [15].

Coding:
Byte 11:
Bits: b3 b2 bl
0 0 O : updaed
0 0 1 : notupdated
0 1 0 : PLMN notallowed
0 1 1 : LocationAreanot alowed
1 1 1 : reserved

Bits b4 to b8 are RFU (see subclause 9.3).

10.3.18 EF,, (Administrative data)

This EF contains information concerning the mode of operation according to the type of SIM, such as normal (to be
used by PLMN subscribers for GSM operations), type approval (to allow specific use of the ME during type approval
procedures of e.g. the radio equipment), cell testing (to allow testing of a cell before commercial use of this cell),
manufacturer specific (to allow the ME manufacturer to perform specific proprietary auto-test in its ME during

€.g. maintenance phases).

It also provides an indication of whether some ME features should be activated during normal operation as well as
information about the length of the MNC, which is part of the International Mobile Subscriber Identity (IMSI).
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Identifier: '6FAD' | Structure: transparent Mandatory
File size: 3+X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 MS operation mode M 1 byte
2t03 Additional information M 2 bytes
4 length of MNC in the IMSI 0] 1 byte
5to 4+X RFU (0] X bytes

- MSoperation mode

Contents. mode of operation for the MS

Coding:
Initial value
- normal operation '00'
- type approval operations ‘80
- normal operation + specific facilities ‘o1

- type approval operations + specific facilities ‘81
- maintenance (off line) '02'
- cell test operation ‘04
- Additional information
Coding:
- specific facilities (if b1=1in byte 1);
Byte 2 (first byte of additional information):

|b8|b7|b6|b5|b4|b3|b2|bl|

RFU

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|bl|

b1=0: OFMto be disabled by the ME
bl=1: OFMto be activated by the ME
RFU

The OFM hit is used to control the Ciphering Indicator as specified in TS 02.07 [3]
- ME manufacturer specific information (if b2=1 in byte 1).

- Length of MNCintheIMSI :
Contents:
The length indicator refers to the number of digits, used for extracting the MNC from the IM S
Coding:
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Byte 4.

|b8|b7|b6|b5|b4|b3|b2|bl|

This val ue codes the nunmber of digits of the MC in
the IMSI. Only the values '0010' and '0011' are
currently specified, all other values are reserved
for future use.

RFU (see subcl ause 9. 3).

10.3.19 EF;.... (Phase identification)

This EF contains information concerning the phase of the SIM.

Identifier: '6FAE’ | Structure: transparent Mandatory
File size: 1 byte | Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 SIM Phase M 1 byte
- SIM Phase
Coding:
'00": phase 1
'02": phase 2

'03": phase 2 and PROFILE DOWNLOAD required (see TS 11.14 [27]).

All other codings are reserved for specification by ETSI TC SMG. Codings '04' to 'OF' indicate that the SIM
supports, as a minimum, the mandatory requirements defined in this specification.

This phase identification does not preclude a SIM to support some features of a phase later than the one indicated in
EFpnase: FOr example : if EFprase iS coded '00', it may be assumed by the ME that some Phase 2 or Phase 2+ features are
supported by this SIM; if EFpnase is coded '02' or ‘03, it may be assumed by the ME that some Phase 2+ features are
supported by this SIM.

However, the services n°3 (FDN) and/or n°5 (AoC) shall only be allocated and activated in SIMs of phase 2 or later
with EFpnas being coded '02' or greater. Similarly, service n°31 (BDN) shall only be allocated and activated in SIMs
with EFpas being coded '03' or greater.

If EFprase IS cOded '03' or greater, an ME supporting SIM Application Toolkit shall perform the PROFILE
DOWNLOAD procedure, asdefined in TS 11.14 [27].

10.3.20 EF.ss (Voice Group Call Service)

This EF contains alist of those VGCS group identifiers the user has subscribed to. The elementary fileis used by the
ME for group call establishment and group call reception.
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Identifier: '6FB1' | Structure: transparent Optional
File size: 4n bytes (n <= 50) Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto4 GroupID 1 M 4 bytes
5t08 Group ID 2 0] 4 bytes
(4n-3) to 4n Group ID n o 4 bytes

- GroupID
Contents: VGCS Group ID, according to TS 23.003 [10]
Coding:

The VGCS Group ID is of avariable length with a maximum length of 8 digits. Each VGCS Group ID is
coded on four bytes, with each digit within the code being coded on four bits corresponding to BCD code.
If aVGCS Group ID of lessthan 8 digitsis chosen, then the unused nibbles shall be set to 'F. VGCS
Group ID Digit 1 isthe most significant digit of the Group ID.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|
[ LBof Dgit 10f GoupID1

MEB of Digit

1 Goup ID1
LB of Dgt 2

Goup ID1

MBof Dgt 2 of Goup ID1

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|bl|

LSBof Ogit 3of Goup ID1

MBof Ogit 3of Goup ID1
LSBof Ogt 4o Goup ID1

MBof Dgt 4 of GoupID1

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|bl|

LSBof Ogit 50f Goup ID1

MBof Ogt 50f Goup ID1
LSBof Ogt 6 of Goup ID1

MB of Dgit 6 of Goup ID1
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Byte 4.

|b8|b7|b6|b5|b4|b3|b2|bl|
[ LBof Dgit 70f GoupID1

MBof Dgt 7 of Goup ID1
LSBof Dgt 8 of Goup ID1

MB of Dgit 8 of Goup ID1

Byte (4n-3) to 4n:

|b8|b7|b6|b5|b4|b3|b2|bl|

LSBof Dgit 7 of Goup IDn

MBof Ogit 7o Goup IDn
LSBof Ogit 8o Goup IDn

MBof Dgt 8 of Goup IDn

If storage for fewer than the maximum possible number n of VGCS Group IDs, isrequired, the excess
bytes shall be set to 'FF.

10.3.21 EF.ccss (Voice Group Call Service Status)

This EF contains the status of activation for the VGCS group identifiers. The elementary file is directly related to the
EFvccs. This EF shall aways be allocated if ERgcs is alocated.

Identifier: '6FB2' | Structure: transparent | Optional
File size: 7 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto7 Activation/Deactivation Flags M 7 bytes

- Activation/Deactivation Flags
Contents: Activation/Deactivation Flags of the appropriate Group |Ds
Coding:
bit = 0 means - Group ID deactivated
bit = 1 means - Group ID activated

Byte 1:
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|b8|b7|b6|b5|b4|b3|b2|bl|

Goup ID1

Goup ID 8

etc

Byte 7:

|b8|b7|b6|b5|b4|b3|b2|bl|
Goup ID 49
Goup ID 50
b3=1
b4=1
b5=1
b6=1
b7=1
b8=1

10.3.22 EF.ss (Voice Broadcast Service)

This EF contains alist of those VBS group identifiers the user has subscribed to. The elementary file is used by the ME
for broadcast call establishment and broadcast call reception.

Identifier: '6FB3' | Structure: transparent | Optional
File size: 4n bytes (n <= 50) | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto4 GroupID 1 M 4 bytes
5to2 Group ID 2 o 4 bytes
(4n-3) to 4n Group ID n (0] 4 bytes

- GroupID
Contents: VBS Group ID, according to TS 23.003 [10]
Coding:

The VBS Group ID is of avariable length with a maximum length of 8 digits. Each VBS Group ID is
coded on four bytes, with each digit within the code being coded on four bits corresponding to BCD code.
If aVBS Group ID of lessthan 8 digitsis chosen, then the unused nibbles shall be set to 'F. VBS Group
ID Digit 1 isthe most significant digit of the Group ID.
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Byte 1.
|b8|b7|b6|b5|b4|b3|b2|b1|
[ LB
;\ASBof
LB of
;\ASBof
Byte 2
|b8|b7|b6|b5|b4|b3|b2|b1|
LB of
;\ASBof
LB of
;\ASBof
Byte 3
|b8|b7|b6|b5|b4|b3|b2|b1|
LB of
;\ASBof
LB of
;\ASBof
Byte 4.
|b8|b7|b6|b5|b4|b3|b2|b1|
LB of
;\ASBof
LB of
;\ASBof
: efCn...
Byte (4n-3) to 4n:
|b8|b7|b6|b5|b4|b3|b2|bl|
LB of
B of
LB of

Dgt

Dgt
Dagt

Dgt

Dgt

Dgt
Dagt

Dgt

Dgt

Dagt
Dgt

Dgt

Dgt

Dgt
Dgt

Dgt

Dgt

Dgt
Dgt

3 of

3 of
4 of

4 of

5 of

5 of
6 of

6 of

Goup ID1

Goup ID1
Goup ID1

Goup ID1

Goup ID1

Goup ID1
Goup ID1

Goup ID1

Goup ID1

Goup ID1
Goup ID1

Goup ID1

Goup ID1

Goup ID1
Goup ID1

Goup ID1

Goup IDn

Goup IDn
Goup IDn

MBof Dgt 8 of Goup IDn
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If storage for fewer than the maximum possible number n of VBS Group IDs, is required, the excess

bytes shall be set to 'FF'.
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10.3.23 EF.ss (Voice Broadcast Service Status)

This EF contains the status of activation for the VBS group identifiers. The elementary file is directly related to the
EFvgs. This EF shall always be allocated if EFR,gs is alocated.

Identifier: '6FB4' | Structure: transparent | Optional
File size: 7 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto7 Activation/Deactivation Flags M 7 bytes

- Activation/Deactivation Flags
Contents: Activation/Deactivation Flags of the appropriate Group IDs
Coding:

see coding of EFygcs

10.3.24 EF.u. (enhanced Multi Level Pre-emption and Priority)

This EF contains information about priority levels and fast call set-up conditions for the enhanced Multi Level Pre-
emption and Priority service that which can be used by the subscriber.

Identifier: '6FB5' | Structure: transparent | Optional
File size: 2 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Priority levels M 1 byte
2 Fast call set-up conditions M 1 byte
- Priority levels

Contents. The eMLPP priority levels subscribed to.

Coding: Each eMLPP priority level is coded on one bit. Priority levels subscribed to have their corresponding
bits set to 1. Priority levels not subscribed to have their corresponding bits set to 0. Bit b8 is reserved and set
to 0.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|

[ priority level
priority level
priority level
priority |evel
priority |evel
priority |evel
priority |evel
0

AWNPRODT>
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NOTE: Priority levels A and B can not be subscribed to (see TS 22.067 [42] for details).
EXAMPLE 1. If priority levels 0, 1 and 2 are subscribed to, EF, pp shall be coded '1C'.

- Fast call set-up conditions
Contents. For each eMLPP priority level, the capability to use afast call set-up procedure.

Coding: Each eMLPP priority level iscoded on one bit. Priority levels for which fast call set-up is alowed have
their corresponding bits set to 1. Priority levels for which fast call set-up is not allowed have their corresponding
bits set to 0. Bit b8 is reserved and set to 0.

Byte 2: fast call set-up condition for:

|b8|b7|b6|b5|b4|b3|b2|bl|

fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
fast call set-up condition for priority |evel
0

AWNRFROWD>

EXAMPLE 2.  If fast call set-up is allowed for priority levels 0 and 1, then byte 2 of EF, pp is coded '0C'.

10.3.25 EF,..v (Automatic Answer for eMLPP Service)

This EF contains those priority levels (of the Multi Level Pre-emption and Priority service) for which the mobile station
shall answer automatically to incoming calls.

Identifier: '6FB6' | Structure: transparent | Optional
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Automatic answer priority levels M 1 byte

- Automatic answer priority levels
Contents:

For each eMLPP priority level, the capability for the mobile station to answer automatically to incoming
calls (with the corresponding eMLPP priority level).

Coding:

Each eMLPP priority level is coded on one bit. Priority levels allowing an automatic answer from the
mobile station have their corresponding bits set to 1. Priority levels not allowing an automatic answer
from the mobile station have their corresponding bits set to 0. Bit b8 is reserved and set to 0.
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Byte 1.

|b8|b7|b6|b5|b4|b3|b2|bl|

Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
Aut omatic answer priority for priority |evel
0

AWNPFRPROW>>

EXAMPLE: If automatic answer is allowed for incoming calls with priority levels A, 0 and 1, then EFp o g\ pp
iscoded '0D'".
10.3.26 EF¢wo (Cell Broadcast Message Identifier for Data Download)

This EF contains the message identifier parameters which specify the type of content of the cell broadcast messages
which are to be passed to the SIM.

Any number of CB message identifier parameters may be stored in the SIM. No order of priority is applicable.

Identifier: '6F48' | Structure: transparent | Optional
File size: 2n bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to2 CB Message Identifier 1 O 2 bytes
3to4 CB Message Identifier 2 O 2 bytes
2n-1to 2n CB Message Identifier n o 2 bytes

- Cell Broadcast Message | dentifier
Coding:

asin TS 23.041 [14]. Vaueslisted show the identifiers of messages which shall be accepted by the MS
to be passed to the SIM.

Unused entries shall be set to 'FF FF'.

10.3.27 EF... (Emergency Call Codes)

This EF contains up to 5 emergency call codes.
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Identifier: '6FB7" | Structure: transparent Optiona
File size: 3n (n < 5) bytes Update activity: low
Access Conditions:

READ ALW
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1to3 Emergency Call Code 1 (0] 3 bytes

4106 Emergency Call Code 2 (0] 3 bytes

(3n-2) to 3n | Emergency Call Code n o 3 bytes

- Emergency Call Code
Contents:
Emergency Call Code
Coding:

The emergency call codeis of avariable length with a maximum length of 6 digits. Each emergency call
code is coded on three bytes, with each digit within the code being coded on four bits as shown below. If
acode of lessthat 6 digitsis chosen, then the unused nibbles shall be set to 'F'.

Byte 1.

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB of Digit 1

MBB of Digit 1
LSB of Digit 2

MSB of Digit 2

Byte 2

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB of Digit 3

MBB of Digit 3
LSB of Digit 4

MSB of Digit 4

Byte 3:

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB of Digit 5

MBB of Digit 5
LSB of Digit 6

MSB of Digit 6
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10.3.28 EF.wr (Cell broadcast message identifier range selection)

This EF contains ranges of cell broadcast message identifiers that the subscriber wishes the M S to accept.

Any number of CB Message Identifier Parameter ranges may be stored in the SIM. No order of priority is applicable.

Identifier: '6F50' | Structure: transparent | Optional
File size: 4n bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to4 CB Message ldentifier Range 1 @) 4 bytes
5t08 CB Message ldentifier Range 2 @) 4 bytes
(4n-3) to 4n CB Message Identifier Range n o 4 bytes

- Cell Broadcast Message |dentifier Ranges

Contents:
CB Message I dentifier ranges:
Coding:

bytes one and two of each range identifier equal the lower value of a cell broadcast range, bytes three and
four equal the upper value of a cell broadcast range, both values are coded asin TS 23.041 [14]

"Message Format on BTS-M S Interface - Message Identifier”. Values listed show the ranges of messages
which shall be accepted by the MS.

Unused entries shall be set to 'FF FF FF FF.

10.3.29 EF,« De-personalization Control Keys

This EF provides storage for the de-personalization control keys associated with the OTA de-personalization cycle of

TS22.022.
Identifier: '6F2C' | Structure: transparent | Optional
File size: 16 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto4 8 digits of network de-personalization control key M 4 bytes
5t08 8 digits of network subset de-personalization M 4 bytes
control key
9to 12 8 digits of service provider de-personalization M 4 bytes
control key
13t0 16 8 digits of corporate de-personalization control M 4 bytes
key

Empty control key records shall be coded 'FFFFFFFF'.

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 78 ETSI TS 100 977 V8.10.0 (2003-09)

10.3.30 EF.. (Co-operative Network List)

This EF contains the Co-operative Network List for the multiple network personalization services defined in
TS22.022.

Identifier: '6F32' | Structure: transparent | Optional
File size: 6n bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1t06 Element 1 of co-operative net list 0] 6 bytes
6n-5to 6n | Element n of co-operative net list | o | 6 bytes

- Co-operative Network List
Contents:
PLMN network subset, service provider ID and corporate ID of co-operative networks.
Coding:
For each 6 byte list element
Byte1to 3: PLMN (MCC + MNC) : according to TS 04.08 [15].

Byte 4.

|b8|b7|b6|b5|b4|b3|b2|bl|

LS bit of network subset digit 1

M5 bit of network subset digit 1
LS bit of network subset digit 2

M5 bit of network subset digit 2

Byte 5:

|b8|b7|b6|b5|b4|b3|b2|bl|

LS bit of service provider digit 1

=

M5 bit of service provider digit
LS bit of service provider digit

N

M5 bit of service provider digit 2

Byte 6:

|b8|b7|b6|b5|b4|b3|b2|bl|

LS bit of corporate digit 1

M5 bit of corporate digit 1
LS bit of corporate digit 2

M5 bit of corporate digit 2
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Empty fields shall be coded with 'FF'.
The end of the list is delimited by the first MCC field coded 'FFF'.

10.3.31 EF,. (Network's Indication of Alerting)

This EF contains categories and associated text related to the Network's indication of alerting in the MS service defined
in TS02.07 [3].

Identifier: '6F51' | Structure: linear fixed | Optional
Record length : X+1 bytes Update activity: low
Access Conditions:
READ CHV1

UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1 Alerting category M 1 byte

21to X+1 Informative text M X bytes

- Alerting category
Contents:
category of aerting for terminating traffic.
Coding:
according to TS 04.08 [15]. Vaue 'FF means that no information on alerting category is available.
- Informative text
Contents:
text describing the type of terminating traffic associated with the category.
Coding:

see the coding of the Alpha ldentifier item of the EFapy (subclause 10.5.1). The maximum number of
charactersfor thisinformative text isindicated in TS 02.07 [3].

10.3.32 EF«.errs (GPRS Ciphering key KcGPRS)

This EF contains the ciphering key KcGPRS and the ciphering key sequence number n for GPRS (see TS 23.060 [32]).

Identifier: '6F52' | Structure: transparent | Optional
File size: 9 bytes | Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto8 Ciphering key KcGPRS M 8 bytes
9 Ciphering key sequence number n for GPRS M 1 byte

- Ciphering key KcGPRS

Coding:
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The least significant bit of KcGPRS isthe least significant bit of the eighth byte. The most significant bit
of KcGPRS isthe most significant bit of the first byte.
- Ciphering key sequence number n for GPRS

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

n
bits b4 to b8 are coded 0

NOTE: TS04.08 [15] definesthe value of n=111 as "key not available". Therefore the value '07' and not 'FF
should be present following the administrative phase.

10.3.33 EF.ccerrs (GPRS location information)

This EF contains the following Location Information:
- Packet Temporary Mobile Subscriber Identity (P-TMSI);
- Packet Temporary Mobile Subscriber Identity signature value (P-TMSI signature value);
- Routing Arealnformation (RAI);

- Routing Area update status.

Identifier: '6F53' | Structure: transparent | Optional
File size: 14 bytes Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto4 P-TMSI M 4 bytes
5to7 P-TMSI signature value M 3 bytes
81013 RAI M 6 bytes
14 Routing Area update status M 1 byte

- P-TMS
Contents. Packet Temporary Mobile Subscriber Identity
Coding: according to TS 04.08 [15].
Byte 1. first byte of P-TMSI

|b8|b7|b6|b5|b4|b3|b2|bl|
| T | |
M5B
- P-TMSI signature value
Contents. Packet Temporary Mobile Subscriber Identity signature value

Coding: according to TS 04.08 [15].
Byte 5: first byte of P-TMSI signature value

b8 | b7 | b6 | b5 | b4 [ b3 | b2 | bl
R R Rl A N

VBB
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- RAI
Contents: Routing Area Information
Coding: according to TS 04.08 [15].

Byte 8: first byte of RAI

b8 | b7 | b6 | b5 | b4 [ b3 | b2 | bl
e A e L A

- Routing area update status

Contents: status of routing area update according to TS 04.08 [15].

Coding:
Byte 14:
Bits: b3 b2 bl
0O 0 O : updated
0O O 1 :notupdated
0O 1 0 :PLMN notallowed
0 1 1 : RoutingAreanot alowed
1 1 1 :reseved

Bits b4 to b8 are RFU (see subclause 9.3).

10.3.34 EFsu: (SetUpMenu Elements)

This EF contains Simple TLV s related to the menu title to be used by a SIM card supporting the SIM APl when issuing
a SET UP MENU proactive command.

Identifier: '6F54' | Structure: transparent | Optional
File size: X+Y bytes | Update activity: low
Access Conditions:

READ ADM
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1-X Title Alpha Identifier M X bytes

1+X to X+Y | Title Icon Identifier 0 Y bytes

- Title Alphaldentifier
Contents:
this field contains the Alpha Identifier Simple TLV defining the menu title text.
Coding:
accordingto TS 11.14 [27].
- Titlelcon Identifier
Contents:
this field contains the Icon Identifier Simple TLV defining the menu title icon.
Coding:

according to GSM 11.14 [27].
If not present the field shall be set to 'FF.
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Unused bytes of thisfile shall be set to 'FF'.

10.3.35 EFpumunacr (User controlled PLMN Selector with Access Technology)

This EF contains coding for n PLMNSs, where nis at least eight. Thisinformation, determined by the user, defines the
preferred PLMNs of the user in priority order. The EF also contains the Access Technologies for each PLMN in this
list. (see TS 23.122 [51]).

Identifier:'6F60" | Structure: transparent | Optional
File size: 5n (n = 8) bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to3 1 PLMN (highest priority) M 3 bytes
4t05 15 PLMN Access Technology Identifier M 2 bytes
6108 2" PLMN M 3 bytes
9to 10 2" PLMN Access Technology Identifier M 2 bytes
36 to 38 8™ PLMN M 3 bytes
39 to 40 8™ PLMN Access Technology Identifier M 2 bytes
41to 43 9™ PLMN 0 3 bytes
44 to 45 9™ PLMN Access Technology Identifier o 2 bytes
(5n-4) to (5n-2) | N™ PLMN (lowest priority) 0 3 bytes
(5n-1) to 5n N™ PLMN Access Technology Identifier 0 2 bytes

- PLMN
Contents:
Mobile Country Code (MCC) followed by the Maobile Network Code (MNC).
Coding:
according to TS 24.008 [47].
- Access Technologies
Contents. The Access Technologies of aPLMN that the MS will assume when searching for alisted PLMN.
Coding:
- 2 bytesare used to select the access technology where the meaning of each bit is as follows:

- bit = 1: access technology selected;
- bit = 0: access technology not selected.

Byte 5n-1:

|b8|b7|b6|b5|b4|b3|b2|bl|

RFU
RFU
RFU
RFU
RFU
RFU
Reserved (see 3G TS 31.102 [52])
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Byte 5n:

|b8|b7|b6|b5|b4|b3|b2|bl|

RFU
RFU
RFU
RFU
RFU
RFU
GSM COVPACT
GSM

The RFU bits are coded with '0'" in the bit positions.

10.3.36 EFcpumuncr (Operator controlled PLMN Selector with Access
Technology)
This EF contains coding for n PLMNSs, where nis at least eight. This information, determined by the operator, defines

the preferred PLMNs of the operator in priority order. The EF also contains the Access Technologies for each PLMN in
thislist (see TS 23.122 [51]).

Identifier: '6F61" | Structure: transparent | Optional
File size: 5n (n = 8) bytes | Update activity: low
Access Conditions:
READ CHV1

UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1to3 15 PLMN (highest priority) M 3 bytes

4t05 1 PLMN Access Technology Identifier M 2 bytes

36 to 38 8™ PLMN M 3 bytes

39 to 40 8™ PLMN Access Technology Identifier M 2 bytes

41 to 43 9" PLMN 0 3 bytes

44 to 45 9™ PLMN Access Technology Identifier 0 2 bytes

(5n-4) to (5n-2) | N™ PLMN (lowest priority) 0 3 bytes

(5n-1) to 5n N™ PLMN Access Technology Identifier 0 2 bytes

- PLMN
Contents:
Mobile Country Code (MCC) followed by the Mobile Network Code (MNC).
Coding:
according to TS 24.008 [47].
- Access Technologies
Contents: The Access Technologies of a PLMN that the MS will assume when searching for alisted PLMN.

Coding: See EFp mnwact for coding.
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10.3.37 EF.riumuacr (HPLMN Selector with Access Technology)

The HPLMN Selector with access technology datafield shall contain the HPLMN code, or codes together with the

respective access technology i

n priority order (see TS 23.122 [51]).

Identifier

: '6F62' | Structure: transparent | Optional

File size: 5n (n 2 1) bytes |

Update activity: low

Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1to3 15 PLMN (highest priority) M 3 bytes
4t05 15 PLMN Access Technology Identifier M 2 bytes
6t08 2" PLMN 0 3 bytes
91to 10 2" PLMN Access Technology Identifier (0] 2 bytes
(5n-4) to (5n-2) | N™ PLMN (lowest priority) 0 3 bytes
(5n-1) to 5n N™ PLMN Access Technology Identifier 0 2 bytes

- PLMN
Contents:

Mobile Country Code (MCC) followed by the Maobile Network Code (MNC).

Coding:

according to TS 24.008 [47].

- Access Technology

Contents: The Access Technology of the HPLMN that the M S will assume when searching for the HPLMN, in
priority order. The first Access Technology in the list has the highest priority.

Coding: See EFp_ ynwact fOr coding.

10.3.38 EF¢recen (CPBCCH Information)

This EF contains information concerning the CPBCCH according to TS 04.18 [48] and TS 03.22 [45].

CPBCCH storage may reduce the extent of a Mobile Station's search of CPBCCH carriers when selecting a cell. The
CPBCCH carrier lists shall be in accordance with the procedures specified in TS 04.18 [48], TS 04.60 [49] and
TS03.22 [45]. The MS stores CPBCCH information from the System Information 19 message, Packet System
Information 3, and Packet System Information 3 bis on the SIM. The same CPBCCH carrier shall never occur twicein

thelist.
Identifier: '6F63' | Structure: transparent | Optional
File size: 2n bytes Update activity: high
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto2 Element 1 of CPBCCH catrrier list M 2 bytes
2n-1to 2n Element n of CPBCCH carrier list M 2 bytes

- Element in CPBCCH carrier list
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Coding:
Byte 1. first byte of CPBCCH carrier list element

|b8|b7|b6|b5|b4|b3|b2|bl|
[ LSB of ARFCN

Byte 2: second byte of CPBCCH carrier list element

|b8|b7|b6|b5|b4|b3|b2|bl|

MSB of ARFCN

H gh/ Low band i ndi cat or
bits b4 to b7 are RFU
Enpty i ndi cat or

- ARFCN (10 bits) as defined in TS 05.05 [46].

- High/Low band indicator: If the ARFCN indicates possibly a channel in the DCS 1800 or a channel in the
PCS 1900 band, if the bit is set to '1' the channel isin the higher band (GSM 1900). If the bit is set to ‘0,
the lower band (GSM 1800) isindicated. If ARFCN indicates a unique channel, thisindicator shall be set
to'0'.

- Empty indicator: If thisbit is set to '1', no CPBCCH carrier is stored in this position. If the Empty
Indicator is set to '1', the content of the CPBCCH carrier field shall be ignored. The empty indicator shall
also be used, and set to '1', if storage of fewer than maximum number n, of CPBCCH carrier fieldsis
required.

10.3.39 EF,.s.., (Investigation Scan)

This EF contains two flags used to control the investigation scan for higher prioritized PLMNs not offering voice
services.

Identifier: '6F64' | Structure: transparent | Optional
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Investigation scan flags M 1 bytes

- Investigation scan flags

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

In limted service node
After successful PLMN sel ection
Bits b3 to b8 are coded RFU

A '1'in abit position indicates that the investigation scan shall be performed for the condition corresponding to that bit
position and a'0' that it shall not be performed.
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If this elementary fileis not present, no investigation scan shall be performed.

10.3.40 Void

10.4  Contents of DFs at the GSM application level

10.4.1 Contents of files at the GSM SoLSA level

This subclause specifies the EFsin the dedicated file DFs,_sa. It Only appliesif the SOLSA feature is supported (see
TS 23.073[33)).

The EFs contain information about the users subscribed local service areas.

10.4.1.1 EFsa (SOLSA Access Indicator)
This EF contains the 'L SA only accessindicator'. This EF shall always be allocated if DFg, sa iS present.

If theindicator is set, the network will prevent terminated and/or originated calls when the MSis camped in cells that
are not included in the list of allowed LSAsin EFg_ . Emergency calls are, however, always allowed.

The EF aso contains atext string which may be displayed when the MS is out of the served area(s).

Identifier: '4F30' | Structure: transparent | Optional
File size: X + 1 bytes | Update activity: low
Access Conditions:
READ CHV1

UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

Bytes Description M/O Length

1 LSA only access indicator M 1 byte

21to X+1 LSA only access indication text M X bytes

- LSA only access indicator
Contents: indicates whether the MSisrestricted to use LSA cells only or not.

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

b1=0: LSA only access not activated
bl=1: LSA only access activated
RFU

- LSA only accessindication text
Contents: text to be displayed by the ME when it's out of LSA area.
Coding: the string shall use either

- the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [12] with bit 8 set to 0. The aphaidentifier
shall be left justified. Unused bytes shall be set to 'FF'; or

- one of the UCS2 coded options as defined in annex B.
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10.4.1.2 EFs.. (SOLSA LSA List)

This EF contains information describing the LSAs that the user is subscribed to. This EF shall always be allocated if
DFs s IS present.

Each L SA isdescribed by one record that is linked to a L SA Descriptor file. Each record contains information of the
PLMN, priority of the LSA, information about the subscription and may also contain atext string and/or an icon that
identifies the LSA to the user. The text string can be edited by the user.

Identifier: '4F31' | Structure: linear fixed | Optional
Record length: X + 10 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto X LSA name (@) X bytes
X+1 Configuration parameters M 1 byte
X+2 RFU M 1 byte
X+3 Icon Identifier M 1 byte
X+4 Priority M 1 byte
X+5to X+7 | PLMN code M 3 bytes
X+8to X+9 | LSA Descriptor File Identifier M 2 byte
X+10 LSA Descriptor Record Identifier M 1 byte
- LSA name

Contents. LSA name string to be displayed when the ME is camped in the corresponding area, dependant on the
contents of the LSA indication for idle mode field.

Coding: the string shall use either

- the SMSdefault 7-bit coded alphabet as defined in TS 23.038 [12] with bit 8 set to 0. The alphaidentifier
shall beleft justified. Unused bytes shall be set to 'FF'; or

- oneof the UCS2 coded options as defined in annex B.
- Configuration parameters

Contents: Icon qualifier, control of idle mode support and control of LSA indication for idle mode.

Coding:
|b8|b7|b6|b5|b4|b3|b2|b1|
I con qualifier
| dl e nbde support
LSA indication for idle nobde
RFU
Icon qualifier:

Contents: Theicon qualifier indicates to the ME how the icon is to be used.

b2, bl: 00: iconisnot to be used and may not be present
01: iconis self-explanatory, i.e. if displayed, it replaces the LSA name
10: icon is not self-explanatory, i.e. if displayed, it shall be displayed together with the LSA name
11: RFU

|dle mode support:

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 88 ETSI TS 100 977 Vv8.10.0 (2003-09)
Contents: The idle mode support is used to indicate whether the ME shall favour camping on the LSA cellsin
idle mode.

b3=0: Idle mode support disabled
b3=1: Idle mode support enabled

LSA indication for idle mode:

Contents: The LSA indication for idle mode is used to indicate whether or not the ME shall display the LSA
name when the ME is camped on a cell within the LSA.

b4=0: LSA indication for idle mode disabled
b4=1: LSA indication for idle mode enabled

Bits b5 to b8 are RFU (see subclause 9.3).
- lcon Identifier
Contents. Theicon identifier addresses arecord in EFyc.
Coding: binary.
- Priority
Contents. Priority of the LSA which givesthe ME the preference of this LSA relative to the other LSAS.

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

Priority
RFU

'0" islowest priority, 'F ishighest.
- PLMN code
Contents: MCC + MNC for the LSA.
Coding: according to GSM 04.08 [15] and EF ;.
- LSA Descriptor File Identifier:
Contents: these bytes identify the EF which contains the LSA Descriptors forming the LSA.

Coding: byte X+8: high byte of the LSA Descriptor file;
byte X+9: low byte of the LSA Descriptor file.

- LSA Descriptor Record Identifier:
Contents: this byte identifies the number of the first record in the LSA Descriptor file forming the LSA.

Coding: binary.
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10.4.1.3 LSA Descriptor files

Residing under DF¢,_sa, there may be several LSA Descriptor files. These EFs contains one or more records again
containing LSA Descriptors forming the LSAs. LSAs can be described in four different ways. Asalist of LSA IDs, asa
list of LAC + Cls, asalist of Clsor asalist of LACs. Asthe basic elements (LSA ID, LAC + ClI, Cl and LAC) of the
four types of lists are of different length, they can not be mixed within one record. Different records may contain
different kinds of lists within the EFs. Examples of codings of LSA Descriptor files can be found in annex F.

Identifier: '4FXX’ | Structure: linear fixed | Optional
Record length: n*X+2 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 LSA descriptor type and number M 1 byte
2to X+1 15LSA Descriptor M X bytes
X+2 to 2X+1 | 2™ LSA Descriptor M X bytes
(n-1)*X+2 to | n™ LSA Descriptor M X bytes
n*X+1
n*X+2 Record Identifier M 1 byte

- LSA descriptor type and number:

Contents: The LSA descriptor type gives the format of the LSA descriptor and the number of valid LSA
Descriptors within the record.

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|

LSA descriptor type
Nunber of LSA Descriptors

LSA descriptor type:
Contents. Gives the format of the LSA Descriptors.

b2, bl: 00: LSA ID.
01: LAC+CI
10: CI
11: LAC

Number of LSA Descriptors:
Contents: Gives the number of valid L SA Descriptorsin the record.
Coding: binary, with b8 as M SB and b3 as LSB leaving room for 64 LSA Descriptors per record.
- LSA Descriptor
Contents. Dependant of the coding indicated in the LSA descriptor type:
- incaseof LSA ID thefield length 'X'is 3 bytes;
- incaseof LAC + ClI the field length 'X" is 4 bytes,
- incaseof Cl thefield length X" is 2 bytes;
- incaseof LAC thefield length X" is 2 bytes.
Coding: according to TS 04.08 [15].
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- Record Identifier:
Contents: This byte identifies the number of the next record containing the LSA Descriptors forming the LSA.
Coding: record number of next record. 'FF identifies the end of the chain.
Thisfile utilises the concept of chaining as for EFgyr1.

Theidentifier '"4FXX" shall be different from one LSA Descriptor file to the other and different from the identifiers of
EFsa and EFg (. For the range of "X X", see subclause 6.6.

10.4.2 Contents of files at the MEXE level

This subclause specifies the EFsin the dedicated file DFMEXE. It only appliesif support of MEXE by the SIM is
supported (see TS 23.057 [50]).

The EFsin the Dedicated File DFMEXE contain execution environment related information.

10.4.2.1 EFvexe-st (MEXE Service table)

This EF indicates which MEXE services are allocated, and whether, if allocated, the serviceis activated. If aserviceis
not allocated or not activated in the SIM, the ME shall not select this service.

Identifier: '4F40° | Structure: transparent | Optional
File size: X bytes, X > 1 | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°4 M 1 byte
2 Servicesn°5ton°8 0o 1 byte
etc.
X Services (4X-3) to (4X) (0] 1 byte
-Services
Contents:  Service n°1 : Operator root public key
Service n°2 : Administrator root public key
Service n°3: Third party root public key
Service n°4 : RFU
Coding:

2 bits are used to code each service:
first bit = 1: service alocated
first bit = 0: service not allocated
where the first bit is b1, b3, b5 or b7;
second bit = 1: service activated
second bit = O: service not activated
where the second bit is b2, b4, b6 or b8.

Service allocated means that the SIM has the capability to support the service. Service activated means that
the service isavailable for the card holder (only valid if the service is allocated).

The following codings are possible:

- first bit = 0: service not alocated, second bit has no meaning;

- first bit = 1 and second bit = O: service alocated but not activated,;
- first bit = 1 and second bit = 1: service allocated and activated.

The bits for services not yet defined shall be set to RFU. For coding of RFU see subclause 9.3.
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First byte:
|b8|b7|b6|b5|b4|b3|b2|b1|
Service n°1
Service n°2
Service n°3
Service n°4

etc.

For an example of coding see sub-clause 10.3.7

10.4.2.2 EForpk (Operator Root Public Key)

This EF contains the descriptor(s) of certificates containing the Operator Root Public Key. This EF shall only be
allocated if the operator wishes to verify applications and certificates in the MEXE operator domain using aroot public
key held on the SIM. Each record of this EF contains one certificate descriptor.

For example, Operator may provide a second key for recover disaster procedurein order to limit OTA datato load.

Identifier: '4F41' | Structure: linear fixed | Optional
Record length : X + 10 bytes, X2 1 | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Parameters indicator M 1 byte
2 Flags M 1 byte
3 Type of certificate M 1 byte
4105 Keyl/certificate file identifier M 2 bytes
6to7 Offset into key/certificate file M 2 bytes
8to9 Length of key/certificate data M 2 bytes
10 Key identifier length (X) M 1 byte
11 to 10+X | Key identifier M X bytes

- Parameter indicator
Contents:
The parameter indicator indicatesif record is full and which optional parameters are present
Coding: bit string

|b8|b7|b6|b5|b4|b3|b2|bl|

Certificate descriptor is valid (bitl=0 key
descriptor is valid)

Reserved bit set to 1 (bitx=0 optional paraneter
present)

- Hags
Contents:
The authority flag indicates whether the certificate identify an authority (i.e. CA or AA) or not.
Coding: bit string

|b8|b7|b6|b5|b4|b3|b2|bl|

Authority certificate (bit=1 certificate of an
aut hority)

—__RFU
RFU
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- Type of certificate
Contents:
Thisfield indicates the type of certificate containing the key.
Coding: binary :
0 :WTLS
1 :X509
2 :X9.68
Other values are reserved for further use

- Key/certificate File Identifier
Contents:
these bytes identify an EF which is the key/certificate data file (see subclause 10.7.5), holding the actual
key/certificate data for this record.
Coding:
byte 4: high byte of Key/certificate File Identifier;
byte 5: low byte of Key/certificate File Identifier.

- Offset into Key/certificate File
Contents:
these bytes specify an offset into the transparent key/certificate data File identified in bytes 4 and 5.
Coding:
byte 6: high byte of offset into Key/certificate Data File;
byte 7: low byte of offset into Key/certificate DataFile

- Length of Key/certificate Data
Contents:
these bytes yield the length of the key/certificate data, starting at the offset identified in " Offset into
Key/certificate File" field.
Coding:
byte 8: high byte of Key/certificate Datalength;
byte 9: low byte of Key/certificate Data length.

- Key identifier length
Contents:
Thisfield gives length of key identifier
Coding:
binary

- Key identifier
Contents:
Thisfield provides a means of identifying certificates that contain a particular public key (chain building) and
linking the public key to its corresponding private key. For more information about value and using see
TS 23.057 [50].
Coding:
octet string

Note: transparent key/certificate data longer than 256 bytes may be read using successive READ BINARY
commands.
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10.4.2.3 EFarpk (Administrator Root Public Key)

This EF contains the descriptor(s) of certificates containing the Administrator Root Public Key. This EF shall only be
alocated if the SIM issuer wishesto control the Third Party certificates on the terminal using an Administrator Root
Public Key held on the SIM. Each record of this EF contains one certificate descriptor.

Thisfile shall contain only one record.

Identifier: '4F42' | Structure: linear fixed | Optional
Record length: X + 10 bytes, Xz 1 Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Parameters indicator M 1 byte
2 Flags M 1 byte
3 Type of certificate M 1 byte
4105 Keyl/certificate file identifier M 2 bytes
6t07 Offset into key/certificate file M 2 bytes
8109 Length of key/certificate data M 2 bytes
10 Key identifier length (X) M 1 byte
11 to 10+X | Key identifier M X bytes

For contents and coding of all data items see the respective data items of the EFrp (Sub-clause 10.4.2.1).

10.4.2.4 EFtprek (Third Party Root Public key)

This EF contains descriptor(s) of certificates containing the Third Party Root Public key (s). This EF shall only be
allocated if the SIM issuer wishes to verify applications and certificatesin the MEXE Third Party domain using root
public key(s) held on the SIM. This EF can contain one or more root public keys. Each record of this EF contains one
certificate descriptor.

For example, an operator may provide several Third Party root public keys.

Identifier: '4F43' | Structure: linear fixed | Optional
Record length : X + Y + 11 bytes, X 2 1; Update activity: low
Y=1
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Parameters indicator M 1 byte
2 Flags M 1 byte
3 Type of certificate M 1 byte
4105 Keyl/certificate file identifier M 2 bytes
6t07 Offset into key/certificate file M 2 bytes
8109 Length of key/certificate data M 2 bytes
10 Key identifier length (X) M 1 byte
11 to 10+X | Key identifier M X bytes
11+X Certificate identifier length (m) M 1 byte
12+X to Certificate identifier M Y bytes
11+X+Y
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- Certificate identifier length
Contents:
Thisfield gives length of certificate identifier
Coding:
binary

- Certificate identifier
Contents:
Thisfield identify the issuer and provide a easy way to find a certificate. For more information about value
and usage, see TS 23.057 [50].
Coding:
Octet string

For contents and coding of all other data items see the respective dataitems of the EFgrpy (Sub-clause 10.7.1).

10.4.2.5 Trusted Key/Certificates Data Files

Residing under DFy e, there may be several key/certificates data files. These EFs containing key/certificates data shall
have the following attributes:

Identifier: '4FXX’ | Structure: transparent | Optional
Record length: Y bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
ltoY Key/Certicates Data M Y bytes

Contents and coding:

Key/certificate data are accessed using the key/certificates descriptors provided by EFrprex (Se€ sub-clause
10.4.2.4).

Theidentifier '4FXX' shall be different from one key/certificate datafile to the other. For the range of "X X', see sub-
clause 6.6. The length Y may be different from one key/certificate data file to the other.

10.5 Contents of files at the telecom level

The EFsin the Dedicated File DFyg ecom COntain service related information.

10.5.1 EF,. (Abbreviated dialling numbers)

This EF contains Abbreviated Dialling Numbers (ADN) and/or Supplementary Service Control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also
contain an associated al pha-tagging.
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Identifier: '6F3A' Structure: linear fixed Optional
Record length: X+14 bytes Update activity: low
Access Conditions:

READ CHV1

UPDATE CHV1

INVALIDATE CHV2

REHABILITATE CHV2
Bytes Description M/O Length
lto X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3to X+12 | Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration Identifier M 1 byte
X+14 Extensionl Record Identifier M 1 byte
- Alphaldentifier

Contents:

Alpha-tagging of the associated dialling number.
Coding:

this alpha-tagging shall use either

- the SMS default 7-bit coded alphabet as defined in TS 23.038 [12] with bit 8 set to 0. The alpha
identifier shall be left justified. Unused bytes shall be set to 'FF'; or

- one of the UCS2 coded options as defined in annex B.

NOTE 1. Thevaue of X may be from zero to 241. Using the command GET RESPONSE the ME can determine
the value of X.

- Length of BCD number/SSC contents
Contents:

this byte gives the number of bytes of the following two data items containing actual BCD number/SSC
information. This means that the maximum valueis 11, even when the actual ADN/SSC information
length is greater than 11. When an ADN/SSC has extension, it isindicated by the extensionl identifier
being unequal to 'FF'. The remainder is stored in the EFgy 1, with the remaining length of the additional

data being coded in the appropriate additional record itself (see subclause 10.5.10).
Coding:
according to TS 04.08 [15].
- TON and NPI
Contents:
Type of number (TON) and numbering plan identification (NPI).
Coding:

according to TS 04.08 [15]. If the Dialling Number/SSC String does not contain a dialling number, e.g. a
control string deactivating a service, the TON/NPI byte shall be set to 'FF' by the ME (see note 2).

NOTE 2: If adialing number is absent, no TON/NPI byte is transmitted over the radio interface (see
TS 04.08 [15]). Accordingly, the ME should not interpret the value 'FF' and not send it over the radio
interface.
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|b8|b7|b6|b5|b4|b3|b2|bl|

TON

- Dialling Number/SSC String
Contents:
up to 20 digits of the telephone number and/or SSC information.
Coding:

accordingto TS 04.08 [15] , TS 02.30 [8] and the extended BCD-coding (see table 12). If the telephone
number or SSC is longer than 20 digits, the first 20 digits are stored in this dataitem and the remainder is
stored in an associated record in the EFgxr1. The record isidentified by the Extensionl Record Identifier.
If ADN/SSC require less than 20 digits, excess nibbles at the end of the data item shall be set to 'F'.
Whereindividual dialled numbers, in one or more records, of less than 20 digits share a common
appended digit string the first digits are stored in this data item and the common digits stored in an
associated record in the EFgx1. Therecord isidentified by the Extension 1 Record Identifier. Excess
nibbles at the end of the dataitem shall be set to 'F'.

Byte X+3

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB of Digit 1

MBB of Digit 1
LSB of Digit 2

MSB of Digit 2

Byte X+4:

|b8|b7|b6|b5|b4|b3|b2|bl|

LSB of Digit 3

MSB of Digit 3
LSB of Digit 4

MSB of Digit 4

etc.
- Capability/Configuration I dentifier
Contents:

capability/configuration identification byte. This byte identifies the number of arecord in the EFcp

containing associated capability/configuration parameters required for the call. The use of thisbyteis
optional. If itisnot used it shall be set to 'FF'.

Coding:
binary.
- Extensionl Record Identifier
Contents:

extensionl record identification byte. This byte identifies the number of arecord in the EFgx, containing
an associated called party subaddress or additional data. The use of this byteis optional. If it is not used it
shall be set to 'FF.
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If the ADN/SSC requires both additional data and called party subaddress, this byte identifies the
additional record. A chaining mechanism inside EFgx1, identifies the record of the appropriate called
party subaddress (see subclause 10.5.10).

Coding:
binary.

NOTE 3: AsEFppy ispart of the DFyg ecom it may be used by GSM and also other applicationsin a
multi-application card. If the non-GSM application does not recognize the use of Type of Number (TON)
and Number Plan Identification (NPI), then the information relating to the national dialing plan must be
held within the data item dialling number/SSC and the TON and NPI fields set to UNKNOWN. This
format would be acceptable for GSM operation and also for the non-GSM application where the TON and
NPI fields shall be ignored.

EXAMPLE: SIM storage of an International Number using E.164 [19] numbering plan.
TON NPI Digit field

GSM application 001 0001 abc...
Other application compatible with GSM 000 0000  xxx...abc...

where "abc..." denotes the subscriber number digits (including its country code), and "xxx..."
denotes escape digits or anational prefix replacing TON and NPI.

NOTE 4. When the ME acts upon the EF,p with a SEEK command in order to identify a character string in the

alpha-identifier, it is the responsibility of the ME to ensure that the number of characters used as SEEK
parameters are less than or equal to the value of X if the MMI allows the user to offer a greater number.

Table 12: Extended BCD coding

BCD Value Character/Meaning

0 "o

9" g

% o

B o

'C' DTMF Control digit separator (TS 02.07 [3])

‘D' "Wild" value
This will cause the MMI to prompt the user for a single digit (see
TS 02.07 [3]).

'E' Expansion digit ("Shift Key").
It has the effect of adding 10" to the following digit. The following BCD digit
will hence be interpreted in the range of '10'-'"1E". The purpose of digits in
this range is for further study.

'F Endmark
e.g. in case of an odd number of digits

BCD values'C', 'D' and 'E' are never sent across the radio interface.
NOTE5: Theinterpretation of values'D’, 'E' and 'F as DTMF digitsis for further study.

NOTE 6: A second or subsequent 'C' BCD vaue will be interpreted as a 3 second PAUSE (see TS 02.07 [3]).
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This EF contains Fixed Dialling Numbers (FDN) and/or Supplementary Service Control strings (SSC). In addition it
contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also contain an
associated alpha-tagging.

Identifier: '6F3B' |

Structure: linear fixed |

Optional

Record length: X+14 bytes |

Update activity: low

Access Conditions:

READ CHV1

UPDATE CHV2

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
lto X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3 to X+12 Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration Identifier M 1 byte
X+14 Extension2 Record Identifier M 1 byte

For contents and coding of all data items see the respective data items of the EFpy (subclause 10.5.1), with the
exception that extension records are stored in the EFgxro.

NOTE:

10.5.3

Thevalue of X (the number of bytesin the apha-identifier) may be different to the length denoted X in

EFsus (Short messages)

This EF contains information in accordance with TS 23.040 [13] comprising short messages (and associated
parameters) which have either been received by the MS from the network, or are to be used as an M S originated

message.
Identifier: '6F3C' | Structure: linear fixed | Optional
Record length: 176 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Status M 1 byte
210176 Remainder M 175 bytes
- Status
Contents:
Status byte of the record which can be used as a pattern in the SEEK command. For MS originating
messages sent to the network, the status shall be updated when the M S receives a status report, or sends a
successful SMS Command relating to the status report.
Coding:
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|b8|b7|b6|b5|b4|b3|b2|bl|

U U T

X X 0 free space

X X 1 used space

0 0 1 nessage received by M5 from network; nessage read

0 1 1 nmessage received by M5 fromnetwork; nessage to be
read

1 1 1 MBS originating nessage; nessage to be sent
RFU (see subcl ause 9. 3)

|b8|b7|b6|b5|b4|b3|b2|bl|

T T T T T

X X 1 0 1 MBS originating nessage; nessage sent to the network

0 0 1 0 1 status report not requested

0 1 1 0 1 status report requested but not (yet) received

1 0 1 0 1 status report requested, received but not stored
in EF- SVMBR;

1 1 1 0 1 status report requested, received and stored
i n EF- SVBR;

RFU (see subcl ause 9. 3)

- Remainder
Contents:

This dataitem commences with the TS-Service-Centre-Address as specified in TS 24.011 [16]. The bytes
immediately following the TS-Service-Centre-Address contain an appropriate short message TPDU as
specified in TS 23.040 [13], with identical coding and ordering of parameters.

Coding:

according to TS 23.040 [13] and TS 24.011 [16]. Any TP-message reference contained in an MS
originated message stored in the SIM, shall have a value as follows:

Value of the TP-message-reference:

message to be sent: 'FF
message sent to the network: the value of TP-Message-Reference used in the
message sent to the network.

Any bytesin the record following the TPDU shall be filled with 'FF'.

It ispossible for a TS-Service-Centre-Address of maximum permitted length, e.g. containing more than 18
address digits, to be associated with a maximum length TPDU such that their combined length is 176 bytes.
In this case the ME shall storein the SIM the TS-Service-Centre-Address and the TPDU in bytes 2-176
without modification, except for the last byte of the TPDU, which shall not be stored.

10.5.4 Capability configuration parameters

10.5.4.1 EFccr (Capability configuration parameters)

This EF contains parameters of required network and bearer capabilities and ME configurations associated with a call
established using an abbreviated dialling number, afixed dialling number, an MSISDN, alast number dialed, a service
dialling number or abarred dialling number.

For compatibility reasons, this file may be present for release 98 or earlier MEsin order to support Capability
Configuration Parameters service.
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Identifier: '6F3D' Structure: linear fixed Optional
Record length: 14 bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1to 10 Bearer capability information element M 10 bytes
11to 14 Bytes reserved - see below M 4 bytes

- Bearer capability information element
Contents and Coding:

- seeTS04.08[15]. The Information Element Identity (IEI) shall be excluded. i.e. the first byte of the
EFccp record shall be Length of the bearer capability contents.

- Bytes 11-14 shall be set to 'FF and shall not be interpreted by the ME.

10.5.4.2 EFcccr (Extended Capability configuration parameters)

This EF contains parameters of required network and bearer capabilities and ME configurations associated with a call
established using an abbreviated dialling number, afixed dialling number, an MSISDN, alast number dialled, a service
dialling number or abarred dialling number.

The number of records of the EFgccp shall be equal to the number of records of the EFccp. Each record of the EFccp
shall have a corresponding record in the EFgccp with the same record number.

If an ME has to update a record, then the ME shall update each record of both files, EFccp with 10 bytes and EFgccp
with X bytes (X=15).

If an ME has to read arecord, then the ME shall check the consistency between the record of the EFgccp and the
corresponding record of the EFccp and update the record of the EFeccp With the value of the corresponding record of the
EFcer.

Identifier: '6F4F" | Structure: linear fixed | Optional
Record length: X (X=15) Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
ltoX Bearer capability information element M X bytes

- Bearer capability information element
Contents and Coding:

see TS 24.008 [47]. The Information Element Identity (IEI) shall be excluded, i.e. the first byte of the
EFeccp record shall be Length of the bearer capability contents.

Unused bytes are filled with 'FF.

10.5.5 EFusson (MSISDN)

This EF contains MSISDN(s) related to the subscriber. In addition it contains identifiers of associated network/bearer
capabilities and identifiers of extension records. It may also contain an associated al pha-tagging.
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Identifier: '6F40' Structure: linear fixed Optional
Record length: X+14 bytes Update activity: low
Access Conditions:

READ CHV1

UPDATE CHV1

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
lto X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3to X+12 | Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration Identifier M 1 byte
X+14 Extensionl Record Identifier M 1 byte

For contents and coding of al dataitems see the respective data items of EFapy.

NOTE 1: If the SIM stores more than one MSISDN number and the ME displays the MSISDN number(s) within
theinitialization procedure then the one stored in the first record shall be displayed with priority.

NOTE 2: Thevaue of X (the number of bytesin the alpha-identifier) may be different to the length denoted X in
EFADN.

10.5.6 EFg,s (Short message service parameters)

This EF contains values for Short M essage Service header Parameters (SM SP), which can be used by the ME for user
assistance in preparation of mobile originated short messages. For example, a service centre address will often be
common to many short messages sent by the subscriber.

The EF consists of one or more records, with each record able to hold a set of SM S parameters. Thefirst (or only)
record in the EF shall be used as a default set of parameters, if no other record is selected.

To distinguish between records, an alpha-identifier may be included within each record, coded on Y bytes.

The SMS parameters stored within a record may be present or absent independently. When a short message is to be sent
from the MS, the parameter in the SIM record, if present, shall be used when avalue is not supplied by the user.

Identifier: '6F42' | Structure: linear fixed | Optional
Record length: 28+Y bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
ltoY Alpha-Identifier (0] Y bytes
Y+1 Parameter Indicators M 1 byte
Y+2 to Y+13 TP-Destination Address M 12 bytes
Y+14 to Y+25 TS-Service Centre Address M 12 bytes
Y+26 TP-Protocol Identifier M 1 byte
Y+27 TP-Data Coding Scheme M 1 byte
Y+28 TP-Validity Period M 1 byte

Storage is allocated for all of the possible SM S parameters, regardless of whether they are present or absent. Any bytes
unused, due to parameters not requiring all of the bytes, or due to absent parameters, shall be set to 'FF'.

- Alpha-ldentifier

Contents:
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Alpha Tag of the associated SM S-parameter.
Coding:
see subclause 10.5.1 (EFapn)-

NOTE: Thevaueof Y may be zero, i.e. the alpha-identifier facility is not used. By using the command GET
RESPONSE the ME can determine the value of Y.

- Parameter Indicators
Contents:

Each of the default SM S parameters which can be stored in the remainder of the record are marked absent
or present by individual bits within this byte.

Coding:

Allocation of bits:

Bit number Parameter indicated
TP-Destination Address
TS-Service Centre Address
TP-Protocol Identifier
TP-Data Coding Scheme
TP-Validity Period
reserved, setto 1

reserved, setto 1

reserved, setto 1

O~NOOOTAWNER

Bit value Meaning
0 Parameter present
1 Parameter absent

- TP-Destination Address
Contents and Coding: As defined for SM-TL address fieldsin TS 23.040 [13].
- TP-Service Centre Address
Contents and Coding: As defined for RP-Destination address Centre Addressin TS 24.011 [16].
- TP-Protocol Identifier
Contents and Coding: As defined in TS 23.040 [13].
- TP-Data Coding Scheme
Contents and Coding: Asdefined in TS 23.038 [12].
- TP-Vdlidity Period

Contents and Coding: Asdefined in TS 23.040 [13] for the relative time format.

10.5.7 EFauss (SMS status)

This EF contains status information relating to the short message service.

The provision of this EF is associated with EFgys. Both files shall be present together, or both absent from the SIM.
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Identifier: '6F43' | Structure: transparent Optional
File size: 2+X bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Last Used TP-MR M 1 byte
2 SMS "Memory Cap. Exceeded" Not. Flag M 1 byte
3t0 2+X RFU (0] X bytes

- Last Used TP-MR.
Contents:

the value of the TP-Message-Reference parameter in the last mobile originated short message, as defined
in TS 23.040 [13].

Coding:
as defined in TS 23.040 [13].
-  SMS"Memory Capacity Exceeded" Notification Flag.
Contents:

Thisflag isrequired to allow a process of flow control, so that as memory capacity in the MS becomes
available, the Network can be informed. The process for thisis described in TS 23.040 [13].

Coding:
b1=1 meansflag unset; memory capacity available
b1=0 meansflag set

b2 to b8 are reserved and set to 1.

10.5.8 EF, (Last number dialled)

This EF contains the last numbers dialled (LND) and/or the respective supplementary service control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also
contain associated a pha-tagging.

Identifier: '6F44' |
Record length: X+14 bytes |

Structure: cyclic | Optional
Update activity: low

Access Conditions:

READ CHV1

UPDATE CHV1

INCREASE NEVER

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3to X+12 | Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration Identifier M 1 byte
X+14 Extensionl Record Identifier M 1 byte
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For contents and coding, see subclause 10.5.1 EFpy.
The value of X in EF \p may be different to both the value of X in EF5py and of X in EFgpy.

If the value of X in EF_\p islonger than the length of the a-tag of the number to be stored, then the ME shall pad the
o-tag with 'FF'. If the value of X in EF_yp is shorter than the length of the a-tag of the number to be stored, then the ME
shall cut off excessive bytes.

10.5.9 EFs, (Service Dialling Numbers)

This EF contains special service numbers (SDN) and/or the respective supplementary service control strings (SSC). In
addition it contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also
contain associated a pha-tagging.

Identifier: '6F49' | Structure: linear fixed | Optional
Record length: X+14 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
lto X Alpha identifier 0] X bytes
X+1 Length of BCD number/SSC contents M 1 bytes
X+2 TON and NPI M 1 byte
X+3 to X+12 | Dialling Number/SSC String M 10 bytes
X+13 Capability/Configuration Identifier M 1 byte
X+14 Extension3 Record ldentifier M 1 byte

For contents and coding of all data items see the respective data items of the EF,py (subclause 10.5.1), with the
exception that extension records are stored in the EFgyra.

NOTE: Thevaueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in
EFADN.

10.5.10 EF (Extensionl)

This EF contains extension data of an ADN/SSC, an MSISDN, or an LND. Extension data is caused by:

- an ADN/SSC (MSISDN, LND) which is greater than the 20 digit capacity of the ADN/SSC (MSISDN, LND)
Elementary File or where common digits are required to follow an ADN/SSC string of less than 20 digits. The
remainder is stored in this EF as arecord, which isidentified by a specified identification byte inside the
ADN/SSC (MSISDN, LND) Elementary File. The EXT1 record in this caseis specified as additional data;

- anassociated called party subaddress. The EXT1 record in this case is specified as subaddress data.

Identifier: '6F4A’ | Structure: linear fixed | Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte

- Record type
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Contents: type of the record

Coding:

|b8|b7|b6|b5|b4|b3|b2|bl|
[ Called Party Subaddress

Addi ti onal data
RFU

b3-b8 are reserved and set to O;

abit set to 1 identifies the type of record;
only one type can be set;

'00" indicates the type "unknown".

The following example of coding means that the type of extension datais "additional data':

b8 | b7 | b6 | b5 | b4 [ b3 | b2 | bl
R G

0 0 0 0 0 0 1 0

- Extension data
Contents: Additional data or Called Party Subaddress depending on record type.
Coding:
Case 1, Extensionl record is additional data:

Thefirst byte of the extension data gives the number of bytes of the remainder of ADN/SSC (respectively
MSISDN, LND). The coding of remaining bytesis BCD, according to the coding of ADN/SSC
(MSISDN, LND). Unused nibbles at the end have to be set to 'F'. It is possibleif the number of additional
digits exceeds the capacity of the additional record to chain another record inside the EXT1 Elementary
File by the identifier in byte 13.

Case 2, Extensionl record is Called Party Subaddress:

The subaddress data contains information as defined for this purpose in TS 04.08 [15]. All information
defined in TS 04.08, except the information element identifier, shall be stored in the SIM. The length of
this subaddress data can be up to 22 bytes. In those cases where two extension records are needed, these
records are chained by the identifier field. The extension record containing the first part of the called
party subaddress points to the record which contains the second part of the subaddress.

- ldentifier
Contents: identifier of the next extension record to enable storage of information longer than 11 bytes.
Coding: record number of next record. 'FF identifies the end of the chain.

EXAMPLE: Of achain of extension records being associated to an ADN/SSC. The extensionl record identifier
(Byte 14+X) of ADN/SSCisset to 3.

No of Record Type Extension Data Next Record
Recbrd 3 02 XX xx 06 —
Record 4 XX XX veviinnn XX XX’

Record 5 ‘01 XX e XX o —

Record 6 ‘01 XX eeneend XX ‘05’ 44—

In this example ADN/SSC is associated to additional data (record 3) and a called party subaddress whose length is more
than 11 bytes (records 6 and 5).
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10.5.11 EFe, (Extension?2)

This EF contains extension data of an FDN/SSC (see EXT2 in subclause 10.5.2).

Identifier: '6F4B' | Structure: linear fixed | Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV2
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte
For contents and coding see subclause 10.5.10 EFgys.
10.5.12 EF.+; (Extension3)
This EF contains extension data of an SDN (see EXT3 in subclause 10.5.9).
Identifier: '6F4C' | Structure: linear fixed Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see subclause 10.5.10 EFgys.

10.5.13 EF:,, (Barred Dialling Numbers)

This EF contains Barred Dialling Numbers (BDN) and/or Supplementary Service Control strings (SSC). In addition it
contains identifiers of associated network/bearer capabilities and identifiers of extension records. It may also contain an
associated alpha-tagging.
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Identifier: '6F4D' Structure: linear fixed Optional
Record length: X+15 bytes Update activity: low
Access Conditions:

READ CHV1

UPDATE CHV2

INVALIDATE CHV2 / ADM (set at personalisation)

REHABILITATE CHV2 / ADM (set at personalisation)
Bytes Description M/O Length
1to X Alpha Identifier (0] X bytes
X+1 Length of BCD number/SSC contents M 1 byte
X+2 TON and NPI M 1 byte

X+3to X+12 | Dialling Number/SSC String M 10 bytes

X+13 Capability/Configuration Identifier M 1 byte
X+14 Extension4 Record Identifier M 1 byte
X+15 Comparison Method Pointer M 1 byte

For contents and coding of al dataitems, except for the Comparison Method Pointer, see the respective data items of
the EFapn (subclause 10.5.1), with the exception that extension records are stored in the EFgy14. The Comparison
Method Pointer refersto arecord number in EFcy,.

NOTE: Thevalueof X (the number of bytesin the alpha-identifier) may be different to the length denoted X in

10.5.14 EF. (Extension4)

This EF contains extension data of an BDN/SSC (see EXT4 in subclause 10.5.13).

Identifier: '6F4E’ | Structure: linear fixed | Optional
Record length: 13 bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV2
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Record type M 1 byte
2to 12 Extension data M 11 bytes
13 Identifier M 1 byte

For contents and coding see subclause 10.5.10 EFgyts.

10.5.15 EFss (Short message status reports)

This EF contains information in accordance with TS 23.040 [13] comprising short message status reports which have
been received by the MS from the network.

Each record is used to store the status report of a short message in arecord of EFgys. The first byte of each record isthe
link between the status report and the corresponding short message in EFgys.
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Identifier: '6F47' Structure: linear fixed Optional
Record length: 30 bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 SMS record identifier M 1
21030 SMS status report M 29 bytes

SMS record identifier
Contents:

This dataitem identifies the corresponding SM S record in EFgys, €.g. if thisbyte is coded '05' then this
status report corresponds to the short message in record #5 of EFgys.

Coding:

‘00 - empty record

'01' - 'FF' - record number of the corresponding SMSin EFgys.
SMS status report
Contents:

This dataitem contains the SMS-STATUS-REPORT TPDU as specified in TS 23.040 [13], with identical
coding and ordering of parameters.

Coding:
according to TS 23.040 [13]. Any bytesin the record following the TPDU shall be filled with 'FF'.

10.5.16 EF., (Comparison Method Information)

This EF contains alist of Comparison Method Identifiers and a pha-tagging associated with BDN entries (see EFgpy)-
This EF shall always be present if EFgpy, is present.

Identifier: '6F58' | Structure: linear fixed | Optional
Record length: X+1 bytes | Update activity: low
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1to X Alpha Identifier M X bytes
X+1 Comparison Method Identifier M 1 byte

Alpha Identifier

Contents:

Alpha-tagging of the associated Comparison Method I dentifier
Coding:

Same asthe alphaidentifier in EFapy.
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- Comparison Method Identifier
Contents:

this byte describes the comparison method which is associated with a BDN record. Itsinterpretation is not
specified but it shall be defined by the operators implementing the BDN feature.

Coding:
'00" - 'FE' = Comparison Method Identifier.

'FF' = Default method.

10.6 DFs at the telecom level
DFs may be present as child directories of DFg ecom- The following has been defined.

DFcraprics  'SFS0'

10.6.1 Contents of files at the telecom graphics level

The EFsin the Dedicated File DFgrapHicsCOntain graphical information.

10.6.1.1 EFwue (Image)

Each record of this EF identifies instances of one particular graphical image, which graphical image isidentified by this
EF's record number.

Image instances may differ as to their size, having different resolutions, and the way they are coded, using one of
several image coding schemes.

As an example, image k may represent a company logo, of which there are i instances on SIM, of various resolutions
and perhaps encoded in several image coding schemes. Then, the i instances of the company's logo are described in
record k of this EF.

Identifier: '4F20' | Structure: linear fixed | Optional
Record length: 9n+1 or 9n+2 bytes Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Number of Actual Image Instances M 1 byte
21010 Descriptor of Image Instance 1 M 9 bytes
11to 19 Descriptor of Image Instance 2 (0] 9 bytes
9 (n-1) + 2to | Descriptor of Image Instance n (0] 9 bytes
9n+1
9n + 2 RFU o 1 byte

- Number of Actual Image Instances

Contents: this byte gives the number of actual image instances described in the following dataitems (i.e. unused
descriptors are not counted).

Coding: binary

- Image Instance Descriptor
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Contents. a description of an image instance
Coding: see below
Byte 1: Image Instance Width
Contents:
this byte specifies the image instance width, expressed in raster image points.
Coding:
binary.
Byte 2: Image Instance Height
Contents:
this byte specifies the image instance height, expressed in raster image points.
Coding:
binary.
Byte 3: Image Coding Scheme
Contents:
this byte identifies the image coding scheme that has been used in encoding the image instance.
Coding:
"11' - basic image coding scheme as defined in annex G;
'21' - colour image coding scheme as defined in annex G;
other values are reserved for future use.
Bytes 4 and 5: Image Instance File Identifier
Contents:

these bytes identify an EF which is the image instance data file (see subclause 10.6.1.2), holding
the actual image datafor this particular instance.

Coding:
byte 4: high byte of Image Instance File |dentifier;
byte 5: low byte of Image Instance File Identifier.
Bytes 6 and 7: Offset into Image Instance File
Contents:
these bytes specify an offset into the transparent | mage Instance File identified in bytes 4 and 5.
Coding:
byte 6: high byte of offset into Image Instance File;
byte 7: low byte of offset into Image Instance File
Bytes 8 and 9: Length of Image Instance Data
Contents:

these bytes yield the length of the image instance data, starting at the offset identified in bytes 6
and 7.
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Coding:
byte 8: high byte of Image Instance Data length;
byte 9: low byte of Image Instance Data length.
NOTE: Transparent image instance data longer than 256 bytes may be read using successive READ BINARY
commands.
10.6.1.2 Image Instance Data Files

Residing under DFgraphics, there may be several image instance data files. These EFs containing image instance data
shall have the following attributes.

Identifier: '"4FXX' | Structure: transparent | Optional
Record length: Y bytes | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1toY Image Instance Data M Y bytes

Contents and coding:

Image instance data are accessed using the image instance descriptors provided by EF g (see
subclause 10.6.1.1).

Theidentifier '4FX X' shall be different from one image instance datafile to the other. For the range of "X X', see
subclause 6.6. The length Y may be different from one image instance datafile to the other.

10.7 Files of GSM

This subclause contains a figure depicting the file structure of the SIM. DFggy shall be selected using the identifier
"7TF20'. If selection by this means fails, then DCS 1800 MEs shall, and optionally GSM MEs may then select DFggy
with '7F21'.

NOTE 1. The selection of the GSM application using the identifier "7F21', if selection by means of the identifier
"7TF20 fails, isto ensure backwards compatibility with those Phase 1 SIMs which only support the
DCS 1800 application using the Phase 1 directory DFpcsig coded '7F21'.

NOTE 2: To ensure backwards compatibility with those Phase 1 DCS 1800 MEs which have no means to select
DFgsv two options have been specified. These options are givenin GSM 09.91 [17].

NOTE 3: Thevalue '6F65' under DFGSM was used in earlier versions of this specification, and should not be re-
assigned in future versions.
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Figure 8: File identifiers and directory structures of GSM

11 Application protocol

When involved in GSM administrative management operations, the SIM interfaces with appropriate terminal
equipment. These operations are outside the scope of this standard.

When involved in GSM network operations the SIM interfaces with an ME with which messages are exchanged. A
message can be a command or a response.

- A GSM command/response pair is a sequence consisting of a command and the associated response.

- A GSM procedure consists of one or more GSM command/response pairs which are used to perform al or part
of an application-oriented task. A procedure shall be considered as awhole, that isto say that the corresponding
task is achieved if and only if the procedure is completed. The ME shall ensure that, when operated according to
the manufacturer's manual, any unspecified interruption of the sequence of command/response pairs which
realize the procedure, leads to the abortion of the procedure itself.

- A GSM session of the SIM in the GSM application istheinterval of time starting at the completion of the SIM
initialization procedure and ending either with the start of the GSM session termination procedure, or at the first
instant the link between the SIM and the ME isinterrupted.

During the GSM network operation phase, the ME plays the role of the master and the SIM plays the role of the dlave.

The SIM shall execute all GSM and SIM Application Toolkit commands or procedures in such away as not to
jeopardise, or cause suspension, of service provisioning to the user. This could occur if, for example, execution of the
RUN GSM ALGORITHM is delayed in such away which would result in the network denying or suspending service to
the user.

Some procedures at the SIM/ME interface require MMI interactions. The descriptions hereafter do not intend to infer
any specific implementation of the corresponding MMI. When MMI interaction is required, it is marked "MMI" in the
list given below.

Some procedures are not clearly user dependent. They are directly caused by the interaction of the M S and the network.
Such procedures are marked "NET" in the list given below.

Some procedures are automatically initiated by the ME. They are marked "ME" in the list given below.
The list of procedures at the SIM/ME interface in GSM network operation is as follows:

General Procedures:

- Reading an EF ME
- Updating an EF ME
- Increasing an EF ME

SIM management procedures:

- SIM initialization ME
- GSM session termination ME
- Emergency call codes request ME
- Extended language preference request ME
- Language preference request ME
- Administrative information request ME
- SIM service table request ME
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SIM phase request

CHYV related procedures:

CHYV verification

CHV value substitution
CHYV disabling

CHV enabling

CHV unblocking

GSM security related procedures:

GSM algorithms computation
IMSI request

Access control information reguest
HPLMN search period request
Location Information

GPRS Location Information
Cipher key

GPRS Cipher key

BCCH information

Forbidden PLMN information

LSA information

Subscription related procedures:

Dialling Numbers (ADN, FDN, MSISDN, LND, SDN, BDN)

Short messages (SMS)

Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
PLMN Selector

HPLMN Selector with Access Technology

User controlled PLMN Selector with Access Technology

Operator controlled PLMN Selector with Access Technology

Investigation Scan request

CPBCCH information

Cell Broadcast Message |dentifier (CBMI)
Group Identifier Level 1 (GID1)

Group Identifier Level 2 (GID2)

Service Provider Name (SPN)

Voice Group Call Service (VGCS)
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NET
NET
NET
NET
NET
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MMI
MMI
MMI
MMI
MMI
MMI
NET
NET
MMI
MMI/ME
MMI/ME
ME
MMI/ME

ETSI TS 100 977 v8.10.0 (2003-09)



3GPP TS 11.11 version 8.10.0 Release 1999 115 ETSI TS 100 977 V8.10.0 (2003-09)

- Voice Broadcast Service (VBS) MMI/ME

- Enhanced Multi Level Pre-emption and Priority (eMLPP) MMI/ME

- Depersonalisation Control Keys ME
- Short message status reports (SMSR) MMI
- Network'sindication of alerting ME

SIM Application Toolkit related procedures:

- DataDownload viaSMS-CB (CBMID) NET

- Data Download via SMS-PP NET

- Menu selection MMI

- Cadl Control MMI/ME/NET

- Proactive SIM MMI/ME/NET

- Mobile Originated Short Message control by SIM MMI/ME/NET

- Image Request MMI/ME
MEXE related procedures:

- Reading of MEXE_ST ME

- Reading of root public keys on the SIM (ORPK, ARPK, TPRPK) ME/NET

The procedures listed in subclause 11.2 are basically required for execution of the proceduresin subclauses 11.3, 11.4
and 11.5. The procedures listed in subclauses 11.3 and 11.4 are mandatory (see TS 02.17 [6]). The procedures listed in
subclause 11.5 are only executable if the associated services, which are optional, are provided in the SIM. However, if
the procedures are implemented, it shall be in accordance with subclause 11.5.

If aprocedureisrelated to a specific service indicated in the SIM Service Table, it shall only be executed if the
corresponding bits denote this service as "allocated and activated” (see subclause 10.3.7). In all other casesthis
procedure shall not start.

11.1  General procedures

11.1.1 Reading an EF

The ME selects the EF and sends a READ command. This contains the location of the datato be read. If the access
condition for READ isfulfilled, the SIM sends the requested data contained in the EF to the ME. If the access condition
is not fulfilled, no data will be sent and an error code will be returned.

11.1.2 Updating an EF

The ME selects the EF and sends an UPDATE command. This contains the location of the data to be updated and the
new datato be stored. If the access condition for UPDATE isfulfilled, the SIM updates the selected EF by replacing the
existing data in the EF with that contained in the command. If the access condition is not fulfilled, the data existing in
the EF will be unchanged, the new data will not be stored, and an error code will be returned.

In the case when updating EF, oc; with data containing the TM SI value and the card reports the error '92 40" (Memory
Problem), the ME shall terminate GSM operation.

11.1.3 Increasing an EF

The ME selects the EF and sends an INCREA SE command. This contains the value which has to be added to the
contents of the last updated/increased record. If the access condition for INCREASE isfulfilled, the SIM increases the
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existing value of the EF by the data contained in the command, and stores the result. If the access condition is not
fulfilled, the data existing in the EF will be unchanged and an error code will be returned.

NOTE: Theidentification of the data within an EF to be acted upon by the above procedures is specified within
the command. For the proceduresin subclauses 11.1.1 and 11.1.2 this data may have been previoudy
identified using a SEEK command, e.g. searching for an alphanumeric pattern.

11.2  SIM management procedures

Phase 2 MEs shall support al SIMs which comply with the mandatory requirements of Phase 1, even if these SIMs do
not comply with all the mandatory requirements of Phase 2. Furthermore, Phase 2 MEs shall take care of potential
incompatibilities with Phase 1 SIMs which could arise through use of inappropriate commands or misinterpretation of
response data. Particular note should be taken of making a false interpretation of RFU bytesin a Phase 1 SIM having
contradictory meaning in Phase 2; e.g. indication of EF invalidation state.

11.2.1 SIM initialization

After SIM activation (see subclause 4.3.2), the ME selects the Dedicated File DFg), and optionally attempts to select
EFgcc If EFgcc isavailable, the ME requests the emergency call codes.

The ME requests the Extended Language Preference. The ME only requests the Language Preference (EF,p) if at least
one of the following conditions holds:

- EFgpisnot available;
- EFg p does not contain an entry corresponding to alanguage specified in 1SO 639[30];
- the ME does not support any of the languages in EFg, p.

If both EFs are not available or none of the languages in the EFsis supported then the ME selects a default language. It
then runsthe CHV 1 verification procedure.

If the CHV 1 verification procedure is performed successfully, the ME then runs the SIM Phase request procedure.

For a SIM requiring PROFILE DOWNLOAD, then the ME shall perform the PROFILE DOWNLOAD procedurein
accordance with TS 11.14 [27]. When BDN is enabled on a SIM, the PROFILE DOWNLOAD procedure is used to
indicate to the SIM whether the ME supports the "Call Control by SIM" facility. If so, then the SIM is able to allow the
REHABILITATE command to rehabilitate EFyg and EF_ o).

If the ME detects a SIM of Phase 1, it shall omit the following procedures relating to FDN and continue with the
Administrative Information request. The ME may omit procedures not defined in Phase 1 such asHPLMN Search
Period request.

For aSIM of Phase 2 or greater, GSM operation shall only start if one of the two following conditionsis fulfilled:
- if EFjmg and EF o are not invalidated, the GSM operation shall start immediately;
- if EFfjng and EF o areinvalidated, the ME rehabilitates these two EFs.

MEs without FDN capability but with Call control by SIM facility shall not rehabilitate EF,y g and/or EF o) if
FDN isenabled in the SIM and therefore have no access to these EFs. GSM operation will therefore be
prohibited,;

MEs without FDN capability and without Call control by SIM facility shall not rehabilitate EFy5 and/or EF o
and therefore have no access to these EFs. GSM operation will therefore be prohibited.

It is these mechanisms which are used for control of services n°3 and n°31 by the use of SIMsfor these services
which awaysinvalidate these two EFs at least before the next command following selection of either EF.

NOTE: When FDN and BDN are both enabled, and if the ME supports FDN but does not support the Call control
by SIM facility, the rehabilitation of EFyg and EF_oc; Will not be successful because of arestriction
mechanism of the REHABILITATE command linked to the BDN feature.

When EF,y5 and EF ¢ are successfully rehabilitated, if the FDN capability procedure indicates that:
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i) FDN isalocated and activated in the SIM; and FDN is set "enabled”, i.e. ADN "invalidated" or not activated,;
and the ME supports FDN; or
ii) FDN isallocated and activated in the SIM; and FDN is set "disabled", i.e. ADN "not invalidated"; or
iii) FDN is not allocated or not activated;
then GSM operation shall start.
In al other cases GSM operation shall not start.
Afterwards, the ME runs the following procedures, subject to the service being supported both by the ME and the SIM:
- Administrative Information request;
- SIM Service Table request;
- IMSI request;
- Access Control request;
- HPLMN Search Period request;
- Investigation scan request;
- PLMN selector request;
- HPLMN Selector with Access Technology request;
- User controlled PLMN Selector with Access Technology request;
- Operator controlled PLMN Selector with Access Technology regquest;
- Location Information request;
- GPRS Location Information request;
- Cipher Key request;
- GPRS Cipher Key request;
- BCCH information request;
- CPBCCH information request;
- Forbidden PLMN request;
- LSA information request;
-  CBMID request;
- Depersonalisation Control Keys request;
- Network'sindication of alerting request.

If the SIM service table indicates that the proactive SIM serviceis active, then from this point onwards, the ME, if it
supports the proactive SIM service, shall send STATUS commands at |least every 30s during idle mode as well as
during calls, in order to enable the proactive SIM to respond with a command. The SIM may send proactive commands
(see TS 11.14 [27]), including a command to change the interval between STATUS commands from the ME, when in
idle mode. In-call requirementsfor STATUS for SIM Presence Detection are unchanged by this command.

After the SIM initialization has been completed successfully, the MSisready for a GSM session.

11.2.2 GSM session termination

NOTE 1: This procedureis not to be confused with the deactivation procedure in subclause 4.3.2.
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The GSM session is terminated by the ME as follows.

The ME runs all the procedures which are necessary to transfer the following subscriber related information to the SIM,
subject to the service being supported both by the ME and the SIM:

- Location Information update;
- GPRS Location Information update;
- Cipher Key update;
- GPRS Cipher Key update;
- BCCH information update;
- CPBCCH information update;
- Advice of Charge increase;
- Forbidden PLMN update.
As soon as the SIM indicates that these procedures are completed, the ME/SIM link may be deactivated.
Finally, the ME deletes all these subscriber related information elements from its memory.
NOTE 2: If the ME has aready updated any of the subscriber related information during the GSM Session, and the
value has not changed until GSM session termination, the ME may omit the respective update procedure.
11.2.3 Emergency Call Codes
Request: The ME performs the reading procedure with EFgcc.
Update: The ME performs the updating procedure with EFgcc.
NOTE: The update procedureis only applicable when access conditions of ADM for update is set to ALW,
CHV1or CHV2.
11.2.4 Language preference
Request: The ME performs the reading procedure with EF p.

Update: The ME performs the updating procedure with EF_p.

11.2.5 Administrative information request;

The ME performs the reading procedure with EFp.

11.2.6 SIM service table request

The ME performs the reading procedure with EFsg;r.

11.2.7 SIM phase request

The ME performs the reading procedure with EFpase.

11.2.8 SIM Presence Detection and Proactive Polling

As an additional mechanism, to ensure that the SIM has not been removed during a card session, the ME sends, at
frequent intervals, a STATUS command during each call. A STATUS command shall be issued within al 30 second
periods of inactivity on the SIM-ME interface during acall. Inactivity in this caseis defined as starting at the end of the
last communication or the last issued STATUS command. If no response datais received to this STATUS command,
then the call shall be terminated as soon as possible but at least within 5 seconds after the STATUS command has been
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sent. If the DF indicated in response to a STATUS command is not the same as that which was indicated in the previous
response, or accessed by the previous command, then the call shall be terminated as soon as possible but at least within
5 seconds after the response data has been received. This procedure shall be used in addition to a mechanical or other
device used to detect the removal of a SIM.

If the ME supports the proactive SIM service, and the SIM has this service activated in its Service Table, then during
idle mode the ME shall send STATUS commands to the SIM at intervals no longer than the interval negotiated with the
SIM (see TS 11.14 [27]).
11.2.9 Extended Language preference

Request: The ME performs the reading procedure with EFg, p.

Update: The ME performs the updating procedure with EFg, p.

11.3 CHV related procedures

A successful completion of one of the following procedures grants the access right of the corresponding CHV for the
GSM session. Thisright isvalid for al files within the GSM application protected by this CHV.

After athird consecutive presentation of awrong CHV to the SIM, not necessarily in the same GSM session, the CHV
status becomes "blocked” and if the CHV is "enabled", the access right previously granted by this CHV islost
immediately.

An access right is not granted if any of the following procedures are unsuccessfully completed or aborted.

11.3.1 CHYV verification
The ME checks the CHV status.
In the case of CHV 1 the following procedure applies:
- if the CHV1 statusis "blocked" and CHV 1 is"enabled", the procedure ends and is finished unsuccessfully;

- if the CHV1 statusis "blocked" but CHV 1 is"disabled", the procedure ends and is finished successfully. The
ME shall, however, accept SIMs which do not grant access rights when CHV 1 is"blocked" and "disabled". In
that case ME shall consider those SIMs as "blocked";

- if the CHV1 statusis not "blocked" and CHV 1 is"disabled", the procedure is finished successfully;

- if the CHV1 statusis not "blocked" and CHV 1 is"enabled", the ME usesthe VERIFY CHV function. If the
CHV 1 presented by the ME is equal to the corresponding CHV 1 stored in the SIM, the procedure is finished
successfully. If the CHV 1 presented by the ME is not equal to the corresponding CHV 1 stored in the SIM, the
procedure ends and is finished unsuccessfully.

In the case of CHV 2 the following procedure applies:
- if the CHV2 statusis "blocked", the procedure ends and is finished unsuccessfully;

- if the CHV2 statusis not "blocked", the ME usesthe VERIFY CHV function. If the CHV 2 presented by the ME
isequal to the corresponding CHV 2 stored in the SIM, the procedure is finished successfully. If the CHV 2
presented by the ME is not equal to the corresponding CHV 2 stored in the SIM, the procedure endsand is
finished unsuccessfully.

11.3.2 CHV value substitution

The ME checksthe CHV status. If the CHV statusis "blocked" or "disabled", the procedure ends and is finished
unsuccessfully.

If the CHV statusis not "blocked" and the enabled/disabled indicator is set "enabled”, the ME uses the CHANGE CHV
function. If the old CHV presented by the ME is equal to the corresponding CHV stored in the SIM, the new CHV
presented by the ME is stored in the SIM and the procedure is finished successfully.
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If the old CHV and the CHV in memory are not identical, the procedure ends and is finished unsuccessfully.

11.3.3 CHV disabling
Requirement: Service n°1 "allocated and activated"”.
The ME checks the CHV 1 status. If the CHV 1 statusis "blocked", the procedure ends and is finished unsuccessfully.

If the CHV 1 statusis not "blocked", the ME reads the CHV 1 enabled/disabled indicator. If thisis set "disabled"”, the
procedure ends and is finished unsuccessfully.

If the CHV1 status is not "blocked" and the enabled/disabled indicator is set "enabled”, the ME uses the DISABLE
CHV function. If the CHV 1 presented by the ME is equal to the CHV 1 stored in the SIM, the status of CHV 1 is set
"disabled" and the procedure is finished successfully. If the CHV 1 presented by the ME is not equal to the CHV 1 stored
in the SIM, the procedure ends and is finished unsuccessfully.

11.3.4 CHV enabling

The ME checksthe CHV 1 status. If the CHV 1 status is "blocked", the procedure ends and is finished unsuccessfully.

If the CHV 1 statusis not "blocked", the ME reads the CHV 1 enabled/disabled indicator. If thisis set "enabled", the
procedure ends and is finished unsuccessfully.

If the CHV1 status is not "blocked" and the enabled/disabled indicator is set "disabled”, the ME uses the ENABLE
CHV function. If the CHV 1 presented by the ME is equal to the CHV 1 stored in the SIM, the status of CHV 1 is set
"enabled" and the procedure is finished successfully. If the CHV presented by the ME is not equal to the CHV 1 stored
in the SIM, the procedure ends and is finished unsuccessfully.

11.3.5 CHV unblocking

The execution of the CHV unblocking procedure isindependent of the corresponding CHV status, i.e. being blocked or
not.

The ME checksthe UNBLOCK CHYV status. If the UNBLOCK CHV statusis "blocked", the procedure ends and is
finished unsuccessfully.

If the UNBLOCK CHYV statusis not "blocked", the ME uses the UNBLOCK CHV function. If the UNBLOCK CHV
presented by the ME is equal to the corresponding UNBLOCK CHYV stored in the SIM, the relevant CHV status
becomes "unblocked" and the procedure is finished successfully. If the UNBLOCK CHV presented by the ME is not
equal to the corresponding UNBLOCK CHYV stored in the SIM, the procedure ends and is finished unsuccessfully.

11.4  GSM security related procedures

11.4.1 GSM algorithms computation

The ME selects DFggy and uses the RUN GSM ALGORITHM function (see subclause 8.16). The response SRES-Kc is
sent to the ME when requested by a subsequent GET RESPONSE command.

11.4.2 IMSI request

The ME performs the reading procedure with EFy .

11.4.3 Access control request

The ME performs the reading procedure with EFacc.

11.4.4 HPLMN search period request

The ME performs the reading procedure with EFp yn-
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11.4.5 Location information

Request: The ME performs the reading procedure with EF_o¢;.
Update: The ME performs the updating procedure with EF .

11.4.6 Cipher key

Request: The ME performs the reading procedure with EFy..

Update: The ME performs the updating procedure with EF..

11.4.7 BCCH information

Request: The ME performs the reading procedure with EFgccp.
Update: The ME performs the updating procedure with EFgcch.

11.4.8 Forbidden PLMN

Request: The ME performs the reading procedure with EFp yn.

Update: The ME performs the updating procedure with EFp .

11.4.9 LSA information
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Request: The ME performs the reading procedure with EFsy, EFg | and its associated L SA Descriptor files.

Update: The ME performs the updating procedure with EFg | .

11.4.10 GPRS Location information
Requirement: Service n°38 "allocated and activated”.
Request: The ME performs the reading procedure with EF_ocicprs.

Update: The ME performs the updating procedure with EF ocigprs:

11.4.11 GPRS Cipher key
Requirement: Service n°38 "allocated and activated”.
Request: The ME performs the reading procedure with EFygrrs.

Update: The ME performs the updating procedure with EFygprs.

11.5  Subscription related procedures

11.5.1 Dialling numbers

The following procedures may not only be applied to EF,py and its associated extension files EFccp and EFgxt1 @S
described in the procedures below, but also to EFgpn, EFvisison, EFLnp, EFspn @nd EFspy and their associated extension
files. If these files are not allocated and activated, as denoted in the SIM service table, the current procedure shall be

aborted and the appropriate EFs shall remain unchanged.

As an example, the following procedures are described as applied to ADN.

Reguirement:  Service n°2 "allocated and activated”
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(Servicen°3 for FDN,
Service n°9 for MSISDN,
Servicen°13 for LND,
Service n°18 for SDN),
Service n°31 for BDN)

Update: The ME analyses and assembl es the information to be stored as follows (the byte identifiers used
below correspond to those in the description of the EFsin subclauses 10.5.1, 10.5.4 and 10.5.10):

i) The ME identifies the Alpha-tagging, Capability/Configuration Identifier and Extension1 Record Identifier.
ii) Thedialing number/SSC string shall be analysed and allocated to the bytes of the EF as follows:
- ifa"+" isfound, the TON identifier is set to "International";
- if 20 or less"digits" remain, they shall form the dialling number/SSC string;
- if morethan 20 "digits’ remain, the procedure shall be as follows:
Requirement:
Service n°10 "allocated and activated";
(Service n°10 applies also for MSISDN and LND;
Servicen°11 for FDN;
Service n°19 for SDN;
Service n°32 for BDN).

The ME seeks for afree record in EFgy 1. If an Extensionl record is not marked as "free", the ME runsthe
Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted.

Thefirst 20 "digits" are stored in the dialling number/SSC string. The value of the length of BCD
number/SSC contents is set to the maximum value, which is 11. The Extensionl record identifier is coded
with the associated record number in the EFgxt1. The remaining digits are stored in the selected Extensionl
record where the type of the record is set to "additional data’. The first byte of the Extensionl record is set
with the number of bytes of the remaining additional data. The number of bytes containing digit information
is the sum of the length of BCD number/SSC contents of EF,py and byte 2 of all associated chained
Extensionl records containing additional data (see subclauses 10.5.1 and 10.5.10).

iii) If acalled party subaddress is associated to the ADN/SSC the procedure shall proceed as follows:

Requirement:
Service n°10 "allocated and activated”
(Service n°10 applies also for MSISDN and LND;
Service n°11 for FDN;
Service n°19 for SDN;
Service n°32 for BDN.)

If the length of the called party subaddressis less than or equal to 11 bytes (see TS 04.08 [15] for coding):

- the ME seeks for afree record in EFgy 1. If an Extensionl record is not marked as "free", the ME runs
the Purge procedure. If an Extensionl record is still unavailable, the procedure is aborted;

- the ME stores the called party subaddress in the Extensionl record, and sets the Extensionl record type to
"called party subaddress”.

If the length of the called party subaddressis greater than 11 bytes (see TS 04.08 [15] for coding):
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- the ME seeks for two free records in EFgy 1. If no such two records are found, the ME runs the Purge
procedure. If two Extensionl records are till unavailable, the procedure is aborted;

- the ME stores the called party subaddress in the two Extensionl records. The identifier field in the
Extensionl record containing the first part of the subaddress datais coded with the associated EFgxr1
record number containing the second part of the subaddress data. Both Extensionl record types are set to
"called party subaddress”.

Oncei), ii), and iii) have been considered the ME performs the updating procedure with EFpy. If the SIM has no
available empty space to store the received ADN/SSC, or if the procedure has been aborted, the ME advises the user.

NOTE 1: For reasons of memory efficiency the ME is allowed to analyse all Extensionl records to recognize if the
additional or subaddress datato be stored is already existing in EFgxr1. In this case the ME may use the
existing chain or the last part of the existing chain from more than one ADN (LND, MSISDN). The ME is
only allowed to store extension data in unused records. If existing records are used for multiple access,
the ME shall not change any data in those records to prevent corruption of existing chains.

Erasure: The ME sends the identification of the information to be erased. The content of the identified
record in EF5py is marked as "free".

Request: The ME sends the identification of the information to be read. The ME shall analyse the data of
EFapn (subclause 10.5.1) to ascertain, whether additional datais associated in EFgytq Or EFcep. If
necessary, then the ME performs the reading procedure on these EFs to assemble the complete
ADN/SSC.

Purge: The ME shall access each EF which references EFgx1 (EFext2) for storage and shall identify
records in these files using extension data (additional data or called party subaddress). Note that
existing chains have to be followed to the end. All referred Extensionl (Extension2) records are
noted by the ME. All Extensionl (Extension2) records not noted are then marked by the ME as
"free" by setting the whole record to 'FF'.

NOTE 2: Dependent upon the implementation of the ME, and in particular the possibility of erasure of ADN/SSC
records by Phase 1 MEs, which have no knowledge of the EFgxr4, it is possible for Extensionl records to
be marked as "used space” (not equal to 'FF'), although in fact they are no longer associated with an
ADN/SSC record.

The following three procedures are only applicable to service n°3 (FDN).

FDN capability request. The ME has to check the state of servicen®3, i.e. if FDN is"enabled" or "disabled". In case of
enabled FDN, the ME hasto switch to arestrictive terminal mode (see TS 02.07). To ascertain the state of FDN, the
ME checks in EFggr whether or not ADN is activated. If ADN is not activated, service n°3 isenabled. If ADN is

activated, the ME checks the response data of EFapy. If EFapy isinvalidated, service n°3is enabled. In all other cases
service n°3is disabled.

FDN disabling. The FDN disabling procedure requires that CHV 2 verification procedure has been performed
successfully and that ADN is activated. If not, FDN disabling procedure will not be executed successfully. To disable
FDN capability, the ME rehabilitates EFapy. The invalidate/rehabilitate flag of EFapn, Which isimplicitly set by the
REHABILITATE command, is at the same time the indicator for the state of the service n°3. If ADN is not activated,
disabling of FDN is not possible and thus service n°3 is always enabled (see FDN capability request).

NOTE 3: If FDN isdisabled (by rehabilitating EFapy) Using an administrative terminal then the FDN disabling
procedure of this administrative terminal need also to rehabilitate EFyg and EF ¢ to ensure normal
operation of the SIM in a phase 1 ME or a phase 2 ME which does not support FDN.

FDN enabling. The FDN enabling procedure requires that CHV 2 verification procedure has been performed
successfully. If not, FDN enabling procedure will not be executed successfully. To enable FDN capability, the ME
invalidates EFapn. The invalidate/rehabilitate flag of EFapn, Which isimplicitly cleared by the INVALIDATE
command, is a the same time the indicator for the state of the service n°3 (see FDN capability request). If ADN is not
activated, service n°3 is always enabled.

Invalidated ADNs may optionally still be readable and updatable depending on the file status (see subclause 9.3)

The following three procedures are only applicable to service n°31 (BDN).
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BDN capahility request. The ME has to check the state of servicen°31, i.e. if BDN is"enabled” or "disabled”. BDN
serviceis"enabled” only if service n°31 is allocated and activated, and EFgpy is not invalidated. In al other cases, the
BDN serviceis"disabled".

BDN disabling. The BDN disabling procedure requires that CHV 2 verification procedure has been performed
successfully. If not, BDN disabling procedure will not be executed successfully. To disable BDN capability, the ME
invalidates EFgpy. The invalidate/rehabilitate flag of EFgpy, Which isimplicitly cleared by the INVALIDATE
command, is at the same time the indicator for the state of the service n°31 (see BDN capability request).

BDN enabling. The BDN enabling procedure requires that CHV 2 verification procedure has been performed
successfully. If not, BDN enabling procedure will not be executed successfully. To enable BDN capability, the ME
rehabilitates EFgpy. The invalidate/rehabilitate flag of EFgpy, which isimplicitly set by the REHABILITATE
command, is a the same time the indicator for the state of the service n°31 (see BDN capability request).

Invalidated BDNs (when BDN capability is disabled) may optionally still be readable and updatable depending on the
file status (see subclause 9.3).
11.5.2 Short messages

Requirement:  Service n°4 "allocated and activated".

Request: The SIM seeks for the identified short message. If this message is found, the ME performs the
reading procedure with EFgys.

If service n°35 is"allocated and activated" and the status of the SMSis'1D' (status report
reguested, received and stored in EFsysr), the ME performs the reading procedure with the
corresponding record in EFgysr. If the ME does not find a corresponding record in EFgy sz, then
the ME shall update the status of the SMS with '15' (status report requested, received but not
stored in EFgysr)-

If the short message is not found within the SIM memory, the SIM indicates that to the ME.

Update: The ME looks for the next available area to store the short message. If such an areais available, it
performs the updating procedure with EFgys.

If there is no available empty space in the SIM to store the received short message, a specific MMI
will have to take place in order not to loose the message.

Erasure: The ME will select in the SIM the message area to be erased. Depending on the MM, the message
may be read before the areais marked as "free". After performing the updating procedure with
EFgyv s the memory allocated to this short message in the SIM is made available for a new

incoming message. The memory of the SIM may still contain the old message until a new message
isstored in this area.

If service n°35 is"allocated and activated" and the status of the SMSis'1D' (status report
requested, received and stored in EFgysg), the ME performs the erasure procedure for EFgysr With
the corresponding record in EFgysr.

11.5.3 Advice of Charge (AoC)
Requirement:  Service n°5 "alocated and activated".
Accumulated Call Meter.

Request: The ME performs the reading procedure with EFacy. The SIM returns the last updated value of the
ACM.

Initialization:  The ME performs the updating procedure with EFacy using the new initial value.
Increasing: The ME performs the increasing procedure with EFacy sending the value which has to be added.
Accumulated Call Meter Maximum Value.

Request: The ME performs the reading procedure with EFacymax-
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Initialization:  The ME performs the updating procedure with EFacmmax USing the new initial maximum value.
Price per Unit and Currency Table (PUCT).
Request: The ME performs the reading procedure with EFpycr.

Update: The ME performs the updating procedure with EFpycr.

11.5.4 Capability configuration parameters

Requirement:  Servicen°6 "allocated and activated".

Request: The ME performs the reading procedure with EFccp.
Update: The ME performs the updating procedure with EFccp.
Erasure: The ME sends the identification of the requested information to be erased. The content of the

identified record in EFccp is marked as "free".

11.5.5 PLMN selector
Requirement:  Servicen°7 "allocated and activated".
Request: The ME performs the reading procedure with EFp yinser-

Update: The ME performs the updating procedure with EFp_ynser-

11.5.6 Cell broadcast message identifier
Requirement:  Service n°14 "allocated and activated".
Request: The ME performs the reading procedure with EFcgy;.
Update: The ME performs the updating procedure with EFcgy.

11.5.7 Group identifier level 1
Requirement:  Service n°15 "allocated and activated”.

Request: The ME performs the reading procedure with EFgp;.

11.5.8 Group identifier level 2
Requirement: Service n°16 "allocated and activated”.

Request: The ME performs the reading procedure with EFgp.

11.5.9 Service Provider Name
Requirement:  Service n°17 "allocated and activated”.

Request: The ME performs the reading procedure with EFgpy.

11.5.10 Voice Group Call Services

Requirement:  Service n°18 "allocated and activated".
Voice Group Call Service

Request: The ME performs the reading procedure with EFygcs.
Voice Group Call Service Status
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Request: The ME performs the reading procedure with EFRygcss.
Update: The ME performs the updating procedure with EFgcss.

11.5.11 Voice Broadcast Services

Requirement:  Service n°19 "allocated and activated".
Voice Broadcast Service

Request: The ME performs the reading procedure with EFygs.
Voice Broadcast Service Status

Request: The ME performs the reading procedure with EFgss.

Update: The ME performs the updating procedure with EFygss.

11.5.12 Enhanced Multi Level Pre-emption and Priority Service
Requirement:  Service n°18 "allocated and activated".

Enhanced Multi Level Pre-emption and Priority
Request: The ME performs the reading procedure with EFgy pp.

Automatic Answer on eMLPP service
Request: The ME performs the reading procedure with EFaaey-

Update: The ME performs the updating procedure with EFaaey-

11.5.13 Cell Broadcast Message range identifier
Requirement:  Service n°30 "allocated and activated".
Request: The ME performs the reading procedure with EFcgyr.

Update: The ME performs the updating procedure with EFcgy g

11.5.14 Depersonalisation Control Keys
Requirement:  Service n°33 "allocated and activated".

Request: The ME performs the reading procedure with EFpck.

11.5.15 Short message status report
Requirement:  Service n°35 "allocated and activated”.

Request: If the status of a stored short message indicates that there is a corresponding status report, the ME
performs the seek function with EFgy sz to identify the record containing the appropriate status
report. The ME performs the reading procedure with EFgysr.

Update: If astatusreport isreceived, the ME first seeks within the SMS record identifiers of EFgyss for
the same record number it used for the short message in EFgys. If such arecord identifier isfound
in EFgysg, it isused for storage. If such arecord identifier is not found, then the ME seeks for a
free entry in EFgy s for storage. If no free entry is found the ME runs the Purge procedure with
EFsusk- If thereisstill no free entry, the status report is not stored.

If the ME found an appropriate record in EFgyss for storage, it updates the record with the status
report setting the record identifier in EFgy s to the appropriate record number of the short message
in EFgys.
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The statusin EFgys is updated accordingly (see subclause 10.5.3) by performing the update
procedure with EFgys.

Erasure: The ME runs the update procedure with EFgy sz by at least storing '00' in the first byte of the
record. The ME may optionally update the following bytes with 'FF'.

Purge: The ME shall read the SM S record identifier (byte 1) of each record of EFgysr. With each record
the ME checks the corresponding short messagesin EFgys. If the status (byte 1) of the
corresponding SMSis not equal 1D’ (status report requested, received and stored in EFgysg), the
ME shall perform the erasure procedure with the appropriate record in EFgysr.

11.5.16 Network's indication of alerting
Requirement:  Service n°36 "allocated and activated".

Request: The ME performs the reading procedure with EFya.

11.5.17 User controlled PLMN Selector with Access Technology
Requirement:  Service n°43"allocated and activated".
Request: The ME performs the reading procedure with EFp ynwact-

Update: The ME performs the updating procedure with EFp_ yinwact-

11.5.18 Operator controlled PLMN Selector with Access Technology
Requirement:  Service n°44 "allocated and activated”.

Request: The ME performs the reading procedure with EFop MnwacT

11.5.19 HPLMN Selector with Access Technology
Requirement:  Service n°45 "allocated and activated”.

Request: The ME performs the reading procedure with EFyp mnact-

11.4.20 CPBCCH information
Requirement:  Service n°46 "allocated and activated".
Request: The ME performs the reading procedure with EFcpgccy.

Update: The ME performs the updating procedure with EFcpgcch.

11.5.21 Investigation Scan
Requirement:  Service n°47 "allocated and activated”.

Request: The ME performs the reading procedure with EF,,sean-

11.5.22 Void

11.6  SIM Application Toolkit related procedures

SIM Application Toolkit is an optional feature. The higher level procedures, and contents and coding of the commands,
aregivenin TS 11.14 [27]. Procedures relating to the transmission of commands and responses across the SIM/ME
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interface are given in this section. A SIM or ME supporting SIM Application Toolkit shall conform to the requirements
given in this section.
11.6.1 Initialization procedure

A SIM supporting SIM Application Toolkit shall indicate this through relevant data in EFpnae and EFssr, as defined in
the relevant sections above.

An ME supporting SIM Application Toolkit shall perform initialization as defined in the SIM Initialization section
above.

11.6.2 Proactive polling

An ME supporting proactive SIM (part of SIM Application Toolkit) shall support the polling procedure as defined
above.

11.6.3 Support of commands

A SIM or ME supporting SIM Application Toolkit shall support the commands TERMINAL PROFILE, ENVELOPE,
FETCH and TERMINAL RESPONSE.

These commands shall never be used if either the SIM or ME does not support SIM Application Toolkit. Therefore
standard SIMs and MEs do not need to support these commands.
11.6.4 Support of response codes

A SIM or ME supporting SIM Application Toolkit shall support the response status words (SW1 SW2) '91 X X', and
'93 00" and '9E X X'. The SIM shall send '9E X X" only to an ME indicating in TERMINAL PROFILE that it supports the
handling of these status words.

These responses shall never be used if either the SIM or ME does not support SIM Application Toolkit. Therefore
standard SIMs and MEs do not need to support them.
11.6.5 Command-response pairs

Using the terminology where the ME issues a command and the SIM aresponse, ending in status words SW1 SW2, a
command-response pair is considered as a single transaction. Each transaction isinitiated by the ME and terminated by
the SIM. One transaction must be completed before the next one can be initiated. This protocol appliesto SIM
Application Toolkit in the same way as it does to normal operation.

11.6.6 Independence of normal GSM and SIM Application Toolkit tasks

Normal GSM operation (relating to general, CHV related, GSM security related, and subscription related procedures)
and SIM Application Toolkit operation shall be logically independent, both in the SIM and in the ME.

Specifically, this means:

- thecurrently selected EF and current record pointer in the normal GSM task shall remain unchanged, if still
valid, as seen by the ME, irrespective of any SIM Application Toolkit activity;

- between successive SIM Application Toolkit related command-response pairs, other normal GSM related
command-response pairs can occur. The SIM Application Toolkit task status shall remain unchanged by these
command-response pairs.

11.6.7 Use of BUSY status response

If for any reason the SIM Application Toolkit task of the SIM cannot process an ENVEL OPE command issued by the
ME at present (e.g. other SIM Application Toolkit processes are already running, and this additional one would cause
an overload), the SIM can respond with a status response of ‘93 00'. The ME may re-issue the command at a later stage.
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The BUSY status response has no impact on normal GSM operation.

11.6.8 Use of NULL procedure byte

The NULL procedure byte provides a mechanism for the SIM to obtain more time before supplying the response part of
a command-response pair, during which time the ME is unable to send further commands to the SIM.

If aSIM Application Toolkit activity in the SIM runsfor too long, this may prevent the ME from sending "normal
GSM" commands which are time-critical, eg. RUN GSM ALGORITHM. A MORE TIME command is defined in

TS 11.14[27], which ensures that the SIM Application Toolkit task in the SIM gets more processing time, while at the
same time freeing the SIM/ME interface. This should be used in preference to NULL procedure bytes ('60).

11.6.9 Using the TERMINAL PROFILE, ENVELOPE, and TERMINAL
RESPONSE commands

These commands are part of the set used by SIM Application Toolkit. The use of the these commands, the occasions
where they are required, and the command and response parameters associated with the commands, are specified in
TS 11.14 [27]. The ME completes the command parameters/data of the relevant command and sends the command to
the SIM. The transmitted datais processed by the SIM in a specific way depending on the tag val ue in the command
parameters.

A SIM or ME not supporting SIM Application Toolkit does not need to support these commands.

11.6.10 Using the FETCH command

This command is used by SIM Application Toolkit. The use of the this command, the occasions whereit isrequired,
and the command and response parameters associated with the command, are specified in TS 11.14 [27]. Itissimilar in
function to GET RESPONSE, in that it requests response parameters from the SIM, following a'91 X X' status response.
The transmitted response data from the SIM is processed by the ME in a specific way depending on the tag value in the
response parameters.

A SIM or ME not supporting SIM Application Toolkit does not need to support this command.

11.6.11 Data Download via SMS-CB
Requirement:  Service n°25 "allocated and activated".

The ME shall perform the reading procedure with EF gy p- On receiving a cell broadcast message with an identifier

which matches an identifier in EFcgyip, the ME shall pass the CB message to the SIM using the ENVELOPE
command. If amatch is not found and service no. 14 is "alocated and activated”, then the message identifier is checked
against those in EFcgy-

11.6.12 Data Download via SMS-PP

Requirement:  Service n°26 "allocated and activated".

The procedures and commands for Data Download via SMS-PP are defined in TS 11.14 [27].

11.6.13 Menu selection
Requirement:  Service n°27 "allocated and activated".

The procedures and commands for Menu Selection are defined in TS 11.14 [27].

11.6.14 Call Control

Requirement:  Service n°28 "allocated and activated”.
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The procedures and commands for Call Control are defined in TS 11.14 [27]. It is mandatory for the ME to perform the
procedures if it hasindicated that it supports Call Control in the TERMINAL PROFILE command. When BDN is
enabled, the Call control facility of the ME is used by the SIM to support the BDN service.

11.6.15 Proactive SIM

Requirement:  Service n°29 "allocated and activated”.

The procedures and commands for Proactive SIM, at the application level, are defined in TS 11.14 [27].

11.6.16 Mobile Originated Short Message control by SIM
Requirement:  Service n°37 "allocated and activated".

The procedures and commands for Mobile Originated Short Message control by SIM are defined in TS 11.14 [27]. It is
mandatory for the ME to perform the proceduresif it has indicated that it supports Mobile Originated Short Message
control by SIM inthe TERMINAL PROFILE command.

11.6.17 SIM data download error

In case of an ENVELOPE for SIM data download, the SIM can respond with the status words '9E X X' to indicate that
response data is available. The ME shall use the GET RESPONSE command to get the response data. The ME shall
then send transparently to the network this response data, using the error procedure of the transport mechanism.
11.6.18 Image Request

Requirement:  Service n°39 "allocated and activated".

The ME sends the identification of the information to be read. The ME shall analyse the data of EFyg
(subclause 10.6.1.1) to identify the files containing the image's instances. If necessary, then the ME performs READ
BINARY commands on these files to assemble the compl ete image instance data.

11.7 MEXE related procedures

MEXE is an optional feature. The higher level procedures, and contents and coding of the commands, are givenin
TS 23.057 [50]. Procedures relating to the transmission of commands and responses across the SIM/ME interface are
givenin this section. A SIM or ME supporting MEXE shall conform to the requirements given in this section.
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11.7.1 MEXE ST

Requirement: Service n°49 (MEXE) "allocated and activated”.
Request: The ME performs the reading procedure with EFyee sr.

11.7.2 Operator root public key

Requirement: Service n°49 (MEXE) "alocated and activated" and MEXE ST service n°1 (EForpx )" alocated and
activated”.
Request: The ME performs the reading procedure with EForpx . The ME shall analyse the data of EForpx

(sub-clause 10.7.2) to identify the files containing the certificate instances. If necessary, then the
ME performs READ BINARY commands on these files to assemble the complete certificate
instance data.

11.7.3 Administrator root public key

Requirement: Service n°49 (MEXE) "allocated and activated” and MEXE ST service n°2 (EFarex) "allocated and
activated”.
Request: The ME performs the reading procedure with EFagpex. The ME shall analyse the data of EFagex

(sub-clause 10.7.3) to identify the file containing the certificate instance. If necessary, then the ME
performs READ BINARY commands on thisfile to assemble the complete certificate instance

data.
11.7.4 Third Party root public key(s)
Requirement: Ser_vice r!:’49 (MEXE) "allocated and activated" and MEXE ST service n°3 (EFyprpx) "alocated and
Request: ﬁlevstlaidpérforms the reading procedure with EFrprex. The ME shall analyse the data of EFrprpx

(sub-clause 10.7.4) to identify the files containing the certificate instances. If necessary, then the
ME performs READ BINARY commands on these files to assemble the complete certificate
instance data.
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Annex A (normative):
Plug-in SIM

This annex specifies the dimensions of the Plug-in SIM as well as the dimensions and location of the contacts of the
Plug-in SIM. For further details of the Plug-in SIM see clause 4.
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NOTE: The Plug-in SIM may be "obtained" by cutting away excessive plastic of an ID-1 SIM. The values in
parenthesis in figure A.1 show the positional relationship between the Plug-in and the ID-1 SIM and are for

information only.
Figure A.1: Plug-in SIM
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Annex B (normative):
Coding of Alpha fields in the SIM for UCS2

If 16 bit UCS2 characters as defined in ISO/IEC 10646 [31] are being used in an aphafield, the coding can take one of
three forms. If the ME supports UCS2 coding of alpha fieldsin the SIM, the ME shall support all three coding schemes
for character sets containing 128 characters or less; for character sets containing more than 128 characters, the ME shall
at least support the first coding scheme. If the alpha field record contains GSM default alphabet characters only, then
none of these schemes shall be used in that record. Within a record, only one coding scheme, either GSM default
alphabet, or one of the three described below, shall be used.

1) If thefirst octet inthe alpha string is ‘80", then the remaining octets are 16 bit UCS2 characters, with the more
significant octet (M SO) of the UCS2 character coded in the lower numbered octet of the aphafield, and the less
significant octet (LSO) of the UCS2 character is coded in the higher numbered alpha field octet, i.e. octet 2 of
the alpha field contains the more significant octet (M SO) of the first UCS2 character, and octet 3 of the alpha
field contains the less significant octet (LSO) of the first UCS2 character (as shown below). Unused octets shall
be set to 'FF, and if the alpha field is an even number of octetsin length, then the last (unusable) octet shall be
set to 'FF.

Example 1

Octet 1 Octet 2 Octet 3 Octet 4 Octet 5 Octet 6 Octet 7 Octet 8 Octet 9
'80° Chlwmso Chl,so Ch2uso Ch2.so Ch3uso Ch3.so 'FF' 'FE'

2) If thefirst octet of the alpha string is set to ‘81", then the second octet contains a value indicating the number of
charactersin the string, and the third octet contains an 8 bit number which defines bits 15 to 8 of a 16 bit base
pointer, where bit 16 is set to zero, and bits 7 to 1 are also set to zero. These sixteen bits constitute a base pointer
to a"half-page" in the UCS2 code space, to be used with some or all of the remaining octets in the string. The
fourth and subsequent octets in the string contain codings as follows; if bit 8 of the octet is set to zero, the
remaining 7 bits of the octet contain a GSM Default Alphabet character, whereas if bit 8 of the octet is set to one,
then the remaining seven bits are an offset value added to the 16 bit base pointer defined earlier, and the resultant
16 bit value isa UCS2 code point, and completely defines a UCS2 character.

Example 2

Octet 1 Octet 2 Octet 3 Octet 4 Octet 5 Octet 6 Octet 7 Octet 8 Octet 9
‘81" '05' 13" '53' '95' ‘A6’ XX 'FF' 'FF'

In the above example;
- Octet 2 indicates there 5 charactersin the string.

- Octet 3 indicates bits 15 to 8 of the base pointer, and indicates a bit pattern of Ohhh hhhh h000 0000 as the 16
bit base pointer number. Bengali characters for example start at code position 0980 (0000 1001 1000 0000),
which isindicated by the coding 13" in octet 3 (shown by the italicised digits).

- Octet 4 indicates GSM Default Alphabet character '53', i.e. "S".

- Octet 5 indicates a UCS2 character offset to the base pointer of '15', expressed in binary as follows 001 0101,
which, when added to the base pointer value results in a sixteen bit value of 0000 1001 1001 0101, i.e. '0995,
which isthe Bengali letter KA.

- Octet 8 contains the value 'FF', but as the string length is 5, this a valid character in the string, where the bit
pattern 111 1111 is added to the base pointer, yielding a sixteen bit value of 0000 1001 1111 1111 for the
UCS2 character (i.e. '09FF").
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3) If thefirst octet of the alpha string is set to '82', then the second octet contains a value indicating the number of
charactersin the string, and the third and fourth octets contain a 16 bit number which defines the complete 16 bit
base pointer to a"half-page” in the UCS2 code space, for use with some or all of the remaining octetsin the
string. The fifth and subsequent octets in the string contain codings as follows; if bit 8 of the octet is set to zero,
the remaining 7 bits of the octet contain a GSM Default Alphabet character, whereas if bit 8 of the octet is set to
one, the remaining seven hits are an offset val ue added to the base pointer defined in octets three and four, and
the resultant 16 bit value is a UCS2 code point, and defines a UCS2 character.

Example 3

Octet 1 Octet 2 Octet 3 Octet 4 Octet 5 Octet 6 Octet 7 Octet 8 Octet 9
'82' '05' '05' '30' '2D' '82' 'D3’ '2D' '31'

In the above example
- Octet 2 indicates there are 5 charactersin the string.

- Octets 3 and 4 contain a sixteen bit base pointer number of '0530', pointing to the first character of the
Armenian character set.

- Octet 5 contains a GSM Default Alphabet character of '2D', whichisadash"-".

- Octet 6 contains avalue '82', which indicatesit is an offset of '02' added to the base pointer, resulting in a
UCS2 character code of ‘0532, which represents Armenian character Capital BEN.

- Octet 7 contains avalue 'D3', an offset of '53', which when added to the base pointer resultsin a UCS2 code
point of '0583', representing Armenian Character small PIWR.
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Annex C (informative):
FDN/BDN Procedures

ATR

Select DF
GSM

Get Response

Verify CHV1
(if not disabled)

Phase 1 SIM Phase 2+ Perform Profile | (see note3)

Phase? Download
Phase\Z/

Select EF
LOCI

ME: unrestricted
operation

(see notel) |

Get Response
_(evaluation of
invalidation flag)

! I

Select EFIMSI

(see notel) |

Get Response
_ (evaluation of
invalidation flag)

Status EF

IMSI
and EFLOCI

not invalidated invalidated

(see note 2)

ME: unrestricted
operation
NOTE 1: In case of enabled FDN and/or enabled BDN, the EF has been invalidated by the SIM at no later than this

stage.
NOTE 2: Invalidation of only one of the two EFs is not allowed for FDN and BDN.
NOTE 3: For SIMs with enabled BDN this procedure is used to check whether the ME supports the Call Control by

the SIM facility.
Figure C.1: Example of an Initialization Procedure of a FDN/BDN SIM (see subclause 11.2.1)
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NOTE 4:

NOTE 5:

NOTE 6:

¢

SIM capability
request

ME
supports
cC?

andFDN is
enabled

yes yes
Rehabilitate Rehabilitate
E':LDCIand Etl\:/ISI E’:LOCIar1d EII\:IISI
(note 4) (note 4)

restricted or unrestricted no operation FDN operation
operation, according to

the state (enabled/disabled)

of the various services

(FDN, CC)

In case of "BDN enabled", the SIM only allows rehabilitation of the EFus) and EF_oc, if the ME has
indicated its CC-capability to the SIM (by PROFILE_DOWNLOAD).

Possibility for future "restricting" services to use the internal SIM mechanism of invalidation of EFus; and
EFLoc.

If the ME does not support all enabled services (e.g. FDN, BDN), it does not operate. In case of enabled
BDN, the support of the "Call Control Feature" by the ME is sufficient for operation. For future use, there
may be additional "restricting" services, which are not known to the ME. In that case the ME will perform
the subsequent rehabilitation procedure but will fail to rehabilitate EFimsi and EFLoci (see note 4).

Figure C.1: Example of an Initialization Procedure of a FDN/BDN SIM (continued)
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BDN capability
request

FDN capability
request

Figure C.2: SIM capability request

Select EF SST

Read EFsgt
BDN
no
. yes allocated and
activated
?
Select DF TELECOM
Select EF BDN
Get Response
(evaluation of
invalidation flag)
no EFgDN yes
invalidated
?
BDN enabled BDN disabled No BDN SIM

Figure C.3: BDN capability request (see subclause 11.5.1)
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Select EF
SST

Read EF
SST

FDN
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(see note 7)

yes

allocated and no
activated
?
allocated es
and y
activated
? Select
Telecom
Select
EFADN

Get Response
(evaluation of
invalidation flag)

EFADN

FDN enabled

NOTE 7:

invalidated
?

FDN disabled

In this case FDN is enabled without the possibility of disabling.

Figure C.4: FDN capability request (see subclause 11.5.1)
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Rehabilitate
Efimsi Efioc

Select EITNISI

Rehabilitate (Note 8)
EF jvsi

Select EF

Rehabilitate (Note 8)
EF Lo

8

If BDN is enabled in the SIM, and if the Profile download procedure has not indicated that the ME supports
Call Control, the EF is not rehabilitated by the SIM.

LOCI

NOTE 8:

Figure C.5: Procedure to rehabilitate GSM files

FDN
allocated and

activated
?

no

Boolean Equation:

FD = FDA.(NOT(ADA)+ADA.ADI)

where

FD = FDN enabled

FDA = FDN allocated and activated
ADA = ADN allocated and activated

ADI EFADN invalidated

ADN
allocated
and
activated

EFADN
invalidated
?
no
yes
FDN enabled FDN not enabled

Figure C.6: Coding for state of FDN
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Annex D (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification Description Value

'2FE2' ICC identification operator dependant (see 10.1.1)

'2F05' Extended Language preference 'FF...FF'

'6F05' Language preference 'FF'

'6F07" IMSI operator dependant (see 10.3.2)

'6F20' Ciphering key Kc 'FF...FFQ7'

'6F30' PLMN selector 'FF...FF'

'6F31' HPLMN search period 'FF'

'‘6F37"' ACM maximum value '000000' (see note 1)

'6F38' SIM service table operator dependant (see 10.3.7)

'6F39' Accumulated call meter ‘000000

'6F3E' Group identifier level 1 operator dependant

'6F3F' Group identifier level 2 operator dependant

'6F41' PUCT 'FFFFFF0000'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name 'FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F74' BCCH information 'FF...FF'

'6F78' Access control class operator dependant (see 10.3.15)

'6F7B' Forbidden PLMNs 'FF...FF'

'6F7E Location information 'FFFFFFFF xxxxxx 0000 FF 01'
(see note 2)

'6FAD' Administrative data operator dependant (see 10.3.18)

'6FAE' Phase identification see 10.3.16

'6F3A' Abbreviated dialling numbers 'FF...FF'

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3D' Capability configuration parameters 'FF...FF'

'6F40' MSISDN storage 'FF...FF'

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F44' Last number dialled 'FF...FF'

'6F47' Short message status reports '00FF...FF'

'6F4A' Extension 1 'FF...FF'

'6F4B' Extension 2 'FF...FF'

'6F4C' Extension 3 'FF...FF'

'6F4D' Barred dialling numbers 'FF...FF'

'6F4E' Extension 4 'FF...FF'

'6F4F' Extended capability configuration parameters | 'FF...FF'

'6F51' Network's indication of alerting 'FF...FF'

'6F52' GPRS Ciphering key KcGPRS 'FF...FFO7'

'6F53' GPRS Location Information 'FFFFFFFF FFFFFF xxxxxx 0000 FF 01'
(see note 2)

'6F54' SetUpMenu Elements operator dependant (see 10.3.34)

'6F58' Comparison method information 'FF...FF'

'6F60' User controlled PLMN Selector with Access FFFFFF0000..FFFFFF0000'

Technology
'6F61' Operator controlled PLMN Selector with FFFFFF0000..FFFFFF0000'
Access Technology

'6F62' HPLMN Selector with Access Technology 'FFFFFF0000..FFFFFFO000

'6F63' CPBCCH information 'FF..FF'

'6F64' Investigation Scan '00"

'4F20' Image data '00FF...FF'

'4F30' SoLSA Access Indicator) '00FF...FF'

'4F31' SOLSA LSA List 'FF...FF'

NOTE 1: The value '000000' means that ACMmax is hot valid, i.e. there is no restriction on the ACM. When
assigning avalue to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREASE command does not update EF, ., if the unitsto be added would

exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxxxxx stands for any valid MCC and MNC, coded according to TS 04.08 [15].
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Annex E (informative):
SIM application Toolkit protocol diagrams

The diagramsin this annex are intended to illustrate the data protocols of the SIM toolkit application in various
situations. The SIM application is shown as initiated by SM S Data Download messages. Other possibilities exist (as
defined in TS 11.14) such as data entry from a menu selection.

Case 1l: Simple
GSM SIM
Network ME SIM Application
SMSgu
_Data_Download/Class_2
ENV(SMS)
(SMS)
(‘9000")
‘9000’
SMS Ack

This shows the simple case where an SM S for SIM updating is received from the network, passed to the SIM by the ME
and processed immediately by the SIM application. This requires no ME action except to acknowledge the SMS.
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Case 2: Simplewith short delay

GSM SIM
Network ME SIM Appl
SMSgm
_Data_Download/Class_2 > ENV(S M S)
(SMS)
‘60’ (‘60"
‘ _____________________________________________________________
‘60’ (‘60"
4 .............................................................
(*9000")
9000’ )
SMS Ack

This shows the simple case where an SM S for SIM updating is received from the network, passed to the SIM by the ME
and which requires some time to process by the SIM application. The processing timeis "not long" and is obtained by
the SIM application sending "null procedure bytes' to the ME. Each byte has the effect of restarting the work waiting
time so that the ME does not abort the transaction before the SIM application has finished processing the command(s)
sent in the SMS.

Guidelines on timings:
1. The SMS Ack must be sent back before the network times out and sends the SM S again.

2. Useof null procedure bytes must not be excessive as during this time the ME is unable to issue normal GSM
commandsto the SIM.
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Case 3: Simplewith short delay and SIM Acknowledgement

GSM SIM
Network ME SIM Appl
SMSSIM
_Data_Download/Class_2 g ENV(SMS)
(SMS)
‘60’ (‘60"
‘ _____________________________________________________________
‘60’ ('60")
4 .............................................................
("9F10")
‘9F 10 )
Get Response (16 bytes)
) (SIM Ack)
SIM Ack
SMS Ack (with
. SIM Ack)

This shows the same case as previously where an SMS for SIM updating is received from the network, passed to the
SIM by the ME and which requires some time to process by the SIM application. However in this case the SIM

application has SIM acknowledgement data to include in the SM 'S acknowledgement being returned to the network by
the ME.

Guideline on timings:

The SMS Ack must be sent back before the network times out and sends the SMS again.
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Case 4: A Toolkit command generated by the SIM application asa result of an SM Sfrom the network

GSM SIM
Network ME SIM Application
SMSSIM
_Data_Download/Class_2 ENV(SMS) (SMS)
‘60’ (‘60")
4 ............................................................
‘60’ (‘60"
4 .............................................................
("91XX")
‘91XX’
SMS Ack FETCH
> (FETCH)
(Command)
Command
TERMINAL RESPONSE
(TERMINAL RESPONSE)
(*9000")
‘9000’ <

This shows the case where an SMS for SIM updating is received from the network, passed to the SIM by the ME and
processed by the SIM application which then generates a command for action by the ME (e.g. PLAY TONE).

NOTE: If apositive acknowledgement to the network of completion of execution of the instructions given in the
SMS message is required then the SIM application can issue a command to the ME to send aMO SMS.
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Case 5: A normal GSM command requires processing before the M E can respond to the 91XX from the SIM

GSM SIM
Network ME SIM Application
SMSsim
_Data_Download/Class_2 ENV(SMS)
(SMS)
("91XX")
‘91XX’
SMS Ack
GSM Command
‘91XX’
FETCH
(FETCH)
(Command)
) Command
TERMINAL RESPONSE
(TERMINAL RESPONSE)
("9000)
‘9000’ )

This shows the case where an SMS for SIM updating is received from the network, passed to the SIM by the ME and
processed by the SIM application which then generates a command for action by the ME (e.g. PLAY TONE). However
anormal GSM command requires processing before the ME can FETCH the command which the SIM is waiting to
giveit. The response to the normal GSM command is'91XX" in this case to remind the ME of the outstanding SIM
application command request.
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Case 6: MORE TIME Command

GSM SIM
Network ME SIM Application
SMSg
_Data_Download/Class_2 E NV ( S M S)
(‘91XX)
‘91XX’
SMS Ack D e
FETCH
""""""""""""" g (FETCH)
MORETIME (MORETIME)

. TERMINAL RESPONSE

TERMINAL RESPONSE

(9000

‘9000’

A

This shows the case where an SMSfor SIM updating is received from the network, passed to the SIM by the ME and
requires a considerabl e period of time to be processed by the SIM application. In this case the use of null procedure
bytes only isinappropriate as the ME must be given the opportunity to process normal GSM commands. The
opportunities gained by the SIM application for processing, and the opportunities for normal GSM commands are
shown in the diagram above. The sequence of 91X X, FETCH and MORETIME commands can be repeated if required.

Opportunities to process normal GSM commands are shown thus:

[

--a

Opportunities for SIM application processing are shown thus:
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Case7: SIM Application Busy

GSM
Network ME SIM SIM
Application
BUSY

SMSSIM v
_Data_Download/Class_2 g

ENV(SMS")

‘9300’

SMS NACK

A

While the SIM application is busy processing a SMS for the SIM application arrives from the network and is sent to the
SIM by the ME in the usual manner. The SIM operating system recognizes that the SIM application is busy, and it

sends a busy response (*9300") to the ME. The ME then sends negative acknowledgement to the network. The
responsibility for aretry rests with the network.
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Annex F (informative):
Examples of coding of LSA Descriptor files for SoOLSA

Thelength of all the recordsis determined by the LSA descriptor containing the largest number of bytes. Combinations
containing different numbers of LSA IDs, LAC+ Cl and CI or LAC can therefore be done. Various examples are show.
Due to the OTA management of the records it is recommended that the record length is maximum 100 bytesin order to
leave room for command descriptor and signature information in the SMS.

Thisfirst example contains two LSAS, one described by two LSA 1Ds and another described by three Cell IDs, giving a
record length of 8 bytes.

1% record:

2" record:

LSA descriptor
type =LSAID
and number = 2
(1 byte)

LSA ID (3 bytes)

LSA ID (3 bytes)

Identifier (1 byte)

LSA descriptor
type = Cl and
number =3

(1 byte)

ClI (2 bytes)

ClI (2 bytes)

Cl (2 bytes)

Identifier (1 byte)

The second example contains two LSAs, one described by one LSA ID and one described by two Cell 1ds, giving a
record length of 6 bytes.

1% record:

2" record:

LSA descriptor
type =LSAID
and number =1
(1 byte)

LSA ID (3 bytes)

==y

Identifier (1 byte)

LSA descriptor
type = Cl and
number = 2

(1 byte)

ClI (2 bytes)

ClI (2 bytes)

Identifier (1 byte)
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Annex G (normative):
Image Coding Schemes

The following image coding schemes are applicable to rectangul ar raster images. Raster image points are assumed to be
of square shape. They are numbered sequentially from 1 onwards, starting at the upper left corner, proceeding line by
line downwards, each line in turn proceeding from left to right, and ending at the image's lower right corner.

The following example illustrates the numbering scheme for raster image points by showing how the corner points are
numbered, assuming an image length of x points and an image height of y points.

(x*(y-1) +1) x*y)

G.1 Basic Image Coding Scheme

This coding scheme appliesto rectangular raster images made up of raster points that are either set or not set. This
coding scheme does not support any notion of colour. Image data are coded as follows:

Byte(s) Description Length
1 image width = X 1
2 image height =Y 1
3to K+2 |image body K

Coding of image body:

The status of each raster image point is coded in one bit, to indicate whether the point is set (status = 1) or not set
(status = 0).

Byte 1.

|b8|b7|b6|b5|b4|b3|b2|b1|
status of raster point
status of raster point
status of raster point
status of raster point
status of raster point
status of raster point
status of raster point
status of raster point

PNWAOOOO N

Byte 2

|b8|b7|b6|b5|b4|b3|b2|b1|

status of raster point 16
status of raster point 15
status of raster point 14
status of raster point 13
status of raster point 12
status of raster point 11
status of raster point 10
status of raster point 9

etc.

Unused bits shall be set to 1
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G.2

Colour Image Coding Scheme

This coding scheme appliesto coloured rectangular raster images. Raster image point colours are defined as references
into a colour look-up table (CLUT), which contains a subset of the red-green-blue colour space. The CLUT inturnis
located in the same transparent file as the image instance data themselves, at an offset defined within the image instance

data.

Image data are coded as follows:

Byte(s) Description Length
1 Image width = X 1
2 Image height =Y 1
3 Bits per raster image point = B 1
4 Number of CLUT entries = C 1
5 to6 Location of CLUT (Colour Look-up Table) 2
7 to K+6 Image body K

Bits per raster image point:

Contents:
The number B of bits used to encode references into the CLUT, thus defining a raster image point's colour.
B shall have avalue between 1 and 8.

Coding:
Binary.

Number of entriesin CLUT:

Contents:

The number C of entriesin the CLUT which may be referenced from inside the image body. CLUT entries
are numbered from O to C-1.

C shall have avalue between 1 and 2**B.
Coding:

Binary. The value O shall be interpreted as 256.
Location of CLUT:
Contents:

Thisitem specifies where the CLUT for thisimage instance may be found. The CLUT isaways located in
the same transparent file as the image instance data themselves, at an offset determined by these two bytes.

Coding:
Byte 1: high byte of offset into Image Instance File.
Byte 2: low byte of offset into Image Instance File.
Image body:
Coding:

Each raster image point uses B bits to reference one of the C CLUT entries for thisimage instance. The
CLUT entry being thus referenced yields the raster image point's colour.

The image body is arrayed as for the Basic Colour Image Coding Scheme, that is, starting with the highest bit
of the first raster image point's colour information.
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Byte 1.

|b8|b7|b6|b5|b4|b3|b2|bl|

. etc
. etc
.. etc
. etc
... etc
Bit B-2 of raster point 1 CLUT reference
Bit B-1 of raster point 1 CLUT reference
Bit B (MSB) of raster point 1 CLUT reference

etc.
Unused bits shall be set to 1.

The CLUT (Colour Look-up Table) for an image instance with C coloursis defined as follows:
Contents:
C CLUT entries defining one colour each.
Coding:
The C CLUT entries are arranged sequentially:

Byte(s) of CLUT CLUT Entry
1-3 entry 0
3*(C-1) +1 to 3*C Entry C-1

Each CLUT entry in turn comprises 3 bytes defining one colour in the red-green-blue colour space:

Byte(s) of CLUT enty Intensity of Colour
1 Red
2 Green
3 Blue

A value of 'FF' means maximum intensity, so the definition 'FF '00' 00" stands for fully saturated red.
NOTE 1: Two or more image instances located in the same file can share asingle CLUT.

NOTE 2: Most MEs capable of displaying colour images are likely to support at |east a basic palette of red, green,
blue and white.
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Annex H (normative):
Coding of EFs for NAM and GSM-AMPS Operational
Parameters

If the EIA/TIA-553 DF is provisioned on the SIM, then EFs specified in this annex and indicated as mandatory under
the DF shall be provided. TIA/EIA-41 [40] based radio access systems should use this DF for storage of NAM
parameters.

All guantities shown in the EF descriptions abide by the following rules unless otherwise specified:
- al unused bits of allocated parameters shall be set by default to 0;

- al unused bytesin a series of values (e.g. Partner, Favoured, or Forbidden SID List) should be set by default to
'FF.

H.1  Elementary File Definitions and Contents

H.1.1 EF,, (Mobile Identification Number)

This EF contains the Mobile Identification Number (MIN). The MIN is a 34-bit number used to address the mobile
station across the AMPS and the TIA/EIA-136 air interfaces, and to identify the mobile station's home network. See
TIA/EIA-136-005 [36] for further details on MIN.

Identifier: '4F88' | Structure: transparent Mandatory
File size: 5 bytes | Update Activity: low
Access Conditions:

READ CHV1

UPDATE CHV2

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 MIN2 M 2 bytes
3-5 MIN1 M 3 bytes

The MIN field is coded as follows:

6 most significant bits are unused;
- next 10 bitsare MINZ2;
- 24 |east significant bitsare MIN1,

- default MIN is'00 00 00 00 00" or 'FF FF FF FF FF'. In either case the ME shall interpret thisasan invalid MIN
and shall not transmit this value over the radio interface.

H.1.2 EF..coc (Access Overload Class)

Thisfile contains the Access Overload Class (ACCOLC). The ACCOLC isa4-hit indicator used to identify which
overload class field controls the access attempts by the mobile station. See EIA/TIA-553 [41] for further details on
ACCOLC.
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Identifier: '4F89' | Structure: transparent Mandatory
File size: 1 byte | Update Activity: low
Access Conditions:
READ CHV1
UPDATE CHV2
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 ACCOLC M 1 byte

(possible values from '00' to '0F")

Byte 1:

|b8 |b7 |b6 |b5 |b4 |b3 |b2 Ibl |
| [ [ [ ACCOLC
Set to O

Initial value shall be'00".

H.1.3 EF,, (System ID Of Home System)

This file contains the system identity of the home system. The SID is a 15-bit number that uniquely identifies an AMPS
or TIA/EIA-41 system. See EIA/TIA-553 [41] for further details on Home SID.

Identifier: '4F80' | Structure: transparent Mandatory
File size: 2 bytes | Update Activity: low
Access Conditions:

READ CHV1

UPDATE CHV2

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 System ID of Home System (SID) M 2 bytes

(Most significant bit = 0)

The default value shall be '0000'.

H.1.4 EF.. (Initial Paging Channel)

The Initial (First) Paging Channel contains two 11-bit first paging channels (FIRSTCHP p-pri and FIRSTCHP p-sec)
used to identify the channel number of the first paging channel when the mobile station is'home'. See EIA/TIA-553
[41] for further details on First (Initial) Paging Channel.
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Identifier: '4F82' | Structure: transparent Mandatory
File size: 2-4 bytes | Update Activity: low
Access Conditions:

READ CHV1

UPDATE CHV2

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 FIRSTCHPpri (Initial Paging Channel) M 2 bytes
3-4 FIRSTCHPp-sec (0] 2 bytes

- Inthe absence of the FIRSTCHPp-sec, the mobile station shall default to '02C4' if the primary channel ='014D'
or '02EL' if the primary channel = '014E'

- Afilesize of 4 bytes may not be backwards compatible with the current dual-mode mobile egquipment

The default of FISRTCHPpri value shall be '014D' for A systems, or '014E' for B systems.

H.1.5 EF.., (Group ID)

Thisfile defines a subset of the most significant bits of the system identification (SID) that is used to identify a group of
cellular systems for local control purposes. If the local control option is enabled within the mobile station and the bits of
the home system identification that comprise the group identification match the corresponding bits of the SID read by
the mobile station over the air, then the Local Control status shall be enabled. Otherwise, the Local Control status shall
be disabled. Refer to EIA/TIA-553 [41] for additional details.

Identifier: '4F81' | Structure: transparent Mandatory
File size: 1 byte | Update Activity: low
Access Conditions:
READ CHV1
UPDATE CHV2
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Group ID M 1 byte

- Group ID default value for North America = '0A".

H.1.6 EF.. (SIM Electronic Serial Number)

Thisfile stores a 32-hit electronic serial number (ESN) that is unique to the GSM-ANSI-136 SIM. The S-ESN can be
unrelated to the ESN of any host equipment to which the GSM-ANSI-136 SIM may be attached. The S-ESN can be
used for registration in conjunction with the MIN. The S-ESN may also be used in conjunction with the A-key and
CAVE agorithm for authentication. See the ANSI-136 Usage Indicator file for details on the ESN usage indicator
which specifies to the mobile equipment how the S-ESN should be used. See EIA/TIA-553 [41] for details on the ESN
asit appliesto registration and authentication.

The contents of this EF shall not be changed by any over-the-air procedures.
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Identifier: '4F8B' | Structure: transparent Mandatory
File size: 4 bytes | Update Activity: low
Access Conditions:

READ CHV1

UPDATE NEVER

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-4 SIM ESN M 4 bytes

Byte 1 Byte 2 Byte 3 Byte 4

Uni que Serial Nunber

Manuf act urer Code

The default value shall be 'FF FF FF FF'.

H.1.7 EF..u: (Call Count)

Thisfile containsthe CALL COUNT parameter. The CALL COUNT is used as asimple 'clone’ detector in TIA/EIA-
136 and AMPS modes. During the network access signalling in AMPS and other TIA/EIA-41 based networks, the SIM
reportsits CALL COUNT value to the network. If the value is consistent with the network perception of the CALL
COUNT for that SIM, then the network will likely grant access based on the authentication process. During an AMPS
or other TIA/EIA-41 based systems call, the value of the CALL COUNT may be incremented upon a command from
the network. The value of the CALL COUNT, when incremented, is incremented by 1 using the INCREASE command.
See EIA/TIA-553 [41] for further details on COUNTs-p.

Identifier: '4F83' | Structure: Cyclic Mandatory
File size: 3*N bytes | Update Activity: high
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
Most Recent CALL COUNT M 3 bytes
Record
Rec N C M 3 bytes

- Fileshall beinitialised '00 00 00

- Minimum file sizeis 2 records

H.1.8 EF.., (Positive/Favoured SID list)

Thisfile containsalist of Favoured SIDs for use in identifying Favoured service providers while performing network
selection (intelligent roaming).

ETSI



3GPP TS 11.11 version 8.10.0 Release 1999 157 ETSI TS 100 977 V8.10.0 (2003-09)

Identifier: '4F85' | Structure: transparent Optiona
File size: 2*N bytes | Update Activity: low
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 Favoured SID 1 M 2 bytes
Favoured SID 2 (0]
(2N-1) — (2N) Favoured SID N (0] 2 bytes

EOF (End of File) isindicated by 'FFFF. An entry with all zerosis considered filler.
The most significant bit of the Favoured SID field is not used and it is set to O.
Coding of the Favoured SID field (2-byte coding)
The default value in the first two bytes shall be 'FFFF'.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|

MS bit of Favoured SID
Set to O

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|bl|
[ LS hit of Favoured SID

H.1.9 EF.» (Negative/Forbidden SID List)

Thisfile contains alist of Forbidden SIDs, for use in identifying Forbidden service providers while performing network
selection (intelligent roaming).
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Identifier: '4F84' Structure: transparent Optional
File size: 2*N bytes Update Activity: low
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 Forbidden SID 1 M 2 bytes
Forbidden SID 2 (0]
(2N-1) — (2N) Forbidden SID N (0] 2 bytes

EOF (End of File) isindicated by 'FFFF." An entry with all zerosis considered filler.
The most significant bit of the Forbidden SID field is not used and it is set to O.
Coding of the Forbidden SID field (2-byte coding)
The default value in the first two bytes shall be 'FFFF'.

Byte 1:

|b8|b7|b6|b5|b4|b3|b2|bl|

- MS bit of Forbidden SID
Setto 0

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|bl|
| LShit of Forbidden SID

H.1.10 EF.. (Scanning Priority List)

Thisfile contains the Scanning Priority List. The Scanning Priority List is an array that defines the various types of
systems that can be found. It also acts as a reference table, pointing to the various data structures in the SIM. Thisfileis
for backwards compatibility with GSM/AMPS mobile equipment. A Mobile Station supporting both TIA/EIA-136 and
EIA/TIA-553 [41] is not expected to support this EF for network selection.
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Identifier: '4F87' | Structure: transparent Optional
File size: 27 bytes | Update Activity: low
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1 Value 1 M 1 byte
2-3 Pointer 1 M 2 bytes
25 Value 9 M 1 byte
26 - 27 Pointer 9 M 2 bytes

- Theposition of the pointersisfixed in thisfile. Highest priority level is 1, lowest priority level is7. No two
entries can have the same priority level with the exception the last two fields (Forbidden PLMNs and Negative
SIDs) which both will have avalue of 0. Default values are in parentheses. The values 1 or 2 shall reside in the
first position (Home PLMN), and the second position (Last registered PLMN) shall contain a higher priority than
position 3 (Preferred PLMNs List ) and 4 (Any Other PLMNS).

Format:

Priority Value Pointer Reserved For
1-7 (2 SIM (‘'6F07") Home PLMN
1-7 (1) SIM ('6F7E") Last Registered PLMN
1-7 (3) SIM ('6F30") Preferred PLMNs List
1-7 (6) 0 Any Other PLMNs
1-7 4 SIM ('4F80") Home SID
1-7 (5 SIM ('4F85") Positive SIDs List
1-7 (7) 0 Any Other SIDs

0 SIM ('6F7B") Forbidden PLMNs List
0 SIM ('4F84) Negative SIDs List

Constraints on the Priority List:
Mandatory PLMN priority order (highest to lowest):
Home PLMN or Last Registered PLMN, Preferred PLMNs, Any Other PLMNs
Mandatory SID priority order (highest to lowest):

Home SID, Positive SIs, Any Other SIDs.

H.1.11 EF.... (Network Selection Activation Flag)

This file contains the Network Selection Activation Flag. Thisflag is used to enable/disable the Manual Mode and some
MMI functionality within the ME.
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Identifier: '4F86' | Structure: transparent Mandatory
File size: 1 byte | Update Activity: low
Access Conditions:

READ CHV1

UPDATE CHV1

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1 Network Selection Activation Flag M 1 byte

Enables/ disables Manual Mode and some MMI functionality within the ME, in both AMPS and GSM modes.
Default value = 05 Hex.
Coding:

Bit0 =0 GSM Manual Mode disabled
=1 GSM Manua Mode enabled (default)

Bit1 =0 AMPS Manual Mode disabled (default)
=1 AMPS Manua Mode enabled

Bit2 =0 Scanning Sequence Flags disabled
=1 Scanning Sequence Flags enabled (default)

Bit3 =0 Disalow home only AMPS selection (default)
=1 Allow home only AMPS selection

Bits 4 through 7 are not used and set to zero.

H.1.12 EF., (Current/Last Registered SID)

Thisfile contains the SIDsp value. The most significant bit is unused and set to 0.

Identifier: '4F8C' | Structure: transparent Optional
File size: 2 bytes | Update Activity: low
Access Conditions:

READ CHV1

UPDATE CHV1

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 SIDsp M 2 bytes

The default value shall be 'FFFF.

H.1.13 EFqcnres (Registration Threshold)

Thisfile contains the NXTREGsp value, specified in EIA/TIA-553 [41]. The three most significant bits are unused and
aresetto 0.
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Identifier: '4F8D' | Structure: transparent Optional
File size: 3 bytes | Update Activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-3 NXTREGsp value M 3 bytes

- (Default value = '00 00 00"

H.1.14 EF... (Current Control Channel)

This file contains the Current Control Channel information related to the Last Paging Control Channel on which the

AMPS phone camped on.
Identifier: '4F8E' | Structure: transparent Optional
File size: 2 bytes | Update Activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1-2 Current Control Channel M 2 bytes
- (Default value = '0000")
H.1.15 EF,. (Latest DCC)
Thisfile contains the DCC val ue associated with the saved Current Control Channel.
Identifier: '4F8F' | Structure: transparent Optional
File size: 1 byte | Update Activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 DCC M 1 byte
(Default value = '00")

H.1.16 EF.s.:econ (GSM Reconnect Timer)

Thisfile specifies, in seconds, the time the ME should remain scanning the GSM-1900 spectrum, after loss of service
from a GSM-1900 system, before any scanning of the AMPS spectrum is allowed.
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Identifier: '4F90'

| Structure: transparent Optional

File size: 2 bytes

| Update Activity: low

Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 GSM Reconnect Timer M 2 bytes

(Default value = '00 3C' = 60 seconds)

H.1.17 EF.us.cs0 (AMPS to GSM Rescan Timing Table)

The EF specifies, in minutes, a series of (typically increasing) intervals for scanning the GSM-1900 spectrum, used
while in-service on an AMPS network while in Dual-Mode operation. The time is measured from the end of the last
GSM-1900 scan to the start of the next GSM-1900 scan. If the table is not completely filled (i.e. the end-of-table value
'FF isfound), the last filled value may be repeated indefinitely. If avalue of 'FO' is encountered, the table is terminated,
asareall rescansto GSM until the current AMPS system is|ost.

Identifier: '4F91'

| Structure: transparent Optional

Filesize: 10 bytes

| Update Activity: low

Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1 First Rescan Attempt Interval (Default = '02") M 1 byte
2 Second Rescan Attempt Interval (Default = '03’) M 1 byte
3 Third Rescan Attempt Interval (Default ='04') M 1 byte
4 Fourth Rescan Attempt Interval (Default ='05') M 1 byte
5 Fifth Rescan Attempt Interval (Default ='06") M 1 byte
6 Sixth Rescan Attempt Interval (Default = 'FF) M 1 byte
7 Seventh Rescan Attempt Interval (Default = 'FF) M 1 byte
8 Eighth Rescan Attempt Interval (Default = 'FF') M 1 byte
9 Ninth Rescan Attempt Interval (Default = 'FF') M 1 byte
10 Tenth Rescan Attempt Interval (Default = 'FF') M 1 byte

H.1.18 EF.. (Feature Activation Codes)

This file contains the feature code table as specified in EIA/TIA-553 [41].
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Identifier: '4F8A' | Structure: transparent Optional
File size: 2 bytes | Update Activity: low
Access Conditions:

READ CHV1

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM
Bytes Description M/O Length
1-2 Default value 'B990'". M 2 bytes

H.1.19 EF.rsu (AMPS USAGE INDICATORYS)

Thisfile contains usage indicators for local control and extended address method.

Identifier: 4F93 File Type: Transparent Optional
File size: 2 bytes (minimum) Update Activity: Low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
Number of Services (S) M 1 byte
Services n°1 to n°8 M 1 byte
-Services:
Contents Service n°1 : Local Control Indicator (see Note 1)
Service n°2 : Extended Address Method indicator — included in any access attempts
(see Note 2)
Services n3°-n°8 : RFU

- Number of Services
Contents:
This byte refersto the number of services defined in the following byte.
Coding:
Thisbyteis coded asBCD
Services
Contents:
This byte describes the services
Coding:
- Onebit is used to code each service
- If thebit = 0: serviceis not enabled

- If thebit = 1: serviceis enabled
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- Thebitsfor services not yet defined shall be set to RFU. For coding of RFU see subclause 9.3.

Byte 2:

|b8|b7|b6|b5|b4|b3|b2|bl|

:Service n°1
:Service n°2
:Service n°3

:Service n°4
:Service n°5
:Service n°6

:Service n°7
:service n°8

NOTE 1: TheLocal Control Indicator is a means provided within the mobile station to enable or disable the local
control option. Local Control is a mechanism that allows a cellular system to customise operation for
home mobile stations, and for those roaming mobile stations whose home systems are members of a
group, by sending local orders with the order field set to local control (which informs the mobile station
to examine the local control field), and by sending one or both of two local control global action overhead

messages.

A group of systems could be formed by participating systems agreeing to a common set of local control
protocols and whose system identifications (SID) are recognised by mobile stations as a common group.

NOTE 2: The Extended Address Method indicator determinesif the extended address word must be included in all
access attempts.

H.2  Authentication Functionality

H.2.1 A-KEY (ANSI-41 Authentication Key)

The A-Key isonly accessible to the algorithm used for Key generation. The A-Key may be programmed into the SIM
directly by the service provider, or it may be programmed into the SIM through a specific over the air procedure. The
A-Key is not accessible by the mobile equipment, therefore the method of storage on the SIM is not specified in this
document. The SIM command A-KEY_VALIDATION is used to store the A-Key on the SIM.

H.2.2 SSD (Shared Secret Data)

The Shared Secret Datais accessible only to the Authentication and the Key Generation functions. SSD is not
accessible by the mobile equipment, therefore the method of storage on the SIM is not specified in this document.

An additional Status Code is defined for SSD updating as follows:

98,34 Error, Update SSD order sequence not respected (should be used if SSD Update commands are
received out of sequence).

H.3  Authentication commands

It is necessary to provide six interfaces to the CAVE Algorithm and Secret Data areas, as listed below:
- Generation of Authentication Signature data, and generation of ciphering keys.
- Validation and storage of entered A-Key's
- Ask Random task (generates RANDBS)
- Update Shared Secret Data (Generates SSD_A_NEW, SSD_B_NEW and AUTHBS values)
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- Confirm Shared Secret Data (Updates SSD val ues)

- CMEA Encryption of voice channel data digits

NOTE: For each task, the expected normal (i.e. success) status code is listed in the status word description. A list
of possible error codes that apply to all tasks can be found in the SIM Status Codes.

The interpretation of these instruction codes (INS in the table below) isvalid only for class AO.

ETSI TS 100 977 v8.10.0 (2003-09)

Task Name CLA INS P1 P2 Lc
Internal_Authenticate ‘A0’ '88' '00' '00' 'OF'
AKEY _validation 'AQ' '86' '00' '00’ '12'
Ask_Random ‘A0’ '8A' ‘00’ ‘00’ '04'
Update_SSD ‘A0’ '84' ‘00’ ‘00’ '0C'
Confirm_SSD ‘A0’ '82' ‘00’ ‘00’ '03'
CMEA_encrypt ‘A0’ '8C' ‘00! '00° ‘nn'

H.3.1 Generation of Authentication Signature Data and Ciphering

Keys

Thistask produces an Authentication response, and shall be used during mobile Registrations, Originations,
Terminations, R_Data messages, SPACH Confirmations, and for the Unique Challenge-Response Procedure. If Byte O,
Bit 1 is set, the SIM should also generate key bits after completing the Authentication function. Some of those
ciphering octets may be passed back to the ME for use with supplementary crypto mechanisms which reside in the ME.
Thistask requires the following input parameters:

Task Name

CLA

INS

P1

P2

Lc

Internal_Authenticate

A0

‘88’

00’

00’

=

Coding::

ByteO  Process Control Byte
Bit 0 0=RANDSs, 1= RANDU
Bit 1 Generate Key Bitsflag (0= No, 1=Yes)
Bit2 Load Internal key flag:

(O=passall generated key bytesto handset, 1= load first 8 bytes of generated keysinternally to SIM,
pass al remaining key bytesto ME)

Bits3-7 Unused, future expansion

Bytes1-4  RANDs (for Registrations, Originations, and Terminations)
or

Bytes1-3  RANDU (for Unique Challenge-Response Procedures)
Byte 4 =0 (MIN2 will befilled in by SIM)

Byte5  Digits Length (in bits, =0, 4, 8, 12, 16, 20 or 24,

=4 x number of digitsin bytes 6-8)

Bytes 6-8 =0,0,0 (for Registrations, Terminations, Unique Challenge Response Procedures)
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= Last Dialed Digits, unused bitsfilled with O's (for Originations). If more than 6 digits are dialed, these are
the last 6 digitsin the origination string. If lessthan 6 digits are dialed, MIN1 will befilled in by the SIM
for the unused bits.

Byte 9 Use ME ESN (='00)
Bytes10-13 ESN
Byte 14 Key_size (=0 if Byte0, Bit 1= 0, =8 (or more) if Byte 0, Bit 1 = 1)
The output of thistask shall be:
Status Bytes: SW1 (='9F if success)
SW2 (='nn'if success)

(‘'nn'is03+Key_sizeif Byte 0, Bit 2 above =0, 03+Key_size-08 if Byte O, Bit 2 above =1)

H.3.2 Validation and Storage of Entered A-Key's

With manual entry of the A-key, the input A-Key must be validated prior to its storage in the SIM. If successful, the A-
key issaved in the SIM and the COUNTsp and Shared Secret Data (SSD) are reset to zero. Thistask requiresthe
following input parameters:

Task Name CLA INS P1 P2 Lc
AKEY _validation ‘A0’ '86' ‘00’ '00' '12'
Coding:
BytesO - 12

Authentication digits string (first digit in Most-Significant nibble of byte O, last digit in Least-Significant
nibble of Byte 12, for atotal of 26 digits)

Byte 13 Use ME ESN (='00)
Bytes14-17 ESN
The output of this task shall be:
Status Bytes: SW1 (='90' if success)
SW2 (='00' if success)

H.3.3 Ask Random Task

Thistask is used to generate the RANDBS random value. This task must be executed prior to updating the Shared
Secret Data (SSD). The value RANDSeed must be generated by the ME prior to calling thistask. Thistask requires
the following input parameters:

Task Name CLA INS P1 P2 Lc
Ask Random 'AQ' '8A' '00' '00' '04'

Coding:
Bytes 0-3 RANDSeed
The output of thistask shall be:
Status Bytes: SW1 (='9F if success)
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SW2 (='04' if success)

H.3.4 Update Shared Secret Data

Thistask is used to generate the preliminary new Shared Secret Data (SSD_A_NEW, SSD_B_NEW) and the AUTHBS
value. The Ask Random Task (see above) must be executed prior to thisroutine. The task requires the following input
parameters:

Task Name CLA INS P1 P2 Lc
Update_SSD ‘A0’ '84' '00' ‘00" '0C'

Coding:
Bytes 0-6 RANDSSD
Byte 7 Use ME ESN (='00")
Bytes8-11 ESN
The output of this task shall be:
Status Bytes: SW1 (='90' if success, ='98' if failure)
SW2 (='00' if success, ='04' if failure)

H.3.5 Confirm Shared Secret Data

Thistask is used to validate the new Shared Secret Data (SSD_A_NEW, SSD_B_NEW) by comparing the internally
computed AUTHBS with the AUTHBSs received from the system. If successful, the SSD_A and SSD_B va ues will
be updated to match the SSD_A_NEW and SSD_B_NEW values, respectively The task requires the following input
parameters:

Task Name CLA INS P1 P2 Lc
Confirm_SSD ‘A0’ ‘82 '00' ‘00’ '03'

Coding:
Bytes 0-2 AUTHBSs
The output of this task shall be:
Status Bytes: SW1 (='90' if success)
SW2 (='00'if success)

H.3.6 CMEA Encryption of Voice Channel Data Digits

Thistask isused whenthe MSis on aVoice Channel, to encrypt and decrypt some portions of digital messages
transmitted to the BS. These will occur for the following messages:

- Cadled Address Message (in response to a hookflash, up to 4 bytes per word, 4 words, total of 16 bytes)

Task Name CLA INS P1 P2 Lc
CMEA_encrypt ‘A0’ '8C' '00' '00' nn'

where 'nn' is hex value of data length n
Coding:
BytesO- (n-1) The n-byte datato be encoded, max. size = 32 bytes.
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The output of this task shall be:

Status Bytes: SW1 (='9F' if success)

SW2 (='nn"if success) (‘nn'ishex value of datalength n)

H.3.7 SIM Status Codes

The following status codes, returned by the SIM in response to the execution of any of the tasks specified in this
document, arevalid. Thefirst hex valueisreturned in SW1, the second hex valuein SW2.

Success Codes:

90,00  Generic success code

9F, xx  Success, xx bytes of data available to be read via " Get_Response” task.
Error Codes:

92,40  Error, memory problem

94,08  Error, fileisinconsistent with the command

98,04  Error, no CHV1 has been presented successfully

98,34  Error, Update SSD order sequence not respected (should be used if SSD Update commands are

received out of sequence).

67,xx  Error, incorrect parameter P3 (1SO code)

6B, xx  Error, incorrect parameter P1 or P2 (1SO code)

6D, xx  Error, unknown instruction code given in the command (1SO code)

6E, xx  Error, wrong instruction class given in the command (I SO code)

6F, xx  Error, technical problem with no diagnostic given (SO code)

6F, 00  Error, invalid input parameters to authentication computation
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Annex | (informative):
EF changes via Data Download or SIM Toolkit applications

This annex definesif changing the content of an EF by the network (e.g. by sending an SMS), or by SIM Toolkit
Application (e.g. by using the SIM API), is advisable. Updating of certain EFs, "over the air" such as EFacc could result
in unpredictable behaviour of the M S; these are marked " Caution” in the table below. Certain EFs are marked "No";
under no circumstances should "over the air" changes of these EFs be considered.
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File identification Description Change advised
'2F05' Extended Language preference Yes
'2FE2' ICC identification No
'4F20' Image data Yes
'4Fxx' Image Instance data Files Yes
'6F05' Language preference Yes
'6FO7' IMSI Caution (note)
'6F20' Ciphering key Kc No
'6F2C' De-personalization Control Keys Caution
'6F30' PLMN selector Caution
'6F31' HPLMN search period Caution
'6F32' Co-operative network Caution
'6F37' ACM maximum value Yes
'6F38' SIM service table Caution
'6F39' Accumulated call meter Yes
'6F3A' Abbreviated dialling numbers Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3D' Capability configuration parameters Yes
'6F3E’ Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F44' Last number dialled Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6F47' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'‘6F4A' Extension 1 Yes
'6F4B' Extension 2 Yes
'6F4C' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 4 Yes
'6F50' CBMIR Yes
'6F51' Network's indication of alerting Caution
'6F52' GPRS Ciphering key KcGPRS No
'6F53' GPRS Location Information Caution
'6F58' Comparison method information
'6F60' User controlled PLMN Selector with Access Technology see 3GPP TS
22.011
'6F61' Operator controlled PLMN Selector with Access Technology Caution
'6F62' HPLMN Selector with Access Technology Caution
'6F63' CPBCCH information No
'6F64' Investigation scan Caution
'‘6F74' BCCH information No
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (note)
'6FAD' Administrative data Caution
'6FAE' Phase identification Caution
Continued.....
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File identification Description Change advised
'6FB1' Voice Group Call Service Yes
'6FB2' Voice Group Call Service Status Yes
'6FB3' Voice Broadcast Service Yes
'6FB4' Voice Broadcast Service Status Yes
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' Automatic Answer for eMLPP Service Yes
'6FB7"' Emergency Call Codes Caution

NOTE: If EFsi is changed, the SIM should issue REFRESH as defined in TS 11.14 [27]
and update EF oci accordingly.
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Annex J (informative):
Change history

Thisannex lists al change requests approved for this document since the first phase2+ version was approved by ETSI

SMG and 3GPP.
Meet | Plenary WG VERS CR [RV| Rel- [CAT SUBJECT Resulting
ing tdoc tdoc ease Version
s16 |709/95 154/95 |(4.15.0 |A008 R96 |1 SIM Speed Enhancement 5.0.0
s17 |062/96 147/95 [5.0.0 |A006 R96 [B |Service Dialling Numbers 5.1.0
060/96 06/96 A009 R96 |B  |ASCI for VGCS and VBS
060/96 06/96 A010 R96 |B  |ASCI for eMLPP
059/96 204/95r A013 R96 [C |Interaction between FDNs and ADNs
061/96 05/96 A014 R96 [D |Correction of baud rate for SIM Speed enhancement
s18 |[263/96 57/96 5.1.0 |A011 |3 |R96 |B [SIM Application Toolkit protocol enhancements 5.2.0
260/96 45/96 A016 R96 [A |SIM presence detection clarification
261/96 54/96 A018 R96 |A [Reponse codes and coding of SIM service table
262/96 55/96 A020 R96 |[A |Reference to International Standards
s19 ([374/96 102/96 [5.2.0 |A012 R96 |C [Contacting elements 5.3.0
373/96 105/96 A023 R96 |A |Clarification of clock stop timing
409/96 107/96 AO024 (1 |R96 |B [Emergency Call Codes (ECC)
374/96 108/96 A025 R96 [C |Using ranges of CBMIs
s20 |[580/96 206/96 [5.3.0 |A021 R96 [B |Barred Dialling Numbers 5.4.0
734/96 197/96 A026 R96 [B  |Addition of Cooperative Network List EF
734/96 197/96 A027 R96 [B  |Addition of ME Depersonalisation feature and EF
702/96 207/96 A031 R96 [D |RFU bit taken into use in GSM 11.12
s21 |(101/97 97/079 |5.4.0 [A032 |2 |R96 [D |Ammendmentto BDN diagramsin Annex B 5.5.0
101/97 97/086 A033 (1 |R96 |B |DFs for MSS/ PCS1900/other use
101/97 97/056 A034 R96 [C |Reading of EFDCK during SIM initialisation
101/97 97/058 A036 R96 [D |Administrative Access Conditions
101/97 97/059 A037 R96 [B  |Format of EFCNL to include fields for Corporate Personal. Code
101/97 97/089 A041 R96 B  |Administrative Data field
s22 |356/97 183/97 [5.5.0 |A042 R97 |B Extended language preference 5.6.0
356/97 163/97 A044 |1 |R96 |A |Clarification of electrical/mechanical SIM/ME interface
356/97 179/97 A045 R96 |D [Security procedures for 2nd level; DFs located under DF GSM
356/97 187/97 A047 R96 |F Number of bytes returned after a SELECT command
356/97 093/97 A048 R96 D |Serivce table and "radio interface"
356/97 109/97 A049 R96 |F Update Access condition of EFDCK (aligns 11.11 & 02.22)
s23 |788/97 97/249 |5.6.0 [A046 |2 [R97 (B Short Message Status Reports 5.7.0
788/97 97/243 A050 R96 |F Addition of SDN and BDN in the description of EFCCP
788/97 97/259 A051 |1 |R97 [C |SIM and ME behaviour when SIM is disabled and blocked
788/97 97/262 A053 R96 |F Response data following an ENVELOPE command
788/97 97/260 A054 R96 |F Coding of EFPhase
788/97 97/271 A055 R97 [C |Changes to Dialling Number Files and extensions
788/97 97/261 A056 R97 |B Network's indication of alerting in the MS
s24 |97-0886 [97/365 |5.7.0 [A052 |2 [R97 [b Introduction of UCS2 5.8.0
97-0886 [97/383 A057 R97 |c MO SMS control by SIM
At SMG #25, it was decided to create a version 6.0.0 of every specification that contained at least one release '97 work item and a
version 7.0.0 of every specification that contained at least one release '98 work item.
s25 [98-0157 ([98p052 |5.8.0 [A058 |2 |R97 (B |Addition of EFs for GPRS 6.0.0
98-0157 |(98p108 A059 R97 |F |Clarification regarding EFCCP records
98-0157 |98p094 A061 R96 |A Clarification of removal of the SIM
s26 [98-0398 ([98p228 |6.0.0 [A062 R98 |B Icons - addition of EF IMG and DF GRAPHICS 7.0.0
98-0398 |98p227 A064 R98 |B Operation of ME with multiple card readers
98-0400 (98p237 A065 R98 |F Deletion of all release 97 markers from the R98 version
98-0398 (98p240 A066 R97 |F RP-ACK RP-ERROR for SIM data download error
98-0398 (98p263 A069 R97 [D |Allocation of file ID for 1S-41

(continued)
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Change History (continued)

with TP-020168 from TP#16 in Marco Island.

Meet Plenary WG VERS CR [RV| Rel- | CAT SUBJECT Resulting
ing tdoc tdoc ease Version
s27 98-0671 98p339 7.0.0 |A071 R98 |C [Enhanced image coding schemes (colour icons) 7.1.0
98-0671 A072 |1 |R98 [D |Addition of reference to PCS 1900
s28 P-99-185 (9-99-076 |7.1.0 [A073 |1 |R98 |F Alignment with 2" edition of ISO/IEC 7816-3 (1997) 7.2.0
P-99-185 [9-99-037 A074 R98 (B  |Addition of SOLSA data fields
P-99-185 |9-99-066 A075 (1 |R98 [B |Addition of CTS fields
P-99-185 |9-99-095 AO076 |1 |R98 (B Definition of a file containing the title of the main menu
P-99-185 ]9-99-072 AO077 R98 |C USSD format indication in the SIM Service Table
P-99-185 [9-99-093 A078 R98 |B Informative annex on EF changes
P-99-185 |9-99-097 A080 R98 |C |Additional GPRS field
P-99-188 A082 R98 |D |Deletion of $(....... )$ release markers
s29 P-99-412 |9-99-163 |7.2.0 [A083 |1 [R98 [C [EF IMSI changes via data download or SIM toolkit 8.0.0
P-99-412 19-99-180 A084 R98 |F Addition of RUN AT COMMAND to the SIM service table
P-99-412 19-99-208 A085 R99 [C |Alignment of maximum of records in a linear fixed file in GSM
s30 P-99-670 [9-99-260 (8.0.0 |A089 R99 [A | Correction for coding of SOLSA "Priority" field 8.1.0
P-99-670 [9-99-277 A090 R99 [D |Clarification of the Ciphering Indicator disable bit in the EFad
P-99-670 [9-99-281 A091 R99 (F Introduction of a new DF for the TIA/EIA-136 technology
P-99-670 [9-99-294 A092 |1 |R99 [B |Addition of EF definitions under the PCS 1900 DF
P-99-670 |9-99-310 A093 R99 |F  |Clarification about "Memory Problem" error for EF oci update
P-99-670 [9-99-300 A094 R99 (F Execution time of SIM toolkit procedures
P-99-670 [9-99-311 A095 R99 |B Introduction of a new DF for the TIA/EIA-95 technology
P-99-670 [9-99-258 A097 R99 (A |Clarification of Optional Status for GPRS files
s31 P-00-137 [9-00-0088 [8.1.0 |A098 R99 [F Clarification of interactions for CBS and the language files on |8.2.0
P-00-137 [9-00-0092 A101 R99 |F Correction to coding of ASCI EF eMLPP.
P-00-137 [9-00-0095 A104 R99 |F  |Addition of coding for ASCI Efs (VGCS and VBS)
P-00-137 |9-00-0098 A107 R99 (F Correction of the byte numbering related to EF LOCIGPRS
P-00-137 [9-00-0133 A108 R99 |F Corrections and additions to DF-5F40
P-00-137 [9-00-0146 A109 [1 |R99 (F Clarification of manual entry of the A-Key.
P-00-137 [9-00-0151 A110 R99 |D [Addition of reference to the File ID as used in the TETRA
P-00-137 |9-00-0163 All1l (1 [R99 [B |COMPACT Cell Selection
P-00-137 |9-00-0155 Al112 R99 (B COMPACT Cell Selection - Investigation Scan indicator for
P-00-139 ([9-00-0161 Al113 R99 |B Enhancement to CCP coding (CR number incorrect in P-00-
P-00-139 |9-00-0159 Al14 R99 (B Enhancement of BDN feature (CR number incorrect in P-00-
s32 P-00-296 |9-00-0232 |8.2.0 [A120 R99 |B |DFs for MEXE 8.3.0
P-00-296 |9-00-0276 Al122 R99 |C [HPLM length
P-00-296 [9-00-0275 A123 R99 |A [LAI, RAI and CNL : alignment with GSM 04.08
P-00-296 |9-00-0273 Al124 R99 (F PLMN Selection Corrections regarding RFU bits
Following the closure of ETSI SMG and the agreement of the 3GPP in July 2000 to undertake responsibility for
remaining GSM specifications, the change requests listed below were approved by 3GPP TSG-T. This change in
responsibility also changed the specification number from "GSM 11.11" to "3GPP TS 11.11".
TP-09 |TP-000176 |9-00-0253 |8.3.0 |[All6 R99 [F PLMN Selection Corrections and additions for EDGE 8.4.0
TP-000176 |9-00-0269 Al119 R99 |C |Addition of RPLMN file
TP-000148 | T3-000479 A126 R99 (F Standardise the current GAIT commands and reserving
TP-11 |TP-010038 [T3-010047 (8.4.0 |Al127 R99 |F Addition of file ID for indicating IDEN access technology 8.5.0
TP-010038 [T3-010045 A128 R99 |F Correction to default HPLMN RAT
TP-14 | TP-010244 | T3-010743 [8.5.0 |A130 R99 |F Corrections 8.6.0
TP-16 |TP-020167 |T3-020427 |8.6.0 |[Al131 R99 [F  |The identifier of EFRPLMNACT (RPLMN Last used Access |8.7.0
Technology) is inconsistent within the specification
TP-17 |TP-020218 |T3-020716 |8.7.0 |[Al132 R99 (F Inconsistent record length of EF(IMG) 8.8.0
TP-18 |TP-020278 |T3-020917 |8.8.0 |[A133 R99 (F Essential corrections file size and record lengths in several [8.9.0
EFs
Editorial changes to the ranges of bytes within the file as
concluded at T3#25.
8.9.0 Removal of comments in clause 11 as given in action AP9/26(8.9.1
to the secretary at T3#26.
TP-21 |TP-030177 [T3-030652 (8.9.1 |A135 R99 |F Correction to SMS 8.10.0
TP-030186 | T3-030725 A136 R99 |F CR to delete Elementary File EFRPLMNACT, in accordance
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