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Office of the Under Secretary of Defense for

Research and Engineering (OUSD(R&E)) Mission

* Ensure Technological Superiority for the U.S.
Military

- Set the technical direction for the
Department of Defense (DoD)

- Champion and pursue new capabilities,
concepts, and prototyping activities
throughout DoD research and
development enterprise

 Bolster Modernization

- Pilot new acquisition pathways and
concepts of operation

- Accelerate capabilities to the Warfighter
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Strategic Technology Protection & Exploitation

(STP&E) Organization and Mission

Acting Deputy Director
STP&E
Dr. Robert Irie

[ , ]
D, Maintaining Technology D, Technology and

Advantage Manufacturing Industrial Base
Dr. Robert Irie Mr. Robert Gold

D, Resilient Systems
Ms. Melinda Reed

Maintain Leadership in Critical Foster Assured Resilient Missions, Advance Domestic Innovation Base
Technology Modernization Areas Systems and Components to Deliver Modernization Goals

STP&E MISSION:

Promote and protect technology advantage and counter unwanted
technology transfer to ensure Warfighter dominance through superior,
assured, and resilient systems, and

a healthy, viable national security innovation base.
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Background: Weapon Systems

Characteristics

Configurations, States, Modes, Transitions |

Deterministic, Adaptive, Predictive, Intelligent |

Characteristics

Manual, Automated, Semi-Autonomous, Autonomous |

Quality Properties
Se|f-suffI‘CIent Real-time, Event-driven, Disturbed, Networked, Time-synchronized, Feedback Control Function |
Strategic or
Tactical Systems Constrained (Execution, Size, Weight, Power, Form Factor, Connectivity, Environment) |

Sensors, Instrumentation, Self awareness, Environmental awareness |

Failure tolerant, Fault tolerant

Normal Conditions Non-malicious
Capability, Interoperability,
Maximum Pe;formance, Reliabilityﬁesilience, P— —

Safety, Security, Survivability versity Conditions iciou
Weapon Reasonable
ST Assurance of

Y Correct'ness and Engineering, Methods, : G TS, S PDependal::ht\I/, Fit sfor .
Effectiveness Approaches, Process, Tools Rigor LEDOSE LABC e S U
Architecture, Design, Interfaces

Certification, Risk, Acceptance

Air Fixed Wing |
Analysis, Modeling
Land | Rotary Wing |
Modularity, Composability,
Platform Maritime surface | Verification, Validation Synthesis
Function
Recognize Differences In: e Subsurface |
Space Complexity Management. Provide Consistency In:
Scalability

Methodologies

Weight
Power Guided/Smart Bomb |
Environment

Risk Decisions
Analysis

Weapon Systems Deliver Lethal Force with the Intent to Cause Harm
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Background: Industry Observations

- Differences in Services approaches are reflected in Solicitations

and Contracts

— Air Force: Program protection activities (Hardware Assurance, Software Assurance)

— Navy: IT Cybersecurity

— Army: Program protection, cyber network defense

PPROVED FOR FUBLIC RELEASE

Raytheon

A Look At Current State Proposal Requirements

Defense Platform/Embedded Program RFP Analysis

The analysis included 10 RFPs in 2016.

The following keywords were used to extract sections of the RFP
Statement of Work and Sections L and M language.

Customers included:

* (3) AirForce (1) United States; (1) direct commercial sale,
(1) Foreign Military Sale

" (4) Navy (2) United States; (2) direct commercial sale

* (3) Army (3) United States

roved for Pubic Rel

KEYWORDS USED:

cyber
cyber security
cybersecurity
cyber hardening

APPROVED FOR PUBLIC RELEASE

cyber defense

cyber protection

information assurance

1A

program protection

system security

security assessment

risk management framework

RVF

vulnerability analysis

survivability

resiliency

DIACAP

INFOSEC

4252017 | 5

Appr eleass
“This document does rot contain technology or technical data controlled urder eiher the U.S. intermational Traffcin Arms Regulatons or the UsS. Exgort Adniristration Regulaions

RFP SOW Analysis Results Summary Kaythoen
Request for Proposal, Statement of Work (SOW) Analysis Results Summary
R R AND R R A REQUIR 0 PROGRAN PRO 0
Program Prtecon vy 1 Navy 2 Ayl Ay Ay Kifoes#l | ArFoee2 Naiy 28 Slenitors Navy &4
X X X X X X X X X X
* Program Profection Plan Referencas System Cyterresincy
[PPP) developmentang | CybersecuryFlan.  DFARS COI Cybersecarty  Cybersecurity Securil butrealy (et sgesfonort) Resiliency | Cyber resiliency
mpementaion opersesuty
« Systems securiy Criical Functional ¥ Cyber Resilient System Securty | Cyber securiy
Alych\teclure ’ Analysis Arbtamper Architecturs cjpesceurty Architeciure sysiem
N Securly
* Software assurance . o EDeTen: . Vaidaion i ManagementPlan
+ Secure coding Yoersecurily ’;"“’:ﬂ ity LSS Velidaion Plans (Emphass on
* Information Assurance (IA) eatres cybersecurty)
« Cyber hardening Syslem Secuity Lifecycle
* Compuzer Network Pan Key Managemen: considerations for
Defense (CNDJ - s;:u:‘y "
+ Embeddedsystem security Anttamper vvva efevnseewov
SCRM (Trusted
Access Program Cyber Hardening
Office, TAPQ)
Validation & Information
Verification Assurancs

FY16 Sample Set Request for Proposal (RFP) Requirements for Cybersecurity
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Department of Defense
INSTRUCTION

SUBJECT:  Operation of the Defense Acquisiton System

DoD 5000.02
2017

Revised DoDI 5000.02 will include an Adaptive Acquisition Framework (AAF) with 6
tailorable acquisition pathways and DoDls for each functional area.

& DODD 5000.01: The Defense | @ = _
, , Acquisition System '
Updated to specify the overarching

policy and the responsibilities of
key officials.

| !

DODIs for Each Acquisition Pathway
Major Capability

DODI 5000.02: Operation of the
Adaptive Acquisition Framework

Outlines the six pathways of the
Adaptive Acquisition Framework.

DODIs for Each Functional Area

Urgent Capability Middle Tier ) .
Acquisition Acquisition of Acquisition Engineering T&E Cybersecurity AoAs Cost Est

Program Acquisition
Software Defense Business Defense Acquisition IP Protection HSI Intelligence IT
Acquisition* Systems of Services ® = _ @ == @ == _ ® ==
@ _ ® = ®—_

lished by vafous OSD functional organizations

*htfps7Pwww.acg.osd.mil/ae/assets/docs/Transforming%20Defense%20Acq%20Policy%20(15Jan2020).pdf
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Technology and Program Protection to

Maintain Technological Advantage

DoD INSTRUCTION 5000.83

TECHNOLOGY AND PROGRAM PROTECTION TO MAINTAIN
TECHNOLOGIC. ‘AL ADVANTAGE

mmmmmm
nnnnnnnnnnnn

S&T managers aad lead sy
AP and

DoDI 5000.83

* Establishes policy, assigns responsibilities, and provides procedures for
DoD S&T managers and engineers to mitigate risks and protect critical U.S.
research, military technologies, and programs

e Contributes to a National Defense Strategy (NDS) line of effort (increasing
lethality) through promotion and implementation of enhanced technology
protection across the DoD enterprise

* The Department of Defense Instruction (DoDI) recommends activities for
DoD S&T managers and engineers to mitigate threats to U.S. technology
and programes, including:

= Safeguarding classified and unclassified

Controlled Technical Information = Protecting fielded systems from changing

= Supervising DoD-sponsored research threat environments
involving joint ventures, academic = Enhancing protection for critical programs
collaborations, and cooperative research and technologies through Technology Area
partnerships Protection Plans (TAPPs), S&T protection

=  Designing systems for security and cyber plans, and Program Protection Plans (PPPs)
resiliency

Protecting against cyberattacks

. Released 20 July 2020; available on https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500083p.pdf?ver=2020-07-20-150345-930/
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DoDI 5000.83 Activities

1. GENERAL ISSUANCE INFORMATION 3.4 TECHNOLOGY AND PROGRAM PROTECTION
MANAGEMENT
2. RESPONSIBILITIES . TAPP
USD(R&E), USD(A&S), USD(I&S), DoD CIO, USD(P), b S&T Protection Plan
DoD Component Heads c. PPP
3. PROCEDURES d. Independent Technical Risk Assessment
3.1. General e. System Engineering Plan
f. Test and Evaluation Master Plan
3.2. TECHNOLOGY AND PROGRAM PROTECTION g. Life-cycle Sustainment Plan
a ﬁf{;’gerg;rsy Impact on Technology and 3.5 TAILORED PROGRAM PROTECTION FOR SELECTED
b. Science and Technology Managers and ACQU|§|TION PATHWAYS o
Lead Systems Engineers Responsibilities a. Major Capability Acquisition
b. Urgent Operational Needs
3.3. ACTIVITIES TO MITIGATE ADVERSARY c. Operation of the Middle Tier of Acquisition
THREATS TO TECHNOLOGY AND PROGRAMS d. Software Acquisition

a. Safeguard Information

b. Control DoD-sponsored Research
c. Design for Security and Cyber Resiliency S&T manager and engineering activities are
d. Protect the System Against Cyber Attacks informed by:

from Enabling and Supporting Systems

Protect Fielded Systems .

Intelligence, counterintelligence and security
activities

S o

Enhanced Protections for Critical
Programs and Technologies
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Technology and Program Protection &

Cybersecurity Policies and Initiatives

Technology

Key Protection Activities:

* Export Control

* Anti-Tamper

* Defense Exportability Features

* DoD Horizontal Protection Guide
* Acquisition Security Database

Goal: Prevent compromise or loss
of critical technology transfer

* DoDI 5200.39 Critical Program Information
* DoDD 5200.47E Anti-Tamper
* DFARS 225.7901 Export-controlled items

Mission Components

Key Protection Activities:

* Software Assurance

* Hardware Assurance

* Supply Chain Risk Management

* Anti-counterfeits

* Joint Federated Assurance
Center

Goal: Protect mission-critical
components (hardware, software)

from malicious exploitation

* DoDI 5200.44 Trusted Systems & Networks

* PL113-66 Sec 937 (FY14 NDAA) JFAC

* DFARS 239.73 Requirements for information
relating to supply chain risk

* NDAA FY11 Sec 806; Requirements for Information
Relating to Supply Chain Risk

* NDAA FY18 Sec 1659. Supply Chain Risk
Management of Critical Missions

* NDAA FY20 Sec 224, Trusted Supply Chain
Standards

* NDAAFY17 Sec 231 DoDI Microelectronics

Information

Key Protection Activities:

* Classification

* Information Security

* Cybersecurity Protections and
Technology Solutions

* Joint Acquisition Protection &
Exploitation Cell (JAPEC)

* Damage Assessment
Management

Goal: Safeguard system and
technical data from adversary
collection and disruption

* DoDI 5230.24 Distribution Statements on Technical
Information

* DoDI 5200.48 Controlled Unclassified Information

* DFARS 252.204-7012 Safeguarding covered
defense information and cyber incident reporting
(includes requirement to implement NIST SP800-
171)

* DCMA NIST SP 800-171 Strategic Assessments

* 32 CFR 2002: Controlled Unclassified Information

Goal: Ensure Warfighter dominance through superior, assured, and resilient systems
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Technology and Program Protection

Planning Across the Lifecycle

Adaptive Acquisition Framework

Technology Enable Execution at the Speed of Relevance

Modernization Priorities Tenets of the Defense Acquisition System

1. simplify Acquisition Policy 4. Data Driven Analysis

2. Tailor Acquisition Approaches 5. Active Risk Management -
b SG Network 3. Empower Program Managers 6. Emphasize Sustainment

Technology |

DoDD 5000.01: The Defense Acquisition System
DoDI 5000.02: Operation of the Adaptive Acquisition Framework

Urgent DevelopProduction and
MNeed Soclution Deployment

=  Autonomy Urgent DD
Operational _
Need >

(" conismnse |

= Biotechnology

[
=
s
il oD =
. CYber #+—— < 2years ﬁ
- Rapid wv
i . . Fieldi =
= Directed Energy MiddleTier fepid  f— T5OE p
v " of Acquisition Prototyping +— <Gyears — = =
* Fully Networked X DoDI5000.xx —J "
% +—— < Syears — J, =
o
Command’ Control, '?\ MDD MSA MSB M3 1o FOC =
H H = Major
and Commun|cat|0ns (=) — Capabillit\r Material Technology Engineering and Manufacturing O —— E
=] A isiti Solutions Maturation and Risk Development Deployment o
- . Path 0 cquisition Analysiz Reduction ploy! o
Hypersonics celortion 12 DoDI 5000.xx
=  Machine Learning / 3 software aﬂm . ErecutionPase
L] I =
Artificial Intelligence o acquisition WEENE D000 A & b AOR® 5 e Legend:
L] DoDI 5000.xx = R"
) ) 0 + <1year - DD: Disposition Decision
u M |Croe|ectronlcs a aTP TP aTP oD: Dut:um.e Determination y
3 Defense Business Capablllty 7 Functional Acquisition il EEE;T“E”EI prvelopmentheasen
" Quantum Science Systems Ne: Solution B Requirementsand | Testingana [l SP2RIY -Milestone N
DoDI 5000.75 Identlﬁcaum SW=I= W s quisitionPlanning | Development uppo 10C: Initial Operational Capability
) FOC: Full Operational Capability
U Space T Business Capability Acquisition Cyde S:Sprint
MVF: Minimum Viable Product
Acquisition 1 2 3 4 5 & 7 MVCR: Minimum Viable Capahility Releass
of Services Formthe Review  Market Define  Develop Execute Manage R: Release
Team Strategy Reseamh Rgmts. Strategy  Strategy Perf. -
DoDI 5000.74 ATP: Authority to Proceed

July 2013

S&T Protection Program Protection

Technology Area Protection Plans for DoD Modernization Priorities
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Design for Cyber Threat Environments

Allocate cybersecurity and related system security requirements to the
system architecture and design, and assess the design for vulnerabilities.
The system architecture and design will address, at a minimum, how the
system:

Manages access to, and use of, the system and system resources

Is structured to protect and preserve system functions or resources, through
segmentation, separation, isolation, or partition

Maintains priority system functions under adverse conditions

Is configured to minimize exposure of vulnerabilities that could impact the mission,
including through application of techniques, such as:

1. Design choice

2. Component choice
Monitors, detects, and responds to security anomalies

Interfaces with the DoD Information Network or other external services

Design Considerations to Mitigate
Cybersecurity Implications to the System

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited.



System Security Requirements Derivation

Capability needs, loss [ Capability ] Loss scenarios

— Adversarial threat informed
o Threat data-dependent

System
Reqmrements

R : A
concerns, acceptance Needs, Priorities, Constraints M - Causal factors
— Mission V o Attack, subversion
_ o Error, fault, failure
SRR [ Stakeholder Requirements ] E o Abuse. misuse
— Regulatory, statutory, — R N
certification, policy T_ sor s N Conditions
_  Assurance : o Exposure, hazard, vulnerability
T
Y

o Threat data-independent

" High Level )
Design

. Requirements System function, interfaces,

data, interconnections
" LowlLevel | — Functional, data, control flow
Design interactions

. Requirements

o

)

/
System architecture,
design, interfaces,
interconnections
— Exposure, hazards,
vulnerabilities
— Critical functions k

o Mission
System

O
o  Security [ Implementation
O

— Interactions not anticipated by
the system requirements

— Exposure, hazards,
vulnerabilities

B
E
H
A
Vv
I

o)
R

Safety of the Design

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited.



System Security Engineering Requirements

and Security Controls Comparison

Engineering Requirements

Capability
Needs, Priorities, Constraints

Stakeholder
Requirements

:
=

Validation
of the Implementation

]

= S

—..

System
Requirements
~—

High Level
Design
Requirements

Low Level

Design
Requirements

Validation demonstrates
that the implementation
satisfies the stakeholder
requirements.
“Did we build the right
thing?”

Decomposition and
derivation refines
requirements to enable
implementation

Verification demonstrates
that the implementation
satisfies the
design requirements.
“Did we build it right?”

Implementation
of the Design

A

Verification
of the Implementation

|

Security Controls

Design
dependence and
independence?

Levels of design
abstraction?

Validation?
Verification?
Traceability?

Validated
baselines?

Configuration
control?

(

Baseline

Security Controls

}

(

Tailored
Security Controls

Jem|

Security Control
Overlay

|

|

Approved
Security Controls

|

A

[

|

[ Assessment J[Authorization ][ Monitoring J
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Systems Security Engineering

Use of Security Controls

Common ili / : \

Criteria Expression of Security Ca pa bil ity Needsl Security controls

Security Protection Needs Priorities, Constraints cannot replace

Control requirements

Catalog

[ Informing Resources ] Stakeholder . mzyz;astt'ze:e:se':nm’::zto
Includes requirements that express Requirements design-independent need
Validated security protection need g *  May be used as input to
Transformation system design analysis and

development of derived and
decomposed system
requirements

System

: Requirements Security controls mlfst
" gq;nn_lon be traceable to their
riteria . L.
S High Level Design derivation source
Control Requirements
Catalog = Performance objectives and
i . adverse effects
[ Informing Resources ] Low Level Design - .
- *  System design requirements

Requirements

T o /

Design Implications for Requirements
- Requirements analysis across all levels of design

As-required transition of

produce system requirements, derived H
requirements, decomposed requirements Implementatlon requirements to an equivalent
= Various resources may inform the development of of the Design statement of security controls

security requirements
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Security Requirements Derivation

Consistent with DI-SESS-82177

FIGURE 1 Example- Specification Tree DI-SESS-82177
Baseline Capability Needs SETR
a r—-r—————- and associated informing resources of objectives |ouleal kbl _|
. . c | G .
« Comply with levied g | S::xf'c':ﬂe;,: « Ensure requirements reflect
requirements that £ | I constraints to minimize the
A OEM . . q
affect security E I Specification introduction and persistence of
r 77—~ 7 potentially adverse conditions during
D e | system design and realization
s | I
= [ I I 1 | =
E e | OEM DEM DEM DEM | '{.'5 C C
I.E I Specification Specification Specification Specification I O 0
S I s S S ) M M
| P P
: B T e B o Y
OEM T T OEM OEM
| Specification ¢ Allocate requirements Specification Specification I N N
\| I | consistent with achievable I ﬁ :
| P [ security performance that | OEM | T T
| enables system performance Spec -3
DEM | 2
M I Spec Spec QEM CIEM_| I
A E I Ld s | ‘ Spec ‘ | Spec I A R
< OEM OEM OEM L E
] Spec Spec QEM OEM
T g I *pec - Ip Spec Spec I L A
< | | _ . . | ] L
U | ‘;E::  Ensure requirements are informed by appropriate 25:: | C |
R I historically-informed defenses against known, | A z
| unknown, and unquantified security vulnerability I & T A
| : and adversity induced or enabled by cyberspace —; I - | T
T Spec Spec 0 I
I o =l KR
(4]
Y 2| oem  ||[ oem DEM DEM I 3 N
2 I Spec Drawing Spec Spec &
& — o e T TS TIT T T . S ] [t e e e e e e e e e J

Check the source 1o verify that this is the current version before use.

End of DI-SESS-82177

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited.



Program Protection Planning,

Includes Cyber Activities

Section | FAR/DFAR Section C
Contract Clauses Statement of Work

Consistent
implementation will
provide balanced
and seamless
protections

Performance
+ Specification

System

Government
Furnished
Information

Solicitation/Contract

PM Program
Protection Plan

Contractor Program

G:verpr:ednt Protection
| :rnls ? Implementation
nformation Plan

My Goal

Increase consistency and
repeatability of system assurance,
system security, and cybersecurity
methods and technologies

Improve expectations across
Government, industry, academia and
operational stakeholders
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Acquiring Capability Through FAR-Based

Contracting

CONTRACT
SECTION PART |. THE SCHEDULE Preparation Of
* Statement of Work (Section C) A~ Soltaton/ContectForm Statement of
sow B Supplies or Services and Prices/Costs Work —

2 Reference Doc. - g ¢ Description/Specifications/Work Statement 88\ 1B 5 F Y7o | 01010] ¢

3. Requirements

- Prepared by Program Office (PM)/ Requiring Activity (RA' ' 1. Scope

* Contract Clauses (Section I) D Packaging and Markng 254D
. . Contract E Inspection and Acceptance
- Prepared by Contracting Officer Do DS g etomance
- FAR Clause 52.204-2, when contract involves access to Perlomunce G Contract Administration Data

. . . . Security Clearances
Confidential, Secret, or Top Secret information H  Special Contract Requirements ————— g | Geopraphic Location

Unique Requirements

- FAR Clause 52.204-21, when contract involves Federal

. PART Il. CONTRACT CLAUSES Clawes required by
CO ntra Ct | nfO rm atlon Procurement Regulations
. | Contract Clauses e which pertain to
- DFARS Clause 252.204-7012 in all contracts except COTS this Procurement
. ° PART lIl. LIST OF DOCUMENTS, EXHIBITS l:,ist Qunmins:
* List of Attachments (Section J) AND OTHER ATTACHWENTS Seurty Fom
. J List of Attachments - b:()w o
- Attachments collected by Program Office ‘ Spadfiion
. . . pe . PART IV. REPRESENTATIONS AND Sheer
- Data deliverables as identified in Contract Data ofteors et INSTRUCTIONS Extibis
Requirements List (CDRL): Prepared by PM/RA Busines (el soleiatons/REPs o)
Buy An}crlcan Act SQ tl'ypt:of Contract,
- Secu r|ty Classification Guides CP;?VESSZMW -#— K Representations, cettifications, and Other Sﬂlfti_ta_tiur‘l
Standards Statements of Offerors l[))rzt:)n:::rrl:s
- SpeCIfI cations: Pre pa red by PM O/RA Notices, ete. L Instructions, Conditions, and Notices to Offerors ——pme- | Progress Payments.etc.
- Other Government Furnished Information: Various M Evaluation Factors for Award ——— [How Proposd vl

Contract Attachments (i.e., SOW/SO0Q)
Confract Exhibis (i.e., CDRLs)

Using a Federal Acquisition Regulation (FAR)-Based Contract
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]

ML-STD61G

11 Deewsnibesr 2015

SUPERSEDING
MIL-STD-461F
10 December 2007

DEPARTMENT OF DEFENSE
INTERFACE STANDARD

REQUIREMENTS FOR THE CONTROL OF
ELECTROMAGNETIC INTERFERENCE
CHARACTERISTICS OF SUBSYSTEMS AND
EQUIPMENT

AMESC 9618 AREA EMCE
HSTRIBUTION STATEMENT A Mgt for pubi nkearse; destitnibon & unbindéd

MIL-STD-461G

TABLE IV. Emission and susceptibility requirements.

Requirement

Description

MIL-STD-461G

CE101 Conducted Emissions, Audio Frequency Cuments, Power Leads TABLE V. Requirement matrix.

CE102 Conducted Emissions, Radio Frequency Potentials, Power Leads Equipment and Subsystems Requirement Applicability

CE106 Conducted Emissions, Antenna Port Installed In, On,_or Launched

Ccs101 Conducted Susceptibility, Power Leads :r"‘m.."le jg"m“”g Platforms or

C5103 Conducted Susceptibility, Antenna Port, Intermodulation Slalalalalalalalalalalalalxlxl=lal=l =

CS104 Conducted Susceptibility, Antenna Port, Rejection of Undesired Dmme|eee|e @@ eeemmme|2l 2
Signals 2 R|B|2|B (|5 |3 |=|a|a|3|=|2|R|E(2|8| &

C5105 Conducted Susceptibility, Antenna Port, Cross-Modulation

cs109 Conducted Susceptibility, Structure Current Surface Ships AJA[LIA[S|LISILIA[S|AIL|SIAJAJLILIAIL

csii4 Conducted Susceptibility, Bulk Cable Injection Submarines _ AJLIAISILISILIA[SILISISIAJAILILIAIL

Cs5115 Conducted Susceptibility, Bulk Cable Injection, Impulse Excitation ﬁll:;raﬂ,ﬁ\n'ny, Including Flight | A AL |A|S|S ALAIAILIAIA A AlA

C5116 ggaglurcl_t;ddiusceptlblllt}r, Damped Sinusoidal Transients, Cables and Aircraft, Navy LaliTalslsls alalalilalilalc i Tal L

csi17 Conducted Susceptibility, Lightning Induced Transients, Cables and Aircraft, Air Force A[LIAISISIS] JAJAIAILIAL [AILL A
Power Leads Space Systems, Including AlL|A|S|S(S AlA|A[L AL A

Cs118 Conducted Susceptibility, Personnel Bome Electrostatic Discharge Launch Vehicles

RE101 Radiated Emissions, Magnetic Field Ground, Army AJLIAISIS|S] |AJAJAISIA] AILILIA

RE102 Radiated Emissions, Electric Field Ground, Navy AJLIAISISIS] [AJAJAISIA] JAJLILIAIL

RE103 Radiated Emissions, Antenna Spurious and Harmenic Outputs Ground, Air Force AJLIAISIS]S AlAIA A AL A

RS101 Radiated Susceptibility, Magnetic Field Lefe”d' i

RS103 Radiated Susceptibility, Electric Field - Applicable _ _

RS105 Radiated Susceptibilty, Transient Electromagnetic Field L: Limited as specified in the individual sections of this standard.

S: Procuring activity must specify in procurement documentation.

System requirements vary across weapon system platform, installation,
and operational environments.

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited.




Standard Practices for Work Breakdown

Structures

Level 4

WBS # Level 1 Level 2 Level 3
Aircraft
ST 10 System
MILSTEc Air
Lombe 1.1 Vehicle
SED
MIL-HDBK 8814
i 1.1.1 Airframe
18 Naach 1993
1111
DEPARTMENT OF DEFENSE 1112
STANDARD PRACTICE
1113
WORK BREAKDOWN STRUCTURES 1114

FOR DEFENSE MATERIEL ITEMS

Airframe Integration, Assembly, Test and
Checkout

Fuselage
Wing

Aircraft System

Empennage |

e L L L —————

AMSC 9213

MIL-STD-881C

AREA MISC

Provides a consistent and

visible framework for defense
materiel items

Aircraft

Alr Vehicle

SYSTEM

. — T SUBSYSTEM
| Airframe | | Propulsion [ Avicnics ‘ [ Am:r;:zw ‘
Fire Control
‘ Detect H Aim ‘ | Fire ‘ | Track ‘

E.3 WORK BREAKDOWN STRUCTURE LEVELS

MIL-STD-381C
AFPPENDIX I
L3 WOEE BEEAEDOWHN STREUCTURE LEVELS
WBS # Lewel 1 Lewel 2 Lewel 3 Level 4
1.0 Unmanned Martime System
1.1 Maritime Vehicle H
oy st Unmanned Maritime
112 Propulsion
113 Energy Storage [ Conversion Syste m
114 Electrical Power
115 Vehicle Command and Control
‘ehicle Command and Control Integration, Assembly,
1151 Test and Checkout
1162 Mission Control
1.153 Mavigation

WBS # Level 1 Level 2 Level 3
Sea
1.0 System
1.1 Ship
111 Hull Structure
1.1.2 Propulsion Plant
113 Sea Electric Plant
1.14 Command, Communications and Surveillance
1.1.5 Auxiliary Systems
1.1.6 SySte m Quitfit and Fumishings
1.1.7 Armament
1.1.8 Total Ship Integration/Engineering
1.1.9 Ship Assembly and Support Sefvices
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Standard Practices for Work Breakdown

Structures —

continued

E 3 WORE BREAEDNWH STRUCTURE LEVELS WBS # Level 1 Level2  Level 3 Level 4 Level 5
1.0 Space System
WBS 2 Level 1 Level 2 Level 3 Lewel 4 11 SEIT/PM and Support qu|pmgnt{1._.s) 1
1.0 Automated Information System (ALS) 111 Systems Engmeenpg Space
11 Automated Information System Prime Mission Product Release/Increment X Hi ';?jggﬁ:mgﬁg?;g}tand Test
1.1.1 Custom Application Softwars 1...n (Specify) 114 Suppart Equipment System
11101 Subsystern Hardware ) :
Automated Cubevetem re CSCI 1...n (Specy) 1.2 Space Vehicle 1..n (Specify)2
H :i Subs YS1 | P bhv. Test and Chackout 1.2.1 SEIT/PM and Support Equipment
H system Software Integration, Assembly, Test an Gl anaa Cuict Coninacc
112 Informatlon Enterprise Semvice Element 1...n (Specify)
1121 Systems Enterprise Service Element Hardware G.3 WORK BREAKDOWN STRUCTURE LEVELS
1122 Enterprise Senvice Element Software CSC1 1..n (Specify) WBS # Level 1 Level 2 Level 3
‘123 ET-.tETEE Senvice Element Integration, Assembly, Test and 10 Surface Vehicle System
12 ekout 11 Primary Vehicle
1.1.1 Primary Vehicle Integration, Assembly, Test and Checkout
';N[?S # 0';;’:::1;8 Syﬂ;i"e' 2 Level3 Level 4 12 Surface HullFrame/Body/Cab
’ 1.1.3 H System Survivabili
11 Munition Vehicle ystem Survivability
111 Airframe 1.14 Turret A;sembly .
1111 Airframe Integration, Assembly, Test and Checkout 1 :2 SYStem 32:&?22?:;3;?;?9
1112 Ordnance Primary Structure T i .
117 Doyvgr Dackang/Diriug Train
1.1.13 Secondary Structure
1114 SYStem Aero-Structures
1115 Other Alrame Componens 1...n (Specify) Complete Work Breakdown Structures
can be found in MIL-STD 881
WBS # Level 1 Level 2 Level 3 Level 4 WBS # Level 1 Level 2 Level 3 Leval 4
1.0 Electronic System 10 Missile System
1.1 Prime Mission Product (PMP) 1...n (Specify) 11 Air Vehicle
1.1.1 PMP Subsystem 1...n (Specify) 111 Airframe
1.1.11 PMP Subsystem Hardware 1...n 1111 Airframe Integration, Assembly, Test and Checkout
1112 PMP Subsystem Software Release 1..n 1112 Primary Structure
o Subsystem Integration, Assembly, Test and 1113 H H Secondary Structure
1.1.1.3 E|ECtr0nIC Checkout 1114 MISSIIe Agero-Structures
1.1.2 S PMP Software Release 1...n (Specify) 1.1.15 Syste m Other Airframe Components 1...n (Specify)
1.1.21 yStemS Software Product Engineering 112 Propulsion Subsystem (1...n) Specify
1122 Computer Software Configuration Item (CSCI) 1..n 1121 Propulsion Integration, Assembly, Test and Checkout
Subsystem Integration, Assembly, Test and 11292 Motor/Engine (Specify)
1123 Checkout 1123 Thrust Vector Actuation
1.1.3 PMP Integration, Assembly, Test and Checkout 1124 Attitude Control System
1125 Fuel/Oxidizer Liguid Management
1.1.2.6 Amm/Fire Device
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Approach to Acquire Data Deliverables

Example of requesting delivery of the Contractor’s Data Item Description (DID)
Record of Tier 1 Level Suppliers Receiving/Developing provides the format and content
Covered Defense Information requirements for data item, with
non-essential references tailored
out of the DID. (e.g. DI-SCRE-
82258, “Contractor’s Record of
Tier 1 Level Suppliers
Receiving/Developing Covered

SOW establishes a requirement e.g., “3.5.

“..arecord of tier 1 level subcontractors,

vendors and/or suppliers who will receive OPERATIONAL T ACQUISITION PLAN
or develop covered defense information ...” HRQUIREMENT

. »”
—— Defense Information
WALHHE. T HE PERFORMANCE
PERFORMED P-"\.HT-\-II-.'I'I-.R.‘;
K DATA ITEM
REQUEST FOR PROPOSAL (RFF) DNESCRIFTION (IMIT}
L | D

RFFF SECTIOMN I

(i
o T ETHI (60T T
i I —

FSECTIOMNC T -
ar . - = . A f
STAMNIM Dr O THRACT CLIN O (’.I)I{I.I‘jﬂl{ﬂd o-.vr'q..‘cm....ar--. F
= Thee e o Sba 1l delivdr = A ST =
| F data LAY Ex it A E
- | — P ——— P
“ 4 PR I I T T—m !
35..a A P | [
HrA record of 1 P i[ DI-SCRE-82258 s
tier 1 level F AT - =
subcontractors, vendors | A s
1.8 and/or suppliers who will L1 Contractor’s
“=w¢  receive or develop A -‘\l:; Record
%4 covered defense 1
LA information ...” I — EEFNEEND TOCOM K COEL FIaM
b )
E—
p— — Contract Data Requirements List (CDRL)
omere s et - 1
’
by R o orders the Contractor’s Record data

item and identifies due date, distribution

FIGURER. SPEC-S0OW-CDREL-DID Relationship. statement and Other SUCh parameters
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Example of DoD Standard for a Data Iltem Description:

Program Protection Implementation Plan

DATA ITEM DESCRIPTION

Title: F/A-18 and EA-18 AIRCRAFT / SYSTEM PROGRAM PROTECTION IMPLEMENTATION
PLAN

Number: DLMGMT-£1826D Approval Date: 20180612

AMSC Number: N9951
DTIC Applicable: N/A.

Preparing Activity: AS
Applicable Forms: N/A

Use/relationship: The Confractors F/A-18 (All Series) and EA-18G Program Protection Implementation shall be
defined within the F/A-18 (Al Series) and EA-18 Aircraft / System Contractors Program Protection.
Implementation Plan (PPIP) which is a resul of the program protection requirements set forth in the DD-254.
Statement of Work (SOW), DaD Contract, the Government's F/A- 18 and EA-13G Program Protection Plan (FEP)
(mcluding Annexes) most current issuance, the Security Guidance for F/A-18 Homer (All Series) and the EA-
13G Growler Aircrat / Systems and Security Classification Guides applicable for the F/A-18 (All Series) and
EA-18G Aircraft and Systems.

This Data Item Description (DID) contains the format, content, and intended information for the data product
resulting from the work task described in the confract SOW.

‘This DID DI-MGMT-81826D cancels and replaces DI-MGMT-81826C.

Requirements:

Reference documents, The applicable issue of the documents eited herein, including their approval dates
and dates of any applicable amendments, notices, and revisions, shall be as sptuﬁedunh( contract.
Note: For PPIP Reference Documents see Paragraph 4 and its

2

Format The required document shall be in Contractor format:

2. The PPIP shall be used as a focal point for the Coniractors Program Securify. The PPIP is derived fiom
the PPP and should not resate what is written in the PPP but simply state “how” the contractor will

implement Program Protection.

The PPIP is used o identify and monitor how a Contractor develops and performs Program

Protection / Operations Secuity (OPSEC) activities during performance of the confract.

<

w

Content The Contractor’s PPIP shall contain the following:

2. Delivered document at a mininmm shall include a cover page identifying the Subject, Contractors Name
and Address, Contact number, DID identification, Distribution Statement, Export Control, and
Destruction Notice

b, Secunty Management organization
(1) The Contracior’s Program Secusity / OPSEC Management structure, including relationships with the
corporate hierarchy, program subconizactors znd suppliers

A section detailing the Contractors approach to the PPIP

d. General methodologies that will be applied fo protection requirements

Critic

= DI- MGMT—81816D

lopmental

ca: at.dia.mil — Downloaded: 2019.08-04T
o soubca 15 vGAty tnal iNe 1 the Saent vereion baicrs .

Scope: The Contractors F/A-18 (All Series) and
EA-18G Program Protection Implementation shall
be defined within the F/A-18 (All Series) and EA-
18 Aircraft / System Contractors PPIP which is a
result of the program protection requirements set
forth in the DD-254, Statement of Work (SOW),
DoD Contract, ...

DATAIT
Title: Naval

ESCRIPTION
ion Prosgram Protection Inplementation Flan

Numbwer: -G
AN N}

GIDEP Applicabl

Project Number:
Applicable Form

Use/relationship: This report is me:
implementing the Program Prote
(PPIP) is derived frons the Pl

This DD comtas
esulting frou the work

o itended use mformation for the data product

Requirements:

issue of the documents cited herein, incl
ible amendments, notices, and revistons,

Format: Contractor fonnal 15 acceptable.
5, Comtent; The Contractor™s PPIP will comtain the following

2.1 Asestion deniling the Contrasiors ..»,‘.m.m.‘.\p.r..*

s (CC) / Critig: lannnlIIIn Nllu ion
{CT) hereafter identified a

ng / propased CPI during

and its protection | identification in the ECP process
by the Government

for sdenifying any exi
developmental and RDT&E pha
prior 10 ECP acceptancy

et protection of CPL which will inchade the

we. e hdung

DI-MGMT-82144

PO DATA ITEM DESCRIPTION

DI-ADMNE 1308

s the of

Fing (PR Tha TPI is the priceiple o nmlcuinlu
don sod wpprovel by the D90 o Hanager

v the boatraster to. (1) dSemif

v na chosan £3 mlmm
sub-contractor, vendor controlied ;w--iua- nd (2} prov

e
inputa to the system process. n Page i
B. OFTICE OF FRIGAY REEMSIRELITY (GPK) [ U —————
rneca)
930125 CASD/ ST/

.1 This DID sootaims th

Progran Pratedcion Inpiesa
emants set forth in

Plinning and Technology Co

instructisas for the
Ea protection

iem F, “Frogram Po

7.2 7his OID is applicanle ts all bed acguisition programs regulsted by DGO S000.1.

DeDI S000.2, and Dob 3000.2-H.

7.3 Tt is istesded that all requiresests cestaised (Ceatisued on Fage 31

o= N

DESBT

T, TemamTI

10.] GContent Requicemssts. The PPIF shall inclede the followirg:

& ssction detalling the oversll approach to the FPIF and the general
uchm]ug‘u which will b+ pplied TO Che PrOTSCCiOn requiresents indicated in the
PR

and mat sgles planned to
satiacy tie EPP bequitemsats 524 ;a-ufm.mm 43 to uhy these paciic astions ware
chosen. Wareatives, Sharts, disgress, o= matsizes be used to illustrate the
sethedslegy(s) chesen to sstablish effective and tfinisat coamterastsures ts progran
soscitic wulnssabiliey(a). Explaln thess plesnad actions through all applicible

ndor contrelisd lecations whare

he Demtitied velnerabllityis) emiar.

ts which agpliss as disective or guidance during exscutlon

of the P15, This List snail imeh

o dzaft protectice reqirements applicable £o the .7- o ke Gh e opane. Thoopein
sBall be drswn from these documants.

(Continued on Page 21

un

DI-ADMN -81306

i

agw 3 ef D

Scope: This report is meant to be used in
identification of the approach to implementing

the Program Protection Plan (PPP). The
Program Protection Implementation Plan

(PPIP) is derived from the PPP and will not

restate what is written in the PPP.

Scope: This plan outlines and defines the
contractor's implementation of the Government
developed Program Protection Plan (PPP). The
PPIP is the principal communications...

Establishes content requirements for data deliverables

on Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited.


https://quicksearch.dla.mil/qsHelp.aspx#scope
https://quicksearch.dla.mil/qsHelp.aspx#scope
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Contract Data Requirements List (CDRL) —

Form DD1423

COMTRACT DATA REQUIREMENTS LIET

o LA [1 Data Hem) | OMB No. OF04-0788
The pried mparing berden k' el of o mebmaied i ge H10 hours per mapensa. eohedng the me e revisang msicecions, sssmhing sandng dals
Al NNt and madianng the data resded Bnd comphling and nevesTg T colection of fomraion. Send commams regerdeg tha burden sstmale or sny oher
spect il i gEtinn o miamanon, incheg SUGDEESORS for redunng e tiven, 82 ta Daparmen of Datanss S sboutve Sendoes Drsciomans (O70-0185) Respasdents
Dk D Ewaoa et NOMNELANGTY Sy DI Droven of lew, no pansen shall be sulses W0 any sanaiy T babng 1 cermply with & eolecnansd iTIermaton i i doss not depiey
currenily vakd DS conimil memier, Peass o noi meiem pur lam o he abee organzaen. Send compleing form i3 e Goesmiman ey Corracing Offizer for ha

Form Approved

Block 2. Identifies the Title of Data
Deliverable —
Program Protection Implementation

eesirnsiPR M, Falad = Blech E Plan
COMTRACT iR ITEM N, N CERBT C CATEGOAY
et S free___ ™ b = — Block 4. Identifies the Data Item
O SYSTEEATEN CCHTARC TIPS M2 F CONTRAITER . .
Elscermnic Warturs Symitm K304 1RR 2200 [ Description —
[ ATH TERIG [T, FIPLE OF DATA TEM I SLETITE DI-ADMIN-81360
AT 1 Prode plameniabon Pias (FPIF) . .
e — W P Program Protection Implementation
f . ALTHOR T s dgaraven Devumant S b CONTRACT REFERERCE |8 REGLARING GFFICE
D-ADIN-51 206 SOW Parg 3311 | MAVIEA PUS4YS Plan
T DS MED 5 CuST STATEMENT |10 FRECUERCT A7 DATE OF FIRST SUBMSSOH ==
LT FEGHIRED BEE BLK 18 SEE ELK 18 N TR } ] .
AFF COCE o 11 A5 OF DATE 11 DATE OF SUBSEGUENT SUBMSSEIH b CoPES Block 9. For technical mformatlon,
- o SEE MK 18 = specify requirement for contractor to
=T Augue
I8 REMARHE !

BLOCK 8 Review will be for technical contert  The Gowvemment will resiew and comment
wihin 30 calendar cays  Resubmisiel is due 15 calander days sier receipl of Government
rewimw Comments

BLOCK & DISTRIBUTHON STATEMEMNT D Disinibuhon sutherized o the Departmend of
Dalensa and U 5. Dol contmachars only Critical Technology (insart data). Cithar requasts far
this documanl sha'l ba rafemad o PED SUS (FMS435)

BLOCKS 10, 12 AND 13: Submission shall be delivarad 30 calendar days after completon of
work 83 specilied in the IMS or mdividual T

BLOCK 14 Unclassified Data fem shal ba submitted alectronically by upleading io the
PRASAIE sile on the Integraied Praduct Data Managemant (IPDM) Systam  Electronc
rclifizalion that the Dats Hem hes been uplaaded shall be senl b the dalnbusion el IrCJ:IHL
containg classified dala. contact COR for direction on delivery

FEaS

mark the appropriate distribution
statement on the data (ref. DoDlI
5230.24); information is controlled

e : when distribution statement is B-F
PCD 1 g
Block 16. Includes additional
o . clarification and the Marking

Statement the contractor is to mark
the deliverable

Includes Data Item Description for content of the deliverable, and
Technical Information Marking and Dissemination Statements
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Secure Cyber Resilience Engineering

(SCRE) Standardization Area

e Definition

— This Area covers the integration of life cycle
security and protection considerations in the
requirements, design, test, demonstration,
operations, maintenance, sustainment, and
disposal of military systems that operate in
physical and cyberspace operational domains.

STANDARDIZATION — This Area speoifilc.aIIy_encompasses the |
DIRECTORY standards, specifications, methods, practices,

techniques, and data requirements for the

(FSC CLASS AND AREA ASSIGNMENTS) security aspects of systems engineering

activities executed and artifacts produced,

with explicit consideration of malicious and

non-malicious adversity.

SD1

DEFENSE STANDARDIZATION PROGRAM

REVISED AS OF

1 April 2018

Secure Cyber Resilient Engineering Standardization

Area Established in March 2019

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited.



Modernize the
R PPP Outline and Guidance

- Policy Updates
S - Acquisition Regulations
- Standards

Concerted effort to enable
- Lessons Learned

consistent tailored
implementation

e Scheduling virtual roadshows to provide training on implementation of DoDI
5000.83

* Updates to Defense Acquisition University (DAU) S&T managers and engineering
education and training for technology and program protection will be informed
by R&E-led Engineering Workforce Task Force

Collaboration with stakeholders is forthcoming

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited.



* DoDI 5000.83 establishes roles and responsibilities for the S&T
manager and the engineering workforce

— Updates to guidance, standards, education and training are pending to make more
consistent implementation

* Improve the efficiency and effectiveness of weapon systems
engineering practice

* Increase consistency and repeatability of resilient engineering
methods and standards

* Improve the communication between government, industry, and
operational stakeholders

Customer-Focused: Outcome-Based

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited.



Questions?

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited.



Backup

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited.



Technology and Program
Protection

Activities to Mitigate
Adversary Threats

Technology Modernization
Priorities

Tailored Program Protection for
Acquisition Pathways

Assigns responsibilities for S&T managers and engineers

OUSD(R&E) monitors process, delegates responsibility to greatest extent
practicable; approves acquisition categories (ACAT) 1D Program Protection
Plans

Links to Pathways, Engineering, Cybersecurity in the Acquisition System, Test
and Evaluation, and Sustainment

Includes responsibilities for DoD-sponsored research, prior to Materiel
Development Decision (MDD)

Reinforces best practices for risk informed technical and engineering
mitigations

Implements technical information, hardware assurance, software
assurance, anti tamper, and cyber resilient security engineering methods
and level of assurance to achieve protection and cyber objectives
Refreshed periodically throughout the program lifecycle

Establishes TAPP for modernization priorities
Establishes S&T Protection activities
Enhanced protection for critical programs and technologies

Enables tailoring to pathway focus areas

Determine protection planning and implementation risks as part of the
design and technical risk assessment process

Ensure operator is informed of operational risks when system is fielded

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited.
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