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• Ensure Technological Superiority for the U.S. 
Military

- Set the technical direction for the 
Department of Defense (DoD)                             

- Champion and pursue new capabilities, 
concepts, and prototyping activities 
throughout DoD research and 
development enterprise

• Bolster Modernization 
- Pilot new acquisition pathways and 

concepts of operation
- Accelerate capabilities to the Warfighter

Office of the Under Secretary of Defense for 
Research and Engineering (OUSD(R&E)) Mission 

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited. 
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Strategic Technology Protection & Exploitation 
(STP&E) Organization and Mission

Acting Deputy Director
STP&E
Dr. Robert Irie

D, Resilient Systems
Ms. Melinda Reed

Maintain Leadership in Critical 
Technology Modernization Areas

D, Maintaining Technology
Advantage
Dr. Robert Irie

D, Technology and 
Manufacturing Industrial Base
Mr. Robert Gold

Advance Domestic Innovation Base 
to Deliver Modernization Goals

Foster Assured Resilient Missions, 
Systems and Components

STP&E MISSION:  
Promote and protect technology advantage and counter unwanted 

technology transfer to ensure Warfighter dominance through superior, 
assured, and resilient systems, and 

a healthy, viable national security innovation base.
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Background: Weapon Systems 
Characteristics

Recognize Differences In: 
• Space
• Weight 
• Power
• Environment

Provide  Consistency In:
• Methodologies
• Risk Decisions
• Analysis

Characteristics

Quality Properties

Engineering Methods

Confidence

Types

Defining Themes

Weapon
Systems

Maximum
Reasonable

Assurance of
Correctness and

Effectiveness

Configurations, States, Modes, Transitions

Deterministic, Adaptive, Predictive, Intelligent

Manual, Automated, Semi-Autonomous, Autonomous

Real-time, Event-driven, Disturbed, Networked, Time-synchronized, Feedback Control Function

Failure tolerant, Fault tolerant

Sensors, Instrumentation, Self awareness, Environmental awareness

Constrained (Execution, Size, Weight, Power, Form Factor, Connectivity, Environment)

Non-malicious

Malicious

Normal Conditions

Adversity Conditions

Capability, Interoperability, 
Performance, Reliability, Resilience, 
Safety, Security, Survivability

Engineering, Methods, 
Approaches, Process, Tools Rigor

Self-sufficient
Strategic or

Tactical Systems

Air

Land

Maritime

Space

Missile

Guided/Smart Bomb

Sensor

Fixed Wing

Rotary Wing

Surface

Subsurface

Platform
Function

Verification, Validation

Complexity Management. 
Scalability

Architecture, Design, Interfaces

Requirements, Specifications

Analysis, Modeling

Certification, Risk, Acceptance

Dependability, Fit for 
Purpose, Nuclear Surety

Modularity, Composability, 
Synthesis

Weapon Systems Deliver Lethal Force with the Intent to Cause Harm

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Background: Industry Observations

• Differences in Services approaches are reflected in Solicitations 
and Contracts

– Air Force: Program protection activities (Hardware Assurance, Software Assurance)
– Navy: IT Cybersecurity
– Army: Program protection, cyber network defense

FY16 Sample Set Request for Proposal (RFP) Requirements for Cybersecurity

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Background: DoD Acquisition Policy

*https://www.acq.osd.mil/ae/assets/docs/Transforming%20Defense%20Acq%20Policy%20(15Jan2020).pdf

DoD 5000.02
2017

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited. 
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Technology and Program Protection to 
Maintain Technological  Advantage

• Establishes policy, assigns responsibilities, and provides procedures for 
DoD S&T managers and engineers to mitigate risks and protect critical U.S. 
research, military technologies, and programs 

• Contributes to a National Defense Strategy (NDS) line of effort (increasing 
lethality) through promotion and implementation of enhanced technology 
protection across the DoD enterprise

• The Department of Defense Instruction (DoDI) recommends activities for 
DoD S&T managers and engineers to mitigate threats to U.S. technology 
and programs, including:

• Released 20 July 2020; available on https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500083p.pdf?ver=2020-07-20-150345-930/

 Safeguarding classified and unclassified 
Controlled Technical Information 

 Supervising DoD-sponsored research 
involving joint ventures, academic 
collaborations, and cooperative research 
partnerships

 Designing systems for security and cyber 
resiliency

 Protecting against cyberattacks 
 Protecting fielded systems from changing 

threat environments
 Enhancing protection for critical programs 

and technologies through Technology Area 
Protection Plans (TAPPs), S&T protection 
plans, and Program Protection Plans (PPPs)

DoDI 5000.83

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited. 
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1. GENERAL ISSUANCE INFORMATION

2. RESPONSIBILITIES
USD(R&E), USD(A&S), USD(I&S), DoD CIO, USD(P), 
DoD Component Heads

3. PROCEDURES
3.1. General 

3.2. TECHNOLOGY AND PROGRAM PROTECTION
a. Adversary Impact on Technology and 

Programs
b. Science and Technology Managers and 

Lead Systems Engineers Responsibilities

3.3. ACTIVITIES TO MITIGATE ADVERSARY 
THREATS TO TECHNOLOGY AND PROGRAMS
a. Safeguard Information
b. Control DoD-sponsored Research
c. Design for Security and Cyber Resiliency
d. Protect the System Against Cyber Attacks 

from Enabling and Supporting Systems
e. Protect Fielded Systems
f. Enhanced Protections for Critical 

Programs and Technologies

DoDI 5000.83 Activities

3.4 TECHNOLOGY AND PROGRAM PROTECTION 
MANAGEMENT
a. TAPP
b. S&T Protection Plan
c. PPP
d. Independent Technical Risk Assessment 
e. System Engineering Plan 
f. Test and Evaluation Master Plan 
g. Life-cycle Sustainment Plan

3.5 TAILORED PROGRAM PROTECTION FOR SELECTED 
ACQUISITION PATHWAYS
a. Major Capability Acquisition
b. Urgent Operational Needs
c. Operation of the Middle Tier of Acquisition
d. Software Acquisition

S&T manager and engineering activities are 
informed by:    

• Intelligence, counterintelligence and security 
activities
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Technology and Program Protection &  
Cybersecurity Policies and Initiatives

Key Protection Activities: 
• Export Control
• Anti-Tamper
• Defense Exportability Features
• DoD Horizontal Protection Guide
• Acquisition Security Database

Key Protection Activities:
• Software Assurance
• Hardware Assurance
• Supply Chain Risk Management
• Anti-counterfeits
• Joint Federated Assurance 

Center

Key Protection Activities:
• Classification
• Information Security
• Cybersecurity Protections and 

Technology Solutions
• Joint Acquisition Protection & 

Exploitation Cell (JAPEC)
• Damage Assessment 

Management

InformationMission Components

Goal: Prevent compromise or loss 
of critical technology transfer

Goal: Protect mission-critical 
components (hardware, software) 
from malicious exploitation

Goal: Safeguard system and 
technical data from adversary 
collection and disruption

Technology

• DoDI 5200.44 Trusted Systems & Networks
• PL 113-66 Sec 937 (FY14 NDAA) JFAC
• DFARS 239.73 Requirements for information 

relating to supply chain risk
• NDAA FY11 Sec 806; Requirements for Information 

Relating to Supply Chain Risk
• NDAA FY18 Sec 1659. Supply Chain Risk 

Management of Critical Missions
• NDAA  FY20 Sec 224, Trusted Supply Chain 

Standards
• NDAA FY17 Sec 231 DoDI  Microelectronics

• DoDI 5230.24 Distribution Statements on Technical 
Information

• DoDI 5200.48 Controlled Unclassified Information
• DFARS 252.204-7012 Safeguarding covered 

defense information and cyber incident reporting 
(includes requirement to implement NIST SP800-
171)

• DCMA NIST SP 800-171 Strategic Assessments
• 32 CFR 2002:  Controlled Unclassified Information

• DoDI 5200.39 Critical Program Information
• DoDD 5200.47E Anti-Tamper
• DFARS 225.7901  Export-controlled items

Goal:  Ensure Warfighter dominance through superior, assured, and resilient systems

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited. 
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Technology and Program Protection 
Planning Across the Lifecycle

Program Protection S&T Protection 

Technology Area Protection Plans for DoD Modernization Priorities 

 5G Network 
Technology

 Autonomy
 Biotechnology
 Cyber
 Directed Energy 
 Fully Networked 

Command, Control, 
and Communications

 Hypersonics 
 Machine Learning /

Artificial Intelligence
 Microelectronics
 Quantum Science
 Space

Technology 
Modernization Priorities
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Design for Cyber Threat Environments
Allocate cybersecurity and related system security requirements to the 
system architecture and design, and assess the design for vulnerabilities. 
The system architecture and design will address, at a minimum, how the 
system: 

• Manages access to, and use of, the system and system resources
• Is structured to protect and preserve system functions or resources, through 

segmentation, separation, isolation, or partition
• Maintains priority system functions under adverse conditions
• Is configured to minimize exposure of vulnerabilities that could impact the mission, 

including through application of techniques, such as: 
1. Design choice
2. Component choice

• Monitors, detects, and responds to security anomalies
• Interfaces with the DoD Information Network or other external services

Design Considerations to Mitigate 
Cybersecurity Implications to the System

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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System Security Requirements Derivation

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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System Security Engineering Requirements 
and Security Controls Comparison

Engineering Requirements Security Controls

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Systems Security Engineering
Use of Security Controls

 Common 
Criteria

 Security 
Control 
Catalog

Informing Resources

Expression of Security
Protection Needs

Includes requirements that express
Validated security protection need

Capability Needs, 
Priorities, Constraints

Stakeholder 
Requirements

Transformation

Implementation 
of the Design

Security 
Controls

Security 
Controls

Security 
Controls

Low Level Design 
Requirements

High Level Design 
Requirements

System 
Requirements

 Common 
Criteria

 Security 
Control 
Catalog

Informing Resources

Design Implications for Requirements
 Requirements analysis across all levels of design 

produce system requirements, derived 
requirements, decomposed requirements

 Various resources may inform the development of 
security requirements

As-required transition of 
requirements to an equivalent 
statement of security controls

I
N
T
E
R
F
A
C
E
S

D
E
S
I
G
N

Security controls 
cannot replace 
requirements

 May be used as input to 
analysis to determine 
design-independent need

 May be used as input to 
system design analysis and 
development of derived and 
decomposed system 
requirements

Security controls must 
be traceable to their 

derivation source

 Performance objectives and 
adverse effects

 System design requirements

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Security Requirements Derivation 
Consistent with DI-SESS-82177

Capability Needs 
and associated informing resources of objectives 

I
N
T
E
R
F
A
C
E
S

D
E
S
I
G
N

M
A
T
U
R
I
T
Y 

C
O
M
P
O
N
E
N
T

R
E
A
L
I
Z
A
T
I
O
N

• Comply with levied 
requirements that 
affect security

• Ensure requirements are informed by appropriate 
historically-informed defenses against known, 
unknown, and unquantified security vulnerability 
and adversity induced or enabled by cyberspace

• Allocate requirements 
consistent with achievable 
security performance that 
enables system performance

• Ensure requirements reflect 
constraints to minimize the 
introduction and persistence of 
potentially adverse conditions during 
system design and realization

C
O
M
P
O
N
E
N
T

A
L
L
o
C
A
T
I
O
N

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Program Protection Planning,
Includes Cyber Activities 

Contractor Program 
Protection 

Implementation 
Plan

System
Performance 
Specification

Solicitation/Contract

PM Program 
Protection Plan

• Consistent 
implementation will 
provide balanced 
and seamless 
protections  

My Goal

Increase consistency and 
repeatability of system assurance, 
system security, and cybersecurity 
methods and technologies

Improve expectations across 
Government, industry, academia and 
operational stakeholders

Section I FAR/DFAR 
Contract Clauses

Section C 
Statement of Work

Government 
Furnished 

Information

Government 
Furnished 

Information
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Acquiring Capability Through FAR-Based 
Contracting

• Statement of Work (Section C)
- Prepared by Program Office (PM)/ Requiring Activity (RA)

• Contract Clauses (Section I)
- Prepared by Contracting Officer
- FAR Clause 52.204-2, when contract involves access to 

Confidential, Secret, or Top Secret information
- FAR Clause 52.204-21, when contract involves Federal 

Contract Information
- DFARS Clause 252.204-7012 in all contracts except COTS

• List of Attachments (Section J)
- Attachments collected by Program Office 
- Data deliverables as identified in Contract Data 

Requirements List (CDRL): Prepared by PM/RA
- Security Classification Guides 
- Specifications: Prepared by PMO/RA
- Other Government Furnished Information: Various

SCG

Preparation of 
Statement of 
Work  ̶̶
Mil Handbook 
254D

Using a Federal Acquisition Regulation (FAR)-Based Contract

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Example of a DoD Standard

System requirements vary across weapon system platform, installation, use,  
and operational environments.

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Standard Practices for Work Breakdown 
Structures

Sea 
System

Unmanned Maritime 
System

MIL-STD-881C

Provides a consistent and 
visible framework for defense 

materiel items

Aircraft System

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Standard Practices for Work Breakdown 
Structures – continued

Space
System

Electronic 
Systems

Surface 
Vehicle 
System

Automated
Information

Systems

Ordnance
System

Missile 
System

Complete Work Breakdown Structures 
can be found in MIL-STD 881

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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.3.5. “…a 
record of

tier 1 level 
subcontractors, vendors 
and/or suppliers who will 
receive or develop 
covered defense 
information …”

Contractor’s 
Record

DI-SCRE-82258

Approach to Acquire Data Deliverables

SOW establishes a requirement e.g., “3.5. 
“…a record of tier 1 level subcontractors, 
vendors and/or suppliers who will receive 
or develop covered defense information …”

Data Item Description (DID) 
provides the format and content 
requirements for data item, with 
non-essential references tailored 
out of the DID. (e.g. DI-SCRE-
82258, “Contractor’s Record of 
Tier 1 Level Suppliers 
Receiving/Developing Covered 
Defense Information” 

Contract Data Requirements List (CDRL) 
orders the Contractor’s Record data 
item and identifies due date, distribution 
statement and other such parameters 

Example of requesting delivery of the Contractor’s 
Record of Tier 1 Level Suppliers Receiving/Developing 
Covered Defense Information

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Example of DoD Standard for a Data Item Description: 
Program Protection Implementation Plan

Scope: The Contractors F/A-18 (All Series) and 
EA-18G Program Protection Implementation shall 
be defined within the F/A-18 (All Series) and EA-
18 Aircraft / System Contractors PPIP which is a 
result of the program protection requirements set 
forth in the DD-254, Statement of Work (SOW), 
DoD Contract, …

Scope: This report is meant to be used in 
identification of the approach to implementing 
the Program Protection Plan (PPP). The 
Program Protection Implementation Plan 
(PPIP) is derived from the PPP and will not 
restate what is written in the PPP.

DI-MGMT-82144 DI-ADMN-81306

Scope: This plan outlines and defines the 
contractor's implementation of the Government 
developed Program Protection Plan (PPP). The 
PPIP is the principal communications…

DI-MGMT-81816D

Establishes content requirements for data deliverables

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 

https://quicksearch.dla.mil/qsHelp.aspx#scope
https://quicksearch.dla.mil/qsHelp.aspx#scope
https://quicksearch.dla.mil/qsHelp.aspx#scope
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Contract Data Requirements List (CDRL)  ̶̶
Form DD1423 

Block 9.  For technical information, 
specify requirement for contractor to 
mark the appropriate distribution 
statement on the data (ref. DoDI 
5230.24); information is controlled 
when distribution statement is B-F

Block 4.  Identifies the Data Item 
Description –
DI-ADMIN-81360 
Program Protection Implementation 
Plan

Block 2.  Identifies the Title of Data 
Deliverable –
Program Protection Implementation 

Plan

Block 16.  Includes additional 
clarification and the Marking 
Statement the contractor is to mark 
the deliverable

Includes Data Item Description for content of the deliverable, and 
Technical Information Marking and Dissemination Statements 

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Secure Cyber Resilience Engineering 
(SCRE) Standardization Area

• Definition
– This Area covers the integration of life cycle 

security and protection considerations in the 
requirements, design, test, demonstration, 
operations, maintenance, sustainment, and 
disposal of military systems that operate in 
physical and cyberspace operational domains.  

– This Area specifically encompasses the 
standards, specifications, methods, practices, 
techniques, and data requirements for the 
security aspects of systems engineering 
activities executed and artifacts produced, 
with explicit consideration of malicious and 
non-malicious adversity.

Secure Cyber Resilient Engineering Standardization 
Area Established in March 2019 

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 



24

Program Protection Planning Update

Collaboration with stakeholders is forthcoming

Modernize the  
PPP Outline and Guidance  

- Policy Updates
- Acquisition Regulations
- Standards
- Lessons Learned Concerted effort to enable 

consistent tailored 
implementation

• Scheduling virtual roadshows to provide training on implementation of DoDI 
5000.83 

• Updates to Defense Acquisition University (DAU) S&T managers and engineering 
education and training for technology and program protection will be informed 
by R&E-led Engineering Workforce Task Force

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited. 
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Summary

• DoDI 5000.83 establishes roles and responsibilities for the S&T 
manager and the engineering workforce

─ Updates to guidance, standards, education and training are pending to make more 
consistent implementation

• Improve the efficiency and effectiveness of weapon systems 
engineering practice

• Increase consistency and repeatability of resilient engineering 
methods and standards

• Improve the communication between government, industry, and 
operational stakeholders

Customer-Focused: Outcome-Based

Distribution Statement A: Approved for public release. DOPSR case #21-S-0008 applies. Distribution is unlimited. 
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Questions?

Wrap-Up

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited. 
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Backup

Backup

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited. 
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Alignment to National Defense Strategy

Technology and Program 
Protection

Activities to Mitigate 
Adversary Threats

Technology Modernization 
Priorities

Tailored Program Protection for 
Acquisition Pathways

• Assigns responsibilities for S&T managers and engineers 
• OUSD(R&E) monitors process, delegates responsibility to greatest extent 

practicable; approves acquisition categories (ACAT) 1D Program Protection 
Plans

• Links to Pathways, Engineering, Cybersecurity in the Acquisition System, Test 
and Evaluation, and Sustainment

• Includes responsibilities for DoD-sponsored research, prior to Materiel 
Development Decision (MDD)

• Reinforces best practices for risk informed technical and engineering 
mitigations

• Implements technical information, hardware assurance, software 
assurance, anti tamper, and cyber resilient security engineering methods 
and level of assurance to achieve protection and cyber objectives

• Refreshed periodically throughout the program lifecycle

• Establishes TAPP for modernization priorities
• Establishes S&T Protection activities
• Enhanced protection for critical programs and technologies

• Enables tailoring to pathway focus areas
• Determine protection planning and implementation risks as part of the 

design and technical risk assessment process
• Ensure operator is informed of operational risks when system is fielded

Distribution Statement A: Approved for public release. DOPSR case #20-S-2038 applies. Distribution is unlimited. 
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