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TERMS AND CONDITIONS

GRANTEE: Trustees of Dartmouth College
AGREEMENT NO: 2006-CS-001-000001 AMENDMENT NO: 1
PROJECT TITLE: Cyber Security Collaboration and Information Sharing

CFDA NO: 97.001

AMENDMENT:

The purpose of this award is to amend Article XIIIJ. — GENERAT TERMS AND
CONDITTIONS - Publications. That section 1s revised to read as follows:

ARTICLE XII - GENERAIL TERMS AND CONDITIONS

T Publications: All publications produced as a result of this funding which are
submitted for publication in any magazine, journal, or trade paper shall carry the
following:

. Acknowledgement. “This material is based upon work supported by the U.S.
Department of Homeland Security under Grant Award Number 2006-CS-001-
000001.”

2. Disclaimer. “The views and conclusions contained in this document are those of the
authors and should not be interpreted as necessarily representing the official policies,
either expressed or implied, of the U.S. Department of Homeland Security.”

ALL OTHER ARTICLES IN THE ORIGINAL GRANT AWARD DATED SEPTEMBER
25, 2006 REMAIN IN EFFECT.

(b)(6)
{1 /{ /bC’
T

Kosemary Spriger, Grants Officer Date
Grants and Financial Assistance Division

Office of Procurement Operations

Office of the Chief Procurement Officer

Department of Homeland Security
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GRANT AWARD

TERMS AND CONDITIONS

RECIPIENT: Trustees of Dartmouth College
AGREEMENT NO: 2006-CS-001-000001 AMENDMENT NO: n/a
CTFDA NO: 97.001

TITLE: Cyber Security Collaboration and Information Sharing

ARTICLE 1 - AUTHORIZING LEGISLATION

Section 308(b)(1) of the Homeland Security Act of 2002 (Public Law 107-296). P.L. 109-90.
ARTICLE I - PROGRAM DESCRIPTION

The Recipient shall perform the work described in the Program Narrative Statement, which is
included as part of the application package and made part of this Award by reference in Article
XVI. Governing Provisions.

ARTICLE HI - PERFORMANCE AND BUDGET PERIOD

A. Performance Period:

1. The Performance Period shall be for two and one-half years from September 30, 2006
through March 30, 2009, unless extensions have been approved. This is contingent on
acceptable performance of the projects by the DHS, acceptance and approval of each non-
competing continuation application by the DHS, and available annual DHS
appropriations.

2. The Recipient shall only incur costs or obligate funds within the Project Period for
approved activities.

3. Sixty days prior to the annual expiration date of each budget period, the Recipient shall
submit an amendment application to request the next year’s incremental funding. The
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application shall include budget and program narrative that describes the activities to be
performed 1n the year which the funding is requested

B. Budget Period:

1.

The initial Budget Period is for a period of six months from September 30, 2006 through
March 30, 2007,

Amnual mcreased funding will be provided for subsequent years for a period of 12 months
each contingent on acceptable performance of the projects approved by the DHS under
this award, acceptance and approval by the DHS of each noncompeting continuation
application, and subject to the availability of appropriated funds. The noncompeting
continuation applications must address detailed assessments that thoroughly address the
viability of the test bed under Initiative 7, and include an assessment whether or not
alternatives should be reviewed. There must be confirmation that there is no duplication
i effort of other similar test bed facilities.

The Recipient shall not, without the prior written approval of DHS, request
reimbursement or incur costs or obligate funds for any purpoese pertaining to the operation
of the project, program, or activities prior to the approved Budget Period for each year.

ARTICLE 1V - AMOUNT OF AWARD

A. This Award 1s for the administration and completion of an approved Homeland Securty
program/project within the Period of Performance. Funds provided by this Award shall not
be used for other purposes.

B. Approved Budget. The approved budget for the budget period September 30, 2006 through

March 30, 2007, for this Award by category is:

OBJECT CLASS FEDERAL FEDERAL TOTAL
CATEGORY PRE-AWARD APPROVED

Personnel 3 $187,367 $187,367
Fringe Benefits 3 $53,625 $53,625
Travel 3 $49,765 $49,765
Equipment $ $158,992 $158,992
Supplies $ $14,000 $14,000
Contractual $ $130,640 $130,640
Construction 3 $0 50
Other $11,000 $78,008 $89,008
Total Direct $11,000 $672,397 $683,397
Charges

Indirect Charges $ $246,603 $246,603
TOTAL $11,000 $919,000 $930,000

C. Cost Share/Match: There is no cost-share or match funding required for this Award. The




Department of Homeland Security will pay up to 100% of the costs identified in the approved
budget listed under Article IV, Amount of Award. Subject to Article IIf of this Award, the
maximum funding for this award for the entire project period is $ 24,300,000.

D. Pre-Award Costs, The amount of $11,000 for other costs incurred to secure locations for
workshops are included in the approved budget under ifem B. Federal Pre-Award. Other
than the costs listed above, the Recipient shall not, without the prior written approval of
DHS, request reimbursement or incur costs or obligate funds for any purpose pertaining to
the operation of the project, program, or activities prior to the approved Budget Period

ARTICLE V - SUPPLANTING OF FUNDS

Funds approved under this Award shall be used to supplement and shall not be used to supplant
State or local funds dedicated to this effort.

ARTICLE VI- PAYMENT

The Recipient shall be paid in advance using the U.S. Department of Heath and Human
Services/Payment Management System (SMARTLINK), provided it maintains or demonstrates
the willingness and ability to maintain procedures to minimize the time elapsing between the
transfer of the funds from the DHS and expenditure disbursement by the Recipient. When these
requirements are not met, the Recipient will be required to be on a reimbursement for costs

incurred method.
ARTICLE VII - FINANCIAL REPORTS
A. Quarterly Financial Status Reports: The Recipient shall submit financial reports (SF 269,

Financial Status Report) to the DHS Grants Officer within 30 days afier end of each calendar
guarter.

B. Final Financial Status Report: The Recipient shall submit the Final Financial Status Report
to the DHS Grants Officer within 90 days after the expiration date of the performance period.

ARTICLE VIII - PERFORMANCE REPORTS

A. Quarterly Performance Reports: The Recipient shall submit performance reports to the DHS
Grants Officer.

1. Performance reports are due within 30 days after the end of each calendar quarter.

2. The performance report shall consist of a comparison of actual accomplishments to the
approved project objectives.

B. Final Performance Report: The Recipient shall submit the Final Performance Report to the
DHS Grants Officer within 90 days after the expiration date of the project period.
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ARTICLE IX - EQUIPMENT REPORTS

For equipment purchased with grant funds having a $5,000 or more per unit cost, the Recipient
shall submit an annual inventory on a calendar year basis which will include a brief description
of the item, and amount of purchase.

ARTICLE X - DOCUMENT REPORTING

Documents and products prepared under this award shall be reviewed for proprietary and
sensitive information by NCSD prior to public dissemination. Thirty (30) days prior to
publication, the Recipient must submit a draft to the NCSD Program Manager for review.,

All documents related to insider threat behavior, network database of insider threat detection,
control system security programs, research and demonstration results, and inlernet security and
resilience must be submitted to the NSCD Program Manager thirty (30) days prior to
dissemination to the public.

ARTICLE XI - AMENDMENTS AND REVISIONS

A. Budget Revisions:

1. Transfers of funds between direct cost categories in the approved budget when such
cumulative transfers among those direct cost categories exceed ten percent require written
approval by the DHS Grants Officer prior to execution.

2. The Rectpient shall obtain prior written approval for any budget revision which would
result in the need for additional resources/funds.

B. Extension Reguest:

1. Extensions to the Period of Performance can only be authonzed in writing by the DHS
Grants Officer with the concurrence of the DHS Program Officer.

2. Requests for time extensions to the Period of Performance will be considered but will not
be granted automatically and must be supported by adequate justification to be processed.
The justification 1s a written explanation of the reason or reasons for the delay; an outline
of remaining resources/funds available to support the extended Period of Performance;
and a description of performance measures necessary to complete the project. Without
performance and financial status reports current and justification submitted, extension
requests shall not be processed. In addition, the noncompeting continuations must
provide information that demonstrates that the grantee’s initiatives are closely
coordinated and integrated with existing NCSD programs particularly NCSD’s control
system and security program.



3. DHS has no obligation to provide additional resources/funding as a result of an extension.

ARTICLE XII - DEPARTMENT OF HOMELAND SECURITY OFFICIALS

DHS officials for the Award are as follows:

A. The Program Officer shall be the DHS staff member responsible for monitoring the

completion of work and technical performance of the projects or activities described in the
application under the Program Narrative Statement.

Program Officer:

Richard Hastis

Attn: National Cyber Security Division/Preparedness Directorate
Department of Homeland Security
Washjr_ atan DY 2NK0Q

Phone:
e-mail:

(b)(6)

The Grants Officer is the DES official that has the full authority to negotiate, administer and

execute all terms and conditions of this Award in concurrence with the Program Officer.

The Grants Officer:

Rosemary Springer

Grants Management Officer

Grants and Financial Assistance Division
Office of Procurement Operations

Office of Chief Procurement Officer
Department of Homeland Secunity

245 Murray Lane, S.W., Bldg. 410
Washington, D.C. 20528

Phone:
e-mail:

(b)(6)

ARTICLE XIII - GENERAL TERMS AND CONDITIONS:

The general terms and conditions of this Award are as follows:

A. Buy America: The Recipient, subrecipients and contractors receiving funds from this Award
are encouraged to comply with the Buy American Act (41 U.S.C. 10a et seq.) unless it is
determined that it is inconsistent with the public interest, impracticable to comply with such a
requirement or that it would unreasonable increase the cost of articles, materials, or supplies.

Cargo Preference: The recipient agrees that it will comply with the Cargo Preference Act of

1954 (46 U.S.C. 1241), as implemented by Department of Transportation regulations at 46
CFR 381.7, which require that at least 50 percent of equipment, materials or commodities

procured or otherwise obtained with U.S. Government funds under this Award, and which
may be transported by ocean vessel, shall be transported on privately owned U.S.-flag
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commercial vessels, 1f available.

Contract Provisions: All contracts executed under this Award will contain the contract
provisions listed under OMB Circular A-110.

Controlled Unclassified Information: The parties understand that information and materials
provided pursuant to or resulting from this Award may be export controlied, sensitive, for
official use only, or otherwise protected by law, executive order or regulation. The Recipient
is responsible for comipliance with all applicable laws and regulations. Nothing in this
Award shall be construed to permit any disclosure in violation of those restrictions.

Copyright: The Recipient may publish, or otherwise exercise copyright in, any work first
produced under this Award unless the work includes any information that 1s otherwise
controlled by the Government (e.g. classified information or other information subject to
national security or export control laws or regulations). For any scientific, technical, or other
copyrighted work based on or containing data first produced under this Award, including
those works published in academic, technical or professional journals, symposia proceedings,
or similar works, the Recipient grants the Government a royalty-free, nonexclusive and
irrevocable license to reproduce, display, distribute copies, perform, disseminate, or prepare
denvative works, and to authorize others to do so, for Government purposes in all such
copyrighted works. The Recipient shall affix the applicable copyright notices of 17 U.S.C.
401 or 402, and an acknowledgment of Government sponsorship {including award number)
to any work first produced under this Award.

Environmental Standards: By accepting funds under this Award, the recipient assures that it
will:

1. Comply with applicable provisions of the Clean Air Act (42 U.S.C. 7401, et seq.) and
Clean Water Act (33 U.S.C. 1251, et. seq.), as implemented by Executive Order 11738 [3
CFR, 1971-1975 comp., p. 799] and Environmental Protection Agency (EPA) rules at 40
CFR Part 15. In accordance with the EPA rules, the recipient further agrees that it will:

(i)  Not use any facility on the EPA’s List of Violating Facilities in performing any
award that is nonexempt under 40 CFR 15.5 (awards of less than $100,000, and
certain other awards, exempt from the EPA regulations), as long as the facility
remains on the list.

(i1) Notify the DHS Grants Officer if it intends to use a facility in performing this
Award that is on the List of Violating Facilities or that the recipient knows has been
recommended to be placed on the List of Violating Facilities.

2. Identify to the DHS Grants Officer any impact this Award may have on:

(1)  The quality of the human environment, and provide help the agency may need to
comply with the National Environmental Policy Act (NEPA, at 42 U.S.C. 4321, et
seq.) and to prepare Environmental hmpact Statements or other required
environmental documentation. In such cases, the recipient agrees to take no action
that will have an adverse environmental impact (e.g., physical disturbance of a site
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such as breaking of ground) uniil the agency provides written notification of
compliance with the environmental impact analysis process.

(iiy Coastal barriers, and provide help the agency may need to comply with the Coastal
Barriers Resource Act (16 U.S.C. 3501, et seq.), concerning preservation of barrier
reSOUTces.

(111) Any existing or proposed component of the National Wild and Scenic Rivers
system, and provide help the agency may need to comply with the Wild and Scenic
Rivers Act of 1968 (16 U.S.C. 1271, et seq.).

G. Fly America Act: Preference for U.S. Flag Air Carriers: Travel supported by U.S.
Government funds under this Award shall use U.S.-flag air carriers (air carriers holding
certificates under 49 U.S.C. 41102) for international air transportation of people and property
to the extent that such service is available, in accordance with the International Air
Transportation Fair Competitive Practices Act of 1974 (49 U.S.C. 40118) and the
inferpretative guidelines issued by the Comptroller General of the United States in the March
31, 1981, amendment to Comptroller General Decision B138942.

H. Non-Disclosure Agreements. The recipient shall require all employees and sub-recipients
having access to information or materials pertaining to this Award to sign a DHS-approved
non-disclosure agreement (NDA) to protect against the misuses of information developed,
generated, or disiributed under this award.

In the event that information 1s divulged in violation of the terms of the NDA, the Recipient
will immediately notify the DHS Grants Officer of the same and take appropriate law
enforcement and legal action.

1. Patent Rights and Data Rights: Data rights:

1. General Requirements. The Recipient grants the Government a royalty-free, nonexclusive
and irrevocable license to reproduce, display, distribute copies, perform, disseminate, or
prepare derivative works, and to authorize others to do so, for Government purposes in:

1. Any data that first produced under this Award and provided to the Government;
it. Any data owned by third parties that is incorporated in data provided to the
Government under this Award.

"Data" means recorded information, regardless of form or the media on which it may
be recorded.

2. Requirements for subawards. The Recipient agrees to include in any subaward made
under this Award the requirements of the Copyright and Data Rights paragraphs this of
this article and of 37 C.F.R. 401.14, if included in this Award by reference

J. Publications: The recipient shall not develop or disseminate any publications as a result of
this project unless prior written approval 1s obtained from the DHS Grants Officer. Should
the DHS Grants Officer approve a publication, the following must be included:
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In compliance with Section 623 of the Treasury, Postal Service, and General Government
Appropriations Act, 1993, and reenacted in Section 621 of the fiscal year 1994
Appropnations Act requires that all recipients disclose the amount and percentage of Federal
funding and funding from non-governmental sources when making public announcements
about Federally-funded projects in the amount of $500,000 or more.

. Security Reguirements:

1. All work performed and information resulting therefrom, under this Award shall be
protected through recipient’s (and subrecipients of this award) DHS-approved security
procedures, unless otherwise specified in writing by DHS.

2. The Recipient and sub-recipients of this Award shall use their own security procedures
and protections to protect information developed, generated or distributed under this
award, including but not limited to, a DHS-approved Non-Disclosure Agreement. A
copy of the security procedures and proposed Non-Disclosure Agreement, shall be
submitted to DHS for DHS s review and approval within 2 weeks of this Award.

3. The Recipient and sub-recipients shall ensure that sensitive information be protected in
such a manner that it is safeguarded from public disclosure in accordance with applicable
state or Federal laws and recipients and sub-recipients DHS-approved security
procedures.

4. DHS provided information designated as sensitive but unclassified (SBU) or For Official
Use Only (FOUO) transmitted to the Recipient and sub-recipients will be safeguarded in
accordance with written security guidance provided by DHS.

5. Transmission of information developed, generated or received by this Award designated
as SBU or FOUOQ shall be transporied via secure security methods.

6. Any personal information developed, generated or received as a result of this award shall
be treated consistent with fair information principles.

. Site Visits: DHS, through authorized representatives, has the right, at all reasonable times, to
make site visits to review project accomplishments and management control systems and to
provide such technical assistance as may be required. If any site visit is made by DHS on the
premises of the Recipient, or a contractor under this Award, the Recipient shall provide and
shall require 1ts contractors to provide all reasonable facilities and assistance for the safety
and convenience of the Government representatives in the performance of their duties. All
site visits and evaluations shall be performed n such a manner that will not unduly delay the
work.

. Termination: Either the Reciptent or DHS may terminate this Award by giving written notice
to the other party at least thirty (30) calendar days prior to the effective date of the
termination. All notices are to be transmitted to the DHS Grants Officer via registered or
certified mail, return receipt requested. The Recipient’s authority to incur new costs will be
terminated upon arrival of the date of receipt of the letter or the date set forth in the notice.

8



Any costs incurred up to the earlier of the date of the receipt of the notice or the date of
termination set forth in the notice will be negotiated for final payment. Closeout of this
Award will be commenced and processed as under OMB Circular A-110.

N. Travel: Travel required in the performance of the duties approved in this Award must
comply with the applicable OMB Cost Principles Circular. Foreign travel is not included in
this award.

ARTICLE X1V — NONDISCRIMINATION

A. This Award and any program assisted thereby are subject to the provisions of Title VI of the
civil Rights Act of 1964 (42 U.S.C. 20004), the regulations issued pursuant thereto and the
Assurance of Compliance which the Recipient has filed with DHS. No person on the basis of
race, color, national ongin, or handicap shall be excluded from participation in, be denied
benefits of, or otherwise be subjected to discrimination under this Award. In addition, if the
project involves an education activity or program, as defined by Title IX of the Education
Amendments of 1972 (20 U.S.C. 1681-1686), no person on the basis of sex shall be excluded
from participation I the project. Further, by acceptance of this award, the Recipient assures
the DHS that it will comply with Section504 of the Rehabilitafion Act of 1973 (29 U.S.C.

794).

B. The Recipient shall obtain from each organization that applies to be or serves as a
subrecipient, subgrantee or subcontractor under this Award (for other than the provision of
commercially available supplies, materials, equipment or general support services) an
Assurance of Comphiance with Title VI of the Civil Rights Act of 1964. Civil Rights Act
assurances may be filed with the Recipient 1n one of two ways:

1. By written notification that the appropriate Assurance of Compliance form has been
executed and filed either with DHS or the U.S. Department of Health and Human

Services; or

2. The Recipient shall obtain assurances pursuant to Section 504 of the Rehabilitation Act of
1973, as amended, from subrecipients by incorporating into the subagreement a provision
that acceptance of the subagreement constitutes assurance.

C. The Recipient agrees to comply with the Age Discnimination Act of 1975 (42 U.S.C. 6101 et.
seq.) as implemented by the Department of Health and Human Service regulations at 45 CFR
90. In the event the Recipient passes on DHS financial assistance to subrecipients, this
provision shall apply to the subrecipients, and the instrument under which the Federal
financial assistance is passed to the subrecipient shall contain a provision identical to this
Provision.

ARTICLE XV — AUDIT REQUIREMENTS

The Recipient must follow the audit requirements under OMB Circular No. A-133, Audits for
States, Local Governments and Non-Profit Organizations. Non-Federal entities that expend
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$500,000 or more of Federal funds in their fiscal year shall have a single or program-specific

audit conducted for that year in accordance with the provisions of A-133.

ARTICLE XVI -~ GOVERNING PROVISIONS

The following are hereby incorporated into this Award by this reference:

31 CFR 205 Rules and Procedures for Funds Transfers

OMB Circular A-110 Uniform Administrative Requirements for Grants and Agreements
with Institutions of Higher Education, Hospitals, and Other Non-Profit
Organizations

OMB Circular A-21 Cost Principles for Educational Institutions

OMB Circular A-133 Audits of States, Local Governments, and Non-Profit Organizations

Application Grant Application and Assurances dated August 25, 2006.

©)6) ‘7/ A? J/ /ﬁ ¢

Rosemary Sprihges] Grantd Otticer Date
Grants and Financial Assistance Division

Office of Procurement Operations

Office of the Chief Procurement Officer

Department of Homeland Security
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DEPARTMENT OF HOMELAND SECURITY
OFFICE OF THE SECRETARY, OFFICE OF THE DEPUTY SECRETARY
CONGRESSIONAL NOTIFICATION
FOR GRANT AWARDS/COOPERATIVE AGREEMENTS

(FICATION TRANSMITTAL:
STATE: [New Hampshire |2. Notification Date: [9/25/2006 ]
3. Congressional District: [2 |
4. Program/Project Name: [Cyber Security Collaboration and Information Sharing |
5. Amount of Funding; 1$930,000.00 6. Award Date: f 9/25/2006|

7. Award Type:  [2006-CS-001-000001 |

8. Brief Description of Program/Projects:
a. Recipient(s):Erustees of Dartmouth College ]

b. Address: |11 Rope Ferry Road, #6210, Hanover, NH 03755-1404 I

¢. Program/Project Objectives/Goals:

The purpose of this grant is to strengthen homeland security through research, education and outreach
programs that focus on technology critical for cyber security and emergency preparedness and response. It
will also identify and address critical research problems in information infrastructure protection and work
to build a community of researchers focused on infrastructure security.

9. Award Process: B\Jon-competitive f

10. Program Contact: Lchhard Harris |
Il E-Mail: ©)©) 2. Telephone No. ®)®)

13. Grant Officer: Bosemary Springer —|
14. E-Mail: ®)®) |15. Telephone No, ()©) j
NOTIFICATION RESPONSE: | [ 115, Telephone No, [ |
17. __ Congressional Notification required for individual Grants or Cooperative Agreements

under these conditions: | |
18. Contact: [ ]

19. E-Mail; | _|20. Telephone No. [ [

FORM: Congressional Notification Form VP-June 2005



OMB Number: 4040-0004
Expiration Date: (1/31/2008

Application for Federal Assistance SF-424 Version 02
* 1. Type of Submission: " 2, Type of Application:  *)f Ravision, select appropriate letter(s):

> Preapplication @ New | |

@ Application O Continuation * Other {Specify)

i3 Changed/Carrected Application () Revision | ]

* 3. Date Received: 4. Applicant identifier:

Bi252000 ] l_ i

5a. Fadsrat Entity identifier; * 5b. Federal Award Identifier:

L [ 1

State Use Only:

6. Date Received by State: E::I 7. State Application Identifier: [~ ]

8. APPLICANT INFORMATION:

" a. Legal Name: [Tristees of DartmoUih Collge |

* b. Employer/Taxpayer |dentification Numbear (EIN/TINY; * ¢. Orgenizationat DUNS:
()(®) J|p2i0278z2 i
d. Address:
* Streett: {11 Rope Ferry Road, #6210 |
Street2: [ ]
* City: Hanover ]
County: [ H
* State: [NH: New Hampshire ]
Province: | l
* Country: [0SR UNITED STATES 1

* Zip / Postal Code: [73755-1404 ]

e. Organizatlonal Unit:

Bepartment Name: Division Name:
JBPTSTS IFrovost ]
. Name and contact Information of person to be contacted on matters Involving this application:
Prefix; Br. 1 * First Name; (©)6) ]
Middle Namd i
(b)(6)
* Last Name ]
Suffix; [ ]
Title:  Nice Provost for Research !

Organizational Affiliation:

C I
* Telephone Number: (b)(6) ]Fax Number: | |
* Ernail: (b)(6) ]

racking Numher: GRANTOO 140743 Funding Opportunity Numbet: DHS-06-CS-001-001 Recalved Data: 2006-08-25 16:23:58.000-04:00 Time Zone: GMT-!



OMB Number: 4040-0004
Exptration Date; 01/31/2000

Type of Applicant 3: Sslect Applicant Type:

Application for Federal Assistance SF-424 Version 02
9. Type of Applicant 1: Selact Applicant Type:
Jp: Private Instituiion of Higher Education ]

Type of Applicant 2: Select Applicant Type:
I ]

[

* Gther (specify):

I[ }

* 10. Name of Federal Agency:

|ch of Procurement Operations - Grants LivIsion

11. Catalog of Fedaral Domestic Assistance Numbesr:

|e7 007 ]

CFDA Title:

JPone-Time Projects

* 12, Funding Opportunity Number:

ipHS-O&CSmrom ]
* Title:

'Fyber Security Collaboration and Information Sharing

13. Competition ldentification Number:

; .

Title:

ﬂ[

14. Areas Affected by Project (Citles, Countles, States, etc.):

“—lanover, NH: Nationwide

* 15. Dascriptive Title of Applicant's Project:

JEvber Security Coflaboration and Information Sharing

Altach supporting documents as specified in agency instructions.

tecking Numbar: GRANTO0140743 Funding Opportunity Number: DHS-06-C5-001-001

Recealved Data: 2006-08-25 16:23:58.000-04:00 Time Zone: GMT-



OMB Number: 4040-0004
Expiration Date: 01/31/2009

Application for Faderal Assistance SF-424 Version 02

16. Congressional Districts Of:

* a. Applicant  Bnd *b. ProgranﬂProjectEl

Attach an additional list of Program/Project Congressionat Districts if nesded.
| o

17. Proposed Projoct:

* 4. Start Date: [0 00 *b. End Date: | 00

18. Estimated Funding ($):

* a. Federal | 24,300,000.08
* b. Applicant | 0.00
* ¢. State I XS
* d. Local | 0.09
* . Other [ 0.00y
* . Program Income | 0.0
*g. TOTAL ; 74,300,000.00}

*19. Is Application Subject to Review By State Under Executive Order 12372 Process?

© a. This application was made avaliable to the State under the Exacutive Order 12372 Process for review on [:::[
O b. Program is subject to £.0. 12372 but has not baen selected by the State for review.

@ c. Program is not covered by E.Q. 12372,

* 20. Is the Appiicant Delinguent On Any Federal Debt? (If "Yas™, pravide axplanation.}

O Yes ® No

21. "By slgning this applicatlon, | certify (1) to the statements contained in the Ust of certifications™ and (2) that the statements
herein are true, complete and accurate to the best of my knowledge. | also provide the required assurances** and agree to com-
ply with any resulting terms if | accept an award. | am aware that any false, fictitious, or fraudulent statements or claims may
subject me to criminal, civll, or administrative penaltles. (U.S. Code, Title 218, Section 1001)

¥ | AGREE

** The list of certifications and assurances, or an intemet site whare you may obtain this list, Is contained in the announcement or agency
specific instructions,

Authorized Representative:
Prefix: [ | * First Name: (b)(6) |
Middle Name: |

b)(6
* Last Name: ©© |
Suffix: | ]

* Title:  [Assistant Directar |

* Telephone Numbenl (b)(6) i ]Fax Number: BBE646-3670 ]
*Email: bponsored projects@dartmouth_adu 1

* Signature of Authorized Representative (b)(6) [ *Date Signed: IR ]

Authorized for Local Reproduction Standard Form 424 (Revised 10/2005)

Prescribad by OMB Circutar A-102

racking Number: GRANTOO 140743 Funding Opportunity Number: DHS-08-C8.001-004 Recetved Data: 2006-08-25 16:23:58.000-04:00 Time Zona: GMT-!



OME Nurnber: 4040-0004
Expiration Date: ¢1/31/2009

Application for Federal Assistance SF-424 Version 02

* Applicant Federal Debt Delinquency Explanation

The following field should contain an explanation if the Applicant organization is delinguent on any Federal Debt. Maximum number of
characters that can be entered is 4,000. Try and avoid extra spaces and carrlage retums to maximize the availability of space.

(N |

racking Number: GRANT00140743 Funding Opportunity Numbar: DHS-06-CS-001-001 Racsived Date: 2006-08-25 $6:23:58.000-04:00 Tite Zone: GMT-!



Attachments

\dditionalCongressionalDistricts

‘ile Name Mime Type
\dditionalProjectTitle
‘ile Name Mime Type

racking Numbar GRANTH140743 Funding Opportunity Number; DHS-08-C3-001-001 Racelved Date; 2006-08-25 16:23:58.600-04:00 Time Zone: GMT-!



BUDGET INFORMATION - Non-Construction Programs

New or Revised Budgset

OMB Agproval No. 4040-0006
Expiration Date 04/30/2008

7. Program Income

Grant Progr_a_m Function Dgﬁ:gg% ?t{st?sdt:rr-.acle Esﬁmated Unobhgated Funds
or Activity {a} Number (b} Federal {c) Non-Faderal {d) Federal (e) Nen-Federal (f) Total (g}
1. Budget Period | 97.001 £930,000.00 $930,000.00
2. Budgst Period fi 97.001 $11,007,642.00 $11,007.642.00
3. Budgst Period i1 97.011 512,362 ,358.00 $12,362,358.00
4 $0.00
5 Toftals $0.00 $0.00 324,300,000.00 $24,300,000.00
e R T B e % 3 3 ; e TN S R B
6. Object Class Categories _ GRANT PROGRAM, FUNCTION OR ACTITY Total
{1) Budgst Period | {2) Budget Period 1| {3) Budget Period I @ ()
a. Personnel 5187,367.00 51 '344'80860 31 .955,29860 %3487 473.00
b. Fringe Baneflis $53,625.00 $395,818.00 5663,684 .00 $1,117,127.00
c. Travel $49,765.00 $£254,775.00 $406,950.00 $711,490.00
d. Equipment $158,992.00 $321,060.00 $78,458.00 $558,450.00
e. Supphes $14,000.00 $205,747.00 $197,943.00 $417,690.00
f. Contractual $130,640.00 $6,639,650.00 $6,798,450.00 $13,568,740.00
g. Construction $0.00 $0.00 $0.00 50.00
h. Other $69,008.00 $264,058.00 $274,607.00 $627.673.00
i. Total Direct Charges (sum of 63-6h) $683,397.00 $9,429,856.00 $10,375,390.00 $0.00 $20,488,643.00
j- indirect Charges $246,603.00 $1.577,786.00 $1,986,968.00 $3,811,357.00
k. TOTALS (sum of 6f and &j) $930,000.00 311,007,642.00 $12,362,358.00 $0.00 $24,300,000.00

Trackirg Number GRANTDO140743

Standardg From 4244 (Rev. 7-97}
Prescribed by OMB Circular A-102



{a Grant Program

: Sl udt
(@) TOTALS

{b) Appilc:ant (c) Stata (d) Other Sources
8. Budget Period | $0.00
9. Budget Period 1] $0.00
10. Budgst Perlod i $0.00
11, $0.00

12. TOTAL (Sum of lines 8-1 1)

#‘»ﬁ #"“
AR sm.t.

i

' st Quarter '

" 2nd Quartar

FUTURE FUNDING PERIODS (Years)

Total for 1st Year
13. Federal $030,000.00 $465,000.00 $485,000.00
14. Non-Faderal $0.00
; ’5761;3;’% (sum of lines 13 $930,000.00 $465,000.00 $465,000.00 $0.00 $0.00

L R BTG

21 Direct Charges: $20,489, 264

'&i§<ah», 7 .‘

o

(&) Grant Program ) Fret {c) Second ) Third (&) Fourth
16, Budget Period il $2.751,910.50 $2,751,810.50 $2.751,91050 $2,751,910.50
17, Budget Period Ii $3,000,589.50 $3,090,589.50 $2.090,589.50 $3,090,589.50
8.
)
20, TOTAL (sum of fines 16-19) $5.842,500.00 $5,842,500.00 $5,842,500.00 $5.842 500.00

i

i . e
% 5 L&"k’\‘ Syt

22 Indirect Charges: predetermined $3,811 357

L Ey R TR

g5t

23. Remarks: predetermied indirect rate of 59.9% and 35.0% depending on the projects funded $2,459,006 x 35% AND 4,926,050 x 55.9%

Tracking Number: GRANT00140743

Authorized for Local Reproduction

Standard Form 424A (rev. 7-97) Page 2



BUDGET JUSTIFICATION

DHS-06-CS-001-001
Dartmouth Coliege

The following 14 budgets are presented. The Budget Narrative (from Attachment 2 -Project
Narrative) has also been included in this document for easy reference for how amounts and
calculations were derived. We respectively request pre-award spending for 90 days. In order to
secure location space for upcoming workshops, expenses will be incurred as early as August
2006.

Detailed budgets are outlined for Budget Period 1 ($930,000):
I3P

Cyber Security Workshops - Budget Period [

ISTS

Internet Security Test bed - Budget Period 1

Hardware Based Security - Budget Period ]

PKT Research - Budget Period [

Autonomic Computing for Real People - Budget Period 1
ISTS Fellows - Budget Period [

Estimated budgets are outlined for Budget Periods I and H{ ($23,370,000):
13P

I3P Research (Initiatives 1-6) - Budget Period II

I3P Research (Initiatives 1-6) - Budget Period 111

13P Management - Budget Period II

I3P Management - Budget Period 11

ISTS

ISTS Cyber Research (Initiative 7) - Budget Period Il
ISTS Cyber Research (Imtiative 7) - Budget Period 111
ISTS Cyber Education (Initiative 8) - Budget Period I
ISTS Cyber Education (Initiative 8) - Budget Period 111

Notes
All personnel are Dartmouth Employees.

Most faculty members have nine-month appointments, and therefore, the percent effort 1s based
on nine months for those individuals. Those with nine-month appointments are noted in the
budget detail worksheets.

Note that the Budget Period I runs for six months, and detailed descriptions are included with the
budget justification worksheets. Budget Periods H and HI run for an additional two years. Final
detail budgets will be submitted in subsequent amendments. Initial estimates are included in this






[3P Cyber Security Workshops - Budget Period |

Dates: Ortobrer 1. 2006 to March 31, 2007 D FYo7 —
Ileml[.nbur {Darimiouthy Hase salary . _ Total
Stafl
AR ¢ {Chair) 6.00 i 0.00% 30 S0
AR Rescerch) 3250000 4.00 0%, 4.00% 0 0
AR Mosociale [Hr) $98,683 6,00 L 2.00% 31,774 41,774
AR | Dir for Research & Anahysis) $75.705 6.00 % 2.50% 1893 51,893
AR r Asst. Dir for Informaties Services) 580,500 S0 | 1.96% $£1,574 51,374
ag  (0)6) nin Assit) sag2u0 6.00 10% 5.00P% 51911 $1.911
AR et {Event Manager) 543,446 600 0%, 5000 $2.172 £san
AR bearch Coodinator) $37.000 6,00 5% 2,504 1925 5925
AR ommunicaion) 60,000 60K 5% 2.5 FES00 L1500
AR PManager, Web and Print Content) 535,934 6.0} 5% 250 973 1873
AR Daa Speciahist} $31.536 6,040 §9% 250 §79% 3790
Student:
Studenis hours week # ol weeks | # of sTudenty
Drrmnouth students to perform variows admin duties 500 15 2 $i.200
Subtotal. without fringe : §I4,718 $14,718
AP|Fringe on AP [and AP 11 IRO%.F 85137 §5.137
Total fringe 55,137 55,136
Subtetl, including fringe . 5198 $10.854
Indirects on people s b $6.940 6,949
Threet materink Computstion Total
Trave
Workshop #1: Travel for Cyber Secunity Awareness Forum {Jan 30, 20607, Washington, DC)
13P Staff Artara $600 34,800 S1LE00
No of raveders & Hote! $190 / day 33,040 304}
No of Tips + Moak $50 / day 3800 5300
Mo of righta 2 Mdeagelaxt/parking ($604+$20+$20) 5100 S1.n00 S1.6060
Workshop #2: Travel for PCS Secunity Workshops (Feb 2007, Texas)
3P Staff Mrfean $600 speaker 33,600 £3.000
No of travaters 5 Hotal $100 / day 1500 1,500
o af Thpe 1 Meain $50 / day 3750 750
Ko of rghls 3 Misagotawpanking ($80-+8204520) $100 $1.500 51,500
Lo
Workshops 53 & M:}f]‘mvel for 3P Session @ lndustry Evems (Feb 2007 & March 2007)
Besaft ¢ Artare 8600/ £1.200 $1.2004
No of bavelers 1 Heoted 5176 / day £1,030 $1.04504
No. of Trips 2 Maals $50 / dary 8300 $300
Mo of agtis 3 MibowaUnd/pariing ($A0+520+520) 5100~~~ S6400 34500
Capital equipmeat - /”
Breskdewn of Equipment compintion
Nos-Capital cquip, sepplies
By Tvpe compatution
Supptiea far Workehop #1 160 $10ierson $1.500 $1.500
Suppdea ky Warkehop #2 120 $10/paraon 51,2043 $1200
Supplies for Warkshop #5 80 $10épermon $600 600
Other Conty |
By Type compuiation
Workshop #1 (Jan 30, 2007)
Food for Foram 100 Meals (390 day) $9,000 59,000
Set-up room Forum 32,000 e inating {sasols, markere, tole cond, elc.) 2,000 £2.000
Room retad lor Forum $6,000 per mesling B5.00K1 35000
AN sipmpireer for Forum 4,000 per maeting 34,000 4.0
Postags $150 for materials to and from venue $300 $300)
Papar [nvitations 800 x .75 $£00 o)
P1isting Paper lnviatans 800 x .50 T4 h31Ed]
137 promo posters (3 x $500) $E500 SLA00
Sesshon sformation and documents to distribute
200 copies at $2 par copy h 11 5300
Tremaciption o video recordng {Forum) F4.000 34,000







Internet Security Test bed - Budget Period I

Dates: October §. 2006t March 31, 2007 } _ Da 200607
JemjLabor (Dartenowth} Bage =000 Total
Facultx
FAL Fmonth base salaryt % Professn FE50.000 104 1124 FLMES Stons7? G667
Seaff
AP[Technician programmes 12 Technician $R0.00 S.4H) 1 e 4.67% $33.333 §3333)
Saobteral, mithout fringe $58,0600 $54,008
FAC[Fringe on Facalty 1R.0% $6.333 36,333
Fringe on AP Tand AP 11 I8.0% §i2.607 12,667
“Total fringe £19,806 $10,600
Sobtotal, ineleding fringe £69.000 $69,000
Indirects on people 59.90°% Hir3 b
Direcs materiaby Computatlon Total
Travel
Travel to DETER site and DETER wackghop  Avfer $500 $4.00K 4 004,
No of ravelm 2 Howsl $175 4 day 4200 $4.200
Mo of Trips 4 Masls 350/ day S1.200 1,200
no of ngms 3 Mbotgallaxéparking | $80+520+320) 3700 3800 3800
[Caphial sqnipment
Breakdown of Equlpunent i
Racks (420 cormputer racks) B 1,494 $11.952 €1 1‘9{2—
Unirgeriptable prwer suppliss one per reck, 1o san ] $1.300 310,400 5104091
Non-Caphial equip, supplies
By Type wl
Reference books and nesterials 7 100 £700 3700
Equp installation (power. cooling, e1c) 1 9,000] $3.000 $9.000
Other Cosix
By Type
[ anference resistration fees f 2 $500 £10 $1.000
Indirects on rave, supplies. other costs {NOT stquipment or tuition) 59.90% 12519 312519
Consaltan(s Tirtal
Name & Setvice Provided : i
(b)(6) |DFI‘ER expen advice 3.0 8600, $1.800 1800
A £X et achice .00 400 3,640 L3600
indirect on consultires 250 $3.235 8353
[Subconiracts Bare price Total
Drescribe Product or Service | $0 h o]
Sabtetal % 0 54
Indirect on fime $25k each suplontract 59. 4P 0 S0
{
Total di 117,652 117,652 4
Total indirects $57,085 $57,085
Total 174,747 | 8174,737




Hardware Based Security - Budget Period |

Dates: October 1, 2006 to  March 31,2007 | Da 200607 F
ItemiLabor (Darimaouth) Bawe suls Toixl
Faculty,
FA(] morh hase salary) 9 Professor 312000 0.2% TR 1R F1333 §1.333
Fad] ©O) |5 ot nase satar 12 Profersor 185,360 0.33 100%] 2.78% 52372 52472
Sealf
Students A 2= 3 RS hoursiweek kol weeks | # of shadents
EE studend, as lab tech 510.00 1000 0] ! 32,000 $2.000
Dartrouth C5 grad students $1.915 6 3 11490 $11,450
Subtatal, without fringe 519,195 519,198
FAC|Fringe on Facufy RJ.J ) 32168 $2.168
APNFringe on AP fand AP 1I £ 5 b4}
Total fringe - - 31.168 52,168
Subtotal, lectodlmg fringe - $H 363 $21,361 §
Indirects on people / 59.90%, $12,797 512,797
i A ”
|Direct materlals Computation - Totsl
[Trevei 4
Travel to parinors Arfare 5560 §5,006) SS.W
No.of tmsvalers 2 Hotal $175 / day $1,750 317504
No of Tnps 5 heeale $50 7 dery S5O0 5500
No of rughts 1 Meoagatacrpockmg {$86-+520+520) $100 $1.000 tl,OOQv g
Eravel for ontrench Lrips ]
N of ihmamrs 2 Rantat Car ($160/0ky) 600 $600
Mo of Tips 4 Maels 350 cay $400 $400
MNa of mynts 1
Caphial eynipment
Breakdewn of Equipmenat ; . : g
TPM -laptope (3 for Apu, | (ot camera. | for othen) K - S2z0q " S19.600 S12.64HY
Logic Analyzer (HP 16%14) 1 Csprad) 27,194 $27.394
Dynarmic Probe (1P B4655A} 1 soof 51000 13,000
FOTPCEX Bus Analyzer (HP E29974) 13 $l 2 3‘ 15929 L1590
I TAG Emulstor and Probes (Arium BCM-50) i f23%) - F15000 §15,000
Mullieore Deskiop PCs (DELL XPS T 2 wh\ SEAGR §5.698
IBM 4764 1 Y 512.500) 312500 512,500
Host for [BM 4764 ] 9,959 53,459 $3.434
Multiprocessor Research Acoslerator (RAMPZ) ) v SIO:OO(J - $10.000 $10.000
L T-capabke Deskiop PCs (DELL XPS 7iX) 2 32840 35,695 §5.698
' T-capable Dieskiop PCs (DELL XPS 760) 2 52340 $5.69% $5,698
Smartcard devebopment 10} (Raitonance) 3 {;S‘LW} $7.664 $7.664
|~
Now-Capital rquip, supplies
By Type
PDA plarforms 2 $500] $1.000 $1.00)
—
[Other Costs
|By Type
Indivects on travel, supplies. other costs {NOT equipment o tuitzon) Lo t40 4140
Consultants Toist
Name & Service Provided o Y
Inidirest on consullams 50 0
Subcontracts Totnl
Dezeribe Product of Service 4] 1]
Subtotal 2] i)
Indirect on first $25k each subcontract 59.90% 0 ]
Total directs $163,253 $163,2534
Total Indirects $18.936 $18.914
—

~

Total $182,189 $182,189



PKI Research - Budget Period I

Dates: January |, 2007 to  March 31, 2007 Dartm 7 -~
Item]Lahqr (Dartmouih) Basesla . Total
Facubty
I’AC! (b)(6) [9-month base satary) 9 Professor $120.000 025 Hipt 2 7R S3335 s
Seafl
RA Postdoc 2 month base safary 560,800 100 106 23.00%% $13.000 F15.000
RAC] OO g esearcher 12 month base satry $134.608 200 25%) 6.25% 8413 54131
Students hoursweek  # of weeks | # of students
Ugrad lntern 10.00 204 1 2000 32000 1
ok ey
Dartnouth CS yrad students 1] 30 hoi}
Suhtotak Wb fringe $28,746 28,746
FAC|Fringe on Faculty AP SH27 10267
RAB]{Fringe on AP Iand AP 1 24.5% $3.675 53675
RAC|Fringe on AP [and AP | RLR (LT $197 3197
Total fringe $5.139 8,139
< tal, including fringe 336,885 34,885
Indirects on people 59.90% $22.094 £22.094
fHr et materinks Computation Total
Travel
Travel to partmers Airfars 8500 £2,000 52,0001
Mo, of travelsms 2 Hotel $475 / day $700 S70047
Na of Tapa 2 Meala 550 / doy $200 200
No.otnighix 1 Milsagalaxiparking ($60+520+820) $100 G0 14004
Truvel for outreach irips
No of treveders 2 Reral Car ($150éday) $300 330071
Mo o Trepss 2 Leals $50 1 day 3200 300 [
No of reghts 1 T
Caphtal equiprent
Breskdown of Equipsient
Laptop for postdor 32,500
i
Nom-Capital eqeip, supjlies
By Type |
Ciher Costs
By Type |
Indhrects on wavel. supplies, other costs (NOT equipment or wition) 34,90, 2276 52276
Considtants Toal
Name & Service Provided
Indirect on consultants 59.9%
Sabcontracts Base price ‘Total
Describe Product or Service
Indirect on first $25k each subcontract 59,90 50 0
Total directs 543,185 43,1851
Total inclrects 524,370 $24,370
Total $67.555 $67.558

.




Autonomic Computing for Real Peopie - Budget Period I
J

Dates: October 1, 2006 10 March 31, 2007 N
]umll,abn-r {Darimouth) Bas: 1alx Todat
Facuk
FAl (0)(6) [s-month base salary) 5 Professor $120.255 0.50 100%] 10 (9% 12020 $12.026.
T
Sralf
R.r’\( Researcher 12 manth base salary $100.152 | 2 HULE to 6% 310,692 S16.h92
Steedents
LR E
Datnowh ENGS grad students (inciudes health insrance) i hSR 2] L SRmE
Subtotal, witheo{ fringe £40.958 340,958
FACFringe on Faculty 3R.0% 4570 5T
RAC|Fringe on AP 1and AP [I 38.0% 56,043 50,341
Total fringe 510813 510,913
Subtotal, including fringe $51,870 $51,870
Indirects on people 39.90% $31.070 31,070
IHrect materias Compuiaflon Totzl
Travel 1
Travel to partaers Axtare $500 $1.500 31500
No of twusiars  t Howl $176 / gay 11,575 $1577]
0. of Trps 3 Maals 550/ dey $450 3450
No of nighta 3 MasegeMaiparkng (S8+520+320) $100 300 32001
Travel for cutrench trips
No of rawmiers 7 Rantal Cer (51 50:day) 0 50
Ko of Trips T Moals $60 ; day bl 0
Mo of rights o
Capital eqoipmest
Breakdown of Eqriprment
Non-Capial equip, supples
By Tvpe
|
Oher Coxtz
By Type
RS T
Thaver $chool Tuidon $22.195 S 311,098 §iE00%
Indirects on fravel, supplies, other costs (NOT equipment or hriton) 59.90P4 32,291 32,791
Consulinnty ol
Nanre & Service Provided
Indirect on congueltams 59.%{0% 3] 30
|Subcontracts Baze price Totsl
Describe Product s Service
Subtotal
Indirect on first $25k eech subcontract 59.90% 0 50
Total directs $66,793 $66,79%
Totnd Indirects £33.351 533361
Total S106,1584 $160,154.¢







13P Management - Budget Period I

Daies: Apnl 1, 2007 1o March 31, 2008 1 FYa7 I FYos
Iteralt abor (Dartosoath) ) Tetal  |inhsugn,
Facaky
Sanff
AR tChagr) SI22.01N A} Tuts S 55,828 pA® kS E.0%
Al Fcsarch) 2404000 g LA 12E0, 831 5.0
AR kwiciste Dirr TRRALS 3 (ISl R, L3327y 5 o,
Al Dir 5ot Resenrch & Analvne) o Ly 5. SErsT 5 0%,
A A1, D tor indinbatics Serwees) 31H1 Trat 23, pay Rt 5 0%
Al pHH ) T N AGH 5.0%
A hoe) RO S E pEEY pLNTOLE SN Y
af (b)(G) M Asalt) 0 10HH o 25 e ST S 5 0%
Adf t{Es et Mondger 3 2 5. S8 §2283 S.0%
AR Farch Coortnatie) L) 1w 251N, £9.55% VAL 5.0
AH payal ¥ LA 2541 MERILS NERILY 0%
AH [Cuto Mansery T 1 35 4Kh slaa~s IRETE Z.0%%
AH facager, Wb arnd Pt Comur 1 17 o] ERRRTLN bR 1Nt SILE311] 200
AH Faln Srocuatiay 100 HEIN 256t 5R.97S SHSZR Y SO0%
Nindouis
S ubtotal, withou t ripge » $154,08% T4 489
FAC [Finwe on Faculty LI\ 130 Tyt w
AP[Frmge un AL 1qnd AP I Wi, b1 RUJTRNN £S5 4693
Toial Tt o §75.49%
Swhriotal ucinding frimge w OS] 5269784
hidmecs on poople 35 v b2 53414 SATE
THrect mnterindy ¢ thoa Total rotes
[Fravet
[Conferemces, Meerips and Coor Airtars HOD ST AwEy 330k
o of Faveen 3 Howi $176 . dny 3150 S35
Mo of Trps 2 My 350/ cay L SR,
N of nighty 3 My Vi parkang (020} 1100 LIRS O R
Comeortiuc surcting (1)
13P S=ft Adfare $500
Ho of rnvsins B il $175 7 amy
Mo of Tapa 1 hhunk 380 7 cay S50
Ko of nente 2 Wriaagumdipmorg (R0 $20+9201 $100 $1.00k)
Capital coubpuucni
[Breakdowa of Eqwigancit
[ow-Capiinl cgutp, mpplics
B Type
Rihivarnont feprop b3 3 RRRNLE S4i0H) R XFET]
‘ah Bl eplacanom pas W in 511 S5 EHHY 55,000
Sumpdix f Coreealiom mreching £} L) YR TidEe RNEET
Prniing of kecitis L RYRELI $150Kp RSN
e Cowts
By Trpe
‘oularence Freprstraen fvs b7} 1 bxs) L] 2250
[Foonl A V.ot 1D Lo e meenng S0 H S ki A7 k) ARALES
[Pumage b Mactai 0 i MEI SNk §3u
onfeteaice Cella b8 4 Sau. 3240 S
Exooan ¢ Commiier paynkema t $Twig 37,938 7R
Achimmpang i open poaiiiens b 3 £5.004 535 08H) S50
Il trects on ave, wpphiet, abher costs (NOT spprian of tusson} 35 H)e %) LR YRS
Congxitants Base prices Telal  Jlofiation|
e & Sen ice Pros dod SRR AL Su k] bl 5 o'y
iU mhsching 1Y
ComsoTnGm HhanbTs AurFaen §500 81 Hw 25
hes e b v 25 Hotwl 5175 / ey 15w
ko ok Tripe 1 hbeats 5495 cy AT
to of nighte 2 Mehagutanparg (S0-320+ 120} §100 A=UA ahari
et Cofmution 100 research pruposaiz fi Py lewors 7 3250 each M ML
b oo donsiitame 1500 S HURRE SH0FRE
Subgrambees Bae price Teotal  frflaon
Describe Priafuct o Senvice $i 1o B S.i¥m
[Raktotat ] » 5
diract on fiest 325k ah wohooaact ERLLOR it b M
Total directs 50 $I6I 62 | SI6Z 62
[Temal bwddrecis b J SIZEI& 3126824
[ Tota) 55 S48, 188 | F4B0.1E88




[3P Management - Budget Period 111

E3F Meosnowsent - Brdaet Period 1

Dates: Apsil |, 2008 to _ March 3}, X4 FY88 _ L !
[m!lmr (Dartamouth) Bacws -~ Toinl inflagan
Frculty
Sratl
A 1 hae } 230G Tiowy 16 LY 13878 S 1) T LR 5 g
A Rty A2 T St £ 50ty 3150 Dixr )% 3T 5. Tl 5 Ot
AH ssocisde D) 7 TR ¥Ry 25 g T 9 (xr 1P ESTLL ST T A 5 O™
AH W1 fid Rewearch & Analyas) A X Ton 11 25 K¥ SI5KY w ALLLE 5 iy 2509 L7y 5O
AR Prr et IMoTmLass Sefvend FLEX Tl Iz 25004 21150 am L SEA LS SR 5 0%
AH e £ 1k st 2 59461 B i I sdit Skeaz | s o)
AR Frcc) MHHAO4R i) St 12 50 i) S L LN RIESIN 524,925 5 G%|
AH (b)(s) m A} L AR 3 1NHs| 25 Dl 3HH0A3 ¥ (Lo TEI, RRIRCES ILAA 5 0%
AR H o oent Maoager) K o iy 500 32K it 2% 15007 $7.FRE S A87 5.0°%|
AR psirch (oo} $38.2%0 3ok 1At 25 {urhy 59555 Gy T2 TSRt SR ATLAST 5.0
ALY poh Mg ger) 563263 3y b 35 M S15416 iRy L) T5 e S KLY FHALTS 5 0%
AT 70,51 oo O 25 Wy TIRATS T} 10r7| 5 RSER -] TS 5.0
AR Linager, Web and Promt £ onsem) po el i) I [t LR Ky SR 1 FILVAT TEOTh SIT2F 434077 5.0
AP e Speciubi 338700 T4 10 2500 pLErL3 ain 1N}, Ry j= RIS 13705y 5.0
Sabiotal without frimes MY 621,992 SHE5 .87
AL |Frifige on Facuhy Bt w R Tia St i
AP|[Fringe on AP Yand AP T Wi 175606 K 2244557 3320254
Totad fringe Lye X FI44 55T $378.104
[ boted, chuding friege 510 590 5115740
Tl et on propde 35 0iFn A2 SIM I RN
Dirett mwteials Compuinima Total notes
ravel
“aniTeicet, Modmg and Coor Acitwm BEOD ARl pEETH ARNLCH
Ho o Hwendery A b 175 7 dawy 84725 A ey AEEL
Mo o Fops A b 550/ cay SL350 WS LI
Lol A W aaportum/ra g (R 04 370) F100 LT AARE ) Sa.400y
"IN wneing {4y
AP StafV irn el Artaie $500 5040 Sl
0 o varesieiy 1 Hoal $17T 1 chery 53.5H S0P
Ko o Tnps 4 Loale B0 ) duy $1.000 ST
Ko of aghts T Mg kg (£ R0 §20) $100 S200 40k
FCophtal sl praas
[Braakaiown of Equlpamand
ety [rE]
Now-Capiial equip, Fepplos
By Trpe
Repiacement uphipn, 1 X2aH0 L4000 u El OC LN
‘abls hetierws eeplacement pens tn 3500] S5O0 fu £10m SRR
Suppliss sty omermam teetng 1) 7 A1 S0 2 o
Prsimg of e [R5 1T §E5.000 2 Y0 Mhrin
{Orther Cowty
By Type
“hBdErTRce FEIRTALL teo 4 5750 ARELLS) 1 87 B1250
Fraxd, A Y. ot 1p foF (ORI Tecting 1 5 A pISTELE : $7,Kx] SEdLN)
PTTLERE W TR z E)] 330 2 3130 18] Sa)
Lentoremee Calis 5 T 2200 4 4 e 1)
' zecutnee (Comaiter payrecata bR RRER 0.7
Advernuey §y open pesites t 55,00} 5,000 33.00H)
Extirects on innvel, aipnbes, ofbet coate {NCH aqolpmen o oy ) REREAC 126346 27882 i e
Coxsakisiy Hase Twml Lo
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Budget Period I

Initiative #3: I3P Cyber Security Workshops & Forum ($330,000)

This budget represents costs for two workshops, two session presentations and one forum to
be held between October 1, 2006, and March 31, 2007. Costs include a portion of personnel
time, travel costs for key participants and organizers, food, room rental, audio visual costs,
along with printing, postage and supply expenses. In addition, consultants and sub-agreements
are budgeted for help with key aspects of the workshops and forum.

Personnel: All personnel are Dartmouth employees. An estimated time percentage is listed in
the budget worksheet for each individual over the six month period of performance, in relation
to work being done on the Cyber Security Workshops & Forum initiative.

Chair/Director: The Chair has overall responsibility for oversight and performance of all 3P
activities. The Chair leads the Institute, its programs and activities; provides guidance to and
collaborates with the Institute’s staff, researchers and Consortium members: develops strategy
and vision for the Institute and is responsible for implementation; represents the Institute
nationally and interacts sith key stakeholders in government, industry, and in the non-profit
sector. Dr. ®)©) currently holds the position of Chair and is also Vice-Provost for
Research at Dartmouth College. Drl ®)6) compensation for the effort is covered from
other sources during Budget Period 1.

Director of Research: The Director of Research reports to the Chair and, in collaboration with
the Chair, is responsible for providing the vision and leadership for the 13P Consortium’s
research portfolio. The Director of Research works closely with the Chair, the Executive
Committee and the I3P membership to ensure the research is of the highest quality, is current
with national needs and priorities, and furthers the 3P mission. The Director of Research
oversees the implementation of new research programs and activities, and works with the
Chair and the Consortium to secure research funding to meet the research goals. The Director
of Research represents the work of the Institute intemally and externally, cultivates strong ties
to government agencies, industry, and academia. (We expect to fill this vacant position in the
near future.} The effort is covered from other sources during Budget Period 1.

Associate Director: The Associate Director is responsible for the day-to-day management and
strategic direction of the Institute. This person will handle oversight for the Forum and will be
centrally involved in research administration and execution.

Senior Assistant Director for Informatics Services: This position provides programmatic and
strategic leadership in the development, implementation, and management of information
services operations for the 13P.

Assistant Director for Research and Analysis: The Assistant Director oversees and leads I3P
research programs by collaborating with research teams, monitoring progress, and guiding
teams in organizational and substantive capacities. This person will be the driving force in
developing and keeping all workshops on track with the proposed activities. This person will



be fully involved in the day-to-day planning, organization, coordination, execution, and
presentation of the proposed research.

Administrative Assistant: The position provides administrative support to the Institute’s
management and staff; coordination for as well as the planning and execution of meetings,
conferences, symposia, reports, and other major outreach events.

Events Manager (shared position with ISTS}): This position supports the 13P staff and
researchers in the coordination for as well as the planning and execution of meetings,
conferences, symposia, reports, and other major outreach events.

Research Coordinator: This position supports the Assistant Director for Research and Analysis
by coordinating presentations, publications, and general workshop planning related tasks.

Communications Manager: The person in this position manages and cultivates I3P external
relations, including those with government agencies, executives in private industry, and
various aspects of the public media. The person serves as a public information and program
information liaison for the workshop activity.

Manager, Web and Print Content: The person in this position provides direct oversight for
coordination and execution of internal and extermal information provided via the [3P website
and the Institutes’ hard-copy publications.

Data Specialist: The person in this positions will handles data input and maintains internal
databases, performs prootreading and data quality reviews, generates reports from multiple
data sources, and updates information on the web pages.

In addition, students are expected to be hired for specific administrative tasks during surge
periods. 150 hours at $8.00 per hour is antictpated.

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: Travel estimates are based on historical data regarding travel from the Hanover, NH,
area and travel required of members from outside the Dartmouth area. 53 trips are anticipated
in total, with details outlined in the attached budget worksheets.

Trave! to Cyber Security Awareness Forum (to be held in Washington, D.C.), the PCS
Security workshop (to be held in Houston, TX), and two sessions at key industry events
(locations TBA) is budgeted for key participants, consortium members, and event planners and
oTganizers.

Supplies: Budgeted expenditures are for the supplies for the events. Costs are calculated based
on an average from historical data based on actual workshops hosted by the I3P. Name tags,
folders, labels, pens, pads, tent cards, and lanyards are supplied to participants. When
applicable, CDs with presentations are included in the supply costs.



Other Costs: Costs associated with the workshops, sessions, and forums include renting space
and facilities for the workshops, food (including tax and gratuities), audio/video set up with
technical support, postage for materials to and from the venue, and printing costs for
proceedings. Printing charges for materials (such as workshop agenda and speaker
biographies) and handouts to be distributed before and during the event as well as invitations
to the Forum are budgeted. Printing and design of Forum posters is also anticipated. Costs are
calculated based on historical data, location, workshop needs, and the number of expected
participants.

A workshop registration vendor is also budgeted in order to process registrations. A cost of
$250 for 3 workshops is consistent with prior use of said vendors.

A transcription service or some type of video recording to be used at the Forum is anticipated.
A budgeted amount of $4,000 will cover this type of service.

Additional expenses related to Workshop #5: Critical Infrastructure Protection Conference
(March 19-21 2007, Hanover, NH) and Workshop #1: Cyber Security Awareness Forum (Jan
30, 2007, Washington, DC) may be supplemented with funds from additional sources.

Consultants: A web and poster designer will be utilized to effectively convey the message for
the events. Speakers and panelist payments are included for participation in the Forum and a
speaker for the PCS meeting is anticipated. These experts will help create an interactive
environment and will bring the necessary subject matter expertise for successful events.

Sub-agreements: Sub-agreements for work to complete the proposed work are detailed
below.

Two sub-agreements will be set up for presentations and demonstrations of current 13P
research activity at the Forum. These costs will include personnel time for preparation and
presentation, travel to the venue, and equipment shipping.

1. Sandia National Labs: Sandia will need to prepare and execute a demonstration at the 13P
Forum in January 2007. This will require effort on behalf of two Sandia employees, as well as
travel for those employees, supplies, and freight charges to ship demonstration equipment,
including a test bed.

Personnel

6 | $312,000 2% 6,240.00
Other Staff Member (TBD) $312,000 1% 3,744.00
Travei
Airfare $1,500x 2 3.,000.00

Lodging (total number of nights for both people) $300 x 5 1,500.00
Subsistence $250x2  500.00



Other
Test Bed Shipment (each way)  $1,500 x2 3,000.00

Tota] - $17,984

Note: all above numbers are fully loaded based on approved Sandia pricing

2. Mitre Corporation will prepare and present the RiskMap risk assessment methodology, in
conjunction with the current PCS security project. Preparation and presentation time is
budgeted at $7,083.

Three sub-agreements will be set up to run sessions at two key industry PCS security
workshops/conferences. These costs will include personnel time for preparation and

presentation, travel to the venue, and equipment shipping.

1. Sandia National Labs:

Personnel
o) 312,000 2% 4,680.00
312,000 1% 3,744.00
Other Staff Member (TBD) 312,000 1% 3,744.00
Travel
Workshop (three people) TBD (likely Sacramento,CA)
Airfare 1,500 x 3 4,500.00
Lodging (total number of nights for both people)  300x 2 600.00
Subsistence 150x 3 450.00
Other
Test Bed Shipment (each way) 1,000 x 2 2,000.00
Preparation 1000 x 1 1,000.00

Total - $20,718

2. Pacific Northwest National Lab: PNNL will conduct an I3P technology session at an
additional major industry meeting. Personnel tasks include; conduct initial planning for an [3P
PCS Cyber Security Technology; prepare lecture and demonstration materials for the meeting
based on material prepared for the final I3P workshop; coordinate demonstrations with other
I3P task teams and technology developers; conduct final testing of the products to
demonstrated at the meeting, and pack up, ship, and assemble the technology hardware at the
meeting site; travel to and from the meeting, attend the conference and make presentations;
follow-up.

Personnel



The following personnel will devote time to the project. A total cost for personnel has been
provided

®E) 5,560.00
Fringe
In accordance with approved PNNL rate 1,923.00
Travel

Assume two people traveling by plane to the conference destination (presumably on the west
coast of the U.S.). Travel costs include roundtrip airfare, lodging (within government per
diem), meals, and conference registration fees. This assumes travel to the meeting site on a
Sunday, and travel home in the late afternoon or evening after the last day at the conference.

WA-West Coast Travel 1 Trip/2 people for a total of 8 days 3,022.00

Other

Shipping 361.00
Indirect

In accordance with approved PNNL rate. 8,889.00

Total - $19,755

Note: all above numbers are fully loaded based on approved PNNL pricing

3. SRI International: SR1 will support the 13P in preparing and executing the participation in a
session at one selected industry event on PCS security, expected to take place in the U.S.
during the first three months of calendar year 2007, SRI will assist in the planning of the
session, including supporting the preparation of presentations and demonstrations. Two SRI
staff members will participate in the event and the execution of the session. This work is
limited to the presentation and demonstration of material developed previously in the I3P PCS
Security Research Project or related efforts; no new research or development will be
performed by SRI under this statement of work.

Personnel
06 Program Director) 5,641.00
Computer Scientist) 5,273.00
Travel
2 staff, 3 days, 1 trip 3,376.00
Other
Shipping and computer usage 690.00

Total - $14,980.00



Note: all above numbers are fully loaded based on approved SRI pricing

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.

Initiative #7: ISTS Internet Security and Resilience Initiative ($524,636)

This budget represents costs for research projects conducted between October 1, 2006, and
March 31, 2007. Costs include faculty, students, travel, equipment, supplies, tuition, and
consultants. We propose four distinct projects, totaling $524,636: Internet Security Test bed
(IST), Hardware-based security (HBS), PKI Research (PKI), and Autonomic Computing for
Real People (AQC).

Initiative #7, project 1: Internet Security Test bed (IST)

Personne ()(6) will lead this project. As Professor of Computer Science, Director of
the Center for Mobile Computing, and Executive Director of the ISTS] oe brings extensive
experience in wireless networks, pervasive computing, and computer seCUrTTy to the project.
He also has experience leading several large research projects. The budget includes a
technician/programmer (at standard Dartmouth rates), and a computer science graduate
student (with salary in accordance with A-21 and A-110) to assist with the planning and
design of the test bed.

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: The budget allows Dartmouth personnel to attend DETER workshops and to visit
other universities with similar test beds. Collection and dissemination of research information
1s also expected. Four trips are expected: one trip for both the P and the technician to visit UC
Berkeley DETER facility, two trips to attend a DETER workshop or to revisit a DETER site,
and one trip for the consultants to visit Dartmouth.

Equipment: In this first budget period we expect to lay the groundwork for the test bed, most
of which will be purchased in Budget Period II and IIl once a more detailed plan is developed
during Budget Period T and presented in the amendments filed for the later Budget Periods.

Specifically, we plan to buy eight industry-standard computer-equipment racks (fult 42U
height) and one uninterruptible power supply for each rack. We estimate the price based on
typical market rates for these commodity parts.

Supplies and installation: Reference materials and equipment installations (included power,
cooling, etc.) will be needed. We also anticipate the need to expand the capacity of the



electrical power systems in the machine room hosting this test bed; the estimate of $9.000 was
provided by Dartmouth’s Computing Services department after a look at our initial plans.

Other Costs: Specifically, registration fees for conferences.

Consultants: Since this project depends critically on the advice and experience of existing
DETER site leaders and technical staff, we plan to hire Professot DO) (leader of
UCB’s DETER project) and one of his technical staff as a consultant Tnese maividuals are
rare experts and the consulting rate is necessarily high.

Sub-agreements: none,

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.

Initiative #7, project 2: Hardware-Based Security (HBS)

Personnel: The project will directly fund two faculty researchers and two students for the first
phase. Professo (0)(©) and Professo ®)E) will lead this project. Professor| ®)e)
has extensive experience m trusted computing hardware, having been a key player on the IBM
team thaf develoned the 4758, the first product ever to achieve FIPS level 4 certification.
Professol  ®® |will add experience and expertise in hardware engineering. Student
researchers will include an engineering upperclassman, to work part-time to help set up and
maintain the lab and one grad student (CS, and perhaps engineering) to help do the research.
(This salary is in accordance with A-21 and A-110),

We plan to leverage the synergy this project has with other ongoing work. In our NSF TCIP
project, we're looking at hardware aspects of security for the power grid’s cyber
infrastructure. We plan to leverage that project’s student support fof QO] and_o© |
®)6) | As part of our Sun “Center of Excellence” col]aboration,| (b)(6) is being
supported to work on hardware-based security.

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: Travel by Dartmouth personnel to attend conferences and workshops, and to interact
with key project stake holders (such as Intel) is budgeted. Collection and dissemination of
research information is also expected.

Equipment:
¢ 1 Logic Analyzer (HP 16902A), to provide signal-level diagnosis and debugging
information for the dedicated hardware such as modules on an FPGA board, and
supporting the ability to prototype and analyze hardware-based security solutions
within FPGAs.



1 Dynamic Probe (HP B4655A), which, when coupled with a logic analyzer,
enables probing of the internal wires of off-the-shelf microprocessors such as those
from Inte! and AMD.

1 PCI/PCI-X Bus Analyzer (HP E2997A), which gives signal-level information
about communication through PCI/PCI-X bus. This tool is necessary to examine
activity on the bus, a backbone component of all standard PC platforms.

1 JTAG Emulator and Probes (Arium ECM-50), which together provide debugging
information about devices with JTAG support. These tools permit debugging of
chip-level solutions and permit research into using JTAGs for dynamic roots of
trust within CPUs, a promising avenue for coprocessor-based rootkit suppression.
2 Multicore Desktop PCs (DELL XPS 700), to serve as a test bed for security
research on multi-core systems. Multicore systems are becoming standard, and
open new opportunities in security-relevant industrial CPU work.

1 IBM 4764 secure coprocessor and a PC host for it, which form a test bed for
experiments on security solutions using trusted hardware. The 4764 is the (larger)
follow-on to the 4758, which was the base of earlier work in the ISTS PK1/Trust
Lab. It has specific host machine requirements; not just any PC will do. IBM also
requires purchasing the “training” package to get a developers’ toolkit. Our cost
figures are based on the educational discount already offered by IBM.

1 Multiprocessor Research Accelerator (RAMP2), which is hardware dedicated to
provide prototyping possibility of multiprocessor architectures. This new
technology enables experiments with hardware designs (such as modifying large
CPU cores) too big for standard FPGAs.

2 LT-capable Deskiop PCs (DELL XPS 700), and 2 VT-capable Desktop PCs
(DELL XPS 700), which provide the hardware to experiment with Intel’s security
technologies, namely its LeGrande Technology and its Virtualization Technology.
1 Smartcard development tool (Raisonance), to collect experimental data on smart-
card solutions for various security problems.

7 TPM-based laptops: five to build a test bed for exploring hardened anonymizing
networks, one for image processing in the Trusted Camera experiments, and one
for software development.

Supplies: Two personal digital assistants (PDA), such as those from Palm Computing or
various Windows Mobile vendors,

1 PDA for the trusted camera project, since camera vendors make it hard to
prototype on a real camera, but a PDA with camera functionality will work just
fine.

1 PDA for experimenting with other TCG applications of handheld devices. The
initial application we see here would be an extension of Portable Key Infrastructure
project.

Other Costs: none

Consultants: none



Sub-agreements: none

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.

Enitiative #7, project 3: PKI Research (PKI)

Personnel: Dr. ()(6) will lead this project. An Associate Professor of Computer
Science, Drl ®© Jorings extensive experience in Public-Key Infrastructure (PKI); he was the
founding program chair (and continuing program commiittee member) of NIST’s annual PK7
Research Workshop, and also served on the founding program committee of EuroPKI, the
European response to NIST’s effort. He founded the PKI Lab at Dartmouth, which has been
instrumental in developing a production-quality PKI for Dartmouth College. Sun
Microsystems, Cisco Systems, and Intel Corporation have recognized his work with gifts and
grants to support his PKI research. He also has experience leading several large research
projects. A post-doctoral researcher (most l'kel will play a key role in developing
and implementing the outreach effor(i ®)® |s the designer of the original OpenCA software
and has been project manager of OpenCA since its creation. Researcher| o) brings
critical expertise as the lead organizer of the Higher-Education Bridge Cerfificate 7 uthority
(HEBCA) at Dartmouth College, and in reaching out to other universities and to The
America’s Grid Policy Management Authority (TAGPMA). An undergraduate student is
budgeted to assist with programming tasks.

We plan to leverage the synergy this project has with other ongoing work

. NSF CAREER grant will support graduate studen ®)E) |

. oe |Intel URC will support graduate student (b)(6) and staf’ferl (b)) |

. Dartmouth Computing Services) and EDUCAUSE have been supporting
)6 and will continue to provide the rest of his support.

¢ We anticipate that Phase II of the Sun collaboration will fund  ®®

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: Travel by Dartmouth personnel to attend conferences and workshops and to interact
with key project stake holders is budgeted (both domestic and foreign). Collection and
dissemination of research information is also expected. A few trips will involve drives to a
regional university to give presentations on the PKI research. We foresee HEBCA evangelism
trips, PKI standards and working group trips, as well as the usual conference trips. In
particular we envisage the collaboration with the [ETF for the standardization efforts {PRPQ).
Discussions with TERENA working groups will also be considered to promote the project
results and increase its impact over the PKI world community.

Equipment: A laptop for the post-doctoral researcher will be required.

Supplies: none



Other Costs: none
Consultants: none
Sub-agreements: none

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.

Initiative #7, project 4: Autonomic Computing for Real People (AC)

Personnel: Dr.| (b)(®) |will lead this project. As the Dorothy and Walter Gramm
Professor of Engineering, Professd (©)(6) |brings extensive experience in computer
security, mobile computing, wireless networks, agent-based computing, sensor fusion, and
parallel computing. He also has experience leading several large research projects. His
primary role is in setting the project direction and oversight. Senior Rescarcher
will be the primary technical lead in conducting the research. He too has extensive experience
In computer security and sensor fusion. The budget includes six months of a Thayer School of
Engineering graduate student, with salary in accordance with A-21 and A-110.

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: Travel by Dartmouth personnel to attend conferences and workshops and to interact
with key project stake holders is budgeted. Collection and dissemination of research
information is also expected.

Equipment: none

Supplies: none

Other Costs: Additional costs for tuition remission (in lieu of wages) are anticipated for
graduate students - in accordance with A-110 and A-21.

Consultants: none
Sub-agreements: none

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.

Initiative #8: ISTS Education and Curriculum Development Initiative ($75,364)

This budget represents costs to be used between October 1, 2006 and March 31, 2007. Costs
include a fellowship appointment and travel totaling $75,364.



ISTS Fellows — Budget Period 1

Personnel: Fellowship Program: A post-doctoral researcher will be recruited and hired in an
effort to augment the overall research capacity of the ISTS. We expect to recruit a recently
graduated Ph.D with expertise in wireless networks, mobile ad hoc networks, or sensor
networks, and to have that individual work with the ongoing ISTS research teams in those
areas.

The researcher will be hired with an initial 12-month appointment, contingent upon receiving
additional finds from Budget Period I and II1. The budgeted salary is the approximate market

rate for a post-doctoral researcher in Computer Science.

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: The budgeted travel supports participation in various conferences, workshops, and
research related coordination (both domestic and foreign).

Equipment: A computer workstation for the fellow will be required.
Other Costs: The fellow will need to register and pay for conference attendee fees,

Indirect Costs: The budgeted indirect cost rate is used in accordance with the Department of
Health and Human Services approved rates for Dartmouth College.



Budget Periods H & III

I3P Management Costs

I3P management costs will begin around January 1, 2008, when the current management
funding is exhausted. Detailed budgets will be submitted with amendments for Budget Periods
II and 111,

Personnel: All personnel are Dartmouth employees. The following is a list of job descriptions
found in the accompanying budget detail worksheet.

Chair/Director: The Chair has overall responsibility for oversight and performance of all I3P
activities. The Chair leads the Institute, its programs and activities; provides guidance to and
collaborates with the Institute’s staff, researchers and Consortium members; develops strategy
and vision for the Institute and is responsible for implementation; represents the Institute
nationally and interacts with key stakeholders in government, industry and in the non-profit
sector. Dr ®)6) currently holds the position of Chair and is al ice-Provost for
Research at Dartmouth College. Up to a maximum of 10% of Dr| ®)©) compensation

will be charged to the grant.

Director of Research: The Director of Research reports to the Chair of the I3P and, in
collaboration with the Chair, is responsible for providing the vision and leadership for the 13P
Consortium’s research portfolio. The Director of Research works closely with the Chair, the
Executive Committee, and the I3P membership to ensure the research is of the highest quality,
15 current with national needs and priorities, and furthers the I3P mission. The Director of
Research oversees the implementation of new research programs and activities, and works
with the Chair and the Consortium to secure research funding to meet the research goals. The
Director of Research represents the work of the Institute internally and externally, and
cultivates strong ties to government agencies, industry, and academia. (We expect to fili this
vacant position before the start of Budget Period I1.)

Associate Director: The Associate Director is responsible for the day-to-day management and
strategic direction of the Institute. On behalf of the [3P Chair, the Associate Director works to
advance the I3P mission and goals, fosters a cohesive and collaborative membership, and
helps to build and sustain an effective research consortium. The Associate Director also
supports and develops a close working relationship with and among the members of the 13P
Executive Committee and enables the Executive Committee to conduct its work on behaif of
the Consortium,

Senior Assistant Director for Informatics Services: The Senior Assistant Director provides
programmatic and strategic leadership in the development, implementation and management
of information services operations for the [3P, including the acquisition, licensing,
organization, preservation, protections, and accessibility of information assets in all formats;
fosters a collaborative approach to providing web-based access to relevant research materials
produced and held by [3P Consortium members; and is responsible for the development of the
I3P Digital Commons. The Assistant Director actively participates in the strategic



development of the I3P and is a member of the senior management staff, and represents the
[3P at conferences and meetings.

Assistant Director for Research and Analysis: The Assistant Director oversees and leads [3P
research programs by collaborating with research teams, monitoring progress and guiding
teams in organizational and substantive capacities. The Assistant Director coordinates reports
on I3P research to government sponsors, and initiates and implements centrally-driven I3P
activities in pursuit of the institute’s mission to identify and address cyber security research
challenges and facilitate cooperation and information sharing among industry, academia, and
government on the 3P Chair’s behalf. This includes hosting workshops and events,
conducting studies, and liaising with subject matter experts on a variety of information
security topics. The Assistant Director actively participates in the strategic development of the
I3P and is a member of the senior management staff, and represents the I3P at conferences and
meetings with industry, academia, and government in coordination with the I3P Chair and
Associate Director.

ISTS Assistant Director, Finance and Administration (position shared with I3P): The Assistant
Director, Finance and Administration is responsible for the administrative and business affairs
of the I3P, including facility management, space, equipment, hiring, and finance; manages
day-to-day activities of the Institute’s operational staff; and ensures achievement of Institute
goals and objectives. The person in this position reviews budgetary aspects of grant proposals,
monitors grant and contract expenditures, handles relations with relevant personnel at
Dartmouth’s Office of Sponsored Projects and other universities regarding financial matters,
and develops and monitors the Institutional budgets.

ISTS Financial Services Account Specialist (position shared with 13P): The Financial Services
Account Specialist is responsible for post-award administration of grants and contracts. In
close association with the Assistant Director for Finance and Administration, the person in this
position oversees the financial management of sponsored projects, including monitoring
expenses for authorization, allocability and consistency with Principal Investigators and
sponsor objectives, and determines appropriate expenditure levels to avoid cost overruns.

Administrative Assistant: The Administrative Assistant provides administrative support to the
Institute’s management and staff; assists in the collection, production, and archiving of
material for research; supports the 13P staff and researchers in the coordination for as well as
the planning and execution of meetings, conferences, symposia, reports, and other major
outreach events; performs secretarial functions, and acts as liaison between the office and
students, staff, faculty, and individuals outside the College in the area of administrative
support services; and creates and maintains departmental files and records.

ISTS Manager, Communications and Events (position shared with 13P): This position supports
all aspects of I3P events planning.

Research Coordinator: The Research Coordinator provides support to the Assistant Director
for Research and Analysis in the form of program and workshop coordination, record keeping,
reports, and planning. The Research Coordinator investigates and assembles supporting



information to facilitate the development and assessment of current and new research
mitiatives and written materials associated with I3P research projects and tracks and
documents the progress, adjustments, and achievements of 13P research initiatives from the
inception of a project to its close.

Information Technology Manager: The IT Manager manages all information and
communication systems for the I3P; provides information technology support to [3P staff,
monitors and maintains LAN and WAN equipment and forecasts infrastructure needs; and is
responsible for system security and troubleshooting.

Communications Manager: The Communications Manager manages and cultivates [3P
external relations, including those with government agencies, executives in private industry,
and various aspects of the public media. The Communications Manager serves as a public
mformation and program information liaison to current and potential sponsors, and in addition
provides administrative support in relation to 13P policy (by-laws, membership, elections) and
assists the Director with strategic planning.

Manager, Web and Print Content: The person in this position provides direct oversight for
coordination and execution of intemnal and external information provided via the 13P website
and the Institutes’ hard-copy publications.

Data Specialist: The Data Specialist provides data input and maintains internal databases,
performs proofreading and data quality reviews, generates reports from multiple data sources,
and updates information on the web pages.

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: Travel estimates are based on historical data regarding travel from the Hanover, NH,
area and travel required of members from outside the Dartmouth area.

External conferences, coordination, training, and reporting: Trips are required {o participate in
meetings, conferences, and seminars in the process of developing research and overall [3P
development requirements, collaborating technical solutions, leveraging capabilities and
opportunities, and promoting outreach and technical support. The I3P will send people to
receive training in the fields of information technology, software applications, and business
development, operations and processing.

The 13P Consortium Meetings: Working groups, composed of Consortium members and
industry and government partners will meet throughout the performance periods to work on
defined tasks. Current proposed level is four meetings per year, with an estimate of 30-35
participants. In addition, speakers and guest participants may be invited from time to time.
Note that travel for consortium members is budgeted under the consultant category, since they
are not Dartmouth employees. I3P employee travel is in the travel category.



Supplies: Budgeted expenditures are for the purchase of minor expendable equipment,
including software and computer related components, postage, books, and research materials.
Supplies for Consortium meetings are based on averages from past meetigs hosted by the 13P
and include agenda and meeting information, name tags, folders, labels, pens, pads, and tent
cards for meeting participants. Computers, printers, and workstations will be procured for new
and existing employees on an as-needed basis.

Equipment: Equipment that is anticipated includes one new server to support the
functionality of the Institute.

Consultants: The Rath Group will be retained in order to implement a comprehensive
communications plan for the I3P, This group has been working closely with the [3P since
April 2006.

Sub-agreements: Sub-agreements for work that will not be performed at the I3P will be
required to complete the proposed work.

Subject matter experts: The [3P will use subject matter experts to act as Review Board
Members for potential projects funded by the I3P.

The I3P Consortium Meetings: Working groups, composed of Consortium members and
industry and government partners will meet throughout the performance periods to work on
defined tasks. Current proposed level is four meetings per year, with an estimate of 30-35
participants. In addition, speakers and guest participants may be invited from time to time.
Note that travel for consortium members is budgeted under the consultant category, since they
are not Dartmouth employees. I3P employee travel is in the travel category.

Other Costs: Costs included in this section include Executive Committee payments made
according to the 13P bylaws; as well as costs associated with the Consortium meetings,
research planning meetings, and research review meetings (including postage and conference
calls). In addition, training for employees and advertising for open positions is included in this
category. Finally, publication costs for all research papers and proceedings, including fact
sheets and [3P updates are budgeted.

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.

I3P Rescarch (Initiatives 1 - 6)

The following research budgets outline all research initiatives. Detailed budgets will be
submitted with amendments for Budget Periods II and III.

Initiative 1 ~ I3P Fellowship Program

Initiative 2 — I3P Human Behavior, Insider Threat, and Awareness Initiative
Initiative 3 — I3P Cyber Security Workshops

Initiative 4 — I3P Control Systems Initiative
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Initiative 5 — I3P Business Rationale for Cyber Security Initiative
Initiative 6 — 13P Grand Challenge

Personnel: It is anticipated that two to three Dartmouth faculty will be involved in one or
more of the [3P initiatives that will begin in budget periods II and IIl. Additional staff such as
post-doctoral researches, graduate and undergraduate stadents (in accordance with A-110 and
A-21) will be used.

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: Travel by Dartrnouth personnel to attend conferences and workshops and to interact
with project teams is budgeted. Collection and dissemination of research information is also
expected.

Imitiative #3: [3P Cyber Security Workshops - travel by key participants and event organizers
are budgeted for 10 workshops.

Supplies: Given the nature of past I3P projects, it is expected that various computer
peripherals and related components will be required for the project.

Initiative #3: I3P Cyber Security Workshops - supplies based on historical data from I3P run
workshops is budgeted for 10 workshops.

Equipment: none

Other Costs: Costs included in this section are for registration fees for conferences.
Additional costs for tuition remission are anticipated for graduate students; this is in
accordance with A-110 and A-21.

Initiative #3: I3P Cyber Security Workshops — room rental, audio/visual set up and food
(including tax and gratuities), based on historical data from 13P run workshops is budgeted for
10 workshops.

Consultants: Consultants are budgeted for use during the 10 workshops as facilitators,
transcription services and key speakers.

Sub-agreements: The [3P consortium will be used to complete work in all of the six I3P
initiatives. We envision issuing approximately 23 sub-agreements in support of the work being
done in budget periods 1I & III. Detailed budgets along with a final work plans will be
submitted within the first amendment for period II.

Currently consortiwun members are:

Center for Education and Research in Information Assurance and Security (Purdue University)



Center for Information Security (University of Tulsa)

Center for Secure and Dependable Systems (University of Idaho)

Computer Security Research Laboratory (University of California at Davis)

Cornell University

Critical Infrastructure Protection Project (George Mason University School of Law)
Department of Computer Science (Columbia University)

Georgia Tech Information Security Center (Georgia Tech)

H. john Heinz 111 School of Public Policy and Management (Carnegie Mellon University)
Information Security Institute (Johns Hopkins University)

Information Security Laboratory (Oregon State University)

Information Technology and Operations Center (United States Military Academy)
Information Trust Institute (University of Illinois Urbana-Champaign)

Institute for Civil Infrastructure Systems (New York University)

Institute for Security Technology Studies (Dartmouth College) — costs budgeted in other
categories

Lawrence Berkeley National Laboratory

Los Alamos National Laboratory

MIT/Lincoln Laboratory

Mitretek Systems

Pacific Northwest National Laboratory

Sandia National Laboratory

School of Informatics (Indiana University)

Software Engineering Institute {(Camegie Mellon University)

SRI Internationat

Stanford University Computer Science Department (Stanford University)

The MITRE Coerporation

The RAND Corporation

University of California at Berkeley

University of Virginia

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College. Note there are 2 rates, one at the 59.9% research rate and one at the 35%
other sponsored activity rate. 35% is used for all workshop activities.

ISTS Initiative 7: ISTS Security and Privacy for Real People

The following research budgets outline anticipated costs for the ISTS research and education
initiatives. Detailed final budgets will be submitted with amendments for Budget Periods I1
and II1.

Personnel: It is anticipated that seven Dartmouth faculty will be involved in several ISTS
projects that will begin in periods II and IIl. Additional staff, such as post-doctoral
researchers, graduate and undergraduate students (in accordance with A-110 and A-21) will be
used.



o

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.

Travel: Travel by Dartmouth personnel to attend conferences and workshops and to interact
with key project stake holders is budgeted (both domestic and foreign). Collection and
dissemination of research information is also expected.

Supplies: Given the nature of the anticipated ISTS projects, it is expected that various
computer peripherals and related components will be required for the projects.

Equipment: Sensor motes, servers, laptops, computer racks, switches, firewalls, and other
equipment over $2,500 will be needed.

Other Costs: Costs included in this section are for registration fees for conferences.
Additional costs of tuition remission (in lieu of wages) are anticipated for graduate students, in
accordance with A-110 and A-21.

Consultants: Consultants for training, seminars, and subject-matter expertise will be used for
several anticipated projects.

Sub-agreements: TBD.

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College,

ISTS Initiative 8: Education and Curriculum Development Initiative

Personnel: All personnel are Dartmouth employees (augmented by some consultants; see
below). The following is a list of job descriptions found in the accompanying budget detail
worksheet.

o Faculty coordinator: a Dartmouth professor to oversee the educational program, to assist
in developing courses and course materials, to select instructors and invited speakers, and
to deliver a few lectures.

s Program coordinator: a full-time statf member, to be hired for a six to nine month period,
to coordinate all of the planning and preparation of the summer-school courses during
2008,

e Summer-school instructors: listed below, as consultants.

o  Graduate student: to serve as a teaching assistant during the summer school in 2008.
Fellow: a continuation of the post-doctoral fellow, begun in Period 1.

Fringe: The budgeted fringe rates are used in accordance with approved rates for Dartmouth
College.
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Travel: Travel estimates are based on historical data regarding travel from the Hanover, NH,
area and travel required of members from outside the Dartmouth area. The budget includes
support for the Fellow to take three trips in Period I and four trips in Budget Penod IlI, and
for the summer-school lead instructor to visit Hanover twice for coordination and planning.

Equipment: none

Supplies: Some small equipment (laptops, cheap desktop computers) may be necessary; other
supplies include course materials (books, workbooks, handouts).

Consultants: We expect to hire two or three faculty from other regional colieges and
universities with the necessary security expertise and a track record for excellent teaching. The
lead instructor will work with the faculty coordinator and the program coordinator to develop
the 2008 summer school programs and all course materials. The other instructors will join the
others in Hanover, NH, to help run the course and add specific expertise.

Sub-agreements: none

Other Costs: Conference registration fees for the Fellow; participant costs for the 2007 Tuck
summer program and for the 2008 summer-schoo! students.

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.



SF424B-Assurances, Non Construction Programs
SF-LLL-Disclosure of Lobbying Activities

Both documents have been completed as individual forms in the PureEdge application
package. Signatures will be incorporated upon submission.



ASSURANCES - NON-CONSTRUCTION PROCGRAMS
OMB Approvat No. 4040-0007
Expiration Date 04/30/2008

Public reporting burden for this collection of information is estimated to average 15 minutes per responss, including time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed. and compieting and reviewing the coliection of
information, Send comments regarding the burden estimate or any other aspect of this coliection of information, including suggestions for
reducing this burden, to the Office of Management and Budgst, Paperwork Reduction Project (0348-0040), Washington, DC 20503.

PLEASE DO NOT RETURN YOUR COMPLETED FORM TC THE OFFICE OF MANAGEMENT AND BUDGET. SEND
IT TO THE ADDRESS PROVIDED BY THE SPONSORING AGENCY,

NOTE: Certain of these assurances may not be applicable to your project or program. If you have questions, please
contact the awarding agency. Further, certain Federal awarding agencies may require applicants to certify to
additional assurances. If such is the case, you will be notified.

As the duly authorized representative of the applicant, | certify that the applicant:

1.

Has the legal authority to appiy for Federal assistance
and the institutional, managerial and financial capability
(including funds sufficient to pay the non-Federal share
of project cost) to ensure proper planning,
management and completion of the project described
in this application.

Act of 1973, as amended (28 U.S.C. §794), which
prohibits discrimination on the basis of handicaps; (d}
the Age Discrimination Act of 1975, as amended (42
U.5.C. §§6101-6107), which prohibits discrimination on
the basis of age; {e) the Drig Abuse Office and
Treatment Act of 1972 (P.L. 92-255), as amended,
relating to nondiscrimination on the basis of drug

2. Will give the awarding agency, the Comptroller General abuse: {f) the Comprehensive Alcohol Abuse and
of the United Stateg and, if appropr!ate, the State, Alcoholi(g)m Prevenﬁon, Treatment and Rehabilitation
throqgh any aulh_ortzed representative, access io and Act of 1970 (P.L. 91-616), as amended, relating fo
the right to examine alt records, books, papers, or nondiscrimination on the basis of alcohol abuse or
documents related to the ayvard; and will e;tabl|sh a alcoholism; (g) §§523 and 527 of the Public Health
proper accounting system in accordance wuth ge_neraily Service Act of 1912 (42 U.S.C. §§290 dd-3 and 290
accepted accounting standards or agency directives. ee- 3), as amended, relating to confidentiality of alcohol
3. Wil eslablish safeguards to prohibit employees from and drug abuse patient records; (h) Titie VIl of the Civil
using their positions for a purpose that constitutes or Rights Act of 1968 (42 U.S.C. §§3601 et seq.), as
presents the appearance of personal or organizational amended, relat‘lng o nond‘lscnrlnmahon in the sale,
conflict of interest, or personal gain. rental or financing of housing; (i) any other
nondiscrimination provisions in the specific statute(s)
4. Will initiate and complete the work within the applicable under which application for Federal assistance is being
time frame after receipt of approval of the awarding mada; and, (j} the requirements of any cther
agency. nondiscrimination statute(s) which may apply to the
application.
5. Will comply with the Intergovernmental Personnel Act . Will comply, or has already complied, with the
of 1970 (42 U.S.C. §§4728-4763) relating to prescribed requirements of Titles il and lil of the Uniform
standards for merit systems for programs funded under Relocation Assistance and Real Property Acquisition
one of the 19 statutes or regulations spacified in Policies Act of 1970 (P.L. 91-646) which provide for fair
Appendix A of OPM's Standards for a Merit System of and equitable treatment of persons displaced or whose
Personnel Administration (5 C.F.R. 800, Subpart F). property is acquired as a result of Federal or
X ) ) federaily-assisted programs. These requirements apply
6. Will comply with all Federal statutes relating to to all inferests in reaf property acquired for project

Previous Edition Usable

nondiscrimination. These include but are not limited to:
{a) Title V1 of the Givil Rights Act of 1964 (P.L. 88-352)
which prohibits discrimination on the basis of race,
color or national origin; (b} Title IX of the Education
Amendments of 1972, as amended (20 U.S.C. §§1681-
1683, and 1685-1686), which prohibits discrimination
on the basis of sex; (c) Section 504 of the
Rehabititation

Tracking Number: GRANTO0140743

Authorlzad for LLocal Reporoduction

purposeas regardiess of Federal pariicipation in
purchases.

. Will comply, as applicable, with provisions of the Hatch

Act (5 U.5.C. §§1501-1508 and 7324-7328) which limit
the political activities of employees whose principal
employment activities are funded in whole or in part
with Federal funds.

Standard Form 4248 (Rev. 7-97)
Prescribed by OMB Circular A-102
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10.

11.

Will comply, as applicable, with the provisions of the
Davis- Bacon Act (40 U.S.C. §§276a to 276a-7), the
Copeland Act {40 U.5.C. §276¢ and 18 U.5.C. §874),
and the Contract Work Hours and Safety Standards
Act (40 U.S.C. §§327- 333), regarding labor standards
for federally-assisted construction subagreements.

Will comply, if applicable, with flood insurance
purchase requirements of Section 102({a) of the Flood
Disaster Protection Act of 1973 (P.L. 93-234) which
raquires recipients in a special floed hazard area to
participate in the program and to purchase flood
insurance if the total cost of insurable construction and
acquisition is $10,000 or more.

Will comply with environmental standards which may
be prescribed pursuant to the following: {a) institution
of environmental quality control measures under the
Nationai Environmental Policy Act of 1969 (P.L.
91-180) and Executive Order (EG) 11514; (b)
notification of violating facilities pursuant to EQ 11738;
(c) protection of wetlands pursuant to EQ 11990; {d)
evaluation of flood hazards in floodplains in
accordance with EO 11988; {e) assurance of project
consistency with the approved State management
program developed under the Coastal Zone
Management Act of 1972 (16 U.S.C. §§1451 et seq.);
{fy conformity of Federal actions to State (Clean Air)
implementation Plans under Section 176(c) of the
Clean Air Act of 1965, as amended (42 U.8.C. §§7401
et seq.); (g) protection of underground sources of
drinking water under the Safe Drinking Water Act of
1574, as amended (P.L.. 93-523); and, (h) protection of
endangered species under the Endangered Species
Act of 1973, as amended (P.L. 93- 205).

12.

13.

14.

15.

18.

17.

18.

Will comply with the Wild and Scenic Rivers Act of
1968 (16 U.5.C. §§1271 et seq.) related to protecting
components or potential companents of the national
wild and scenic rivers system.

Will assist the awarding agency in assuring compliance
with Section 106 of the National Historic Preservation
Act of 1966, as amended (16 U.5.C. §470), EO 11593
(identification and protection of historic properties), and
the Archaeological and Historic Preservation Act of
1974 {16 U.5.C. §§469a-1 et seq.).

Will comply with P.L. 93-348 regarding the protection of
human subjects involved in research, development,
and related activities supported by this award of
assistance.

Wil comply with the Laboratory Animal Welfare Act of
1866 (P.L. 89-544 as amended, 7 U.S.C. §§2131 et
seq.) pertaining to the care, handling, and treatment of
warm blooded animals held for research, teaching, or
other activities supported by this award of assistance.

Will comply with the Lead-Based Paint Poisoning
Prevention Act (42 U.5.C. §§4801 et seq.) which
prohibits the use of lead-based paint in construction or
rehabilitation of residence structures.

Will cause to be performed the required financial and
compliance audits in accordance with the Single Audit
Act Amendments of 1996 and OMB Circular No. A-133,
"Audits of States, Local Governments, and Non-Profit
Organizations.”

Will comply with all applicable requirements of all other
Federal laws, executive orders, regulations, and
policies governing this program.

* SIGNATHIRE OF AlITHORI

ED CERTIFYING OFFICIAL

(b)(6)

*TITLE
Assistant Director

* APPLICANT ORGANIZATION

Trustess of Dartmouth Coflge

* DATE SUBMITTED
08-25-2006

Tracking Numbaer: GRANTO01 40742

Standard Form 4248 (Rev. 7-97) Back




CERTIFICATION REGARDING LOBBYING

Certification for Contracts, Grants, Loans, and Cooperative Agreements
The undersigned certifies, to the best of his or her knowledge and belief, that:

g‘E) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person
or influencing or attempting to influence an officer or employee of an agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in connection with the awarding of any Federal
contract, the making of any Federal grant, the making of any Faderal Joan, the entering into of any cooperativa
agreement, and the extension, continuation, renewal, amendment, or modification of any Federal contract, grant,
lean, or cooperative agreement.

(2} If any funds other than Federal appropriated funds have been paid or will be paid to am%person for influencing or
attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employae of
Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or
cooperative agreement, the undersigned shall complete and submit Standard Form-LLL, "Disclosure of Lobbying
Activities,” in accordance with its instructions.

{3) The undersiﬁned shall require that the language of this certification be included in the award documents for all
subawards at afl tiers (including subcontracts, subgrants, and contracts under ﬂrants, loans, and cooperative
agreements) and that all subrecipients shall certify and disclose accordingly. This certification is a material
representation of fact upon which reliance was placed when this transaction was made or entered into. Submission of
this certification is a ﬁrerequisite for making or entering into this transaction imposed by section 1352, title 31, U.S.
Code. Any person who fails to file the required certification shall be subject to a civil penalty of not less than $10,000
and not more than $100,000 for each such failure.

Statement for Loan Guarantees and Loan {nsurance
The undersigned states, to the best of his or her knowledge and belief, that:

if any funds have been paid or will be paid to any person for influencing or attempting to influence an officer or
employee of any agency, a Member of Congress, an officer or emptq?ree of Congress, or an employee of a Member
of Congress in connection with this commitment providing for the United States to insure or guarantee a loan, the
undersigned shall complete and submit Standard Form-LLL, "Disclosure of Lobbying Activities,” in accordance with
its instructions. Submission of this statement is a prerec%uisite for making or entening into this transaction imposed b
section 1352, title 31, U.S. Code. Any person who fails to file the required statement shall be subject to a civil pena
of not less than $10,600 and not more than $100,000 for each such failure.
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* Last Name: Suffix; *Title: Assistant Director
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Administrative and National Policy Requirements
Publications

DHS, OIC SAFECOM Program Involvement
Security Requirements

Non-Disclosure Agreements

Payment

Reporting Requirements

“EmQEETO

VII.  Department of Homeland Security Contacts

VIIL. Other Information

I. FUNDING OPPORTUNITY DESCRIPTION

The National Cyber Security Division (NCSD) was created in June 2003 to serve as a national focal point
for cyber security and to coordinate implementation of the National Strategy to Secure Cyberspace issued
by President Bush. The strategy established five national prionties for securing cyberspace including
establishing a National Cyberspace Security Response System, a Threat and Vulnerability Reduction
Program, Awareness and Training Programs, a program to secure Governments’ cyberspace, and National
Security and International Cyberspace Security Cooperation. In Homeland Security Presidential
Directive 7 (HSPD-7), President Bush called upon the Department of Homeland Security (DHS) to
maintain an organization to serve as a focal point for security of cyberspace, and established a national
policy for federal departments and agencies to identify and prioritize United States critical infrastructure
and key resources and to protect them from terrorist attacks. The NCSD’s mission is to work
collaboratively with the public, private, and international entities to secure cyberspace and American’s
cyber assets.

The purpose of this grant is to strengthen homeland security through research, education and outreach
programs that focus on technology critical for cyber security and emergency preparedness and response.
It will also identify and address critical research problems in information infrastructure protection, work
to build a community of researchers focused on infrastructure security, serve as a trusted partner for
industry and government, foster collaborative programs that build links between stove-piped
constituencies, and provide a neutral forum for the exchange of ideas and information.

The components of this new program will focus on cyber security collaboration and information
sharing activities including:

e Fellowship Program including Undergraduate, Graduate, and Post-Doctoral
education/training and opportunities for I3P Fellows to work with DHS and/or Control
Systems programs at National [abs;

¢ Human Behavior, Insider Threat, and Awareness Initiative which includes the development
of a database that defines how to identify insider threat behavior and the planning and
execution of a multidisciplinary project mapping human actions to the technological and
organizational environments;

e Cyber Security Workshops including hosting three workshops on developing a secure
organization, process control systems security, and economics of securing the information
infrastructure;
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Control Systems including bi-annual reports on university and academic Control Systems
efforts and demonstration projects on Supervisory Control and Data Acquisition (SCADA)
security and next-generation converged network security;

Business Rationale for Cyber Security which includes the study of economic incentives
vis-3-vis sound security practices;

Grand Challenge which includes an initiative on nationally recognized research challenges
and increased focus on topics such as: Identity Management, [nfrastructure Integrity and
Metrics. Results will contribute to demonstration projects with stakeholders (owners,
operators, vendors);

Internet Security and Resilience which includes content, communications, and sensor
systems; and

Outreach for Education and Curriculum Development.

AWARD INFORMATION

Type of Award: DHS Preparedness Directorate anticipates awarding one (1) grant to
Dartmouth College (Grantee) on or before September 30, 2006.

Authorizing Statute.

Section 308(b)} 1) of the Homeland Security Act of 2002 (Public Law 107-296).
P.1. 109-90 '

Estimated Funding:

Up to approximately $930,000 1s estimated to be available for funding in FY06 for a six
month budget period. It 1s also estimated that, subject to availability of funds,
approximately $24.3M may be available for the total project for up to a two and one-half
year Performance Period.

Performance Period:

e The Performance Period will be for a 2 1/2 year period from the date of award and,
subject to availability of funds, will be incremental?r funded each year. The first
budget period will be for 6 months, The 2" apd 3" budget periods will be for 12
months each. Within 60 days prior to the annual expiration date of each budget year,
the recipient must submit an amendment application to request the 2" and 3™ year of
incremental funding and outline the activities that will be completed during the
Performance Period.

e [Extensions to the Performance Period may be awarded but are not guaranteed, and

may not include increased funding. Extension approvals will be based on the
availability of funds and the acceptable progress of performance.
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ELIGIBILITY INFORMATION

Eligible Applicants: This funding opportunity is restricted to Dartimouth College, who
manages the collaborative group of Institute for Information Infrastructure Protection
(I3P) and Institute for Security Technology Studies (ISTS). I3P and ISTS are uniquely
qualified to carry out the components of this activity. Descriptions of these organizations
are presented below:

The Institute for Information Infrastructure Protection [3P identifies and addresses critical
research problems in information infrastructure protection, works to build a community
of researchers focused on infrastructure security, serves as a trusted partner for industry
and government, fosters collaborative programs that build links between stove-piped
constituencies, and provides a neutral forum for the exchange of ideas and information.

Cost Sharing: There will be no cost-sharing or match funding requirement associated
with this opportunity.

APPLICATION AND SUBMISSION INFORMATION

Address to Request Application Package. Application forms and instructions are
available at Grants.gov. To access these materials, go to http://www.grants.gov , select
“Apply for Grants,” and then select “Download Application Package.” Enter the CFDA
and/or the funding opportunity number located on the cover of this announcement. Select
“Download Application Package,” and then follow the prompis to download the
application package. To download the instructions, go to “Download Application
Package” and select “Instructions.” NOTE: You will not be able to download the
Application Package unless you have installed Pur¢Edge Viewer. The application
package will be available on Grants.gov and must be submitted through that website. We
recommend you visit Grants.gov at least 30 days prior to filing your application to fully
understand the process and requirements. If you encounter difficulties, please contact the
Grants.gov Help Desk at 1-800-518-4276 to report the problem and obtain assistance
with the system. To use Grants.gov, the applicant, must have a DUNS Number and
register in the Central Contractor Registry (CCR). You should allow a mmimum of five
days to complete the CCR registration.

We may request that you provide original signatures on forms at a later date.

Content and form of Application Submitted through Grants.gov. You must complete
the mandatory forms for this announcement which include SF 424 and Attachments in
accordance with the application instructions on Grants.gov and the additional instructions
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below. If submitting any information that you deem proprictary, please denote the
beginning and ending of such information with asterisks (¥**).

MANDATORY FILES:

1.

SF 424 - Application for Federal Assistance

Applicants must complete an SF 424 application form. This form may be
completed while on the Grants.gov Web site or it can be completed offline in its
entirety. NOTE: Applications submitted through Grants.gov must use the SF
424 provided by Grants.gov. The SF 424 application form can only be viewed
and downloaded once PureEdge Viewer has been imstalled. The SF 424
application form on Grants.gov is formatted so applicants are only required to
complete fields which are indicated with an asterisk (*) and color coded in
yellow. Once the application is complete, close the document (you will then be
prompted to save changes or not).

SF 424 A — Budget Information — Non-Construction

SF 424A - Applicants must complete a budget for each budget year and, if
applicable, a cumulative budget for the total project period. Funds may be
requested as long as the item and amount are necessary to perform the proposed
work and are not precluded by the cost principles or program funding restrictions
(See Part [V.C.).

Attachments

The following files must be completed and attached to the “Aftachments” form
under the Mandatory Files in section IV-B of this announcement.

ATTACHMENT NAME FILENAME
Attachment 1 - Project PROJECT SUMMARY .doc
Summary/Abstract
Attachment 2 — Project Narrative | PROJECT NARRATIVE.doc
Attachment 3 - Budget BUDGET JUSTIFICATION.doc
Justification
Attachment 4 - Certifications/ CERTIFICATIONS.doc
Assurances

Attachment | — Project Summary/Abstract. Include the title of the project and provide

a summary description that accurately and concisely reflects the project. It should
describe the objectives of the project, the approach to be used, and the results or benefits
expected. The summary description is limited to 300 words.

Attachment 2 — Project Narrative. This section describes the applicant’s proposal in
response to the funding opportunity (refer to Article I). Applicants should organize their
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project description in this sequence: 1) Objectives and Need for Assistance; 2) Approach
with measurable goals and timelines; 3) Organizational Profile; and, 4) Budget Narrative
to support the scope and activities of the project.

Attachment 3 Budget Justification File(s). — Provide a budget with line item detail and
detailed calculations for cach budget object class identified on the Budget Information
Form SF-424A. Detailed calculations must include estimation methods, quantities, unit
costs, and other similar quantitative detail sufficient for the calculation to be duplicated.
The following budget detail is required. Failure to provide the detailed cost information
as described in the instructions will result in an incomplete application. Budget detail is
required for:

a. PERSONNEL. Description: Costs of employee salaries and wages.

1. Justification: Identify the project director or principal investigator, if known.
For each staff person, provide the title, time commitment to the project (in
months), time commitment to the project (as a percentage or full-time equivalent),
annual salary, grant salary, wage rates, etc. Do not include the costs of sub-
coniractors.

2. Stipends: Undergraduate stipend levels will be limited to $1,000/month for 9
months during the academic year and $5,000 for 10-week summer internships.
Graduate stipend levels are limited to $2,300/month for 12 months. There will be
no tuition or living expenses paid under this award except for the Stipends listed
above, Identify how many undergraduate and graduate students will be
supported under this award and provide an estimate of the hours they will
contribute to the project.

b. IRINGE BENEFITS. Description: Costs of employee fringe benefits unless
treated as part of an approved indirect cost rate.

Justification: Provide the method used to calculate the proposed rate amount.
If a fringe benefit has been negotiated with, or approved by, a Federal
Government agency, provide a copy of the agreement. If no rate agreement
exists, provide a breakdown of the amounts and percentages that comprise
fringe benefit costs such as health insurance, FICA, retirement insurance,
taxes, etc. Identify the base for allocating these fringe benefit expenses.

c. TRAVEL. Description: Travel is limited to employees of the organization
and students receiving stipends in support of this project.. Provide the costs of
project-related travel. Travel cost shall not include costs of sub-contractor
travel.

Justification: For each proposed trip, provide the purpose, number of travelers,
travel origin and destination, number of days, and a breakdown of costs for
airfare, lodging, meals, car rental, and incidentals. The basis for the airfare,
lodging, meals, car rental, and incidentals must be provided, such as past trips,
current quotations, Federal Travel Regulations, etc.
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d. EQUIPMENT. Description: "Equipment” means an article of nonexpendable,
tangible personal property having a useful life of more than one year and an
acquisition cost which equals or exceeds the lesser of (a) the capitalization
level established by the organization for the financial statement purposes, or
(b) $5,000. (Note: Acquisition cost means the net invoice unit price of an item
of equipment, including the cost of any modifications, attachments,
accessories, or auxiliary apparatus necessary to make it usable for the purpose
for which it is acquired. Ancillary charges, such as taxes, duty, protective in-
transit insurance, freight, and installation shall be included in or excluded
from acquisition cost in accordance with the organization's regular written
accounting practices.)

Justification: For each type of equipment requested, provide a description of
the equipment, the cost per unit, the number of units, the total cost, and a plan
for use on the project, as well as use or disposal of the equipment after the
project ends. An applicant organization that uses its own definition for
equipment should provide a copy of its policy or section of its policy which
includes the equipment definition.

e. SUPPLIES. Description: Costs of all tangible personal property other than
that included under the Equipment category.

Justification: Specify general categories of supplies and their costs. Show
computations and provide other information which supports the amount
requested.

f. CONTRACTUAL. Description: Costs of all contracts for services and goods
except for those that belong under other categories such as equipment,
supplies, construction, etc. Include third party evaluation contracts (if
applicable) and contracts with secondary recipient organizations.

Justification: Demonstrate that all procurement transactions will be conducted
in a manner to provide, to the maximum extent practical, open and free
competition. [dentify proposed subaward/sub-contractor work and the cost of
each subaward/sub-contractor. Provide a detailed budget for each subawardee
that is expected to perform work estimated to be $100,000 or more, or 50% of
the total work effort, whichever is less. The subawardee budget should
provide the same level of detail as that of the applicant (i.e., by Object Class
Category/Cost Classification). In addition, the following information must be
provided:

Subcontractors - Identify each planned subconiractor and its total
proposed budget. Each subcontractor's budget and supporting detail
should be included as part of the applicant's budget narrative. In addition,
the applicant shall provide the following information for each planned
subcontract: a brief description of the work to be subcontracted; the
number of quotes solicited and received; the cost or price analysis
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performed by the applicant; names and addresses of the subcontractors
tentatively selected and the basis for their selection; 1.¢. low bidder,
delivery schedule, technical competence; type of contract and estimated
cost and fee or profit; and, affiliation with the Applicant, if any.

Recipient may be required to make available to DHS, pre-award review
and procurement documents, such as request for proposals or invitations
for bids, independent cost estimates, etc. This may include procurements
expected to exceed the simplified acquisition threshold fixed at 41 USC
403(11) (currently set at $100,000}) and expected to be awarded without
competition or only one bid or offer is received in response to a
solicitation.

Subgrants — Identify each planned subgrantee and its total proposed
budget. Each subgrantee’s budget and supporting detail should be
included as part of the applicant’s budget narrative. In addition,
implementation work plans including spend plans for each component will
be submitted for approval to NCSD at least sixty (60) days prior to the
start of each budget year. The Grantee will also provide NCSD with its
proposed list of participants for review and approval.

g. OTHER DIRECT COSTS. Provide an itemized list with costs for any other
item proposed as a direct cost and state the basis for each proposed item.

h. INDIRECT COSTS. [f claiming indirect costs, provide a copy of the latest
rate agreement approved by a Federal Government agency. If the applicant
organization is in the process of initially developing or renegotiating a rate,
upon notification that an award will be made, it should immediately develop a
tentative indirect cost rate proposal based on its most recently completed
fiscal year, in accordance with the cognizant agency's guidelines for
establishing indirect cost rates, and submit it to the cognizant agency.
Applicants awaiting approval of their indirect cost proposals may also request
indirect costs. When an indirect cost rate is requested, those costs included in
the indirect cost pool should not also be charged as direct costs to the
grant/cooperative agreement. Also, if the applicant is requesting a rate which
is less than what is allowed under the program, the authorized representative
of the applicant organization must submit a signed acknowledgement that the
applicant is accepting a lower rate than allowed.

Attachment 4 — CERTIFICATIONS/ASSURANCES

Applicants must complete: SF-424B, Assurances — Nonconstruction Programs; and, SF-LLL,
Disclosure of Lobbying Activities — as revised in 1996.

By signing and/or submitting this application, the recipient is providing: Certification
Regarding Debarment, Suspension, and Other Responsibility Matters— Primary Covered
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Transactions (see Attachment A); and, Certification Regarding Drug-Free Workplace
Requirements (see Attachment B).

C.

Funding Restrictions. DHS Grant funds may only be used for the purpose set forth in

the Grant, and must be consistent with the statutory authority for the award. Grant funds
may not be used for matching funds for other federal grants, lobbying, or intervention in
federal regulatory or adjudicatory proceedings. In addition, federal funds may not be used
to sue the federal government or any other government entity.

1.

Equipment.

a.

Prior to the purchase of equipment in the amount of $5,000 or more per unit cost,
the recipient must obtain the written approval from DHS.

For equipment purchased with grant/cooperative agreement funds having a $5,000
or more per unit cost, the Recipient shall submit an inventory on a quarterly basis
which will include a brief description of the item, serial number and amount of
purchase.

Maintenance and insurance will be the responsibility of the Recipient,
Titie of equipment will remain with the Recipient until closeout when disposition

will be provided in writing by the DHS within 120 days of submission of final
reports.

Travel

a.

Travel required in the performance of the duties approved in the award must
comply with the applicable Office of Management & Budget (OMB) Cost
Principles Circular.

Foreign travel using funds obtained under this award is not permitted provided
that, under special circumstances, DHS may approve the use of funds obtained
under this award for foreign {ravel in which case such foreign travel must be
approved by DHS in advance and in writing.

Construction Costs. Construction costs are not allowable under this funding

opportunity.

Pre-award. Pre-award costs are allowable only with the written consent of DHS and
included in the award agreement.

Other. Federal employees may not receive funds under this award.

Profit/Fee. Profit or fee is not allowable except when subcontracting for routine
goods and services with commercial organizations.
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D. Intergovernmental Review:

This program is not subject to Executive Order 12372, “ Intergovernmental Review of

Federal Programs.”

V. APPLICATION REVIEW INFORMATION

The application will be reviewed and recommended for funding based on the program criteria
identified below by the DHS Preparedness Directorate

The Preparedness Directorate’s policy is to ensure an impartial, equitable, and comprehensive
evaluation of all proposals and to select the source (or combination of sources) whose offer 1s
most advantageous to the government. To provide the desired technical evaluation, government
evaluators and employees, including state and local officials, will review and rate each
submission. In some specific cases where an area of technical expertise is unavailable within the
government, contractors may be engaged to evaluate specific areas of a proposal. Further,
contractor personnel will be used to handle the submissions administratively. These personnel
will have signed, and will be subject to, the terms and conditions of nondisclosure agreements.

A Review Criteria

1. Technical Capabilities and Past Performance.

The proposal must demonstrate prior experience and the technical capability and
resources to guide outreach, education, and technical assistance efforts provided by the
local and state public safety practitioners and experts. Evaluation criteria for technical
capabilities that will considered are:

e Experience in working with public safety practitioners from all jurisdictions and
leveraging their knowledge on communications and interoperability issues;

¢ Ability to direct tasks associated with public safety interoperability and
communications; and

e Experience in working with all levels and jurisdictions of the public safety
community,

2. Cost Realism.
The proposed costs must be both reasonable for the work proposed and cost effective to
complete the projects proposed. The proposal should demonstrate that the applicant has

fully analyzed budget requirements and addressed potential cost risks. It should also
address cost-sharing and leveraging opportunities that may have been explored and/or
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identified. The evaluation of cost will consider realistic costs for the work proposed,
including travel and incidental expenses,

. Subject Matter Expertise related topic areas.

The applicant must demonstrate expertise in the following subject areas to meet the needs
of the public safety community: Public Safety, Technologies, Equipment, Training,
Industry, Communications, and other public safety communication areas.

. Project Management Plan.

The proposat should be feasible, achievable, complete, and supported by a team that has
the expertise and experience to carryout the project. Task descriptions must be complete
and logical with clearly defined products for public dissemination. Evaluation of the
management plan will consider:

Clanty of timelines;

Defined tasked and responsible parties;

Clear and useful products for public dissemination;

Identified risks and risk mitigation; and

Depth and breadth of staff to handle high priority, immediate turn around tasking.

e & & & O

AWARD ADMINISTRATION INFORMATION

Notice of Award. The award will be made under a grant to be executed by a DHS
Grants Officer authorized to obligate DHS funding.

Compliance. The recipient and subrecipients must, in addition to the assurances made
as part of the apphcation, comply and require each of its subcontractors, employed in the
completion of the project, to comply with all applicable statutes, regulations, executive
orders, OMB circulars, terms and conditions of the award, and the approved application.

Administrative and National Policy Requirements. The award 1s subject to the
following administrative and national policy requirements.

1. Administrative and Cost Principles. The following Administrative and Cost
Principles, as applicable, apply to the award:

a. OMB CIRCULAR A-110. "Untform Administrative Requirements for Grants and
Agreements with Institutions of Higher Education, Hospitals, and Other Non-
profit Organizations."

b. OMB Circular A-21. “Cost Principles for Educational Institutions.”
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OMB CIRCULAR A-133, "Audits of States, Local Governments, and Non-Profit
Organizations."

These publications may be viewed at:
http:/fwww.whitehouse.gov/omb/grants/grants circulars.htmi

. Nondiscrimination. The award is subject to the following:

a,

TITLE VI OF THE CIVIL RIGHTS ACT OF 1964. As amended, provides that
no person in the United States shall, on the grounds of race, color, or national
origin, be excluded from participation in, be denied the benefits of, or be subject
to discrimination under any program or activity receiving federal financial
assistance. Title VI also extends protection to persons with limited English
proficiency. (42 U.S5.C. 2000d et seq.)

TITLE IX OF THE EDUCATION AMENDMENTS OF 1972. Provides that no
person in the United States shall, on the basis of sex, be excluded from
participation in, be denied benefits of, or be subject to discrimination under any
education program or activity receiving federal financial assistance. (20 U.S.C.
1681 et seq.)

THE AGE DISCRIMINATION ACT OF 1975. Provides that no person in the
United States shall, on the basis of age, be excluded from participation in, be
denied benefits of, or be subject to discrimination under any program or activity
receiving federal financial assistance. (42 U.S.C. 6101 et seq.)

SECTION 504 OF THE REHABILITATION ACT OF 1973. Provides that no
otherwise qualified individual with a disability in the United States, shall, solely
by reason of his/her disability, be excluded from participation in, be denied
benefits of, or be subject to discrimination under any program or activity
receiving federal financial assistance. (29 U.S.C. 794)

THE AMERICANS WITH DISABILITIES ACT OF 1990 ("ADA™). Prohibits
discrimination on the basis of disability in employment (Title T), state and local
government services (Title 1I), places of public accommodation and commercial
facilities (Title T). (42 U.S.C. 12101-12213)

. Certifications and Assurances. Certifications and assurances regarding the
following apply:

a,

LOBBYING. Section 319 of Public Law 101-121 prohibits the use of funds in
lobbying members and employees of Congress, as well as employees of federal
agencies, with respect to the award or amendment of any Federal grant,
cooperative agreement, contract, or loan. DHS has codified restrictions upon
Jobbying at 6 CFR Part 9. (31 U.S.C. 1352)

DRUG-FREE WORKPILACE ACT. Requires the recipient to publish a statement
about its drug-free workplace program and give a copy of the statement to each
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E.

employee (including consultants and temporary personnel) who will be involved
in award-supported activities at any site where these activities will be carried out.
Also, place(s) where work is being performed under the award (i.e., street
address, city, state and zip code) must be maintained on file. The recipient must
notify the Grants Officer of any employee convicted of a violation of a criminal
drug statute that occurs in the workplace. (41 U.S.C. 701 et seq.)

c. DEBARMENT AND SUSPENSION. Executive Orders (E.O.) 12549 and 12689
provide protection from fraud, waste, and abuse by debarring or suspending those
persons that deal in an irresponsible manner with the federal government. The
recipient must certify that they are not debarred or suspended from receiving
federal assistance.

d. FEDERAL DEBT STATUS. The recipient may not be delinquent in the
repayment of any federal debt. Examples of relevant debt include delinquent
payroll or other taxes, audit disallowances, and benefit overpayments. (OMB
Circular A-129)

Publications, All publications produced as a result of this funding which are submitted
for publication in any magazine, journal, or trade paper shall carry the following:

L.

Acknowledgement. ‘““This material is based upon work supported by the U.S.
Department of Homeland Security under Grant Award Number [insert DHS
Grant/Cooperative Agreement number]. The percentage and dollar amounts of the
total program or project costs financed with federal money is [insert percentage and
amount] and the percentage and dollar amount of the fotal costs financed by
nongovernmental sources is [insert percentage and amount].”

Disclaimer. “The views and conclusions contained in this document are those of the
authors and should not be interpreted as necessarily representing the official policies,
either expressed or implied, of the U.S. Department of Homeland Security.”

Security Requirements.

L.

The work performed and information resulting from the work completed under this
agreement shall be protected through recipient’s (and sub-recipients of this award)
DHS-approved security procedures, unless otherwise specified in writing by DHS.

The recipient and sub-recipients of the award shall use their own security procedures
and protections to protect information developed, generated or received from this
award. A copy of the procedures, to include a Non-Disclosure Agreement, shall be
submitted DHS for review and approval within 2 weeks of the award.

The recipient and sub-recipients shall ensure that sensitive information be protected

in such a manner that it is safeguarded from public disclosure in accordance with
applicable state or Federal laws.
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4. DHS provided information designated as Sensitive But Unclassified (SBU) or For
Official Use Only (FOUQ) transmitted to the Grantee will be safeguarded in
accordance with written guidance provided by DHS.

5. ‘Transmission of information developed, generated or received by the award
designated as SBU or FOUO shall be transported via secure security methods.

F. Non-Disclosure Agreements. The Grantee shall require all employees and sub-recipients
having access to information or materials pertaining to the award to sign a Non-Disclosure
Agreement (NDA) to protect against the misuses of information.

In the event that information is divulged in violation of the terms of the NDA, the
Grantee will immediately notify DHS of the violation and take appropriate law
enforcement and legal action.

G. Payment. The recipient shall be paid in advance by electronic payments through the U.S.
Department of Health and Human Services (HHS) Payment Management System
(SMARTLINK), provided it maintains or demonstrates the willingness and ability to minimize
the time elapsing between the transfer of funds and disbursement of expenditures. When these
requirements are not met, the recipient will be required to use the reimbursement method of

payment processing.

H. Reporting Requirements.

1. Document Reporting.

a. Documents and products prepared under this award shall be reviewed for
proprietary and sensitive information by NCSD prior to public dissemination.
Thirty (30) days prior to publication, the Grantee must submit a draft to the
NCSD Program Manager for review. All documents related to insider threat
behavior, network database of insider threat detection, control system security
programs, research and demonstration results, and internet security and resilience
must be submitted to the NSCD Program Manager thirty (30} days prior to
dissemination {o the public

2. Financial Reports.

a) The Grantee shall submit financial reports (SF 269, Financial Status Report) to
the Grants Officer no later than the last day of the month foilowing each calendar
year quarter.

b) The Grantee is required to submit a Cash Transaction Report (SF 272) with a
copy of the SF 272 to the Grants Officer.

¢) The Grantee is required to submit a Final Financial Status Report (SF 269) to the
Grants Officer within 90 days after the expiration date of the Performance Period.
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3. Performance Reports.

a) Performance Reports should be submitted to the Grants Officer, listed under
Article V11, Department of Homeland Security Contacts.

b) The recipient shall submit quarterly Performance Reports no later than the last
day of the month following each calendar year quarter, ending , March 31, June
30, September 30 and December 31.

c) Performance Reports shall describe accomplishments in terms of the approved
project objectives.

d) Final Performance Reports shall be submitted 90 days after the expiration date of
the Performance Period.

VII. DEPARTMENT OF HOMELAND SECURITY CONTACTS

The DHS POCs are as follows:

e DHS Program Manager — Rick Harris
Department of Homeland Security
Attn: National Cyber Security Division/Preparedness Directorate
Washington, DC 20528

(b)(6)

e DHS Grants Officer — Rosemary Springer
Department of Homeland Security
Attn: Office of the Chief Procurement Officer/Office of Procurement

Operations/Grants and Financial Assistance Division
Machinatan W 2087

(b)(6)

DHS may change the individuals designated above upon notice to the recipient of such
change.

YIii. OTHER INFORMATION

Copyright and Data Rights:

E. Copyright: The Recipient may publish, or otherwise exercise copyright in, any work first
produced under this Agreement unless the work includes information that is otherwise
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F.

controlled by the Government (e.g. classified information or other information subject to
national security or export control laws or regulations). For scientific, technical, or other
copyrighted work based on or containing data first produced under this Agreement, including
those works published in academic, technical or professional journals, symposia proceedings,
or similar works, the Recipient grants the Government a royalty-free, nonexclusive and
irrevocable license to reproduce, display, distribute copies, perform, disseminate, or prepare
derivative works, and to authorize others to do so, for Government purposes in all such
copyrighted works. The Recipient shall aftix the applicable copyright notices of 17 U.S.C.
401 or 402, and an acknowledgment of Government sponsorship (including award number)
to any work first produced under this Agreement.

Data rights:

1.

General Requirements. The Grantee grants the Government a royally-free, nonexclusive
and irrevocable license to reproduce, display, distribute copies, perform, disseminate, or
prepare derivative works, and to authorize others to do so, for Government purposes in:

a. Any data that first produced under this Agreement and provided to the Government;
b. Any data owned by third parties that is incorporated in data provided to the

Government under this Agreement; or

¢. Any data requested in paragraph 2 below, if incorporated in the Agreement.

"Data" means recorded information, regardless of form or the media on which it may be
recorded.

2. Additional requirement for research awards,

a. Requirement. If the Government believe that it needs additional research data that

was produced under this Agreement, the Government may request the research data
and the Recipient agrees to provide the research data within a reasonable time,

. Applicability. The requirement in paragraph 2.a of this section applies to any research

data that are:

(1) Produced under this agreement, either as a recipient or subrecipient;

(2) Used by the Government in developing an agency action that has the force and
effect of law; and

(3) Published, which oceurs either when:

(a) The research data 1s published in a peer-reviewed scientific or technical
journal; or

{b) DHS publicly and officially cites the research data in support of an agency
action that has the force and effect of law.

Definition of “research data.” For the purposes of this section, “research data™:
(1)} Means the recorded factnal material {excluding physical objects, such as

laboratory samples) commonly accepted in the scientific community as necessary
to validate research findings.
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(2) Excludes:

(a) Preliminary analyses;

(b) Drafls of scientific papers;

(c) Plans for future research;

(d) Peer reviews;

(e) Communications with colleagues;

(f) Trade secrets;

(g) Commercial information;

(h) Materials necessary that a researcher must hold confidential until they are
published, or similar information which is protected under law; and

(i) Personnel and medical information and similar information the disclosure of
which would constifute a clearly unwarranted invasion of personal privacy,
such as information that could be used to identify a particular person in a
research study.

Requirements for subawards. The Recipient agrees to include in any subaward
made under this Agreement the requirements of the Copyright and Data Rights
paragraphs this of this article and of 37 C.F.R. 401.14, if included in this
Agreement by reference.
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Attachment A

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

This certification 1s required by the regulations implementing Sections 5151-5160 of the Drug-
Free Workplace Act of 1988 (P.L. 160-690, Title V, Subtitle D; 41 U.S.C. 701 ef seq.).

1. By signing and/or submitting this application or grant agreement, the grantee is
providing the certification set out below.

2. The certification set out below is a material representation of fact upon which reliance is
placed when the agency awards the grant. If it 1s later determined that the grantee knowingly
rendered a false certification, or otherwise violates the requirements of the Drug-Free
Workplace Act, the agency, in addition to any other remedies available to the Federal
Government, may take action authorized under the Drug-Free Workplace Act.

3. For grantees other than individuals, Alternate [ applies.
4. For grantees who are individuals, Alternate II applies.

5. Workplaces under grants, for grantees other than individuals, need not be identified on the
certification. If known, they may be identified in the grant application. If the grantee does not
identify the workplaces at the time of application, or upon award, if there is no application,
the grantee must keep the identity of the workplace(s) on file in its office and make the
mformation available for Federal inspection. Failure to identify all known workplaces
constitutes a violation of the grantee's drug-free workplace requirements.

6. Workplace identifications must include the actual address of buildings (or parts of buildings)
or other sites where work under the grant takes place. Categorical descriptions may be used
{e.g., all vehicles of a mass transit authority or State highway department while in operation,
State employees in each local unemployment office, performers in concert halls or radio
studios).

7. If the workplace identified to the agency changes during the performance of the grant, the
grantee shall inform the agency of the change(s), if it previously identified the workplaces in
question (see paragraph five).

8. Definitions of terms in the Nonprocurement Suspension and Debarment common rule and
Drug-Free Workplace common rule apply to this certification. Grantees' attention is called, in
particular, to the following definitions from these rules:

Controlled substance means a controlled substance in Schedules ! through V of the
Controlled Substances Act (21 U.S.C. 812) and as further defined by regulation (21 CFR
1308.11 through 1308.15);
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Conviction means a finding of guilt (including a plea of nolo contendere) or imposition of
sentence, or both, by any judicial body charged with the responsibility to determine
violations of the Federal or State criminal drug statutes;

Criminal drug statute means a Federal or non-Federal criminal statute involving the
manufacture, distributton, dispensing, use, or possession of any controlled substance;

Employee means the employee of a grantee directly engaged in the performance of work
under a grant, including: (i) All direct charge employees; (i1} All indirect charge employees
unless their impact or involvement is insignificant to the performance of the grant; and, (ii1)
Temporary personnel and consultants who are directly engaged in the performance of work
under the grant and who are on the grantee's payroll. This definition does not include workers
not on the payroll of the grantee {(e.g., volunteers, even if used to meet a matching
requirement; consultants or independent confractors not on the grantee's payroll; or
employees of subrecipients or subcontractors in covered workplaces).

Certification Regarding Drug-Free Workplace Requirements

Alternate 1. (Grantees Other Than Individuals)

A. The grantee certifies that it will or will continue to provide a drug-free workplace by:

(a.) Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession, or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation
of such prohibition;

{b.) Establishing an ongoing drug-free awareness program to inform employees about —

(1) The dangers of drug abuse in the workplace;

(2) The grantee's policy of maintaining a drug-free workplace; ‘

(3) Any available drug counseling, rehabilitation, and employee assistance programs;
and

(4) The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace;

(c.) Making it a requirement that each employee to be engaged in the performance of the
grant be given a copy of the statement required by paragraph (a);

(d.) Notifying the employee in the statement required by paragraph (a) that, as a condition
of employment under the grant, the employee will --

(1) Abide by the terms of the statement; and

(2) Notify the employer in writing of his or her conviction for a violation of a
criminal drug statute occurring in the workplace no later than five calendar days
after such conviction;
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{e.) Notifying the agency in writing, within ten calendar days afier receiving notice under
paragraph (d)(2) from an employee or otherwise receiving actual notice of such
conviction. Employers of convicted employees must provide notice, including position
title, to every grant officer or other designee on whose grant activity the convicted
employee was working, unless the Federal agency has designated a central point for the
receipt of such notices. Notice shall include the identification number(s) of each
affected grant;

f.) Taking one of the following actions, within 30 calendar days of receiving notice under
g g
paragraph (d)(2), with respect to any employee who is so convicted --

(1) Taking appropriate personnel action against such an employee, up to and
mcluding termination, consistent with the requirements of the Rehabilitation Act
of 1973, as amended; or

(2) Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local
health, law enforeement, or other appropriate agency;

(g.) Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs (a), (b), (c), (d), (¢) and (f).

{B) The grantee may insert in the space provided below the site(s) for the performance of work
done in connection with the specific grant:

Place of Performance (Street address, city, county, state, zip code)

Check if there are workplaces on file that are not identified here.

Altemnate 1. (Grantees Who Are Individuals)

(a.)  The grantee certifies that, as a condition of the grant, he or she will not engage in the
unlawful manufacture, distribution, dispensing, possession, or use of a controlled
substance in conducting any activity with the grant;

(b.}  Ifconvicted of a criminal drug offense resulting from a violation occurring during the
conduct of any grant activity, he or she will report the conviction, in writing, within 10
calendar days of the conviction, to every grant officer or other designee, unless the
Federal agency designates a central point for the receipt of such notices. When notice is
made to such a central point, it shall include the identification number(s) of each aftected
grant,

Page 20 of 24



Attachment B

CERTIFICATION REGARDING DEBARMENT, SUSPENSION AND
OTHER RESPONSIBILITY MATTERS

This certification is required by the Department of Homeland Security implementing Executive
Orders 12549 and 12689, Debarment and Suspension.

Instructions for Certification

1. By signing and submitting this proposal, the prospective primary participant is
providing the certification set out below.

2. The inability of a person to provide the certification required below will not necessarily
result in denial of participation in this covered transaction. The prospective participant shall
submit an explanation of why it cannot provide the certification set out below. The certification
or explanation will be considered in connection with the department or agency's determination
whether to enter into this transaction. However, failure of the prospective primary participant to
furnish a certification or an explanation shall disqualify such person from participation in this
transaction.

3. The certification 1n this clause is a material representation of fact upon which reliance
was placed when the department or agency determined to enter into this transaction. [fit is later
determined that the prospective primary participant knowingly rendered an erroneous
certification, in addition to other remedies available to the Federal Government, the department
or agency may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the
department or agency to which this proposal is submitted if at any time the prospective primary
participant learns that its certification was erroneous when submitted or has become erroneous
by reason of changed circumstances.

5. The terms covered transaction, debarred, suspended, mneligible, lower tier covered
transaction, participant, person, primary covered transaction, principal, proposal, and voluntarily
excluded, as used in this clause, have the meanings set out in the Definitions and Coverage
sections of the rules implementing Executive Order 12549, You may contact the department or
agency to which this proposal is being submitted for assistance in obtaining a copy of those
regulations.

6. The prospective primary participant agrees by submitting this proposal that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier
covered transaction with a person who is proposed for debarment under 48 CFR part 9, subpart
9.4, debarred, suspended, declared ineligible, or voluntarily excluded from participation in this
covered transaction, unless authorized by the department or agency entering into this transaction.
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7. The prospective primary participant further agrees by submitting this proposal that it
will include the clause titled " Certification Regarding Debarment, Suspension, Ineligibility and
Voluntary Exclusion-Lower Tier Covered Transaction," provided by the department or agency
entering into this covered transaction, without modification, in all lower tier covered transactions
and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective
participant in a lower tier covered transaction that it is not proposed for debarment under 48 CFR
part 9, subpart 9.4, debarred, suspended, ineligible, or voluntarily excluded from the covered
transaction, unless it knows that the certification is erroneous. A participant may decide the
method and frequency by which it determines the eligibility of its principals. Each participant
may, but is not required to, check the List of Parties Excluded from Federal Procurement and
Nonprocurement Programs.

9. Nothing contained in the foregoing shall be construed to require establishment of a
system of records in order to render in good faith the certification required by this clause. The
knowledge and information of a participant is not required to exceed that which is normally
possessed by a prudent person in the ordinary course of business dealings.

10.  Except for fransactions authorized under paragraph 6 of these instructions, if a participant
in a covered transaction knowingly enters into a lower tier covered transaction with a person who
is proposed for debarment under 48 CFR part 9, subpart 9.4, suspended, debarred, ineligible, or
voluntanily excluded from participation in this transaction, in addition to other remedies available
to the Federal Government, the departiment or agency may terminate this transaction for cause or
default.

ook e ok ook ok ok ok ok o

Certification Regarding Debarment, Suspension, and Other Responsibility Matters--
Primary Covered Transactions

(1) The prospective primary participant certifies to the best of its knowledge and belief, that
it and its principals:

(a) Are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded by any Federal department or agency;

(b) Have not within a three-year period preceding this proposal been convicted of or had a
civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public {Federal, State
or local) transaction or contract under a public transaction; violation of Federal or State
antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification
or destruction of records, making false statements, or receiving stolen property;

(c) Are not presently indicted for or otherwise criminally or civilly charged by a
governmental entity (Federal, State or local) with commission of any of the offenses
enumerated in paragraph (1)(b) of this certification; and
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{(d) Have not within a three-year period preceding this application/proposal had one or
more public transactions (Federal, State or local) terminated for cause or default.

2) Where the prospective primary participant is unable to certify to any of the statements
this certification, such prospective participant shall attach an explanation to this proposal.

e o ok e o e ok st o ok skesk

Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion--
Lower Tier Covered Transactions

Instructions for Certification

1. By signing and submitting this proposal, the prospective lower tier participant is
providing the certification set out below.

2. The certification in this clause is a material representation of fact upon which reliance
was placed when this transaction was entered into. [f 1t 1s later determined that the prospective
lower tier participant knowingly rendered an erroneous cettification, in addition to other
remedies avatlable to the Federal Government the department or agency with which this
transaction originated may pursue available remedies, including suspension and/or debarment.

3. The prospective lower tier participant shall provide immediate written notice to the
person to which this proposal is submitted if at any time the prospective lower tier participant
learns that its certification was erroneous when submitted or had become erroneous by reason of
changed circumstances.

4, The terms covered transaction, debarred, suspended, ineligible, lower tier covered
transaction, participant, person, primary covered transaction, principal, proposal, and voluntarily
excluded, as used in this clause, have the meaning set out in the Definitions and Coverage
sections of rules implementing Executive Order 12549. You may contact the person to which
this proposal is submitted for assistance in obtaining a copy of those regulations.

5. The prospective lower tier participant agrees by submitting this proposal that, [[Page
33043]] should the proposed covered transaction be entered into, it shall not knowingly enter
into any lower tier covered transaction with a person who is proposed for debarment under 48
CFR part 9, subpart 9.4, debarred, suspended, declared ineligible, or voluntarily excluded from
participation in this covered transaction, unless authorized by the department or agency with
which this transaction originated.

6. The prospective lower tier participant further agrees by submitting this proposal that it
will include this clause titled " Certification Regarding Debarment, Suspension, Ineligibility and
Voluntary Exclusion-Lower Tier Covered Transaction,” without modification, in ali lower tier
covered transactions and in all solicitations for lower tier covered transactions.
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7. A participant in a covered transaction may rely upon a certification of a prospective
participant in a lower tier covered transaction that it is not proposed for debarment under 48 CFR
part 9, subpart 9.4, debarred, suspended, ineligible, or voluntarily excluded from covered
transactions, unless it knows that the certification is erroneous. A participant may decide the
method and frequency by which it determines the eligibility of its principals. Each participant
may, but is not required to, check the List of Parties Excluded from Federal Procurement and
Nonprocurement Programs.

8. Nothing contained in the foregoing shall be construed to require establishment of a
system of records in order to render in good faith the certification required by this clause. The
knowledge and information of a participant is not required to exceed that which is normally
possessed by a prudent person in the ordinary course of business dealings.

9. Except for transactions authorized under paragraph 5 of these instructions, if a participant
in a covered transaction knowingly enters into a lower tier covered transaction with a person who
is proposed for debarment under 48 CFR part 9, subpart 9.4, suspended, debarred, ineligible, or
voluntarily excluded from participation in this transaction, in addition to other remedies available
to the Federal Government, the department or agency with which this transaction originated may
pursue available remedies, including suspension and/or debarment.

st ok e o ok e e ok ek R

Certification Regarding Debarment, Suspension, Ineligibility an Voluntary Exclusion--
Lower Tier Covered Transactions

(1) The prospective lower tier participant certifies, by submission of this proposal, that
neither it nor its principals 1s presently debarred, suspended, proposed for debarment, declared
ineligible, or voluntarily excluded from participation in this transaction by any Federal
department or agency.

(2)  Where the prospective lower tier participant 1s unable to certify to any of the statements
in this certification, such prospective participant shall attach an explanation to this proposal.
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31, 672.00 |

[ i

[ |

L |

L ]

| ]
[5,430,180.00

15, 663.00 |

l¢s, 768 00 ]

[93,588.00 ]
[ ]

5,097 581.00 |

L. ]
l ]
l6,200.00 i

[170,380.00 |
L J

{7,168,564.51 |

1,171, 436.00 |

[8,340,000.51 |
[ |

OMB Number: 4040-0001
Expiration Date: 04/30/2008

Funding Opportunity Number:DHS-06-C8-001-001 -NC3 Received Date.2008-0 -28T153:33:06-04:00



BUDGET NARRATIVE

Award Number: 2006-CS-001-000001

Nen-Competing renewal proposal: DHS-06-CS-001-001-NC3
Dartmouth College

January 2008

The following 15 projects are presented for Budget Period 11T - with a total proposed
amount of $8,340,000. Please see the proposal narrative for additional details on the
needs and overall project goals. See Appendix A (Detailed Budget Worksheets) for
additional information on calculations and breakdowns.

3P

I3P Management
I3P Research (Initiative 1) -- I3P Fellowship & Scholars Program
v — I3P Research (Initiative 2) —~ Human Behavior, Insider Threat, and Awareness
13P Research (Initiative 3) — Cyber Security Workshops
I3P Research (Initiative 4) — Process Control Systems
+—~13P Research (Initiative 5) - Business Rationale for Cyber Security
I3P Research {Initiative 6) — Assessable Identity and Privacy Protection

ISTS

. ISTS Cyber Research (Initiative 7)

Dartmouth Internet Security Testbed - DIST

Information Risk in Data-Oriented Enterprises - IRIDOE
MetroSense — Scalable Secure Sensor Systems - Metro
Interoperability and Usability for PKI Management - PKI
Laboratory for Hardware Based Security - HBS

Digital Video Forensics - DVF

Foundations for Practical Autonomic Computing - AC

«~ ISTS Cyber Education & Curriculum Development (Initiative 8)

Secure Information Systems, Mentoring and Training - SISMAT

Budget Narrative - Introduction
Dartmouth College



Summary - breakdown by categories

Jenaury 2008
T
Suppiement
Budget Perlod

Object Class Budget |(Budget Period| II - March

Categories: TOTAL Period I | II - Fab 2007 2007

a. Parsonnel 3,372,406 | 187,387 1,415,283 595,886 -
b. Fringe Bensfits 1,002,535 53,625 398,449 195,073 355,388
C. Travel 543,575 49,765 266,205 50,150 177,455}
d. Equipment 418,082 | 158,992 259,090 - - |
& Supplies 227,463 14,000 87,160 26,000 100,303
f. Contractual 14,139,462 | 130,640 7,038,024 1,779,630 5,191,168 g
g. Consfruction - - - - - L
h. Other 735,787 89,008 401,299 75,100 170,380,

i Total Direct Charges | 20,439,310 | 683,397 9,865,510 2,721,839 7,168,564

. Indirect Charges 3,860,689 | 246,603 1,864,490 578,161 1,171,436

k. TOTAL 24,300,000 | 930,000 11,730,000 3,300,000 8,340,000
Notes

Al “Personnel” in the table above represent Dartmouth Employees. Student support
salary is in accordance with A-21 and A-110.

Most faculty members have nine-month appointments, and therefore, the percent effort is
based on nine months for those individuals. Those with nine-month appointments are
noted in the budget detail worksheets.

In March 2007, A Budget Period II Supplement was submitted for a total of $3.3M,
These dollars were part of the approved Budget Period Il plan, and therefore adjustment
in the I3P research initiatives and the ISTS projects have been made accordingly in the
attached budget sheets.

It is anticipated that remaining funds from Budget Period II will be carried-forward for all
on-going projects. Workshop funds may be reallocated to the I3P Management budget.

s = AT
Budget Penod HI runs for 7 months, from April 1, 2008 to March 31, 2010, While
projects have milestones based on an end date of March 31, 2009, the I3P Fellowship and
Scholars program will run through March 31, 2010.

The Dartmouth Fiscal Year 1s as follows:

July 1, 2007 to June 30, 2008 (three months of period III)

July 1, 2008 to June 30, 2009 (nine months of Budget Period 11}

Annual salary raises take affect on July I of each year.

All I3P initiatives have a management budget that is separate from the research budget.
The management budget supports the team-leader for team coordination and liaison with

the I3P consortium and staff at Dartmouth.

Travel is reimbursed per the approved Dartmouth Travel Policy.

Budget Narrative — Introduction 2
Dartmouth College
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>

dministrative Information Outside of S

1. Personne] — Salaries for Dr (b)®) |
®©  reflected on the R&R 424 budget form are not
consistent with the budget worksheets. Please explain your

calculations for these salaries as reflected on the R&R budget
form.

| ®®  HSTS Initiatives 788 budget sheet total of $71,961 (2.75 months)
minus 17,514 (.5 months allocated in the BPH supplements) — total of $54,447.
This seems to match. Please call and we can figure out what the problem is.

o - ISTS Initiatives 788 budget sheet total of $22,050 (1.0 months) minus
: 25 months allocated in the BPIl supplements)— total of $17,383

Business Rationale Project, Initiative 5 - $23,928

Human Behavior Project, Initiative 2 - $7,703

Total for Johnson — $49,014

This seems to match. Please call and we can figure out what the probiem is.

2. Travel — I calculate a total of $207,455 based on the
worksheets. The R&R reflects a total $177,455. Please explain
your calculations as reflected on the R&R.

There are 8 budged sheets. Below is the travel | show.

3P Admin - $8,850

I3P Fellowship - $14,700

I3P Human Behavior — $12,320

I3P Workshop - $92,825

I3P PCS - $0

I3P Business Rationale - $20,000

I3P Assessable Identity - $0

ISTS Initiative 7&8 - $28,760

Total of $177,455. This seems to match. Please call and we can figure out what
the problem is.

3. MTDC at 35% — I calculated a total base amount of $578,609.
The R&R form reflects $547,579. Please explain your
calculations as reflected on the R&R.

There are 3 budget worksheets that take the rate of 35%

I3P Admin - $143 521
I13P Fellowship - $165,400 (6 sub-awards at $25k each plus 15,400 for the rest of
the costs)



3P Workshop - $274,656 (1 sub-award at 24,968, other sub-award is a
continuation so no indirects are allowed, plus $249 688 for the rest of the costs).
HOWEVER, in the budget period Il supplement, workshops were calculated at
the §9.9%, instead of 35% - so you will see in the worksheets, the $12,599
adjustment at 35% - equals $35,998 in direct costs. (35,998 x 35% = 12,599).

$143,521
$165,400
$274,656

($35,998)
$547 579, which is the number | used in the 424.

4. MTDC at 59.9% — I calculated a total base amount of
$1,693,203. The R&R form reflects $1,635,700. Please explain
your calculations as reflected on the R&R.

There are 5 budget worksheets that take the rate of 59.9%.

3P Human Behavior — $142,627 (no indirects allowed on sub-awards as they are
all continuation funding)

I13P PCS - $0 (no indirects allowed on sub-awards as they are all continuation
funding)

{3P Business Rationale - $257,344 no indirects allowed on sub-awards as they
are all continuation funding)

I3P Assessable ldentity - $0 (no indirects allowed on sub-awards as they are all
continuation funding)

ISTS Initiative 7&8 - $1,235,732 (no indirects allowed on sub-awards as they are
all continuation funding, no indirects on equipment or tuition)

$ 142,627
$ 257,344

$1.235732
$1,635,703 (83 off for rounding), which is the number | used in the 424.
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Renwick, Tya

From:
Sent:
To:

Cc:
Subject:

| (b)(6)
Friday, March 21, 2008 7:22 AM
‘Renwick, Tya'

‘Morgan, Marilyn”, 'Osterhus, Diane'; 'Harris, Richard'; 'Lee, Annabelle’; 'Martha Austin'
RE: Dartmouth - Non-competing Continuation Application Review

Attachments: responses 424 03-21-08.pdf

Good Morning Tya,
See attached responses. Please call with questions.

Thanks

(b)(6)

————— Original Message-----

From: Renwick, Tya {maiitd (b)(6)

Sent: Thur March 20, 2008 4:39 PM
Td (b)(6)

Cc: Morgan, Marilyn; Osterhus, Diane; Harris, Richard; Lee, Annabelle; Martha Austin
Subject: Dartmouth - Non-competing Continuation Application Review

(b)(6)

I'm continuing with the review of your application. Please address the following
by COB, March 215

R&R 424 Budget Form

1.

3/21/2008

Personnel — Salaries for Dr. (b)(6)

reflected on the R&R 424 budget form are not consistent with the budget

worksheets. Please explain your calculations for these salaries as reflected
on the R&R budget form.

. Travel — I calculate a total of $207,455 based on the worksheets. The R&R

reflects a total $177,455. Please explain your calculations as reflected on
the R&R.

MTDC at 35% — I calculated a total base amount of $578,609. The R&R

form reflects $547,579. Please explain your calculations as reflected on the
R&R.

MTDC at 59.9% — I calculated a total base amount of $1,693,203. The

R&R form reflects $1,635,700. Please explain your calculations as reflected
on the R&R.
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Thank you.
Grants Specialist
Grants and Financial Assistance Division

Office of Procurement Operations
Denartment nf Homeland -w*‘Clll‘itY

(b)(6)

Fax: 202-447-5600

3/21/2008



Administrative Information Outside of Scope

Initiative 6 — Assessable Identity and Privacy Protection:

1. Research Budget SRI (b)(6) — Other Costs: $13,446
is requested for the computer science laboratory facility. Please
provide more details on how these funds will support the CSL.

SCHEDULE C-2: SRI COMPUTER USAGE

CSL

The Computer Science Laboratory (CSL) computer facility provides the infrastructure necessary for the
support and integration of project and SRI-owned workstations. Specificaily, CSL supports its own
research facility and maintains its own computing facilities of workstations, servers, laser printers, and
specialized peripherals. All staff members have workstations in their offices providing links to other offices
and, by multiple backup links to the Internet. Regular system backups are taken, and electronic media
stored both in secure on-site facilities and commercial off-site data storage facilities. CSL servers are
protected by Cisco PIX. Network policy is set at default deny so that all unwanted connections to SRI's
internal network are blocked.

The cost of the CSL computer facility infrastructure is allocated weekly, to each specific account, based on
the labor hours of each individual. The hourly charge for the CSL facility is currently estimated at $10.53.
The calculatton for the computer cost is shown in the table below.

COMPUTER CHARGES

Comp. Hrs. Computer Name Rate Total

Year 1 1,324 CSL--SRI-owned machines 10.53 13,940

Year 2 1,277 CSL--SRI-owned machines 10.53 13,446

Total 2,601 $27.386

1. Foreign travel — Dartmouth College will request prior approval for each trip
from DHS. No foreign travel will be charged to the award without approval.

2. GMU $12,096 in other costs. As stated in the justification “GRA Tuitions:
Institute policy requires research grants to pay tuition for graduate research
assistants at the rate of $504 per month per student.” The total cost of $12,096
represents 2 grad students. (504 x 12 x 2).

ISTS Initiative 7 & 8 — Security and Privacy

1. Foreign travel — Dartmouth College will request prior approval for each trip
from DHS. No foreign travel will be charged to the award without approval.

2. DIST, Metro and AC Thayer school grad rates. — Thayer school
tuition rates for FY08 Spring - $5,828, FY09 are Summer - $4,895, Fall - $6,119,
Winter - $6,119, Spring - $6,119. The school charges for 4 terms over the
academic year. 09/16-12/15, 12/16-3/15, 3/16-6/15, 6/16-9/15. Note that the
projects have slightly different projected ends dates. DIST - 3/31/09, AC —
10/31/08, and Metro — 12/31/08. All actual costs charged are in accordance with
A-21 guidelines.



3. HBS consultant -

The students (graduate and undergraduate) and staff (professors, researchers) who

will be working on hardware-based security issues

(b)(6)

has a long history

in this field (and was behind the hardware security
140-1 Level 4 validation from NIST).

Of the Trst produ

ct to earn a FIPS



Page 1 of 2

Renwick, Tya

From: | (b)©)

Sent: Thursday, March 20, 2008 8:27 AM

To: ‘Renwick, Tya'

Ce: ‘Morgan, Marilyn', 'Osterhus, Diane'; 'Harris, Richard’; 'Lee, Annabelle'; 'Martha Austin'
Subject: RE: Dartmouth - Non-competing Continuation Application Review

Attachments: NCSD response 3-09-08 | 6,7 .8 pdf

Good Morning Tya,
See attached responses.

Thanks
(b)(6)
————— Orlginal Message
From: Renwick, Tya (b)(6)
Sent: arch 19, 2008 4:28 PM
To (b)(6)

Cc: Morgan, Marilyn; Osterhus, Diane; Harris, Richard; Lee, Annabelle; Martha Austin
Subject: Dartmouth - Non-competing Continuation Application Review

Hi| oo

I’'m continuing with the review of your application. Please address the following
by COB, March 20t

Initiative 6 — Assessable Identity and Privacy Protection:

1. Research Budget SRI { (b)(6) | — Other Costs: $13,446 is
requested for the computer science laboratory facility. Please provide more
details on how these funds will support the CSL.

2. Research Budget Purdue (b)(6) ~ Travel: $10,001 is budgeted for
travel. However, this cost includes 2 foreign trips. As you know, foreign
travel is not permitted except under special circumstances. DHS approval
is required. A request for foreign travel must be submitted in writing and
include a detail justification and explanation of the trip.

3. Research Budget Georgia Tech ( (b)(6) - Other Costs: $12,096 is
requested. However, a justification is not provided. Please explain.

ISTS Initiative 7 & 8 — Security and Privacy

1. DIST - Travel: Foreign travel is included in the budget for DIST. As you

3/20/2008
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[

know, foreign travel is not permitted except under special circumstances.
DHS approval is required. A request for foreign travel must be submitted
in writing and include a detail justification and explanation of the trip.

2. How were the tuitions for DIST, Metro, & AC Thayer school students

calculated?

3. HBS - Consultant: $10,000

(b)(6)

training and seminars. Please

explain who will benefit from the training and seminars.

Thank you.

j;«z%mé

Grants Specialist

Grants and Financial Assistance Division
Office of Procurement Operations
Departiment of Homeland Security

(b)(6)

Fax:  202-447-5600

3/20/2008



Administrative Information Outside of Scope

|3P Administration Budget:

I. Web Design $25,000 —RESPONSE: We have budgeted $25,000 for the first
comprehensive website update since it was designed over three years ago. The 13P
website is a major too! that is used by the membership as well providing general
information about the I3P activities. The site is complicated, offering researchers
collaborative/secure work spaces and compiling all research on-going and complieted.

Since budgeting was completed in January, the [3P staff has been studying different
options for the update, realizing the need to use funds cautiously and prudently. We are
actively working to leverage the expertise at Dartmouth College in an effort to minimize
cost and maximize the benefit to the [3P and our sponsors. The updated website will
continue to meet the mission of I3P, the needs of its members, while communicating our
accomplishments. It will provide a source of accurate and up-to-date information for
policymakers, industry, researchers, and federal agencies. In addition, the website will
clearly state our mission, provide an overview of our research and educational programs,
offer a media portal and give information about our members as well as membership
opportunities.

Initiative 1 — Fellowship Program:

1. The budget narrative notes that the program will continue through March
31, 2010. At this point we will not be able to address a no-cost extension.
RESPONSE: Please be aware that the fellowships and the newly created scholar
programs run on annual cycles. These are an important part of the outreach and
education component of the award to Dartmouth and we understand are of particular
importance and value to the agency. We discussed the issue of the end date with our
program manager who agreed that a change in end date would be appropriate. We can
address the timing of the fellowship awards and contract period during the budget period
1 performance period.

.2. Subawards/Contractual Costs — We are anticipating 3 fellowship winners. Sub-
£ awards will be issued through a formal contract, as they were this past year, Contract
Q\ dates will be addressed during budget period 111

Initiative 2 — Human Behavior, insider Threat, and Awareness

1. RAND is considered a "commercial” organization as an exemption under OMB A-122,
They are allowed to have the fee paid. | am attaching a pdf where this is outlined.
Rosemary Springer worked on this issue last year and agreed to the fee. [ am attaching
the email where that approval is given.

2. RAND, BPIII consultant should also be $144,345. I inadvertently left out the number —
the totals are all correct. Below is the justification which should have been included. Dr.
(b)) |role is outlined in the statement of work.




(b)(6) § a private consultant, affiliated with Carnegie Mellon University, He
brings to this project expertise in many vital fields of policy and management, such as
information technology (specifically information infrastructure security), the
environment, corporate and public finance, heavy industry management, and international
retations. He has extensive experience in the public sector and has been a significant
presence in Washington, DC, New York, Boston and the Silicon Valley.

3. Research Budget Cornell. Cornell's budget was reduced by $50,000 per
the Year 1 reviewer comments. A recommendation was made and
consensus between our research team (b)(6) as PIl, and the
project managers (b)(6) ICk Harris) was reached. The
approved change Is summarized below.

Although there were extensive comments and questions about indiana’s work from the
reviewers, the responses from the Indiana team clarified their direction and addressed
the larger concerns. As a result of this, and in concurrence with DHS, 13P will make an
additional $50,000 available to Indiana University to focus all of its I3P efforts on its
modeling work toward developing a potentially high-value predictive capability. Indiana is
asked to produce a revised SOWP and budget to refiect the revised approach and
funding change.

4. Dartmouth College ISTS - Travel: Some conferences and travel that is
anticipated follows:

The Insider workshop at Schloss Dagstuhl.
New Security Paradigms Workshop (NSPW)
The First ACM Workshop on AlSec October 27, 2008
Workshop on Usable T Security Management (At SOUPS.)
SACMAT: Symposium on Access Control Models and Technologies
For site visits, we are exploring the possibility of working with Wells Fargo (although we
should keep that generally on the d-I, since they will want us to sign a non-disclosure like
the others). This would involve extended visits to their San Francisco and Minneapolis
sites to demo our tools, gather data, and conduct interviews. Similarly, we want to follow
up with our existing partners in the financial industry at their NYC area sites to demo the
simulation tools that we have generated in response to the interviews we conducted
earlier. If these visits and demos goes well, we will work with our partners in the
financial industry to use the tools to gather further information about the strengths and
weaknesses of current access control solutions, and thus get information to help us
refine our models and target areas for future technology development; this will involve
collaboration remotely as well as more site visits. Finally, we hope to leverage our
current healthcare contacts to establish new ones at different institutions (to better
understand the impact that size, culture, etc. have on insider concerns in that domain),
which will also involve a site visit or two (although probably only a coupie of days a pop,
since healthcare orgs have much less developed IT suborgs)



5. Dartmouth College ISTS - Undergrad and graduate students are budgeted
based on projected Dartmouth rates. Current FY08 grad student rates are $1,872
monthly plus student health benefits of $1,435 annually. A 5% increase is
expected for FY0S. Based on these rates, the project will support one graduate
student over the 12 month period. Undergraduates will play an important role in
this project. Rates are usually at $10, but can go as high as $14 per hour based
on expertise. Over the school year students generaily work 10-15 hours per week
during term and over summer term 40 hours per week. The $14 000 is based on
a combination of summer and on-term work. We estimate 5 students over the 12
month time period.

6. Dartmauth College ISTS — The base salary for FY08:

b)(6) 5 $132,000 (9 month salary)
is $189,000 (9 month salary)
For staff| m)e) |itis $138,000 (12 month salary)
Please note, that I3P released funds for this project back in Dec 2006 and research
totals within the initiative remained the same. Any small adjustments, since salaries
were projected and have inevitably changed, will be reallocated within the project.

Initiative 5 ~ Research Budget RAND -

1. RAND is considered a "commercial" organization as an exemption under OMB A-
122. They are allowed to have the fee paid. | am attaching a pdf where this is
outlined. Rosemary Springer worked on this issue last year and agreed to the
fee. | am attaching the email where that approval is given.

2. Dartmouth College ISTS — The base salary for FY08:

$189,000 (2 month salary).
(b)(6) hlis $145,000 (12 month salary)
$96,000 (12 month salary)
—mat I3P released funds for this project back in Dec 2006 and research
totals within the initiative remained the same. Any small adjustments, since salaries
were projected and have inevitably changed, will be reallocated within the project.

The hourly rate is budget at $26 per hour. This is based on a competitive salary for
Tuck Business School students who are the in the top tier of their peers and have
several summer intern opportunities presented to them.

The 28% rate was projected for FY0S back in Dec 2006. The actual rate will be
26.5% based on updated and approved rate agreements. Tuck School has made a
business decision to not include pension in faculty compensation that is over and
above a faculty's base pay. The different of 12.5% represents this pension
contribution.



Federal Register/Vol 70, No. 168/ Wednesday, August 31, 2005/Rules and Regulations

51943

under subchapter I of Chapter 57, Title 5,
United States Code (" Travel and Subsistence
Expanses; Mileage Allowances™), or by the
Administrator of General Services, or by the
President {or his or her designee) pursuant to
any provisions of such subchapter shall
apply to travel under Federal awards (46 CFR
31.205-—46(a)).

¢. Commercial air travel. (1) Airfare costs
in axcess of the customary standard
commercial airfare {coach or equivalent),
Federal Governmaent contract airfare {where
authorizad and available), or the lowsest
commercial discount airfare are unallowable
except when such accormmodations would:
require circuitous routing; require travel
during unreasonable hours; excessively
prolong travel; result in additiona) costs that

offer accorumodations not reasonably
adequate for the traveler's medical needs.
The non-profit organization must justify and
document these conditions en a case-by-case
basis in order for the use of first-class airfare
to be allowable in such cases.

(2} Unless a pattern of aveldance is
detected, the Federal Govermunent will
generally not question a non-profit
arganization's determinations that customary
standard airfare or other discount airfare is
unavailable for specific trips if the non-profit
organization can demonstrate either of
following: that such airfare was not available
in the specific case; or that it is the non-profit
organization’s overall practica to make
routine use of such airfare.

d. Air travel by other than commercial
carrier. Costs of trave! by non-profit
organization-owned, -leased, or -chartered
aircraft include the cost of lease, charter,
operation (including personnel costs),
maintenance, depreciation, insurance, and
other related costs. The portion of such costs
that exceeds the cost of allowable
commercial air travel, as provided for in
subparagraph] c., is unallowable,

would offsat the transportation savings; or i"
S

e. Foreign travel. Direct charges for foreign
travel costs are allowable only when the
travel has received prior approval of the
awarding agency. Each separate foreign trip
must receive such approval. For purposes of
this provision, “foreign travel” includes any
travel outside Canada, Mexico, the United
States, and any United Statas territories and
possessions, However, the term "foreign
travel” for a non-profit organization located
in & foreign country means travel outside that
country.

52. Trustees. Travel and subsistence costs
of trustees (or directors) are allowable. The
costs are subject to restrictions regarding
lodging, subsistence and air travel costs

Appendix C to Part 230—N0n~1’roﬂt
Organizaﬁons Not Subject to This Part

1. Advam:e Tachnolugy Institute (ATI),
Charleston, South Carolina

2. Aerospace Corporation, El Segunde,
California

3. American Institutes of Research (AIR),
Washington DC

4. Argonne National Laboratory, Chicaga,
Hlinois

5. Atomic Casualty Commission,
Washington, DC

6. Battelle Memorial Institute, Headquartered
in Columbus, Ohio

7. Brookhaven National Laboratory, Upton,
New York

B. Charles Stark Draper Laboratory,
Incorporated, Cambridge, Massachuseotts

9. CNA Corporation {CNAC), Alexandria,
Virginia

10. Environmental Institute of Michigan, Ann
Arbor, Michigan

11. Georgia Institute of Technology/Geargia
Tech Applied Research Corporation/
Georgia Tech Research Institute, Atlanta,
Georgia

12. Hanford Environmental Health
Foundation, Richland, Washington,

13. OT Research Institute, Chicago, Ilinois

14, Institute of Gas Technology, Chicago,
Nlinois

15. Institute for Defense Analysis,
Alexandria, Virginia

16. LMI, McLean, Virginia

17, Mitre Corporation, Bedford,
Massachusetts

18. Mitretek Systems, Inc., Falls Church,
Virginia

19. National Radiological Astronomy
Observatory, Green Bank, West Virginia

20. National Renewable Energy Laboratory,
Golden, Colorado

21. Osk Ridge Associated Universities, Osk
Ridge, TONNESSER . .oooomrommme \

4”35 Rand Carporation, Santa Monica, P

i
e s A('

Cahforma R ey

"33, Rasearch Triangle Institute, Research
Triangle Park, North Carolina

24. Riverside Research Institute, Noew York,
New York

25, South Carolina Research Authority
[SCRA), Charlaston, South Carolina

26. Southern Research Institute, Birmingham,
Alabama

27. Southwest Research Instituta, San
Antonic, Texas

28. SRI International, Menlo Park, California

29, Syracuse Research Corporation, Syracuse,
New York

30. Universities Research Association,
Incorporated (National Acceleration Lab),
Argonne, Hlinois

31. Urban Institute, Washington DC

32. Non-profit insurance companies, such as
Blue Cross and Blue Shield Organizations

33. Other non-profit organizations as
negotiated with awarding agencies

[FR Boc. 05-16650 Filed 8-30-05; 8:45 am)
SHLING CODE 3110-01-¢



RE: Your grant

Renwick, Tya

Page 1 of 2

From: Springer, Rosernar)d (b)(6)
Sent: Tuesday, April 03, 2007 3:24 PM

To: 6 |

Cc: Morgan, Marilyn J

Subject: RE: Your grant
You are correct,

Rosemary Springer

Department of Homeland Security
Otfice of Procurement Operations
Grants and Financial Assistance Division
Phone (b)(6)

Fax: (202) 447-5600

----- Oricinal Messaopoooo

From (b)(6)
Sent: Tuesday, April 03, 2007 9:59 AM
To: 'Springer, Rosemary'

Subject: RE: Your grant

Thanks Rosemary, | appreciate all your help in moving this forward. One
thing I wanted to make sure of - | had sent you the below response in
regards tc the RAND fee. Can you confirm that the fee is allowable under
the

NCSD guidelines?

Thanks

(b)(6)

S o R K ROk 0K K K K K R K

RAND is not subject to A-122, and considers itself a non-profit
commercial

organization subject to FAR 31.7. Dartmouth accepts that this fee is
okay to

request. Per the funding announcement, we feel that the fee is ailowable
given RAND's commercial status. Please let us know if NCSD has
additional

policies that would preclude us from using NCSD grant funds to pay the

fee.
o Kok o o AR R K KO K

3/18/2008



RE: Your grant

----- Original Message-----
From: Springer, Rosemary| (b)(6)
Sent: Monday. April 02, 2007 2:07 PM

To: (b)(6)

Cc: Harris, Richard; Morgan, Marilyn J

Subject: Your grant

I got your phone message. You are correct that you gave me everything
and 1 thank you so much for all of your kelp and your very timely
responses. Thank you again.

There is one last approval we are waiting for. You will hear from us by
the end of the week,

Thank you,
Rosemary.

Rosemary Springer

Department of Homeland Security
Office of Procurement Operations
Grants and Financial Assistance Division
Phone| (b)(6) |

Fax: (202) 447-5600

3/18/2008
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Renwick, Tya

Page 1 of 3

From: (b)(6)

Sent: Tuesday, March 18, 2008 12:50 PM

To: ‘Renwick, Tya'

Cc: ‘Morgan, Marilyn", 'Lee, Annabelle’; 'Harris, Richard'; 'Martha Austin'
Subject: RE: Dartmouth - Non-competing Continuation Application Review

Attachments: Scan001.pdf; RE: Your grant; NCSD response 3-18-08 1 1 2 5.doc

Tya,

See attached responses in the word doc and two other pieces of supporting info on the RAND guestion.

Thania

(b)(6)

----- Criginal Message-----
From: Renwick, Tya | (b)(6)

&!Jm&amm
To (b)(6)

h 17, 2008 4:45 PM

Cc: Morgan, Marilyn;
Subject: Dartmouth

H ©6

Lee, Annabelle; Harris, Richard; Martha Austin
- Non-competing Continuation Application Review

I'm continuing with the review of your application. Please address the following
by COB, March 18th:

I3P Administration Budget:

1. Web Design $25,000 — Is this a necessary expense for the success of this

project?

Initiative 1 — Fellowship Program:

1. The budget narrative notes that the program will continue through March
31, 2010. At this point we will not be able to address a no-cost extension. If
you would like to request a no-cost extension towards the end of BPIII
please ensure that your request includes a justification for the request,
outline of remaining funds available to support extended period, and a
description of performance measures necessary to complete the project.

2. Subawards/Contractual Costs — A memorandum of understanding (MOU)
will be issued to 3 institutes to support the fellowship program. Based on
our records from BPII the MOU issued was followed up by issuing a formal
contract. Will that be the same for BPIII? How many fellows will be

selected?

3/18/2008
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Initiative 2 ~ Human Behavior, Insider Threat, and Awareness

1.

An 8% fixed fee is reflected on RAND management and research budget.
Per the funding announcement for this program, Article IV, item C.6.
“Profit or fee is not allowable except when subcontracting for routine goods
and services with commercial organizations.” How will Dartmouth ensure
compliance?

Research Budget RAND — It appears that your total calculations for BPIII
incorporate $144,345 for consultant/contracts costs. However,
consultant/contracts costs are not budgeted for BPIII. Please explain your
calculations. Also there is not a justification to support these costs.

Research Budget Cornell — Cornell’s budget was reduced by $50,000.
Where were these funds reallocated?

Dartmouth College ISTS ~ Travel; What are the various conferences that
will be supported by these funds?

Dartmouth College ISTS — $14,000 & $18,459 are budgeted for undergrads
and CS grad students respectively. How were these totals calculated
(hours, rate, etc.)? How many students will be supported?

Dartmouth College ISTS — What are the base salaries for the faculty and
staff?

Initiative 5 - Research Budget RAND —

1.

An 8% fixed fee is reflected on RAND management and research budget.
Per the funding announcement for this program, Article IV, item C.6.
“Profit or fee is not allowable except when subcontracting for routine goods
and services with commercial organizations.” How will Dartmouth ensure
compliance?

Dartmouth College ISTS — Personnel: What are the base salaries for the
faculty and staff? Per the budget justification a student who will assist with
data reduction, modeling and report/presentation writing 480 hours/year.
What is the hourly rate for this student? 28% fringe rate is applied to
faculty. Do you have a rate agreement reflecting the 28%?

Thank you.

3/18/2008
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%M

Grants Specialist

Grants and Financial Assistance Division
Office of Procurement Operations
Department of Homeland Security

(b)(6)
Fax:  202-447-5600

3/18/2008



Renwick, Tya

Page 1 of 2

From: Renwick, Tya

Sent: Monday, March 24, 2008 10:33 AM

To: | (b)(6) |

Subject: RE: Dartmouth Continuation Application - Tuition

I will place these costs under the “other” category.

Thanks.

%M

Grants Specialist

Grants and Financial Assistance Division

Office of Procorement Operations
Department of Homeland Security

(b)(6)

Fax: 202-447-5600

From

(b)(6)

Sent: Friday, March 21, 2008
To: 'Renwick, Tya'

Subject: RE: Dartmouth Continuation Application - Tuition

322 PM

Well, 1 guess | don't really have a good answer for that one. It would make more sense under the ‘other category.

(b)(6)

Why is the $31,672 for “Participant/Trainee Support Costs” indicated on the R&R
424 budget form included with the supply costs of $100,303 reflected on your
“Summary - breakdown by categories” worksheet (please see page 2 of the

attachment). Normally, I would put this cost under “Other.”

Sarah
----- Original Messageps===
From: Renwick, Tya
2 Fri 1,2008 3:06 FM
T (b)(6)
Subject: Dartmouth Continuation Application - Tuition
(b)(6)
I have one more question...
Thanks.

3/24/2008
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Ty Romaviok

Grants Specialist

Granes and Financial Assistance Division
Office of Procurement Operations
Department of Homeland Security

(b)(6)
Fax: 202-447-5600

3/24/2008
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I3P Initiative 2 — Human Behavior, Insider Threat, and
Awareness
Team Leader (b)(6) » RAND Corporation

Cost - Budget Period III: $1,507 457
(Budget Pertod II supplement: $396,956)

See Project Narrative for proposal information, This project includes Dartmouth College
as well as 6 other institutional subcontracts.

Sub-agreements:
Note: In March 2007, A Budget Period II Supplement was submitted for a total of $3.3M.

These dollars were part of the approved Budget Period 111 plan, and therefore adjustment
in the [3P research initiatives have been made accordingly.

Management Budget: RAND (b)(6)
BPH Total
A Personnel__ 43029 . _ 86,058
B. Fringe Benefits 7715749 = 749 . 31498
C. Travel e _,__J,P 346 10346 20,692
-ﬁ;w—Equiﬁwmé‘»n—t—u; PN o - _'
E. Supplies at -
F. Construction o -
G. Consultants/Contracts s -
H. Other Costs 11422 ;m 11,422 22,844
Total Direct Costs soy.80.546 X /80546 T 161,002
i W@:? 0% sreee vt \57.896 115,792
Fixed Foa 8% 11,076 11,076 22,152
TOTAL PROJECT COST: 149,518 149,518 289,036
JD
(b)(6) o l Senior Information Scientist, will serve as team leader for
this initiative. (b)(6) a policy analyst studying at the Pardee RAND Graduate
School, will be assisting Dr] (b)) 1 tracki he eight partners
performing the Insider Threat research. Both (b)(6) will be assisted by
(b)(6) la RAND research assistant with experience in cyber security.
mye) w1l support the effort as administrative assistant.
Fringe
Rates based on approved rate agreement.
Travel
Budget Narrative - Initiative 2 7
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The budgeted travel supports (0)(6) for travel to project-related
meetings when the travel is not covered by the Insider Threat proposal. Such meetings
may include team meetings, project presentations, and coordination among subsets of
team members.

Equipment
N/A

Supplies
N/A

Other Costs

Other costs involve only computing and communications costs to support the researchers
in completing the tasks for this project. Charges for desktop PC’s at RAND are allocated
in proportion to staff time spent on projects. The estimated computing and
communications costs for this project include charges for photocopying, printing,
telephone and fax, adjusted for inflation.

Indirect Costs and Fee of 8%
Rates based on approved rate agreement.

Research Budget: RAND (b)(6)
BPIl Total
A. Personnel 42,073 42,073 84,146
B. Fringe Banefits 19,354 19,354 38,708
C. Travel 5,189 5,189 10,378
D. Equipment -
E. Supplies -
F. Construction o -
G. Consuitants/Contracts 144,345 . 144,345
H.OtherCosts . 1897 11,597 - A_2§1g4
Total Direct Costs _ 222559 (222558 -7 ¢ 445A9Bifis
I indirectCosts 2 1% ﬁﬂiﬂi__ﬂ_(%ﬁb_i_ 121,010
Fixed Foo 8% e 22645 22845 45290 |
TOTAL PROJECT COST 305,709 305,709 611,418 |
Personnel
| (b)(6) |Seni0r Information Scientist, will serve as project manager
for the RAND portion of this initiative| (b)(6) |Associate Engineer, will work

with  ®)©) Jto investigate the ethical and policy issues of insider threat discovery and
management, as laid out in the task descriptions. The will be assisted by (0)(6)

(b)(6) |a RAND research assistant with experience in cyber security.| (n)(s)

(b)(6) Will support the effort as administrative assistant.

Fringe
Rates based on approved rate agreement.

Budget Narrative — Initiative 2 8
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Travel

There are seven other widely-dispersed partners with whom we are likely to meet over
the course of the project, but we are unable at this time to know with which partners we
are likely to meet over the course of the year. Consequently, we have budgeted for one
two-day trip to California, to cover the cost of these meetings.

Equipment
N/A

Supplies
N/A

Other Costs

Other costs involve only computing and communications costs to support the resecarchers
in completing the tasks for this project. Charges for desktop PC’s at RAND are allocated
in proportion to staff time spent on projects. The estimated computing and
communications costs for this project include charges for photocopying, printing,
telephone and fax, adjusted for inflation.

Indirect Costs and Fee of 8%
Rates based on approved rate agreement.

Research Budget: Mitre (b)(6)
BPI Sy BN Total

A. Personnel 129,513 129,375 258,888
8. Fringe Benefits 129,628 129,491 259,119
C. Travsl 7,124 7,286 14,410
D. Equipment -
E. Supplies 5,217 5,342 10,559
F. Construction -
G. Consultants/Contracts -
H. Other Costs -

Total Direct Costs 271,482 271,494 542,976
I. indirect Costs 28,518 28,506 - 57,024

TOTAL PROJECT COST: 300,000 300,000 600,000
Personnel

(b)(6) |will serve as the project manager for the Mitre portion of this initiative. He will

enlist appropnately skilled staff as required. Leveraging of MITRE’s Infarmation Sec ity
Center will be done through (b)(6) will
provide administrative suppor. wye) Wil provide financial services.
Fringe
Rates based on approved rate agreement.
Budget Narrative - Initiative 2 9
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Travel

The budgeted travel supports travel for three people to four team meetings. Expected duration
of travel is 3 to 5 days per trip. Locations specified are tentative.

Equipment
N/A.

Supplies
The budget is for producing and mailing hardcopy material distributed under the project.

Other Costs
N/A.

Indirect Costs 4
The G&A and COM fees are 7% and 4% respectively. ——

Administrative Information Outside of Scope

Research Budget: Columbia (b)(6)
arPi i SRR Total
A. Personnel 132,094 37,325 269,419
8. Fringe Benefits 21,756 23,269 45,025
C. Travel 3,068 999 4,087
D. Equipment 10,000 10,000 20,000
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs 33,702 28,616 62,318
Total Direct Costs 200,620 200,209 400,829
I. Indirect Costs 99,380 99,791 199,171
TOTAL PROJECT COST: 300,000 300,000 600,000

Budget and Budget Justification: Columbia requests a total of $600,000 over the two year
period of performance. The Columbia budget is primarily focusing on personnel
expenses, both at with nominal support for travel and no equipment, plus overhead.

Personnel: In each of the two years, the budget requests 1 summer month for the project
manager for the Columbia portion of this initiativé (b)) |and 2 PhD or MS Graduate
Research Assistants (GRAs). A full time research scientist position is proposed to be

responsible for the implementation and delivery of technologies for test and evaluation by
other collaborators on this project; in particular funds are requested for (b)(6)

who 18 the pnmary designer of the email mining technology that was the core of his PhD
thesis research.

Equipment: In each of the two years, the budget requests $10,000 for the purchase and
upgrade of at least 3 servers to be used on this project. One server will be primartly a

Budget Narrative — Initiative 2 10
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development system to construct the host-based sensors for use in masquerade detection
test and evaluation. The second server will be used to host the Comell-supplied Cauyuga
system which forms the core of the egress firewall technology to be tested. The third
server will function as the primary mailserver to exchange “bogus emails™ with other
members of the research team. We expect to upgrade these systems in the second year to
accommodate higher network speeds and throughputs to be tested in our first year of
effort.

GRA support includes 9-month tuition and stipend. In addition, the budget includes a
$2,000/GRA+PLl/year charge that covers the cost of the computing services that will be
used as part of conducting the research.

Travel: We request approximately $4,000 to cover the cost of team and Pl meetings, and
1-2 conferences each year.

Overhead: Columbia charges an Indirect Cost Rate on all research project items, with
the exception of tuition and equipment (which do not incur any overhead). This rate is
negotiated by Columbia periodically with the Government, and is currently set at 61%.

Research Budget: Cornell (b)(6)
BPH (adj) 3 o Total
A. Parsonnesl 136,034 168,177 304,211
B. Fringe Bensfits 18,998 16,433 35,431
C. Travel 6,600 8,400 15,000
D. Equipment -
E. Supplies 521 521
F. Construction -
G. Consultants/Contracts -
H. Othar Costs 9,556 13,313 22,869
Total Direct Costs 171,188 206,844 378,032
I. Indirect Costs 78,812 93,156 171,968
TOTAL PROQJECT COST: 250,000 300,000 550,000

Note: After our formal review process in December 2007, it was determined that the BP1I
amount for Comnell would be reduced to by $50,000 to a new total of $250,000. This is
reflected in the budget worksheet.

Salaries:

(b)(6) | Associate Professor, will serve as project manager for the Comnell
portion of this initiative. He will be the institutional contact and will coordinate activities,
and collaborate closely wit the other member of the team to develop
technologies descnibed in the SOWP. This proposal requests salary support for a 0.5
month of summer salary and ten percent of academic year effort each year. (note that the
$50k reduction in BPII is a result fo being on sabbatical)

Budget Namative - Initiative 2 11
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(b)(6) | Professor, will collaborate with Associ]im&sso (0)®) _to develop
(b)(6)

technologies and will share with Associate Professo funding for graduate
students to assist in working on the respective technologies. This proposal requests salary
support for a 0.5 month of summer salary and ten percent of academic year effort each
year.

Iﬂe Student: Graduate students will assist Associate Professo (b)6) pand Professor
(b)(6)

in developing the technologies described in the SOWP. This proposal requests
salary support for one hundred percent of academic year effort for two graduate students
cach year and for one graduate student for one semester each year, and salary support for
one hundred percent effort for three graduate students in the summer in year one and two
students in the summer in year two. The salary support includes the stipend and salary
used toward tuition and health insurance each year.

Annual salaries are budgeted with a five percent increase in July of each year.

Employee Benefits: Employee Benefits have been proposed at a rate of thirty-three
percent for all non-student compensation as approved by the Department of Health and
Human Services. See http:f’f’www.accounting.comcll.cdw‘EmployccuBcncﬁt_Rutcs.cfm.

Travel: Funds are requested for travel to enable the project participants to attend
conferences and meetings with other team members to promote technology transfer and
refine technology demonstration plans. Estimates are based on current airfare costs and
relevant associated costs based on historical information.

Materials and Supplies: The cost of computer rescarch materials under $5,000,
including computer hardware, computer software, and research books which are
primarily related to the research project Computer research material costs are determined
by comparison of similar projects and discussions with the Principal Investigator.

Other - Publications: The costs associated with publications in related technical
Journals. Publication costs are determined by comparison of similar projects and
discussions with the Principal Investigator.

Other - Communications: Communication costs consist of project specific conference
calls, faxing, modem, lab phone equipment, etc. Communications costs are determined by
comparison of similar projects and discussions with the Principal Investigator.

Other - Workstation Support: Workstation support represents hardware and software
maintenance, software licensing, networking, printing service, file service, backups and
user copsulting support for the machines used to conduct research as outlined in this
proposal. The costs are calculated based on the effort of the project participants. The
following steps are used to bill the costs associated with the Computer Science
Department Central Facility:

a) For cach user with a computing account in the facility, a user class is assigned to the
ndividual, based on their past or anticipated usage. The user class of an individual may

Budget Narrative — Initiative 2 12
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change during the year in response to changes in their usage of the facility. User class is
determined by a set of objective use criteria for each user.

b) A user profile is established for each individual in the department that identifies
percentage of time spent on Administration, Instruction, Departmental Research, and
Organized Research activities. The profile is updated for summer, fall, and spring billing
cycles.

¢) The profile and user-class-based charges are used to allocate costs for the individual’s
activities to Administration, Instruction, Departmental Research, and Organized
Research.

Costs associated with Organized Research are billed to sponsored research projects. Costs
for Administration, Instruction, and Departmental Research are billed to university funds.

Facilities and Administrative Costs (F&A): F&A costs have been proposed at a rate of
fifty eight percent from April 1, 2007 through June 30, 2007 and fifty-nine percent from
July 01, 2007 through March 31, 2009 of Modified Total Direct Cost (MTDC) as
approved in Cornell's rate agreement with the Department of Health and Human Services.
A copy of this agreement may be found at

hitp://www.accounting.cornell.edu/F&A Cost_Rates.ctm. MTDC exclusions include
Capital Equipment, GRA Allowance and Health Insurance, and Subcontract costs in
excess of $25,000 per subcontract.

The five percent annual escalation for the general expenses is proposed in accordance
with University policy.

Research Budget: Purdue (b)(6)
BPIii el Total
A. Porsonnel 64,688 73,780 138,468
B. Fringe Benefits 18,832 19,141 37,973
C. Travel 8,607 8,607
D. Equipment -
E. Supplies 2,000 1,140 3,140
F. Construction -
G. Consuiltants/Contracts -
H. Other Costs 6,308 6,707 13,015
Total Direct Costs 100,435 100,768 201,203
i. Indirect Costs 49,416 49 381 98,797
TOTAL PROJECT COST: 149,851 150,149 300,000
(b)(6) will co-lead this Purdue portion of the initiative. They

will participate in the research involved in the program, in supervision of the graduate
student, in dissemination of the results, and in delivering material via classes. As such, all
three are listed for support.

Budget Narrative — Initiative 2 i3
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Funds have been included for a graduate student who will do the bulk of the background

research and data analysis.

Travel funds have been budgeted for travel to conferences and for travel to a small
number of sites where we hope to consult with outside experts. This includes trips to
Atlanta to consult with the GBI (Georgia Bureau of Investigation) and Washington to

work with selected FBI agents.

A small amount has been budgeted for equipments, supplies and telephone costs.

Indirect rates are in accordance with the negotiated Purdue University Indirect cost rate

agreement.
Research Budget: Indiana (b)(6)
BPII Bl | Total
A Personnel 62,069 100,042 162,111
B. Fringe Benefits 9,587 16,231 25,818
C. Travel 13,449 8,013 21,462
D. Equipment -
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs 19,293 32,683 51,976
Total Direct Costs 104,398 156,969 261,367
I. Indirect Costs 44 859 64,008 108,867
TOTAL PROJECT COST: 140,257 220,977 370,234

Budget Justification Second Year

A. SENIOR PERSONNEL

The PT’s salary requested for year 1 is based on present salary. Salary is increased
by an gstimate of 5% as next year’s salary is not determined. Professor (b)(6)

(b)(6) |is requesting 2 summer months of salary and Professor| ()6) |is

requesting one and one half summer month of salary for the second year of the
grant. The additional time will be spent concentrating on the optimal follow-up
from the April 2008 workshop on Insider Threats.

GRADUATE STUDENTS -Five (5) graduate students will receive support for
both years of the grant. Four students will receive full support (10 months each
year) during this period and one student will receive support for 1 semester (5
months each year) during the duration of the grant.

B. FRINGE BENEFITS

Fringe benefit rate of 21.06% is used for the faculty summer salary.
A flat rate of $1,613 is included for health insurance for the 2 full time graduate
students. The amount of $1001 is used for the part-time student.

C. TRAVEL

Budget Narrative — Initiative 2 14
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The travel cost will cover travel to two events. For the IEEE Symposium being
held at Oakland, CA it will cover 3 persons, the 2 Pls and 1 student. 3 persons
written in the grant will attend the [3P Workshop on Insider Threats.

H. OTHER COSTS
Fee Remissions are included for the graduate student research assistants in year 1
at the in-state rate of § 7,971.00 for the full time students. The cost for the part
time student would be $3,985.50.

I. INDIRECT RATE
Currently the University indirect rate is 51.5%.

Research Budget: Dartmouth College - IST! (b)(6)

8PiI s Sy g Total

A. Persannal 29,620 02,853 v 132,473
B. Fringe Benefits 3,003 ¥27, 454" 30,457
C. Travel 9,240 12,320 \/ 21,560
D. Equipment 5,000 5,000
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs -

Total Direct Costs 46,863 142 627 189,490
I. Indirect Costs 25,076 Admigssggiye Information Ouigigls shgrqpe

TOTAL PROJECT COST: 71,839 228,060 299,999

Personnel: The research staff consists of project manager Prof. ho will drive
much of the work in the project and take a research term leave to focus more intensely on
it. Prof] (n)) Pfthe Tuck School will assist in analyzing the information flow and
operations in our business domain partners. Ph.D. studen| (b)) will assist in this work
and supervise the two WISP (Women in Science Program) interns. (Analyzing
information security requirements in real-world domai wng us

technological solutions to meet them are central parts L:] O©®)  work.)| (B)®) Ithe
Sentor PKI Architect at Dartmouth, will provide invaluable real-world technology
expertise.

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Travel: The budgeted travel supports participation in various conferences (location
unknown), and other venues to present project progress and results. In person meetings
with various team members will be required throughout the project. Our project explicitly
intends to reach outside of academia and to mine real-world domains facing insider attack
threats. The travel support is necessary to allow trips to these sites.

Budget Narrative - Initiative 2 15
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Equipment: Two laptops for use by the undergraduate students are budgeted.

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.

Budget Narrative - Initiative 2
Dartmouth College
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Budget Detalied Worksheety
3F Propossi
Government FYOB funds - spand dunng Datmauth FY08 and FrYog

I3P Business Rationale - Budget Period 111

Dates: April 1, 2008 1o March 31, 2008 | Dartmouth FY08 Fyoe I
I
Itesn |1 abor (Durtrosth) : Total
Facalty |
|
EAC- Ssory 9 month haze salary 1Ay effort S10.0%6 313432 $23.428
FA :c Dir 32 month base <alary 3 nwinths kK £37.856 SITHAG
Sttt (b)(®) Adminigtrative Information Outside of S¢ope
RA 12 month hase <alary 100% etfort $25.310 575,429 $104.238
UG Tuck Gradua (b)(6) 826,00 52,000 | H0.00 5101480 S0 40
Subtotsl, without fringe @4’01 $138,097 @2’3
FAC|Fringe on Faculty 18.5% S0 10.0% " 514764 S14,764
LiG{Fninge vn full-time under graduates 2.0% £180 9.0% $943 51,121
RAC|Fringe on full-nme undergraduates 38.5% 59,744 3.0 £29,6i2 B3R 356
FAC-L{Fringe ot Faculty - lower rate . 27.0% $2,726 28.0% 53,873 99
Totud fringe / $12,650 349,192 (mmj}
Sobtotsl, including frings 350,056 $157,289 237,344 |
indirects on people 59,4} $29,683 512,186 5142,16%4"
THrect materinks Computation ¥
{Traval 7
Trurel to partnes 20 trips &1 $1,600 per trip per year 20000 [ $2¢.000 7
‘\?—\_‘// A
Caphitnl sculpnwat
Brosksows of Ecphpusead
w0
[Purticipast Support Cosis
[Othatr Dicwet Coste
Malenials and Supplies
Pubiication Cos
Conference Regrigution Fees
Ex L Mcsting C
Consullant Services,
Indirects on maved, supplies, oter costs (NOT equipmer 59.90% S 511,980 S1LYRG
Subawards/Contractual Couta Base price Totl
Describe Prochuct or Service .. .
Administratfye Information C
Management: U of Vinzml (b)(6) - $125,000 s12s.000.
L of 650,600 SO50.000]
RAN (b)(6) S174.450 175,450l
U $143.441 $143.44
B R S : T N
Suhtotal 0 $496,317 \~
Indirect on first $25k each subonatract 3Y9.90%
Total direcis $50,056 $703,606 $753,661
Teital iodirects 323,983 $124,166 $154149 |
Tolal $80,039 $B17.771 $507,810

Administrative Information Outside of Scope
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I3P Initiative 5 ~ Business Rationale for Cyber Security

Team leader (b)(6) niversity of Virginia

Cost - Budget Period I1I; $907,810
{Budget Period I supplement: $596,574)

See Project Narrative for proposal information. This project includes Dartmouth College

as well as 4 other institutional subcontracts.

Sub-agreements:

Note: In March 2007, A Budget Period II Supplement was submitted for a total of $3.3M.
These dollars were part of the approved Budget Period 111 plan, and therefore adjustment

in the I3P research initiatives have been made accordingly.

Management Budget: U of Virginia (b)(6)
BPIl Total
A Parsonnel 88,716
8. Fringe Benefits 25,391
C. Travel 19,800
D. Equipment -
E. Supplies -
F. Construction -
G. Consuitants/Contracts -
H. Other Costs 15,082 15,027 30,109
Total Direct Costs 82,508 82,508 165,016
I. Indirect Costs 42,492 42,492 84,984
TOTAL PROJECT COST 125,000 125,000 250,000
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Budget Detad

T Coar 2
40107 108
KT At ) 33170 Totad
A, Persornet & Benefts
1 (b)(6) Prncapal inveshgator
5% { 00 mos.; offort 12 mos. £ $223.00C Y 1,400 11 490 22500
ARowance for salary incresse 152 214 740
Frnge Benefits - 15.3% 2IT0 3400 2.670
2 Resswmch Scenust
40% (4 8 mos; effort 12 o5 $B0.000 CY 2000 32.000 £4.000
Altwraca for salary norease 427 1.723 2150
Fringe Berefits - 18.3% 9177 3.544 18,72¢
SUBTOTAL PERSOMNEL $41.57% $45T737 9718
SUBTOTAL BENEFTTS $12 447 $12,244 $23,39¢
B Travel - Domesbe 11,000 B 800 19,550
C. Other Contrachual Servicves
1. Securily Executive Ahnsory Councll 10,000 10,000 0,000
2 Copying. comemunicatans 5.082 8,027 10,108
TOTAL DIRECT COSTS £82 508 $£2 508 $183,046
0. F & A lindirect) Costs - 54.5% Modified Toial Divect Costs A2, 457 45}402 34,284
TOTAL $125 000 $175,000 $250 000
Personnel - Faculty appointments are generally effective calendar year (CY/12 mos.)

beginning July 1 or Academic Year (AY/9 mos.) beginning September [

(b)(6)

will serve as team leader for this effort. A research scientist will provide support for this
effort. Salary and fringe benefits for these individuals will be covered under the budget.
Salary Increases - A 4% salary increase is applied to a majority of SEAS proposals,

eftective 11/25/07, and is accumulated annually from this date. Faculty increases are

based on contributions in academic and research areas and are approved by the State of

Virginia Budget Office. Staff increases are based on State of Virginia proficiency

guidelines. New salaries are given as soon as they are available.

Fringe Benefits - The University of Virginia's proposed fringe benefits rates as they apply

to sponsored programs are as follows: 28.30% for faculty and professional staff, 36.8%

for classified staff, 14% for part-time faculty and staff and 4.5% for wage employees and

summer effort by faculty with AY appointments. Fringe benefits apply to graduate and

undergraduate research assistants if not enrolled full time (generally 12 brs. for

undergraduates and 9 hrs. for graduates).

Travel - Trips to related technical conferences, workshops, seminars, etc. The budgeted

travel supports the research scientist to travel to team meetings and the workshop and for

(b)(6) |0 travel to Security Executive Advisory Council meetings. Trips to

sponsor for fechnical discussions and presentation of results. Trips for 2 persons to
Boston, MA; and Washington, DC for Project Meetings. Trips to IAB Conferences for 2

persons to Boston, MA and Washington, DC.

Budget Narrative — Initiative 5
Dartmouth College
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Other -

a. Security Executive Advisory Council - $10,000 per year to support costs for the
Security Executive Advisory Council to travel to tcam meetings, in Boston, MA and
Washington, DC, and the workshop in Washington, DC.

b. Other Costs - Estimated project related costs for photocopying, long distance phone
and FAX, etc. are based on prior SEAS research experience. The University of Virginia
system, through copy cards, etc., is able to document such costs as related to the project,

Facilities and Admimstrative (F&A) (Indirect/Overhead) Costs - The University of
Virginia's negotiated MTDC F&A rates with DHHS per agreement of 5/23/05 is: 7/1/05 -
6/30/06 ~ 52.5% "on campus" and 26% "off-campus"; effective 7/1/06 — 51.5% “on
Campus” and 26% “off-campus”. (Note: The MTDC base consists of total direct costs
less individual equipment items in excess of $5,000, alterations and renovations, patient
care costs, stipends, tuition remission and rental costs of off-campus facilities.) Includes
F&A on the first $25,000 of subcontracts,

Research Budpet: U of Virgini (b)(6)

BRI TR Tota
A. Personnael 294 836 302,437 597,273
B. Fringe Benofits 45,785 46,429 92,214
C. Travel 19,200 13,300 32,500
D. Equipment -
E. Supplies 16,000 13,000 29,000
F. Construction -
G. Consultants/Contracts -
H. Other Costs 71,079 72,626 143,705
Total Direct Costs 446,900 447,792 894,692
I. Indirect Costs 203,100 202,208 405,308
TOTAL PROJECT COST: 650,000 650,000 1,300,000
Budget Narrative - Initiative 3 36
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Budget Detail

Year 1 Yoaur 2
414407 4/1/08-
33108 33109 Totat
A. Personnel & Senefits
1. (b)(6) Principal Investigator
mos } effort 12 mos. § $228.000 CY 79,800 75300 155 600
Mlowance for salary ncrease 1,064 4,299 5363
Fringe Benafits - 28 3% 22,885 23,800 46 €85
2 b)(6 Co-Prneipal invesbgator
iy ox Znos.} affort 12 mos. @ $5228,800 CY 22,880 22 580 46,760
Allowance for satary mcrease 305 1,232 1,537
Fringe Benefits - 28.3% 6562 6,824 13,386
3 (b)(6) o-Principal Investigator
20% (2.4 mos ) effort 12 mos. @ $79.500 CY 15,900 - 15,900
15% {1 8 mos.} effort 12 mos. @@ $79.506 CY - 11,925 11,925
Allowanice for salary increase 212 642 854
Fringe Benefits - 28.1% 4,560 3,556 8116
4 (b)(6) o-Principal Investigator
18% (2 16 mos.} effort 12 mos. & 578,000 CY 14,040 14,040 28,080
Aflowance for satary ncrease 187 756 943
Fringe Benefits - 28.3% 4,026 4,187 8,213
5 G-Pmci:;ad investgator
8% (0.96 mos.) effort 12 mos. @ $106 500 CY 8.520 8520 17,040
Aflcwance for salary ncrease 114 459 573
Frnge Benefits - 28.3% 2444 2.541 4,985
6. (b)(6) Lo-Prrcipal Investigator
rrrroora. ) effort 3 mos. ) $82,500 AY 5775 5775 11,550
2 moas summer effort @) $82 500 AY 18,333 18,333 36,665
Allowance for salary increase 103 1970 1173
Frixge Benefits - 28.3% - AY 1.663 1,730 3393
Frnge Benafits - 4.5% - Summer 824 958 1682
7. m Coordmator
14% (1.68 moa.) offort 12 mas. Q S41617CY 5826 5826 11,652
Allowance for salary micrease 78 33 N
Frnge Benafity - 36 8% 21713 2259 4,432

Personnel - Faculty appointments are generally effective calendar year (CY/12 mac )

beginning July 1 or Academic Year (AY/9 mos.) beginning September 1. (b)(6)
will serve as project manager for this UVa portion of the initiative (b)ye) will lead the
decision support tool taskl (b)(6) will lead the phantom systems modeling and

t nature of

interdependencies tas b)(6 will lead the analyzing th
cyber security effort. (b)(6)

will provide

support for the modeling effort for the interdependency task. Salary and fringe benefits

for these individuals will be covered under the budget.

Center Coordinator — (Operations Manager) — (b)e)  will provide data support, data

acquisition, and data management support for the interdependency

Budget Narrative - Initiative §
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Graduate Research Assistants (GRAs) and Undergraduate Research Assistants (URAs) -
Costs are estimated based on the minimum and maximum payments for the academic
year established by the University Office of the Vice-President and Provost. All
compensation in SEAS proposals are within these guidelines. For the decision support
task two graduate students will carry out the proposed research and support the software
development effort. For the interdependency task one graduate student will carry out the
proposed research. For the emergent nature of cyber security one graduate student will
carry out the proposed research. For the decision support task one undergraduate student
will support the software implementation configuration control.

Salary Increases - A 4% salary increase is applied to a majority of SEAS proposals,
etfective 11/25/07, and is accumulated annually from this date. Faculty increases are
based on contributions in academic and research areas and are approved by the State of
Virginia Budget Office. Staff increases are based on State of Virginia proficiency
guidelines. New salaries are given as soon as they are available.

Fringe Benefits - The University of Virginia's proposed fringe benefits rates as they apply
to sponsored programs are as follows: 28.30% for faculty and professional staff, 36.8%
for classified statt, 14% for part-time faculty and staff and 4.5% for wage employees and
sumnmer effort by faculty with AY appointments. Fringe benefits apply to graduate and
undergraduate research assistants if not enrolled full time (generally 12 hrs. for
undergraduates and 9 hrs. for graduates).

Travel - Trips to related technical conferences, workshops, seminars, advisory board
meetings, etc. Trnps to sponsor for technical discussions and presentation of results.
These trips will include meetings with the Security Executive Advisory Council and
participation in the Workshop related to use of the open source Decision Support Tool
developed under this activity. The Pls and graduate students will travel to conferences
and workshops to present this effort to include the annual meetings of the
multidisciplinary Society for Risk Analysis, the annual meetings of the multidisciplinary
Systems, Man, and Cybernetics Society of the IEEE. Funding for this conference travel
will be partially covered by funds proposed for this I3P effort.

Materials and Supplies - Laboratory supplies for specific use m the research project (The
laptop computers are to be used by the students engaged in creating the open source SW
for the economic game activity. The game will be built on top of selected off-the-shelf
software packages (e.g., Groove) that will require purchases of licenses. There are also
specific software programs that must be used in order to perform project related research.
Software will be necessary for interdependency modeling and analysis, e.g. Evolver
software from Palisade Corporation.). For the decision support tool effort five laptops
will be purchased over a 2 year period to permit the software development and
experimental conduct of economic exercises, In addition software licenses will need to be
acquired to support the software development effort and the final decision support tool.
For the interdependency task one laptop per year will be purchased, and software licenses
acquired to support the interdependency modeling effort. Does not include office or other

general purpose supplies.

Budget Narrative — Initiative 5 38
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Other -

a. Tuition Remission - Effective September 1, 1990, it is the policy of the University of
Virginia to provide tuition for graduate research assistants as partial compensation for
services,

b. Graduate Research Assistant Health Insurance — Effective July 1, 2005, it is the policy
of the University of Virginia to provide health insurance for graduate research assistants
as partial compensation for services.

¢. Technical Editor - A professional technical editor will assist in the editing of archival
papers, conference presentations and the progress reports submitted to the funding
agency. These editing services are absolutely indispensable for the quality control of our
publications.

d. Other Costs - Estimated project related costs for photocopying, long distance phone
and FAX, etc. are based on prior SEAS research experience. The University of Virginia
system, through copy cards, etc., is able to document such costs as related to the project.

Facilities and Administrative (F&A) (Indirect/Overhead) Costs - The University of
Virginia's negotiated MTDC F&A rates with DHHS per agreement of 5/23/05 is: 7/1/05 -
6/30/06 — 52.5% "on campus" and 26% "off-campus"; effective 7/1/06 — 51.5% “on
Campus” and 26% “off-campus”. (Note: The MTDC base consists of total direct costs
less individual equipment items in excess of $5,000, alterations and renovations, patient
care costs, stipends, tuition remission and rental costs of off-campus facilities.) Includes
F&A on the first $25,000 of subcontracts.

Research Budget: RANLD (b)(6)
BPI 23 Total
A. Personnel 49,427 49,427 98,854
B. Fringe Benefits 22736 22736 45,472
C. Travel 5,189 5,189 10,378
D. Equipment -
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs 13,097 13,087 26,194
Total Direct Costs 90,449 90,449 180,898
1. Indirect Costs 71,079 71,079 142,158
Feoe 8% 12,922 12,822 25,844
TOTAL PROJECT COST: 174,450 174,450 348,900
Personnel
Dr. (b)(6) Eenior Information Scientist, will lead the RAND portion

of this initiative. Dr. (b)(6) ssociate Operations Research Analyst, will take the
lead in the task that refines the economic model evaluation framework, extending the

work that she is currently performing on the I3P Economics of Cyber Security proiect,
Both| (b)(6) will conduct the case study, assisted by (b)(6)
Budget Narrative — Initiative 5 39
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a RAND research assistant with experience in cyber security o6  will support the
effort as administrative assistant.

Fringe
Rates based on approved rate agreement.

Travel
One trip to California is budgeted, to be made in support of the case study interviews.

Equipment
N/A

Supplies
N/A

Other Costs

Other costs involve only computing and communications costs to support the researchers
in completing the tasks for this project. Charges for desktop PC’s at RAND are allocated
in proportion to staff time spent on projects. The estimated computing and
communications costs for this project include charges for photocopying, printing,
telephone and fax, adjusted for inflation.

Indirect Costs and Fee of 8%
Rates based on approved rate agreement.

Research Budget: U of California, Berkeley (b)(6)
BP) - 3 : Total
A. Personnel 63,226 63,769 126,995
B. Fringe Benefits 10,063 10,063 20,126
C. Travel 18,670 18,670 37,340
D. Equipment - - -
E. Supplies 6,100 1,000 7,100
F. Construction -
G. Consultants/Contracts N
H. Other Costs 250 250 500
Total Direct Costs 98,309 93,752 192,061
l. Indirect Costs 52,104 49,689 101,793
TOTAL PROJECT COST: 150,413 143,441 293,854
Personnel| (b)(6) Clinical Professor of Law, and Director of the Samuelson
Law, Technology & Public Policy Clinic will serve as Principal Investigator for this
project (8% effort)| (b)(6) FRUST and ACCURATE Fellow at the Samuelson
Clinic will serve as Senior Rejﬂm_EﬁuTW (30% effort). One graduate student will assist
Professor| (b)s) Imd Fello (0)®) _ [50% etfort). Law students will provide research
support (at $15 per hour)| (b)(6) |Associate Director of Policy & Outreach
Budget Narrative — Initiative 5 40
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and Senior Attorney at the Samuelson Clinic, will provide advice and consultation to the
project, as needed.

Salary and employee benefits (including Graduate student health insurance and fee
remissions) are included fof (b)(6) |and one gradute student
for two years. Salaries are based on current levels with no projected annual increases.

Fringe: See above,

Travel: The budgeted travel supports trips to be shared by a combination of the team
members (location to be determined).

Travel costs are obtained via estimated costs fro round-trip, coach, non-restricted trips to
the East Coast (3600 total}), ground transportation ($100 total), average per diem costs
(865 for meal and incidentals), and lodging (3150 per night).

Specific trips are: a} to I3P meetings; b) to CSO Association meetings; and c) to
interview several CSOs within the region in one trip.

Supplies: Supplies and Expenses for the direct benefit of this research include long-
distance telephone charges, publication costs, and express shipping charges.

A laptop 1s requested to assist with data collection and note-taking during field interviews
with Chief Security Officers.

Recording equipment is requested to assist with capturing CSO interviews.

A speakerphone is requested to conduct follow-up discussions and conference calls.
Transcription services are requested to memorialize CSO interviews,

Other costs:

Modified total direct costs (MTDC) exclude equipment, graduate student health
insurance & fee remissions.

Research Budget: Dartmouth College - ISTS (b)6)
BPII g ] Total

A. Personnel 167,794 174,506 342,300
B. Fringe Benefits 58,863 62,838 121,701
C. Travel 20,000 20,000 40,000
D. Equipment -
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs -

Total Direct Costs 246,657 257,344 504,001
I. Indiract Costs 147,747 154,149 301,896

TOTAL PROJECT COST: 394 404 411,493 805,897
Budget Narrative — Initiative § 41
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Dartmouth College - ISTS (Tuck School of Business)

Personnel and Fringe: Prof] (b)(6) vill be the project manager for this Tuck
portion of the initiative, by overseeing the research efforts. {__(b)6) _|will be fully
involved in the day-to-day planning, organization, coordination, execution, and
presentation of the proposed research. | (b)(6) will also be centrally involved in
the research administration and execution. Support for a student is included in the budget;
this individual would assist with data reduction, modeling and report/presentation
writing, Salary and fringe benefits for these individuals is covered in the budget for this
project.

Effort:
1 month/year
(b)(6) 12 months/year
3 months/year
Student: 480 hrs/year (equivalent to a summer intern)

Travel: The budgeted travel supports roughly 20 trips per year at $1000/trip; this should
be adequate for travel to interview firms, present at workshops, and travel to I3P inter-
group meetings. With respect to interview travel, the goal is for two researchers|  (b)(6)
and[ ()e) ) to visit multiple firms on each trip; from a knowledge capture standpoint
having two researchers present at each interview is much more effective than a single
interviewer. There will be 3 different people making the trips. Generally, based on
historical trips from the Hanover area, the Tuck School of Business uses on average
$1,000 per trip. This roughly breaks down to $450 for airfare, $175 per night for 2 nights,
$50 per day for food for 2 days, and $100 for mileage, parking, taxis (or rental car) per
trip. These trips are necessary to meet and gather data from various key stakeholders, as
well as attend conferences and team meetings in order to successfully complete the
project.

Indirect Costs: The budgeted indirect cost rate is used in accordance with the DHS
approved rates for the Tuck School of Business at Dartmouth College.
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ISTS Initlatives 7 & 8 - Budget Perlod 111

Dates: April |, 2008 10 March 31, 2009 Dartmouth FY08 Dartmoiuth FY09
IHrect materials Computation ! Toted notes
Trovel 3
THST Corlerances, Meatinge snd Coor Agtere §500 RLLH .
No. of travesmre 2 Hotel $175 1 duy $6.300 .
No of Trpe 8 Sas $50) doy $1,80 5
No. of nigis 3 Miagataxupaimyg ($60+520+520) 3100 $1.200
Wiabn Cordermnces, Mestings snd Cool (b)(G) Artars $500 52.000
No 2 Hotel 3178/ day B2, 00
Ne ot Trope 2 Meats $50 / day SO0
Ne of nggnts 3 talenpenaxy/puring {SB0+320+$20) $100 J400
mmcummm,mmm Alfars $500 b1.000
Ho of Tava 1 Howl $178 ¢ day 1.4%0
Mo of THpe 2 Msaw 3501 day $301
No.ofnights 3 Misagataapaning (SE0+-520+520) $100 3200
Admjinistrative Information Odtsidg of
DvF Cordarnnces, Muwetngs and Coor Arfara £500 1,000
No of bwveisrs 2 Hobs $175 f day {030
Mo of Trpe 1 Meals $50 / day S0
No. of g 3 Mikagotai/parking ($60+$20+520) $100 3200
SISMAT Visl regronad schoois 10 rectud and promole Misags $150 315G L. BiSG
Mo of raveln 1 Hotel $175/ duy $175 i, 3175
Ho of Tripa 1 Mwak $50 ¢ Gay 350 A 330
Mo of nigits 1 Tonparkae 530 30 33
SISMAT Viak rogonad schools witer program fiehes  Misage $150 ’f’.‘,l.ﬂ) 5150
Mo of trvasem t Hotwt 5176 1 day 3175 5173
Na. of Trps 1 Moak §50 / ey $50 $50
No of nights 1 Tasiiparing 33} \i]ﬂ 330
ROOE Traved 40 partnam Aurtara $600 $5,000 $3.000-4
No. of wwelers 2 How $175 / dwy $3,500 £3,5004
Ko of Tnpm 5 Meal $50 / day $1.000 $1.6000
Ho of naghte 2 Wrlragetmoinankng ($60+$20+520) $100 v 51,000 S1.000, |
AC Confurnrcas, Mestings and Coor Arfara $500 Adiministrative Information Outside of $copey |
No of Irzvelers 1 Hobed $175 / dwy 31,650 51051
No of Trps 2 M $30/ day $300 3308
Na of ighte 3 Misegataxlparking (S6(+320+$20) $100 $HN0 32004
PH Tranest for outreact g y
No of rerabers 2 Reral Car {$150day) 330 1004
Mo of Tripe 2 Manm $50 ) day '\\5200 £200
Mo of nigive 1
PKi Carfarancss, Mwstings and Coor Awrtnre $500 57 39,000 39,000
No of ravaheny 2 Howel $1757 . . . . S 56,300 38 . : ;
Mo of Tips & Mi&u!;: Admijnistratiye Information Outside; of Scope 51500 Adnynﬁglatlve Information Outsi
Mo of higptie 2 Witwageirxtinanking ($B0+320+$20) $100 33,600 53,6001
HBE Conferences, bastngs and Coor Aurtare 3500 4,000 54,000
Mo of rvelem 2 Holet $175 7 day $2.800 $2.540,11
Ko of Trpa 4 Mest $50 ( cay ol ] 806 4
Ho ofnghls 2 Mbesgataiparking ($60+520+520) $100 $8K) S800
HES Travel for outreach trips
No oy 2 Rental Car (§150iey) / 8450 54504
No. of Tape 3 Mesl 550/ day ! s300 33004
No of gt 1 ~ W
Tizaee Fovget Tecaad B Ceppianoget im0, e e
Weeakdowa of Keuipment |
Participamt Suppert Cossi
DIST Thayer Tuiton $14.522 3121 $:21,703
Metre Thayer Tuinon based ot Thmyer School rates $3,828 $i1i1a 36,842
AC Thayer Tuition 36,082 37.055% $14.037
b Tael R Tt e EENRRLN RRRNELS
Outhonr Dt Canie:
. Suzoli
Metro Cell pfans for mobile phones (12 months each) 0 $1890 0 3 $LEM $5.670 $5.670T)
SISMAT Keytoard Video momiter 1 £750) 1750 1750
SISMAT Rack with switch 1 $500 $500 i i i
ation|Outs{de of J¢¥de
SISHAT Summaer-school supplies 31,778 Administratiye Inform $1.778
AC Intemet Ling ($240/ma} 3120 60 31080
S5 MoaelSim XE LI Verdog 1 $945 3045 3945
HES Aliing FPGA tools {0 $1.5%9 $1550 $1.5%9
DIST Acttvation and terminaton fees 13 211 $2.743 31,74 k
DIST Monthty fers, for 12 months {Apl 2008 through March 2009) 3 5720 39,360 $9.360
L R T ] e toder




ISTS Enitintives 7 & 8 - Budget Perlod 1H1

Dates: Aprl L, 2008 10 March 31, 2009 Dartmouth FY08 Dartmouth FY09
Publicatinn Cosis
AL Confemie Registration Fres 5 3800 $4.1KK) 4 5800 $3,200 $7.200
G T B T Tant L e [ RS
L
SISMAT Summar-school for shadents 10 students for 2 weeks
Travei 150 $350 modest Tavel aiowarcs it} $3.500 10 $3.50)
Sustanaria  ST0 $310mek housng and S200/waak food 20 $10,200 20 £10.200)
Othar D0 Supphes & space corl pec shudeat $100 10 31000 1 H100
SISMAT Summaer-school for professors 10 profs. for 2 weeks
Travel SN 5500 madent ravel atowencs b 521,500 1 $2.504
Sustenarice 510 §31+wenk houmng and $200week knod 0 $10,200 M $100.200)
Other U Suppies & spaca cost par studen 5100 0 $u i} 14
SISMAT Summer school Instructor {course devetopmerrt) i 3150 1250 $2¥
SISMAT Consuitant Travet Aurfoen $500 500 Adminigfative Information Outsi
No of bwvoters 1 Howd $176 7 day 1528 o ; ; ; e
Mo of Tom 1t Moam $50. sise| Administrative Information Outside oﬁgﬂéop
No of algrm 3 Misagatmdinnieng ($60+520+520) $100 e $100)
HBS Steve Welngart, tralning and seminars £10.000
HBS Consuitant Travel Murfars $300 35K 3500
Na, of traveiers 1 Hodwl 3178/ dary 875 $37%
Mo, of Trips 1 Mowts 350 f ciay $250 $25)
No. of nights 5 Milssgemd/parking (S40+§20+$20) $100 $160) 100
Indirects on traved, supphios, ather costs (NGT equipment of faiion) 59.90% $41.162 Sl 344,401
I
Sutra Costy Hase price] Total Inflwtion)
DIST UMass (4/1/08-8/31/08 1 RA, | Sunoer NE . . . $0 566 506
o g Rt g Feriod & oot et m_(%%[lf}s rative Information Outsidle ¢f Scope Fase| P
Subtots) % $29 566 @/
Indrect on first $25k each subcammct 59 KX 0
Total direcis $527,129 $7T69.841 | $1,196,970
Totad indirects $301 715 $ig i $740.203
Total SE28. 844 $1,208,329 | $2,037,173




ISTS Initiative 7 & 8 — Security and Privacy for Real
People and Education and Curricuium Development
Project Lead: Co-Pl (b)(6)

Note: In March 2007, A Budget Period I Supplement was submitted for a total of $3.3M.
These dollars were part of the approved Budget Period I1I plan, and therefore adjustment

in the ISTS research projects have been made accordingly. See the following chart for an

outline of the total project costs.

ISTS {Initiatives 7 & 8)
B8PI BPH BPI supp :

Fel 75,365 ; - ; 75,365
PK 67,556 300,716 ; 341,756 710,027
HB| 182,189° 254,675 . 75,753 512,615
Me 622625 471,320 143,758 1,237,705
DIS 174,737 1117,917 274,340 747,603 2,314,508
DV ©)) 88,542, 7779 208,853 305,174
IRIl 235088~ 25930/ 330442 591,441
AC 100,154,  179,780¢ 19,495 101224 400,654
BE 121,092~ - . 121,002
Sts 79,586 63.96/ 87783  231.329
Total ISTS 600,000 3,000,000 862,827 2,037,173 6,500,000

Dartmouth Internet Security Testbed — DIST

Cost - Budget Period IT1: $747,603
(Budget Period II supplement: $274,340)

Personneiill lead this project_As Professor of Computer Science and
Director of the Center for Mobile Computing (b)(6) brings extensive experience in
wireless networks, pervasive computing, and computer security to the proiect. He also
has experience leading several large research projects. Professor (b)(6) will
co-lead, responsible for the NSOC component. A visiting professor is also budgeted in
order to help oversee the project with Professor on sabbatical, The budget
includes two technician/programmers (at typical Dartmouth rates), to assist with the
planning and deployment of the test bed. The budget includes two pestdectoral research
associates, two computer-science graduate students, two engineering graduate
students, and scveral undergraduate students, to assist with the development of
software for the testbed and with the research projects described in the proposal.
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Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Travel: The budgeted travel supports participation in various conferences (domestic and
foreign locations as yet unknown) and other venues to present project progress and
resuits.

Participant Fees: Tuition for Thayer school graduate students is billed at a rate of 50%
of full tuition.

Materials & Supplies: All equipment and computer components were budgeted in BPIL
The project will incur cell phone service fees during the final year of the project.

Sub-agreements: This project will require 2 sub-agreements to support our collaboration
with UMass Lowell (Professd (b)(6) Iand student) and Aruba Networks, (b)(6)
(b)®) | These agreements are budgeted in BPII, BPII supplement, and BPIII.

Indirects: The budgeted indirect cost rate is used in accordance with the Department of
Health and Human Services approved rates for Dartmouth College.

Information Risk in Data-Oriented Enterprises — IRIDOE

Cost - Budget Period I11: $330,442
(Budget Period I supplement: $25,930)

Personnel: Professor (b)(6) and Tuck F aculty| (b)(6) |will lead the project.
Two post-docs are also budgeted. Small amounts also have been allocated for
undergraduate WISP intern and graduate students interns.

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Travel: Funds to conduct follow-on visits to current pariner institutions, as well as
similar two-week student visits to commercial banks (such as Bank of America) and
possibly other financial services providers (such as H&R Block) are requested.

Indirects: The budgeted indirect cost rate is used in accordance with the Department of
Health and Human Services approved rates for Dartmouth College.

MetroSense — Scalable Secure Sensor Systems — Metro

Cost - Budget Period III: $143,758
{Budget Period H supplement: $471,322)

Personnel:
Professor (b)(6) L:o-ieads) will lead the
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project and supervise the students and staff on the research and development.
Postdoctoral research fellows will assist with the research and evaluation and assist with
supervising research students. Researchers will help with the purchase, configuration,
inventory, and deployment of all of the hardware. Graduate and Undergraduate students
from both Computer Science and Thayer also will be involved in the project. Costs are
budgeted based on current approved rates. Personnel costs were budgeted for this project
in the budget period IT supplement.

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Participant Costs: Tuition for Thayer school graduate students is billed at a rate of 50%
of full tuition. Costs were budgeted for this project in the budget period Il supplement.

Materials & Supplies: Monthly cell phones plans are needed in order to conduct the
research are anticipated.

Indirect Costs: The budgeted indirect cost rate is used in accordance with the
Department of Health and Human Services approved rates for Dartmouth College.

Interoperability and Usability for PKI Management — PKI

Cost - Budget Period I11: $341,756
{Budget Period 11 supplement: $0)

Personnel: Professor wili lead this project. An Associate Professor of
Computer Science, Drn'ngs extensive experience in Public-Key Infrastructure
(PKI); he was the founding program chair (and continuing program committee member)
of NIST’s annual PKI Research Workshop, and also served on the founding program
committee of EuroPK], the European response to NIST s effort. He founded the PKI Lab
at Dartmouth, which has been instrumental in developing a production-quality PKI for
Dartmouth College. Sun Microsystems, Cisco Systems, and Intel Corporation have
recognized his work with gifts and grants to support his PKI research. He also has
experience leading several large research projects. Postdoctoral researcher  (0)(6)
(100% effort) will play a key role in developing and implementing the outreach effort;
Pala is the designer of the original OpenCA software and has been project manager of
OpenCA since its creation. Researche 50% effort beginning January 2008)
brings critical expertise as the lead organizer of the Higher-Education Bridge Certificate
Authority (HEBCA) at Dartmouth College, and in reaching out to other universitics and
to The America’s Grid Policy Management Authority (TAGPMA).

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Travel: Travel by Dartmouth personne] to attend conferences and workshops and to
interact with key project stakeholders (both domestic and foreign). Collection and
dissemination of research information is also expected. A few trips will involve drives to
a regional university to give presentations on the PKI research. We foresee HEBCA
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evangelism trips, PKI standards and working group trips, as well as the usual conference
trips. In particular we envisage collaboration with the [ETF for the standardization efforts
(PRPQ). Discussions with TERENA working groups also will be considered to promote
the project results and increase its impact over the PKI world community.

Indirects: The budgeted indirect cost rate is used in accordance with the Department of
Health and Human Services approved rates for Dartmouth College.

Laboratory for Hardware Based Security — HBS

Cost - Budget Period [II: $75,753
(Budget Period II supplement: $0)

Personnel: Professor, _ (0)(6) |will lead this project. Professor| (o)e) fas extensive
experience in trusted computing hardware, having been a key player on the IBM team
that developed the 4758; the first product ever to achieve FIPS level-4 certification.
Student researchers will include an engineering upperclassman, to work part-time to help
set up and maintain the lab and graduate students to help do the research. A postdoctoral
researcher also will be hired, using some available carry-forward funds from budget
period I1.

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Travel: Travel by Dartmouth personnel to attend conferences and workshops, and to
interact with key project stakeholders (such as Intel}. Collection and dissemination of
research information is expected during such trips.

Materials and Supplies: A ModelSim XE and Xilinx FPGA are budgeted for use in the
lab.

Consultants; (b)(6) noted expert in physical security attacks and defenses, will
come up and give two week-long seminars, and also provide consulting advice on an as-
needed basis.

Sub-agreements: none.

Indirects: The budgeted indirect cost rate is used in accordance with the Department of
Health and Human Services approved rates for Dartmouth College.

Digital Video Forensics ~ DVF

Cost - Budget Period 111; $208,853
(Budget Period 1} supplement: $7,779)

Personnel: (b)(6) Professor of Computer Science, will lead the project. Professor

(b)®) has extensive experience m digital image analysis and a long track record applying
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statistical techniques to detect tampering in digital images and digital audio. He works
closely with many parties with a need for these applications, including the FBI, the
tederal Office of Research Integrity, and the Associated Press. We also budget for 12
months of a Computer Science graduate student and a full-time programmer.

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.
Travel: The budget includes two trips to present research at national conferences.

Indirects: The budgeted indirect cost rate is used in accordance with the Department of
Health and Human Services approved rates for Dartmouth College.

Foundations for Practical Autonomic Computing — AC

Cost - Budget Period I11: $101,224
(Budget Period I supplement: $19,495}

-

Personnel: Professo (b)(6) vill lead this oroiect, As the Dorothy and Walter
Gramm Professor of Engineenng, Professot (b)(6) » brings extensive experience
in computer security, mobile computing, wireless networks, agent-based computing,
sensor fusion, and parallel computing. He also has experience leading several large
research projects. His primary role is in setting the project direction and oversight. Senior
Researchewill be the primary technical lead in conducting the research. He
too has extensive experience in computer security and sensor fusion. The budget includes
twelve months of a Thayer School of Engineering graduate student.

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Travel: Travel by Dartinouth personnei to attend conferences and workshops and to
interact with key project stakeholders. Collection and dissemination of research
information is expected during these trips. We budget for two trips in this period.

Equipment: none.

Materials & Supplies: An independent Internet connection, with a monthly access fee, is
required for the project. [t will continue into Budget Period I11.

Other Costs: Tuition for Thayer school graduate students is billed at a rate of 50% of full
tuition. We budget for conference registration fees at average rates.

Indireects: The budgeted indirect cost rate is used in accordance with the Department of
Health and Human Services approved rates for Dartmouth College.
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ISTS Initiative 8 — Education and Curriculum
Development
Project Lead: Co-P (b)(6)

Secure Information Systems, Mentoring and Training — SISMAT

Cost - Budget Period 1I: $87,783
{Budget Period H supplement: $63,960)

Personnl. Professor 06) vill lead this progect. Postdoctoral fellow

(b)®) and researche rill spend 20-50% of their time devoted to the project
to work with industry partners, and to find relevant and interesting internship
opportunities for participants. Additional personnel will be brought on for instruction,
logistical support and for students to complete internships.

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Travel: Travel by Dartmouth to visit regional schools is budgeted. This travel will help
to market the program to faculty and students at these schools and to coordinate with
visiting faculty we intend to draw from one or more schools.

Materials & Supplies: A small amount of equipment and school supplies wili be needed
in Budget Period III to assist in preparation. Most costs will be covered by carry-forward
funds from Budget Period II.

Event and Meeting: Costs to cover students and professors attending the training is
budgeted. Students will stay in Dartmouth dorms and eat at the dining hall.

Consultants: A summer-school instructor will be hired to do preliminary work
(developing syllabi and course materials) in the planning phase of the project.

Indirects: The budgeted indirect cost rate is used in accordance with the Department of
Health and Human Services approved rates for Dartmouth College.
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Budget Netafled Worksbeets

i5F Propesal
Governmant Fr07T Hnch - spand durmg Dirtreeadn #Y¥07 and FY0R
13P Wurkshop - Badget Pechod IH
Dates: Apnil 1, 2008 to Mach 3t, 2009 | I . ] E FY09
P Base L T
Fuculty
Subtotat, without frings 9 50 w0
Total fringe 50 30 0
Suitotal, incliuding fringe 5 0 0
Tndirects om people 15 00 S0 ) W
Direct materisln Compnistinn Total
Traved
#18 Critlcal tofrastrnetine Profeciien Canferense N
3P Stafy Axtarm $600 SL000 42,0004
Wo. of Umveiors 4 Hotel $175 / day $3.500 33,500,
Mo of Tnpm 1 Mok 350 / day $1.000 E
No.of mgrts 5 Lsesputaowperng ($60+370+570} $100 {40 SHN
Rbguiwon Fes 3 3400 par fas ELMm 51,200

218 Crickeal Infrustructurs Pracection Canfersacs

Students Arxterm $500 T BL500 S50
N of rasveleis 3 Hotel 3175 1 omy 32,100 $2.100y

Mo of Trpe 1 Mumds 350 / dary 600 SAO0]

No of mghm 4 Misapetacanksg (380+$20+$20) $100 THO 1300

Regurwhon Fos 3 $400 par fse ( $1.200 1200

Workabmg ¥14 Travel for PCS Secartty Warkshaps (Sprizg 2009 1nd becarien TBAJ - BPILL (sid of profect wackshop)

3P Staft Antors $500 L1500 51,50
Mo ofrmalas 3 Hoted $175 7 day -, 51,575 S1.5784
Ho of Trpe 1 hhomia $50) 7 diy 'J’ peh ety
Mo of mgnls 3 Mieagetiolpackng ($60+570+520) $ 400 ‘Qm 30
Werkskop K11 Trawe for PYS Soenrity Werkshaps (Spring 2008 and tecathen TBA) - BPUE (end of preject warksbop}
Team Membary Aortars $500 .00 4000
No of revelts B Hotel $175/ day 34, 2K} $.200
No of Tnpe  Keewia S50 £ day - 310 $1.200
No of ights 3 Wkdeageteoapanung ($80-$20520) $100 \- LK) SAm.|
X12 WESH 1 (1 duy. 5 peopls, s dinusr. | roarm) - DC arem, (ctubar 1608
13P Staff Ariars 3500 51000 SLOOLY" |
No of Gavoles 2 Hod 3475 / day $1.051 105
Na of Trps 1 himerin S50/ dmy 300 SO
Ne of gnis 3 idikeogetaxipankng ($60+52H520) $100 200 S20H
P
A2 WESIT 2 (1 sy, 58 praple, 30 diraer, | resm) - IO arew, Octuber 2008
Team Members Aurfory $500 42,500 2506
Mo A tovelers 5 Hoted $173 / dey 51,750 31750,
MO of Thps 1 mioas $54 / day 5 500 sm/
No of 2 Misagertax/pancng ($60+520+ 100 L. : . . S5O0 b
- ( o Administrative Information Outside of Sgope ks
#173 Inrkder Threst - (Aped 2008 - Norih Carsbinn)
13P Staft Axtern 3500 $2.000 42,
No of rmvelars 4 Hoil 3175/ day L1090 S04
No.of Tops 1 hisme $50 / dwry o0 Lt
N, of rghts 3 Smngaimxvparung (680 +$20+520) 3100 31200 $1.206
W13 axicdor Thremt - {ApriE 2600 - Marth Carelns)
Team Members Adtare §500 4000 W00 |
No, ofbaveisis 3 Howd $175 1 diry $2.400 S2.800. 1
Mo o Tepe 1 Mmals $50 , day 800 SRR
No of upa 7 Mimgataavpaning (B1+520+520] $100 $1.000) S1.0tn).

¥13 Lxnisar Thivut - (Apcil 2088 - Narta Curoltan)

Students Auchars 3500 S1AM Fi50
Mo oftrevessrs 3 Hotel 1175 - dey 1,050 31 4154,
Mo of Tripe * Mot $56 7 day SR SO
No o nghem 2 kteegertax/parkeng | H0+820+$20) 5100 S300 FX N 2

#14 [nclder Theart - BHIT tend of Praject) - Spricg 1% - DO aren

13P Sta Axiers 3500 $2.0000 SIARRY
Mo ot mavelers 4 Holel 3175/ omyp 31100 32,100
Mo of Trps  * Masl $30 7 day Sk <600}

No of nghiy 3 Wdsagateparng S50 F$20+$20) $100 5,200 s1.200)

#14 Eusicer Thaart - BPLIL (vad o Project] - Spring 2009 - DC arew

Team Members Astae $600 S1.000 S}
Mo of rvelers B Homé $175 0 dey 2800 RAR-1 7N
No of Trips 1 veesls 350/ ey SHON SRO0.,

No ol nghts 7 Akeagataxdparning (380 $20+$20) § 100 $1.600 S1000 p

#14 Insider Thrart - BPTT ivad of Profect) - Spring 26409 - DC aren

Stugents Auftere §500 SE.500 SISO

Na of reesies 1 Hoted $175 day SIS S105
No o Teps 1 Vel 350 - day RRILY] slmj
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E3P Workshop - Budget Perfod LI

Dates:

Apeil £, 2008 to March 31, 2009 Dartmoath FYas Dartmonth FY 09
No of mgta 2 Weagedtcipankang [360+3 20+ $20) nlm I 300 ﬁm/
14 Hurlug and Sapperting the Werkihop on the Ecowamics f uformation Secority (WEIS) - Tuck, Basever NH Juno 260 . 185 d
Stucents Aortars $500 S1.500 SLSOO
No of Twwshtis 3 Hote $175 ) dery 51,575 SLSTSp
Mo of Trps 1 Moeais $50 7 day 5450 MS{A/
No ofngits 3 Muesgetoparking (580H320+520) $100 5300 530 ;/
Reguration Fes 3 5250 par foe 5750 375y
L Ecasemics Executive Warkshap for (150s - Spring 2609 - THA (teck overaight) .
3P Staff Ariar $500 2000 52,000 4.
Mo of trwmemlers & Hotet $175 1 day 2100 AP S
No of Trpe 1 Moms 50/ dey U0 Sl
No of grus 3 Wnﬂmww(%!m*m}ﬂltﬂ Sin) sS40 .-
Y18 Ecapvaics Executive Werkahap for CI50s - Spring 1099 - TDA (fock aversight) =
Team members Aurtrwen $500) §1.500 S0
No of travabers 3 Moted $175 / day 31050 SEOS
o of Tnps 1 Momw $50 ( dey $300 &!ﬁ}*’"
Mo of nghts 2 Miemgataxuperking ($60+320+§20) $169 300 UL o
#17 Busbesss Ratlenalt - {rnd of Project) - Spriag 2009 - TBA
136 Star Auture 5500 ) 50 1.500,L
No of rrveiers 3 Howd $175 7 dsy 1575 LIEYEY e
Mo of Tipe 1 Mosie $50 / any 450 S50y
o of mgive 3 Mbsagataxdpanong (6045211 320) 5100 $900 S0
#17 Buslmess Rathenals - (tied of Progect) - Spring 108% - THA
Team Mambars Axtare 1800 1.500 $1.5004—
Mo, of traremiery. 3 Hoted § 175/ day 1Lis54) SLOSGL |
No of Trips 7 Meaia $50 ) cay 5300 s300
Ho of ghts 2 Mimmgetaniiscsing ($50+520+ 5201 $106 SHOD “%00.).
Copital oquripubont .
Broakdeuwn of Equipaeent
30
Participant Seppert Cous
Othar Direct Cons
|Mfaterial and Supplics
Supples for Workshap #1080 510pareon . . . . % Soiiiy.
Suppies for Workahop #11 B0 §1(Uparson Administrative Information Outside otﬁk‘ope 5800 |
Supphes for Workahop HIZ 50 $10/person S5O0 <50}
Siipphes fof Workahop #1340 $1Operean a0 M0
Supphes lor Workshop #1440 $10/paimen 5400 S0
Sarptiex x Workehop K15 100 §1Grparacn 00 A dmirfisifeitive Information O
Supphes fof Wrorkshap #1840 $10pamon £400 54003,
Suppies kor Workahop T 30 $1G/parscn ch 4]
et I I S BTy T N o
Wirrkshop regivtration software 3 250 0 TS0
_ Honference valis for plasing 5508 SR
|Batlann Cint g N
; —
ﬁllfrfdul[lfummn?r—ﬂhfnﬂrm(udonum]dhmlrun)-ﬂanmntﬂw!ql'l /
Food for event 60 Meols ($70/ day) £ )] S10.500"
Erhrmrs 60§70y - 3 deys G0 SHL60N
Sakup oo e By evant 12000 per mang (adaals, Teaskes. e cond. sic ) e E SO0
Room rentel fea for svant $3,000 par maertg 000 SO0}~
AN equpment or et 000 par irmeting X0 4.0 -
Proibhg Session nforrmabon and documants to Heribute 00 SLiNNY
Promptons Makersis Invrations, posters, brochores, advartising SO0 31,500
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I3P Initiative 3 — Cyber Security Workshops

Team leade (b)(6) 3P, Dartmouth College

Cost - Budget Period I1I: $418,187
(Budget Period II supplement: $80,909)

Note: In March 2007, A Budget Period IT Supplement was submitted for a total of $3.3M.
These dollars were part of the approved Budget Period HI plan, and therefore adjustment
in the I3P research initiatives have been made accordingly.

This budget represents costs for eight workshops, three industry sessions, and three small
I3P sponsorships, to be held between April 1, 2008, and March 31, 2009. Costs include
travel for key participants, students and organizers, food, room rental, audio visual Costs,
along with printing, postage, marketing and supply expenses. In addition, consultants and
sub-agreements are budgeted for help with key aspects of the workshops. All details are
outlined in the workshop proposal.

Waorkshop # 10 (2.5 days, 60 people, 3 dinners, 1 room)
Title: Critical Infrastructure Protection Conference

Date: March 2009

Location: Hanover, NH

Workshop # 11 (1 day, 80 people, 1 room)

Title: Process Control Systems Security Workshop
Date: February 2009

Location: To be determined

Workshop #12 (1 day, 50 people, 1 room)

Title: The Second Workshop on the Economics of Securing the Information Infrastructure
(WESI 2)

Date: September 2008

Location: Arlington, VA

Workshop # 13 (I day, 40 people, 1 dinner, 1 room)
Title: Workshop on Insider Threats in the Networked World
Date: April 2008

Location: Durham, NC

Workshop # 14 (1 day, 40 people, 1 room)
Title: Insider Threat Workshop

Date: March 2009

Location: To be determined

Workshop # 15 (2.5 days, 100 people, 1 room)

Title: Hosting and Supporting the Workshop on the Economics of Information Security ( WEIS
2008)

Date: June 2008

Budget Narrative — Initiative 3 17
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Location: Hanover, NH

Workshop # 16 (1 day, 40 people, 1 room)
Title: Economics Executive Workshop for CISOs
Date: March 2009

Location: To be determined

Workshop #17 (1.5 days, 40 people, 1 dinner, 1 room)

Title; Business Rationale for Cyber Security Workshop - Making Good Cyber Security
Investment Decisions

Date: November 2008

Location: Charlottesville, VA

Travel: Travel estimates are based on historical data regarding travel from the Hanover,
NH, area and travel required of members from outside the Dartmouth area.

Airfare $500

Hotel $175 / day

Meals $50 / day

Mileage/taxi/parking (360+$20+520) $100

In some cases student support is budgeted. Registration fees are also anticipated for 3 of
the workshops, to offset the overall cost.

Equipment: none.

Materials and Supplies: Budgeted expenditures are for the supplies for the events. Costs
are calculated based on an average from historical data based on actual workshops hosted
by the I3P. Name tags, folders, labels, pens, pads, tent cards, and lanyards are supplied to
participanis. When applicable, CDs with presentations are included in the supply costs. A
registration vendor is budgeted. Also, conference calls related to conference planning are
anticipated.

Publications Costs: None.

Event and Meeting Costs: Costs associated with the workshops include renting space
and facilities for the workshops, food (including tax and gratuities), audio/video set up
with technical support, postage for materials to and from the venue, and printing costs for
proceedings. Printing charges for materials (such as workshop agenda and speaker
biographies) and handouts to be distributed before and during the event as well as
invitations are budgeted. Printing and design of posters or promotional materia! is also
anticipated. Costs are calculated based on historical data, location, workshop needs, and
the number of expected participants. The I3P has hosted several and been in involved
with many successful workshops. It 1s the standard industry practice to provide lunch and
refreshments for participants, I3P feels it is important to keep people on site and engaged
with workshop participants. The meals are incidental to the workshop. Some workshops
include a dinner program, with at least one dinner speaker on such evenings. The dinner
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program will tie closely to the workshop program (and dinners will be a compulsory part
of the program agenda), offering attendees further perspectives and insights into
workshop related content.

Consultant Services: Speakers and panelist payments are included for participation in
several of the workshops. These experts will help create an interactive environment and
will bring the necessary subject matter expertise for successful events.

Sub-agreements: Sub-agreements for work to complete the proposed work are detailed
below.

Sponsoring workshops and conferences {1 at $5,000 each)
Sandia National Labs - $60,000
SRI International - $24.968

1. Sandia National Laboratories Statement of Work for I3P Workshops and
Outreach

The new I3P project in PCS security, Survivability and Recovery of Process Control Systems,
builds upon the previous I3P PCS security project managed by Sandia. In support of this
new project and the I3P’s broader research agenda, Sandia will leverage its understanding
of the problem domain and stakeholder community developed through its involvement in
both I3P PCS projects and utilize the specialized PCS security curriculum that it
developed as a deliverable for the first I3P PCS project.

Task 1. Organize, prepare for, and participate in two outreach events to help
communicate the objective of the I3P’s new initiative in PCS security, identify industry
needs, and increase industry awareness of cyber security risks and mitigation options.
Sandia will identify relevant outreach opportunities, and in consultation with the I3P, it
will select two events to support. One of these events will likely be the API's 3" Annual
IT Security Conference, which will be held in Houston, Texas in November 2008.

An objective of this outreach task will be to provide asset owners with foundational
technical knowledge and first-hand practical experience that will allow them to better
understand the vulnerabilities of their control systems to cyber disruptions as well as the
steps that they can take to mitigate this risk. Sandia will provide briefings and hands-on
demonstrations of security issues and solutions at the outreach events, drawing upon the
following collection of materials that it has developed previously for the I3P:

* A basic overview of control system cyber security issues and mitigation strategies

» Industry-specific insights gathered from the oil and gas industry through site
visits, workshops, and other interactions

¢ Tutorial on wireless security featuring an overview of current and emerging
wireless technologies and their security features
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e [fands-on security awareness and training exercise that highlights security issues
and shows how to simply configure and test a hardened security architecture using
a DMZ, strict firewall rules, and open-source IDS.

Sandia Budget

Labor - $48,000

Travel - $12,000 (travel to two outreach events for four staff, including all travel costs
and registration fees)

Total - $60,000

Note: all above numbers are fully loaded based on approved Sandia pricing

2. SRI will support the I3P in preparing and executing the participation int a session at
one selected industry event on Process Control System (PCS) security, expected to take
place in the United States between April 1, 2008, and March 31, 2009. SRI will assist in
the planning of the session, including supporting the preparation of presentations and
demonstrations. Two SRI staff members will participate in the event and the execution of
the session. This work is limited to the presentation and demonstration of material
developed in the I3P PCS Security Research Projects or related efforts — no new research
or development will be performed by SRI under this statement of work.

SRI Budget

Personnel - $18,853

Travel - 2 staff, 3 days, 1 trip. $3,580
Shipping and printing - $1,477
Computer usage - $1,058

Total - $24,968

Note: all above numbers are fully loaded based on approved SRI pricing

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.
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i3P (Initiatives 1-8 and Managament)

BPI BPil BPH supp R
11: 13P Fellowship 480,271 50,000 743,290 v 1,273,561
12: Human Behavior 1,831.699 396 956 1,507 457 3,735512
13: Workshop 330,000 439,104 80,309 418,187 1,268,200
4: PCS 2,263,249 351,907 1,669,330 4,284,486
15. Business Rationale 1.670,240 596,574 967,810 3,174,625
16: Assassable ldentity 1,603,398 641,354 863,003 3,107,755
i3P Management'/ﬁ_{m (4 STCSAY o 442 638 319,470 193,753 o 955,861
Total i3P 330,000 8,730,000 2,437,170 8,302,830 18,000,000

3P Management
Project Lead: PI (b)(6)

Cost - Budget Period III: $193,753
(Budget Period II supplement: $319,470)

13P management costs will begin in 2008, when the current management funding is
exhausted. See the detailed budget worksheets for additional information on the costs
outlined below.

Personnel: All personnel are Dartmouth employees. Personnel costs budgeted in BPII
and the BPII supplement will cover personnel costs in BPII,

Fringe: The budgeted fringe rates are used in accordance with approved rates for
Dartmouth College.

Travel: Travel estimates are based on historical data regarding travel from the Hanover,
NH, area and trave! required of members from outside the Dartmouth area,

External conferences, coordination, training, and reporting: Trips are required to
participate in meetings, conferences, and seminars in the process of developing research
and overall I3P development requirements, collaborating technical solutions, leveraging
capabilities and opportunities, and promoting outreach and technical support. The I3P
will send people to receive training in the fields of information technology, software
applications, and business development, operations and processing.

Materials and Supplies: Budgeted expenditures are for the purchase of minor
expendable equipment, including software and computer related components, postage,
books, and conference calls.
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Publications Costs: Communication and outreach costs (brochures, posters,
photography, printing, and mailing) are anticipated. Publication costs for all research
papers and proceedings, including fact sheets and 13P updates are budgeted. These costs
are part of a larger I3P communication strategy under the direction of the Assistant
Director for Communication and Outreach.

Conference Registration Fees: Registration fees to relevant [3P conferences are
anticipated for I3P staff members, most notable, the Associate Director for Research.

Event and Meeting Costs: In addition to quarterly consortium meetings, the I3P has
Advisory boards organized for the research initiatives. These boards will meet 3 times per
year. Room, food and A/V equipment will be supplied.

Consultant Services: Travel costs associated with the travel of Advisory Board members
to attend the advisory hoard meetings,

Costs include Executive Committee payments made according to the I3P bylaws: §
Members of the Executive Committee may be compensated for their service to the I3P. /

The Vice Chair will be compensated for 5 weeks, or 25 full days, of service annually, for ~
total compensation of $11,250 based on the $450 rate limit. Other members of the Y
Executive Committee, excluding the Chair, will be compensated for 3 weeks, or 15 days,

of service annually, for total compensation of $6,750 based on the $450 rate {imit. The

Chair will not receive any compensation for serving as a member of the Executive
Committee.

Payment will be made to representatives’ home institutions according to the terms of a
Memorandum of Understanding between Dartmouth College and individual Consortium
member institutions. Note, that most costs for the year will be paid from other funds.

A web design consultant is also budgeted. Given the growing prominence of the 3P, the
time has come to upgrade the website and to give it a more professional look. The
redesigned website will meet the following well-defined needs: it will underscore the
overall credibility of the 13P, position the organization as a national resource in cyber
security, and provide a source of accurate and up-to-date information for policymakers,
industry, researchers and the media. In addition, the website will clearly state our
mission, provide an overview of our research and educational programs, offer a media
portal and give information about our members as well as membership opportunities.

Sub-agreements: none.

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.
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Renwick, Tya

From: (b)(6)

Sent: Wednesday, March 12, 2008 5:48 PM

To: '‘Renwick, Tya'

Cc: ‘Morgan, Marilyn”; 'Lee, Annabelle; 'Harris, Richard’; 'Martha Austin'
Subject: RE: Dartmouth - Non-competing Continuation Application Review

Attachments: NCSD response 3-12-08 admin.doc

Thanks Tya,

| attach a word doc with my responses. Please et me know if you need additional explanations. | have tried my best to
budget based on our needs.

(b)(6)

----- Original Message-----

From: Renwick, Tyalrrmamoryame@ @ ererarmargor

larch 12, 2008 4:49 PM
T (b)(6)

Cc: Morgan, Marilyn; Lee, Annabelle; Harris, Richard
Subject: Dartmouth - Non-competing Continuation Application Review

Hi e

As you know we are reviewing your non-competing continuation application.
The following are questions from the review of the I3P Administration budget.
Please respond to these questions as soon as possible but no later than COB,

March 13th.

1. Travel - 3 travelers are reflected on the budget worksheet. The
calculations for airfare, hotel, and mileage/taxi/parking do not represent
costs for 3 travelers. Travel costs for 3 travelers would total $4425. Please
explain the calculations provided in the worksheet.

2. Travel — Do you have any locations and dates for the conferences and
meetings?

3. Materials and Supplies - $4400 is budgeted for 2 laptops. I noticed that
this was also included in your budget from last year. Please explain the
need for more laptops.

4. Materials and Supplies - $5,000 is budgeted for

cables/batteries/replacement parts. Please explain how these items will be
used and the need for replacement parts.

3/14/2008
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5. Publication Costs - $30,000 (communication costs) is budgeted for

brochures, posters, photography, printing, letterhead, and mailing. This
amounts to a $10,000 increase from last year. Please explain. Also,
$16,268 is requested for “printing of documents.” How is this different
from the printing costs included in the $30,000 previously mentioned?

. Event & Meeting Set-up Costs — $14,400 (9 x $1600) Please clarify what 9

represents in your calculations. Your justification notes that there will be 3
board meetings.

. Consultant Services (board meeting travel costs) - How does the 7 trips

correlate to the 3 board meetings reflected in your justification and where
are these meetings held? Also, $7,938 is budgeted for the Executive
Committees. This total differs from the justification. Please explain.

Thank you.

o Ronaiok

Grants Specialist

Grants and Financial Assistance Division
Offtice of Procurement Operations
Deparrment of Homeland Security

(b)(6)

Fax:

3/14/2008

202-447-5600



1.

Travel:

The travel is based on 3 travelers, making 2 trips at 3 nights each. (18 total nights)
Airfare $500

Hotel $175 / day

Meals $50 / day

Mileage/taxi/parking ($60+$20+$20) $100

$500 x 3 x 2 = $3,000
$175 x 18 = $3,150
$50 x 18 = %900
$100 x 18 = $1.800

2.

3.

Meeting and conferences locations and dates are not known at this time.

We project for replacement computers for employees, usually every 3 years.
There have been, on average 9 employees working from [3P. So we schedule for
2 replacement computers each year.

Throughout the year we need to replace laptop batteries, hard drives, or
potentially other computer or electronic parts, like monitors or cables for the I3P
administrative staff. These can be simple upgrades to a failing piece of hardware.

Dartmouth , the 13P and consortium members have been working on an strong
outreach initiative to communicate the research of the I3P to relevant channels.
We are constantly updating documents and displays with information about the
I3P and distributing. This distribution has increased over the years and as we gain
momentum with the 4 projects and workshops, and have increased visibility, we
will need additional resources dedicated to making and printing these types of
documents (brochures, posters, photography, letterhead). The Printing of
Documents relates to printing research reports and publications of the research.
Given the 4 initiatives, many publications and I3P dedicated research reports have
been and will continue to be released and distributed.

As noted in the budget narrative, we expect the 3 advisory boards to meet 3 times
per year. Hence the total of 9 meetings in my calculations.

Travel for the advisory board to travel to meetings are budgeted. However,
historically it has been shown that not all members submit travel claims. We have
therefore adjusted the amount of budgeted trips to reflect our anticipated number
travel claims. Advisory board meetings are usually held in conjunction with a
workshop or other team meetings so as to alleviate unnecessary travel burden to
the group. There is no set place for each meeting. Total executive committee costs
for one year is $31,500. The executive commitiee payments budgeted in BPII
have been paid by another source. So using those available funds and the
additional $7,938 budgeted will pay for 6 months of the executive committee,
Probably 10/1/08-3/31/09.
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I3P Initiative 1 — I3P Fellowship Program

Team leader: (b)(6) {3P, Dartmouth College

Cost - Budget Period H1: $743,290
(Budget Period I supplement: $50,000)

See Project Narrative for proposal information. This program includes fellowships to be
awarded annually based on the I3P fellowship guidelines. Additional funds are allocated
for a the I3P Scholar Program. Both programs will continue to March 3 1,2010.

L

Travel: Travel estimates are based on historical data regarding travel from the Hanover,
NH area and travel required of members from outside the Dartmouth area.

The awarded fellowships require each fellow to travel to Consortium Meetings to present
their findings. The budget is based on 3 fellowships awarded in Budget Period ITI.

Additional trips are budgeted for the I3P Scholars to attend an initial event, and at feast
one Consortium meeting.

Equipment: none,

Materials and Supplies: Review costs associated with selecting the fellowship and
scholar winners (conference calls, mailing, etc.) are budgeted.

Publications Costs: Printing and advertising costs related to announcing the call for
proposals are budgeted.

Conference Registration Fees: none,
Event and Meeting Costs: none.

Sub-agreements: In Budget Period 1L, 3 fellowships have been budgeted at a maximum
rate of $150,000 per fellowship. Historically the breakdown is roughly $80,000 for salary
and fringe. $8,000 for travel. $5,000 for supplies and $57,000 for indirects. Since all 13p
member institutions have varying fringe and indirect rates, these are Jjust estimates.
Scholars, at an estimated rate of $90k each, are budgeted. All sub-awards will be made to
consortium member institutions.

Indirects: The budgeted indirect rates are used in accordance with approved rates for
Dartmouth College.

Budget Narrative - Initiative | 6
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I3P Initiative 4 — Survivability and Recovery of Process
Control Systems
Team leader (b)(6)

MIT Lincoln Laboratory

Cost - Budget Period III: $1,669,330
(Budget Period 11 supplement: $351,907)

See Project Narrative for proposal informatton. This project includes 9 institutional
subcontracts.

Sub-agreements:

Note: In March 2007, A Budget Period II Supplement was submitted for a total of $3.3M.
These dollars were part of the approved Budget Period HI plan, and therefore adjustment
in the 13P research initiatives have been made accordingly.

Management Budget: MIT-LL (b)(6)
BPI Total
A. Personnel 71,274 12,550 143,824
B. Fringe Benefits -
C. Travel 1,682 4,494 6,176
D. Equipment -
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs -
Total Diract Costs 72,956 77,044 150,000
l. Indirect Costs -
TOTAL PROJECT COST 72,956 77,044 150,000
Research Budget: MIT-LL (b)(6)
BPIl By Total
A. Personnel 416,078 332,795 748,873
B. Fringe Benefits -
C. Travel 22,514 19,995 42,509
D. Equipment 2,022 379 2,401
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs 3,111 3,106 6,217
Total Direct Costs 443,725 356,275 800,000
l. Indirect Costs -
TOTAL PROJECT COST: 443,725 356,275 800,000

Budget Narrative — Initiative 4
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MIT Lincoln Laboratory hastumn roles an thie neqject: the first is as team lead and overall
coordinator. The team lead i (b)(6) [he second is MIT’s portion of this
initiative, as the sole developer of the testing tframework for PCS software, In addition to
these tasks, Lincoln will use this funding to support several I3P and academic workshops
and conferences| (b)(6) | will call upon other staff at MIT
Lincoln Laboratory to assist with this effort as needed.

Labor rates provided include salary, benefits, and support. The rates used by Lincoln
Laboratory are DoD approved and in accordance with DCAA standards. Audit records
can be made available to government agencies on request.

Fringe: See above.

Travel: Four trips for two people were assumed to be necessary to attend quarterly team
meetings. One workshop for two people per year is assumed as well as two trips to meet
with academia, industry and/or vendors. . This budget also includes event registrations.
Adjustments will be made to meet with industry and/or DHS as project needs arise.
Equipment: A new computer and associated hardware will be purchased for this program.
Supplies: No costs are expected to be incurred.

Consultants: No costs are expected to be incurred.

Other: No costs are expected to be incurred.

Indirect: No costs are expected to be incurred.

Research Budpet: Mitre (b)(6)
BPI - Total

A. Personnei 62,646 62,646 125,292
B. Fringe Benefits 63,090 63,080 126,180
C. Travel 10,484 10,484 20,968
D. Equipment -
E. Supplies 1,151 1,151 2,302
F. Construction -
G. Consultants/Contracts -
H. Other Costs -

Total Direct Costs 137,371 137,371 274,742
1. Indirect Costs 12,629 12,629 25258

TOTAL PROJECT COS8TS 150,000 150,000 300,000
Budget Narrative — Imitiative 4 22
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Personnel

ill serve as the PI for this project. He will enlist appropriately skilled staff as
— o of MITRE's Inf. o Socrify ¢ ] he done 11

ug (b)(6)
(b)(6) willproviae
administrative support. Bev Nunan will provide financial services.

Fringe
See above.

Travel

The budgeted travel is based on two site meetings for each template development effort. Each
site meeting will involve 2-3 team members. Additional travel is budgeted for quarterly
Project Team meetings and for one or two outreach events as directed by the Project.
Locations are tentative, so a mixture of West-US, Mid-US and East-US trips are postulated.

Equipment
N/A.
Supplies
The budget is for producing and mailing hardcopy material distributed under the project.
Other Costs
N/A.
Indirect Costs
The G&A and COM fees are 7% and 4% mpectiveb Administrative Information Outside of Scope
Research Budget: PNNL (b)(6)
BPI S Total

A. Personnel 72,309 76,893 149,201
B. Fringe Banafits 25,783 26,823 52,606
C. Travel 11,057 11,290 22,347
D. Equipment -
E. Supplies 34,735 3,116 37,852
F. Construction -
G. Consultants/Contracts 4,885 3,992 8,877
H. Other Costs -

Total Direct Costs 148,769 122,114 270,883
l. Indirect Costs 111,731 117,386 229,117

TOTAL PROJECT COST: 260,500 239,500 500,000
Table A: Personnel

(b)(6) |is an expert on Process Control and SCADA systems, and will be
the project manager for the PNNL portion of this initiative.| (b)(6)
(b)(6) re experts on cyber-security, and will be responsible for porting the
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existing SHARP software to a ruggedized, industrial-quality appliance. (b)®)

manages the SCADA cyber-security program at PNNL, and will assist with industry

outreach. Other PNNL staff who will contribute to this project have yet to be named, but
will include the following: a Computer Engineer and an additional PCS Engineer to assist

with the design and implementation of the SHARP appliance, and an Administrative

Professional to assist with project management duties as well as the maintenance of the

Fact Sheets for all teams on the I3P PCS project. All of the individuals listed above will

charge directly to this project for only that time that is spent on project work.

Direct labor costs are based on average charge-out rates for specitic job categories.
Average charge-out rates are calculated cach fiscal year (FY is October 1 through
September 30) as follows:

Average Salary x (1 + Fringe Benefit Rate)
Productive Hours

Average charge-out rates for FY2007 through FY2009 (FY is October | through
September 30) were calculated using the following factors:

Salary Increase Fringe Benefit Productive
FY {compounding annually) Rate Hours
2007 0.00% 35.7% 1820
2008 4.14% 35.6% 1828
2009 4.10% 34.4% 1820

Salary increases are based on Consumer Price Index forecasts, staff growth, and salary
history. The fringe benefit rate for limited term and hourly employees is 15.1%.
Productive hours in a year exclude holidays, vacation, and other absences.

Table B: Fringe Benefits
Fringe benefit rates are described above in the section entitled “Table A: Personnel.”

Table C: Travel

Budget Narrative — Initiative 4
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The budgeted travel supports travel f¢ (b)(®) or his delegate, for the following
purposes:

» Travel to attend four (4) project review meetings. The duration of these trips 1s
estimated to be five (5) days for each trip. Washington, DC was chosen as a
representative destination for cost estimation purposes.

¢ Travel to attend two (2) workshops for the purpose industry outreach. The
duration of these trips is estimated to be five (5) days for cach trip. Houston, TX
was chosen as a representative destination for cost estimation purposes.

* Travel for the purpose of testing the SHARP appliance on the Sandia test bed.
The duration of this trip is estimated to be five (5) days. Albuquerque, NM was
chosen as a representative destination for cost estimation purposes.

¢ Travel for the purpose of testing the SHARP appliance on an industry test bed.
The duration of this trip is estimated to be five (5) days. Houston, TX was chosen
as a representative destination for cost estimation purposes.

The travel costs cover airfare, hotel, rental car, meals and incidental expenses. Staff
salary and fringe benefit costs have been included in Tables A and B, and are not
included here. Airfare rates have been estimated utilizing non-refundable quotes from
Travel Management Partners (TMP). Subsistence costs (meals and lodging) have been
estimated using per diem rates published in the Federal Travel Regulations. Travel rates
have been escalated at the annual rates listed below:

2007 2.6%
2008 2.4%
2009 2.4%

Table D: Equipment
No special equipment will be purchased on this project.

Table E: Supplies

Budgeted expenditures that are listed for the item “Circuit Boards and Components” are
to cover matenials for the fabrication of the SHARP appliance. Details on the specific
materials to be used will be determined during the initial stages of the project. Itis
expected that the SHARP appliance will use Commercial, Off-the-Shelf components to
the largest extent possible, and thereby limiting the need for costly custom components.

Budgeted expenditures that are listed for the item “Workshop and Presentation Materials™
are for handouts, poster boards, and other presentation materials at the two Industry
Outreach Workshops discussed under the Travel section.

Table F: Not found

Table G: Consultants/Contracts
No outside consultants will be used on this project.

Within the Contracts table, the charge for the “Office of Fellowship Programs” results
from our desire to use undergraduate and post-graduate students on this project. This
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charge helps to set up and maintain the program by which students can be used to help
staff the project. The benefits to the effort include the following: (1) Fellows provide low
cost yet skilled technical help on the project thus reducing project labor costs without
sacrificing quality, (2) The industry and society benefit since the pool of skilled
professionals that are knowledgeable in security and process control systems grows as
more young people are involved in this effort.

Table H: Other Costs
No other costs are expected on this project.

Table I Indirect Costs

Battelle Memorial Institute, Pacific Northwest Division (Battelle) operates PNNL for the
United States Department of Energy. Battelle is obligated to follow Cost Accounting
Standards (CAS) 48CFR9904. Battelle has established a direct and indirect cost policy in
accordance with 48CFR9904.418 1o facilitate the full recovery of all costs. Annually,
Battelle submits a proposal for an "Indirect Rate Agreement"” to the Department of
Encrgy. Battelle’s indirect rates are audited by the Defense Contract Audit Agency
(DCAA) and approved by DOE. A copy of Battelle's Indirect Rate Agreement is
available to the Government upon request.

The following paragraphs describe the elements included under Indirect Costs:
Organizational Qverhead

Organizational Overhead for technical organizations represents costs for management,
supervision, and administration of technical departments. Organizational Overhead also
includes costs for building and utilities and for research equipment such as small tools,
lab supplies, laundry, decontamination/waste disposal, maintenance, and expenses
associated with equipment with an initial cost of less than $50,000. The Organizational
Overhead rates per direct labor hour have been proposed to the US Department of
Energy, Pacific Northwest Site Office as part of Battelle's provistonal rate package and
are pending approval.

Program Development and Management
Program development and program management (PDM) costs include costs for business

development, planning, and monitoring for a group of projects. Costs are pooled and
then applied at the rate of -6.0% of value added (excluding PDM costs), plus materials
and subcontracts (excluding OFP, ICP and ILA costs). The PDM rates per direct labor
hour have been proposed to the US Department of Energy, Pacific Northwest Site Office
as part of Battelle’s provisional rate package and are pending approval.
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Technical Management Cost

Technical Management Cost (TMC) includes costs for supervision and administration of
a technical organization as well as the organization's technical facility and operations
cost. The TMC rates per direct labor hour have been proposed to the US Department of
Energy, Pacific Northwest Site Office as part of Battelle’s provisional rate package and
are pending approval. The rate per hour for each fiscal year is listed below:

2007 0.15
2008 0.15
2009 0.15

Laboratory Directed Research and Development

LDRD is research and development work of a creative and innovative nature for the
purpose of maintaining the scientific and technological vitality of the Laboratory and/or
responding to new scientific or technological opportunities. Costs are pooled and then
applied at the rate of 8.50% to the value added base. The LDRD rates per direct labor
hour have been proposed to the US Department of Energy, Pacific Northwest Site Office
as part of Battelle’s provisional rate package and are pending approval.

General and Administrative Expense

G&A includes general functions such as Accounting, Legal, and Personnel department
costs, contract administration, replacement cost of laboratory support equipment, etc.
G&A is allocated to final objectives by applying the appropriate rate to the value-added
base. The G&A rates have been proposed to the US Department of Energy, Pacific
Northwest Site Office as part of Battelle’s provisional rate package and are pending
approval. The G&A rate(s) per FY are as follows:

2007 28.50
2008 29.00
2009 29.00

Service Assessment
Service Assessment includes costs paid to DOE for plant-wide support services such as
fire, library, mail, and roads. Service Assessment cosis are allocated at applicable rate of
total estimated costs. The Service Assessment rate(s) per FY are as follows:

2007 2.40

2008 2.40

2009 2.50

Research Budget: Sandia (b)(6)
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BPII e Total

A. Personnel 415,400 418,600 834,000
B. Fringe Benefits -
C. Travel 28,000 28,000 56,000
D. Equipment 8,000 2,000 10,000
E. Supplies -
F. Consfruction -
G. Consultants/Contracts -
H. Other Costs -

Total Direct Costs 451,400 448,600 900,000
l. Indirect Costs -

TOTAL PROJECT COST. 451,400 448 600 900,000

Personnel: An average technical staff salary cost was used to calculate the personnel

costs. This was based on an average 1.3 FTEs per year.| (b)(6) 'will act as the
project manager for this Sandia portion of the initiative| (b)(6)
| (b)(6) |and Other Tech Resources are budgeted.

Fringe: This cost is included in the burdened costs shown in the personnel budget.

Travel: Four trips were assumed to be necessary to attend quarterly team meetings. One
workshop per year is assumed as well as two trips to meet with industry and/or vendors.

This budget also included event registrations.

Equipment: Extending and expanding the use of the SCADA TestBed at Sandia and this
was shown as equipment costs. This would vendor hardware and software for testing
scenarios in recovery and response.

Supplies: No costs are expected to be incurred.

Consultants: No costs are expected to be incurred.

Other: No costs are expected to be incurred.

Indirect: No costs are expected to be incurred.

Research Budget: SRI

(b)(6)
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8pPNI RPN Total

A. Personnel 172,848 173,034 345,880
B. Fringe Benefits -
C. Travel 18,434 18,434 36,868
D. Equipment -
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs 8613 8,350 16,863

Totat Diract Costs 199,893 199,818 399,711
l. Indirect Costs -

TOTAL PROJECT COST: 199,893 199,818 399,711
Personnel

(b)(6) |will serve as the project manager for this portion of the initiat

will manage SRI’s efforts and lead the coordination with other institutions, M1 (b)(6)

Sem’or Computer Scientist, will provide technical expertise to SRI’s effort and
support the technology evaluations. Mrl (b)(6) | Director of Client Services, will
lead the industry outreach activities and support all the technology transition activities.
M (b)(6) |Deputy Director, will provide technical expertise to SRI’s effort and
support the industry outreach activities. Ms. (b)(6) Administrative Analyst, will
provide administrative services to SRI’s effort.

Fringe
Propnetary

Travel
The budgeted travel supports anticipated team meetings.

Equipment
N/A

Supplies
N/A

Other Costs
Other costs include the Computer Science Laboratory (CSL) computer facility.

SRI Proprietary Cost Data

SRI business systems, including our accounting system, undergo continuing review by
our cognizant U.S. Government contract administration organization (DCMA) and our
cognizant U.S. Government audit agency (DCAA). It is SRI's policy to treat our labor
and indirect rates as sensitive, proprietary information that is disclosed only to authorized
representatives of the U.S. Government. As a result, SRI is not disclosing those specific
rates to Dartmouth. However, SRI will fully cooperate with any assist audit conducted by
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DCAA or will provide full costing detail in a sealed envelope addressed directly to the
Government contracting agency, at the option of Dartmouth.

Research Budget: Tulsa (b)(6)
BPH B Total
A. Personnel 94,587 99,316 193,903
B. Fringe Benefits 20,505 21,631 42,036
C. Travel 16,000 12,000 28,000
D. Equipment 14,000 10,000 24,000
E. Supplies 2,318 1,933 4,251
F. Construction -
G. Consultants/Contracts -
H. Other Costs -
Total Direct Costs 147,410 144,780 292,190
l. Indirect Costs 52,590 55,220 107,810
TOTAL PROJECT COST: 200,000 200,000 400,000

The University of Tulsa is responsible for developing situational awareness and attack
mitigation tools for a Modbus environment for use in the 0il and_sas indnstry_The
requested funds will cover two months of salary per vear for D! QIO roject
manager for this Tulsa portion of the initiative.), Dr. (b)(6) Co-lead) and Dr.

(b)(6) I(Collaborator). Funds will also be used fo support two graduate students
throughout the 24 month period covered by the budget. Budget items for equipment and
supplies will be used to support tool development and a demonstration scenario. It is
estimated that requested travel funds will cover 12-16 person trips to professional
meetings and industry facilities. Fringe benefits at the University of Tulsa are computed
as 35% of faculty salaries. Indirect costs are estimated by the University of Tulsa at the
current rate of 55.6% of salaries and wages.

Research Budget: UIUC (b)(6)
BPI) RIS Y Total
A. Parsonnel 108,969 113,32 222297
B. Fringe Benefits 20,819 21,652 42,471
C. Travel 10,000 8,000 18,000
D. Equipment 4,500 4,500
E. Supplies 1,004 686 1,690
F. Construction -
G. Consultants/Contracts -
H. Other Costs 27173 27,541 54,714
Total Direct Costs 172,465 171,207 343,672
!. Indirect Costs 77,535 78,793 156,328
TOTAL PROJECT COST: 250,000 250,000 500,000
SENIOR PERSONNEL
$89.034
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The project manage (b)(6) and Co-lead (b)6) vill be responsible for
all project activities for this UTUC portion of the initiative (b)(6) L‘equests I
month support per vear for a tatalaf 3 months support. The proposal also includes 1
month support for (b)(6) per year for a total of 2 months support.

OTHER PERSONNEL
$133.263

3 - Graduate Research Assistant

The graduate students will assist the Senior Personnel in conducting the research
described in the proposal.

| — Staff (Academic Professional)

The staff personnel will assist the Senior Personnel by administering the day-to-day
operations necessary for the project.

Senior Personnel (Faculty), Academic Professionals, and Graduate Research Assistants at
the University of Illinois are paid on a person-month basis, no timesheets are maintained
for these groups of employees. An estimate for faculty and academic professionals is 160
hours/1 FTE and 173 hours for | FTE for Graduate Research Assistants.

Fringe Benefits

$42.471

Retirement — 10.82%
Health, Life and Dental Insurance - 21.18%
Termination Benefits — 1.62%
Workmen’s Compensation 0.13%
Medicare - 1.45%

Total Benefits 35.20%

35.2% computed on all salaries except Graduate Students
Graduate Student salaries -- Graduate Student Health, Life and Dental Insurance, 5.13%
and Workmen’s Comp, 0.13% are calculated at 5.26%

Travel — Domestic

$18.000

9 trips per year for the PI and Co-PI (2-days) per trip at approximately $1,000 for
meetings, project reviews and/or attendance at technical conferences related to this work
effort.

Materials, Supplies and Expensed Equipment
$6.190
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The budget includes $1,690 for materials and supplies including reference books,
hanging files, transparencies, engineering notebooks, storage media, electronic
components, repair parts and in-house poster preparation; $4,500 for expensed
equipment. Equipment will be PCs and other devices needed to facilitate the project

Computer Services

$9.000

The budget includes in-house dedicated computer entities and networking support
utilized by research groups housed in the Coordinated Science Laboratory. Logon fee of
$125 per month (CRHC Group) per logon supports salaries, supplies, repairs,
maintenance, and equipment upgrades or replacements of the entity.

General Services

$1.501

Also included in the budget are costs for services related to communications, duplication
costs, long-distance tolls, teleconferencing, and maintenance.

Tuition Remission

$44.213

37% of Graduate Research Assistant salaries

MTDC BASE — Indirect Costs
$156,328

53% of Total Direct Costs, excluding tuition remission, expensed equipment, and
subcontracts over $25,000 each.

MTDC BASE = $343,672 less $44,213 (tuition remission) less

$4,500 (expensed equipment) = $294,959

$294,959 x 53% = $156,328 (rounded) in total indirect costs

Research Budget: USMA (b)(©)

8Pl Totat

A. Personnel 65,200 130,400
B. Fringe Bonefits 15,700 31,400
C. Travel 9,000 18,000
D. Equipment -
E. Supplies 1,000 1,800 2.000
F. Construction -
G. Consultants/Contracts -
H. Other Costs -

Total Direct Costs 90,900 90,900 181,800
L. Indiract Costs 9,100 9,100 18,200

TOTAL PROJECT COST: 100,000 100,000 200,000
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Personnel costs are for approximately 5 and % months of salary and year of
the project. Project manager of this USAM portion of the initiative is b)6) |Other

USMA personnel involved in the effort will have their salaries and be
USMA.

provided by

Travel costs are to attend various technical conferences, estimated at 12 conference

attendees at $1,500 apiece over the 2 yr period.

Materials and Supplies include costs for production of the reports and presentations.

Institutional Facilities and Administration costs for sponsored research are computed as

10% of the Modified Total Direct Cosis.

Indirects: The budgeted indirect rates are used in accordance with approved rates for

Dartmouth College.
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Budget Detalted Worksbeets
13P Propoxal
Governmant FYO8 funda - =pand during Dartmauth F08 and Fri9

I3P Assessable [dentity - Budget Period 1XI

ministratife Information (¢

Dates: April |, 2008 to March 31, 2009 Fyoe
Item |1 abor (Dartmouth) — Totul
Fuwcutty
Staff
Studental
Surbtotal, without fringe 30 50
Total fringe $ $0
Subtotal, mcluding fringe 0 0
Indirects on penple 50 Ry
Direct materials Computation Totd
Travel
Capltsl equipment
Breskdows of Equipoent
Participaat Sapport Costy
Other Direct Costx
Materi Suppli
Publication C
Conference Registrution F
Event and Meeting Costs
Consuliant Services
Indirects on travel, supplies, other costs (N Administrative Information Outside of Scope s 50
Subawards/Coatractual Costs Total
Describe Product or Service Al
FLE0.000 5 100,000
$300,000 33000604
$300,000 $300,000
(b)(6) $299.7121  $299,772
$200,600 $200,0004
$156.000 $150,000
$E54.585 154,585,
B
Subtotal 0 863,003
Indirect on first $25k ench subconiract L1 $0
Total directs $0 $863,003 | $863,003
Total mdirects 30 0 50
Total $0 $863,003 | $863,003




13P Initiative 6 — Assessable Identity and Privacy
Protection
Team leader (b)(6) MITRE Corporation

Cost - Budget Period I111: $863.,003

Sce Project Narrative for proposal information. This project includes 7 institutional
subcontracts.

Sub-agreements:
Note: In March 2007, A Budget Pericd II Supplement was submitted for a total of $3.3M.

These dollars were part of the approved Budget Period I1I plan, and therefore adjustment
in the I3P research initiatives have been made accordingly.

Management Budpet: Mitre (b)(6)

8PN Total

A. Personnsl 43,138 86,213
B. Fringe Bensfits 43,444 86,825
C. Travel 3,045 6,166
D. Equipment -
E. Supplies 1,904 1,855 3,859
F. Construction -
G. Consultants/Contracts -
H. Other Costs -

Total Direct Costs 91,531 91,532 183,063
I. Indirect Costs 8,469 8,468 16,937

TOTAL PROJECT COST. 100,000 100,000 200,000
Personnel (b)(6) vill serve as the team leader for this initiative_ [ everacine of

MITRE's ion Security Center will be done through (b)(6)
(b)(6) will provide administrative support. (b)(6) il provide

financial services,

Fringe: The budgeted fringe rates are used in accordance with approved rates.

Travel: The budgeted travel supports (b)(6) " travel to four team meetings.
Expected duration of travel is 2 or 3 gayspertrip. Locations specified are tentative.

Equipment: N/A

Supplies: The budget is for producing and mailing hardcopy material distributed under
the project.
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Other Costs: N/A

Indirect Costs: The G&A and"COM fees are 7% and 4% respectively.

Research Budget: Mitr¢

-

(b)(6)

o

Administrative Information Outside of Scope!

BPI : BPREL Total

A. Personnel 132,135 132,008 264,233
B. Fringe Benefits 133,074 133,036 266,110
C. Travel 7,536 7,724 15,260
D. Equipment -
E. Supplies 1,746 1,633 3,379
F. Construction -
G. Consultants/Contracts -
H. Other Costs -

Total Diract Costs 274,491 274,431 548,982
I. Indirect Costs 25,509 25,509 51,018

TOTAL PROJECT COST: 300,000 300,000 600,000

Personnel (b)(6) ill by the project manager for this Mitre portion of the initiative.

He will enlist appropriately skilled staff as required. Leveragi
Information Security Center will be done through (b)(6)
(b)(6) 1ll provide administrative support. (b)(6) will provide financial services.

Fringe: The budgeted fringe rates are used in accordance with approved rates.

Travel: The budgeted travel supports travel for two people to four team meetings. Expected
duration of travel is 2 or 3 days per trip. Locations specified are tentative.

Equipment: N/A

Supplies: The budget is for producing and mailing hardcopy material distributed under the
project.

Other Costs: N/A

Indirect Costs: The G&A an;i COM fees are 7% and 4% respectively.

Administrative Information Outside of Scope

Research Budger: UIUC (b)(6) T T e
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BPH i ) Total
A. Personnel 131,885 137,161 269,046
B. Fringe Banefits 28,886 30,042 58,928
C. Travel 10,000 8,000 18,000
D. Equipment 3,000 2515 5,515
E. Supplies 3,000 3,000
F. Construction -
G. Consultants/Contracts -
H. Other Costs 27,854 27,040 54,894
Total Direct Costs 204,625 204,758 409,383
I. Indirect Costs 45,375 95,242 190,617
TOTAL PROJECT COST. 300,000 300,000 600,000
SENIOR PERSONNEL
$106.713
The project manager, (b)) and Co-leag (b)(6) will be responsible for
all project activities for this UTUC portion of the initiative, (b)6)  Fequests 1 month

support per year for a total ¢ proposal also includes a 1 month
support for eac (b)(6) per year for a total of 4 months

support.

OTHER PERSONNEL
162,333
3 ~ Graduate Research Assistant
The graduate students will assist the Senior Personnel in conducting the research
described in the proposal.
1 — Staff (Academic Professional)
The staff personnel will assist the Senior Personnel by administering the day-to-day
operations necessary for the project.

Sentor Personnel (Faculty), Academic Professionals (Programmer) and Graduate
Research Assistants at the University of Illinois are paid on a person-month basis, no
timesheets are maintained for these groups of employees. An estimate for taculty and
academic professionals is 160 hours/1 FTE and 173 hours for | FTE for Graduate
Research Assistants.

Fringe Benefits

$58,928

Retirement — 10.82%

Health, Life and Dental Insurance - 21.18%

Termination Benefits — 1.62%

Workmen’s Compensation 0.13%

Medicare - 1.45%
Total Benefits 35.20%

35.2% computed on all salaries except Graduate Students
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Graduate Student salaries -- Graduate Student Health, Life and Dental Insurance, 5.13%
and Workmen's Comp, 0.13% are calculated at 5.26%

Travel — Domestic

$18.000

9 trips per year for the PI and Co-PIs (2-days) per trip at approximately $1,000 for
meetings, project reviews and/or attendance at technical conferences related to this work
effort.

Materials, Supplies and Expensed Equipment

$8,515

The budget includes $3,000 for materials and supplies including reference books,
hanging files, transparencies, engineering notebooks, storage media, electronic
components, repair parts and in-house poster preparation; $5,515 for expensed
equipment. Equipment will be PCs and other devices needed to facilitate the project

Computer Services

$9.000

The budget includes in-house dedicated computer entities and networking support
utilized by research groups housed in the Coordinated Science Laboratory. Logon fee of
$125 per month (CRHC Group) per logon supports salaries, supplies, repairs,
maintenance, and equipment upgrades or replacements of the entity.

General Services

$1.681

Also included in the budget are costs for services related to communications, duplication
costs, long-distance tolls, teleconferencing, and maintenance.

Tuition Remission

$44.213

37% of Graduate Research Assistant salaries

MTDC BASE — Indirect Costs
$190.617

53% of Total Direct Costs, excluding tuition remission, equipment and expensed
equipment, and subcontracts over $25,000 each.

MTDC BASE = $409.383 less $44,213 (tuition remission) less

$5,515 (expensed equipment) = $359,655

$359,655 x 53% = $190,617 (rounded) in total indirect costs

Research Budget: SRI (b)(6)
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8Pi Total

A. Personnel 278,942 558,183
B. Fringe Benefits -
C. Traval 7,085 7,085 14,170
D. Equipment -
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs 13,940 13,446 27,386

Total Direct Costs 299,967 289,772 599,739
I. Indirect Costs -

TOTAL PROJECT COST: 289,967 299,772 599,739
Perconnel

(b)(6) ill serve as project manager for this SRI portion of the initiative, and

will coordinate overall architecture issues to ensure SRI’s work integrates with the
overall project.

(b)(6) will be involved with credentials, cryptography, and

protocols.

(b)(6) ill be responsible for the demo facility and will contribute

0 demo development.

Eringe
Proprietary

Travel
The budgeted travel supports anticipated team meetings.

Equipment
N/A

Supplies
N/A

Other Costs
Other costs include the Computer Science Laboratory (CSL) computer facility.

The indirect rates included in this proposal are based on SRI's Forward Pricing Indirect
Rate Proposal dated 28 Ausust 2006 Rates ay be verified by calling SRI's cognizant
ACO, Mr (b)(6)

Research Budget: Cornell (Rafael Pass)
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BPII P - Total

A. Personnel 99,434 104,497 203,931
B. Fringe Benefits 6,920 7.267 14,187
C. Travel 15,000 15,751 30,751
D. Equipment -
E. Supplies 6,912 819 7,731
F. Construction -
G. Consultants/Contracts -
H. Other Costs 11,415 11,984 23,399

Total Direct Costs 139,681 140,318 279,999
L. Indirect Costs 60,319 59,682 120,001

TOTAL PROJECT COST: 200,000 200,000 400,000
Salaries:
Project manageJ (b)(6) Lssistant Professor, will be the institutional contact and

lead for the Cornel] portion of this initiative. He will coordinate activities, and collaborate
closely witl (b)(6) and other members of the team to develop
technologies described in the SOWP. This proposal requests salary support for a 0.5
month of summer salary each year.

Co-Lead: (b)(6) Professor, an (b)(6) L’-\ssistant Professor, will collaborate
with Assistant Professo (b)(6) b develop technologies and will share with
Assistant Professo (b)(6) nding for graduate students to assist in working on the
respective technologies. This proposal request salary support for 0.5 month of summer
salary each year.

Graduate Student: Graduate students will assist Assistant Profcssorrofessor

and Assistant Profess developing the technologies described in the
SOWP. This proposal requests salary support for one hundred percent of academic year
effort for two graduate students each year. The salary support includes the stipend and
salary used toward tuition and health insurance each year.

Annual salaries are budgeted with a five percent increase in July of each year.
Employee Benefits: Employee Benefits have been proposed at a rate of thirty-three

percent for all non-student compensation as approved by the Department of Health and
Human Services. See http: ' www accounting.comell.edwemplovee Benefit Rates. cfim.

Travel: Funds are requested for travel to enable the project participants to attend
conferences and meetings with other team members to promote technology transfer and
refine technology demonstration plans. Estimates are based on current airfare costs and
relevant associated costs based on historical information.

Material and Supplies: The cost of computer research materials under $35,000, including
computer hardware, computer software, and research books which are primarily related
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to the research project. Computer research matenial costs are determined by comparison
of similar projects and discussions with the Principal Investigator.

Other - Publications: The costs associated with publications in related technical journals.
Publication costs are determined by comparison of similar projects and discussions with
the Principal Investigator.

Other — Communications: Communication costs consist of project specific conference
calls, faxing, modem, lab phone equipment, etc. Communications costs are determined by
comparison of similar projects and discussions with the Principal Investigator.

Other — Workstation Support: Workstation support represents hardware and sofiware
maintenance, software licensing, networking, printing service, file service, backups and
user consulting support for the machines used to conduct research as outlined in this
proposal. The costs are calculated based on the effort of the project participants. The
following steps are used to bill the costs associated with the Computer Science
Department Central Facility:

a) For each used with a computing account in the facility, a user class is assigned to the
individual, based on their past or anticipated usage. The user class of an individual may
change during the year in response to changes in their usage of the facility. User class is
determined by a set of objective use criteria for each user.

b) A user profile is established for each individual in the department that identifies
percentage of time spent on Administration, Instruction, Departmental Research, and
Organized Research activities. The profile is updated for summer, fall, and spring billing
cycles.

c¢) The profile and user-class-based charges are used to allocate costs for the individual’s
activities to Administration, Instruction, Departmental Research, and Organized
Research.

Costs associated with Organized Research are billed to sponsored research projects. Costs
for Administration, Instruction, Departmental Research are billed to university funds.

Facilities and Administrative Costs (F&A): F&A costs have been proposed at a rate of
fifty-eight percent from April 1, 2007 through June 30, 2007 and fifty-nine percent from
July 01, 2007 through March 31, 2009 of Modified Total Direct Cost (MTDC) as
approved in Cornell’s rate agreement with the Department of Health and Human
Services. A copy of this agreement may be found at

hitp/fwww accounting cormelLedu/TE&EA FRA _Cost Rates.cfm. MTDC exclusions
include Capital Equipment, GRA Allowance and Health Insurance, and Subcontract costs
in excess of $25,000 per subcontract.

The five percent annual escalation for the general expenses is proposed in accordance
with University policy.

Research Budget: Purdue (b)(6)
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BP1l Total

A. Parsonnel 66,949 133,595
B. Fringe Beneflts 15,134 30,594
C. Travel 10,000 20,001
D. Equipment -
E. Supplies -
F. Construction -
G. Consultants/Contracts -
H. Other Costs 9,574 9,637 19,111,

Total Direct Costs 101,657 101,644 203,301
I. Indirect Costs 48,343 48,356 96,699

TOTAL PROJECT COST: 150,000 150,000 300,000
Personnel-

(b)(6) Professor at %f%f lfm'versity, will serve as the Purdue project manager
for portion of the inttiative| (0)©6) Vvill oversee the project for the entire duration;

however only 50% of one month of her summer salary will be allocated to the project.
The rest of her summer salary will be covered by NSF funding. The research carried with
the NSF funding is related to digital identity management and thus synergic with the
work to be carried out in the I3P project.

(b)(6) |Pr0fessor at Purdue University, will oversee the interactions with the

stakeholders and conduct research on the credentialing framework. 25% of one month
summer salary will be allocated to the project. The rest of his summer salary will be
covered by other sources.

A postdoc will be hired to carry on research on the trust negotiation and on
implementation of the demo. 50% of the salary of the postdoc will be charged to the
project.

A graduate research assistant will be involved in the project. The RA will be supported at
50% during the academic year and [00% during summer months. Tuition fees are also
budgeted.

Fringe: Fringe benefits are computer at the negotiated university rate.

Travel: 5 domestic trips have been budgeted for each year of the project. 4 of such trips
will be for attending the project meetings; 1 will be for attending a conference in the
USA. 2 foreign trips have been budgeted for each year of the project to allow the Purdue
team memnbers to attend and collaborate on related initiatives abroad.

Equipment: N/A
Supplies: N/A

Indirect Costs: Indirect costs are charged at the Purdue rate of 52.5%. Indirect costs are
not charged on fee remission.
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Research Budget: Georgia Tech (Douglas Blough)

BPII Total

A. Personnel 77,191 80,811 158,001
B. Fringe Banefits 7,135 7,492 14,628
C. Travel 6,000 6,000 12,000
D. Equipmant -
E. Supplies 500 500 - 1,000
F. Construction -
G. Consultants/Contracts -
H. Other Costs 12,096 12,096 24,192

Total Diract Costs 102,922 106,899 209,821
l. Indirect Costs 45,685 47.686 93,37

TOTAL PROJECT COST: 148,607 154,585 303,192
Salaries:

PIs’ salaries and the ECE Graduate Research Assistant’s (GRA-1) stipend are based on
current rates and projected increases of 5% per year. CoC GRA stipends are set to
increase on 8/1/2007 and, therefore, the exact current and increased rates are used for
GRA-2. Fringe benefits are charged at the rate of 24.1% on the faculty salaries. GRAs do
not receive benefits.

The yearly budget for this proposal contai ummer salary for the project
manager, (b)(6) land co-lead, (b)(6) per year. It also includes
support for 2 graduate research assistants for 12 months each year at 50% time, which is
full ttme employment for graduate students.

Travei:

Travel funds will be used for the lead and co-lead to attend semi-annual team meetings at
various locations in the U.S. Each person trip is budgeted at $1500, with estimated
breakdown as follows:

* Air fare: $1000

* Hotel (2 nights) $300

* Rental car $100

* Meals/misc $100

Equipment:
No equipment is requested.

Matertals and Supplies:

Funds in this category will be used primarily for purchases of inexpensive software, small
hardware, and other miscellany (photocopies, postage etc) needed to support project
operation.

GRA Tuitions:
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Institute policy requires research grants to pay tuition for graduate research assistants at
the rate of $504 per month per student.

Indirect Costs:
Indirect costs are charged at the negotiated rate of 50.3%. Indirect costs are applied to all
direct costs except GRA tuitions.

Indirect Costs:
The budgeted indirect cost rate is used in accordance with the DHS approved rates for
Dartmouth College.
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Budget Detriled Worksheets

13P Proposal
Govermirant FYO8 fundd - spendt dunryg Cartmouth FY 08 end FY o8

1P Administration - Budget Period 11

Dates: Aprl 1, 2008 to March 3§, 2009 Jo§ Dartmouth FY 09
Tiem|Labor (Dnrimouth) Base - Troak inf
Faculty
Staft
Al hair) iy ] 00D m 0. S%l 000e W S0 5.0%
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A slive Dinector) 300 e X 30 0.00 SRR ODE b5 0 5.0%
Al ir for Research) oo ] 00 0 00X {O0FE D00 ¥ $a 5.0%
Al m Assistant} .00 D[ 00 4] .00 WXEE[ D% 3 30 5.0%
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AP[Fringe on AP [a) AP I 385% ] 39.0% 50 $0
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RAC|Fringe on Rescarch Assoclate © 38.5% ) 30.0% 0 &)
Total fringe 50 %0 $0
Sohiolad, nchiding frings b b $9
Inditects on people 35.00% 0 0 0
Direct materialy Computulion Total Bobes
]
Conferences, Meetlngs and CrAifars $500 1,000 $3.0000
No of iravekrs 3 Mokl $175 1 day $3.150 53,150
Mo of Trips 2 Meoain $50 / cay 900 $600
Mo of reghte 3 Miksagantaxvpartng ($60+-5204320) §100 51,800 51800
[Capitn eqipment
[Breakcdom: of Ryssipment K prapetsiy ‘rice emchi mwpm,mw subiotal
b
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HOteer Birest Conts
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Rudget Detailed Worksheets

131* Proposal 1306 079
Govet mend Y08 Hawds - spend during Dartmasth Y08 and FY09
13P Homan Behavior - Budget Period 11
Dates: April 1, 2008 10 March 31, 2009 I FY08 Dartmouth ¥Y09
hem|Labor (Darimonh Base salury Total nflation
Facukty
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13F Workshop - Budget Period 111

Dates:
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[Workshop regisiration 0w e
Canference calls for planning

Publication C

S

Food for s,

Drpsnont
Set-iip room bea for svenl
R raniat fea for svend
AN ocplipHE For avmnd
Printng

PromcHonst Materiss

Food for PUS Workshop
Sertup Tom Fee for evend
Foam reats for workshop

AN acuapinont for workehon
Poutnge
Printing

#t7 Buslueiy Ruslonnfe - (ol of Froject) - Sprinyg 1009 - THA

#17 Butiness Ratbanale - {end of Prafect) - Spring 2009 - THA

2 Micagetexlpaiiyg (B E20+$20) $100

Artars $500
3 bRt $175 7 dey
T Meas $50 ) day
3 Misagaitanparking (30 320+320) $100
3 $280 pet fea

#16 Feonmmics Exeowibye Workahep far CISOW - Spring 2009 - TBA ((ack overaig)

Akfars $500
4 Hotel $175 / dwy
1 Moofs $50 / day
3 Misagaiaxiparking (380+520+520) $100

£16 Ecosontlcs Laecuthve Workshop for CISOh - Sprisg 2809 - THA {Imck overvight)

Acfare $200
3 Hoted $175 / day
1 et $50/ day
7 Wiagalarlparkurg (F30+520+520) $100

Akfare $500
3 Hobef §$175 ¢ dmy
| Modls 350 / day
3 Misagainapariang (#0+§20+520) $100

Adfera 5500
3 Hotef $175 ) day
1 Mosw 350 dary
2 Miangetaxiparking ($B0+§20+520) $100

80 $10/pwrecn
#0 $10/pacacn
50 §10/peison
40 $10iparacn
43 $10/peieon
100 $Hgmen
A0 $10iperncn
40 $10/pwrvon

3 $250

80 Maain (FTOV day)

B0 $i0dmy - 3 dayx
SO0 per masting (eldats, ugsers, e cond, atc )
33,000 par meading
§4.000 par mesbng
Sesslon nfomation and decuments to distribute
Invitztions, posters, brochures, advertising

80 Manis (R85 day)
$2,000 par mestng (odseh, markare, towm corf, et )
$3.000 par masating
55000 per muating
$150 for materials te and from venus
Print asasion informaticn 120 at $2 per Copy
Printing/buming of CD's with Labef - 120 at $3 each
In posters, brochures, advertsing

Food for avent

Salup room bes for event
Foom rentsd fsa for evenl
AR squipment for decenl
Powtags

Promotons Matemsds

#13 WESI 2 (1 day. 30 peephs, a0 dluurr, 1 raom) - DC area, October 1608

50 daats (S50 day)
52 000 par mwsting (¢, markors, {ohe Cord, wic }
$2.000 por maating
5000 pewr rrmseing
$150 for materiak to and from venus
Invitattons, posters, brodures, advertsing

W10 Critdeat Infraermcinee Protection Cosference (15 dayy, 8 prople, 3 diners, I rosoi) - Dartmonih Spriag 1999

W15 Hotthug aud Sapporting the Werkshop o the Econombcs of Ifermation Secartty (WEIS) - Tack, Hagaver NH Jume 2008 - 2.5 duyy

Workshop ¥11 Travel for PCS Security wmﬁpmmucl.nuumﬁi}-nmu-aupmjm“mmpu.,.upupu.xm.

Dartmouth FYO8 Partmouth FY09
L300 §300
3130 FL50G
$1,575 $1.578
450 450
X0 33X
$750 750
$2,000 $2,000
$2.100 $2.100
3600 600
400 3HX
$1,500 $1.500
$5,050 $1,050
£300 $300
3300 300
$1.500 $1.500
$1.575 $1.575
3450 50
FHN SHN)
$1,500 $1,500
$1.050 £1,050
$M0 $300
#6050 36
1]
$60) $6(X)
3800 $R00
5510 $500
400 3400
340 $400
51,600 $1,000
3400 3400
L2 4 $400
shoeah BIRLLN
$750 5750
5508 508
S50 10,500
312,600 312,600)
£2,000 F2.000
53,000 33,000
$+4.000 4,000
£1.000 $1.000
51,500 §1,500
$6.400 $6.400
52,000 F2.000
$3.000 $3.000
$5,000} §3.000
$300 3}
5290 5240
$360 5360
$1,500 $1.500
£4,500 4,500
$2.000 2,000
$3.000 $3.000
$5.000 $5.000
$30 £330
51,500 £1.50




L3P Workshop - Budget Perlod 11

Dates:

{Spnakers Amtwre $500

Bartmeouth FY09

Aprl 1, 2008 10 Maxrch 31, 2009 L Partmouth FYG8

#13 Instder Threat - {April 1008 - Narth Caroliea} - | day, 40 people, 1 diumer, 1 room
Food for PCS Workshap 40 Mdaks (S80¢ day)
Dinnar 40 $70/dry - 1 dmy
Sed-tep room fee for svsat $2,000 per mbsting foawels, markers, ek con, etc |
Room recitat bor workshop $3.000 pex maalmg
AN squrpmend for workehop 55,000 par rraretmg
Posinge 3150 for magerizis te and from venoe
Prirbing Print sestion formation 120 at $2 per copy
Printing/burning 6f CO's with {ebel - 120 at $3 each
Promoiana Motedals Invitations, poaters, brochures, advertiing

A 14 Twssder Thaart - BPUT (endd of Project) - Spring 2009 - DC wrex- 1 day, 46 prople, | reom
Food fof PCS Workebop 40 Meats (500 day)
Sat-up room lse For event 32,000 par rooling [aasely, markers, (s cor, elc )
R raniad for workehop $4,000 por masling
AN eqment for workehop $5,060 pev meating
Pratage $150 for materdals to and fraom vepue

Prmting Print session mformation 120 at $2 per Copy
Printing/burning of CO's with label - 120 at §3 each
Promohona Motetials Invitsttans, posters, brochures, agvertising

Food Tor PCS Workehop 100 Masls (380 day)

Sat-up roomn o fof evert $2.000 par mentTg
AN equipment for workahop 4,000 per meeting
Poatage $150 for materials to and from venue
Printing Print session formation 120 at $£2 per copy
Promoliotial Mater s Invitathons, posters, brochures, advettising

Food for meand 4D Mess (5807 Jay)
Do 40 570/day - 1 day

Se-Lp room e for evenl 52,004 pav meating (esseds, markers, tobe conf, 9k}
Room renta fae for avenl $4.000 pas maating
A equikimant for event 53,000 par mostiog
Postags $150 for matenals to and from venue
Promctionms biwtenals Invitatiors, posters, brochures, sdvertising

#17 Buylness Rationate - (end of Project) - Spring 260% - TBA - 1.5 duys, 40 pecple, 1 dliner, 1 room
Food for FCS Workahop 40 Mesds ($5X dmy)
Girner 40 $700ay - 1 day

Satarp (oM T {of ermmd 42,000 per maating (masets, markers, teks codl, atc )
Room raatsl For workehop $4.000 pt rwesting
AN ogupment O woceshop 55,600 per mesting

Postuga %150 for materiaty to and from venue
Printkeg Print sasclon information 120 at £2 per copy

Prormotions Matenss Invitations, posters, brochures, advartising
1 2aegiere ]
[Consultam Services
%14 Crittesd fnfrapirmctire Protecidon Coaltresce
Speakers Airfmm $500
No oftrwlers 3 Hotel $175 1 dary
No of Trps 1 K $50 7 dmy

Mo of noghis 3 Midagataaparking ($00+520+520) §100

Speakess Akfare $300

Mo of twvelsrs 2 Hote $175/ cay
Ma of Tps 1 Meais $50 7 diy
ko ofnights 2 Misagodanparking (FB0+520+520) §1080

#11 WESIL (1 day, 38 peaple, no dinxer, 1 room) - D area, October 1608

No of frevelws 2 Hotel $175/ day
No of Taps 1 Mese $50 dey
No ofirghts 2 Mieegataxliparking ($80+$20+520) $100

#13 Insdder Threst - (April 2008 - Noeth CaroHuz)

Speakers Anlaro $500

Mo clbmers 2 Hotel $175/ day
Na of Tipe T Maals $50/ day
Mo of rghils 2 Mitssgetaslpaiong (550+320+520) $100

W14 Inslder Theart - BFIIT (eud of Project} - Spriwy 1000 - DC arex
Speakers Afara $500
o of tevebers 2 Hobel $175 ¢ dmy
Mo of Trpe t Meals $50 ¢ day
o of nighle 2 Mibsagataiparong (M50+$20+4520) $100

Speakers Aslms $500
No ofitauelsrs 2 Hotol 3175/ dey
No of Trips 1 Manis $50 / day
No of nights 2 Masagatedipeiung ($60+5204520) $100

#16 Economiry Execntive Warkshop for (1501 - Syriug 2808 - TEA (teck overaight)
Speakers Akfss $500
No of Tavaers 2 Holed $475 / day

Ho of Trps 1 Meois $50/ dwy

#1535 Hokthug 2 Supporting the Warkshop sa the Ecoxsmics of Information Secarity (WEIS) - Tuck, Hansver NH Juwe 2006 - 2.5 dayr. 106 prople

#16 Econombs Execuitve Workshop for (1501 - Spring 1809 - TRA {fuck oversight) - 1 duy, 40 people, 1 reom

Workskep #11 Teawel for PCS Security Workibaps (Sprisg 100% aud focwtion TBA) - BEIT (end of profeet workihop)

15 Hasting and Supportng the Werkahop ax the Econnarics of Tafororstion Security (WEIS) - Tuck, Humover NH Junc 148 - 1.5 daya

3200
$2,800
$2,000
$3.000
45,000
$300
$240
$i60
£1,500

$3.600
$2,000
33,000
$5.000
bEY
240
$360
$1.300

5400
$2,800
2,000
$4,000
$5,000

$300

$240
$1,500

EESEILE

31,500
51,578

$300

$1,000
$700

0

$1.000
700
200

51,000
00
3200
0

1000
§700
$HY)
200

$1,000
700
30
S0

$1,000
$760
200

33200
$2,800
$2,000
$3.000
$5,000
SN
£240
$360
3150

$3,600
$2.000
$4,000
$35.000
BHE)
5240
$360
51,500

$20,000
34,0083
34,000
3300
140
$1,500

$3,200
32,300
32,000}
4,000
$4.000

$300
51,500

55,400}
32,0
$2,000
4000
§5,000

$300

5140
31,500

(RN EFed N

$1,300
31575
450
§300

$1.000
100
$200
$200

$1.0060
$700
$H0
3200

$1.000
0
5200
$200

$1,000
$700

3200

$1,000
$700
$100
5200

31,000
$700
sun




13P Workshap - Budget Perdod 1Nl

Dates: April 1, 2008 10 March 31, 2009 Dartmouth FY (09
No of nights 2 MAsegadaiparking ($£0+$20+420) $100 $200 200
#17 Basinens Ratloaate - (end of Projec)) - Spring 2089 - THA
Sprakers Adrfare $300 $1.000 $1.000
Ne ofbwyeiars 2 Hotel $1757 day $700 $700
Ho of Tripe 1 Mosia §50 1 day 200 5200
Ne of nights 2 késagaladiparking {$50+$20+520) §100 200 $10)
[ndirects on travel, supplbes, piher cous {NOT equipment or tuiti IS0E 5 $55,641 £55.641
{Subawards/Contractunl Costs Bacse prive] Total
Diewcribe Procduct or Serviee 0 0 h2M]
Iadwsiry Sessions, 3 iu BPIFI
Sandls Netionet Lebs 2 for eloff e, trved ond shepping Bl 0 $6,000
SR fninationsl 1 fof slaf Grm, taved snd thipping $24.968 524,968
Sparsoring worksksps and ceafersnoes (1 at 53,000 each) 35000 $5.000
Sabtotal $89.968 $E9.368
Inulirext on firsd $25k cach sabcmimat 500 o] $10,489 $10,485
Total directs 36 $3M4,656 $3M4,656
Cuchjel Faval | plemerd Fenes s UhiL S e M
Tolal indirects $0 $94,130 546, 130
Total 0 $418,187 $418,187




Budget Detalbed Workaheens

3P Proposal

Governmand FY0R (unds - spend dunng Oartmouth FY0A and FY 09
I3P Process Cootrol Systems - Budget Pertod 11

Dates: April 1, 2008 to March 31, 2009 _FYD8 | Da FY0D9 |
TItemm |k abor { Darimonih) Base “Totad
Facnkty |
Stodents
Subioial, withoat fringe 50 $0 $0
Total fringe 0 $0 $0
Sabioinl, incleding fringe 50 o] )
Indirects on people 59.90% boH 50 boH
Direci moterials Computais Toad
Tt
|Caplon) suipomeat
of Eqolmest ICheanthiy Tice eack mbm&tymm sobiotal
0
Support Oosts
Ot Dlrest Corts
Matcrials and Supplics
Publivation ©
Confermnce Registration Fess
Event and Meeting Coots
¢ Senri
Indizecte on travel. supplics, other costs (NOT equipment or fu 59.90% 0 %0 $0
Sobewards/Conlracioal Costs Base price Total
Deecribe Procduct or Servic: 0 ) )
$77.044 §17.044
$356,275 1356275
F153,000 $150.006
$239,50