
BID SIGNATURE PAGE 

T · ype or Print the ol/owinq in ormation. " .,. 
PROSPECTIVE CONTRACTOR'S INFORMATION ... - . I . , - f 

Company: Mark V Williamson Co., Inc. 

Address: 1910 N Grant Street 

City: Little Rock I State: I AR I Zip Code: I n201 

Business D Individual D Sole Proprietorship D Public Service Corp 
Designation: D Partnership ~ Corporation D Nonprofit 

Minority and ~ Not Applicable D American Indian D Asian American D Service Disabled Veteran 

Women-Owned D African American D Hispanic American D Pacific Islander American D Women-Owned 
Designation*: 

AR Certification #: • See Minority and Women-Owned Business Policy 

-., -- -~ ., 
PROSPECTIVE CONTRACTOR CONTACT INFORMATION ' .... ""' ... 

Provide contact information to be used for bid solicitation related matters. 
'• ... 

Contact Person: Mark V Williamson Title: CEO 

Phone: 501-664-7728 or 888-588-7631 Alternate Phone: 501 -690-0388 Cell 

Email: mvw@mvwilliamson.com 

- -, ~ - ~- ... "=" -··- - ~ .. -
CONFIRMATION OF REDACTED COPY 

.~, 

D YES, a redacted copy of submission documents is enclosed. 
i?Sl NO, a redacted copy of submission documents is not enclosed. I understand a full copy of non-redacted submission 

documents will be released if requested. 

Note: If a redacted copy of the submission documents is not provided with Prospective Contractor's response packet, and 
neither box is checked, a copy of the non-redacted documents, with the exception of financial data (other than 
pricing), will be released in response to any request made under the Arkansas Freedom of Information Act (FOIA). 
See Bid Solicitation for additional information. 

l ILLEGAL IMMIGRANT CONFIR,.MATION 
,. ! . -

By signing and submitting a response to this Bid Solicitation, a Prospective Contractor agrees and certifies that they do 
not employ or contract with illegal immigrants. If selected, the Prospective Contractor certifies that they will not employ or 
contract with illegal immigrants during the aggregate term of a contract. 

= ·- .. - '"' ISRAEL BOYCOTT RESTRICTION CONFIRMATION 

By checking the box below, a Prospective Contractor agrees and certifies that they do not boycott Israel, and if selected, 
will not boycott Israel during the aggregate term of the contract. 

~ Prospective Contractor does not and will not boycott Israel. 

An official authorized to bind the Prospective Contractor to a resultant contract must sign below. 

The signature below signifies agreement that any exception that conflicts with a Requirement of this Bid Solicitation will 
cause the Prospective Contractor's bid to be rejected: 

Authorized Signature: O:;;lat,.f V· ~~ 
Use Ink Only. 

Printed/Typed Name: Mark V Williamson 

Bid Response Packet SP-19-0028 

Title: __ c_E_I __________ _ 

Date: __ 4_/5_/2_0_1_9 ________ _ 
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TO: 
FROM: 
DATE: 

Vendors Addressed 
Brandi Schroeder, Buyer 
March 14, 2019 

STATE OF ARKANSAS 
OFFICE OF STATE PROCUREMENT 

1509 West 7th Street, Room 300 
Little Rock, Arkansas 72201-4222 

ADDENDUM 1 

SUBJECT: SP-19-0028 State Cyber Liability Insurance 

The following change(s) to the above-referenced RFP have been made as designated below: 

X - -- Change of specification(s) 

--- Change to Technical Proposal Packet 

--- Change of bid opening time 
Cancellation of bid ---

--- Revised price sheet 

CHANGE OF SPECIFICATIONS 

• Delete Item 1.7.A.2.d. 

Page 1 of 1 

The specifications by virtue of this addendum become a permanent addition to the above referenced RFP. Failure to 
return this signed addendum may result in rejection of your proposal. 

If you have any questions, please contact Brandi Schroeder at Brandi.Schroeder@dfa.arkansas.gov or (501) 682-4169. 

Company: ~ Y . uJ;(l,'f,.,saN , , 

Signature: z ~ J/ · J~-
Date: __ L/_--=5"----'--/_,_f ________ _ 



OFFICIAL PRICE SHEET 
SP-19-0028 State Commercial Cyber liability Insurance 

VALUES 
l g~ Vt I ~IU(llll Y LVIC,J 

C~Ur!~c\J~t'(;fgitJ~~ geih11ed in IFB Section 3 I s 22,110.1a9,3s2.oo I s 
Surplus Lines Tax (enter "O" if not applicable) 

Grand Total Annual Premium (used for low cost determination) 

-Rate must be per one dollar ($1) of Total Insured Value. 

Lloyd's of London (quota share with 3 syndicates) 

Primary Cyber Liabliity Insurance Company Name 

Excess Cyber Liability Insurance Company Name 

Excess Cyber Liability Insurance Company Name 

Excess Cyber Liability Insurance Company Name (insert additional lines if needed) 

(Y) A e I; C- 0// IJ· tJ: m s6 A., 
Prospective Contractor Agency or Company Name 

RATE** ANNUAL PREMIUMS 

0.00002419 $ 550,900.00 

$ 22,036.00 

$ 572,936.00 

AXV 

A.M. Best Rating 

A.M. Best Rating 

A.M. Best Rating 

AM. Best Rating 



CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM 
Failure to complete all of the following information may result in a delay in obtaining a contract, lease, purchase agreement, or grant award with any Arkansas State Agency. 
SUBCONTRACTOR: SUBCONTRACTOR NAME: 

D Yes IB]No Mark V Williamson Company Inc. 

ISTHIS FOR: 
TAXPAYER ID NAME: Mark V Williamson Company Inc. [g] Goods? D Services?O Both? 
YOUR LAST NAME: Williamson FIRST NAME: Mark M.I.: V 

ADDRESS: 1910 North Grant Street 

CITY: Little Rock STATE: AR ZtP CODE: 72117 COUNTRY: Pulaski 

AS A CONDITION OF OBTAINING, EXTENDING, AMENDING, OR RENEWING A CONTRACT, LEASE, PURCHASE AGREEMENT. 
OR GRANT AWARD WITH JJ.NY ARKANSAS STATE AGENCY, THE FOLLOWING INFORMATION MUST BE DISCLOSED: 

,.____ _ ________ F O R I N D I V I D U A L S * 
Indicate below if: you, your spouse or the brother, sister, parent, or child of you or your spouse is a current or former: member of the General Assembly, Constitutional Officer, State Board or Commission 

Position Held 
Mark (--1) Name of Position of Job Held For How Long? 

What is the person(s) name and how are they related to you? 

(senator, representative, name of ~.e .. Jane Q. Public, spouse, John Q . Public, Jr., child, etc.] 

!current Former board/ commission. data entry, etc.] From To 
Person's Name(s) MM/YY MM/YY Relation 

General Assembly 

Constitutional Officer 

State Board or Commission ' 
Member i 
State Employee i 

i 
El None of the above applies 

FOR A N ENTITY (B USINESS )* 
Indicate below if any of the following persons, current or former, hold any position of control or hold any ownership interest of 10% or greater in the entity: member of the General Assembly, Constitutional 
Officer, State Board or Commission Member, State Employee, or the spouse, brother, sister, parent, or child of a member of the General Assembly, Constitutional Officer, State Board or Commission 

- - -- - ···- ,.._ .. _. · - -··--· .--- .., ___ , , _ ._,. , u ..... ................... , ...... _ , , .,. , ...., ,, , w.,n2\.,I...,, ,,.._.,,. VI u,..,. .._,,.,._,,y , 

Position Held 
Mark (--1) Name of Position of Job Held For How Long? What is the person(s) name and what is his/her% of ownership interest and/or 

[senator, representative, name of what is his/her oosition of control? 

Current Former board/commission, data entry, etc.) From To Ownership Position of 
MM/YY MM/YY Person's Name(s) 

Interest(%) Control 

General Assembly 

Constitutional Officer 

State Board or Commission 
Member 

State Employee ! 
i 

[:I None of the above applies 

I 



Contract and Grant Disclosure and Certification Form 

Failure to make anv disclosure required bv Governor's Executive Order 98-04, or anv violation ofanv rule, regulation, or policv adopted pursuant to 
that Order, shall be a material breach of the terms of this contract. Anv contractor, whether an individual or entitv, who fails to make the required 
disclosure or who violates anv rule, regulation, or policv shall be subiect to al/ legal remedies available to the agencv. 

As an additional condition of obtaining, extending, amending, or renewing a contract with a state agencv I agree as follows: 

1. Prior to entering into any agreement with any subcontractor, prior or subsequent to the contract date, I will require the subcontractor to complete a 
CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM. Subcontractor shall mean any person or entity with whom I enter an agreement 
whereby I assign or otherwise delegate to the person or entity, for consideration, all, or any part, of the performance required of me under the terms 
of my contract with the state agency. 

2. I will include the following language as a part of any agreement with a subcontractor: 

Failure to make any disclosure required by Governor's Executive Order 98-04, or any violation of any rule, regulation, or policy adopted 
pursuant to that Order, shall be a material breach of the terms of this subcontract. The party who fails to make the required disclosure or who 
violates any rule, regulation, or policy shall be subject to all legal remedies available to the contractor. 

3. No later than ten (10) days after entering into any agreement with a subcontractor, whether prior or subsequent to the contract date, I will mail a 
copy of the CONTRACT AND GRANT DISCLOSURE AND CERTIFICATION FORM completed by the subcontractor and a statement containing the dollar 
amount of the subcontract to the state agency. 

I certify under penalty of perjury, to the best of my knowledge and belief. all of the above information is true and correct and 
that I a ree to the subcontractor diselG-sure conditions stated herein. 

V . ~~e~ Title CEI Date 4/5/2019 
·-------

Vendor Contact Person_M_a_r_k_v_w_ ill_ia_m_s_o_n ____ _____ Title CEO Phone No. 501 -664-7728 

Agency use only 
Agency Agency Agency Contact Contract 
Number Name ________ _ Contact Person _______ Phone No. _____ or Grant No. __ 



EQUAL OPPORTUNITY POLICY 

The Mark V. Williamson Company, Inc. is an equal employment opportunity employer and 
strives to provide a culturally diverse workforce. The Mark V. Williamson Company, Inc. will not 
discriminate in employment (or the provision of service) on the basis of race, creed, color, 
national origin, age, sex, religion, marital status, sexual orientation, Vietnam-era or special 
disabled veteran status, or disability. 

Upon request, the Mark V. Will iamson Co., Inc. will make reasonable accommodation to disabled 
persons in employment/service related matters. 

For further information contact: Kim Ellis, Vice-President of Operations, 1910 N. Grant Street, 
Little Rock, AR Telephone (501) 664-7728, Fax Number (501) 664-6285. Or email 
kime@mvwilliamson.com 



Denise Smalling 

2501 West 58th St 
Little Rock, AR 72118 
Tel: 501-413-9289 

PROFESSIONAL SUMMARY 
Service-oriented and Licensed Commercial Insurance Account Manager with 39 years of 
experience in the insurance industry. 17 years of experience servicing Public School Accounts 
creating good relationships with the school contacts. Handling coverage questions, claims 
administration and record keeping. Resource contact for School Districts on any insurance 
concerns they encounter. 

SKILLS 
Property Insurance 
Underwriting Knowledge 
Rating Experience 
Communication Skills 

EMPLOYMENT HISTORY 
2 00 I -Present 
Mark V. Williamson Co., Inc. 

1991-2001 
Great Southern Insurance 

1989-1991 
Thomason Agency 

1979-1989 
Liberty Mutual Insurance 

EDUCATION 

Commercial Lines Accow1t & Claims Manager 
Little Rock, AR 

Commercial Lines Account Manager 
Springfield, MO 

Commercial Lines Account Manager 
Springfield, MO 

Personal Lines Account Manager 
Springfield, MO 

Southwest MO State University, Springfield, MO 
• Continuing Education 
• Emphasis in Insw-ance 

The School of the Ozarks, Point Lookout, MO 
• Bachelor of Science - Psychology and English 

CERTIFICATIONS 
• Arkansas Casualty, Property, Surety, Life and Health Insurance License 
• The Society of Certified Insurance Service Representatives 



CONTACT INFORMATION 

Mark V. Williamson Co., Inc. 
1910 N. Grant St. 
Little Rock, AR 72207 
Or 
PO Box 7503 
Little Rock, AR 72217 
Office phone: 501 -664-7728 
Direct phone: 501 -320-0008 
Toll free: 888-588-7631 
Fax: 501 -664-6285 
Email: denises@mvwilliamson.com 



) 
Gallagher 

lnsurnnce I Risk Milnagement I Consulting 

JOEY SYLVESTER 
REGIONAL DIRECTOR OF 

SPECIAL TY PROGRAMS 

AREAS OF RESPONSIBILITY 

Biography 

In addition to his work as a producer assisting public k-12s, municipal governments, state 
governments, and public housing authorities, Joey focuses his time on Cyber placements for 
Gallagher's Mid-South region. 

Joey has also developed Gallagher-exclusive products focused on terrorism, violent acts, and 
disaster recovery. In that role, he is responsible for all aspects of new insurance product 
development, from creation to completion, including the development of applications, quoting 
and binding coverage, the publication of marketing material and deploying internal and external 
communications. He also serves as liaison to Lloyd's underwriters. 

Joey brings a deep understanding of organizational culture and psychology to his clients in the 
public sector and is a frequent speaker and author on risk management and organizational 
culture. 

EXPERIENCE 

Former National Director of Gallagher Public Sector 
Former Human Resources Professional specializing in Compensation and Benefits 
Former member of US Technical Advisory Group to ISO 31000 having represented the US in 
international meetings 
Experience in Management Consulting and Executive Coaching 

EDUCATION AND PROFESSIONAL D ESIGNATIONS 

• Bachelor of Science Degree from Louisiana State University 
• Master of Arts in Industrial/Organizational Psychology from New York University 

Arthur J. Gallagher Risk Management Services, Inc. 
235 Highlandia Drive, Suite 200 
Baton Rouge, LA 70810 
337.794.0611 I nancy_sylvester@ajg.com 

W\\ W.AJG.COl\ l 



ASCENT"' 
UNDERWRITING 

Appendix A - Vendor Panel 

Phelps Dunbar operate the 24/7 tol -free number -1-833-299-1647 

Ascent run a non-prescriptive claims panel whereby the appointment of vendors are dependant on the incident, however 
below is a list of vendors we may well use: 

US CyberPro Firm Contact 

Monitoring Kissel, Hirsch & Richard 

Counsel Wilmer Kissel 

Breach Counsel Mullen Coughlin John 

Mullen 

Breach Counsel Clark Hill Melissa 

Vent rone 

Breach Counsel Wilson Elser Gregory J. 

Moskowitz Bautista 

Edelman & 

Dicker LLP 

Forensic Rob Driscoll The Crypsis 

Group 

Forensic Adam Kivu 

DeMonaco Consult ing 

Forensic Elgin Jones Kivu 

Consult ing 

Publi Relations Ian McCaleb Levick 

Ascent Underwriting LLP, 
10-12 Eastcheap, London, EC3M 1 AJ 

Address Tel 

580 White Plains 1 (212) 557-7927 

Road, Tarrytown, 

NY 10591, USA 

1275 Drummers 267 930-4770 

Lane, Wayne, PA 

19807 

130 E. Randolph St. 312 360 2506 

Suite 3900, 

Chicago, IL 60601 

1133 Westchester 914.323.7000 

Avenue,White (Main) 

Plains, NY 10604 

1410 Spring Hill 703 570 4103 

Road, McLean, VA 

22102 

44 Montgomery St, 415-524-7320 

San Francisco, CA 

94104,USA 

1875 Connecticut 202 888 7287 

Avenue NW, Floor 

10, Washington DC, 

20009 

1900 M Street, 001 

NWWashington, DC 202.973.1340 

20036 

T +44 (0) 203 642 8250 
www.ascentunderwriting.com 

Ascent Underwriting LLP is authorised and regulated by lhe Financial Conduct Authority. Registered in England OC380469. 
Registered Office: 10-12 Eastcheap, London. EC3M 1AJ 

Email 

rkissel@ki;ihwlaw.com 

jmullen@mullen.law 

mventrone@clarkhil l.com 

grego01.bautista@wilsonelser.com 

Rob.driscoll@cryi;isisgroui;i.com 

sf@kivuconsulting.com 

ejones@kivuconsulting.com 

imccaleb@levick.com 



Presents 

Cybe C ai s Protocol 
For Public Entities 

,.. Gallagher 
Insurance I Risk Management Consu lting 



Problem Solving 
Retention Reimbursement for Breach Response Costs 

To meet the specific needs of public entities as insureds in the breach context, 
Gallagher has proposed a solution-that the Underwriters pay breach response 
costs on behalf of the insured and seek reimbursement from the insured up to the 
amount of the retention. All other coverages and retention obligations shall remain 
unchanged. For purposes of breach response, the protocol shall be as follows: 

The Process: 



Cyber Claims Handling Protocol 



Cyber Claims Handling 
1 

Protocol \ 
Then, future reporting will be handled via monthly \ 
bordereau, including both Tier 1 and Tier 2 matters -
with Tier 1 matters also reported on an individual basis. 1 

\ 

/ 

\ 
\ 
\ 
\ 



Claims 
_.. The people within the list are claims personnel, not attorneys but will 

monitor claims as claims professionals. Since the establishment of an in­
house claims team 30 years ago, we have coordinated and handled 
nationwide, casualty and property claims on various classes of business. 
We now apply this approach to cyber claims using a two-tiered approach, 
with our in-house claims team responsible for day-to-day operations and, 
where necessary (unique claim or coverage issues), involvement from our 
coverage attorneys. 

Claims: 

Pablo Gonzalez 

Partner 

Hunter McFadden, Jr. 
Department Head 

Glen Vinet 
Senior Claims Analyst 

Stephanie Petras 
Claims Analyst 

Lauren Bayly Griffith 
Claims Analyst 

Scott Keiser 
Claims Analyst 

Jeff Marshall 
Claims Analyst 

Rachel Henderson 
Claims Coordinator 

\ 
I 

\ 



Coverage Counsel 
.., The people within the list are our core coverage team of coverage attorney~1 

and support staff. Being one of our firm's five core practices, the Insurance \ 
and Reinsurance Regional Practice Group has more than 50 attorneys who 1 

specializing in representing insurers regarding counseling on wordings, 
coverage, reinsurance, placing and regulatory matters and representation of\ 
insurers in litigation, arbitration and mediation. Our expertise includes most \ 
all lines of commercial insurance business, including: excess and umbrella ' 
liability; general liability; professional liability, including media/tech and cyber , 
risks; marine and energy risks; employment practices liability; directors & 
officers liability; financial products; reinsurance; and first party property 
insurance. 

Claims: 

Pablo Gonzalez 

Partner 
Pamela G. Michiels 

Counsel 

Caroline F. Crosby 
Associate 

Gabriel Crane 
Associate 

Katherine L. Wyly 
Associate 

Kathleen Schneider 
Paralegal 

Susan Bradford 
Paralegal 

Adrienne Zeisloft 
Paralegal 

Rachel Roberts 
Legal Assistant 

/ 



ACORD,f!,, CERTIFICATE OF LIABILITY INSURANCE I DATE (MM/DD/YYYY) 

"---''' 
12/28/2018 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY ANO CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED 
REPRESENTATIVE OR PRODUCER, ANO THE CERTIFICATE HOLDER. 

IMPORTANT; If the certificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed. 
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on 
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s) . 

PRODUCER 
CONTACT 
NAME: 

IIAAAgency Administrative Seivlces, Inc. fAHJNJo E,II : I ft~ No• : 

PO Box 780 E-MAIL 6 11ianceEliteEQ@lii!l2i! n§l ADDRESS: 

INSURERCS) AFFORDING COVERAGE NAIC# 

Prosperity SC 29127 INSURER A: First SpeclaHy Insurance Corp 34916 

INSURED INSURERB: 

Mark V. Williamson Co, Inc. INSURER C: 

INSURER D: 

PO Box 7503 INSURER E: 

Little Rock AR 72207 INSURERF : 

COVERAGES CERTIFICATE NUMBER· CL 18122800445 REVISION NUMBER· 

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. 

INSR 
nn, POLICY EFF POLICY EXP 

LTR TYPE OF INSURANCE ,.,on \'",n POLICY NUMBER IMl,VDOIVYYYl I IMM/DD/YYYYl LIMITS 

COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s -D CLAIMS-MADE D OCCUR 
UAM.A.\,;i t: TO Kt:!.N I t:.U 

.,__ PREMISl=S tEa occurrence\ s 

MED EXP IAnv one oorsonl s .,__ 
PERSOW.L & ADV INJURY s .,__ RNl. AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 

D PRO- D PRODUCTS . COMP/OP AGG s POLICY JECT LDC 

OTHER: 
s 

AUTOMOBILE LIABILITY fe~~~ ~~
1
f 1NGLE LIMIT s 

~ 

ANY AUTO BODILY INJURY (P•r per,on) s 
~ -OWNED SCHEDULED BODILY INJURY (Per accident) s - AUTOS ONLY ~ AUTOS 

HIRED NON,O'MlED fp~~=~~gAMAGE s - AUTOS ONLY ~ AUTOS ONLY 
s 

UMBRELLA LIAB 
H OCCUR 

EACH OCCURRENCE s ..,_ 
EXCESS LIAO CLAIMS-MADE AGGREGATE s 

OED I I RETENTION s s 
WORKERS COMPENSATION I m\uTE I l OTH· 

ER 
AND EMPLOYERS' LIABILITY YIN 
ANY PROPRIETOR/PARTNER/EXECUTIVE 

D 
N /A 

E.L. EACH ACCIDENT s 
OFFICER/MEMBER EXCLUDED? 
tMandllory In NH) E.L. DISEASE · EA EMPLOYEE s 
If yes. <lescribo under 
DESCRIPTION OF OPERATIONS b•low E.l. DISEASE · POLICY LIMIT s 

Llmtt Each Claim $4,000,000 

A 
Professional Liabiltty 

FGP4BI011801700 01/01/2019 0 1/01/2020 Aggregate $4,000,000 

DESCRIPTION OF OPERATIONS I LOCATIONS/ VEHICLES (ACORD 101. Additional Remarks Schedule. may bo anached 11 more space Is required) 

Claims Made Policy· Independent Insurance Agents and Brokers Errors and Omissions Liability 

CERTIFICATE HOLDER CANCELLATION 

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 

Evidence of Coverage 
ACCORDANCE WITH THE POLICY PROVISIONS. 

AUTHORIZED REPRESENTATIVE 
... - -.... 

,······ ') ii/./ 
I 

-r~A;o1,.,,.,....,_ 
© 1988-2015 ACORD CORPORATION. All nghts reserved. 

ACORD 25 (2016/03) The ACORD name and logo are registered marl<s of ACORD 



ACORD® CERTIFICATE OF LIABILITY INSURANCE I 
DATE (MM/DD/YYYY) 

L _./ 04/05/2019 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER($}, AUTHORIZED 
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 

IMPORTANT: If tho certificate holder Is an ADDITIONAL INSURED, the policy(los} must have ADDITIONAL INSURED provisions or be endorsed. 
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement A statement on 
this certificate does not confer rights to the certificate holder in liou of such endorsement(s). 

PRODUCER CONTACT Allison Hill, CIC NAME: 
Mark V. Will iamson Co. Inc. rA~gN_\=0 Extl: (501) 664-7728 I rt,~ Nol: (501) 664-6285 

1910 N. Grant St E-MAIL allisonh@mvwilliamson.com ADDRESS: 

INSURER(S) AFFORDING COVERAGE NAIC# 
Little Rock AR 72207 INSURER A : Cincinnati Insurance Company 10677 

INSURED INSURER B : 
Mark V. Williamson Co .. Inc INSURERC: 
1910 N. Grant Street INSURER D: 
P.O. Box 7503 INSURER E: 
Little Rock AR 72217 INSURER F: 

COVERAGES CERTIFICATE NUMBER: CL 184907926 REVISION NUMBER: 

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTW1THSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO All THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS, 

INSR TYPE OF INSURANCE 
IADDL 1su,m 

POLICY NUMBER 
POLICY EH POLICY EXP 

LIMITS LTR IN~D wvn IMMJDD/YYYYI IMMIDDIYYYYI 
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 

I CLAIMS-MADE O occuR 
UAMAl.>t: IU ~"" ' t:U 
PREMISES IEa occurrenc&l s 

- MED EXP (Any one person) s 

- PERSONAL & ADV INJURY $ 

GEN'L AGGREGATE LIMIT APPLIES PER GENERAL AGGREGATE s =i D PRO- O Loc POLICY JECT PRODUCTS· COMPKJPAGG s 
OTHER· s 

AUTOMOBILE LIABILITY -
COMBINED SINGLE LIMIT 
(Ea acddontf s 

ANY AUTO BODILY INJURY (Per person) s - OWNED - SCHEDULED BODILY INJURY (Per accident) s - AUTOS ONLY - AUTOS 
HIRED NON-OVo/NED PROPERTY DAMAGE $ AUTOS ONLY AUTOS ONLY IPor accidonll - -

$ 

X UMBRELLA LlAB ~ OCCUR EACH OCCURRENCE s 8,000.000 -A EXCESS LIAB CLAIMS-MADE ENP0434206 05/01/2018 05/01/2019 AGGREGATE $ 8,000,000 

OED I I RETENTION s O s 
WORKERS COMPENSATION I ~ffruTE I I OTH· 
AND EMPLOYERS' LIABILITY ER 

Y I N 
ANY PROPRIETOR/PARTNER/EXECUTIVE D N IA EL EACH ACCIDENT s 
OFFICER/MEMBER EXCLUDED? 
(Mandatory In NH) EL DISEASE· EA EMPLOYEE s 
If yes, doscnbo under 
DESCRIPTION OF OPERATIONS below E.l. DISEASE • POLICY LIMIT s 

DESCRIPTION OF OPERATIONS/ LOCATIONS / VEHICLES (ACORD 101, Addllfonal Rcmorks Schedule, may be attached If more space Is required) 

Coverage extends over Professional Liabi lity Policy# FGP4BI0 11801700 

CERTIFICATE HOLDER CANCELLATION 

Olfice of State Procurement 

1509 West 7th Street. Room 300 

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 
ACCORDANCE WITH THE POLICY PROVISIONS. 

Little Rock 
I 

ACORD 25 (2016/03) 

AUTHORIZED REPRESENTATIVE 

AR 72201-4222 

© 1988-2015 ACORD CORPORATION. All rights rosorved. 

The ACORD name and logo are registered marks of ACORD 



ACORD~ CERTIFICATE OF LIABILITY INSURANCE I 
DA TE (MMIDD/YYYY) 

~ 8/27/2018 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED 
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed. 
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on 
this certificate does not confer rights to the certificate holder in lleu of such endorsement{s). 

PRODUCER ~~~i~cT Eric Gannon 
A rthur J. G alla gher Risk Management S ervices, Inc. r,~~N.t c.u. 312-803-7445 

-- -- n=:~ - - --
300 S . Riversid e Plaza, Suite 1500 A/C Nol: 312-803-7443 

Chicago IL 60606 ~Jh~~""· Eric GannDn@laiQ.CDm 

INSURER(Sl AFFORDING COVERAGE NAIC# 

INSURER A : Lexinaton Insurance CDmDanv 19437 
INSURED ARTHJGA113 INSURER B: XL SDecialtv Insurance Comoanv 37885 
Arthur J. Gallaghe r & Co. a n d its subsidia ries 

INSURER C: The Gallag her Centre 
2850 West G o lf Roa d INSURERD : -
R o lling Meadows IL 60008 INSURER E: 

INSURER F : 

COVERAGES CERTIFICATE NUMBER: 15166811 13 REVISION NUMBER: 
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. 

INSR TYPE OF INSURANCE ADDL SUBR POLICY EFF POLICY EXP LIMITS LTR , .. ~~ , .. ,~ POLICY NUMBER •M MIDD/YYYYI IMMIDD/YYYYI 
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s - =i CLAIMS-MADE D OCCUR PREMISH 'i'E~~r~encel - s 

- MED EXP (Any one person) s 

- PERSONAL & ADV INJURY s 
GEN'l AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s R D PR~ O toe PRODUCTS • COMP/OP AGG POLICY JECT s 

OTHER: s 
AUTOMOBILE LIABILITY COMBINED SINGLE LIMIT s Iea accident• - ANY AUTO BOOIL Y INJURY (Per person) s - OWNED - SCHEDULED BODILY INJURY (Per accident) S - AUTOS ONLY - AUTOS 

HIRED NON-OWNED PROPERTY DAMAGE s AUTOS ONLY AUTOS ONLY /Per accident\ - - s 
UMBRELLA LIAB 

H OCCUR EACH OCCURRENCE s - EXCESS LIAB CLAIMS-MADE AGGREGATE s 
OED I I RETENTION s s 

WORKERS COMPENSATION I ~ffTuTE I I OTH-
AND EMPLOYERS' LIABILITY ER ---Y /N 
ANYPROPRIETOR/PARTNER/EXECUTIVE 

D 
N /A 

E.L. EACH ACCIDENT s 
OFFICER/MEMBER EXCLUDED? 
(Mandatory In NH) E.L. DISEASE· EA EMPLOYEE S 

~m~1°i;tJ~ o"l~PERATIONS below E.L. DISEASE · POLICY LIMIT s 
A Errors & Omissions 018241488 911n0t8 91112019 Por Claim/Aggrogato $17,000,000 
8 Excess Errors & Omissions ELU15731218 9/112018 9/112019 Per Claim/Aggregate $13,000,000 

DESCRIPTION OF OPERATIONS I LOCATIONS I VEHICLES (ACORD 101, Additional Remarks Schedule, may bo attached if more space Is required) 
Coverage extends to: 
Arthur J . Gallagher Risk Management Services, Inc. 
2850 Golf Road I Rolling Meadows, IL 60008. 

CERTIFICATE HOLDER CANCELLATION 

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 
ACCORDANCE WITH THE POLICY PROVISIONS. 

P roof of insurance 

Z7~ Sj;_E 
I 

© 1988-2015 ACORD CORPORATION. All rights reserved. 

ACORD 25 (2016/03) The ACORD n ame and logo a re registered marks of ACORD 



Attachment H: Insurance Company Market Submission Log 

SP-19-0028 
Insurance Company Market Submission Log 

Date IFS Company 
Company 
Did Not 

Name of Insurance Company 
SP-19-0028 Quoted Quote Notes 
Submitted to (mark with 

Company an "x") 
(mark with 

an "x") 
Travelers 4/1/2019 X Declined - seen elsewhere 

AIG 3/9/2019 X Declined - seen elsewhere 

The Hartford 4/1/2019 X Declined - size 

Berkley Cyber Risk Solutions a W.R. Berkley Company 4/1/2019 X Declined - seen elsewhere 

Validus Specialty 4/1/2019 X Restricted Class 

HDI Global Insurance Company 4/1/2019 X Declined - seen elsewhere 

Hiscox Inc. 4/1/2019 X Declined - seen elsewhere 

RSUI Group, Inc 4/2/2019 X Declined - seen elsewhere 

Chubb 4/2/2019 X Declined - seen elsewhere 

Markel Insurance Company 4/2/2019 X Declined - seen elsewhere 

Beazley Insurance Group 4/2/2019 X Declined - seen elsewhere 

NAS Insurance 4/2/2019 X Declined - seen elsewhere 

Navigators Insurance Co 4/2/2019 X Declined - seen elsewhere 

AWAC-NYC 4/1/2019 X Declined - seen elsewhere 

London MGAs: 

Ascent 3/11/2019 X Quoted lead primary terms 

Ptarmigan 3/26/2019 X Offered support to primary terms 

Occam 3/26/2019 X Declined - lack of underwriting 
information 

Dual 3/26/2019 X Declined - appetite 

Emergin Risk 3/29/2019 X Declined - seen elsewhere 

Nirvana 4/1/2019 X Declined - size, can't follow Lead 
wording 

Lloyd's Syndicates: 

Channel 3/11/2019 X Declined - appetite 

AXA XL 3/27/2019 X Declined - blocked by their domestic 

WRB - syndicate 4/1/2019 X Declined - appetite 



Attachment H: Insurance Company Market Submission Log 

Aspen 4/1/2019 X No response 

Markel Syndicate 4/1/2019 X Declined - lack of underwriting 
information 

CNA Hardy 4/1/2019 X Declined - appetite 

MSAmlin 4/1 /2019 X Declined - size of insured 

Talbot 4/1/2019 X Declined - appetite 

AmTrust 4/1/2019 X Declined - seen elsewhere 
Barbican 4/1/2019 X Offered support to Primary terms 



ASCENTTM CERTIFICATE ATTACHING TO AND FORMING PART OF 
«WordingDescription» 

UNDE R WRI T IN G 

CERTIFICATE NO. «PolicyCode» 
«EffectedWith» under Binding Authority UMR: 
«UMR»«UMR2» 

DECLARATIONS 
NAMED INSURED 

ADDRESS 

« ,nsu'edName» 

<<3,ock>i 

2 POLICY PERIOD FROV: << EffecliveDate,, TO « R,skExp ryDate,, 
(botri days ,,.Time>• a: 11e aodress shown r l:e11 i} 

3 POLICY LIMITS OF LIABILITY AND COVERAGES PURCHASED 

You have purchased some or all of the following Insuring Modules. Only those Insuring Module(s) that specify a Limit of 
Liability below have been purchased. If an Insuring Module has not been purchased that portion of this policy is not applicable. 

3(A) LIMIT OF LIABILITY 
(') l'-.;SJRl '-.;G l,lODuLE,: SECvRi-v Al~'.) PR 1VACV LIABUTY 

<, C1n, ,, _se::;_:x v' >: Eac;1 claim and «Cun, « LAscc_criv' >1 in tl·e aggregate inc·1:c,ng claims expenses 

(2) I\SvRl'-.;G ktOJ~,LE 2: MLJLTIM::JIA AND ll~EL_ECTUAL P~OPERTY LIA3ILITY 

,,cv,, ,1 !.Mv,ti_lP' >• Each claim ard 1<CJ1 >> «_Am,,lti_.?' 1, ,n t'1e aggregate , CJdi1g claims expenses 

(3) I\SURl';G l,1OJULE 3: TECHNOLOGY SFNCES 

,,Cv> "_tec1_srv1 •· :'.ach claim 21d ,, Cun, « LA:ech srv· > r t"le aggrega:e inc Lohg claims expenses 

('} l,SuRI \G l•,1O:J:JLE t,: l,1'SCfaLA\EOGS ;:iROFESSION.A._ SE~VCES 

<· Cv)• < _c·c'_s'v· >, Eacl· claim and ((Cur•> «LAp·o'_srvli> ,, the a2g·egate re ,1di1g claims expenses 

(5) INSJRl \!G MOCJL:: 5: f\ETWORK INTERqLJPTION A\D RECOVEqy 

, Cv•· <,'_0Js_i1:111 Eac'1 claim ar d ,,Cu'» <•LAous_h:' > ir tl·e aggregate 

(6) I\SJRING l,lODvLE 6: EVEl~T SL,PPORT EXPENSES 

((Cu» ,,Lcrisis' > Eac·, claim ana «Cun,<• c.Acris is ' >: in l1e agg'egale 

(7) I\SURlt,G l,IOJULE 7: P~IVACY Ri:GU...ATO~Y DEFE\SE .A.i,D :,E\A_-IES 

,, Cv> "Lprivacyh Eacl· claim anc 111 ,,en, , .Ap· vacy1, :he agg1egate i1clLcirig claims expenses 

{8) INSURI\G k1OJULE 6. \::TWOR-< ::XTORT o·~ 
«Cu·> «Lcyoe· ex·>> E.;c·, claim anc «Cur» <·LAcyber_ex' 1, ir :he aggrega:e 

(9) INSvRl(\G l.1OJvLE 9. E_ECTRONIC TH:.=-. COMPUE~ FRAUJ AND 7::_ECOkl\'U:-._ICATIO\S FRAUJ 

i C1;·, , _etref: > Eact claim a'1d 1:1 t-1e a;g,e;a:e 

('0) I\S,..RI\G MOJ,..LE 'O SOCIA_ ENGll\;E::~ NG FRAU) 

, Cv1, ,, .so::;_eng· > Eact· claim a-id n the aggregate 

(' 1) I\$:)Rli,G l,IOJvL:: ' 1 R::PU- A,IONAL JAMAGE 

,, Cw ,. ~rep_car-age h Each claim ard in Ire aggrcga:e 

3(8) TOT AL LIMIT OF LIABILITY UNDER THE POLICY 

,, Cur>, <. _,,.,, tAgg· )\ Is he Total _ m,: of Liao I ty Lroer Irie oo·,cy 



ASCENT'M CERTIFICATE ATTACHING TO AND FORMING PART OF 
«WordingDescription» 

UNDE RWRIT I N G 

3(C) Notwithstard rg the aggregate L•rn,t of ~•ab lity under each nsuri1g l'/odu e as set forth in tern 3(A) above. a payments 
mace under tne pol cy, regard ess of the number of Insuring Modules that apply, wil reduce the Iota' Li :nit of Liability as set 
fcr:1 1n ilem 3(3) above In no event wi I U1dc·wri:ers pay more tran the total Limit o' Lraoility as set forth 1n 1te11 3(8) 
above 

4 DEDUCTIBLE and WAITING PERIOD 

5 

6 

(') !\;SURING l,IODUL:: 1: SECURl'•Y ANJ 0 RIVACY LIABUTY 

<,Cun, « Jsec_criv1 >, Each ano every claim i:iclJding claims expenses 

(2) 11\SURI\G k10JULE 'l 1·11,.,LT,lvlEDIA A\D INTELLECTUAL PROPERTY LIABILITY 

<1Cur,> ,, Orn, ,i_ 0 1, Each a1d every claim ncludin~ claims expenses 

(3) INSuRli\G 1,·10~ULE 3 - ECHNOLOGY SERV CES 

«CJr>, « Dtcch_srv1 >· Each a1d eve'y claim rl'C Jd ng claims expenses 

(L) INS.iRl1-!G 1-.IOD;,L:: i;, MISCELLAt\EOUS PROFESSIONAL SERVC::S 

«CJn «0,l'o:_s·v' " Eacr a1d every claim nc .1di1g claims expenses 

(5) 1:--.:SvRl\!G 1,10'.)vL:: 5: NETWORK '·.ffER~t.;p-1or~ ANJ RECOVERY 

l~elwo·-< Expe10 lLre ,,Cu·» ,,ObJs_int1r· 
Loss of Busiriess Income Covc·age 

(6) I\SvRl\;G klOJL,L:: 6. EVENT S0PPOR- EXPENSES 

, Curi: ,, )crisis h ::acr ar,c every claim 

Each claim 
waiting period 

(7) li\SL,RI\G l,10JuLE 7· P~IVACY REGULA-O~Y JE;:Ei\SE fa.\ D PEl~ALT.ES 

,, Cull) ,. Jc:ivc:cy1, Ec:C'1 21d evc·y claim <'lClud rg claims expenses 

(8) 11\SJRI\G l,10)Jl c 8 ~ETWOR-< Ex-oqT!Of\: 

«Cun « Dcyce, _exh Eac'l 2nd every claim 

(9) INS0RII\G h10J0Lc 9. ELECTRONIC TH Er. COl"PUTE~ FRAUD A \0-ELECOM\.IUNICATIONS c:RAUJ 

,,C.ir,, «Dethe':~ ,1 Ezc1 a,d eve·y claim 

{10} INSvRll',G l•,IOCJLc 'O SOCIA~ cNGl'-.:E~R \G ;:RAUD 

« C;1r,, « Dsoc_erg 1 ,, Each 21d every claim 

(' 1} INSvRING l,IOCvLE ' 1 R::PUT A-IOl~AL CA\1 AGE 

«CJr» ,,D·ep_oa-r2gc1> E2c~ a1d every claim 

RETROACTIVE DATE 

PREMIUM 

,, RetroDate, 

« T zblcS1art:Prc:-1i..irn, ,. b·ca~dcwr,, ,,Ct. r>· «cplo:1',,.,Ta 
r;leEro PreT 

LI"'•· 



UNDERWRITING 

«Ta «dataType» 
bleS 
tart: 
Poli 
eye 
ertifi 
cate 
»«it 
emN 
umb 
er» 

CERTIFICATE ATTACHING TO AND FORMING PART OF 
«WordingDescription» 

<< ca'.a Tex:>)<• - able Ero. Po icyCertifica:e,, 

11 MISCELLANEOUS <d,1iscPro'Sc·v1~es,, 
PROFESSIONAL SERVICES FOR 
WHICH COVERAGE HAS BEEN 
PURCHASED 

FORMS AND ENDORSEMENTS 
ATTACHED HERETO 

SECURITY 

COVERHOLDER 

DATED IN LONDON 

«TahlP~tart:m Tq1 t»RISK MANAGEMENT 
SERVICES 

« Wo:d•ngDescr p: om 
NVA 1?56 NJclear lnode1t ExclJsicn (USA) 
N\IA 1l77 Rad oac:ive Ccntamn2.11or Clause (USA) 
LSW10:l~ SevE:ra L•aoility Notice ( risura1ce) 
LSW3CCK) Prenil:m Paymert Cause ~5 Days 
,, Ccrd t.cns» 

<(SecJiityL01g,, 

,, Ccver1,c:cen, 

<•.Ja:cc,:, 

,, A.rthorisco, 

P,m,sr: rdr:r to t'lr. o?.::~ of ths r.e,tifir..;tr: 'or dr.:21ls o' now to .;r.11v21e ,ll'ri 2::r.ess ot.r 
Risi, \!anagemerl Services cowered by CyberSccut (foT,e·iy k1own as 
IT9' 1 )«Table End:IDT911» 



CERTIFICATE PROVISIONS 

I. Signatu re Required. ll1is Certificate shall not be valid unless signed by the Correspondent on the attached Declaration Page. 

2. Correspondent Not Insurer. The Correspondent is not an Insurer hereunder and neither is nor shall be liable for any loss or claim 
whatsoever. ll1e Insurers hereunder are those Underwriters al Lloyd's, London whose syndicate numbers can be ascertained as 
hereinbefore set forth. As used in this Certificate "Underwriters" shall be deemed to include incorporated as well as unincorporated 
persons or entities that are Underwriters at Lloyd's, London. 

3. Cancellation. If this Certificate provides for cancellation and this Certificate is cancelled after the inception date, earned premium 
must be paid for the time the insurance has been in force. 

4. Sen•ice of Suit. It is agreed that in the event of the failure of Underwriters 10 pay any amount claimed 10 be due hereunder, 
Underwriters, at the request of the Assured, will submit lo the jurisdiction of a Court of competent jurisdiction within die United 
States. Nothing in this Clause constitutes or should be understood 10 constitute a waiver of Underwriters' rights to commence an 
action in any Court of competent jurisdiction in the United States, to remove an action to a United States District Court, or 10 seek a 
transfer of a case to another Court as permitted by the laws of the United States or of any Stale in the United States. It is further 
agreed that service of process in such suit may be made upon the firm or person named in item 11 of the attached Declaration Page, 
and that in any suit instituted against any one of them upon this contract, Underwriters will abide by the final decision of such Court 
or of any Appellate Court in the event of an appeal. 
The above-named are authorized and directed to accept service of process on behalf of Underwriters in any such suit and/or upon 
request of the Assured 10 give a wrinen undertaking to the Assured that they will enter a general appearance upon Underwriters' 
behalf in the event such a suit shall be instituted. 
Further, pursuant to any statute of any state, t.erritory or district of the United States which makes provision therefor, Underwriters 
hereby designate the Superintendent, Commissioner or Director of Insurance or other officer specified for that purpose in the 
statute, or his successor or successors in office, as their true and lawful attorney upon whom may be served any lawful process in 
any action, suit or proceeding instituted by or on behalf of the Assured or any beneficiary hereunder arising out of th is contract of 
insurance, and hereby designate the above-mentioned as the person to whom the said officer is authorized 10 mail such process or a 
true copy d1ereof. 

5. Assignment. This Cenificate shall not be assigned either in whole or in part without the written consent of the Correspondent 
endorsed hereon. 

6. Attached Conditions Incorporated. This Certificate is made and accepted subject 10 all the provisions, conditions and warranties 
sci forth herein, attached or endorsed, all of which are to be considered as incorporated herein. 



Important Notice to the Insured 

This Certificate is a legal contract. Please read it carefully to ensure that it is in accordance with your requirements and that 

you understand its terms and conditions. The insurance broker or agent or other intermediary who arranged this Insurance 

should be contacted lmmedlately If any correction is necessary. 

Regulatory Status 

This insurance is underwritten by Ascent Underwriting LLP of 10-12 Eastcheap, London, EC3M 1AJ«Behalfot». Ascent 

Underwriting LLP is authorised and regulated by the Financial Conduct Authority (FCA). Ascent Underwriting LLP's FCA 

Registration Number Is 605637. These details may be checked on the Financial Conduct Authority Register website at 

http://www.fca.orq.uk/firms/systems-reportlng/register or by contacting the Financial Conduct Authority on Tel: 0800 111 

6768 (or from outside the United Kingdom on Tel: +44 20 7066 1000). 

Complaints Procedure 

It is always our intention to provide a first class standard of service. However, If you have any cause for complaint or you 

wish to make any inquiry regarding this Insurance you should, In the first instance, contact the Insurance Broker or Agent or 

other Intermediary who arranged this Insurance for you. 

You can also contact us directly at complaints@ascentunderwriling.com or write to us at: 

Ascent Underwriting LLP 

10-12 Eastcheap 

London 

EC3M 1AJ 

United Kingdom 

Your complaint will be acknowledged, in writing, within 5 (five) business days of the complaint being made. 

A decision on your complaint will be provided to you, in writing, within 8 (eight) weeks of the complaint being made. 

Should you remain dissatisfied with the final response or if you have not received a final response within 8 (eight) weeks of the 

complaint being made, you may be eligible to refer your complaint to the Complaints Team at Lloyd's: 

The address is: 

Complaints Team 

Lloyd's 

One Lime Street 

London 

EC3M7HA 

United Kingdom 

Email: complaints@iloyds.com 

Telephone: +44 (0) 20 7327 5693 

Fax: +44 (0) 20 7327 5225 

The complaints handllng arrangements above are without prejudice to your right to commence a legal action or an 
alternative dispute resolution proceeding In accordance with your contractual rights. 



NUCLEAR INCIDENT EXCLUSION CLAUSE-LIABILITY-DIRECT (BROAD) (U.S.A.) 

For attachment to Insurances of the following classifications in the U.S.A., its Territories and Possessions, Puerto Rico and 

the Canal Zone: 

Owners, Landlords and Tenants Liability, Contractual liability, Elevator liability, Owners or Contractors (including 

railroad) Protective Liability, Manufacturers and Contractors liability, Product liability, Professional and 

Malpractice Liability, Storekeepers Liability, Garage liability, Automobile Liability (including Massachusetts Motor 

Vehicle or Garage liability), 

not being insurances of the classifications to which the Nuclear Incident Exclusion Clause-Liability-Direct (Limited) applies. 

This Policy• does not apply: 

I. Under any Liability Coverage, to injury, sickness, disease, death or destruction: 

(a) with respect to which an insured under the Policy is also an insured under a nuclear energy liability policy 

issued by Nuclear Energy Liability Insurance Association, Mutual Atomic Energy Liability Underwriters or 

Nuclear Insurance Association of Canada, or would be an insured under any such policy but for its 

termination upon exhaustion of its limit of liability; or 

(b) resulting from the hazardous properties of nuclear material and with respect to which (1) any person or 

organization is required to maintain financial protection pursuant to the Atomic Energy Act of 1954, or any 

law amendatory thereof, or (2) the insured is, or had this Policy not been issued would be, entitled to 

indemnity from the United States of America, or any agency thereof, under any agreement entered into by 

the United States of America, or any agency thereof, with any person or organization. 

II. Under any Medical Payments Coverage, or under any Supplementary Payments Provision relating to 

immediate medical or surgical relief, to expenses incurred with respect to bodily injury, sickness, disease or 

death resulting from the hazardous properties of nuclear material and arising out of the operation of a nuclear 

facility by any person or organization. 

Ill. Under any Liability Coverage, to injury, sickness, disease, death or destruction resulting from the hazardous 

properties of nuclear material, if: 

(a) the nuclear material (1) is at any nuclear facility owned by, or operated by or on behalf of, an insured or 

(2) has been discharged or dispersed therefrom; 

(b) the nuclear material is contained in spent fuel or waste at any time possessed, handled, used, processed, 

stored, transported or disposed of by or on behalf of an insured; or 

(c) the injury, sickness, disease, death or destruction arises out of the furnishing by an insured of services, 

materials, parts or equipment in connection with the planning, construction, maintenance, operation or use 

of any nuclear facility, but if such facility is located within the United States of America, its territories or 

possessions or Canada, this exclusion (c) applies only to injury to or destruction of property at such 

nuclear facility. 

IV. As used in this endorsement: 

"hazardous properties" Include radioactive, toxic or explosive properties; "nuclear material" means source 

material, special nuclear material or by-product material; "source material", "special nuclear material", and "by-



product material" have the meanings given them in the Atomic Energy Act 1954 or in any law amendatory 

thereof; "spent fuel" means any fuel element or fuel component. solid or liquid, which has been used or 

exposed to radiation in a nuclear reactor; "waste" means any waste material (1) containing by-product material 

and (2) 

resulting from the operation by any person or organization of any nuclear facility included within the definition 

of nuclear facility under paragraph (a) or {b) thereof; "nuclear facility" means: 

(a) any nuclear reactor, 

{b) any equipment or device designed or used for (1) separating the isotopes of uranium or plutonium, (2) 

processing or utllizing spent fuel, or (3) handling, processing or packaging waste, 

(c) any equipment or device used for the processing, fabricating or alloying of special nuclear material if at 

any time the total amount of such material in the custody of the insured at the premises where such 

equipment or device is located consists of or contains more than 25 grams of plutonium or uranium 233 or 

any combination thereof, or more than 250 grams of uranium 235, 

(d) any structure, basin, excavation, premises or place prepared or used for the storage or disposal of waste, 

and includes the site on which any of the foregoing is located, all operations conducted on such site and all 

premises used for such operations; "nuclear reactor'' means any apparatus designed or used to sustain 

nuclear fission in a self-supporting chain reaction or to contain a critical mass of fissionable material. With 

respect to injury to or destruction of property, the word "injury" or "destruction" includes all forms of radioactive 

contamination of property. 

It is understood and agreed that, except as specifically provided in the foregoing to the contrary, this clause is subject to the 

terms, exclusions, conditions and limitations of the Policy to which it is attached. 

• NOTE: As respects policies which afford liability coverages and other forms of coverage in addition, the words underlined 

should be amended to designate the liability coverage to which this clause is to apply. 

17/3/60 

NMA1256 



RADIOACTIVE CONT AMI NATION EXCLUSION CLAUSE-LIABILITY-DIRECT (U.S.A.) 

For attachment (in addition to the appropriate Nuclear Incident Exclusion Clause-Liability-Direct) to liability insurances 

affording worldwide coverage. 

In relation to liability arising outside the U.S.A., its Territories or Possessions, Puerto Rico or the Canal Zone, this Policy 

does not cover any liability of whatsoever nature directly or indirectly caused by or contributed to by or arising from ionising 

radiations or contamination by radioactivity from any nuclear fuel or from any nuclear waste from the combustion of nuclear 

fuel. 

13/2/64 
NMA1477 

SEVERAL LIABILITY NOTICE LSW 1001 (INSURANCE) 

The subscribing insurers· obligations under contracts of insurance to which they subscribe are several and not joint and are 

limited solely to the extent of their individual subscriptions. The subscribing insurers are not responsible for the subscription 

of any co-subscribing insurer who for any reason does not satisfy all or part of its obligations. 

PREMIUM PAYMENT CLAUSE 

The (Re)lnsured undertakes that premium will be paid in full to Underwriters within 45 days of inception of this policy (or, in 

respect of instalment premiums, when due). 

If the premium due under this policy has not been so paid to Underwriters by the 45th day from the inception of this policy 

(and, in respect of instalment premiums, by, the date they are due) Underwriters shall have the right to cancel this policy by 

notifying the (Re)lnsured via the broker in writing. In the event of cancellation, premium is due to Underwriters on a pro rata 

basis for the period that Underwriters are on risk but the full policy premium shall be payable to Underwriters in the event of 

a loss or occurrence prior to the date of termination which gives rise to a valid claim under this policy. 

It is agreed that Underwriters shall give not less than 15 days prior notice of cancellation to the (Re)lnsured via the broker. If 

premium due is paid in full to Underwriters before the notice period expires, notice of cancellation shall automatically be 

revoked. If not, the policy shall automatically terminate at the end of the notice period. 

Unless otherwise agreed, the Leading Underwriter (and Agreement Parties if appropriate) are authorised to exercise rights 

under this clause on their own behalf and on behalf of all Underwriters participating in this contract. 

If any provision of this clause is found by any court or administrative body of competent jurisdiction to be invalid or 

unenforceable, such invalidity or unenforceability will not affect the other provisions of this clause which will remain in full 

force and effect. 

Where the premium is to be paid through a London Market Bureau, payment to Underwriters will be deemed to occur on the 

day of delivery of a premium advice note to the Bureau. 

LSW3000 (11/01) 



SMALL ADDITIONAL OR RETURN PREMIUMS CLAUSE (U.S.A.) 

NOTWITHSTANDING anything to the contrary contained herein and in consideration of the premium for which this 

Insurance is written, it is understood and agreed that whenever an additional or return premium of $2 or less becomes due 

from or to the Assured on account of the adjustment of a deposit premium, or of an alteration In coverage or rate during the 

term or for any other reason, the collection of such premium from the Assured will be waived or the return of such premium 

to the Assured will not be made, as the case may be. 

NMA1168 

SPECIFIC PROVISIONS FOR ASSURED'S DOMICILED IN CALIFORNIA ONLY 

NOTICE: 
1. THE INSURANCE POLICY THAT YOU HAVE PURCHASED IS BEING ISSUED BY AN INSURER THAT IS 

NOT LICENSED BY THE STATE OF CALIFORNIA. THESE COMPANIES ARE CALLED "NONADMITTED" 
OR "SURPLUS LINE" INSURERS. 

2. THE INSURER IS NOT SUBJECT TO THE FINANCIAL SOLVENCY REGULATION AND ENFORCEMENT 
THAT APPLY TO CALIFORNIA LICENSED INSURERS. 

3. THE INSURER DOES NOT PARTICIPATE IN ANY OF THE INSURANCE GUARANTEE FUNDS 
CREATED BY CALIFORNIA LAW. THEREFORE, THESE FUNDS WILL NOT PAY YOUR CLAIMS OR 
PROTECT YOUR ASSETS IF THE INSURER BECOMES INSOLVENT AND IS UNABLE TO MAKE 
PAYMENTS AS PROMISED. 

4. THE INSURER SHOULD BE LICENSED EITHER AS A FOREIGN INSURER IN ANOTHER STATE IN THE 
UNITED STATES OR AS A NON-UNITED STATES (ALIEN) INSURER. YOU SHOULD ASK QUESTIONS 
OF YOUR INSURANCE AGENT, BROKER, OR "SURPLUS LINE" BROKER OR CONTACT THE 
CALIFORNIA DEPARTMENT OF INSURANCE AT THE FOLLOWING TOLL-FREE TELEPHONE NUMBER 
1-800-927-4357. ASK WHETHER OR NOT THE INSURER IS LICENSED AS A FOREIGN OR NON­
UNITED STATES (ALIEN) INSURER AND FOR ADDITIONAL INFORMATION ABOUT THE INSURER. 
YOU MAY ALSO CONTACT THE NAIC'S INTERNET WEB SITE AT WWW.NAIC.ORG . 

5. FOREIGN INSURERS SHOULD BE LICENSED BY A STATE IN THE UNITED STATES AND YOU MAY 
CONTACT THAT STATE'S DEPARTMENT OF INSURANCE TO OBTAIN MORE INFORMATION ABOUT 
THAT INSURER. 

6. FOR NON-UNITED STATES (ALIEN) INSURERS, THE INSURER SHOULD BE LICENSED BY A 
COUNTRY OUTSIDE OF THE UNITED STATES AND SHOULD BE ON THE NAIC'S INTERNATIONAL 
INSURERS DEPARTMENT (110) LISTING OF APPROVED NONADMITTED NON-UNITED STATES 
INSURERS. ASK YOUR AGENT, BROKER, OR "SURPLUS LINE" BROKER TO OBTAIN MORE 
INFORMATION ABOUT THAT INSURER. 

7. CALIFORNIA MAINTAINS A LIST OF APPROVED SURPLUS LINE INSURERS. ASK YOUR AGENT OR 
BROKER IF THE INSURER IS ON THAT LIST, OR VIEW THAT LIST AT THE INTERNET WEB SITE OF 
THE CALIFORNIA DEPARTMENT OF INSURANCE: WWW.INSURANCE.CA.GOV . 

8. IF YOU, AS THE APPLICANT, REQUIRED THAT THE INSURANCE POLICY YOU HAVE PURCHASED 
BE BOUND IMMEDIATELY, EITHER BECAUSE EXISTING COVERAGE WAS GOING TO LAPSE WITHIN 
TWO BUSINESS DAYS OR BECAUSE YOU WERE REQUIRED TO HAVE COVERAGE WITHIN TWO 
BUSINESS DAYS, AND YOU DID NOT RECEIVE THIS DISCLOSURE FORM AND A REQUEST FOR 
YOUR SIGNATURE UNTIL AFTER COVERAGE BECAME EFFECTIVE, YOU HAVE THE RIGHT TO 
CANCEL THIS POLICY WITHIN FIVE DAYS OF RECEIVING THIS DISCLOSURE. IF YOU CANCEL 
COVERAGE, THE PREMIUM WILL BE PRORATED ANO ANY BROKER'S FEE CHARGED FOR THIS 
INSURANCE WILL BE RETURNED TO YOU 

07/11 
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SPECIFIC PROVISIONS FOR ASSUREDS DOMICILED IN ILLINOIS ONLY 

NOTICE TO POLICYHOLDER: THIS CONTRACT IS ISSUED, PURSUANT TO SECTION 
445 OF THE ILLINOIS INSURANCE CODE, BY AN INSURER NOT AUTHORIZED AND 
LICENSED TO TRANSACT BUSINESS IN ILLINOIS AND AS SUCH IS NOT COVERED 
BY THE ILLINOIS INSURANCE GUARANTY FUND. 

SPECIFIC PROVISIONS FOR ASSUREDS DOMICILED IN WASHINGTON ONLY 

It is understood and agreed that XXIII. CHOICE OF LAW is deleted and replaced with the following; 

The interpretation of this policy and any disputes involving this policy shall be resolved applying the law in Washington. 

All other terms and conditions remain unchanged. 

SPECIFIC PROVISIONS FOR ASSUREDS DOMICILED IN NEW YORK ONLY 

THE INSURER(S) NAMED HEREIN IS (ARE) NOT LICENSED BY THE STATE OF NEW YORK, NOT 
SUBJECT TO ITS SUPERVISION. AND IN THE EVENT OF THE INSOLVENCY OF THE INSURER(S), NOT 
PROTECTED BY THE NEW YORK STATE SECURITY FUNDS. THE POLICY MAY NOT BE SUBJECT TO 
ALL OF THE REGULATIONS OF THE DEPARTMENT OF FINANCIAL SERVICES PERTAINING TO POLICY 
FORMS. 
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ASCENT,v 
UN DE RW R I TI N G 

You have purchased some or all of the Insuring Modules contained within this policy. The Insuring 
Modules purchased are what we cover. Please refer to the Declarations, which show the Insuring 
Module(s) you have purchased. If an Insuring Module(s) has not been purchased, that portion of this 
policy is not applicable and no coverage will be provided under that Insuring Module. 
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U NDERWRITING ASCENT CYBERPRO POLICY (USA) 

• 

I. WHAT WE COVER: INSURING MODULES 

INSURING MODULE 1: (SECURITY AND PRIVACY LIABILITY) 

We shall pay 01 your behalf damages and claims expenses that exceed your deductible as stated with in item l of the 
Dec1a,a:ions, wh ch you become legally ob!1gated to pay as a result o! any claim f rst maoe against you and notified by you to us 
i'l writing, 1n accordance with Section XI c' th is policy. during the policy period o: any extended reporting period. if appl:cab'.e 
ans ng from a1 actual or allegec security and privacy wrongful act(s) for whic'l you are legally lia::ileproviced that sucl-i act(s) 
occurred 01 o· after tne retroactive date 

INSURING MODULE 2: (MUL Tl MEDIA AND INTELLECTUAL PROPERTY LIABILITY) 

We shall 'Jay on your be~alf damages and claims expenses Iha'. exceed your deductible as stated w1thir ,tern l of t~.e 
Dec aratior s. whch you become ega ly cb' gated to pay as a result of any claim f rst made agairst you and not1'ied by you 10 us 
i1 W' ting r accoroa1ce w,'., Sec'. 01 X1 of this polcy, dur ng t1e policy period or any extended reporting period . if appl cable, 
rest.:liing 'ro1i any actua: er al egec multimedia and intellectual property wrongful act(s) arising du• rg your multimedia 
act1vit es,prov.deo t'1at such act(s) occJrreo on o• after tne retroactive date. 

INSURING MODULE 3: (TECHNOLOGY SERVICES) 

We shall oay 01 your behalf damages a,d claims expenses that exceed your deductible as stated wthin i:e'll 4 of '.he 
Dec·ara;ions, which you beco'.T'e lega ly ob1:gated to pay as a result o' a1y claim first mace a; ainst you and noffied by you :o us 
in w; ting. 1n accorda1ce w,th Sect,on XI o' '.nis pol cy. during the policy period o· any extended reporting period, if appl,cable. 
aris r g 'ro- 21 ac!Ja o· a ieged professional wrongful act(s). prov'ced that suc'1 ac'.(s) occ,med en or afte• '.'1e retroactive date 

INSURING MODULE 4: (MISCELLANEOUS PROFESSIONAL SERVICES) 

We shall oay on your beralf damages and claims expenses tha: exceed your deductible as stated w,tr in te;; l of li'e 
Dec ara:iors, whc1 you beccme legal I' obligateo '.o cay as a resu I of a1y claim ' rst rrace against you and notif ed by you to us 
i1 vr thg r acco·ca1ce w,:ri Sec: 01 X o: this pol cy. during 11e policy period or any extended reporting period if apcl cable. 
ar:sing fro~1 aractua1 or al!egeo professional wrongful act(s). p:ovided that such act(s) OCCJrred 01 o: after the retroactive date 

INSURING MODULE 5: (NETWORK INTERRUPTION AND RECOVERY) 

We s'lall inocrnify you for network expenditure that exceed your deductible as statec w.t, rri item 4 cf the Declaraticns. a1d fo· 
loss of business income incJrr ed du1,rg the restoration period afier exoira'.ior of the app icab'e waiting period as sta:ec withir 
item 4 of the Decla•ations. resJlt11g from a network event sustaineo by you anc nc'.ified oy you to us 11 w: ting, .n accorda1ce w1tr 
Sec'.icr X o' th.s pcl.cy. duri'lg the policy period or ariy extended reporting period. if apolicable. provided that SLCh even'.(s} 
occw cd ori o· after tr e retroactive date. Th s lrsu''19 ilfodLIC provides no coverage for loss of business income resL,'.i'lg from 
direct chysica' oss or direct physica damage to covered property whicr is on y covere::: u1'de· lrsuri1g r,'odJle 6 

INSURING MODULE 6: (COVERED PROPERTY: PHYSICAL DAMAGE, PHYSICAL LOSS AND DEBRIS REMOVAL) 

We s1a.l i1dem1ify you for your specified loss tnat exccec's your deductible as sta'.ed wrtnh tc·, 4 ol tl'e Decla·aticns ano fo: 
loss of business income i1cunec dJr ng the restoration period alter expi•ation of t1e aop icable waiting period as sta'.ed wi11 in 
item 4 o: tl·e Declarat 01s a'is:rg froT d rec: ol'ysical .oss or di-eel p:iys1ca: da11age to covered property sustaineo by you lnat ,s 
d scovereo by you du· ng tne policy period o· a1y extended reporting period, if app!icab'e. to nave •esul:eo so!e'y ' rO'"' a security 
event and no:if1c:i by you '.o us i1 writ1rg, r acco;da,ce witr Sec: 0;1 XI of t1is policy, du· ·1g t"le policy period or ary extended 
reporting [X'' od f app' ca:)le provicec triat s_icl· eve1t(s) occv·ed en or after '.he retroactive date. 

I is a co:id ibn precede1t to covc·age uroc· tn,s hsLri1g lv1odu lc tha'. you l·ave an in 'o·co pro;:ierly i·1su·ance policy at :he hccpt 01 

date o' tt s po',cy a1d at '.t·e ;i,ne t1e p"lysical loss or p1ysica cama~e 1s sustah ed 

Coverage wi I or.:y be p:ov ded h acco·oa1ce with the te·irs. co1di,ions ard !imita, 01s of ;t-,s pol cy if ;he rr force prooe-11• 1rsua'1ce 
p:il cy mairla ned oy you woJIC c'.i'erwise prcv de cove•age fo1 specified loss or loss of business income, bJt is exclude:: oecaJse 
it a·,ses fro-;i a security event. 
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INSURING MODULE 7: (EVENT SUPPORT EXPENSES) 

We shall pay on your behalf event management costs, notification expenses, support and credit monitoring expenses and 
third party event support expenses that exceed your deductible as s:aled w.thin item 4 of the Declarafons, when sucn costs ano 
expenses are i1curreo, fo!owi1g a security event privacy event, social media event or b•each of privacy regulations a1d notified 
by you lo us 1r wri'.i1g, in accordance with Section XI of lh,s policy. dJring the policy period or any extended reporting period. if 
app'icable, provided thal such eve1:(s) or breach(es) occurreo on or afte· tne retroactive date 

INSURING MODULE 8: (PRIVACY REGULATORY DEFENSE AND PENALTIES) 

We S'lal pay on your behalf those ar.ounls tha: exceed your deductible as stateo w:lhi'l item 4 of the Declara,ions, which you are 
legal'y obligated to pay, inclJd ng claims expenses, as a result of a civ I regulatory acl 0'1 o· investi;aron, ·,eluding a regulatory 
compensatory award, civ:i pena ty or fhes !o Inc extent insurab'c 'Jy law, imposed by a federal, stale. goverrme1tal. or o:r er 
regulatory bcdy against you aro notif.eo oy you to us in writing, in accordance witn Secticn x: o: tr1s po'icy, durirg the policy period 
o· any extended reporting period, if acp,1cable. as a resu!t c' a privacy event, security event, or breac'i of privacy regulations 
s,1s!ained by you, proviced that sucl1 event(s) or breach(es) oocJrred mo· after '.he retroactive date. 

INSURING MODULE 9: (NETWORK EXTORTION) 

We s11all oay o, your beha f network extortion monies 1'121 exceed your deductibleas sla'.eo wilh:n ·tcm t, of t:1e Dcclarat ons, 
vhen suc:1 ro:iies a·e oaid by you fo'.lowhg a network extortion threat ,'.o the exte111nsurab'e by law and notifiec by you '.o us •n 
\•1:i:hg. in 2::cordance with Section XI c' :,is po'icy, du· :19 the policy period er any extended reporting period if applicable. 
p,ov,dcd Iha! SLC~ threat(s) occurreo 0·1 o, a'ler the retroactive date. 

INSURING MODULE 10: (ELECTRONIC THEFT, COMPUTER FRAUD AND TELECOMMUNICATIONS FRAUD) 

We sha I ·ndc'T'ri'y you for your d rec: r.0·1ctary loss !l' a'. excceos your deductible as sta'.ec withh 'tern 4 of the Declara! 01s 
SJS'.ained ho"'1 electronic theft. computer fraud O'. telecommunications fraud \•n ich occJrs en your computer network 210 

e"Ses 'ro- a security event sc1s1a·ned by you and not fieo oy you to us 11 \•riling, in accorda1ce witr Secfo:1 X o: lnis pol cy. 
duri •1g trie policy period or a1y extended reporting period. if appl,cable. prov dcd tr at SLch cvent(s) occurred 01 o· a'tcr the 

retroactive date. D rect monetary loss only 1~clLldes the specific amour ! lost by you due to :he electronic theft, computer fraud 
or telecommunications fraud a1d does rot nc'uce ary other a-noJnls. 

INSURING MODULE 11: (SOCIAL ENGINEERING FRAUD) 

We sl•a I 110e1ir.ify you for your direct r"o·1elary loss :hat exceecs your deductible as s'.a:e::i wilhi'l 1te:n 4 of '.he Dec'aral o,s 
s.is'.a ired froT social engineering fraud susta;ned by you ard notified by you lo us in writing. in acco·car,ce w !1 Sectio1 XI o' 
:·1is policy, duri1g :11e policy period o· 2ry extended reporting period, ii ap;il cable, provideo 1'121 such eve111(s) occJrreo 01 O' 

after the retroactive date. D rect 11::mclary loss 11clJces the arr.oJr t los: by you CJe :o 1he social engineering fraud anc does 
not include a>1y olre, amoun!s 

INSURING MODULE 12: (REPUTATIONAL DAMAGE) 

We sha incermiy you for reputational damage hcurreo durirg the restoration period ti-tat exceeds your deductible zs staled 
w thin 1:cn 4 of ;ne Declara:ions arisi'lg 01reclly from a network event SL.s:aired by you ano rel f1e::i by you lo us ·ri vm'.ing. r 
accordarce wi:h Section XI 0 1 tri s pc1iC)' d,11i>1g the policy period 01 ary extended reporting period. 11 aop!:cao e. p'.ovided :hal 
such network event cccu:'ed or or a':cr :he retroactive date. 

II. DEFENSE, SETTLEMENT, AND INVESTIGATION OF CLAIMS 

A. Wi:1 resoec: 10 lrsun1g J..-10:,1 es 1, ? 3, 4. and 8 we s'la' 1 nave Ire r'ght 21d outy lo cefend a1y claim by a lr i'd paiy 
z;iains'. you seeking parer· u1cer ,l·e te·rns of this policy. ever if any o' the allegat 01s ol t1e claim are g·o,mdless, false or 
''audLle·1t. ard suoject to trie Lh1it of Liab:lily exclJsio1s a1d ott-e• te•r,s a1d conditiors o' t~is po icy You have :1e r;gl''. 
10 selec: ccur SE:l lo dcfc·1d a1y claim notified L,nder :I's Po icy sub.ect to our corser t, which sha I not be un-easonab )' 
w ;t,hcd. 

B. -he Limit of Lao i:y ava ao c 10 pay damages ar;d as staled w 111111 item 3 of Irie Dec a·at'o1s s'la' be reduced a1d may be 
completely ext'2LSted. by payrne:11 o! claims expenses or ar y ot1er amoums covered unoe· the po! cy Damages, claims 
expenses, ard a,y o:1er aToJn'.s covereo urce· this oo cy sria be 2ppl ed agairist tre deduclible 
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C. We st:a r ave the right to make any investigafo~ we deem necessary ir.cl~c 19, wi!"IOJl limi:a'.ior1, any investigation with respect 
to the application ard statements rrade in the application and with respect to coverage 

D With respect to nsuring MooLles 1, 2, 3. 4. and 8. if you refuse toconse;ii lo any settlement o· compro-r:ise recommerded 
by us that is acceptab.e lo the c'aiman'. and elec'. to con test the claim. our total liabil:ty for any damages, claims 
expenses, and other amounts covereo unoer this po'icy shal no'. exceed: 

,. Tne amount for wh ch tr.e claim cou1d have been sctt!ed. 1ess :ne 'ema11ing deductible. plus t1e claims 
expenses ,ncu'red up to the time of such re:usal; and 

2. Eighty percent (80%) of any damages, claims expenses, o· othe· amounts covered under l1is pol.cy ,ncurred 
after the dale such settlement or ccmprom·se was recor1mended to you. The remairiing twer ty percent (20%) of 
such damages, claims expenses, or w1cr amou1ts covereo uncer lnis po icy are lo be borre by you at your 
owr risk and ur ,r sured Lnde· this policy. 

or the unexhaus!ed oor:,on of the ap;:,1-cable Lim I of Liability whichever ,s less 

E ,I :s furtner prov,oeo tnal we shal rot be oo gated to pay a1y damages, claims expenses. o· any o'.her amow1'.s covered 
under this oo· cy. or to unde:1a·~e er contirLe defer se of any sui'. er pro~edirg afte· the applicable L·ill I of Liao ty l'as bee"I 
exh2us:ed oy payme1I cf damages, claims expenses, er ot1c· arroun:s cove·ed Lnde· this po!•cy a·1c t1at upo1 such 
payment we shali have lhe ·igh'. to witi\cr2w f·cm the fer.her de'ense tr e•eo' by te1cering control cf sa·o de:e1se to you 

Ill. LIMIT OF LIABILITY 

A The L mit of Lia!? li:y se1 forih iri ilerr 3(A) of tr,c )ec aralions sh2ll be the 1-r t of our l:ao,.,:y fo· each claim and r !tie 
aggregate arishg ur cer each r.surhg l,1odu e. ir.clud ng claims expenses. where a;;p,icab·e L.owever, t1e It'\ I cf our 
liab'li:y u1der lnsu· 1g Mocu'c 6 fer eacr claim ard 11 the aggregate sha I be ;he esser cf i) the _im,1 c' _1abil ly set fort, 
in te:-1 3(A) c' tre Declarat MS or?) the applicabe ,._imi: of Liabil•:y o· Su, lrsu·ed 'or each cccurre1ce loss. awdert. 
inc dent or evtr t as aop·1cab'e. as p·ov,deo r your proocrty insurance pct cy Ira'. s in force on the da:c trc pl'ysical 
loss er p1ys ca damage s susta'r.ed 

a Trc Limi;s of Liao. ity set !crth ,n item 3(8) of :he Declarallons shall be our total Li11,t o: Liability u1der '.1is pol cy rega·olcss 
of the nJmber o' 1-lsving t\l'.cdules tnat apoly, includ r.g claims expenses vmere app'·caole 

C Notwithstanding the agg·egate Lir1 I of L abi'ily unde1 eac1 lnsuri1g ModJle as set forth •r item 3(A) of :he )ecla·aticns, 
a·t paymerts made Lnder this policy, regarc'ess of the number of Insuring MocLles that apply, wil, recJce the total Limit 
of ~ 2.b1 ily set fo·1~ in item 3{8) of Ire Declaral O1s. tn '10 event w, we pay 'l'Cre :han the to:a Lim t of Liaoil :y as se: 
!o•tr in ·tern 3(B) o' the Dec ara1 or s. 

D. A'I claims aris 19 o.i; of t1·e same. related C'. cont ruhg acts. fa::1s, o· circuc's:ances, wit1out rega,o to Ire number of 
11sureds, claims. or clai,iants sha:I be cons dercc a singe claim and 01ly one L-mt of Liabiil:y. as set fo·th ir 1:e:1 3(A) 
of the Dec!arat ens, w I. apply All suc:1 claims sha be deemed to have oeen r1ace a: tne ti~e of tr e f rs: sue~ claim 

E 11 the event that a claim s notried by you. 11 accorda1ce wrth Sectio1 X of this policy, ,nd attacl'es lo 'i'C'e lnai- ore tns,Hing 
ModJle. cnl1• O1e Limit o' Liability as set forth i1 tem 3(A) of li'e Declara:icns sna apply. In SJCh ever.I. at most, 011ly t~e 
hghcsl of the app icab e LiTits of L•ability shall app y '.o sucl· claim. We have the soled sc:ei'.or to a loca:e claims paio, 
if ar.y agai11st '.1e appropriate ap;:I cable _ mi: c' Liabil ty w;th regard 10 sJch claim. in ro event sha I t~e a---:o,1r t paic 
hy us under a,y lns11·1119 tv'o:iule be grea:e· Ir an Ire Lrn,t o' Liab h:y sc! fcrtt· r item 3(A) of tre Decla·a1 ons 

F. The u~its o' Liaoil ty for 1!\C extended reporting period.,, applicable. sral be pa01 o' a·1d no1 n acci: on to the L m:: of 
_,ab, iiy for the policy period 

IV. DEDUCTIBLE 

A Tt:e deductible amo1..1: se'. fo1h ir tern 1. o' the Dcc:arat:01s shal apply to eac;1 and cve•y claim Trle deductible shall 
be satisfied by your oaymert of a:':'OJ'l lS covered L r der the policy. 'a claim al'.aches to 1'ore ;1ar O1e lrs,1r r.g ModJle, 
only Ir e 119hes: deductible aoplies. 

B Your paymer1 of tne ap;:hcable deductible 1s a conc,;ion precedent lo Ire payricn1 by us ol any amou!\tS covered under 
tri s policy ano we sha only be liable tor :he aTount 111 excess of deductible. riot 1O exceed our total Lim.I c' Liao:! ty as 
stated n item 3 o: the Dec'ara:ions You s1all !T.ake direct payTen:s wi'.h r tl'e deductible to '.he app:op· ale part•es. 
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C. A I claims aris;ng oJt of lhe same. related, or cont'nuing acts, !a::ls, o: circumstar:ces. without regard to the number of 
insureds, claims, or cla1f"la1ts shal be ccns;dcred a sirglc claim and only O11e deductible shall apply. All suc>i claims 
shall be deemed to have been mace at the time of the hrst such claim. 

D. We wil, r.ot inde11nify you ir respect o! loss of business income incLlrred curing lhc tirie of lhe waiting period listeo m 
ilem 4 o' trie Decarations 

V. TERRITORIAL LIMITS 

This pol cy applies lo any wrongful acls i1sJred events ::ireaches or threats deta·led urder the ·elevar.t Insur :ig rv'.cdJles. committed, 
alleged lo have been co1,mi;:ed or occurr.r.g a,ywr.ere n lhe wo:-ld unless otherwise staled 1n item 10 of the Declarat ons. 

VI. INSURED 

-he insured ireans· 

A. - i~e legal en tity(s) shown in ite"1 , of lhe Dec1a•at1O1s, 

B. A1y subsidiary of the egal e1t ty/s) st:own n 1te:-n 1 of the Declarat ms, bJt only w:th respect io wro:ig'u! acts ins,.tred 
eve:its. brca::1es c:- threats as deta icd Lnde· \he •elcva1: lnsJring Vodule lnal occur while it rs a subsidiary and otnerwrse 
coverec by lhs pclicy; 

C A.ny past, ::ircsent, or future offa:e·, d rec:o:-, trus:ee or employee o' a1y pa·ty dcsc:;bed 11 V {A) o• (B) above, but 01ly 
wni e actir.g withi1 the scope of treir dut es as SJ ch, 

D 111 the ever t that any oar:y oescribed i1 VI (A) or (B) above is a ::iartne•sh o, riited 1iab :i:y par11'ers1,p. o: ,h1iled :abi!i:y 
comp2ri1·. ther a1y oartne·. principal. stoc~hoder or owne· thereof, b:Jt on'y while ac:ing wi:1in tre sco::ie of lne • outics 
as St,ch. 2!'ld sole!y w,lb regard lo lrsv rg \/odu e(s) ', 2. 3 arolo· l. if pJrchased; 

E. Any age1: or incepe1dent co·1tr2.c'.or mcludirg c1st· bso·s. licensees. ano su::i-1 ce'lsees. but cr111 w'11le acting en beha.f 
of, al tr e d rect on of, or under t1e cor trcl o' ar.y pa·ly descri::ieo iri Vi (A) or (B) above, and solely w,lh regard lo 1nsLring 
VodJle(s) 1, 2, 3 arid/or 4, if pJrchased, a'ld 

F. With ·espect to Insuring ff.odJle(s) •. 2, 3, and/or 4, if pu•chaseo,cove·age hereunder is exterced to any rdivioual(s) o: 
en:ity( ies) requi·ed by contract to oe nar1eo as a1addit1O1a1 1nsu·ed uncer this pol cy, bJt O1ly to Ire extent of Ire serv ces 
as provided by the cmtract be:ween tne pa·ty described i1 VI (A) o· (B) above and tnesc inc iv cLa'(s) or ent ly(ies) ano 
only witt· respect le damages aro claims expenses trat exceeo your dedJc'ible wr1cr they becorie ·egally obligated to 
pay ?.S a resLII of a1y claim a·1s I g so!el,• OJI a' security and privacy wrongful act(s). multimedia and intellectual 
property wrongful act(s), andlor professional wrongful act(s) co:nmitted or allegedly comm;tted by lne parly(ies) 
describeo in VI (A) er (3) aoove.lt :s a car.di! on prececert to coverage urde· 110 'o·egoing pa•agraph tnal 

all ir diviouals ano e:i:,t es TCIJded in VI (c:) above must a~1de by all of the po!:cy·s lerms anc corid1'.·01s, 

2 al h diviouals ano e:itities nc ~dee 1n V (FJ above must accep! a1d ab'de b,• lhe cec s1O11s ci us a1d lhe legal 
cntity(s) shown n item ' 01 the Ceclarat1O1s w.:h ·egard to the 1,zndling ano reso:vmg of any claim; a'ld 

3 the named insured 1s au:1onzed :o act ano agrees to act 01 cehalf of a' inoivdt,a (s) o· ertity(ies; nsu cd 
unccr this po icy wit1 ·espcct 10 all -rat:c·s pertai1~1ng to t1e i1sJrance affo·deo by tile pol cy: 

Nc.r ng in t'lis pol cy sr al se·ve to p,ovice cove·zge for any pa·ty dcscri ::ied ir V1 (F) a:::ove for claims a· sing o~i of security and 
privacy wrongful act(s) multimedia and intellectual property wrongful act(s), professional wrongful act(s), security 
event(s}, privacy cvent(s), social media event(s) andlor breact1(es) 01 privacy regulationscomm tteo or a leged!y comm tteo by 
a1y pa•ty cescribe::i 1 VI (Fl above or occJr ling on Ire computer networks of the pany(ies) describec ·1 VI (F) above. 

VII. DEFINITIONS 

A Applicat ion -reans all a::;p·ic;;tion 'o-r·s. 1nclJd rg a1y att?.c1ments tnercto. anc a I ot1e' i'l'orrnat on ard mate• els 
sub-rilteo to us by you o· on your be1a' 1r cornect·o1 wit1 '.1e .11derwr1ti'lg oi !nis po icy Al SLC1 applications. 
attachments. 1•1'ormat1or. c:'1d ma:0r als are oeemed attacr cd lo a,~c :ico·oora:ec in:o 1~;s pol cy. 
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B Bodily injury mear.s p'.1ys.cal n,ury s1c~ness, d;sease, deatri, mental anguish. menta' 1rijury, shock, hum1liatio:i or 
errolio1al c stress SLslained by any person. 

C. Breach of contract mears b·each of a written contract(s) w th a client to perform technology services because of 

1. -he technology services beirg negt.gen!ly perlo·med o: contain•ng a mate•1al defect: 

2 - ~e technology services fail rg to meet any staluto•y !erm concern 1g qua ty, safety, or fitness 1o: a part CJlar 
express purpose. er faih1g to meet an implied dJty :o exercise !'lat degree of ca·e or sk II consis'.en t wi:'1 applicable 
irdustry standards or 

3 Breach o: 8'1)' 1old ha·rrless er indemn ty provision regarding 11fringeme1'. of inle lectual property rights breacft 
o' secu' ly or trie cc11 f1dent1ali:y of inlorma:ion. 

D Claim mea·1s. 

A wr•Heri oeria1d lo· r101etary damages O' non-more:ary rel ef, a reqLest for a to.ling agreennt, the service of 
a civil su,· or ins ti t,1: 01 of arb trat,cr p-oceecings receivec by you seek rg monetary camages or tie t1·1ea'. o· 
11tiatio1 of a sui'. a1::lor proceeding seekhg 2 ter1::,orary restra n rg crde· o· a p·elirni1a•y or permanent 
ir.Ju 1c:ior,. 

;; A formal C!vil ad-r:1r ,strahe proceed 1g er regulatory actior or .nvesliga'.ion to tbe ex!en; cove•ed by '1Suri1g 
\l.odu e 8, 

3. A network event 

L ::inys,cal da·nage or ;::l'ysical loss a~o/or ce::,ris vrie1 discovered oy you IC ,ave ·e~ul:ed f'om a security event 

5 \ot f.cat01 t::, us c' l~e reeo to rcur event management costs, notification expenses. support and credit 
monitoring expenses er third party event support expenses, 

6 A network extortion threat, or 

7 Nol f1catio'1 to us t1 c: t electronic theft, computer fraud, social engineering fraud ardlo· telecommunications 
fraud has occ,mec 

E Claims expenses rr.cans 

= 

2. 

3. 

Reasorab'c a10 necessary legal costs a1d expenses in::,wcd v11:h our consc,t a'lo c1arged ::,y an aaor1ey(s) 
ap3roved oy us lo defer.d a claim, 

All o:1e· reasonaole ard necessa•y fees. costs a10 expe1ses resu't•rg 'ro11 t~e 1nvestgatior, ao.uslr-:erl cefe1'se. 
a1d a::,ceal cf a claim if incurred by us, o· by you wi'.n our 1·.~ i:ten co1sei.t er 

W ti• respect :o lrsuri,~g l.1ocules 1 a1d 8, your •easo1able and necessa•y cgal costs arid expe:1scs newed with 
our co1sent h tre de'e1se of any c vii aom r istrahve p1oceed,19 o· ,eg,ila'.o·y act.0·1 as a 1es~ t of a privacy 
event, security event er brcac'I cf privacy regulations by you O' or your behalf by sorr.ecne ;or whom you 
ere lega'ly 'es;:io1s blc 

Claims expenses does net i1ch,;dc a1y salary cvernead, C' cthe• cha·ges ncurred oy you fo· a1y t -re spe1t i1 cecpcra: ng 
in t1e de'erse and invest ga: :::-i o: ary claim or c 1c.ns:a1ce wrict> -rig 1: leac lo a claim ncti'ie;; J1der t1 s po',cy 

Computer fraud -r.ea:1s ar 1rtert•o1a1, unaJthorized or f·aud.Jle'll eri:ry cl data hclJcing w1er suer entry is made via 
1l·e i1'.e·nel o' ano!rer computer network p·ov,ded H·at suc1 act 1s comm tied oy afly pusor or oersor.s w10 1s re: zr 
employee, d rec'.o· o· pa·t1e• o· •s cor'1-r ilted ny an employee wih the r: ter t :o ce!raJd that results in a'ly o· al o! Inc 

'o'lowi1g 

Your money, your securities or your other asset be r g ::ar s'e--cd. d1sb.irsed. paio del verec. a lered 
co·rupltd 01 ost 
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2. Money, securities or other asset cf your customers o· clier ts being disburseo. paid de!'ve0ed, altered, 
co·r Jpted. o· lost from an account that is in your t•ust or ccnt•ol. 

3. Crea'.ior of an urau!honzed or fictitious acco,int 11 your name. 

Computer fraud does rot include electronic theft. social engineering fraud. or telecommunications fraud 

G Computer network(s) means rterconnected electronic. wireess. we'J, or similar systems ( ncluding all hardware and 
software) use:i to share or process data or inform at on in an a1alog digital electronic or wireless formal inctud rg but not 
rm ted to, cor1pJtcr p:cg-ams, e'ectroric data, operating systems, servers. med a lib'aries, associatea inpJI aro output 
dev ces, :robi'e devices, networking equ·pment, telecornmunica: 011s system, webs tes, extrane'.s. o:f lhe storage 'acilities 
(to :he ex;e1t Iha! they held electronic da:a), and electronic backup equ prnenl With the exception of lrsur rg iv',odutes 5, 
6, 1G and ;2 computer network(s) also mears tne use o' compJthg resm,rces that are delivereo as a service ove1 a 
ne.work or :he internet (comronly k1own as ·ctoud compLt1ng") anclor your Oli:sourceo da'.a ceri ter o· othe· premises 
where your data 1s stereo or managed by a third pa·ty. 

H. Computer virus r1eans a p-ograrn tha'. aosscsses the ab, ily to crea'.e •ep'icas of 1tse.f (commonly known as ·au'.O· 
reorodJclio1 p:ogram) with 1 other p:cgrarns o• operat r g sys:e,, areas. or which ,s capab'e o: sp·eading cop:es of :tself 
whol.y or pa·tly :o other computer network(s). 

Covered property means a rea' ar.d persona' ;::rooerty cwr ed by you o· i1 your care custo::iy 21d CO;)::o. vruch 1s tis:ed 
as covered or .s ctherwise covered iri a scpa-ate .n 'orce property 111sLra1ce po icy purchased by you Covered property 
does no'. ·ncluce property not covered; 

J. Credit card association mea1s Visa, Vaste·Carc, American Exo1ess, Oiscove·, m JCB 

I\ Damages r-cars c mo,c:ary .~dgmen1, cor sJmer redress' Jra awa·d, scttlem81,t (oroviced :ha: SL ch is agreeo .n wr:ting 
by us). rru t,ples of co~pensa;o·y aarr2ges pur ;:.ve or exe~plary damages :o the extent i11su•able v1der i'le law of any 
appl c2.nle .Jrisc1cl ori :hat most favor~ covc·agc Damages coos rel '11Cude 

1. Your fJ:ure orof,;s o· royalties, res: ti.l:ion. or cisgorgerncr1 o' your profits; 

2 The cost :o ccrnpty with o·oers g'a'lti1g 1n;unctive or non-mor e'.ary ·elief mclud rg spec,f c oerformance, or a'ly 
ag·eer1e1! to prov de suc1 re'ie:, 

3. soss cf your 'ees or pror,:s. ·e:Lrn er offset of your fees o• cha'ges, or your commiss 0:1s or roya ties 'J'Ovided 
or co1:racteo to be provioec, 

L. -axes, 1-nes per alties o· sanc:,01s: liowever tn is coes not irCiLde evil fines or pcral:ics to tne extent nsurab.e 
by law or to :t:e exlen1 other\'/ se covcre::i under nsuring rvodule 8 

5. Any amm.n: wh:cl' you arc not f1ra1icia y er tega iy obligateo to pay. 

6. Disgorgernenl or •ett.rn of a1y re-rLne·atio'l or fina1cial advantage to which you were ro'. ega y e1t1t.cd. 

7. V.or eta·y judgments. awards, o· se:tiec·e:i:s which are u1insJ1a::ile Lncer tne aw pJrSJan'. to which th is oolicy is 
cor s:rued: 

8. Past. p-cse1t aridlor future licc·1sc fees o' any ~1ra 

9. Liqu.datec oamages. 

10 Payment Card Industry fines and assessments; o· 

'1 A1y cl'arge backs, interc~ange fees settte111en'.s. d1sco~nt 'ees o· prospective serv ce fees or a,y a"'0,11ts oue 
urce· a Merchant Services Agreement. 

Data r'ears ary -r.acbhe readable h'o·~aton 1'CJdi1g ready for Lse arograms er e·e:trcn c cata 11respect.ve of tl·e 
way i: s used ard rcndc·cd i'lck1ding. liJ, not Im :ed to. tex t or dig lal med a. 

V Deductible mea·1s '.l>e Z"'OJPI specified in item t, of t'lc Dec'a·arons 

Ascent US v2.8 2019 



ASCENT'v 
UNDERWRITING ASCENT CYBERPRO POLICY (USA) 

-

N. Denial of service mea1s an unauthorized or mallc1ous aaempt or atlack on or via a computer network to make a 
computer network unavailable to its intended users 

0 Electronic theft n:eans, 

The tra'lsfe,. alteralio:i corruption or theft o' your intangible asset 

2. Disclosure, dup,1caiion, or theft c' your intangible asset(s) to a pe·son(s) or er.ti!ies(s) who are not aut1orizc:i 
to receive it. 

Electronic theft ooes not irclude social engineering fraud, computer fraud er telecommunications fraud 

P Employee(s) mca:1s any ind vioual n your service, includir.g a1y volunteers interns. part-:iTe, seascm,1 leased a1d 
te11pora·y wo·-<ers O' a1y 1r.div dua who s wo·king 01 your behalf, o· at your di,eot101, and J1der your d rec: cortro 
Employee does not 1Gduoe any of your partne·s or d rec:o·s. 

Q Event management costs n:ears t,ose reasona:Jle a10 necessa'y fees you 1ncu wi!I' our co1sen\ ano wh1c1 are 
approved by us for the er.gagement of a public relations corsu tar, or a breach ccu'lsel if you reascna::iy cor s.der lrat 
suc1 aop:::i11tment s neeced r order to ave1 or m::"gate a1y rrateria camage to a1y of your b·a1ds fol owing an actLal 
o, al eged security event. privacy event, ureac'l of privacy regulations, or a social media event. 

Extended reporting period mea1s t1e period o' I me afte· the enc o' the policy period for reporting claims as prov ded 
h Sec:ior X of ti's pcl cy. 

S Hardware -rcans a·11• a1d al p:iysical ccmpo:1e111s of a ccmoLler systc-n. 

T. Human error mear s ar ace derta act 01 m operating e0rcr by your employee(s) 

v. Intangible Asset mea11s no1-p,1blic rlorma'. on o· ro1-\angihle p'cpeny w1i::;r 1s cwr ed by you ar,o 1s relo w ,hi1 your 
computer network b~t ras no phys ca suostance r clLoirg t'ade se:;re:s, copyrights, pa'.erts :raoe-ra'ks. data or 
other 'l'crmation whe1 :he o sclosu'c, theft, corruptior or copy 1g o' SLC1 woJld cause you a -~01etary less or g ve a 

co~·oe: tor ccnlTercia' aova,tagc to whic1 l11cy woJ d not have previously nad 

V Loss of business income mea1s lne net income (110, profit o· los:, oefO'C 1nco:ne :axes) trial you woJlo hcve earned. 1) 
had no network event occJrrcd pt;rSL.al't to lr sur ng 1,1odu e 5: or 2) 'lao no security event occJrred pursuant to Insur ng 
l,lodL!e 6 

Loss of business income does 101 i1c'uoe reputational damage. computer fraud, electronic theft, social 
engineering fraud o, telecommunications fraud 

W Malicious code Mears software designed to ir filtra'.e, disruot 01 damage a computer network or gather sersitive 
in'o"rat,01. a wi:hoLt :~e ownc··s rformcd conse'lt. by a variety of :orms nc'Jd 19, but no: mitcd to, Tro,ar horses. 
spywaie Ma wa·e. ranso11ware d s~crest adware a1d c· mewa'e 

X Merchant Services Agreement rreans an agreeme11 be:wee1 you ar d a I r anc1a i1s,i1LI 0 1 credit card association 
o· payment card proccssc: tr a'. erab cs you to accept crecil cards. oe:iit cards or vepaid cards for Ire payment of goods 
services or do,aticns 

Y Miscellaneous professional services mca1,s your bJs ress se'v.ces, wh,c1 are pe1orr.ec for a1d 01 bcha' o' your 
C:ier ts er i:1 the ccvse ol your ous1'less and li-T1ileo to t'lose services sta'.ed in 1te-r, 11 o' the Declarations. 

z Money(ies) means a r·eoium c· &xcl·arge 1' cJ'rent cse a·1d at.tho· ,ec O' acopteo by a d::imestic o, fcre g1 
gcverrme:it a1d nch .. oes cv'cncy, coins, baPknotes. bi.,11 :ws. O' regis'.e,ed checks Money also mca1s v1r:ual 
cJrre1c es anc cryptocu"c~c cs i'l:; L.dng oitccins. 

AA Multimedia mear s ti e ·elease: o' cr y co1tent in a phys ca er electrcnic foT1at, inc ud ng 1'lte'riet co1te·1t. newsoapers. 
ncwslet:e·s, magazines. oooks. broc,t.res, iMages or 011c: types of pub1icatio1s and advenis ng ma;erials 

88. Multimedia and intellectual property wrongful act Tear.s 
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1. Dcfarna,,on inc udi·19, but not lim,ted to, disparagerne1t or ha·m to the rep;itatio1 or charac:e' of any person o: 
organ zai 0:1. libel, sla1der, product disparageme1t, trade libel or inllictio:1 o' emoliona dis:ress or mental a1guish, 

2 Invasion, 1nhnge11en:. 01 ir.terfe·ence with the right lo privacy or right of publicity, mc:uoing fa'se ighl. pub' c 
disclosLre o' orivale facts, including those of ar employee, i1trt.s on, o: com:r:e'cial appropriation o' na'l'e or 
likeness: 

3. Plag ansm piracy or m1sappropnat101 of ideas; 

4 nfrirge1.e1t 01 copyright. dcma:n na-ne. \II e, or slogan trade cress; o· Ired lu: on 0' infr 1gemen1 of l1adema1k, 
service mark, serv.ce 1arne, or trade na-ne: 

5. Wrong'u' en'.ry o: evict 0:1, trespass, eavesdropping. fa lse anes'. mal:c,ous prosecut on: er 

6 Uab 11:y arising out of your neglige1ce •1 connec1bn w,'.h your release of multimedia content ir acvertis rg 

CC Named insured means the i1d,v dJal, partnership, en:ily, er co:oora:ior des gna\ed as SL Ch i1 item 1 of Ire Decla·aticns. 

JD Network event Teans loss sus:ai1eo by you i1 co1r ec: icn w:'. r your computer network(s) arisirig from: 

A security event privacy event o· a breach of privacy regulations: 

2 Computer virus; 

3. Malicious code. 01 

l System failure 

However, a network event; 

Only pertai% :o your bss aro docs ro: 1clJdc covccagc 'o: ary claim made by a tn1rd par:y or any claim 
resullirg 'ror an re cen'. occurrng on t'le computer i,1'rasliuc:u,e of an outsourceo entity 0' t1i·o party se1v1ce 
prov,ce·. 

2 Does rot i1clude coverage for loss of a1y money or securities 

Network expenditure rr.ears cos:s inc~rred w i!1 our consen'. a·1d autr1c·.z€d oy us a'1si19 from a network event which 
may inc!uoe. 

Your actua costs to res to1e, re co'lect. or reolace data. inc~oi'lg expenses fo1 riaterials. work11g time, a1d 
overhead cost alloca:ior at the effected loca'.ion(s) associated w1:h 'es:o' rg 0' rep!acing data. 

2 Your reaso1acle a1d r ecessary cos'.s aro exoenses i'lcwrec w11, our conse,1 of spec alisls, investigators, 
fore1s:c aLd 10,s b·eacr C0Jr se' or oss adjusters retaineo bi' you fer the p,Hpose of condLcling a review or aLdi: 
to substant ale u,at a network event is occJrrirg or has occurrec. or lo determine the scope. caJse, or extent of 
any tre't o· 1,.n2Jtho:,zec o sc!osJre o' irifo·mation or data, inc.t..cing wnc1 your porta::ile 'f,cdia anc data storage 
devices are away from your pre-rises; 

3. Your re2son2ble a1d recessary costs ard expenses fo· '.he use of rc·1tcd lcascc, or hirco cx tcr•1al eq1,.ip111en t, 
se·vices, ,abor, p'.em•ses o' add tio1al opera'. 1g costs inc L.d11g staff overtime ano expenc lure o·ovced tha: 
these cos'.s and expcrses wc•e rcasorab y ·1cu"ed as a res L.11 of a network event O' 

4 A~y c:her reasonab'e and 1ccessary cos ts and experses l1at you nctr ci·cctly as a result of a network event. 

Network expenditure coes not nc ,ide loss oi pro'1ts or loss of business income or reputational damage Network 
expenditure 1s oa·t of, and 1011n adoition to t1e Limi: of Lia:::il ty sla:cd witni1 1tc, 3 o' 11'C Declarat ons. 

FF. Network extortion monies inea1s: 

Monies payable oy you, w.th our prio· 1·r t'.cn conscr t. to a pcrson(s) er crlity(1es) reasonab'y be ievec to prese1'I 
a network extortion threat 'o' tr e pu•cose of term111at Pg such a tr.real; o: 
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2 Other reasonable and necessary costs and expenses payab'e by you with our prior wri:ter consent direct,y 
resulting lro11 a network extortion threat. 

GG. Network extortion threat means a creoib.e threat or series of related threats 1nclud1rg a demand for money funds, 
secJrities, b tco.ns, property o' services 01rected at you, and threatering, 

1. corruption oa11age a1dlor destruc'.iO'l to any aspect of your computer network, 

2 introduction of a computer virus, malicious code, or a denial of service to any aspect of your computer 
network, ano/or 

3 the release or c1sc1csure o:conf:dent al and pe:sonat informaliO'l whicb res:des w thin your computer network. 

~H. Notification expenses means '.1:ise reaso:1able a1d recessa•y legal expe1ses. p:istage experses. and re;ated 
advertis ng expenses you i1cu· witb our corse'lt a1d w1ich are app·oved by us 

to ~,tiga'.e damage to your b•aro, or 

2 to coTp!y w.n governme1tal privacy leg slation :r.a1dati1g notification to attecteo ind vicuals er regLla:ors 
in tne ever! of a security event, privacy event, or breac1 of privacy regulations that results in tne 
ccmp1or;1se or pote:1\ial cor1promise of perso:ial informa:ior maintained by you or otherwise residi1g on a 
computer network ooer2ted by you or 01 your beha f 

II. Other asset mca1s a tarigible ar.o .Jli)·sical p·od.1ct trat 1s owned oy you or is under your lrLsi or control ard: 

1. Has an eco1ornic valLe or 

2. Is he d as nve·1:o·y 'o' sa'e 8' 

3. s solo 0' excha1ged h traoe or com..,..e·ce, or 

4. 's shipped v:a la1d sea or ai· 

Othe, asset <.bc,,1, l'~t ,11cudc,, money 01 &eculitie& 

JJ. Payment Card Industry Data Security Standard mearis Payment Ca,d l:idustry Data SecL'1'.y Stanoard 1111pie11e'lted 
a'ldlor p,1bl shed by or on behalf of Irie Payrne1t Caro : rio~s\•y Secu,ty Sta"ldards Co.we. 

K,<. Payment Card Industry fines and assessments means 211 financia' rcspo'lSibi ities and liab:li;.es r cl1.. oi1g, bJI no: 
lir.1 led to r.101etary fines, fees costs expenses, f1nar.c al selllemer,is, re;mburserr-.e·1ts operallona re mbJrsemert, 
operatic:ia expense recove· es or assessine:1ts. fraJ0 recoveries o: assessr;e1ts resu tir.g from a1 ac'.ua o: a .egcd 
vio'ation of t1e Payment Card Industry Data Security Standard o· tne secs ty r Jles and oroceobre manuals iss,1eo by 
a:1y Mc11ber c: t~e Credit card association 

LL Policy period Tcans the period of ti:r.e :rom the c"cctive dale lo the exoira'. 01 da:e as srecf1ec I' item 2 cf the 
Dec aratio1s 01 to a1y earlier ca1ce,laticn date. 

MM. Privacy event rnea'ls a oreac, o'. cor f del't a'ity, in:ringemen:. or v,olation ol any rigM to privacy 1nclJd1rg bu: not limited 
to, a breach of your pr ivaC)' poioy, b·each of a perscn·s r ght of publ city, 'alse l:g1t i'ltiusion uoor a perso1 s sec Ls·o:i. 
or pt..oli:: dsc;osve of a pe·scn·s p·vate info·:ratio1 

\ I~ Privacy regulations r.ears sta:utes arc ·egulations. associatec with the cod dcnt,a'ity. access. co:itrcl. ard use o' 
persora'l11 ,dert'f able r on-oubl c i1fo:matio1 i1ciud rig, b,1\ no: Im ted to the folow,ng or simi a· s:atLles and regLlatiors. 

-,ealtn l11sJra1ce Portaoility and Accoun:ab.l ty Ac: cf 1996 euu ic Law 104 '91), known as'-< PAA. i'1clud rg 
amendmerts ccr.ia ned i1 l'le Hea '.'1 l11orm2tio:1 Techno'ogy for Economic ano Clin ca Hea '.n Ac: (H . .,.EC~) arc 
rela'.ed state r-edical privacy 2.ws, 

2. Gram-n-Leacb-Bii ey Ac: of 1999 (G·-·3). a so known as the F1ranc1a Services lvioderr1zahor Act of '999 

3. State a1c Federal statu:es 2·1d regula:ior,s regard 1g the sec.i1ity a1d orivacy of cor1sume1 1nforma:icc, 
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4 Governme1tal privacy protection regulations 01 laws associaieo w th me corlrol and use of personal informaiion: 

5. Prvacy prov1sio1s of consJmer p•otect'on laws: 

6. Ch ldren's Ori 1e Privacy Protection Act or s1mdar laws. 

7 - he EU Da:a ::>rotection Act or other simi ar privacy laws ir other jJ·1sd c:ions, 

8 ldertity Theft Red Fags Rules u1der t1e Fair ar.d Accurate Credi: Trarsact101s Ac: of 2003 (FACT A). or 

9 ~irlar cia lrdustry Regulalory Autro'1ty (FINRA) 

00. Professional wrongful act mca1s: 

1':eglige1t oreacl1 of cu1y, reghgent m1srep·esentat101. o· neglige1t ac:. erro·. cm ssion, o: ri:sleac11g statemert 
01 reg gent infringe1'e1t o' copyrgh'. r your per'ormance ol er 'a lu'e to per'o·T technology services with 
reference to lnsurng ~·/odule 3or miscellaneous professional services with refe·e1ce to lnsuri1g l·/lodJle 4 

? Un rtent10•1al breach of contract, but on•y n ccMect 01 w,th your per'or:n1ce cf or failu•e '.o oerfcrm 
technology services. 

PP. Programming error means an erro·. f,aw. m,s'.ake, fai 1.;re or faJ t. wh ch occJrS dJri1g the develcp:nent o• e•iccd ng of 
a comoLter p•ogram. sof:ware. or app'icatio1. w1ic'l wouid, 1•11en ir ooera:.or. resL lt in a rna lfunct;on or 1co·rccl o;iera'.ion 
ol a computer network 

QQ. Property damage 11ea1s cl'ys ca· 1n. ury to i-noa ·me1t. des!ruc: 01. or cori 1.;c;ior of a1y tang ble o·cper ,y. 11:c ud ng tre 
loss ti crcof. Data is nol coPsidere:o '.ang hie prope·ty 

~R Property Not Covered rreans: 

Data; or 

2 nfrastrLc:ue tha'. •s no'. Jnoer your cperato1al cor tro . o· 

3 Money(ies) o· Securities. or 

4 P·ope1y tha: is r o'. hclJdeo as covered property o· is specif ca'I)' I stec as property tha'. ,s not cove·eo n a 
scpa·a'.c rn 'o:cc p·operty i'1su121cc co icy pJrchascd by you; o· 

5 A I p•ope· ty of a·1y type 1' you co not have 2·1 in force property hsJr21ce po'icy at lhe time the ci·ect physical 
loss er d;re::.'. prys cal da'l'age ;s susta ned by you 

SS. Regulatory compensatory award rnea1s a regJlato:y agency's r0 oneta·y award lo a third oa1y. inclJd;rg a sum er 
arroJnt wh ch you are legal y reqs red to deposit into a fund as eouitaole rel e: lcr t'ie payment of co'1Surner ca ms cue 
to ar adverse ,Ldgcment OJ sclllc-:icn: of a rcgLlato,y croGccding Regulatory compensatory award ooes not incluoe 
a c1ir1i1al pe1al!y C' 1ine rssued by a regu atc,y agency cf ary k nd 1nclud ng federal, state, or local gove,rmental 
agencies 

1T. Reputational damage rnea1s your loss 01 net 1nco,;,e (rel p·of1I or oss be'c·e incor1e taxes) dJe to 

uU 

-:-e,~, inat on or your se·v,ces co,:raci by one of your c :en,{s\ a1d/01 

2 ~educt,or i1 :1e value of your bJsrress anc branos, 

where suc1 loss arises d r ect'y !rem a network event 

Restoration Period ~cars 110 pc· od of time '.hat comrrc•1ccs 1,po:1 tl'C date when t~e network event oeg211 ard e1ds 
on the la,e· or 
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- ~e daie when your computer network Is repaired or restored or could have been repa 1red or restored with 
reaso1able speed lo the same condition, functionality and level o! service :hat existed prior to the network 
event plus '10 r.10'e thari tiirty (30) days after the restorat on of your computer network: er 

2 Twe:ve (12) rronths afiC' tr e network event began. 

VV Retroactive date means the date specified in i:em 5 of the Declarations. 

WW Securities 1'eans w-.tten negot able anc rcn-1egot,able 1nstrurrents O' cowacts l'mic'l represe:it money or other 

asset 

Securities does not include the aciJal money o· other asset 

XX. Security and privacy wrongful act l"'eans 

1. A privacy el'ent, security event o· b'eaeh of privacy regulations co,11m1tled by you or wric'l occJrs on your 
computer network: 

1 Your fai ure to d•sc:ose a security event O' privacy event i1 viola:ior of notil:ca!101 laws er ·eg~lat ons, 

3 Your far Jre to p·event tr a1s~11ss cri of malicious code. a computer virus, o: a denial of service at'.ack from 
your computer network 

L Your 'a lure to prcvcni loss c' employee personally centifiab!e i:1for"1a: en. as defined in privacy regulations; 
or 

5. Your fa lu•e :o ma.ntai1 the secJrity or earl dentially of persoral ly i~ertifiac'e n'o·Tatio1 stereo 0:1 your 
computer network L'1de· ar1• co1:-act 

YY. Security event •"ears 

Tre m suse er ~rau:1or12ed access of your computer network; 

2. The use c: your computer network •or a denial of service al:ack: 

-

3. A denial of service attac" aga r s: your computer network: o· 

I. Your b·ea~ll of CLty :o prolecl the scct1rity and CM1ioen: ahty o' nor-public p•oprieta'y co:po·ate inio'-ralio1, 
ar'.d/o· persor'a! y iccnli'rable '101-public il'lo·matio1 ei:"1er ir 2.1 e'ectron e o' physical fo·rrat. 

ZZ Social engineering fraud near s a m;s,eprese1ta! on o' fact or ar hten: oral, n'a icioJs, wi'f1, er 'ra,rdulent act 
u:idcrta-.c1 by a lnird pa·ty and del:ve,co via ar y aspect of your computer network that n isleaos an employee,o" cer 
or oi'ectcr c' t1e Named lnsureda1d cirectiy results ir any O'. all o! the; fo!lowir.g, 

Your money, your securities, your intangible asset o· your other asset behg lrar s'erred. oisbJrsec pa c, 
deIiverec. ai:e·ed, corrupted 01 los t: 

2 Money, securities, intangible asset 01 other asset of your CJstcrners er clients beicg o.sou'sec, oa d, deliverec, 
altere:: CO" Jpttd, or losi froT a1 ac::oJnt '.1at 1s rn your trust or con trol. 

Social engineering fraud does r ot 1r'c·.1de electronic theft telecommunications fraud, or computer fraud 

~-AA Social media event mea1s t'le release of a1y e'ect'on.c multimedia co1teri: by ar employee en a,y socia' ne:work er 
soc al ned'a electron c p a:'o·~. 

68B Specified Loss nars 

i. The cost o' '.he ·epa.r rc,;lacemert o· rei1sIa:emenI of covered property as p,ovdeo 11 S1::ctio1 X II o' ths co'icy 
Spec fred Loss ValJa'.ior: and, 

2 Reasor al:;le and r ecessary cos:s a1d ex:ierrses :o clea1-uo or rc11ol'e deb·is o' covered property 
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CCC. System failure means ass sus'.ainea by you in connectio, wth your computer network(s) arisi'lg from· 

Acci::enta' corrupt;or or ceslruction of your data because o; human error. 

2. Damage or cieslruction of hardware. so that your data sto·ed is not mac1iric reaoable. 

3 l11.alfuncl1011 O' fa1IJre of your computer network; 

l Programming error 

5. NatJra! disaster, but only iri respect o: your network expenditure due to corruotio1, cestruct ,on or da11age to 
your data anc not ,n respec: of any loss of business income; or 

6 Fa lu'e of a ci'ect or ba::k-up power SJpply O' under/ave· vo tage bJ '. 01ly if sJch cower s1,pply s owneo . operated 
arc co:1tro led by you. 

00'.) Subsidiary(ies) means. 

Any e1tity o' which n'.O'e t~a:i f fly oerce1t{~G%) cf t'1e issued ar.a outstanding sha-es are owneo by you, or or 
befo·e the commence:ren: of '.he policy period; O' 

2. A'ly entity wh ch oeco~·es a subsidiary ou·ing tre policy period provided that such e1ti.y does net represc1; 
more t1an a twenty perce1: (20%) inc'ease h your tota l assc:s, employee ccu1t er Q'OSS reven1..e as o' the date 
o' trie acqJisi'.ior W1ere s1..c1 en'.ity represents ar ircrease in your total assets. erip·oyee COJ!ll or gross 
revenJc c' -no·e ;rian twer ty oercer t (20%). such ent ty sl·al be oeer1ec a subsidiary unce: this po!1cy, bJt only 
wm ti e ccncition that w1l'1i1 11'.,r;y (30) days of il becor:i 1g a subsidiary, you s1all 1ave orovioeo us w,a1 'u I 
partic1.lars of the new subsidiary a1d agreed te any adoi'.io1a oremiJm era/a· amercmcn, of tr c prov1s ons of 
:1·:s policy reou ·ed by us re.alirg to sue~ 1ew subsidiary sub1ec: :o acvar\ceo ·ecer;::: review and acceptance 
by us of fu I ard comp ele Jr oervl'iting in;o"11al on 

EEE Support and credit monitoring expenses means those reasorab e and recessary exoenses you incur w:th our co1sen: 
a1d whic~ a'e ao;iroveo by us for l'1e p:ovisior of creoil file monilon1g services. c·ed t repair a1d resteralion cos!s. ident ty 
lhefi rr01iloring expenses, 'de1ti'.y !ref; eoucatio1 a1d assis:ar.ce, 1r cl,1d1ng ca:i ce1ter exeenses. ,n the eve:it of a 
security event, privacy event or a breach of privacy regulations, wh ch resul:s r the comv o7ise o· potertial 
ccmpro~isc of persoral ,nforma'. ion ""a'nta:nec by you er otherwse ·esid ng en a computer network o;icralcd by you 
o· or your behalf. 

i=FF Technology services rnea1s your co:npJte· and electron-a tech1o!ogy services. 1•11 ch arc oa:iormcd for anci on bcha' 
of your ciierts or ,n the cou·se of your business ano may hclJae data processhg, weo desig1 hosl ng i,terret or ne:wo1k 
serv ces, contert de' very, progrann ;ng, 1ech1ology canst. It r.g installation, integrc:ho·1. con! gura'.ion, sJppo·t or 
manage,er t services. software deve'oomert . design, sale o· otr er re'ated '.ec11ology serv1ces Technology services 
does r o: ,r.CL.de ar y o:l· e1 pro'ess1ona1 aclivilies or aovice w~ich is r ot directly rela·.ed to tecriro ogy acltvit,es. 

GGG Telecommunications fraud rieans an i1ten to1al mal cio,1s o· w l:ul act that resulls i11 the misuse or unau'.horizec 
access o' your '.elecomrnun·cat01 syste-r by a 111,ro party 

Telecommunications fraud cJO0s 1ot 111cl,1de electronic theft. social engineering fraud er computer fraud 

- HH. Third party event support expenses riear s notification expenses a~d support and credit monitoring expenses 
wh c1 a1 ent ty( es) you l·ave co1·,actu2 ly agreed lo ince"T'nify beco:nes lega11y obi ga:ea :o oay d~e :o a security 
event privacy event. social media event c· breac'l o: privacy regulations wl'ic'l occurs on your computer network 
ar d resLl:s in t1e compromise c· po'.er,t,al cor1p·o~1se o' perso1a! 1!ormat on you hod er your computer network er 
oc'la f of ;l'IS c11 :y(1cs), suojec: to cu, co·1sent. 1·111oh shall 1O1 be ull'eascnabl;1 w,'.hrc:d. I: .s a cc1dil or prcccccnt :o 
ccvc:agc for third party event support expenses !hat 

The e·1:ily(1es) you 1ave cortractLa ::y agreed to ,rce-' r 'y r--ust ac.de by all of th: po1,c;•s te1ms and ccncit101s. 

anc 
2 ,tie e11ily('es) you :'lave cor.t'aC'.vally agreed to 1rde-rri1y r-1ust acceot ar.d aoide oy :he decis,en o' us and t~ e, 

lega en: ty(s) s1Ovi1 r i:ern 1 01 11'.e Decla,alions wil1 regard to l'le har oli1g and reso vir.g of any claim; anc 
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3 The legal e1t1ty(ies) shown in item 1 of the Declarations is authorized to act or be'latf of this e1tity(ies) you have 
contractJally agreed to indemnify with respect to a I matters perta 11ing to tne insurance affo~ded by th s pol;cy. 

Fo' tne avoidance o: doubt, r.o coverage is provided he·eJr de· for an eve1t which d·d not occur on your computer 
network 

Ill Waiting period rreans 1he nJmbcr of hoJrS that must elapse as provided i;1 item 4 c: tl•e Declarations before the recover1· 
of loss of business income can be considered. 

JJJ ·we, us·, or ·our" r 1 ears f'le 1nsure·s providing this insura1ce 

K -<K ·You.' · your· and ·yours· 1r.ea% t"ie insu·ed as p•ovioed in Sect on VI o' this po icy 

VIII . WHAT WE DO NOT COVER: EXCLUSIONS 

We sha I 101 be liable for any claim or any ar,o.ints d,rectly 01 1noirec:ly aris 19 cut of or ir a1y way attributable to: 

A. f:,,qy w,orgfvl ac:s or the sa-re rcla:eo, o· co·1t1nJ ing acts, fac:s, or c rcumstarces t'lat we·e fi·st conmilled c· firs: 
occJrred p'.101 to t1e retroactive date, 

B. Ariy even:, tnreat and/er oreach o: regulations or tl~e sa-i1e, relateo or cont nuir.g ever ts. '.h·eats b·eaches. 'ac:s or 
c 1c.1mstances •.hat were first committed or firs t occurred prio· to t1e retroactive date, 

C A1y vror.g'ul ac:s O'. the same. rela'.ec or ccnt1nuing ac:s. :acts, or circu'11s;a1ces tr at took place p•io1 :o tl·e cent nJity 
da'.c 1' attc· rcaso1ablc c1qu ry your C'iicf lr forma:icn Of'1cer R sk '.1!anager Ge·10ral Counse .. Cti e' Opera1io1s O'f ce·. 
c, el ExecJt•ve Office, o· ll'ei• fu1·ctio,al equivele1ts w tl111 t1e legal e1,ity(s) srowr ,n ite11 1 of t1e Ceciaralions ,rew 
or ccu o :iave reasonably foresee, by that date ,ha: sue~ 2c'.s. facls O' circ,1ms:arces could be the oasis of a claim er 
cfcJmstance T,e cmtinJily date is t'le earl e· o: 11c irccpt.011 date o'. e tl'er this po':cy o• your f1rs1 oolicy issued by 
Ascent Urdervr tirig t~.a: has beer ccrt 1·u0Js'y re1ewec 

D A1y event, l1rea: anclo• orea::J of regJlaltor s or tl'e sa,.,.,e. relate::: or cor.tinJirg events tr.reals b·eaches. fac:s c1 
c'rc,.m1slances that took p!ace prior to t1e continu''.y oate. if after •casonable enqL1ry your Cricf lnfo•rration O'f.ce·, R1s~ 
c/arage·, Gc:wal Co.1:iscl. Ctiie' Operatic1's Officer, C1ie' Execu:ive Officer o· ,heir fv1cticna eqJivalenls wil11r the 
leg a' er t ty(s) show~ ·n item 1 of the Declarat•ons knew or cou ld have reaso:1ab'.y 1o,eseen such events, threa'.s, b•eac'les, 
'ac!s o• circ1Jrns:ances coLld be ;he basis of a claim or ci'cLmstance. The cent nui'.y date is 1he earier of the i1cept on 
date o' eitner tnis pol cy or your first pol cy issued oy Ascen: Uncervr,ling that nes beec cor. t 1~u0Js'y re·1eweo, 

E. /.,,ny claim or c1rcJn'starce 10'.if ed to a 01evi0Js 1su·e1 pro· lo t1e ir.cep!ion of tri s colicy, 

F. Ariy claim made by ar insured agai1st another rsu,ed. u11less suc1 claim s: 

broug1t by ar employee unoe· lr.su: ng ~/odJles 1 or7, o· 

2 tl'.e result of your ac:Jal o· ai,eged security ancl privacy wrongful act(s). multimedia and intellectual 
property wrongful act(s). ancior professional wrongful act(s) as provic:ed by the cor traci between you ,nd 
ary pa•ty covered ~nder secl,01 VI (F) 

G Your ma c 0LS 'raJdJ e1t. oisr c1cs'. o· cri;'li-1al act. l~otw1t1s:andirg :1e fcregoing irlC msurarce afforded by th s policy 
s1a I apply to claims expenses i1cJrred i1 cefe11ci1g a1y sue~ claim unlil final ad.t.oicatio1 but sha I not apcly :o any 
damages t1et you ,r,gbt become ,egally obligateo to pay We w II have the • 91: to 'ecover those claims expenses 
i1cJrred from those par.,es founc lo have co-nmittecl ma icoJs, frauculc,1'. disl,or cst er crim ra' acts oy i COLrt. jvy o0 

a·oi!•a:o·. However, this exc!Jsi::m does not oar cove·age fo, i1e actioris of a rogJe employee, or coverage a'fordeo u1der 
nsu,ng t-!cdu'e10 =or ;.::vooses of ;his exc LS 01 . · •ogLe employee" means a'l employee who acts ma ::icusly, 

<, a,1dule1lly. cis1or eslly o• c· nihally witho.1t the k1ow eoge or conse1t of you, C'1ie: lrforma:ion O'f,ce1 Rs~ l1·1a1zger 
Ger era' Counse: Che'. Ope1atio:1s Officer. C1ie' ::xec1-t ve 0:1ice1 or t'le;r fu'lctiora ecl .. valents w. tn 1 tl'e legal ert ty(s) 
shown -r item ' of the Cecla·a:icrs. 

H Bodily injury excec: tnat t11is cxclJsio:i s:iEII rot ,:aply :o wror.gf~I rfl ct 0'1 of cr1ot c11al d s:ress or mental argu,sfi arisirg 
ou·. of technology services. multimedia. privacy event, security event. or a b'eacl, o' privacy regulations; 
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I. Property damage except that t111s exclusion shal not apply to claims otnerwise covered under Insuring \lodule 6, 10 
and/or 11. ~or the avo1da1ce ol doubt, t1is policy prov.des coverage arising from tne loss of data when such loss arises 
frori pbys·ca· camage to hardware; 

J Satellite failu•es, e ectr.ca' or mec1anical fa IJres and/or in:errupl on irclud1ng, but re'. im1ted to. electrica' disturbance. 
spi~e. brownoLl. o· blackout. o.1tages lo electricity. gas, waler, telepho1e, cable telecomrrun cations; gradJa: 
detcrioratiori of overhead trans11iss101, d1stribut o;i lines o· subterranear· insulatio1 or cabling or othe· infras t·ucture For 
the avo:dance of dcub:. th is exc.usion does not app'. y in respect of 1n1rastructure under your O;,)era'.icnal control to the 
extent F1ey are covereo under a network event. or a security event under lnsur,ng ModJle 6; 

K. The actual or alleged naccurate 1r.adeouate. or i1co-np!e1e descnp: on of the price of goods. prcd.ic:s. O' services; 
incluci1g your cost gt,aran:ees. cost representat101s. con'.ract price, or cos: esti 'T'ates bei'lg exceedec, 

L. The violation of ariy eco1omic or trade sarct ons by the U:i ted Sta'.es gove•nment ·1clJding, but not I m1'.ed to, sanctio1s 
zdnl'ristere: and e1forced by lbe Ur led Slates T•easury Depa·tmenl s Office of Foreign Assets Cont·ol (·o=AC"), 

V Ariy b·eac1 of ary exp·ess, imp1ied. actual o• cMst·,1c:ive comract. warranty, gJarantee 01 pro111se. 01 t'le rablity of 
otiie·s assvr1eo by you under wy cor.lrzc: o: zgree:i'ent, but l'lis exclus.01 does no'. zpp!y lo. 

A'ly I ab· ity or cbliga'. 01 you woJlo 1ave r :he abse1ce of such cor.1ract or agreement: 

7 Un rtent onal breach of contract, bJl c,ly wit1 respec: to technology services. 

3 A brcac'l of your orivacy co icy: or 

4 Third party event support expenses 

i\ The ac:Jai o· al egco govcrn:rc,1 erfcrcemcr. l o· rvcstiga:101 of ary sta:c o· federal rc91; atio·1 inclt.dll'g Ct, l not I rn ted 
!o, •egl.:aticns pro-l.!ga:ed by tl'e Unitec: s:a:es Fede·al -,aoe co~'nss or "ecera Co-rm,mica ticns Com~1iss or, er 
the Sect.rit1es ard Excharge Co"'11'Ssion, but Iris exclus on does not a::ip'y 

1. To the exte1t thal a claim 'a Is c1rder lnsJri'lg l,'1oou'e 8 er 

2 -o a claim by a gove·1men1 en tity brought i1 its capac iy as a cuslo:.ier of you arising i1 the C0J'Se o' your 
provis10:i of technology services or miscellaneous professional services to such governrnent en:ity, 

0 A1y employer-employee ·elations policies, orac;ices. ac'.s. or cm1ss:01s, any actual or al.eged refusal :o e'.11::iloy any 
persor .. or a1y .,..isccncl.c: wil1 respect lo employees n ;s i1cludes, bu: is not rm;:ed to, c aims arisi'lg ur,der workers 
ccmoensal101 o· si"ri'a• laws urless sJc1' cia '7S arc mace by an eriployec c:risrg au! of a security event. privacy event 
or creacri of privacy regulations; 

P P..riy ac:ual o• al egec c1sc·1r1:1atior of a1y Hd ircl.ici1g bJl nol ir1ited to. age, cc or race, ge1der. c•eed national origin 
marital stalJs, sexual p·eferences. d sab.1 ty or wegna1cy, 

Q St11kes or sirii ar labor ac'.ions. wa• 1vasio1 ac: of fo•e1g1 e1emy, hoslilit es or warlike ooera:ions (whe'.~.e· cecla•ed or 
not), civil war, ~~u11·1y. civ1 co'l1mo: 01 assum 19 the prooort1ons o! or amou1ling to c: popular upris rg rrt.tary tJorisirg. 
11surreclicn, re:Je!I on •evolJ! 01 , itary or l.SU'Ped pcwer or ,ny action :a~en to -ri1de· or deferid aga rst these act 01s 
1 h s excll.so1 a1so cxc\rdes covc;rzge for a1y loss or damages a· sing 0l- t of co1f,scat 01' or na:,ona 1zat 01 o• reqJ s•t or 
or ceslrJcl 0·1 of o· oamage to propety by o· Lrdc· !re c•d2: o' z1y govcrrrnert o• public or oca aJlhor t;• -i, s cxc·usior 
a'so e,xc,Jdes oss, cost damages, or claims expenses of wl'a:soever 1ature oirectly o· ·1d recty caused cy, •esJlling 
'ro"l or rn co'l1cctio1 \·11th a1;• aclior ta,cn r co11rol i-lg, p-eve:1:irg s,ipo•essing or in a11y wa)' re.ati,g :o 1be acove 

R A I losses o· experse,s arising from a lc:"orst act. For tne pJrposes of lhrs agreement, a lerror.s1 ac: mca1s a1 ac: o· 
series o: acts inc udrng lne use of force o· viclence of any perso1 or grolP(s) o1 pe-so'ls. w1etl ,er act rg a'o1e 0' on be1all 
ol or i1 ccn·1ecton wi'.'l any orgac:zat,o,(s) co'7'm tteo for po :tica, re .g1ous. o: deologica p.lfposes rclJdirg :tie 
in:e1lion to r flue1ce ary government a1dlcr !a pJt t1c public in fca· for sJch :Jurp::iscs 

S ;:ir,zes. awa·os, o· ccupo1s; 

Payment Card Industry fines and assessments; 
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2. Any charge backs, interchange fees, oiscount fees or p'osoec'. ive service fees and/or any otrer a'l1ount arising 
out o' any agreement by you to comply with or follow the Payment Card Industry Data Security Standards 
or any Payment Card Company rules. or imple-r.en:. r,a'ntain, or comp'y with any security measures o· 
staroa,ds related to any payrne1t card data 0' any other amounts oue unde, a Merchant Services Agreement 

U. Any ac'.ua1 or alleged ur. fai · competition. a1tit't1st violat'ons. deceptive trade practices. or ,estrainl of trace or an titrust 
sta:ute. leg•slalio'l, or regu alio:1 1-'.owever. 1h s exc'Jsior sha11 not apply to lne extent that a claim fa'ls under lnsJring 
McdJle 8; 

V The ac'.ual 0' alleged in'ri ,gement of any patent or tne m sap;:>rop,ia tio:1, the'l, copying, display or publication of a1y trade 
secret. unless such claim arises from a security event or a privacy event and does not invo ve your actual or a leged 
11fringemen:, misa:iprop· ation. tnefi, copying. display or pub,.cation. 

W Your kno111i1g use o: illega' or Lnl.censed p;ogra:rs tl1a: are 111 v olat1on of the provis•ons or aws refe·r ng to software 
protection: 

X ihe actLal or a eged purchase. sale. offer o: or solicila11on of an offer to purchase or sell securil es, o· viclat1cn oi any 
securities aw including. but not I riited to, lhe prov,siens e' the Secu•,ties Act of 1933. the Secur ties exchange Act of 
1931. tl·e Sarba11es-Ox'ey Act of 2002 o· any regulat101 promJlga'.ed u1der the fo·ego ng stat~tes. or any federa'. state 
local. er fo·e gn laws sirrilar to !1e foregoing statu:es, 1ncludhg ·3 Le Sky" laws. whether SL ch law 1s statutory regula:o,y. 
or coTmori law 

Y U1aLlho, zed i'ading o: money, securities property or a'ly ol'lcr meoium vnethe· or not i'l your na-re ard wnelne· or 
net r a geriLi1c or f.clilious accoun'. Tr s excl:.isio1 a·so applies :o :racing in excess of approved authority levels or ou:sidc 
of aporoved parar,ieters Th's exc usion shall not aop!y to di-eel .osses TCJ'red by you as a res,rlt of computer fraud 
1'1:1ich rcsJlls in '7p·opcr franc g' gv1 to a'l employee Howcvc·, we snal1 no: be liable for a·1y employee salary, 
ccmrniss 01s, fees 0' othe'. em;:rnyrnent associated compe1sat 01. 

Specifically. w':r 1egard lo lrisur•ng I.foe Lie 6 only. lhe fol,owhg exclus1or s s~all acpiy 

Z Any specified loss and loss of business income ,f you do not 1ave ar ,n fo·ce property insJra'lce poi::y a: the lime 
d rec: p'lysica! loss o: d rec\ physica' damage result·ng f·om a security event ;s sJs!a red by you. 

M An1~rirg that is r e, covered er ,s exc'uoed under your n force p-operty rsu·arce pol cy tliat is in place at l"le t,r.ie :'le 
direct physical less o, phys·cal ea:1'age fror, a security event 1s susiained by you except for that po•tion ol a specified 
loss or loss of business income tl·a: would otherw se be covereo by sue~ po:,cy, bJi is excluced because t a•1ses 1rorn 
a security event. 

IX. INNOCENT INSURED PROVISION 

A Whenever coverage unoer this pl C\' woJld be excludeo suspenced. O' 1ost because of no1-corr,pl a1ce with Sectiori XI 
1ela: rg '.o tre g,v rg of no:ice ol claim to us, wit1 ,especl to wh:c'l a1y otrer i1surec sha I be ir defa-rlt solely because of 
tr e 'ailure i0 g;ve s:.ic·1 not·ce 01 cor cealrient o' suc'l failure by 0'le or ~'ore 1surecs responsible for the loss O' cariage 
0P1e'Wse r.su·ed hereu1der. ;hen SJC'l :risurance as wo:.i d otherwise be afo·ced u1der th s pol.cy shall cover a1d be 
paid vilr respecl to those rsureds w10 aid not personal y co'l'mit, perso1a11y oan,cipa:e r comm'll ng, or perso'lally 
acq,1iescc ,n such fa i U"C to give roticc, prcv,dcd that l'le rs.ired c1t1:led :o the benefit of !llis prevision S"lall comply with 
Sectior XI prcmp!y alte1 obta r•ng lrnow eoge of '.l'e fai Jre of a1y olhe1 ins,red to coTp·y the·ew th l~otw ths!ardhg tre 
1o'egoirg, tre 'eportirlg of a1y such claim mJs\ be made du· rg the policy period or extended reporting period, 1' 
aoplicablc. 

3 Whe1ever coverage Lnce· :h s ool,cy woJb be exc Ldec, suspe1:::ed. or lost because of Exc!usion G relatir.g to malic ous. 
'raJdJlen:. o,sr:::nest, or crinl'nal actsby a1y insved t1en SLC1 i1sJ1a1ce as woJld otherw,se be afforded u1der t111s pol cy 
s:iall cover a1d be paid witl' respect to 1~1osc 11surcds wl·c d·d not pcrso1al y comm t. persora )' p,i-hcioate in co111nitt 1ng. 
perscra11y acquiesce 01 1e:-1a;r, oassive af:e· 1avrg persoral knowledge trereof 
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X. EXTENDED REPORTING PROVISIONS 

A A:.1to11atic Extended Repo:11ng ;:ieriod: If either you or us sna11 ca1cel o· r.on-rer ew this pohcy, you shall have '.he rig'lt 
fo'lowing the e"ective date of s,1c'1 cancellation or non-renewal lo a per od of sixty (60) days thereafter in whic, io g've 
w·itte1 notice to us of claims relal 1ng to those Insuring 11'1odule(s) purchased as shown ,n the DeclaraLons, provioed t'lat 
any actual er allegeo w:org'ul acts unde· Insuring Mooulc(s) 1, 2, 3, o: 4, network event under Insuring Module(s) 5 or 
d·rcc: phys'cal loss or direct phys'cal damage to covered property under Insuring ModJle 6. security event. privacy 
event, O' breach of privacy regulations uncer lnsuri'lg Module 7. privacy event, security event, or breach of privacy 
regulations urder Insuring l,1oou·e 8, network extor1ion threat under Insuring Mocule 9,security event under Insuring 
lv'.odule 6 or 10, or social engineering fraud uncer lnsu··ng k1odu'e 11 a.I if ap;ilicable, occurred p:ior to the er.d of !he 
policy period and are otherw·se covered by this policy, a1d are reoorteo to us duri1g the aJ!omatic extended reporting 
period, and subject to tne cono·!ions set for1h herein. 

B ::x:erded Reoo:t rg P~riod E:1do·sernert: In lt'e event o' ca'lccllatior or non-·cncwal of tn1s po'1cy by you or us, you s1all 

C 

J 

F. 

G. 

XI. 

A 

have the right. upon oay1'le1t 111 ILII and not propo·t ona ly or c'.herwise i:1 partof: 

O1e hund·ed percent (' CO%) of the grossannJal premium set forth in item 6 of tne l)eclara: ons 10 have ssued 
an e1do'se11erit P'Ovid rg a 17-r-onth extendedreporting period 'or claims rela:ing :o lhose 1suring 11'1odJle(s) 
pu•chased as st:cwn 'r t1e Declaratio1s. provideo that any actt,al or a eged wro1gful acts under lns,irhg 
Vodule(s) 1 2, 3, or 4 network event Lnde'. lr su'.r g ModJ1e(s) 5 o· 12 security event, privacy event, or orea:::1 
o: privacy regulations ur dcr lrisLring l,1cou c 7,d,·ec'. physica' loss or oi'ect pliys:ca' da1'.age to covered 
property u:1der l1sLri1g '.t,odule 6, privacy event, security event, or breact1 of privacy regulations t;nder 
lnsv,ng f.llodu e 8, network extortion threat t.noe~ lnsJrirg r·/odule 9. security event under 'nsJring 1·/iocJle 6 
or~0 or social engineering fraud u1cer 'nsuri!1g ModJle 11. all if appt,cable, occwed r r1or to the end of t11e 
policy period ard are o:herwise covered by th s polcy ar.d are reoorted to us durirg the extended reporting 
period, a1d s~hject :o il'e co·1d1: o•is se: fortl• here n; or 

2 O1c 1tndrcc ard 1rfty p2rcer t ('50%) of tr e gross a:1nJal orernLrm set fort11 r 1:e·r 6 of tl'e Dec:a,a'.10:1s to 1avc 
1$SJ ec an erdcrsemer: :::rovicing a 24-mcntn extendedreporting period for claims relat rg lo t'lose 1qs..1rirg 
flodL'eis) purchaseo as s~own in the Jecarato1s, :::rovded tha t 8'1)' actual er aleged wrongful ac'.s urce· 
lrst;ring ModL'e(s) 1 2, 3, er 4, network event uncer l1sJrirg Module(s) 5 or 12, security event, privacy event, 
or breach of privacy regulations under lr sLnng :1t.odJle 7, airect physical oss O' di·ect p1ys ca' da":lage to 
covered property L:nder Insuring tvlocule 6, privacy event, security event, er breac~ of privacy regulations 
t-rcer lnsJnng l11lom,le 8 network extortion threat u1der Insuring Module 9, security event under lr.su· ng 
rviodu'e 6 er 10. er social engineering fraud unde· 1su'1ng 1·.10dLle i 1, all if app1 cab'.e, cccurrec prior to Ir e enc 
of the policy period anc are o\1erw.se covered by this µo icy a1d a·c reported to usdGrrng t1c extended 
reporting period, and suoject to P1e conotio1s set for.h bere n 

n order fer the named insured to pu:chase tne extended reporting period, tl·e payTcnt of the additional premum ml.st 
be paid :o us with r 11 rly (30) days of the 101-rer ewal or cancetlatior.. 

• l·e Limit o' Lia::, ty for t"le above extended reporting periods shall be part of. anc ro'. i1 addit 01 to tne Limit of Liabih'.y !c· 
tne policy period 

Our quctatior of a dif'e·ent pre,-- ,rm deductible, or Lire Io: L'ab lily or c1anges in policy largJage for t1e oJrpose of ·enewa 
shall not cons:i:ute a reft-sal to renew hy us 

Tt·c 'ight to :he extended reporting period sha no: oe ava a!:>'e to the named insured vke·e carice::at1or or norH€1ewal by 
us is becaJse or r or -payrne·1t cf p·e'." Jrr o· your 'ailt.re to pay a"lour:s witl'ir t1c ap;:'ica!J'c deductible 

.A.II notices ard crcrr. UT paymcn'.s wii1 respect to tne extended reporting period sfla. be di·ected to us tl"OLgh your 
inst.r a1ce agent o· b·oker 

A! tbe commencement cf ir e extended reporting period 'n =>aragrapb 8 aoove, the e1:ue prern ur1 sha' be deemed ea·1ed 
and ·1 tl·e eve·1t tl·e named insured te,,...ina:es :he extended reporting period fo1 any reeson :mo· to its 1a;ural exp:,at 01, 

we will 101 be :·ab'e to rellm ary prem r oaid for ll'e extended reporting period 

NOTICE OF CLAIM OR CIRCUMSTANCE THAT MIGHT LEAD TO A CLAIM 

If an)' claim .s ma::e agai1st youJride· 1surhg fV'.cdalc(s) 1 2 3. 4 or 8 trie1 you sha I forward every ocmznd, noi cc, 
sumTons or ot'ler in1orrratio1 receiveo oy you or your representative to us, ;h,oLgh oe:sor s ramed 111 item 7 of the 
Dec1arations. as soo1 as p1actcable a'ter your Chief ln'orma'.or Officer, Ris~ Manager Gene·al Counse' Ch,ef 
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Ope·ations Officer. Ch:ef Executive Officer or their funct ona ecuivalents within Ire legal ent1ty(s) shown 1n 1:eT 1 of the 
Declarations have I ·st become aware o' such claim, provided that such de;r,ano notice, sum11ons 0' o!her ·nformation 
is not received by us more than fourteen (11.) days after !he expira:ion of the policy period. 

B If you have any claim Jnder lnsuri'lg :vodule(s) 5. 6, 7, 9. iO, 11 or 12, tnen you shall immediately !o·ward to us notice 
through persons na'lled n item 7 of tre Decla·ations. as soon as p~ac'.icab'c after your Ch.el Information Officer, R•sk 
r,/ar age·, Gene·al Cou~sel, Chief Operations Officer, Chief ExecJtive Of'icer or their functional equivalents witnin the 
lega! entity(s) shown in item 1 o' the Declara'.,ons have first become aware of such claim, provioed that such not ce is not 
rece:ved by us more than four:een (' 4) days afte· the expiration of the policy period. 

C d OJ ring the policy period. your Chief Information Officer, Ris~ Manager, Ge1eral Counsel, Chief Opera! ons Office·, 
C>, el ExecJtive Oficer er thei• functional eqJivalen:s within the !egal e1tity(s) show'1 in item 1 of the Declarations beccme 
aware o' any acts, facts or c rcLmstances that t1ey oelieve cou d give rise to a claim, they must give writter nc'.ice of the 
following in'orrrat or to us, i'1r0Lgh :.ie·sons naTed in ,teri 7 o' the Declara: ons. as sco1 as practicaole du· r.g tr e policy 
period: 

Specific cetai s of 1he acts, facts. or c rcumsla1ces Iha: ccJld reasor ably be the oas s for a claim. 

2. :icss1ble damages, per alt es, o· ether a:-rounts oole1tia ly coverec u1der :nis po.ic11 that may rcs~lt or has 
resLlted rrori the ac:s, facts or c rcu,stances; 

3. Detai's regardhg how you f rst becan'e aware c' tre ac'.s, facts 01 circuTS'.ances; anc 

l. -he computer network security 2r.o eve1t 'ogs, which p·ov;de cv de1ce of the al cgcc incident 

A1y su::isccLen: claim ans ng OL. t of suc'1 ac:s, facts. or crcumstances wnicri s the suh,ec'. of the \vr1tten no: ce W'II oe 
deemed to be a claim at ;l·e time wr t:e, not ce comoly ng w,:ri the above •eqL re11ents was 'irs; given :o us. Ary claim 
ars 19 ,mder lnsJr,ng ·icdu e(s) 5. 10. 11 or 12 wi Ice deemed to have bee1 mace er :r e oa'.e you f rsl bccaTc awa'.e 
of :re ac:s facts, or ci•cur.·s'.ar ces resu·ting iri suc1 loss 

D A claim sl1al oe cons dereo to be reported to us wl,en 11oi1ce is first given lo us ·1r0Lgh psrsor s or en tity named in ,tc'.'" 
7 o; tne Dec1a·alicns 

XII. CALCULATION OF LOSS PROVISIONS REGARDING LOSS OF BUSINESS INCOME, INTANGIBLE ASSET AND 
REPUTATIONAL DAMAGE 

In ;re evem of loss occJrring Jr.der ;isuring h1o::iu·es 5 '0, 11 anc/or ·. 2. ano if you a11d us ca1not agree 011 a loss a111cu·1t. iller an 
aJdi:o· anc/or a loss adJJSter w II be ap~o n'.ed by mLtual agreemer : o' us and you to ca'culate tre amount o' loss .: such an 
agrccmcr.t ca111ot oe reacl·e::i we w,11 appo11t the aJd1:o· a1dlor ioss a::ijJste: suojec: le your consen:, such cor,sc1t 101 to be 
~n1easorably w,thheld We wil pa11 !'.\e cos t ano expense related lo ,he aud tor andior ass ac.Lste1 Ira'. exceeo your deductible as 
stated r tern 4 o' t11e Dec a·ations SJch payment will be apchec aga nst tre aopl cab'e L n1 to' Liab 1:ty 

~eq,1es!s mace by you fer 1rce'."nity by us sha I be 2c::;0Tpan ed by a compL :atio1 of the loss co1s1s:e~1 w 11 '.h,s section cf the 
pol cy. -rs shall set oJt in det2.I how i~e loss has been ca culated a1d wha: ass ump: ons 1ave bee11 "'aoe You sllall croduce any 
docJmentary evicence. inclLdi1g a:iy applicable 1epcris books of accoLnts, bil s, invoices, ard other voJche·s a1d cop es o: sue~ 
whi::;h we Tay rccu1•c and you s·1all a'ford us or our agent cve·y ass·starice ,n their 111ve:st19a: ans 

Ar y claims paymer.l 1.nder P1is Secllcr1 vi'I, w~e,e aop·:cab e, be reduceo by the cx:crl to wl'!cl· you: 

A Use daTageo or uncar1aged data or intangible asset, 01 

a I-lake Lse cf avai able s:oc:.... ~e'.c1a1d,se er othe· data or intangible asset. 01 

C use SLbst tlite lac 1hes. equ prnert o· pe1scr>nel 

LOSS OF BUSINESS INCOME UNDER INSURING MODULE 5 AND REPUTATIONAL DAMAGE UNDER INSURING MODULE 
12 

-he ca'cu,atio1 of oss reg;;rc,19 loss of business income ano reputational damageu·1de1 lrisJ';r.g 1/odu e(sJt: and 12will oe 
based 01 tl·e loss o' :,c ne: i1co11e 111cwed dJn1g tne restoration period attribJ!a::ile toa network eventa:id sral cc basco en a1 
a1a·ys•s c' the reve1Les and cos:s ger erated dJrhg each mo1th of :he :welve (12) mcnlr s pno· to the loss OCCJ'r r g ard will a so 
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take i:ito accoJnt the reasonable projec! on o' fJture p,ofitao:lity o: otherwise had no loss occurred and w II incluce all mate'1al 
cha'1ges in market ccnciilions that would afect !1e prof ts generated. 

The purpose of Irie calculation of loss of business income and reputational damage is to put you in the pos.tio1 Iha! you woulo 
have been 1r had r.o network event been 1ncwed 

INTANGIBLE ASSET UNDER INSURING MODULE 10 AND 11 

T nc ca!Gu-atior of loss rega·c ing intangible asset under lnsJring lvlooule 10 and 1 i will be based solely on loss o: 1he net income 
attribt:table toelectronic theft, computer fraud or social engineering fraud a:id s'lal be based 01 an analysis of the reve1ues ar.d 
costs generaled during each mortl' of the lwetve (1?) rron!hs p· or lo the loss occurring and will a'so take into account the reasonab1e 
p·oject·on of fLtJre profilabi,ily o· otnerwise riad rio ioss occurreo a1d wi il hclude a I material charges in market co1dr:ions tnal wot.J ld 
affect the profits gene,ated 

Any d spvle Iha: ar ses between you a1d us regarding 11'.e ca!culaiior of loss sra be resolved ir accordance w 11, Secl1cn XXV 
DISPUTE RESOLUTION. 

XIII . SPECIFIED LOSS VALUATION UNDER INSURING MODULE 6 

In tre eve1l of p1ys cal loss or pl·ysical cama~e :o covered property l-rde· lnsuririg 1 ... 1oou e 6 determina: on of t1e amcunt of '.he 
specified loss w I be based on l~e cost of repairing, re;ilacing or re rs:ating the covered property, wi11c1ever cosls the ezs:, o·l 
tne same s le. or r ea'.esl available site. w1ic1eve~ inc..irs !he east cost, with ma:e· al cf li~e ~ind a1d quality wi:hoi;t deduction 'o· 
dep'.ec1a'.ion ard SL,b;ccl to the followirg 

A The repa 1s rep:ace".lerl o: reinslatemer1 must be accomplished wi11 due dJgerce arid c1011p1ly 
8 t,1h' l•1e repair, replacement o· re rs:ater:ie11 nas beer accomplishec li'e a'TioJrl of 1iability u1der this policy 1n respecl 

of specified loss sral oe I m,'.ed '.o trie ac:ual cast· valJe of 11e less to the covered property sJs'.a r i'lg he phys ca oss 
O' pt,ys1ca oarnage a: tr1e: ·1e of il'e loss. 

C. "replacemert wil'l material of like kirc ard QJZ ty .s resiric'.eo or proh b1'.eo oy a1'y by-laws, ord 1ance, regJla'.ior or lzv: 
a'ly ,nc·eased cost o1 •ep'.ace.-,;e1, ar s·'lg therefrom s1al not be covereo u1der :h s policy, a1d, 

D. Reaso1ab c and ·1ecessa•y costs ard expe·1ses to clear-up or remove cebris of covered property. 

Wiln regard to Sec: on Ill. LIMIT OF LIABILITY , as ;:>art o' 1re Lim t of Liability applicable to insuring l,1odJle 6, our haoihty for Ir e 
replacement cost o' covered property sha I r ot exceed the owesi of ,he fellow ng ar,oJnts: 

A Tl'C rep accrne:i: cost d Inc covered property or any oarl lhe·co' 1dcntica wi ll' suc1 propcr.y ard 1te:idcd fer '.he same 
occ.ma:icy a1d use, and 

8 Tre aTount actual!y a1d 1ecessa1i y experdec in reo acing saio covered property or any pa•! thereof . 

XIV. CALCULATION OF LOSS PROVISIONS REGARDING LOSS OF BUSINESS INCOME UNDER INSURING MODULE 6 

'1 t1e event o' loss of business income occJrririg u1ce: nsur1rg f,1odules 6 a1d if you and us ca11lot agree 0:1 a loss ar,oJr l 
:ner a1 aJdto' a1dlcr a loss ad,uste1 w I be appo1n:ec by mutua agree:r.e1t o' us and you lo ca culale the amcur,I o' loss If s1.cr 
21 agreemer,t cannot be reacheo, we will appo nl tr e auoitor a1dlo· ass adjJs:er s1,b;ect to your co1sent st.ch consen: nol to be 
u1reasonably w thhelo We will pay the cost anc expense relateo lo the aJdito· z1dlor loss adjuster ,ha'. exceeo your deductible as 
staled ·r 'tern /4 o: t1c Dec ara:iors SJc1 payment wil be appl ed aga nst ,he apphcab.c L,mi: of Liab lty 

qeqJes:s made by you fo· indemn ly oy us S'la I he accompan ed oy a Proof o: Loss ccnsisten: w Ir Sec'. on XV .A.DD TIOl~AL 
COND TIONS PEqT AINING TO INSlJR '~G k10JULE 6 O;'-;L v 

Tne calcL 2tio:i of oss regard 1'9 loss of business income 1;1der l'lSu:ing Module 6 shall fo! ow the l:::ss of b(isiness ncome 
calcula: or cc1:ahe:: ir your :nfcrce prcpe·ty nsJrance po icy t1a. s i1 p,ace at ;he t1me dire::: physica' oss or physica' dar12ge 
rcsu .thg frcm a security event s s1;starnco oy you, t-<owcvcr 1 ), trc rcslcrat.01 period for sue, loss of oLshess income shal be 
limited to t~e szr-1e restoration period ap;::hcab e :o loss of business income uncer 11Sl-fll'9 l,1o~ule 5 and ?) t1e wa1'. rg per.oc 
and deduc'.i~ e app icab'e sr a I :.e Ifie 1ig~est o' 1) '.re waiting period co11 tahed i1 lrsuri1g :._1odu e !) of this pol cy; or ii) !hE 

app'ic2olc wa·thg period a·1d/or deduc:iolc o· rclcrt 01 con!a red •n your 1 force property po:icy n pla:c al the !-me oircc: ohysica: 
less 01 ohys1ca damage resJlli'l; fro1' a security event is SLS!aneo by you. 
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XV. ADDITIONAL CONDITIONS PERTAINING TO INSURING MODULE 6 ONLY 

Wil 'l regare to nsuri1g Moo Lie 6. the fellowing cor.dii'ons shall app'y: 

A IN FORCE PROPERTY POLICY 

You shall provide a copy of your 111force prope·ly po'1cy, wi:n al enco·sements and a:tachrnen ts, .:rmedia:e·y a':e· providing 
ro%catio1 pursuart to Section XI. NOTICE OF CLAIM OR CIRCUMSTANCE THAT MIGHT LEAD TO A CLAIM 

B REQUIREMENT OF COVERAGE DENIAL UNDER YOUR INFORCE PROPERTY POLICY 

This po icy w1I not be app',catre unless cove~age has oeen denieo under yoJr inforce property pol cy for any poriio1 o' a direc1 
p1ys:cal loss or direct p1ys:cal damage because it resJlts fro~ a security event. 

C.INCONSISTENCY OF TERMS AND CONDITIONS OF THIS POLICY AND YOUR INFORCE PROPERTY POLICY 

1 the eve1t '.here 1s an i1cor s:ste1cy be!ween tre terms and corcit,01s of this policy a·1d t1e :e·:rs ard conditions of your in fo·ce 
p'.oper:y insJrance po icy in place al t1e !i11e di·ect p'lysical oss or direct p1ysical damage is sustai1ed oy yo;i, the terms a'ld 
cor ciitiens o' t1is po'ic1•sha'I app'.y. In 'lo ever.I sr al: t1e coverage prov ded by this policy be broader :1ar tfie 111 fo·ce orope·ly oohcy 
except for t1e exc us,en fo· a security event 

D .. PROOF OF LOSS 

You st.al re nee· as gncd and sworn P·oo: o' 1..oss 1·1tl' i1010 tiunoreo anc e,91\y (180) days a':e· SJsla rhg phys cal loss or physical 
dama;e to covered property (u1tess sioch oerioc is extendeo by our written agreement), stal1r.g the full particJ!a·s o! tne ti'ne, 
p.ace aro cause of less. nc!1.;di1g as applicable a desc· p'.ion of the covered property i1volveo. as we! as system logs. secu· l)' 
legs or sta,e:rer:s from w1:nesses. exoe·ts or consdtar ts t1e i1te·es! of you a~d a'I otl·e·s i'1 tr.e ;)roperty the valJe tnereof a1d lhe 
a,o,w1 ar.c calcu alior c: oss or damage tl1crctc 

E .. INCORRECT DECLARATION PENALTY 

r the values cec.area of lhe covered property are less than the co,rect va:ues by mere Iran 10% then any recovery o!he•w se 
dJe under this po icy shall be reduceo in the same prcportior that t,e va Les cec ared bear '.o tr e va,ues that sho~ld nave been 
dec!ared. anc any ba ar cc shal: be cor s:dercd co-insurance borne by you. 

F .. INSPECTION AND AUDIT 

We, or cu• ·epreserta'.ives, sha' be oerr-itted. '.'lough not ob·iga:ed, :o inspect covered property 21 any tirie Nei:her t'le r,gh: to 
make ir spec; or s no, :he ma~i1g of ar 1• r spec: ons or of a1y repr; shall cor s:rtu te an undertaking en your be1alf or for your 
benefit to detern'i1e er warram trial sLch covered property 1s safe o· aporopriale for the purpose to wh·ct- t 1s inte1ded 

G .. SALVAGE AND RECOVERIES 

All salvages, recoverres anc paymcn:s recovcrcc o· rece:veo subscqlJe;i: to a loss se!'.C"'le1l under lh s pohcy shall be app co as 
if recove·ed er received pr:o· lo sL:ch settleme-;t, anc a'I necessary adjus:rnents s"lall be rn2ce by the earlies nerelo 

H .. ABANDONMENT 

T 1crc s1a1 be no abanco,1rner1 to us o: a1y prooerly. 

I.. DUE DILIGENCE 

You (er a·,y a~cnl. sub or co-cort·aclor c' yoms) sl'al at a I :iTes ard at his/nor/your owr expense. l,Se dc1c diligence anc do 
(a;1d co1cJr i1 oo r g ard µorr' t to oc oo·w) all P1 irgs reasorab y p·ac: cab c (inc ud•1g, bl,I r ot i-'1 Id iO. preca.1tie1s lo protect o: 
re..,ove covered property a1d interest insJred l'ere r) to avoic or d ~'l'1isl' any covereo loss 

J .. PROTECTION MAINTENANCE 
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II is agreeo l'lat a1y o:otecl•o:i providec by you for t1e safety of the covered property shall be maintained in good orde· 
thro~gho~t the currency of the policy and sha' be in use at all relevant times. and tha! such proreclion shall rot be w thd·awn or 
varied to our cetr men I o: the de:riment of our interests wi;hout our consent 

XVI. ASSISTANCE AND COOPERATION 

A You shall cooperate w th us 1n a'I nvestigat,ons. You shal execute all papers a1d 1e1der al assistance as requesteo oy 
us. Part o' tl'is assistance r1ay require you :o p·ov1de cop:es of a thi'.d party's system secw.ty a1d eve1t iogs. 

B Upon our reouest. you sha'I assist in ma~-rg settlements in the conduct of suits ano in enforcirg ary '.grt of con tribJt1on 
o· indemnity agains'. a1y person or organization w10 nsay be I able to you w th respect to wh1cn i1surance is a'fordeo 
u:ider this policy; and you shall at1e1d hean1gs and tria's anc assis: in secL,nng and £1V1ng ev,dence and ob:a ning tl~e 
atteroance o' witnesses a'. your owr cost 

C. You s1all no'. ad:-:111 ar.y liab1hty, make any payme1t. ass~mc any cbl•gaticns rncur any exocnse e,ter i1to an11 se'.t ernert. 
stipJ la'.e lo a'ly 11.dgren: er awa·d. or c1spose o' any claim w,:ho~t our wn::er consent. However. the prompt pJb1ic 
adm ss or of a security event poteni1ally i'i'pact1ng 1on-publlc oersona!ly ident f1aole informa; or of employees o: tni•d 
par:ies as requ1rec by gover'lmerta p•ivacy egislation or cred I card associatio1 ooerali1g ·ecLi'ements wi I not be 
conside·ed as ar admissior of ab'I ty requ ring our prior censer'. however, we are to be 1nforr1ec as soon as practicable 
of SJC1 pub'.'c adm ss;o:1 i' s~ch p;1b1c adr1iss on is a c1rcuTS:arce that co;rld lead 10 a claim. 

J We shall have the ngrit to make a1y investigalion tnat we ceem recessary wi th respec'. to coverage mcluo r.g DLI not 
I.". led to. any investiga'.io1 wi!h respec: to :he application s'.atements rrace in the application and any SJPP ernenta: 
ma'.e:1a suom tted trerew1:1 We s;,all oe per'l'ilteo to ,nspect yo,ir p:opcr:y, ope·ai ors. O' records 

C: You sra I subnit for exa:-1ira:ior Lncer ca:1 by our rep·eser ta' ve i' reqJes:ea, in cor1ec: o, w,t'l a I matte·s re.at,rg tc 
th:s pohcy. 

XVII. SUBROGATION 

:1 any payr1e11 is ~,ade v1der tr. is pol.cy arid l'lere 1s available lo us ary of your r ghts of recovery agairst any th ird party, the1 we 
s1al ma•r'.air. a: suer rights o' recovery. You shall execute a1d de'ive· irs:·Jments and pape·s ar,d co whatever else is necessa·y 
lo sccL:e such r:ghts You sha'I do nothi•ig to prejL::iice such rigl,ts. Any recover,es sha'I be ap;:iied 'rst to subrogatio1 exoenses. 
seconc to damages claims expenses or any other arnoJnts pad by us. and las tly to !be deductible Any acdi'.iora amoLn:s 
recove•ed sha.l oe paid to you 

XVlll. OTHER INSURANCE 

T1is policy srall apoly ir excess of ary other va id anc collectib.e 1su·arce pol cy ava1laole to you ire LCing any deductible or 
deduct:blc po·t 01 thc·col. u1lcss sue, o:her irsu•ance 1s w·i:ten on y as specific excess hsJra1ce ever '. l;e Limit of~ abi 1ty of Ws 
pol,cy. 

t\otwi;bstancing Ire above. with ·espect to specified loss to covered property ano loss of business income Lroe• nsving 
r,;od,1le 6. :he followi'lg app es: 

A i! 1s t:1cers'.ood '.hat SJC'l coverage is proviceo ~.ere r. conciiio1ec on the exis:erce of a1 i1 'orce property insua1ce poliC\' 
a: t1c !i'f,C trc 01ysical loss or p1ys cal da-ncgc 's s1.1s'.all'eo b\' you; 

B Tlrs oo'icy w1 -iot a:::py '.o a1'\' ol'ysical loss or p'iys ca: ca-rage :1at resu!teo f•cm a security event that is covereo by 
your 1'1 'orce p•operty insura1ce po'icy; 

C. s;,cu d your rn force property rsL:·,ncc po i:y cover that 00·1,01 of a loss !'181 dces r.o: resJ lt 'rom the security event 
tr,s ooliC)' w; I app y as pr mary cove1age b.1t on y 'or tra' cert or of tre oss t11a1 does ·esJlt '10- tne security event. 

XIX. ENTIRE AGREEMENT 

Sy accepta1ce o' t1'.s ool'cy, you ag·ee :ha: tr:s :Joi cy embodies all agrecTen:s beh•1ec1 you arc us •clatr19 lo this insJrericc. 
i\o:ice !o a,y age11 or knov/eoge posscssec by a,y agent or by a·1y otno· person sha'I not e'fect a waiver or a change 'l a'ly oart 
ot this po icy or s:op us from asse·tirig a1y I ight Jnder :he terris of tl'!s insura~ce: nor shal Irie :e•-rs of ths !rSJ'ance be waived er 
cha1ged. except by erdo·se;nent issued to fo''l' a pa·t of :h s policy arcs gnco by us . 
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XX. ASSIGNMENT 

Tne interest hereunder is not assignable by you or your subsidiaries. If ari nsured shall die or be adjucged hcompe:e~I. SJCh 
hsurance sha cove· your .egal represer' tative as you would be covered uncer this policy. 

XXL CANCELLATION BY YOU 

If this po'1cy is ca, ce ed by you. th irty pe•cent(30%) of ihe premiJm shall be deen·ed earned upon inception of tnis policy and we 
w1I reLmd the reriain,ng unearned premi~m co11pu:ed on a daily p,o rata basis thereafter. No premium wil be refunded where a1y 
claims or circumsta1ces have been notified under this policy 

XXII. CANCELLATION BY US 

We w1!I only cancel tris pol cy i' you fail to pay lhe p-emiJm specified wit11 i11 the Dec'aratior s. or if a pri1cipai, partne· execut:ve 
officer. or directo· irtert1or ally ma~es a ma:erial 111 srep•esenlal1on lo us ·~ regard to ,ny claim nollf1eo lo us uncer ths policy. in 
which case, we w.11 prov de a notice of cance lat,0:1 in accorda1ce with the app icaole aw 

XXII I. CHANGE OF CONTROL 

ShoJlo there oe a ·ct,ange o' ccnlrol to the Named Insured du'·r.g t1e policy period all coverage under this Policy snail terminate 
at t'le date or such "change of con tro'' unless we ,ave issLed an endo:serie1l exten.di:lg coverage u•1der h s Po icy a1d you have 
agreed to pay an1• acd : on al p·em·u'T! ano agreec to a, y aodi: ora terms c' cover2ge required by us 

A· cl·ange of contro'" lo '.he Named Insured wi,I be considerec to be a1y c' 1he followhg: your acquis :ion oy or merge1 into a,other 
en:ily, your 'iquidatio1· o· cisso'Lticn. o: tl·e sale. or d1spositio1 o' sLbstant a' ya of your assets 

XXIV. WORDS AND TITLES OF PARAGRAPHS 

-he l;:les of pa'agrap~s. sectior, prov,sions, er e1dorseme,ts of or :o ths pol cy are i'ltended so:ely for conver ience a~o re'e·erce 
and a·e not ceemed in ariy way lo limit or exoa'lc the provis ons to wl'1cl' '.i1ey relate anc arc 1ot oart of :his pol:cy. Wne1ever the 
singular form of a wo·d is usec rere·n. the sa'T'e s1a11 inclLde tre olua w1ef' rec1..ired by co1lext. 

XX>/. 

A. 

8. 

C 

D 

DISPUTE RESOLUTION 

No act,01 shall · e against us urless. as a co1c :ron oreccdent '.ncrelo, the.re shel have been full compliance w1l1 a I terms o' 
hs policy, arid until the anounl of your obligatio:i lo pay shall heve bee1 f.nally de'.er:11;1ec either b)• j1..dgment O' aware aga , st 
you a'te· ac:ual tr a O' a·bi'.rat 01 or oy written agree~;ert cf you. Ire ca ,rarit. a1d us. 

No perso1 o: organization o· ar y egal rep-esen!alive thereof wl·o ras secured SJCh Juog11enl, aware. or vrilten agree1;enl 
shall thereat.er be entitled lo ma~e a claim unde· th·s poky lo t~e exle;il of the irisurance affo-ded by t'l;S oo ioy l~o perso1 
01 orga,-zation shall have 21y rigrt Lrder Ins po'1cy lo join us as a pa1y to an aero, er clhe p·oceed1119 agairs\ you to 
de:e·m 1e your rabil1ty, ro· shall we oe rnp'eaoed by you O' your lega' rep·esenta'.ive 3arkruo'.cy or irsclve1cy of you or ol 
your estate shall not rel.eve us of our c!)'. gations under this po' cy 

Mediation. If any dispJte a•iscs cetwccn you and us 1nvolvi1g tr is pol cy and/o· a claim hereunder, ii is hereby 
mutually ag1eed by you ard us lhal such oispute shat be refe·red to a qua·i1 ec mediator in a good faith effor t lo 
r egotiate a reso u'. on c' the o,spu'.e, pr or to the in.tiat on o: a1y a·b1t·at,cr or other proceed1,gs. The party clect,ng to 
mediate s•1a I p:ovicc 1·r itlcn not,cc to the other oar:y selling 'o·th Is reques t :o r:ied·a'.c and a brief statement rega·cirig 
the issLe to be r1edia'.ed T'1e perso,s na-,ed in 1'.e"1 8 of !ne Jee arat ons a·e au:hcr,zed ano ai·ecled to accept the 
Nol ce of Meo a, c;i 01 bera" of us Tne named insured s author,zed a1d airected lo accept ll'e Not,ce of Vediahor 
on beralf o' any risured. 

A1b1trat,01 As a conc,tio:1 precedect to a,y right o! act1or l1ereu1de·, r tl·e eve1t Iha: a gooo failri e'lort to mediate 
p-1rsJa11 lo Sectior XXV (C) above can1ol resolve a cisoJ,e between you ard us rnvo'vi1g this pol cy O' a claim 
l'ercv1dcr ii s ne~eby r't.lLa ly ag·ced tl·a: sucti d1s:;u\e shal be oelermincd by f1r al ard bind rg arbitration before a 
s'rgle arbitra:or SJch arb':ration can·101 be corrme'1ced ur :i tr-rly(30) days a'te1 tne corc'LS on of the mediatio, pursuant 
to Sec:ion XXV (C). f tr e pa·fes ca1ro: :nlua 'y select the ,rn:rator, Ire part.es wi'I refer :he se ecticn cf tl'e a-011•a:o· 
to t11e Ame, ca, Aroitralion Associa: or 
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E. Notw1thsta'ld ng the above, wth rega'd to 111ocule 6, if the·e is a dispi,te as to the amount of specified loss, you wi!I not be 
required to media'.e a11d rray e!ecl to demand an appraisal Once a der1ard is made, each party will select an appraise, who 
will separately a·rive a'. the amount of specified loss If the·e is no agreement as to !he amount following such app:aisa·s, the 
dispute will be sLbmitlec to a, impartia appraise:, jo:ntly selected oy you and us. A decision t,en a-greed lo by two cf the three 
appra sers will be o nd1ng upon you a1d us Each party w,11 bear \he,' own cosls ror tne work o' tl:e aPP'aiser they reta·n a1d 
they w II equally sha·e the costs of the th;·d. 1mpa1ial appra ser. 

An appra sa s'la I be subject to tre :erms, co1c lions and exclvsions o' It's po!icy. Any cthe· d'sputes corce·ning issues o:he· 
tha1 va Jation of a specified loss w II be resolved in accorda1ce wit1 the Dispute Reso'utio1 p:ocedure above. 

XXYI. SERVICE OF SUIT CLAUSE (U.S.A.) 

A. S:.1b;ec: to the appl cat on of Section XXV, it is agreea tha: in t1e event of our failJre lo pay any a:r:oJnt claimed to be due 
v1de' this po!1cy, we at your recuest 1·1 II suomit to the ju·:sdiction c' a coJrt or co11petent jurisdi::;tio1 wi\nin 11-e United 
States. Noth,ng i1 tris cla1,se consti:u:es 01 shoJld be understood to co1stitute a waver of our 1ights to co'Time1ce a'l 
action iri a,y court of co:Tlpe:er t jurisd.cton i1 the Un;ted States. '.o remove an actior to a Un.tea S,ates D,str ct Cou1, er 
seek a transfer ol a case le arother cou•t as perfY'itted by Irie laws of the Uriited States 01 any state i1 the United Stales 
i s !u·tr1e' ag•eeo !ha: service o: orocess 11, such s~it rray oe Tade Lpor our represen'.ative designated i1 ite'.":1 8 of the 
;:Jee aratioris, ar.d !'lat 11 any suii ins:i lJteo against any one of :hem upon th•s cort,ac'., we w,11 abide by \he final decisio1 
of suc'l coJrt or of a1y 2.ppcl:ate cou1 in the evert of an aopea!. 

B. Our represer ta:,ve oesigna:eo ,. ,:em 8 of tl'e Dec'arct.ons is a·Jtho'. zec a1d cirected '.o accept serv,ce of p'.ccess en our 
beha f irl any suer sLi: anclo· upcr your reouest to give a writte1 unaertak r.g to you ti'al they w II en'.e· a ge1eia. 
appea1ance Lpo1 our beha'f ir t,e eve1t such a suit shal be ins! tutec'. 

C P J1sua1t :o a1y stztJte of ary s;ate. :e" to·y. or d strict o: the Un-ted S:2tes \•11'icl' makes prcvisior trerefc1. we he·eby 
des gra!e tne SLpe· ntencen: Co:-im ss 01e•, er Drector of lrsJr2r,ce o· otner officer spec,fiec 'o· trat pJrpose 1n tne 
st2:Jte or h s successrn n of'1ce as t1e' t1ue 21:; lav.1JI a'.tcrrey upor whcr. r.iay be served any awf1,I p1ocess i'1 ery 
ec'.ion, su t. or p·occcc1,g 111sti:L.tcc by or 01 your l.,cl'alf or any bc1e11cia·y l'ercu1der aris rg 01, t of th s pol cy. a,d we 
rereby ces1gna'.e our rep•esenta:ive isted ir item 8 of tne Dec ara'.ions as 1re oerso1 to wnoT the sac c'f,ce· is aLt'lo'.ized 
to mail such p-ocess er a true copy t1ereof. 

XXVII. CHOICE OF LAW 

T~e inle•p-etatio1 o' tnis poi cy ard ar)' d sputes 11vo,v1ng t11·s poiic)' shal be reso vec apply rg tne law oes,gna'.ed i1 i'.ern 9 or the 
Jeclaraiions 

XXVlll. WARRANTY BY YOU 

By acceptar.ce of th,s policy, all ,nsu·eos ag•ee Iha'. the slateTen'.s corta r.ed ir t1e application, any applicat 01101 1nsura1ce ,I th s po:,cy 
is a re1ewal. and a1y supplerne1ta ma:erials suoT tied t1e·ew 11 are their agree~'ents a10 rep·esentatiors, wn.01 sh2II be ceemeo 
materia ;o the risk assLmed oy us a10 that ln s po icy is issued in reliarce upori the :rut1 the•eol 

Tlie application, a1c a'ly s,,p;,le·'letital rratena1s submtted :o us a·e oeemed incorpora:ed 1110 a10 maoe a part c: l'l s pohcy 
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State of Arkansas 

From To 

CERTIFICATE ATTACHING TO AND FORMING PART OF 
Ascent CyberPro US v2.8 

(both days at 12.01a.m. Local Standard nme at the address shown of the Named Insured) 

Endorsement No. 1 

Notice of Terrorism Insurance Coverage LMA9105 Endorsement 

POLICYHOLDER DISCLOSURE 
NOTICE OF TERRORISM 
INSURANCE COVERAGE 

Coverage for acts of terrorism is already included in the policy (including any quotation for insurance) to which this notice applies. You 
should know that, under the policy, any losses caused by certified acts of terrorism would be partially reimbursed by the United States 
under a formula established by federal law. Under this formula, the United States pays 85% through 2015; 84% beginning on January 
1, 2016; 83% beginning on January 1, 2017; 82% beginning on January 1, 2018; 81% beginning on January 1, 2019 and 80% 
beginning on January 1, 2020; of covered terrorism losses exceeding the statutorily established deductible paid by the insurer providing 
the coverage. However, your policy may contain other exclusions which might affect your coverage, such as exclusion for nuclear 
events. The term ' act of terrorism' means any act that is certified by the Secretary of the Treasury, in consultation with the Secretary of 
Homeland Security and the Attorney General of the United States, to be an act of terrorism; to be a violent act or an act that is 
dangerous to human life, property, or infrastructure; to have resulted in damage within the United States, or outside the United States in 
the case of an air carrier or vessel or the premises of a United States mission; and to have been committed by an individual or 
individuals, as part of an effort to coerce the civilian population of the United States or to influence the policy or affect the conduct of the 
United States Government by coercion. The Terrorism Risk Insurance Act, as amended, contains a $100 billion cap that limits U.S. 
Government reimbursement as well as insurers' liability for losses resulting from certified acts of terrorism when the amount of such 
losses exceeds $100 billion in any one calendar year. If the aggregate insured losses for all insurers exceed $100 billion, your coverage 
may be reduced. 

I ACKNOWLEDGE THAT I HAVE BEEN NOTIFIED THAT UNDER THE TERRORISM RISK INSURANCE ACT OF 2002, AS 
AMENDED, ANY LOSSES CAUSED BY CERTIFIED ACTS OF TERRORISM UNDER MY POLICY COVERAGE WILL BE PARTIALLY 
REIMBURSED BY THE UNITED STATES, SUBJECT TO A $100 BILLION CAP THAT MAY REDUCE MY COVERAGE. 

SPECIAL NOTICE 
YOU HAVE THE OPTION TO DELETE THE COVERAGE PROVIDED BY THE ENDORSEMENT. IF YOU SHOULD DECLINE THIS 
COVERAGE, THEN PLEASE DO SO IMMEDIATELY IN WRITING TO YOUR INSURANCE AGENTS. A FURTHER ENDORSEMENT 
WILL BE SUPPLIED TO YOU. NO RETURN PREMIUM WILL BE DUE UNDER THIS POLICY IF YOU ELECT NOT TO 
PARTICIPATE. 

12 January 2015 
LMA9105 
Fonm approved by Uoyd's Market Association 

All other tenms and conditions remain unchanged. 

Dated 
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Ascent CyberPro US v2.8 

(both days al 12.01a.m. Local Standard nme at the address shown of the Named Insured) 

Endorsement No. 4 

Dependent Network Interruption and Recovery Endorsement 

It is hereby understood and agreed that: 

This policy is amended as follows: 

1. The following additional INSURING MODULE is added to I. WHAT WE COVER: INSURING MODULES: 

DEPENDENT NETWORK INTERRUPTION ANO RECOVERY 

We shall indemnify you for network expenditure that exceeds your deductible as stated within item 4 of the Declarations, 
and for loss of business income and reputational damage incurred during the restoration period after expiration of the 
applicable waiting period as stated within item 4 of the Declarations, resulting from a dependent network event sustained by 
you and notified by you to us in writing, in accordance with Section XI of this policy, during the policy period or any extended 
reporting period, if applicable, provided that such event(s) occurred on or after the retroactive date. This Insuring Module 
provides no coverage for loss of business income arising from direct physical loss or direct physical damage to covered 
property which is only covered under Insuring Module 6 only. 

2. The following is added to Item 3{A) of the Declarations: 

DEPENDENT NETWORK INTERRUPTION AND RECOVERY: 

USO Each claim and in the aggregate 

3. The following is added to Item 4 of the Declarations: 

DEPENDENT NETWORK INTERRUPTION AND RECOVERY: 

USO Each and every claim 

4. For the purpose of the coverage provided under DEPENDENT NETWORK INTERRUPTION AND RECOVERY only, and 
subject to the Limit of Liability stated above, it is agreed that paragraph B of Section XI. NOTICE OF CLAIM OR 
CIRCUMSTANCE THAT MIGHT LEAD TO A CLAIM is amended to read as follows: 

B. If you have any claim under Insuring Module(s) 5, 6, 7, 8, 9, 10, 11, 12 or the DEPENDENT NETWORK 
INTERRUPTION AND RECOVERY Insuring Module, then, you shall immediately forward to us notice through persons 
named In Item 7 of the Declarations, as soon as practicable after your Chief Information Officer, Risk Manager, General 
Counsel, Chief Operations Officer, Chief Executive Officer or their functional equivalents within the legal entity(s) shown 
in item 1 of the Declarations have first become aware of such claim, provided that such notice is not received by us more 
than fourteen {14) days after the expiration of the policy period. 

5. For the purpose of the coverage provided under DEPENDENT NETWORK INTERRUPTION AND RECOVERY only, and 
subject to the Limit of Liability stated above, it is agreed that Section VIII. DEFINITIONS is amended to include the following: 
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Dependent computer network(s) means computing resources that are delivered as a service over a network or the internet 
(commonly known as ·cloud computing"), your outsourced data center and/or other premises where your data or computing 
resources are stored or managed by a third party under a written contract. 

Dependent network event means loss sustained by you in connection with your dependent computer network(s) arising 
from: 

1. A security event; privacy event or a breach of privacy regulations; 

2. Computer virus; 

3. Malicious code; 

4. Accidental corruption or destruction of your data because of human erroran accidental action or operating error 
by an employee of the dependent computer network; 

5. Damage or destruction of hardware, so that your data stored is not machine readable; 

6. Malfunction or failure of your dependent computer network; 

7. Programming error; or 

8. Natural disaster, but only in respect of your network expenditure due to corruption, destruction, or damage to 
your data and not in respect of any loss of business Income. 

6. For the purpose of the coverage provided under DEPENDENT NETWORK INTERRUPTION AND RECOVERY only, and 
subject to the Limit of Liability stated above, it is agreed that Section VII. DEFINITIONS, paragraph D, is amended to include: 

7. A dependent network event 

7. For the purpose of the coverage provided under DEPENDENT NETWORK INTERRUPTION AND RECOVERY only, and 
subject to the Limit of Liability stated above, it is agreed that Paragraphs VU, EEDD, TTRR and UUSS of Section VII. 
DEFINITIONS are amended to read as follows: 

VU. Loss of business income means the net income (net profit or loss before income taxes) that you would have 
earned had: 1) no network event occurred pursuant to Insuring Module 5; or had no security event occurred 
pursuant to Insuring Module 6; or dependent network event occurred pursuant to the DEPENDENT 
INTERRUPTION AND RECOVERY Insuring Module. 

Loss of business income does not include reputational damage, computer fraud, electronic theft, social 
engineering fraud or telecommunications fraud. 

EEDD. Network expenditure means costs incurred with our consent and authorized by us arising from a network event 
or dependent network event, which may indude: 

1. Your actual costs to restore, re-collect, or replace data, including expenses for materials, working time, 
and overhead cost allocation at the affected location(s) associated with restoring or replacing data; 

2. Your reasonable and necessary costs and expenses incurred with our consent of specialists, 
investigators, forensic auditors, breach counsel or loss adjusters retained by you for the purpose of 
conducting a review or audit to substantiate that a network event is occurring or has occurred, or to 
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detennine the scope, cause, or extent of any theft or unauthorized disclosure of infonnation or data, 
including when your portable media and data storage devices are away from your premises; 

3. Your reasonable and necessary costs and expenses for the use of rented, leased, or hired external 
equipment, services, labor, premises, or additional operating costs, including staff overtime and 
expenditure, provided that these costs and expenses were reasonably incurred as a result of a network 
event or dependent network event; or 

4. Any other reasonable and necessary costs and expenses that you incur directly as a result of a network 
event or dependent network event. 

Network expenditure does not include loss of profits or loss of business income or reputational damage. 
Network expenditure is part of, and not in addition to, the Limit of Liability stated within item 3 of the Declarations. 

TTRR. Reputational damage means your loss of net income (net profit or loss before income taxes} due to; 

1. Tennination of your services contract by one of your client(s} and/or; 

2. Reduction in the value of your business and brands; 

Where such loss arises directly from a network event or dependent network event. 

UUSS. Restoration Period means the period of time that commences upon the date when the network event or 
dependent network event began and ends on the later of: 

1. The date when your computer network is repaired or restored or could have been repaired or restored 
with reasonable speed to the same condition, functionality and level of service that existed prior to the 
network event or dependent network event plus no more than thirty (30} days after the restoration of 
your computer network; or 

2. Twelve (12) months after the network event or dependent network event began. 

8. For the purpose of the coverage provided under DEPENDENT NETWORK INTERRUPTION AND RECOVERY only, and 
subject to the Limit of Liability stated above, it is agreed that Section XII. CALCULATION OF LOSS PROVISIONS 
REGARDING LOSS OF BUSINESS INCOME, INTANGIBLE ASSET AND REPUTATIONAL DAMAGE is amended to read 
as follows: 

XII. CALCULATION OF LOSS PROVISIONS REGARDING LOSS OF BUSINESS INCOME, INTANGIBLE ASSET AND 
REPUTATIONAL DAMAGE 

In the event of loss occurring under Insuring Modules 5,10,11 , 12 and/or the DEPENDENT NETWORK INTERRUPTION AND 
RECOVERY Insuring Module, and if you and us cannot agree on a loss amount, then an auditor and/or a loss adjuster will be 
appointed by mutual agreement of us and you to calculate the amount of loss. If such an agreement cannot be reached, we will 
appoint the auditor and/or loss adjuster subject to your consen~ such consent not to be unreasonably withheld. We will pay the cost 
and expense related to the auditor and/or loss adjuster that exceed your deductible as stated in Item 4 of the Declarations. Such 
payment will be applied against the applicable Limit of Liability. 

Requests made by you for indemnity by us shall be accompanied by a computation of the loss consistent with this section of the 
policy. This shall set out In detail how the loss has been calculated and what assumptions have been made. You shall produce any 
documentary evidence, including any applicable reports, books of accounts, bills, invoices, and other vouchers and copies of such 
which we may require, and you shall afford us or our agent every assistance in their investigations. 

www.ascentunderwriting.com A 



A SCENT'" 
UN DER WRIT I N G 

CERTIFICATE ATTACHING TO AND FORMING PART OF 
Ascent CyberPro US v2.8 

Any claims payment under this Section will, where applicable, be reduced by the extent to which you: 

A. Use damaged or undamaged data, or intanglble asset, or 

B. Make use of available stock, merchandise, or other data or intangible asset; or 

C. Use substitute facilities, equipment, or personnel. 

LOSS OF BUSINESS INCOME UNDER INSURING MODULE 5 AND THE DEPENDENT NETWORK INTERRUPION AND 
RECOVERY INSURING MODULE AND REPUTATIONAL DAMAGE UNDER INSURING MODULE 12 

The calculation of loss regarding loss of business income and reputational damage under Insuring Module(s) 5, 12 and the 
DEPENDENT NETWORK INTERRUPTION AND RECOVERY Insuring Module will be based on the loss of the net income incurred 
during the restoration period attributable to a network eventand shall be based on an analysis of the revenues and costs 
generated during each month of the twelve (12) months prior to the loss occurring and will also take into account the reasonable 
projection of future profitability or otherwise had no loss occurred and will include all material changes in mari<et conditions that 
would affect the profits generated. 

The purpose of the calculation of loss of business Income and reputational damage is to put you in the position that you would 
have been in had no network event or dependent network event been incurred 

INTANGIBLE ASSET UNDER INSURING MODULE 10 AND 11 

The calculation of loss regarding Intangible asset under Insuring Module 10 and 11 will be based solely on loss of the net income 
attributable to electronic theft, computer fraud or social engineering fraud and shall be based on an analysis of the revenues 
and costs generated during each month of the twelve (12) months prior to the loss occurring and will also take into account the 
reasonable projection of future profitability or otherwise had no loss occurred and will include all material changes in mari<et 
conditions that would affect the profits generated. 

Any dispute that arises between you and us regarding the calculation of loss shall be resolved in accordance with Section XXII. 
DISPUTE RESOLUTION. 

XII. CALCULATION OF LOSS PROVISIONS REGARDING LOSS OF BUSINESS INCOME, INTANGIBLE 
ASSET AND REPUTATIONAL DAMAGE 

In the event of loss occurring under Insuring Modules 5, 9, 10, 11 , and/or the DEPENDENT NETWORK INTERRUPTION 
AND RECOVERY Insuring Module, and if you and us cannot agree on a loss amount, then an auditor and/or a loss 
adjuster will be appointed by mutual agreement of us and you to calculate the amount of loss. If such an agreement 
cannot be reached, we will appoint the auditor and/or loss adjuster subject to your consent, such consent not to be 
unreasonably withheld. We will pay the cost and expense related to the auditor and/or loss adjuster that exceed your 
deductible as stated in Item 4 of the Declarations. Such payment will be applied against the applicable Limit of Liability. 

Requests made by you for indemnity by us shall be accompanied by a computation of the loss consistent with this 
section of the policy. This shall set out in detail how the loss has been calculated and what assumptions have been 
made. You shall produce any documentary evidence, including any applicable reports, books of accounts, bills, invoices, 
and other vouchers and copies of such which we may require, and you shall afford us or our agent every assistance in 
their investigations. 

Any clalms payment under this Section will, where applicable, be reduced by the extent to which you: 

A. Use damaged or undamaged data, or lntanglble asset, or 

B. Make use of available stock, merchandise, or other data or Intangible asset; or 
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C. Use substitute facilities, equipment, or personnel. 

LOSS OF BUSINESS INCOME UNDER INSURING MODULE 5 AND THE DEPENDENT NETWORK INTERRUPTION 
AND RECOVERY INSURING MODULE AND REPUTATIONAL DAMAGE UNDER INSURING MODULE 11 

The calculation of loss regarding loss of business Income and reputatlonal damage under Insuring Module(s) 5, 11 and 
the DEPENDENT NETWORK INTERRUPTION AND RECOVERY Insuring Module will be based on the loss of the net 
income incurred during the restoration period attributable to a network event or dependent network event, and shall be 
based on an analysis of the revenues and costs generated during each month of the twelve (12) months prior to the loss 
occurring and will also take into account the reasonable projection of future profitability or otherwise had no loss occurred 
and will include all material changes in market conditions that would affect the profits generated. 

The purpose of the calculation of loss of business Income and reputational damage is to put you in the position that you 
would have been in had no network event or dependent network event been incurred 

INTANGIBLE ASSET UNDER INSURING MODULE 9 AND 10 

The calculation of loss regarding intangible asset under Insuring Modules 9 and 10 will be based solely on loss of the net 
income attributable to electronic theft, computer fraud or social engineering fraud and shall be based on an analysis of 
the revenues and costs generated during each month of the twelve (12) months prior to the loss occurring and will also take 
Into account the reasonable projection of future profitability or otherwise had no loss occurred and will include all material 
changes in market conditions that would affect the profits generated. 

Any dispute that arises between you and us regarding the calculation of loss shall be resolved in accordance with Section 
XXII 
DISPUTE RESOLUTION. 

All other terms and conditions remain unchanged. 

Dated 
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(both days at 12.01 a.m. Local Standard lime at the address shown of the Named Insured) 

Endorsement No. 5 

Bricking Endorsement 

It is hereby understood and agreed that: 

Definition OD. Network expenditure of Section VII. DEFINITIONS is amended to read as follows: 

DD. Network Expenditure means costs incurred with our consent and authorized by us arising from a network event, which may 
include: 

1. Your actual costs to restore, re-collect, or replace data, including expenses for materials, working time, and overhead 
cost allocation at the affected location(s) associated with restoring or replacing data; 

2. Your reasonable and necessary costs and expenses incurred with our consent of specialists, investigators, forensic 
auditors, breach counsel or loss adjusters retained by you for the purpose of conducting a review or audit to substantiate 
that a network event is occurring or has occurred, or to determine the scope, cause, or extent of any theft or 
unauthorized disclosure of information or data, Including when your portable media and data storage devices are away 
from your premises; 

3. Your reasonable and necessary costs and expenses for the use of rented, leased, or hired external equipment, services, 
labor, premises, or additional operating costs, Including staff overtime and expenditure, provided that these costs and 
expenses were reasonably incurred as a result of a network event; or 

4. Your reasonable and necessary costs to replace or repair your hardware, provided that after reasonable efforts such 
hardware cannot be restored to the level of functionality that existed immediately prior to the network event and that 
replacing or repairing such hardware is more practical and cost effective than the cost to restore, re-collect or replace 
your data. However, we will only pay the cost to restore or replace your hardware with identical or commercially 
equivalent equipment which performs the same functions to that which existed immediately prior to the network event 
occurring. 

5. Any other reasonable and necessary costs and expenses that you incur directly as a result of a network event. 

Network expenditure does not include loss of profits or loss of business income or reputational damage. Network expenditure 
is part of, and not in addition to, the Limit of Liability stated within item 3 of the Declarations. 

It is further understood and agreed that 

Exclusion I. Property Damage of Seciion VIII. WHAT WE DO NOT COVER: EXCLUSIONS is amended to read as follows: 

I. Property damage; except that this exclusion shall not apply to claims otherwise covered under Insuring Module 9 and/or 
10, or otherwise covered as a result of a network event under Insuring Module 5. 
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It is agreed that Section Ill. LIMIT OF LIABILITY, is amended to include the following additional provision: 

Our maximum liability for the coverage extension under this endorsement, and to the extent this is covered by this policy, per clalm 
and in the aggregate is USO . This amount is part of and not in addition to Limit of Liability as set forth in item 3 of the Declarations. 

All other terms and conditions remain unchanged. 

Dated 
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