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Agenda Agenda Item Speaker Duration Timing

Introduction to 
Wireless@Cisco

Rob 45 14:15 –
14:50

5G and Wi-Fi Comparative 
Discussion

Filipe & Rob 80 14:50 –
16:20

Break 15 16:20 –
16:30

Its all about the use-cases! Matt / Filipe 40 16:30 –
17:15

Wi-Fi + P5G Architectures: 
Better-together!

Matt 60 17:15 –
18:15

Closing Matt 15 18:15 –
18:30

Q&A All

Matthias Falkner 
Distinguished 

Technical Marketing 
Engineer

Filipe Rodrigues
Technical Solutions 

Architect
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A Brief Introduction to 
Wireless @ Cisco



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

We are in a ‘Wireless-First’ World

Wireless Laptops

Tablets and 
Phones

Digital Building
Lighting, heating, 

cameras, badge reader

Wearables
AR, VR, smart watches

IoT
Robots, infusion 
pumps, sensors 

Audio and Video 
Teleconferencing, VoIP

Reliable
Always-on, low latency

Secure
Software-defined fabric

Scalable
Wired for wireless

Everywhere & Mobile
Heterogeneous Access

TECSPG-2432 5



11ac

11n

11g
11b

11a/g

11 Mbps

54 Mbps

54 Mbps

600 Mbps

3.5 Gbps

10 Gbps

Higher Speeds and 
better capabilities with 
each New Standard

IEEE 802.11 
Standards 
Evolution 11ax

11be

20 Gbps

Wi-Fi6

Wi-Fi7
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Disruptions Are Coming . . . Wi-Fi7 and beyond
Determinism and Reliability

• Smartphones, tablets, 
cameras

• TV & Entertainment
• Appliances, Home 

automation
• Wearables & Fitness
• Home medical
• Work from home

• Smartphones, tablets, laptops
• Hospitality & Smart Retail
• Business-critical communications
• Work from home
• Smart Building & Campus
• Healthcare

• Operations use cases
• Supply Chain & 

Warehouses
• Manufacturing & Heavy 

Industry
• Energy 
• Power & Utilities
• Automation & Robotics
• AR/VR

Yellow =
Deterministic 
Use Cases

Consumer
Enterprise

Mission Critical @ scale
Ultra Reliable

Low-Latency

Market shifts as we expand from Best Effort to Determinism

Determinism: the ability to support predictable latency and handoff 
between radio stations (e.g. APs)

TECSPG-2432 7
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Wi-Fi7 (802.1be) Key Capabilities

1. Enterprise Multi-link Device (MLD)

2. Enterprise Multi-AP coordination 
(MAPC)

3. Wi-Fi TSN (WTSN)

MLD / MLO

Seamless Multi-Link 
Operation (MLO)

WTSN

Deterministic
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• Comprised of ~12 IEEE 802 standards, TSN brings determinism and an enhanced quality 
of service to Ethernet

• Allows for different traffic types to mix on same physical network and still be deterministic

Time Sensitive Networking (TSN)

TSN Core Elements

Synchronization

Time sync of multiple nodes 
and switches over Ethernet

Scheduling

Ensures deterministic arrival 
of packets and no conflicts

Configuration

Configuration of all network 
elements is standardized

9TECSPG-2432
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• Intel and Cisco are collaborating to enable Time-Sensitive-Network (TSN) applications like 
remote control of robotics for manufacturing in standard Wi-Fi networks

• These applications rely on the new deterministic low-delay (<5ms) capability of WiFi6!  12

Wi-Fi7 Deterministic & Reliable Wi-Fi

No wires on 
this guy!

TECSPG-2432 10
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VR 
Resolution

fps
Equivalent 
Resolution

Minimum 
Throughput 

(Mbps)

Maximum 
Streaming
Latency 

(ms)

Maximum 
Interactive
Latency

Early VR 1K X 1K 30 240p 25 40 10

Entry VR 2K X 2K 30 SD 100 30 10

Advanced 
VR

4K X 4K 60 HD 400 20 10

Extreme VR 8K X 8K 120 4K
1000 -
2350

10 10

AR/VR is here (almost)
… and business relevant

Apple, Google, Facebook, 

Samsung, Sony, Oculus, HTC and 

many new entrants all have or are 

developing AR/VR glasses and 

capabilities

Remote rendering could improve 

experience and lower batter 

consumption

The Target

Apple has optimized silicon for AR

EpsonFacebook

Education: Educators predict 

a bright future for immersive 

VET (Virtual Environment 

Technology) in education 

because of the increasing need 

for tools that will help ease the 

process of learning and bring it 

closer to the student’s interests

Source: [Mangiante]

Estimate throughput and latency for VR/AR technologies

TECSPG-2432 11



5G – A Short Introduction
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1G 2G 3G 4G

1980s 1990s 2000s 2010s

Radio and Voice/Data Evolution

Voice TXT Video? Internet

TDM Voice
Packet Data Capable
Network Appliances

All Packet
Virtualised Infra

TDM Voice
Limited Data Capabilities

Network Appliances

The Maturing World of Cellular Technology

TECSPG-2432 13
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1G 2G 3G 4G 5G

1980s 1990s 2000s 2010s 2020s

Radio and Voice/Data Evolution Service and Network Revolution

Voice TXT Video? Internet Everything 

TDM Voice
Packet Data Capable
Network Appliances

All Packet
Virtualised Infra.

All Packet
Containerized Infra.

TDM Voice
Limited Data Capabilities

Network Appliances

The Maturing World of Cellular Technology

TECSPG-2432 14
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10+Gb/s
Data Rate

~1ms
Latency

100x
Quicker Download

1,000,000
Devices per km² 

99.999%
Availability/Reliability

The Bold Vision of 5G
Solving a Host of Old Problems

500km/h
Service Support

TECSPG-2432 15
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Enterprise 5G - 3 Core Building Blocks
Low latency services will drive maximum 5G demand in the near-future

Mobile Broadband
High data rates, High traffic volumes

Massive IoT
Massive number of small

devices, low energy

Low Latency
Ultra-high reliability 
& Ultra-low latency

URLLC and eMBB are most relevant in Enterprise 

eMBB

mMTC URLLC

Video surveillance

Process automationEnergy meters 

uRLLC eMBB mMTC

Use Cases 
Manufacturing, 

Industrial,  
Warehouses

High Bandwidth 
for Real Time 

Video, Carpeted 
Enterprise

Super High 
Density for Smart 

Cities, 
Sensors

Requirement

Optimized for 
Latency

Optimized for 
Capacity

Optimized for 
Density of devices

N/W Needs
Timing, QoS, 
UPF flexibility

Bandwidth, 
UPF flexibility

Timing, 
Bandwidth

5G services are optimized for 
latency, capacity and density

1ms
Latency

99.999
Aval.

10Gbps
or more

1M
Per km2

TECSPG-2432 16
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Who determines what 5G is?

Standards

The 3rd Generation Partnership Project (3GPP) is a 

standards organization which develops protocols for 

mobile telephony, such as: 

GSM (2G)

UMTS (3G, incl. HSPA and HSPA+)

LTE (4G)     

5G NR 

Requirements

International Mobile Telecommunications-2020 

(IMT-2020 Standard) are the requirements issued 

by the ITU Radiocommunication Sector (ITU-R) in 

2015 for 5G networks, devices and services.

Rel-16Rel-15

Rel-15 Rel-16 Rel-17+ Evolution

Rel-17+
Commercialization Commercialization

“5G”

2017 2018 2019 2020 2021 2022 2023+

URLLC POS NRU mMTC & IoT

TECSPG-2432 17
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3GPP 5G Standards
3GPP Releases and Private 5G Features

2018 2019 2020 2021 2022 2023+

Rel-16

Rel-15

Rel-15 
Commercialization

Rel-17 Rel-18

Commercialization of Rel-16, Rel-17 

eMBB Focused
Smartphones, PCs, CPEs
MNOs & Private Networks

Industry Expansion
URLLC, TSN, Industrial IoT
Positioning, eMBB evolution 

New 5G NR Technologies
Enhanced Positioning, eURLLC, expand sidelink e.g., V2X, NR Light, New 
Spectrum above 52.6GHz

TECSPG-2432 18
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(LPWA) Networks
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Wireless for IoT – Connecting Things, not Humans

Water and Gas
Metering

Public
Security

Street
Lighting

Smart
Parking

Location
Tracking

Leak
Detection

Disaster
Precaution

Livestock

Environment
Monitoring

Smart
Energy

Waste
Management

Agriculture

TECSPG-2432 20
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• Two popular variants standardized by 3GPP: Cat-M1 and NB-IoT, 
both supporting Power Saving Mode (PSM)

• LTE-M / Cat-M1 (“M” stands for “mobility”) – 3GPP Release 13

• Operates at 1.4 MHz bandwidth with higher device complexity

• Supports data rates up to 1 Mbps and lower latency

• NB-IoT (Narrow-Band IoT) 

• 200 KHz bandwidth, supporting ultra-low complexity devices

• Peak data rates of 250 Kbps

IoT with 4G (LTE), Moving to 5G

TECSPG-2432 21
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• Fills the gap between short-range wireless (Wi-Fi) and cellular 
communication technologies

• Uses unlicensed spectrum (915 MHz in North America, 868 
MHz in EU)

• Designed for low power, long range, and lightweight data 
collection IoT use cases

• Devices with extended battery life 10+ years

• Outdoor coverage of up to 20+ km

• Low service cost and endpoint complexity

Low Power Wide Area (LPWA) Technology

TECSPG-2432 22
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The LoRa Alliance
(https://www.lora-alliance.org)

• An open, nonprofit association of members that believes the Internet of Things era is now

• Mission: To standardize LPWA networks being deployed around the world to enable Internet of Things (IoT), Machine-
to-Machine (M2M), Smart City, and industrial applications

• Cisco is a founding member and serves on the Board of Directors as well as in the Technical Committee

• LoRa Alliance specifies the LoRaWAN protocol above the physical layer and network architecture, and assures 
interoperability between devices and operators in one open global standard

TECSPG-2432 23
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LoRa Alliance Specifications

Semtech modulation

LoRa Alliance Regional Profiles

The LoRaWAN Stack

TECSPG-2432 24
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LoRaWAN End-to-End Architecture

MAC Layer encryption (NwkSKey)

LoRaWAN 
Devices

App Data
LoRaWAN™
Radio PHY

LoRaWAN™ MAC
IP

Tunnel
IP Transport App Data

App Layer encryption (AppSKey)

App Servers

Measure Data

Report Events

Track

Leak Vibration

Humidity Temperature

Gateways

LoRaWAN 
Network Server(s)

.

IAV-hosted in cloud

TECSPG-2432 25
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TDOA Geolocation (GPS-free)

868/915MHz ISM band

Dual Power Inputs

Ruggedized IP67IP67

Cisco LoRaWAN Gateway

TECSPG-2432 26
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LoRaWAN Data Rates and Range

SF7SF12

Spreading Factors (SF) 

7 – 12 are orthogonal 

modulation schemes 

used by LoRaWAN

Each SF has a unique 

range and bitrate 

associated with it
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SF LoRa BW (KHz) Coding Rate Data Rate (bps) Sensitivity (dBm)
7 125 4/5 5,469 -125
8 125 4/5 3,125 -127.5
9 125 4/5 1,758 -130

10 125 4/5 977 -132.5

11 125 4/5 537 -135
12 125 4/5 293 -137.5
7 500 4/5 21,875 -119
8 500 4/5 12,500 -121.5
9 500 4/5 7,031 -124

10 500 4/5 3,906 -126.5
11 500 4/5 2,148 -129
12 500 4/5 1,172 -131.5

LoRaWAN Data Rates vary Depending 
on Spreading Factor

TECSPG-2432 28
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Cisco Industrial Asset Vision sensors
A variety of options for telemetry and location tracking

Monitoring 
environments

Monitoring
assets 

Water LeakOccupancy

Light

Door/Window

Outdoor Temp Humidity

Product Temp

Machine Temp

Refrigeration

Geolocation

Ruggedized. IP65, IP67 rated for outdoor or industrial indoor environments
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Asset Vision Powerful visibility across your 
business

Flexible alerting – includes 
email and mobile 
notifications

Role-based access 
and insights

Single pane of glass visibility 
by asset and location

Simple, automated reporting

TECSPG-2432 31



Cisco Ultra Reliable 
Backhaul Wireless 
(CURBW) - aka Fluidmesh
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Industrial devices

Cisco Ultra-Reliable Wireless Backhaul (CURWB)
Supporting Ultra Reliable Communications Today

Reliable Network

Cisco Ultra-Reliable 
Wireless Backhaul

Fixed and mobile 
wireless backhaul

Ultra-low latency
Ultra reliable

High bandwidth
Fast mobility

Easy to deploy
Custom to your needs

Critical applications

Autonomous vehicles control
Tele-remote machine operations

Communications-based train control 
Train-to-ground communications

Terminal operations systems (TOS)
Live HD video-surveillance

Emergency response systems

The bridge between moving devices and business-critical applications

TECSPG-2432 33
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Fluidity

Wayside B

• Fluidity allows a vehicle that is moving between multiple 
wayside AP’s to maintain end-to-end connectivity with 
seamless handoff at high speed.

• Vehicle radios negotiate with the trackside AP’s and form 
a new wireless connection before breaking or losing 
connection.

Wayside A

Physical Link

Primary Mesh End

Secondary Mesh End

Physical Link

CARCAR

Vehicle Travel Direction

FM RadioFM Radio

TECSPG-2432 34
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Dynamic Handoff Decision

Represents area where 
handoff to a new AP is
performed according to the 
Delta Low and Hi 
configuration. Radio on the 
vehicle detects an increase in 
RSSI from AP2, where it
negotiates a connection with 
AP2 before breaking the 
current connection with AP1 
(Make-Before-Break 
Algorithm).

Radios always 
operate on the top 
line (RSSI Envelope), 
handing over to the 
next available AP as 
soon as the RSSI 
level is better than a 
designated delta 
value (Hysteresis 
Threshold).

RSSI
AP1 AP2

TOP/BEST RSSI envelope

Point where 
handoff occurs

-62 dBm

-68 dBm

Δ=6dB (Handoff hysteresis threshold)

-75 dBm

Fluidity Seamless Handoff – How it Works

TECSPG-2432 35
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CURBW Use Case Examples

TECSPG-2432 36
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Use Case Example:
Extending Wi-Fi, CCTV, E-VoIP

TECSPG-2432 37
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Introducing Cisco Catalyst IW9167 Series
One hardware, two wireless technologies

IP67, shock/vibration, 
extreme temperatures

Flexible and sustainable

Cisco secure

Industrial and outdoor

Wi-Fi 6E access point

Cisco Ultra-Reliable
Wireless Backhaul
Improved data rate: up to 7.8Gpbs

Improved availability: up to 99.999% 

OR

Tri-radio
2.4 GHz, 5GHz, 5/6GHz

4x4
4 spatial streams

Multigigabit
RJ45, M12 or SFP+

PoE and
DC power

GNSS, BLE,
Scanning Radio

Learn more, see product and demo at the WoS

TECSPG-2432 38
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Get more from your industrial assets
BLE, GNSS, GPIO capabilities for advanced use cases

Connect moving vehicles to your systems
Ultra low latency and zero packet loss during handoff

Connect more machines to your network
Compact form factor for integration in existing assets

Catalyst IW9165E Rugged access point and wireless client
The 6 GHz-ready wireless client that connects mobile industrial assets

Ultra-reliable broadband wireless connectivity for moving machines and vehicles

High performance and modular wireless
Dual 802.11ax radio with wide choice of antenna

Works with your Wi-Fi infrastructure
Supports WGB or URWB. Evolve as your needs change

Autonomous robots and vehicles for 
manufacturing, ports, logistics

Rail and light-rail
rolling stock

EN50155 certified for rail operations
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Industrial Wired Network

IDMZ

Private
Cloud

Digital
Twin

Vehicle

Enterprise

Enterprise Data Center

UCS
Platform

Cisco DNA
Center

Catalyst
9000

Security

Public
Cloud

Digital
Twin

Different Wireless Solutions, Different Problems

Core 
Switch

ASA Firewall

Internet

SD-WAN

Cisco
AnyConnect

Remote Operator

Remote Access

Remote Operations

Smelting Refining

RefiningVehicle Smelting

UCS

ERP

MES

Historian

Analytics Machine Learning

Predictive Maintenance

Third-party Plantwide Applications

Precise Time

LDAP AMP

Remote
Access

SCADA
UCS

Site Operations Zone
Stealthwatch

Field Network
Director

Identity Services 
Engine

Advanced
Malware

Protection

Wireless LAN
Controller

Industrial 
Network 
Director

Cyber Vision
Center

Cisco Plantwide Applications

EPC

Digital Dispatch

Autonomous Mine

Fleet Mgmt Systems

DozerShovel DozerShovel DozerShovel Lora Sensor Tailings

SGT: Train

Train

SGT: Train

Train

LTE eNodeB

PtP / PtMP Backhaul PtP / PtMP Backhaul PtP / PtMP Backhaul
PtP / PtMP Backhaul

LoRA WAN Gateway

PtP / PtMP Backhaul

Wi-Fi Trailer

Haul Truck Haul Truck Haul Truck DrillDrillDrill

Mobile Worker
Mobile Worker

GeneratorsTanks

Wired

Private LTE / 5G Point-to-Point / Mesh / Fluidmesh Wi-Fi LoRA WAN

TECSPG-2432 40



Wi-Fi and 5G 
Comparative Discussion
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What changed in Wi-Fi 6/6e?
For your reference

Uplink and Downlink Orthogonal Frequency Division Multiple Access (OFDMA): Increases 
network efficiency and lowers latency for high demand environments

Multi-User Multiple Input Multiple Output (MU-MIMO): allows more data to be transferred at 
once and enables an access point to transmit to a larger number of concurrent clients at once

Parallel processing: enables greater capacity by allowing MU-MIMO and OFDMA to function in 
parallel and then adding channel reuse with BSS coloring

1024 Quadrature Amplitude Modulation Mode (1024-QAM): increases throughput in Wi-Fi 
devices by encoding more data in the same amount of spectrum

Target Wake Time (TWT): significantly improves battery life in Wi-Fi devices, such as Internet 
of Things (IoT) devices

Packet 
latency
improvements

Channel Reuse
With BSS Color

Parallel 
transmissions

Faster Speed more
Radios and 1024 QAM

Better Battery Life

6GHz Spectrum: 1.2 GHz of additional unlicensed spectrum to support high-bandwidth 
applications with Wi-Fi 6e

Bandwidth 
improvements

TECSPG-2432 42

Mandatory WPA3: protection of the management frames and simultaneous authentication on 
both sides 

Improved Security
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What does 5G offer (as of Release 16)?
For your reference

Uplink and Downlink Orthogonal Frequency Division Multiple Access (OFDMA): Efficient use of 
spectrum to support ultra-low latency (URLLC) applications

Multi-User Multiple Input Multiple Output (MU-MIMO): allows more data to be transferred at 
once and enables an access point to transmit to a larger number of concurrent clients at once

Spectrum Efficiency: Ability to aggregate different carriers (frequency bands) into higher-
capacity channels and simultaneous use of 4G and 5G Radios (dynamic spectrum sharing)

256 Quadrature Amplitude Modulation Mode (256-QAM): efficient encoding of data in the 
same amount of spectrum

Architecture Flexibility: cost-efficient RAN architectures with flexible placement of network 
functions enabled by ORAN, slicing, and multi-access edge compute (MEC)

Packet latency
improvements

Higher 
throughput

Parallel 
transmissions

Faster Speed more
Radios and 256 QAM

Operational efficiency

New Spectrum Bands: 3.5 GHz and mmWave licensed spectrum to support high-bandwidth 
enhanced mobile broadband applications

Bandwidth 
improvements

TECSPG-2432

Slicing: Ability to create different virtual topologies for specific services (e.g. Gaming)
Dedicated resources 
for services
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Where is the Mobile Spectrum???

• Spectrum is a national 
regulated resource

• Auctioned off

• There is no free spectrum in 
most countries

• E.g.3.5 GHz band needed to 
be freed up in the UK

Source: Roke Manor Research Ltd
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The UK Frequency

Allocations
The authoritative document for spectrum allocations for the UK is the UK Frequency Allocation Table (UK FAT), published by Ofcom (www.ofcom.org.uk). This UK Frequency Allocation Chart was developed by Roke Manor Research in accordance with the latest version of this table, published by the Ofcom

16th July 2018. UK spectrum allocations may change over time in accordance with decisions of the ITU, CEPT, European Commission, the UK Government or Ofcom.

This chart does not differentiate between primary and secondary allocations.

Frequencies for distress and safety, search and rescue and emergencies and the protected frequencies for Radioastronomy are protected bands and should be avoided wherever possible. Details may be found in the UK FAT Annexes G and D.

The Allocations table does not necessarily imply that the frequencies indicated are available for the use for the purposes allocated. Ofcom publishes a frequency authorisation plan on its website which shows the frequencies for particular licence classes or for licence-exempt use. Ofcom also publishes the

UK Spectrum Strategy, which contains guidance on future use on the spectrum in the UK.

Copyright © 2021 Roke Manor Research Ltd. http://www.roke.co.uk Some rights reserved. Permission is granted to reproduce or distribute this document in full on condition that attribution is given to Roke Manor Research Ltd. and the company logo remains intact.

Copyright © 2021 Roke Manor Research Ltd. http://www.roke.co.uk Some rights reserved.
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Spectrum Nomenclature & Properties
<1GHz 6GHz 24GHz

Low Band Mid Band High Band (e.g. mmWave)Colloquial Term

5G New Radio
Term

FR1

52GHz

FR27.125GHz410 MHz 52.6GHz24.25 GHz

N77: 3.3 – 4.2

N78: 3.3 – 3.8

N79: 4.4 - 5

N48 (CBRS): 3.55 – 3.7

N257: 26.5 – 29.5

N258: 24.25 – 27.5

N260: 37 - 40

Coverage

Penetration

Throughput 
(Peak)

High Low

High Low

Low High5G NR : 100 Mbps – 2Gbps 5G NR : 10 Gbps

Wi-Fi
Term

5GHz 
5.18 – 5.825

U-NII 1-4
6e

5.925 – 7.125
U-NII 5-8

2.4 GHz 
2.4 – 2.483

C Band

3.7GHz 4.2GHz
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Power impacts Reach and Endpoint Handoffs

Cell Type Output Power (w) Theoretical Cell 

Radius (m)

Practical Cell 

Radius (m)

Typical active / Max 

Users per AP / RU

Typical 

Locations

Wi-Fi 2.4 GHz 0.1
75

Limited by max 

client Tx power)

<70 30/256 Indoor

Wi-Fi 5 GHz 0.2 to 4* <35 30/512 Indoor

Wi-Fi 6 GHz 0.2 to 4* <30 30/400-1024 Indoor

Femtocell 0.001 to 0.25 10-100 8 - 15 1 to 30 Indoor

Picocell 0.45 to 1 100-200 <200 30 to 100 Indoor/Outdoor

Microcell 1 to 10 200-20000 <2000 100 to 2000 Indoor/Outdoor

Macrocell 10 to >50 30000 to 80000 1000 to 20000 >2000 Outdoor

Endpoint / UE 
Tx

Variable Tx power.  

e.g. 4G:

• Typical 0.1W or less 

but can go higher 

typically to 0.2W

• Cat 0 (M2M) max 

0.2W 

E.g. Wi-Fi6:

• Support for Dynamic 

Transmit Power 

Control (DTPC)

• Average 0.01W or 

less

Notes:

• Typical data for licensed spectrum service.

• Tx power limited by regional regulator for 

“shared spectrum”

• For Enterprise use throughput per cell is 

important and this may reduce overall 

practical cell radius further 

• Actual values will depend on exact 

environments – we cannot change the laws 

of physics

* Higher transmit powers not typically used as devices have limited Tx range
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… And don’t forget about Interference 
in Wi-Fi on 2.4 / 5GHz!
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• Option 1: Catch the Auction!

• And for national licenses, bring 
lots of $$$

• Option 2: Talk to someone who 
has the license

• Likely a Tier 1 SP

• Some spectrum owners ‘lease’ 
spectrum (e.g. Dish)

• Option 3: go unlicensed!

So how do I get Licensed 5G spectrum?  
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Who owns Spectrum Today?

5G Regional / Enterprise / SP Managed Spectrum

• Mostly Tier 1 SPs / MNOs

• Shared Licenses: US, UK

• Local Enterprise Licenses: 

• Germany, Australia, Japan, 
Sweden, France, Hong Kong, 
Taiwan, Malaysia

• Local SP Managed

Wi-Fi Spectrum

• Unlicensed!  Anyone can 
use!

• Wi-Fi 6e available in 
selected Countries

See also: https://spectrummonitoring.com/frequencies.php?market=D
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Sample Local / Regional 5G 
Midband Licensees by Vertical
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P5G Spectrum
Availability in EMEA

2300–2320 MHz
24.25–25.1GHz

2.6GHz
26.5–27.5 GHz
(test licences)

3.7–3.8 GHz & 
26.5–27.5GHz 
(proposed)

3.4–3.5 GHz

3720–3800 MHz
24.25–25.1 GHz
(indoor)

3.8-
4.2GHZ

3.4-3.8GHz

24.25–25.1GHz

3.5GHz

26GHz

3.7-
3.8GHz

3.8–4.2GHz
1781.7–1785 / 
1876.7-1880 MHz
2390–2400 MHz

3.4-3.6GHz

Country Frequency Band Frequency Auction Status

Finland
n78 3.41 – 3.8 GHz Auctioned (Oct 2018)

n258 25.1 – 27.5 GHz Auctioned (Jun 2020)

France
n78 3.4 – 3.8 GHz Auctioned (Sep 2020)

n257 26.5 – 27.5 GHz Upcoming

Germany

n1
1920 – 1980 MHz (Uplink)
2110 – 2170 (Downlink)

Auctioned (Aug 2019)

n78 3.4 – 3.7 GHz Auctioned (Aug 2019)

n78 3.4 – 3.8 GHz Upcoming (Planned)

n258 24.25 – 27.5 GHz Upcoming (Planned)

Ireland
n78 3.4 – 3.8 GHz Auctioned (May 2017)

n258 26 GHz Upcoming

Italy

n78 3.6 – 3.8 GHz Auctioned (Oct 2018)

n258 26.5 – 27.5 GHz Auctioned (Oct 2018)

- 700 MHz Auctioned (Oct 2018)

Russia

n40 2.3 – 2.4 GHz Upcoming

n41 2.57 – 2.62 GHz Upcoming

n79 4.4 – 4.99 GHz Upcoming

n248 24.25 – 27.5 GHz Upcoming (Planned)

- 694 – 790 MHz Upcoming (Planned)

Spain

n78 3.4 – 3.6 GHz Auctioned (Jul 2018)

n78 3.6 – 3.8 GHz Upcoming (Planned)

- 700 MHz Upcoming (Planned)

n258 26 GHz Upcoming (Planned)

United Kingdom

n78 3.4 – 3.6 GHz Auctioned (Apr 2018)

n78 3.6 – 3.8 GHz Upcoming (In 2020)

n258 24.25 – 27.5 GHz Upcoming (Planned)

Air span
support@airspan.com

Preferred 
Radio Partner 

Source: GSMA, Date November 2021

Green: available

Gray: temporary or through SP

Orange: under discussion

Blue: SP-managed only
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CBRS Licensing (CBRS band 48 – US Only)
1) Incumbents: 
Existing users (e.g. US Naval Radar, DoD 
personnel) get permanent priority as well as 
site-specific protection for registered sites. 

2) Priority Access Licenses (PAL):
Organizations license up to four (10MHz) PALs 
in a limited geographic area (county) for three 
years. Only the lower 100 MHz of the CBRS 
band will be auctioned off; with a max of 
seven concurrent 10 MHz PALs allocated 
within the same region, max 40MHz/licensee: 
interference protection in 3.55GHz band. 
Guaranteed spectrum at a location

3) General Authorized Access (GAA): 
The rest of the spectrum will be open 
to GAA use and coexistence issues will 
be determined by SAS providers for 
spectrum allocation. (min 80 MHz), 
5MHz channelization 
(CBRSA/WinnForum).
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A note on CBRS Spectrum in the US

• 150MHz for outdoor/indoor small cells, has its own 3GPP band class (Band 48), for LTE or 5G-NR

• PAL/GAA are regulated by Spectrum Access System Administrators (SAS), who also coordinate assignments for 
GAA

• PAL licenses are auctioned/purchased, GAA access is not; SAS-fees apply to both

• Many use-cases (Esp. indoor) can be realized using GAA!

User

User

User

CBRS 
Small Cell #1

CBRS 
Small Cell #2

CBRS 
Small Cell #3

CBRS 
Small Cell #4

Proxy/
Network 

Manager

SAS#1

SAS#2

FCC Database
(Commercial 

users/
Licensees)

Environmental
Sensing

Capability 
(Federal 

Incumbent 
Use)

User
CBRS 

Small Cell #5

MILITARY RADAR SYSTEMS

3550 MHz 3650 MHz 3700 MHz

TECSPG-2432 58



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

OFDMA

How does the Spectrum get used 
by Endpoints in 5G?

e.g. n77 (3.3-4.2 
GHz)

MNO1 MNO2 MNON
…

RAN

MNON: Operator Spectrum License 

Operator Channel Bandwidth (Base Station)

Cell specific Channel Bandwidth (Frequency Details: subcarriers…) 

UE1 specific channel 
bandwidth

UE2 specific channel 
bandwidth

UEn specific channel 
bandwidth

RAN
RAN

Bandwidth Parts 
(assigned Slots)

Licensed

Configured 

Configured 

Signaled 

Configured/
Signaled 

Bandwidth Parts 
(assigned Slots)

Assumed the same

Bandwidth Parts 
(assigned Slots)

Bandwidth Parts 
(assigned Slots)

Bandwidth Parts 
(assigned Slots)
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Both 5G and Wi-Fi can have flexible spectrum channel widths (i.e. 
more bandwidth on the air!)

How does this spectrum help me get more bandwidth

• 5G:
• Allow for flexible bandwidth allocations over time

• Varies by frequency band (e.g. n78) and Numerology 
(= sub-carrier spacing aka. ‘µ')

• Ranges from 10 MHz – 100 MHz

• A Base station can support multiple channel widths per 
endpoint (c.f. UE bandwidth parts)

• Also support for Carrier Aggregation (CA) and Dual 
Connectivity (DC) 

• Wi-Fi
• Configure channel widths for APs

#
Channels Bandwidth

2.4 GHz

5 GHz

6 GHz

3 20 MHz

1 40 MHz

25 20 MHz

12 40 MHz

6 80 MHz

2 160 MHz

59 20 MHz

29 40 MHz

14 80 MHz

7 160 MHz

Source: https://www.nrexplained.com/bandwidth
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Extending the Capabilities of Wi-Fi 6

6E =

59x 20 MHz channels

29x 40 MHz channels

14x 80 MHz channels

7x 160 MHz channels

1200 MHz

7 x Multigigabit High Speed channels

No Legacy devices
Interference Free!

A Word on Wi-Fi 
Spectrum Evolution
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6GHz is wider channels - 80 is the new 20! 
Less interference, higher throughput & density = Reliable Wireless

5GHz channel width feasibility

Environment
20 MHz

(25)
40 MHz

(12)
80 MHz

(6)
160 MHz

(2)

High Density 
[1200 ft^2]

Typical 
Density

[2500 ft^2]

Low Density
[6000 ft^2]

6GHz channel width feasibility

Environment
20 MHz

(59)
40 MHz

(29)
80 MHz

(14)
160 MHz

(7)

High Density 
[1200 ft^2]

Typical 
Density

[2500 ft^2]

Low Density
[6000 ft^2]

Note: Experience based on relative amount of AP co-channel interference at the AP based on Max EIRP power and channels available.
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2.4 GHz 5 GHz

IOT & More Clients

Both Bands are Back in 802.11ax

Wi-Fi6 Brings 2.4GHz Back!!
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The Importance of Spectrum

High
Band

Mid 
Band

Low
Band

1GHz

6GHz

100GHz

Unlicensed Spectrum

6GHz

5GHz

2.4GHz

WiFiCellular

Local License**

*    USA Only
**  Not available in all countries and typically only subset available

mmWave
24.25-52.6 GHz

*

“Clean” Spectrum

Flexible Consumption Model

Laws of Physics Apply

New

Licensed or Managed

6E
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What about mmWave vs. Sub-6GHz?

65TECSPG-2432

mmWave Propagation Sub-6 Propagation

100 Mbps 1 Gbps
Source: Defense Information Board 5G Study

Modeled at same pole height in a relatively flat part of Los Angeles 



Radio Dynamics
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5G New Radio - Improvements

Lean Frame Design
20 ms

20 ms

LTE

NR
Eliminating LTEs Cell-Specific RS 
gives capacity & efficient power

Higher Data rates with 
Multi-connectivity

NR

LTE

Aggregated

DataPipe

Carrier#1

Carrier#2

Carrier#3

Carrier#4

Carrier#5

Carrier Aggregation & 
Dual Connectivity 

options

Flexible NR Protocol

• Mixed numerology: Flexible TTI, 
• Bandwidth parts - mixed 
numerology within a carrier 
(RAN slicing)

Massive MIMO & 
Beamforming

Better 
Frame 
Structure:
about 20% 
improveme
nt in 
spectral 
efficiency

Better 
Spectrum 
Management:
Improvements 
in capacity 
and reach 
across 
multiple bands 
reduce need 
for 
densification
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256 vs1024 QAM
25% Increase in PHY Data Rate, but more is not always better

Wi-Fi6 and 5G release 16 support 256 QAM, but BER increases 
with added spectral complexity
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• Both Wi-Fi and 5G utilize sophisticated 
Beamforming techniques

• Wi-Fi: Beam Steering. Can configure the radius and 
direction of the beam ‘cone’

• 5G: Beamforming

• Based on Multi-user Multiple-input / Multiple-
output antennas (MIMO)

• Facilitated by Multiple Array Antennas in the 
Radios and Endpoints

• Allows multiple simultaneous transmissions 
(multi-user, MU) – spatial muxing

• E.g. 4T/4R – can use 4 transmit and 4 receive 
antennas for simultaneous transmission

MU-MIMO & Beamforming
More bandwidth to Endpoints!

X X X X X X X X

X X X X X X X X

X X X X X X X X

X X X X X X X X

X X X X X X X X

X X X X X X X X

X X X X X X X X

X X X X X X X X

64T64R MIMO Antenna

RAN / Campus

X – Transmit / Receive Antenna Element
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Downlink MIMO (example: Wi-Fi6/6E)

Spatial Streams enable Simultaneous Connections and now for both UL & DL

Device Device Device Device

11ac (4 Spatial Streams) 11ax (8 Spatial Streams)

Device Device Device Device

Device Device Device Device

Simultaneous 
Downlink

Simultaneous 
Downlink + 

Uplink
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802.11ax Adjustable Guard Intervals

• Guard Intervals are the spaces between signals (shorter = more performance)
• Great for indoors, but what about industrial IoT settings?
• 802.11ac supported 0.8us only
• 802.11ax introduces 3 guard intervals: 0.8us, 1.6us, 3.2us (formerly 0.4us and 

0.8us)
• Improves delay spread protection (better resiliency for outdoor/industrial 

wireless)
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5G Cyclic Prefix

Problem 

• Because of multipath, the delayed 
version of a symbol can overlap with 
the adjacent symbol and cause unter-
symbol Interference (ISI)

Solution is the Cyclic Prefix

• Extends the symbol into a guard 
interval at the beginning of the symbol 
by copying part of the tail and gluing it 
into the front. 

• This is a trick. The mathematics is not 
complicated but outside the scope

• If the delay spread is within the CP, 
subcarriers are orthogonal and no ISI

Cyclic Prefix  -th OFDM Symbol Tail End Samples

Copied to the head-end

Time

The point of the cyclic prefix is to 
address multipath at the expense of 
overhead.

F
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Traditional 802.11 / Wi-Fi is Contention-Based

Listen & 
Wait

Sending

Listen & Wait

Listen & Wait

Listen 
& Wait

Listen & 
Wait

Access Point
(also Listen & Wait)
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What Happens When the Client Density Increases?

Wait

Wait

Wait

Wait

Wait

Wait

Wait

Wait

11ac

Sending

Wait
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Every Wi-Fi Frame MUST be Ack’d, or Else, Retry

• How do you know the transmission got 
through okay?  The receiving station must 
send an acknowledgment.

• If the first attempt didn’t work (no ACK 
received), double the previous CW size and 
pick a new random number.

• Keep doing this until the CW reaches a maximum 
size of 1023 slot times.

• How many times should the station keep 
trying?
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The Contention Breaking Point (802.11ac)
(source: IEEE 802.11-15/0351r2)

As more clients associate 

and transmit, WLAN 

contention increases for 

all clients, degrading 

performance for all
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• Each Station occupies the whole channel for it’s transmission time, 
regardless of how much of the actual spectrum is actually being used 
(very inefficient)

Legacy Wi-Fi’s Problem is that only One Client 
Can Transmit at a time)

79TECSPG-2432

Frequency

Subcarriers 

Single STA

packet

time STA 1

STA 2

STA 3

STA 4
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802.11ax / Uses OFDMA
(Orthogonal Frequency Division Multiple Access)

• With 802.11ax, a single wireless channel is sub-divided into Resource 
Units (RUs) that allow more than one station to communicate at a time

• Multiple STAs get to transmit at the SAME TIME – maximizing available 
bandwidth for each timeslot!

Frequency

Subcarriers 

time STA 1

STA 2

STA 3

STA 4
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• AP checks which STAs can send together 
• AP sends a trigger frame and STAs respond all at the same time
• Like a track and field race – when the judge fires the gun, all runners start 

running 

How Does Uplink Multi-User MIMO Work? 

STAs

Trigger frame

STAs

STAs

STAs
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Frequency

Subcarriers 

Single STA

packet

time

• With a single 2 MHz RU, AP and client can exchange at 375 kbps 
(improves link budget by 8dB – means much better range)

• 802.11a/g allowed only 6 Mbps minimum, 802.11n/ac 6.5 Mbps 
(higher power consumed, wasted bandwidth)

Single Resource Units Mean Smaller Bands and 
Better Range for IoT

Combining TWT and single 
RU assignments an AP can 

have as many as 4000 clients 
associated at a given time
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1ms

• A Key part of 5G is waveform flexibility: 

• Different options for Subcarrier spacing.  

5G Wave form 

Numerolog
y µ  

N 
symbols / 

Slot

N 
Slots / subframe 

(2µ) 

N 
slots / 
frame

Band

0 14 1 10 Low, Mid

1 14 2 20 Low, Mid

2 12/14 4 40 Mid, High

3 14 8 80 High

4 14 16 160

Frame

10ms

Sub 
Frame

Sub 
Frame

Sub 
Frame

Sub 
Frame

Sub 
Frame

Sub 
Frame

Sub 
Frame

Sub 
Frame

Sub 
Frame

Sub 
Frame

Slot 0 (1/2 ms) Slot 1 (1/2 ms)

P 
R
B

S

u

b

c

a

r

r

i

e

r

14 symbols

12 
Frequencies 

µ = 1
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Scalable NR Numerology gives flexibility to 

different environments 

- NR supports scalable  

numerology to address  different 

spectrum, bandwidth, 

deployment and services

- Sub-carrier spacing (SCS) of  15, 

30, 60, 120 kHz is  supported for 

data channels: 2𝜇 scaling of SCS 

allows for efficient FFT processing

15 kHz

SCS

120 kHz

SCS

60 kHz SCS

Large 

Cell

Small Cell

Indoor

mmWave

𝐵𝐶ℎ (e.g., 10, 20 MHz)

𝐵𝐶ℎ (e.g., 100 MHz)

𝐵𝐶ℎ (e.g., 200 MHz)

𝐵𝐶ℎ (e.g., 400 MHz)

30 kHz SCS

120 µS

1ms

500 µs

250µs
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OFDMA Scheduling – Why is this important?

• 5G Endpoints can request bandwidth  dynamically

• Endpoint is Schedule on the best slot.  

Slot 0 Slot 1

P 
RB

S

u

b

c

a

r

r

i

e

r

Endpoint 1
BWP

Endpoint 1
BWP

Endpoint 2
BWP

Endpoint 2
BWP

BWP: Bandwidth Part TECSPG-2432 85
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Overlapping 

BSSs!

2.4 GHz Ch 1

2.4 GHz Ch 1

2.4 GHz Ch 12.4 GHz Ch 112.4 GHz Ch 6

There are 3 
APs on the 

same 
channel!

Overlapping Channels
(BSSs) creates contention
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2.4 GHz Ch 1

2.4 GHz Ch 1

2.4 GHz Ch 12.4 GHz Ch 112.4 GHz Ch 6

Ah, good! 
This is my 

correct 
color!  

Solution: BSS Coloring!
6 bits in 802.11 field = 64 BSS colors

I’m the Yellow BSS
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5G- Intelligent frequency reuse ( eICIC)

• NR can use a frequency re-use of 1 ( i.e ) same bandwidth is use in all cells.

• This allow maximum spectrum efficiency.

• gNB can managed the TX power as a matrix ( time and frequency)  and coordination over 
Xn interface

TECSPG-2432 89
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Considerations



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Roaming Interface

Encrypted – 256 Bit
Integrity checkedAir Interface Security

Clearly Standardised with bi-lateral agreements

SIM IdentitySubscriber Security 

5G Wi-Fi 6 /6e

Enterprise identity Framework with flexible 
authorization

Mandatory
Security framework defined by 3GPP (see TS 33.501)  

– mainly driven by SIM/eSIM use cases

Some Aspects Up To Customer
With WPA3 Enterprise can integrate security and 
policy framework with enterprise policy (e.g. IBN 

with ISE/DUO etc)  

Security Aspects
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Wi-Fi Protected Access 3 (WPA3)

TECSPG-2432 92

• A snapshot of the 802.11i Wireless Security Standard

• Commonly used with TKIP encryption
WPA

• Final version of 802.11i Wireless Security Standard

• Commonly used with AES encryption
WPA2

• Personal (PSK – Pre-Shared Key)

• Enterprise (802.1X/EAP)

Authentication

Mechanisms

• Wi-Fi Alliance security update

• Includes new capabilities and new certification requirements
WPA3
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WPA3 Highlights

TECSPG-2432 93

• Mandatory for Wi-Fi 6 
Certification

• Remove insecure legacy 
protocols

• WEP

• TKIP

• SHA1

• Negative Testing

• KRACK (Key Reinstallation Attack)

• Protected Management Frames 
(802.11w)

• Simultaneous Authentication of 
Equals (SAE)

• Wi-Fi Certified Enhanced Open

• Opportunistic Wireless 
Encryption (OWE)
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Security in 5G – New Radio Security

K

Low-Band C-Band

Low-Band C-Band

RRC – Signal

Confidential - O

Integrity – M   

M- Mandatory
O - Optional 

HSS
AUSF + UDM

User Plane

Confidential - M 

Integrity - M  

NAS

Confidential - O

Integrity – M   

Encryption (IPSEC) 
User Plane

Confidential - M 

Integrity - M  

128-NEA1
128-NEA2
128-NEA3

128-NIA1
128-NIA2
128-NIA3

SNOW 3G
AES
ZUC

AMF

UPF
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• To leverage new spectrum 
bands with either Wi-Fi 6e or 
P5G, need respective support 
in Endpoints

• 5G interfaces in endpoints up 
and coming, but not as 
pervasive as Wi-Fi

• P5G backhaul allows 
endpoints to. Remain Wi-Fi 
connected

What about Endpoints?

Source: https://cacombos.com/ TECSPG-2432 96
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What about 5G devices?

Mobile form factor:
QC: Snapdragon 865 / X55 chipset

Samsung: Exynos 990

MediaTek: Dimensity 1000

MediaTek: Helio M70

CPE & other:
Snapdragon 865 chipset & variants

Source GSA Intelligence: September 2020

(181 Identified)

(123 Identified)

(64 Identified)

Dell 
Latitude 9510

Lenovo 
Flex 5G

HP Elite 
Dragonfly G2

Samsung
Galaxy Tab S6 5G

Huaweii
Matepad Pro 5G

Lenovo 
ThinkPad X1 Fold
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What about 5G devices?

Source GSA Intelligence: May 2022

5G Device Ecosystem | May  2022 | 2©Copyright 2022 Global mobile Suppliers Association

The number of announced 5G devices rose by 2.9% in April 2022, reaching a total of 1,373 devices. Of these, 1,040 are understood to be 

commercially available, representing 75% of all announced 5G devices. This is a quarter-on-quarter increase of 21.3% in the number of 

commercial 5G devices (see Figure 1).

• 24 announced form factors (see Figure 2)

• 193 manufacturers with announced available or forthcoming 5G 

devices

• 1,373 announced devices, including regional variants, but 

excluding operator-branded devices that are essentially rebadged 

versions of other phones. Of these, at least 1,040 are understood 

to be commercially available:

• 715 phones (up 38 from March 2022), at least 675 of which are 

now commercially available (up 39 in a month)

• 

devices for indoor and outdoor uses, at least 119 of which are 

now commercially available

• 174 modules

• 85 industrial or enterprise routers, gateways or modems

• 55 battery-operated hot spots

• 34 tablets

• 28 laptops or notebooks

• 11 in-vehicle routers, modems or hot spots

• 

• 52 other devices, including drones, head-mounted displays, 

robots, TVs, cameras, femtocells/small cells, repeaters, vehicle 

on-board units, a snap-on dongle/adapter, a switch, a vending 

machine and an encoder

• 761 announced devices with declared support for standalone 5G 

in sub-6 GHz bands, 577 of which are commercially available.

703
756

822
873

938
991

1,060
1,115

1,154

1,257 1,276 1,292
1,334

1,373

431
468

511
557

608
645

704
755

790
857 873

958
1,000 1,000

Mar-21 Apr-21 May-21 Jun-21 Jul-21 Aug-21 Sep-21 Oct-21 Nov-21 Dec-21 Jan-22 Feb-22 Mar-22 Apr-22

Announced Commercial

Figure 1. Growth of 5G devices (announced and commercially available)

Execut ive Summary

5G Device Ecosystem | May  2022 | 3©Copyright 2022 Global mobile Suppliers Association

Phones

51.7%

Hot spots

4.8%

Fixed wireless access CPE

15.4%
Industrial 

routers

6.0%

Modules

12.6%

Laptops (notebooks) 2.0%

Tablets 2.5%

In-vehicle

routers/modems/hot spots

0.8%

USB modems 0.6%

Others

3.8%

Figure 2. Announced 5G devices, by form factor

Execut ive Summary

widely available and for more information about announced devices to emerge as they reach the market.

approach the 1,200 mark by the end of the second quarter of 2022. 
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MWC 22  - First Production Wi-Fi 6E network!

Congested spectrum in 2.4 and 5Ghz

Speed test in 
2.4 and 
5Ghz:
126 Mbps UP
186 Mbps 
DW

Speed test in 6 
GHz:
1016 Mbps UP
1311 Mbps DWVs.
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Coffee Break
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To Summarize

• Wi-Fi 6 and P5G have many 
similarities

• Spectrum is the key difference!
• Implications on bandwidth, reach, cost

• Private 5G optimizes 5G 
technology for Enterprise uses

• Both Wi-Fi6 and P5G have a place 
to support Enterprise use-cases
• Don’t attempt to find a clear winner in all 

categories!

• .. So let’s talk about use-cases!
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5G and Wi-Fi (as it stands today)
Wi-Fi 6/6e P5G

Spectrum
Unlicensed: 2.4 GHz, 5 GHz, 6 GHz

International with regional regulations 
Licensed: 3.5 GHz Midband, mmWave

Local License & rules but not always available

Channel Width
2.4 GHz:  20, 40 MHz

5 GHz & 6 GHz: 20, 40, 80, 160 MHz

mixed numerology within carrier
Midband: 10, 15, 20, 25, 30, 40, 50, 60, 70, 80, 90, 100 

MHz
mmWave: 50, 100, 200, 400 MHz

Radio

OFDMA, MU-MIMO, Beamforming

1024 QAM
Antennas: 8T8R, 12T12R

256 QAM
Indoor Antennas: 4T4R

Outdoor Antennas: 64T64R

Reach: 30-40m
Femto: 8-15m

Pico: 200m
Micro: 2000m

Infrastructure
WLC

Self contained Access Points no complex transport

5G Packet Core both control and user plane
(offered as-a-service)

RUs with complex sync requirements on transport (PTP)

Identity / AAA Typically enterprise ID and Authentication
ID: SUPI & SUCI mechanism (address 3/4G vulnerabilities)

Auth: EAP-AKA or 5G-AKA

Security
Encryption: Galois/Counter Mode Protocol(GCMP-256)

Key HMAC-SHA-384
Encryption: SNOW 3G, AES-CTR, and ZUC

Key AHMAC-SHA-256

Endpoint Availability Pervasive Improving 

Endpoint Mobility Endpoint controlled/initiated Network Initiated / Controlled

Target use-case High Data Rates, Massive IoT, Low Latency Macro Mobility, EMBB, mmTC, URLLC

bandwidth

# Radios

operations

economics

103TECSPG-2432
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A Note on TCO Comparisons

• Evaluating Wi-Fi and P5G from a TCO perspective is tricky!

• Many variables - almost impossible to generalize

• BEWARE!  

Spectrum
(type, availability, interference)

Environmentals (penetration, 

building layout…)

Application Requirements

(bandwidth, Jitter..)

Endpoint availability
Number of Radios / APs

Adjacent Operations

Coverage Area Traffic patterns

Mobility
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Wireless technologies are key pillars 

of the Internet of Things although… 

No single technology fits all.

Manufacturing

Gas Station / Kiosk

Fleet Seaport Airport

Roadways
Distribution Center

Oil and Gas

Warehouse

Clean spectrum
Eliminate 

interference

Coverage
Wide area coverage

Enterprise led
Freedom of choices

Security
Cellular Security

Power of 5G
Latency, throughput, 

scale

Mobility
Reliable handover 

for AGVs
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MFG MiningTransportation RoadwaysUtilities

Customer Use Case:
AGV/AMR, Train to Trackside, Autonomous 
mining, Remote Crane operations

What are the devices 
to connect?

Local and global 
Eco-system

Handhelds, 
AGV/AMR, 

Dozer, Cranes, Rail

Devices

What are the applications 
requirements?

Latency, Reliability, 
Scalability, Ease of 

operations, throughput…

Resiliency

Deployment 
Scenarios?

Regional regulations: 
spectrum ?

Specify Environment:
Indoor / Outdoor

Access / backhaul
Cyber-security

Deployment

What are the CapEx
and OpEx Implication?

Product costs?
Operational costs?

Complexity?
Training?

Backward compatibility?

TCO

What are the potential 
technology options?

Wired: Ethernet, serial, DSL 
Wireless: Wi-Fi & Ultra-

Reliable Wireless Backhaul, 
Cellular, Wi-SUN, LoRaWAN,…

Spectrum:
Unlicensed, Licensed: Private, 

Public, Shared

Technology

Industry and Use-Case Driven Technology Selection Criteria
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Security

vRAN
Core

TransportDevices

Users &
Applications

Spectrum

Strong security
Defense / government/ financial 
trusted

Ultra high reliability
<1 out of 100 million packets lost

Ultra low latency
Less then 10 millisecond

Unbounded user mobility
High speed to no mobility at all

Low Energy/Complexity
10+ years of battery life

10x bits per second

Device ecosystem
Diverse endpoints & users 

Edge network gateways

Ultra high density
1 million nodes per km2

Deep Coverage
Reach challenging locations

Extreme capacity
10Tbps per km2

Extreme data rates
>1 Gbps peak rates 

100+ Mbps user per rates

System awareness
Discovery and optimization

Virtualized technology
SDN / cloud / COTS / data center

Building the End-to-End Solution to Achieve 5G Outcomes

Mission
Critical
Control

Massive
Internet

of Things

Enhanced
Mobile

Broadband

5G
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Emerging Government Use Case Examples
Wireless Mobility Technology and Solutions Required

• Demands 
Secure Private 
Network and 
Mobility

• Market Agility

→ Defense 

→ Government

→ Industry 

→ Commercial

Human to Machine Machine to MachineHuman to Human

Virtual / Augmented Reality
(Training, Assistive & Situational Awareness)

Video Streaming
& Collaboration

Fixed
Wireless

UHD
Video

Sensing, Tipping 
& Cueing

Mobile Cloud
Computing

Human to Cyber 
Cooperation

Instant Data to  
Information

Platform to 
Workforce

Public Safety
Emergency Response 

Asset Tracking

Vehicle to 
Infrastructure

Wearables

Distributed 
Situational 
Awareness

Health
Monitoring

Repair, Inspect
Automation

Smart Buildings,
Bases & Facilities

UxV

Force
Tracking

* Matrix content adopted from DoD/OUSD 5G-to-Next G use cases

Mission
Critical
Control

Massive
Internet

of Things

Enhanced
Mobile

Broadband
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Multi-Access Wireless Examples in Manufacturing

5G Ultra Reliable Low 
Latency connectivity 

robotics command and 
control

5G Ultra-Wide Band 
Image Sensors for 

High Fidelity  
Quality Control

5G Connected 
Mobility Workforce 

with AR/VR/MR 
Headset

Multi-Layer Wireless 
Architecture with 

Wi-Fi6 Access and 
5G Backhaul
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Multi-Wireless Access in Theme Parks and Venues

CURWB

Better Together

High density wireless

• Leverage hi-density / high throughput 
wireless in customer congregation areas 

• Supports application pushes across 
private networks 

• Supports non-5G devices via 802.11

Pervasive 5G connectivity

• Pervasive private 5G for customer 
connectivity

• The ability to push application data to 
customers across private network

• Leveraging CURWB for 5G edge devices 
without cabling

Connectivity in motion

• Zero loss – low latency – high 
speed connectivity

• Support for rides in motion and 
dark ride connectivity with 
automated people movers

CURWB
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5G Native Features Improve Inventory Management through 
Massive IoT for sensor/location networks, ultra-low latency for precision automation, 

and resilient advanced analytics for AI/Big Data

5G Testbed

US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Applications and Use Cases
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Priorities Capabilities Solutions Outcomes

Digitization, Telemetry, and Visibility

• Increase inventory accuracy and 
accountability

• Reduce time to count
• Reduce human error 
• Increase tracking of warehouse floor 

resources

• Generate telemetry from everything 
possible

• Define multiple asset tags, trackers, 
data loggers to match asset profile

• Real-time tracking & inventory mgt 
• Analog data capture (Bar/QR Code, 

OCR) and integration of passive RFID

• 5G infrastructure and gateways to expand 
network to support 5G , Wi-Fi, LoRa, RFID, 
BLE, etc. tags, beacons, and trackers 

• 5G smart trackers and gateways in vehicles 
and large assets

• 5G GUI devices with operations data
• 5G bar/QR code reader and OCR scanners

• Total asset visibility, quantity, location, and 
status

• Real-time speed to count and inventory 
management

• Digitization of received, stored, issued, 
and shipped material

Guidance and Automation

• Reduce time to receive, issue, and kit
• Reduce workload on humans
• Reduce manual transport operations
• Reduce manual processes
• Reduce cost to maintain warehouse
• Decrease assembly and repair time

• AGVs and Robots performing routine 
tasks

• Guided inventory put and pick locations
• Forklift driver assistance systems

• 5G Automated / Robotic Storage and 
Distribution Systems

• 5G robotic forklifts, pallet jacks and tuggers
• 5G AR/VR/MR assisted picking/kitting
• 5G light-based guided pick or put
• 5G connected AR/VR/MR assisted 

maintenance and repair

• Increase material distribution capabilities
• Increase supply chain efficiency
• Reduced wait times for loading and 

unloading goods
• Automation of material retrieval
• Optimization of warehouse space

Data Fusion, Analytics, and Optimization

• Optimized warehouse processes
• Reduce disparate information stores 
• Prioritize workloads

• Capacity planning
• Predict material availability
• Supply Chain Forecasting
• Warehouse modeling & predictive 

analytics

• AI/ML Predictive Analytics
• Data Fusion and Service Broker
• Digital modeling
• Position triangulation from static and mobile 

beacons

• Autonomous daily inventory
• Data Driven Decisions
• Data management and visualization
• Converged data collection, analysis, and 

data driven inventory management

Safety and Security

• Improve safety and security • Physical security and access control
• Personnel tracking
• Environmental Controls and Monitoring
• Automated inventory results, storage 

history, tamper alerts

• 5G security cameras, sensors and actuators
• 5G AR/VR/MR assisted workers
• 5G air quality monitoring, building 

management, and HVAC control systems
• 5G building automation and door controls
• Blockchain ledger of asset status

• Safer workplace avoiding accidents and 
reducing potential for malicious intent

• Asset assurance, prevention, detection, 
and alert to unauthorized access & 
movement

Private 5G Business Architecture Analysis: Smart Warehouse 
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Bay 1 Bay 2 Bay 3 Bay 4 Bay 5

USMC Logistics Command
200K sqft indoors + outdoor= 4 Football fields

Private Network & Spectrum for 4G and 5G
Standard IT Infrastructure, Transport & Security

HDRSS
Attabotics

US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Private 5G On-Prem Deployment

Outdoor

600 MHz

300 MHz

150 MHz

80 MHz

mmWave
FR2 37GHz

CBRS
FR1 3.5GHz

Applications

HDRSS

ACATS

Connected 
Material 
Handler

Radio Access Network

Front Zero Trust Architecture

10,000+ Devices

10+ Gbps

5G NSA & SA

Back

Mobility Packet Core
Enterprise
Data Net
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US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Private 5G RAN, Core, Security, Management, and Apps

• Small Modular 
Footprint

• Nx 15GE Capacity

• Nx 5k Subscribers

• Integrated with 
Cisco Zero Trust 
Architecture

• Scalable Distribution 
System: Combined 
Low Voltage + Fiber 
to the Radios

Front Back
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• FR1/FR2 Coverage and Capacity
• 20 mmWave Radio Units
• Bay 3 is Main Area of Receipt and Shipping

CBRS 4x4

Sector B Sector C

CBRS 4x4
Sector A Outdoor

• CBRS 4x 20MHz B48 = 80 MHz 
• n260 interleaved 37.0-37.3 GHz Even 

RUs, with 37.3-37.6 GHz Odd RUs

3x mmW RU 3x mmW RU 4x mmW RU 6x mmW RU 4x mmW RU

200’x200’
Per Bay

~ 3.7 football
fields in total

US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Warehouse Radio / Frequency Design

CBRS 4x4
Sector A Indoor

mmWave
mmWave

CBRS 2x2 CBRS 2x2

mmWave
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mmWave n260 27GHz
• 1.5 Gbps
• 3x 100 MHz Carrier 

Aggregation
• Extremely Low Latency

CBRS b48 3.5GHz
• 500+ Mbps
• 4x 20 MHz Carrier 

Aggregation
• Low Latency

US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Private 5G User Experience
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US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Defense Logistics Modernization
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5G Connectivity Domain

US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Defense Logistics Modernization
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US Marine Corps Logistics Base Albany 5G Smart Warehouse 
High Density Robotic Storage System
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US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Inventory Visualization
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US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Digitizing the Connected Material Handler
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U.S. Air Force Base 
Information Transport 
Infrastructure (BITI)

Base Area Network (BAN) 
Modernization Program 

Wireless Coverage
• Public/Private
• 802.11, 4G LTE, 5G NR

Spectrum
• Unlicensed
• Licensed CBRS, mmWave

Scope
• Indoor/Outdoor Use Cases
• Guest WLAN, AAA, 

Performance, Zero Trust 
Security, First Responder 
Support

Support 
Equipment 

Mission

Aerospace 
Ground 

Equipment 
Mission

Munitions
Mission

Supply
Mission

Flightline Maintenance 2030: Linked, Lethal…Ready!
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Naval Air Station 5G Flightline of the Future 

Security and Management Subsystem

Enterprise Data Network SubsystemRadio Access Network (RAN) Subsystem Mobile Packet Core (MPC) Subsystem

MEC

Application
Workloads

5G SA Use Cases

App XX

App 02

App 01

Shared

User Equipment

CBRS SAS

Control 
Center

UDM

AUSF

UDR

CHF

Digital
Inspection

Remote 
Engineering

Support

Refueling 
Operations

Connected
Maintainer

Rapid Data 
Analytics

Flight Line of the Future &
Base Area Networks

Virtualized Disaggregated 
Network Functions

O-RAN / vRAN 

N71 RU 
Low-Band

N71 RU 
Low-Band

IP Fronthaul

IP Backhaul

Precision
Timing

gNodeB 
DU

gNodeB
CU

Distributed or
Centralized

Cell Sites

Hypervisor

ISE SNA FMC XOAS AD/DNS SYSLOG 
Portal

Route/Sec 

Internet

Cloud-Native Services Bases Architecture

5G Standalone 
Next Generation Packet Core

Backhaul
Firewall

Micro Service 
Network Functions

SMF

AMF

UPF

DNN XX

DNN 02

DNN 01

Virtual 
Firewalls

L2/L3 
Switching 

Route/Sec 

Portal
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• Industry 4.0 manufacturing

• Experimentation / training for robots

• Closed loop manufacturing (sensors, controlling 
mobile robots, automated pickup of 3D printed 
components)

• Safety: remote services, shop floor monitoring

• Key requirements

• Private / protected spectrum  

• Reliable communication incl. slicing

• Location accuracy

• Applications: AGV, CAD drawings, 3D printing

Private 5G Use Case: Manufacturing
Use case description Architecture 

5G Access

3.7 GHz

Airspan
5G SA

Edge Appliance

P5G Control & 
Mobility Mgmt

Visualisation

Tech Panel

Automated robot delivery of 3D printed components

125
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• Improved network access, Wireless backhaul for 
hotel network connectivity to simplify operations
• HOTEL is a protected building, so difficult to install 

cabling

• Connect Cameras, APs, sensors etc. to the Hotel 
network

• Key Requirements
• Private / protected spectrum
• Indoor/outdoor coverage
• Integration with existing hotel network

P5G Use-Case: Hotel Dallas
Use Case Description Architecture 

Indoor

Outdoor Pool

Meraki Camera

Backend

On-Site 

Hotel Network

WiFi AP

Cisco Cloud

Enterprise 

Admin

Cisco 

Admin

Control 

Center

Meraki Camera

WiFi AP

5G RUIndoor

Meraki Camera

WiFi AP

JMA

5G RU

Outdoor Parking

Meraki Camera

IR1101

Cisco Conv. 

Core

@
CBRS
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Wi-Fi and 5G Comparable Architectures

IP Packets

Apps

User Equipment 
(UE)

Device with a 5G 
Radio Interface

Radio Access 
Network (RAN)
Radio Antennas and 
Control Functions

5G = OFDMA

Mobile 
Packet Core

User session Policy and Control
Scale to Millions of UEs

Licensed
Spectrum

Shared or Private
20-50 GHz
1 – 7 GHz
Sub 1 GHz

Internet /
Enterprise

Service Provider 
or Enterprise

Optical 
Segment Routing
MPLS L2/L3 VPN

User 
Equipment

Device with a Wi-Fi 
Radio Interface

Access Points 
(AP)

Radio Antennas and 
Control Functions
Wi-Fi6 = OFDMA

Wireless LAN 
Controller

User session Policy and Control
Scale to Thousands of Devices

Unlicensed
Spectrum

2.4 GHz
5 GHz
6 GHz

Enterprise

Enterprise
IBN / DNA
SD-WAN

SD-Access

10s of Feet to 100s of Miles

10s of Feet to 10,000s of Miles

10s to 50 Thousand

10s to > 1 Trillion

Open Architecture with Cloud Native Decentralized and Distributed Network Functions

Distributed Application Architectures

Devices RadioSpectrum Mobile coreAccess
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Access

• Mid to Large size Campus

• APs are in local mode

• Client traffic bridged at WLC in a L2 trunk

• Single point of entry into wired network

• Roaming is supported across all APs 

• Latency < 20ms between AP and WLC

Local mode

Review: Wireless Deployment Options

FlexConnect

• Distributed Enterprise design choice

• APs in Flex mode, across a WAN from WLC

• Per SSID: Client traffic is distributed at AP 
in L2 trunk or centralized via CAPWAP

• Roaming limited to APs in a Flex domain

CAPWAP data CAPWAP data

Local-Mode AP

Centralized Design

Central Control + Data

Central SSID
L2 TRUNK

Distribution/
Core switch

Distributed SSID

EWC on AP

Central Control + Distributed Data (8 0 2 . 1 Q ) 

Fabric Leaf

EWC AP

WAN router

Embedded Controller in AP

• Standalone small site

• Master AP runs EWC 

• Other APs are in Flex mode

• Client traffic is switched locally

• Roaming limited to APs in a Flex domain

Central SSID

CAPWAP 
data

SDA Wireless

• Mid to Large size Campus

• APs are in Fabric mode

• Traffic distributed at AP via VXLAN

• Roaming is supported across all APs 

• Latency < 20ms between AP and WLC

WLC

Distributed SSID

Distributed Design

Central Control | Distributed Data (802.1Q) or Centralized

Access switch

Flex mode AP

Distributed SSID

SDA
Central Control | Distributed Data (802.1Q)

Fabric Border

Campus 
Core

Cisco ENCS

VMWARE

GCP

AWS

KVM
MS HyperV

Azure

9800 9800-CL

Fabric 
WLC

Cisco ENCS

VMWARE

GCP

AWS

KVM
MS HyperV

Azure

9800 9800-CL

WLC

WAN

Distributed SSID

Access switch Fabric Edge

Fabric AP

VXLAN VXLANL2 TRUNK L2 TRUNK

CAPWAP Control CAPWAP Control

Access

CAPWAP Control

WAN Campus 
Core
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ISE / AD

WLC

Cisco DNA Center

SD-Access
Fabric

Policy 
Abstraction and 
Configuration 
Automation

Automation
▪ Cisco DNA Center simplifies the Fabric deployment 
▪ Including the wireless integration component

Fabric enabled WLC:
WLC is part of LISP control plane

Centralized Wireless Control Plane
▪ WLC still provides client session management
▪ AP Mgmt, Mobility, RRM, etc.
▪ Same operational advantages of CUWN

CAPWAP
Cntrl plane

LISP
Cntrl plane

LISP control plane Management
▪ WLC integrates with LISP control plane
▪ WLC updates the CP for wireless clients
▪ Mobility is integrated in Fabric thanks to LISP CP

Cisco SD-Access – Wireless Architecture

B

CP

B

Optimized Distributed Data Plane 
▪ Fabric overlay with Anycast GW + Stretched subnet
▪ VLAN extension with no complications
▪ All roaming are Layer 2

VXLAN
Data plane

VXLAN 
(Data Plane)

VXLAN from the AP
▪ Carrying hierarchical policy segmentation starting 

from the edge of the network
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Catalyst Stack Innovation Advantage

AI-driven at 
every layer of 

the stack

Endpoint 
Analytics 

(EA)

Policy
Analytics

Trust
Analytics

AI Enhanced 
RRM

EA

AI Driven
Scanning Radio

AI Network Analytics
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Cisco DNA Center assurance

The confidence that the infrastructure is doing what you intended it to do

Corrective actions

Guided remediation, automated 
updates, system optimization 

Proactive
troubleshooting 

Anomaly-based Intelligent 
Capture, sensor tests, and

on-demand analytics

Insights and visibility

360-degree visibility, context, 
historical insights, iOS analytics, 

user location 

Best-in-class user 
experience

Minimize downtime, increase
user productivity

Increase IT productivity
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Cisco DNA Spaces - Middleware to deliver Wi-Fi 
based business outcomes

New York

United States

Enterprise Systems and Infrastructure Corp. LOB Dashboards
Cisco

Network Infrastructure

Business Dashboards

Cisco DNA 
Spaces Cloud

Workspace and
Engagement Focused Partners

Advanced 
analytics

Mapping
and Wayfinding

Enterprise 
Integration

Salt Lake 
City

San 
Francisco

San Jose

Broadway Union StFifth Ave Downtown Mission Bay SAN JOSE HQ

Meraki 
Video

Building 
Management

Collaboration HRMS

Rifiniti

Comfy Basking

MazeMap

Esri

SAP Adobe

IBM TRIRIGA

APIs and Connectors
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AMF
• Connection management
• Subscriber Mobility & 

tracking
• State information

SMF
• UE  session management
• Tunnel management
• IP address allocation
• Roaming

UPF
• Data plane
• Tunnel endpoint
• DPI, QoS

Control

Data

N1 N2

N4

N3 N6

AUSF
• AAA server

UDM
• User DB
• Subscription

UDR
• Backend to 

UDM

CHF
• Billing & 

Accounting

N11

N12 N8

N13

N10

(SD)-WAN

The Cisco Converged Core Governs the 
P5G Access
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MSP Partner

Cisco Cloud

Edge ApplianceAMF
• Connection management
• Subscriber Mobility & 

tracking
• State information

SMF
• UE  session management
• Tunnel management
• IP address allocation
• Roaming

UPF
• Data plane
• Tunnel endpoint
• DPI, QoS

Control

Data

N1 N2

N4

N3 N6

AUSF
• AAA server

UDM
• User DB
• Subscription

UDR
• Backend to 

UDM

CHF
• Billing & 

Accounting

N11

N12 N8

N13

N10

(SD)-WAN

TLS

Cisco Converged Core: Hybrid Deployment Model
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5G Architecture enables splitting of RAN Functions

142TECSPG-2432

• Radio Link control, MAC

• Subset of eNB/gNB (depending on 
functional splits

Distributed Unit (DU)

• Radio Resource control / management 

• Packet Data Convergence Protocol

• Description, details

Centralized Unit (CU)

• Radio signal (digital <-> analog)

• Beamforming

• Physical layer

Radio Unit (RU)

Central

Mid

Radio

BBU Option  7.2
(eCPRI FH)

RRM/RRC

PDCP

RLC

MAC

High PHY

Low PHY

Option 8
(CPRI FH)

RRM/RRC

PDCP

RLC

MAC

High PHY

Low PHY

Option 2
(F1 MH)

RRM/RRC

PDCP

NG Backhaul

RRM/RRC

PDCP

RLC

MAC

High PHY

Low PHY

RF RFRF RF RF

RRM/RRC
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RLC

MAC
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MAC
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Option 2 ( F1 O-RAN)

Option 8

NG Backhaul Option 7.2

There are many RAN Architecture Variations

UCS 
C240vDU

FH/Access TOR/Distr.OptionalRU

P5G 
Cloud

UCS 
C240vCU

FH/Access TOR/Distr.Optional

vDU

RU

P5G 
Cloud

Local 5G 
Core

UCS 
C240vCU

Local 5G 
Core

PowerEdg
evDU

PowerEdg
evCU

FH/TOR

Local 5G 
Core

P5G 
Cloud

RU

eCPRI

XRAN Server 

vDU vCU

FH/Access

P5G 
Coud

Local 5G 
Core

TOR/Distr.RU

eCPRI

eCPRI

gNB

TOR/Distr.

P5G 
Cloud

Local 5G 
Core

BBU

XRAN Server

vBBU

TOR/Distr.

P5G 
Cloud

Local 5G 
Core

RU

CPRI
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5G Converged Enterprise Transport Vision
Reduce Infrastructure Costs and Simplify Operations

144TECSPG-2432

Converged Infrastructure for 
all Services

Common Technology 
End-to-end: using campus 

SW

Open, Programmable

SDN-based

On-prem & Cloud-based 
(Hybrid Cloud)

9200/9300/9400

Catalyst

9500/9600 Series

Catalyst

9100 Series

Wi-Fi 6/6E

15/30/60/90W UPOE

802.3bt Ready

2/5/10G MultiGigabit
10/25G Fiber UplinksWi-Fi 6/6E

5G gNB

Catalyst

5G CU / DU and Core 
Components

Campus Optimized 

10/25/40/100G Fiber

5G RU1
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The Cisco P5G Architecture in Detail
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Cisco Operated

Cisco Cloud

AUSF UDM+HSS

UDR CHF

Partner Operated

Wired / Wifi
Access

(SD)-WAN

Cloud / Enterprise DC

Enterprise/MSP Operated

Cloud
DC

Cloud

BCE

DNA Center vManage / Meraki Dboard

GPS GM

SIM

Edge Appliance

SMF
Cloud / Sec. 

Proxy

CEE
Service 

Monitoring

Edge Appliance

UPF/SGW-U AMF/MME

SMF
Cloud / Sec. 

Proxy

On-prem

RAN RAN 

DU

RAN 

CU

Control Center

Partner Cloud

RAN Management

MSP Private 5G Managed Service

RU 
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CC/enterprise 
dashboard, UX, 
management

FH 
Switch

TOR
Switch

SIM

UCS220-M5 (Active)

AMF CEE ProxyUPF

MMESMF CN

Control Center
RBAC Portals

Catalogue Invoicing

SLAs UE LCM

Compute Status NF UI

AUSF UDM+HSS

UDR CHF

RAN Management

Core Elements 

Tier-1/2/3 support
Helpdesk

Reporting
Incident Management

Partner layer 

Partner 
Delivery Team 

Customer Team & Monitoring Center 

Cisco TAC 
L3 Support 

Cisco Cloud 
Ops Team 

RAN Support  

Control Center 
Admin 

RAN EMS 
Agent

CNDP
5GC NF 

LCM CI/CD

RBAC Compute 
Mgmt

Deploy

Autom.

Monitor

Ops GWAPI GW

AWS Cloud 

Partner Cloud 

Ops Team 

• Hardware faults

• Software faults

• RMA’s 

• Troubleshooting

• L3 Support

Cisco TAC

Cisco Cloud

Ops management P5G Core  

Core sw upgrades 

Patches &  Config mgmt.

Monitoring 

RAN Operations 

RAN Level-2 & 3 support 

RAN optimizations  

RBAC  definition 

Partner Access 

Customer Access 

Dashboards & Reporting 

Customer Site 

On Premises

On Cloud

SIM Card insertion into UE

UE Activation

UE Monitoring level-1 

RMA 

Capacity Expansions 

Additional radios 

Core Infra

Higher Bandwidth 

TECSPG-2432 147



Demo: Control Center



Evolving to a 5G 
Network



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

5G Standalone & Non-Standalone Architecture

• 5G Standalone (SA): 5G RAN paired with a 5G Packet core

• 5G Non-Standalone (NSA): 4G and 5G RANs paired with either a 4G or a 5G 
Packet Core simultaneously

• Endpoints are dual-connected to both a 4G RAN and a 5G RAN (requires device 
support)

4G Core

4G RAN 5G RAN

5G Core

4G RAN 5G RAN

Option Core Control Data

3/3a/3x 4G 4G 4G+5G

4/4a 5G 5G 5G+4G

7/7a 5G 4G 4G+5G

8/8a 4G 5G 5G+4G
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Facilitating 4G to 5G Evolution

Dual Connectivity

• Allow a UE to use two air interfaces to different radios 

• E.g. midband 4G and 5G  mmWave frequencies

• Using both data planes OR

• Using 4G for control plane and 5G for data plane

• Typically Assumes 5G Non Standalone (NSA)

Dynamic Spectrum Sharing

• The same spectrum 
bands are sometimes 
used for 4G and 5G

• Radio Equipment can 
dynamically change RAN 
between 4G/LTE and 5G 
NR 

• Parallel use of 4G and 5G 
of the same UE

4G RAN 5G RAN

5G Core

4G RAN 5G RAN

4G Core4G

5G

4G

5G

4G

5G

4G

5G

5G

4G

5G 
Scheduler

4G 
Scheduler

Frequency

Time

4G
4G

4G
4G 4G

5G

5G
5G

5G

5G
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Cloud

Cisco Government 5G Reference Architecture

Trans

RAN

MPC

Sec

SaaS

1/10GE 
Aggregation

Routing

Radio Access Network 
(RAN)

XRAN

Nx C240 CUs

GPS*

Nx C240 DUs

NCS540 B

NCS540 A

Data Network 
Firewalls

Internet
Firewalls

Enterprise Data Network 
(EDN)

Access
Routers

FTD A

FTD B

C220 ESXi

C9300 B

1/10/25GE 
Switching
Routing

C8300 B

C8300 A

xHaul

5GaaS Edge
Appliance

1/10/25GE 
Switching
Routing

C220 MPC B

C220 MPC A

C9300X B

C9300X A

Mobile Packet Core 
(MPC)

Backhaul 
Firewall

FTD A

FTD B

FTD A

FTD B

Aggregation / Data Center

Nx Cell Sites

CBRS 
SAS

Control 
CenterTo Apps/PORs

Indoor/Outdoor 
Coverage

1/10GE
Cell Site Routers

5G Radios

C9300 A

Nx C240 DUs*
ISE FMC SNA

AD DNS RAN Misc

Apps / Security / Management
Compute

Nx RUs

GPS*

NCS540

• High Availability / Redundancy
• Next Generation O-RAN
• 4G and 5G device support
• 5k sessions
• 15 Gbps throughput 

Radio Access Network

IP Transport

Mobile Packet Core

Security

5G Software as-a-Service

25GE Fiber

10GE Fiber

1GE Fiber

1GE or less
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5G Architecture Expanded

FTD
MPC Appl

FTD

MDF / Data Center

N540

DU CU ASM

C9300N540 C9300

Backhaul

Outdoor Wide Area 
Coverage South

Indoor / Near Building Area Coverage

To Programs
of Record

D1

RU

D2

RU

IDF

N540

RU DU

W1

N540

RU

W2

N540

RU

W6

N540

RU

W3

N540

RU

W8

N540

RU

W4

N540

RU

W9

N540

RU

W5

N540

RU

W7

N540

RU

T1

N540

RU

T2

N540

RU DU

CBRS SAS

Control Center

Remote Sites

Trans

RAN

MPC

Sec

Radio Access Network

FH/BH IP Transport

Mobile Packet Core Appliance

Security

Apps / Security / Mgt ToolsASM

uW uW

10GE Fiber

< 10GE Fiber

uWave Wireless

GPS*

GPS*

GPS*

GPS*

GPS*

GPS*

CU

CU

Outdoor Wide Area 
Coverage Central

Outdoor Wide Area 
Coverage NorthL

M

H

Low Band RU/Sectors

Mid Band RU/Sectors

High Band/mmWave RU

RAN Servers

2 2

3

3

3

2

3

3 4 8

6 12

3

3

4

8

1

0

4

6

S

1

1

Central IDF
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DU CU
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7

Backhaul

Backhaul
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US Marine Corps Logistics Base Albany 5G Smart Warehouse 
Private 5G Network Architecture

• 5G NSA Today 

• 5G SA in 2 Months

• Modular Subsystem 
Design

• Multiple security 
zones

• Zero Trust 
Architecture

• Confidentiality

• Identity Mgt

• Detection / Analytics

• Automation / 
Response

• Policy Mgt
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The Vision of Private 5G Enterprise Network Integration
Private 5G as an extension of the Enterprise Network 

Cisco Private 5G Vision 

Unified Identity Framework

Common Enterprise Policy

Unified EN Operations

Consolidated Insights & Analytics

Leverage Existing Campus 
Transport

Enterprise Security Integration

Automation and Policy

Telemetry, Analytics and Assurance

Security and Segmentation

5G
Access

1

1

1

1

Wi-Fi
Access

WANCampus

Cisco Endpoint/IoT GW Integration Wired
Access

Private Mobility

Public Mobility
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Unified Identity 
Framework Vision 

• Identity and authentication is often a 
patchwork of solutions, meaning consistent 
identity and policy control of users or 
devices between Wi-Fi and Cellular 
networks is not possible.

• Cisco’s Private 5G solution uses a common 
identity framework based on ISE

• SIMs/eSIM & SIM-less auth mechanisms 
are coupled with a user’s enterprise 
identity for policy decisions

• This capability will lead to consistent 
identity and policy management across all 
domains

Subscriber Mgmt.

Mobility Mgmt. UPF

Converged Core

Session Mgmt.

Authentication

Wi-Fi4G/5G

Cisco ISE

Foundation for common enterprise policies:
Access / Macro & Micro Segmentation / App Experience
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Common Enterprise Policy - Access 
(Partially Available in Phase 1)

• Private 5G needs to have user and 
network policies that are consistent with 
the Enterprise

• Cisco ISE will be the single point for 
enterprise-wide access policies based 
on unified identity management

• Common Access Policies allow 
Enterprise operators to govern what 
endpoints can and cannot do 
(authorization) in the P5G network

Subscriber Mgmt.

Authentication
ISE is Single Source of 

Enterprise Policy across 

5G and Enterprise 

networks

Wi-Fi4G/5G

Cisco ISE

Mobility Mgmt. UPFSession Mgmt.

Converged Core
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Mobility Mgmt. UPF

Converged Core

Session Mgmt.

Subscriber Mgmt.

Authentication

Wi-Fi4G/5G

Cisco ISE              
Internal 

Identities

External Identities

DNA Spaces

Common Enterprise Policy – Private Mobility 
(Partially Available in Phase 1)

• Wi-Fi & 5G Mobility happens today, 
controlled to a great extent by the device and 
the application

• Cisco’s vision enables devices to select any 
bearer based on Policy

• Consistent and centralized user / device 
policy based on ISE

• Apps seamless reconnect @ bearer 
change if necessary

• Devices can leverage external identities via 
Open Roaming federation.

Movement across private wireless networks 
(P5G, Wi-Fi) is constrained only by business 
needs, business relationships and regulatory 
obligations. Not by technological constraints.
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Common Enterprise Policy - Segmentation
(Longer-term Vision)

• As Private 5G devices connect to the 
enterprise fabric there is a need to 
segment the two domains in a uniform 
way according to network policy

• Cisco’s Private 5G solution will support 
identity and policy-based 
segmentation between the cellular and 
enterprise fabric domains (e.g., SDA, 
EVPN, etc.)

P5G 

Access

Wi-Fi/Wired  

Access

(SD)WAN DC / 

Cloud

IoT  Segment

Partner  Segment

Engineering  Segment

TECSPG-2432 165



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Mobility Mgmt. UPF

Converged Core

Session Mgmt.

Wi-Fi4G/5G

Umbrella

Common Enterprise Policy – Umbrella Security

• Umbrella-based DNS offers cloud-based 
security for the Enterprise

• Integration of Cisco P5G with Umbrella 
DNS extends security policies to 5G 
access networks

• Benefits: 

• Ability to define policy once and apply every 
where – including Network

• Correlation of endpoints across managed P5G 
and Wired/Wi-Fi access networks

• Operational cost savings

• New use-cases

Subscriber Mgmt.

Authentication
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Leverage Existing Campus Transport
(Partially Available in Phase 1)

• P5G access networks have strict X-haul switching requirements to 
connect radios and 5G core / RAN functions (precision timing 
requirements, etc.)

9200/9300/9400

Catalyst

9500/9600 Series

Catalyst

9100 Series

Wi-Fi 6/6E

15/30/60/90W UPOE

802.3bt Ready

2/5/10G MultiGigabit
10/25G Fiber UplinksWi-Fi 6/6E

5G gNB

Catalyst

5G CU / DU and Core 
Components

Campus Optimized 

10/25/40/100G Fiber

5G RU1

• Cisco’s Catalyst switching products will 
allow enterprise network operators to 
deploy Private 5G components on common 
enterprise infrastructure. 
Benefits include: 

• Common operations

• Simplified inventory management

• Reduction of network elements

• Catalyst IOS-XE enhancements will 
support advanced 5G timing requirements, 
making the platform a candidate for Front-
haul.

TECSPG-2432 167



Conclusion



Topics Covered Today

Agenda Item Speaker

Introduction to Wireless@Cisco Rob

5G and Wi-Fi Comparative Discussion Filipe / Rob

Break

Its all about the use-cases! Matt / Filipe

Wi-Fi + P5G Architectures: Better-
together!

Matt

Closing Matt

Q&A
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Key Take Aways

• Use-cases drive best technology choice

• Cisco is executing on the vision of P5G + Wi-Fi = better together

• ISE integration

• Consistent Security

• Operational synergies

• Don’t dwell on doing a Wi-Fi vs. P5G technology comparison

• P5G and 5G are still emerging!

• Device availability

• Spectrum availability
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Summary – Wireless Truly is an Adventure

• No one wireless technology solves all the problems – Cisco will 
continue to develop solutions to meet the right needs

• Wi-Fi6E

• Private and Public 5G

• LoRaWAN

• CURBW

• Private 5G is a new paradigm in enterprise access, but needs to be 
unified with existing enterprise networking capabilities

• Consistent policy and security

• Common management framework
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Additional Private 5G Sessions @ CL Live
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February 6 | 2:15 pm

TECSPG-2432
New Adventures in Wireless: The Journey of 
WiFi6 and Private 5G Networks for the 
Enterprise

February 7 | 8:30 am

BRKXAR-1433
The New Era of LTE and 5G – Cisco Catalyst 
Cellular Gateways

February 7 | 11:30 am

BRKSPM-1006
The 5G System as a Spectrum 
Management Solution

February 8 | 10:30 am

BRKSPM-2672
Managing IoT Connectivity in a 5G World

February 9 | 3:45 pm

BRKEWN-2030
WiFi6 and Private 5G for the Enterprise – a 
‘Better Together’ Journey

February 9 | 2:15 pm

BRKSPM-2386
Getting Ready for Private 5G Deployments

Start

Finish

February 9 | 10:10 am

BRKSPM-2917
Monolithic or Polylithic packet cores? The case for 
specialized use-case based Mobile Packet Cores

February 6, | 5:20 pm

PSOSPG-1002
It’s More Than Just a Connection: How Cisco 
makes 5G private networks simple to buy, 
employ, and operate

February 7 | 3:45 pm

IBOSPG-2010
Getting Started with Enterprise Private 
5G: An Interactive Design Workshop
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Technical Session Surveys

• Attendees who fill out a minimum of four 
session surveys and the overall event 
survey will get Cisco Live branded socks! 

• Attendees will also earn 100 points 
in the Cisco Live Game for every 
survey completed. 

• These points help you get on the 
leaderboard and increase your chances 
of winning daily and grand prizes. 
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications

Here at the event? Visit us at The Learning and Certifications lounge at the World of Solutions

Pay for Learning with Cisco 
Learning Credits 

(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and Specialist 
Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn

Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Complete your Session Survey

• Please complete your session survey 
after each session. Your feedback 
is important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (open from Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events Mobile App or 
by logging in to the Session Catalog and clicking the 
"Attendee Dashboard” at
https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Agenda

177TECSPG-2432

Visit the On-Demand Library for more sessions 
at ciscolive.com/on-demand.

Attend any of the related sessions at the DevNet, 
Capture the Flag, and Walk-in Labs zones.

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

Continue Your Education

https://www.ciscolive.com/on-demand.html


Thank you




