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Designing loT Wireless Networks

Wireless backhaul for Fixed and Mobile systems

lgor Moiseev & Andrei Timis
Guest Speaker: Greg Leonard
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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

‘ Find this session in the Cisco Live Mobile App

‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Breakout (453)

Webex spaces will be moderated
until February 24, 2023.
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Agenda

- Introduction to loT Wireless Backhaul

- Multi-Access Wireless (MAW) definition within 10T
Wireless technologies and frequencies that are used {1118
Approach design opportunities with a “hybrid” approach g L

- w w @ wl em m

loT Wireless vertical summary on where it can be used

Products overview

- Site Surveys - Tips and Tricks

- Desktop, Physical and RF Surveys: Differences and best practices
* Desktop vs. Field

- Tools and design documentation

- Typical assets and design considerations per vertical

¢
|
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Agenda

Deep Dive: Outdoor Fixed Infrastructure
. PtP/PtMP, WiFi, LoRaWAN, and 4/5G installs

Deep Dive: Outdoor Mobility

- Train to Ground, Mining, and Ports/Terminals

Deep Dive: Offshore Windfarms

- Scottish Power |
. Deep Dive: Indoor Mobility

- Entertainment dark rides and Manufacturing AGVs J
- Physical and RF Spectrum Analysis Demo/Video B
- CURWB Fluidity and Fixed Backhaul Demo J%

cisco L‘V&-/ TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Speaker Intro - Ilgor Moiseev

- 4 years as a Cisco/Fluidmesh loT Wireless TSA
- Came over as part of the Fluidmesh (now CURWB) acquisition in June 2020
- 9 years prior experience in the transportation industry (engineer, trainer, field engineer)
Focusing on Train to Ground CBTC and non-safety IP communications

- Introduced to Cisco and CURWB during wireless testing in 2012 (Bombardier/Alstom)

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



Speaker Intro - Andrel Timis

« 1 year as a Cisco loT Solution Architect
. 2 years as a Cisco Technical Marketing Engineer
- Came over as part of the Fluidmesh acquisition in June 2020

- 7 years prior networking experience, enterprise and industrial vertical markets (network
engineer, field engineer)

«  Focusing on Mining, Terminal & Ports and Train to Ground CBTC and non-safety IP
communications

- Moved to Cisco and Fluidmesh after a multi-year expenence ina
Cisco Partner S.I.

IWI167EH-B-URWBH12 ®

Industrial Wireless in
10T Operations Dashboard

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



0T Wireless Intro
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WAREHOUSE
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( Utiites )

Wireless technologies are key pillars
of the Internet of Things but...

Roadways

Seaport
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VEHICLES ARE GETTING AUTONOMOUS AND CONNECTED MORE THAN EVER




The noise / hype Is deafening

Wireless
Customers

&
Partners

o N
s o0
Omerg Digtz?




Wireless technologies are
key pillars of loT, but one
size does not fit all

While Ethernet has always been the
foundation for wired connectivity in
industrial IoT spaces, how to select the
appropriate wireless technologies?

Wireless provides the flexibility and
agility to upgrade, deploy and A @
reconfigure a network with less "
operational downtime, while integrating W
autonomous devices. ’
Oil & Gas

As organizations expand their loT
deployments, the need to manage
multiple access technologies will grow.

umn B

cisco W/ Distribution Center




Attributes of a wireless network

Wireless network are defined by their purpose-built end-devices, RF engineered to carry the
device’s traffic over a licensed or unlicensed radio spectrum, eventually interfacing to the
Access/Core network

@ ¢ o6 o ©

Spectrum Radio Access Core
il (o) —
+ + ((‘ﬂ ’)) + = + o
it —&=
Licensed Spectrum Radio Network Access Network Packet Core
4G and 5G tech
Unii dqs WiFi APs, 4G/5G Basestations Enterprise LAN & WAN Security Policy & Control
nlicensed Spectrum CURWB Headend, LoRaWAN Industrial LAN & WAN loT/EN/Cloud interfaces
Wifi 5/6 Gateway Carrier 4G/5G Integration to other systems
CURWB Design/Simulate for necessary
LoraWAN coverage
WPAN/SUN Choose the right antennas

Understand End-Device receivers
cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



loT Spectrum and Technology Summary

-Understand client’s User Equipment (UE)

i Spectrum requirements and licensing
Cellular WiFi ‘Network latency and KPIs tradeoffs
-Radio access network design
-Throughput and channel requirements
- ----- 2425 526 an -Nationwide and worldwide regulations
-Ease in deployment and management
Hz

‘Recurring OpEx and TCO

“Clean” Spectrum

e 6GHz ‘—@ II
- @ e
Flexible Consumption Model

_4— Laws of Physics Apply

* USA Only

** Not available in all countries and typically only subset available

Unlicensed Spectrum

Licensed or Managed

1GHz

Low
56" LA gl @ LoRawaN

Local License**

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Multi-Access wireless alternatives in loT

Industrial Switching
1K, 2K, 3200, 3300, 3400, 3400H, 4K, 5K

Industrial Wireless
Cisco Ultra-Reliable Wireless Backhaul FM, IW6300,
IW9167, IW9165, IREXX, IXM Gateway

e
-.|' ‘
s o
< 20

Industrial Routing

CGR2010, loT Gateways (IG21, IG21R, IG31R)

IR1101, IR1800, IR8100, IR8300, CGR1120, CGR1240,

Embedded Networking
ESS, ESR, ESW, Resilient Mesh

- um”'

A m—

Industrial Cybersecurity
Cyber Vision, ISA3000 Firewall

Data Control and Exchange
Edge Intelligence, 10x

Sensor Sensor

Management & Automation

Field Network Director, loT Operations Dashboard, Cisco DNA Center

Industrial Sensor Solution
Industrial Asset Vision

W




Wireless Technologies in Cisco IOT

LTE and 5G Wi-Fi 5 and 6e  Sub-GHz ISM

| Wide Mobility and 1|1 Local Mobility and 1| Massive Scale and |
High Throughput J High Throughput U Broad Coverage

loT Gateways -> Industrial Routers Industrial Wi-Fi Cisco Ultra- Resilient Mesh LoRaWAN
Reliable Wireless Industrial Asset Vision
Backhaul

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



The Future: 5G, Wi-Fi, CURWB, LoRaWAN Public & Private

Boundaries are blurring, Convergence has started

Private

Free

Contention
Based Access

Local
Network

m

Public

Charged

Scheduled
Access

Centralized
IP POA

TECIOT-2584
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Wi-Fi and 5G Comparable Architectures

Regulated IP
Spectrum Transport
Fixed & Mobile Devices |||||||'|| Il Radios 1010 Network Controller Apps
1010

O gy O 4

—
JFi) User Unlicensed Access Points Enterprise Wireless LAN
vl Equipment Spectrum (AP) 'ER{N [;NNA Controller
<IEEE Device with a Wi-Fi 2.4 GHz Radio Antennas and P User session Policy and Control
s Radio Interface 5GHz Control Functions Scale to Thousands of Devices
) 6 GHz Wi-Fi6 = OFDMA
1ETF
10s to 50 Thousand 10s of Feet to 100s of Miles
— = Licensed = Service Provider =
5 i User Equipment Soect Radio Access Enteror Mobile
pectirum or cnterprise
(UE) Shared or Private Network (RAN) Optical Packet Core o ¢/
Device witha 5G 20-50 GHz Radio Antennas and Segment Routing User session Policy and Control nterne
m Radio Interface 1—7 GHz Control Functions MPLS L2/L3 VPN Scale to Millions of UEs Enterprise
e Sub1GHz SRR IT/OT Interfaces Outcomes
10sto > 1 Trillion 10s of Feet to 10,000s of Miles

Open Architecture with Could Native Decentralized and Distributed Network Functions

Mobile Edge Compute (MEC) and Distributed Application Architectures



Multi-Access Wireless (MAW) - better together!

Cellular, CURWB, Wi-Fi 6, and LoRaWAN are complementary - always better
together

Cellular (4G/5G) CURWB Wi-Fi 6 (802.11ax)
Broad geographic coverage Zero loss - sub ms latency Applications focused on capacity,
and seamless roaming client density, mobility, “guest”

Mission Cmtlca\ aCCess, BYOD
Apphcat\ons

Wide Area Process Industrial Fixed Remote Digital

Coverage Automation Robots Backhaul Expert Campus

Performance | IOT Scale | Capacity | Security

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



loT Wireless is making news!

c1sco The Newsroom Innovation + Impact v Inside Cisco v Press Room v Blogs Explore Cisco

8l AUTONOMOUS & AUTONOMOUS

Press Release

Cisco and General
Motors Combine
Forces for the
Future of
Connectivity in
Cars

' CHALLENGE CHALLENGE

Innovation + Impact v Inside Cisco v Press Room v Blogs Explore Cisco

Cisco Fuels
Innovation and
Critical
Connectivity at the
Indy Autonomous
Challenge

cisco W. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




Secure and Smart Cities Market — Why We Fit

OUTDOOR

City wide networks

VOIP and access control
Backhaul for Temporary Data APs
CCTV

NHO41V'1d
ININIDOVNVIN

S3AOINGIS AH3AIN3A

SS300NS ¥YINOLSNO
B

J4vOdiNT4

cisco Lz/&/

Utilities and Smart Grids

*  AMI/AMR collectors

» Distribution and Substation
Automation

*  Water Treatment and distribution

- Backhauling for 900 MHz mesh LoRaWAN and
WiSUN.

- Reliable alternative to cellular backhauling.

- High-bandwidth backhaul for capacitors banks,
switches, transformers, distributed generators

Public Safety
*  Municipalities
e Law Enforcement

- Video-Surveillance
- Streaming from moving vehicles
- VolP connections

» Digital Divide

* Campuses and dorms
*  University

e K12

«  Military - Tactical Communication
- Drone/UAV Remote Control
E ion - Remote building connectivity

- Wi-Fi backhaul

- Parking lot security

- Network extension

- Video security

- Emergency Phones

- Public Addressing (PA)

Residential and Healthcare
* Residential

* Healthcare

* Enterprise

- Old building retrofit

- Covert surveillance

- Mass notification

- Gate and perimeter controls
- Wi-Fi infrastructure

- Remote Patient Monitoring

nn Roadw - DOT
» Traffic Lights Monitoring
» Situational Awareness
» Travel time/issues optimization
» Digital Signage

- Facilitate safety, mobility and efficiency on
roadways.

collisions
- Better fuel/energy consumption

- Smoother flow of traffic, reducing congestion and

TECIOT-2584
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MAIN TRACK

Fast Roaming

High Throughput

Make before Break handoff
Ultra High-Availability

DEPOT

Load Balancing
Prioritization
Multi Frequency
Auto-sensing

INTER-CAR

Intercar ad-hoc bridging
Loopback protection
Association threshold
Shuffling Algorithm

NHO4LV1d INJFNIOVNVIN

S30INA3S AHIAM3A

SS300NS ¥YIWOLSNO

IHvOdiNTd

cisco Lz/@/

Rall Market — Why We Fit

DESCRIPTION

Vital Communications:
Communications Based Train
Control (CBTC)

PLC and Safety Controls

NETWORK REQUIREMENTS

450 Kbps to 5 Mbps

Fast Failover < 500ms

Fault tolerant (HA) and L3 support Mobility up
to 225mph/360kmh

100% redundant RF coverage

QoS ready, up to few ms of latency

Non-Vital Communications:
CCTV, Wi-Fi backhaul,
PA/PIS, VolP, SCADA

5-500 Mbps

Variable traffic

Mobility up to 225mph/360kmh

100% RF coverage not guaranteed/needed
QoS ready, up to few ms of latency

Depot Offloading:

PA/PIS content uploads,
Advertising uploads,
Onboard system upgrades

Onboard CCTV NVR offloads,

1 to 500 Mbps

Variable traffic

Mobility less than 20mph/40kmh

100% RF coverage not guaranteed/needed
QoS ready, up to few ms of latency

Inter-Car Connectivity:
CBTC car, Wi-Fi AP, CCTV

camera, VolP, femptocell
connectivity and backhaul
aggregation points for train-
to-ground

150 Mbps to 500 Mbps

Variable traffic

Car shuffling algorithms

Loopback prevention algorithms
QoS ready, up to few ms of latency

TECIOT-2584
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Ports & Terminal Market - Why We Fit

MAIN TRACK

Compatible with, and validated by
all main market vendors (Kalmar,
Konecranes, ZPMC)

Supports PROFINET and CIP safety
Uptime 99.999%

Low latency

Seamless roaming (handoff)
TITAN (fast failover)

High bandwidth

Load-balancing

Easy installation

Multi-frequency capability with O
m/s handoff

NJO41V1d LNFNIDVNVIN

S3IDINGIS AHIAIT3IA

SS300NS YINOLSNO
B

Jdvodin4

Terminal Operating System (TOS):
terminal tractors, reach stackers,
RTGs & similar applications

+ supporting systems

450 Kbps to 1 Mbps
Variable traffic

Good coverage

Up to 1 second of latency

Optical Charter Recognition (OCR)
TOS server integrated into OCR
system

15 Mbps to 20 Mbps
Constant traffic
100% coverage

50 ms latency

Autonomous and tele-remote RTGs

30 Mbps for AutoSC

60 Mbps for RTG

Constant PLC traffic

Constant Video traffic

0 ms handover

Coverage across the working area
50 ms latency

Autonomous Horizontal Transport
(Automation For PLC applications )

1 Mbps for AutoSC/AGV

Constant PLC traffic

0 ms hand over

Overlapping coverage at the working area
50 ms latency

cisco Lg/&/

TECIOT-2584
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Cisco Multi-Access Wireless for Rail and Ports

Cloud Passenger Services
Operation Applications Private
Cloud Enterprise Data Center ~

Remote Operator

—
G
Internet Cisco ) o
Securit ucs CiscoDNA  Catalyst . ser ds Wel e
Wayside ~ Webex Ticketing TOS _ Video Y patorn  Center 5000 AnyConnect Remote Access infotainment g Uo7 ASEYeY  Data Anaiytics
Controller ~ Teams Surveillance gueinme

Enterprise Remote Operations

IDMZ

Third-party Applications

Machine Learning ] Digital Dispatch L«
edictive Maintenang CBTC
LDAP. SCADA Ficet Mgmt Systems] i UCS

Site Operations Zone

((-ﬂi ; (- +)) Wayside Network ((.-.)) _
7 N %
‘ -
\

4
b R PP/ PtVP Backhaul A Y Pt/ PtMP Backhaul PtP / PtMP Backhaul
A . . \
: ()

/ \ / \
LoRA WAN Gateway

7
7
/

I. \

g ©9-)
-

© § g

L~
= S 2
RTS or QC Cran o Shuttle Carrie \uto Shuttle \m/ AGV Generators Lora Sensor Ballast

arrier
Private LTE / 5G Point-to-Point / Mesh /
Cisco Ultra Reliable Wireless Backhaul
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Mining Market - Why We Fit

DESCRIPTION NETWORK REQUIREMENTS

Fleet Management System (FMS)

(Modular, MineStar. Hexagon

Wenco)
and supporting systems

450 Kbps to 1 Mbps

Variable traffic

100% coverage not guaranteed
Up to seconds of latency

Autonomous Haulage System
(AHS)
+ FMS + supporting systems

5 Mbps to 10 Mbps
Constant traffic

0 ms handover
100% coverage

50 ms latency

Autonomous Drilling System

10 Mbps to 20 Mbps

+ Teleremote Constant traffic
0 ms handover
OPEN PIT and . Wide areas to be covered Full coverage on the mining pit
UNDERGROUND . E\evanc_m challenge_s = 50 ms latency
. Ultra High-Availability > o o
. z
PROFINET 2| é Tele-remote 10 Mbps to 20 Mbps
T FMS+ADS - ARS mls|e = Constant traffic
< ol &
W, |1 Specresomes (8]0 B8
. ip loaders Backhaul Networks 0 i
OPERATIONS . Train-to-Ground Trackside E g (C) % Rullicoverageioniuiehveiingldica
communication Z 13 |@ 50 ms latency
. Remote Controlled Locomotive 3 0 9] . . )
Communication § “|a Fix / Nomadic Wireless Backhaul | 1 Mbps to 100 Mbps
. PLC Backhaul for Belt Systems Constant traffic
. Remote Controlled Dozers for Bulk Cargo
cisco M-/ TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




INDOOR

Extreme Latency and Jitter Requirements
Ultra High-Availability

High Client Density

PROFINET / QNET / CANBUS support

RF Attenuators and Omni antennas

OUTDOOR

VOIP and access control
Backhaul for Temporary Data APs
CCTV

INJO4LV1d INFWIDVYNVIN

S3I0INGIS A43NIT3A

SS300NS JINOLSNO
8

IHvOdiNTd

Entertainment Market - Why We Fit

Dark Rides / Attractions

On-board PLC for Vehicle Control (Safety
Protocol)

Ride Control Protocol

Show control (audio/visual sync with vehicle
movement)

On-board Video Surveillance

DESCRIPTION NETWORK REQUIREMENTS

Parades

On-board PLC for Float Control (Safety
Protocol)

Show control (audio/visual sync with float
movement)

On-board Video Surveillance

Live Shows

Show control

Special effects

Lighting

Performer Flying System
Trolley/Float control

Security & Wi-Fi Backhaul

Video surveillance
Access Control
Wi-Fi

Temporary Data AP
VolP

Audio Broadcasting

cisco M/

TECIOT-2584
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Multi-access Wireless Examples

Theme and Amusement Parks

Better together

Cisco URWB

e °
High density wireless @B

« Leverage hi-density / high throughput
wireless in customer congregation areas

* Supports application pushes across
private networks

Supports non-5G devices via 802.11 J

-

cisco La//&/

TECIOT-2584

e

Connectivity in motion g

\
« Zero loss - low latency - high

speed connectivity CURWB
« Support for rides in motion and

dark ride connectivity with

automated people movers )

—at

BG rervasive 56 connectivity

» Pervasive private 5G for park-wide
business critical use cases

« The ability to cover large areas of the park
without congestion with a private network

* Leveraging Cisco URWB for 5G edge

\ devices without cabling /

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



RESTE

Factory A

o W e M
v 4 —

———— . =

utomation

2

- Why We Fit

DESCRIPTION

NETWORK REQUIREMENTS

AGVs On-board PLC for Vehicle Control (Safety Protocol)
Navigation Info
PLC control (control sync with vehicle movement)
On-board Video Surveillance
Robotics On-board PLC for Control (Safety Protocol)
Cell connectivity (PLC or CNC)
On-board Video Surveillance
verh ran Motion control
Collision avoidance communication
Lighting
INDOOR . AGVs, Robotics Gantry / Trolley control
. Extreme Latency and Jitter Requirements )§> o Boom control
. Ultra High-Availability )Z> 9 o
. High Client Density [} = = i i
. PROFINET / Modbus TCP support S e = Data Collection Sensor aggregation
. RF Attenuators and Omni antennas 2 2 I % Vision systems
. Seamless roaming %‘ & o g Backhaul
. Lossless handoffs c|2]1§ A PLC-to-PLC communications
i = Q i Industrial protocol support (Profinet, Ethernet/IP,
OUTDOOR . Harsh environments o %] 9] Modbus TCP)
. Overhead Cranes 2 @
. AGVs
cisco W-/ TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




I\/|u|t| Access ereless Examples in I\/Ianufacturmg

@\‘ | -1—-' YL Y= B
() T—— “"’]—' = I Cicl = W|—F|600_nnecFivity ‘
‘ l' '”"’ ! Forklift in motion for endpoint, client i

connectivity via coverage, ar)d
Cisco URWB.

— e —— ] —— i TH o= e e e W o e o e | —

5G connectivity for
collaborative robotics

Cisco URWB
connectivity for in

motion AGV’s. 5G connectivity for

collaborative
robotics

cisco W. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Multi-Access Wireless for Manufacturing

Private Internet
Enterprise Data Center

YR

Security ucs CiscoDNA  Catalyst
Platform Center 9000

Remote Operator

Cisco
AnyConnect

Plants  Automated
Manufacturer

Remote Access

Enterprise Remote Operations

IDMZ
Third-party Plantwide Applications

e e X Avavics X Machin Learning J Digital Dispatch L
Bagages Tracking

[ ves ] LDAP SCADA Fleet Mgmt Systems]

ucs

Site Operations Zone é

_ucs

; off) o Industrial Wired Network off) o

((;m‘ ) (-3 *)) ndustrial Wired Networ ((, ‘\))
‘\

\-

: = T
/. .\ p PtP / PtMP Backhaul
. © / .
! ) ; ((B)]

/T . i
5 . / \

- LoRA WAN Gateway
P (- ! ) 4 v L LoRAWAN Gateway J

~
D
o
<<
>
R
o
~
~
0

4 PtP / PtMP Backhaul : l lo)
7
71
(€ 1)
@ g 3 e
~ (> P~
Bucket truck © s P~ ~ e >

-~
=

. [~ [~J
. o -
P 2 A
> —adh o 2 = ik |
Buildings Fork Truck Buildings Fork Truck Buildings Fork Truck Generators Lora Sensor Tailings

Private LTE / 5G aaS Point-to-Point / Mesh / WiFi LoRA WAN

Ultra Reliable Wireless Backhaul
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Cisco Ultra-Reliable

Wireless Backhaul (CURWB)

Wireless Fiber-Like Connectivity
Extending highly reliable network connections
where wired Layer 1 can’t go.

n Point-to-point

.
Point-to-Multipoint a

COS0O0O

Long Range High Bandwidth Connectivity
multiple miles (EIRP limited) @ 500 Mbps current gen,
1200+ Mbps with next gen.

Fast and Accurate Roaming for Mobility
(up to 225 Mph)

Support for real-time sensitive traffic.
Zero Loss-Low Latency.

Pay as you go bandwidth
consumption model.

Support multiple backhaul topologies —
Point to Point, Point to Multipoint, and Mesh

Secure MPLS based proprietary
protocol with QoS support

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Cisco Ultra-Reliable Wireless
Backhaul

What is Cisco URWB?

v Cisco URWB is an customised MPLS overlay
technology that emulates a virtual switch over
wireless links

v Extends your network to fixed locations and
mobile assets

v Supports VLANSs, QoS and Industrial protoCoIS — «---mmmemmommoeooo Physical
as Profinet, QNET. Overlay
ZIN

]

cisco M - TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Cisco Ultra-Reliable Wireless Backhaul (CURWAB)

Backhaul modes of operation
Fixed Infrastructure MObIIIty Infrastructure

Extension of fixed functionality to optimize
connectivity for mobile assets with predictive
handoffs

Connect wired networks between static or
nomadic locations |

FATAVAVI i ﬂ ”
ISR AAARY SAERET NN '
VAN \/ "'v‘/'-.u» “«L//lﬂuv.\j S : =
& - | t:
- 7|\ '
i '
iR 5 |
nEE | |
EEE |
L B '
§ | 00

1
1
1
1
1
cisco M. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



IW9165E

IVL/91 65D

= 3

Cisco



Introducing Cisco Catalyst IW9167/E Access Point

One hardware, two wireless technologies

-"n,mm .
.
il

? ? ? ? ?

Tri-radio 4x4 Multigigabit  PoE+, UPOE & GNSS, BLE,
2.4 GHz, 5GHz, 5/6GHz 4 spatial streams RJ45, M12 or SFP+  DC power Scanning Radio

cisco W-/ TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Catalyst IW916/7E Overview

Catalyst® IW9167E Access Point Tri-Radio Architecture in Heavy-Duty Design
« Wi-Fi 6/6E ", 802.11AX, MU-MIMO, OFDMA

» External antenna - 8 x Type N

e Tri-Radio architecture

e 2.4-GHz, 4x4:4SS, up to 20MHz

* 5-GHz radio, 4x4:4SS, up to 80 MHz

* 5/6-GHz radio, 4x4:4SS, up to 160 MHz
» Dedicated scanning radio for spectrum intelligence
» 2.4-GHz loT radio
Built-in GNSS with TNC connector

Wi-Fi 6/6E access point e

* 6E ready

cisco Lz/&/ TECIOT-2584
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Catalyst IW9167/E

One hardware, mulUpIe vveatherprooﬂng options

Cable Glands
- Maintain IP67 rating
« Optional accessory

M12 Adapter
- Maintain IP67 rating

Vibration rated for rail
a); (EN50155)

. Opt|onal accessory

cisco W— TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Catalyst IW9167E Heavy Duty Access Point

Your network goes wherever you need it

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41




Catalyst IW9165E Rugged access point and wireless client
The wireless client that connects mobile industrial assets

Connect more machines to your network
Compact form factor for integration in existing assets

Get more from your industrial assets
BLE, GNSS, GPIO capabilities for advanced use cases

Connect moving vehicles to your systems
Ultra low latency and zero packet loss during handoff

High performance and modular wireless
Dual 802.11ax radio with wide choice of antenna

Works with your Wi-Fi infrastructure
Supports WGB or URWB. Evolve as your needs change

QAQQAQEK

Autonomous robots and vehicles for Rail and light-rail

manufacturing, ports, logistics rolling stock
EN50155 certified for rail operations

Ultra-reliable broadband wireless connectivity for moving machines and vehicles




Catalyst IW9165D Heavy Duty Access Point

Wireless backhaul that’s easy to deploy where fiber is not an option

« 2 &

Built-in directional antenna for long range connectivity

@ Easily extend your network anywhere

External antennas enable future usages as needs evolve

@ Fixed and mobile use cases simultaneously

@ Connect moving vehicles to your systems

Ultra low latency and zero packet loss during handoff
Build for harsh outdoors environments
IP67 rated enclosure, -40 to +70C, optional M12 adapters

High performance and modular wireless
Dual 802.1Tax radio for PTP, PTMP, and mobile applications

Building-to-building, smart cities, intersections, roadways, railway, mining

Ultra-reliable broadband wireless connectivity for moving machines and vehicles




Cisco Catalyst industrial wireless portfolio - next
generation

Premier outdoor and
industrial access

ﬁ ".i | |

Wireless backhaul that’s
easy to deploy
Purpose-built dedicated - ,g

wireless client h 2

e

Catalyst IW9165E - - -
Rugged Access Point Catalyst IW9165D Heavy Catalyst IW9167E Heavy
and Wireless Client Duty Access Point Duty Access Point

Cisco URWB Cisco URWB Cisco URWB

Wek Wi-Fi 6/6E-ready*
WGB

Connect more devices. Wirelessly. Reliably. Even on the move.

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst industrial wireless portfolio -
generation

® 2 &

b

next

.‘ .

i

MO 165E YV9165D \W9167E
Application Wireless client Wireless backhaul for Wireless backhaul for
PP for mobile assets fixed and mobile assets fixed and mobile assets

Radio 2 x 802.11ax radios 2 x 802.11ax radios 3 x 802.11ax radios

(5GHz, 5/6GHz) (5GHz, 5/6GHz) (2.4GHz, 5GHz, 5/6GHz)

Built-in directional

Antenna 4 x RP-SMA olus 2 x N-Type 8 x N-Type
Modulation 2x2 MIMO 2x2 MIMO 4x4 MIMO
Wireless Mode WGB or URWB URWB WGB, URWB, or Wi-Fi AP

1 x2.5Gbps + 1 x 1Gbps RJ45

1 x 2.5Gbps + 1 x 1Gbps RJ45

1 x 5Gbps RJ45 + 1 x SFP+

Ethernet Optional M12 adapter Optional M12 adapters Optional M12 adapters

Expendability BLE, GNSS, GPIO BLE, GNSS BLE, GNSS
e IP30, EN50155 P67 IP67, EN50155

Certifications -20C to +50C -50C to +75C -50C to +75C

cisco Lz//&/

TECIOT-2584

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CURWB FM Radio Portfolio: 4.9-5.9GHz Solutions

FM1200 VOLO
FM PONTE

» Throughput: Max 100
Mbps

 Support: PtP, PtMP

» Tx Power: Max 27 dBm

* MIMO Support: 2x2:2

* Integrated antenna: 17dBi

* H-Beam: 33 deg

« Throughput: Max 50
Mbps

* Support: PtP Bridge Only

« Tx Power: Max 27 dBm

* MIMO Support: 2x2:2

* Integrated antenna: 17dBi .« \/-Beam 17 deg

* H-Beam: 33 deg * Primary Power: 24VDC

*VV-Beam 17 deg PoE

* Primary Power: 24VDC » Ethernet: 2x 10/100

. ernet. Zx

rI4s50Mbps 100Mbps

cwco[ié%y/

FM3200 BASE FM4200 FIBER

* Throughput: Max 150 « Throughput: Max 150

Mbps Mbps
» Support: PtMP Master « Support: PtP, PtMP, Fluidity
(typ.) + Tx Power: Max 27 dBm

* Tx Power: Max 27 dBm
* MIMO Support: 2x2:2
* Integrated antenna: 18dBi
* H-Beam: 120 deg » DC Power: 24-60VDC
* V-Beam 10 deg « Ethernet: 1x GBE M12; 1x
* Primary Power: 48VDC SFP
PoE
« Ethernet: 2x GBE RJ45

* MIMO Support: 2x2:2
« External antennas: 3-29dBi
* PoE Power: 48VDC PoE

150Mbps

TECIOT-2584

FM3500 ENDO

* Throughput: Max 500
Mbps

» Support: PtP, PtMP,
Fluidity

» Tx Power: Max 30 dBm

* MIMO Support: 2x2:2

« External antennas: 3~
29dBi

* Primary Power: 48VDC
PoE+

« Ethernet: 2x GBE RJ45

FM4500 MOBI FM4500 FIBER

» Throughput: Max 500 * Throughput: Max 500

Mbps Mbps
« Support: PtP, PtMP, « Support: PtP, PtMP,
Fluidity Fluidity

* Tx Power: Max 30 dBm

* MIMO Support: 2x2:2

« External antennas: 3-
29dBi

* PoE Power: 48VDC PoE+

* DC Power: 24-60VDC

« Ethernet: 1x GBE M12; 1x
SFP.

* Tx Power: Max 30 dBm

* MIMO Support: 2x2:2

« External antennas: 3~
29dBi

* PoE Power: 48VDC PoE+

* DC Power: 24-60VDC

« Ethernet: 2x GBE M12

500Mbps

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Quick Reference - Steps to BOM

-
o
— =

*next generation license model
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6 GHz is the biggest Wi-Fi spectrum expansion
ever

Band Channels Bandwidth

60 MHz of spectrum and
3x 20-MHz channels

20 MHz

40 MHz 500 MHz of spectrum and
25x 20-MHz channels

80 MHz

160 MHz

20 MHz 1200 MHz of
spectrum and

40 MHz 59x 20-MHz
channels in US

80 MHz
500 MHz of

160 MHz spectrum in EU

cisco M. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



6GHz spectrum biggest Wi-Fi spectrum
expansion ever

59 x 20 MHz
29 x 40 MHz
14 x 80 MHz

7 x 160 MHz

U-NII-5 U-NII-6 U-NII-7 U-NII-8
5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz
1 | | !
' 100MHz ! i
< 500MHz » e pig 350MHz P 250MHz ———>

llllllllllllllllllllllIIMMMIIIIIIIIIIIIIIIIMME‘MAMAAA
I Y Y Y YYYY VYV ¥ VoVaoVol ¥ Y V¥ ¥ ¥ ¥ VioVilolololol
LY oV v Y Y VeVl VOV VeV ol o W
_______ g

I
I
FCC: Low Power Indoor (LPI) Only (Max EIRP — 30 dBm)
1

FCC: Standard Power with AFC (Max EIRP — 36 dBm)

Clients: Restricted to 6 dB lower than the AP (LPI : 24 dBm, Standard Power: 30 dBm)

cisco M— TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Countries enabling Wi-Fi 6E

. Adopted 5925-6425 MHz
- Considering 5925-6425 MHz
| Adopted 59257125 MHz

Considering 5925-7125 MHz

Adopted 5925-6425 MHz
Considering 5925-7125 MHz

cisco W&. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Antennas: bGHz-rated, 2x2 MIMO

OMNIDIRECTIONAL UNI-DIRECTIONAL

' FM-OMNI-3
u I FM-OMNI-5-KIT

]
N

FM-OMNI-12

cisco M/

FM-TUBE-14

FM-PANEL-19 or 22

FM-PANEL-9

FM-DISH-29

HORN / SECTOR

TECIOT-2584

FM-HORN-90

FM-HORN-60

FM-HORN-30

FM-SECTOR90-16HV

FM-SECTOR90-16DS

SHARK (T2G)
l FM-SHARK-DUAL-13

~' FM-SHARK-14

@? FM-ATT-06-N

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Antennas: Tri-Band (2.4/5/6GHz-rated)

Model AIR-ANT2513P4M-N AIR-ANT2588P4M-NS AIR-ANT2568VG-N AIR-ANT2547V(G)-N  IW-ANT-OMNI-TRI-VN
AIR-ANT2513P4M-NS AIR-ANT2568VG-NS AIR-ANT2547VG-NS

Ports 4 4 1 1 1

Type Directional Directional Omnidirectional Omnidirectional Omnidirectional

Environment Indoor/outdoor Indoor/outdoor Indoor/outdoor Indoor/outdoor Indoor/outdoor

Gain, 2.4 GHz 13 dBi 8 dBi 6 dBi 4 dBi 4 dBi

Gain, 5 GHz 13 dBi 8 dBi 8 dBi 7 dBi 7 dBi

Gain, 6 GHz 7 dBi

Dimensions 14.5” x 20.0” 12" x7” 14.8” (L) x 1.25" (D) 11.1" (L) x 1.3” (D)

cisco M/

TECIOT-2584
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CURWB Portfolio —= Turnkey Wireless Solution

_______ L . w v @
Bl 3 %)
i e It &

grey; W8

E

"‘ﬁ-____\_/.r‘
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SUPPORTED
ARCHITECTURES

Fixed Infrastructure: VOLO, ENDO, BASE, IW e B e

23 e -

’ Point-to-point

MEMWEmWmwWmT e
\AVATMARTmETmWMS

ke L1y
\ W o :}‘. e
M | IB
Ll
@ ! k) A LLLA o

Point-to-Multipoint a

=
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SUPPORTED
ARCHITECTURES

Mobility(Fluidity): MOBI, FIBER, ENDO, IW e e

$ MIXED

"{" FLUIDITY,

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 556



Fluidity Layer 2: typical network topology

o e
CURWB Mesh End

Primary

. " RADIO .. RADIO . RADIO

H I e e e e e AR @
-« Connectivity in motion; a ,f == =a R ™
D A e GNEE ME. =
 Low latency a A
. g AR
Zero loss 00
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Access Network

Access Layer bl bl W
Radios lll ° RADIO M jill: ~ raDIO

« Connectivity in motion

”i\uwu‘

; B
- Low latency A (P

e /Zero loss
« Scalability

cisco W/
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Fixed Infrastructure: Fluidity Coverage

TOP/BEST RSSI envelope Represents area where handoff to a

RSSt

AP1

Point where
handoff occurs

Dynamic Handoff Decision

A= 6d B (Handoff hysteresis threshol e

new AP is performed according to
the Delta Low and Hi configuration.
Radio on the vehicle detects an
increase in RSSI from AP2, where it
: AP2 negotiates a connection with AP2
) before breaking the current

connection with AP1 (Make-Before-
Break Algorithm).

Radios always operate on the top line (RSSI Envelope),
handing over to the next available AP as soon as the
RSSI level is better than a desianated delta value

o 10.10.112.12.

3 WAy L o NP .,"',_,._
o : o
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Catalyst IW6300 Heavy Duty Series Access Points

Hazloc certified: Class [, Division
2/Zone 2

Simpler deployment with light and more
compact design

‘ 802.11AC Wave 2

@ loT module for enhanced capability

Cisco®
Catalyst®
IW6300

Heavy Duty

’ Cisco® Digital Network Architecture
(Cisco DNA) ready

Extend Intent-Based Networking to Hazardous Environment



Enabling partners to provide enhanced capabilities for their customers

0 Cisco Catalyst IW6300 loT Partner module

Go further in your digital transformation. Connect to Wireless HART, ISA100 and more.

» Future-proof your deployments

* Industrial loT multi-lingual access
brings loT devices together

Easy-to-install
Expansion modules » Extend value to hazardous locations

‘ Bluetooth ‘

Low-Energy* Zigbee™

WirelessHART | 1SA100 | GPS*

“potentia

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Qutdoor and Industrial Access Points Comparison

Parameter

IW-6300H

IW9167E

9124AXE

Wi-Fi standards

Wi-Fi 5

Wi-Fi 6/6E

Wi-Fi 6

2.4 GHz (4x4:4SS) + 5 GHz (4x4:4SS) +

2.4 GHz (4x4:4SS) + 5 GHz (4x4:4SS) o

Radio type 2.4 GHz (2x2:2SS) + 5 GHz (2x2:2SS) ] 2.4 GHz (2x2:2SS) + 5 GHz (2x2:2SS) +
5/6GHz (4x4:4SS) 5GHz (2x25S)

Max Combined Data Rate 867 Mbps 7.8 Gbps 2.5 Gbps

Max Tx power Up to 27 dBm Up to 30 dBm Up to 29 dBm

RF ports

x4 N-type female

x8 N-type female

x6 N-type female

Other radios

WirelessHart/ISA100 with loT module

Built-in GNSS, loT radio

|oT radio

Network interface(s)
(PD - Powered Device
PSE - Power Sourcing Equipment)

x1 GE SFP
x1 GE PD port
x2 GE PSE ports

X1 5G mGig PD port
x1 SFP/SFP+ port
M12 as optional accessories

x1 2.5G mGig PD port
x1 SFP port
x1 GE PSE ports

Power Options AC/DC/PoE DC/PoE DC/PoE
PoE output 802.3at (30 Watts) None 802.3af (15.4 Watts)
Industrial certification Explosion-proof (IECEx, ATEX, UL) Rail N/A

Dimensions (W x H x D) 9.7”x 11" x5.6” 11.3"x 105" x 2.8" 10.2” x 9.2"x 3.2”
Weight (Ibs) 13.7 9.9 7
Operating temperature range’ -50to +75°C -50to +75°C -40 to +65°C

cisco W/

TECIOT-2584

TWithout solar loading and still air

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Introducing Cisco’s new

Industrial Router
portfolio

Impacting downtime, efficiencies
and productivity

v Flexible
V Secure

V Scalable




Industrial Router - Complete Portfolio

Secured and optimized for every use case

Demanding, mission critical deployments

ATMs, low voltage substations, Remote monitoring,
roadside traffic cabinets streetlights, utility meters, intersections

Fleet, first-responders, pipelines
5,@

Catalyst
IR1800

—ad
Catalyst 5G
IR8300

cisco M. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst IRT101 Rugged Series Router

‘ —— FIRSTNET. \
w— Built with ATET

Rugged Secure Modular
. Ol =
FirstNet’ G
»/ Sk 56
« P-LTE-MNA Module: FirstNet Band 14
« P-5GS6-GL: 5G NSA
— Deploy at scale with ° @ @
- | loT Operations
— FirstNet SIM today! Edge Compute Dashboard Control Center

SIM

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Cisco IR1101

A unified platform, future-proofed for 5G

Module

P-LTE-US (AT&T)
LTE, Band 2, 4, 5 and 12
UMTS, Band 2, 4 and 5

LTE

Categor

CAT4

Modular Public/Private UES

HON)

16.10.1

New
P-LTE-MNA
Band14(FirstNet)

P-LTE-VZ (Verizon)
LTE, Band 4 and 13

CAT4

16.10.1

P-LTE-GB (Europe)

LTE, Band 1, 3, 7, 8, 20 and 28
UMTS, Band 1 and 8

2@G, 900 and 1800 MHz

CAT4

16.10.1

P-LTE-MNA(Multicarrier-US)
LTE Band 2,4,5,12,13, 14(FirstNet), 17,and 66
UMTS:Band 2,4,and 5

CAT4

17.1.7

P-LTE-EA(Multicarrier-North America ,Europe)
LTE: Band 1-5, 7, 12, 13, 20, 25, 26, 29, 30, and 41

CAT6

16.11.1

Mh‘@%ﬂb%

P-LTEA-LA(APJC, LATAM)
LTE: Band 1, 3,5, 7,8, 18, 19, 21, 28, 38, 39, 40,
and 41

CAT6

16.11.1

CISCOW

TECIOT-2584
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Cellular Pluggable Interface Modules for Industrial
Routers

Cellular Interface Modules

= FRsTIET = ERSTET | = rRsTe
0
: ¥
IR1101 IR1821, IR1831, IR1833, IR1835 IR8100 IR8300

cisco W— TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Carrier

Modules LTE Version Aggregation
\/\/ h . C . A . f? P-LTE-US LTE -
at Is Carrier ggregahon. :
P-LTE-GB LTE -
P-LTE-MNA LTE -
((( ))) P-LTE-EA LTE Advanced v
P-LTEAP18-GL LTE Advanced Pro v
Second LTE radio channel is idle when P-5GS6-GL ;EzggvaNﬂScsd Pro v
LTE Network device received on the other channel

* P-LTEAP18-GL can achieve 1.17 Gbps with
((( ))) ‘ 3cc carrier aggregation, 20 MHz channel and
4X4 MIMO under ideal channel conditions.
P P-LTEAP18-GL band combinations for 2cc,
3cc, 4cc, and 5cc differ based on active
Firmware

LTE Advanced Network _ i, _ . .
Both LTE radio channel are utilized, displayed under “show cellular 0/x/0 radio details”

(<A>>) 5»3 .,

5G NSA Network Both LTE and 5G NSA radio channel areutilized,
displayed under “show cellular 0/x/0 radio details”

cisco W— TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67




What is Cellular Downlink MIMO?

dp (Y

IR829

» SP base station transmits (downlink) on 4 antennas from the cell tower
+ Cisco IR series receive on 2 antennas, hence 4 x 2 MIMO,

(or 2 x 2 MIMO if the service provider uses older infrastructure)

» Cisco IR series transmits (uplink) on a single antenna, not MIMO

SISO: Single Input Single Output - single antenna that is only 1 input/output

IR807

* Antenna’s type such as LTE-ANTM-D or ANT-4G-OMNI-OUT-N
MIMO: Multiple Input Multiple Output - multiple antennas are needed for MIMO, such as IR Series with Main/Div antennas
«  Cisco IR with 2 x LTE-ANTM-D or ANT-4G-OMNI-OUT-N on IR series * SISO uplink (Main antenna)

« MIMO (4x2 or 2x2) downlink

* (Cisco IR829 with ANT-3-4G2G1-0 or ANT-2-4G2-0 or ANT-5-4G2WL2G1-0O
that incorporates multiple antenna elements inside under a single radome

cisco M— TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



sy P-5GS6-GL ¥ 3-5 Gbps

5G New Radio (NR) - The Highlights “#&% e ssoome

Expanded Spectrum: RAN Decomposition: Multiband connectivity
NR new bands Towards VRAN

-
((o)) cOm,m @ (| coer2
&8 [ o ) B

DataPipe

= ﬁ
(@) uaa(' -
CA&DC

options
R Protocol

N A

AVAVAAVITITIIT

Advanced Radio Techniques DSS & Flexible

o =
M \v =-= .

D Dynamic Spectrum Sharing (share
spectrum 4G & 5G)

5G Bandwidth parts optimized for
different service types / slices

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Cisco WAN Portfolio For Flexible Connectivity

LTE
~Advanced=—
Pro

7 LTE N\ 7 LTE Advanced =

\ J \,

C8K/ISRAK/ISRTK Network Modules @ A,
: . ng
; P 7 Targeting ' @ ‘k }

Cellular Gateways

3Q, CY21

g 5G/mmWay
) Meraki MG41 4G/Cat18 5G/Sub-6
4G/Cat18 (PIM)  5G/sub-6 (PIM) (56 target 22) e

Differentiators in Cellular IP Passthrough with Failure Recovery mGig Out-Of-Band
Gateways only single PDN with Dying Gasp Support Management




LoRaWAN PIM

- LoRaWAN Pluggable Interface Module for IR1101

e Base and extension module
* Other IR support in future, i.e. IR1800

2 SKUs
+ P-LPWA-900 for US915, AS923 and AU915
+ P-LPWA-800 for EU863, RU864 and IND865

Based on Semtech SX1303
« LoRaWAN Class A, B and C support
8 channels

IOS-XE 17.10 support - LoRa Forwarder as a
container application

« Actility Thingpark LRR
« Semtech Basic Station (Common Packet Forwarder (CPF))

Antennas: LoRaWAN and GNSS

cisco W. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Water Quality Leak Monitoring

IR - Cisco Edge Intelligence ®

Pulling in IO/SCADA for monitprag

Cisco
Edge Intelligence

Cisco IR1101

M TTTTTTITIT

Leak Detected

Pressure-

Hydrophone

Turbidity 4 ) Sensor

Sensor Pressure-

Chlorine Sensor Hydrophone
Sensor

Use Case « MQTT, UPCAA

Water Distribution » Water quality monitoring
» Real-time water leakage detection

© 2021 Cisco Partner Confidential. All rights reserved



Transportation Use Case
Public Cellular w/Passenger WiFi + CURWB (optional)

Cisco Cloud Enterprise
Data Center

Gateway & SIM
Management o e & Public Cloud

(1]

@ RIE00 Average
Customer
@ @ @ ‘ e e Payback

payment  Signage Wi

System & Video OBD-lI Vi Voice

(appliance)

“Cisco was furthest along with respect to a true end-end

solution for our smart bus program”
—customer

Challenge

. Need to deploy more passenger

services, faster.

. 1,000s of assets, multiple gateways,

disjointed systems, weak
cybersecurity.

. Difficult for mechanics to deploy and

operate.

Solution

. Secure gateway with native edge

compute.

. Mechanic-friendly gateway and SIM

management.

QOutcomes

Simple transit operations, zero-touch.

Scalable & secure infrastructure for
consolidated communications.

Flexible edge compute for native
support of application services.



Cisco Private 5G Architecture

Public/Private Cloud
Enterprise Premises
4G/5G 4G/5G Network and Device
Radio Dedicated Radio Private Core Converged Core Constant Upgrades & Management
clean spectrum - enterprise Enhancements
private or shared enforced policies SaaS model enables
and SLAs rapid launch of new
m services
A ". A dedicated mobile
broadband network connects
. the enterprise’s most valuable Simplified Management UX/API
. : Integration to enterprise WLAN
Enterprise assets: peopl_e, maChmeS and for common visibility and
endpoints applications. Edge Apps Cloud Apps control across all connected

assets.
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US Private Spectrum (typ.) - CBRS Band 48
(3.5GHz)

1) Incumbents:

Existing users (e.g. US Naval Radar, DoD
personnel) get permanent priority as well as
site-specific protection for registered sites.

2) Priority Access Licenses (PAL): Auction ~ June
2020
Organizations license up to four (10MHz) PALs in a

iﬁf;;;“m limited geographic area (county) for three years.
System (SAS) Only the lower 100 MHz of the CBRS band will be

auctioned off; with a max of seven concurrent 10
MHz PALs allocated within the same region.

General
Authorized
Access

1
1
1
1
I
1
1
-

3) General Authorized Access (GAA):
The rest of the spectrum will be open to
GAA use and coexistence issues will be

Figure 1. The Three-Tiered Spectrum Access System (SAS) d”etermined by SAS providers for spectrum
allocation.

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 75



Locally Shared Licensed Band - U.S. CBRS
Example

. Navy Radar Incumbents are protected
A' T Tier 1 Fixed Satellite Stations RX from interference from
— (Ncumbents PAL and GAA

Wireless SP

PAL has priority over GAA,
licensed via auction, 10 MHz
blocks, up to 7 licenses

Tier 2
m Priority Access

Licenses (PAL)

Tier 3
. General Authorized
Access (GAA)

GAA can use any
spectrum not used, yields
to PAL and incumbents.

3550 3600 MHz 3650 3700

» Citizens Broadband Radio Service (CBRS) is a 150 MHz of the 3.5 GHz band (3550 MHz to 3700 MHz or band
48) in the U.S. - Management done through Spectrum Access System (SAS).
* CBRS alliance https://www.cbrsalliance.org/ and OnGo certification
« Class A (up to TW) indoor and outdoor (antenna 6m high) and Class B (up to 50W) outdoor eNodeB

» ETSI has similar proposal on 2,300 MHz - 2,400 MHz, but not yet endorsed by countries who may open different
bands

» EU Bands n77 and n78 (3.4-4.2GHz Range), France b28 opened recently

cisco M— TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 76


https://www.cbrsalliance.org/

CBRS SAS (Spectrum Access Server) - Sync and Sensing

Citizens !
Broadband :
Radio Service :
Domain x |

Spectrum
Access
System

=l
) Citizens ;
nforming Broadband |
ncumbent . L
Radio Service |

atabase

Domain A :

Spectrum
Access

Proxy
System '

c Domain

Environme-
ntal Sensing

Capability
Citizens

i A ()
§5ensor (( )) Broadband
Network Radio Device

The Citizens Broadband Radio Service (CBRS) Control Architecture

((‘ ))) Citizens

Broadband
Radio Device

» Typical sync interval is 4 minutes between the RAN and SAS network
» Internet or network delays may cause service disruptions
» Cannot operate on a closed off Private LAN, and must be connected to the SaaS services via the Internet
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Private Cellular = Architecture Components

Internet connected
SaaS and Mgmt Services

oY o¥=1 171 =
RAN Local \ Remote Data Center
gNodeBs Aggregated Core SGCNFLCM G RBAC
°‘,"";""“““ Deploy Autom.
C t UCS220-I\/I5 Monitor Ops GW APIGW
ustomer (Cold/Warm Standby x 2)
TOR Switch \ &
Access Switch ° g
= [ comoices |
RBAC Portals Catalogue
Invoicing SLAs UELCM
cf"s‘::w"" NFUI AUSF
TOR Switch 91@ UDMHHSS UDR CHF
IF’sec

Partner Cloud Services

— 40GE . RAN Management
ey oc
——  10GE
Enterprise
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Private Cellular — Architecture Components

Cisco Control Center Subscription On-premise Cisco Components Radio Partners (RAN) Sndlean Batlninad
1. Monthly Radio Fee « Cisco UCS Server Airspan m inseego
2. Monthly Client Fee 4 |+ Identity Services + +
> Ql“'lEBRA cradlepoint
« Umbrella and Thousand Eyes J MK
WIRELESS W
Cisco Control Center
UX & API interface, Cisco Cloud
hosted core NF
L |
Cisco Packet Core Server Radio
i
SecureX
m Managed Services Partner Managed Services

Cloud Management Instantiation

SIM onboarding

Solution Activation

Cisco Core Components
Tierl/2/3 support
Performance KPI analysis
5G Core Optimizations

Enterprise Network Management
RAN Components Management
Tier1/2/3 support
Performance KPI analysis
Ongoing Management
RMA support
RAN Optimization
Spectrum Management

SIM management
cisco Lg/&/

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



Private Cellular — Architecture Components

Airspan / IMA

RAN Partner Services

Customer (@\,

Support solution
Integration
(RAN, Core, Cloud)

Cloud Management
Instantiation

SIM onboarding
Solution Activation

For Cisco Core
Components

+ Tier 1/2/3 support

» Performance KPI
analysis

+ Ongoing Management
* RMA support
* 5G Core Optimization

Support Pre-launch
solution Validation

For RAN Components
« Tier 1/2/3 support

* Performance KPI
analysis

*» Ongoing Management
* RMA support
* RAN Optimization

Site Preparation

Order Solution
components

Organize Spectrum
SIM management
Staging

Creating of customer
profiles

Core & RAN Installation
Core NF configuration
Pre-launch Solution
validation

SLA Management

24x7 Helpdesk, 2nd & 3rd
Level, triage &
coordination

RMA Management
Solution Optimization

Application & Device
Integration

Customer Care & Service
Spectrum application

End Customer Service
Portal

24x7 Helpdesk 1st level
Support

Transport Network
Managed Service

Spectrum application
(Support)

SIM Installation in UE
UE validation (optional)

Self-service
management of UEs

cisco Lz/&/
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Cisco Private 5G Offer - Architecture

Cisco Control

Cisco
< Center Operations
T ~ N UX & APl interface, Cisco
=2 Cloud hosted core NF

Enterprise -

IT Admin -

/;AN Operations
On Cloud M M E (MSP Partner)

On Enterprise

Prem )) (( d
b \ GPS
ol Indoor ) antenna
eNB/gNB
. :
RAN
| switch

Catalyst 9000
TOR Switch

\ 4

Enterprise
‘1 ))) ((( Ul Applications
: L UCS220
Devices Qutdoor On Premise Core Servers
Customer eNB/gNB “Edge Appliance”
Provided (UPF/MME/SMF/AMF)
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What is LoRaWAN? - Long Range WAN

A disruptive wireless technology for low data rate secure communication

000C¢

RF unlicensed Long Distance Low Low Power
spectrum Connectivity Data Rate Solution
(900MHZz) (15+ km) (kbps) (Battery)
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LoRaWAN End-to-End Architecture

\
IXM Gateways
o | y “
LoRaWAN Network Server(s) T

i
Q AN~ ' - p
Geo-location solver .~ Measure Data

Pressure Flow Rate Power

3 L Bl o
AS.}; @ | W E‘ E

{ ’Jb ) ‘;"/( . 5 . Pulse Input Humidity ~ Temperature
' ' - LoRaWAN™

Devices
Certification by

LoRa Alliance
o J

App Data Radio PHY LoRaWAN™ MAC Tunnel IP Transport App Data

MAC Layer encryption (NwkSKey)

Track

App Layer encryption (AppSKey)
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LoRaWAN Adaptive Data Rate (ADR)

14km 2km 2km 14km
Spreading SF12 SF11 SF10 SF9 SF8  SF7
Factor
. 5496bps
ot Time in Air

ms 3125bps

1758bps

977b)

Bitrate 293bps

30ms

- ADR maximises battery life overall & network capacity

- ADR manages the data rate and RF output for each device

cisco W. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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LoRaWAN - ADR, Better design, better battery life

Spreading Factor  Data Rate (bit/s) Time on Air (ms)  Maximum Payload End-device
Size sensitivity (dBm)
SF12 250 1400 59 bytes 137
SF11 440 740 59 bytes -135
SF10 980 370 59 bytes -133
SF9 1760 200 123 bytes -130
SE8 3125 100 250 bytes =127
SE7 5470 28 250 bytes -124

EU 863-8/0MHz Frequency band, 125kHz channels
US915 Frequency band, @125kHz channels Upstream

cisco Lu/&/
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IXM Accessories

- Most minimal configuration (perfect for lab or internal use):
- IXM powered via PoE+ or injector (AC-to-DC injector: AIR-PWRINJG)
- One 1.5dBi ANT-WPAN-OD-0OUT-N, directly connected to IXM
- Optionally, add a second antenna for Rx Diversity; not likely to see
much improvement for indoor environments.
- Connection to GPS antenna is optional

« QOutdoor configuration:
- IXM powered via PoE+ or injector (rugged DC-to-DC injector: PWR-
INJDC-30)
- One 5dBi ANT-LPWA-DB-0-N-5, connected to IXM via cable (AIR-
CABO10LL-N); this antenna cannot be directly connected to the IXM.
- Optionally, add a second antenna/cable for Rx Diversity
- Connection to GPS antenna is optional
- For more permanent installation (ie. on a rooftop), consider
lightning/surge protection equipment.
- PokE surge protector: ACC-SP-POE-GE
- Antenna lightning arrestor: ACC-LA-H-NM-NF
- GPS lightning arrestor: ANT-GPS-OUT-TNC ,—'

« When only a single antenna is used, make sure to connect it BNT-LPWA-DB-0-N-5 ANT-WPAN-OD-OUT-N
antenna port #1 (labelled on the top of the IXM).
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An all-in-one industrial sensor solution

Industrial Asset Vision helps operations teams address digital blind-spots and improve

preventative maintenance

Cisco industrial sensors

. N
i
/‘ ¥ ]
2 L
= W .

. NEW! <

= NEW! Industrial Sensor Bridge
Connects to any third party sensor with analog or Digital

output (4-20mA, 0-10V DC)

= NEW! Industrial Vibration Sensor
Machine health condition monitoring

Cloud-based dashboard &

Cisco IXM Gateway mobile app
(LoRaWAN)

L ]
v
* ) * ) e P
A y
]

Affordable connectivity over
large areas

Deep signal penetration

Low power consumption

Connectivity to high device

densities
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 87
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Industrial Asset Vision sells Gateway and Sensors

Cisco sensors plus 3" party sensors via Cisco Industrial Sensor Bridge

Cisco LoRaWAN gateways

3 party sensors
LoRaWAN @

Temp/Humidity Water Location Ingress/Egress  Occupancy

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



loT Operations
Dashboard

Cisco
LoRaWAN
P » Gateway
o
\
\
\
\
\
\
\
\
\

Asset
Tracking
Sensor

Door
and Motion
Sensors

Occupancy
Sensor

Remote Facility Monitoring

Industrial sites and remote facilities

Key Problems To Be Solved
Distributed locations that are unmanned or don’t
have right skillset to fix problems

« Theft or equipment loss

« Unnecessary site visits, problems are often
unknown until arrival

Solution
* |oT Operations Dashboard
» |Industrial Asset Vision + Sensors

Business Outcomes

» Optimized service calls and work

* Improved efficiencies and safety with visibility
across site, equipment and workers

* Lower costs

* Higher uptime
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Cisco Industrial Sensor Bridge

What Can be Connected to It? LoRaWAN
Gateway

AV
(in cloud)

Wireless
- 3 *
S . ﬁ (LoRaWAN) ‘
|
Q’ Pushbutton w— Air Quality
& J-a- Level
L
-2 - Battery life: 2 years (1 update per hour)
P66
Flow % & Operating temp: -40 - 75C
1) o
Soil moisture Precipitation
A~
Pressure ‘,(
:‘««
E ) Cisco Industrial N ’//f
: Sensor Bridge 1 digital output '
- relay control Sprinkler S PSR
Current Wind speed Wind Direction "/ (relay ) prinkler System Indication Light

4 analog inputs
examples 2 digital inputs
(4-20mA, 0-10V, 1-5V,
contact closure, etc)

_ PID: AV400-BRI-EU/US; list price: 1388$
CISCOW_/ _ . e o0
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0T Operations Dashboard

A cloud platform of OT services to connect, maintain and secure industrial assets and gain insights

loT Operations Dashboard

Deploy and monitor
industrial networks
* Routers

» Wireless backhaul
(URWB)

* LoRaWAN

ol e o

Industrial routing Wireless backhaul LoRaWAN
__ L)
= =
= o : I
Roadway ‘ Transportation ‘ Solar panels ‘ EV chargers ‘ Connected ‘ Wind farms ‘ Connected
intersections signage machines
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Cisco Industrial Wireless Backhaul

Industrial Wireless in loT Operations Dashboard
Centralized configuration, deployment, provisioning, and monitoring of IW URWB devices

'cll'sélo' loT Operations Dashboard _

N

tJ Edge Device Manager
» Onboard, configure and deploy IW devices for wireless backhaul

’ = Industrial Wireless ‘ * Inventory check and control

» Template configuration

CERERNED « IW Monitor capability to troubleshoot the network

Secure Eq . A
Access

: » Centralized Management

loT Operations

Dashboard

Edge Intell * Firmware Update

» Zero-Touch Provisioning

-3- Cyber Vis
i h

a8 x

“ll
Y«(M " IEC6400 Edge
IW9167E I \W9165E IW9165D B Compute Appliance
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Spring 2023: IW Service

Easy Management of the Cisco IW916/7EH

Cisco IW9167EH

. Note: IW Service supporting IW9167EH

E ‘mmm " CURWB mode only

— On vehicles, sites, cabinets, sub-stations, ...
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Management/Monitoring: RACER, FM-MONITOR,

FM-QUADRO

RACER: Provisioning/Configuration

(=] < o] MANAGEMENT a3 GENERAL = WIRELESS RADIO %, ADVANCED RADIO SETTINGS @ ETHERNET SETTINGS &= MULTICAST ®
Configure +
Devices Mesh ID - Serial Number Mode Local IP Address Local Netmask Default Gateway Download
selected
x = 5.014¢ Mesh Point 10.0.248.33 255.255.2585.224 10.0.248.62
° % = 5.014¢ Mesh Point 10.0.248.242 255.255.255.224 10.0.248.254

FM-Monitor: Monitoring/Key Performance Indicators (Live and

NS TOEN ) h
arie Sebbwerd  Teberw
Real-time menitering

100%

FM-OUJIADRO" Visualization

Lawm =] o—=-0 0908
=
2 .
=3 : == ]
y 4
A
= < L.
, £
i

TECIOT-2584
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Management/Monitoring: RACER, FM-MONITOR,
FM-QUADRO

soe
Throughput
. C O o 0
Deshboart  View nghe 301 i i vaes
L Deioa) Time 4 SAALAT — A
saaLm W ‘ ' boow w1071 3008 | eren wie e | em M e b
e 0 ones e e
O nox® . - . I o
wones w0 "o o v neoe
RSSI
LER /PER
» 0
. . L
— oaLT P, woner . ran . ran
e Asie
. LoaLr 1380 .
> AL PEP one
p— so4Lm P ase
. ¢
* O ot - Dy
Y ' Town0) L0412 15sem Save 00 .m0 necse e 9000 a0 » e
»enoe P oo
MCS: 172 30 gamwne MCS: %1 L0 paamine
" "
S0ALE M . F ssam L 504102 » . M soun
- .
T I— wes T Ie— wes ™ [
aan | 3 34 v a1 L0 88 5% | S PR, “iseeo
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Cisco

RWB Monitor: Fluidity Connectivity Summary

% | ¥ FMC Access
ttp//10.1.3
= MONITOR ] X
Dssrtoars  Tatio View

P " Ge¢ 5 JES e DA OGS omD

x Uitra-Reabs

Data Anaiyss

"G e

CC e

o

x sRetable X &t Cisco Unviled CM x | [l Fox News - Break X | @ CscoUnfiedCTxAc X | 4

144 PM

.&/

TECIOT-2584
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Gathering Fluidity Wireless KPIs

w/GPS + Fluidstats

‘anwe Fluidity Statistics

e : .!_' Q
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o L . . a

90 F 90

6 %
Z et 80
= asf a5
= sk a0

15 / 15

o 07:00-32 07:00:34 0700:36 07:00:38 07:00:40 o

Theoughput, Eralapa and Hoadof! far 17224 1
2017.06-20 182002 264000
Time (3}

2 250 peap
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a

Dota Source: 19216805

3 g
Handatt z ‘ ‘§
BOMTINE = §0.80103 g "
Time: 8596 ms oK 0
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I L2 ] a2 »
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i o (21 El
. Lo er LETINE m e

-~ Wiralass KPis.

Loss Ratie: 0%

e e Post-Processed Outputs

Clock skew:

) b3 R 1 b
-~ T - Uplink .~ RX - Deenlink 3 : <
2 ¥ 26
028 Wmos SHI26 Hbps : ;
0 Migs 00 Migs e SO
MCS 13 HTA0 551 MCS 12 HT40 51 v
-~ GPS bnfocrmation
Speed:
DHstance

Live PCAP Captures w/GPS

cisco Lz//&/

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 98



Wireless Site e .
Surveys: Tips ?
and Tricks ‘

cisco M/



Near Line of Sight (nLoS) Technology

- Low-Band technology (typ. <1GHz) can operate in an

nLOS

- Even though it can operate in nLoS, the performance is

typically much worse than LoS

- Lower data-rates and RSSI, but still acceptable for certain

use-cases

- LoRaWAN and Low-Band 4G/5G, with low throughput
requirements and high latency tolerance

- SCADA and Voice traffic (low-throughput connectivity)
- LoRaWAN, communicates with battery powered sensors

cisco Lz/&/

TECIOT-2584

¥ LINK SUMMARY o=
LINE OF SIGHT I FRESMNEL OB5TR I
RAIN RELIABILITY (.0 LINK DISTANCE
SNR &= B SNR *

400

L
(=1
(=]

the

Altitude (m)

[a*]
[=]
[=]

Distance {km)
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Line of Sight (LoS) Technology

Most high-performance wireless technology is typically a LoS technoloav. . . . .

What this means is that we need visual and radio (i.e. Fresnel Zone) L

L[

Similarly to designing with CCTV cameras and LED signage

Place wireless devices in locations that maintain LoS one end to the other

Maintain a clear Fresnel Zone around the LoS path
« This will ensure maximum RF transmission and reception

- Reduces/eliminates multipath reflections, shadowing, and fading if clear

/ Distance
cisco &_ TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 101



Site Survey Best Practices -
CURWB/WiFi/LoRaWAN/p5G

- Desktop Survey
- Google Earth design and plots
- Pins and Lines
- Street views to see assets and obstructions
- CloudRF simulations
- Emulate RF coverage at certain Tx/Rx radio heights
- Overlays with Google Earth
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Line of Sight (LoS) and Fresnel Zone - Above
Ground Level (AGL)

- Example LoS coverage from a tall tower (30, 90, 150ft) and 20ft Receiver

',rr"-'-—'

30ft AGL  90ftAGL 150ft AGL
~35% Coverage ~65% Coverage ~85% Coverage

Cloud-RF™
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Decomposing the Link Budget Equation

Ppx = Prx + Grx — Lrx — Lps — $§ + Grx — Lrx

|
' . L . where:
SHOE Prx =received power (dBm)
, W W Pryx = transmitter output power (dBm)
" Grx = transmitter antenna gain (dBi)

“-,~ \\ Lrx = transmitter losses (coax, connectors...) (dB)
L g = path loss, usually free space loss (dB)

Lrx = receiver losses (coax, connectors...) (dB)
rm— Prx = Prx + Grx — Lyx — Lgg x-i- Grx — Lrx

L)

FSPL = 201og,(d) + 20log;o(f) + 32.44

5

<1GHz 6GHz 24GHz 100GHz

RSSI (dBm)

+

Low Band | Mid Band High Band (e.g. mmWave) |

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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- ‘ ‘ ‘ G rx = receiver antenna gain (dBi)
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Site Survey Best Practices - Cellular

- Desktop Survey
- Understand data and voice coverage from all carriers
- Overlay with location of proposed opportunity
- Determines quality of services from “public” carriers

- Up to date maps available
, . % 4G LTE Coverage as of May 15, 2021 (AT&T Mobility, T-Mobile, UScellular, Verizon)
° F C C S V\/ e b S | te Voice: 90% cell edge probability, 50% cell loading factor, maximum resolution of 100 meters. Data: 5/1 Mbps, 90% cell edge probability, 50% cell loading factor, maximum resolution of 100 meters.

anco
&TMobility LTEData =+ Verizon LT E
n Seatte Data
N obilit
Ottawa
Mooy ed
ots v ile LTE
"C JDe oW Y ek CPQ
‘a bile LTE
g UNITED "o o nlm‘l i ‘
STATES Sthouls Washington UScellular LTE Data
jan Frantisc . .
¥t
......
A Jes Norti » Mlul
Angefes
Log Ange! Atonta
Dallas S ’ Ve ED.
Heuston LTE

cisco Lz/&/ TECIOT-2584
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Site Survey Best Practices -
CURWB/WIF

- Field Survey - Active RF Survey

- Validate desktop survey, and red-line/modify as needed
- Testing Gear
- Analyses real signal
« Perform spectrum analysis
- PoE Batteries
- Radios
- Temporary stands

cisco Lu/&/
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Site Survey Best Practices - CURWB/WiFi

- Field Survey - Passive RF Survey

- Spectrum Analyzers
- HW tuned and sensed to operating frequencies

- Different models (typ) between cellular and unlicensed
bands

- Passively scan and display known RF energy in a
particular spectrum

Ekahau Sidekick Anritsu Site Master
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Spectrum Scan: 4.9-5.9GHz (Unlicensed

License Free

DFS Plug-In Required from Fluidmesh Tech Support

License Free

U-NII-2 (DFS)
Spectrum

Spectrum
U-NII-1 U-NII-2A (DFS) U-NII-2C (DFS) U-NII-3
5.180-5.240 5.250-5.320 5.500-5.720 5.745-5.825

Specirum Graph

E
:
5
s

5350 5400

Frequency (MHz)

Start Frequency (MHz) = Stop Frequency (MHz) Commands

4920 5825 Default Start

cisco W/

Spectrum Graph

;
]

™ s

Frequency (MHz)

Start Frequency (MHz) ~ Stop Frequency (MHz) Commands
4920 5825 Oetaunt Start
TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Site Survey Best Practices - LoRaWAN

- Field Survey - Active RF Survey
- LoRaWAN signal tester
- Tests signal reach from IXM Gateway
- Validates desktop survey, post-installation

1 LoRa° Alliance
‘ s
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Site Survey Best Practices

- Field Survey - General/Physical Surveys
. Binoculars
- Camera
- Drones

b Nk

Portable Drone + 4K Camera

» QGreat for onsite surveys

» Can reach~300ft high

Altitude Sensor

« Measure Above Ground Level (AGL)

Validates RF Line of Sight (LoS)

* Quick validation for Digital Divide,
local municipality, and utility use-
cases
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Line of Sight (LoS) and Height

-‘ _ 00t AGL




Line of Sight (LoS) and Height

o P

100ft AGL
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Design within EIRP limits and antenna specs
Understanding H/V beamwidths, gains, directivity

« Within EIRP limitations, clear radio LoS, now we select the proper antenna type
*  PtP and PtMP radios installed within vertical and horizontal beamwidths
*  PtP = more directive antennas (i.e. higher dB gain), which results in a narrower beamwidth
*  PtMP = semi-directive, sector, or omni-directional beamwidths, with lower gains (typically)
*  With Fluidity, understand the desired coverage areas, and vehicle’s range of motion
*  Vertical and horizontal beamwidths vary drastically, depending on the antenna selected

* Simple geometric measurements or on-site antenna surveys/alignments will find antenna’s sweet spot
¢ Antenna Boresight is the highest gained area on the antenna
e  Typically the mid-point of the vertical and horizontal beamwidth

¢ Antenna sweet spot is the range around the -3dB beamwidth, which is indicated as blue/dotted-blue circles below

SECTOR-like antennas

DISH-like antennas OMNI-like antennas

e « st B - o -39
,/V/ \\"\ /'/ i ¥ 1
oy ; N AN ’ . w2 /
4 s § fof ~ % | | [ A ' ; |
(" ‘-.! ."-;—Q > ik X ( P L ’ = = e | | .h i e o i ind
'\‘-\ ‘ ‘ 2 \\ 7 ‘ / 420" S o 20\ » / 183%S "o
X / :“‘«. ,w”\( 22K . ', o e R 4 | =

T

- -

180°

HORIZONTAL BEAMWIDTH H-Plane V-Plane

L‘V / VERTICAL BEAMWIDTH
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Extending LAN, CCTV security, VoIP, and WiFi
reach

* LAN, SD-WAN extensions

* Video surveillance

» Access control

» Wi-Fi connection for Point-of-sale

* Temporary data Access Point

» Audio Broadcasting
* VoIP
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WiFi Bridge
to CURWB

Rooftop PtPs (1-5 miles)

BRIDGE FMQuadro™

Bridge Topology (Frequency: 5180 MHz, Width: 40 MHz)

Y | - Wireless Statistios
igna o dEdEm
Ground Level; Roof Level: A N e
Questionable LoS ~ _,yp ClearLoS Pacet e e o

’ Current TX Rate 218 Mb/s

’ TX Throughput 0 Mbls

’ RY Throughput 0 Mb/s

Tatal Throughput (RO + TH) 0 Mbis

T Thecughput D AMEs

R Throughput O Mb's

Tetal Throughput (RX + TX} D MBS

Link Utilization

i

O Free

O I0.15.8.2 (5.1 89.207 - Local)

10,15 5. (5.1 60.51 - Remote) 3500-ENDO

0
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Water and Wastewater Utility Connections
Extending LoRaWAN and CCTV Coverage

&

S oy Y L0

. Network Headend:
* Wastewater Treatment Plant

. FM3500ENDO PTMP
. 2x Radio (60 - 60 Mbps)
. 1x Radio (UN - 500 Mbps)
e 3x HORN-30 Antenna
FM-MONITOR-5

2x [E-3300 Switches
1x IE-3300-10G Switch (WWTP)

2x LoRaWAN IXM-LPWA-900 Gateways

o
]
/

N / /-J’é/li)‘ﬂmmg . ' A h- "o
C/ ' _‘ (8 Gocf)”gle Ea 4

.3 39°44'48.30" N 75°33:04.73=W ‘elev. 103 ft _eyealt 20543 ft

TECIOT-2584

Point-to-Multipoint

3500-ENDO + HORN

IXM + OMNI
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Hybrid Wireless Approach in connecting "main streets”

. -
4G-CBRS a
BaseStation
3500-ENDO
4G-CI?;RS ?
UE
Meraki MV
Meraki MR IR-1101
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Cellular Connectivity to |/O and SCADA
T ——— "

NEMA-4X Enclosure with IR, and I/O terminal blocks IR-1101
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Smartcity Urban Mixed (1-5 miles)

[
t 'R rh Ahd PONORESt (TE VOLO)S 1t

)l

{nl md Broadway (1x VOLO)

.ﬁ"'ﬁvr

-
s

o B ) ~
Oto. 1‘ -m‘,. K (nﬁ 843 (2% VOLO)

R 7 ]

Eres S M AN A ' Goo'gIeLEart
Street-Level Intersection Aggregatlon
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Smart city Urban Mixed (1-5 miles)

- Install radio + antenna on mid-point of cantilevered traffic poles (if possible)

- Mid-Point provides clearance from ”"RF Clutter and Obstructions” on roadway sides, including:

Trees

Buildings

Adjacent utility and traffic poles
- Provide additional height using extension pipes and proper mounting off of traffic poles a
« Linear RF Relay installations, align a Up-Traffic and Down-Traffic installations

RF Relays should be used where there is no good LoS between two end-points 3500-ENDO
Relay location should be within LoS of two end-points

Down-
Traffic
Antenna
Up-Traffic
Antenna &

Meraki MV
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. . . i ¢ Mixed )
Smartcity Urban Mixed (1-5 miles) e
ikew . . AHH ® '
« Likewise, RF Relays can be aligned perpendicularly (+/-90 degrees) B8 22"
. . . ‘ &_??‘P Lt
* Install radio + antenna at good physical vantage points on structure )+ ’
» i 3

« Can extend relay radio placement within 300ft CAT5/6 constraint from
network switch

Perpendicular
Antenna

Antenna

3500-ENDO

Meraki MV
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' ' : ‘v Y Mixed
Smartcity Urban Mixed (1-5 miles) e
,', H \ :’t o il }
* RF Relays can be aligned back-to-back (i.e. 180 degrees) B % E ek g
* Install radio + antenna at good physical vantage points on structure _; B * ’ * '3

Antennas
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Smartcity Urban Mixed (1-5 miles)

Wireless Backhaul
r [ | | ||

Network
Switch

Antennas I
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Smartcity Urban Mixed (1-5 miles)  me @

————* M . o

I Wireless Backhaul 2
Antennas

Antennas

Network
Switch

Network
Switch
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MUltl_Day Event Connectlons -Point-to-point
Extending WiFi, IPTV, CCTV, PoS, and E-TEL

4h-jil.5...-n-‘~ﬂ-4u_m

~wa U.S. Women’s Open Championshi -i""'"'m. :
! A The Olympic Club - June 3-8, wr 1

PP-Unk-A
BV
Up 10 S500Mbps

= al,lll'll
rivey CISCO

Up to 225Mby 2 e f e A s

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 129



"ULTRA-RELIABLE"...Wireless Backhaul

15+ Years in Operation (FM-3100 w/DISH)

Double-Up for
Redundancy

Eastern.Branch Bridge
P

@y

FM-DISH-29

FM-3500-ENDO

B e e 9B Great LoS Vantage Points
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BRIDGE FMGuadro™
Eridge Topclogy (Frequency: 5825 Mie, Width: 20 Wiz}

Long Distance PtP (20+ miles) o o

Tall Vertical Assets (150-200ft AGL) en

Link Error Rate | 253%

Packet Error Rate 0%
Carrent TX Rate 130 Mbis

TX Throughput 0 M5

R Throughput 0 Mis

Taital Throughgpul (RX + TH) 0 M

Ethernet Sealistics

T Threughput [

X Throughput (=]}

E S - - . . < = Total Throughput [RX + TH) 0 Mz

4 238 (5.1 88 178 . Local)
2348 (5.1.88 216 - Remote}

Imape Lasdsat | Copernsins

Google Earth

- :
Imagery Date: 42 5 18147 331010% 10113060483 slev 8613 M eye alt 40496 1t

FM-DISH-29

Good LoS

FM-3500-ENDO

cisco Lz//&/
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Bridging the Digital Divide

Meraki AP + MV . F'(\i" E?A'ZE radio Meraki AP + MV Students &
FM VOLO E S EEEEEEEEEEERER arawire to CISCO S S EEEEEEEEEEEEER FM VOLO | N | devices
school network

IE Switch IE Switch

Students &
| |
devices

Extend the private, secure school Increased bandwidth parity across
network to students’ homes the student body

Enables safe, secure distance

1 Fiber-f backhaul
OUtcomeS & beneﬂts for tr;ee(gistrreigt V\?ifh d?r%c?i(c;)rr?ssRF coverage learning for all
our CUStomerS for maximum distance

Gateway to additional opportunities

Allows students the flexibility to use any for campuses, hospitals, and
Wi-Fi device to connect and learn businesses.



Extends the school network anywhere, securely

Wireless Backhaul Industrial Switching

_ CURWB o Cisco Catalyst IE Switches Cisco and Meraki Access Points
Fiber-free backhaul across the district Ruggedized switches to connect APs in Enable Wifi in outdoor spaces.
with directional RF coverage for max outdoor spaces.
distance.
A Meraki Cisco Aironet
Cisco Fluidmesh Access Points Access Points

Cisco Catalyst
IE Switches

C_ vl D

N

W / Cisco Umbrella
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. . . [ Point-to-Multipoint n
Digital Divide - Reference Architecture a3

; - = I
?
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CCl/Digital_Divide/DD-DG1/DD-DG1.html R

? - 9

Meraki

i
czngco Remote Learning Cloud Service ???s
)

Internet

e Cisco
Umbrella

Wired LAN or
Fiber PoP

City and School Tower, Building

Network, and
Cloud Applications

FM-SECTOR90

Cisco i
FM3200 Base PtMP PtP Cisco FM3500 Endo_
Mesh End Backhaul Backhaul

\ \ IE3300
FM Wireless Relay

~
~
~

Cisco Cisco
FM3200 Base FM1200 Volo
Mesh End Mesh End o

Mesh End on 4
Buildings, Tower, /
Light Pole, and &
Utility Pole 7

IE3300

~
-

(ee00ved MR76
P Cisco P % Cisco
FM1200 Volo FM1200 Volo
Mesh Point Mesh Point

-
:_. IE3300
Mesh Point on
Utility Pole and

Light Pole at [eovee] \IR76 [eeeeve] MR76 [eeesee] [oovevel VIR76 [eeveve] MR76 [eeveee]
Neighborhood
Street Level

[eeeeee] VR76 [eeeere] MR76 [eereeel

Home Tablet Cell Laptop
hone

387261
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Digital Divide - Extending WiFi Reach
PtMP, CURWB Backhaul (Meraki WiFi AP)

cisco Lz/&/

f.‘b‘l!nl(flm JI T (1700 R D | < SS@UTYR U1 T I L2227 07 Pzl b 9P Rt g P/ T 7

Wired LAN or
Fiber cornectica

N

Fludmesh BASE

Fusomesh VOLO r I|
PIMP - Cliert Radio | f

Cisco E Switch

S SN N NN N - i )] - s ) [

Merak) Wikl
Access Pont
Caent WiFI
0 Demce
u
~
— Clent
Househald
=

i
Fluidmesh | Meraki cisco
WiFi Extension PtMP Architecture (A summesn

L an BB\ [ o)

s CeSE

s

IS

=1

e

Newoacoe /

Cisco
v (S]] )
LIRS O G Y el AV IUEE WL RS I 0 SR LV N T

TECIOT-2584

Point-to-Multipoint a

‘:::~~~"\“ PN

3
@ @
Y
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Digital Divide - Extending WiFi Reach L
PtP, CURWB Backhaul (Meraki WiFi AP)

E\“alnmw AP0, T 2 L <SS YR (O 8 LS ST el 0| AT R 26 [T e

cisco Lg/&/

FUSIONINDY WS mm G\ L L W GO e ey [ [ e ecens ) | 0N

/

.

155 FOTmeY|

Wired LAN or
Fiber connection

“Fludmesh ENDO'

PP - Radio

Cisco |E Switch

Meraki WiFi
_Access Point_

Chent WiFi
Device

— Cuent
Househoid

Fluidmesh | Meraki
WiFi Extension PtP Architecture

fr rvomam

PRt A N i A ¥ boedlRasUIBER WM T TaRE=77 M 0008l 0240l 0t an 2l 27775 | /)

*%h

cesscun A [

LS

W -

SeAN

] afan
cisco CISCO

&— \eeoocoa/ &
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Digital Divide - Extending WiFi Reach
PtMP, CURWB Backhaul (Meraki WiiP)

cisco M/ TECIOT-2584

-
Point-to-Multipoint ’

.:::-,~,~_~ "2
’ S ‘.
, 1 \\~\“ 1 ?
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Digital Divide - Extending Wiki Reach e

PtMP, CURWB Backhaul (Meraki WiFi AP) ¥ j\*x..';‘:;

ﬁ-—,.

Vd Canutlllo Elememary
:

—;_a'lﬁ i‘%ss u;f‘l Y- )
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Digital Divide

N B oAt ST ] S G| L

Wired LAN or
Fiber connection
Building, Tower, etc.

| CISCQ I: Svnch

Fluidmesh Radio
_PtMP - Master

Fluidmesh Radd
__PtMP - Client

53

Meraki WiF:
Access Point

l‘am:mr EES TG AN & bollrRAU VSR YW1 Tak2EZA MRy dfoa| o2dols

Extending WikFi Reach
|><ed CURVVB Backhaul (Meraki WiFi AP)

(e L~ il — |

YR O | <<SSAadUTY R 1A vl

Wireless Backhaul Rala‘
-No WiFi AP

| ‘No Fvundrr'esh F’1M°C'uster |

| 8-10 Chent Radio Max |
(10‘{1:05 per Cli C|Iel’“] -

" 10-12 Chent Radio Max |
__(10Mbps per Clent) |

ollllllll
C|SCO

Ill."'ll
Cisco
f rvonesn [.' ' ¢ 1

PtMP Master,3200 BASE, |
with 120°V/10°H beamwidth |

‘} \:/'

i HpaZ,

| 27

wencwcn [ jonmmncnn R\ [~

/=

\eocoons/ wos AN
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LR e A {f ot Where we don’t have
ety l{ EL_HZ_H'P o N ] 5 CURWB backhaul LoS or
A | : 3 B "»"ﬂﬁ?ﬂ’rm | S| e Fiber, we put in Cellular
L R.m,d‘w.onig.eﬁn,Ezy;ch'o-sr' Gateway with a WiFi AP
i vty Gt ;.m ;,:;j:-:o._;""g ey

40 SZ

KR

el 2 e 3
j= L S T
l { : WA 9 3 i, B3 Liss, 725 7H 9 ('
HE L By 'Hgg* 10,0 };r
5 ‘ '*% : MchIand Icnms Ccmcrn l 7“
AR ot 35
e E % = 1 g ¢
8 S ks “M(Leland ety ' — IR-1101
poimate= [ Lo/t 5 —-;a—jJ—ﬂ T
£ 28 e “"_'._51.'. S Wepmd i U O
i B O B S R L S WA TS vr ,| : i *y

Sy N ¥

17 I ]
p A .
i} Y AT
48 r
$ 8 1.
-
-
£
s
|
ot
HASEANLS S 5
1

Cisco TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 144



$ Y
EME VOLo‘(Z)Ia"

<M= wﬁ(n S ; .
i P‘VOLO (2). 2 EMIEPE) ) M- PtP(3)/ o

BASE (1) FM PP (2)

- s ., O m PtP(~1U

Tuttle Ave

E0 i va) o el

-,
EM-VOLO ()

Ave
- sk M= VOLO(fn

Clarence St

Cisco TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 145




Extending Private 4G and 5G RANs

i . . Point-to-point
Connecting new cells with wireless backhaul »‘
CELL SITE EDGE SITE MAIN BUILDING ~
!0"%)0
]! Fiber/Copper Coc—) Fiber/Copper o)

OPEN RAN GOT—| coreveeressersassrsarerrassasass SlsTes) RSOOSR SRR SO - E

F = ORAN = I B I o= —

E B RU DU (COTS) CU (COTS) 5G CORE

‘Hjl : lcm
! Unlicensed . .

E;,E ' i ‘U‘\M] ] 5/6GHz [ SITHIT
< 3.5GHz e am i
> CBRS-Band . l D

ll cm lll
AirSpan-1030 lr
- IW9167 il
AirSpot-CPES A e Sectars) Wireless Backhaul 4G-CBRS I “i’
: AirSpeed AirVelocity i
AirSpeed . 1 AirStrand l @ . IW9167-URWB
l AirSpot N

Co@a | e
B~ (B B az) e
((.)@\ |€}‘ B @ ))> ?HDD_‘ @m@
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THALES
HITACHI

Inspire the Next

BOMBARDIER
ALSTOM

@ Rockwell
Automation
Alcatel-Lucent @

Enterprise

T
CISCO.

cisco Lu/&/

BART
AZIENDA TRASPORTI MILANESI S.p.A.

St. Petersburg Metro

Y] @MTR

Brussels Metro #=

Lyon Metro

O M

Baltimore MetroMoscow Metro

Yy

DETROIT

2X= METROLINX

JTHE MNITALIA

GRUPPC: FERROYIE ELLD STATO ITALIAMNE

M METRO
V ISTANBUL

Glasgow Metro

TECIOT-2584

UNION
PACIFIC
TRANSPORTATION .

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



MAIN TRACK

Fast Roaming

High Throughput

Make before Break handoff
Ultra High-Availability

DEPOT Load Balancing
Prioritization
Multi Frequency

Auto-sensing

INTER-CAR Intercar ad-hoc bridging
Loopback protection
Association threshold

Shuffling Algorithm

NHO4LV1d INJFNIOVNVIN

S30INA3S AHIAM3A

SS300NS ¥YIWOLSNO

IHvOdiNTd

Rall Market — Why We Fit

DESCRIPTION

Vital Communications:
Communications Based Train Control
(CBTC)

PLC and Safety Controls

NETWORK REQUIREMENTS

450 Kbps to 5 Mbps

Fast Failover < 500ms

Fault tolerant (HA) and L3 support
Mobility up to 225mph/360kmh
100% redundant RF coverage

QoS ready, up to few ms of latency

Non-Vital Communications:
CCTV, Wi-Fi backhaul, PA/PIS, VolIP,
SCADA

5-500 Mbps

Variable traffic

Mobility up to 225mph/360kmh
100% RF coverage not
guaranteed/needed

QoS ready, up to few ms of latency

Depot Offloading:
Onboard CCTV NVR offloads, PA/PIS

content uploads, Advertising uploads,
Onboard system upgrades

1 to 500 Mbps

Variable traffic

Mobility less than 20mph/40kmh
100% RF coverage not
guaranteed/needed

QoS ready, up to few ms of latency

Inter-Car Connectivity:
CBTC car, Wi-Fi AP, CCTV camera,

VolIP, femptocell connectivity and
backhaul aggregation points for train-
to-ground

150 Mbps to 500 Mbps

Variable traffic

Car shuffling algorithms

Loopback prevention algorithms
QoS ready, up to few ms of latency

cisco Lz/@/

TECIOT-2584
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Broadband wireless for high-speed train/light rail

Fluidity ffr-'. a\

1500 Mbit/sec | ((( )))

@ 350 Km/h




Site Survey - Transportation - Qualifying

Who owns the track?

Size of the network
- Determines whether Layer 2 or 3 Fluidity

How are the trains being run (married pairs, 4-car

consists, or other? L 1 1 1L 1 1 1 1IN

Current onboard connectivity solution (if any)
- Good opportunity for Inter-Car Bridging WV oe gf vor g wri g ccv

Application(s) and technical requirements
- Determine criticality of the network

Fluidity™
Wireless Broadband for trains and vehicles
moving up to 225MPH/360KMH.

. Latency, throughput, available frequency, encryption
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Site Survey - Transportation (Trackside)

Main track coverage varies between projects.

Radio coverage is dependent on track curvature.

Typical radio interval spacing varies from 500 to 3,000 meters, based on performance
requirements and railway LoS.

Typically, train density is low per trackside area (in the region of one to two trains).

Track distances can span between tens and hundreds of miles.

Understand coverage requirements (related to the application, Vital or non-Vital):

. Complete coverage ((( ,)}_ ((m))

- Redundant coverage ~> =
iy
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Site Survey - Transportation - Qualifying

- Network design for T2G covers three CURWB network areas: Core, Trackside, and Vehicle.

- The Core network contains gateway devices acting as MPLS label edge routers.

- Trackside radios connect directly to a stable trackside wired network through copper or fiber and are networked or

routed back to gateway devices.

» Vehicle radios wirelessly
connect to the Trackside o
radios to enable train-to- F|Uldlty
ground communication. Core

Central Gateway

Fluidity

Trackside
Trackside Radio Spacing

Fiber

Data center
Operations Control Center
(OCC) at head end

Train Right of Way (RoW)
Train depot, yard, or
maintenance station

Tunnels & ground track

J

-

Fluidity
\Vehicle

Vehicle Radio

Wireless -

T .
g— ooooooo

S—

Locomotive
Carriage
Train

J

cisco Lz/&/ )
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Site Survey - Transportation (Trackside)

- Installation of Wayside CURWB radios have a few unique considerations

- Understand constraints, such as mounting locations and vehicle clearanc

=
2 '; B

\ -

« Wall or ceiling mount
« Fiber/CATE breakout points to NEMA enclosures

- Antenna alignment with centerline of track

Polarization
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Site Survey - Transportation (Tracksi

- Installation of Wayside CURWAB radios have a few unique considerations

- Understand constraints, such as mounting locations and clearance

- Wall or ceiling mount
Fiber/CAT6 breakout points to NEMA enclosures

- Antenna alignment with centerline of track

TECIOT-2584

*CCrv CAUU?A
W/COOLDOME ASSY — : 7

f—\.

FM~Tube ANTENNA —
*WORS SECTOR

ANTENNA \

TLRU INAL

*POWER SUPPLY
ENCLOSURE

MTENM

*VORS SECTOR
ANTENNA

{ }

A

*VORS WIRELESS NODE -

UPS POWER
CABLE (120VAC)

138"

J—

BWAN Rodio

__—— GALVANIZED STEEL POLE

#4/0 BARE COPPER ~
GROUND CABLE \
TO GUIDEBEAM
P
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Site Survey - Transportation (Trackside)

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 157



Site Survey - Transportation (Depots And Yards)

- Depots are characterized as areas with high train density.

« Train density and average throughput per train must be considered.

- Typically, trackside radios are installed to manage train density with load-balancing.
« Depots are typically no larger than 1 to 2 km long.

- Can range from 1 or 2 tracks wide to 15 or 20 tracks wide.

- Depot density can range from a few vehicles to hundreds.

« Train depots never stop moving and are highly dynamic environments.

Max Vehicles - 66
Max Radios - 33

/ © 101 from train roof

HORN anternas responstie for
omeinnee] ||| S LY

OMNI anterna responsitie for _ | ratal FMIS00 « OMNI
COverage neartyy vertcal asmt @ 50 from ain root

" L prepasyL
N
preprT
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Mounting kit allows
easy adjustment

cisco W. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 159



Site Survey - Transportation (Vehicle)

- Onboard the Vehicle CURWB radios have a few unique considerations

- Understand constraints, such as network switch and power locatif
- Radios installation and mounting brackets
- CAT6 Ethernet and RF coax cable runs and lengths
« RF cable egress points to exterior of Vehicle carbody

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 160



Site Survey - Transportation (Vehicles)

- Vehicle antenna mounting locations

- Drill-through patterns for proper mounting

- Weatherproofing and additional adapter plates 5
(as needed)

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 161



Site Survey - Transportation (Vehicles)

- Keep antennas away from rooftop obstructions

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Site Survey - Transportation (Vehicles)

- Cables runs clean and properly labeled

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 163



Site Survey - Transportation (Vehicles)
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Site Survey - Inter-Car (Vehicle-to-Vehicle Bridge)

Inter-car systems provide connectivity that connects two or
more train cars together.

Inter-car can also interconnect the train’s vehicle network
sub-systems. Sub-system traffic includes:

o CBTC
CCTV
VolIP
Wi-Fi backhaul
Ethernet train data
Fluidity vehicle radios
wires between cars to enable communications.

o 0O O O O O

N

.8 .8 8,8
DDDDDDD[{DDDDDD =E
S

—_—_rs T LS o
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Site Survey - Inter-Car (Vehicle-to-Vehicle)

Car Spacing
Car Spacing

if — Toooooo
nLY, o




Site Survey - Inter-Car

TECIOT-2584



Rail Architecture with IW9167/ ———

CURWB GW

Shared Services
HQ-Core
DNA—E: ISE (AAA) DNS % _
Fi\j) ) WLC
< HQ/DC Site
o
: — T e—— > ;
! 1
Wayside -
|
IW9167E IW9167E
CURWB CURWB
IW9165E - IW9165E
CURWB

CURWB &% .
w Train
l i | Wil b

J .
LTI

Optical fiber
Ethernet cable

- Wireless
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RF Route Studies

« The million dollar question:

"How many Trackside radios do | need to cover my track?
« You can ROM BOM it with some assumptions and track spacing

- Ultimately, you need specialized help to determine where to place radios

N . - .
2 3 ’ \ \ N
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Site Survey - Mining

Site survey must be done by the Partner/System Integrator together with the End
Customer to confirm the design, including:

- Physical placement of components at every fixed location.
- Physical placement of components on all trailers.
- Hardware installation procedure on all relevant vehicles.

The project site may change between the design and implementation phases. The
network design should be as flexible as possible to take this into account.

- A RF study is recommended before deploying the network.
- Application(s) and network technical requirements

g Ot @it Ot Oy
V/ A /- r/ A r/ A

£
\"i'““ 50 A " SR oL LS
Jo 60 56 Jo 60 oo 90
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Site Survey - Mining - Qualifying

- Mine type . Infrastructure (Wayside)
- Target mineral: gold, iron ore, coal, - Towers or poles
etc. . Buildings

- Size and shape

- Trailers
- Depth - Fiber locations
- Number of pits - RF study

- A GIS map or 3-D drawing of the
mine in the present and future, based
on a production plan.v’

- Existing wireless networks and spectrum
analysis

- RF models with computer software,
based on production plan
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Site Survey - Mining

This is a wireless network coverage map generated using computer
simulation.

The following information is required to run the simulation:

- Locations of access-point radios (co-ordinates, elevation and
height)

- Antenna radiation patterns

- Power output of the relevant radios (+ losses caused by cables P ~"‘*1 fg', _
. o\l Trailer 4
connectors, etc.) g RECE

Trailer 3

- *.DXF file or 3-D drawing of the mine layout

South west tall tower
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Mining AHS Architecture using
W9167E and IW 9165E

CURWB L2 Fluidity for Autonomous
Vehicle to Trailer connectivity

CURWB Point-to-Point or Point-to-
Multi-point wireless backhaul connectivity
from Trailer(s) to Communications Tower

Multi-Frequency deployment with
Seamless 0 mSec Make-before-Break
connectivity

Single IW9167 radio can be used on
trailers both for Access (Vehicle
Connectivity) and wireless Backhaul
(Trailer to Comm Tower) connectivity

CURWSB Topology

Data Center
).._‘ 9300-HA-Acc  9300-HA-Distr
il
w9167
Mesh End
Primary
iy
N‘ ol
w9167
Mesh End
Secondary
Comm Tower 2
Trailer 1 Trailer 2 . Trailer3 Trailer 4
: S ;
1 Vi [
s - 2 ~ . .l
@ L@ @
I , T2IW9167  T2-IE4K T3IW9167  T3-IE4K T4-IW9167  T4-IEAK
Uizsl)
TI-IW9167
o B v R TR )
(freacpEr) (FreacoEr)

Vehicle 1 Vehicle 2 Vehicle 3 Vehicle 4

.-‘ih‘.-[’ ’/

4—::
—



CURWB CVDs

CURWB Deployment for Autonomous
Operations in Open-Pit Mining
Solution highlights:
* Mining Use-Cases and Requirements

* CURWB Architecture to support Autonomous
and Tele-Remote Operations within Open-Pit
Mines

* Open-Pit Mine - RF Planning, Design, and
Installation

* Solution Implementation Guide

CVD Link:

https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial Automati

Data Center )
9300-HA-Acc  9300-HA-Distr

FM1000 Primary

FM1000 Secondary

X
. FM-Monitor

stfret)r, Cisco

Reference

CisCO Design

Comm Tower 2

.
KL
KC T4FM3200%,  CT1-IE4K
L

crz—ry'lszoJ

) | CT2-IEaK
PtMP FregA || PtMP Freq B
1 b L]
(PtMP Freq Auto ScanJ\ N (PtMP FreqAuto Scan) (PtMP Freq Auto Scan)
Trailer 1 Trailer 2 *\_ Trailer 3 ‘Trailer 4
v D @ s =N,

T1-[E4K T2-FM4200 /T2-IEAK | | TA-FM4200 /T4-IE4K

T4-FM4200 /TA-IEAK

on/IA_Verticals/Mining/Mining2_0-CVD/IA-Mining-DG/IA-Mining-DG.html

cisco Lz//&/

wm -FMas00 )\ T2-FMas00 J \ T4-FMA500 U Ta-FMas00 )

[ Feac ] [ Fead ] Freq E Freq F
FEEE e
CDEF CDEF CDEF CDEF
Vehicle 1 Vehicle 2 Vehicle 3 Vehicle 4

h 4

Autonomous Autonomous Autonomous

Mining Vehicle Mining Vehicle Mining Vehicle

Autonomous
Mining Vehicle

387510

TECIOT-2584
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Fluidity Overwevv Mining
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IE-3400 FM-| PANEL 22 |IE-3400 FM- PANEL 22 |E-3400 FM- PANEL 22

4500 MOBI with

OMNI-5-KIT

VEHICLE-4

4500 MOBI with

TRAILER-3 OMNI-5-KIT

P s & S T -7 . \\‘
Afcess /" Distribution Layer : °°""""T‘g:,'fe‘;“°“s y o
ayer i TRAILER-1 i - |
: FM-4200 - FM-3200 ! U
TRAILER-1 ' Q § o PNDOMATIAN : ‘o L 2 "
, \ i — - iy ' i ore Layer ,
- (e S o ----_ 1 N1l . | '
ss0otion i e = ~' @@ |
Z OMNI-5-KIT b | IE-3400 FM-PANEL-22 Freq-D .~ 4 \ Wi b1 catosxx FM-MONITOR 1|
Antenna A ) iy i A |
VEHICLE-2 4500 MOBI with ! | 47 il . i SEChWIEs, G e !
OMNI-5-KIT 1! TRAILER-2 e & . : : ( FM1000- anary N b
i FM4200 - P2MP 7 g [E=3400 : = !
| - ireless, 1 |
i z ; ' WITITAN |
s | (—: / ! Tl
S i d 4 I IE-3400 1 H
— 1 3 " ! i \FM1000-Secondary) |
5 | |E-3400 FM-PANEL-22 / : Vo N\ Neees? Memeaaooo o
IE-3400H ; ’ ! o
Sa00 4500 MOBI with : Antsana P e Seecememetasavees
[} -5- TRAILER-2 ! ’ ! Al
w OMNI-5-KIT ! TRALLER3 7 TP 5 :
a VEHICLE-3 ! FM-4200,/ i '
o 1
9 : ‘_—) : : 1 1 :
e |- e i, MLl
~ 4500 MOBI with 1 ! ! SATETEeTERiD
1
:
1
|
1
1
1
1
1
1
1
1
1

1

|

1

1

1

1

1

|

|

1

1

1

1

K = R 1
IE-3400 FM-PANEL-22 P g !
Antenna #% :
_--p2mp  / |

1

1

1

1

1

1

'

|

'

1

’
1

1

1

1

1

1

1

1

1

1

1 1
1 1
1 1
1 |
1 1
1 |
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 |
1 1
1 1
1 1
1 |
1 1
1 1
1 |
1 % o |
1 £ = 1
1 1
1 3 1
1 \ 1
I . % [
1 1
1 1
1 1
1 1
1 1
1 1
1 |
1 1
1 1
1 |
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 '
1 1

1
1
1
1
1
1
1
|
1
1
]
|
1
1
1
1
1
|
1
1
1
1
|
1
1
1
1
\

! k
Il 1
' :
' '
' :
' i
' i
] i
' 1
Il 1
' :
' i
' 1
' :
: s
Freq-F E 0 !
| ‘ 4
Il 1
' '
' '
Il 1
' '
! :
' i
Il 1
' 1
' i
1 1
' i
' :
: :

Antenna Antenna Antenna
Freq-F Y% TRAILER-4 TRAILER-S TRAILER6
4500 MOBI with I,’ TRAILER-4 TRAILER-5 TRAILER-6 \ =

OMNI-5-KIT 1} Access i
' !
: ¥ Layer | Freg-F W

IE-3400H 4500 MOBI with | 4500 MOBI with 4500 MOBI with 4500 MOBI with | 4500 MOBI with
% 90-deg Horns / 4 /' OMNI-5-KIT OMNI-5-KIT ~ OMNI-5-KIT / \, OMNI-5-KIT

cisco L‘V&. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 176



Distribution and Access Layer

Trailers

Tower/Fiber

(g )]




Trailers using CURWB Wireless MPLS Technology

18 Jan 2018 16:17:14 13 Dec 2017 12:48:20
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Trailers using CURWB Wireless MPLS Technology
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Roll-out = Mining

e Haul Truck Installation -
Dual Radios with OMNI-5-
KIT omni-directional I =
antennas ; H

/ .

]

KE':hz-l- 5
)

~

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 181



Roll-out = Mining

« Haul Truck Electrical Power And Ethernet Wiring

Mine System-A

[

FM4500M-HW

Industrial
Switch

FM-PWR-AXM-82
12Vdc or 24Vddc/48Vdc
Converter

cisco Lz{/&/ TECIOT-2584

FM-PWR-AXM-82 - Ethernet Cable
12Vdc or 24VVddc/48Vdc Power Cable
Converter e POWer Cable
—  RF Cable

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Roll-out = Mining

 Dozer installation with a
single radio and omni-
directional antenna

e
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Roll-out = Mining

« Trailer | single omnidirectional radio

FM-OMNI-5H ‘

Set the mobile trailer to run on 12Vdc or 24Vdc.
Power the radio at 48V from an industrial DC-to-DC convertor
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Roll-out - Mining
* Installation Of Radios On Towers

PTP backbone
(optional)

FM-PANEL

FM-SECTOR

Tower connected to data center
Using fiber-optic or PTP backbone. ZXEN-OMNI

(SH+5V)

|

N

g Optimize antenna alignment
.2 according to the wireless peer link.

Fiber-optic backbone

dontiot =
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Anglo American Khwezela Open Cut Coal Mine
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Anglo American Khwezela Open Cut Coal Mine
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Site Survey - Ports and Terminals

- Project details:

- Site layout information, or a
relevant Google Earth *.KM/Z file

- Proposed vehicle layout and
construction drawings

- Information detailing the network
layout between the central control
area and site coverage areas

- Understanding application and
coverage requirements
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CURWB CRDs

Connected Ports and Terminals

Solution highlights:

* Connected ports and terminal reference
architecture

«  CURWB technologies and best practice for
terminal automation use cases (TOS)

*  Cyber Security for ports and terminals
operation best practice

CURWB RF planning, design, and installation
best practice

CRD Link:

https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CCl/Ports/DG/cci-

ports-dg/cci-ports-dg.html

cisco Lz/&/

dlaln gfizsfg?encec
Connected Ports and Terminals - Cisco Reference Architecture
Enterprise
Zone
6NE0 = R
S |

(0
TOS  SecureX ERP Cisco -
DA Core
A Center Switch
Industrial Km wm

~N
DMz wl
Application Mirror .J NG# AnyConnect  Remote
(I
ucs

Customer Front Applications

Track and Trace

Internet

Access
A

Industrial Cisco Industrial Data Center ~ Third-Party Port/Terminal Applications
Zone S Sensor
e e
Q00000
FMC ISE FM Gateway WLC Cat9000
_— A €D
© =] Access ED,
— A1
Cyber Secure  AMP M ‘J- Machine Learning Ik
Vision  Network Monitor [}
\_Center _Analytics Distribution ISA3000
Switch ucs
IE5000

” =
Area LTE

-
= - -
000000 g
RTI0) ey IE3300 [E3400 IE3400 |OCRVideo Cisco Cisco  IE3200 Gisco Cisco
= Endpoints ~ FM4500 FM4500 FM4500 FM4500
N

RFID

PR < Camera

@2

Terminal Reach

PO D

STS/Quay Rubber AGV AutoSC
Gate Tractors  Stacker Crane Tyred
Control Gantry (RTG)

(X

AGV Tablet Connected STS/Quay
Worker Crane

-
PLC
HMI
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Fluidity Overview - Port and Terminals

« CURWRB L2 Fluidity deployment for Ports and

Terminals
Core Network

{Enterpise. \

i ' \ ] |
: : ug =
" ——

1 1

: TOS App Cisco :

" DNA "

\ Center ,

d Industrial Data Center

|

1

1

1
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1
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| CAT9300 IE5000
1
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1

1
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1

1

1
1
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1
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1
1
1

Backbone Networ!

@

FM4500
FM3500

IE3x00

HMLP

k

\

|
_PtP/P{MP
H:u;k'{mn»

1

’

Access Network

FM4500 FM4500
FM3500 FM3500
HMLP
9 ”
FM4500 FM4500
FM3500 FM3500

IE3x00

TECIOT-2584

Vehicle Mobility Network

Tractor

FM4500
Mobi
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Site Survey - Ports and Terminals (Wayside)

- Trackside spacing varies per deployment, and a rigorous physical site survey must be
completed.

- The signal can be split to create aligned coverage up and down the area from a single
radio location.

- The link budget calculation must allow for an ~3dB RF power reduction.
- This approach will require shorter trackside radio placement intervals.

& "o
36
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Site Survey - Ports and Terminals (Wayside)
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Site Survey - Ports and Terminals (Wayside)

- 3

- Single radio with single
antenna setup

&

i
GEE

m-

0
m—
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Site Survey - Port and Terminals
(Wayside)

- Single radio with split
antenna setup

&
A6

=)
o=
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Site Survey - Port and Terminals (Vehicles)

- Vehicle-mounted radio configurations are
shown below (using FM-OMNI-5-KIT).

- A dual-radio solution can exploit TITAN for
redundancy and ensure high signal
strength between vehicle and wayside.




- Vehicle-mounted radio
configurations are shown
below (using FM-OMNI-5-
KIT).

cisco Lu/&/

TECIOT-2584
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Site Survey - Port and Terminals
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Port and Terminals
FM-Monitor (monitoring)

e 4 hLk

FM-WWT-P202-3" *

10.106.24.222/

e T

Nrerm 1+ YWD puye
o e

0 "

gy O e

el wu e

| w— o

OAT wrlm

Pages

cisco Li{/&/
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Customer Challenge i

- Customer requires a solution to provide internet connectivity on vessels that is used for work and ‘welfare’ purposes

- Challenge: Initial investment and running costs for satellite communications and private LTE at offshore wind farm

- Looking for an alternative technology that’s reliable and less expensive to address these communication
requirements (improved bandwidth would be a bonus!)

Example: Service Operation Vessel (SOV) Example: Crew Eéi?s?ﬁizoaﬂ(%hgsr?
Transfer Vessel (CTV)

cisco W-/ TECIOT-2584
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Offshore Wind Farm - Vessel communication
requirements

10 Mbps on vessel
at 10 km distance
from OSS

Use public LTE
when vessel close
to shore

Target: 30 to 50
Mbps on vessel at
10 km distance
from OSS




Overview of Solution (1)

/ Mesh End: Offshore Substation Platform (OSS)
Mesh Points: two antennas on / = * Four 90 degree panel antennas mounted on
G . i communications mast. each with radio
vessel, each with its own radio. ) M} ° Mesh End Radios connect to the ‘enterprise’
W/ network, which is connected shore by
i undersea fibres

Networking on vessel set up as
a branch office with Wifi access
points and physical Ethernet

connections

-
-
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-
-
-
-
-
-
-
-
-
-
-
-
-

-
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sAars y

BATS Wireless Antennas /

Overview of Solution (2)

. mmm m mmm § gum = mm E
— —I—l_l_l,_ {
-— - =t

Specialist antennas _ b
Software controlled antenna { i
dynamically focuses radio beam ‘ HH
on OSS antennas, as vessel

moves

aﬁ!Y'

VI WL 1 T

s‘TIS‘.‘I-h

SIEMENS

N —————
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BATS Technology &Aars

FAST Antenna The FAST is an active antenna made up
| of 24 mini sectors, that send the signal

to a specific point, when required.

Active Antenna

5Ghz i
Radio \. |
Antenna Mount
L R

BATS Wireless has qualified Cisco URWB radios for FAST antenna



Overview of Solution (3) ik, !

BATS Combination Antenna
accommodates CURWB and LTE

BATS Wireless has qualified their
antennas with Cisco URWB radios
and the IR1101 with LTE

g When leaving or heading to shore, When the vessels are at the
Sy BIEFN AT = vessel will attach to public LTE windfarm, they will switch to use
N several km offshore CURWB.
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BATS Antenna with equipment enclosure




Saint Brieuc Windfarm

« Closest turbines to OSS are
minimum 1000m away

- Vessels will usually be at least
500m away from OSS

1300m

1300mM B ozl
1000m

132

Radios protected by
FM Shield enclosure

POE connection to
enterprise network



High Level Logical Design for
Vessel Network

Digital Maritime Compass
for precise NMEA feed (TBC)

4 SIMRAD Y

2x POE for BATS

(@

¢

—

((2)

A

VRFs: IP_Routing
1. Corporate Primary Route: FM3500
2. Guest Secondary Route: LTE

Use BFD and/or IP SLA to
monitor WAN links
(NW Advantage License)

LTE
LTE

Trunk

BATS LTE / 5GHz
Combo Antenna

i

G -

4 SIMRAD Y

L3 link to CURWB __

&y

N\

SSIDs:
1. Corporate
2. Guest

. C9120AXI-E WAPs -
Cisco (4 / access for clients on SOV

L3 link to CURWB

<y

St;cked Catalyst
C9300-24P
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Main Applications

g L0 ‘HI\

b

Live Shows Parades

* Show Control * On-Board PLC for Float
Control (Safety Protocol)

* Show Control (Audio

* Special Effects
« Lighting

Nisual Sync with Float
* Performer Flying System Movement)

* Trolley/Float Control * On-Board Video
Surveillance

cisco M/

Dark Rides / Attractions
* On-board PLC for Vehicle
Control (Safety Protocol)

* Ride Control Protocol

+ Show Control (Audio
MNisual Sync with Vehicle
Movement)

* On-Board Video
Surveillance

Security & Wifi
ideo Surveillance

* Access Control

= WiFi

* Temporary Data AP
= VolP

* Audio Broadcasting

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CURWB Fluidity: Typical Network Topology

é Data Center

Backbone

Wayside

On-Board

cisco Lz/&/ TTTTTT 2584



CURWB Fluidity Layer 2: typlcal network topology

Access Network

Access Layer

« Connectivity in motion;
* Low latency

e /ero loss

P T L AAALkaareeiacs LR j
[ * i
S~y jeomb ot o
ol =y i
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Broadband VVireIess“in the Maintenance Bay

' - '@'> (((M

FLUIDITY

{l
.- (Co
“ K
=]
[ |
Ride Control Show Files Dowload Vehicle Diagnostic
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Site Survey - Entertainment

- Site survey must be done by the Partner/System Integrator together with the End Customer to
confirm the design, including:

Physical placement of components at every fixed Scene location.
Physical placement of components on all Vehicle locations.

- The project site may change between the design and implementation phases. The network design
should be as flexible as possible to take this into account.

- Typically these are multi-frequency designs and highly-redundant (i.e. TITAN)
Multiple-frequency configurations on the Scene-side and dual radio on the Vehicle-side

- Application(s) and network technical requirements
<Tmbps
Oms hand-off (i.e. no packet drops)
<50ms latency (otherwise system-wide shutdown)
safety-critical PLC
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Typical Track and Frequency Configuration




Theming Concept vs. Actual

(O LOCATION 5.0.174.234
SCENE 13, OUTSIDE TRACK, TRACK LEFT

PROPOSED SOLUTION:

Mount Radio inside off a Large off the shelf Tool Box
and mount Antenna Nodes at top of box lid.

Toolbox to be thoughtfully selected to fit into world
of MarioKart.

All cable to be concealed from guest view.

cisco M/

TECIOT-2584
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Show Set Integration

Track: Inside
Scene: 7

Radio Mesh 223
{underneath checkered show

set — use removable panel to
access)

radio transparent panel, painted
to match Show Set - to be all non
metallic materials

~
~a

cisco W/

TECIOT-2584
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Show Set Integration

Track: Inside
Scene: 7

Radio Mesh 212
(inside short pillar, next to vase
— access from rear)

radio transparent panel, painted
to match Show Set - to be all non
metallic materials

e
=
-
......
LT
-
bl

cisco Lg/&/
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Show Set Integration
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Test and Adjust Phase vs
Production Placement
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Vehicle Radio Integration
2x CURWB Radios
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Vehicle Radio Integration
(2x CURWB Radios)

CABLE ROUTING FOR REFERENCE ONLY -/
CABLE LENGTH MAY REQUIRE LOOPING
OF CABLES
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Typical Track and Frequency
Configuration

INSIDE TRACK OUTSIDE TRACK MAINTENANCE BAY OTHER
FRONT RADIO  REAR RADIO FRONT RADIO  REAR RADIO FRONT RADIO REARRADIO FRONTRADIO FRONT RADIO
4920 4960 4940 5180 4920 4960 4940 5180 DISABLED



Ride Attraction Network Core:
CURWB GWYs, 1oT-OD, Monitor

Core Routing/Switching

Cisco Ultra- Reliable
Wireless Backhaul

“@

o=
— Veh icles
Dark Ride: AGV (Inside Track) Dark Ride: AGV (Outside Track) Dark Ride: AGV (InSIde Track) Dark Ride: AGV (Outside Track)



Cisco Ultra- Reliable
Wireless Backhaul

- (=

I |
b Scene Coverage Radios (Inside & Outside Tracks)

N ! — 3

LI

114

outside track inside track walls / obstructions

[ 65k sq ft building footprint




6GHz Positioning Example - CURWB & WiFi

Cisco URWB Wi-Fi 6E Cisco URWB Wi-Fi 6E Cisco URWB
W9167 CW9166 W9167 CW9166 W9167

6 Ghz Low Power
WiFi for AR/VR
Wayside-to-guest

5GHz or 6GHz Standard
Power
URWSB for Ride Control
Wayside-to-vehicle
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6GHz Positioning Example - CURWB & WiFi

Cisco URWB Wi-Fi 6E Cisco URWB Wi-Fi 6E Cisco URWB
W9167 CW9166 W9167 CW9166 W9167

6 Ghz Low Power
WiFi for High Throughput
Wayside-to-guest

5GHz or 6GHz Standard Power
URWB for Ride Control
Wayside-to-vehicle
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Indoor CURWB Designs
Fluidity, PtP and PtMP Extensions

4500 MOBI PANEL-9 OMNI-5 OMNI-3
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Indoor CURWB Designs

4500 MOBI PANEL-9 OMNI-5 OMNI-3
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Indoor CURWB Designs
FIU|d|ty for AG\/ Connectivity
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Indoor CURWB Designs - Fluidity for AGV Connectivity

1200 FT

Q 2x Fluidity 1000 Gateway (HA, TITAN)

< | Q 27-30x Fluidity Trackside radios (pending site survey)

“N| @ 45x Fluidity Vehicle radios (AGVS)
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CURWB Designs - Fluidity for AGV Connectivity
EE - 473 3.921" |

U 2x Fluidity Vehicle radios (AGVs)
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BE @ ® 6 OCEE X Iy
—— . - ) 44
GE= ee ©® © ol edwle ol
O 1x Fluidity 1000 Gateway (optional) \ ~
O 9-10x Fluidity Trackside radios =
(pending site survey) Il
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Site Survey:
PtP/PtMP Video
Demo

cisco Lz/&/



Field Site Surveys

. VValidate desktop survey, and red-line/modify as needed ° o

- Testing Gear
- Analyses real signal
- Perform spectrum analysis
- PoE Batteries
- Radios
- Temporary stands

cisco Lz//&/
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Large PtP and PtMP Deployments

“
iron Mountain

cisco Lz/&/ TECIOT-2584

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CURWRB Lab:
Video Demo

cisco La//&/



PtP/PtMP Demo

FM 1200 vOLO
(VOLO-2)
10.1.224.7/27
5.1.15.190 -
1200261843

Mesh Point Mode
Phrase: abghofm
admin/C1sco12345
user/Cl1sco12345

FM 3200 BASE
(BASE-1)
10.1.224.4/27
5.1.21.224 -
3200060113

Mesh End Mode
Phrase: abghofm
admin/Cl1sco12345
user/C1sco12345

m (CCC(

FM 3500 ENDO
(ENDO-2)
10.1.224.10/27
5.1.40.147 -
3500130232

Mesh Point Mode
Phrase: abghocurwb
admin/Clsco12345
user/C1sco12345

MV72
Camera
10.1.224.8/27

1E-3300-8P2S

(IE-3300-2)
10.1.224.3/27

Demo: FM 3500 ENDO/3200 BASE/1200 VOLO in a PTP/PTMP Backhaul with 1E-3x00, Meraki MR86, MV72

MR86 Wi-Fi 6
10.1.224.11/27

IE-3300-8P25
(IE-3300-1)
10.1.224.6/27

(CCCCII)INIII))

Spectrum =5.745 GHz

IE-3300-#, GigX/Y
Switchport mode trunk
Switchport trunk allowed vian 224

FM 3500 ENDO
(ENDO-1)
10.1.224.9/27
5.1.40.153 -
3500130238

Mesh End Mode
Phrase: abghocurw
admin/C1sco12345
user/Clsco12345

Switchport trunk native vlan 224 (no VLAN plugin on radios yet)

FM 1200 VOLO
(VOLO-1)
10.1.224.5/27
5.1.15.104 -
1200261757

Mesh Point Mode
Phrase: abghofm
admin/Clsco12345
user/C1sco12345

Macbook Pro
10.1.224.13/27
Webex/Other Applications

Internet

VLAN 224
GW =10.1.224.1/27

IE-3400-8P2S
(IE-3400-1)
10.1.224.2/27

b

- tarchule, June 2021

cisco Lz//&/
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PtP Demo Configuration

Bridge or Mesh-End Bridge or Mesh-Point
IP: 192.168.1.212/24 IP: 192.168.1.211/24

/

Monitor Head-End Laptop

IP: 192.168.1.105/24 IP: 192.168.1.100/24 Remote Laptop

IP: 192.168.1.102/24

| PoE Injector

) / Network PoE Switch |
cisco W. | TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 241




PtMP Demo Configuration Py

Mesh-End and M%

IP: 192.168.1.152/24 ,

- {7
] L

Mesh-Point and Client

Monitor Head-End Laptop w
IP: 192.168.1.105/24 IP: 192.168.1.100/24

\ / IP: 192.168.1.151/24

P On-Board Laptop
IP: 192.168.1.102/24

M / | PoE Injector
Cisco &. | PoE Network Switch TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 242




Desktop Fluidity

2x Trackside, 1x Vehicle Simulation

TECIOT-2584

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Desktop Fluidity

2x Trackside, 1x Vehicle Simulation

— S—
\ Trackside Laptop

1P: 192.168.1.105/24

Variable Attenuator S S

20dB Attenuators
& | w
w
.
FM32000E-HW I

5.0.88.224

L

o 3

A
IP: 192.168.1.200/24 ™A ¢ t
ME (Trackside) 2-Way RF Splitter s o

FM32000E-HW
5.0.88.225 >
1P: 192.168.1.201/24
MP (Trackside)

——| RP-SMA (Male) to SMA (male) — Qty 4 |
_| SMA (Male) to SMA (male) — Qty 4 |
FM4200M-HW
5.0.88.3
_—| QMA (Male) to SMA (male) — Qty 2 | 1P: 192.168.1.202/24

{ Ethernet Gigabits — RJ45 — POE — Qty 2 |

_| Ethernet Gigabits —M12 - RJ45—-POE—-Qty 1 I
. —— e —
——| Ethernet Gigabits — RJ45—Qty 2 | On-Board Switch

sco Lo R

TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 244

Trackside Switch

On-Board Laptop
1P: 192.168.1.103/24

/




Desktop Fluidity - Configuration

2x Trackside, 1x Vehicle Simulation

FM32000E-HW FM32000E-HW
5.0.150.225 5.0.143.221
“

FM32000E-HW

5.0.88.224
IP: 192.168.1.200/24 1P: 192.168.1.201/24 IP: 192.168.1.202/24
Mesh-End (ME) Mesh-Point (MP) - o - Mesh-Point (MP)

Fluidity Infrastructure Fluidity Vehicle

\ /

Fluidity Infrastructure

\

g On-Board Laptop

IP:
192.168.1.103/24

Trackside Laptop

IP:

192.168.1.105/24
~

~

]

Network Switch POE Injector

cisco W. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 245



Desktop Fluidity - Vehicle

2x Trackside, 1x Vehicle Simulation 0
J—
The Vehicle lab network consists of the following

QO  Fluidmesh radio (QTY 1) O RF 2-Way Splitters (QTY 2)

v Fluidity Vehicle License v' Splits each Vehicle radio RF port into

feeds

O Vehicle PoE Switch (QTY 1) v' Directly connected to variable

v Powers radio and networks Vehicle attenuators

Laptop
O 20dB Attenuators and Gender-Bender

Q Vehicle Laptop (QTY 1) (QTY 2)

v Windows machine v" Reduces radios noise floor

v" Run variable attenuator software v Reduces overall EIRP for bench-
i i in
v Used as iPerf Client/Server testing
v

Network end-point (good for system
testing)

v' Allows increasing radio Tx power
without increasing EIRP

O  USB Hub (QTY1) and Cables (QTY 5) O RF Cables (QTY 2)

v Powers and communicates to variable
attenuators

Lae! "
cisco &. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 246



Desktop Fluidity - Trackside

2x Trackside, 1x Vehicle Simulation 0

The Trackside lab network consists of the following

O Fluidmesh radios (QTY 2) O 20dB Attenuators and Gender-Bender (QTY 4)

v" Fluidity Trackside License v" Reduces radios noise floor

v Red Il EIRP for bench-testi
O Trackside PoE Switch (QTY 1) educes overa orbench-testin
v" Allows increasing radio Tx power witt
v" Powers radio and networks Central Laptop increasing EIRP
O Central Laptop (QTY 1) and Server O RF Cables (QTY 8)

v' Central Mac machine
4 Used as iPerf Client/Server

v Internet connection via WiFi
v' Central head-end (good for system testing) ay . =
v MONITOR and SNMP Server (PRTG) ' ’ F_ [ ’
O Variable Attenuators (QTY 4)
v/ Attenuates split Vehicle radio RF port feeds

v' Creates “sawtooth” RRSI envelope for testing

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 247



Desktop Fluidity - Trackside

2x Trackside, 1x Vehicle Simulation

The Central lab network consists of the following

O Central Laptop (QTY 1)
v' Central Mac machine

v' Used as iPerf Client/Server

v Internet connection via WiFi

O Central Server (QTY 1)

v" Central head-end (good for system
testing/monitoring)

v MONITOR and SNMP Server (PRTG)
v" Mini-PC w/ 512GB SSD and and 16G RAM

O Networked directly to Trackside switch

DC 12V Power Jack Min DP UsB-C

Gigabit Ethemet HDMI 1.4

3.5mm Audio Jack + S/PDIF

cisco W. TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Technical Session Surveys

- Attendees who fill out a minimum of four
session surveys and the overall event
survey will get Cisco Live branded socks!

- Attendees will also earn 100 points
in the Cisco Live Game for every
survey completed.

- These points help you get on the
leaderboard and increase your chances
of winning daily and grand prizes.

cisco W-/ TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 250



Visit the Cisco Showcase
for related demos

Book your one-on-one
Meet the Engineer meeting

Attend the interactive education
with DevNet, Capture the Flag,

CO Nntinue and Walk-in Labs
YOur education Visit the On-Demand Library

for more sessions at

www.Ciscolive.com/on-demand

cisco TECIOT-2584
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loT Wireless CRD, CVD, and dCloud

- Great documentation and architectures on the loT CVD page:

- https://www.cisco.com/c/en/us/solutions/desian-zone/industries.html

Reference and design guides for your industry

mptl T .",i 5

Y S L
- e i
Manufacturing Extended Enterprise Utilities and Renewables
Improve business operations by digitizing Securely extend your IT network to rugged and ~ Modernize the power grid to improve reliability,
production environments. outdoor spaces. security, and distributed renewable resources.

« dCloud demos for IoT Wireless and CURWB

J W LNy
Smart and Safe Cities Roadways and Intersections Public Transportation

. https://dcloud?2-
rtp.cisco.com/content/catalogue?search=urwb&screenCommand=openSearchScree
N

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 252
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o

Transform and Secure
your |OT Infrastructure

In this new loT world, the network is the nervous system that
allows everything to work together. And while it’s creating
limitless possibilities, it also introduced more complexity.
Today everything is a connected device, from a robot

to a power transformer, from a vehicle to crane.

In these industrial IoT environments, the scale and associated
attack surface increase exponentially. Also the extreme
requirements for performance, availability and visibility raise
the need to transform the way of thinking and designing these
complex loT networks, especially when agility and ease of
use are a must. Secure network automation and orchestration
lead the way and secure network transformation is the core
platform for line of business innovation and resilience.

START

FINISH

Feb 7 | 08:30
BRKIOT-2774

How Cisco addresses Reliability within
Industrial Wireless Networks thanks to
the Cisco’s loT Wireless Products

Feb 8 | 08:45

BRKIOT-2601
Deploying Indoor Wireless Mobility for

Industry with Cisco Industrial Wireless

Feb 8] 10:30

BRKIOT-2585

Deployment of Cisco Catalyst Industrial
Routers in Public and Private Cellular
infrastructures

Feb 9| 10:30

BRKIOT-2356

Cisco Solutions for Mission-Critical Mobile
Infrastructure in Industrial IOT Environments

Feb 9| 13:45

BRKIOT-2875

Industrial Redundancy: PRP and
HSR Best Practices

Feb 10| 11:15

BRKIOT-2882

Implementing Segmentation in
Industrial Networks

If you are unable to attend a live session, you can watch it On Demand after the event.

CIsCO
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ol

Reimagine your IOT
Applications and
Use Cases

Applications are how services are delivered and consumed,
including loT network and security services. Also, the focus
for line of business teams in Industrial companies is to achieve
specific business outcomes and not to just acquire technology.
We will demonstrate that Cisco loT technology is that bridge
between line of business needs/ requirements and the desired
business outcomes for multiple Industries.

In these sessions we will learn how Cisco loT technology and
applications can impact operations and line of business inside
industrial companies, improving business resilience, operational
performance and efficiency, or introducing new services and
revenue sources.

START

Feb 7 | 15:30

BRKIOT-1203

Connecting and Securing Renewable
Energy - Enabling Green Technologies
with Cisco loT

Feb 7 | 16:45
BRKIOT-2720

Connected Factory Architecture

Feb 8| 14:30

BRKIOT-2366

Simplified IT and Operations
workflows for ruggedized outdoor
industrial networks with loT
Operations Dashboard

Feb 8| 16:30

BRKIOT-2015

The New Digital Substation

- more efficient, more secure and
ready for demanding modern Grid
applications

Feb 9| 08:30

BRKIOT-2544
Future-ready Shopfloor
Architecture and How You
Can Get to It - Step by Step

Feb 9| 12:00

AusH BRKIOT-2354

Managing and Accessing Remote
loT Equipment with Cloud

Management

" o .® .
. . If you are unable to attend a live session, you can watch it On Demand after the event

CIsCO
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html

cisco W- TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 255
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.

cisco W— TECIOT-2584 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 256
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