


Aditya Ganjoo TME
Puneesh Chhabra CX High Touch Delivery

LTRSEC-1655

Configuring Cisco ISE-PIC 
(Passive Identity Connector)



Questions? 
Use Cisco Webex Teams to chat 
with the speaker after the session

Find this session in the Cisco Events Mobile App

Click “Join the Discussion”

Install Webex Teams or go directly to the team space

Enter messages/questions in the team space

How
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Cisco Webex Teams
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AGENDA
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PRESENTATION (45 min-1 hr.)

LABS (2.30 hrs.)

• PASSIVE ID LAB

• PROVIDERS AND SUBSCRIBER TASK

• EASY CONNECT TASK



Aditya & Puneesh 

Security TME & Technical 

Consulting CSE

http://bit.ly/ATE-Tetration
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WHAT IS PIC ?

Offers a centralized installation 
and implementation to gather 
passive authentication data from 
a variety of sources. 

Gathers concise information 
from a variety of different 
security product providers

. Interoperability
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Introducing Cisco Identity Services Engine (ISE)

7

Network Resources

Enterprise Mobility 

Device Administration 

Guest Access

Secure Access

Identity Profiling

A centralized security solution that automates context-aware access to network resources
and shares contextual data

Network
Door

Physical or VM

Who

When

Where

Context

Applications

How

What

ISE pxGrid
Controller

Access Policy

Traditional
Cisco 

TrustSec®   
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Stop and contain threatsSee and share rich user 
and device details

Control all access 
throughout the network

from one place 

With Cisco Identity Services Engine You Can
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Personas

▪ Policy Service Node
(PSN)
– Makes policy decisions–

▪ Policy Administration Node (PAN)

– Interface to configure policies and manage ISE deployment

– Replication hub for all database config changes

▪ Monitoring & Troubleshooting Node (MnT)

– Interface to reporting and logging

– Destination for syslog from other ISE nodes and optionallyNADs

▪ pxGrid Controller

– Facilitates sharing of information between network elements

PSN

PAN

MnT

PXG

All can run in a single host
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ISE PIC 
PERSONA

ISE-PIC supports only virtual machines.

Licensed for up to 3,000 sessions (will support 
3,000 sessions in either standalone or high 
availability modes). 

Can go up to 300,000 sessions.

There are no special operating system or 
software requirements. The ISO images for ISE-
PIC include all necessary software items.
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ISE-PIC Terminology

LTRSEC-1655

Probes

Providers

Subscribers

Parser
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Probes are mechanisms that collect data from a given 
source. 

Probe is a generic term that describes any mechanism 
but does not specifically describe how the data is 
collected or what is collected. 

For example, an Active Directory (AD) probe helps ISE-
PIC collect data from AD while a syslog probe collects 
data from a parser that reads syslog messages.

LTRSEC-1655 12



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Provider

• Clients or sources from which ISE-PIC receives, maps and publishes user identity 
information.

13LTRSEC-1655



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Providers on 
ISE

WMI Syslog SPAN

Agent REST API Endpoint 
Probes
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Probes Providers

Subscribers Parser
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PIC TERMINOLOGY
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WMI is a publish/subscribe (pub/sub) 
messaging system within AD. 

ISE may remotely communicate with 
AD using WMI and subscribe to certain 
security events, like logins. When 
those events occur, ISE is notified by 
AD.

WMI is the only passive identity source 
that can be used with EasyConnect.
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•
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Basic ISE WMI integration
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With ISE you can remotely push the 
agent to gather the Passive ID 
information.

You get an option to deploy or 
register an Agent.

The agent can be installed manually 
or from the ISE on the AD server to 
fetch username/IP mappings and 
AD related events.

LTRSEC-1655 19
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ISE PIC AD Agent
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ISE PIC 
Syslog

ISE PIC can be used to 
integrate with different 
Syslog providers.

You can use System 
defined or create a 
Custom Syslog 
Template.

Supports providers 
such as InfoBlox, Blue 
Coat, BlueCat, and 
Lucent) as well as 
DHCP syslog 
messages, and sends 
back user identity 
information, including 
MAC addresses. This 
mapped user identity 
data is then delivered 
to subscribers.

Supports both TCP 
and UDP logging.
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ISE PIC Syslog Configuration
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ISE PIC 
REST API

ISE PIC can also be integrated using REST API.

ISE uses REST API to update username/IP 
address mappings.

For instance, Guest user information can be 
updated using REST API.

Cisco Terminal Services (TS) Agent can be 
installed onto MS and Citrix Terminal Servers to 
fetch Passive ID information.

Cisco TS is a kernel-level agent.
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ISE PIC using SPAN

Cisco SPAN aka Port Mirroring/Monitoring can be used to gather Passive ID information.

Simply configure the SPAN on the switch to copy the AD traffic going to the DC 
(SOURCE) and send it over to the configured SPAN PORT on the ISE PIC (DESTINATION).

Tip to filter only Kerberos traffic:

Use VACL (VLAN ACL) to filter only Kerberos related traffic.
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ISE PIC using Endpoint-Probes

Enabled by default when ISE-PIC is installed. 

Must have network connectivity to port 445.

In order to ensure Endpoint runs in the background, you must first configure an initial 
Active Directory join point, which enables the Endpoint probe to run even when the Active 
Directory probe is not fully configured.

In order to ensure Endpoint runs in the background, you must first configure an initial 
Active Directory join point and ensure you choose to Store Credentials.
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ISE PIC Endpoint-Probes
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Subscribers
Systems that subscribe to the ISE-PIC services in order to receive user 
identity information.
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SUBSCRIBERSCisco Stealthwatch Cisco FMC

ISE-PIC

PROVIDERS

Subscribe Notify Subscribe Notify

Syslog
Active 

Directory

WMI
Syslog

pxGrid
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LIVE SESSION INFO
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Parser

The ISE-PIC backend 
component that 
receive syslog 
messages 

The parser goes 
through each line of 
information of a syslog 
message as it arrives, 
looking for key 
information. 

For example, if a 
parser is configured to 
look for “mac=”, the 
parser then parses 
each line while looking 
for that phrase. 
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ISE-PIC VS ISE-PassiveID DASHBOARD
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IS SETTING UP DOT1X A 
CHALLENGE ???
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WE HAVE A SOLUTION

CISCO EASY CONNECT

LTRSEC-1655
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What is Easy Connect ?
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Provides port-based authentication similar to 802.1X, but easier 
to implement. 

Learns about the authentication from Active Directory and 
provides session-tracking for active network sessions. 

Session Directory notifications can be published with PxGrid.

EasyConnect can be used as a backup authentication method or 
way to add a second level of identity.
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EASYCONNECT-FLOW

MAB Radius AD Login

WMI

PXGRID

COA
Limited 

Access

User Logs in

FMC

Full Access
MAB PC

ISE 
Passive ID

AD

Switch
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Benefits of 
Easy 
Connect

No 802.1X supplicant required 
for user authentication

No Public Key Infrastructure 
(PKI) required for trusted 
credential transport

Can be used as primary user 
identity or supplement another 
active identity such as MAB or 
802.1X with Radius
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Easy 
Connect 
Limitations

EasyConnect cannot 
be used with BYOD 
use case.

Supports only Cisco 
Devices.

Endpoint logoff Event 
is not supported.

Windows Endpoints 
only

Wired MAB only

LTRSEC-1655 37
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Identity Policy

38LTRSEC-1655



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Mapping Identity to Access Policy
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Verification of Identity
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ISE PIC REPORTS
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ISE PIC Troubleshooting
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Live Sessions 

Available Reports 

Cisco ISE-PIC Alarms 

TCP Dump Utility to Validate the Incoming Traffic

Logging Mechanism to capture Debugs

Active Directory Troubleshooting
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ISE PIC Debugs/Troubleshoot
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Helpful Links

• https://community.cisco.com/t5/security-documents/ise-pic-faq/ta-p/3639377

• https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide
/fpmc-config-guide-v623/control_users_with_ise_ise_pic.pdf

• https://www.cisco.com/c/en/us/td/docs/security/ise/2-
2/pic_admin_guide/PIC_admin/PIC_admin_chapter_00.pdf
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Complete your 
online session 
survey • Please complete your session survey 

after each session. Your feedback 
is very important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (starting on Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events 
Mobile App or by logging in to the Content 
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on 
demand after the event at ciscolive.com. 
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https://www.ciscolive.com/emea.html
http://ciscolive.com/
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Continue your education

46

Related sessions

Walk-in labs
Demos in the 
Cisco campus

Meet the engineer 
1:1 meetings
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