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Questions? 
Use Cisco Webex Teams to chat 
with the speaker after the session

Find this session in the Cisco Events Mobile App

Click “Join the Discussion”

Install Webex Teams or go directly to the team space

Enter messages/questions in the team space

How
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Cisco Webex Teams
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Agenda

• AMP and Threat Grid Architecture basics

• Flows and Deployment Details

• Email & Web Security (ESA/CES/WSA)

• Endpoint Security (AMP for Endpoints)

• Firepower

• Umbrella SWG & Meraki MX

• Continued Enhancements

• Threat Grid Organizations, AMP Unity and Threat Response

• Threat Grid Cloud Demo

• Conclusion / Questions
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About Your Speaker

• Cisco Live Distinguished Speaker

• Consulting Security Engineer for Enterprise Accounts – Central US

• Nearly 20 years of security and networking experience (10 with Cisco)

• Global Lead for Advanced Threat Technical Advisory Group

• Prior to Cisco… 

• Cisco Competitor in Web Security Space

• Network and Security Consultant on the customer side

• Large Design, Deployments, Integrations, and Troubleshooting

• Lives in Kenosha, WI (in between Chicago and Milwaukee – United States)
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Advanced Threat Diagonal Learning Map

6

BRKSEC-2890 / Tuesday – 11H00
Threat Grid Cloud and AMP - Integrations covering Web, Email, 
Firepower & Endpoint Security

BRKSEC-3156 / Wednesday -16H45
Busting Advanced BotNet’s with AMP and 
Cisco Threat Response

BRKSEC-3450 / Wednesday - 8H30 
Cisco Security Integrations in The Hive SOC 
Operations Tool

BRKSEC-3144 / Thursday – 14H45
Malware Execution As A Service: A Deep Dive into 
Threat Grid Advanced File Analysis

TECSEC-2599 / Monday – 8h30
Advanced Malware Protection and 
Threat Mitigation on Endpoints

BRKSEC-2433 / Thursday -8H30
Threat Hunting and Incident 
Response with Cisco Threat 
Response

BRKSEC-2498 / Tuesday – 17H00
Malware Forensics - Sandbox and 
Investigation Techniques

BRKSEC-2890
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Important:  Hidden Slide Alert

7BRKSEC-2890

Look for this “For Your Reference” 
symbol in your PDFs.

There is a tremendous amount of 
hidden content for you to use later!

For Your 
Reference 
For Your 
Reference
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Survey Results Matter…
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Introduction: 
The Basics
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Questions you’ll be 
able to answer 
after this section:

• What is AMP?

• What is Threat Grid?

• How do they create an ecosystem?

• What is available in the cloud vs. on-
premise?

• What CAN go where?

• What things should you not do?

10BRKSEC-2890
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What are the AMP Ecosystem Components?

• AMP Cloud – A large data cloud that drives File Reputation and File 
Retrospection

• Public Cloud

• Private Cloud (Virtual Appliance or Appliance)

• Threat Grid – File Analysis and much, much more…  

• AMP-Enabled Integration – A Cisco device that queries data from 
AMP Cloud, and submits files to Threat Grid

• AMP for Endpoints – A client, on an endpoint ;)

11BRKSEC-2890
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What is Threat Grid?

12BRKSEC-2890

Threat Grid is a unified malware analysis and threat intelligence platform. It performs automated static 
and dynamic analysis, producing human readable behavioral indicators for each file submitted. Threat 
Grid’s global scalability drives context rich information, that can be consumed directly or via content 

rich threat intelligence feeds.

Behavioral 
indicators

Advanced static 
and dynamic 

analysis 
sandbox

Threat 
Intelligence

Unified 
malware 
analysis 
platform

Scalability & 
Global 

Correlation
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Introducing Threat Grid

13BRKSEC-2890

• Threat Grid is Cisco’s unified malware analysis and threat intelligence 
platform. 

Threat Grid

• Flexible Deployments: Cloud SaaS or On-Premise Appliance 
• Submissions through Web Portal, AMP-Enabled Device, or API
• API automates sample analysis, enrichment and reporting
• Full Integration with Cisco and 3rd Party SEIM and Threat Solutions



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Integration Use 
Cases

BRKSEC-2890 14

• Submit Samples for Analysis

• Query Malware Intelligence

• Retrieve Curated Intelligence Feeds

• Usage Statistics and Data

Threat Grid API
Malware Analysis & Threat Intelligence
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Submit Samples and Receive Analysis Results Visualization of Submitted Samples

SIEMSOAR

Network

Endpoint

DeceptionEmail / Web

Threat Intelligence Feeds

Unsupported Python Integrations

Threat Visualization / Response

Open Ecosystem DevNet: https://developer.cisco.com/threat-grid/ GitHub: https://github.com/CiscoSecurity

Cisco 

Firepower

ESA/CES

WSA/SWG

AMP for 

Endpoints

Cisco Threat 

Response

Threat Grid Integrations
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https://developer.cisco.com/threat-grid/
https://github.com/CiscoSecurity
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Introducing Threat Grid

• It performs automated static and dynamic analysis ...

16BRKSEC-2890

• “Outside looking in” approach / No presence in the virtual machine
• Obscured virtual machine “tells”
• Observes all changes to local host and network communications
• Wide range of supported file types
• Network Exit Localization, Playbooks and Evasion Behavior Indicators

An automated engine observes, deconstructs, 
and analyzes using multiple techniques

Actionable threat content and 
intelligence is generated that 

can be packaged and integrated 
in to a variety of existing 

systems or used independently.

AMP Threat Grid platform 
correlates the sample 

result with millions 

of other samples and 
billions of artifacts

101000  0110 00   0111000   111010011    101   1100001  110

101000  0110 00   0111000   111010011    101   1100001  110

Threat Grid

What it is.. 
What it contains…

File on disc – header 
details/AV engines

What it does.. 
Execution/Detonation
File/System changes
Function/Library calls
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Introducing Threat Grid
• …producing human readable behavioral indicators for files 

submitted.

17BRKSEC-2890

• 1650+ behavioral indicators that let you prioritize threats with confidence
• Malware families, malicious behaviors, and more (not just signatures)
• Detailed description and actionable information
• Mitre ATT&CK alignment
• Orbital query integration
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Introducing Threat Grid

• Threat Grid’s global scalability drives context rich information that can 
be consumed directly by analysts and researchers or via 
content rich threat intelligence feeds.

18BRKSEC-2890

• Samples correlated with billions of malware artifacts
• Global / historical context on threat landscape

• Create custom feeds with context/metadata
• Download curated feeds
• Various formats (JSON, CyBOX, STIX, CSV, or Snort 

rules)

Sample and Artifact Intelligence 
Database

Threat Grid
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AMP and Threat Grid Integration
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How does it all work together?

AMP Cloud or 
Private Cloud 

(File Reputation)

Threat Grid 
Cloud or on-prem

(File Analysis)

AMP Ecosystem

File Dispositions,
IoC’s

Threat Intel

Behavioral Indicator + 
Score

Threat IntelBehavioral 
Indicators
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The AMP Everywhere Architecture
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Simplified
AMP

Threat Intelligence
Cloud

Windows OS Mobile
(iOS, Android)

Virtual MAC OS
CentOS, Red Hat 
Linux for servers 
and datacenters

AMP Cloud or 
Private Cloud 

(File Reputation)

Endpoints

AMP for Endpoints can be 
launched from AnyConnect

Threat Grid 
Cloud or Appliance

(File Analysis)
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Service

Function

Powered 
by

Blocking of known           
malicious files

Behavior analysis of       
unknown files

Retrospective alerting 
upon disposition change

File 
Reputation

File 
Analysis

File 
Retrospection

Cisco Advanced Malware Protection Recap

21BRKSEC-2890

What are we actually providing with the solution?

AMP
Cloud

Threat Grid
Cloud

AMP
Cloud

or
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Service

ESA/CES

WSA

Meraki MX

Umbrella

Firepower

File 
Reputation

File 
Analysis

File 
Retrospection

AMP-Enabled Integrations & Capabilities

AMP for 
Endpoints

Active Blocking 

during Transport

Active Blocking 

during Transport

Active Blocking 

during Transport

Active Blocking 

during Transport

Active Blocking 

during Transport

Active Blocking at 

Create, Copy, 

Move, Execute

Informative, Manual 

Remediation

Informative, Manual 

Remediation

Informative, Manual 

Remediation

Active Blocking with 

Quarantine

Low Prevalence Exe + 

Manual Submissions

Informative, Manual 

Remediation

Informative, Manual 

Remediation

Informative, Manual 

Remediation

Manual Or Automatic 

Remediation with O365

Automatic 

Remediation

Informative, Manual 

Remediation

Informative, Manual 

Remediation

*SWG Only* *SWG Only*
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SHA256

AMP-Enabled Integration

AMP in a Nutshell

23BRKSEC-2890

for AMP-Enabled Integrations

File Hash is automatically 
marked in AMP Database

AMP
Database Threat Grid

File Reputation

File Reputation Check
(includes SHA256, SPERO)

Disposition
(unknown,
malicious, 

clean)

Threat
Score

File Analysis

Analysis Request
(includes the file)
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File Pre-Classification

24BRKSEC-2890

Applies CES/ESA, WSA and Firepower

Pre-classification

File

Submitted to 
Threat Grid

Suspect 
File

Not submitted 
to Threat Grid

Normal 
File
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SHA256

AMP-Enabled Integration

AMP Deployments

25BRKSEC-2890

Full Public Cloud

Malicious Files automatically 
marked in AMP Public Database

File Reputation

File Analysis

Information stored in AMP:
• Hashes
• Device GUID

Information stored in TG:
• Files and Device GUID
• Analysis Results and Reports

Organization’s Perimeter

AMP 
Cloud

Threat Grid
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AMP Private Cloud (AMP-PC) 

26BRKSEC-2890

Two Deployment Options

• The AMP File Reputation (FR) database provides the foundation for the entire AMP solution

• Available as a standalone appliance, or virtual appliance 

• AMP-PC delivers many of the cloud features with a dedicated instance at the customer’s 
premise

• Great for environments with very high data privacy requirements (Air Gap)

• AMP Private Cloud Appliance can be deployed in two ways:

AMP
Public 
Cloud

FR
Data

AMP
Public 
Cloud

FR
Data

AMP-Enabled
Integration

AMP-Enabled
Integration

FR
Data

Proxy
Mode

Air-Gap
Mode

File Reputation
Updates
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Cisco Threat Grid On-Premise Appliance

• Provides nearly consistent user experience from cloud to appliance

• Threat Grid Appliances are equipped with a large amount of resources, being able to 
analyze a large number of files in parallel

• Easy scaling with licenses from 500 to 10,000 submissions per day, per appliance. 

• TG5004/5504 (older version)

• TG M5 (current version)

• Appliances can be clustered for redundancy and increased capacity

27BRKSEC-2890
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AMP Deployments with Threat Grid Appliance

• TGA will NEVER send any information back to any cloud

• Customer invests in TGA for a reason – PRIVACY

• On-premise TGA’s will NEVER be trusted sources for Disposition updates

• Current TGA versions only connect to the Internet for the following operations:

• Software Updates 

• Internet Access for Samples running inside the VM‘s via Dirty Interface

28BRKSEC-2890
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Cisco Threat Grid

29BRKSEC-2890

Appliance vs. Cloud

• Threat Grid Cloud

• Manual and API Samples are submitted 
either as Private or Public (depending on 
Tagging)

• AMP-Enabled Integrations (ESA, WSA, 
Firepower, AMP for Endpoints) are 
ALWAYS marked private

• Public data can be pivoted on, but is still 
anonymous on who submitted the sample

• Curated Feeds

• Submission Limits based on purchased 
amount, easily scalable as needs grow

• Threat Grid Appliance

• All Samples are local

• All Artifacts are local

• No data is sent to the cloud

• Pivoting on Samples and Artifacts is only 
based on local data

• AMP malicious marking can only be 
achieved on AMP Private Cloud and has 
only local relevance

• Submission Limits based on appliance 
platform and license
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Cisco Threat Grid Appliance

• Clean Interface

• Manual file submissions via Web UI and automated API submissions

• Need to have connectivity to ESA/WSA and Firepower sensors

• Admin Interface

• Application management and monitoring

• Setup & Configuration

• Updates & Backup/Restore, Logging

• Dirty Interface

• Provides Internet connectivity for the VMs running malware

• Also leveraged for software updates

Introduction

30BRKSEC-2890

For Your
Reference
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• Between Dirty Interface and Outside 
world:

• Allow:

• Outbound IP/ANY

• Outbound TCP/22 (SSH)

• Outbound TCP/19791 and TCP/20433 for Threat 
Grid Support

• Deny

• Outbound SMTP to prevent Spamming

• Inbound IP/ANY

Threat Grid Appliance Firewall Rules

31BRKSEC-2890

• Clean Interface

• Inbound TCP/443, TCP/8443, TCP/9443 
from Internal Network

• Outbound TCP/19143 to 
rash.threatgrid.com

• Administrative Interface

• Inbound TCP/443, TCP/8443 from Internal 
Network

https://techzone.cisco.com/t5/Advanced-Malware-
Protection/Required-Ports-for-ThreatGrid-appliance-
Communication/ta-p/792218

For Your
Reference
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SHA256

Information stored in AMP:
• Hashes
• Device GUID

AMP-Enabled Integration

AMP Deployments

32BRKSEC-2890

Hybrid for Integrations (except A4E)

AMP
Public Cloud

File Reputation

File Analysis

Information stored on TGA:
• Files and Device GUID
• Analysis Results 

and Reports

Organization’s Perimeter

Malicious Files are NOT automatically 
marked in AMP Public Cloud
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Information stored on AMP-PC:
• Hashes
• Device GUID

AMP-Enabled Integration

AMP Deployments

33BRKSEC-2890

Full Private Cloud for Integrations

Malicious Files automatically 
marked in AMP Private Cloud

File Reputation

File Analysis

Information stored on TGA:
• Files and Device GUID
• Analysis Results 

and Reports

Organization’s Perimeter

AMP
Public Cloud

Information stored in AMP:
• AMP-PC GUID
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Organization’s Perimeter

SHA256

AMP-Enabled Integration

AMP Deployments

34BRKSEC-2890

Hybrid for Integrations

File Reputation

File Analysis

Threat Grid
Public Cloud
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Deployment 

Option

ESA/CES

WSA

Meraki MX

Umbrella

Firepower

Full Public
AMP Cloud + TG Cloud

Full Private
AMP PC + TG Appliance

Hybrid
AMP Cloud + TG Appliance

Hybrid
AMP PC + TG Cloud

– not  supported today 

– supported, but has drawbacks, Threat Grid Appliance does not talk to the AMP Cloud (does not share analysis results)

– recommended deployment option, Full Private for customers with high privacy requirements Doesn‘t 

really 

make 

sense...

Caution! 

Breaks the 

architecture!

AMP4E

AMP & Threat Grid Deployment Options

35BRKSEC-2890

*ESA Only
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THREAT GRID

AMP is a simple, 
quick, add-on
license – or 
included in 
bundles

AMP is included
in license options

AMP is licensed 
by machine

The largest 
commercial threat 
intelligence team in 
the world AMP

Threat Intelligence Cloud

AMP
for Email

AMP 
for Network
Firewall & IPS

AMP 
for Web

AMP 
for Meraki 

MX w/ AdvSec

DNS
Umbrella Insights 

& Higher

AMP for
Endpoints

How do I add AMP &
Threat Grid?

36BRKSEC-2890

Threat Grid
Cloud/Appliance

Licensing by user and 
submission needs

Threat Grid
Submissions

Licensing by 24 hour 
submission volume*

*200 submissions included complimentary per organization



Cisco AMP & Threat Grid
for Email Security 
(ESA/CES)
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Questions you’ll be 
able to answer 
after this section:

• How the does ESA/CES security 
stack protect my company?

• Where does AMP fit in, and what 
happens when?

• How do I configure all this so it 
works?

• What kind of reporting is 
available?

38BRKSEC-2890
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Cisco Email Security

39BRKSEC-2890

Complete Inbound Protection

Drop

Drop/Quarantine

Drop/Quarantine

Drop/Quarantine

Quarantine/Rewrite

Deliver Quarantine Rewrite URLs Drop

Reputation 
Filtering

Anti SPAM

Anti Virus

Content 
Filters

Outbreak 
Filters

AMP

Cisco
TALOS
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ESA/CES – AMP & Threat Grid Process Flow

40BRKSEC-2890

Full Public Cloud

1.

1. Email sent from Internet

7.

7. ESA/CES polls for analysis completed and 
releases message from temporary quarantine 
if <90, assumes malicious if >90

8.

8. ESA/CES further processes email per policy

3.

3. Email passed through security stack on ESA/CES

Reputation 
Filtering

Anti SPAM

Anti Virus

Content 
Filters

Outbreak 
Filters

AMP4.

4. Threat intelligence from AMP Cloud used to 
determine if email or attachments match 
known malicious (SHA Lookup)

AMP
Public Cloud

5.

5. If file is unknown, may be sent to Threat Grid 
for analysis, email sent to quarantine per policy

Threat Grid
Public Cloud

6.

6. Threat Grid analyzes file and updates AMP 
Cloud with score derived from behavioral 
indicators.  AMP Cloud could mark as malicious 
from that score. 

2.

2. Accepted by ESA/CES Architecture
Cisco ESA/CES
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File

Able to 
parse 

attachment?

Able to 
unpack the 
archive file?

Verdict 
Available in 
ESA cache?

File 
reputation 
verdict?

Yes Yes Yes

Treated as 
unscannable

No No

Query File 
Reputation 

Server

No

Query

Response

Policy action for 
malware

Continue through 
workqueue

File Upload & Pre-
Classification Checks

Policy action for 
unscannable

Attachment 
is an 

archive file?

MALICIOUS

CLEAN

UNKNOWN

≠ 
Send

Send AMP upload 
action?

NoYes

AMP File Reputation Workflow

41BRKSEC-2890

If AMP is not 
reachable

AMP 
public/private

For Your
Reference
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File

Attachment 
meets file 

upload criteria?

Yes
Attachment 

contains 
dynamic 
content?

Yes Policy Actions (File Analysis, 
Quarantine / Deliver)

Continue through 
workqueue

No No

File Upload Criteria:
• Supported File Type
• Attachment size <= 100 MB

File Upload Criteria and Pre-Classification

42BRKSEC-2890

For Your
Reference
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AMP on Email – File Types & Pre-Classification

• Number of supported file types has been enhanced with ESA/CES version v11.1. 
File Types are now on par with Threat Grid Cloud.

• Before an unknown file is submitted the on-box pre-classification engine [ClamAV] 
scans it to select only files with active or suspicious content

• Pre-classification signatures

• Byte code rules that uncover suspicious indicators

• Signatures developed and updated by Talos – updated via cloud regularly

• Additional Threat Grid classification occurs on v11.1+

• Saves on Threat Grid dynamic analysis

• Highly recommend v12.5.0-66 or newer

43BRKSEC-2890
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AMP on Email with Threat Grid Public Cloud

• Threat Grid updates AMP Cloud with file scores from Analysis

• AMP Cloud will determine final disposition from this and other sources

• If the file was submitted to Threat Grid cloud and receives a Threat Score of 90 or 
higher then ESA/CES considers the file malicious until a true disposition comes from 
AMP Cloud (Retrospective)

• ESA/CES waits for the analysis to finish, updates the file reputation cache and then 
sends the file through AV and AMP again

• Malware can also be convicted by AMP File Reputation due to the adjusted 
disposition (Retrospective)

Considerations

44BRKSEC-2890
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AMP on ESA with Threat Grid Appliance

• Reminder: TGA will NEVER send any information back to any cloud!!

• ESA receives a score from the TGA

• ESA will consider a file malicious if score is 95 or higher (default setting)

• A score of under 95 will not have an effect on processing

• In this case, Malware will be convicted directly by TGA score

• This does have further implications:

• For hybrid deployments, further AMP file reputation checks for the same SHA256 on the AMP 
cloud could still result in “unknown” disposition until AMP cloud is updated from another 
source

• For fully on-premise deployments, TGA integrates with AMP Private Cloud Appliance (AMP-
PC) and does update disposition there

• Those updated AMP-PC dispositions are only locally significant

Considerations

45BRKSEC-2890
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Configuring AMP for Email

• Security Services > File Reputation and Analysis

• You can choose whether to enable or disable two services:

• File Reputation (SHA-256)

• File Analysis (Threat Grid integration)

Enable AMP Services

46BRKSEC-2890

Note the ports, recommendation 
to enable 443 in advanced 
settings

Turns on File 
Reputation globallyTurns on File 

Analysis globally

Turns on File 
Types for FA 
globally
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Configuring AMP for Email

• Can be left as defaults in most of the cases

• Configuration to enable AMP PC, AMP Unity, Internet Proxies and via SSL TCP/443

Advanced Settings for File Reputation 

47BRKSEC-2890

Select Data Center for File Reputation. 
Register For AMP Unity (AMP Cloud)

Use SSL is highly recommended.  
Optional configuration of proxy server

Deprecated, please ignore these settings 
in versions >12.x

File Reputation Client ID and ability to 
enable suppression of Retrospective 
Events for dropped messages
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Configuring AMP for Email

48BRKSEC-2890

Advanced Settings for File Analysis

• Defaults are valid for North America Threat Grid Cloud, can select Europe or Private 
Analysis Cloud (Threat Grid) 

(v12.1+) Configure score to consider 
malicious for Threat Grid results.  Bill 
recommends the default.

Configure Threat Grid datacenter (or 
appliance) and view File Analysis ID.
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Configuring AMP for Email

• Selecting Private analysis cloud reveals more options

• Upload TGA self-signed certificate or issued certificate from PKI

• If an organization’s PKI is used, upload complete certificate chain

Advanced Settings for File Analysis (TG Appliance)

49BRKSEC-2890

TGA 
Hostname

Install TGA Cert
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Configuring AMP for Email

• Mail Policies > Incoming (or Outgoing) Mail Policies

• Click on the link to change AMP-related policy settings

Incoming Mail Policy

50BRKSEC-2890
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Configuring AMP for Email 
Edit Incoming Mail Policy

• General Policy options:

• Drop entire message or attachment 

• Modify message subject, add header

• Hold message in temporary quarantine

How to handle Malicious Attachments

How should ESA handle Messages with 
Attachments currently in File Analysis

Mailbox Auto Remediation, see next slides ...

How to handle Unscannable Attachments

How to handle File Analysis Submission limits

How to hand File Reputation unavailable
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Mailbox Auto Remediation (MAR)

• The AMP engine on the ESA/CES provides reports for retrospective events (aka 
verdict changes) to let an administrator know if a file has evaded detection and was 
delivered to a user’s inbox, but was detected malicious later

• MAR goes beyond that and allows an administrator to configure ESA/CES to recall a 
message from:

• Microsoft Office 365 cloud: supported in v10+ of ESA/CES

• Exchange 2013 and 2016: supported in v13+ of ESA/CES

• ESA/CES is able to leverage API calls to pull the related messages and their 
malicious attachments from the user’s inbox and quarantine them

• This automation allows for faster action to be taken upon discovery of message 
attachments that have evaded detection at the first place

Use Case and Overview

52BRKSEC-2890
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Configuring AMP for Email 

• Systems Administration -> Mailbox Settings

• Configure your Office 365
Credentials

• Import Certificate

• Incoming Mail Policy -> Edit

• Configure Action to be taken
as soon as a retrospective 
event is triggering

Mailbox Auto Remediation

53BRKSEC-2890

For Your
Reference
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AMP Event Analysis

• Reporting > Advanced Malware Protection

• These statistics are intended 
to provide detailed 
AMP file reputation results

AMP Malware Events

54BRKSEC-2890

AMP Summary, Numbers by 
Disposition

Top Malicious Files, click on SHA-256 
value to get more information for the 
file

List of files (hashes) that were blocked 
by AMP, click on SHA-256 value to 
get more information for the file.  
Threat name tells us a lot....
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Cisco AMP “Threat Name”

• Also called “Spyname” or “Malware Name”

• It is only visible in AMP Integrations (ESA/WSA/Firepower)

• It gives an indication about where the actual malicious disposition came from, i.e.:

• ClamAV Heuristic Rules, Threat Grid sandbox

• Third Party comparison engine

• Analysis engines written by the Talos Team

• And many more …

• Detailed descriptions posted here:
https://www.talosintelligence.com/amp-naming/

55BRKSEC-2890
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AMP Event Analysis
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AMP File Analysis Events

Completed File Analysis 
Requests

Currently Running File Analysis 
Requests

• Reporting > AMP File Analysis
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AMP Event Analysis
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On-box File Analysis Details

File Analysis Date & Time

Behavioral Indicators discovered 
during dynamic File Analysis 

Link to Message Tracking for this 
SHA256, a way to track delivery of 
message with this attachment

Link to detailed TG Report for this file

• Reporting > Advanced Malware 
Protection

• Click on SHA256 to see summarized file 
analysis results from Threat Grid
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AMP Event Analysis
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File Analysis Quarantine

• Monitoring -> Policy, Virus and 
Outbreak Quarantines

• Click on Messages column to see 
all messages currently in 
File Analysis Quarantine
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AMP Event Analysis
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AMP File Analysis Quarantine Settings

Quarantine Retention Time: Max 
time for keeping messages in 
quaratine – safety net

Action to take if retention period 
expires, default releases and 
further processes the message

• Monitoring -> Policy, Virus and Outbreak 
Quarantines

• Click on File Analysis to open the Quarantine 
Settings



Cisco AMP and Threat 
Grid
for Web Security (WSA)
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Questions you’ll be 
able to answer 
after this section:

• How the does the WSA security 
stack protect my company?

• Where does AMP fit in, and what 
happens when?

• How do I configure all this so it 
works?
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Cisco Web Security
Complete Inbound Protection

Block

Block/Warn

Block/Warn

Block

Block

Allow Warn Filter Block

URL 
Filtering

Reputation 
Filtering

Dynamic 
Content 
Analysis

Anti Virus 
Engines

AMP

Anti 
Malware 
Engine

Cisco
TALOS

WWW
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WSA – AMP & Threat Grid Process Flow
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Threat Grid in the Cloud

6. 6. WSA does not wait for results from TG and 
allows object to be delivered

4.

4. Threat intelligence from AMP Cloud used to 
determine if page object matches malicious 
indicators (File Reputation - SHA Lookup)

AMP
Public Cloud

5.

5. If object is “unknown” and qualifies, it is sent 
to Threat Grid cloud for analysis

Threat Grid
Public Cloud

7.

7. If Threat Grid malware analysis determines 
that it has serious malicious behaviors and 
indicators, the AMP Cloud is updated  

1.

1. Web page content from Internet

WWW

3.

3. Content passed through security stack on WSA

URL 
Filtering

Reputation 
Filtering

Dynamic 
Content 
Analysis

Anti Virus 
Engines

AMP

Anti 
Malware 
Engine

2.
2. Directed through WSA ApplianceCisco WSA

8. Update leads to a Retrospective Event

8.
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AMP on WSA – File Types & Pre-Classification

• Number of supported file types has been enhanced with WSA version v11.7. File 
Types are now on par with Threat Grid Cloud.

• Before an unknown file is submitted the on-box pre-classification engine [ClamAV] 
scans it to select only files with active or suspicious content

• Pre-classification signatures

• Byte code rules that uncover suspicious indicators

• Signatures developed and updated by Talos – updated via cloud regularly

• Additional Threat Grid classification occurs on v11.7+ on WSA

• Saves on Threat Grid dynamic analysis

• Highly recommend v11.8.0-407 or newer
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Configuring AMP for WSA
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Enable AMP Services

Enables File Analysis 
globally

Enables File Reputation 
globally

Enables specific  
File Types globally

• Security Services > Anti-Malware and Reputation Settings

• You can choose whether to enable or disable two services:

• File Reputation (SHA-256)

• File Analysis (Threat Grid)
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Configuring AMP for WSA
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AMP Services Advanced Settings

Select Data Center and register 
WSA in your AMP for Endpoints 
Console, more details in a sec ...

Configure Upstream Proxy for 
File Reputation checks

AMP Client ID

File Analysis Client ID
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Configuring AMP for WSA
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Access Policy

Select the action to take 
for malicious objects

Turns on File Reputation for 
traffic matching this Access 
Policy

• Web Security Manager > Access Policies

• Click on the link to change AMP-related policy settings



Cisco AMP and Threat Grid
for Endpoint Security
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Questions you’ll be 
able to answer 
after this section:

• What additional protection 
engines are available in AMP for 
Endpoints?

• How does AMP for Endpoint 
traffic flow?

• How is AMP for Endpoints 
different from everything we have 
been talking about?

• What is Low Prevelance?
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AMP for Endpoints
Multiple Prevention, Detection and Monitoring Features

Prevent

•Cloud lookups (1:1, 1:many)

•Antivirus (TETRA, ClamAV)

•Exploit Prevention:

• Fileless malware detection

• Adware Removal

• Process Hollowing

•System Process Protection

•Client Indicators of 
Compromise

Detect

•Static analysis

•Sandboxing (Dynamic analysis)

•Malicious Activity Protection

•Machine Learning

•Device Flow Correlation

•Cloud Indicators of 
Compromise

Reduce 
Risk
•Vulnerable Software

•Low Prevalence

•Proxy Log Analysis (Cognitive)

•Endpoint Isolation

•Advanced Search (Orbital)

•API Integrations
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SPERO Static Analysis

Threat Grid File Analysis

Cisco Talos Cloud

Anti-Virus Engine

MAP Behavioral Analysis*

ETHOS Fuzzy Fingerprinting

Exploit Prevention*

AMP-ENABLED & ENDPOINT

AMP FOR ENDPOINTS Ability to isolate the endpoint

Can quarantine malicious files 
(CES/ESA)

Observes interaction between files 
to determine suspicious activity

Watches network traffic to isolate C2 
or data exfiltration

CONTINUOUS PROTECTION

File Rep – SHA256 Matching
Finds the low hanging fruit, fast.  Tracks 
Clean, Malicious and Unknown hashes

Retrospective Detections

Examines PE headers, looks at DLL 
imports, compile location and ~400 
factors. Machine learning engine.

Dynamic analysis performed on unknown 
files in virtual sandboxing environment

Cisco’s Threat Team and Cloud 
Intelligence source

Randomize memory structures to protect 
against memory attacks and file-less malware

Rules engine that looks at malicious 
behaviors locally on the workstation

Signature based local AV protection

Compression based fuzzy hashing (non-
unique) algorithm that attempts to match 
polymorphic malware to known hashes

Behavior-based analysis to uncover 
known and unknown malwareCloud IOCs

Protects key system services (such as 
lsass.exe) from exploitationSystem Process Protection*

Monitors inbound/outbound network 
traffic for malicious destinationsDevice Flow Correlation (DFC)

Additional Protection available in AMP for Endpoints

How does AMP protect our systems?
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AMP-Enabled & Endpoint Integration Protection

* Windows Clients Only

For Your
Reference
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Information stored in AMP:
• Endpoint Information, Files
• Policies & Custom Detections
• File Trajectory, Root Cause
• Reporting, IOC Scans

AMP Connector
(Endpoint)

Organization’s Perimeter

AMP
Cloud

Threat Grid
Cloud

Information stored in TG:
• Files and Device GUID
• Analysis Results and Reports

File Reputation

File Analysis

File Reputation Check
(includes 1-1 SHA256, Ethos, 

Spero, DFC)

Retrospection via PING2

Disposition
(unknown,
malicious, 

clean)

File Fetch
(suspicious file)

Analysis 
Request

(includes the file)

Malicious File Hash is automatically 
marked in AMP Database (poke)

AMP for Endpoints
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AMP Connector
(Endpoints)

Information stored on 
TGA:
• Files and Device GUID
• Analysis Results 

and Reports

Organization’s Perimeter

Information stored on AMP-
PC:
• Endpoint Information, Files
• Policies & Custom Detections
• File Trajectory, Root Cause
• Reporting, IOC Scans

Information stored:
• AMP-PC GUID

File Reputation

File Analysis

Malicious Files automatically 
marked in AMP Private Cloud (poke)

File Reputation Check
(includes 1-1 SHA256, Ethos, 

Spero, DFC)

Retrospection via PING2

Disposition
(unknown, malicious, 

clean, block) File Fetch
(suspicious file)

Analysis 
Request

(includes the file)

AMP
Cloud

File Reputation Check
(includes 1-1 SHA256, if Private Cloud does not know)

Retrospection via PING2

Analysis Report
(Indicators, Threat Score)

AMP for Endpoints
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AMP Connector
(Endpoints)

Information stored on 
TGA:
• Files and Device GUID
• Analysis Results 

and Reports

Organization’s Perimeter

Information stored on AMP-
PC:
• Endpoint Information, Files
• Policies & Custom Detections
• File Trajectory, Root Cause
• Reporting, IOC Scans

Information stored:
• AMP-PC GUID

File Reputation

File Analysis

Malicious Files automatically 
marked in AMP Private Cloud (poke)

File Reputation Check
(includes 1-1 SHA256, Ethos, 

Spero, DFC)

Retrospection via PING2

Disposition
(unknown, malicious, 

clean, block)

File Fetch
(suspicious file)

Analysis 
Request

(includes the file)

AMP
Public Cloud

NO File Reputation Check
(includes 1-1 SHA256, if Private Cloud does not know)

NO Retrospection via PING2

Analysis Report
(Indicators, Threat Score)

AMP for Endpoints
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Private / Air-Gap
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AMP Deployments
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Hybrid Deployments for Endpoints

Remember:
AMP for Endpoints does 
not support any hybrid 
deployment modes !!!
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Threat Grid in AMP for Endpoints
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Automatic submission differences

• The Threat Grid Integration into AMP for Endpoints focuses exclusively on 
executables, no other files are submitted for sandboxing automatically

• Low Prevalence – Process to select files to be submitted for File Analysis in 
Threat Grid automatically

• Prevalence – How widely spread a file is on a global perspective; files get 
tagged by Low Prevalence if they are only seen on a very low number of 
Endpoints globally

• Those Low Prevalence Executables will be automatically submitted to 
Threat Grid for analysis

• Additionally, an Administrator can also initiate File Analysis manually
• AMP Console requests file from endpoint, endpoint receives request via 

heartbeat
• Endpoint uploads file to AMP Console
• AMP Console submits the file for analysis and presents results
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AMP for Endpoints File Analysis
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Automatic Sample Submissions with Low Prevalence Files

File Information with number of 
ocurrences, Analysis Report, and links 
to File and Device Trajectories

Enable/Disable/Configure Automatic 
File Analysis per group

Select/De-Select endpoint groups for 
Automatic File Analysis

• Analysis -> Prevalence 

• Configured per group basis

• Shows all Low Prevalence files 
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AMP for Endpoints File Analysis

• Administrator selects File in File 
Trajectory to be fetched from an 
Endpoint

Manual File Submissions
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After file fetch is initiated, the file will 
show up in the file repository
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AMP for Endpoints File Analysis

• After successful file fetch, the file will 
show up as “available”

Manual File Submissions
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Threat Grid will analyze the file.  If you 
have Threat Grid Cloud, you can 
interact with the sample during analysis 
and to view results after finishing in 
Threat Grid cloud, or the AMP Console

File has not been analyzed, press the 
Analyze button to submit this file to 
Threat Grid



Cisco AMP and Threat Grid
for Firepower 
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Questions you’ll be 
able to answer 
after this section:

• More questions?!?

• How can I enable AMP on 
Firepower?
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SHA256

Organization’s Perimeter

AMP
Cloud

Threat Grid
Cloud

Information stored in AMP:
• Hashes
• Device GUID

Information stored in TG:
• Files and Device GUID
• Analysis Results and Reports

Firepower Sensor

File Reputation
(includes 1-1 SHA256, Spero)

Retrospection via PING2

Disposition
(unknown,

malicious, 

clean)

Analysis Report
(indicators, threat score)

Analysis Request
(includes the file)

FMC
File Reputation Check

(includes 1-1 SHA256, Spero)

Malicious File Hash is automatically 
marked in AMP Database (POKE)

File Reputation

File Analysis

AMP for Network (Firepower)
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SHA256

Information stored in AMP:
• Hashes
• Device GUID

AMP
Cloud

Organization’s Perimeter

Malicious Files are NOT automatically 
marked in AMP Public Cloud (no POKE)

Information stored on 
TGA:
• Files and Device GUID
• Analysis Results 

and Reports

Firepower Sensor

File Reputation Check
(includes 1-1 SHA256, Spero)

Retrospection via PING2

Disposition
(unknown,

malicious, 

clean)

Analysis Report
(indicators, threat score)

Analysis Request
(includes the file)

FMC
File Reputation Check

(includes 1-1 SHA256, Spero)File Reputation

File Analysis

AMP for Networks (Firepower)
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Hybrid Cloud
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Information stored on AMP-PC:
• Hashes
• Device GUID

Malicious Files automatically 
marked in AMP Private Cloud (poke)

Organization’s Perimeter

Information stored in 
AMP:
• AMP-PC GUID

AMP
Cloud

Information stored on 
TGA:
• Files and Device GUID
• Analysis Results 

and Reports

File Reputation

File Analysis

Firepower Sensor

File Reputation Check
(includes 1-1 SHA256, Spero)

Retrospection via PING2

Disposition

Analysis Report
(Indicators, threat score)

Analysis Request
(includes the file)

FMC
File Reputation Check

(includes 1-1 SHA256, Spero)

Disposition

File Reputation Check
(includes 1-1 SHA256, if Private Cloud does not know)

Retrospection via PING2

AMP for Networks (Firepower)
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Information stored on AMP-PC:
• Hashes
• Device GUID

Malicious Files automatically 
marked in AMP Private Cloud (poke)

Organization’s Perimeter

Information stored in 
AMP:
• AMP-PC GUID

AMP
Cloud

Information stored on 
TGA:
• Files and Device GUID
• Analysis Results 

and Reports

File Reputation

File Analysis

Firepower Sensor

File Reputation Check
(includes 1-1 SHA256, Spero)

Retrospection via PING2

Disposition

Analysis Report
(Indicators, Threat Score)

Analysis Request
(includes the file)

FMC
File Reputation Check

(includes 1-1 SHA256, Spero)

Disposition

NO File Reputation Check
(includes 1-1 SHA256, if Private Cloud does not know)

NO Retrospection via PING2

AMP for Networks (Firepower)
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Private Cloud / Air-Gap
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AMP for Networks (Firepower)

• Confirm those firewall rules

• File Reputation occurs from FMC

• File Analysis occurs from Sensor

• Connect FMC to AMP Cloud and Threat Grid accounts

86BRKSEC-2890

Tips & Tricks
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AMP for Networks (Firepower)

• Malware & File Policy – Rule 1
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Configuration
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AMP for Networks (Firepower)

• Malware & File Policy – Rule 2
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Configuration
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AMP for Networks (Firepower)

• Malware & File Policy
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Configuration
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AMP for Networks (Firepower)

• Malware & File Policy
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Configuration
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AMP for Networks (Firepower)

• Access Policy
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Configuration 



Cisco AMP and Threat Grid
for Umbrella and Meraki 
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Questions you’ll be 
able to answer 
after this section:

• How do cloud services access 
AMP and Threat Grid?

• How do I configure AMP and 
Threat Grid on Umbrella Secure 
Web Gateway (SWG)

• What about Meraki config? Is it 
really that simple?
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Why did I combine them…?

• We have covered the flows….

• Earlier slides show architecture & supported deployments

• We know the architecture…

• AMP and Threat Grid

• Cloud services only talk to AMP Public Cloud and Threat Grid Cloud

• So let’s talk configuration, best practices & differences…

Not all that different!
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Umbrella Web Policy Configuration 

• File Inspection
• AMP File Reputation

• Threat Grid Malware 
Analysis

• Static and Dynamic 
Analysis

• North America or Europe
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Now what happens?

96

• Umbrella user receives password reset email for TG Entitlement org 
immediately – once complete will gain access to this TG Entitlement org

• At this point the Umbrella Service account and Device-Admin Entitlement 
org users are created automagically

• If the company has an existing TG Org or Entitlement org, request 
provisioning to move the accounts to existing org.
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Umbrella Integration Tips (1)

97

• The legacy “Policies/Integrations: Threat Grid” config just pulls a Threat 
Grid domain feed into an Umbrella policy. This has proven to be false 
positive ridden and not suggested to be used for blocking – not suggested 
to be used when running Threat Grid with SWG.

• https://support.umbrella.com/hc/en-us/articles/231248768-Cisco-
Umbrella-Cisco-AMP-Threat-Grid-Cloud-Integration-Setup-Guide

BRKSEC-2890

https://support.umbrella.com/hc/en-us/articles/231248768-Cisco-Umbrella-Cisco-AMP-Threat-Grid-Cloud-Integration-Setup-Guide
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Umbrella Integration Tips (2)

98

• Configuration is simple – and one time

• File Analysis is only for SWG Full Proxy, not Selective Proxy

• Sandbox region selected is permanent – region is per org.  All orgs in a 
multi-org must be in the same region as well. 
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AMP & Threat Grid for Meraki MX

• Setup TG under Organization/Settings/Threat Grid

• Configure AMP under Security & SD-WAN/Threat Protection

• HTTP Traffic, HTTPS in v15.15+ in beta

• MX Supports AMP Cloud (US), and Cloud Threat Grid (US & EU)
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AMP & Threat Grid for Meraki MX

• Meraki MX file type support:

• File Reputation: SWF, MSOLE2 (.doc, .xls, .ppt), MSCAB, PDF, EXE, ELF, MACHO, MACHO UNIBIN, JAVA, 
XML based MS Office files

• File Analysis: PE32, DLL, PDF and MS Office files

• Maximum file size is 10 MB

• Meraki does not include any submissions to Threat Grid by default

• The number of available sample submissions to Threat Grid Cloud determined by Threat Grid Advanced File 
Analysis license purchase

• Threat Grid Cloud Portal licensed separately
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Threat Grid Cloud Portal vs. 
AMP-Enabled Integration
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Questions you’ll be 
able to answer 
after this section:

• What Threat Grid is ‘included’ with 
just an AMP-Enabled integration?

• What does the Threat Grid Cloud 
portal offer to a customer that can 
not be done with an AMP-
Enabled integration?

• Can I integrate with 3rd party 
products? How?

• Threat Grid offers different types 
of portal views?!?

• How do I integrate my AMP-
Enabled devices to Threat Grid 
Cloud?
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Threat Grid Offering Comparison 

103

AMP-Enabled Threat Grid, Entitlement Portal and Threat Grid Cloud Portal

AMP-Enabled 
Threat Grid

Threat Grid 
Entitlement 

Portal

Threat Grid 
Cloud Portal

Automatic submission from Cisco AMP-Enabled 
Device

Access to “Device/Entitlements” section of TG Cloud

Manual file & 3rd party API submissions

Search and pivot on Global Data

Cisco Threat Response Integration

Ability to interact with running sample (Glovebox)

View Network\Process\Artifact\File\Disk\Registry Activity

Easily delete submissions via GUI

Orbital & MITRE Enhancements and Pivot

* Requires Advanced File Analysis Submission package

*

* **
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Threat Grid Entitlement Portal

104BRKSEC-2890

• No-cost access for all AMP-
Enabled customers who do not 
have Threat Grid Cloud

• Special ‘Device_Admin’ 
account that provides a limited 
view of the Threat Grid Cloud 
portal

• Sample Consumption 
per 24 hours

• Basic Dashboard – Avg. 
Analysis Time, Avg. 
Threat Score, 
Convictions, etc.

• Ability to view device 
information and organizational 
entitlements
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Threat Grid Entitlement Portal
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Devices View

• Access for all Threat Grid and 
AMP-Enabled customers

• View all devices in an 
organization

• API Limits
• Amount Consumed
• Remaining

• Ability to self-configure device 
limits from organizational total
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Threat Grid Entitlement Portal 
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Entitlement View

• Access for all Threat Grid and 
AMP-Enabled customers

• View all Entitlements in an 
organization

• TypeSamples/Day
• Login
• Users (if applicable)
• Re-order SKU
• Start/End date -

subscription
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Threat Grid Cloud
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Full access portal 
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File Analysis Visibility
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Threat Grid Sample Manager
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Threat Grid Analysis Results
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• The Threat Grid Analysis Report provides a detailed 
view to:

• Meta Data

• Behavioral Indicators

• Network Activity

• Processes

• Artifacts

• Registry Activities

• File Activities

• Threat Response Bar

• Threat Grid also provides:

• Video of the VM session

• PCAP from all network activities

• Export the report in various formats

• Download the sample and Artifacts

• Ability to interact with sample

• Global sample search
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Threat Grid Public Cloud Submissions

• Every Sample submitted to Threat Grid Cloud gets tagged:

• Public – Sample will be visible globally (each user can access all the details of the report)

• Private – Sample is only visible to the submitting Organization

• Automated Submissions from an AMP-Enabled Integration are always marked 
private

110BRKSEC-2890

Public and Private Tagging
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Orbital & MITRE ATT&CK
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Orbital & MITRE ATT&CK
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Integrations feeding Threat Grid Cloud

113

• CES, ESA, WSA, Firepower

• File Analysis (FA) Client ID identifies individual device to Threat Grid.  Devices register 
with Threat Grid Cloud using their individual FA Client ID

• Umbrella, AMP for Endpoints, Meraki

• Business/Service name identifies a service to Threat Grid

• FA Client ID and Service Name are used to bind submissions to a TG Organization

• Provides access to view in TG Cloud Portal if purchased

• Provides the ability to see samples submitted by AMP-Enabled devices

• Provides manual submissions, analysis and sample interactions (Glovebox)

• Note: Threat Grid Entitlement Portal released for device management

• Appliance Note: These are also used to register devices on a TG Appliance

• Device registers a new User at TGA with TG Client ID as the Username

• This new User must be activated, otherwise TGA will not accept submissions

BRKSEC-2890
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Integrated Connector Registration
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AMP-Enabled Integration Registration to Threat Grid

• Tech Note on obtaining File Analysis Client ID

• https://www.cisco.com/c/en/us/support/docs/security/email-security-
appliance/213667-file-analysis-client-id-on-content-secur.html

• Best to work with your Advanced Threat or Security account teams

• Gather FA-IDs and Service Names

• Group in Threat Grid Cloud organization (subscription) or Threat Grid 
Entitlement Portal organization (complimentary)

• tg-provisioning@cisco.com can also provide grouping assistance

https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
mailto:tg-provisioning@cisco.com


© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Integrated Connector Registration 

115

• Threat Grid

• Organizational view into AMP-Enabled devices and cloud users

BRKSEC-2890
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Integrated Connector Registration
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Things to keep in mind

• Firewall rules can interfere with your device registering

• If a device is exchanged (hardware upgrade/return, etc) – you will need to 
add that back to Threat Grid and your organization manually

• Firepower Sensors have the FMC MAC address in its ID. If you change 
FMC – you will need to ensure all in same org.

• Register primary and failover FMC to Threat Grid Portal

• Consider Threat Grid Cloud upgrade for full visibility

• Consider Threat Grid Entitlement Portal for device visibility vs. Group 
Reporting feature of WSA/ESA/CES



Recent Enhancements for
AMP-Enabled Integrations
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Questions you’ll be 
able to answer 
after this section:

• I have a few of these products, 
how do they integrate?

• Wait, I can click once and block 
everywhere?
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AMP Unity
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Enhanced Operational Visibility and Control

AMP for Endpoints

Systems Security 
Team

• Consolidation of 
connector events in 
AMP Console

• Visibility into the 
threat vector

• A4E Policy 
Management

Firepower (FMC) Cisco Email & Web

FMC

Event Sync

Network Security 
Team

• Visibility into 
AMP Events at 
the Endpoint
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AMP Unity
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AMP for Endpoints

Manages for Endpoints:
• Endpoint Policies
• Black & White Lists
• Exclusions

Provides for Endpoints
• Device Trajectories
• File Trajectories
• Retrospection

Manages for Network:
• Network Policies
• Black & White Lists

Provides for Network
• File Trajectories
• Retrospection

Manages for Content:
• Content Policies
• Black & White Lists

Provides for Content
• File Trajectories
• Retrospection

Firepower (FMC) Cisco Email & Web
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AMP Unity Functionality with Releases
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NGIPS NGFW

Network Appliances

Content Appliances

WWW

WSA ESA/CES

Unity Support as of…

AMP & 
Firepower 
Appliances 

FMC 6.2

Email Security AsyncOS 11.1

Web Security AsyncOS 11.5

* See File & Device trajectory from all your AMP-enabled devices 

Global Outbreak Control 

Simple Custom Detection 
(Blacklisting)

Whitelisting

Trajectories

File

Device
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Integrating Connectors into AMP Cloud

• AMP Client ID identifies individual file reputation checks per device

• Devices register with AMP Cloud using their individual AMP Client ID

CES/ESA and WSA

122BRKSEC-2890

AMP for Endpoints ID identifies the
device in AMP Console ...

... and shows up as an 
integrated application
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Integrating Connectors into AMP Cloud

• Register Firepower Management Center (FMC) with AMP Cloud (A4E portal)

• Firepower will show data for all sensors 

Firepower via FMC
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AMP for Endpoints ID identifies the
device in AMP Console ...
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AMP Unity – Full Visibility into the Threat Vector
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First, it traversed the 
Firepower NGFW

Then it was observed on the 
Email Security Solution 

And finally stored 
on the Endpoint



Cisco Threat Response: 
Enhancing Incident 
Research & Response 
Capabilities 
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Questions you’ll be 
able to answer 
after this section:

• Is Cisco protecting my company 
from the latest threats?

• Have we seen this threat in our 
environment yet?

• How do I access Cisco Threat 
Response?
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Introducing Threat Response
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A new integrated Security Orchestration Enhancement

• Included with AMP for Endpoints, Threat Grid 
Cloud, ESA/CES (via SMA v12.1+), WSA, 
Umbrella, Firepower v6.4, Stealth Watch 
Enterprise

• Single Pane of Glass across multiple IR Tools

• Combines external Threat Intelligence and internal 
Log Data via Enrichment Modules

• External Threat Intelligence is integrated from 
Cisco and 3rd Party Sources

• Reduces Incident triage and Mitigation time by 
integrating various remediation actions
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Threat Response
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Enrichment Modules
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File names

File paths

Internal targets

Global intelligence

Associated 
files Local sightings
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Threat Response Integration
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AMP for Endpoints
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Threat Response Integration
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Threat Grid “info bar”

Displays all A4E targets 
where sample was seen

Patterns of behavior or a 
set of conditions which 
indicate malicious behavior

Which Threat 
Response Module 
contributed

Single ruling of an 
observable from one 
threat intelligence source

Highest-priority judgement on 
that observable from that source
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Threat Response Integration
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Threat Grid Observables
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Immediately take 
mitigating action 
from pivot menu
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Browser plugin for Cisco Threat Response
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Overview

1
Pull observables from the contents of any web 
page, Cisco or 3rd party web-based console

2
Immediately gives you the current verdicts on 
each observable

3
Access the Threat Response pivot menu, where 
you can block a SHA or domain, without ever 
leaving the page

4
Pivot into the Threat Response investigate UI with 
the set of selected observables
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Browser plugin for Cisco Threat Response

Example
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For your viewing pleasure… 
• Cisco Security APIs and Scripts

• https://github.com/CiscoSecurity

• Cisco Threat Response Plugins

• http://cs.co/CTR4Chrome & http://cs.co/CTR4Firefox

• Cisco Threat Response Supported Modules

• http://cs.co/ctr_modules

• AMP Cloud and Threat Grid IP and Firewall requirements

• https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-
sourcefire-00.html

• Status and outage notifications

• https://urgentnotices.statuspage.io/
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https://github.com/CiscoSecurity
http://cs.co/CTR4Chrome
http://cs.co/CTR4Firefox
http://cs.co/ctr_modules
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://urgentnotices.statuspage.io/


Threat Grid Cloud  
Demo if time 
permits

(warning: a live demo at Cisco 
Live…)



Questions?



Complete your 
online session 
survey • Please complete your session survey 

after each session. Your feedback 
is very important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (starting on Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events 
Mobile App or by logging in to the Content 
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on 
demand after the event at ciscolive.com. 
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https://www.ciscolive.com/emea.html
http://ciscolive.com/
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Continue your education
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Related sessions

Walk-in 
self-paced labs

Demos in the 
Cisco campus

Meet the engineer 
1:1 meetings



Thank youThank you




