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with the speaker after the session
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Click “Join the Discussion”
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Cisco Webex Teams

3BRKSEC-2348



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Abstract
• This session will enable attendees to deploy FTD to securely support remote access 

users with AnyConnect, leveraging ISE integration for posture and Duo integration 
for MFA. The breakout will cover the steps for success and address the integrations 
of the bigger Cisco architecture and TrustSec.   The attendee will leave the session 
confident of the capabilities of FTD, the configuration procedures and the tools for 
troubleshooting. This is a must attend session for those existing AnyConnect 
customers wanting to move to Firepower.
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Agenda

• Introduction

• The Big Picture Architecture

• Platform Drill Down

• Steps for success

• Configuration Down and Dirty

• TrustSec Integration

• Conclusion
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Agenda
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• Cyber Technical Solutions Architect

• GPEN, CISSP and former CCIE

• 21+ year Cisco veteran (Joined September 1998)

• Enterprise SE, 9 years

• Security TSA (Enterprise & Commercial) 12 years

• Grew up in Cornwall, England

• Live in Cleveland, Ohio, US

• Wife, Nadine and 4 teenagers

• Fun: Photography, reading, travel, school sports 
and dance and budding sailor

#216stephens

Mark Stephens: mstephen@cisco.com

Add Family 
picture 
here

About your speaker

mailto:mstephen@cisco.com
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What not covered in this session
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Not intending to boil the ocean

This is a 
solutions 
approach
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Firepower Diagonal Learning Map
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BRKSEC-3328 – 11h00
Making Firepower Management 
Center (FMC) Do More

BRKSEC 2494 – 8h30
Maximizing Threat Efficacy & Perf

BRKSEC 2348 – 17h00
Deploying AC with FP – posture & MFA

BRKSEC 2020 – 11h00
Deploying FP Tips and Tricks 

BRKSEC-3093  - 14h45
ARM yourself using
NGFWv in AZUR

BRKSEC 3629 – 14h45
Designing IPSec VPNs with Firepower Threat 
Defense integration for Scale and High Availability

BRKSEC-3032 – 11H30
Firepower NGFW 
Clustering Deep Dive

BRKSEC-3300 – 9H00
Advanced IPS Deployment 
with Firepower NGFW

BRKSEC-3455 – 11H15
Dissecting Firepower NGFW: 
Architecture and Troubleshooting

BRKSEC-3035 – 8H30
Firepower Platforms Deep Dive

BRKSEC-2663 -16h45
DDoS Mitigation: Introducing Radware DeploymentBRKSEC 3063 - 14h30

Decrypting the Internet with Firepower!

Tuesday

Wednesday

Thursday

Friday

Thursday BRKSEC-2034 -14h45
Cloud Management of Firepower 
and ASA with Cisco Defense 
Orchestrator 

BRKSEC-2140 – 9h00
2 birds with 1 stone: DUO 
integration with Cisco ISE and 
Firewall solutions

Monday – 8h30
TECSEC-2600
Next Generation Firewall Platforms and 
Integrations
TECSEC-3004
Troubleshooting Firepower Threat 
Defense like a TAC Engineer

BRKSEC-2056 – 9h45
Threat Centric Network 
Security

PSOSEC-4905  - 13h30
The Future of the 
Firewall
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ISE Diagonal Learning Map
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BRKSEC-2430  / Tuesday – 14H30 
ISE Deployment Staging and Planning   

BRKSEC-1003 / Wednesday – 16h45
Cisco Platform Exchange Grid (pxGrid) Inside Out

BRKSEC-3229 / Friday 9h00 
ISE under magnifying glass. 
How to troubleshoot ISE

BRKSEC-3432 / Thursday – 8h30
Advanced ISE Architect, Design and 
Scale ISE for your production networks

TECSEC-3416 / Monday – 8h30
Walking on solid ISE: advanced use 
cases and deployment best practices

BRKSEC-2025 / Wednesday – 8H30
Integrating Security Solutions with Software 
Defined Access Campus Networks

BRKSEC-3690 / Thursday – 11h15

Advanced Security Group Tags: The Detailed Walk 
Through

BRKSEC-2140 / Friday -9h00
2 birds with 1 stone: DUO 
integration with Cisco ISE and 
Firewall solutions

BRKSEC-2111 / Wednesday – 14h45
Visibility and Segmentation: First steps 
to secure Industrial Networks



The Big Picture 
Architecture
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We establish trust by 
verifying:

• Multi-factors of User Identity

• Device context and Identity

• Device posture & health

• Location

• Relevant attributes and 
context

We continuously verify:

• Original tenets used to 
establish trust are still true

• Traffic is not threat traffic

• Behavior for any risky, 
anomalous or malicious 
actions

• If compromised, then the 
trust is broken

We enforce least 
privilege access to:

• Networks

• Applications

• Resources

• Users & Things

Establish 
Trust

Enforce
Trust-Based

Access

Continuous 
Trust 

Verification

How to Implement Cisco Zero Trust

12BRKSEC-2348

3 Step Cyclical Process
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Solution Components
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Infrastructure

Policy Control and Management

Multi Factor Authentication

FMCISE

FTD

Establish 
Trust

Enforce
Trust-Based

Access

Continuous 
Trust 

Verification

Verify identity 
of users 

Ensure 
trustworthiness 

of devices

Enforce risk-based 
and adaptive 

access policies
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Big Picture Architecture
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Internal

ISE

AD

FMC

Remote User 

AnyConnect

FTD
FTD

Internal Location

Protected 
Network

PxGrid

Auth Proxy Gateway

Administrator

VPN

Internet Internal



Platform Drill Down



FTD
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FTD For Remote Access VPN
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Use-case: RAVPN

Key Functions Key Capabilities

Resilience (and scalability) VPN load balancing 

Advanced Access Control IPSEC and SSL

Block access to malicious
IP's, URL's, DNS

Talos Security Intelligence

Dynamic NAT/PAT and Static NAT AD, LDAP and Radius 

Remote Access VPN IKEv1 and IKEv2

Site to Site VPN RADIUS CoA

Detecting malicious network traffic Snort IPS

Visibility and tracking of file transfers, 
Blocking of malicious files

Advanced Malware Protection

Dynamic analysis of unknown files Threat Grid Integration

DMZ

HA

Campus/ Private
Network

Internet Edge

Service Provider Internet
Remote User

NGFW or ASA

HSRP
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Firepower Threat Defense (FTD)

18BRKSEC-2348

A single converged OSOS

OS

Firepower (L7)
• NGIPS

• AVC, URL Filtering

• AMP

ASA (L2-L4)
• L2-L4 Stateful Firewall

• ACLs, routing

• VPN termination

• Other…

LINA
• L2-L4 Stateful Firewall

• ACLs, routing

• VPN termination

• Other…

Firepower (L7)
• NGIPS

• AVC, URL Filtering

• AMP

Show Commands
Debugging

“LINA”=linux on ASA
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Cisco FTD NGFW Portfolio
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FPR9K-SM-24
FPR9K-SM-36
FPR9K-SM-44FPR-4110

FPR-4120
FPR-4140
FPR-4150

FPR-2110
FPR-2120
FPR-2130
FPR-2140

FPR-1010

FPR-1120
FPR-1140
FPR-1150

New!
FPR9K-SM-40
FPR9K-SM-48
FPR9K-SM-56

New!
FPR-4115
FPR-4125
FPR-4145

2-8.5 Gbps AVC

2-8.5 Gbps 

AVC+IPS

Stand alone device:

12-53 Gbps AVC

10-47 Gbps AVC+IPS 6

Six node cluster

Up to 254 Gbps AVC

Up to 226 Gbps 

AVC+IPS

One Module:

30-70 Gbps AVC

24-64 Gbps AVC+IPS

Six node (2 chassis) cluster

Up to 336 Gbps AVC

Up to 307 Gbps AVC+IPS
1.5-2.2 Gbps AVC

1.5-2.2 Gbps AVC+IPS

650 Mbps AVC

650 Mbps AVC+IPS
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Remote Access VPN Sizing and Throughput
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Firepower 
Platform

1010 1120 1140 1150 2110 2120 2130 2140

Max VPN
Peers

75 150 400 800 1500 3500 7500 10,000

IPsec VPN 
Throughput

300 
Mbps

1 Gbps 1.2 
Gbps

1.4 Gbps 500 
Mbps

700 
Mbps

1 Gbps 2 Gbps

Firepower 
Platform

4110 4115 4120 4125 4140 4145 4150

Max VPN
Peers

10,000 15,000 15,000 20,000 20,000 20,000 20,000

IPsec VPN 
Throughput

6 Gbps 8 Gbps 10 Gbps 14 Gbps 13 Gbps 18 Gbps 14 Gbps

Note: Remote Access throughput approximately minus 10% of IPSec VPN S2S numbers shown
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Remote Access VPN Sizing and Throughput
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Firepower 
Platform

SM-24 SM-36 SM-40 SM-44 3xSM-44 SM-48 SM-56 3xSM-
56

Max VPN
Peers

20,000 20,000 20,000 20,000 60,000 20,000 20,000 60,000

IPsec VPN 
Throughput

13 Gbps 16 Gbps 20 Gbps 17 Gbps 51 Gbps 25 Gbps 27 Gbps 81 
Gbps*

Firepower 
Platform

NGFWv
4 vCPU

NGFWv
8 vCPU

NGFWv
12 vCPU

Max VPN
Peers

250 250 750

IPsec VPN 
Throughput

761 
Mbps

1.3 Gbps 2.4 Gbps

*In unclustered configuration

Note: Remote Access throughput approximately minus 10% of IPSec VPN S2S numbers shown
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Management Designed for the User
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For easy on-box management of 
single FTD or pair of FTDs 

running in HA

For centralized cloud-based 
policy management of multiple 

deployments
*For FTD release 6.4 or higher

Helps administrators enforce 
consistent access policies, rapidly 
troubleshoot security events, and 

view summarized reports across the 
deployment

Cisco Firepower 
Device Manager 

(FDM)

Cisco 
Defense Orchestrator

(CDO)

Cisco Firepower 
Management Center 

(FMC)

On premise Centralized Manager
SecOps Focused

On-box Manager
NetOps Focused 

Cloud Based Centralized Manager
NetOps Focused 

Flexibility of cloud or on-premises options 

Common APIsSecurity Integrations
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Accessing the LINA (cli) 
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System support diagnostic-cli
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FTD Software Versions
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6.3.X 6.4.X 6.5.X

• RA VPN: RADIUS 

Dynamic 

Authorization or 

Change of 

Authorization (CoA)

• RA VPN: Two-Factor 

Authentication

• RA VPN: Secondary 

authentication

• Remote access VPN 

two-factor 

authentication using 

Duo LDAP.

FDM

• RA VPN: Radius servers 

and COA

• Multiple Connection 
profiles

• Authentication Certs, 
MFA, etc

• Redundant ISE servers

FDM

• FPR1150 Support



AnyConnect
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Cisco AnyConnect® – Way more than VPN
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Cisco AnyConnect

AnyConnect ® features

Basic VPN Advanced
VPN

Endpoint
Compliance

Inspection 
Service

Enterprise
Access

Threat
Protection

Network 
Visibility

Integration with other Cisco solutions

Roaming 
Protection 

ISR ASR / CSR Adaptive Security 
Appliance (ASA)

Identity Services 
Engine (ISE)

Switches and 
Wireless 

Controllers

Netflow 
Collectors

Umbrella ServicesAdvanced
Malware Protection

Cloud Web
Security Services 

(CWS + WSA)
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AnyConnect Secure Mobility Client
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https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/datasheet-c78-733184.html

• TLS/IPSec IKEv2 Client

• IPv4, IPv6

• Windows, MAC OS X, Linux Intel

• Mobile devices IOS/Android

• Strong and NG encryption

• Authentication Options

• Consistent User Experience

• And more…
Version 4.8.01090

https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/datasheet-c78-733184.html
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System Scan Module
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ISE Posture

Supports device posture and 
authorization across multiple access 
methods

Simplifies management with 
only one agent to manage 

Prevents noncompliant devices from 
accessing the network
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Get Users Connected Quickly and Easily
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ISE

Web Deploy

Adaptive Security

Appliance (ASA)

Identity Services

Engine

FTD

Firepower

Threat Defense

Manual & App Stores Endpoint Management 

& Software Distribution 

CapabilitiesBenefits

• Flexible Options for Deployments

• Greater Control over Correct Versions

• Dynamically Update Policies on Endpoint

• Simple to add / remove / change AC Modules

• Headend Deployment from ASA, FTD and/or ISE

• AC Installed with Software Managers (SMS/SCCM)

• Manual Install per OS

• Mobile Users can install from App Stores



Cisco Identity 
Services Engine 
(ISE)
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Cisco ISE overview
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Cisco Identity Services Engine (ISE) 
is an industry leading, Network 
Access Control and Policy 
Enforcement platform, that lets you,

ACCESS POLICY

for endpoints for network

CISCO ISE
WHO

WHAT

HOW

WHEN

WHERE

HEALTH

THREATS CVSS

Role-based Access Control | Guest Access | BYOD | Secure Access

WIRED WIRELESS VPN

VPN

Partner Eco System

SIEM, MDM, NBA, IPS, IPAM, etc.

PxGRID
& APIs

See
Users, endpoints and 
applications

Secure
By controlling network 
access and segmentation

Share
Context with partners for 
enhanced operations

Release 2.6.0
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Cisco Identity Services Engine (ISE)

32BRKSEC-2348

Network ResourcesAccess Policy

Traditional
Cisco 

TrustSec®

Enterprise Mobility 

Threat Containment

Guest

Role-Based Access

Identity Profiling
and Posture 

A centralized security solution that automates context-aware access to network resources
and shares contextual data

Network
Door

Physical or VM

Who

Compliant

What

When

Where

How

Context

Threat

Vulnerability

pxGrid



Cisco Duo Multi-
Factor 
Authentication and 
the Authentication 
Proxy
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How it works:
A user logs in using primary authentication 
(something they know = username + 
password).

Duo prompts the user with secondary 
authentication (something 
they have = push notification sent via
Duo Mobile app on their smartphone).

What this does:
✓ Prevents identity-based attacks.

✓ Thwarts attackers using stolen or 
compromised passwords.

✓ Provides zero-trust access for 
applications.

✓ Creates less reliance on passwords 
alone.

Multi-Factor Authentication (MFA)

34BRKSEC-2348

https://signup.duo.com/
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Why is a Secondary Authentication Needed?
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Remote User 

AnyConnect

FTD

VPN

Internet

ISE

AD

Auth Proxy Gateway

1. Primary authentication initiated to Cisco ISE

2. Cisco ISE sends authentication request to the 

Duo Authentication Proxy

3. Primary authentication using Active Directory 

or RADIUS

4. Duo Authentication Proxy connection 

established to Duo Security over TCP port 443

5. Duo authentication proxy receives 

authentication response

6. Cisco ISE access granted

1. 2.

3.

4.
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Duo User Enrollment
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- Automatic enrollment via AD Sync 
allows Admins to add a group of 
users and then send them activation 
links that the user follows to complete 
their enrollment. Users are created in 
Duo immediately.

- End User Guide -
https://guide.duo.com/enrollment

- Enrollment Documentation -
https://duo.com/docs/enrolling-
users#overview

- Auto-enrollment
- Self-enrollment
- Manual Enrollment

https://guide.duo.com/enrollment
https://duo.com/docs/enrolling-users#overview
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End User Verification for auth method
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Cisco Duo Geo Location Policy
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Steps for success
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Big Picture Architecture
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Internal

ISE

AD

FMC

Remote User 

AnyConnect

FTD
FTD

Internal Location

Protected 
Network

PxGrid

Auth Proxy Gateway

Administrator

VPN

Internet Internal
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Architecture Interaction

43BRKSEC-2348

ADISEFTD
AnyConnect

Web Session (https)

Web Session (https). (Username and password)

ID/PW)

Accept Accept (Attributes)

AC Download

AC Connection

AD Credentials

ID/PW)

Accept Accept (dACL & URL Redirect)

VPN Established
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Architecture Interaction (Secondary Authentication)
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ADAuth ProxyFTD
AnyConnect

Mobile 
Device

Auth request

User ID/”Push”

User ID/”Push”

Login Request

User Response

User positive response

Access Accept

VPN Established
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Architecture Interaction
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ADISEFTD
AnyConnect

VPN Established

Web Session

URL Redirection

Download and Install AnyConnect Modules/compliancy module

ISE Posture module data

COA Compliant/not compliant dACL

Accept Accept (dACL & URL Redirect)

Browser Connection to provisioning portal

Access Granted/Denied



Configuration
Down and Dirty
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Lao Tzu

A journey of a 1000 miles starts 
with one step

47BRKSEC-2348
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Roadmap to configuring

48BRKSEC-2348

• AnyConnect Client
• VPN Pool
• ID Certificate
• AnyConnect Client Profile
• RADIUS Servers

FTD

ISE

Duo

• Connection Profile
• Access Control Policies

• Secondary Authentication

• Network Device Group
• Network Device
• Authorization policies
• Policy Set(s)

• AnyConnect Client Options
• Posture Rules

• Duo Application (RADIUS)
• Authentication Proxy
• User Accounts
• User Enrollment



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public 49Polzeath Beach



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Licensing the whole solution
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AnyConnect FTD ISE Duo MFA
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https://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

Licensing the whole solution
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AnyConnect – Plus License

• VPN functionality for PC and mobile platforms, including per-application VPN on mobile platforms, 

Cisco phone VPN, and third-party (non-AnyConnect) IKEv2 VPN clients 

• Basic endpoint context collection 

• IEEE 802.1X Windows supplicant 

• Cisco Cloud Web Security agent for Windows and Mac OS X platforms (Cloud Web Security services 

are licensed separately.) 

• Cisco Umbrella Roaming agent for Windows and Mac OS X platforms (Umbrella Roaming services 

are licensed separately.) 

• FIPS compliance

Term License: L-AC-PLS-LIC= 1,3 or 5 years

https://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
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Licensing the whole solution
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Requesting Demo licenses
https://www.cisco.com/go/license

licensing@cisco.com

If the above link is not 

available, you may 

send an email to: 

https://www.cisco.com/go/license
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Licensing the whole solution
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AnyConnect –Apex License

https://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

• Clientless (browser-based) VPN termination on the Cisco Adaptive Security Appliance 

• VPN compliance and posture agent in conjunction with the Cisco Adaptive Security Appliance 

• Unified compliance and posture agent in conjunction with the Cisco Identity Services 

Engine 1.3 or later 

• Next-generation encryption (Suite B) with AnyConnect and third-party (non-AnyConnect) IKEv2 

VPN clients 

• Network Visibility Module 

• ASA multicontext-mode remote access 

• SAML Authentication (new in 4.4 with ASA 9.7.1 or later) 

• All Plus services described above

Term License: L-AC-APX-LIC= 1,3 or 5 years

https://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
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Licensing the whole solution
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Requesting Demo licenses
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Licensing the whole solution
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Requesting Demo licenses

ASA Serial 
Number
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Licensing the whole solution
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Firepower Threat Defense (FTD)

Send the following email

licensing@cisco.com
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Licensing the whole solution
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Firepower Threat Defense
Devices>Device management>Device
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Licensing the whole solution

58

ISE

https://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf

BRKSEC-2348

Base licensing

Plus licensing

Apex licensing

PxGrid

Posture

User

https://www.cisco.com/c/dam/en/us/products/collateral/security/identity-services-engine/guide_c07-656177.pdf
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Licensing the whole solution
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Duo

https://duo.com/pricing/duo-mfa

https://duo.com/pricing

https://duo.com/pricing/duo-mfa
https://duo.com/pricing


© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Licensing the whole solution
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AnyConnect FTD ISE Duo MFA
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FTD Configuration
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FMC Building Blocks
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• AnyConnect Clients
• VPN Pool
• ID Certificate
• AnyConnect Client Profile
• Redirect ACL
• RADIUS Servers
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FMC Building Blocks
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AnyConnect Client

anyconnect-macos-4.8.01090-webdeploy-k9.pkg
anyconnect-linux64-4.8.01090-webdeploy-k9.pkg
anyconnect-win-4.8.01090-webdeploy-k9.pkg

https://software.cisco.com/

https://software.cisco.com/
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FMC Building Blocks
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AnyConnect Client
Objects>Object Management>VPN>AnyConnect File
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FMC Building Blocks
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VPN Pool
Objects>Object Management>Address Pool>IPv4 Pools
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FMC Building Blocks
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ID Certificate Objects>Object Management>PKI>Cert Enrollment
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FMC Building Blocks
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ID Certificate Objects>Object Management>PKI>Cert Enrollment
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FMC Building Blocks
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ID Certificate Objects>Object Management>PKI>Cert Enrollment
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FMC Building Blocks
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Device Identity Certificate

Signing CA root certificate
Device ID Certificate

Cert Re-enrollment to 
generate a CSR

Devices>Certificates>
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FMC Building Blocks
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AnyConnect Client Profile Editor
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FMC Building Blocks

72BRKSEC-2348

AnyConnect Client Profile Editor (cont)
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FMC Building Blocks
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AnyConnect Client Profile
Objects>Object Management>VPN>AnyConnect File
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FMC Building Blocks
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AnyConnect Client Profile Editor (cont)

Objects>Object Management>VPN>Group Policy
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FMC Building Blocks
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Redirect ACL Objects>Object Management>Access List>Extended
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FMC Building Blocks
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Redirect ACL Objects>Object Management>Access List>Extended

Redirect

Do NOT Redirect
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FMC Building Blocks
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RADIUS Servers Objects>Object Management>RADIUS Server Group
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FMC Building Blocks
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RADIUS Servers Objects>Object Management>RADIUS Server Group
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FMC Configuration
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• Connection Profile
• Access Control Policies

• AnyConnect Client
• VPN Pool
• ID Certificate
• AnyConnect Client Profile
• RADIUS Servers

• Connection Profile
• Access Control Policies

• Secondary Authentication
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FMC Configuration
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Connection Profile Devices>VPN>Remote Access
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FMC Configuration
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Remote Access VPN Policy Wizard
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FMC Configuration
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FMC Configuration Extras
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RA Client routing
Devices>Device Management>{device}>routing
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FMC Configuration Extras
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RA Client NAT/PAT Exemption Devices>NAT>

FTDAnyConnect Web

Internet
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FMC Configuration
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Remote Access VPN Client Web Installation
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FMC Configuration
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Remote Access VPN Client

Show vpn-sessiondb anyconnect
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FMC Configuration
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Remote Access VPN Client
Show vpn-sessiondb anyconnect
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FMC Configuration
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Remote Access VPN Client Control

vpn logoff name mstephen
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FMC Configuration
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Remote Access VPN Client Control



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

FMC Configuration
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Remote Access VPN Client Control
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FMC Configuration
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Remote Access VPN Client Control
Traffic Filter:
Applied to VPN client traffic 
when configured to bypass  
Access Controls policy
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FMC Configuration
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Remote Access VPN Client Control

show vpn-sessiondb detail anyconnect filter name mstephen 
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FMC Configuration
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Remote Access VPN Client Control
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FMC Configuration
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Remote Access VPN Client Control NGFW

Uncheck bypass control on 
Access interface tab

• Zone Based
• Network
• Application
• Service/Port
• URLs



ISE Configuration
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Roadmap to configuring
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• AnyConnect Client
• VPN Pool
• ID Certificate
• AnyConnect Client Profile
• RADIUS Servers

FTD

ISE

Duo

• Connection Profile
• Access Control Policies

• Secondary Authentication

• Network Device Group
• Network Device
• Authorization policies
• Policy Set(s)

• AnyConnect Client Options
• Posture Rules

• Duo Application (RADIUS)
• Authentication Proxy
• User Accounts
• User Enrollment
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ISE
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• Network Device Group
• Network Device
• Authorization policies
• Policy Set(s)

• AnyConnect Client Options
• Posture Rules



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

ISE
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• Network Device Group
• Network Device
• Authorization policies
• Policy Set(s)

• AnyConnect Client Options
• Posture Rules

Accounting
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ISE Policy Sets
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Policy>Policy Sets>{policy name}
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ISE Authorization Profiles
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Posture Status-Condition Studio
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ISE Authorization Profiles
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Posture Status-Unknown
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ISE Authorization Profiles
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Posture Status-Unknown
Policy>Policy Elements>Authorization>Authorization Profiles
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ISE Authorization Profiles
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Posture Status-noncompliant
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ISE Authorization Profiles
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Posture Status-NonCompliant
Policy>Policy Elements>Authorization>Authorization Profiles
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ISE Authorization Profiles
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Posture Status-Compliant
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ISE Authorization Profiles
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Posture Status-Compliant
Policy>Policy Elements>Authorization>Authorization Profiles
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ISE Posture Configuration Steps
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ISE Posture
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Posture Conditions
Work Centers>Posture>Posture Elements>Conditions
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ISE Posture
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Posture Remediations Work Centers> Posture> Posture Elements>Remediations
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ISE Posture
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Posture Requirements Work Centers> Posture> Posture Elements>Requirements
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ISE Posture
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Work Centers>Posture>Posture Policy
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ISE Posture
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Client Provisioning Work Centers>Posture>Client Provisioning



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

ISE Posture
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Client Provisioning
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ISE Posture
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Access Policy Work Centers>Posture>Policy Sets
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ISE Posture Configuration
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Detailed posture training materials – Video series from Tim Abbott

https://youtu.be/6Kj8P8Hn7dY

https://youtu.be/GTHcEjJOKvcPosture Remediations:

Posture Requirements:

Posture Policy:

Client Provisioning:

Access Policy:

https://youtu.be/kmS6_SxDYMY

https://youtu.be/148VoXUCccg

https://youtu.be/z14iNE4Luw0

https://youtu.be/VEmuM865hW0

https://youtu.be/6Kj8P8Hn7dY
https://youtu.be/GTHcEjJOKvc
https://youtu.be/kmS6_SxDYMY
https://youtu.be/148VoXUCccg
https://youtu.be/z14iNE4Luw0
https://youtu.be/VEmuM865hW0
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ISE Live Logs
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Duo Configuration
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Roadmap to configuring
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• AnyConnect Client
• VPN Pool
• ID Certificate
• AnyConnect Client Profile
• RADIUS Servers

FTD

ISE

Duo

• Connection Profile
• Access Control Policies

• Secondary Authentication

• Network Device Group
• Network Device
• Authorization policies
• Policy Set(s)

• AnyConnect Client Options
• Posture Rules

• Duo Application (RADIUS)
• Authentication Proxy
• User Accounts
• User Enrollment
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Cisco Duo Multifactor Authentication (MFA)
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Duo.com

Free Trial
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Duo Administration
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Configuring the FTD Authentication Proxy
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Duo Portal Configuration (cont)
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https://duo.com/docs/cisco-firepower

https://duo.com/docs/cisco-firepower
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Duo Portal Configuration (cont)
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Duo Authentication Proxy 
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https://dl.duosecurity.com/duoauthproxy-latest.exe

• Windows Server 2008 R2 or later 

(Server 2016 or 2019 recommended)

• CentOS 7 or later

• Red Hat Enterprise Linux 7 or later

• Ubuntu 16.04 or later

• Debian 7 or later.

https://duo.com/docs/authproxy-overview

Download the proxy from here:

Detailed Training video material:

FTD
(NAD)

AnyConnect

RADIUS

https://dl.duosecurity.com/duoauthproxy-latest.exe
https://duo.com/docs/authproxy-overview
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Duo Authentication Proxy
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authproxy.cfg

https://duo.com/docs/cisco-firepower

Windows (64-bit) C:\Program Files (x86)\Duo Security Authentication Proxy\conf\authproxy.cfg

Windows (32-bit) C:\Program Files\Duo Security Authentication Proxy\conf\authproxy.cfg

Linux /opt/duoauthproxy/conf/authproxy.cfg

[radius_server_auto]

ikey=yyyy8<from Duo Console8<yyyy

skey=-xxxxx8<from Duo Console8<xxxxx

api_host=api-xxxxxx.duosecurity.com

client=duo_only_client

radius_ip_1=<FTD2 IP address>

radius_secret_1=<secret key1>

radius_ip_2=<FTD2 IP address>

radius_secret_2=<secret key2>

port=1812

[duo_only_client]

Duo Application Console

https://duo.com/docs/cisco-firepower
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Duo Authentication Proxy
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Windows: Stopping the authentication proxy Service

Windows: Starting the authentication proxy Service
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Trouble Shooting Duo Authentication Proxy
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Authproxy.log

[DuoForwardServer (UDP)] dropping packet from 10.132.10.24:1145 - Unknown Client: 10.132.10.24

[DuoForwardServer (UDP)] Sending request from 10.132.10.31 to radius_server_auto

[DuoForwardServer (UDP)] Received new request id 26 from ('10.132.10.31', 16847)

[DuoForwardServer (UDP)] (('10.132.10.31', 16847), mstephen, 26): login attempt for username u'mstephen'

[DuoForwardServer (UDP)] http POST to https://api-axxxx.duosecurity.com:443/rest/v1/preauth

[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPClientFactory: https://api-axxxx.duosecurity.com:443/rest/v1/preauth>

[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.132.10.31', 16847), mstephen, 26): Got preauth result for: u'auth'

[HTTPPageGetter (TLSMemoryBIOProtocol),client] Valid ip check passed for: 68.110.181.206.

[HTTPPageGetter (TLSMemoryBIOProtocol),client] http POST to https://api-axxxxx.duosecurity.com:443/rest/v1/auth

[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPClientFactory: https://api-axxxx.duosecurity.com:443/rest/v1/auth>

[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPClientFactory: https://api-a64b806d.duosecurity.com:443/rest/v1/preauth>

[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.132.10.31', 16847), mstephen, 26): Duo authentication returned 'allow': 'Success. Logging you in...'

[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.132.10.31', 16847), mstephen, 26): Returning response code 2: AccessAccept

[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.132.10.31', 16847), mstephen, 26): Sending response

[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPClientFactory: https://api-axxxx.duosecurity.com:443/rest/v1/auth>

[main]
Debug=true

*Don’t forget to stop and restart the 
authentication proxy service

https://help.duo.com/s/article/2953?language=en_USLog Decode:

https://help.duo.com/s/article/2953?language=en_US
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Trouble Shooting Duo Authentication Proxy
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Connectivity_tool.log

2019-12-11T03:20:47-0800 [duoauthproxy.lib.log#info] Testing section 'radius_server_auto' with configuration:

2019-12-11T03:20:47-0800 [duoauthproxy.lib.log#info] {'api_host': 'api-axxxxx.duosecurity.com',

'client': 'duo_only_client',

'ikey': ‘DIYxxxxxxxxxxxW77',

'port': '1812',

'radius_ip_1': '10.132.10.24',

'radius_ip_2': '10.132.10.31',

'radius_secret_1': '*****',

'radius_secret_2': '*****',

'skey': '*****[40]'}

[duoauthproxy.lib.log#info] There are no configuration problems

[duoauthproxy.lib.log#info] -----------------------------

[duoauthproxy.lib.log#info] Testing section 'duo_only_client' with configuration:

[duoauthproxy.lib.log#info] {}

[duoauthproxy.lib.log#info] There are no configuration problems

[duoauthproxy.lib.log#info] -----------------------------

[duoauthproxy.lib.log#info] SUMMARY

[duoauthproxy.lib.log#info] No issues detected
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Duo Portal Authentication Log
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FMC Configuration
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Secondary Authentication Objects>Object Management>RADIUS Server Group
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FMC Configuration
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Secondary Authentication Devices>VPN>Remote Access
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Franklin D. Roosevelt

A smooth sea never made a 
skilled sailor
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The end user’s 
view



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

The End User’s view
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Remote Access VPN with posture and MFA
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A Compliant Endpoint
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Remote Access VPN with posture and MFA
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The End User’s view
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Remote Access VPN with failed posture and MFA
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A Non-compliant Endpoint – “preposture”
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Remote Access VPN with failed posture and MFA
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A Non-compliant Endpoint
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Remote Access VPN with failed posture and MFA



TrustSec 
Integration
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ISE Group Based Policies (TrustSec)

143BRKSEC-2348

Directory 

Services

Vulnerability 

Scanners

System 

managers

Threat 

Intelligence

Mobility 

Services Engine

Mobile Device 

Managers

ENDPOINTS

CISCO ISE

Visibility and Access Control
ISE builds context and applies access control restrictions to users and devices

Context Reuse
by eco-system partners for analysis & control

Scalable Group

Who

What

When

Where

How

Posture

Threat

Vulnerability



STEALTHWATCH

FIREPOWER SERVICES

DNAC

+ 3rd PARTY PARTNERS

• pxGrid

• REST API

• Syslog
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Dynamic Group Management
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• Create new security groups and add new endpoints quickly and easily

Automatically apply consistent policies even as resources are 
moved or additional users/sites are added

Maintain dynamically

Save time and resources with dynamic classification of endpoints 
as they come onto the network

Classify endpoints

Employee 5

Employee 6

Auditor 1

Auditor 2

Auditor 3

SGT_Auditor

Temperature 

Device 1

Temperature 

Device 2

Surveillance

Device 1

Surveillance

Device 2

50°

50°

SGT_Guest SGT_Building
Management

SGT_Employee

Guest 1

Guest 2

Guest 3 Guest 4

Employee 1 Employee 2 Employee 3

Employee 4



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

ISE SGT Classification
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Access Policy Work Centers>Posture>Policy Sets

Remember to uncheck bypass 
control on Access interface tab
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Internal

Remote site/

Extranet Partner

ISE

AD

FMC

WLC

Remote User 

AnyConnect

Wired

Endpoint

Wireless

Endpoint

Switch

FTD

IOS VPN

FTD

Protected 
Network

Site 1

FTD

Protected 
Network

Site 2

FTD

Protected 
Network

Site X

FTD

Protected 
Network

Site 3

PxGrid

SXP

VPN

VPN

wifi FTD

Internet

TrustSec SGT Identity Controls 
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• Destination SGT Access Policy Control

• SXP Mapped clients – full support for all learned IP:SGT Mappings

TrustSec SGT New features in Firepower 6.5
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ISE FMC

FTD

Protected 
Network

Site 1

FTD

Protected 
Network

Site 2

FTD

Protected 
Network

Site X

FTD

Protected 
Network

Site 3

PxGrid

ISE 
Administrator

FTD 6.5 
Feature

Static IP:SGT Binding Controls 
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ISE - TrustSec Rules Creation
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Work Centers>Trustsec>Components>IP SGT Static Mapping
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https://<PAN>:9060/ers/sdk#Update

Static IP:SGT Binding Controls via API 
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https://10.132.10.10:9060/ers/sdk#Update
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FMC - TrustSec Rules Creation
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Policies>Access Control> Access Control >[policy]
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ISE and FMC - TrustSec Rules Creation
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Analysis>Connections>Events>Table view for connection events
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TrustSec Trouble Shooting
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FMC SXP SGT:IP Binding table

admin@FMC:~$ sudo -i
Password: <enter_password>
root@FMC:~# cd /var/sf/user_enforcement/
root@FMC:/var/sf/user_enforcement# uip_reader -f sxp_log_entries.0 -l -p -t

-------------------------------------
Entry no: 1

operation_type: SXP_BINDING_ADD
sxp_binding {
ipPrefix: "10.10.55.1/32"
tag: "2050"
source: "10.132.10.10"
peerSeq: "10.132.10.10"
hop_timestamp: 1573153009

}

-------------------------------------
Entry no: 2

operation_type: SXP_BINDING_ADD
sxp_binding {
ipPrefix: "10.101.128.101/32"
tag: "1066"
source: "10.132.10.10"
peerSeq: "10.132.10.10"
hop_timestamp: 1573153009

}
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Report Creation
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FMC and TrustSec SGTs
Analysis>Connections>Events>Table view for connection events
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Reports on FMC
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Overview>Connections>Reports>



Conclusion
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Wrap up
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FTD/AnyConnect deployment is production 
ready, but…  

• Not feature parity with ASA AnyConnect support, validate 

features used in production if migrating.

• Decide on management platform FMC verses FDM/CDO.

• DTLS 1.2 is an upcoming feature.

• Dynamic Access Policy or Posture control must be via ISE 

integration.

• No clientless SSL VPN so consider Duo Network Gateway

• MFA and SGT supported.
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Work life balance, Anonymous. 

Almost everything will work again 
if you unplug it for a few 
minutes…including you
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Complete your 
online session 
survey • Please complete your session survey 

after each session. Your feedback 
is very important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (starting on Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events 
Mobile App or by logging in to the Content 
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on 
demand after the event at ciscolive.com. 
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https://www.ciscolive.com/emea.html
http://ciscolive.com/
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Continue your education
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Related sessions

Walk-In Labs
Demos in the 
Cisco Showcase

Meet the Engineer 
1:1 meetings



Thank youThank you




