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Questions? 
Use Cisco Webex Teams to chat 
with the speaker after the session

Find this session in the Cisco Events Mobile App
Click “Join the Discussion”
Install Webex Teams or go directly to the team space
Enter messages/questions in the team space

How
1
2
3
4

© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Webex Teams
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Agenda

• Introductions and overview - Nathan

• System 360, System Monitoring, Log Analysis and RCA - Nathan

• Discovery - Muhilan

• Provisioning – Muhilan

• Software Image Management (SWIM) – Alex

• Plug-and-Play and LAN Automation - Alex 

• DNA Assurance – Felix
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Resources in Box

• cs.co/brkops-2826

• Videos of lab exercises
• Discovery, PnP/LAN Automation, Provisioning, SWIM

• Use Box agent to sync
• Videos are large, so let the agent do the work

6BRKOPS-2826
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Overview

• These techniques are applicable in complex deployments
• Brownfield with existing IP underlay
• Evolving networks, adding multiple devices over time, lots of moves and changes

• Common system level issues
• Many moving pieces
• All have their own configs
• Typos in configuration templates
• Mismatched interfaces, VLANs, AAA/DNS/NTP settings … 

• Techniques for diagnosis using inbuilt tools
• The platform has integrated tools for monitoring and log analysis – use them
• Same tools (ELK, Grafana) as in many IT environments

7BRKOPS-2826
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Cisco ISE
Identity Services Engine

Identity & Policy NCP
Network Control Platform

NDP
Network Data Platform

Cisco Switches | Cisco Routers | Cisco Wireless

Cisco DNA Center GUI

Cisco TrustSec (CTS/SGT)
AAA
RADIUS
EAPoL

HTTPS
NetFlow

Syslog

NETCONF
SNMP
SSH/CLI

API API

API

API

Campus Fabric

Design | Policy| Provision | Assurance

DN2-HW-APL
DNA Center Appliance

API

SNS 3500 Series
ISE Appliance

SD-Access
DNA Center – Service Components

Automation Assurance
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The SDA Adoption Journey

Network 
Device 

Onboarding

Software 
Image 

Management

Campus 
Network 

Assurance

Campus 
Network 

Segmentation

Scalable 
Access Policy

Security 
Analytics

Threat 
Containment

Location 
Analytics

Multi-Domain

C
om

pl
ex

ity

Time

Where are you in this journey?
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Cisco SD-Access Resources

cisco.com/go/cvd
• SD-Access Design Guide
• SD-Access Deployment Guide
• SD-Access Segmentation Guide

cisco.com/go/dnacenter
• Cisco DNA Center At-A-Glance
• Cisco DNA ROI Calculator
• Cisco DNA Center Data Sheet
• Cisco DNA Center 'How To' Video Resources

cisco.com/go/sdaccess
• SD-Access At-A-Glance
• SD-Access Ordering Guide
• SD-Access Solution Data Sheet
• SD-Access Solution White Paper

cisco.com/go/dna
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https://dnaroi.cisco.com/go/cisco/dnaroi/index.html?lang=en-us&ccid=cc000006&oid=caten000241
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/application-policy-infrastructure-controller-enterprise-module/datasheet-c78-739052.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/video-resources.html
https://cisco.com/go/sdaccess
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/software-defined-access/at-a-glance-c45-738181.pdf?oid=aagen000292
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/guide-c07-739242.html
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/software-defined-access/solution-overview-c22-739012.pdf?oid=sowen000311
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/white-paper-c11-739642.html
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Cisco DNA Center Architecture

DNACaaP Web GUI

Maglev/Kubernetes/Docker/Persistence/Messaging/Clustering/ELK/App Hosting

Ubuntu

DN2-HW-APL 44/56(L)/112(XL)

Uniform NB API Exposure (Kong)

Network Data
(NDP)

Network Applications
(Fusion/NCP)

Collectors/Sensors
(Assurance Backend)

AI Network 
Analytics

ITSM, Events (Web Hooks)
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Architecture Summary

• Layered Microservices architecture (~130)
• Maglev is the common framework that binds everything
• Open source – Docker/K8S, ELK, RabbitMQ, MongoDB, PostgreSQL, GlusterFS …
• Resilient - services will fail and be restarted

• Network Applications (Fusion ~50)
• Automation - inventory management, device management, templates, network design, SWIM, provisioning …

• Network Data Platform (NDP ~30)
• Collects and processes telemetry data in pipelines
• Also see other assurance backend services

• Kong API proxy – Authentication and Authorisation
• Web GUI interacts with Kong

• Cisco DNA Center as a Platform (DNACaaP) 
• ITSM and events

14BRKOPS-2826
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References

• Kubernetes (K8s) is an open-source system for automating deployment, scaling, and 
management of containerized applications - https://kubernetes.io

• A Docker container image is a lightweight, standalone, executable package of 
software that includes everything needed to run an application: code, runtime, 
system tools, system libraries and settings. - https://www.docker.com

15BRKOPS-2826
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Microservices

Container
A container image is a lightweight, stand-alone, executable package of a 
piece of software that includes everything needed to run it: code, runtime, 
system tools, system libraries, settings.

Docker Docker is a tool designed to make it easier to create, deploy, and run 
applications by using containers. https://docs.docker.com/get-started/

Kubernetes
Kubernetes is an open-source system for automating deployment, scaling, 
and management of containerized applications. 
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/

Maglev
Cisco internal developed framework that provides a unified, next-generation, 
micro-services based application infrastructure addressing the goals of 
various network related software and platform stack.
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Microservices

Pod A pod is a group of one or more containers (such as Docker containers), 
with shared storage/network, and a specification for how to run the 
containers

Namespace Namespaces are multiple virtual clusters backed by the same physical 
cluster

Service A Kubernetes Service is an abstraction which defines a logical set of 
Pods and a policy by which to access them - sometimes called a micro-
service.

Node A node is a VM or a physical computer that serves as a worker machine 
in a Kubernetes cluster.
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Cisco DNA Center Appliances
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Cisco DNA Center System Scale
Number of devices (switch, router, wireless controller) 1,000 2,000 5,000

Number of wireless access points 4,000 6,000 13,000

Number of concurrent endpoints 25,000 40,000 100,000

Number of transient endpoints (over 14-day period) 75,000 120,000 250,000

Ratio of Endpoints: Wired/Wireless Any/Any Any/Any 40,000/60,000

Number of ports 48,000 192,000 480,000

Number of site elements 500 1,000 2,000

Number of wireless controllers 500 1,000 2,000

API rate limit 50 APIs/min 50 APIs/min 50 APIs/min

44 56 112
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Cisco SDA Access Scale

Number of fabric domains 10 20 20

Number of fabric sites 500 1,000 2,000

Number of access points 4,000 6,000 12,000

Cisco DNA Center per fabric site scale

Number of virtual networks 64/site 64/site 256/site

Fabric devices per fabric site 500/site 600/site 1,200/site

44 56 112
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The Assurance Summary
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Critical Issues – Pay Attention!
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Issues Dashboard

Suggested actions Device 360
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Follow the Suggestions
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Device 360 
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Basic Assurance Summary

• Look at what Cisco DNA Center is telling you
• Networks are redundant
• Services will be maintained, users will be happy
• But the network might not be healthy

• Focus on simple causes
• Is the device reachable from Cisco DNA Center?
• Try to connect with ssh from the Maglev CLI
• Check TACACS/ISE
• Are the SNMP strings correct?
• Check the network path – firewalls, cables

• If devices are unreachable Cisco DNA Center can’t do much except tell you that

27BRKOPS-2826
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Introducing System 360 

• Hosts
• Nodes in the cluster and the state of services on those nodes

• High Availability
• Whether HA is available and active

• Cluster Tools
• Service Explorer (Monitoring/Kibana), Monitoring (aggregated for appstacks), Log Explorer (Kibana), Workflow 

(end-to-end interactions for upgrade, backup, …)

• Software Updates

• Backups

• Application Health
• Automation, Assurance

29BRKOPS-2826
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Cisco DNA Center UI – System 360
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Cluster Tools

Grafana

Kibana

Workflow
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System 360 – Service Explorer Grafana
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log:error AND 192.168.200.13
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invalid
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Provisioning Status
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Workflow for Backup and Upgrade
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Summary of Cluster Tools

• Kibana
• Search for “log:error AND 192.168.200.13” ASAP after something goes wrong 
• Use filters to narrow down search results

• Grafana
• Displays measurements of CPU and memory – Constant red is bad
• Service Uptime should equal System Uptime
• Do NOT over focus on Grafana

• Workflow
• Monitor upgrades and backups
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• Elasticsearch, Kibana, Beats, and Logstash (ELK Stack) - https://www.elastic.co
• Search, analyze, and visualize data from any source, in any format, in real time
• Advanced search techniques tutorial - https://logz.io/blog/kibana-advanced/

• Grafana - https://grafana.com
• Open source analytics and monitoring solution the open source analytics and monitoring solution for every 

database

References

38BRKOPS-2826

https://www.elastic.co/
https://grafana.com/


Understanding and 
Using RCA



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Collecting DNA Center RCA ~20 min

ssh maglev@10.23.214.23 -p 2222

Welcome to the Maglev Appliance…

$ sudo rca

[sudo] password for maglev: …

[administration] password for 'admin':

RCA package created on Thu Jan 30 10:52:31 UTC 2020 …

/etc/cron.d/drop_page_cache …

2020-01-30 10:59:18 | INFO | Generating log for 'docker logs 
k8s_event-manager_event-manager-cb658c55b-xhxt2_maglev-
system_ea245754-3c44-11ea-abe5-380e4d3825a9_0'...

40BRKOPS-2826
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Cisco DNA Center RCA Summary

• sudo rca – RCA data for the Cisco DNA Center system

• Before you do anything – attach to SR for TAC

• Located in /data/rca

• One per node, 60 to 600M+

• Copy locally and then delete from appliance (save disk space)

• docker_logs_k8s_... Are the application logs
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See the Config Being Applied

conf t

event manager applet catchall

event cli pattern ".*" sync no skip no

action 1 syslog msg "$_cli_msg"

end

conf t

no event manager applet catchall

end conf t
logging monitor debugging

end
term mon 42BRKOPS-2826
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Command History

Edge1#show history all | begin user: dnac

CMD: 'show history all | begin user: dnac' 09:33:51 UTC Thu Jan 30 2020
…
CMD: 'show wcm-cs interface' 09:34:42 UTC Thu Jan 30 2020
CMD: 'show platform software process list switch active R0 name wncd_0' 09:34:43 UTC 
Thu Jan 30 2020
031327: Jan 30 09:34:43.059: %HA_EM-6-LOG: CLIaccounting: show platform software 
process list switch active R0 name wncd_0
CMD: 'show running-config' 09:34:44 UTC Thu Jan 30 2020
031328: Jan 30 09:34:44.298: %HA_EM-6-LOG: CLIaccounting: show running-config
CMD: 'show auto qos' 09:34:44 UTC Thu Jan 30 2020031329: Jan 30 09:34:44.640: %HA_EM-6-
LOG: CLIaccounting: show auto qos
CMD: 'show ip nbar protocol-pack loaded' 09:34:44 UTC Thu Jan 30 2020
031330: Jan 30 09:34:44.695: %HA_EM-6-LOG: CLIaccounting: show ip nbar protocol-pack 
loaded …
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Summary of Config Debugging

• CLI via SSH

• NETCONF is the (not very distant) future

• Set up terminal sessions for devices

• Use EEM and/or logging monitor debugging and/or show history all 

• Save the logged data for review after the fact

• Practice in a lab or with single device first

• Make sure you are comfortable with what is happening before provisioning a whole 
site

44BRKOPS-2826
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What Is Discovery

• Scans Network Devices

• Identified devices are added to Inventory

• Ways to discover
• CDP 
• Range of IP Address
• LLDP

• CDP/LLDP needs a seed device and number of hops

• Subnet Filters for 'Range of IP Address'

46BRKOPS-2826
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Discovery Prerequisites

• Supported Devices List – http://cs.co/900715IS3
• Compatibility Information - Cisco DNA Center Supported Devices Excel

• Latency between DNA Center and devices is <= 100msec
• What happens if it is not?

• At least one SNMP community string configured on device

• SSH Credentials on the devices
• Credential needs to be privileged EXEC mode

• NFVIS Device – Needs HTTPS Credential

• 9800 WLC – Needs NETCONF configuration and HTTPS Credentials
• NETCONF will become increasingly mandatory

47BRKOPS-2826
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What Can Go Wrong With Discovery?

• CLI Credentials

• Enable password mismatch

• SNMP Credentials

• Device unreachable – Routing Issue

• Device Connectivity issue – ssh/telnet/snmp port(s) blocked

• Device Tracking Requirement (IPDT)
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Discovery – Sample Error message
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Provisioning

• Onboarding PnP Devices into Inventory
• Deploying Site Settings
• Fabric Sites

• Fabric Domain
• Devices to Sites
• Host Onboarding

• Policy
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What Can Go Wrong With Provisioning

• SNMP

• CLI Credentials

• Invalid CLI Commands

• Device Locks
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SWIM overview

• Software Image Management is a friendly way to update your network devices

• Connection to cisco.com is highly recommended.

• Golden image(s) selected to mark what is the desired OS image for your network 
devices.
• OS Images
• Starting 1.3 we Rommon Image

• You can be granular
• All the network devices
• Network devices that are part of a site
• Network devices that are part of a site and have a specific role
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Video
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What could go wrong while using SWIM?

• If the CLI protocol selected is wrong, then you may see CONNECTION_ERROR or 
time out.

• If wrong SNMP Credentials are set, the device will not be reachable.

• Incorrect CLI credentials -> Authentication related errors.

• Certificate problems.
• SSL3 is not supported by Cisco DNA Center.

• Logs to analyze for troubleshooting:
• Swim
• Inventory
• Network-programmer
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LAN Automation overview
• Zero Touch Deployment that automates the configuration of the underlay network 

using ISIS to build the underlay routing protocol.

• Automatically adds your new switches to your Cisco DNA Center inventory.

• Automatically configures username, passwords and other defined servers to the new 
switches.

ISIS
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Other LAN Automation tips
• SWIM occurs in the background if a golden image is selected

• Ensure that your network device is running on install mode, bundle mode will stop 
the PnP process/LAN Automation

• Automating an already configured network device
• Select both devices as primary and secondary device
• Mark the interface on the primary device that connects to the secondary device
• Start LAN Automation -> Wait 3 minutes -> Stop

• Useful services logs
• Onboarding-service
• Network-orchestration
• Connection-manager
• Network-design
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Operating and maintaining Cisco 
DNA Assurance is simple and 
easy, with the right knowledge of troubleshooting tools and 
techniques
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• Get to know about:
• Conceptual view of Assurance High Level Architecture
• Troubleshooting tools & techniques

• Understand the data flows and “how to 
troubleshoot”:
• No data on assurance pages
• Network device in unmonitored state
• Missing assurance data from WLC
• Missing application health data

Goals of Session
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High Level Architecture
Dataflow

Data collection 
and Ingestion

Data correlation 
& Analysis

Storage

Data 
visualization

Collectors

Pipeline

Storage 
Engines

Web 
Applications 
and SDKs

network telemetry data 

contextual data

parsed data 
(protocol independent)

correlated and analyzed data

presentation friendly data
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High Level Architecture
Conceptual view

Collector
Collector

Collector

Stream buffers

topic topic topic topic

message buffers or topics

write

data sources

collect

Collector
Collector

Pipelines
read
write

Assurance
web application

present

write

query
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Troubleshooting

• Network Data Platform Health
• Data Platform

• Analytics Ops Center

• Data flow troubleshooting using metrics
• Graphana

• Network capture

• Log Analysis

Techniques 
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Troubleshooting
Data Platform: Collector and pipeline health check

System Settings > Data Platform -> Collectors System Settings > Data Platform -> Pipelines 
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Basic assurance pre-checks
Data Platform: Store health check

System Settings > Data Platform -> Store Settings 
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Troubleshooting
Analytics Ops Center System Settings > Data Platform -> Ops Center -> Assurance 
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Troubleshooting
Graphana: NDP and Assurance dashboards

System Settings > Monitoring
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Troubleshooting
Graphana: Collectors and Pipeline dashboard
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Troubleshooting

• tcpdump available on DNA Center on maglev root

• tcpdump inside collector-netflow, collector-snmp etc. “–i eth0”
• magctl service attach <collector-service-name>

• Packet capture on “–i any” shows the packets received on the DNAC IP address and 
the packet rewrite destined to the pod handling the packet

Network Capture
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Troubleshooting
Log Analysis: Set log level for service

• Get list of kubernetes services
• Run command: kubernetes get services –n <appstack-

name>

• Viewing logs in Kibana
• To filter logs for a service, use filter 

kubectl.labels.serviceName:<service-name> in the 
display filter

• Viewing raw log files
• magctl service logs –rf <service-name>

• magctl service logs –r <service-name> > <file>
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Troubleshoot problems

• How to go about troubleshooting problems?
• Basic assurance pre-checks
• Understand Assurance provisioning
• Understand Assurance telemetry data flows
• Focus your troubleshooting on telemetry data collection
• Data processing and storage, presentation issues are better dealt with by the Cisco support team

• Troubleshooting use cases
• Network Health

• No data on assurance pages
• Device in unmonitored state

• Assurance data missing for WLC
• Application Health

• Application experience data missing

Examples 
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Basic assurance pre-checks
Pre-checks

1. Verify packages and versions

2. Verify pod/container running status

3. Verify purge job running status

4. Verify pipeline running status

5. Verify devices inventory collection

6. Verify device controllability settings
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Telemetry data flow
Network Health

SNMP 
CollectorSwitch

device 
processor

WLC

Router

Wireless
Collector

graphwriter

83BRKOPS-2826



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Problem: No data on assurance pages
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Problem: Network device in unmonitored state

• Set log level for SNMP collector service to debug
• magctl service loglevel set -l debug -t 30 collector-snmp 8076

• Check Kibana for data publish status to Kafka and the time of publish
• Search Kibana for “DeviceUnreachableException” or the below filter

Network Health
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Assurance provisioning workflow
Wireless Controller

network
design

network
programmer

AireOS
WLC

maglev

kong wireless
collector

wireless
pipelines graphwriter

Elastic 
Search

iosxe
collector

Assurance provision flow
AireOS WSA data flow

eWLC WSA data flow

1. get cert (DNAC VIP)

2

eWLC

3. push certificate source 
details, wsa subcriptions

7

3

4. download certificate over SFTP port 22 on DNA Center

5

6 7 8

9

6. wsa data
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Problem: Missing assurance data for WLC
Verify assurance status on AireOS WLC
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Problem: Missing assurance data for WLC
Verify assurance status on eWLC
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Problem: Missing assurance data for WLC
Verify certificate status on eWLC
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Problem: Missing assurance data for WLC
Possible certificate causes (AireOS)

• show network assurance summary
• Error: “Peer certificate cannot be 

authenticated with given CA certificate”

• show certificates all
• Verify DNA Center certificate signature from 

browser GUI against NA Server cert from 
“show certificates all” output

• show telemetry internal connection
• Status: Connecting

• show crypto pki trustpoints
• DNAC-CA (the DNA Center trustpoint i.e. TLS 

Server)
• curl 'http://collector-iosxe-db.assurance-

backend.svc.cluster.local:8077/api/internal/pki/
server/certificate'

• sdn-infra-iwan (the device trustpoint i.e. TLS 
client)
• curl 'http://collector-iosxe-db.assurance-

backend.svc.cluster.local:8077/api/internal/pki/
device/truststore’

• Certificate signatures should match on DNA 
Center and eWLC
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VIP not set –
absence of 
carrier in 

intra-cluster 
link

Certificate 
missing key 

fields

CRL fetch 
failure

DNA Center
and WLC 
certificate 
mismatch

Proxy 
settings on 

WLC

certificate 
chain size 

less than 8K

certificate 
chain should 
be less than 

3

http source 
interface

WLC unable 
to SFTP to 

port 22

Problem: Missing assurance data for WLC
Possible certificate provisioning failures
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Problem: Missing assurance data for WLC
Fix certificate, assurance config issues

AireOS eWLChttps://<dnac-ip>/dna/apitester https://<dnac-ip>/dna/apitester
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DNA Center
VIP down

Wireless 
collector 

down

EP diverging 
error on 

WLC

Time drift 
between 

DNA Center
and WLC

Problem: Missing assurance data for WLC
Possible data collection and processing failures
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Problem: Missing application health data
Data flow

Netflow
CollectorDevice netflow

essential
netflow
parse graphwriter

IPFix data flow

Tesseract 
ConnectorTelemetry App Network programmer

Router

Set telemetry profile 

Switch

ezPM commands

Flexible netflow
commands
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Problem: Missing assurance data for WLC
Check for collection and data processing issues

• Look for errors in the wirelesspipelines and eventwriter pipeline, which run on one of the assurance task 
managers below

• Set log level for both assurance task manager services to debug
• magctl service loglevel set -l debug -t 30 pipelineruntime-taskmgr-assurance-1 8060
• magctl service loglevel set -l debug -t 30 pipelineruntime-taskmglr-assurance-2 8060

• Use kibana to filter for errors, for the WLC by IP address
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Problem: Missing application health data
Verify AVC commands push to device

• Follow tesseract-connector and network-programmer logs, when you enable 
“Maximal Visibility” profile
• magctl service logs –rf tesseract
• magctl service logs –rf network-programmer

• Cat 9K switches
• Flow monitor commands are pushed ”show run | section flow” 

• Flow exporter dnacexporter and flow monitor dnacmonitor are expected

• Routers
• Performance monitor commands are pushed “”

• performance monitor context tesseract profile application-performance
• exporter destination <CLUSTER_IP> source <NON_MGMT_IP> transport udp port 6007

• After adding the keywork “lan” to the description, resync the device from inventory, 
before applying the Maximal Visibility profile
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Problem: Missing application health data
Verify flows data export at device

• Routers
• show performance monitor context tesseract configuration
• show performance monitor cache monitor tesseract-art_ipv4 detail format table
• show flow exporter statistics
• Packet capture

• Cat 9K switches
• Flow monitor commands are pushed

• show flow exporter dnacexporter statistics
• show flow monitor dnacmonitor cache table
• Packet capture
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Problem: Missing application health data
Verify IPFIX data collected at DNA Center

• tcpdump on DNA Center on the host and within the netflow collector pod

• Capture Analysis on Wireshark
• Decode packets destined to port 6007 as CFLOW
• Apply display filter ”cflow.flowset_id==2” to verify the flow data sets export 
• Apply display filter “cflow.flowset_id==3” for option templates
• Enable UDP checksum failure detection

• Graphana charts
• Provide metrics for netflow collector, netflow_essential and netflow_parse pipelines
• End to End Telemetry dashboard
• Netflow dashboard
• Look for lags, packet drop charts

• Check logs of “pipelineruntime-taskmgr-large” for data processing errors
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Problem: Missing application health data
Verify IPFIX data collected at DNA Center
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Problem: Missing application health data
Verify IPFIX data processing at DNA Center
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Summary of Failures
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Failure: No data on Assurance pages

• Package versions not up-to-date across NDP and assurance

• Disk space availability issues, due to purge jobs not running

• CPU, Memory overruns on services

• Services down during upgrade typically

• Pipeline install failures during upgrade

102

Most common causes
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Failure: No assurance data for WLC

• Certificate mismatch

• On single node, VIP not 
set, because of carrier 
down on intra-cluster 
link

• Certificate missing key 
fields

• WLC unable to download 
certificate over SFTP on 
port 22 from the DNA 
Center

103

• WLC and DNA Center 
time not in sync

• WSA subscriptions not 
enabled on WLC

• Slow response from 
DNA Center to WLC on 
WLC data send causing 
time lagged data to be 
sent from WLC to DNA 
Center

• Kong or wireless 
collector services not 
responding to requests 
from WLC

• WLC not sending all 
WSA information within 5 
minutes

• Certificate sync failures 
between active and 
standby WLC HA pair

Most common causes
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Failure: No application health data

• AVC commands push failure to 
exporter source interface missing 
requirements

• Unsupported Interface configurations

• Packet checksum issues

• Missing keyword lan on interface 
descriptions to enable export of 
Netflow data from that interface

104

• Firewall, NAT and Fabric device 
problems

• Device time and DNA Center time not in 
sync

• No active connections or flows

Most common causes
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Data is the new Oil: 
The Nuts & Bolts of 
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18:30
Cisco Live 

Celebration

09:00
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Controlling the wild wild west of 
applications in your network using 
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and Analytics Lab 
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Resolving Network Faults 
Faster through Automating 

Entire Fault Management 
Process.
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Lab: A Practical Look 
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Wireless Automation & 
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DNA Center using APIs 
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Machine Learning in 
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Lessons Learned 

11:15
BRKNMS-2031

Cisco DNA Center: The 
evolution from traditional 

Management to Intent-Based 
Automation & Assurance

BRKOPS-3825
Interpreting streaming 

telemetry data using ML/AI

11:30
BRKOPS-2826

Cisco DNA Center Maintenance 
and Troubleshooting

13:15
TCRNMS-2100

TechCircle: Cisco DNA 
Center Innovations
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17:00Guest Keynote

18:30
Cisco Live 

Celebration

14:45
BRKOPS-2150
Deploying Advanced 

Network Services using 
Cisco DNA Center
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08:30
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Cisco DNA Center - From 
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network up and running 

from scratch
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Unlocking the power of 
open platform with Cisco 

DNA Center Platform 11:15
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Cisco DNA Center: The 
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Automate your SW 
delivery process

09:00Opening Keynote

17:00Guest Keynote
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BRKOPS-2024

Wireless Automation & 
Assurance with Cisco 

DNA Center using APIs 

11:00
PSOOPS-2236

Unlocking the power of 
open platform with Cisco 

DNA Center Platform

11:15
BRKOPS-3825

Interpreting streaming 
telemetry data using ML/AI

OPS
Operations Track

www.ciscolive.com/emea/learn/technology-
tracks/operations.html

Network 
Programmability

https://www.ciscolive.com/emea/learn/technology-tracks/operations.html


#CLEMEA

11:00
BRKNMS-2573

From Prime 
Infrastructure to 

Software Defined 
Network (SDN) 

Management with 
Cisco DNA Center

09:00Opening Keynote

17:00Guest Keynote
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Real World Use Cases for 
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Cisco DNA Center

14:30
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Network Innocence

08:30
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Cisco DNA Center -
From 0 to 100 How to 
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Cisco DNA Center: The 
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Management to Intent-Based 
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09:00
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from scratch!

09:00Opening Keynote

17:00
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Telemetry and 
Programmability in 

the Next Generation 
Wireless Stack

17:00Guest Keynote

18:30
Cisco Live 

Celebration

14:45
BRKEWN-2033
Next generation Wifi
Networks enhanced 

with Cisco DNA 
Analytics and 

Machine Learning

16:45
BRKEWN-2034

Cisco DNA Wireless 
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problems for faster 
troubleshooting

11:15
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Wireless Network 
Automation with 

Cisco DNA Center

Management, 
Analytics & 
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14:00
PSOEN-2817

Cisco DNA Spaces -
Wi-Fi as a behavior 

sensor enabling 
business outcomes

Every day

17:00
BRKEWN-2012

Design and Use 
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enabled Wi-Fi 
network, supported 

by Cisco DNA Spaces
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Walk in Lab: 

Integration of DNA 
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Cisco 9800 Controllers 
- Understanding, 

deploying and 
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09:00Opening Keynote

17:00Guest Keynote

18:30
Cisco Live 

Celebration

09:00
BRKEWN-3013

Advanced 
Troubleshooting of 

Cisco Catalyst 9800 
Wireless Controller

11:00
BRKEWN-3011

Advanced 
Troubleshooting of 

Wireless LANs

16:45
BRKEWN-2480

Plan, design and 
troubleshoot your Cisco 
DNA driven 9800 WLC 
wireless network: Best 
Practices and lessons 

learnt from the field

14:45
BRKEWN-2809

The Final Fails. 6 for 
(WiFi) 6

Troubleshooting



Complete your 
online session 
survey • Please complete your session survey 

after each session. Your feedback 
is very important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (starting on Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events 
Mobile App or by logging in to the Content 
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on 
demand after the event at ciscolive.com. 
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Related sessions

Walk-In LabsDemos in the 
Cisco Showcase

Meet the Engineer 
1:1 meetings

Continue your education
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