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Cisco Webex Teams

Questions?
Use Cisco Webex Teams to chat
with the speaker after the session

How
‘ Find this session in the Cisco Events Mobile App
‘ Click “Join the Discussion”

‘ Install Webex Teams or go directly to the team space
. Enter messages/questions in the team space

cIsco ég{/&/

Muhilan Nataraja

) 3 Nathan John Sowatskey
xi! Ivan Virchich

SHOW LESS A

DESCRIPTION oy
fow to know when Cisco DNA C r

argeted at |
DNA Center
fully understand

designed to help you understand and use a range of

SHOW MORE Vv

WEBEX TEAMS o
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The Chocolate on your
seat can only be eaten
HOCO LATES during the official

Chocolate Breaks in this
session

(PATENT PEND
| PATENT PENDING

“Cisco Live Chocolate Breaks”
invented by Soren and Stefan

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



Our Mission statement

Get all the benefits
of Cisco DNA -
Center with
Co-Existence to
Prime Infrastructure

cisco M/

Soren Dulong Andreasen Stefan Leemann

soren@cisco.com stleeman@cisco.com
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Agenda

1. Introduction

2. Change in Paradigm in Network Management
3. Automation with Cisco DNA-Center
4. Assurance with Cisco DNA-Center

5. Key takeaways & Q&A
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"For Your
Reference

Introduction

Gpening Keynote g’09:00  BRKNMS-2426

Cisco DNA Center - o 08:30

From 0 to 100 How to i
BRKNMS-2573. get the n;twork up ar:d O pe ratlo ns Tra Ck

From Prime g 11:00 running from scratch ea/learn/technology-

Infrastructure to _ erations.htm
e BRKOPS-2110 Cl?cﬁgwycimgroghl.
Network (SDN) End-2-end policy from the g 11:00 evolution from traditional
Management with Campus to the DC and back, a Management to Intent-Based
Cisco DNA Center i packet journey with SDA to ACI J

Automation & Assurance
BRKOPS-2131 TCRNMS-2100

" . TechCircle: Cisco DNA ¢ 13:15
Cisco DNA Analytics @ 14:30 Center Innovations
and Assurance - The

e BRKSDN-2295

Controlling the wild wild west of & 09:00
applications in your network using
Cisco DNAC QoS Policies

BRKOPS-2859

Shortest Path to BRKSDN-2500 Towards operating a o 11:30
Network Innocence Real World Use Cases for g 14:45 ) multi-domain network.
Deploying and Operating Guest Keynote Ay17:00
Cisco SD-Access Using N B
Cisco Live
h Clsco DNA Center Celebration

Operating Cisco SDA

cisco M_/

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Cisco DNA Center

Intent-based controller for the enterprise

What can Cisco DNA Genter do

< Policy

Q Policy

=0 A=
[ (=g = ] Joa

Physical and virtual infrastructure

e p ~
3 < -

Cisco and third party

Cloud-Enabled

ﬁ* Provision x Design —N— Assurance

Controller-based automation and
analytics

Campus, branch, extended
enterprise, wired and wireless

360-degree open platform
Fully integrated, distributed security

Analytics, machine-learning driven

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What’s covered

Getting started Co-existence
with Design with Prime

Software image
management
(SWIM)

Rogue Security
Management advisories

360 Health

Assurance RMA tool Bonjour App VIEWS

Al Network Intelligent

Analytics Capture Telemetry-AVC WLAN Sensor

isco Lee!
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Other features unique to Cisco DNA Center

Programmability & Intent Based
Integrations Application Policy

SD-Access

Embedded
StealthWatch IOS-XE App Wireless
integration hosting setup Controller on
Catalyst AP

License Manager

isco Lee!
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Topics covered In
the 2018 and

2019 version of

B RKN M S — 2 5 7 3 Automate SD-Access,

configuration provisioning and
changes policy control

Service Now : .
: : IPAM integration
integration
North / South
3rd Party support
API's LSS
ascolape! e e s e



Agenda

1 Introduction

2. Change in Paradigm in Network Management
3. Automation with Cisco DNA-Center

4. Assurance with Cisco DNA-Center

5. Key takeaways & Q&A
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puomati,, PARADIGM
SHIFT

—
Prime Infrastructure Cisco DNA Center
Traditional Network Management Intent base Network Management
. Software Image Distribution * No events/alarms, but insights and
- Configuration Archive/Backup impact analytics with Guided
: : remediation
. Temple.mng for Automation . Automation, day0, day1, day2
- Reporting » Policy and segmentation control
- Assurance « Software update (ITSM, Compliance)
. Events . Netwc.)r.k telemetry data Col.lection_
. Tons of data, but not enough . ths§:;n|ng over time, baseline against
insights. : : :
, _ * No manual configuration required
- Semiclosed system with « AP| and Business AP

predefined configurations.

cisco M- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



You decide what Cisco DNA-Center will do for you
Network Management of classic- Cisco DNA Center with SD-Access
Design Enterprise networks @ 'l:(- _‘\6

Policy Automation Analytics

Cisco DNA Center

¥ o

Automation  Analytics

Policy stays
with user /

___________________________________________

Pt

Q
|
Iz
19
'z
10
DL
&
v

loT Network Employee Network

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



PARADIGM

An Intent Based deployment model SHET

Profile mapped to

Sito Templates.
e SSIDs and other
- parameters that

represent network

Network settings SW management Automated
mapped to sites e software
a = compliance check Provision
and update

Device mapped to Network devices
Site inherit the properties
of the profile
associated to the site

Provision

Automated
deployment

Intent-based

workflows Cisco best practices

isco Lee!
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Core Functions

Advanced

Differentiators

DNA Center and Prime - Automation
__ Prime

Wireless Maps for AP Placements

""For Your

Reference

CMX Integration

MSE Integration

AP Onboarding

2 (Ratht

AP Day 2 Changes

Roadmap *

WLC Configuration - Day 0/N

Brownfield Support (Learning from WLC)

SWIM

XDt b

Reports

Three reports today
(more in roadmap *)

Configuration Audit & Compliance

Roadmap * * Better in DNAC

Rolling AP Upgrades

Bulk Configuration changes on multiple WLC’s

Position by 2 walls and 3 points

Roadmap *

Auto Placement of AP’s using CAD Files

Roadmap *

Location/IP/Switchport based AP Onboarding

Roadmap *

Unified configuration flow for all architectures

Flex Enhancements for SWIM

Roadmap *

cisco ég{/&/

BRKNMS-2573

* subject to change

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Core Functions

Differentiators

DNA Center and Prime - Assurance
__ Prime

"For Your

Wireless heatmaps for troubleshooting

Reference

Application Visibility

Reporting

Health Dashboards

Real Time Client, Network and App Data

Rogue Management & Detection

wIPS

Better in DNAC

*Switch Port Tracing

*ISE Integration

WGB Client Support

CMX Integration for Tracking Clients

Intelligent Packet Capture

Proactive Sensor Testing

iOS Wi-Fi Analytics

Guided Issue Remediation

Application Experience

Historical Troubleshooting

Integration with ITSM (ServiceNow)

/ * subject to change
cisco M- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Agenda

1 Introduction

2. Change in Paradigm in Network Management
3. Automation with Cisco DNA-Center

4. Assurance with Cisco DNA-Center

5. Key takeaways & Q&A
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Getting started
with Design



How to create your design : Site Hierarchy

Bulk Import

Select CSV file Sample Template & Dol

@ Davices in inventory will be updatad with the infarmatien from
import file and device synchronization will be initiated.
Access Points are ignored in the Device import cperation.

aliale pNA DESIGN poLICY PROVISION
NetworkWerarchy  Network Settiogs _ Imaga Reposiory [ concor Jll imoor | e | e I Pya—
:Q @ ~dasie  [Eimc
55 i 0 M B 5§ s 488 | [
I v & Global o van
strae
[T ——

Prirns infrastractues Location froups

v & Cisco Denmark

v W Cisco Castle

63 7th Floor Useleje ame
- i@ Koy ]
Nodebohuse
£3 8th Floor £ Torup » @ et ot ¥ % Hartod Houst
g Frederiksvaerk . -
€3 9th Floor h Ploce Swen Sywm Ganges
7 Sywiem Campun
£3 Basement Jaxx B s isted
s
EINEW
~ & Kronborg Gemse
Bakkeby
~ &8 Harbor House Frederikssund

DNA Center

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




PARADIGM

Network settings SHET

Profile mapped to

Sito Templates.
e SSIDs and other
- parameters that

represent network

Network settings SW management Automated
mapped to sites e software
a = compliance check Provision
and update

Device mapped to Network devices
Site inherit the properties
of the profile
associated to the site

Provision

Automated
deployment

Intent-based

workflows Cisco best practices

isco Lee!
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Design ->
Network Settings

Be carefull! Cisco DNA-Center
will configure these settings
instantly on all devices based on
location etc.

@® sandreas — telnet 10.100.0.1 — 80x24
-bash telnet 10.100.0.1

< c ® £ https://10.101.1.141/dna/design/home?site=0c8

¥ Most Visited @ Getting Started i Viewing Feed 3 (18) Top 50 IDIOTS ..

555d6/b5a13f1

alalie pNA DESIGN POLICY PROVISION

CISCO CENTER ASSURANCE PLATFORM

Network Hierarchy Network Settings Image Repository Network Profiles Auth Template

=Q Network Device Credentials IP Address Pools SP Profiles
% Global o .
Setup network properties like AAA, NTP, Syslog, Trap and NetFlow using th:
( ~ & Cisco Denmark ) deploy using these settings.
~ gz Kronborg
DHCP Server
& System Campus
DHCP
( 10.99.2.200 ) -+
DNS Servere
Domain Name
( ciscolab.dk )
Primary
( 10.99.2200 ) +
SYSLOG Server
SYSLOG © Additional SYSLOG
( 10.101.1.69 ) ‘ 101011141 1)

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



etting devices into Cisco DNA-Center

J Devic el DNA ? PoUEY  PRow assuma
Add Device tien ONA  cimes  roue CIBIGH  ASSURANGE
Bulk Import

Doiess  Fusvie
“re @  Hatwork Device ~
e I Ry V7180002103 Select CEV W Sampia Termplate & Dimric: L~ Piug and Piay
— Plug and Play Devices (5)
[ ExportDavice.csv
— T . )
P
— - -
@ Devices in imsmicry will be updaind with e information drom. | Cigim. -
- - import e and device symchimnizaton will be intialed. arr Sortat i P
[P— .
. Bt
O e FEW 00R Ena00- pu
Resat
=1 B O e — —
Dolote
= =3 O rovarmnn S— J—_

B AN ARG

1 Add DNA Center Server = | 2 sSyncSeltings

VLI TRIENR0SE
i’ @ +

Groups Devices Maps. CMX Sync Settings

Add Epdalj Delate

Device Name IP Address

CH300_BN ciscolab, ok 10,100.40.1
w SAUFVG READ NPV WATTE

C9300_FE1 10.100.40.2

(= <= | ‘ DNA Center NS-3504 10.100.0.46

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 26






Co-existence Objectives

Start using Cisco DNA Center with minimal efforts for Prime Infrastructure
customers

. Migrate Devices, Location Groups, Maps and CMX Servers from Prime
Infrastructure to Cisco DNA Center seamlessly using the workflow

Allow Incremental updates to the migrated dynamically

-~

Make it easy to run Prime Infrastructure and Cisco DNA-Center in parallel

isco Lee!
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Co-existence Overview

C oNAGenter
| J @sie

i & Buildings
Denver & Floors along with floor plan
New York @ Routers
m— & Switches
. & WLC
Florida @ AP’s

& AP Position on the floor maps

& Floor Elements like
Exclusion/Inclusion Regions,
Obstacles etc

& CMX Servers

—

Jump start with DNA Center with a readily
available site layout

isco Lee!
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



"For Your

Start the Cisco DNA-Center Co-existence Reference
tool

|

“— c @ @ £ https://10.101.1.69/webacs/loginAction.do?action=login&product=wcs&selectedCategory=en#pageld=system_setting_pag ses w

L+ Most Visited @ Getting Started s Viewing Feed 8 (18) Top 50 IDIOTS ...
e NI
E « » cisco

Ssarch Menu A Administration / Settings / System Settings

Dashboard R System Settings BE;:;:\&ICGH . . .
Note : First time you click the
i - DNA (} = C

voner e link the tool itself has to start,
Confi i ¥ General . . .
I this typically takes 3-5 minutes
Inventory % Data Retention You )

Guest Account ::ll\:grr:in: rc;;]:.l‘i:rr f:rwn‘:l'e-m;;;'i'n"g' ;L;;I)‘I-ii_:;a’tio»nwus'er experience in the | =
Maps > enterprise.

Help Us Improve

Job Approval DNA Center supports the expression of intent for multiple use cases,

Services > including base automation capabilities, fabric provisioning, and policy-based
Proxy segmentation in the enterprise network. DNA Center adds context to this
journey through the introduction of Analytics and Assurance. To know more
Re ports 1 > Login Disclaimer about DNA Center, visit http://cisco.com/go/dna
Report You can migrate devices, site groups, associated site maps and CMX
Administration > Server data from Prime Infrastructure to DNA Center and manage vour enterprise 3
2 network over a centralized dashboard.

v Software Update Launch DNA Center coexistence »
DNA Center coexistence

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Demo,
Prime Co-existence

cisco éq{o,/



Workflow Summary

Select
Location
Groups

Launch Add DNAC Select
Sync

Credentials

Add CMX
workflow

from Prime Settings

Credentials

isco Lee!
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



"For Your

SynC Behavior Reference

Force Sync
* Force sync essentially pushes all data, based on selection of groups, irrespective of the
previous data push from Pl to DNA Center
* For any setting change to come into effect, a force sync has to be done
* Initial sync from Pl to DNAC will always be a force sync

Auto Sync
* Auto Sync is an incremental, dynamic synchronization of the data from Pl to DNAC based
on the earlier selection
* Any changes to groups association and device credentials will be synced
+ CMX and Maps are not in scope of auto sync and need to triggered via the Force Sync
option
* Auto sync has 2 modes of operation :
v' Changes to the already synced groups and devices only are pushed to DNAC
v" Any new groups added as a sub-group to the already selected location groups
and its device association are pushed to DNAC

cisco M- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



. " For Your
Some comments on Cisco DNA-Center Reference

co-existence tool (1/4)

Supported Prime Infrastructure versus Cisco DNA-Center versions can be found in the
Cisco Prime Infrastructure 3.X Administrator Guide (see upcoming slide)

L
For Catalyst 9800 WLC you will need to manually add Netconf “port” and SSH credentials

10.5.0 and above versions of CMX is supported

\SNMPV'I not supported in DNA-Center =)
>

A

Pl user credentials has to be Root

Area/Site/floor names has to have be less then 32 characters and not contain ”/”
L v
>

What happens behind the scenes: API calls between the Co-exist tool and

Prime Infrastructure and between Co-exist tool and Cisco DNA-Center
. s/

! éd/ /
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4
Some comments on Cisco DNA-Center ;‘;;;‘;‘:‘:e
co-existence tool (2/4)

Migration of 500 groups + 1000 devices using force sync will take between 20-

Adding an AP or moving and AP on a MAP requires a manual “force sync” from

cisco M- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 36




"For Your
Reference

Some comments on Cisco DNA-Center
co-existence tool (3/4) Prime Infrastructure 3.7

Cisco DNA Center Version Supported/Recommended
2.1 Supported
2.2 Supported

: Site
2.3 Supported
Appliance Groups/Site Devices PP

Type Maps

DN1-HW-APL
DN2-HW-APL 500

2.4 Supported
2.5 Supported
.2.6 Supported & Recommended
.2.8 Supported & Recommended
.2.10 Supported & Recommended
DN2-HW-APL-L 1000 o

DN2-HW-APL-XL 2000

211 Supported & Recommended

2.12 Supported & Recommended
.3.0 Supported & Recommended
.3.0.1 Supported
.3.0.2 Supported
.3.0.3 Supported & Recommended

1
1
1
1
1
1
1
1
1.2.10.4 Supported & Recommended
1
1
1
1
1
1
1

3.1 Supported & Recommended

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



I "ForY
Some comments on Cisco DNA-Center @ or Your
I Reference
co-existence tool (4/4)

 If your WLC(‘s) is not assigned to a site(unassigned) or its assigned
to the “System Campus”, then it will not be exported to DNA-
Center

« Sensor(s) will be deleted from maps if already added in DNA-
Center

isco Lee!
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For Your

Upcoming enhancements in PI 3.7.1/3.8 “Reference

Error Message enhancement: On failure of DNAC Server integration, error messages have been
changed to adhere to exact reason of failure like “Certificate Error, Credential error, unsupported version
and Server not reachable

Ul Enhancements:
Allow to select more than 500 records in Group selection screen
Provided “Progress Bar” widget in summary screen tab while the operation is in progress

Ability to guess Country based on Civic address or Geo location

Avoiding stale entries of “Site” from being migrated to DNAC and displaying the stale groups as strike
through

Avoid database issues by blocing dynamic updates when Cisco DNA Center is upgraded to unsupported
version

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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RMA tool



Device Replacement - RMA

Eliminate manual interventions for device replacements

Unified Workflows

Common workflows to
replace Switch, Router,
Access Points*,
Sensors*, C9800 WLC*
Restores Image,
Configuration, License
Like to like device
replacement

/

cisco M/

\ old device /

RMA Operations

Replace device in ISE
Replace device in Cert
server

Copy license from old
device to new device
Replace device in DNAC
inventory

Preserve KPI trends for

Single workflow for Wired and Wireless hardware replacement

* Roadmap

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Why RMA in Cisco DNA Center?

Request RMA

Unpack box

Find blue console cable
|
Download correct image, partly configure device
|
Remove License from old device
|

Prime Infrastructure

Find latest config

\ Install License on new device
|
\ Download latest config from Prime
|
\ Download new Certificate
|
\ Resync inventory in Prime or DNA-Center
\ Update ISE with new device serial#
|

Shutdown device (did you save the config?)
|

Replace Device

isco Lee!
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Why RMA in Cisco DNA Center?

Request RMA and note down Serial
number of new device

\/

Mark device for replacement

\/

Follow device replacement workflow

\/

Unpack and Replace device

0

DNA_Ceﬂter

CiscO

isco Lee!
cisco e'- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Wifi AP refresh

Goming soon to a cinema near you..

isco Lee!
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Demo,
RMA tool



Key Points for RMA from 1.3.1 Yot

Exact PID to PID (C9300L-48UXG-2Q to C9300L-48UXG-2Q)

Supports SD-Access

RMA Methods:

» Zero-Touch RMA - Replacement device is connected to Cisco DNA Center via PnP. No manual
configuration on device required. (For SD-Access, DHCP should be configured on the “upstream”

device)

* One-Touch RMA - Replacement device is manually configured via console with basic IP and mgmt.
credentials first so it can be discovered by Cisco DNA Center

Unclaimed state
-Device did PnP and was redirected to DNA-Center
-Device was added to DNA-Center manually
-Device was learned from Smart Account PnP portal

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Prerequisites for RMA in 1.3.1 For Your

Reference

Any device can be marked for replacement, but replacement workflow can only be
done for a device that is unreachable

Only “Managed” and “Not Provisioned” devices in Inventory and “Unclaimed”
devices in Plug and Play are eligible as replacement devices for RMA.
For Zero-Touch RMA, faulty device should be assigned to site before failure.

- |f it is not assigned to site before failure, it can be recovered only by One-Touch RMA method (via
discovery).

Software image of faulty device should be in repository of Software Image
Management (SWIM).

Replacement device should be connected to neighbor devices on the same port(s)
as faulty device in topology. (Well,, Same vlan/subnet is enough)

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Limitations for RMA in 1.3.1 For Your

Not Supported: License:
- Stack Switch, StackWise Virtual (SVL), - Support only restoring of DNA/Network
SUP(s) in Modular Switches, Nexus Switches Essential and DNA/Network Advantage
licenses.
- Access Points, Wireless Sensors and
Wireless Controllers (AireOS, C9800 or - Restoration of legacy switching licenses
C9800 Embedded). (e.g. LAN base, IP base and IP service) and
routing licenses (IP base, security and etc.)
. Routers with network modules such as UCS- is not supported. Note that License Manager
E* SM-X-ES3* NIM-SSD. SSD-MSATA- does not show license info if switches with
20,0G ’ ’ legacy license are running image prior to
16.8.

- SDA: Extended node and Fabric-in-a-Box. _ _
- Workaround: Configure legacy licenses

manually before triggering replacement in
RMA workflow

' éd/ /
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Limitations for RMA in 1.3.1 For Your

- The running config is archived - When new device is claimed - Support revocation of device
only at initial discovery of via PnP for RMA, if it is certificate on faulty device if it
device and at 23:00 daily. reloaded 15t time for image is issued by Cisco DNA Center

. vlan.dat on switch is archived activation, DHCP IP on new PKI, but does not support
same way as the running device may change, which request and installation of
config. could cause image validation device certificate by same CA

failure in RMA. on new device yet.

- Do not support revocation,
request and installation of
device certificate if it is issued
by any CA outside Cisco DNA
Center, e.g. auth certificate on
router for DMVPN not issued by
Cisco DNA Center PKI.

! éd/ /
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 50






Core Principles of Software Upgrade with DNA
Center

Version Golden Device Role
Image

Intent based Network Upgrades

Standardization of Software by
Network device role, device type
and location

cisco M/

Recent Tasks (Last 50)

3. Distribute Operation +

Patching
Pre/Post check validations Upgrade only what is
with rollback provide needed with minimal to
confidence for upgrades zero downtime

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



SOftWa re | m a g e M a n a g e m e nt Note: Marking a software version as

Golden does not update the device

Wlth DNA—Center automatically

What can SWIM do for you:

- Upgrade software on switches, routers, WLC's (show recommended image)

- SMU support (patching)

- Rommon upgrade with software upgrade(requires Cisco.com access/credentials)
- Image Update Readiness Check (enough space, enough ram etc)

- Use an approval workflow

- Schedule upgrade and activation

Software images can be uploaded to DNA-Center:

- Manually using browser or ftp/http
- Directly from Cisco.com (needs cisco.com credentials)

Software can be marked golden based on:

- Device family type (9300, 9400 etc)
- Role (access, core etc)
- Site (area, building, floor)

isco Lee!
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Software Image Management

Intent Based Network Upgrades

Captures your upgrade
intent to automate process
and drive consistency

Streamlined Upgrade Process
Upgrade base image,

\f\ patches, and other add-ons

in one single flow

Trustworthiness Integration

Assures that device
@ images are not
compromised in any way.

Patching Support

Pre/Post check ensures
updates do not have
adverse effects on network

cisco ég}@/

Image N
Post .

Deploy
Validations

Activate
Software

Request
Identify .\ Software L Identify
Golden Update Golden

DNA Center

Distribute
Software

Approve
CR

PreCheck
Validations

Automate your software upgrade cycle

BRKNMS-2573

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SWIM



"For Your

Rommon upgrade supported on Reference
Routers Switches
PID Standalone PID
ISR 4431 YES C4500-E/X (SUP 7E|7LE|8LE)
ISR 4221 YES C4500-X (SUP 7E|7LE|8LE
ISR 4351 YES

C4507R+E (SUP 7E|7LE|8SLE)
ISR 4451-X YES
ASR 1001-X VES C4503/6E (Sup SE | 9E)
ASR 1002-X VES C4507R+E (Sup SE | 9E)
ASR 1006-X (RP2) YES C4510R+E (Sup 8E | 9E)
ASR 1006-X (RP3) YES C4500X Fixed Chassis
ASR 1009-X (RP2) YES C6503/4/6/9E (Sup 2T|6T)
ASR 1009-X (RP3) YES C6513E (Sup 2T|6T)
ASR 1001-HX YES C6807-XL (Sup 2T|6T)
ASR 1002-HX YES C6840-X and C6880-X

isco Lee!
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Device Controllability is your friend ;-)
How can | see that a software image is
downloaded already?

isco Lee!
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Cisco DNA
Service for
Bonjour



Bonjour Services Use Cases

Signage

Mﬁﬁi"w»

Screen

Enterprise
Print

P2P File
Bonjour enabled devices on the rise! Printing Share

isco Lee!
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Current Limitations for Service Discovery

\%—"’ Technology

= Residential-class
Technology

= Single network
segment discovery

= |ntegration in

-

Enterprise networks/

cisco ég}@/

\_

8=

Solution

= Fragmented Gateway
Solutions

= L ocal System Bonjour
Solution

= Not end-to-end

\solution /

Boundary

= Single Device solution

= Unable to scale
beyond single system

= Limited network
discovery boundary

o J

BRKNMS-2573

Performance_
I I Scale

Scale

= | imited scale and
performance

= Centralized
architecture impact
performance

= Sub-optimal mobility

with scale /

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Bonjour Service Discovery Without Boundaries
4 Cizza;;ze-smzf:;eif;ﬁfe Cisgo.Dnc e

etc.)
RN ‘g &> - s @
Z T p N =2 E -
Agent Agent \,l|>l;l

J

Cisco DNA Service for Bonjour

@ = Enables Discovery and service distribution\
across LAN and WLAN networks

» Access Controlled

= Simplified Intuitive Controller Based
\_ Management J

isco Lee!
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Bonjour with Prime Infrastructure

mDSN Service Instance Groups

©

AirPrint  AirPlay  File Share

:
g
g

Same WLAN ‘
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Bonjour Service Policy Type

Controller

Wide Area Bonjour

cisco éq@/

J
(|
VLAN -B [ @

BRKNMS-2573

Wide Area Bonjour - Global Policy

Controller bi-directional policy permitting
services distribution between SDG-Agents

Wide Area Bonjour - Egress Policy

SDG Egress policy permitting services
distribution to Controller

Local Area Bonjour - Egress Policy

SDG Egress policy permitting services
distribution to local network

Local Area Bonjour - Ingress Policy
SDG Ingress policy permitting services
from local network

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo, Bonjour

cisco éq(o,/



"For Your

Agent - Local Area Bonjour Policy (CLI) Reference

Local Area Bonjour Policy = LAN and WLAN

G Global |

Agent(config)# mdns-sd gateway
|

Global Service Parameters

Service List = IN Service List = OUT * !
. 1 5 ) | Agent(config)# mdns-sd service-list <NAME> <IN | OUT >
Built-ln - Custom | Builtdn © Custom | Agent(config-mdns-sl-in))# match airplay
match airplay match custom match airplay match custom !

e Service Policy !

‘ 5 Agent(config)# mdns-sd service-policy <NAME>
Service List — IN Agent(config-mdns-sl-in))# service-list <NAME> < IN | OUT >
Service List — OUT * ‘ !

Associate Policy N
‘ | Agent(config)# interface Vlan <ID>

] ] Agent(config-if))# mdns-sd gateway
Service Policy | Agent(config-if-mdns-sd)# service-policy <NAME>
) ‘!




"For Your

SD-Access Network Product Matrix Reference
Supported Controller Hardware Software
Gisco DNA-Gerter DNZHW-APLL and DNZHW-APLL |1 5.1
Cisco
DNA-Center
Supported SDG Agent Local Area SDG Wide Area SDG Software
___? Catalyst 9200 DNA Essentials ® 17.4.1*
= Catalyst 9300 DNA Essentials DNA Advantage 16.11.1
Catalyst 9400 DNA Essentials DNA Advantage 16.11.1
Catalyst 9500/ 9500-H DNA Essentials DNA Advantage 16.11.1
Catalyst 9600 DNA Essentials DNA Advantage 16.11.1
Catalyst 9800 WLC DNA Essentials DNA Advantage Pass-Thru
Catalyst WLC * Cisco 5520/8540 WLC DNA Essentials DNA Advantage Pass-Thru
Catalyst Embedded WLC DNA Essentials DNA Advantage 16.11.1
* Roadmap
BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Traditional Network Product Matrix

Cisco
DNA-Center

ISR

Catalyst

* Pass-Thru

cisco éq@/

"For Your

Reference
Supported Controller Hardware Software
Cisco DNA-Center DN2-HW-APL-L and DN2-HW-APL-L v1.3.1.0
DN2-HW-APL-XL
Supported SDG Agent Wide Area SDG Software
Catalyst 9000 (C9300-C9600) DNA Essentials DNA Advantage 16.11.1
Catalyst 9200 DNA Essentials ® 17.1.1
Catalyst 9200L X X Pass-Thru
Catalyst 9800 WLC DNA Essentials ® Pass-Thru
Cisco 5520/8540 WLC X ® Pass-Thru
Catalyst 6800 IP Base Adv Ent + DNA-Addon 15.5(1)SY4
Catalyst 4500E/X IP Base IP Services + DNA-Addon 3.11.0
Catalyst 3850/3650 DNA Essentials DNA Advantage 16.11.1
LAN Base ® 15.2.6E2
IPLite ® 15.2.6E2
AppX 16.11.1
Cisco Public 67

Catalyst 2960 X
Catalyst 2960 XR
Cisco ISR 4000 Series

WLC *

IPBase
© 2020 Cisco and/or its affiliates. All rights reserved.
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Cisco DNA Center
Rogue
Management
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Rogue analytics - overview

Detect

faTalalaTalalal
JJJJJJJ

oooo

oooo

oooo

Y3

Collector I
Syslog
GUI

isco Lee!
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 69

- Managed AP WLC

K




Rogue Classification

Arogue access point is a wireless access point that has been installed on a

secure network, by well-meaning employee or by a malicious attacker.

AP on Wire Based on RSSI Honeypod Impersonate
Mode ats Honeypot Impersonate AP-11
Rogue AP Rogue 1 11:22:33:44:55:66
(RSSI) SSID : Blizzard
Rogue
Client

cisco éq@/

Informational

High

—
| Ho

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Rogue with Prime Infrastructure

afvaln =
e tseo. Prime Infrastructure

A | Dashboard / Wireless
Prime Infrastructure

consolidates all of the
Security Index
Score:27.12% controllers rogue access

Top Security Issues View All | Devices

WLAN interface is set to 'management’ interface (3) poi nt d ata

Rogue policy to detect and report adhoc networks is disabled on the controller (2)
'MFP Client Protection’ is set to 'Optional’ for WLAN (2)
"MFP Client Protection” is set to "Disabled” for WLAN (1)
l No user authentication configured for WLAN (1)
—0

Security Mesh CleanAir Context Aware

— 100

sl Prime Infrastructure O, ~ rogue

A Monitor / Monitoring Tools / Alarms and Events / Alarms
Searched By - Category : Rogue AP & Classification Type : Unclassified - Reset
Rogue Classificat Shov

Severity Rogue MAC ... Vendor Classifica... Radio T...  Strongest... No. Of Rogue... Owner Timestamp v  State SSID AP Loc... Status

» Minor (7 54:67:51:e9:e8 Compal Br.. Unclassified -38 0 January 3, 2020 3:32:38 PM... Alert UPC.. default |.. No
> Minor (/ 1c:24:cd:00:a5...  Askey Com.. Unclassified -41 0 January 3, 2020 3:32:34 PM.. Alert Pfaff.. default |.. No
» Minor (/ 32:10:b3:af-75 Unknown Unclassified 802.11n.. -55 0 January 3, 2020 3:32:12 PM... Alert DIR.. default |.. No
> Minor (/ c0:25:06:fe:1f82  AVM GmbH Unclassified -60 0 January 3, 2020 3:28:47 PM Alert FRIT default |.. No
» Minor (i 70:3a:ch:76:bc Google. Inc. Unclassified 802.11n -43 0 January 3, 2020 3:28:47 PM. Alert cape.. default |.. No



Cisco DNAC - Rogue Management Architecture

CMX

Location Update via API

\

Cisco DNA Center
Automation
Rogue RS - l ' . '
via NMSP

Rogue Report via CAPWAP 0
J < > i Aggregation and Classification

Rogue A ‘)
@’ ..

Managed AP ; R
Assurance

New centralized classification engine that
reduces false positives I

Location and additional context by threat
including what and when Admin éé

Curated view to highlight most relevant
.l_ data and reduce data overload

Automate action based on

Rogue Enablement

isco Lee!
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Demo, Rogue
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"For Your

Rogue Management Dashboard - Overview §f reference

Quick Time Filter

Cisco DNA Center DESIGN PoLICY PROVISION ASSURANCE PLATFORM ®

Rogue Management Time S“der Nov 7, 2019 9:25 AM O Refresh (I Show Map  Last 3 hours v

HA S
= 2

High Threat
High Threats Over Time T ren d l High Threat Level

t

] e— High
High Threat Threat
Count

No of High T

Honeypot: 1 @

Time
Threats (132) @———— Al Threats
Y Filter
Threat Level ~ Rogue AP MAC address Type Cannection Detecting AP Detecting AP Site RSSI SSID LastReported i
High 00:2A:10:4C:EB:AQ Honeypot Wireless SJC04-F1-AP3 ...8JC/SJC04/SJCO4-AFP-1 all -76 lightning Nov 07, 2019 09:23 am
70:79:B3:AD:51:E0 Interferer Wireless SJC04-F1-AP2 SJC/SJC04/SIC04-AFP-1 all -58 AS-B1-WLC-3504 Nov 07,2019 09:23 am
08:4F F9:2E:E0:AE Interferer Wireless SJC04-F1-AP3 SJC/SJC04/SICO4-AFP-1 all =36 @CorpSSID Nov 07,2018 09:23 am
08:4F F9:2F:25:6F Interferer Wireless SJC04-F1-AP1 SJC/SJC04/SICO4-AFP-1 all =51 @CorpSSID_98 Nov 07,2019 09:23 am

isco Lee!
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High Threat -Honeyp

Threats (108)

Y Filter

Honeypot High Threat

ot Rogue

"For Your

Reference

Threat Level ~ Rogue AP MAC address Type Connection Detecting AP Detecting AP Site RSSI SSID Last Reported :
High B0:26:80:05:03:A0 Honeypot Wireless SJ-APZ Global all -29 lightning Apr 24, 2019 01:34 pm
High 00:F6:63:14:1D:A0 Honeypot Wireless SJ-APZ Global all -56 lightning Apr 24, 2019 01:34 pm
Po F4:DB:E6:46:28:E0 Interferer Wireless SJ-APZ Global all -57 CiscoAirProvision Apr 24, 2019 01:34 pm
F EC:BD:1D:AB:0E:50 Interferer Wireless SJ-AP3 Global all -46 Ciscolive Apr 24, 2019 01:34 pm
F 38:0E:4D:BB:81:90 Interferer Wireless SJ-AP1 Global all -53 jerry01 Apr 24, 2019 01:34 pm
F EC:BD:1D:B1:DF:B0 Interferer Wireless SJ-APZ Global all -34 MySsid001 Apr 24, 2019 01:34 pm
F EC:C8:82:FB:32:A0 Interferer Wireless SJ-AP1 Global all -32 LA-Flex Apr 24, 2019 01:34 pm
F 00:5D:73:9C:91:40 Interferer Wireless SJ-AP3 Global all -51 DNAC-WLC-02-SSID Apr 24, 2019 01:34 pm
Pot 70:F3:5A:80:E3:80 Interferer Wireless SJ-AP1 Global all -43 MFG-5GTEST Apr 24, 2019 01:34 pm
entries

Show 100

cisco éq@/

Showing 1 - 100 of 108

1 2 Next
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High Threat - Honeypot 360 View

Threat 360: Mac 00:F6:63:14:1D:A0

Threat Level Threat Type
High Honeypot

Location: ...San Jose/SJCO04/Floor1

Detecting Access Points (4) Clients (0)

Detecting Access Points (4)

Y Filter
Detecting AP AP Domain
| SJ-AP2 ...San Jose/SJCO04/Floor1
SJ-AP3 ...8an Jose/SJC04/Floor1
SJ-AP1 ...8an Jose/S.JC04/Floor1

cisco ég}@/

Status

Active

Rogue SSID

lightning

lightning

lightning

RSSI ~

-54

-860

-61

Rogue Vendor

Cisco Systems, Inc

S

S

Channels

n

132

132

Estimated Rogue Location

S

(=)

3

Radio Type

802.11n (2.4)

802.11ac

802.11ac

SNR

35

30

Last Reported

Apr 24, 2019 04:48 pm

State

Active

Active

Active

""For Your
Reference

«* Full Screen

=S

Last Updated

Apr 24, 2019 04:49 pm

Apr 24, 2019 04:44 pm

Apr 24, 2019 04:44 pm

3

|- JOBCRS

Export

Detecting AP with strongest RSSI
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Agenda

1 Introduction

2. Change in Paradigm in Network Management
3. Automation with Cisco DNA-Center

4. Assurance with Cisco DNA-Center

5. Key takeaways & Q&A

cisco M. BRKNMS-2573 © 2020 Cisco and/or its affili



What is Assurance?

The guarantee that the
infrastructure is doing
what you intended it to
do

cisco M/

©

PARADIGM
SHIFT
—)

Continuous Verification

Monitor and alert on operational impact to
network after every Configuration Changes

Successful Rollouts, Operational Continuity

Insights & Visibility

Visibility, Context, Historical
Insights, Prediction

Minimize Downtime, User Productivity

Corrective Actions

Guided Remediation, Automated Updates,
System optimization

IT Productivity

BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 78




PARADIGM

Network Quality is a Complex, End-to-End Problem SHIFT

43% of IT Time spent in Troubleshooting

@ Affects Join/Roam
@ Affects Quality/Throughput

Client firmware ] _ @ Affects Both*
WAN Uplink usage

WLC Capacity WAN QoS, Routing, ...

Configuration

Addressing

Authentication
RF Noise/Interf.

CUCM

=
‘ What is the problem?

There are
100+ points or ‘ Where is the problem?
failure between

user and app

‘ HOW Can | fIX the probfé?mmf\a()éltﬁpd quality/throughput



PARADIGM

Cisco DNA Assurance ST

From network data to business insights

Network telemetry Complex event Correlated Suggested
contextual data processing insights remediation

Traceroute
01110107 10 Complex

NetFlow 0110001110107 11 SSERRSIREINEN o

. 10101100110 Metadata
Wireless cCLI [EEGSSIRELE D°® extraction
1010110011
IPSLA /0110001110
11101011001
SNMP /100110001110 :
0071101011007 1 \GAEEESIe]
J101100110

1101017~

Over 150 actionable insights

Everythmg =l B SEnl Clients | Applications | Wireless | Switching | Routing

isco Lee!
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Cisco DNA Assurance Architecture

Customer Datacenter

cisco M/

[Cisco DNA Center

Cisco DNA
Automation Cisco DNA
Assurance
Network
Control Network Data Platform
\ Platf?rm 1L N

ssh/NETCONF

Office Site

Customer Network

Cisco Al Cloud
Insights
Feedback
| —
Date Cisco Al
Network
Analytics
Engine

BRKNMS-2573

Cnntral Dainte
wOIniu U1 Ui

Control, Notifications, ...

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Client / Network / Application
360 views

cisco M/



Demo, 360 Views
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360° Visibility- Network Device

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM ® Q = o ] =
Health ~ Dashboards ~ Issues v Manage ~ Insights

Device 360 24 Hours: Jul 14, 10:32 pm = Jul 15, 10:32 pm Al Domains

Tr0® AP AP4800.8DAC Intelligent Capture  View Details

L " ¢ n Fran Cne & 1 wore Verson B8 1206 Mode: F L 51days 09:32:10  Gowected To WLG: CTS520

Detailed Device health N ! — — T
information I | o WA T "" V | ' ? |5

= =a - - 0o
Jul 15, 2019 6:35 am System Resources Data Plane Events
Device Health: 10 Memary Utiization 0 6% Link Errors 10
~ © Full List [0 Events)
CPU Ltiization 0 5% Rsdia®  Badiol
se il -93 0B
1 95 %
0 - 15%
Ra ation 10 - 7%
Device Connectivit, RF H H
' v Physical Neighbor Topology
o ot i R
10 10
20 MHz 80 MHz >
< @ - - - - - - o |4
G ’4R
C9300-1 CT5520
Manitor @ \ Remote @ ®
Radia 0 Channel Utiization 0 Radio 1 Channel Utlization 0 \

T e oA oA ik
s M\ '
AP4800.8DAC

N/
Radio O intatarsace @ [ — ‘.ull““ """l.,,'
o
s e

Hrr e NN A ittt et A 5GHz Clients 5GHz Clients




3600 Visibility-Client Device

Client 360

10 Usera

All Domains v

Cisco DNA Cenler  DESIGN  POLICY  PROVISION  ASSURANCE  PLATFORM ] & o
Health ~  Dashboards »  Issues ~  Manage ~  Insights

ntelligent Capture

Dewice: Android-Motorals  OS: andraid-dhep-7.1.1  MAC: 7C:46:85:20:78:27  [Pvd 10.13.4.185

SSI0: @CAUPSSID

Detailed Client health

TWA 1

information AR | !

Last £nown Location: San Francisco/Ona Bush SUFIN3

L.. Lo

Issues Onboarding

Palh Trace

v Issues (3)

Onboarding

1PvE: feB0::TedB:B511-120:7027

VLANID: 140 Siius: Connected  Last seen: Jul 15, 2019 10:42:00 pm

Application Experience Detail Infarmation

Gonnected Network Device: AP450D.922C

10:43p

Jul 15, 2019 810 pm

. - Onboarding
v~ Detail Information Ju 15, 2019 10:43 pm '\ oarding . . ) Jul 15, 2019 7:07 pen
netance Gount: 2
Device Info Connectivity RF oneesdne \ Jul 15, 2019 444 pm
i it 1
intarmation Connection Information v Onboarding i 1s 2019 10:43 P
@ AAA @ DHCP
1 Userd 2.4 GHz
android-2ccc07873cebb1f0 trear 0
7C:46:85:20:7B:27 1 20 MHz o 6 10
=
g . - . . " -
10.13.4.186 VMM Supported
873ce CT552
fe80::7e46:85ff:fe20:7b27 Disabled

cisco ég}@/
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Application Experience

BRKNMS-2573

© 2020 Cisco and/or its affiliates.

v Application Experience iz e uipn e
Business Relevant  Business Irrelevant  Default
Application (5) ) Bt
. . . T Fiter & Find
Client level Application
. ey ege ot Packottons ¥} Loency(mg)  AoPlcationDelay
Usage VISI blllty per Name Domain ’ Destination  Average Throughput Average Bandwidth Utiizati f— e (ms)
(Mbps) (%)
1 e Most Last 24 Hours e . Max  Average Max  Average  Max  Average
usiness reievance Recent
Cate . Or Al Applications Multiple H 2
@ cifs 1 View \USA/Data Center 1 1 bulk-data 100 2 45944 292 106 0
P e r_A p p I ICatI O n H e aI t h ssh 2 View USA/Data Center 043 0.69 ‘ops-admin-mgmt 100 1] 184793 2350 391 1]
SCO re aI O n With citrix-static USA/Data Center 0.08 on muitimedia-streaming 0 L] 0 1)
h . . I g d . ntp USA/Data Center [} o ‘ops-admin-mgnt 0 [ 0 0
IStorical tren Ing
Business Relevant  Business Ielevant  Default
1 1 1 Application (3) i
Detailed Application level ppication (3)
flow metrics — =
Throughput, Packet loss, _ . ) syl o
Name Domain Name Average Throughput Average Bandwidth Utllzation  Traffic Class —
I Jost (Mops) o
Latency, Delay Mt Vo hwoge U A M A
:‘:‘micatars Multiple 013 0.18
. :i::""“h' e gisney com View USA/DataCenter 0,09 013 ‘ransactional-data w0 7 3% 585 g2
espn-browsing WANESDA.COM View USA/Data Center 0.03 0.04 transactional-data 100 2 50363 1700 5761 &5
M / netfix wwnw.netflix.com:443 2 View USA/Data Center 0.01 0.01 ::‘;;TI:;F 100 ‘£ 93552 1383 6618 a
.
cisco 2
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Application Assurance - Per App 360 View

Application. Expatience. o unknawn

s or Rbeg], 2018 1041
Thiplghput and Bandwidth Utilization

Packet Loss

b A A A A Ak AN A AK oA h b Aah a s

Latency

Application 360 S~ :

Last 24 hours v

Application Delay

® Throughput: 0.0145Mbps.
Utilization: 0.0015%

e
¢ Category: net-admin

relevant  Traffic Class: ops-admin-mgr

® ssh - unknown
{EALTH

v v \ H ’ V " \,‘ ” ” v v f V \/ “ \J“ v U / v\ w Y ,E Clients (2)

off:
7 Filter 2Q find
10:00a 11:002 12:00p 1:00p 2:00p 3:00p 4:00p 5:00p 6:00p 7:00p 8:00p 9:00p 10:00p 11:00p 4/21 1:00a 2:00a 3:00a 4:002 5:00a 6:00a 7:0 ““Heallh - client @ MAC Address Usage Location os :-
192.168.139.173 00:0C:29:F4:F4:FC 534.74 KB USA/IDC - ':
- - - *e,192.168.139.201 38.0E:4D: 9C:4A:58 1.11GB - - =
~ Application Experience 21 20m950am 2 Refresn
—
Filt ™ Export =Q Find i H
V Fiter B Expor « Application Performance over last 24 hrs
Health Average DScP Packet Loss (%) Latency Application De » List of clients who used the App in the
Source Usage Average Throughput P, . .
ocsion Bandwict given timeframe
R“. t 24 (%) Marking Preservation Max Average Max Average Max Averi
ecen Hours
UsA “ View 1.8KB 13 bps 0 cs2 No 100 66 1ms 0ms 0ms Oms
O
O unknown 7 View 1.13GB 20.45 Kbps 0 cs2 No 50 0.91 32 ms 2ms 999 ms 14 ms E

cisco éq@/
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Setup Telemetry
from Infrastructure
to DNA-Center



Telemetry Configuration

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM Telemetry Conﬁguration
— « SYSLOG Server
Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template ° SN M P Tra p Server
=Q, Find Hierarchy Network Device Credentials IP Address Pools QoS Wireless O SN M P PO”ing
v & Global Setup network properties like AAA, NTP, Syslog, Trap and Netflow using the " Add Servers" link. . .
> & Canada deploy using these settings. C|SCO DNA Ce nter IS
& Mexico configured as Syslog and

Primary

> & Netherlands 111.2.2.2 i SNMP Trap Servel’ by defaUIt

> & USA Supports both IPv4 and IPv6

Telemetry Configuration is
pushed while assigning
[/] Cisco DNA Center as syslog server deViceS to Sites

SYSLOG

SYSLOG Server

IP Address e

Usage of Network Telemetry
SNMP Servere — ;zt::afi:izjv:tfgrerSeNIiA:teraps and App is not mandato ry clgle
. messages from network devices Used Only tO Create CUStom

snwp telemetry profile
IP Address +

- éd’ /
cisco &- BRKNMS-2573  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 90



Cisco DNA Center Network Telemetry 1 Network Telemetry App
from Tools

o | DNA-Center 1.3.1 and newer, for routers and
B switches when enabling "Maximal Visibility,
Netflow/AVC is only enabled for interfaces where
the keyword "LAN" is part of the Description.
Example :
interface GigabitEthernet 0/0

Network Telemetry Assessment

Description This is my LAN interface

Maximal Visibility

+ Syslog with severity level “Informational” | syslog Severity Levels |

» Application Visibility, NetFlow support on switches, routers and WLC
OQtimaI ViSibility Informational

» Syslog with severity level “Informational”

* No Application Visibility
Create Custom Telemetry Profile with different Syslog Severity
Level if desired




Cisco DNA Center
Al / ML Network

Analytics



Al Network Analytics Architecture G

¢ Visibility - Insight

Network
analytics
capture

Guided

..}

remediation

Machine e,
reasoning engine
Close the

Knowledge
base

intent
based loop

Automated troubleshooting
and root cause analysis
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Raw Data is Uninsightful and Overwhelming

®8us
@® burp dull ® cal Rock ®burp dul ® candy
giant
bum| P @ Ride
@ motox R . RrY ® giar X . —_——
i Towel bask Towel ®ninja angry,
-, « e i
o candie
@ lend L1=" angry @ Blend ®cCut ) 7'
o @ Biarket cheese @ lanket -
time
@ Kooky @ Shower
e b @ chair
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chot . @ books o
» ix
Hod® e @ Messy e Y
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4.," @Genie [ ] Qi naughty Run
@ siep 09,7 apgle
7y
@Foolsh . 8, - Ta" 1 ® Fork @
.
%’%‘} o intelligent s drink @ e
Excelent
@bxcetent ¥ - ®ppcom sk — squeal @
o o W @ fiag Ooaschal e
tor
o . @ playground P
o ey [ LN ® fairy
Libecicas calculator
" cokuiorn 2m : 1. nannhhs . Rur L] ®horse °
. hose prieecs &
pten I ecaey W o . @ Eanana 3
- fel—g [ ° write @ ° Ruler school
. vaite @ nm e . Ruer school keys sneeze @
- " mesre @ .
@ ound L ] * hambi pencil
2esty 3 penci @ Stove Cereal Y amburger ° °
Cesedl o Ny L] hombuger . . shoes young e juggle e e
@ Stove shoes young® juggle astiich a e =
®Camein K
weakl@ sty ume @ . ° Popsicle @ S aint
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Use Case 1: Improve Incident Alert Fidelity
Personalized Baselining

Before: Custom thresholds = Alert overload Al-driven: Dynamic baselines = relevant anomalies

Environment 1 Environment 1

Environment 2 Environment 2

Environment 3 Environment 3

L
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Use Case 2: Proactive & Predictive Insights ‘

a Proactive Exploration

@%®. System Generated

Intelligent Analysis

@ |nsights

A\ Peer-to-peer &
oy Site-to-site Comparison

Find Issues
Before Users Do

isco Lee!
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Demo, Al Network Analytics
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Cisco DNA Center
Security advisories

cisco éq{o,/



Security Advisories Overview

Wordwide [change]  Welcome, Sisfan Loemann | Account | LogOul My Clsco

The Cisco Product Security Incident e R R
Response Team (PSIRT) responds to s ——

Cisco product security incidents, e

regulates the Security Vulnerability
Policy, and recommends Cisco Security
Advisories and Alerts.

Vulnerabilities Filter By Product

Quick Search

Advanced Search

ADVISORY IMPACT CVE LAST UPDATED VERSION
The S ity Advisori I h

e Securit visories tool uses these 7 S SH—— pems—

y > Vulnerabilities @ Critical GVE-2019-15976 2020 Jan 02 1.2
- . Cisco Data Center Network Manager SQL Injection CVE-2019-15984

recommended advisories, scans the > 8 e

V4

CVE-2019-15980

. . . . > @ High CVE-2019-15981 2020 Jan 02 1.0
inventory within Cisco DNA Center, and G

y 7 2 @ High oI ature 2020 Jan 02 1.0

finds the devices with known > Vem  Qeaerss  amunc 0
- D Cisco Data Center Network Manager JBoss EAP Unauthorized Mathion PRI AAT 6L s RadA

vulnerabilities.
https://tools.cisco.com/security/center/publicationListing.x

isco Lee!
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e "c'.'s';';' Prime Infrastructure

f  Reports / Reports / PSIRT and EOX U’Odat

Schedule Job View Job Details PAS

Device PSIRT Device Hardware EOX Device Software EOX Module Hardware EOX Field Notice

Device PSIRT CSV ¥  |Go Show | All v Y
Device Name Device Type IP Address 0OS Type 0S Version PSIRT Title Vulnerable Match Reason Caveat (
berlab6880.cisco.com Cisco Catalyst 68xx Virtual Switch 10.49.232.151 108 15.2(1)SY3 Cisco 108 and |0S XE Software Internet Key ... Vulnerable MATCH:OSTY... Manual verifi... E
berlab3750x-rack2.cisco.com @ Cisco 3750 Stackable Switches 10.100.10.145 108 15.2(4)E4 Cisco 10S and I0S XE Software Internet Key ... Vulnerable € MATCH:OSTY... Manual verifi... E
berlab3750-tg1 Cisco 3750 Stackable Switches 10.100.80.22 108 12.2(55)SE12 Cisco 108 and |0S XE Software Internet Key ... Vulnerable /) MATCH:OSTY... Manual verifi... E
berlab6880.cisco.com (i) Cisco Catalyst 68xx Virtual Switch 10.49.232.151 108 15.2(1)SY3 Multiple Cisco Products OSPF LSA Manipulati...  Vulnerable (i) MATCH:OSTY... Mapping logi... E
berlab3750x-rack2.cisco.com @ Cisco 3750 Stackable Switches 10.100.10.145 108 15.2(4)E4 Multiple Cisco Products OSPF LSA Manipulati...  Vulnerable (G MATCH:OSTY... Mapping logi... E
berlab3750-tg1 G Cisco 3750 Stackable Switches 10.100.80.22 108 12.2(55)SE12 Cisco 10S and 10S XE Software Cluster Man... Vulnerable MATCH:OSTY...  Automationd... E

isco Lee!
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Security Advisories: Advisories View

Tools area, click Security Advisories

Cisco DNA Center

Security Advisories

Advisories (84)
7 Filter

Advisory ID

cisco-sa-20190828-iosxe-rest-
auth-bypass

cisco-sa-20180328-smi2
cisco-sa-20170317-cmp
cisco-sa-20180328-xesc
cisco-sa-20180328-gos
cisco-sa-20180606-aaa

cisco-sa-20180328-lidp

cisco-sa-20190612-iosxe-csrf

cisco ég}@/

Focus: Advisories v

Advisory Title

Cisco REST API Container for I0S XE Software
Authentication Bypass Vulnerability

Cisco 10S and 10S XE Software Smart Install Remote
Code Execution Vulnerability

Cisco 10S and I0S XE Software Cluster Management
Protocol Remote Code Execution Vulnerability

Cisco I0S XE Software Static Credential Vulnerability

Cisco 10S and 10S XE Software Quality of Service Remote
Code Execution Vulnerability

Cisco I0S XE Software Authentication, Authorization, and
Accounting Login Authentication Remote Code Execution
Vulnerability

Cisco 108, 10S XE, and 10S XR Software Link Layer
Discovery Protocol Buffer Overflow Vulnerabilities

Cisco I0S XE Software Web Ul Cross-Site Request
Forgery Vulnerability

CVSS Score ~

9.8

9.8

9.8

9.8

9.8

8.8

88

Security Advisories

Impact

@ CRITICAL

@ CRITICAL

@ CRITICAL

@ CRITICAL

@ CRITICAL

@ CRITICAL

@ HIGH

@ HIGH

CVE

CVE-2019-12643

CVE-2018-0171

CVE-2017-3881

CVE-2018-0150

CVE-2018-0151

CVE-2018-0315

CVE-2018-0175,CVE-
2018-0167

CVE-2019-1904

BRKNMS-2573

Devices

Known Since (days)

128

646

1022

Last Updated i

08/29/2019

05/04/2018

04/18/2019

09/20/2018

04/28/2018

06/08/2018

05/02/2018

07/17/2019

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ecurity Advisories: Device view

Cisco DNA Center Security Advisories Q & o =
Security Advisories  Focus: Devices v cSs .
LA1-3850-CSW-2.corp.local (10.30.255.101)
G © Reachable Uptime: 482 days 17 hours 32 minutes
=q Jierarchy Devices (28)
I ~ & Global Y Filter Tag Device ¢ Run Commands = View 360 Last updated: 4:55 PM 2 Refresh
© Unassigned Devices Details Advisories Configuration Interfaces
Device Name -
> ¢ CANADA 0 (" Filter
> a
i Casa Central 0O TO-ASR1001X-1.corp.loc
Known
> & USA Last .
Advisory ID Advisory Title CVSS Score ~ Impact CVE Since Um::h:ed :
0O LA1-3850-CSW-2.corp.k (days) "
O LA1-ASR1001X-1.corp.lo cisco-sa-20190828- Claco REST APl Contalner for 103
R XE Software Authentication Bypass 10 @ CRITICAL CVE-2019-12643 128 08/29/2019
iosxe-rest-auth-bypass -
Vulnerability
O LA2-3850-ACC-1.corp.lo
Cisco 10S and 10S XE Software
isco-sa-20180328-
e Quality of Service Remote Code 9.8 @ CRITICAL CVE-2018-0151 646 04/28/2018
D LA2-3850-CSW-3.corp.id b Execution Vulnerability
O LA2-3850-ACC-2.corp.lol clseorsa-201s0sas- Cisco [0S XE Software Static 9.8 @ CRITICAL CVE-2018-0150 646 09/20/2018
xesc Credential Vulnerability
O LA1-ASR1001X-2.corp.lo Cisco I0S and I0S XE Software
cisco-sa-20180328-
e Smart Install Remote Code 9.8 @ CRITICAL CVE-2018-0171 646 05/04/2018
Execution Vulnerability
O LA1-3850-CSW-1.corp.id
cisco-5a-20180328- Cisco 10S XE Sorh{vare Web Ul ,
| A1-0INN-APC-1 ram in xopriv Remote Access Privilege Escalation 8.8 ® HIGH CVE-2018-0152 646 03/29/2018
Vulnerability

isco Lee!
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Security Advisories: Good to know

To use the Security Advisories tool, you must install the Machine Reasoning package

If you log in to Cisco DNA Center as an Observer, you cannot view the Security Advisories tool in the
home page.

AUTO UPDATE: System Settings > Settings > Machine Reasoning.
Click Import Latest from Cisco, or download the latest available Knowledge Base, and then Import from local. AUTO
UPDATE toggle button to subscribe to the automatic update.

If you are launching the Security Advisories page for the first time, click Scan

No Hardware EoX in Cisco DNAC

No Software EoX in Cisco DNAC
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Cisco DNA Center
Intelligent Capture
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Intelligent Capture overcomes the challenge of replicating
Wireless issues

63%

Users assume the wireless
network is the problem

O

74

Packet capture is a very
difficult task over WiFi

Live Client

Cross Stack Innovation
AP HW, AireOS, DNAC

@ Clers Deauthenticatod

@ Ciert Deauthenticated

Ancenaty only

] session

i #

i

H
i
i

Probe A AAAA  AYAY  AYAYYYAYWYYYAYAY  akaaa

‘‘‘‘‘‘‘‘‘‘‘‘
eeeee

.........................

> Anom

aly Triggered
PCAPs

On-Demand Real-time

B
<

Dramatic simplification via
single PCAP across multiple
APs with zero packet loss
during roaming

12-hours-
to minutes
Average Time to resolve

user issues with Intelligent
Capture

Onboarding State

RF Scanning Client Location

) On- Demand
Wi-Fi App Analytics



Start and Stop Full Packet

Real Time Wireless Client Troubleshooting Kz

Real-Time
Live Mode

») Run Data Packet Capture

Start Live Capture

jent Capture: android-a5d4f6cf958dafef

Network
Time Travel

Onboarding Events ®LIVE \ "

® KeyExchange
Anomaly ™" 1 Expon PCAP

Jun 8. 2019, 11:36:53.278 am
8,2019 Time Duration
DHCP 11:40:20 am 754,271 ms.

2:00p 3% 3:00p 330

g
§
g

Jun 08 11:008 11308 12:00p

Client android-aSdaf6c1958dafef failed to connect due 10 4-way handshake timeout

Real-Time
Client Event g o
Vi ewe r Deieted 11:37:23 8m

AP MAC 70:69:5A:51:3FA0 AP Name. AP4800.606E
Onboardi 11:40:08 am 2511 ms
= Frequency(GHz} 24 WLC Name CT5520-MK
WLAN: @CorpSSID_PSK Radio: 0

3,988 ms

36
Client Location

Global/San Francisco/On¢10.10.1.25 13 Client trad by RSSI v

@ Client Deauthenticat... 11:37:13 am
-35
lies wicat. : am dom . . .
et s | Y Real-time Client location Map
| @ KeyExchange = 11:36:53 am with trail of movement
@ Assoclation Start 11:36:49 am E
@ Association Done 11:36:49 am %
> @ DHCP 11:27:05 am 5,093 ms ) B 4\_?‘09!_‘?“ Download
> @ Broadcast Rekey 11:25:58 am 1,016 ms IECVNWA Onboard Packet
> @ DHCP 11:14:34 am 601,172 ms |
Auto Packet Analyzer Onboa r.d PaCket
> . 2,407, 0% / Stage Identlﬂer Show: IPv4 and IPv6 v . Download Packets
, Session
. 802 !l:ptr\ Alm: . v o v b Anomaly Packet
Duration i Sequence
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Real Time Spectrum Analyzers

Dl B e, v racer e somuen s ... ... * Persistent Fast Fourier

Intelligent Capture: AP4800.606E  ciovai / seout 1 Asen / Firs TranSform
Device Model: AIR-AP4BO0-B-K9 P Address: 10.13.5.102  Software Version: 8.8.114.154  Made: local  Uptime: 1 days 11 hr 36 min  Connected to WLC: CTS520-MK
T——— « Swept Spectrogram

* Interferers with
impacted BW
» Duty Cycle per Channel

e « Available on WiFi5 und
WiFi 6 APs
« Support
Local/FlexConnect and
Monitor mode AP

nnnnnnnnnnnnnnnnnnn
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Intelligent Capture
Three Configuration Step

Recommended Version
« DNAC 1.3.x

- AireOS 8.8.125/8.10

. |0OS-XE 16.12.1s

- AP2800/3800/4800
AP9120/9130

in’/

Day-1 Config

1. Add WLC to DNAC
(Discovery or Inventory)

2. (Optional) Hyperlocation
3. (Optional) Add CMX and

vVNAM to DNAC

cisco éq@/

For Your
Reference



"For Your

Intelligent Capture Operation and Scale Reference
Operation Data Type Concurrent Session

Anomaly Packet Capture All APs in the DNAC inventory
Global or per AP Client RF stats (30 sec) All Clients connected up to 1000 APs

AP RF Stats Up to 1000 APs

Real Time Client RF stats (5sec)

On-demand (Live mode) | Real Time Client Onboarding Events from

or Scheduled WLC (2sec. Interval) Up to 16 Clients
OnBoard PCAP (Mgmt., DHCP/ICMP,
EAP, etc.)
Full Packet Capture One Client Device
On-Demand
Spectrogram View Up to 20 APs

cisco éﬁl/@'./ BRKNMS-2573
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Cisco DNA Center
Wireless Sensor
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Wireless Sensor

e

cisco M/ _ - _ R
- BRKNMS-2573 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



Wireless Sensor - Dashboard Heatmap

R m= * Network Time Travel with Sensor
o Test Result

Worst Location Largest Health Drop by Location Most Common Test Failure

Location: ../SF 02/Floor2

Location: ../SJC 04/Floor3 Reason: Poor AP Discoverability . .
Reason:  55% Network Services Reason:  Netwark Services: Test:  RADIUS Y
RADIUS failvre  DNSFailure
Show Data for Impacted Top 5

Téiee 4d * Insight View - Worst Location,
il I Largest Health Drop by Location,

= Most Common Test Failure with

== oL reason code, expandable to top 5
S on each category
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Demo, Wireless Sensor
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Wireless Sensor 360

Network Time Travel

Sensor Dashboard

Sensor Sensor-0140

State: RUNNING Location: Global/San Francisco/SFO13/Floor13 Ethernet MAC: 70:f3:5a:78:01:40 Base Radio: 70:f3:53:78:6b:6

IP Adress: 10.13.5.122 Type: Cisco Aironet 1800S Active Sensor Sensor Uptime: Sep 28, 2019 12:08 pm Template: ST-SFO

1:30p

I I N D N N N NN NN NN NN B N BN R . L 1 1 0 1 1 1 1 1 1| |
T T T T T T T T
2p 4p & 8p 10p 105 2a 4a

Performance Trend w/ comparison

Sensor Performance Trend

TestType:  Association v

Add Custom Location

Target AP-based View

Test Type All Tests
Oct04
» 3 5p ™ % e
Global ---------D-
LS | | o o [ | |
AP4800 606E HEEEEEEEEE .
AP4B0O.8F70

v Neighbor APs

L] (]

@ > 50% Failure @ 30% - 50% Failure @ 10% - 30'

12a 2a da Ga Ba 108 12p

EEEEEEEEEEEEN
!_l_HT-IT l_l.-l_}-!_ll_\

% Failure @ < 10% Failure O No Data

Sorting based on the result of (overall failed test count)/{overall test count) in the whole time range

Visual Neighbor AP Map

bnd @246 Osau

Neighbor APs «

P

APABO0 870

APABO0.90A4

SICAPIF-18DAC

SICAPIF-2.9220

Showing 1 - S.of 5

BRKNMS-2573

a1 ar oy s

182 ; - £
uss: aootualTE PR an
an
&2 08m 2
-
. o
50 dBm CUaat]
39 00m dun '
coicke won o)
o6 08 P
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Wireless Sensor - Guest Network

Guest Network Test
Sensor extended Guest SSID
Test to ISE and ClearPass

Assurance — Manage a @ o°
Create SCEP Profile
itali H L Test  Setting v
Enter ISE Guest Portal or Whitelist Details egacy Test  Satting v
(®) ISE Guest Portal () Whitelist sensor Mac Address L broie e
7 Filter Actions Profile 1 Enroll using SCEP
Captive Portal Decetion URL
http://www.cisco.com O SCEP Profile R Content
URL*
=] Profile cisq KHHNHHNHH Sensor can enroll certificate using SCEP (Secure Certificate
Choose the labels that are same as your ISE Guest portals Enroliment Protocol ) for EAP-TLS testing
Z] Myprotie .
Username Passcode (Coupon) 7] Password -l e 1 s
O O (Coup
Select SCEP Profile
AUP(Acceptable use policy) = 22 o .
o X ;;;;;ZXXKX .SCEFP file 1
rofile
Cannot find the labels in above list? r
€ Add Your Portal Labels 3 Grganization Unit SCEP Profile 2
[0 Profez o XXXXXKXKX
Label Name
O Profiled cisd Server certifcate fnge | ysername (1)
OO
O rEmss o4 (®) Common Name (CN) () Serial Number () Custom
Cancel
ancel [m} Profiled o4
O ProNies . Password
() Common Password e word (0 (O No Password
Password*
Ent ' de EAP-TLS luti
g g Manage Your SCEP Profile
SCEP (Simple Certificate Enrollment Protocol) Support

cisco M/
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Agenda

1 Introduction

2. Change in Paradigm in Network Management
3. Automation with Cisco DNA-Center

4. Assurance with Cisco DNA-Center

5. Key takeaways & Q&A

cisco M. BRKNMS-2573 © 2020 Cisco and/or its affili



Key takeaways

Cisco DNA Center
build to automate
based on Cisco and
Customer best
practices

cisco M/

PARADIGM

SHIFT
—)

Cisco DNA
Assurance

Benefit from health
scores and insights
instead of analyzing

events and alarms Cisco DNA Center
Co-Existence
ensures a smooth
and successful
migration from Prime
Infrastructure

The impact of
“Change in
Paradigm of

network
management”
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Opening Keynote“y’09:00 BRKNMS-2426

Cisco DNA Center - w 08:30 O pe rations Trac k

From O to 100 How to

BRKNMS_2573 get the network up and www.ciscolive.lt(:om/eme.a/leaf:n/tlechnologv-
From Prime = 11:00 running from scratch tracks/operations.htm
Infrastructure to BRKNMS-2031
So’zcware Defined BRKOPS-21 10 Cisco DNA Genter- The‘ 115
etwork (SDN) End-2-end policy from the g 11:00 0 & e~ ditional BRKSDN-2295
Management with Campqs to the D_C and back, a Management to Intent-Based Controlling the wild wild west of . 09:00
Cisco DNA Center § packet journey with SDA to ACI Automation & Assurance applications in your network using
Cisco DNAC QoS Policies
~ TCRNMS-2100
BRKOPS-2131 Y _
Cisco DNA Analytics o 14:30 TechCircle: Cisco DNA  13:15
and Assurance - The : Center Innovations I BRKOPS-2859
Srorest an BRKSDN-2500 s Sheraing g 11120
Network Innocence Real World Use Cases for 17:00

Deploying and Operating
Cisco SD-Access Using
Cisco DNA Center

Operating Cisco SDA

cIsco M/


https://www.ciscolive.com/emea/learn/technology-tracks/operations.html




Complete your
online session
survey

o]

- Please complete your session survey

after each session. Your feedback
IS very important.

- Complete a minimum of 4 session

surveys and the Overall Conference
survey (starting on Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events

Mobile App or by logging in to the Content
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on
demand after the event at ciscolive.com.
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https://www.ciscolive.com/emea.html
http://ciscolive.com/

Continue your education

cisco M/

Demos in the
Cisco campus

Meet the engineer
1:1 meetings

Walk-in labs

Related sessions
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