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Questions? 
Use Cisco Webex Teams to chat 
with the speaker after the session

Find this session in the Cisco Events Mobile App
Click “Join the Discussion”
Install Webex Teams or go directly to the team space
Enter messages/questions in the team space

How
1
2
3
4
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Cisco Webex Teams

4BRKCOL-2111

WEBEX TEAMS

DOCUMENTS

SPEAKER 2

SPEAKER 1
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Agenda

• Level set
• Why register to the cloud?
• Feature updates

• Deployment Best Practices
• References & Checklists
• Planning & Implementation

• Physical install
• Network attachment/bandwidth
• Customizations

• Operation & Troubleshooting

• Control Hub tie-in
• Device management
• Reporting and Diagnostics

• Conclusion
5BRKCOL-2111
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Why consume UC as SaaS (cloud delivered)?

6BRKCOL-2111

Faster & easier 
deployments

Cloud based 
management and 

user portals

Self-managed 
expansions 

Cognitive 
Collaboration

Access to 3rd party 
open integration 

services/AI libraries

New capabilities 
delivered faster

Security: tie to SSO, 
Oauth, CASB, DLP, 
retention, MDM, …

OPEX & CAPEX 
Savings

Customized 
Experiences 
using APIs
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Why would you continue with on-premise UC?

7BRKCOL-2111

Sweat Assets 
(& Licensing)

Network 
Readiness

Feature Set
Dial Plan, 
directory, and 
address books

User 
Experience

Regulations
Metrics and 
reports

Control over 
deployment 
(& outages!)

On-boarding 
at scale

Third party 
devices & clients
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Webex devices that can be cloud registered
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Recap – January 2020

Room 70 
Single G2 Room 70 Dual G2

MX200 G2 MX300 G2 MX700 – 55”

MX800 Single MX800 Dual

Room Kit PlusRoom KitSX80SX20SX10

Room 55 Dual

Room Kit ProRoom Kit Mini

Webex
Share

Webex Boards: 
55, 55S, 70, 70S, and 85

DX70 DX80 Webex
Desk Pro Room 55

Q1CY20
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Let’s try our luck with “name that device”? 

9BRKCOL-2111

None of these can be cloud registered…

All the Cisco video endpoints shown above are End of Life.



Feature Updates

Webex Share
Webex Board
Webex Room Series
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Cisco Webex Share
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Highlights
• Scheduling and Calendar Preview
• Automatic Pairing and Greeting
• Cable-free content sharing to any HDTV 

(locally & in-call)
• 802.11ac WiFi or Wired Ethernet with 

Enterprise Grade Security
• Licenses included as part of any paid 

subscription at no additional cost

• Hardware
• Ultrasonic Emitter for Pairing
• Microphones for Presence Detection
• HDMI - 1080p 30fps
• USB-C to PoE Class 2 Adapter

New!!

Cloud Only

Released 2018
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Cisco Webex Share - updates
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1) Guest Share

devices.webex.com
Content sharing stream

Guest network

HDMI screen

pairing code

Highlights
• Basic flow

• pairing code shows on the bottom of 
the device screen

• Guest browses to devices.webex.com
and enters the code and then a 4-
digit PIN

• Browsers
• Recent versions of Chrome and 

Firefox
• Windows, Mac OS and Linux

• Resolution and frame-rate:
• Up to 1080p at 30fps on Webex

Share device
• The actual frame-rate depends on 

multiple factors

Just Released
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Cisco Webex Share - updates
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2) Digital Signage

Webex
Control Hub

Admin Configurations

HDMI screen

Signage content

Configuration flow

Encrypted Data over HTTPS

2 levels of admin configurations

Just Released
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Cisco Webex Share - updates
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3) Webex Edge Audio – Room Phone integration

Webex Share joins the meeting 
and the room phone rings

User clicks OBTP in Webex 
Teams app to join the meeting.

Room phone audio is selected by default.

Preview
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Cisco Webex Share - updates
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3) Webex Edge Audio – callback solution architecture

Z

Expressway or
3rd party SBC

Webex Edge 
Audio

CUCM

Webex Share

HDMI screen

VoIP phone

Webex Teams
Media Path
Signaling

On-prem infrastructure Video

Audio

Content Sharing

The room phone receives a 
callback from Webex cloud 

The room phone 
number is pre-
configured in 
Control Hub

Preview
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Cisco Webex Board Updates
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• All-in-one solution: 
Digital Whiteboard, Wireless 
Presentation, and Video Conferencing 

• Draw and annotate from any 
device and from anywhere

• Cloud Persistence

• Leave your logins at the door!

• Engaging Experiences

• Recognizes and greets you
• Bring-up your own content
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Webex Board Hardware Updates: “S series”

• Webex Board 85S

• Webex Board 70S and Board 55S – “S series”
• Scale production

• Identical design, features, look, and feel; same mounting options
• PID change, but no changes to product names

• Minor hardware optimizations
• Ultrasound speakers, I/O panel (USB—C & micro-USB), lower standby power

BRKCOL-2111 17

Dec 2018
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Hardware updates: “S Series” I/O panel

Ethernet 
RJ45

HDMI in

Line 
out

Factory 
Reset

Kensington Lock

USB

Status LED

Power

Webex Board 55 Webex Board 70
Webex Board 
S Series
(85S, 70S, and 55S)

Note: S Series ships with 
RoomOS software only

BRKCOL-2111 18

Dec 2018
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Webex Board transition to RoomOS software 

• RoomOS/CE Admin web interface
• Control Hub access: launch 
“Advanced Settings”

• Configure local users
• Diagnostics, Factory reset, restart,  
Extended Logging with PCAP and 
download of Logs, Call logs, call 
history, User interface screenshots 

• Backup and restore: configurations, 
favorites, etc

• RoomOS/CE xAPI
• Including tshell, HTTP feedback

19BRKCOL-2111

• Certificate handling and Proxy 
support

• 802.1x for wired Ethernet

• On screen diagnostic panel

• Multitude of features released 
over the past year!

Usability, troubleshooting, and cloud features
Jan 2019
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Cisco Webex Desk Pro

20BRKCOL-2111

Orderable!

Other Highlights
• Intelligent USB-C

• presentation share, touch 
redirect, PC external 
mic/camera/speaker, and 
laptop charging!

• 802.11ac WiFi or Wired
• Bluetooth & USB
• HDMI 2.0 in & out
• VESA adapter

• Optional accessory

• Cognitive collab
features

https://www.cisco.com/c/en/us/products/collaboration-endpoints/webex-desk-pro/datasheet-c78-743105.html

Target GA: 3/20

https://www.cisco.com/c/en/us/products/collaboration-endpoints/webex-desk-pro/datasheet-c78-743105.html


© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Webex Room Kit USB
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Target GA: 3/20

Just Announced!! 

Other Highlights
• Mount: above or below 

screen, or wall mount
• WiFi and Ethernet
• 4k HDMI
• Webex Cloud managed:

• No subscription required!
• Room Analytics, Digital 

signage, Wireless Guest 
sharing

• Control Hub: software 
upgrades, remote 
management, and 
reporting/usage metrics

Based on Room Kit Mini hardware
• User PC with third party apps utilizes Room Kit USB as a high-end 

intelligent camera with audio (single USB cable from PC to camera)
• Cisco TRC6 Remote as control device (no Touch10) 
• Upgradable to RK Mini feature set with option key purchase

TRC6 Remote
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Webex Room Kit USB

22BRKCOL-2111

User Interface (first release)

Just Announced!! 
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Cisco Webex Room Panorama
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Other Highlights
• Optimal framing: 

Automated frame 
participants / speakers

• Natural audio: high 
quality speakers and 
microphones

• Rich content 
collaboration

• Cognitive collab
features

• Integrations

https://www.cisco.com/c/en/us/products/collateral/collaboration-endpoints/collaboration-room-endpoints/datasheet-c78-743064.html

Target GA: 1H 20

Preview

https://www.cisco.com/c/en/us/products/collateral/collaboration-endpoints/collaboration-room-endpoints/datasheet-c78-743064.html
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Room Kit Mini - “Board mode”

A combination of Room Kit Mini 
and the Samsung Flip touch 
screen

• Same Whiteboarding capabilities as 
the Webex Board

• Supported for both on-premise and 
Webex Teams registration

• Can add a Touch10
• Two cables to connect:

• Room Kit Mini’s HDMI OUT  HDMI IN 
Samsung Flip

• Room Kit Mini’s USB-A  USB-B Samsung 
Flip (Touch Out)

25BRKCOL-2111

Samsung partnership
Preview



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Webex Video Endpoint Features
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Sample Features while cloud registered

Audio Inputs control
Basic diags from Touch 10
Call history
Content share (wired and 
proximity)
Directory-based dialing
Do not Disturb
Encrypted signaling & media
Face Recognition/name labels
Facility service – webUI
Factory reset from Touch 10
Flash incoming calls
H.264 and Opus
HDCP - local (Room 55)
In-room controls multiple panels
Languages/localization

Inc. Arabic/Hebrew/Russian

Local favorites
Media resilience
Noise Suppression
On screen layout control
OBTP, upcoming meeting
Output monitor roles
Pairing, swipe to move calls, 
and call controls with Webex
Personalization: branding, 
custom wallpaper & ringtones
Proximity (cloud based)
Presenter Tracking
PSTN DID
Room Analytics

Presence Detector & People 
Count, reported using xAPI for 
integrator role

Self View, local presets with 
full range of PTZ
Serial port settings
Set time zone
Settings Lockdown
Self provision: simple 
onboarding, 16 digit activation
Source Compositing
SpeakerTrack
Standby control
URI dialing
Whiteboarding/annotation
Webex Assistant
WiFi (as applicable)

**Cisco Webex Teams cloud-only features
Some features applicable to specific models
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RoomOS feature examples (2)
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Presentation source compositing
Edit favorites (touch 10, DX UI
Record Webex Meetings
Local Proximity share to on-
premise devices
Third party USB controllers
HTTPClient POST/Put
Remove default buttons on 
Touch 10
New room mode: Classroom
Macro framework
Advanced Customization of 
Audio Using the Audio Console 
Utility
Cisco Webex Assistant on 
Webex Room Series and Board

Personal Mode
HDCP on room series 
(room55/70, RK plus, RK pro)
Increased admin API access 
SX80 and SX20 Screen status 
monitoring (CEC)
DX whiteboarding
DX mirrored self-view
Upcoming meetings list 
(hybrid calendar)
Noise suppression during 
calls
Participant avatars on Touch 
10 during meeting
Cloud xAPI
Flashing screen for incoming 
calls (accessibility)

Custom prompts on UI
Source composition
Proxy server support
Admit from Lobby
Drop Participant
DX Backlight Compensation
Common Device Phonebook 
(Hybrid Directory)
New Whiteboard Toolbar and 
Undo
Pairing Improvements
Edit Favorite contacts on 
Room and Desk Devices
Report ambient noise level
Face Recognition/name labels
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Recent RoomOS feature examples (3)

28BRKCOL-2111

Manage RoomOS Software on 
Control Hub
Webex Edge for Devices
Annotate everywhere
Save your work and open space 
capabilities on DX80/70
New Whiteboarding workflow
Companion Mode
Touch Redirect
Add participants to an ongoing 
call or meeting
Updated layout on Webex
Boards
Redo option for Whiteboarding
Opening files stored in OneDrive 
or SharePoint online from Files 
activity

Two-Way Whiteboarding (in 
Webex Meeting)
Advanced Configurations 
Available on Control Hub
Stickies on Webex Boards
Open Web Apps from Webex
Boards
Changes to the Network 
Settings Menu
New Pen Sizes for 
Whiteboarding and Annotating
Join Webex Meetings From 
Device (Webex button)
Create a copy of Whiteboards 
and Annotations
Digital Signage on Cisco 
Webex Boards and Room 
Series Devices

Send Whiteboards and 
annotations by email
Turn o video during a 
meeting or a call
USB Headset Support
Annotations stored in the 
Whiteboard menu
Register a device to cloud 
using API or local web 
interface 
Extended support for HTTP 
requests
Innite whiteboard
Graphical sound mixer 
available on audio console
Connect to xAPI over a 
WebSocket

https://help.webex.com/en-us/6ger7db/What-s-New-in-RoomOS

https://help.webex.com/en-us/6ger7db/What-s-New-in-RoomOS
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• Webex Board must be running 
CE9.8 (or higher) to register on-
premises

• Core functionalities available for 
On-Premises scenarios
• When in-call, a similar feature set to 
the room series is available.

• Whiteboarding and annotation 
features are available in local 
meetings

Webex Board on-premise registration

29BRKCOL-2111

• Minimum supported versions for 
infrastructure:
• TMS 15.9 +
• CUCM 10.5, 11.5, 12.0, 12.5 +
• VCS/Expressway X8.6 +

• A Touch 10 is optional
• More features become available
• Touch 10 must be paired over the 
local network

July 2019
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Webex Board support for the Touch 10

30BRKCOL-2111

July 2019
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Webex Board on-premise registration
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Feature Overview (1)

Feature Via on-
screen GUI Via Touch 10 Currently 

unsupported Comment

Multisite (add more 
participants) ✔ Requires multisite option, supports 3 remote video participants

Hold/Resume/Transfer/Ad 
hoc conferencing ✔

Shared lines ✔
Local layout selection ✔
CMS layout selection ✔
ISDN dialing ✔ ISDN Link
In-room controls (UI 
Extensions) ✔ ✔

Digital signage ✔ ✔ Added in CE9.9; Board supports interactive signage
WebApps ✔ ✔ Added in CE9.9
Touch redirect ✔ ✔ Added in CE9.9
Minimize remote presentation ✔
Local preview of presentation 
- in call ✔

Camera control ✔
Far-end camera control ✔

CE9.x release notes:     https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/software/ce9/release-notes/ce-software-release-notes-ce9.pdf

https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/software/ce9/release-notes/ce-software-release-notes-ce9.pdf
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Webex Board on-premise registration
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Feature Overview (2)

Feature Via on-
screen GUI Via Touch 10 Currently 

unsupported Comment

Selfview * ✔ Enabled on Touch 10 Only                                                           
* Can be moved around in the on-screen GUI

Custom wallpaper ✔ Not to be mistaken for Branding, which is supported

Custom text awake state ✔ Custom text in awake state is not supported, custom text in 
halfwake is supported

Source composition ✔
Local Meeting whiteboarding 
and annotation ✔ Not supported in-call

Whiteboarding/annotation in 
meeting – 1-WAY ✔** ✔ ** CE 9.12 EFT Jan 20 - whiteboard transcoder:  ** 1-way 

transcoded whiteboard sent as content stream
Multiple whiteboard/annotation 
sessions ✔ For local meetings, stored temporarily on the Webex Board. Not 

supported in-call
Email multiple 
whiteboards/annotations ✔ Requires SMTP configuration, whiteboard sent as a PDF

Infinite whiteboard canvas ✔ local meeting only.
Webex Button ✔ ✔ Added in CE9.9
Webex Assistant, Proactive 
join, CH automated software 
upgrades, two way in-call 
whiteboarding/annotation

✔
Not supported with “pure” on-prem registration. Webex Edge for 
Devices as a pathway to bring in some (but not all) of Webex
Cloud registration benefits
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Enhanced whiteboarding features
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Highlights
• Added colors
• Undo/Redo
• Sticky Notes
• Extended Canvass 

/ innite WB
• Zooming
• Send to Email
• Duplicate (create a 

copy)
• Pen “thickness”
• Activity Indicators

Recent
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Webex Board 

• Digital Signage (6/2019)
• display custom content on Webex Boards and Room 

Series devices when in half-wake state
• https://help.webex.com/en-us/nmd8log/Enable-

Digital-Signage-on-Cisco-Webex-Boards-and-
Room-Devices

• Email Whiteboards & Annotations (6/19)

• Webex Assistant (6/19)

• Web Apps (8/19)
• creates macros to open web apps on Webex Board

34BRKCOL-2111

• Touch re-direct (11/19)
• use the Webex board touch screen to control a 

Windows 10 PC
• https://help.webex.com/en-us/nxqcrbz/Wired-

Touch-Redirect-from-Webex-Boards

• Annotate Everywhere (12/19)
• annotate on shared web pages and les

• Companion Mode (12/19)
• one Room Series device and one Webex Board 

to work as a combined system
• https://help.webex.com/en-us/ogrc5/Set-Up-

Companion-Mode

Other recent notable features Recent

https://help.webex.com/en-us/nmd8log/Enable-Digital-Signage-on-Cisco-Webex-Boards-and-Room-Devices
https://help.webex.com/en-us/nxqcrbz/Wired-Touch-Redirect-from-Webex-Boards
https://help.webex.com/en-us/ogrc5/Set-Up-Companion-Mode
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Web App

35BRKCOL-2111

Configuring a WebApp on Webex Board Recent
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Cognitive Collaboration 
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Endpoint specific subset

Multi-modal Bots 
& Assistants

Webex Assistant
Proactive meeting join

Room Scheduling

Computer 
Vision

People Count / 
Room Analytics

Facial Recognition/ 
Name labels

Audio & Speech 
Technologies

Noise Detection 
(Wakeup On Motion 

Detection, Ambient noise 
estimation, key clicks…)
People Presence 

Speech Integration 

BRKCOL-3008: Cognitive Collaboration – AI and Machine Learning Assisted Collaboration
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Webex Button
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One tap access to Webex meeting number entry Recent
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Guest share

38BRKCOL-2111

devices.webex.com Recent

Touch 10 DX80 (in room mode)
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Room ad-hoc reservation

• Reserve an “available” shared endpoint in 15 minute increments 
by initiating a booking from the Touch 10

39BRKCOL-2111

Feature Preview
Preview

Free Room Calendar Room booked starting 19:00



Deployment 
Best Practices
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Deployment Best Practices

• References and  
Checklists

41BRKCOL-2111

• Planning and 
Implementation
• Physical install
• Network attachment, 
bandwidth

• Customizations

• Operation and 
Troubleshooting
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Webex Devices “Planning” references

• “A place for everything and everything in its place”
• Project workplace: https://projectworkplace.cisco.com/

• “Best practices for room design”, esp. guidance on lighting and acoustics

• Huddle Space Quick Designer: https://collaborate.cisco.com/huddle

• “Network Requirements for Webex Teams Services”
https://collaborationhelp.cisco.com/article/en-us/WBX000028782

• Familiarize yourself with product guides
• data sheets, physical interfaces, installation, admin guides
• Release notes and caveats

42BRKCOL-2111

https://projectworkplace.cisco.com/
https://collaborate.cisco.com/huddle
https://collaborationhelp.cisco.com/article/en-us/WBX000028782
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Webex Devices references (2)

• Requirements for Business-to-Business (B2B) SIP Calls To and From the 
Cisco Webex Cloud
• https://collaborationhelp.cisco.com/article/en-us/7ej8gq

• Learn xAPI, in-room Controls, Macros, HTTPClient, XoWS!
• Devent Sessions at Cisco Live and Devnet learning labs!

• Introduction to xAPI for Cisco Collaboration Devices: https://learninglabs.cisco.com/lab/collab-xapi-
intro/step/1

• Creating Custom In-Room Controls and Macros for Cisco Collaboration Devices: 
https://learninglabs.cisco.com/lab/collab-xapi-controls/step/1

• Personalizing Collaboration Devices from Code: 
https://learninglabs.cisco.com/lab/collab-xapi-branding/step/1

• GitHub: https://github.com/CiscoDevNet/roomdevices-macros-samples

43BRKCOL-2111

https://collaborationhelp.cisco.com/article/en-us/7ej8gq
https://learninglabs.cisco.com/lab/collab-xapi-intro/step/1
https://learninglabs.cisco.com/lab/collab-xapi-controls/step/1
https://learninglabs.cisco.com/lab/collab-xapi-branding/step/1
https://github.com/CiscoDevNet/roomdevices-macros-samples
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Webex Devices references (3)

• What's New in Cisco Webex Room and Desk Devices
• https://collaborationhelp.cisco.com/article/en-us/n4lhv2s

• CE 9.10 release notes
• https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/software/ce9/release-

notes/ce-software-release-notes-ce9.pdf

• CE Customization Guide: User Interface Extensions and Macros
• https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/ce98/sx-mx-dx-room-

kit-boards-customization-guide-ce98.pdf

• CE 9.9 API (application programming interface) Reference Guide: 
• https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/ce99/collaboration-

endpoint-software-api-reference-guide-ce99.pdf

44BRKCOL-2111

https://collaborationhelp.cisco.com/article/en-us/n4lhv2s
https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/software/ce9/release-notes/ce-software-release-notes-ce9.pdf
https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/ce98/sx-mx-dx-room-kit-boards-customization-guide-ce98.pdf
https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/ce99/collaboration-endpoint-software-api-reference-guide-ce99.pdf
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System Implementation
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Overall context of enterprise collaboration subsystems

Remote Sites

Central
Site

Internet

Home/Mobile Users

Managed 
Enterprise 
Network

MPLS WAN

UC enablement functions:
Management
Directory and SSO:, AuthN 
(IdP), AuthZ (LDAP)
Certificates, Encryption 
Keys
Endpoint Registration 
Call Control
Conferencing: Media 
Bridge
Edge and Federation
Scheduling, Calendaring
Applications
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• System/endpoint choice
• CAD drawings

• Lighting, acoustics, HVAC
• Project workplace -> Resources – Best practices

• Don’t overcomplicate room design!
• Touch 10 in-room control vs. custom controller
• Use codec pro full capability

• Room customization
• In-room control, signage, branding

• Touch 10 connectivity to codec
• Ports for “network pairing” (TCP 4043-4053)
• No 802.1x for Touch..

Physical install Considerations

46BRKCOL-2111

• Screens and cameras
• Placement
• Loading on walls
• Cable management and ”runs” to codec
• Room kit mini can be installed above or below, 

flips image (while RK and quad cam does not)
• When to add Presenter Track

• Acoustics
• Audio console on codec pro
• Does third party speaker pass ultrasound

Guidelines for the most part are same as 
on prem, except bandwidth to the cloud
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Webex Room Kit series compatible displays

47BRKCOL-2111

LG and Samsung

https://www.lg.com/us/business/commercial-
display/certifications/cisco-compatible

https://displaysolutions.samsung.com/industries/corporate/samsu
ng-cisco-video-conference-solution
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• The Codec Pro, like the C90 and 
SX80 before it, has additional audio 
visual components built right in

• The Codec Pro is in fact four boxes 
in one:
• a VTC codec, 
• a video matrix switcher, 
• a windowing processor, 
• and an audio DSP.

Cisco Webex Codec Pro
Positioning

48BRKCOL-2111

• When positioning the Pro in a 
room design, think of its Design/ 
Application Features:
• Video Matrix Switcher with windowing 
capabilities. Supports resolutions up 
to 2160p at 60fps, with 4:4:4 chroma 
sampling and full time video scaling.

• Audio DSP with eight graphic 
equalizers, configurable delay zones, 
and customizable routing.
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• Network Topology

• Bandwidth Usage
• Latency, loss, and jitter

• Secure Device Attachment
• Bootstrapping
• Authentication: credentials, certicates, 

trust chains
• VLAN/SSID: data/voice, internet access
• VLAN assignment (CDP/LLDP), 802.1Q
• IP addressing, DNS & DHCP access, ICMP 

to devices
• Network access control: 802.1x, MAB

Implementation: Network Considerations

49BRKCOL-2111

• Cloud Services Reachability: firewalls 
and proxies
• Whitelists for IP ranges
• TCP, UDP, ICMP ports/protocols for media 

and signaling
• Default routes
• Proxy types supported, proxy set-up, 

• QoS
• DSCP Markings for audio, video, signaling 

and port ranges
• Classification, queuing, scheduling, ...
• Goal: self regulating QoS network with 

endpoint media resilience and rate 
adaptation
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Proxy support 

• Proxy Support
• Authentication: No Auth, Basic, Digest
• Configuration: WPAD, PAC, or Manual

• Proxy Inspection and Certificate 
Pinning
• No Support for Custom Trusted CAs for 

TLS inspection
• This means TLS inspecting proxies are not 

supported (Planned)

50BRKCOL-2111

• 802.1X – Port based Network 
Access control
• EAP-FAST  
• EAP-MD5
• EAP-PEAP
• EAP-TLS
• EAP-TTLS
• Configure 802.1X for codec via GUI or 

Touch 10
• Upload Certs via codec admin GUI

Room Devices: SX, DX, MX, Room Kit series and Webex Board

BRKCOL-2795: Webex Teams Security in depth
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• For a comprehensive discussion on 
bandwidth considerations, refer to the 
“Bandwidth Provisioning and Capacity 
Planning” chapter in “Preferred 
Architecture for Cisco Webex Hybrid 
Services, CVD”

•

https://www.cisco.com/c/en/us/td/doc
s/solutions/CVD/Collaboration/hybrid/1
2x/hybcvd/bwm.html#28588

Bandwidth considerations

51BRKCOL-2111

• Use the CVD examples as a good 
starting point, but only a starting point!

• Budget reasonable overhead
• Video is bursty!
• Typical vs. “maximum”

BRKCOL-2777: Webex Bandwidth Management 

Endpoint Audio 
BW

Video BW 
(Typical)

Video BW 
(Maximum)

Webex DX Series, SX10 80 kb/s 1 to 2 Mb/s 3 Mb/s

MX Series, SX20, SX80, 
Webex Room Kit, Webex
Board, Desk Pro

80 kb/s 2 to 4 Mb/s 10 Mb/s

https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Collaboration/hybrid/12x/hybcvd/bwm.html#28588
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• Be familiar with device relevant 
configurations on Control Hub
• WiFi discovery
• Admin Settings lock
• Advanced Configuration
• Enable Webex Assistant – where/when 

available
• Org level branding  - once released will be 

under “Settings”

• Define local users on your devices
• Full admin, Integrator, Inroom Control

Webex Cloud registration Best Practices
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• When configuring devices on 
Control Hub
• Choose indicative names for Places
• Add Tag to devices – easier search, 

segment deployment, add hierarchy

• Make sure you are on the same 
network to access “Advanced 
Settings”
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• Room templates 

• Branding

• Locking access to admin settings

• In-room Control

• WebApps

Customizations
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• Advanced feature sets
• xAPI support with cloud registered
• Macros
• Cloud xAPI
• xAPI over WebSockets
• HTTP Client: 
POST/PUT/UPDATE/Delete

• Audio Console
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Locking access to admin settings
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Cloud registered endpoints

Touch 10 
Unlocked 
Settings

Touch 10 
Locked 
Settings

Control Hub 
“Place” config
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Phonebook Search Filter

55BRKCOL-2111

Example of features to look into….

All: Directory search returns 
mix of users and rooms

People: Directory search 
returns users only

Rooms: Directory search 
returns room endopints only

Recent
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Increased Webex Devices local API Access
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Parity with on-prem registration

“Supported Commands 
Matrix: 

• Tables detailing commands,  
congurations, and statuses 
supported per admin role: 
ADMIN, ROOMCONTROL, 
AUDIT, INTEGRATOR, USER

• Some commands don’t 
apply to Webex registered 
systems, e.g.  H.323, 
H.320, SIP, NTP, CUCM, 
LDAP, FECC, Proxmity

CE9.9 API reference 
guide Appendix:
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Devnet xAPI Postman Collection
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Room Kit Plus registered to VCS
Example: GET Standby

1. https://github.com/CiscoDevNet/postman-xapi
2. https://github.com/CiscoDevNet/awesome-xapi

Room 55 registered to Webex Teams
“Integrator” role account
Example: GET Status

https://github.com/CiscoDevNet/postman-xapi
https://github.com/CiscoDevNet/awesome-xapi
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Webex Devices Macros

58BRKCOL-2111

Automate and customize endpoint behavior
• Introduced in CE9.2

• Premise only, then expanded to cloud 
registration in Sept. 2018 RoomOS

• Javascript based programming 
framework that runs on the codec

• A Macro can be programmed to 
react to status, configuration, or 
event changes on the codec or be 
triggered by user input, including:
• In-room control events on Touch10
• GPIO signals (SX80)

• Benefits include customized 
deployments, automated scenarios 
and re-configurations, custom 
text, or monitoring

https://github.com/CiscoDevNet/roomdevices-macros-samples

Macro Editor

BRKCOL-3008: Customization and Integrations of Cisco Video Room Devices
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Webex Device Cloud xAPI
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Basic Concept

https://developer.cisco.com/site/roomdevices/

• Bot uses its access token to 
query the device API for xStatus 
and xCommands 
• Only xStatus and xCommands are 

currently available through the Cloud xAPI
• A development guide is planned

• Check on Cisco Devnet

• Provide a bot (or a user) access 
the xAPI through the Webex 
Teams cloud 
• Unlike classic xAPI where you access the 

device directly and so must be on the 
local network, you can do this remotely

• Bot or user must be in the same 
Webex Teams org for device it 
will control
• access has to be provided to a bot or user 

on a specic place by a full admin (full or 
read only access)
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Device API Access – Cloud xAPI
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Step 1 : Create a Bot

Now that that you created a Bot, 
make it do something useful! 

A user on the same Webex Teams org 
where the device is registered creates 
a bot at developer.webex.com
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Device API Access – Cloud xAPI

61BRKCOL-2111

Step 2 : Give the Bot access to the device’s “Place”

DEVNET-2071: Customizing Cisco Collaboration Devices

A full admin grants bot 
access to the “Place”
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Devices and Places REST API

• Add, remove, edit services for 
devices and places (meeting 
rooms/shared device) via API

• Automate onboarding process with 
API’s to generate activation codes

• Access to xAPI’s on the device 
through a cloud proxy with Webex
Platform authentication

• https://developer.webex.com/docs/api/v1
/devices

• https://developer.webex.com/docs/api/v1
/places

• https://developer.webex.com/docs/api/v1
/xapi

62BRKCOL-2111

Recent

https://developer.webex.com/docs/api/v1/devices
https://developer.webex.com/docs/api/v1/places
https://developer.webex.com/docs/api/v1/xapi


© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Webex Devices Troubleshooting tips

• Scenarios
• Not getting an IP address. What do I do?
• Get an IP, but unable to reach the cloud. What do I do?
• Get an IP address, but when I put in the Activation Code I generated on the admin portal I get “invalid code”. 

What’s wrong?

• Service Connection

• Tools
• health checker, mediatest

• Factory reset & recovery

• Collecting Logs

63BRKCOL-2111
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• Make use of diagnostic  panel

• Network connectivity
• Captive portals

• Software versions
• Older “BoardOS” images may not have 

WiFI, proxy support, CDP support, etc… so 
need to register it so it gets upgraded, then 
converted to CE afterwards

• Download logs/report issues

• There is no HDCP support

Webex Board Troubleshooting tips
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• High bit rate and audio sharing
• Should work fine with MacOS and Windows 

Teams client, coming soon to Webex 
Meetings

• make sure your webex site and clients are 
upgraded

• Restart 

• Power cycle by unplugging, wait a 
few minutes, power back on
• Reboot fixes common problems

• Factory reset as last resort
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Webex Board Diagnostic panel

65BRKCOL-2111
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Web Engine remote debugging
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Control Hub

Webex Board

Webex Board GUI



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• Pairing is not working
• Ensure acoustic horn is not blocked . Point it away from the 

floor and other absorbing surfaces.

• Device does not power on
• Ensure the appropriate USB-C cable is connected to either 

the wall or to the POE adaptor.

• WebEx Share does not connect to the Internet
• Check to see if there is a Proxy server in the environment, 

and if so, configure proxy settings on the WebEx Share. 
Also, check the firewall to ensure appropriate ports are 
open.

• Submit problem reports from associated client
• Download logs and submit to TAC: browse to the Share’s IP 

address 

• Know the factory reset sequence!

Webex Share Troubleshooting

67BRKCOL-2111
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How would you get this to work?

68BRKCOL-2111

Here is an MX200 gathering dust… Can you put on the cloud?

You can do the same for an SX or Room Kit series with older software…



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Public

How would you get this to work? (2)
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A DX80 on Android software….

upgrade.cisco.com
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How would you get this to work? (3)

70BRKCOL-2111

• Remember that with early 
BoardOS software, there was 
no support for: WiFi, Proxy, 
CDP, 802.1x ….
• Workaround all this so Board is 

connected to “Internet” (and so to 
Webex Cloud), and let it upgrade 
automatically

• Alternately: USB upgrade
• Contact TAC for image/help

An “original” Webex Board on BoardOS….



Control Hub tie-in
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Device Management
Cloud registered Endpoints

72BRKCOL-2111
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Webex Video Devices Cloud Registration
Simple and elegant registration flow

73BRKCOL-2111

Place

Device

• ”Location”, usually Room name
• Associate “Services” to the Place

Calling, Room mailbox (for OBTP)
• Settings: e.g. lock access on Touch 10
• Obtain Device activation Code

• Actual Endpoint
• Device type, status (online/oine, etc)
• Admin “tags” added for easy identication
• Issues
• Actions: “Report Issues”, ”Delete”
• Settings: IP Address, MAC, basic status
• Device Access

“Launch advanced settings” to access device 
page, “Remote Access Key” for TAC

Note: “personal devices” have a 
different registration flow….
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Digital Signage Configuration on “Device” page
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• Configure digital signage for Webex 
Board and Webex Room series 
devices
1. Enable Signage
2. Enable “Interactivity” (for Webex 

Board) so users can interact with the 
content

3. Specify URL for the signage content

• Two-way sync with the device’s 
settings (e.g. if configured on admin 
GUI of the device itself)
• This means that Digital Signage 

settings can be changed from the 
device's WebUI and that will reflect 
back to Webex Control Hub

Recent
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Advanced Device Conguration on Control Hub

75BRKCOL-2111

• Access to all the 
Integrator-specic 
congurations 
available on 
RoomOS Device
• Full list of Device 

congurations 
through Control Hub

• Admins now have 
the ability to 
congure Devices 
that they don’t have 
direct IP-
connectivity to.

Recent
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Webex Share Advanced Settings
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• Access to Webex Share 
specific configurations 
directly from Control Hub
• Digital Signage Server, 

Language, Restart, Standby 
settings, Timezone, 
Ultrasound volume

• Note that Webex Share is 
included in “Alerts” 
notifications

Recent
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Device Alerts
Proactive notifications
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Recent
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Device attribute bulk export / delete
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Recent
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Bulk Configuration
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“Digital signage” and “tags”
Just released!
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Personalization: Branding with admin GUI
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Customize on admin GUI: 
• Brand background, 
• Brand logo (halfwake)
• Brand logo (awake)

Note: Custom wallpaper is 
mutually exclusive to branding
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Branding provisioned on Control Hub
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From Control Hub 
(Settings -> 
Branding), an 
admin can 
provision 
deployment wide 
Branding

Recent
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Device reports – “Devices” page
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• Device search and 
troubleshooting
• Pictorial device icons
• Context based search 

criteria in the “Devices tab”:
• Type, Status, Belongs to, Tags, 

Issues, Network Connectivity 

• Interactive chart:
• Online, Online with Issues, 

Offline, Expired

• Highly scalable
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Example of “issues” that can be filtered for reporting

Device reports - “Issues”

83BRKCOL-2111

Enhanced
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Device Analytics  
• Daily, Weekly, Monthly usage
• Summary tabs: KPI’s

1. # of online devices, 

2. total usage (& trend)

3. avg. usage per device (& trend)

• Charts:
1. & 2.  Timeline and summary overview 

of activities that devices were used for: 
calling, local sharing with HDMI cable, 
wireless sharing, whiteboarding

3. Device Utilization: low, normal, high

• downloadable as PDF, PNG, or CSV

• Table:
• Device Details: usage, endpoint type 

(now includes Webex Share), tag, IP 
address, MAC, device ID

• Interactive sort & search on any 
heading, download as CSV

BRKCOL-2111 84

Enhanced
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Advanced Diagnostics

85BRKCOL-2111

Enhanced
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Webex Monitoring Service
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Providing meeting diagnostics for on-premise devices
Preview

Limited Availability
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Webex Monitoring Service
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Installing the agent
Preview

Limited Availability
• Admin installs the agent (.msi) on Windows test agent machine
• Agent self-registers to the Cloud and will be viewable on Control Hub
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Webex Monitoring Service
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Basic System Flows for on-prem device monitoring 
Preview

Limited Availability

On-premises 
Webex device

Cisco Webex 
Cloud

Monitoring 
Agent Server

XAPI ”GET” for connectivity, call activity, 
media stats

Control Hub 
admin

Agent periodically updates its status and all endpoint status to Webex 
Monitoring Service

Control Hub requests agent server software 
download URLMonitoring agent software downloaded 

and installted

Agent registers with Webex Cloud’s 
Monitoring Service using the Org ID and 
Agent ID automatically

Control Hub retrieves and displays agent 
details and status from Webex Cloud’s 
Monitoring Service

manually provision the device IP address 
and login credentials into the control hub 
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Webex Edge for Devices

• References
1. https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/white

papers/webex-edge-devices-white-paper.pdf
2. https://help.webex.com/en-us/383gbd/Cisco-Webex-Device-Connector
3. https://blog.webex.com/collaboration-devices/webex-edge-for-devices-released/
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Just Released

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/whitepapers/webex-edge-devices-white-paper.pdf
https://help.webex.com/en-us/383gbd/Cisco-Webex-Device-Connector
https://blog.webex.com/collaboration-devices/webex-edge-for-devices-released/
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Webex Edge for Devices

• Endpoints must be on CE9.10
• CUCM version dependency (CUCM 12.5su1, or 

11.5.x with the latest device pack installed)

• Links on-premise devices with Webex
cloud, providing
• Historical Device Usage Analytics  
• Online/Offline Connection Status  
• Device Diagnostics Messages 
• Cloud xAPI access 

(https://developer.webex.com/docs/api/guides/xapi) 

• Device Alerts (Diagnostics Messages proactively 
sent to Webex Teams) 

90BRKCOL-2111

• Additional optional features that 
can be deployed: 
• Calendar Connector
• Webex Assistant (including proactive 

meeting join prompts)

Initial feature set
Just Released
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Cisco Webex Device Connector Tool
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High Level Overview

The Cisco Webex Device Connector tool is available from within the Resources 
section under Devices in Webex Control Hub.

The tool can be used to automate 
device related tasks, such as:-
• Onboarding Webex devices to the 

cloud
• Providing Cloud features to on-

premises registered Webex devices

Just Released
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Cisco Webex Device Connector Tool
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Capabilities
Just Released

Bulk register Webex 
devices to the cloud

Provision cloud features 
and services to on-
premises registered 
Webex devices

Once the tool has been installed and you have signed into it with your Cisco Webex Control Hub 
credentials (Device Admin or Full Admin profile needed), you will be presented with the screen 
below
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Webex Edge for Devices

93BRKCOL-2111

Device Connector Operation
Just Released

CUCM
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Webex Edge for Devices
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On-premises devices cloud onboarding and linking
Just Released

CUCM
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Device Linking Flow – Unied CM
Providing on-premises registration Webex devices with Cloud features

On-premises 
Webex device

Cisco Webex Device 
Connector tool

Cisco Webex 
Cloud

User provides credentials to Cisco Webex Device 
Connector tool to authenticate against valid Webex 

Control Hub instance (API Access)

Authentication token provided back for API access

Cisco Webex Device Connector tool queries Unified CM 
through AXL enabled Application User for Webex 

device inventory

New configuration appliedNew conguration push from Unied CM to Webex 
device

Place created and Device Activation Code generated 

Webex Device picks up Activation Code for Unified CM push and starts Webex Edge registration

Selected Webex device starts registration process for Webex Edge Services

Unified CM

User provides credentials to Cisco Webex Device 
Connector tool to authenticate against target Unified 

CM
Authorization granted 

Response provided back to Cisco Webex Device 
Connector tool detailing eligible Webex devices

Admin determines Webex Devices to be Linked. Cisco 
Webex Device Connector tool then requests a ‘Place’ to 

be generated for the device and the generation of a 
Device Activation Code

Cisco Webex Device Connector tool writes Activation 
Code to the vendor specific configuration section in 

Unified CM Device Config

Just Released
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Webex Edge for Devices
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Cloud linking flow exmple
Just Released
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Webex Edge for Devices
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Control Hub view – indcations of successful linking
Just Released

A day later, you will see it in Analytics  Devices 
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Webex Edge for Devices
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endpoint admin UI indications of a linked endpoint
Just Released
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Feature Comparison
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Webex Edge for Devices & Webex Monitoring Agent

Feature Webex Edge for Devices Webex Monitoring Agent
CUCM version 12.5su1 or 11.5.x with latest device pack Any

Endpoints models SX/MX/DX/Room Kit/Room Series/Board Also C20/40/60/90, 

Endpoint software CE9.10 and newer Any

Includes in Control Hub “Devices” Yes No

Cloud based features Cloud xAPI, alerts, Calendar Service, Webex
Assistant

No

Control Hub Analytics Supported (historical device analytics, admin audit 
log)

No

Control Hub Advanced Diagnostics 
(Troubleshooting)

Roadmap; target 9.12 release in March 2020 Yes

Device discovery/provisioning Discovered through CUCM or bulk upload CSV bulk upload

Agent / server required? Direct reachability to devices (and CUCM) by 
“Device Connector” tool during provisioning

Agent must be on same network as 
on-prem devices

✔
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Agenda

• Level set
• Why register to the cloud?
• Feature updates

• Deployment Best Practices
• References & Checklists
• Planning & Implementation

• Physical install
• Network attachment/bandwidth
• Customizations

• Operation & Troubleshooting

• Control Hub tie-in
• Device management
• Reporting and Diagnostics

• Conclusion
100BRKCOL-2111
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Match devices to the desired scenario

101BRKCOL-2111

Positioning the best experience

Webex Share Webex Room 
Series

Webex Board

Cisco Webex meeting experience

Enable teams 
to create

Connect people 
with videoShare content locally 
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• Continuous delivery of Innovative 
features via cloud Updates
• Device firmware is always up-to-date!
• Calendar integration, Webex Assistant, and more 

to come!

• “Video Mesh” localizes media and 
alleviates bandwidth-to-the-cloud 
concerns

• Webex Control Hub for provisioning 
devices and services, enterprise policy 
enforcement, and analytics

Cisco Webex cloud registration benets

102BRKCOL-2111
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Conclusions

• Deploying Cisco devices on the Webex cloud provides immense 
value both to system administrators and their end user
• Planning as well as an understanding of the underlying system and services ows 

help realize those gains

• Benets of device registration to the Webex platform include:
• Invesment protection in endpoints and licenses
• Dierentiated and innovative functionality exclusively from the cloud
• Extensive end-user features

• Keep system lifecycle in mind

103BRKCOL-2111
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Review of Session Objectives

• Recap of recent Webex device features
• Implementation and operational considerations
• Customizations and advanced features
• “Cloud linking” your on-prem devices
• Best practices

104BRKCOL-2111
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Related sessions

Walk-In LabsDemos in the 
Cisco Showcase

Meet the Engineer 
1:1 meetings

Continue your education

105BRKCOL-2111
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Continue Your Education
• Related Cisco Live 2020 Barcelona sessions:

• BRKCOL-1460: Cognitive Collaboration – AI and Machine Learning Assisted 
Collaboration

• BRKCOL-2004: Technical overview of the journey to the cloud for on-premises 
video deployments

• BRKCOL-2241: Technical introduction to cloud-aware video endpoints
• BRKCOL-3004: Advanced Troubleshooting of Cisco Collaboration Video Endpoints 
• BRKCOL-3008: Customization and Integrations of Cisco Video Room Devices
• DEVNET-1462: Webex Room Device APIs
• DEVNET-2071: Customizing Cisco Collaboration Devices
• BRKDEV-3244: Advanced coding for Cisco Video devices
• DEVWKS-3534: Setting the mood with Webex Room Kit

106BRKCOL-2111



Complete your 
online session 
survey • Please complete your session survey 

after each session. Your feedback 
is very important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (starting on Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events 
Mobile App or by logging in to the Content 
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on 
demand after the event at ciscolive.com. 
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