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Abstract

Data Center Interconnect m i t Lay er 2  – ei ne k ri ti s ch e B ew ertu ng
N eu e T ech nol og i en h al ten E i nz u g i n d as  Data Center v on h eu te. Dab ei b i l d en V M w are m i t V m oti on,  Data Center-K ons ol i d i eru ng enu nd  Cl u s ter-Lös u ng en d i e T rei b er für d i e N u tz u ng v on Lay er 2  u nd  S p anni ng -T ree i m Data Center. Doch w eg en i h rer N ach tei l ew u rd en m eh rere al ternati v e Des i g n-M eth od en für d as  Data Center Interconnect ( DCI)  entw i ck el t.
Das  b es ond ere A u g enm erk ri ch ten w i r d ab ei au f z w ei neu e DCI-T ech ni k en:  CE E / T R ILL ( Cov erg enced E nh anced  E th ernet/ T rans p arent Interconnecti on of Lots  of Li nk s )  u nd  O T V  ( O v erl ay  T rans p ort V i rtu al i z ati on) . W el ch e d er Des i g n-M eth od eni s t d i e b es te für Data Center Interconnect ( DCI) ?  U nd  w el ch e V or-u nd  N ach tei l e h ab en d i es e Lös u ng s ans ätz e d er m od ernen Data Center-A rch i tek tu r?  Di s k u ti eren S i e m i t u ns d i e ri ch ti g e A rch i tek tu r- d enn s i e al l ei n ents ch ei d et üb er d en E rfol g od er M i s s erfol g i mData Center. 
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Ag e n d a ( V4)

� M o t i v a t i o n  fo r L 2  D C  I n t erc o n n ec t
� S o lut i o n s  O v erv i ew
� S o lut i o n s  D et a i ls
� C E E / T R I L L  – m o re det a i ls
� O T V  – deep er di v e
� K ey  T a k e A w a y s
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M o ti v ati o n  f o r L 2  D C  
I n te rco n n e ct
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M o ti v ati o n  f o r L 2  D C  I n te rco n n e ct

h t t p : / / b l o g s . v m w a r e . c o m / n e t w o r k i n g / 20 0 9/ 0 6/ v m o t i o n -b e t w e e n -d a t a -c e n t e r s a -v m w a r e -a n d -c i s c o -p r o o f -o f -c o n c e p t . h t m l
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S o l u ti o n s O v e rv i e w
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S o l u ti o n s O v e rv i e w
� Spanning Tree
� Q inQ  &  M A C inM A C

( 8 0 2 . 1 ad  &  8 0 2 . 1 ah )
� L 2 TP v 3
� M P L S ( E o M P L S &  V P L S)
� V SS/ v P C
� C E E  ( ak a D C E ) / TR I L L
� O TV

Co r e

SAN SAN

SAN
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L2

L3

L3

L2

I P  Cl o u d

V SS
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A c c es sA c c es s

S erv ersS erv ers
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v P C

STP v P C / V SS

O TV

C E E / TR I L L
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N I C  T e a m i n g
S i m p l i f i e d  l o o p -

f r e e  t r e e s
2 x  M u l t i -P a t h i n g

I n t e r -P O D  C o n n e c t i v i t y  a c r o s s  L3
F a i l u r e  B o u n d a r y  P r e s e r v a t i o n

1 6 x  E C M P  ( L2 M P)
L o w  L a t e n c y  /  L o s s l e s s

M A C  S c a l i n g
O p e r a t i o n a l  F l e x i b i l i t y

CE E /T R I L L
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S o l u ti o n s O v e rv i e w  – R o ad m ap / S trate g y
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S o l u ti o n s D e tai l s
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I P/ M PLS  C o r e

P E 12

P E 11

R e f e re n ce  N e tw o rk  D e si g n

D C  N e t w o r k  I P E 21

P E 22

A
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I P/ M PLS  C o r e

P E 12

P E 11

N e tw o rk  D e si g n  – B asi c L 2  P ro bl e m

D C  N e t w o r k  I P E 21

P E 22

A
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D C  N e t w o r k  I I
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D

E A D E A DC o r e
S T P / P VS T P
R S T P ,  M S T
C E E / T R I L L

S T P
E o M P L S / VP L S
C E E / T R I L L

O T V

S T P / P VS T P
R S T P ,  M S T
C E E / T R I L L

gerd. p flueger@ c i s c o . c o m
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S o l u ti o n s O v e rv i e w  - Ag e n d a
� Spanning Tree
� Q inQ  &  M A C inM A C

( 8 0 2 . 1 ad  &  8 0 2 . 1 ah )
� L 2 TP v 3
� M P L S ( E o M P L S &  V P L S)
� V SS/ v P C
� C E E  ( ak a D C E ) / TR I L L
� O TV

Co r e

SAN SAN

SAN
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L ay e r 2  R i sk s
� F lo o di n g o f p a c k et s  b et w een  da t a  c en t ers
� R a p i d S p a n n i n g T ree ( R S T P) i s  n o t  ea s i ly  s c a la b le a n d 
ri s k  gro w s  a s  di a m et er gro w s

� R S T P h a s  n o  do m a i n  i s o la t i o n  – i s s ue i n  s i n gle D C  c a n  
p ro p a ga t e

� F i rs t  h o p  res o lut i o n  a n d i n b o un d s erv i c e s elec t i o n  c a n  
c a us e v erb o s e i n t er-da t a  c en t er t ra ffi c

� I n  gen era l C i s c o  rec o m m en ds  L 3  ro ut i n g fo r 
geo gra p h i c a lly  di v ers e lo c a t i o n s
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S o l u ti o n s O v e rv i e w  - Ag e n d a
� Spanning Tree
� Q inQ  &  M A C inM A C

( 8 0 2 . 1 ad  &  8 0 2 . 1 ah )
� L 2 TP v 3
� M P L S ( E o M P L S &  V P L S)
� V SS/ v P C
� C E E  ( ak a D C E ) / TR I L L
� O TV

Co r e

SAN SAN

SAN
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B u i l d i ng  P rov i d er E th ernet A cces s  N etw ork s
I E E E  8 0 2 . 1 a d Pro v i der B ri dges

� Cu stom er V L A N  T ransp arenc y
IE E E  8 02 . 1a d  P r o v i d e r  B r i d g e s  
w i l l  p r o v i d e  a  s t a n d a r d i z e d  
v e r s i o n  o f  “Qi n Q” ( N o t e :  
In n e r  . 1Q t a g  i s  o p t i o n a l )
S t a n d a r d  w i l l  i n c l u d e  a d d i t i o n a l
e n h a n c e m e n t s  

� F ram e F orm at sam e “Q inQ ”
N e w  E t h e r T y p e :  0x 8 8 A 8

� T ec h nic ally  c om p lete
S t a n d a r d  a p p r o v e d  8 t h  D e c  2 005
( D r a f t  6 )

� P rotoc ol T u nneling  dif f ers f rom  
Cisc o’s L 2 P T

� S ee also:  
h ttp : / / w w w . ieee8 0 2 . org / 1 / p ag es/ 8
0 2 . 1 ad. h tm l 

N-PE  4
E t h e r n e t  U NI
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L e n g t h /T y p e  ( 2 B )
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E t h e r T y p e  ( 0 x 8 8 A 8 )   ( 2 B )
“S-T a g ” 8 0 2 . 1 Q  t a g  ( 2 B )
E t h e r T y p e  ( 0 x 8 1 0 0 )   ( 2 B )
“C-T a g ” 8 0 2 . 1 Q  t a g  ( 2 B )
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S cal i n g  P ro v i d e r B ri d g e s
Provider Backbone Bridges (802.1ah): Main Ideas/Concepts

� S erv ic e S c alab ility
D e f i n e  a  n e w  “S e r v i c e  In s t a n c e  Id e n t i f i e r ”—2 4  B i t s  w i d e  
( t a k i n g  t h e  p l a c e  o f  t h e  f o r m e r  “V L A N ”) :  I-S ID

� Dom ain I solation,  M A C-A ddress S c alab ility
E n c a p s u l a t e  Cu s t o m e r  M A C-f r a m e s  a t  t h e  e d g e  o f  t h e  n e t w o r k  i n t o  a  “P r o v i d e r  M A C-
F r a m e ”:  N e w  M A C-H e a d e r  w i t h  B -T A G

� “B ac k w ard Com p atib ility ” to 8 0 2 . 1 ad
O u t e r  h e a d e r  =  n o r m a l  8 02 . 1a d  h e a d e r
8 02 . 1a h  a s s u m e s  e x i s t i n g  L 2  c o n t r o l  p l a n e  m e c h a n i s m s  s u c h  a s  s p a n n i n g  t r e e  a n d  
l e a r n i n g / f l o o d i n g
O t h e r  p a r a d i g m s  a r e  v a l i d  ( 8 02 . 1a q ,  8 02 . 1Qa y ,  t o p o l o g y  h i d i n g  w i t h  V P L S / M P L S  a n d  P W  
r e d u n d a n c y )

� 8 0 2 . 1 ah  S tandard A p p rov ed J u ne 1 2 th ,  2 0 0 8

L 2 P D UC-T A GC-S AC-D AT P ID / T CIB-T A GB-S AB-D A
P 8 02 . 1a h  ( P r o v i d e r  B a c k b o n e  B r i d g e s )  

E n c a p s u l a t i o n  E x a m p l e  

I-T A G :  Co n t a i n s  2 4  B i t s  t o
Id e n t i f y  a  S e r v i c e  In s t a n c e

B-T A G :  E q u a l s  S -T A GS e c o nd  M A C-H e a d e r

F CS

T a g  P r o t o c o l  ID
T a g  Co nt r o l  Inf o r m a t i o n
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L 2  A c c e s s

I E E E  8 0 2 . 1 ah  E x am p l e

M A C  S c a l a b i l i t y :  C o r e  o n l y  n e e d s  t o  l e a r n  N N I / U N I _ M A C  
a d d r e s s e s ,  r a t h e r  t h a n  a l l  c u s t o m e r  M A C  a d d r e s s e s

V LA N  S c a l a b i l i t y : 2 4 -B i t  I -S I D  a l l o w s  M i l l i o n s  o f  S e r v i c e  I n s t a n c e s

N o  f o r k  l i f t  u p g r a d e : A d d i t i o n a l  e n c a p s u l a t i o n  i s  j u s t  d o n e  a t  t h e  
U N I / N N I ,  c o r e  b r i d g e s  c a n  b e  s t a n d a r d  Pr o v i d e r  B r i d g e s

U-P E
N-P E N-P E

U-P E

L 2  o r  
E m u l a t e d  L 2

.1q

.1q

.1q

.1q

U-P E

U-P E

BE B
Ba c k b o ne  E d g e  Br i d g e

L 2  A c c e s s

P B PB
P B

PB PB PBBB BB

4 0 0  
Cu s t o m e r s
1 0 0 , 0 0 0  M AC

4 0 0  
Cu s t o m e r s
1 0 0 , 0 0 0  M AC

4 0 0  
Cu s t o m e r s
1 0 0 , 0 0 0  M AC

4 0 0  
Cu s t o m e r s
1 0 0 , 0 0 0  M AC

UC

U C| I| U C

U C =  U ni c a s t  ( K no w n)
I =  I-S ID

BC =  Br o a d c a s t  o r  U nk no w n U C
M C =  M u l t i c a s t

UC

B C

M C| I| BCM C| I| BC � �
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S o l u ti o n s O v e rv i e w  - Ag e n d a
� Spanning Tree
� Q inQ  &  M A C inM A C

( 8 0 2 . 1 ad  &  8 0 2 . 1 ah )
� L 2 TP v 3
� M P L S ( E o M P L S &  V P L S)
� V SS/ v P C
� C E E  ( ak a D C E ) / TR I L L
� O TV

Co r e

SAN SAN

SAN
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� P2 P
� N o t  H W -s up p o rt ed o n  C a t a ly s t
� S a m e des i gn  i s s ues  li k e E o M PL S

L 2 T P v 3  
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S o l u ti o n s O v e rv i e w  - Ag e n d a
� Spanning Tree
� Q inQ  &  M A C inM A C

( 8 0 2 . 1 ad  &  8 0 2 . 1 ah )
� L 2 TP v 3
� M P L S ( E o M P L S &  V P L S)
� V SS/ v P C
� C E E  ( ak a D C E ) / TR I L L
� O TV

Co r e

SAN SAN

SAN
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E o M P L S  – B asi c F u n cti o n s 

� MPLS transport in the core (needs only LDP, no MP-B G P)
� T arg eted (ak a directed)  LDP session b etw een PE s
� T arg eted LDP session distrib u tes pseu dow ire 
(PW  ak a V C )  lab els

� Port, Su b -I nterf ace Modu s - transparent f or B PDU  - f looding
� SV I  Modu s - participate in ST P - MA C  learning  – local sw itching

Ps e u d o w i r e

PE P PE
C E C ELD P LD P

T a r g e t e d  LD P

A t t a c h m e n t  C i r c u i tA t t a c h m e n t  C i r c u i t
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V P L S  C o m p o n e n ts

F u l l  M e s h  o f  P W s  
Be t w e e n VS Is

D i r e c t e d  L D P  
S e s s i o n Be t w e e n 
P a r t i c i p a t i ng  P E s

n-P E

P W
P W

P W

CE

CE

CE

CE

CE

CE

G r e e n VS I
Bl u e  VS I
R e d  VS I

G r e e n VS I
Bl u e  VS I
R e d  VS I

R e d  VS I
Bl u e  VS I

L e g e nd
CE Cu s t o m e r  E d g e  D e v i c e
n-P E N e t w o r k -F a c i ng  P r o v i d e r  E d g e
VS I Vi r t u a l  S w i t c h  Ins t a nc e
P W P s e u d o w i r e
T u nne l  L S P T u nne l  L a b e l  S w i t c h  P a t h  T h a t  

P r o v i d e s  P W  T r a ns p o r t

T u nne l  L S P

Tunnel LSP � �
�

�
� � �

�
�
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V P L S :  L ay e r 2  F o rw ard i n g  I n stan ce  “V F I ”

F looding  /  F orw arding :  
� MAC table instances per customer and per customer VLAN (L2-VR F  idea)  f or 

each  P E
� VS I  w ill participate in learning ,  f orw arding  process
� U ses E th ernet VC-T y pe def ined in pw e3 -control-protocol-x x
A ddress Learning  /  A g ing :
� S elf  Learn S ource MAC to port associations
� R ef resh  MAC timers w ith  incoming  f rames
� New  additional MAC T LV to LD P
Loop Prev ention:
� Create partial or f ull-mesh  of  E oMP LS  VCs per VP LS
� U se “split h oriz on” concepts to prev ent loops
� Announce E oMP LS  VP LS  VC tunnels

A Virtual Switch MUST operate like a conventional L2 switch!
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M PLS  C o r e

P E 12

P E 11

D e si g n  1 :  S T P  w /  E o M P L S

D C  N e t w o r k  I P E 21

P E 22

A

B

D C  N e t w o r k  I I
C

D

E A D

R S T

E A D

R S T

C o r e

R S T  o v e r  
E o M PLS

( Po r t / V LA N )
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M PLS  C o r e

P E 12

P E 11

D e si g n  2 :  ( M S T  C o re  – S T P  D e si g n )

D C  N e t w o r k  I P E 21

P E 22

A

B

D C  N e t w o r k  I I
C

D

E A D

M S T

E A D

M S T

C o r e

C S T 0  ( M S T )
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M PLS  C o r e

P E 12

P E 11

D e si g n  3 :  An y C ast P W  ( P atri ce )

D C  N e t w o r k  I P E 21

P E 22

A

B

D C  N e t w o r k  I I
C

D

E A D

R S T

E A D

R S T

C o r e

A n y C a s t V PLS
( I G P M e t r i c / T E )

1 . 1 . 1 . 1 2 . 2 . 2 . 2

1 . 1 . 1 . 1 2 . 2 . 2 . 2
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E C  w /  n a t i v e  V LA Ni n  C S T  ( M S T 0 )

P E 12

P E 11

D e si g n  4 :  K h al i l

D C  N e t w o r k  I P E 21

P E 22

A

B

D C  N e t w o r k  I I
C

D

E A D

R S T

E A D

R S T

C o r e

V PLS  ( f u l l  m e s h )
E C  w /  n a t i v e  V LA Ni n  C S T  ( M S T 0 )
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M PLS  C o r e

P E 12

P E 11

D e si g n  5 :  D e n n i s

D C  N e t w o r k  I P E 21

P E 22

A

B

D C  N e t w o r k  I I
C

D

E A D

M S T

E A D

M S T

C o r e

V PLS  ( f u l l  m e s h )
PW  i n  C S T PW  i n  C S T
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M PLS  C o r e

P E 12

P E 11

D e si g n  6 :  V P L S  w /  E E M  ( P atri ce )

D C  N e t w o r k  I P E 21

P E 22

A

B

D C  N e t w o r k  I I
C

D

E A D

R S T

E A D

R S T

C o r e

V PLS  w /  E E M
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M PLS  C o r e

P E 12

P E 11

D e si g n  7 :  V S S / v P C  o v e r E o M P L S

D C  N e t w o r k  I P E 21

P E 22

A

B

D C  N e t w o r k  I I
C

D

E A D
- V S S / v PC  o n  d i s t r .  s w i t c h e s

- E C  t o  PE

E A D
- V S S / v PC

- E C

C o r e
- E o M PLS

( p o r t  m o d e  f o r  E C )
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S o l u ti o n s O v e rv i e w  - Ag e n d a
� Spanning Tree
� Q inQ  &  M A C inM A C

( 8 0 2 . 1 ad  &  8 0 2 . 1 ah )
� L 2 TP v 3
� M P L S ( E o M P L S &  V P L S)
� V SS/ v P C
� C E E  ( ak a D C E ) / TR I L L
� O TV

Co r e

SAN SAN

SAN
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V S S  ( V i rtu al  S w i tch i n g  S y ste m )

� C lu ster tw o physical chassis
T ig h tly  c ou p led,  th ey  b ec om e 
“u ndisting u ish ab le”
E th erc h annel f rom  th e ac c ess 
sw itc h es w ork s u nc h ang ed

� Data Plane
b oth  sw itc h es are ac tiv e

� C ontrol Plane
A c tiv e /  S tand-b y

� Sing le point of  m anag em ent
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v P C  ( v i rtu al  P o rt C h an n e l )

� A k a MC E C  (Mu lti-C hassis 
E therchannel)

E th erch annel f rom th e access sw itch es 
w ork s unch ang ed

� Loosely C ou pled
� Data and C ontrol Plane

B oth  sw itc h es are ac tiv e
� T w o points of  m anag em ent
� Peer-Link  is a standard link
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C o r e

V S S / v P C  ( n ati v e )

D C  N e t w o r k  I D C  N e t w o r k  I I

E A D
- V S S / v PC

- E C

E A D
- V S S / v PC

- E C

C o r e
- L2  T r a n s p o r t



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 36

C E E / T R I L L  – m o re  
D e tai l s
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L 2 M P  T e rm i n o l o g y

� C i s c o  L 2 M P
A k a C isco DC E  or now  C E E
A n internal C isco ef f ort to prov ide L2 MP
Dev ices that su pport C isco L2 MP are called “DB ridg es”

� T R I L L  ( T R a n s p a ren t I n t erc o n n ec t  o f L o t s  o f L i n k s )
A n I E T F  proj ect

http: / / w w w . ietf . org / htm l. charters/ trill-charter. htm l
Dev ices that su pport C isco L2 MP are called “R B ridg es”

� E x t rem ely  s i m i la r – i n t ero p era b i li t y  i s  p o s s i b le
T he term  “D/ R b ridg e” is u sed w hen there is com m onality
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D B ri d g e an d  R B ri d g e M o d e l s

� D B ri dges a re des i gn ed t o  fo rm  a  L 2 M P c o re
T hey are interconnected b y point-to-point link s
T hey connect the leg acy E thernet clou d at the periphery

� R B ri dges c a n  b e i n t erm i x ed w i t h  lega c y  E t h ern et  c lo uds
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O T V  – D e e p e r D i v e
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Overlay Transport Virtualization
� I P  b ased E th ernet (L 2 ) V P N  solu tion

MAC routing
I P  encapsulated f orw arding

� ‘S m art’ E th ernet P seu do-node
� Core and S ite T ransp arenc y

Pa c k et  S w i t c h i n g
B u ilt-in loop  p rev ention (no S T P )
F ailu re dom ain is b ou nd
F loods/ b -c asts c an b e su p p ressed
S eam less adds/ rem ov es &  m u lti-h om ing
F u ll c ross-sec tional B W

E q u al c ost m u lti-p ath ing
A ll-ac tiv e m u lti-h om ing

M u lti-p oint c onnec tiv ity
M inim al state

N o P W  state p reserv ed
O p tim al m -c ast rep lic ation
P oint-to-c lou d m odel f or im p rov ed 
m anag eab ility

Pro t o c o l L ea rn i n g

L2
L3
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O T V  U se s “M AC  i n  I P ” E n cap su l ati o n
� I P encapsu lation � C ore T ransparency

D A = I P A
S A = I P B

P a y l o a d

D A = H 2
S A = H 1

D A = I P B
S A = I P A

P a y l o a d

D A = H 2
S A = H 1

P a y l o a d

D A = H 2
S A = H 1

P a y l o a d

D A = H 1
S A = H 2

P a y l o a d

D A = H 1
S A = H 2

P a y l o a d

D A = H 1
S A = H 2

core
n et w ork

S

S
X2

S

S

H 2
Site B

S

S
X1

S

S

H 1
Site A IPA IPB
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O T V  – M AC  B ri d g i n g  +  M AC  R o u ti n g

� S i t es :  M A C  B ri dgi n g � S i t e T ra n s p a ren c y
� C o re:  “M A C  ro ut i n g” v i a  “o v erla i d I GP”
� M A C  t a b le:  “des t i n a t i o n  p o rt s ” a n d “I P ro ut es ”

Core
n et w ork

S

S

X2
S

S

H 2
Site B

S

S

X1
S

S

H 1

Site A IPA IPB

H 3

O v e r l a y  IG P ( IS IS )  L S Ps

…
H 1 /  O 1: I P A

H 3 /  E 2

M AC /  I n t : NH
H 2 /  E 1

…
H 3 /  O 1: I P B
H 2 /  O 1: I P B

M AC /  I n t : NH
H 1 /  E 1

O 1O 1

E 1

E 2

E 1

E 2
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K e y  T ak e  Aw ay s
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K e y  T ak e  Aw ay s
� Pla n  t o da y :  V S S / v PC  
� A v o i d t ra p s  w /  V PL S  ( S T P,  E o M PL S ,  …)
� D es i gn  N ex us  7 0 0 0  fo r D C  ( a n d C a m p us )
� O T V  - di s c us s ,  t es t ,  p i lo t ,  i n s t a ll ☺
� M i gra t i o n  t o  C E E / T R I L L  la t er

� S t a rt  di s c us s i o n  w /  y o ur a c c o un t  t ea m  t o da y ! ! !
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T h an k  y o u ! ! !

Gerd Pflueger – C S E  R & S  Germ a n y
gerd@ c i s c o . c o m
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