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C onf ig u r ing  t h e N et w or k  P r of il e P a r a m et er s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 6 
C o n f i g u r i n g  A d v a n c e d  N e t w o r k  P r o f i l e  S e t t i n g s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 8  

U sing  T em p l a t es t o C onf ig u r e P h ones. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9  
S et t ing  t h e P h one t o F a c t or y  D ef a u l t . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9  
U p g r a d ing  F ir m w a r e . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 9  

L oc ali z ati on............................................................................................................................................................................................. 3 0  

H ealth c ar e E nv i r onm ents...................................................................................................................................................................... 3 0  

Cleani ng  th e P h one ................................................................................................................................................................................ 3 0  

A v ai lable P h one A c c essor i es ................................................................................................................................................................. 3 0  

A d d i ti onal D oc u m entati on .................................................................................................................................................................... 3 1  
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R eq u irem ent s for Cisco Unified Wireless IP Phone 7921G 
Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G is an IEEE 802.11a/b /g  w ir el ess IP ph o ne th at pr o v ides v o ic e c o mmu nic atio ns in 
c o nj u nc tio n w ith  th ese c o mpo nents. Ch ec k  th at y o u r  w ir el ess L AN meets th e r eq u ir ements to  su ppo r t th e spec if ic atio ns f o r  
th ese ph o nes: 

C a l l  C ontrol  
Fo r  c al l  c o ntr o l , th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G su ppo r ts o nl y  Sk inny  Cl ient Co ntr o l  Pr o to c o l  (SCCP) o n th e 
f o l l o w ing  appl ic atio ns: 

• Cisc o  Unif ied Cal l Manag er   4.1, 4.2, 5.0, and l ater  
• Cisc o  Unif ied Cal l Manag er  Ex pr ess 4.1 and l ater  
• SR ST 4.1 and l ater  

D e v i c e  S u p p o r t  i n  Ci s c o  U n i f i e d  Ca l l M a n a g e r  
Cisc o  Unif ied Cal l Manag er  v er sio ns 4.1, 4.2 and 5.0 r eq u ir e th at y o u  instal l  a dev ic e pac k ag e o r  ser v ic e r el ease u pdate in o r der  
to  enab l e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G dev ic e su ppo r t. 
CM 5.0(4) o r  h ig h er  r eq u ir es sig ned CO P f il es. 
Dev ic e pac k ag es f o r  Cisc o  Unif ied Cal l Manag er  ar e av ail ab l e at h ttp://w w w .c isc o .c o m/k o b ay ash i/sw -c enter /sw -v o ic e.sh tml . 

Su p p orted  Protoc ol s 
Su ppo r ted v o ic e and w ir el ess L AN pr o to c o l s inc l u de th ese: 

• R eal  Time Pr o to c o l  (R TP) 
• G.711u -l aw , G.711a-l aw , G.729a, G.729ab  
• R eal  Time Co ntr o l  Pr o to c o l  (R TCP) 
• Cisc o  Disc o v er y  Pr o to c o l  (CDP) 
• Sy sl o g  
• CCX  v 4 Su ppo r t 
• Unsc h edu l ed Au to  Po w er  Sav e Del iv er y  (U-APSD) and TSPEC  
• Po w er  Sav e Po l l  (PS-PO L L ) 

Su p p orted  A c c ess Points 
Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G is su ppo r ted o n b o th  th e Cisc o  au to no mo u s and l ig h tw eig h t so l u tio ns. 
Th ese ar e th e r ec o mmended so f tw ar e v er sio ns: 

• Cisc o  Wir el ess L AN Co ntr o l l er  (L ig h tw eig h t) 4.0 o r  h ig h er  
• Cisc o  IO S Ac c ess Po ints (Au to no mo u s)  12.3(8)JEA o r  h ig h er  
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N o te:  V o WL AN is no t c u r r entl y  su ppo r ted in c o nj u nc tio n w ith  MESH tec h no l o g y . 

Ci s c o  A c c e s s  P o i n t  M o d e l s  a n d  M o d e s  
Th is tab l e l ists th e mo des th at ar e su ppo r ted b y  eac h  Cisc o  ac c ess po int. 

Cisco Series 8 0 2 . 1 1 b  8 0 2 . 1 1 g  8 0 2 . 1 1 a  A u t on om ou s L ig h t  W eig h t  
3 5 0  Y es No  No  Y es No  
1 0 0 0  Y es Y es Y es No  Y es 
1 1 0 0  Y es Y es No  Y es Y es 
1 1 3 0 A G  Y es Y es Y es Y es Y es 
1 2 0 0  Y es Y es O ptio nal  Y es Y es 
1 2 4 0 A G  Y es Y es Y es Y es Y es 
1 3 0 0  Y es Y es No  Y es Y es 

 
 

Phone M odels a nd R eg u la t ory  D om a ins 
Cisc o  manu f ac tu r es f o u r  Cisc o  Unif ied Wir el ess IP Ph o ne 7921G mo del s th at su ppo r t th e f o l l o w ing  do mains. O n th e ph o ne, 
y o u  c an identif y  its do main b y  pr essing  S etti n g s  >  M o d el  I n f o r m ati o n  >  W L A N  R eg u l ato r y  Do m ai n  and r ef er enc ing  th e 
R eg u l ato r y  Do main nu mb er  in th is l ist: 
 
 
 

1 1 3 0 A G  1 0 0 0  1 2 0 0  1 2 4 0 A G  3 5 0  1 1 0 0  1 3 0 0  

Ci s c o  A i r o n e t  A c c e s s  P o i n t s  

W i r e l e s s  L A N  Co n t r o l l e r s  

4 4 0 0  20 0 0  W i S M  
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Use th is tab l e to  identif y  spec if ic  ph o ne v er sio ns th at su ppo r t th ese r eg u l ato r y  do mains f o r  u se ar o u nd th e w o r l d: 
R eg u l a t ory  
D om a in  

P h on e D ev ice 
N u m b er 

R eg u l a t ory  
D om a in  
N u m b er 

B a n d  R a n g e A v a il a b l e 
Ch a n n el s 

5  G H z  Ch a n n el  
Set  

FCC (Amer ic as) CP-7921G-A-K 9  1050 2.412–2.462 GHz  
5.15–5.25 GHz   
5.25–5.35 GHz  
5. 47–5.725 GHz   
5.725–5.825 GHz  

11 
4 
4 
11 
4 

 
UNII-1 
UNII-2 
UNII-2 Ex tended 
UNII-3 

ETSI (Eu r o pe) CP-7921G-E-K 9  3051 2.412–2.472 GHz  
5.15–5.725 GHz  

13 
19 

 

Japan CP-7921G-J-K 9  4153 2.412–2.472 GHz  
2.412–2.484 GHz  
5.15–5.35 GHz  

13 (O FDM) 
14 (CCK ) 
8 

 

Wo r l d CP-7921G-W-K 9  5252 Uses 802.11d to  identif y  b and r ang es and c h annel s 

W orl d  M od e ( 8 0 2 . 1 1 d ) 
If  u sing  th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G Wo r l d (-W) mo del , th en y o u  mu st enab l e 802.11d. Th e ph o ne g iv es 
pr ec edenc e to  802.11d to  deter mine th e c h annel s and tr ansmit po w er s to  u se and inh er its its c l ient c o nf ig u r atio n f r o m th e 
asso c iated ac c ess po int. 
Enab l e Wo r l d-Mo de (802.11d) f o r  th e c o r r espo nding  c o u ntr y  w h er e th e ac c ess po int is l o c ated. 
If  802.11d inf o r matio n is no t av ail ab l e f r o m th e ac c ess po int, th en th e ph o ne u ses th e l o c al l y  c o nf ig u r ed r eg u l ato r y  do main.  If  
th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G –A, –E o r  –P mo del  is tak en to  ano th er  c o u ntr y , w h er e th e ac c ess po int u ses a 
dif f er ent r eg u l ato r y  do main, th en 802.11d w il l  b e r eq u ir ed f o r  th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G to  o per ate 
su c c essf u l l y .  
Wh en u sing  802.11a, y o u  c an enab l e 802.11d to  disc o v er  w h ic h  c h annel s ar e u sed in th e netw o r k . Spec if ic al l y , f o r  802.11h  
su ppo r t, th e ph o ne passiv el y  sc ans so me o f  th e 5 GHz  c h annel s (DFS) f ir st b ef o r e ac tiv el y  sc anning  any  netw o r k . c h annel s. 
Th e su ppo r ted c o u ntr ies w h er e th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G is al l o w ed to  o per ate ar e l isted b el o w : 

Su p p orted  C ou ntries f or th e C isc o U nif ied  W irel ess I P Ph one 7 9 2 1 G  
Au str al ia (AU) Hu ng ar y  (HU) Po r tu g al  (PT) 
Au str ia (AT) Ic el and (IS) R o mania (R O ) 
B el g iu m (B E) Ir el and (IE) Sau di Ar ab ia (SA) 
B u l g ar ia (B G) Ital y  (IT) Sing apo r e (SG) 
Canada (CA) Japan (JP) Sl o v ak ia (SK ) 
Cy pr u s (CY ) L atv ia (L V ) Sl o v enia (SI) 
Cz ec h  R epu b l ic  (CZ ) L iec h tenstein (L I) So u th  Af r ic a (Z A) 
Denmar k  (DK ) L ith u ania (L T) Spain (ES) 
Esto nia (EE) L u x emb o u r g  (L U) Sw eden (SE) 
Finl and (FI) Mal ta (MT) Sw itz er l and (CH) 
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Fr anc e (FR ) Mo nac o  (MC) Tu r k ey  (TR ) 
Ger many  (DE) Neth er l ands (NL ) Uk r aine (UA) 
Gib r al tar  (GI) New  Z eal and (NZ ) United K ing do m (GB ) 
Gr eec e (GR ) No r w ay  (NO ) United States (US 
Ho ng K o ng  (HK ) Po l and (PL )  

N o te:  To  see if  c o u ntr ies no t inc l u ded in th is l ist ar e no w  su ppo r ted, g o  to  th e Cisc o  Pr o du c t Appr o v al  Statu s w eb  site at th is 
UR L : 
h ttp://to o l s.c isc o .c o m/c se/pr dapp/j sp/ex ter nal sear c h .do ? ac tio n= ex ter nal sear c h & pag e= EX TER NAL _ SEAR CH 

D a t a  R a t es,  R a ng e a nd R eceiv er S ensit iv it y  
Use th is tab l e to  see th e data r ates, r ang es, and r ec eiv er  sensitiv ities f o r  Cisc o  Unif ied Wir el ess IP Ph o ne 7921G depending  o n 
th e WiFi standar d in u se. 
802.11a  D at a R at e  R an ge  R e c e i v e r  S e n s i t i v i t y  
Max  Tx  Po w er  is 40mW 6 Mb ps  610 f t (186 m) -89 dB m 

9 Mb ps 610 f t (186 m) -88 dB m 
12 Mb ps 558 f t (170 m) -86 dB m 
18 Mb ps 541 f t (165 m) -85 dB m 
24 Mb ps 508 f t (155 m) -82 dB m 
36 Mb ps 426 f t (130 m) -80 dB m 
48 Mb ps 328 f t (100 m) -76 dB m 

 

54 Mb ps 295 f t (90 m) -74 dB m 
802.11g  D at a R at e  R an ge  R e c e i v e r  S e n s i t i v i t y  
Max  Tx  Po w er  is 40mW 6 Mb ps  722 f t (220 m) -90 dB m 

9 Mb ps 656 f t (200 m) -89 dB m 
12 Mb ps 623 f t (190 m) -87 dB m 
18 Mb ps 623 f t (190 m) -85 dB m 
24 Mb ps 623 f t (190 m) -82 dB m 
36 Mb ps 492 f t (150 m) -78 dB m 
48 Mb ps 410 f t (125 m) -74 dB m 

 

54 Mb ps 394 f t (120 m) -73 dB m 
802.11b   D at a R at e  R an ge  R e c e i v e r  S e n s i t i v i t y  
Max  Tx  Po w er  is 50mW 1 Mb ps  1,027 f t (313 m) -95 dB m 

2 Mb ps 951 f t (290 m) -89 dB m 
5.5 Mb ps 853 f t (260 m) -89 dB m 

 

11 Mb ps 787 f t (240 m) -85 dB m 
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Setting  D a ta  Ra tes 
Wh en 802.11b  c l ients ex ist in th e w ir el ess netw o r k , th en y o u  sh o u l d set data r ates as f o l l o w s:  

• 11 Mb ps as th e b asic  r ate (mandato r y ) 
• 18–54 Mb ps as o ptio nal  (su ppo r ted) 
• Disab l e th e o th er  l o w er  data r ates.   

N o te:  So me env ir o nments may  r eq u ir e th at y o u  enab l e th e 5.5 Mb ps r ate as a b asic  r ate. 
Set th e l o w est data r ate enab l ed as th e b asic  r ate. 
If  802.11b  c l ients ar e no t al l o w ed in th e WL AN, th en y o u  c an disab l e th e 1, 2, 5.5, 11 Mb ps data r ates. No te th at c apac ity  and 
th r o u g h pu t ar e r edu c ed w h en l o w er  r ates ar e enab l ed. 

Wireless S ecu rit y  
Wh en depl o y ing  a WL AN, y o u  mu st pr o v ide sec u r ity . Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G su ppo r ts th e f o l l o w ing  
w ir el ess sec u r ity  f eatu r es. 
A u t h en t ica t ion  

Cisc o  Centr al iz ed K ey  Manag ement (CCK M) 
802.11i (802.1x  au th entic atio n +  TK IP enc r y ptio n) 
802.11i (802.1x  au th entic atio n +  AES enc r y ptio n) 
802.11i (Pr e-Sh ar ed k ey  +  TK IP enc r y ptio n) 
802.11i (Pr e-Sh ar ed k ey  +  AES enc r y ptio n) 
Ex tensib l e Au th entic atio n Pr o to c o l  – Fl ex ib l e Au th entic atio n v ia Sec u r e Tu nnel ing  (EAP-FAST) 
L ig h tw eig h t Ex tensib l e Au th entic atio n Pr o to c o l  (L EAP) 

E n cry p t ion  
Adv anc ed Enc r y ptio n Sc h eme (AES) 
Tempo r al  K ey  Integ r ity  Pr o to c o l  (TK IP) / Messag e Integ r ity  Ch ec k  (MIC) 
40-b it and 128-b it Wir ed Eq u iv al ent Pr o to c o l  (WEP) 

C isc o C entra l iz ed  K ey M a na g em ent ( C C K M ) 
Wh en u sing  802.1x  ty pe au th entic atio n, y o u  sh o u l d impl ement CCK M f o r  au th entic atio n. 802.1 x s c an intr o du c e del ay  du r ing  
r o aming  du e to  its r eq u ir ement f o r  f u l l  r e-au th entic atio n. CCK M c entr al iz es th e k ey  manag ement and r edu c es th e nu mb er  o f  
k ey  ex c h ang es. Al so , WPA intr o du c es additio nal  tr ansient k ey s and c an l eng th en r o aming  time. 
TK IP enc r y ptio n is r ec o mmended w h en u sing  CCK M f o r  f ast r o aming  as CCK M do es no t su ppo r t AES c u r r entl y . 

E x tensib l e A u th entic a tion Protoc ol  - F l ex ib l e A u th entic a tion via  Sec u re 
T u nnel ing  ( E A P-F A ST ) 
Th is c l ient ser v er  sec u r ity  ar c h itec tu r e enc r y pts EAP tr ansac tio ns w ith in a Tr anspo r t L ev el  Sec u r ity  (TL S) tu nnel  b etw een th e 
ac c ess po int and th e R emo te Au th entic atio n Dial -in User  Ser v ic e (R ADIUS) ser v er  su c h  as th e Cisc o  Ac c ess Co ntr o l  Ser v er  
(ACS). 
Th e TL S tu nnel  u ses Pr o tec ted Ac c ess Cr edential s (PACs) f o r  au th entic atio n b etw een th e c l ient (ph o ne) and th e R ADIUS 
ser v er . Th e ser v er  sends an Au th o r ity  ID (AID) to  th e c l ient (ph o ne), w h ic h  in tu r n sel ec ts th e appr o pr iate PAC. Th e c l ient 
(ph o ne) r etu r ns a PAC-O paq u e to  th e R ADIUS ser v er . Th e ser v er  dec r y pts th e PAC w ith  its master -k ey . B o th  end po ints no w  
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h av e th e PAC k ey  and a TL S tu nnel  is c r eated. EAP-FAST su ppo r ts au to matic  PAC pr o v isio ning , b u t y o u  mu st enab l e it o n th e 
R ADIUS 
To  enab l e EAP-FAST in ACS 4.0, y o u  mu st instal l  a c er tif ic ate. 
Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G c u r r entl y  su ppo r ts o nl y  au to matic  pr o v isio ning  o f  th e PAC (Pr o tec ted Ac c ess 
Cr edential ), so  enab l e “Ano ny mo u s In-B and PAC Pr o v isio ning ” o n th e ac c ess po int as sh o w n. 

 

V oice S ecu rit y  
Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G su ppo r ts th e f o l l o w ing  v o ic e sec u r ity  f eatu r es. 

• Cer tif ic ates 
• Imag e au th entic atio n 
• Dev ic e au th entic atio n 
• Fil e au th entic atio n 
• Sig nal ing  au th entic atio n 
• Sec u r e Cisc o  Unif ied SR ST 
• Media enc r y ptio n (SR TP) 
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• Sig nal ing  enc r y ptio n (TL S) 
• Cer tif ic ate au th o r ity  pr o x y  f u nc tio n (CAPF) 
• Sec u r e pr o f il es 
• Enc r y pted c o nf ig u r atio n f il es 
• Setting s Ac c ess (c an l imit u ser  ac c ess to  c o nf ig u r atio n menu s) 
• L o c k ed Netw o r k  Pr o f il es 
• Administr ato r  Passw o r d 

Setting  V oic e Sec u rity in C isc o U nif ied  C a l l M a na g er 
Cisc o  Unif ied Cal l Manag er  pr o v ides th ese av ail ab l e v o ic e sec u r ity  f eatu r es. Fo r  mo r e inf o r matio n, r ef er  to  th e Cisc o  Unif ied 
Cal l Manag er  do c u mentatio n at  
h ttp://w w w .c isc o .c o m/en/US/pr o du c ts/sw /v o ic esw /ps556/tsd_ pr o du c ts_ su ppo r t_ ser ies_ h o me.h tml  
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O n th e IP Ph o ne Co nf ig u r atio n pag e in Cisc o  Unif ied Cal l Manag er  Administr atio n, th ese Cisc o  Unif ied Wir el ess IP Ph o ne 
7921G c o nf ig u r atio n o ptio ns ar e av ail ab l e. Fo r  ex pl anatio ns o f  th ese o ptio ns, c l ic k  th e "?" o n th e c o nf ig u r atio n pag e. 

 
 

Phone B a t t ery  L ife 
Th e standar d b atter y  pr o v ides u p to  80 h o u r s standb y  time o r  u p to  10 h o u r s tal k  time. 
Th e ex tended b atter y  pr o v ides u p to  100 h r s standb y  time o r  u p to  12 h o u r s tal k  time. 
To  ex tend b atter y  l if e, Cisc o  Unif ied Wir el ess IP Ph o ne 7921G c an u se PS-PO L L  o r  U-APSD po w er  sav e meth o ds. 
 

Pow er Sa ve Pol l  ( PS-PO L L ) 
Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G u ses PS-PO L L  w h en in idl e mo de. 
If  WiFi Mu l tiMedia (WMM) is disab l ed o n th e ac c ess po int, th en th e w ir el ess IP ph o ne u ses PS-PO L L  f o r  po w er  sav e w h en a 
ph o ne c al l  is ac tiv e. 
Th is is a sampl e pac k et seq u enc e w h en u sing  PS-PO L L . 
 

 
 

U nsc h ed u l ed  A u to Pow er Sa ve D el ivery ( U -A PSD ) 
Wh en th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G is in an ac tiv e ph o ne c al l , it u ses U-APSD (Unsc h edu l ed Au to  Po w er  Sav e 
Del iv er y ) instead o f  PS-PO L L  f o r  po w er  sav e w h en WMM is enab l ed. U-APSD h el ps o ptimiz e b atter y  l if e. 
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Th is is a sampl e pac k et seq u enc e w h en u sing  U-APSD. 

 

D el ivery T ra f f ic  I nd ic a tor M essa g e ( D T I M ) 
Inc r easing  th e DTIM per io d c an al so  inc r ease th e b atter y  l if e. Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G u ses th e DTIM 
per io d to  sc h edu l e w ak eu p per io ds to  c h ec k  f o r  inc o ming  pac k ets. 
Fo r  o ptimal  b atter y  l if e and per f o r manc e, w e r ec o mmend setting  th e DTIM per io d to  “2” w ith  a b eac o n per io d o f  1 0 0 m s . 

Sing l e A c c ess Point M od e 
Wh en u sing  o nl y  o ne ac c ess po int, sel ec t Sing l e Ac c ess Po int Mo de o n th e ph o ne to  r edu c e sc anning  and o ptimiz e b atter y  l if e 
f o r  ph o nes th at do  no t r o am. 
Wh en u sing  mu l tipl e ac c ess po ints w ith  r o aming  ph o nes, disab l e “Sing l e AP Mo de”, w h ic h  is th e def au l t setting . Th is w il l  
pr ev ent v o ic e q u al ity  issu es f o r  r o aming  ph o nes. 

Q u a lit y  of S erv ice ( Q oS )  
Q u al ity  o f  Ser v ic e enab l es q u eu ing  to  ensu r e h ig h  pr io r ity  f o r  v o ic e tr af f ic . To  impl ement appr o pr iate q u eu ing  f o r  v o ic e tr af f ic , 
u se th e f o l l o w ing  su g g estio ns: 

• Ensu r e th at WMM is enab l ed o n th e ac c ess po int. 
• Cr eate a Q o S po l ic y  o n th e ac c ess po int g iv ing  pr io r ity  to  v o ic e (R TP) tr af f ic  and appl y  th at pr o f il e to  th e desir ed 
inter f ac es. 

R TP (DSCP =  EF) to  CO S =  6 
SCCP (DSCP =  CS3) to  CO S =  3 

• B e su r e th at R TP pac k ets h av e th e pr o per  Q o S mar k ing s and o th er  pr o to c o l s ar e no t u sing  th e same Q o S mar k ing s. 
• Sel ec t th e “Pl atinu m” Q o S pr o f il e f o r  th e v o ic e WL AN w h en u sing  Cisc o  Wir el ess L AN Co ntr o l l er  tec h no l o g y  and set 
th e 802.1p tag  to  “6 ”. 

• Enab l e Dif f er entiated Ser v ic es Co de Po int (DSCP) pr eser v atio n o n th e Cisc o  IO S sw itc h  and/o r  u se a Q o S po l ic y  to  set 
DSCP to  EF f o r  R TP tr af f ic  (UDP po r t r ang e 16384-32767) o n th e Cisc o  IO S r o u ter .  
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C onf ig u ring  Q oS f or Ph ones in C isc o U nif ied  C a l l M a na g er  
Th e SCCP DSCP v al u es ar e c o nf ig u r ed in th e Cisc o  Unif ied Cal l Manag er  enter pr ise par ameter s. Cisc o  Unif ied Cal l Manag er  
u ses th e def au l t v al u e o f  CS3 to  h av e dev ic es set th e DSCP mar k ing  f o r  SCCP pac k ets as sh o w n in th e Enter pr ise Par ameter s 
Co nf ig u r atio n pag e. 

 

C onf ig u ring  Q oS Pol ic ies f or th e N etw ork  
Set u p Q o S po l ic ies and setting s f o r  th e f o l l o w ing  netw o r k  dev ic es. 

Co n f i g u r i n g  Ci s c o  I O S  A c c e s s  P o i n t s   
Y o u  c an u se th is Q o S po l ic y  o n th e Cisc o  IO S ac c ess po int (AP) to  enab l e DSCP to  CO S mapping . Th is al l o w s R TP pac k ets to  
b e pl ac ed into  th e v o ic e q u eu e, if  th o se pac k ets ar e mar k ed c o r r ec tl y , w h en r ec eiv ed at th e ac c ess po int l ev el . 

class-m ap m at ch -all R T P  
 m at ch  ip d scp ef  
class-m ap m at ch -all S C C P  
 m at ch  ip d scp cs3  
! 
po licy -m ap V o ice 
 class R T P  
  set  co s 6  
 class S C C P  
  set  co s 3  
! 
in t er f ace X  
 ser v ice-po licy  in pu t  V o ice 
 ser v ice-po licy  o u t pu t  V o ice 
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Co n f i g u r i n g  Ci s c o  S w i t c h  P o r t s  
Co nf ig u r e th e Cisc o  ac c ess po int sw itc h  po r ts and u pl ink  sw itc h  po r ts f o r  DSCP tr u st. 

m ls q o s 
! 
in t er f ace X  
  m ls q o s t r u st  d scp 
 

Co n f i g u r i n g  S w i t c h  P o r t s  f o r  W i r e d  I P  P h o n e s  
Enab l e th e Cisc o  w ir ed IP ph o ne sw itc h  po r ts f o r  Cisc o  ph o ne tr u st  

m ls q o s 
! 
I n t er f ace X  
  m ls q o s t r u st  d ev ice cisco -ph o n e 

Co n f i g u r i n g  t h e  Ci s c o  I O S  R o u t e r  w i t h  t h e  Q o S  P o l i c y  f o r  P h o n e s  
Use th is Q o S po l ic y  o n IO S r o u ter  inter f ac es to  map R TP and SCCP c o r r ec tl y , and o ptio nal l y , y o u  c an mar k  al l  o th er  tr af f ic  as 
b est ef f o r t. 

 
ip access-list  ex t en d ed  S C C P  
 per m it  t cp an y  eq  2 0 0 0  an y  
 per m it  t cp an y  an y  eq  2 0 0 0  
! 
ip access-list  ex t en d ed  R T P  
 per m it  u d p an y  r an g e 1 6 3 8 4  3 2 7 6 7  an y  
 per m it  u d p an y  an y  r an g e 1 6 3 8 4  3 2 7 6 7  
! 
class-m ap m at ch -all S C C P  
 m at ch  access-g r o u p n am e S C C P  
class-m ap m at ch -all R T P  
 m at ch  access-g r o u p n am e R T P  
! 
po licy -m ap V o ice 
 class R T P  
  set  d scp ef  
! 
 class S C C P  
  set  d scp cs3  
! 
in t er f ace X  
 ser v ice-po licy  in pu t  V o ice 
 ser v ice-po licy  o u t pu t  V o ice 
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S a m p l e  P a c k e t  Ca p t u r e  
Th is pac k et c aptu r e sh o w s th at pac k ets b o u nd f o r  th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G ar e mar k ed w ith  DSCP =  EF and 
CO S =  6 f o r  R TP pac k ets. 

 

C onf ig u ring  C a l l  A d m ission C ontrol  
Y o u  h av e th e o ptio n to  c o nf ig u r e inb o u nd and o u tb o u nd c al l  admissio n c o ntr o l  o n th e ac c ess po int: 

• Enab l e Cal l  Admissio n Co ntr o l  / WiFi Mu l tiMedia Tr af f ic  Spec if ic atio ns (TSPEC) 
• Set th e desir ed max imu m R F b andw idth  th at is al l o c ated f o r  v o ic e tr af f ic  
• Set th e b andw idth  th at is r eser v ed f o r  r o aming  c l ients. 

Y o u  c an mo dif y  th e PHY  r ate f o r  th e ph o ne to  u se w h en Cal l  Admissio n Co ntr o l  (CAC) is enab l ed. 
Enab l e a r ate th at is g r eater  th an o r  eq u al  to  12 Mb ps. (Def au l t setting  is 12 Mb ps) 

If  y o u  ar e u sing  an 802.11b  ac c ess po int, th en y o u  mu st mo dif y  th e PHY  r ate o n eac h  Cisc o  Unif ied Wir el ess IP Ph o ne 7921G 
ph o ne to  a su ppo r ted data r ate f o r  802.11b . 
TSPEC h as pr ec edenc e o v er  Q B SS (Q o S B asic  Ser v ic e Set). 

P r e -Ca l l  A d m i s s i o n  Co n t r o l  
If  Cal l  Admissio n Co ntr o l  (TSPEC) is enab l ed o n th e ac c ess po int, th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G l  sends an 
ADDTS (Add Tr af f ic  Str eam) to  th e ac c ess po int to  r eq u est b andw idth  in o r der  to  pl ac e o r  r ec eiv e a c al l .  If  th e AP sends an 
ADDTS su c c essf u l  messag e th en th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G estab l ish es th e c al l .  If  th e c al l  is r ej ec ted b y  th e 
ac c ess po int and th e w ir el ess IP ph o ne h as no  o th er  ac c ess po int to  r o am to , th en ph o ne displ ay s “Netw o r k  B u sy ”. 
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P re-Ca l l  A d m ission  Con t rol  

 

R o a m i n g  A d m i s s i o n  Co n t r o l  
Du r ing  a c al l , th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G measu r es R ec eiv ed Sig nal  Str eng th  Indic ato r  (R SSI), Q o S B asic  
Ser v ic e Set (Q B SS), and Pac k et Er r o r  R ate (PER ) v al u es f o r  th e c u r r ent and al l  av ail ab l e ac c ess po ints to  mak e r o aming  
dec isio ns. 
If  th e o r ig inal  ac c ess po int w h er e th e c al l  w as estab l ish ed h ad Cal l  Admissio n Co ntr o l  (TSPEC) enab l ed, th en th e w ir el ess IP 
ph o ne w il l  send an ADDTS r eq u est du r ing  th e r o am to  th e new  ac c ess po int. 

 
Fo r  mo r e inf o r matio n ab o u t Cal l  Admissio n Co ntr o l  and Q o S, r ef er  to  th e “Cisc o  Unif ied Wir el ess Q u al ity  o f  Ser v ic e” c h apter  
in th e c h apter  in th e Enterprise Design Mobility Guide at th is UR L : 
h ttp://w w w .c isc o .c o m/u niv er c d/c c /td/do c /so l u tio n/emb l ty 30.pdf  

D esig ning  t he Wireless N et w ork  for V oice 
Y o u  mu st c o nsider  th ese netw o r k  desig n ar eas to  insu r e adeq u ate c al l  c apac ity , sig nal  str eng th  and c o v er ag e f o r  mo b il e w ir el ess 
ph o nes. 
Fo r  mo r e inf o r matio n ab o u t th ese to pic s, r ef er  to  th e “V o WL AN Desig n R ec o mmendatio ns” c h apter  in th e Enterprise Design 
Mobility Guide at th is UR L : h ttp://w w w .c isc o .c o m/u niv er c d/c c /td/do c /so l u tio n/emb l ty 30.pdf  

C a l l  C a p a c ity 
Desig n th e netw o r k  to  ac c o mmo date th e desir ed c al l  c apac ity . Th e Cisc o  Ac c ess Po int c an su ppo r t u p to  20 ac tiv e R TP str eams 
f o r  b o th  802.11g  and 802.11a at a data r ate o f  54 Mb ps. To  ac h iev e th is c apac ity , y o u  mu st u se U-APSD and h av e minimal  
WL AN b ac k g r o u nd tr af f ic  and r adio  f r eq u enc y  (R F) u til iz atio n. 

R T P  

(7921G Roaming) 

C is c o U nif ie d  
C al l M anage r  

V oI P   
C al l  S e t u p  
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At 11 Mb ps, th e Cisc o  Ac c ess Po int c an su ppo r t u p to  10 ac tiv e R TP str eams w h en u sing  U-APSD w ith  th e same WL AN tr af f ic  
c o nditio ns. 
Th e nu mb er  o f  c al l s may  v ar y  depending  o n th e data r ate, initial  c h annel  u til iz atio n, and th e env ir o nment. 
Using  U-APSD instead o f  PS-PO L L  pr o v ides h ig h er  c al l  c apac ity  b ec au se U-PSAD is mo r e ef f ic ient and h as l imited 
manag ement o v er h ead.  
Eac h  R TP str eam is a c o nnec tio n f r o m a ph o ne to  th e ac c ess po int o r  f r o m th e ac c ess po int to  a ph o ne. 
 

 

D yna m ic  T ra nsm it Pow er C ontrol  ( D T PC ) 
To  su c c essf u l l y  ex c h ang e pac k ets b etw een th e w ir el ess IP ph o ne and th e ac c ess po int, y o u  need to  c o nf ig u r e Dy namic  Tr ansmit 
Po w er  Co ntr o l  (DTPC). 
Wh en u sing  an ac c ess po int th at su ppo r ts DTPC, set th e c l ient po w er  to  matc h  th e l o c al  ac c ess po int po w er .  
N o te:  Do  no t u se def au l t setting  o f  Max  po w er . 
If  th e ac c ess po int do es no t su ppo r t DTPC, th en manu al l y  set th e tr ansmit po w er  o n th e ph o ne to  matc h  th e h ig h est tr ansmit 
po w er  o f  an ac c ess po int in th e WL AN. Th is setting  pr ev ents o ne-w ay  au dio  w h en R F tr af f ic  is h ear d in o ne dir ec tio n o nl y .  
 

 

 

S e t t i n g  P r e a m b l e  T y p e  o n  t h e  A c c e s s  P o i n t  
Use th e sh o r t pr eamb l e setting  in th e r adio  c o nf ig u r atio n setting  o n th e ac c ess po int w h en no  l eg ac y  c l ients th at r eq u ir e a l o ng  
pr eamb l e ar e pr esent in th e WL AN. 
B y  u sing  th e sh o r t pr eamb l e instead o f  th e l eg ac y  l o ng  pr eamb l e, th e w ir el ess netw o r k  per f o r manc e is impr o v ed. 
 
 
 
 
 
 
 

5 0 m W  2 0 m W  
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Pl a nning  C h a nnel  U sa g e 
Use th ese g u idel ines to  pl an c h annel  u sag e f o r  th ese w ir el ess env ir o nments. 

5  G H z  ( 8 0 2 . 11a )  
Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G su ppo r ts Dy namic  Fr eq u enc y  Sel ec tio n (DFS) and Tr ansmit Po w er  Co ntr o l  (TPC) 
th at ar e r eq u ir ed f o r  802.11a (802.11h ). 
DFS dy namic al l y  instr u c ts a tr ansmitter  to  sw itc h  to  ano th er  c h annel  w h enev er  r adar  sig nal  is detec ted. If  th e ac c ess po int 
detec ts r adar , th e r adio  o n th e ac c ess po int g o es o n h o l d f o r  at l east 60 sec o nds w h il e th e ac c ess po int passiv el y  sc ans f o r  
ano th er  u sab l e c h annel . 
TPC al l o w s th e c l ient and ac c ess po int to  ex c h ang e inf o r matio n, so  th at th e c l ient c an dy namic al l y  adj u st th e tr ansmit po w er . 
Th e c l ient u ses o nl y  eno u g h  ener g y  to  maintain asso c iatio n to  th e ac c ess po int at a g iv en data r ate. As a r esu l t, th e c l ient 
c o ntr ib u tes l ess to  adj ac ent c el l  inter f er enc e, w h ic h  al l o w s f o r  mo r e densel y  depl o y ed, h ig h -per f o r manc e WL ANs. 
L o w er  po w er  o n th e c l ient pr o v ides l o ng er  b atter y  l if e b ec au se l ess po w er  is u sed b y  th e r adio . 
5 GHz  c h annel s o v er l ap th eir  adj ac ent c h annel , so  th er e sh o u l d b e at l east 1 c h annel  o f  separ atio n f o r  adj ac ent ac c ess po ints. 

 

U s i n g  D y n a m i c  F r e q u e n c y  S e l e c t i o n  ( D F S )  o n  A c c e s s  P o i n t s  
Fo r  au to no mo u s so l u tio n ac c ess po ints, sel ec t Dy namic  Fr eq u enc y  Sel ec tio n (DFS) to  u se au to  c h annel  sel ec tio n.  
Wh en DFS is enab l ed, enab l e at l east o ne b and (b ands 1-4). 
Fo r  l ig h tw eig h t so l u tio n ac c ess po ints, enab l e Au to  R F. 
In c ase o f  r adar  ac tiv ity , h av e at l east o ne ac c ess po int per  ar ea th at u ses a no n-DFS c h annel  (UNII-1). Th is ensu r es th at a 
c h annel  is av ail ab l e w h en an ac c ess po int’ s r adio  is in its h o l d-o f f  per io d w h il e sc anning  f o r  a new  u sab l e c h annel . 
Fo r  au to no mo u s ac c ess po ints, enab l e b and 1 o nl y  w h ic h  al l o w s th e ac c ess po int to  u se o nl y  a UNII-1 c h annel . 
Fo r  l ig h tw eig h t so l u tio n, manu al l y  sel ec t a UNII-1 c h annel  (c h annel s 36, 40, 44, 48) f o r  th e desir ed ac c ess po ints. 
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In th is diag r am, 5 GHz  c el l s u se a no n-DFS c h annel  w h il e o th er  near b y  c el l s u se DFS c h annel s to  per mit max imu m c al l  
c apac ity  u nder  al l  c o nditio ns. 

 
 
Cu r r entl y  th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G o nl y  su ppo r ts u p to  16 c h annel s.  Fo r  5 GHz , 20 c h annel s ar e av ail ab l e in 
th e Amer ic as and 19 c h annel s in Eu r o pe.  If  th e UNII-2 ex tended c h annel s (c h annel s 100-140) ar e av ail ab l e f o r  u se, w e 
r ec o mmend th at y o u  disab l e UNII-2 (c h annel s 52-64) o n th e ac c ess po int. 
 

 
 

2 . 4  G H z  ( 8 0 2 . 11b / g )  
In th e 2.4 GHz  (802.11b /g  env ir o nment, y o u  mu st u se no n-o v er l apping  c h annel s w h en depl o y ing  V o WL AN. No n-o v er l apping  
c h annel s h av e 22 MHz  o f  separ atio n and ar e at l east 5 c h annel s apar t. 
Th er e ar e o nl y  3 no n-o v er l apping  c h annel s in th e 2.4 GHz  f r eq u enc y  r ang e (c h annel s 1, 6, 11). In Japan, y o u  c an u se Ch annel  
14 as a f o u r th  no n-o v er l apping  c h annel  w h en u sing  802.11b  ac c ess po ints. 

 
 

Ch  161 Ch  5 2  

Ch  3 6 

Ch  60  

Ch  5 6 Ch  4 8  Ch  14 9  

Ch  4 4  

M i n i m u m  2 0 %  O v e r l a p  
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Y o u  mu st u se no n-o v er l apping  c h annel s and al l o w  at l east 20 per c ent o v er l ap w ith  adj ac ent c h annel s w h en depl o y ing  ph o nes in 
th e 802.11b /g  env ir o nment.  
 

 
 

Sig na l  Streng th  a nd  C overa g e 
To  ensu r e ac c eptab l e v o ic e q u al ity , th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G sh o u l d al w ay s h av e a sig nal  o f  -67 dB m o r  
h ig h er  and ensu r e th e Pac k et Er r o r  R ate (PER ) is no  h ig h er  th an 1% . 
Maintain a minimu m SNR  o f  25dB  =  -92dB m no ise l ev el  w ith  -67 dB m sig nal . 
Th e r adiu s o f  th e c el l  sh o u l d b e -67 dB m. 
Fo r  mo r e inf o r matio n ab o u t sig nal  str eng th  and c el l  edg e desig n, r ef er  to  th e “V o WL AN Desig n R ec o mmendatio ns” c h apter  in 
th e Enterprise Design Mobility Guide at th is UR L : h ttp://w w w .c isc o .c o m/u niv er c d/c c /td/do c /so l u tio n/emb l ty 30.pdf  
 
 

 
 

Ch  1 Ch  6 

Ch  11 

Ch  6 

Ch  6 Ch  11 Ch  1 

Ch  11 

C h an n e l  1 

C h an n e l  6  

-6 7 d B m  C h an n e l  11 -86 d B m  
 

-6 

M i n i m u m  2 0 %  O v e r l a p  
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Co v e r a g e  
Wh en desig ning  th e pl ac ement o f  ac c ess po ints, b e su r e th at al l  k ey  ar eas h av e su f f ic ient c o v er ag e (sig nal ). 
Ty pic al  WL AN depl o y ments f o r  data o nl y  appl ic atio ns do  no t pr o v ide c o v er ag e f o r  so me ar eas w h er e V o WL AN ser v ic e is 
nec essar y  su c h  as el ev ato r s, stair w ay s, and o u tside c o r r ido r s. 
WL AN inter f er enc e is g ener ated b y  mic r o w av e o v ens, 2.4 GHz  c o r dl ess ph o nes, B l u eto o th  dev ic es, o r  o th er  el ec tr o nic  
eq u ipment o per ating  in th e 2.4 GHz  b and. 
Mic r o w av e o v ens o per ate o n 2450 MHz , w h ic h  is b etw een c h annel s 8 and 9 o f  802.11b /g .  So me mic r o w av es ar e sh iel ded mo r e 
th an o th er s and th at sh iel ding  r edu c es th e spr ead o f  th e ener g y .  Mic r o w av e ener g y  c an impac t c h annel  11, and so me 
mic r o w av es c an af f ec t th e entir e f r eq u enc y  r ang e (c h annel s 1 th r o u g h  11).  To  av o id mic r o w av e inter f er enc e, sel ec t c h annel  1 
f o r  u se w ith  ac c ess po ints th at ar e l o c ated near  mic r o w av es. 
Mo st mic r o w av e o v ens, B l u eto o th , ph o nes and f r eq u enc y  h o pping  dev ic es do  no t h av e th e same ef f ec t o n th e 5 GHz  f r eq u enc y .  
Th e 802.11a tec h no l o g y  pr o v ides mo r e no n-o v er l apping  c h annel s and ty pic al l y  l o w er  initial  R F u til iz atio n. Fo r  v o ic e 
depl o y ments, it is su g g ested th at y o u  u se 802.11a f o r  v o ic e and u se 802.11b /g  f o r  data. 

 

N oise 
L ev el  

R SSI  /  
Sig n a l  
St ren g t h  

P ow er ( d B m )  

Sig n a l  t o 
N oise 
R a t io 

T im e ( Secon d s)  

B rea k  R oom  
( M icrow a v e O v en s      

2 4 5 0  M H z )  
 

F il e /  Su p p l y  
R oom   

St a irw el l s ( R ein f orced  
B u il d in g  A rea )  

L a b  

Cu b es CE O  

O f f ice E l ev a t or 
Sh a f t s 

Con f eren ce 
R oom  
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V erif y C overa g e w ith  Site Su rvey T ool s 
Th ese ar e so me o f  th e to o l s and appl ic atio ns th at y o u  c an u se to  v er if y  c o v er ag e. 

• Cisc o  Wir el ess Co ntr o l  Sy stem (WCS) 
• Cisc o  Wir el ess L AN So l u tio n Eng ine (WL SE) 
• Air Mag net Su r v ey  (w w w .air mag net.c o m)   

Af ter  th e WL AN is depl o y ed, y o u  c an al so  u se th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G to  v er if y  c o v er ag e b y  u sing  th e Site 
Su r v ey  menu . 
Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G o nl y  sc ans o th er  no n-asso c iated c h annel s w h en th e c u r r ent sig nal  l o w er s to  a 
c er tain th r esh o l d, so  y o u  may  see o nl y  o ne ac c ess po int in th e l ist. 
To  see al l  ac c ess po ints, pl ac e a c al l  f r o m th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G to  a w ir ed IP ph o ne, w h er e sc anning  
o c c u r s c o nstantl y  w h il e th e ph o ne c al l  is ac tiv e. 
Ac c ess th e Site Su r v ey  menu  o n th e ph o ne b y  pr essing  S etti n g s  >  S tatu s  >  S i te S u r v ey  
 

 
  

Config u ring  A ccess Point s  
Wh en c o nf ig u r ing  y o u r  ac c ess po ints, u se th ese g u idel ines: 

• Set th e Q o S po l ic y  to  “Pl atinu m”. 
• Enab l e WMM to  enab l e Q o S and th e ab il ity  to  u se U-APSD. 
• Disab l e DHCP addr ess assig nment r eq u ir ed. 
• Ensu r e “Ag g r essiv e L o ad B al anc ing ” is disab l ed 

Wh en u sing  802.1x  au th entic atio n, w e r ec o mmend th at y o u  u se CCK M w h ic h  is su ppo r ted u sing  eith er  TK IP o r  WEP 
enc r y ptio n. 
N o te:   CCK M is no t su ppo r ted w ith  AES enc r y ptio n. 
If  y o u  h av e c l ients f r o m o th er  r eg io ns th at w il l  attempt to  asso c iate w ith  th e WL AN enab l e Wo r l d Mo de (802.11d)  
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V L A N s a nd  A u tonom ou s A c c ess Points 
Seg ment w ir el ess v o ic e and data into  tw o  separ ate V L ANs. 
Wh en y o u  h av e au to no mo u s ac c ess po ints, u se a dedic ated nativ e V L AN. Au to no mo u s ac c ess po ints u se Inter -Ac c ess Po int 
Pr o to c o l  (IAPP), w h ic h  is a mu l tic ast pr o to c o l . 
Fo r  th e nativ e V L AN, w e r ec o mmend th at y o u  do  no t u se V L AN1 to  ensu r e th at pac k ets ar e ex c h ang ed su c c essf u l l y . 
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D el ivery T ra f f ic  I nd ic a tor M essa g e ( D T I M ) Setting s 
Fo r  o ptimal  b atter y  per f o r manc e and q u al ity , u se DTIM o f  2 w ith  a b eac o n per io d o f  1 0 0 m s . 
 

 

Ca l l  A d m i s s i o n  Co n t r o l  ( T S P E C)  S e t t i n g s  
To  enab l e Cal l  Admissio n Co ntr o l  (TSPEC), y o u  mu st c o nf ig u r e max imu m b andw idth  and r o aming  b andw idth  per c entag es f o r  
v o ic e. 
Max imu m b andw idth  def au l t setting  f o r  v o ic e is 7 5 % , and 6 %  o f  th at b andw idth  is r eser v ed f o r  r o aming  c l ients. 
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Setting  th e C ontrol l er 8 0 2 . 1 x  T im eou t 
If  u sing  EAP-FAST o r  th e 802.1x  au th entic atio n is tr av er sing  th e WAN, y o u  need to  inc r ease th e 802.1x  timeo u t o n th e 
c o ntr o l l er  (def au l t =  2 sec o nds) in o r der  f o r  th e c l ient to  o b tain th e PAC v ia au to matic  pr o v isio ning . 
Th e def au l t timeo u t o n th e Cisc o  ACS ser v er  is 20 sec o nds, w h ic h  is th e r ec o mmended v al u e 
To  c h ang e th e 802.1x  timeo u t o n th e Cisc o  Wir el ess L AN c o ntr o l l er , tel net o r  SSH to  th e c o ntr o l l er  and enter  th e f o l l o w ing  
c o mmand 

 ( C isco  C o n t r o ller )  > co n f ig  ad v an ced  eap r eq u est -t im eo u t  2 0  
 
( C isco  C o n t r o ller )  > sh o w  ad v an ced  eap 
 E A P -I d en t it y -R eq u est  T im eo u t  ( seco n d s) . . . . . . . . . . .  1  
 E A P -I d en t it y -R eq u est  M ax  R et r ies. . . . . . . . . . . . . . . .  2 0  
 E A P  K ey -I n d ex  f o r  D y n am ic W E P . . . . . . . . . . . . . . . . . . . .  0  
 E A P -R eq u est  T im eo u t  ( seco n d s) . . . . . . . . . . . . . . . . . . .  2 0  
 E A P -R eq u est  M ax  R et r ies. . . . . . . . . . . . . . . . . . . . . . . . . .  2  

Fo r  mo r e inf o r matio n ab o u t th ese to pic s, r ef er  to  th e Enterprise Design Mobility Guide at th is UR L : 
h ttp://w w w .c isc o .c o m/u niv er c d/c c /td/do c /so l u tio n/emb l ty 30.pdf  

V oice Q u a lit y  M et rics 
Y o u  c an u se th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G w eb  inter f ac e to  v iew  c al l  statistic s inf o r matio n and tr o u b l esh o o t 
po ssib l e pr o b l ems w ith  th e netw o r k . L o g  o nto  th e w eb  inter f ac e and v iew  Str eam Statistic s. 
Fo r  mo r e inf o r matio n, see th e “Tr o u b l esh o o ting  th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G” c h apter  in th e C isc o U nif ied 
W ireless I P  P h one 7 9 2 1 G A dm inistra tion Guide at th is UR L : 
h ttp://w w w .c isc o .c o m/en/US/pr o du c ts/h w /ph o nes/ps379/pr o du c ts_ administr atio n_ g u ide_ c h apter 09186a008079b 52a.h tml  

 



Cisc o  Unif ied Wir el ess IP Ph o ne 7921G Depl o y ment Gu ide      26 

Config u ring  t he Cisco Unified Wireless IP Phone 7921G  
Th er e ar e tw o  meth o ds f o r  c o nf ig u r ing  netw o r k  setting s o n th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G: 

Co n f i g u r i n g  P h o n e s  w i t h  t h e  K e y p a d  
Y o u  c an u se th e menu s and k ey pad o n th e ph o ne b y  pr essing  S etti n g s  >  N etw o r k  P r o f i l es . Y o u  need to  u nl o c k  th e sc r een b y  
pr essing  * * # . 
Fo r  mo r e inf o r matio n, r ef er  to  th e “Co nf ig u r ing  Setting s o n th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G” in th e 
 C isc o U nif ied W ireless I P  P h one 7 9 2 1 G A dm inistra tion Guide at th is UR L : 
h ttp://w w w .c isc o .c o m/en/US/pr o du c ts/h w /ph o nes/ps379/pr o du c ts_ administr atio n_ g u ide_ c h apter 09186a008079b 4c e.h tml l  

Co n f i g u r i n g  P h o n e s  w i t h  t h e  W e b  I n t e r f a c e  
Th e ph o ne h as an HTTPS enab l ed w eb  inter f ac e th at y o u  c an ac c ess v ia th e 802.11a/b /g  r adio  o r  USB . 
If  y o u  ar e u sing  th e USB  c ab l e c o nnec tio n to  a PC, y o u  mu st manu al l y  set a static  IP o n th e c o mpu ter  side, f o r  ex ampl e, 
192.168.1.X  /24. B y  def au l t, th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G USB  is static al l y  set to  192.168.1.100 /24.  
Y o u  mu st l o g  in to  th e administr atio n w eb  pag es b y  u sing  th ese def au l ts: 
 u ser name is “ad m i n ” and th e passw o r d is “C i s c o ”. 
 
Fo r  mo r e inf o r matio n, r ef er  to  th e “Using  th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G Web  Pag es” in th e 
 C isc o U nif ied W ireless I P  P h one 7 9 2 1 G A dm inistra tion Guide at th is UR L : 
h ttp://w w w .c isc o .c o m/en/US/pr o du c ts/h w /ph o nes/ps379/pr o du c ts_ administr atio n_ g u ide_ c h apter 09186a008079b 476.h tml  

C onf ig u ring  th e N etw ork  Prof il e Pa ra m eters 
Use th ese g u idel ines to  c o nf ig u r e netw o r k  pr o f il es.   

• Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G su ppo r ts mu l tipl e netw o r k  pr o f il es th at al l o w  o ne SSID per  netw o r k  
pr o f il e. 

• To  ex tend b atter y  l if e, u se U-APSD mo de f o r  po w er  sav e mo de du r ing  ac tiv e c al l s. 
• If  u sing  802.1x  au th entic atio n v ia L EAP, EAP-FAST o r  AK M au th entic atio n mo des, y o u  mu st c o nf ig u r e a u ser name 
and passw o r d. 

• If  u sing  WPA Pr e-Sh ar ed k ey , enter  th e ASCII o r  h ex adec imal  f o r matted k ey . 
• If  u sing  o pen au th entic atio n pl u s WEP enc r y ptio n o r  sh ar ed k ey  au th entic atio n, enter  th e static  WEP k ey  inf o r matio n 
th at matc h es th e ac c ess po int c o nf ig u r atio n.  

• Sel ec t w h eth er  to  u se Dy namic  Ho st Co nf ig u r atio n Pr o to c o l  (DHCP) o r  c o nf ig u r e static  IP inf o r matio n. 
• If  o ptio n 150 o r  66 is no t c o nf ig u r ed to  pr o v ide th e TFTP ser v er  IP addr ess v ia th e netw o r k ’ s DHCP sc o pe, th en enter  
th e TFTP ser v er  IP addr ess inf o . 

N o te:  WEP128 is l isted as WEP104 o n th e Cisc o  Wir el ess L AN c o ntr o l l er s. 
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Co n f i g u r i n g  A d v a n c e d  N e t w o r k  P r o f i l e  S e t t i n g s  
In th e Adv anc ed Netw o r k  Pr o f il e setting s, y o u  c an adj u st th e PHY  r ate.  If  l ess th an 12 Mb ps is enab l ed in th e WL AN, th en y o u  
mu st c o nf ig u r e th is par ameter . 
B y  l imiting  nu mb er  o f  c h annel s to  b e sc anned, th is h el ps r edu c e th e time f o r  ac c ess po int disc o v er y  w h il e passiv el y  sc anning  
DFS c h annel s in 802.11a mo de. Th is al so  pr eser v es b atter y  l if e. 
Disab l e o nl y  th o se c h annel s th at ar e no t u sed in th e WL AN.  If  y o u  disab l e a c h annel  th at is c u r r entl y  u sed b y  an ac c ess po int, 
th en th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G mig h t no t asso c iate to  th e WL AN su c c essf u l l y . 
If  al l  c h annel s th at ar e u sed in th e WL AN ar e disab l ed o n th e ph o ne, th en u se o ne o f  th ese meth o ds to  b r o w se to  th e Cisc o  
Unif ied Wir el ess IP Ph o ne 7921G: 

• USB  c ab l e c o nnec ted to  th e PC. 
• Fu l l  w eb  ac c ess enab l ed in th e Cisc o  Unif ied Cal l Manag er  
• R e-enab l e al l  c h annel s b y  u sing  th e f ac to r y  def au l t  
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U sing  T em p l a tes to C onf ig u re Ph ones 
Y o u  c an impo r t and ex po r t ph o ne c o nf ig u r atio n templ ates to  th e ph o ne f o r  f ast c o nf ig u r atio n. Th e w eb  inter f ac e, u nder  B ac k u p 
Setting s enc r y pts th e c o nf ig u r atio n f il e. Y o u  mu st spec if y  th e enc r y ptio n k ey  b ef o r e ex po r ting  th e f il e. 
To  ex po r t WL AN sec u r ity  inf o r matio n, su c h  as au th entic atio n, u ser name/passw o r d, pr e-sh ar ed k ey , WEP k ey s, to  a templ ate, 
y o u  mu st set th e netw o r k  pr o f il e to  al l o w  th is c apab il ity . In th e netw o r k  pr o f il e th at y o u  w ant to  u se as a templ ate, set “E x p o r t 
S ec u r i ty  C r ed en ti al s ” to  “Tr u e”. Th en y o u  c an impo r t th is inf o r matio n to  o th er  Cisc o  Unif ied Wir el ess IP Ph o ne 7921G 
ph o nes. 

 

Setting  th e Ph one to F a c tory D ef a u l t 
Y o u  c an c l ear  c o nf ig u r atio n o ptio ns th at ar e sto r ed in th e ph o ne b y  u sing  th e f ac to r y  def au l t menu  o ptio n o n th e ph o ne.   
Th e f ac to r y  def au l t o ptio n er ases al l  u ser -def ined entr ies in Netw o r k  Pr o f il es, Ph o ne Setting s, and Cal l  Histo r y . 
To  er ase th e l o c al  c o nf ig u r atio n, f o l l o w  th ese steps: 
1. Ch o o se Setting s >  Ph o ne Setting s. 
2. Pr ess “* * 2” o n th e k ey pad. 
Th e ph o ne b r ief l y  displ ay s “R esto r e to  Def au l t? ” 

3. Pr ess th e “Y es ” so f tk ey  to  c o nf ir m o r  “N o ” to  c anc el . 
Th e ph o ne r esets af ter  sel ec ting  “Y es ”. 

U p g ra d ing  F irm w a re  
Th er e ar e tw o  meth o ds f o r  u pg r ading  Cisc o  Unif ied Wir el ess IP Ph o ne 7921G f ir mw ar e. 
W irel ess T F T P  
D u r i n g  T F T P  se r v e r  d o w n l o a d ,  t h e  p h o n e  c o n f i g u r a t i o n  f i l e  i s p a r se d  a n d  t h e  d e v i c e  l o a d  i s i d e n t i f i e d .   T h e  p h o n e  
d o w n l o a d s t h e  f i r m w a r e  f i l e s t o  f l a sh  i f  i t  i s n o t  r u n n i n g  t h e  sp e c i f i e d  i m a g e .  
Cisc o  Unif ied Cal l Manag er  dev ic e l o ad tak es pr ec edenc e o v er  th e TFTP f ir mw ar e v er sio n. 
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Y o u  c an spec if y  th e L o ad Ser v er  as an al ter nate TFTP ser v er  to  r etr iev e f ir mw ar e f il es in th e Cisc o  Unif ied Wir el ess IP Ph o ne 
7921G pr o du c t spec if ic  c o nf ig u r atio n in Cisc o  Unif ied Cal l Manag er  Administr atio n. 
W eb  I n ter f ac e 
Y o u  c an u pl o ad th e f ir mw ar e to  th e ph o ne b y  u sing  th e w eb  inter f ac e o ptio n, Ph o ne Upg r ade and b r o w sing  to  th e f ir mw ar e 
TAR  f il e. 
N o te:  If  th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G r eg ister s to  Cisc o  Unif ied Cal l Manag er , w eb  ac c ess to  th e Cisc o  Unif ied 
Wir el ess IP Ph o ne 7921G g ets set to  r ead-o nl y  mo de.  In th is mo de, y o u  ar e no t al l o w ed ac c ess to  u pg r ade f ir mw ar e. 

L oca liz a t ion 
Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G c u r r entl y  su ppo r ts th ese l ang u ag es. O th er  l ang u ag es w il l  b e su ppo r ted in th e 
f u tu r e. 

• Eng l ish  
• Fr enc h  
• Ger man 
• Japanese 

Y o u  mu st instal l  th e L o c al e pac k ag es to  enab l e l ang u ag e su ppo r t f o r  th ese l ang u ag es. Eng l ish  is th e def au l t l ang u ag e o n th e 
ph o ne. 
Do w nl o ad th e l o c al e pac k ag es f r o m th e L o c al iz atio n pag e at  
h ttp://w w w .c isc o .c o m/k o b ay ash i/sw -c enter /tel eph o ny /c al l mg r /l o c al e-instal l er .sh tml . 

H ea lt hca re E nv ironm ent s 
Th is pr o du c t is no t intended f o r  u se w ith  patient mo nito r ing  dev ic es o r  o th er  patient c ar e dev ic es, and sh o u l d no t b e u sed as a 
pr imar y  c o mmu nic atio ns to o l  in h eal th c ar e env ir o nments as it may  u se an u nr eg u l ated f r eq u enc y  b and su sc eptib l e to  
inter f er enc e f r o m o th er  dev ic es o r  eq u ipment. 

Clea ning  t he Phone  
Gentl y  w ipe th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G sc r een and h o u sing  w ith  a so f t, dr y  c l o th . 
Do  no t u se any  l iq u ids o r  po w der s to  c l ean th e ph o ne.  Using  any th ing  o th er  th an a so f t, dr y  c l o th  c an damag e th e ph o ne and 
c au se f ail u r es. 
Co v er  c ases c an pr o tec t th e ph o ne f r o m mo istu r e, du st, and dir t, and pr o v ide dr o p pr o tec tio n. 

A v a ila b le Phone A ccessories 
Y o u  c an o r der  th ese ac c esso r ies f o r  th e ph o ne.  Fo r  mo r e inf o r matio n, r ef er  to  th e C isc o U nif ied W ireless I P  P h one 7 9 2 1 G 
A c c essories Guide at th is UR L : 
h ttp://w w w .c isc o .c o m/en/US/pr o du c ts/h w /ph o nes/ps379/pr o du c ts_ u ser _ g u ide09186a008076b 878.h tml  

• Car r y  Cases  (al so  av ail ab l e at w w w .z c o v er .c o m)  
• Headsets   (w w w .pl antr o nic s.c o m/c isc o  and w w w .j ab r a.c o m) 
• Desk to p Ch ar g er   
• Mu l ti-Ch ar g er   (av ail ab l e mid y ear  2007) 
• L o c k  Set 
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Th e Cisc o  Unif ied Wir el ess IP Ph o ne 7921G Mu l ti-c h ar g er  w o r k s w el l  f o r  l o c atio ns w h er e u ser s sh ar e a c o mmo n c h ar g ing  
ar ea, su c h  as sh if t r o o ms. 
N o te:  Cisc o  Unif ied Wir el ess IP Ph o ne 7921G and 7920 ac c esso r ies ar e no t inter c h ang eab l e. 

A ddit iona l D ocu m ent a t ion 
Cisc o  Unif ied Wir el ess IP Ph o ne 7921G Datash eet 
h ttp://w w w .c isc o .c o m/en/US/pr o du c ts/h w /ph o nes/ps379/pr o du c ts_ data_ sh eet0900aec d8059f c ab .h tml   
 
Cisc o  Unif ied Wir el ess IP Ph o ne 7921G Do c u mentatio n 
h ttp://w w w .c isc o .c o m/u niv er c d/c c /td/do c /pr o du c t/v o ic e/c _ ipph o n/eng l ish /w ip7921 
 
Cisc o  Unif ied Wir el ess IP Ph o ne 7921G Fir mw ar e 
h ttp://w w w .c isc o .c o m/c g i-b in/tab l eb u il d.pl /ip-7900ser -c r y pto  
 
Cisc o  V o ic e So f tw ar e 
h ttp://w w w .c isc o .c o m/k o b ay ash i/sw -c enter /sw -v o ic e.sh tml  
 
Cisc o  L o c al iz atio n 
h ttp://w w w .c isc o .c o m/k o b ay ash i/sw -c enter /tel eph o ny /c al l mg r /l o c al e-instal l er .sh tml   
 
Mo b il ity  SR ND 
h ttp://w w w .c isc o .c o m/u niv er c d/c c /td/do c /so l u tio n/emb l ty 30.pdf  
 
Ac c ess Po ints Using  L ig h tw eig h t Do c u mentatio n 
h ttp://w w w .c isc o .c o m/u niv er c d/c c /td/do c /pr o du c t/w ir el ess/c o ntr o l /index .h tm  
 

Ac c ess Po ints Using  Au to no mo u s So l u tio n Do c u mentatio n 
h ttp://w w w .c isc o .c o m/u niv er c d/c c /td/do c /pr o du c t/w ir el ess/air o 1200/ac c sspts/b 1238j a/1238j asc /index .h tm  
 
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  
C C V P ,  t h e  C i s c o  L o g o ,  a n d  t h e  C i s c o  S q u a r e  B r i d g e  l o g o  a r e  t r a d e m a r k s  o f  C i s c o  S y s t e m s ,  I n c . ;  C h a n g i n g  t h e  W a y  W e  W o r k ,  L i v e ,  P l a y ,  a n d  L e a r n  
i s  a  s e r v i c e  m a r k  o f  C i s c o  S y s t e m s ,  I n c . ;  a n d  A c c e s s  R e g i s t r a r ,  A i r o n e t ,  B P X ,  C a t a l y s t ,  C C D A ,  C C D P ,  C C I E ,  C C I P ,  C C N A ,  C C N P ,  C C S P ,  C i s c o ,  
t h e  C i s c o  C e r t i f i e d  I n t e r n e t w o r k  E x p e r t  l o g o ,  C i s c o  I O S ,  C i s c o  P r e s s ,  C i s c o  S y s t e m s ,  C i s c o  S y s t e m s  C a p i t a l ,  t h e  C i s c o  S y s t e m s  l o g o ,  C i s c o  U n i t y ,  
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