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Office of the February 21, 2014
Inspector General

TO: The Commission

FROM: AReyladc Sl

Inspector General

SUBJECT:  Review of the Commodity Futures Trading Commission’s Response to
Allegations Pertaining to the Office of the Chief Economist

In January 2013, the Chairman requested our review of issues arising within the research
program in the Office of the Chief Economist (OCE). We opened a preliminary investigation
and did not find evidence of illegal disclosures of confidential information by OCE employees in
economic research papers or otherwise. However, concerned that OCE research and publication
had ground to a halt, we determined to convert the preliminary investigation to a review of
research and publication processes in the OCE. In December 2013 we provided a discussion
draft of our report to the full Commission. The draft report concluded that delays in the
publication of economic research reports were unacceptable, identified potential legal
deficiencies in the Agency’s current publication processes, and recommended that the Agency’s
processes in this regard be both legal and prompt. We hoped to stimulate corrective action.

We thank CFTC management for its February 2014 response to our discussion draft;
however, much of the response is devoted to legal arguments rather than corrective action. We
stand by our original legal analysis, but an extended exegesis on the law seems pointless here.
The discussion draft made clear that “we do not seek to reduce this matter to a mere legal issue.”
The problem, succinctly, is that the Agency as of February 20, 2014, has cleared for publication
only seven of 24 pending OCE economic research papers over the past 14 months, with four of
the seven cleared for publication yesterday. We are pleased with yesterday’s progress, but
fourteen months does not seem prompt.

The principle point is that an economic regulatory agency is potentially blocking itself off
from the future input of highly qualified academics to assist the agency in its tasks. Published
research is the coin of the realm in academia. Impediments to such research will likely decrease
future useful expertise. That is our focus — rather than contesting different interpretations of, for
instance, section 18 of the Commodity Exchange Act.

Time is the issue here. We care not how that time was divided internally; the
Commission is the relevant unit. And it is the Commission that will bear the potential onus of

obtaining any less input of relevant expertise going forward.

Our report is attached. 1 appreciate your continuing support of this Office.
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Executive Summary

In Diecember 2012, the Chicago Mercantile Exchange (“CME™' alleged thut certain
publications by CFIC economisis revealed information m violation of Section 8(a) 1Y of the
Commodity Exchange Act (the Act)." CME further questioned why the CFTC was permitting
outside economists to access CFTC data, why the CFTC was permitting the publication of
academic articles using that data, and finally, the administrative process by which the CFTC was
employing these outside economists.

The Otfice of General Counsel (OGC) at the request of Chairman Gensler began an
administrative review of the Office of the Chief Economist (OCE). Responsibility for the
administrative review was assigned o the Deputy Geoeral Counsel for [PI0©XNC) 1 The
administrative review revealed that there had been poor record-kKeeping with regard (0 the go-
called “on-boarding” process for OCE economists.” The deficiencies included inadequate
documentation of security clearances, 1ssues regarding nondisclosure agreements, and non-
submission of employment data to the Natioral Finance Center, as well as incomplete personnel
forms, ope coadract fackiag the contractor’s signature, and other administrative evvors. There
were no indicasions of fraud by OCE econonists, or that OCE economists were not actually
appointed by the Chief Economist, just a number of administrative errors perfaining 1o the
Agency's so-called on-boarding processes. The review also uncoverad information security
concerns. Specifically, personally owned external hard drives and thumb drives were found in
close vicinity (o the computers that served the OCE economists. In addition, badges for former
CPYC OCE economists were located in the Chief Economist’s desk.

On December 7, 2012, the assigned Deputy Geseral Counsel, m consultation with the
Charrman's Office, mstructed the Chief Economist to direct the OCE economists "o
immediately cease sharing, publishing, distributing, or otherwise making available any papers or

beme Group, T, i@ the holding company for five exchanges, CME.L the Boand of Trade of the Gity of Chicago,
e, the New York Mercantile Exabange, the Commodity Exahangs, Ine, and the Board of Trade of Kansag Cigy,
Missowrt, Too. The Future of CFTCY Perspevtives o Customer Protections, 113" Cong., 1% Sess., Testimony of
Terague A, Pufty, Bxscutive Chalrman & Presudent, OME Group, Inc., before the Subvomintites on General Farm
Commedites and Risk Mamagersent of the House Cononttes on Agricaltuee (October 2, 2013) (avistable at
htipdfagrenitore houge eov/sites/resblicans arcicufinre house povflHes/pdfheartnesDufvi 3002 0dh, Fora
detailed description and histary, see CME Grong 2012 Annual Report, pages 2-3 (availabde a0

it W sImeIou . comdnvasior-relationsfannualb-roview/20 2idownlaadsiome-sroune-2 Sanmial-repon. pdf).
Al internet addresses cited in this report were last vishted on February 20, 2014,

¥ Seerion Slak iy prohibits the Commigsion frotm “publishling] data and informatian that would separately disclose
the busiaess rnsactiols of market pusitions of any person and frade seorets or pames of customers,” T USC
1201

 Lewer from Mark Young and Jerrold Salzman on behalf of CME o Dun Berkovity, dated December 14, 2012, is

adbarhat ae Sevmandie §oand e avatliahle horo-
[()(6).(b)(7)(C)

T OCE economists include full-time employees (FTES), consultants, and contractors,

i
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other products generated with Commission data 1o any son-Commission individuals or parties.”™
On December 11, 2012, the Chief Operating Officer notified our Office of the CME complaint
and ongoing admuusgative review. On December 12, 2012, CIFTC staff terminated aceess fo
OCEnRet, and terminated access to all agency systems and databases for all OCE economists
except for full-time emplovee economists in OCE,

On Januvary 24, 2013, the Chairman wrote to our Office in detail, described CME’s
concerns and OGC’s review, and stated that the review thus far indicated “there are issugs
reazrding the use of nor-public data by OCE and visiting academics.”® The Chairman also
stated that “there appear 1o be 1ssues regarding the manner i which acadenice consultants and
contractors were brought mto the agency, their status with respect to the agency, their access to
CFTC systems and information, and the adequacy of related documentation.” 'The Chairman
stated, I have directed the CFTC staft to suspend the external publication of research conducted
or supporfed by OCE.” The Chairman also stated that he directed CFTC staff “to terminate
access 1o nop-poblic data by OCE personnel other than CFTC full-time employees within OCE”
The Chalrman stated that “sil of these lssues warrant your review.” We agreed, and opened a
prefiminary investigation.”

In February 2013, Agency management issued stop work notices to 13 research
economists working on contract and placed an additional eight research economists working as
consultants on hold.* For a year, OCE did not bring on new economists.” OCE did not even
employ unpaid consultants and unpaid interns. We estimate the total number of OCE economists
between December 7, 2012, and Janoary 2014, decreaged from 39 to | 1.1

In addition, in February 2013 the Office of the Chairman in consultation with OG(
formed g technical comnittse of economists, statisticians, and others o review 24 QCE resesrch

¥ e the Chateman's Letter wo the Inspector General, Tamuary 24, 2013, arlached a8 Appendix 2; December 7, 2012

ertail TomPIELERNE) | stached as Appendix 3

 See Appendix 2.

? Later in the Spring, with no revelaions of violations of Section 8 or other ctatotes or regolatons hy OCE
eonunasts, we converred cur prefimmnacy investigation w a review of review of research and publication pravtioss
in the Ofice of the Chiel Beosonist, On Agrid 4, 2013, CFTC publicly revealed that it “bad ot confiomed speorfic
weetdents of improper of unaniborized data disclosuee, but review s ongomng.” Lyach, 5. "CUME Geoup Sparked
Strstdown of CFTCS Acadermic Research Prograny” Rewters Apeil 2, 1013 {avadlable al;

piwww reters.comartick R0 1 2A 2 chic-cme-rasearch-d LS LONGDRO ITT201 304240,

1o addition, the Agency deterinined not to appoint three additional research economists in the appointinent process
at the time,

* On Decerber 8, 2013, the CFTC posted four job positions i the Office of Chief Feonomist on wew.gsnjoby goy,
We view this as a positive development. On December 16, 2013, the UFTC announced the replacement of the
current Acting Chief Fconomist with the appointmenl of Sayee Srinbvasan sy Acting Chief Economist

(htpdfwww el gov¥ressRoonmdPresReleomenfrf 70013y In o experience, it i unusual for s Chaioman 1o
reorganize & CFTC operating usit or division witlin days of has depariire,

" Berween December 7, 2012, and Jaouary 2014, we estimate the wmber of full time staff in OCE deereased fom
13w nine, the number of OCE consultums deoressed from 1 o twe, and OUE contractors dropped from 16 10 zere,

Our estimates wre based on Informaton recetved from Agency stuffl

it
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papers for information protected under Section 8, and for ather confidential or sensitive
information, A simple search eonducted by our Offiee revealed that 18 of the 24 papers were
available onling, apparently prior to December 2012, and remain oaline today.!" There is no
indization that the Ageney sought to remove any OCE research papers from the Interner.
However, the December 2012 instraction from the assigned Depaty General Counsel clearly
prohibited all further publication and presentation absent prior permission. ™

In any event, the Office of the Chainman (without a full Commission vote) installed OGC
with anthority to make the final determination regarding whether OCE research papers could be
published (following Commitiee review and clearance), and this assignment fell to the assigned
Depoty General Counsel. Since Decrmber 2012, the Comumnittee has cleared wen papers for
publication, OGC cleared three papers for publication in Gctober 2013, and four addisional
papers i February 2014 (as of February 203,

Section 18 of the Commodity Exchange Act requires the CEFTC o “establish and
maintain”™ a “resesrch and information program” that disseminates “educational and othey
informational materials” to market users and the public.” Since 1976, OCE economists have
implemented the requirements of Section 18(a) by conducting scholarly rescarch on topics
authorized by the Chief Economist, and publishing that yesearch in academic journals. And
throughout all that fime, the research has included access 1o confidential information, including
irade and other information protected under Section 8 of the Act, We believe shutting down the
OCE research program in December 2012 and permitting the shutdown to endure for over 14
maonths has risked violating section 18 of the Act, especially in the absence of any sighificant
movement foward restarting the program.

Section ¥ prohibits the Compussion from “publish(ing] data and information that would
sepuralely disclose the business transactions or murket positions of any person and trade secrety
or names of customers.” "> We find no indication in the law that the Commission’s practice of
permutting OCE economists to use Section 8 data to conduct independent economic research on
topics approved by the Chief Economist violates Section 8. 'We find so indication in the law that
the use of Section 8 daia in the preparation of academic articles - so Jong as the artivies do not
contain information protected under Section 8 ~ violates Section 8.

" 1y addition 1o the 4 papers, the Agency identitied three additional econcmic research papers thi they set aside
for Later review: afl three sre available online, We also located onlie five additonsl economic research papers
publisted by CFTC economists doring the past three years that were not pending before the Commitiee. Two of
these papers had been reviewed by GGC prior to December 2012

2 Ins response to our discussion draft, the management respoise states that one paper was removed fron the Tnternet
prior o receipt of the complaint from CME. See Appendix 0, page 37, This removal was songht after cotcems
were raised regarding the possible use of information protected under seciion 8, even though Agoncy management
determined that information protected under section § was not disclosed in the economic research paper, T

¥ See Appendis 3,

M U8 2208), Section 1R also yequires the Comunission to “iaciude in its panoal reports 10 Congress plans and
findings with respect 1o mplementing (his section.” 7 USEC 22¢b,

% Qe o 2.

v
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We agree with the mitial findings of the OGU review that the admanistsative employment
records for OCE economists contained administative errors; however, we find no indication in
the low that errors in administrative paperwork standing alone, in the absence of any statutory or
other material impediment to an appoiatment, alters the status of otherwise properly appointed
emplovees, consultants, or contractors. The authority of the Chiel Economist to permit OCE
2COROMISES 10 conduct ezonomic research using information profected under Section 8 of the Act
is not altered by such administrative error, ™

We also agree with the initial findings of OGC s review that information security issues,
both physical and technologioal, are present and need to be addressed; however, these same
issues dre present Agency-wide, and need to be recognized and addressed as such.

In December 2012, the Agency imposed 2 prior restraint on publication by all OChE
economists, While it appears a public employer may, consisient with the First Amendment, ¥
institute a prior restraint on publication by public employees writing as private citizens if certain
reguirements are mwet, we find po precedent to support the process the Agency has adopted here.
The length of time Agency management has taken to review and approve ecopomic research
papers is not acceptable. While we are sensitive to the commplexities of the issues faced in
connection with any valid pre-publication review of economic research by Agency employees,
and we agree that the Agency has an interest in protecting informaton protected under Section 8
from unauthorized disclosure, we emphasize that Agency management did not determine during
their initial review, and has still not determined over 14 months later, that any research proposed
or published by an OCE economist has contained information protected from disclosure under
Section .

Thronghout our fiekd work on this malter, we bave repealedly encouraged Agency
management to begin permitting the publication of OCE economic research papers and to re-start
the economic research program, In October 2013, some 10 months after the initial December
2012 shwidown, the Office of General Counsel approved three papers for publication, On
December 18, 2013, we issued a discussion draft 1o the Agency in order to prompf corrective
actiof. Ageney management responded on February 12, 2014 (the rnanagement response), " 1n
February 2014, four more papers were slewed for publication (ss of February 20, 20145,

We recommend that the Agency restart the OCE research program, including OCEnet, as
soon as feasible. We recommend that administrative deficiencies in record-keeping and security

. P . . C . - . -
'Wwe tind it interesting that though the procedural lapses Jargaly coeurred fo other administeative units, QCE bote
the brunt of penally for these etrars.

P «Congress shall make no law respecting an establishinent of religion, or prohibiting the free exercise thereod; o
abridging the freedom of speech, ar of the press, or the right of the people peaceably to assemble, and o petition the
government for & redress of mievances.” ULS, Const, amend. [,

" The management response is attached ax Appesdix 6. The manegement response, and other comments reeeived v
response 1© our discussion draft, prompied chifving chianges and corrections of minor facts, however, our
conclusions and recommendations are not altered.


http:altt.'.rs
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clearances in QCE be resolved in like fashion as currently resolved for other CFTC employees.
We believe mformation and physical security issues are not unique to OCE, and should be
addressed agency-wide, We recommend that the Coromission assuee the legality of any prior
review process for OCE research papers and presentations, and that any prior review undertaken
by the Agency be prompt.

Finally, we stress the importance of economic research at CFTC, an economic regulatory
agency. For over 33 vears OCE has attracted some of the highest qualified economusts i the
country among both ifs fall-time seaff and its limited term appointments. I order to continue o
attract outstanding scholars, the Commission must support the goals of economue research
coupled with academic imtegnty, and must make any pre-clearance process {(whether voluntary or
mandatory) 2 priority in terms of both legality and speed.

vi
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Introduction

CME Toses an Oral Complaint; OGC Indefinitely Halts all Publication by CFTC
Foonomists after a8 Twe-Day Review

On or abomt Wednssday, December 3, 2012, two attomeys representme CME spoke with
then-UFTC General Coupsed Dan Berkovitz ‘if:z SEPIess concerns abont # recent publication by
former CTTC economist[HOHOING) | CME explained that it had received questions
from several marke! parniTIFANE, BMETT concern was that this paper revealed tade
wdurmation 1 violation of Sectian 8 of the Comunodsty Exchan ge Act. UME guestioned M,
Berkowitz regarding[POMRITIC) b status at CFTC, how he received access to the maferial, and

Eo TEVIEW tﬁe sibaztion m (3CE. G{J{ set out o
examine the FCRVITETOT OUE T EH ﬁ};&es, confracion, and consultants. OCE economists can
b emploved as regulay emplovess (full or part-time), consnltants, or contractoss, and QGC
learned that Andie Kirilenko, the former Chief Ecomomist, did oot know the particular
emplovinent status of all the ecovomisis, suchudng sowe be had bived. Emplovess in the Oife
of the Frecative Director (OED) initially were not able to mform OGU whether [PO0 )

A - -
§?§§¢-’j‘b) was & contractor o g cousulfant: however, he did have a OFTC em

network access, Emplovees with OFD also dud nol immediately know i
had a CFTC binlding badge.

By December 7, 2012, tiw assigned QGO deputy was unable to obimn detailed
mformation on stafling n OCE?" At close of business on December 7 7. 2012, the GG Deputy,
m consnliation with ﬁm Chatrman’s Office, “directed the Chief Eeonomist to insure that all OCE
employees, consultants, and contractors vease sharing, publishing, distributing, or otherwise
making available anv papers or Oihef products generated with Comnsission data to any non-
Connuission mdividual or parties.™

f}n Pecamber 13, ?{3221 ﬂ}@ Gmemi f:’mm%} mtif’i&,fi the ?z‘zmmiwiﬁﬂ-ﬁﬂ by mmii af

1ot degm ihe the Channm’s inv oi& emment. ’,{ize Clhaef Q;;emmg Qfﬁﬁéﬁ famarﬁeﬁ the iﬁi}&zmi
Counzel’s smail 1o this Office the same dav. Meanwhile, OGO s review continusd.

i DG [is & graduate o] (WA (WM 7Y
(b )( ),(b)(7)(<3)
(b)(8).(b)(7)C) (b)(6),(b)(7)C)

E Fha Doputy & (b ) (6 ), aried with the Conmmesion s (li)(e ) ’ (b ) ( 7 )
2 Flaws in 3{%&zﬁzL"‘sf%f""a"?'i'é;e""}"e"éé-ié;e_fe;&i%g for GUE sconousists wars eventually revealed,

“ fee Appendix 3,
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Further OGC Review Keveals Information Secarity Concerns and Prompts Forther QOCE
Restrictions

On or about December 10, 2012, an OGC atorney consulted with the Chief Economist
regarding trade data used by OCE economists. She learned that OCE wsed a dedicated server tw
store frade data o factiitate 1ts work. The Chief Economist condd not tell her what was on the
server, nor could he tell her who had access to the server. The server was physically accessible
by anvone with access to the OCE effices, which means sny CFTC eoplovee or authorized guest
with a temporary pass card. The server conld be used only with & valid CFTC usernarme and
pussword,

The OGC aitorney learned that information could be removed from the server through
any thumb drive or external hard dreve. Thumb deives and an external hard drive that may aot
have been CFTC-purchased or approved were found near the server.”™ The OGC attorney
removed the thamb drives and external drive, and gave them to CFTC mformation technology
personnel with expertise in forensic analysis. The forensics team {usually assigned
Enforcement-related forensics examinations) was tasked with examining the GCE server,

The Chief Operating Otficer briefed the Chairnien on these new information security
issues, and the Chairnan informed that, “[oln December 12, 2012, the CFTC terminated access
les the agency systems and databases. inclading OCEnet, of all individuals i the OCE research
program other than full-time agency employees within OCE.”~

Separately, OGC Jearned that OCE economists may have blocked {or attempted o block)
system administrator access to the OCEnet by QDT computer specialists assigned to the system;
this assertion was disputed. We focused on this allegation during our fieldwork. All
inlerviewees with knowledge agreed that ODT did experience a delay in accessing OCENet
when their usual method of access did not work., We are not sure whether the usnal method of
access was altered by OCE and, if so, whether it was done tor the purpose of somehow wresting
controd of OCEpet from QDT What we learned from staff was that there were alternative
methods of access to OCEnet, and staff in QDT was well aware of these methods because they
had set up OCEnet. ODT was able to access OCEpet after a relatively brief delay, and in any
event they were able to access OCEwret on the sume day they first attempted acvess.

NI e . . . e B . B
O personnet mformed us U eguipment used for OCEnel was not always dovamented, inchuding external bard
drives,

U -
See Appendix 2.

| $%
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CME Submits Detailed Allegations

CME docuraenied its coneerns in a letter dated December 14, 2012 (CME letter).” The
fetier stated that CME became concerned when it reviewed an article “vo-authored hy Andrei
Kirilenko.™™ CME did not idestify the tithe of this atticle. The letter also addressed a second
articie co-anthored by Kirilenko concerning the “Flash Crash,”_published w 2010, Finally, the
CME expressed concern regarding a third article, authored by{(b)(6),(b)(7) " on the
subject of high-frequency trading. (C)

|33

CME asserted that “the use of Section 8 data — including trade secrets - for the
prcpar&z}on of nen-Commission sponsored publications vielates Section 8.7°°° CME alleged that
“the Commission’s Chief Economist has both used Section § data and provided access to Section
¥ data to non-CFTC economists and their assistants for puaposes of pubhshmg academic
research,” and again asserted that such access would violate Section 8% CME included a list of
seven issues it belm ed to be ratsed by this conduct:

1. Has the Commission authorized it Chief Economist o use Section § data for
purposes of his academic research? s the choice of research topic reviewed in
advance by any officer of the Compaission? I so, which officer? Are the
Comussioners given any advance notice that the research is being conducted? Are
the Commissioners required to give formal approval before the research 1 published?

Tt

i the Commission has authorized its Chief Economist to use Section 8 data for
purposes of his academic research, what is the statutory or other legal basis Tor that
guthorization?

3. What system of supervision i3 in place to review any such research before
pubiication, and what was done In the cases referenced above? Who approved the
publication of Dr, Kirilenko’s research? Who approved the selection of individaals
to whom the data was provided? In what form was the data provided? What
specific data elements were provided? What safeguards were employed o protect
the data thar was exposed 1o non-Commission employees? Did Dr. Kirtlenko or
anyone else at the CFTC utilize data ahasing mechanisms to protect identifying data
elernents? What data is allowed to leave CEFTC premuses? I g0, what was done to
protect that data after 1t leaves the premises? s the data provided fo third parties

* See Appendix 1.

* Andret Kirilenko served as Chief Economist from Deveraber 2010 untit Decamber 2017, he was an econosmist
with QOCE from May 2008 0 December 2010, He recefved his PhD in BEconomics from he Unive rsity of
Pennsylvania, where he specialized in Fimnee, Currently he serves as Professor of the Practice of Finanoe at the
MIT Sloan Conter for Finance and Poliey,

7 Available heres (b)(6),(b)(7)(0)
“ OME Letter {Appendix 1),
~id.
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reviewing the research as part of a peer review process?  What processes sie in
place to provide asvewance that all data provided to third parties is returned to the
CFTC and s aot nsed by thind parties for any reason not aunthorized by the CFTC?

4. Absemt specific Convdssion sothorization, doss the Chief Economist have
authority o use Section 8 data for pueposes of bis academie research?

5. Has the Conunission o the Chief Ecovonust authortzed non-Conuission
employess, including “academics” or thelr assistants, fo lave aceess 1o Section 8
data for any purpose?

4. U so, for what pmpose, subject to what linmtations and protections and nnder what
legal anthority?

7. e Conmusson or its Chief Econonust provides Sechion & data 10 non-
Commission smploves “academmnes,” how does the Comaussion select whch pone
Comrmassion erplovee “academics” to favor with Sectiont 8 data for thewr privaie
resparch?

Continuing Eesponsive Action by OGC

OGO deafted g new and taove strongly worded son-disclossre agreoment, and obtamed
non-disclosure agreements from most OCE emplovess, eaﬁszzitama and cmﬁr%mm m;.,}:admg
‘Z?;Q% empiave% for whom an NDA was already on file.™ Multiple flaws in 3 SLETEE

ordekeering for OUE econonnsts were eventually revealed. 'With regard {9 (b)(6), (b)
staff in OFD mmfmd&d that he was properly appointed but his SF52 Welibdemmacted

e i alt regards.”’ For one OUF consvltant, there was no record of czzwbzéazcﬁmg
énﬁiumnmfmn otlwer than the required clearance documentation,

Om Janvary 24, 2043, Chawman Gensler formslly requested assistance from owr iffice, ™
The Chavoas stated that 2 review of the OCE research prograr tndieated “ihere are 1asues
regardmg fhe use of pon-public data by OCE and vissting acsdomcs” The Chasnen stated:

Addtonally, there appear to be 1ssnes regarding the mmanner m which
peadene consubiants and contractors were brought mio the agency, thewr status
with respect to the agency, thew aceess 1o CFEC svstems and nformaton, and the
aderuacy of related documentanon,

3o reseived no indoation that the Jaogiage of the exsstmg NDAS was deficient,

Ladiecamber 17, 2012, 2 OFTO security officer sompleter] & repeat seemrity cleniance reposls (b) (6 )’ b)
i Ty I OF concems. A Jotial sevnrity clearence bad been cospleied priot £ (b)(G ) y start
FIC, aleo with 0o conceris o lesugs notad. L N/TN IS

*The Chainmes's letter is stlached as Appendix 2.
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The Chairman smated thet he had “divected the CFTC stafl {0 sospend the external
publication of research conducted or supported by OCE” and terminated “access o nonwpbhin
data by OCE personsel other than CFTC full-Hime emplovees within OCE”" The Chatman
siated that CFTC s “seview of the matier is ongoing,” that i inclnded review of “the Tomuman
resowmces, procurement, logistics, data, and legal yssues raised by the OCE research program,”
sud that the Agency “will take any further sfeps that we deer appropniate” The Charman
arated that he believed that “all of these isenes warrant youss review.” On or about January 30,
2013, the Chairman publcized s refeorad fo ow office, and brrefed the press, Congress, sud dhe
statf of OUE. OED reported that m Febroary 2013, it issoed stop work orders for 13 OCE
eccionusts working on contract, and placed o hold eight OCF consultanta ™

The Deputy Geperal Connsel fezl (b)(8).(b) wnsimcted CEFTC OIG that 1) someone
i

with meomplete on-boarding paperaarX (07 of-BoaTadmg paperwork with administrative errors)
18 not propesty zzppc‘zizz?&é' 2} anyone pot properhy appomted ey not access CFTC data gzz:s;;ws;izﬁziii
wuider Section B; and 3) anyone not properly appointed wmay not publish or present economic
research pm&m&& dwring a period of maproper dovmnentation. These copsiderations apparantly
played a role in the decrease 1w OCE contractors and consultants, as well as the continued
shutdown of OCE research, and cessation of publication and presentation by OCT ecopomists.
Data security concerns also played a role, if not with regard 1o publication, at least with regard to
the shutdown of OCEnetl.

The mtial review by OGC revealed that the paper by (b)(8).(b)7)C) had beeg
v the Chief Feonowmist and by 2 siaff attorney in (58 OThwe of teneral Tounsel| (B)(
(h)E©).(b) | Ehe mittial mwew by OGC did not reveal ’iil’ii for fhe past several vedrs, whenever

2l weid copeamasasardunapnnronriale a@mem%’iaa ? of trade z:iata ma pm;;sosed SCONOMIC

research paps would refer 'Zhe AT fln Al ikt i the Drivision of N
Crversipht (DN Herpermmera s PB ) (K
raner was reviewed by collectively had
HoTe an G0 vears gpeasias Chief Economist
all conclnded that (0 “presented no mafances of misuse of mnformation
protecied under Secthkrro

Nevertheless, in February 2013, the Office of the Chairman i consulfation with OGC
formed a techoeal comemttes of economusts, statishicians, and others 1o review 24 OUYE research
papers (including the(h)(6),(b)(7 }(C) paper} for information protected under Section 8, and
for other confidential TF SSNSTHVETIONA Do, Fighteen of the 24 papers were already veadily ¥
avatiable online, and other sconomic research papers were availuble onling byt not incladed on

* See f0.10 and accompanying fexi.

B Aguregation B reed fo wiek e dividual identity of frms or individuals,
# 1 Pobpammuiiild smgeent slarified that their initial review “did net reveal ha (b )(6 ) ,( yad
FEVIEWEL paper, or any other paper.” See Appendiz 6§, papes 37-34.

* 1n Febttdey e snsgement nformed thad the (b )(6) ,(b)( )( aper was presented or pablizhed
on res accasions ;zum to revisw by Apeney staff i the Chomarr ey ' Bee Appeadin 6, page 57 and
BT

L%
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the list of 24.%” The Office of the Chairman installed the Office of General Counsel with
authority to meke the final determination reganding whether OCE researc yule be
published, and this assignment fell to the Depaty (ﬁmmml Counsel fo (b)(ﬁ),(b) It Jume

RS

2013, the Commitee eleared three papers for publication, and cleare Tar seven after
that. In October 2013, the OGC approved three papers for pubdication. OGC LECdl’td four
addiiomal papers for publication in February 2014 (as of February 20).

Scope and Methodology

Pae o staffing lunitations and competing priorities, fieldwork for our review began in
March 2013, Our objective was to address the following concerns raised by the Chairman in his
Fanuary 2013 letter, to witr “issues vegarding the use of non-public data by the OCE and viswing
academics,” and “issues regarding the manner in which academic consuitants and contractors
were brought into the agency, thelr status with respect to the agencey, their access to CFTC
systems and information, and the adequacy of related documentation.”

In order o complete our review, we interviewed over 30 individuals in the Qffice of the
Chief Economist, the Office of General Counsel, the Office of Data Technology, the Office of
Secunty and Emergency Management {within the Office of Logisties and Operations), and
within the Office of the Executive Director, employees in the Office of Human Resources and
the Procurement sub-office within the Office of Financial Management. Some witnesses were
inferviewed on maltiple occasions. We reviewed available hiring documents for OCE
aconomists for the past three years, and reviewed relevant cconomic research papers prepared by
them, We researched pertinent legal principals and the history of the Office of Chief Economist,

Background
History of Economie Research by CFTC: Section I8 of the Comumnodity Exchange Act

Last vear the CEA held two hearings on the subject of Commodity Puis
and Calls. The national adininistrator had stated ar that time that previous
studies of puts and calls had been conducted by the Agriculnere Department. |
subsequently learned that the studies were made, believe it or non, in 19341
Worse, the 1934 study ways bused on data and information gathered in 1927 -
19301...

Thiy is but a single example of the kind of naive and meaningless research
conducted by the CLA in vital areas enfrusted to ity responsibility.

¥ dpe fn it
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-Legislative History of the Commodity Exchange Act of 1974.%

The Commodity Futures Trading Commission Act of 1974 included new section 18,
which provides as follows;

Section 18, Research and Information Programs:

The Commuission shall establish and maintain, as past of its ongoing
operations, reserrch and information programs to (1) determine the feasibility of
frading by computer, and the expanded use of modern information systein
technology, electronie data processing, and modern communication sysiems by
commadity exchanges, boards of trade, and by the Commission itself for puposes
of improving, strengthening, facilitating, or regulating futures trading operations:
{27 assist in the development of educational and other information materials
regarding Tutures trading for dissemination and use among producess, market
users, and the general pubdic; and (3) carry out the general purposes of this Act.

Regardless of whether section 18 was a direct response to the testitnony quoted at the
start of this section, in adopting it Congress clearly intended for the CFTC to include as part of
i operations a robust research program. It is equally clear that Congress intended that the
research program include economic research. ™

A Brief History of the Office of the Chiel Economist

Section 18 of the Act mandates the production and dissemination of economic research,
and the Commission has cotnplied since its creation. The aame and organizational placement of
the Office of Chief Economist has vanied during the CFICs history, but economic rescarch
activitics have been described in nearly every Commission annual report:

¢ The Commission’s 1976 annual report included a description of the “Division of
Economics and Education,” and described research on “electronic data processing™ and
other topics, inclading topics dealing with economics.™

¢  The CFIC 1977 annual report reported that the new Office of Chief Economist “began a
research program 1o determine if futures markets really work in the national ioterest and

* Sepnse Committes on Agricudture and Forestry, Hearing on 8 2483, 8. 2578 5 2837, and HR 15473, 93" Cong.,
24 Bess., Many 21 and 22, 1974, pg. K11

P pul. L No 93463, 88 STAT. 1389 (Cior, 23, 1974),
I ot see, 416, codified at TUSC 22(a).

1 egistative history includes recagnition that “computerized tading may well he the wave of the future, but miany
guestions of both echnological and economic feasibility must be answered before it can or shauld e mplemented.”
HoReot, No. 93975, 939 Cong., 2d Sess., 52 (April 4, 1974} (guoting Mr, Caldwell, Administrator of e
Commeodisy Exchange Authority s

196 CFTC Ann Rep. pages 1G-103,


http:econornics.42
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10 develop better public understanding of how and why the markets function.”* OCE
“carries the major CFTC responsibility for analyzing and improving competitive
performance and increasing public understanding of futures market contributions to the
altocation of asic resources,” "

o The CFTC 1978 annua report stated that OCE “sponsors Jong-term research into the
functioning of futures markets to ensure that the markets are as competitive as
possible.”™ It referred to completion of “‘pm}ec%:s pertaining (o ... a longer-term
understanding of futures markeis functions,” ‘ﬁ

s From {984 through 1994, CFTC annual reports contained the recitation that OCE
“conducts economic research as part of the Commssion’s mandate under the Commaodity
Exchange ActY

& (CFTC annual reports between 2001 and 2006 stated that OCE economists presented
papers or published papers, stating: “[s}afl members write and review papers for
professional journals and particapate in a variely of industry meetings and seminars.” In
2004, CFTC’s annual report contained a detailed description of research pezf{;rm&d.‘zg

e More recent CFTC ammual reports state that *{1the Chief Economist provides econotiic
suppost and advice (o the Commission, conducts research on policy issues faciyg the
agency. and provides education and feaining for Commission staff.”>

CFTC carrently sistes on ds public website:
OCE conducts research on major policy 1ssues facing the Commission;

assesses the economic impact of regulatory chunges on the futures markets and
gther sectors of the economy: participates in the development of Commission

PG CPTC Amn. Rpt. pages 38-39, 7763

Hrd a8,

SIS CFTC Amn R 80,

“1d.

¥ Phig quete is found in CETC annual reports from 1984 through (and ncluding) 1994,

¥ 1695 CPTC Amn. Rpe. 48, Reference 1o presentnd papers by research economists is found in 2000 CFTC A,
Bpt 6%, 2002 CETC Ann Rpt 83, 2003 CFTC Ann. Rpt 67, 2004 CIFTC Ann. Rpt 63 2605 CFTC A Rpras,
2006 CFTC Ann Rpt 532

1 CFTC s 2004 Annual Report stated:

OUE staff menbers continue (0 present their research findings o mdustiy conferences and
academic annuist mestings and frequently have those findings published in refereed academic
Journals, Durting FY 3004, staff papers preseited or publizhed it this way covered topics relating
1 price diseovery, hedging and risk aversion, the theory of storage. elactronic versus opey oucsy
wading, and Factors nitecting derivatives market sucoess or failure. Papes weie acoepted for
gublication or published in academic jourtals such as The Jowrnal of Finance, The Journal of
Business, The Journid of Futwres Markets, and The Seuthern Econamicy Jonrnal,

2004 CFTC Ann, Bpt. 65,

* This quote is found in CFTC annual reports for 20002017, Y appears that only the 2007 and 2008 annnal reports
cuntain 0o reference whatseever (0 economie research conducted by OCE
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rulemakings; provides expert ecopomic support aad advice o other CFITT offices:

conducts special studhes and evaluations: and parficipates in the in-house traindng
. . ot N N A

of stafl on matters yelated to futwres, ophions, swaps, and risk mamgﬁ‘imm,”z

The CFECs 2013 Presidens s Budyet and Perfermance Plon Lsted smong OCE's Fiseal
Year 2011 acoomplishments the followmg: “Composed at least 7 workeng papers on
Commission orented (opics made available to the public with 23 pr@semﬁiimns and 3
publications.”™ We found po reference o OCE pablicabions or presentations wn CFTCs 2014
budeat dovunent.”

CFTC currently posts four GCE veseawch papers on its pzibizc website;™ the papers are
pubhished with dise nimers™ such as: “This paper reflects the opimons of 1s authors only, and
niol thase of the CFTC, the SEC, the Covamisstoners, or o¥her staffupon egthm Comnssion. All
renuuning envory and omissions, i ary, are the authors” sole responsibility™™ and “[tlhe views
er«,pfemeiiﬁ_;ﬁ this paper are those of the guthors only and do not reflect the views of the CFTC o
ite staft”

Current and forner CFTC ecmmmzsis publish papers it m a vanely of sownals, includmng
the Journal of Alternative Iny ’e‘sf'fltaﬂ?a,, * the Energy Sournal,™ and the Fournal of Futuees

* Geo bty Soreew ofte gov/ Aboub Economnc Anabesisindex it

RLFTC, 2043 Presidant’s Rudgat ond Porformance Plan, available a1
Bitodwww clte povienorsiorechudest I 50 S e sidanmbistentORID bl

Brere

of aind Porformance P, zamiigb‘ie at:
¥ £y 7 ; ol . ~

s 'B}ﬁm%{mi’zﬁz ﬁaﬁg}} mzii Rﬁi}a £ e {e;;f“i;),- Lzrfﬂ' ;n;rzfiﬁfu 4 355;1,?{@{ z?f Lne”?, J une @, 2008 'E‘En:; i}” jt wWas
. whlic

;;ii.‘c.l(b)(ﬁ),(b)(?)
(0)(6),(0)(THC)

TApETs 0f TETIE IY 1Ne LOWaRies). 1 De CILeT TWo [apers nte DUied A1 11 40 a0l IAn,

bl é{m%@amﬁe;é%mmzs?a i Zezr

s paper is o the list of

# isclamuers that are “reasonably prominent” and fat convey fhat “he views sxpeessed in the article do not
necessartly represent e views of the ageney,” ave reqgaived by regnlation at & CFR 2835.5807(h),

(0)(B),(0)(7)C)

(0)(83.(0)[N)(C) [ paper s on

the it ol papers Tor review by the Unimuties r.

& H;‘sigi@, Hranaiove, and Dverdalil, Prive Dyseansics, Frive Discovery and Laovge Futures Trader Fatz
. s paper, Aprdl 28 20081 This paper i availabie so the CFTC poblic w

Siweww gﬁxﬁ soe/flevorsdoresi Ui opasismanmed-nnuey-bader-siude pdf

T Low fa 84,

* Bahuksahin, Lee, Moser, and Robe, 72 Tevsiond Murket Denddidios, Poper Movke? dotvity, and the WIG-Bresr
Spraud, The E@mr% Koucsal, ol 34, Na & (2013Y This arbele was abo published by the Erergy Infosmation
Ageney Oee sl
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Markets. ™ The Federal Reserve Board and the i%nezggz‘} Information Agesey currently publish
papers co-authored by CFTC OCE economists.*t OFf conrse, economists in OCE are not the only
CFIC ecopomists witing and publishing papess addressing ecopamic thought as it perfaius to
fotores wading. A partial st of 103 economic research papers suthored by OCE economists,
Compuassioners, and other CFTC ainployees, 18 aftached as Appendix 3.

OUEnet

OCEnet was & stand-alone computer network created 1 2008 o assist v mter-agemcy
entlaboration 1o conduct enerpy market research using CFTC and other data ™ The Commdssion
kept the network separate for secunity pruposes; i did not want to grant individuals from other
agencies access to the entire CFIC network. OCEnet also permitted users o nun complex
prograns necessary to analyze economie data.”

With regard (o inter-agency collaboration, ofher agencies wonld wlentify the data they
wanted o review and request that it be transterred fiom the CFTC network to the stand-alone
server, A CFIC employee would load the requested data outoe an extemal hard dave and then
transfer # to OCEnet. For additional security, the server and desktops were placed in » separate
room;, keys were provided to desipted mdividaals v OCE,

Crvey time, mnfer-agency use appears to have dropped off, while wiernsl use by OCE
cconomists ncreased. As overall demand for OCFE et grew, additional equipment was provided
for its nse, What began as approximately five deskiops {and a server) grew to nearly rawenty,
The advantages of Ol Enet for ressarch purposes were many: like any server, 1t stored data so

# Anlerich. Tishe snd Harris, v do Expiring Futwres and cosh Prices Overge fv Orain Markeis? Jovmal of

Fimges Narkets Yol 3% Toone 4 f20340Y

(0)(6).(e)}7)C) l
b 6 b 7 C T DOPor T 5 Fapers ﬁ'ﬂf}’e}ﬁiy

S O U TR Iesicol Morker Conditions, Poper Markst
xée"fmf} mm’ the Wil 3; it Sp}m Movembar 2012 {a‘».miabi = af
AT, B enes marks zieTenorts preseniptons 20 2 ner Bred R TT oot

LL; T

& The rexult of this collaboration, fntwag
nodwwweBe swlanyaromny/oeh

ey Raport ou Crada (0
separ/dnoneneny

oy 008, 5 avatlable heve
o interinwenorionerudendOTOH ndf,

¥ The Feder] Beserve Board (FRE) offers shnilar research capabilities to s sonuoumists, Tts website sates:
“Eeonomists st the Federt Rewerve Hourd ronduct snnovative researeh on o broad range of topics i econamiss sud
finance. In addition o presenting their research o poditymakars, Board economists share their research af academic
conferences aud publish # in peer-reviewed jowrnals and other scholarly vutlete” The FEB econonmsia:

.. .conduet research and efher sualyei oo igheperformancs computer servers, which rus both
Lasex angd Windows operating systoms, Thews sarvers offir 3 Tl suite of svonometric and
stelzstical soffvare packages on both phatforins 1 Econennsts and technical staff regulardy review
and fmprove, 25 needed, the capavtly and spead of processory and e range of software svailahle
0 Board economists for thelr research, Several himdred datasels Covering a range of topsics fromn
nicro-tevel banking/foancial data fo aggregate macrosconoinic Hine series sialishos are available
for wse by 2copowests 1 thedr researdh,

This information is available onhue af infewry fedepbesorve sovdfocanresdataidelandy b and
Brosrwwn dedembene avvisoomedainyeseanchoupnort i

10
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that it did not need to be separately loaded onso the many deskiops: it was faster, meganing that
the manipulation and stndy of datasets could occur more guickly: and 1t contained unique
programs for the manipulation of data. Additionally, it allowed OCE to bring o cutside
eLonomists 1o do research while Hmiting access to the CFTC network,

By late 2011, the Ufice of Data and Technology had enhanced control over the network
iy order (o increase information security. A new system of individual user accounts had been
established; previously, access for all users had apparently been via a single log-in and
password.® While information security increased, physical security declined; OCEnet
compoters and server were moved from a separate, tockable room [0 a conunon aren, This
decrease in physical security occurred, apparently, because the original justification for physical
security of the server and deskiops was no longer supported; OUEnet was now belng used
primarily by CFTC economists rather than individaals from other agencies. OCEnet continued
operating in this manner uniil it was shut down in Deceinber 2012,

Procedures for Publishing and Presenting OCE Papers (Pre-Decersber 2012)

The Chief Economist approved all topics for economic research papers written by OCE
economists working as employees, confractors and consultants.™ For contractors, the economic
research issue was determined in advance and was described in the contract. For consuliants and
employees, the process of selecting a topic for economic research was not detepmined 10
advance. Rather, potential topics could be suggested by the Chief Economist, by any
Commissioner, Division Director, or sy OFTC employee, including OCE economists.
Regardiess of the souree, all sesearch topics required approval of the Chief Economist.

Prios to Decembet 2012, submission of a completed research paper to the Chief
Economist was nol strictly required; however, OCE economic research papers were subject (o &
rigorous academic review process and we believe mast if not all papers were separately {and
voluntartiy) submitted to the Chief Econonsist. If the paper included aggregated trade
mformation protected under Section 8, the Chief Economist would refer the paper to the Office
of General Counsel for further review. OGC woald assien the paper to a stall level attarney.
Most recently. the staff attorney assigned |(2)(6).(0)(7) | had more than 25 years experience at
CFTC, The OGC attorney reviewed trade dafa 1 (he eonomic research paper for conformity
with acceptod aggregation standards for other CETC ications, In case of doubt, the OGC
attorney would seek advice from an economist (0)(6),(0)7) |y ins the Division of Market
Oversight (DMO) with expertise in trade data aggregation standards for Commission
publications, and over 35 years experience at CFTC. This process of voluntary infernal review
had been 1n place sinee at least the 1990s.

* These accounts were separate from the username and passwosd aczounts o aecess the CFPC metwork genersily,
QDT and OCE retained adminisirative aceess 1o the new system.

* We are not aware of any publications by CFTC interns in OCE.

11
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(b)(6).(6)(7)(C) s paper o6 bigh frequency trading,® went through z’t;:f» mmegs pm%
fo pubhication. [t was reviewed by the Chief Economist, by the staff atforney | 6), ()7 | i

OGC, and by the reonomist in DMO|D)E).(0XT) | and was cleared for publication, Aii
concinded that the paper did not include el protected wikler Saction 8,

The Conunission’s Use of Information Protected under Section § of the Commodity
Exchange Act

Section B of the Commmodity Exchange Act reads as fbllows:

For the efficient sxecution of the provisons of thas Act, and 1 order to
provide miormaiion for the use of Congresg, the Commussion may make such
mvestigations as 1t deems necessary to ascertain the fcts regarding the operaticns
of boards of trade and other persans subject to the provisions of this Act. The
Conunission may publish from tme to time the vresults of any such investigation
and such general statistioal information gathersd therefrom as it deens of Interast
io the public: Provided, That except as otherwise specifically authonzed m this
Act, the Compussron may not publish data and imformation that would separately
disclose the business fransactions or market posthons of any person and trade
seerets oF names of customers,

Commodity Exchange Act, Seeton 8{a)} 1y 7 USCT § 12(a){(1).

In boef, the Aot grants the Commussion wide discrehon 1o mvesheate and publish the
resulis of such investigations. ¥ alen contams a prolubifion; the Commission may not “pubdish
data and information that would separately disclose the bnsiness transactions or market positions
of any person and trade secrets of names of customers.”® This restriction is a Tanited one; 2
stahgtory prolubsiion against publioation is uot as styiet a5 a statutory prolubsion agamst

. [
disclogre”

In Freeman v, Seligson,” the Federal Court of Appeals for the District of Colrabia
Caeutit addressed whether Section 8 prolubited compliance with a subpoena m » judicial

proceeding, and determined that the requested mionnabion protected under Section 8 must be
disclosed. Of course flus i mot the sitnation here; however, thy cowrt’s discussion of the history

¥ A onitable %mm:l(b)(s)j(b)(?)(cj |
B CRA, Bection 300713 T USC see. 12480010

® by ve Englond, 375 FA3 1168, 1180 (€ A D0, 3004) Dacoprizing existing precedent that “geners] stattory hags
o pubdication Jo uot bay Hindted disclocure In jodicial proceedings” aud recamsiziss the difference batween
statmtovy profubitions spamst poabioation, which are less stret, and statisiory probibubions catepovieally barring
dizchuas),

® Erpsmon v, Seligron, 408 F 24 1328 (CADC, 1968)
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and meaning of Section 8 is informative. The court stated that “the langnage used and the
statatory setting plainly reflect Congressional concers with widespeead disseminatioa of
wformation not otherwise available to the public.”” The court stated that “[tihe bas o
peblication is linked 1o, and should be read against the backdrop of, the Recretary’s duties under
the Act to furnish information and data about futures trading and commaodifies to the cangerned
puhlic at large.”"’

The Freeman court went on to stafe that the legislative history of Section 8 “does
establish as a matter of fair tuplication that the prohibition was not intended to embrace the
separate and Limited kind of disclosute that arises in judicial proceedings.” = While the court in
Freemar did not address the use of Section 8 data within the Agency, we believe that an equally
“fair implication” to that drawn by the court in Freemarn i3 that the prohibition to publish “was
notintended to embrace the separate and Hmited kind of disclosure”™ that arises when individuals
employed by CFTC and physically present av the CFTC are granted access to information
protected under Section & in the course of their work Tor the Commission. In fact. we would not
expect & cowt (o interpret Section 8 to prohibit the Commission from sharing data protected
under Section § from any person as determined by the Commission necessary to carry out the
Comeission’s mission under the Commodity Exchange Act, so Jong as the disclosure is not
public. We note that the Cominission’s regulations and Privacy Act notices indicate that a N
narsber of non-public disclosures of information protected wnder Section 8§ may be permissible. H

We also note that no penalty is provided for violations of Section 8; however, the theft of
confidentiad government information, including business information, may be a criminal offense

. L . g1 o4y 4
i cerain crcumstances under 18 US.C. 641,

Ageremation and Secron 8

Section 8 prohibits the Commission from “publish|ing] data and information that would
separately disclose the business transactions or market positions of any person and trade secrots
or names of customers,”” but it does not prohibit publication of aggregated and anonymized
trace data. The Commission recognizes this distinction when it publishes aggregated and

" Id, 5t 1349, Indeed, more recent cases have stated similarly that, in adopting the prohibition agaiust publication in
Section 8, “Congress was concerned with “widespread dissensnation of information not othervise availuble to the
public’ .7 B ose Englond, supra, 373 F34 at 1180 (guoring Freeman v, Seligson, suprg, 405 F.24 11 1349),

.
2R

protected wnder Section &, may be found at 78 Fed. Reg. 3974 (Feb. 2,201 0

chitpfww elic paviverifemunypublic/@lriederslresister/documenis/filel 201 1215330 oD

RS v DI Gitio, $38 F.2d 972 (2 Clr, 19T6), cers danivd sk nonr, Lupe v, U.S., 429 U8, L1038 (1977), The First
Amendiment ramifications of aftemptisg to penalize under 18 U.8.C. 641 disclosures of conlidential government
mformation ave been noted in case law, See, US, v Truong Dink Hung, 629 ¥ 2d 908, 925and 2,17 87 Cir,
1980% U8 v Vincenzi, 1988118, Dast. LEXIS 1Hae #0752,

 Ser . 2.
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anonymized trade data in its Bank Participation (BPR) and Commitments of Traders Reports
(COTR). The Commussion hias stated:

For the purposes of protecting the confidentiality of participants’ business
fransactions or marke! positions as required under Section 8{a)( 1) of the CEA. the
Comrmssion has historically created guidelines for vanous market mformation
reports (.., Bank Participation Reports ("BPRs™} and Commitments of Traders
{"COT”) repoits) that prevent market participants and the public from reverse-
engineering ageresate data to determine the participants that sabraitted the data.™

In other words, the Comumission rontinely publishes business transactions and market positions —
but it aggregates and anonymizes that daia to prevent anyone from discovering the identity of the
firgns in the agpreguied dataset.

Specifically, the BPRs “aggregate large-trader positions of banks participating in vartous
financial and son-financial commodity futures,. .. {and] includes data for every market where
v ; . w il " I
five or more banks hold reportable positions,””" The Commission goes on to state:

For purposes of protecting the confidentiality of participants’ market positions (a5
required under § 8(a) of the Commodity Exchange Act), when the number of
banks 1 ¢ither category {U.S. Banks or Non-ULS. Bunks) is less than four, the
nuraber of banks in each of the two categorres is omitted and only the total
namber of banks is shown for that marker.”

CFTC also publishes its Commitment of Traders Reports { COTR)?Q in a manner that, in
it optnlon, does not result in disclosures that viclate Section 8. The Comuission descsibes the
COTR as "a weekly breakdown of each Tuesday’s open interest for markels in which 20 or more

aders hold positions equal to or above the reporting levels established by the CFTC.”* The
following desceription is availsble on the CFTC website:

Reporis are available in both a shost and Jong format. The short report
shows open interest separately by reportable and nonreportable positions, For
reportable positions, additionzl data 1s provided for commercial and non-
commercial holdings, spreading, changes from {he previous report, percents of
open interest by category, and numbers of traders,

S Ped, Reg, 76139 (Dec. 7, 2030) (available at
hpdweww olie rovid awResulationFederal Re m st rMremnee AR plae F30 ] (1. 00047

7 CFTC, Bank Participation Repovr Explanatory Notes, avaiiable ag
hupdrwww ofic sovMarketRenon/Bank PuntichnationBeporsExulanaoreMotes/index him.

1.
e Commission’s COTR dates back to 1924,
S OFTC. About the COT Reports, availuble m

i fwww chie soviMarkeiRepon/Commitme aisof Traders/ AbountheCOTEepurni/oo!. about.
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The long report, in addition to the information in the short report, also
groups the data by crop year, whete appropriate, and shows the concentration of
postions held by the largest four and eight fraders. The Supplemental report 15
published for Futures-and-Options-Combined in selected agricnitural marksts
and, 11 additon to showing all the information in the short format, shows
positions of Index Traders.

On November 20, 2013, the Compaission announced a new weekly swaps report that is
modeled on the COTR. s an announcement the Commisston stated: “To prevent the disclosure
of individual market participants” positions and proprietary tading sttategies, the CFTC Weekly
Swaps Report is prepared using » series of statistionl screens, hel.gz%rag to ensure that the values
presented do not inadvertently reveal confidential information.”™

While aggregation of information protected under Section 8 has been standardized for
purposes of various CEFTC market publications, no aggregation standards have been set for
research papers by OCE economists, Our interviews indicated that any review of OCE resesrch
papers for possible impermissible disclosures of information protected under Section 8 can be
complex, requiring an examination of context to determine whether aggregated trade data 10 an
econormic research peper may be reverse engineered - by reference to publicly available data or
otherwise — 10 permit the reader to ascertain the identity of the frader.

Findings

The Decision to Suspend Economic Rescarch Risks Violating Section 18 of the Commadity
Exchange Act

In December of 2012, the OGC, in consultation with the Office of the Chairman,
“directed the Chief Economist to ensure that all OCE employees, conspltants, and contractors
cease sharing, publishing, distributing, or otherwise iaking available any papers or other
products geperated with Commission data to any non-Commission individuals or partiﬁ:sﬁ"ﬁ In
addition, CFTC terminated access to agency systems and databases, including OCEner, 1o all
OCE personnel other than CFTC full-time employees within OCE® The OCE research program
as it existed prior to December 2012 remaing halted over a year Iater, OCEnet has not been
revitalized (or replaced with comparable research capabilities), and the Age;}cgf has not approved
most of the cconomic research papers it decided to review in December 2012.%

1

® See Appendix 2.
S,

- . J— . X . . .
Hesearch by OCE cconomists to support other ongoing Agency work continues.
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We realize that section 18 does not specitically require the Commission to conduct
economic rescarch through the pubbeation and presentation of juried economic research)
however, i has been the practice at CFTC for over 35 years, Historically, the CFTC bas stated
that the Office of Chief Economist performs a Commission manclate thmwh the publication of
independent economic rescarch, a statement with which we strongly agree.™ To jeopardize the
sponscrship of juned economic research s to limit knowledge imparted to Congress, (o the
public, and 1 the Commission itself on economic issues impacting trillions of doliars — such as
high frequency trading.

We believe the OCE shutdown potentially violated Section 18 of the Conunodity
Exchange Act. The duration of the shutdown increases this potential,

DGC Management Conflated Improper Administrative On-boarding Paperwork with
Tmproper Access to and Improper Use of Information Protected under Section §

As previously stated, OGC management concluded that someone with incomplete
paperwork is not properly on board, and that someone not properly on board may not access
CFTC data protected under Section 8. OGC further concluded that someone whe was not
properly on board may not publish or present econoniic research papers produced during a penod
of improper decursentation because the employee was never properly authorized to view
information protected under Section 8. When we specifically requested precedent for this
mterpretation, we were told this interpretation derives solely from the language of Section ¥,
Multiple witnesses told us their understanding was that on-boarding Liogummtatmn was relevant
to the consideration whether an OCE economist could view intormation protected under section
%, and conduct, present, and publish research based on such access. We reviewed multiple
spreadsheets prepared by QED showing the on-boarding status of each OCE economist, which
indicates (o us that the policy was at the least being considered, if not implemented. However,
the Chief Operating Officer maintained that this interpretation was never adopted by the
Conumission as an official policy,

Instances of administrative ervors feading to on-boarding failure included examples such
as the falure o re zm' 10 the National Finance Ceunter (NFC) information regarding usipaid
consuhtants.”” Fol (0)ELOITHE) it appears that two of three required signatures were in
place on his SES2™TMCTHUMEOnrUNTT Reonomist™s signature), but the thind individual tasked
with signing it -~ the OHR employee - only partiadly signed her signature. It also appears that the
SF32 was mostly but not folly completed.  In the personnel records we reviewed, we also noted 2

i .

¥ See .47 and accompairying text,

NP s the federa] entity that processes CFTCH s payrofl, Fven though onpidd consultants o mot paid, their
afermation 15 apprrently suppesed (0 be sent oa to NFC auyway,

 Office of Personniel Management (OPM) Standard Form (851 52, Reguest for Personnel Action. Availsble here:
munwwwopmoeovibomsind! B2 adfl
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mber of unsignad SFS2e and 8F50: ® For one OCE contractor, OFED staff determined that the
contract was not sigred by the condractor, o

Anether instanes of administrative irregudarity mvelved the OCE economist [(0)(6),

SE? | Former Chief Feononsist .?*amm Moser reguested network access for this economt on

‘fﬁﬁ'ﬁh‘ , 2010, bt his contract with CEIC executed natid[(D)(6).(0)(7)

Conterporaneous reeords relating 1o[(0)(6),(0)(N)|on-boarding (AT Iwrvort mess indicated that
w confiact was signed; however, the delay appears fo bave

network access was pot ganted unhl
been due to fechuical ifficulhes, and not due fo the fact that the economist, though appoiated by
the Chief Feoncudat, was not vet under contract.In fact, we Tound no indication of an awareness
that the subamission for nefwork access predated|(0)(6).(0)(7) bontract date, and no indication that
it was brought to the atienbion of management af the fume.

There was also ag econonist, EE)\(ES)’(D)(?) | * for whe if initially appeared CFTC had
10 records at all: vel be had already published a paper az a CFTC etaplovee. Biafl in GED
eventually located (P)B), (D7) k security clearance, buxt they were never able 1o locate an $F$2
showmng his appou paul consnltant.

We interviewad Agenoy emplovess in the Oifice of Human Resources (responsible for
adnumstiative ow-bonrding for copsultants and employees), the Procurement Office {responsible
for adimimstrative on-boarding for contractors), and the Seoumty Office {responsible for secunty
clesrances for all emplovees, consubtants, contractors and others). We were told that OCF
economisis were processed the same as other emplovees, conenlinnis, and contractoss gt CFTC.
We did Jearnt that, secasionally, OHR or Procurement would find that an OUE economust
sefected by the Chief Econonust and submitted as » consultant or as a confractor had already
broen processed of was already being processed by the other Oifics — that s, the Chuef Economist
would subm the same mdividoal 80 be bred as both confractor and copsuliand vt the same fine,
apparently infend on getting the persor anhoarded as quickly as possible.

These parallel on-boarding processes were not characterized by OHR or Procurement
employees as a fatal flaw fo the individual’s ability fo cotae on board as a CFTC employes,
consuliagt, or comtractor, But they were definitely an amovance. After discovery of a dual
process, i appears that the OUE econonust sinply would remain in the statis processedd funthest

P OpM R 36, Motfieations of Personmel Action, Avadable herg ity wwny srs aovfomidindTyeane /6180 odf

# We offer no opinion on the fepal effect of this missing signarmre a8 it pertains to the contsactual relattonship
betwean the sontrarney and CFTO.

AO)B).0)  [is 2 graguad (D)6), (B 7)(C) |

(03B BTG e e (016, (0)(7)(C) [Fe comvemily works w o) (0)(0),
(L)B).BINC) |

AV BL IR Lis & sradaate of (0)(6),(D)(THEC)
(8. (D) THCDIE), (D) happmerer -
ey (0)(6),(0)(7)(C)
(b){&).(h

e

17


http:SF50s.s9

U5, Commadity Futures Trading Commission REDACTED

Office of the Inspector General by CFTC
to completion at the time of discovery. We were also told that the Chief Ecanomist had been

very aggressive trying to onboard economsts, with the carly submission of]
network access prior (o official on-boarding appearing to be the most serious example,

Because there was no indication of fraud or bad faith by the economists, or evidence that
the appoinhments by the Chief Economist were unauthorized, the natare of the administrative
errors appeared (0 4S 10 be non-substantive, and capable of being fixed. Other than the
submission of individusls to be consultants and contactoss at the same me, there appeared no
explanation for the administrative errors that would indicate OCE employees were treated
differently than other agency emplovees as it pertains 1 administrative onboording, We did not
mvestigate if similar deficiencies in the adpunisirative on-boarding paperwork have been found
for employees, consultants, and contractors in other CFTC Divisions.

We did ask if deficiencies in security clearances for other CETC employees have been
encountered, which in our view would be a more serious matter. We learned that dunag a tairdy
recent pesiod in which CFTC implemented new security badges, CFTC employees ageney-wide
were found with lapsed secunty clearances. For some long-term employees, CFTC hagd no
security clearance on file at all for the duration of the employee’s carcer at CFTC, Employees
with lapsed or absent security clearances included employees with access to information
protected under Section 8 and other sensitive information.

The process for dealing with the discovery of inadequate security clearances, we were
told, was fo feave the employee in place and to process the security clearance, Only if the
security clearance could not be completed due to problems with the employee’s background
would action be taken to remove the employes. Moreover, even if the employee could not be
retained, prior work completed by the employee would remain valid unless there was extrinsic
evidence that the work was nol sdequately performed. This approach finds support in the law,

Comptroller General opinions could not be more clear that “{ajn officer “de facte’ is one
who performs the dades of an office with gpparent right and ander color of an appointinent and
claim of title to such office. That is, where there 15 an office to be filled. and one acting under
color of authority fills said office and discharges its duties, his actions are those of an officer “de
Facto”™" This rule is not ironclad, but the two exceptions to this mile are not present here;

{1 The appointment was made in violation of an abselute statutory prohbition, or

{23 The employee was guilty of fraud in regard to the appointment or deliberately
. " . %)
mistepresented or falsified a material marter.”*

* Assistant Comprrofler General Yates o the Secretary of the Treasry, B-9%6$3, 30 Comp Gen, 228, 1950 U8,
Comp, Gen, LEXIS 03 %3 (Ieg, 3, 1930 {cired In, b e Muier of Compensation for Services Rendered Parading
Appomtment, B-151234, 55 Cosap. Gea, 109, 1978 UL, Comp, Gen, LEXIS {85 %6 (July 23, 1975,

® Matter of Sidney P. Arett and Mary Anet Bavron — Evvoneis Appoinments - De Facto Employment,
BOZ2020, BOZ207SL, 1986 Comp. Gen, LEXIS 376 (Sept. 8, T9RE) (examples of statutory bars would include mmis
nepotism statutes, e ).

1%
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The Comptroller General recognizes as a general rule - regardless of whether a de facto
ernployee may be paid for his or her efforts o may eontinue in his position™ — that “acts
performed while a person s serving m a de facto status are as vadid and effectual insofar us they
concern the public and the rights of third persons as though he were an officer de jure.”™® It is
also clearly the law that the government has every awthority to ratify the acts of agents acting
with apparent anthority: “a sovereign may waive its right to be bound only by actually
authorized acts.”™ I fact, in the Comptrotler General opinions we reviewed, we encouniered no
cases where a de focfo emplovee’s work was mvalidated due to administrative error i hiring
documentation.

E shott, it appears that there s 1o basis to eguate improper on-boarding paperwork with
improper access to CFTC confidential data in a situation {such as this) where a heightened
security clearance is not required.”™ Similarly, there appears 1o be no basis to invalidate or
indefinitely delay work product by OCE economists who suffer administrative irregulonties in
their on-boarding paperwork.

We note with approval that it appears the OGC's proposed policy has not been officially
adopted by the Chairmoan or the Commission. Nevertheless, we would be remiss if we did not
note the potential unfairness inherent in the proposed policy. It appears that no one in OCE or

EE ey ., 4 i Lo : I . L 3 e 4
“ I Complrolier General opinions addressing administeative errors affecting fedorn] emplovee status, the sltimate

issue is always whether the eropfovee may be paid, which is not what we are fooking at today, We gite these
apbdons Fop thedr staternsnis o0 e subseguent freatment of employes work when the employes 15 not property
Brought an bosrd.

% Matter of the Acting Federal Inswrance Adwinistrator's Status and Authority, B-183012, 56 Comp, Gen, 761,
17T LS, Comp. Gen, LEXES 100 Quoe 29, 1977 Sce also, Matter of Earle W, Conk - Compensation for Services
Prioy i Appoiatment, B-198575, 1981 ULS, Comp, Gen, LEXIS 83 (Aag. 1L 19810 (When an Acting Insusance
Administrator appointed by the director of the Pepartient of Housing and Urban Development lacked suthonty &
seeve for o peviod of ahout mineteen days, durlng which time be stened decision fetters, wsued regntations, and
testified before Congress In his unauthorized officlal capacity. the Comptioller General stated: "W le cunaot
consider [the Acting Administrator] a usorper, develd of any color of authority, At all times relevant be perforpmed
the duties of the office of Insurance Administrator with the knowledge and apparent acquiescence of the Secretary
and the Presidest. In owr view, he meets the definiton of a de facto officer or employee.. 73

* Restatement (Thisd) Of A gency § 2073, comarent g 2006, Ratifiestion, of course, does not apply solkely 1o
contract actions. “Any aot which, i done under proper authority, would be Jnwlully charged to 2 privapal may he
ratttied when done withiou! authority by an agent or subagent.” 2A CIS Agency § 55 QU3 In Matier of the
Acetng Federal Insurance Administrator’s Statuy apd Anthority, B-183012, 56 Comp. Gen. 761; 1977 LS, Comp,
Gen. LEXIS 100 Cune 29, 1977)., the Comptroller General suggested that a snoccessor constder ratification of those
actions by 4 de foors Acting Insurance Administrator - which included decision letters, new reguladions, and
Cimgressiongl festimony - with which she agreed, to uvoid any confusion as to their binding offect

“ Cortainty the lack of a seenrity elearanee is relevant fo these considerations. In fn the maitev of Compeasation for
SYervices Readeved Fending Appoiniment, 535 Comp. Gen, 109, B-181934 {July 23, 1973}, a retired Army officer
assigred ae Exeouiive Assidanl fo an Ambassador-at-Large served in that position for seven monihs before the
Department of Stute determined he conld vot be appointed due 1o his fatlure to pass a required security clearance |
Despite the failare of appointment, this individozl served in good faith, performed serviees oadey color of autheriy,
and with no indication of fraud, and with the Comptrolier General noting that the employes did not handle classiliod
material and that “the lack of security clesrance apparently had lirtle impact on his job performance”” In this
circamstance, the Comptrolor Geuneral determined thin this badividos! was a de facre employee during the period of
BRTVHIE.
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OGC was aware of the administrative errors in OCE economists” on-boarding paperwork until
December 2012, Morcover, 1t appears that, at feast unist December 2012, isegulatitios 1 on-
boarding processes and paperwork were shimply addressed by fixing the uregubanty at staff level,
Far instance. the discovery of dual hiring processes for new QCE econoimists were not
documented or brought to the attention of management that we can see. Similarly it appeats that,
at the time, nobody docwnented or brought to the attention of management the fact that|(0)
(b) [« initial request for network access was made by the Chief Economist and in process with
D1 for more than two weeks before his contract was signed.

Given the mpostance OGC now gives 1o on-boarding paperwork — at least for some QCE
staff” — we are at a loss to undersiand why accuracy was never emphasized before December
2012, Further, we do not understand why this policy, if necessary at present, is not being
implementad Agency-wide.

In any event, we simply fal to see any connection whaisoever between a public
employee’s on-bearding paperwork and that same employee’s right to publish on matters of
public concern as a private citizen, even it the public employee’s efforts are sponsored by the
goverament,

The Decision to Prohibit Publication of Completed Research and Institate Mandatory
Prior Review Raises First Amendment Issues

As previonsly discussed, without regard 1o the content of research papers prepared by
OCE economists, the Deputy Geaeral Comnsel for|(D)(6),(P)(7) |determined that any employee,
cotsultant, of contractor with administrative onbod T T CIes may tot view information
protected ander section 8, and to apply the prohibition retroactively. As previously stated, we
have found no legal support for this course of action.

Separately, CFTC management determined o form o committee which is reviewing the
content of all papers written by QCE economists {regardless of on-boarding documentation and
regardless of whether the author included or had access to information protected under Section 8)
andd which will permit publication oaly of research papers approved by the committee and by the
Office of General Counsel. We believe this course of action may potentially violate the law,

The First Amendment and Federal Emplovee Publications

Federal employvees clearly do not enjoy the same First Amendment™ ri ghts as private
citizens. The Supreme Court has recognized thut “even many of the most fundamental maxims
of our First Amendment jurisprodence cannot reasonably be apphied (o speech by govermment

 Indeed, it appears that OCE onboarding errors were not all treated the same even wfter December 2012, Earlier
this vear, one of the OUE contractors was simply transfened to the Office of Data Technology even thoogl Ageocy
staff recognized that his contract previously had been Iplemented while lacking the contracter’s signatiie,

Y o
* See fud7.



U5, Commadity Futures Trading Commission REDACTED
Office of the Inspector General by CFTC

employees,” "™ and that the federal government has “far broader powers™ fo regulate the speech
of federal employees than it has to regulate the speech of the public at large.'™ But that does not
raean that federal emplovees lose all First Amendment protections merely by virtue of their
status as eroplovees,

In arder to be protected by the First Amendiment, speech by a public employee must
speak on a matier of public concern, and the employee’s interest in expressing himself, as a
private citizen, 1 corminenting upon matters of public concern must outweigh the interest of the
State, as an x, npioyu 1 promoting the efficiency of the public service it performs through s
ampiuym It 15 clear that the First Amendment does not shield from diseipline the
expiressions public employees make pursuant to thelr professional duties; however, the Supreme
Court has specifically declined to determine whether the fact of public employment similarly
alters the First Amendment rights of public employees engaged in speech related 1o scholarship
or teaching,'™ Context is key in determining whether an individual who works for the
government is speaking as a private citizen or as a public employee performing official duties.

We believe the employment situation for OCE economists is clear-cat in this regard: in
addition to their assigned tasks relating to ongoing Agency operations, OCE economists are hired
by CFTC to perform independent academic research. The position description for a level CT-12
research economist states that, in addition to supporting the Commission in its work:

{Tihe incumbent also participates in the planning and execution of special
prajects, primarily long-term studies with little precedent. The incumbent is
expected 1o be propared to present and review papers at professional meetings and
conferences and to contribuie to the lierature in the field and identify the e’{fects
associated with implementing proposed standards. regulations, and policies,™

Similarly, the position description for a level (FT-15 supervisory economist states that, in
addition to supporting the Commission in its work:

As a recognized expert in the econotmic and statistical analysis of futures and
swaps markets, the mcumbent is expected to be sought out to serve on panels and

" Warers v, Churchiil, 311 1.8, 661, 671672 (1994),
" H,
Y pickering v, Board of Educarion. 391 1.8, 363, 568 (1968).

¥ n Garcend v, Cebatlos, 547 U.8. 410, 426 (2006), the Supreme Court rejected “the notien that the Pt
Amendment shields from discipiine the expressions employees make pursuant o their professional duties,” but
specifivally declined 10 address the application of Firgt Amendment tights 1o speech by public emplovees related 1o
scademic scholarship, fd ot 425 (“Fhere is some aroument thet expression relfated to academic scholarship or
classroom msnuctos naplicatss additiona) constitutional interests thal are not fuly accounted for by s Cows
vastormary employes-speech rspridence, We need not, and for that peason do nol, decide whether the analysis we
coixiuct today would apply in the swme mannsr 1o a cas¢ involving speech related o scholarship or teaching.™)

9% Pusition de scription for (9)(6),(b)
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t0 present and review papers at professional meetings and conferences, to
T . . .y 13 :
contribute to the literature in the field. "™

The position descriptions in our view indicate that QCE economists are required to create
and pubhish economic research not merely 1o the extent that such research supports the
Commission in 1ts work, They are required to create economic articles that comport with
academic standards and expand knowledge in the feld; and we beligve the requirements of
academ{.ﬁi integngy would require such research fo be developed independently of Comnission
poliey. ™

Independence from Commussion policy s adso evidenced by the fact that the Commission
requires OCE economisis to publish their research papers and presentations with a disclaimer
that their views do not represent those of the Chairman, the Commission or its employees, '™
Even if the Comvmission has hired an employee, consultant, or contractor for the purpose of
requiring research on a specific economic topic selected by the Chief Economist, the disclaimer
is required when the research is complete and ready for publication. Assurance of acadenmic
integrity would require no less, in our view. '™

Of course, the Cormpuasion may publish economic reseurch through Comntission-
approved publications prepared by staff economists, and has done so in the past.”” The fact that
the Comrmssion bas published OCE staff economic research in the past, as an oficisl CFTC
report and without any disclaimer. indicates to us that the Commission is fully aware — as it has
performed this function since 1976 - that econonsic research papers published under a disclaimer
are done so because the author is publishing not as a Commission employee voicing official
CFTC policy or opinion, but as a private citizen. Hi

Constderation of CFIC OCE economist position descriptions, CFYC™ required
disclaimers for OCE economist research papers, the fact that the papers undergo a juried review,
and the contrasting staff economic research reports published without disclaimer. {ead to the

' position desicription for (b)(ﬁ)(b)

¥ Some contract employees in OCE are hired solely o perform independent rescarch on topics approved by the
Chief Economist. Others are hired to perform other sprvices, such ag 1T serviees.

T Daselasmers that are “reasonably prominent” and that convey that “the views oxpressed m the article do not
gecessarly tepresent the views o e agenay,” ari requirad by regotacon ab 8 UFR 26335.807(b).

¥ We would contrast discluimens used in shuations where staff is speaking at the direetion of or with the approval
of Commissdon misnagenent o pant of their official duties in siivations that do not involve scholueship, such as:
statf no-action letters, Comnussion-sponsored or Commission-attended meetings and conferences, ang Agency web-
site postings. I such siwations the Commissdon representative does not speak as a private citizen, but the
diselgimer makies clear that the representative’s statements may nof neeessardy epresent the Commission’s views,

M Bor instance, n 2008 the Office of Chief Beonoraist published I cooperation with representatives of ofher
regulators o paper titted, “lnterim Report on Crade O1L” which was not published with a disclaier. Availgble here:
gt ofic govisomdoroupyipublid/ @ nowsroomddocuments/ fle/itfnerimreporionerudeci 0708 pdf

" A date as 2012, OGC staff attorneys applied the CFTC regulatives peraining to writing complered in an
employee’s parsonal capacity w OCE eeononse research papers, at least on oceasion. See Appendix 6, puge 41
190, This practice hus stopped.
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conchusion that CFTC know> and acknowledges that OCE economists publish their schelarly
rescarch as private citizens.' ™ The fact of their etployment, pay (for some economists),
required topic approval, and aceess to confidental information, all authorized by the
Commission. in ow view should not change this conclusion,

Priow Restraingg sad the First Amendment

Intreduction

A prior restraint has been described as any governmental order “that prohibit]s] the
publication or broadcast of particular information or comimentary — orders that impose a
‘orevious’ or ‘prior’ restraint on speech.”’” The repugnance of prior restraints has been
recognized from the earliest expressions of the Anglo-American legal tradition. Blackstone
Wrofe:

Every freeman has an undoubted right 1o lay what sentiments he pleases before
the pu’{)l%(“ to forbid this, is to destroy the freedom of the press; but if be publishes
what is mlpmpu‘ mischievous or ilegal, he niust take the consequence of his own
teroerity.’

The Supreme Court has recognized that prior restraints are abhorrent:

[PInor restraings on speech and publication are the most serious and the
least tolerablc infringement on First Amendment rights. A criminal penalty ora
fudgment i a defamation case is subject to the whole panoply of protections
afforded by deferring the irmpact of the jdgment until all avenues of appellate
review have been exhausted. Unly atter jadgment has become final, correct or
otherwise, does the law’s sanction become fully operative.

A prior restraint, by contrast and by definition, has an immediate and
irreversible sanction. If it can be said that a threat of criminal or givil sanctions
after publication ‘chills’ speech, prior restraing “freezes’ it at least for the time.!"”

The Supreme Court has cautioned that the government’s required prior review of
protected speech, even when permissible, must afford affected citizens due process prior

£ . — . N . o Ly

2 The fact that OTE ceonomic research papers often concern the ardiculation of new or controversial ideas, and
could reasonably be described as an exercise of so-called “academic Freedom™ also weighs in favor of wenting GCE
economic research papers as pervate speech, See Weihug Hiwang v T2 Ve, 896 F Supp.2d 524, 343 n 12,

5 Nehraska Press Ass™n v, Stuarr, 427 U5, 339, 356 (1976).
B4 4 BLL Com. 181, 152 (quoted in Near v, Minnesota, 183 U8, 697, 714 (1930),

Y Nebraskn Press Ass'n v, Stuart, supra, 427 1.8, at 539,
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to any final restraing, and must assure a prompt final judicial decision.”® The Supreme
Court has cautioned that any govertument system of prior restraint must take place
“within a specitied brief period,” and has erticized @ prioy review and yudicial appeal
process runming (o 10 months.!” The Supreme Court has stated rhat “any systesa of prior
restraints of expression comes 1o this Court bearing a hesvy presumption against its
constitational validity.™'"®

Privr Restraints and Mondutory Prior Review of Public Emplavee Publications

The government clearly may requite prior submission of a public employee’s speech as a
private citizen if the governanent can demonstrate sufficient interest in staving informed of public
emplovees” public statements about matters of concern to the workplace.”” We helieve the
Cominission has a clear interest 1o being apprised of OCE economic scholarship before it 15
presenied or published. However, we have found no precedent to sapport the length of time
curreny involved with the Agency’s review process.

In order (o impose a prior restraint on speech by a public employee, speaking or
publishing as a private Citizes, the government must demonstrate that

...the interests of both potential audiences and a vast group of present and fature
employees in a broad range of present and future expression are outweighed by
that expression’s ‘necessary inapact on the actual operation” of the

Government, '

In addition, the standards used to evaluate employee sg@e{:h “ust possess ‘narrow, obiective,
and definite standards” to guide the decision-maker.” ™
Fven when @ prior testraint 1s warranted, the Government may be limited in the action it
X . . . . - - TT g N - .
may take, Internally, to prevent violative speech from peblication, " Fvena permissible prior

U Ereodiman v. Md., 380 UK. 51, 55-59 (1064),

rd See also, DG va of Nashville, Ine., et al. v. Nashville, et al, 2006 LS App. LEXLS {6323, *13 and n 4
2006 FED App, 3235 (6% Ciy, 2006} (recognizing the “stringent standand” set out in Freedmas for prompl judicial
review for government-imposed prior restraints on First Amendment activities).

Y8 Bantam Books, Tne. v, Sullivan, 372 US 5870 (1963). See alse. Shelon Police Uninn, Ine. v, Vaceols, 125 1.
Supp. 24 604, G23 (D Cann, 2008 (“The government’s busden of denvnatrating that fie wterests ontweigh the
interests of the speakers i greater By cases Tovelving & prtor restraing as opposed 1o cases involving iolated
disciplingry action ™}

B ating Officers Assoctation, etal v, Safir, e ol VTOF.3A 167, 172 (1999, Wegver v, Unitted Staiey Informeation
Agency (Weavery, 87 F.3d 1420, 1442 (DO Cur 1996), cort. dended, 1997 1S LEXIS 34405 (19971,

VO 12 % v Netonad Freasurs Bmpleyees Union (NTEU), $13 U.S. 454, 468 (19953 {ciitng Pickering, 31 U8, at
571y

Y Harman v, ity of New York (Hennan), 140 F3d 111 120 (¢ Cir, 1998) {guating Shutdesworth v, City of
Birprnghmn, 394 UR. 147, 151, 89 3. CL 935, 938, 22 L. Bd. 2¢ 16Z {1969,
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review process could be invalidated if it involves lengthy delavs because, “[1}f the prior review
were extensive, of course, i mwht dul&y constituiionally pmtw&é speech to o time when s
only relevance was to historians.™ '™ In addition, the g L{wcmﬁ}mi 5 determmation to suppress
speech must afford the affected party prompt judicial review, ™!

In contrast, the Supreme Court has recognized that the Central Intelligence Agency may
enforoe agmnst its employees reasonabie pubilcauon restrictions over classified information, ™
This authority stems from the “"compelling interest”™ that the govermmment has “in protecting both
the secrecy of intormation important 1o our pational secarity and the appearance of
confidentiality 5o essential to the effective operation of our foreign intelligence service.” ™ Tt
mcludes the duihm{y fo bar publication by cwrrent and former CIA employees without prior
authorization., Nothing in the Commodity Exchange Act indicates that information protected
under Section 8 may receive the same protections as olassified information, and it appears very
clear that similar restricions do not apply to non-¢lassified information genevally.

The Office of Government Ethics has recopnized that required prior veview amd
approval of federal employee publications nsks violating the First Amendinent. In 199],
the Offiee of Government Ethics proposed the followiag regulation of tederal employee
publications (proposed § 2633.807(¢) )

Approvel nf content. An employee shall comply with any requirement lor advance
agency review, clearance, or approval of the content of any speech. book, article

or similar produce,*

This proposed regulation did sot survive the rulemaking process. OGE explained:

10 Weaver, the Court sugpested that “[aln apency confronted with a recalcitrant employee who refused to
eliminate classilied informetion roight wish 1 seek an injunction against publication of the offending seection of the
craplovees raaterial.” Weaver, supra, 87 F.30 at 1442 0.5,

U Weaver. supra, 87 F.3d at 1441 {the quoted language is dicra, the count noted that “Weaver has not alleged thit
the review under § 6282 is leaghy™ ) Hamaoa, supra, 14034 5 120 €By detaving the review process, the
crmplover has the power to destroy the iminediacy of the comment om apency affairg, and thus. in many cases, its
newsworthiness, br such cases, “disseranaton delaved may prove tantarnount o dissenunation dended.”” {Cltations
omitied iy Freedman, supra, 380 LS, it 539 {refing the detervent effect of delay in a review process ranming to [0
muonthe) We note the Agency bas delayed pablication of economie rescaseh pagers for 14 months and counting.
Y Ergedmon v. Marviand. supra, 380 U8, 5t 55, und 5860,

Y% Snepp v. Unired States, 444 U8, 507, 310 (1930 (“[Elven in the absence of an express agrecment ~ the C14
could have acted fo protect substantial governinent interests by imposing reasonable restrictions on employee
activities that in other contexts might be protecied by the Firef Amemndment™),

13 f.( ¥

M ar A1 n% CThe Court noted that the employment confract 8t issue “Tequires no more than a clearance
procedure subject o judicial review™),

" 56 Fed. Rea, 35778 (July 25, 1991),
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In response to comments made by four agencies and one organization, OGE has
deleted proposed §2635.807(¢) which stated that employees must comply with
agency requirements for advance approval of the content of any speech, writig or
simifar produect. Hach of the commenters argned that the provision is overbroad
and would violate the First Amendiment. Coasistent with our original 1ntent, the
final rule simply notes that some agencies may have policies requiring advance
approval, review, or clearance of certain speeches or writings to determing
whether they contain an appropriate disclaimer, disclose sonpublic information or
otherwise comply with this part.’®

The OGE’s final rule today contains this noutral statement:

Note: Some agencies may have policies reqairing advance agency review,
clearance, or approval of certain speeches, books, articles or similar products o
determine whether the product contains an appropriate disclaimer, discloses
nonpublic information, or otherwise complies with this section, ™

More recently, in 2008 the OGE issued advisory material on federal employee
book publications and took a similarly neutral approach on required prior approval,
merely stating:

Many agencies have supplemental regulations that require employees to obtain
prior approval to engage in certain outside acrivities, including writing. Some of
these agencies’ supplemental regolations may contain other provisions relsted to
writing. :

CFTC s supplemental! standards of ethical conduct slate that “Commission
members and other employees are encouraged fo engage 1n teaching, speaking, and
writing activities.”™ CFTC’s supplemental standards do not reguire prior submission
and approval of emplovee publications, CFICs supplemental standards do require
advance approval for outside amployment, regardless of payment, but advance approval
for outside employiment only “includes writing when done under an arrangement with
another person for production or publication of the written product.” Moreover, the
advance approval requirement “does not include participation in the activities of a
nonproft ... educational ... organization, unless such activities involve the provision of
professional services or advice or are for compensation other than reimbursement of
expenses.” CFTCs regulations also provide: “a} Conrmission employee or former
employee shall not divulge, or cause or allow to be divaiged. confidential or non-pubhic

% 57 Fed. Reg. 35006 (Ang, 7. 1992).
BYS CPR § 2635.807(b33) {note).

1.8, Orfice of Governraent Biltics, DO-08-006, Book Deal DAROgram, Part 1 Regular Braplovees and SGEs,

Pagagraph VI B, (March &, 2008), available at
Bup/fwww.oseeov/displaviemplates/niodelsub anps d=2 1A P48385 1

S CPR § 5101103,
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comtinercial, econonsie of official informaion fo any aﬁagﬁ_}ﬁ;z‘i:{m person, of release such
information in advance of authorization for its release "™ The CFTC’s regnlations do
wot specifically address the curyant processes for publicahions by OCE sconomists,

Regulations adopted by the Secuntties and Exchange Connmission (SEC) requirg
prior review of publications and speeches by emplovees, but mchudes a setfamposed
deadiine to angwer the emploves “as prompily as possible, with due regard to publication
deadlines, buf in any event within 30 days of reveint of the written docwent,”

Information Security Concerns are Agency-Wide

During our field work, OGC employees expressed concern that anvone with OCEnet
access could downdoad — o a privately owned thumb derve, disk, or external hard doive - any
mformation fiom any petwork accessible on OCEnet, and remove i from the building. Data
technology stafl told us fhat 3t 15 posuible that downleading information from OCEnet conld be
accomplished withowt creating any record of the dowaload, depending on the relevant compiter
and network settings. ™ This of cowse would include seusitive information and information
protected under Section B CFTC siafl charped with responsibality for physical secunity m the
CFIC workplace told us that, without thoronghly searching sll employess as they leave the
butlding, such removal of mformation would be inpossible (o prevent. Moreover, there was ao
way to tell what data the OCE economists had accessed through OUEnet, because no logs were
kept of data transiers from the CFTC petwork to OCEnet. We agree that these are senons
COBOEINS,

{hr mlerviews wndicate that OCE economists believe # 1o be unlikely that data left the
building, while information technology and security emuplovees believe it possible that such
misconduct aconrred, due to the lack of controls, it are in disagresioent vegarding whether i s
lkely nuscondpet voourred. Forensic analysis appears at this ime to be meonclusive due to the
lack of controls. The absence of controls s key; the bottom Hoe appears to be that if is mout
bikely that CFTC will never koow whether or nof data protected under Section B left the building.

[BYE).BAIT)

PR OFR 2 1407335 Mo enforonent wechanism s provided. Separately, the Commodity Exchange Act makes

it & felony to mivose say nonpublic Canmission infhroation which may affect or tend to affect the prive of any
oty Brures o comnmndity i conneetion with cortain muaket fransactions. T USC § 1308

BT COFR 8 2007384000, We offer no ophinon v the SECTs mule. The Court of Appeals for the Districi of
Cobumbia Cirotst in Weaver recognized the requirement for a prompt devision and judicial review in periseible
prior yestraint sohomes (Waaver, ngory, 37 F. 3 at 1438}, but sleo noted e ook of mny "ome olding St a review
process--ry ndead any forra of privr sestraint, oven ong inchuding sobatantive profubiiion ol apecch--in the contesy
of an emplovinent relationship s constipmionatly fvalid for wat of 3 specific deadlise on action.” B at 1443

B tn addition, stadT remarked that information could also be prissed ot and removed from the builling
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(0)(8),(0)(T )

CFTC msanagement was also distressed that the badging process for outgeing OCE
economrsts wag not properly performed. We lsarned that the formeer Chief Feononust had
“wxira” badges in his desk that bad belonged o former OCE economists and had not been
returned. CFIC management i OUC and Loetstios aod Operations surase that these badges
sy have sttt worked, amd may have been used to permit outside ndividuals to oltain access fo
CFTC headquarters offives. ™’ CFTC managesent feared that nuauthorized economists cculd
use old badges to enter CFTT headguarters, and then have an existing OCE econonust give them
access to OCFnet {using thelr own usernames and nefwork passwords), without defection.

CFIC managemsent also surmised that. prior to the mstailation of the welkeome desk snd badge
readers i the lobby at CFTC headquanters, OCT sconvausts could brig guests o the buddimg
without defection, with or without any badge for the guest, UFTC management seamed fairly
convinced that improper aceess had ocourred, although 3 appeared equally clear that no tmpreper
access had been documented.

For their part, the OCE econonists we imnterviewsd either stated that they had no wav of
knowing what oilber OCE goonomists were domg at headeparters wath regand to possible
mupermassible gnest scoess, or stated they did not beheve that suvone had pusused expired
badges. Mone stated that ihe'v witiiessed any Improper secess o mformation protected under
Seghion B ceomying within OCE. OCE economists told us that, when they were working with
econorusts who were nol CFTC enplovees, contractors, or consuldtants, they met off-site to
ciscnss economic research prowets. =

CETC s Remediation Efforts

Sixee December 2012, some progress hias been made addressing the issues confrouting
GCUE, OCE prepared a deaft suewsorandun giving backgrouwnd on ?%x% work of OCE wlish was
presented to the Division Directors and furnished to the Chairman.'™ The paper sxplaing OCE's

B Removing confidential information from federal baildings can be 4 serions problem. I 1987, 2 secestary fo Lt
Colonel Ul Nowit tevitfiad bofore Congress that she snmggied highlv ¢laasibed dotunends ont of Sw Oid
Exeoutive {)ﬁ%w Buiiding in her boots. Dap Morgen & Walter Pincns, Hali Testifies of ’%ﬁ:iﬂws} “Ta {30 Above
‘; Frithen I AN ‘é ﬁ:}h ?mf kmﬂ 1%3 £§8”? at Al favalable ot Blpdfewww wnslingtonnast. comdwn.

¥ IR TR i hinh In aoyv event, the leved of tnssion that would be oeoessery to detect
&ii mxmzzm« ef ramoval Qf mﬁﬁﬁéﬁm] aﬂm srasiten frovn e federal workplace is exmeme.

B ws earned that, besanse CFTC retains badge arcess data for ondy 20 dass, B will not be possible to determdine

whaether deBnct badpes vwere vesd bngroperdy after the departure date for f melevant sopdoyes, sonsulant, or
cisractor, UFTO vetains goest logs S aady o0 davs.

FiL w A g . . " . .

Y 1t 15 not uncommunon for CETC econontists to work with 1ioa-CFTC etotomist © prachiee 2cononic reseach
poapeyy. Acsording to OCE senqomists, the coptnbution of the son-CFTU seonomint dows sob svelve aooess fo
iformation profacied under Section &,

B2 O White Paper (deafty, duted May 7, 2013,
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practice of hiring academic gconomisis to research and publish academic articles on subjects of
interest to the Commission, Efforts to re-establish OCEnet are ongoing; the relevant personned
s the Office of Data Techanlogy drafted # plan during 2013 that would permit the OCE
eLONOMISES 10 return to the practice of conducting research on a standalone server, While this
sounds hopetul, we understand that a restart for OCknet as not yet moved forward. With regard
to information security concerns, to our knowledge the Agency has not vet addressed the issue of
miormation security for desktop computers Agency-wide, but is in the process.

As discussed above, improvements to badging and security clearance processes had been
anderway since 2011, CFTC emplovees working in Logistics and Operations told us that the
recent improvements have resulied i greater controls over CFTC badges that will prevent the
potentiz] for misuse of defunct badges in the future. The new badges may be terminated
remotely, and can be programamed o expire on an employee’s, consultant’s, or contractor’s last
day at CFTC. Moreover, the recent installation of card readers in the lobby at CFTC
headquarters along with @ manned front desk decrease the likelthood of unasthorized visitors,
including visitors improperly using someone else’s badge.

Human Resources, the Office of Data and Technology, and the Otfice of Security and
Emergency Management have coordinated with OCE 1o analyze the existing processes for hiring
and retaining academics and to plan improvements. OCE has lost staff and bas not been
permitled 1o bring on unpaid interns and consuliants, but on December 5, 2013, CFTC posted
four economists positions in OCE. We view this as a positive development.

As previously stated, in February 2013, the Chairman’s Office and Office of General
Counsel formed a commitice — consisting primarily of subject-matter experts from OCE and
DMO — to review Tor possible violations of Section § and other nondisclosuie provisions all 24
research papers that were pending publication as of December of 2012, We anderstand that the
Chief Economist furnished the commitiee with the text of Section 8 and other relevant
provisions, The Committee has not been given wriiten guidance by OGC on the standards to be
applied with regard to the identification of information protected under Section 8 (inchuling
acceptable aggregation policies) and regarding the wentification of trade secrets.

The Committee is drawing on substantial experiise within the Agency to review the
, : o e . . P
papers. I consultation with the anthoss, the Commmitice 15 performing the following tasks:

1. Please identify the CFTC data and information used to produce the paper. Please provide
detatled information sbout the source of the dat (1SS, TS, Special Calls, other sources
including DOE, DSIO, DMQ, and other CEFTC records), the market secior(s), any date
restrictions, and which specilic data fields were reviewed (account numbers, specific
trade information, efc)

" The Deputy General Counsel for] (D)(6),(D) | sent these questions © OCE and the Chief Operating Officer on
February 13, 2013 AT A
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Please describe how the data used was aggregated, masked and/or anonymized so that it
does not separately disclose the business transactions or market positions of any persons
and trde secreis of agmes of customers.

Please describe any baseline of aggregation number(s) wdentitied as sefficient for
anonymization and the justification for the baseline of aggregation.

Flease wdentify if any of the CFTC data and information used to produce the paper eas
shared with non-CFTC affiliated individual(s) or organization(s)? If so, please describe
the steps that were taken o ensuge that it was appropilately aggregated, masked and/oe
anonyized, If the CFTC data and indormation ased o produce the paper was shared and
was nof aggregated, masked and/or anonymized, then please describe the steps taken to
protect the CFTC data and information from further dissemination or use.

Please describe the internal OCE review process for the paper. Please discuss whether the
review considered if charts, graphs, algorithms, formulas, and other analysis in the paper
could be reverse engineered 1o separately disclose the business wansactions or market
positions of any persons and trade secrets of names of customers, Please deseribe the
basis for clearance.

Please identify the CFTC staff, contractors and consshtants involved in any reviews of the
paper or the CFTC data and information used to produce the paper.

In addition, the Commitiee, in consultation with the authors, answers the following

. 4
questions: i

1.

For each aathor, ideatify the affibation with the CFTC during the production of this paper
and during any period of confact with CFTC data.

Fdentify any division of labor or specizglization among authors utilized to prevent
unanthorized acesss to CFTC data by co-authors or assistants not affiliated with the
CFTC.

Fdentily any aggregation, masking, or other anonymization techniques utilized to provent
anasthorized aceess fo CFTC data.

Fdentify any other sieps taken during the production of the paper (o prevent access to
CFTC data by upauthorized persons. For example, deseribe how data was protecied if a
co-author became unaliiliated with the CFTC after previously being affiliated with the
CEFTC,

H a paper is approved by the Commuttee, the next step 18 review by the Otffice of General

Counsel. Saff ia the Offive of General Counsel state that their review 15 not nfended to second

" Thiy checklist was created by the Acting Chief Economist in June 2013,
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frade dota, Tastead, the Office of General Counsel] seviews the work of the Committee to assure
that it has considered the frade data and presented its analysis cleardy,

The Committee has sent some papers back to authors with questions. In our fieldwork,
OCE economsts descnibed these inquiries as requests for clarification as eppesed (0 requests to
change the substance of a discussion, OCE economisis affectad by these suggestions who spoke
with us voiced 1o complaints or misgivings regarding the level of inquiry.

Al witnesses with an opinion told us that the Comntittee has not identfied any violations
of Section 8 among the papers reviewed thus far. As of December 9, 2013, the comuntice had
approved ten papers; three were approved in June 2013, the others were approved thereafter. On
Ocetober 23, 2003, the assigned Deputy General Counsel permiited thiee papers 1o be published.
These three pupers discussed economic theory without reference {o information protected under
Section B, not even in aggregated form. We are puzzied why such seemingly simple papers
requé.rg@ 10 months of review, OGO cleared four additional papers for publication in February
20147

Conclusions and Recommendations

After the receipt of ong complaint regarding QCE economic research papers and a fwo-
day internal review, the Office of the General Counsel in consuliation with the Oftice of the
Chairman indefimtely suspended OCE publication and presentation sctivities. The Agency
thereafter shut down OCE’s dedicated server, and 1ssued stop work orders for all contractors and
terminated most QOCE consultants. The motivations for the decision 1o prohihit publication and
presentation of completed economic research were; 1y administrative flaws in on-boarding
paperwork. for OCE economists; 2} concerns regarding the existing review and clearance process
for OCE papers; and 3) physical and information technology security concerns,

We agree that the phiysical and information technology concerns exist; however, they are
Agency-wide, and are currently being addressed at Teast 19 part in conneetion with an OIG audit
of CHTC's Fiscal Year 2013 implementation of the Pederal Information Security Management
Act.™ The absence of controls is significant: Jacking a reliable way to determine whether
eonfidential information was improperly taken from the CFTC, we will not jump to the
conclusion thai misconduet did or did not acor based on contradictory opinions of Agency
emplovees. We can make no finding.

While continuing the indefinite suspension of OCYE publication and presentation
aclivilies, the Agency lormed a Committee to review proposed academic research papers. By
Fane 2013 the commiftee bad approved three papers for publication, and by December 2013 had
approved seven additional papers. Throughout this process, the Commiitee found no vielations

M Gee Appendix 5,
b, 1 No. 1072547, Tide HE, 116 Seme 2899 (Dec. 17, 20071
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of Section & among any research article it reviewed, though it did recommend alierations that it
described as clarifying, During our field work, we repeatedly advised Agency management (o
restant the OCH research program, and encouraged them to speed up the process for permitting
the publication of QCE research articles. In Qctober 2013, the assigned Deputy General Counsel
gave final approval for three papers to be published. QG approved four additional papers for
publication in February 2014 (as of February 20).'*

We appreciate the gravity of the concerns that motivated the OCE shuidows, including
the Cormmission’s substarfial interest in protecting confidential information from illegal
disclosure; however, we nevertheless believe that (o shating down oll server-assisted tesearch
and all publication by OCE econonusts for the length of tme that it has, Agency management
has risked violating Section 18 of the Commodity Exchange Act, especially given the long

ey AT 8D 4 g} Pt ) ) " ar, 143
fradition of describing the research program as fultitling a mandate.”™™ We recommend that the
Agency remain mindful of the requirements of Secton i8,

We do pot agree that igsues with administrative on-boarding documentation and security
clearances present a bar to the performance of duties for any CEFTC employee whoe is otherwise
propetly appointed. We believe the Agency did not act in accordance with Comptroller General
opintons addressing analogous situations i the federal workplace, and apparently treated OCE
economists differently than other Agency employees with similar admuinisirative deficiencies
{and reated at least one OCE employee with an adpunistrative on-boarding error differently than
the others).*® We recommend that the Agency remain mindful of the general rule that acts
performed while a person is serving in a de fucto status are generally as valid and effectual as
those of an officer de jure, and that the Agency has every authority to ratify the acts of
employees who are working in good faith albeit with administrative deficiencies in their
petsonnel tecords. We recommend that the Agency take action to jemedy administrative errors
in on-boarding documentation Agency-wide without disturbing employee work activities
whenever possible.

We agree that the Agency may assign research topics to OCE economists, and we
find support for the Agency’ s authority to require QCE economists to submit their writien
tesearch papers and presentations to the Agency prior to publication. We agree with
Commission management and staff that any evaluation of economic research papers for
possible impermissible disclosures of information protected under Section 8 in many
instances may not be easy, We understand Agency management’s desire to defermine
whether aggregated trade data in an economic research paper may be combined with
other publicly available data and reverse engineered to permit the reader (o ascertain the
wdentity of the frader. The process to determine whether a trade secret has been disclosed
may be simifardy complex in many instances. Given these complexities, and the gravity
of being accused of violative conduct. we are not surprised that for more than twenty
years, OCE economists have voluniarily submiited their rescarch papers o the Chief

¥ gee Appendix &
Y Qee fin.47 and accompanying text,
panymg
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Heonomist for review prior to publication, and have acquiesced to further review by OGC
and DMO statt as recommended by the Chief Ecotonst,

While we arg sensitive 1o these important concerns, and understand the Agency’s
desire 10 avoud tegal disclosures 1n Ageacy-sponsored research, we cannot find support
in the law for the Agency’s new system, which bars ali publication and presentation of
economic research papers published with a disclaimer until approved by a Commities and
by OGC over a period that can tast more than 14 months, ™ 1t appears that the OCE
economists have not been furnished narrow, objective, and definite standards for the
evaluation of ther independent research papess, and this is disturbing, os 11 seens
unworkabde 1o expeet scholars to conform their independent research papers and
presentations to disclosure standards that are not clearly defined at the cutset, It does not
appear that the current systein provides for prommpt judicial review. We cananot emphasize
enough that the current process is taking, in our view, far o long,

We recommend that the Agency assure the Tegality of any mandatory prior review
process for employee publications, keeping in mind both that “any system of prior
restraints of expression comes to |] Court bearing a heavy presumption against its
constitutional validity,” " and that “a free society prefers to punish the few who abuse
rights of speech gfier they break the law than 1o throttle them and all others
belorehand, . . ™ We caution the Agency to remann mindiul that “dissenunation
delayed may prove tantamount to dissemination denied.” "™

Chur inability to find legal precedent to support the Agency’s current review
process is unfortunate given the Agency’s legitimate concerns; however, we do not seek
10 raduce this matter 0 a mere legal issue. Even if the Ageney identifies precedent o
suppotl the current review process, we recommend the Agency remain aware of the
adage, “iust becanse it's legal, doesn’t make it right.”” 1t is the length of time involved
that 1§ the greatest concery,

We therefore recommaend that the Agency restart the OCE research program,
including OCEnet {or comparable research capacity), as soon as feasible. We of course
agree that improvement 1o 2l related processes and controls should continue; however, in
the absence of any findings (by the Agency or its OIG) of violative disclosures by QCE
econonists, we believe there is no reason to halt economic research and publication. We
recommend that any review process for OCH research papers and presentations
undertaken by the Agency be prompt. Any delay in publication risks diminishment of the
research’s relevance and of its usefulness to Congress and the public. Moreover, it

H7 At the end of the review process, OGE staff issues a memo with langaage such as; “OCG concurs with the
eonclosion of the Paper Review Commities and clears this paper for publication subject to the wse of the disclaimer
provided below.” See Appendix 5 {QGC review memos for four QCE econonie research papersh,

¥ Buntam Books, Inc. v. Sulliven, suprra, 372 US at 76
Y Souiheastern Promotions, Lid. v, Conrad, 320 1.8, 336, 330 (| ¥74).

Y aurence B, Tribe, American Constitetionad Low 1042 (2d ed, 19883 sguoted in Harman, 140 F3d ar 1205
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provides a strong disincentive for ecopomic research scholars to apply o OFTO for
research opportunities.

Finally. we siress the importance of economic research at the CFTC, an sconomic
regulatory ageney. For over 33 vemrs OCE has atimcted some of the highest qualified
economrsts m the counfry among both its full-time staff and s hnited ferm
appointments. The quality of research economists attracted to the CFTC has resnlted
from the guahty of idormation avanlable at the Conmnission coupled with the Ingh level
of mualytival suppeat for vesearch publications and presentativns that permansent OCE
staff have hiseorieatly offered visiting scholars.,

¥e behieve the current prohibition against publishing conpled with the lengihy
delays in the new pre-publication review process has hampered the OCE research
program, af lesst temporasily, and has potentially damaged acadenic carvers,” Tt has
halied the disseminalion of economic research to Congress and 1o the pubhic, B s
endangered the Agency’s ability to attract the high quality of economie research
Instoncally achieved at Hus Agency. Ju order & conbinue fo attract outstanding scholars,
the Commission must support the goals of economic research coupled with academic
mtegrity, and prst make any pre-clesnance provess (whether voluntary or mandatory) a
pricrily o lermy of boih legality and speed.

P we understand thot econonic ressarch papers survenily uider review i conpestion with acadesie Junes and

PRI prowams were vecalled pending the oukome of the reqadred Comonifes aod OO0 review protess. In addition,
Apency ranspement sought the removal of ove eeonouic yeseach paper from fe Infomet prior o receint of the
cennplaint Gom CME, Bee 1012

¥ Yowever, it seems that seme OCE economists are disregarding the Agency’s prohibition i any event, It appears

et hIBL0) s b the
(0)(6).()THC) . with tha paper
dyasialue sn Mnged With e Workkhop » peoaram (b ) (6 ), (b ) (? ) (C )

(B)INTHC) —

(D)(6), [Fmmiady, it sppears that](0)(6),(0) | presented his paper titled] (0)(6),(0)(7)(C)

mrrertes vent [(DY(6), (D)) |

His paper i nod svaianie oding with the workshon program: however, i ey be regnesled separadaly om the
program adnsioistator|(0)(6). (D)THC) [(D)(B) () |
published 2 sepavate papse o (0)(6), (D)(7)(C)
[(2){6).t0)(7)(C)
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Dt ML Bechawitr, Exg ViR
General Cousgd

LS. Commodiny Futares Trading Conymission

115521% Strool, KW

Washingion, DO 20581

Edeay Do

Thaglks for vour wiendion {2 oty cosvems repaiding te wee of Section § data by costein
CFTC emplovess and third paetien. We besans concernod when we reviewed an article thal was
co-mnored by Andrel Kistienko snd that specificaliy disdaimead siates s 2 Commission
peblication, Thank you [ov polnting out thet Dr. Eilonke had also co-avthored ap aeticle in
2010, vegarding The Nash Crash, That 2050 vaed CMIE Seetion § duta and that aldo disdaimed! iy
a Cnprnission pobBoation. We believe that B wse of Section § deta ~ donbuding tade satsety -
for the propuradon of non-Commission sponsersd publications violates Seetion ¥,

bhanks [, Kisilenko, among others, for help with the empiricsl component of

s papr.

U 2tk N 2 Eiriienko,
v

tr thedr invahmbls sdeive and commpnty”
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Than M. Beskoviz, Bsa.
Becemsber 14, 2012
Page 2

B appeary that the Comuvissions Uhiel Beonomin bas both nsed Bection B date and
provided acomss 1o Scotion % dain i ron UF T svonomiste and thelr assistants for purposes of
published spademic researsh in viclathon of Sectfon €, We gpereciate vhat vour Office is looking
into this situation.

I order to avold any dould, we have listsd below the asues thet we beliove sre ralsed by
this catwliet

i Has the Commicdon ssborized He Chief Beenomist to use Section § dafa for purposo of
hig geademio resemrch? B the chedon of meseanch toplo revigwad in advanoe by any offfcer of the
Commission? I so, which offieer? Are the Commissloners given any advance notice that the
toannpdy Iy being conducted?  Are the Cormmissionsys eoiired wr prve Tormud appeovel before the
research is published?

x H the Commission has muhorized i Chisf Boonomist fo ney Rection 8 daa for parposes
of his scademic regearch, what & Y statdory ar ethor Jogel basls for that anberization?

4, What systeny of supervision is In place to review soy such sessmch befosn pubdioation,
sad what was done in the cuses reforenced sbove? Who sppesved the publization of D
Kirilonkn's regearh? Who sppeaved the selection of individads to whom the das v
provided? In what form wes the daa provided? What speaific date slomenty wers provised?
What safeguands wore emploved io srowet e data thet vas Saposed 16 mon-Commistion
enpdovess? Dd Dir. Kirflepks o snvong olsg of thy OFTO pifliee daty wlissing wechanisms o
protect identifring dus eliments? What dats s allowad o lave CFYC promises? i 50, whist
was done 0 proteer that date after it leaves du presnises? Is the dats provided 1o third parddes
reviewing the research as part of o poer review progoss” What processes are i place {0 previde

parties for any reason not sutherized by the CFTCY

4, Abment specific Cormmingdon suthoshation, does Fe Oble? Bonomist heve suthorly 1o
nag Seetton ¥ dais T purposss of by seaderede renpan®?

3 Hag the Commission or the Chief Feonomist awhorized nen-Commission smployees,
mmehuding “aoademdos” or thelr aasistanis, to have aooess o Section § data 1ot any purpase?

&, s, for what purpose, subjoct 1o whar Habiations snd protections and ander wlaw lopal

anthory?

7. ¥ the Commission or iz Chisf Boononist provides Section § data 1o non-Commission
wmploves “ssadernics,” how does the Commission seleot whivh non-Conmizsion smployes
“aeademics” 1o faver with Sgcdon 8 dats for delr prbvats research?

As you mipht expect, & nomber of customess oF our client CME Growp, Ine, have
sxpressed thelr concern thad Section 8 data has oen shamd with non-Uommission emplovets
engagnd macademic research, UME provides Sy data i the Comvnission and 15 siaff

[
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Dyan M. Rerkevite, Hsg,

Precembrer 14, 2012

Poge 3

routinely becanse the Commission manims the CME © 40 so for the Connission's regulatory
purposes. Market participamts world-wide expect the imegrity and confidentiality of all Section
8 dats w e maintained.  Any misuse of Section § data, we know, would be conaidered 4 serious
violation of baw by the OME and s customars s, we beliove, the Commission itself.

We look forward to discussing these maiters further with you upon the completion of
Vi inquiry,

Sincersly,

L.

Mark B3 Young

e
Jeiaféyg, Saluman
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Erom: (P8 ONT)  FpDenuty General Counsell

Sent; Friday, December 07, 2012 06:22 PM
To: Kirilenke, Andrel

Ce: Juzenas, Eric; Berkovitz, Dan M; Thumpson, Anthony Cf(0)(6),(0)(7)(C) |
Subject: Follow Up on OCE Review Discussion

Andrel —~ Thank you for meeting with us today. As you know, the Commission was notified about the
potential disclosure of protected, confidential or non-public, economile or official Commission
information in & paper produced by an unpald condtdtant in the Gffice of the Chief Economist, We are
currently reviewing the Commission information referenced and used for compliance with section 8(a)
of the Commodity Bxchange Act, Commission regulations on the cisclosure of information, and the
terms of any applicable Non-Discinsura Agreements,

As we discussed, throughout the diration of the review, please direct all of vour staff (including
empioyees, consultants (both paid and unpaid), and contractors) in the Gffice of the Chief Economist
o Immediately cease sharing, publishing, distributing, or otherwise making available any papers or
other products generated with Commission data to sny non-Commission individuals or parties.,
Additionatly, please remind vour staff that they are prohibited from discussing or stherwise disclosing
ary Comemission information that that they have received in the course of their work for o
engagement with the Commission 1o non-Commission ingdiviguals or parties, See 17 CFR§
140.735-5.

We ask that you please document these instructions to your statt in writing and provide

confirmation 0 us once you have completed notifying all of vour staff,

if you have guestions gbout the raview o7 this e-mall, please do not hesitate to contact me, Thapk vou
{(0)(6).( iDeputy Genaral Counsel]

App. 3 1
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Publication | Journu Title
year
1976 - American Journal of Food policy: imphcations for the food mdustry
Agricultural Economics
1977 Americen Journal of Commodity futores exchanges and the north-south
- Agnicsltural Beonomies | dialogue
197 Western Journal of Government Regulation and the Futures Markets
Agricultural Economics
1978 international Food Matkets and their Regulation
Organization
1979 American fourngl of A regulator's perspective on regulatory research
- Agticultural Econoriics
1980 American Journal of Futures Markets: The Interaction of Economic
Agricultural Economics | Analyses and Regulation: Discusaion
t981 - Financial Analysts A Comparison of Options and Fotures in the
- Journal Muanagement of Portfolio Risk
1982 Financial Analvsts A Comparison of Margin Requirements for Options
Fournal and Futures
1944 - Review of Putures Regulation of Futures Markets: Theory and Practice
- Markets
1983 - American fournal of Market regutaiion and international use of futures
Agricultural Economics | markets
1985 Tournal of Futures Futares trading and the price volatility of GNMA
Markets cerfificates - further evidence
1986 - American Journal of Cross-complianee for erosion control; anticipating
Agricultural HEeonomies | efficiency and distributive impacts: comment
1986 Foumal of Putures Insider trading in futures markers: a discussion
Markets
1987 American Journal of Hxpectations and commodity price dynamies: the

- Agricultaral Economics

overshooting model; comment

App. 4
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Publication | Journal Title
year
1987 Eeonomic Affairs Regulating financial services: how severe are the
dungers?
1987 Financial Analysts Stock Index Futures: does the dog wag the wil?
- Jownad
1987 Journal of Futures Factors affecting agricultoral futures price vartance
Miorkets
1957 Fournal of Futires Transactions data tests of the black model for
Muarkets soybean fatures options
19%7 Joumal of Futures An analysis of cash and futures prices in the detivery
- Murkers perod of maturing contracts m the coffee "¢” market,
19721981
TOR8 Financial Analysts Stock index futures and stock market achvity 1
Journal October 1987
1ORR “Tournal of Putures A note: do futures prices always reflect the cheapest
Markets deliverable grade of the commeodity
[odt Journal of Futures Uptimal exercise of the switching option in treasury
- Markets bonad arbitrages
1988 Review of Futures The Intradaily Variability of Soybean Futures Prices:
. Markets Information and Trading Effects
1989 Book: Research in Thrift - Institution Failures: Estimating the
Financial Services: Regulator's Closwre Rule
Private and Public Policy
1959 ' Book: Stock Market: Statistical Analysis of Price and Basis Behavior:
Bubbles, Volatility and October 12426, 1987 S&P 500 Futures and Cash
Chaos
1990 Book: Advanges in Empirical Analysis of the Liguidity of The 5&P 500

- Putures and Options
 Reseatch

Index Futures Market During the October 1987
Market Break

App. 4
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Publication | Journu Title
year
1994 Jowrnal of Applied The new regulation of hybrid debt instrurpents
Corporate Finance
1990 Journal of Fiance Initial public offerings and underwriter repatation
1991 - Financial Management Share repurchase mechanisms: a comparati ve
anatysis of efficacy, shareholder wealth, and
corporate conirol effects
19491 Journal of Real Bstate Tempotal Relationships Among Adjustable Rate
Finance and Heonomics Mortgage Indexes
1991 . Review of Futures On the Existence ot an Optimal Tick Size
- Markets
1991 Review of Futures Po Circuit Breakers Moderate Volatility? Evidence
Markets from Qetobet 1989
1991 - Review of Futures ‘Who Owns the Quotes? A Case Study info the
Markets Definition and Enforcement of Property Rights at the |
Chicago Board of Trade
1991 Western Journal of Impact of Cash Settlement on Feeder Cattle Basis
- Agricultural Economics
1992 Joumal of Banking & Tests of the nominal contracting hypothesis using
 Finance stocks and bonds of the same firms
1992 Journal of Futures The effects of amendments to rule 80a on liguidity,
Muarkets volatility, and price efficiency in the S&P 500
fatures
[ - Jowmnal of Real Estate Determunants of the ARM Share of Natiosal and
Finance and Economics | Regional Lenging
1992 Real Estate Economics Seasonal variation in cost of funds at thift
nsitions
1993 Journal of Applicd Intra-day funares price volatility: information cffects
and variance persistence

; Feonometries

App. 4
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Publication | Journu Title
year
1993 - Journal of Business Tests of Unblusedness in the Foreign Exchange |
Futures Markets: an Examination of Price Limits and |
Conditional Hateroscedasticity
1994 - Business Lawyer Using Fioance Theory to Measure Danwges in Cases
lavolving Fraudulent Trade Allocation Schemes
1004 Joumal of Derivatives Market Maker Competition on Fatures Exchanges
1994 Joumnal of Derivatives The Exercise of Equity Options: Theory and
Ermpitical Tests
1994 ' Journal of Futures An Intraday Analysis of Rid-Ask Spreads and Price
Muarkets Volatitity in the S&P 560 Index Futures Market
1994 Jowmnal of Puiures A Time Series Approach 1o Testing Marker Linkage:
Markets Unit Koot and Cointegration Tosts
1994 Journal of Law and Residual Claims in Bankrupiey
Economics
1994 Management Science A analysis of the risk in diseretely rebalanced
option hedges and delta-based techniques
1995 Journal of Futures The Failure of the Mortgage-Backed Futures
- Markets Contract
1995 Journal of Business Stagdard & poor’s 500 mdex Tutares volatikity asd
price changes around the New York Stock Exchange
close
1996 Journal of Financial The performance and market impact of dual frading:
Intermediation CME rule 352
1996 Journal of Futares Market making with price Himits
Markets
1990 - Review of Fisanelal ladex arbitrage and nonhingar dynaues between the

Studies

S&PSOD futures and cash

App. 4
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Publication | Journal Title
year
1997 - Journal of Futures Crop year influences and variability of the
Markets agriculsurad futures spreads
1997 Journal of Futures Futares market transaction costs
- Markets
1998 Journal of Futures Trading valume and transaction costs i futures
Murkets markets
1999 Journal of Banking & Matinity structure of public debt and expected bond
Finance returns
1999 Journal of Financial and | Market hquicity and trader welfare 1n multiple dealar
- Quantitative Analysis markets: evidence from dual trading restrictions
1999 Joumal of Futures Medeling nondinear dynamics of datly futures price
Muarkets changes
1999 Journal of Statistical | A Monte Carlo Investigation of The BDS Statistic
- Computation and
Simulation
1999 Review of Fututes Bo Professtonal Traders Exhilnt Loss Realization
- Markets Aversion?
2000 Foumal of Financial A Test of Integration and Cointegration of
. Services Research Commercial Mortgage Rates
2000 Fourmnal of Putares Examirdng futures price changes and volatility on the
Markets trading day after a hmit-lock day
20660 Fournat of Futires Trading volume, bid-ask spread, and price volatility
| Markets in futures markets
2063 Review of Quantitative The Sphit of the S&P 500 Futures Contract: Effects
Finance and Acconnting | on Liguidity and Market Dynapmics
2064 - Futures lodusiry Do Block wrades Harm Markets?
2004 Journal of Business Causality and Price Discovery: An Applicalion of Diected

Acyelic Graphx

App. 4
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Publication | Journu Title
year
2004 - Journad of Fufures Contract modifications and the basis behavior of live
Markets cattle futures
2004 RAND Journal of Patterns of retail price variation
- Econonues
2004 Southern Economic Infegration and causahity in international fre1ght
Journal markets modelmg with ervor correction and directed
acyclic graphs
2004 Journal of Consumer How Retatlers Select Praducts to Go on Sale:
Policy Evidence from Store-Level Data
20H38 ournal of Finance Do professional traders exhibit myopic loss
aversion? An experimental analysis
2005 Journal of Fipancial Estimating the value of delivery options in futures
Research COmtracts
2003 - Joumnat of Forecasting Conditonal volatility forecasting in a dynamic
hedging model
2065 Fournal of Futures Asymmetric volatility of basis and the theory of
- Markets storage
IS Fomrnal of Fores informaticn iransmission it electronio versus opon- uiery
Markets trading systems: an analysis of U8, egnity index faturas
markets
2003 Yournal of Fatures Derivative pricing model and time-series approaches
Markets to hedging: a comparison
2005 . Journal of Pubilic Credible assignments can improve efficiency in
. Beomomics lgboratory public goods games
2003 Proceedings of the A Simple Test of Expected Utility Theory Using
National Academy of Professional Traders
Sciences of the United

. States of America

App. 4
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Publication | Journal Title
year
2005 - Review of Futures When Contract Size Matters: The Case of Egulty
Markets Index Fuiures
2005 Review of Futures Liguidity and Price Discovery on Floor versus
- Markets Screen-Based Trading Systems: An Analysis of
Foreign Exchange Putures Markcts
2005 Review of Economics (Generic drug induastry dynamics
and Statistics
2006 Yournal of Futures Causality in futures markets
Markets
2006 Jowrnal of Futures Trapsaction tax and market quality of the Taiwan
Markets stock index futures
2067 Jouwrnal of Alternative Hedge Funds, Volatility, and Liquidity Provision 1a
Investments Energy Putures Markets
2007 Joumal of Finance Information Cascades: Evidence from a Field
Expertment with Financial Market Professionals
2007 Journal of Industrial The effect of group size and asymmetrics ol the
- Ecomomics incentive to reveal group-specific wiformation
2007 Managerial and Decision | "Branded Generics™ as a strategy to limit
- Economics cannibalizauon of pharmaceutical markets
2007 Berkeley Electronic Pricing behavior of Multi-Product Retatlers
Journal of Theoreticud
Economics
2007 - Book: European Competition in Generic Drugs: The American
Phatmaceutical Policy Experience and Lessons for Europe
and the Global Market
2009 The Changing Structure of Energy Futures Markets

Book: Finance et Valeurs

App. 4
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Publication | Journal Title
year
2009 - Book: Financial Clearing and Settlement
DPrexivatives: Pricing and
Risk Management
2008 - Book: Fuancial The development and current state of derivatives
' Derivatives: Pricing and | martkets
Risk Management
2009 Book: Financial Speculaton and hedging
Derivatives: Pricing and
Risk Management
20080 - Book: Financial Eaquity derivatives
- Derivatives: Pricing and
Risk Management
VPN Book: Financial The regulation of U.S. commodity fututes and
Derivatives: Priving ansd | options
- Risk Management
2004 Journal of Futures Reversing the lead or a series of unfortunate events?
Maikets NYMEX, ICE, and Amaronth
2AHO - Journal of Alternative Commodities and Bquities: Hver 2 "Market of One™?
- Investments
2010 - Journal of Fotures Why do expiring futares and cash prices diverge for
Markets grain markets?
20140 Aestimatio The Puzzle of Privately Imposed Price Limits: Are
the Limits knposed by Financial Exchanges
Effective?
2011 Journal of Furures Demutualization and customer protection at sejf-
Markets regulatory financial exchanges
2011 Tournal of Alternative The Role of Speculators During Times of Finuncial
Distress

- Investments

App. 4
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Publication | Journu Title
year
2012 - Journal of Policy New regoiatory authority over signmficant price
Modeling discovery contracts: An example of mataral gas
swaps with econometric apphcations
2033 - Book: Handbook on Strategic Interactions of Fnancial Networks for the
- Systemic Risk Analysis of Systernic Risk

App. 4
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(b)(BY,(DY(T () by [(B3(6), (D) 1 )(C)

The Office of the General Connrsel has completed #s roview of Paper #3, Owr review included an
eyahuation of the Hndmgs of OCE Paper Review Committee, seview for compliance with the Branderds of
Eshical Conduct for Emplovees of the Executive Branch, review for comphistice with contracting

requiresients under the Federal Acguisitan Repulations, and an analysis of whether the paper fits within
ihe pernyited resesrch aetivities set forth i TUSC § 22 [(0)(8), /0)(7H(C) soonmanist in the

(ifice of Chieé Econonist, . has confinmed for us that ﬂzez wiiting 01 this papel was unteriaken as one of
the permitted research activities set forth in Section 18 of the Commedity Exchange Act{CEAY, codified
a7 WSO § 22, fo assist CTTC in the development of educational snd other nformations] materials
reparding firtures urading among. producers, aarket users and the general pu{zht 'mj zer &&ﬂ“}’ out the
f’ﬁﬁiﬁf‘iﬁ pmg}{}sés of the C‘ @mmmﬁt E.xdsas;gf At s am;né»d In pammiar‘ has im«.@i that

&ymrﬁi{:s of ‘?ize ;mz:e pz(}cegs. ﬁﬁﬂiéiaim}i} _
discovery is relevant (o the Commassion's i f:y;Ms. T Qsammg izanspazmcy in thz, futires ami SWApS
markets and the paper inchndes specific results that have a direct bearing on price discovery role of the
centralized market of DCMs.

Avoording o mfrmation provided by the Office of the Dxecutive Director and the Procursment Ofice,
two of the three anthors were confractors and ey received compensation from the CFTC for dhe resecarch

and wézx:im Qf {iw é% %&1 CFTC commratan] (P)B).(B)T)  forked uader conrac()(6),(0)(7)
i?&ﬁ&l and received ¢ ¥ 1 ihe CFTC for the resdi0NY
el TR T T m T Contracs UTACY Toerfopmicd work tder two contagts, one
if( (6),(b)(7)(0) am‘i anc iuf(P)(6).)NHC) T both cases [(DY(6), (0)(7) |recaived
coffipeinaion 1tom die Cr 14 for the research and DroGuCiich Gf e papes.

The third author, former CFTC emploves Andres Kinlerko wrote this paper as partf of his official

duties. As g feders] cmploves, Mo Kipilenko was subject 1 the Tederal ethice regulations and other
agency-speoific and government wide laws and regulations for federal enplovess. OCE has confinmed
that Mr, Kirilenko produced this paper it by official cagacity within the scope of Tisr doties. I addition,
he received no additional compensation for this paper from sources ontside the government,

Hsedf, a pevieny of mformation premﬁe(} by the avthors and the {:smmzrzes: s concinsion E,izaz zeiease ef the
paper Jid not prosct o sgnificant disclostre tisk” of information profected by Section & of the CEA,
cadified at 7 USC. § 12, More spenifically, the Paper Review Committes has infarmed OGO that “the
paper niibzes coufidentinl CFTC data but aggregates the dats 1o rasent wosnlis that de not present an
wascoepiable ik of disclosure ) Thuing the Paper Review Conmmitied’s exaningion of this paper in the
simmer of 2013, the Conmmitter conducted # detailed review of the paper inclnding all tables. The Paper
RBeviey Compmites noted “Heading the cutirety of the paper, the Commiiiee concladed that the number of
FFTs {High Froguowy Traders] examined doss pot fall to 2 level that prosented sulbstantial disclosure
1k The Paper Review Commtites slso poted that “the nfnomation about the participants in the markst
didd not represeit an inappropiiate disclosure, but rather provided useful mbommation fhud did not reveal
confidential formation, This s mg}eml}v twue, given that the ronclusions relate o the HFT industry,
rather than to any partioutar HFT firm1” Aside from thedr analysis of the conclusions in the paper, e
Paper Review Comittes also considercd whether information protecied by Sectdon B ofthe CEA is
disclosed within the tables contained 1n the paper.  For example with regard w0 ¥able 3 in the paper, the
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Paper Review Conumittee noted ©. . this information was agmegated over s part ticular (one mwontl) thue
wterval, and Bt te colls wae c&nsfmcze{i using data from Ay frms and pair wise groupings. As
uoted etore, each foan type (aggressive HETs, passve HETs and wived HFTs 315 a0 apgrerate of many
firms.” The Paper Review Committes went on fo conclude that the dats in Table 3 provided “ne
sgrdficant disclosure nisk ™ Conseguently, OGO concnrs with the conclusions of the Paper Raview
Commies that there i Bo sigatficant risk of disclosure of Section § dats selating o the relesse of this
paper.

Aside from the dﬁfewmzzwﬁ zeiazmg te Section 8, the paper 18 considered 2 govariment work pr

subject to the use of e dischaite pm&zéeé "

The followmg disclabmer must be used:
(N(C)

The research presenfed in this paper was co-suthored by|(0)(6) ‘b“?ii | a fopmer CETC

mrfm}}:}ﬁé work mader conlracts (b)(B),(b)(?)(C) andl (b6 LT C) and|(0)(6),(b

ormer CFTC contractor who perToTme ctmaE contracts|(0)(6),(0)(7)C)  |and(BYE).(DY7)(C)

(0) | Andrei Kirtlenko, former CFIC {‘i’gef Eronoyust, was A150 3 LO-GUHIE Who WIOKE THis PATCY 18 19
oificial capacity with the CFTC. The Gifice of the Cluef Ecosionuist and CFTC economists produce
origenal research o 2 Broad range of opics relevant to the CFIU s mandate 1o regulete commodity future
markets, commndity options markets, and the expanded mandate to regudate the swaps markets pusnant
16 the Dodd-Frank Wall Srreet Reform and Constngs Protection Acy. These papers are ofien presented at
conferences and many of these papers are Iater published by pecraoview and other scholarty outlete. The
gnalvees and conclustons expressed i this paper are hose of he anthors snd do ot rellec the vigws of
wther memikrs of the Office of Chiel Boononsst, odher Connmission steffl, or the Cormssion itself

s
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()6 (D)TTTC) ] OELBTIT)

The Office of the General Connsel bay completed s rowiew of Paper #10. Our review included an
eyahiation of the Hndings of the OCE Paper Review Commiitee, reviey for comphiance with the
Stasdads of Educal Comduct for Emplovess of the Executive Branch, review fm aomp} e with
contracting requiraments tder the Federal Acqmmxm Repulations, and ap anobvais of whether 1
fits within the perdtiad research: activities set forthm 70 SO g2
Fronomist m the Oihce of the Chiel Economist, has confrmed f:.r;‘ 15 ihal e wiitng of this paper was
undertaken as one of the mmﬁ{ad resesich aoitvities sef forth in Section 18 of the Commodity Exchange
At {"UEA™) codified at 7 US.C £ 22, {n the developtient of educationsl amd other inforstional
Tmaterials Iﬁf’éﬁiﬁ_‘{g funaes i;gémg among producers, market users and the geseral public and o cany oumt
the general purposes of the Comnidity Exchange Act, 23 amiended, In particudar |(0)(6),(b) [hss noted
that the research fostors the public terest by providing insight into the behavior of pofenially large,
potentially comslated actors in futres maukes: cepteal banks. Specifically, the growth of central bank
reserve assets and the active use of central banks in Busted and over-the-counfer derivatives markets
represents a sig&iﬁcaui occurrence i futres markets wading, and the Impact is not well wnderstood. This
research examings the magnitade of trading by cenfral haok vhether activity across central banks
appears 10 be coordinated anong wlors. Addittonally, (0)(6).00) lnther observed that anderstandmg the
efferts of potentiadly large _g}?}z‘iéa ;g:a:a;tx i funues mmke: T 15 gty relevant o the Commission's inferest
i regnlnting achivifies in these markets,

One of the co-suthors) (0)(6),(0)(7)C) wis & CETC contractor vader contact|
te received compensaton from 1he 4. 1C for the research and production of e I
aupeisimen documentation provided by the Office of Human iizmmezm the ma}mi &a&xs}; (b (6)

(0) | was appointed as 4 Tinmited term ewployes with the positig

CEFTThe o 2 seties of one vear appointments with CFTC since Asa Zmutﬁci Tertfl Shphovee, (_ o) |

(b)Y |isbound bythe foderal ethics r&gn}&m}}a» ’ﬁx&‘ ﬁ&ak guthor [()(6) (D)(7)(C |was appoinied a8
< term emplovee with the posfiion §s 105 DECD ﬁéwmg ofi & series of one

vesr appeinmments with CEFTC Slec ézs 2 lxzm?ed %ezm caploves {(D)(6),(b |is bound by the federsl

ethics regulations. Bod (b)(6), 854 g:emdtzmé f‘izza :-«; - ';-‘ ¥ ;:;ﬁ::c;al m mwte% and ti}e
m:;rl *‘éﬁ:ﬁﬁ"é{i ARY
PhRfier #10 '-_&“ﬁx. the é}ec-mimr

mnzpmsaazs}n from an suiside source fé}f {%}15 pzpar All {%zzee sm?hs:zrs i {.p
2012 pon-disclosure agreanent.

g - ods based on 4 review of the paper
3.¥:xélf a review of fntbraarion provided by the authors, and the comminee’s conclusion thar no
informanon protected by Sectiion B of the CEA podified a3 7 BB § 12, 18 revenrled by the paper, Moz
spectfically. the Paper Reviow Comnitiee bas informert OGC that “it is uséikﬁly that the paper could be
wsed v ddemify any parncular cepmal bank e 2 manner et aliows dentificaion of thay haglcs posinons,
fransactions, of strategies.” Biyegard fo specific Tables in the paper, “the Conumittee concluded that ne
spectfie deistls abowt 8 pavticndar insthtution were revealed from the mnformation provided ™ asd that
nronaton “was 1oo goaiiatve and incomplete fo reveal confidenual information.” Based upon these
representations, OGO conours with the conclesion of the Paper’ Review Conmnasiee relating to Sertios #
data.
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subkert to the wse of the disclaimer provided

helow,

The following disclaimer must be nsed;

The research presented o this paper was co-authored byl (0)6).00)THC ), pvmer CFTC contractor who

performed work wnder CFTC OCE contisct Gantract](D)(6),(0)(NC) |a CFYC
Jimited torm csnpdoyec who was appointed ag z comsultant, ana |(0)(6).(0)7) | a CTTL Tinifed term

erpioyee who was appointad as a consultaat. The Office of I UMY oomormst and CFTC aconomists
produce original research on a broad ripe of fopics relevant 1o the CFTC’s mandate to regnlae
conmmodity fofares mmrkels, conunodity options murkets, and the expurled mandake w regulate the swaps
markets pursuani to the Dodd-Frank Wall Street Refonn and Consumer Protection Act. These papers ac
often presented at confercnces and many of tese papors age later published by peer-review and other
sifolarly ontlets. The anelyses and conclusions expressed in this paper gre thase of the anthors and da
not eeflect the views of other merabers of the Office of the Chief Economist, other Conmnission stalf, or
the Conmmission itself

(0)(8).(0)(7)(C)
sSiEte Rt Geners Counsel
U8, Commodity Futures Trading Commisgon

App. 5 - OGU Review Memos



U5 Commndity Patwres Tradmg Commission REDACTED
Office of the Inspector General by CFIC

ORI
Eidfienkn;| ()(6).(0)(

|I:y Andred

-

(&)

The Office of the General Counsed has completed stsreview of Paper #12. Our review Inchnded an
evalnation of the findings of e Paper Review Commutize, review for complisnce with the Standards of
Ethical Conduct for Emplovees of the Execarive Brauch, review for compliance with contracting
siairesnets ander the Federal Acqsinos Regulations, sad an asalysis of whethey the paper fits within
the permitred ressach sctivitles set forth in 7US.C § 22 (b)(ﬁ),(b)(T)(C) Foonomist in fhe
Office of the Chief Economist, has confirmed for 1s ;haz ti}g, TR O s Taper oy andertaken 45 one
of the permiited sesearch activizies set Torth i Section 18 of the C@nﬁnmﬁw Exci;maza Act CEA™,
codified st VUR.C § 22, & dhe development of educationa] and other informational materials rcg&z{imv
futures trading mmﬁg ?ﬁ“{}{i‘i‘iﬁéfb moarket users and the genersl public and o carry out the penerl
parposes of the Commodiny Exchange Act, a3 amended. In particulas](0)(8), (D) has noted that the
research fosters the public interest by providing tusight inw the “Fladr TSR OF May 6, 2010, (This
event was previously discussed in n joint SEC-CFTC report on the “Flash Crash™) The rescarch poses
thiee questions: 1) How dud High Froguency Traders (UIFTS) made on May 67 2) What may have
wiggered the Hash Crash? 33 What vole did HFTs play in the Flash Crash? The analysis p{@\??d&% specific
insight into the behavior and Intemonons of different wader types during this extreme eveny, facitated by
techuologioal tmnovaiions,

Ume of the co-anthors of tis paper, Andrel Kirtlesko, was a fidbtime CFTC emplovee whe produced this

paper in his official capacity witlin fus scope of ity and received no omer compensation Tor this

paper. Anather coanthor|(0)(8) (D) was 2 fill-time CEFTC omplovee for a portion of the time

whan ke worked on this paper. Tro|(2)(6),(0)(7)(C) | his work on the paper was condngied

a1t his official C&;%i{:ﬁ"g Wi z%zm Em &m§ T LIl LILy, AT T Tooiloon oo iy Ci)i}“;peﬁ&a?ié)ﬁ for the

DADEE. %mm' 1o |zq 7)C) was 2 CFTC contracior wiader contiact
and We e:x}z

LE tz;zmmﬁ i’z‘om Z’:'éga. UFIT Tor the resesrch and production of the pa8 IO
lh)(6),(M{HC) |was & CEYC comtractor umder mnaaez(b)(ﬁ).(b)(?’)((?) |

(531) :zz&*atz@;z zmm the Cr e for Eﬁe ?eseag“cﬁ 32 ape:-z-. Phe Tard Co-

yegisation wom me CEFT for the e wﬁff‘%i ﬁi‘id mﬁd‘ziﬁtm_ £ 2
| weas g CFYC contractor under C{}mmc?l(b (b)( I azz{i ':cczvt:d a,ampsnsa?m{a IO THE
UL jor the research sud production of the paper.

zl&tiﬁ: a 1eview of information pm&zd@é% the zmiﬁzm ze;mi i;i’zﬁ: :,,om;mtm 2 aumiumm; gimg TH)
information profected by Secticn 8 of the CEA, codiffed a1 7 TF5.C § 12, is revealed by the papsr. More
specthically. the Paper Roview Comtminge hes informed OGO thet the smallest grouping of ag ar@g;&{ed
data within thie payper was for 15 marker participants, snd that “15 was 8 sufficient level of aggyegation for
this sample” and "a grouping of 15 was bikelv o be sufficent o ensure that individual entity mfornmtion
was pot revealad ™ The Paper Heview Comnitiee also discussed another table m the paper where “some
colis moght bave a small popslation,” bt conchrded that “his was widikely to be s ssue” The bk
preseated swnmary statistics of the aggregate market over a short tine ﬁ&ﬁ}& “Hmiting the Commtice's
convern over npreper tevelation of confidential data.”™ Based upon these representations. OGC concars

with the conclasion of the Paper Review Committee relating 1o Section § data,

ﬁni(i@ fmm the fie?cmmmlm ieiazzzzg 1o &ma{m & the p;a;m is mxsﬁm‘e{i a «mzmmmf ka pz@dmii

5
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1 sublert 0 the wse of the disclaimer provided

?3&:1{3“9&

The following disclaimer must be nsed;

The researghii 6 in this paper was co-anthored by Andrei Kirtlenko, & former fll-ime CFIC
emplovee, ; & former UFTO Contiacior o ho *geff‘{}nmé work under CFTC OCE comttuey
|{b)(6),{b)( HC) (D)(B), (YT 2 fmm - fi] ETC emmploves aid formey CEFCT contractor

e R T R i o wr o et W2 T4 ‘-‘ii‘{'% DY(8), ({7 C) Lo
LAV IV | 5 former CEFTO contractor who ;gt, " W TR CrTe & !éf contract|(P)(6).(D)

(D)O6).(0)re oiffice of he Chief Economist and CFYC econonists produce origingl rese e

'i;;\.{;g‘i\msge of toples selevast to the CFTC s mandate 1o regnlate commodity fionms markats, conmodity
aptions markets, and the expanded mandate o regulate the swaps markers pursuant fo the Dodd-Frank
Wall Street Befonn aud Consuiner Protection Act. These papers are often presented a1 conferences and
many of these papers are Iater published by peer-seview and other scholarly outlets. The analyses and
conclusions expressed fn thas paper ae these of the suthiors zad do ot seflect the views of other tuetibers

of the Oflice of the Chief Economizg, other Conpnission staff, or the Commission itsell

(BYE).BN7)
Anmnlang weneras Lounsel
L5, Commaodity Futures Trading Commission
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pey #24
[%)(5),&)(?){0)

The Office of the General Connrsel bas completed #s roview of Paper #24. Our review tcluded an
eyahuation of the Hndings of {he Paper Review Conusittee roviaw for mmg}iimm with the S{andards of
Eshical Conduct for Emplovees of the Executive Branch, review for comphistice with contracting
requiresients under the Federal Acgumisitan Repulations, and an analysis of whether the paper fits within
the permitted resesrch actvities set forthm TUS 2. § 22 [(0) (6),(b)(7)(0) Eronomist in the
(ifice of the Chief Eronemal, has confinmed form zhai s ¥ T TApel veas widdestaken as one
of the permitted research activities set forth i Bection 18 of the {K}mms{iﬁ} Exchenge Act ("CEA™),
codified at 7 US.CL § 22, i the development of edueational and other bnformationa! materials regarding
fatures rading among prodocers, market users and the general public and to carry ont the general
purposes of the Commodety Exclmmge Act, as amended.  Inparticalar, hias noted that the
research fosters the public brerest by providing niethodelogical research o the classificanion of uader
fvpes by dlgorilim using market daga rather than by self-idemtification o1 throngh clawsification by simple
surmmary statistics. This methodolog grcal research provides a ?}mic{mg block for a hetter waderstanding of
prive discovery mechanisms of mzkﬁx& and for investigating the hnpacts of echnology
interaction of different trader types on the dynmmics of the price process. &dﬁanaﬁa‘ii?
explamed that rescarch ou price discovery 15 refevant te the Comnnission’s futerest in R
transparency in the futures and swaps skets and the paper incindes specific proposals that have a divect
bearing on price discovery role of the contralized marke! of DUMs,

Fither

Sssonding to fongation provided by the Office of the Tlael };;cozzozmsi sad the Procuremsent Office
(LYOLILNTHC) | was o CFTC contractor mader contract[[PYB).(DY7)(C)  pnd received
COIDETINTT IO ot the CETL for e research presented in r_ixaf-f; m papes.

ﬁfafi}i;_ a review of information pmm&é by the authors, and ﬁzz’: comntifee™s wmlmmzz hat 10
infonmation protected by Section 8 of {he CF A, codified ot TUSC § 12, s revealed by the paper.  More
specifically, te Paper Review Commities has informed OGC that “very |t of the paper 15 based o
peterns] CFTC data” and tha “fhe awhior bas sulficiently aggregated or masked information to aveid
revealing position of other iwfonmation protecied under Section 87 Based upon thess representanions,
OG0 coneurs with the conclusion of the Paper Review Commitice relating to Section § data.

Aside from the é@{amﬁ%{iaﬁ ;'eiaiiﬁ o %e{'{iﬁ ke paper s& Cozzsid«ewd a gwammsm work pr@duc‘z
&zzzi gy fet be iwd

The foliowing disciatiner must be used;

The ressarch presented i this paper was anthored by[(DXO)LONTHC) b fommer CFTC contmacior who
periormed work imder CFTC OCE contect {contiact i} The Office of the Chief
Economist and CFTC economists produce original research on a broad Tange of topics relevant o fhe
CFTCs mandate to regalate connodity futtres markets, comrnadity options magkets, and the expanded
wandate to rogabate the swaps markets presuant to the Dodd-Frank Wall Street Beforsy and Consumer
Protection Ae:z These papers ate oftay presented ot confirences and many of these papers are lagy
raibiished by peeryeview and other scholady outlets. The spalyses and Conchusions expressed in this
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paper are those of the authors and do not reflecs the views of other members of the Office of the Chief
Feonoralst, other Commission siaff, or the Comimission itself,

(5)(6).(5)(7)
Assistant General Counsel
L.5, Commodity Futures Trading Commission
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Commodity Fatures Tradivg Commission Maragement Response

to the Offics of the Inspector General's
Confidential Discossion Braft of the

Review of the Crmmission’s Hegponse th Allegations Pertaining to rthe (ifice

of the Chief Econpmis

Darech: Fobwary 12, 2014
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