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Introduction to the AlliedView NMS Product

Congratulations on your purchase of the Allied Telesis™ Network Management System product. This
product allows administrators to query and control all aspects of Allied Telesis products in their network.

Who Should Read This Guide?

This document is for network administrators who need in-depth knowledge of the NMS and its applications.
Many of these applications are only available to administrators and allow them to control the actions
available to users. (Applications available to users are described in the NMS User Guide.)

About this Guide

This guide includes all aspects of the NMS product and includes information on the installation and
administration of the NMS server software.

» Chapter 1 provides an overview of the product, how the document is organized, and the changes that have
occurred to both the product and this document since the last release.

» Chapter 2 gives an overview of the installation process and starting up the client interfaces
» Chapter 3 includes the real-time tasks available on the NMS (do not require a server restart).
» Chapter 4 gives the tasks involved in setting up users and their scope of operation.

» Chapter 5 includes the tasks available to control individual devices from both the Rapier and Telesis
families.

» Chapter 6 controls how network-spanning features, such as interdevice VLANS, can be easily configured
using the AlliedView NMS user interface.

» Chapter 7 includes all aspects of Provisioning Gateways (iMG/RGS)

» Chapter 8 explains how statistics work and how to configure them.

» Chapter 9 explains how the Fault Management application works and how to control alarm outputs.
» Chapter 10 explains the html interface.

» Chapter 11 explains the MIB manager interface.
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» Chapter 12 explains the capabilities of the Northbound interface.

» The Appendix explains how to export to a file tabular data displayed in the Fault Management,
Performance, and Network Inventory views. For the iIMG/RG, it includes sample configuration files.

Tracking Updates since the Previous Release

Section 1 of this document includes a Reason for Update table, allowing the user to see what features have
been added or changed. Throughout this document, change bars let the user know where the information
oscillated with these changes is located.

There is also an improved explanation for how standard and custom downloads are performed on the NMS.

Reason for Update

This document is being updated to include changes that are part of Release 12.0 SP2 and 12.0 SP2.1, as well
as technical updates.

Service and Support

For information about support services for Allied Telesis, contact your Allied Telesis sales representative or
visit the website at www.alliedtelesis.com.

All company names, logos, and product designs that are trademarks or registered trademarks are the property
of their prospective owners.
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AVL Allied Telesis

1. Product Overview

1.1 Intended Audience for this Guide

This document is for those who are responsible for all aspects of configuring and administrating the network or networks they
manage. After reading this document, the user should be able to control all aspects of the AlliedView NMS and be able to
instruct all users on tasks they may perform and the impact of any changes they have made.

1.2 How this Document is Organized

The document covers all areas of administration that are controlled through the AlliedView NMS Application interface and
should be performed by the Administrator, such as:

= Discovery (filters and configurator)
= Topology

= Maps

= Security Management

= Configuration Management

= Fault Management

= Performance Management

= MIB Management
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Reason for Update

1.3 Reason for Update

The following tables list the updates for Release 12.x.

TABLE 1-1 Changes to the AlliedView NMS Administration Guide in Release 12.0

Feature

11.0 Functionality

12.0 Functionality

Notes

Release of Enter-

Not Available

The Enterprise Edition is newly intro-

Refer to 1.5.

ATx900-48FS
ATx900-48FE

prise Edition duced
NMS
NMS support for | Support for iIMAP 12.0 iMAP 11.0, 12.0 and 14.0 are sup- The AlliedView NMS
iMAP productsin | and releases back to ported release for NMS 12.0. will continue to support
release 14.0 iMAP 9.0 . i -
Note: Releases previousto | 7000 series products fro
iIMAP 11.0 are not zen at IMAP 6.1
supported. If users
have a release
previous to release
11.0, they must
upgrade to at least
11.0.
NMS Support for Not Supported The 9810 is fully supported. Referto 1.7.2.
iMAP 9810
NMS Support for Not Supported The SBx 3112 is fully supported, Referto 1.7.2, 5.5.25., and
SBx 3112 including product-specific features 5.6.16.10.
such as Power over Ethernet (POE)
NMS support for Not Supported These are fully supported Refer to 1.7.2.

Profile GUI

Network Services -> Pro-
file presented all profiles
as a single item list

Network Services -> Profile presents a
list of Profile groupings, from which a
specific Profile can be chosen.

Refer to 6.10.2.

Ethernet Profile
GUI

Included tabs for the
devices that supported
Etherlike ports

Product types are under one tab, Prod-
uct Type.

Refer to 6.10.2.

iMG GR909 Feature added to the For the iIMG6x6MOD and Referto 7.14.1
Diagnostics diagnostics tab in the port | iIMG7x6MOD with at least release 3-
details window for POTS | 7.4, voice lines can be enabled/dis-
type ports abled, and internal/external diagnos-
tics can be run.
NMS Support for | Not Supported Fully Supported:
AT-8000 G5 AT-8000GS/24
Family
AT-8000GS/24POE
AT-8000GS/48
iMG/RG LAN Not Available For the iIMG6x6MOD and Refer t0.7.14.2
Diagnostics iMG7x6MOD with at least release 3-
7, diagnostics on LAN ports can be
run.
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TABLE 1-1 Changes to the AlliedView NMS Administration Guide in Release 12.0 (Continued)

Feature 11.0 Functionality 12.0 Functionality Notes
EPSR+ EPSR was supported and | Support for EPSR+ with iMAP nodes | Refer to 6.13.2.
provisionable at release 14.0 and above

Network connectivity can be restored
when one or more links in a multiple-
link failure occur, and there is still at
least one link that has not been
restored.

If all nodes support EPSR+, NMS by
default sets EPSR+ as enabled.

Restore files to Supported To make restore options more clear, Refer to 5.3.2.3.
Devices the forms for restore files are modified

to show only the options available for

the types of devices.
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Reason for Update

TABLE 1-2 Changes to the AlliedView NMS Administration Guide in Release 12.1(SP1)

Feature

12.0 Functionality

12.1 Functionality

Notes

Client Inactivity
Logout

Not Supported

The NMS tracks how long each client
session is open and will close the ses-
sion when the timer expires.

Refer to 4.2 and 4.3.3.

Support of iIMG/
RG with 3-8
release

The NMS supported 3-7
devices.

The NMS will support all of the iIMG/
RGs that are available with the 3-8
release.

Refer to Table 7-2.

MPEG Testing

Supported on a subset of
iMG/RG devices

With release 3-8, all IMG/RGs support
MPEG testing. The NMS supports this
feature, and retains the same function-
ality for MPEG testing for previous
iIMG/RG releases.

Refer to Table 7-2.

System Power

3-7 devices did not have

This feature helps to extend the battery

Refer to Table 7-2.

Waiting Activate/
Deactivate Prefix
(SIP)

devices, but no NMS sup-
port

Management on this feature, so not avail- | life during power loss.

3-8 IMG/RGs able

FAX/Modem 3-7 devices had only two | All options, including Enhanced, sup- | Refer to Table 7-2.
Detection options, and no NMS ported

(Enhanced) support

Setting Call This feature was in 3-7 Supported Refer to Table 7-2.

Wireless
Upstream Rate
Limiting

Supported rate limiting
(CPU based) with rules
created for data VLANSs
and configured on Local
and Internet VLANS

For wireless devices in 3-8, the IMG

allows configuring upstream rate lim-
its, with the same rate limit values as
for wired ports.

Refer to Table 7-2.

Support of 40km

Not available, so not sup-

Available and Supported, with no

Refer to Table 7-2.

iMG/RG LAN
ports

RG port GUls.

Optics Module ported change in GUIs.
for iIMGxx6MOD
Flow Control for Not Available Available and supported for iMG/ | Refer to Table 7-2.

Provisioning of
iMG/RG with
AlliedWare Plus
Devices

Can provision an iMG
only once it has come
into service.

Can provision the iMG the same way
as with iMAP ports (all components
provisionable, pre-provisioning so that
iMG/RG comes into service automati-
cally when connected and powered on.

Refer to 7.6.9.
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Reason for Update

TABLE 1-3 Changes to the AlliedView NMS Administration Guide in Release 12.2(SP2)

Feature 12.1 Functionality 12.2 Functionality Notes
Support for Supported 14.0 (includ- | Supports 15.0 interface cards for Refer to 5.5.27.
Allied Telesis ing the 9810 shelf) iMAP (GE24BX)
iMAP software
Support for Supported 14.2 shelf Supports 15.0 interface cards for Refer to 5.5.27.
SBx3112 soft- cards (including the SBx3112 (GE24RJ)
ware GE24POE and

GE24SFP)
Support The iMG release 3.8 sup- | NMS supports one model for provi- Refer to Table 7-2.
Microsoft© ported Media Room con- | sioning, separate upstream VLANSs

Mediaroom™

figuration and all three
models

(one VLAN for each service), which is
similar to existing Triple Play models.

Tabs for various
forms

Many forms had no tabs,
since only one applica-
tion

When appropriate, panels have at least
one tab so that other applications can
be added later.

This mainly affects Profiles,
such as the iMAP Device
Profile (to support Port
Authentication for
SBx3112).

Port Authentica- Not supported 802.1X functions with Single Host are | Refer to 6.22.
tion supported. Devices supported are
SBx3112 and AlliedWare Plus.
SNMPv3 support | SNMPv2 With SNMPv3, messages to/from Refer to 3.2.3.
devices are encrypted.
SSH Telnet With SSH, communication to/from Refer to 3.2.4.
device is encrypted.
NMS support for | Refer to NMS 12.1 Referto 1.7 Families added include AT-

device categories

AlliedView NMS Admin-
istration Guide

8100S and AT-9000.

Upgrade of Supported All CFC cards have loads for the GX By default, the NMS loads

iMAP (CFC type, which replaces the GP. The load | the universal load unless the

load) that supports the GP and GX CFC user builds a custom load or
types (called the universal load) is manually modifies the
much larger. Refer to Allied Telesis iMAP.xml file. Ensure you
iMAP series documentation. have enough memory on the

CFC card for software files.

Provisioning Not Available With the GE24BX, the IMG7x6MOD For non-1G iMGs, the port

iMG with (1G interface) is fully supported, with | (profile) must be set. Refer

GE24BX GE24BX port set to AUTO. t0 7.9.5.

Provisioning NMS supports creating The iMG supports up to 16 VLANS. Refer to 7.9.8.

VLANSs on IMG service VLANs when a Allows the user to specify custom

service is selected.

VLANSs in General profile and the
NMS creates the specified VLANS in
iMGs.

Retain bootstrap
VLAN when pro-
visioning the
iMG

Not available

The RG_General profile has a Persist
checkmark to retain the bootstrap
VLAN

Refer to Table 7-6.
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The AlliedView Network Management System (NMS)User Privileges at the NMS and Product Level

TABLE 1-3 Changes to the AlliedView NMS Administration Guide in Release 12.2(SP2)

Feature 12.1 Functionality 12.2 Functionality Notes

New Device Sup- | Refer to NMS 12.1 Support is added for the following: Refer to Table 1-5 (x600),

port (General) Administration Guide X600 Family (AlliedWare Plus): Table 1-9 (AT-9000), and
' Table 1-7.

- ATx600-24Ts-POE+
The AT-9000 Family:
- 9000/28

- 9000/28SP

- 9000/52

The Allied Telesis Gateway Product
Family:

- iMG726-BD-ON
- iIMG606-BD-R2
- iMG616-BD-R2

New Device Sup- | Not Applicable These devices are for specific markets | Refer to Table 1-10.
port (Specific and include:
markets)

Extreme devices:

- BD 8810

- Summit X250e-24t
- Summit X450a-24t
- Summit X450a-48t
Juniper

Netscreen
CentreCom

1.4 The AlliedView Network Management System (NMS)

For managing a network, the AlliedView NMS product provides a powerful client that presents the network and its devices in a
user-friendly way, allowing its users to learn quickly how the network is configured, how to reconfigure elements when neces-
sary, and how to spot problems (or potential problems) before they degrade network performance.

The version of the AlliedView NMS release is shown in the main menu window, as shown in the following figure.

= allied Telesis Allied¥iew NMS Release 12.0 -

File Custom Yiewws Edit  “iew Toolz  Windoswe  Helgp

GD@@&&-@\@O?

-

FIGURE 1-1 AlliedView NMS 12.0 GUI (for the SE Version)

To set up the AlliedView NMS product, the Administrator must first set up the AlliedView NMS product on a server configu-
ration. Once the AlliedView NMS software is installed, the Administrator can query and control all aspects of the network by
changing the file configuration on the server or making changes using a client.

1.4.1 User Privileges at the NMS and Product Level

At the AlliedView NMS, groups are created and assigned actions that can be performed at the AlliedView NMS. Moreover,
users can be assigned to a group. so that they inherit the privileges of that group. Users can also be defined outside a group.
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Compatibility of NMS and Device Loads The AlliedView Network Management System (NMS)

Caution: At the device, there is a user name and password used to access the device, and this name/
password is used by all NMS users when accessing a device. To enable NMS users to query and
control a device, the device name and password must be at a security officer level. Failure to do
so may make certain operations performed at the NMS on a device to fail.

1.4.2 Compatibility of NMS and Device Loads

All of the tables in this Section about device support always assume that the NMS 12.0 load is being used. This is to ensure
that the NMS can support the latest version of a device.

Caution: Always ensure that you have the latest NMS load (12.0). If you upgrade a device to the loads
listed in Table 1-5 and are not running NMS 12.0, the NMS may not be able to manage the device.

1.4.3 Setting Web Browser Caching

The web browser caching function should be set to always check for updates from the server before retrieving content from

cache. Refer to the AlliedView NMS User Guide for details.

1.4.4 Using Default Prompt for Device Account Used by AlliedView NMS

Caution: One feature for AT and iIMAP devices is the ability to change their default prompts to a custom
string. For AT devices, the default prompt ends with “>" and is required, and therefore should
not be changed/eliminated. For iIMAP devices, there are no restrictions.
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Levels of Support (Enterprise Edition)

Using Default Prompt for Device Account Used by Allied-

1.5 Levels of Support (Enterprise Edition)

The Enterprise Edition is introduced primarily for the smaller enterprise customer managing a network of less than 100
devices. All features of the Service Provider Edition (SE) are supported in the Enterprise Edition with the exception of cus-
tomer provisioning of voice, video, and data services. Upgrade to the Service Provider Edition will be available in a future

release.

The following table summarizes the main aspects of the Enterprise Edition version of NMS, with references to additional infor-

mation.

TABLE 1-4 Enterprise Edition Feature Set

reflect the Enterprise Edition feature set are:
- Under the Tools menu, Customer Management option is not available.

- In the Ports table, right click on ports does not include Provision New
Customer Port.

- Right click on iMG/RG from list does not include:
- Provision New Customer iMG/RG
- Deprovision Customer iMG/RG
- MPEG Test

- In Port Management window, buttons do not allow provision / deprovi-
sion of customer port.

- For Network Services -> Profiles, CPE Customer Profiles is removed.

Feature Description when used in Enterprise Edition Reference
Licensing process The licensing process remains the same, with the customer receiving a AlliedView
license file and using the License Manager GUI to apply the license. NMS Installa-
On a running system, the License Keys option for the Status Monitoring tion Gu'_de’
Tool shows that the license is Service Provider or Enterprise Edition. Appendix B.
Show current license once | The License Keys option for the Status Monitoring Tool shows that the Refer to 3.9.
installed license is Service Provider or Enterprise Edition.
The title bar or the NMS GUI includes the text Service Provider or Enter-
prise Edition
Platforms Supported Windows 2003/2008 Server, Windows XP, Windows 7
Discovery Configurator A separate Discovery Configurator Interface is used, with changes to the Refer to 3.3
GUI that match the Enterprise Edition discovery features.
Devices Supported These are the same as with the Service Provider Edition, as well as moni- | Referto 1.7
toring of non_AT]I devices.
Triple Play Customer Triple Play provisioning of voice, video, and data services are not sup- Refer to
Management ported by the Enterprise Edition NMS. Therefore, changes to the GUI that | 6.10.17.
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Full Support, Excluding iMG/RG .Managed Devices (Firmware Interop)

1.6 Managed Devices (Firmware Interop)

1.6.1 Full Support, Excluding iIMG/RG

Table 1-5 lists the devices that the AlliedView NMS 12.0 supports. More details about the support features for specific prod-
ucts is included in subsequent tables, since there may not be full support for all features.

Note: Because of the Firmware Decoupling feature, there is no need for a column “Upgradeable Firmware
(Patch)”. The user obtains these files separately, and the Software Configuration selects which files are
compatible and which files can be deleted. Refer to 5.3.9.

TABLE 1-5 Device Support for the AlliedView NMS 12.2

Latest
Family Compatible
(Level of Support) Devices Firmwarel Notes
AT-AR200 AT-AR250E 1.0.6 Use AT Loader for upgrade
(For AT Loader, contact your Allied
Telesis representative or go to the AT
website.)
AT-AR410 AT-AR410 2.7.1-* NMS 12.0 End-of-Life (EOL)
AT-AR415 AT-AR415S 29.1 NMS 12.0 End-of-Life (EOL)
AT-AR440 AT-AR440S 29.1-* NMS 12.0 End-of-Life (EOL)
AT-AR442 AT-AR442S 29.1 NMS 12.0 End-of-Life (EOL)
AT-AR700 AT-AR720 2.6.%-% NMS 12.0 End-of-Life (EOL)
AT-AR740
AT-AR740DC
AT-AR725 2.9.1-* NMS 12.0 End-of-Life (EOL)
AT-AR725DC
AT-AR745
AT-AR745DC
AT-AR750S 2.9.1-* NMS 12.0 End-of-Life (EOL)
AT-AR770S 29.1-* NMS 12.0 End-of-Life (EOL)
AT-8000 AT-8012M 3.3.* NMS 12.0 Support End-of-Life (EOL)
AT-8012MQS
AT-8016FMT
AT-8016FSC
AT-8016FST
AT-8024
AT-8024GB
AT-8024M
AT-8026FC
AT-8026T
AT-8088MT
AT-8088SC
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.Managed Devices (Firmware Interop)

Full Support, Excluding iIMG/RG

TABLE 1-5 Device Support for the AlliedView NMS 12.2 (Continued)

Latest
Family Compatible
(Level of Support) Devices Firmwarel Notes
AT-8000S AT-8000S16 3.0.0.*
AT-8000S24
AT-8000S24POE
AT-8000S48
AT-8000S48POE
AT-8000GS AT-8000GS24 2.0.0.*
AT-8000GS24POE
AT-8000GS48
AT-8300 AT-8324 2.0.* NMS 12.0 End-of-Life (EOL)
AT-8500 AT-8516FSC 1.4.* NMS 12.0 End-of-Life (EOL)
AT-8524M
AT-8524POE
AT-8550GB
AT-8550SP
AT-8600 AT-8624POE 2.9.1-20
AT-8624T2M
AT-8648T2SP
AT-8700 AT-8724XL 2.9.1-20 Not supported:
AT-8724XLDC 2.6.1-04+
AT-8724XLDCNEBS 2.6.2
AT-8748XL 2.6.3
AT-8748XLDC
AT-8800 AT-8824 2.9.1-20 NMS 12.0 End-of-Life (EOL)
AT-8824DC
AT-8848
AT-8848DC
AT-8900 AT-8948 2.9.1-20 If an <AT-8900> is part of an EPSR
(Full Support) Domain, then to support EPSR manage-
ment from the NMS, the NMS must be
set as an SNMPv2 trap host on the
device.
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Full Support, Excluding iMG/RG

.Managed Devices (Firmware Interop)

TABLE 1-5 Device Support for the AlliedView NMS 12.2 (Continued)

(AlliedWare Plus)

ATx600-24TsXP
ATx600-24Ts-POE
ATx600-48Ts
ATx600-48TsXP
ATx600-24Ts-POE+

Latest

Family Compatible

(Level of Support) Devices Firmwarel Notes

AT-9000 AT-9000/28 2.1.2 LLDP and LLDP-MED for this device is

AT-9000/28SP not supported in NMS release 12.2; val-
ues cannot be retrieved through SNMP
AT-9000/52 (available Ildp mibs does not return corre-
sponding values).
Mode LED indicator is fixed in the ACT
Mode. The NMS has no provision for
Mode Selection.
Provision/De-provision button under Port
Management is disabled since Profile
Management function is not supported.
When SNMP function under SNMP
Agent provision menu is enabled after
disabling it through that same menu, only
the public community is restored; private
community is deleted/erased.
Software Configuration function is
removed from the Provisioning menu for
AT-9000 devices in NMS 12.2.1 release.
AT-9700 AT-9724TS 3.03
AT-9748TSXP
AT-9800 AT9812T 2.9.1-20
AT9812TDC
AT9812TF
AT9816GB
AT9816GBDC
AT9816GF
AT-9900 AT-9924SP 2.9.1-20 If an <AT-9900> is part of an EPSR
AT-9924T Domain, then to support EPSR manage-
ment from the NMS, the NMS must be
AT-9924T4SP set as an SNMPv2 trap host on the
device.

AT-9900s AT-9924Ts 3.2.1-03 If an <AT-9900s> is part of an EPSR
Domain, then to support EPSR manage-
ment from the NMS, the NMS must be
set as an SNMPvV2 trap host on the
device.

x600 ATXx600-24Ts 5.34 If an x600 is part of an EPSR Domain,

then to support EPSR management from
the NMS, the NMS must be set as an
SNMPV2 trap host on the device.
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.Managed Devices (Firmware Interop)

Full Support, Excluding iIMG/RG

TABLE 1-5 Device Support for the AlliedView NMS 12.2 (Continued)

Latest
Family Compatible
(Level of Support) Devices Firmwarel Notes
x900 x900-12XTS 5.3.4 If an x900 is part of an EPSR Domain,
(AlliedWare Plus) ATX900-24XS then to support EPSR management from
the NMS, the NMS must be set as an
ATX900-24XT SNMPV2 trap host on the device.
ATx900-24XT-N
x900 900-24XS 3.2.1-03
AlliedWare 900-24XT
x900 - 48 x900-48FE 2.9.1.20
x900-48FS
GenBand GB-G6 8-1-11 Supported for provisioning of MGCP
10-4-4 voice lines and configuration backup and
restore.
GenBand GB-G2 1.2.0 Functionally the same as the G6
RG213 RG213-H323 6.* NMS 12.0 End-of-Life (EOL)
RG213-MGCP
RG213-SIP
Rapier Rapier24 2.3.1-* NMS 12.0 End-of-Life (EOL)
(Full Support) Rapier48 2.7.0-*
Rapier “G” RapierG6 2.7.3-09 NMS 12.0 End-of-Life (EOL)
RapierG6flx
RapierG6fmt
RapierG6fsx
Rapier “i” Rapier24i 2.9.1-20 NMS 12.0 Support End-of-Life (EOL)
(Full Support) Rapier24iDCNEBS
Rapier48i
Rapier 48W
SwitchBlade SB4104AC 2.7.5-09 NMS 12.0 Support End-of-Life (EOL)
(AlliedwWare) SB4104DC
SB4108AC
SB4108DC
SwitchBlade AT-SBx908 5.34
(AlliedWare Plus)
SwitchBlade SBx3112 15.0.
(iMAP)
Telesis T1000 T1000 13* NMS 12.0 Support End-of-Life (EOL)
1.6.*
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Full Support, Excluding iMG/RG

.Managed Devices (Firmware Interop)

TABLE 1-5 Device Support for the AlliedView NMS 12.2 (Continued)

Family
(Level of Support)

Devices

Latest
Compatible

Firmware!

Notes

iMAP 7000
(Full Support)

7100
7101
7102
7103
7104
7105
7112
7115
7400
7700

6.1.12

NMS 12.0 Support End-of-Life (EOL)

iMAP 9000
(Full Support)

9400
9700
9810

15.0

iMAP releases are supported up to two
releases prior to the current release.
Therefore, in release 12.0, releases prior
to iIMAP 11.0 are not supported.

iMAP 9000
(Full Support)

9100
9101
9102
9103

15.0

See note above.

iMAP 9000
(Full Support)

9400-56
9700-56

15.0

See note above.

DTM

NM1000

NMS 12.0 Support End-of-Life (EOL

MC2700

CentreCOM-MC2700

1.2%*

CentreCom AR Series

AR415S
AR550S
AR560S
AR570S

2.9.2-00

LLDP configuration per port is not sup-
ported and will return a ‘Function not
supported” error.

CentreCom 8000 Series

8316XL
8324XL
8316XLR
8324XLR
8424TX

2.7.9-*

LLDP configuration per port is not sup-
ported and will return a ‘Function not
supported” error.

CentreCom 9400 Series

CentreCOM-9424T

4.*

CentreCOM-9424T-SP

2.*

FS Series

CentreCOM-FS926M
CentreCOM-FS917M
CentreCOM-FS909M

1.6.9

CentreCOM-FS808M

1.0.3
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TABLE 1-5 Device Support for the AlliedView NMS 12.2 (Continued)

Latest
Family Compatible
(Level of Support) Devices Firmwarel Notes
GS Series CentreCOM-GS924M 1.6.6

CentreCOM-GS916M
CentreCOM-GS908M
CentreCOM-GS924M v2 2.1.0
CentreCOM-GS916M v2
CentreCOM-GS908M v2
CentreCOM 9048XL 2.1.0

CentreCom 9048XL

1. Compatible Firmware defines the device software releases that the NMS is able to manage. Refer to the Allied Telesis
website for specific load information.

1.6.2 Basic Management Support

Table 1-6 lists the devices in which the NMS provides basic management support (Network Inventory, IP Maps, Alarms).

TABLE 1-6 Devices Supported by NMS - Network Inventory, IP Maps, Alarms

Family Devices Notes
AT-9400 AT-9408LC-SP NMS 12.0 Support End-of-Life (EOL
AT-9424T
AT-9424T-GB
AT-9424T-POE
AT-9424TS
AT-9424T-SP
AT-9424TS-XP
AT-9448T-SP
AT-9448TS-XP
AT-8324XL AT-8324XL NMS 12.0 Support End-of-Life (EOL
AT-8724SL NMS 12.0 Support End-of-Life (EOL
AT-8748XL AT-8748XL NMS 12.0 Support End-of-Life (EOL
AT-AR550S AT-AR550S NMS 12.0 Support End-of-Life (EOL
AT-GS900M Series AT-GS908M
AT-GS916M
AT-GS924M
AT-FS900M Series AT-AT-FS909M
AT-FS917M
AT-FS926M
AT-MC2700 AT-MC2700
Extreme BD 8810 Extreme BD 8810
Extreme BD 8806 Extreme BD 8806
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.Managed Devices (Firmware Interop)

TABLE 1-6 Devices Supported by NMS - Network Inventory, IP Maps, Alarms (Continued)

Family

Devices

Notes

Extreme Summit X250e

X250e-24t
X250e-24p
X250e-24x
X250e-48t
X250e-48p
X250e-24tDC
X250e-24xDC
X250e-48tDC

Extreme Summit X450a

X450a-24t
X450a-48t
X450a-24tDC
X450a-24xDC
X450a-24x
X450a-48tDC

Juniper SSG-550M

SSG 550M

NetScreen

NS-208

NS-50

NS-5XT

A10 AX3200

A100-AX3200
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.Managed Devices (Firmware Interop) iIMG/RG Types Supported (Including Devices that Support 3-

1.6.3 iIMG/RG Types Supported (Including Devices that Support 3-8-02)

1.6.3.1 iIMG/RG Device Support (up to 3-8-02)
Table 1-7 lists a history of iMG/RG devices, and includes those that support 3-8-02.

Note: This table lists all of the IMG/RGs that can be upgraded to 3-7 (using the Migration tool) and then which of
those devices can be upgraded to 3-8. Also, note that there are some devices (such as RG623-BD) that
have a release of 2-5 or 3-5 that are not being migrated to 3-7. These devices are at End of Life (EOL) but
can still be supported by Release 12 of NMS.

Note: Referto Table 7-2 for a list of features on the iMG and when the NMS supports that feature.

TABLE 1-7 History of iMG/RG Releases Through 3-8-02

Devicel Previous 3-72 3-8-01 Notes

RG613-BD/LH 2-5 Yes Yes

RG613-SH/TX 2-5 Yes -

iMG613-RF 2-5 Yes Yes Use RG613 in Boot Config-
urator

RG656-BD 2-5 Yes Yes

RG656-LH/SH/TX 2-5 Yes -

iMG606-BD 2-5 Yes Yes

iMG606-BD-R2 No No For 3-8-02

iMG606-LH/SH 2-5 Yes -

iMG646-BD 2-5 Yes Yes

iMG646-LH/SH 2-5 Yes -

iMG646-BD-ON/PX-ON 2-5 Yes Yes

iMG616-BD/LH/SH 3-5 Yes Yes

iMG616-BD-R2 No No For 3-8-02

iMG616-RF/RF+/SRF+ 3-5 Yes Yes

iMG616-W - Yes Yes

iMG626-MOD 3-6 Yes Yes

iMG646-MOD 3-6 Yes Yes

iMG726-MOD 3-6 Yes Yes

iMG746-MOD 3-6 Yes Yes

iMG726BD-ON3 No No For 3-8-02

iMG624-A 3-5 Yes Yes

iMG634-A 3-5 Yes Yes

iMG624-B 3-5 Yes -

iMG634-B 3-5 Yes -

iMG634-WA 3-5 Yes -

iMG634-WB 3-5 Yes -

iMG624-A-R2 - Yes Yes

iMG634-A-R2 - Yes Yes

iMG634-B-R2 - Yes Yes
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TABLE 1-7 History of iIMG/RG Releases Through 3-8-02 (Continued)

Devicel Previous 3-72 3-8-01 Notes
iMG634-WA-R2 - Yes Yes
iMG634-WB-R2 - Yes Yes
iBG915-FX 3-6 Yes Yes

1. Refer to 7.17 for functional groupings of iMGS/RGs.

2. With the Migration Tool, allows the offline migration of 2-5 im.conf to 3-7 format.

3. iIMG726BD-ON has same processor and feature support with LAN and BD interfaces (no optional modules).
1.6.3.2 Comtrend Device Support (Comtrend NexusLink CT-5631)

Basic provisioning tasks are performed via the NMS Triple-Play Provisioning for ADSL. (There is also a TR-069 Browser.). Support is for
Comtrend loads 310.9.1 and above. Refer to 5.7.6.

1.7 Levels of Support

1.7.1 Overview

The level and types of support depend on the product type, the specific product, and the feature support for a release.

1.7.2 Allied Telesis, AlliedWare, and AlliedWare Plus Products

Table 1-8 lists the support features for the AlliedView NMS with the Allied Telesis, Rapier, and Switchblade series products
and what is supported for each product. Each table cell can have the following:

= Y(es) : NMS supports the feature in this release.
= N(0) : NMS does not support the feature in this release.
= -: The feature is not applicable for this device.

For the Provision feature group, if a product supports all the features, there is All in the first row

TABLE 1-8 Product Support Features for the AlliedView NMS in 12.2

iMAP Rapier [SB/9800  |x900 SB x600
Support Features 9000! T-1000 |Family? |Family®  [Family*® |(Note5.) |SBx3112°
View Chassis Y - Y Y Y Y Y
Device Log Management Y Y Y Y Y Y Y
Backup/Restore Y N Y Y Y Y Y
Command Script Mgmt. Y - Y Y Y Y Y
Configuration File Mgmt Y - Y Y Y Y Y
Syslog Management Y N Y Y Y Y Y
SNMPv2 Configuration Y Y Y Y Y Y Y
SNMPv3 Configuration N - Y Y Y Y N
Software Configuration Y - Y Y Y Y Y
VLAN Configuration Y - Y Y Y Y Y
Card, Port Management Y - Y Y Y Y Y
Alarms/Events Y Y Y Y Y Y Y
Performance Monitoring Y Y Y Y Y Y Y
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TABLE 1-8 Product Support Features for the AlliedView NMS in 12.2 (Continued)

iMAP Rapier [SB/9800  |x900 SB x600

Support Features 9000! T-1000 |Family? |Family® |Family*® |(Note5.) |SBx3112%
Telnet to Device Y Y Y Y Y Y Y
SSH Y (Note 7) |- Y Y Y Y 2
Stacking - - - - Y Y -
Browse Device - - v8 Y Y Y -
Custom Load Y - Y Y Y Y Y
Text File Comparison® N - Y Y Y Y Y
WebGen Service - - Y Y - - -
Network Services
- Link Operations Y - Y Y Y Y Y
- VLAN All - All All All All All
- Profile mgmt. Y - y10 Y Y Y Y
- QoS Y - Y Y Y Y Y
- EPSR/ESPR+ Y - Y Y Y Y Y
- CES Y - - - - - -
LLDP Configuration Y - - - Y Y Y

1. Includes the iIMAP 9100 series, released in 7.0, as well as the iMAP 9810, released in iMAP release 14.0.

2. Includes the 8700/8800/8900/9900/8600/x900

3. Includes the AT-9800.

4. Includes the x900-24 XS, x900-24XT-n, and x908.

5. Uses AlliedWare Plus firmware.

6. SBx3112 operates on iMAP firmware.

7. Cannot be used for Triple-Play Provisioning.

8. For the 8900, Not Applicable-

9. For text files only, so backup files for iIMAP devices are not supported.

10.For Profile Management and QoS, supported only in Release 2.5.1 and above.
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1.7.3 AR, AT, and GenBand Products

TABLE 1-9 Product Support Features for the AlliedView NMS in 12.2

AT- AT- |AT- |AT- AT- IAT-  |AT- |AT- |AT- Ge/

Support Features AR700 |750S 8324  [8xxx® |85xx% [9700° [8000S |8000GS [8600* |9000° |G2
Full Support N Y Y N N N N Y N N
View Chassis Y Y Y Y Y Y Y Y Y N
Provision
- Backup/Restore Y Y N N N N Y N Y Y Y
- Command Script Mgmt. |Y Y N N N N N N Y N N
- Configuration File Mgmt |Y Y N N N N Y N Y Y N
- Device Information Y Y Y Y Y Y Y Y Y Y Y
- Device Log Management |Y Y N N N N N N Y Y N
- SNMP Agent Y Y N N Y Y Y Y Y Y N
- SNMPV2 Configuration |Y Y Y Y Y Y Y Y Y Y N
- SNMPV3 Configuration |Y Y N N Y Y Y Y Y Y N
- Software Configuration Y Y N N N N Y N Y y6 N
- Text File Comparison Y Y - - N Y Y N Y Y N
- Configure VLAN - Y Y Y N N N N Y Y N
- Card, Port Management |- - - - - - - - - 4 N
- Syslog Y N N N N N Y N N v8 N
- SSH Y Y N N Y Y N N Y N N
WebGen Service Y - - - - - - - Y - -
Network Service
- Link Operations - Y Y Y N N N N Y Y N
-VLAN - - All All N N N N All All N
- Profile Mgmt. - Y N N N N N N N N® N
- QoS - Y N N N N N N N N N
- EPSR - - N N N - - N N N N
-CES - - - - N - - - - - N
Alarms/Events Y Y Y Y Y Y Y Y Y Y N
Performance Y Y Y Y Y Y Y Y Y Y N
Browse Device Y Y Y Y Y Y Y Y Y Y N
Rediscover Device Y Y Y Y Y Y Y Y Y Y Y

1. Includes the AT-8012, AT-8016F, AT-8024, AT-8026, AT-8088

2. Includes the AT-8516F/SC, AT-8524M, AT-8524POE, AT-8550GB, AT-8550SP

3. Includes the AT-9724, AT-9748

4. Includes the AT-8624, 8648

5. Includes the 9000/28, 9000/28SP, 9000/52

6. Software Configuration is supported. However, this feature is not yet supported in NMS 12.2.1.

7. Supports Port Management. Card Module is Not Applicable.

8. Syslog status on AT9000 cannot be disabled.
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9. Provision/De-provision button under Port Management is disabled since Profile Management function is not
yet supported.
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1.7.4 Specific Market Devices
Table 1-10 and Table 1-11 list the support features for the AlliedView NMS for other products.
Note: Contact your Allied Telesis Customer Representative for detailed information on using these devices,

since many of them fulfill specific market requirements.

TABLE 1-10 Product Support Features for the AlliedView NMS in 12.2

Extreme
Support Features Juniper? Summit? Extreme BD®  [Netscreen 208

Full Support - - - -

View Chassis - - - -

Provision - - - -
- Backup/Restore Y Y4 Y (Note 4.) -

- Command Script Mgmt.

- Configuration File Mgmt

- Device Information

- Device Log Management
- SNMP Agent

- SNMPV2 Configuration
- SNMPV3 Configuration

- Software Configuration

<=
<=
<=

- Text File Comparison
- Configure VLAN - - - -
- Card, Port Management |- - - -

- Syslog - - - -
- SSH N Y Y Y
WebGen Service - - - R

Network Services - - - -

- Link Operations - - - -
-VLAN - - - -
- Profile Mgmt - - - -
- QoS - - - -
- EPSR - - - -
- CES - - - -
LLDP Configuration - - - -
Alarms/Events - - - -

Performance - - - -

Browse Device - - - -

Rediscover Device - - - R

1. Includes the SSG-55M

2. Includes the X250e-24t and X450a-24t

3. Includes the BD 8810 and BD8806

4. For Extreme devices, there is the option to specific additional files for backup.
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TABLE 1-11 Product Support Features for the AlliedView NMS in 12.2

CentreCom |CentreCom |centreCom | CentreCom CentreCom
Support Features AR Series® |8000 series? [MC2700  |9400 Series®|GS Series* |FS Series® [9048XL
Full Support
View Chassis Y Y y67 Y Y Y Y
Provision
- Backup/Restore Y Y Y Y Y Y Y
- Command Script Mgmt. |Y N - - N N N
- Configuration File Mgmt |Y Y Y Y Y Y Y
- Device Information Y Y Y Y Y Y Y
- Device Log Management |Y Y Y Y Y Y Y
- SNMP Agent Y Y v8 v? Y Y Y
- SNMPV2 Configuration |Y Y Y Y Y Y Y
- SNMPV3 Configuration  |Y y10 - Y - - -
- Software Configuration |Y Y Y yli12 Y Y Y
- Text File Comparison Y Y Y Y Y Y Y
- Configure VLAN Y Y - Y Y Y Y
- Card, Port Management |13 Y (Note 13.) |- Y (Note 13.) [N N N
- Syslog Y Y yl4 Y Y Y Y
- SSH Y N15 - Y - - -
WebGen Service N16 N (Note 16.) |- Y - - -
Network Services
- Link Operations Y Y - Y Y Y Y
- VLAN Y Y - Y Y Y Y
- Profile Mgmt N N - N N N N
- QoS N N - N N N N
- EPSR N Y - v17 Y v18 Y
-CES N Y - - N N N
LLDP Configuration y19 Note 19. and |- - N N N

20

Alarms/Events Y Y Y y21 Y Y Y
Performance Y Y Y Y Y Y Y
Browse Device Y N Y - Y Y Y
Rediscover Device Y Y Y Y Y Y Y

I e o

Includes the AR415S, AR550S, AR570S, AR560
Includes the 8748XL, 8724SL, 8724SL VV2/8748SL, 8424TX/8424XL, 8316XL/8324XL
Includes the 9424T and 9424/SP
Includes the GS924M, GS916M, GS908M, GS924M v2, GS916M v2, GS908M v2
Includes the FS808M, FS926M, FS917M, FS909M

There is no info via SNMP or CL1I that shows the duplex mode. The duplex led will always be gray.
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7. The color of disabled port will not turn orange when module/port is disabled via CLI

8. Can only have a maximum of two SNMP communities

9. Disregard the SNMP Version parameter when creating and modifying SNMP Community

10.8748XL is not supported.

11.NMS will return the Application Software Version name which was shown when commands “show switch’ and
‘show system’ was executed on the device instead of the exact filename of the loaded release file.

12.Manage WebGen Passwords function is not supported.

13.Support for Port Management, Card Management is not applicable.

14.Enable and Disable of Device Log(s) are the only supported operations.

15.0nly the 8748XL supports SSH.

16.For CentreCom devices, license management is incorporated when downloading firmware in Software Configuration
17.“Create/Protect EPS Data Ring”, “View EPS Data Protection” and “Modify Protection Domain” are not supported
18.FS808 devices do not support EPSR

19.LLDP configuration per port is not supported.

20.0nly 8700 devices support LLDP configuration module.

21.There will be no event generated for ‘authenticationFailure' trap when using SNMPv3. It is only applicable when using
SNMPv1 or SNMPv2c.
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1.8 Document Conventions

To help the reader use this document, the following conventions are used:

= Menu selections are in bold/italic, with -> for accessing a submenu, such as Policy -> Add Policy.

= Descriptions of properties are in a two-column table, with the order of properties matching the order of policies matching
those shown on the window.

= Names of windows and window elements (such as Tool Tips) are in bold, such as the Restore Configuration window.

= Admonishments use the words Note, Caution, and Warning, where note means added information, Caution means a poten-
tial degradation of service, and Warning means a potential loss of service/revenue.

1.9 How to Use Supporting Documents

1.9.1 Document Media

Customer documentation is offered on the Allied Telesis website, with the option to download all available releases.

1.9.2 Printing Hardcopy

Hardcopy of the documents is in pdf format and requires Acrobat Reader. The link to the Acrobat site is provided on the NMS
document web site.

1.9.3 Accessing Online

The pdf documents are also used for context-sensitive online help.

1.9.4 Using Online Help with NMS

In the main screens of NMS and various forms, there is a Help or question mark button. When the user presses this button, the
relevant section of the NMS User or Administration Guide will appear.

1.10 Copyrights

This product contains copyright material licensed from AdventNet, In http://www.adventnet.com. All rights to such copyright
material rest with AdventNet.
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AV Allied Telesis

2. Installing and Starting Up

2.1 Overview

The AlliedView NMS software is delivered as a CD-ROM, which includes both server and client (application interface) soft-
ware.

2.2 AlliedView NMS Installation

Refer to the AlliedView NMS Installation Guide for the system requirements, limitations, and the installation and startup pro-
cedures.

Note: The monitor used with the client and server machines should have a resolution of 1280x1024 or better.

2.3 Starting up AlliedView NMS

Refer to the AlliedView NMS Installation Guide for steps on starting up the AlliedView NMS server and client on Windows
and Solaris platforms.

2.3.1 Password Configuration

The NMS provides the option to configure your password once you have logged into the application client or the browser cli-
ent for the first time. The Password Configuration dialog box appears by choosing the Tools -> Change Password menu
item. Refer to the following figure. You can type in your new password and set the time duration for which this password is to
remain valid. Refer to the following figure.

=18lx]

Pazsword Configurator

Current Password || |

Mesy Passsiord | |

Confirm Password | |

Paz=zward Expiry duration | |

833 Cancel

FIGURE 2-1 Setting a New Password
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If at anytime you wish to change the password, select Tools -> Change Password from the main menu bar, and the Password
Configurator form will reappear.

2.3.2 Configuration Limits for Clients
The AlliedView NMS server can support up to five GUI client connections at the same time.

Note: Connecting to the AlliedView NMS server using an html client counts as one of the five allowed users.

2.4 Using the Logs Console

When the client is first started, the user has the option of having a console file open during the session with AlliedView NMS.
The console file tracks all events that occur between the client and server for the life of the session.

The following figure is an example of the console file when the client first starts and includes general information about the
AlliedView NMS configuration. Messages are grouped with a header for each day.

At any time during a session, the contents can be written to a file (Save to File) for archiving and for saving for Allied Telesis
technical support.
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Limits for Clients

The Application Screen

Java Console - AlliedView NMS

va Web Start 1.6.0_16

sing JRE version 1.6.0_16-b01 Java HotSpot{TM) Client VM
User home directory = C:\Documents and Settings\tstrasser

clear console window

finalize objects on finalization queue
garbage collect

display this help message

print memaory usage

reload proxy configuration

hide console

reload policy configuration

dump system and deployment properties

dump thread list

C

f:

a

h

m;

o: trigger logging
n:

q

r:

5

-

v: dump thread stack
D_

5 set frace level to <n=

scheduler initialized
Registering for responses
Registering for responses
Reqgistering for responses
R.egistering for responses
Registering for responses
Registering for responses
Registering for responses
Registering for responses
Registering for responses
Registering for responses
Fegistering for responses
devices loaded 33

Instantiated main scheduler with 4 threads

GEMERIC_ID
ALERTCOUNT _CLIENT
MAP_CLIENT
EVENT_CLIENT
ALERT_CLIENT
LIST_CLIENT

POLL_CLIENT

SAS_CLIENT
BROADCAST_FROM_CLIENT
AUTH_AUDIT_CLIENT
COMFIG_AUDIT_CLIENT

[ Clear ] [ Copy ]

FIGURE 2-2 Console File Window

2.5 The Application Screen

When you log in to the Application interface, the default screen that is displayed shows a map containing the map symbols
that represent the discovered network devices. Refer to the following figure. You can find the common Menu Bar, Toolbar,
Map Toolbar, AlliedView NMS Client Tree, Alarm Count Panel, Status Bar, and the AlliedView NMS Panel displayed in

the user interface.

An overview of the look and feel of the Application Screen is provided in the AlliedView NMS User Guide.
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Enllied Telesis AlliedYiew NMS Release 12.0 - SE (Evaluation)

File  Custom %iewws Edit  iew Ohject  Toolz  Windowy  Help

-

QBB B R s™D e P

E Metwork Objects :
T @ Metweork Maps ]
% Phy=ical Metvwark
i3 Routers
(@) Failed Modes
& I retwaork
o= () WLAN Netwark
o= @ Fault Management
0= @ Performance
o= '@' retwork Service Data
o= @ Metwork Inventory

(5) IP Network

AF oA AE A

FIGURE 2-3 Initial Network Interface

2.6 Broadcasting a Message

The option File -> Broadcast Message can be used to send messages to all the clients. When this option is selected, the mes-
sage is sent to all the clients managed by the main AlliedView NMS Server by default. (The option chosen does not matter.)
When this option is selected, a dialog that contains the following details pops up. Refer to the following figure.

£ allied Telesis Broadcast Message -0l x|

Mezzage | |

) Send to my FE cliert anly
Option

i®) Sert to &l clients

BroadCast Close

FIGURE 2-4 Broadcasting a Message (use bottom option only)
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The following table lists the properties for broadcasting a message.

TABLE 2-1 Properties for Broadcasting a Message

Property Details for Broadcast Message Properties
Message The message to be broadcast.
Option Two message options. The option Send to my FE client only is not supported. The other option

is Send to all clients. When this option is selected, the message is sent to all the clients that are
managed by the main AlliedView NMS Back-End Server.

BroadCast Sends the message. The message sent is displayed in the status bar of the receiver.

2.7 Restart / Shut Down the Server

The procedures in this Guide that involve changes made to the server and its files do not need a server restart to take effect.
You should restart the server only if a procedure instructs you to do so.

Warning: The administrator should avoid restarting the server, since during restart the AlliedView NMS is
no longer monitoring devices and cannot communicate with any clients.
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2.8 Resource Management

2.8.1 Setting the Custom Security Policy (Required)
This must be set for the server.
= Find the java runtime environment (jre). It’s usually located in:
<drive>:/Program Files/Java/jre*
or use the Control Panel Java Plug-in tool “Advanced” tab to see the exact path of the java runtime.
= Open the java.policy file in lib/security (under the jre path).
= Append a tag for the NMS server in the system, as follows, where <server_name> is a host name or IP address:
grant {
permission java.net.SocketPermission ‘“<server_name>", "accept,connect,resolve”;
permission java.awt.AWTPermission "'setAppletStub™;
}:
Save the file.

Wildcard (*) can be used in the server_name but the wildcard must be the first character, such as *.sun.com.
You can combine the NMS-specific permissions for the server into a single grant, as follows:

grant {
permission java.net.SocketPermission "'nmstest2'", "accept,connect,resolve’;
permission java.awt.AWTPermission "setAppletStub';

};

nmstest2 is an example server.

Note: Permissions are also required when using the WebGen features. Refer to 4.7.2 and 5.3.9.5.
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2.8.2 Resource Management Table (Tools -> Resource Management)

To view the status of the server configuration, the user selects Tools -> Resource Management from the main menu. The
Resource Management Window appears, as shown in the following figure.

Note: This table should only be used by the Administrator.

Resuurce Manager: 10.52.18.216 = |EI|5|
| Front-End Monitor r Client Memory Monitor |

Host Mame Server Type Connection Status Wigh Server Part Enable Fowarding
M= 2HEEE PRIMA&R (]3] Q090 ] —

1]

FIGURE 2-5 Resource Manager Window - Back End Only

2.8.3 Front-End Monitor

Note: This applies to the distributed FE system available prior to 11.0.

In the example above, there is the default client to BE configuration. This has the following information:

= Resource Manager (in window title) - This is the server the client currently is connected to. (If the client is locally con-

nected to the server this will be localhost.)

= HostName - These are the servers currently deployed in the AlliedView NMS server configuration. In the default BE
only configuration, there is only one server and therefore only one row.

= Server Type - The BE server will have PRIMARY as the server type, while the FE servers will have STANDALONE.
= Connection Status - Working connections are Up. If a server fails this will change to Down.
= \Web Server Port - This is the port used by the client to connect to the server.

= Enable Forwarding - This box is editable only when there is more than one server, and can only be activated for the FE
server when the client is connected to that FE server. The feature is explained above.

2.8.4 Client Memory Monitor

This tab brings up a graph that monitors the memory used on the client. Memory allocated is the java heap space pre-allo-
cated at start-up, while the used memory is the actual memory used by the client. If the client is functioning slowly, this
graph can help determine if client memory usage is an issue. Refer to the following figure.
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EResuurcE Manager: 10.52.18.216

f Front-End Monitor |T Client Memory Monitor |

Memory Monitor
101598 E allocated

44417K

FIGURE 2-6 Client Memory Monitor
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3. File Administration

3.1 Overview

Many administrative tasks for the AlliedView NMS are done by adding, changing, and deleting files on the server. However,
directly accessing these files should not be attempted, since a loss of AlliedView NMS functionality could result.

For this reason, the AlliedView NMS provides GUI-based functions (mainly the Discovery Configurator) that make updating
the AlliedView NMS files easy and less error-prone. Moreover, the server does not have to be restarted for the changes to take
effect. However, a few tasks will involve restarting the server. These tasks are also included in this section, and the point at
which a restart is required is highlighted.

Note: Throughout this section, <NMS_HOME> refers to the directory where the NMS was installed, with the
default as:

e Windows - c:\Program Files\Allied Telesis\AlliedView NMS
= Solaris - Zopt/AlliedTelesis/AlliedViewNMS

Directory names inside configuration files use the Internet standard of forward slashes (/), whether on Windows or Solaris.

Caution: Table 3-1 only lists the tasks that are fully supported. Accessing a file on the server and
changing a value without Allied Telesis Support could result in a loss of AlliedView NMS
functionality.

TABLE 3-1 Task List for File Administration

Task Screen / Form Name (if Applicable) Section

Discovery Configurator (SE) Form with set of Tabs for SE version 3.2
Schedule Tab 3.2.2
SNMP Tab 3.23
CLI Logins Tab 3.24
Network Discovery Tab 3.25
Node Discovery Tab 3.2.6
Other Discovery Tab 3.2.7

- Example 3.2.8.1

Discovery Configurator (EE) Form with set of Tabs for EE version 3.3
Basic Tab 3.3.2
SNMP 333
CLI Logins Tab 3.34
Network Discovery Tab 3.35
Node Discovery 3.36

AlliedView NMS Backup and Restore AlliedView NMS Backup (3.4.1)
AlliedView NMS Restore (3.4.4)
Device Backup Limit (3.4.5)
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TABLE 3-1 Task List for File Administration (Continued)

Task Screen / Form Name (if Applicable) Section

Node Limiting, Registering NMS load AlliedView NMS License Manager (3.5)

Software Downloads Software Configuration (Modify Release (3.6)
Configuration, Create Custom Load buttons)

Monitor AlliedView NMS server/processes | Status Monitoring (3.9)

Firmware Upload Tool Load Import (3.10)

Access database NA (3.11)
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3.2 Discovery Configurator (Service Provider)

3.2.1 Overview

AlliedView NMS discovers devices in a network and then, based on the properties of the device, constructs ManagedObjects
for each discovered device.

There are several ways to invoke the Discovery Configurator panel.

= For both windows and Solaris, Invoke the Discovery Configurator as a standalone tool by invoking file DiscoveryCon-
figurator.bat in the <NMS_home>/bin/admintools directory.

= With the NMS started and the a client interface, select Tools -> Discovery Configurator (Alt + R) from the main menu.
= For windows, begin with the menu Start menu and select Tools -> Discovery Configurator.

Note: There are differences when changes made will take effect. Refer to 3.2.8.1.

3.2.2 Schedule Tab

= Discovery Configurator - | I:I|_}<
l/ Schedule rSHMP |/ CLILogins |/ Network Discovery |/Nude Discovery |/ Other Discovery |

Metworks will be rediscovered according to this schedule.
Fediscovery can be scheduled to occur no less than once aweek and no mare than daily.

MNetwork Rediscovery Schedule

Time: 12:00 |« | [AM |+

Recur Weekly: Sun Mon Tue Wed Thu Fri Sat

Cloze Helg

FIGURE 3-1 Discovery Configurator — Initial Screen (Schedule Tab)

The schedule tab allows configuring the rediscovery time, the time all managed devices in networks included for discovery
in the Network Discovery tab will be rediscovered to update the NMS database with any changes, including the addition of
new devices.

Note: Devices in the Node Discovery tab will not be rediscovered.

To schedule the time, choose an hour and select one or more days of the week. Nightly rediscovery is recommended. At least
once a week is required, with no more than once every 24 hours.

The buttons are defined as follows, and have the same function for all tabs:
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« Save Changes - Saves the configuration to the NMS database and leaves the dialog up.
= Close - Dismisses the dialog, but before doing so will prompt to save changes if changes are pending..

| 3.2.3 SNMP Tab

1ol x|
[ Schedule | SNMP | CLILogins | Metwork Discovery | Node Discovery | Other Discovery

Devices will he discaoverad ifthey respond to one of the SMNMP Read Communities in the list below.

For each IP address, communities will be tried in the arder listed until ane succeeds or they all fail.

Communities

Fead Communities Write Communities
niotpuiblic private
fuklic Lkl
friend
Rt |pub|ic | e | |
| A | | | | Lol | | fodify | | Delete | | | | | | A | | Moty | | Delete |

Parameters

Portisy. |1 61 | Timeaut: |2 | Retries: [0 |

SHMP v3

Enable SNMPv3 Discovery Contesxt Mame: |

U=zer Mames
User Mame: | |
| | | | | Aol | | Wodify | | Delete |
| Save Changes | | Cloze | | Help

FIGURE 3-2 Discovery Configurator — SNMP Tab

Only devices that respond to SNMP can be discovered and managed by the AlliedView NMS. The NMS will perform “SNMP
Ping” operations with each of the given read communities until a device responds or all communities have been tried and
failed. (SNMP Pings are essentially SNMP get requests for selected system variables. Devices that respond are considered
“connected” and those that don't are considered “unreachable™)

3.2.3.1 SNMPv2

For most devices, only read communities are used during discovery. Some devices, including iMG/RGs, require discovering
write communities as well.

Communities will be attempted in the order displayed. The order may be modified by selecting a row and then clicking on the
up/down buttons.
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Communities may be added, modified, or deleted with the Add, Modify or Delete Buttons. The Add button will add to the
list whatever is in the Read or Write text field. The Modify button will replace whatever is in the selected row with whatever
has been typed in the Read or Write text field.

The SNMP agent port, timeout, and retry count can be configured as well. The defaults are 161, 10, and 0 respectively.
Whereas 161 is the most commonly used SNMP agent port, others can be added as a space-separated list. Each port will be
tried in the given order.

3.2.3.2 SNMPv3

There is the option to enable SNMPv3 Discovery, which adds security and administration features. (For information on the
relationships between the SNMP versions refer to RFC 3416.)

The SNMP panel allows the addition of Users following the User-based security model defined in RFC 3414. As RFC 3416
states, only those principals (users) having legitimate rights can access or modify the values of any MIB objects supported by
that entity.

The SNMP panel includes the Enable SNMPv3 Discovery option, as shown in Figure 3-2. User Names are added by typing
in the User Name field, the Context Field, and then selecting Add. Names can continue to be added and the order changed
using the direction arrows. A name can be modified by selecting a name, changing the name in the User name field, and
selecting Modify. Selecting Save Changes writes the values to the NMS
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3.2.4 CLI Logins Tab

The CLI Login Manager allows the user to specify a list of CLI username/password pairs that will be used by the Discovery
Process to determine the CLI username and password for individual devices. The username and password discovered for each
device are used for all CLI interactions with the device.

All managed devices are shipped with a factory-default CLI username and password, and customers are encouraged to change
these for security reasons.

Caution: As mentioned in Section 1.6.3 there is a user name and password used to access the device, and
this name/password is used by all NMS users when accessing a device. To enable NMS users to
guery and control a device, the device name and password must be at a security officer level.
Failure to do so may make certain operations performed at the NMS on a device to fail.

I%Discuvery Configurator

[ Schedule |  SNMP | CLILogins | Network Discovery | Node Discovery | Other Discovery

o [= 3

CLI Logins will be attermpted to each discovered device using the login credentials from the list below.
For each device, loging will be atternpted in the order listed until one succeeds or they all fail.

Type Lzer Id Hints Description

login (WENEEE Rapier REE00 Factory default login for AR-CGOC AT-KN00K IMGRG, Rapier, and Switchhblade de...
|||Iogin officer Telesyn Factory default lagin for iMAP Devices
|||Iogin aclimin GenBancd Factary default login far GenBandd
|||Iogin rioot Conitrend Factary default login for Contrend devices
|||Iogin Support Coritrend Factory support login for Comtrend devices
|||I0gin netscreen Juniper Factory default for Juniper devices
|||I0gin admin Extreme Factory default for Extreme devices
|||I0gin admin 210 Metweorks Factory default for A10 Networks devices
|| ACACS+ tacacs+ Default TACACE+ security officer passcode
!Iogin acdmin GenBand g2 Factory default login for GenBand

Login Type: @ User () Security Officer

Passwiard: |uuu |

Userld  |manager

Hrts  |Rapier,RGEO0 |

Description: |Factary default login for AR-G00 AT-H0000 IMGIRG, Rapier, and Switchblade devices

v

| Save Changes | | Close | | Help |

FIGURE 3-3 Discovery Configurator — CLI Logins Tab

Once a device has been discovered by SNMP, more detailed discovery requiring a CLI login is required to manage the device.
The NMS attempts to log into each device until it either discovers an accepted login or all login attempts are rejected. The login
sequence generally follows the order of the logins in the table. The order may be modified by selecting a row and then clicking

on the up or down -4 v | buttons.

The login sequence can be overridden by the Hints field. Hints are a comma-separated list of device category, sysLocation, IP
address, and subnets (in x.x.x.x/bits notation). Login parameters for a device that matches any of the hints will be attempted
before any other login parameters. If there are more than 1 login entry with matching hints, they will be attempted in the
sequence from the list.

The NMS will retry each user id up to 5 minutes if it gets connection-refused errors (in case it just came up and needs more
time to finish initializing telnet and/or ssh services). If the NMS never gets connected, it will raise a discovery failure alarm.
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If all login attempts with matching hints fail, all of the entries without hints will be attempted until one is accepted or all are
rejected. And if all of those fail, all of the rest (without matching hints) will be attempted.

The Description field is a free format reminder of what each login entry represents.

There are 2 login types: User and Security Officer, which are specified by the radio buttons. The “user” type uses the User Id
and Password to initially log into the device. User login is all that’s required for iMAPs running without TACPLUS.

If an iIMAP is running with TACPLUS enabled, the NMS also needs a Security Officer passcode (to enable securityofficer).
Security Officer passcodes can be designated by clicking on the Security Officer radio button. For Security Officer, the User
Id field is not applicable and will be disabled and set to “tacacs+”. (You can still define a user login with the user id tacacs+,
if necessary, by clicking on the User radio button instead of the Security Officer radio button) Security Officer passcodes
will be attempted as ordered in the list and as overridden by Hints. Since multiple Security Officer passcodes are permissi-
ble, be sure to use the description field to keep track of which is which (since they will typically be indistinguishable without
displaying the passcode).

Buttons specific to the CLI Login Manager are:
= Add - Adds a new entry to the CLI User list—after the current position of the selected login. (Duplicates are allowed)
= Modify - Overwrites the currently selected login with what’s in the main dialog.

= Delete - Deletes the currently selected login from the CLI User list.

Note: Discovery uses the CLI logins in the order specified in the CLI Login Manager. There is a performance hit
associated with each failed login attempt. Use the up/down keys to order the list such that the most likely
pair is listed first. (Use the Hints field to help identify device)

Caution: One feature for AT and iIMAP devices is the ability to change their default prompts to a custom
string. (For AT devices the default promptis “>", and for iMAP devices this feature begins with
the default prompt “>>".) Therefore, this default prompt should not be changed.

There is also the option to select the protocol. The default is telnet, but here is also the option to choose SSH. These are also
added to the User ID list.

Most Allied Telesis devices support SSHv2. Using SSH involves configuring and enabling the SSH server. This involves:

= Server authentication, confidentiality, and integrity
= User authentication through the use of a password and/or public key
= Connection encryption for interactive login sessions

Refer to customer documents for Allied Telesis products for support of specific SSH features.
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3.2.5 Network Discovery Tab

EDiscnvery Configurator - |EI|5|
f Schedule |/ SNMP |/ CLI Logins |/ Network Discovery |/Nnde Discovery r Other Discovery |

Specific networks or portions of networks can be included in or excluded from discovery, per the list below.

Dizcover P &ddress Met hask Start [P End [P
v 10.52.30.0 2552552550
v 10.52.200.0 2552552550
v 1052710 2552552550
v 1052 66.0 2552552550
v 10521100 2552552550
v 10521850 2552552550

Discover Network (® Entire Network () Set of Modes

P Address: | Met Mask |

Start IP: End IP:

[ ] SNMP w1 w2 w3 (Override SMNMP configuration for this network)

| Al H iy || Delete ‘

| Save Changes | | Cloze | | Help |

FIGURE 3-4 Discovery Configurator — Network Discovery Tab

This tab specifies networks to discover (or exclude from discovery). The discovery process will attempt to discover devices at
all IP addresses in the network (or exclude all such addresses if configured for exclusion).

Networks can be added, modified, or deleted with the Add, Modify, and Delete buttons.

The “Discover Network” toggle, when checked, means to discover the network. When unchecked, that network will be ignored
during discovery.

The “Entire Network” radio button, when selected means to use all addresses in the network, specified by the IP Address and
Net Mask fields. When “Set of Nodes” is selected instead, only the addresses from the Start IP to the End IP will be discovered.

If SNMP discovery is enabled, network discovery will normally use the parameters configured on the SNMP tab, but they can
be overridden for specific networks and subnets by selecting the SNMP option on this tab.The properties to fill in depend on
the SNMP version selected.

A version of SNMP can be chosen to override what is configured for the network. After choosing the SNMP version, selecting
the Properties button allows the parameters to be filled in. Refer to the following figure.
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IR Lanes
f Schedule rSNMP r CLI Logins r Network Discovery rNode Discovery r Other Discovery | 10.52.3C
Specific netwaorks or portions of netwaorks © B
[ SHWP Properiies | SNMP V3 Properties. |
Discover IP Address < M This tab is for configuring SKMP Y3 Security Parameters ||| —
0s200 et =

Uzerflame | Contexthlame | Porthlumber Secur'rtgl/ﬁeneral |’Securily

Uzer Mame | |

Context Mame | |

Discover Network ®' Ertire Netwark AgertPort | |
IP Address: 10.52.32.0
Start IP:

SNMP w1 (w2 @ w3 (Override S|

| A || Moclify || Delete |

| =

FIGURE 3-5 Setting Properties for SNMPv3

All networks, including the local net, have to be added via the network tab.

Caution: It is not possible to delete a network from discovery once discovery begins on that network.
Discovery begins any time immediately after saving changes. Therefore, to permanently remove
a network from the discovery configuration, shut down the NMS to shut down the discovery
process and use the standalone Discovery Configurator to delete the unwanted network.
Networks are successfully deleted, however, when deleted before saving changes.

The user can add networks and nodes in the Network Inventory screen as Managed Objects and this will take effect immedi-
ately. The menu choice:

= Network Inventory / Edit -> Add Network
= Network Inventory / Edit -> Add Node

brings up the dialog to add a network or node. Refer to 3.2.8.2.
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3.2.6 Node Discovery Tab

EDiscnvery Configurator - |EI|5|
f Schedule |/SNI'|.'IP r CLI Logins r Network Discovery rNude Discovery |/ Other Discovery

Specific nodes can he included in or excluded from discovery, perthe list below.

Discover Parent ket P Address et Mask Commmunity “ersion Part
v [ ] 10.52.200.122 2552552550
v [ ] 10.52.200.110 2552552550
| | | 10.52.30.37 2552552550
q] Il [»

Discover Node [ |Discover Parent Network

IP Address: |1 0.52.30.37 | hlet Maszh: |255.255.255.D |

[ ] SNMP vl @2 Ow3 (Override SHMP configurstion for this node)

Cammunity: Part:

Lzer Mame: Context Mame:

‘ A || Moty H Delete |

| Save Changes | | Cloze | | Help |

FIGURE 3-6 Discovery Configurator — Node Discovery Tab.
This tab specifies specific nodes to discover (or exclude from discovery).

Nodes can be added, modified, or deleted with the Add, Modify, and Delete buttons.

The “Discover Node” toggle, when checked, means to discover the node. When unchecked, that node will be ignored
(excluded) from discovery.

The “Discover Parent Network” tab means to discover all the devices in the parent network, as well. The parent network will be

considered to be all IP addresses in the same subnet as the node as defined by its IP Address and its Net Mask. When
unchecked, only the one node will be discovered.

The SNMP version used can be selected here as well, with the properties determined by the version, as shown in the following
figure.
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|= piscovery Configurator 10| =]
| Schedule | SNMP | CLiLogins | Network Discovery | Mnde Niccavery | Other Nicrovery |
|= SNMP ¥3 Properties e
Specific nodes can be included in or excluded from discovery, pe
Discover Parent Met P Address Security Level |N0l-l-ﬂhNOPri\r | b ‘
v [ ] 10.52 200122 2
] [] 10.52 200410 5| &uthProtocol  (MD5 | ‘
v | | 10.52 3037 2
Auth Passward
Priw Protocal |CBC-[!ES | ‘
p | il Privw Password
Discover Node [ | Discover Parent Network
P Address: [10.52.30.37
‘ (0] 4 ‘ ‘ Cancel ‘
SNMP 0wl (w2 843 (Override SKWP configuration fo
Community: Port: |1 A1 |
Uszer Marme: | Cortext Marme: | |
| A ‘ ‘ Tlocify | | Delete ‘
| Save Changes | | Cloze | | Help |

FIGURE 3-7 Setting Properties for SNMPv3

The user can add networks and nodes in the Network Inventory screen as Managed Objects and this will take effect immedi-
ately. The menu choice:

= Network Inventory / Edit -> Add Network
= Network Inventory / Edit -> Add Node

brings up the dialog to add a network or node. Refer to 3.2.8.2.

Note: If nodes are failing initial discovery, change the “Retries” parameter (default 0) and the “Timeout”

parameter from the SNMP Tab, and then use the Network Inventory / Edit -> Add Node to retry initial
discovery.
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3.2.7 Other Discovery Tab
=

f Schedule |/ SNMP vii2c |/ CLI Logins |/ Network Discovery rNude Discovery r Other Discovery

Diewices with specific sysOIDs can be included in discovery, per the list below,
The defaults are fully-supported ATl devices.

syz0ID

no
A1.536.1.411916.2.62
1561411916271
A35361411M62.74
1353614116276
A.536.1.411916.2.80
A56.1.411916.2.82
A561.411916.2.84
3536141196287
A.3536.1.411916.2.85
A.536.1.41.1916.2.89
A56.1.41.1916.2.90
1561411916291
A35361.411916.2.92

{in] »

4]

[ Translate Display

sys0ID: [1.3.6.1.4.1.1916.2 62

‘ Al || Moty H Delete |

‘ Save Changes ‘ ‘ Cloze ‘ ‘ Help ‘

FIGURE 3-8 Discovery Configurator — Other Discovery Tab

This tab lists sysOIDs (SNMP system Object Identifiers) of devices to be included for discovery. Any device discovered by
way of SNMP will be rejected unless its sysOID is one of these from this table. The defaults for this table are the ATI devices
fully-supported by the AlliedView NMS.

As shown below, the “Translate Display” toggle can be checked to display sysOIDs as translated names, provided the names
are adequately defined by the MIBs installed with the AlliedView NMS. Names will be a mix of nhumbers and names where
available MIBs are not complete. When unchecked, sysOIDs are displayed as instance identifiers (numbers only).

Additional sysOIDs can be added, modified, or deleted with the Add, Modify, and Delete buttons. Added sysOIDs can be dis-
played and minimally managed (live status monitoring, for example).

When adding or modifying sysOIDs, names or numbers may be entered into the sysOID text field whether or not the “Translate
Display” toggle is selected. Names will be resolved to numbers if the appropriate MIBs are installed. Otherwise the user will be
prompted to enter the sysOID in numeric form.

The default sysOIDs cannot be modified or deleted.
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L=k

( Schedule |/ SNMP vii2c |/ CLI Logins |/ Network Discovery rNude Discovery r Other Discovery

Diewices with specific sysOIDs can be included in discovery, per the list below,
The defaults are fully-supparted ATl devices.

syz0ID

0o

Jiz0.org.dod. internet private enterprises exdremenetvwoarks extremeProduct bd3810
Jz0.org.dod.internet private enterprises exdremenetvwoarks exdremeProduct . summitX4505-24t
Jz0.org.dod. internet private enterprises exdremenetvwarks extremeProduct bdS806
Jz0.org.dod.internet private enterprises exdremenetvwarks exdremeProduct . summitX4505-45t
Jiz0.org.dod.internet private enterprises exdremenetvwoarks extremeProduct summit4505-2400C
Jzo.org.dod. internet private enterprizes exdremenetvworks exdremeProduct . summitX4505-24=0C
Jz0.org.dod. internet private enterprizes exdremenetworks exdremeProduct summitX4505-24x
Jiz0.org.dod internet private enterprises exdremenetvwoarks exdremeProduct . summit4505-45t0C
Jzo.org.dod. internet private enterprizes exdremenetvworks exdremeProduct summitX 250-24t
Jiz0.org.dod.internet private enterprises exdremenetvwoarks exdremeProduct summit 250-24p
Jiz0.org.dod internet private enterprises exdremenetvwarks exdremeProduct summit 250-24 =
Jz0.org.dod. internet private enterprizes exdremenetvworks exdremeProduct summitX 250-45t
Jiz0.org.dod. internet private enterprises exdremenetvwarks exdremeProduct summit 250-450

el ik, & sucis 1ok & i + ik 1 + Dl vl 1=t FStiat Suial tY ut

{in] »

4]

Translate Display

sys0ID: |.iso.org.d0d.internet.pri\tate.enterprises.eﬂremenehﬁorks.E}dremePrnduct.bd881IZI

‘ Al || Moty H Delete |

‘ Save Changes ‘ ‘ Cloze ‘ ‘ Help ‘

FIGURE 3-9 Discovery Configurator — Other Discovery Tab - Translate Display Option
3.2.8 Example Configurations

3.2.8.1 Setting up Discovery - Procedure

The tabs in the Discovery Configurator from right to left are the sequence that should be followed when setting up discovery.
The following procedure should be done when the NMS has just been installed and the server has not been started.

1. Open up the standalone Discovery Configurator (using the DiscoveryConfigurator executable)

2. Follow the tab sequence and set up the criteria for initial discovery, including schedule, global and per-device SNMP
communities, CLI logins, Network Discovery, and Node Discovery. Use the Other Discovery tab to add any other
devices that are not ATI devices supported by the NMS.

Save the changes and exit the Discovery Configurator.
Start the NMS server.
Bring up an NMS client.

As networks/device are initially discovered, they appear in the various GUIs for the NMS. Rediscovery is then deter-
mined by the schedule set in the Schedule tab.

o 0 > w

With the networks/nodes now discovered and the NMS active, the administrator may need to change the discovery configu-
ration. In this scenario, you would bring up the Discovery Configurator and make any changes. When the Save Changes
button is selected, the changes will take effect depending on the what is set in the schedule tab. If you wish for the changes to
occur immediately, you will need to stop and then restart the server.

AlliedView NMS Administration Guide (File Administration) 3-13



Discovery Configurator (Service Provider) Example Configurations

3.2.8.2 Adding a Network or Node from the Network Inventory

To immediately add an individual node or network, the administrator goes to the Network Objects tree, selects Network Inven-
tory node, and then clicks from the pull-down menu Edit -> Add Node or Edit -> Add Network. This brings up the Add Node
and Add Network panels as shown in the following figures.

= allied Telesis Add Network =10 x|

MNetwork Details

Metwork Address " || || || |

et Mask 1255|255 |[255 [0 |
hManaged
Start discovery
Add overriding the seed file configuration |:|
Feturn immediately after submitting request |:|
Wirite To Seed File L]

Add Metwork Clear Clozse

Please enter the netwaork details

FIGURE 3-10 Add Network (From Network Inventory)
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e f
[ SNMP

Discovery Configurations

Mode Type P4 ) IPYE
IP&ddress ! Host Mame |

Metmask 255 .|285 |255 D

Dizcover even if node iz not reachable? |:|

Dizcover all devices in parent netvwark?
Cwertide Seed file fiters? L]
Ll

Updlate configurations in Seed file?

SHNMP Configurations

Comrmunity |F"Jt'|i'3
SHMP Agert Port 161
SMMP W3 Enabled? L]
lzer Mame |
Context Mame |

Process Add Mode reguest in the backgraund |:|
actd Mode| Clear| Close|

Add Mode

FIGURE 3-11 Add Node (From Network Inventory)
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3.3 Discovery Configurator (EE)

3.3.1 Overview

The EE version of the Discovery Configurator is available in NMS Release 12.0, is similar to the SE version but has the follow-
ing features:

1. The GUI allows enabling/disabling of Discovery

2. ICMP Discovery (using Ping) can be configured, and SNMP Discovery is optional.

3. The local network can be discovered using a simple option.

4. Rediscovery can be disabled.

5. DHCP support is provided.

6. There is no sysOID filtering.

The EE version supports more discovery options than the SE version, as shown in the following figures.
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3.3.2 Basic Tab
The Basic tab is displayed where the SE version displays the Schedule tab. Refer to the following figure.

=10l x|

= Discovery Configurator
l/Basic |/SHMP |/ CLI Logins |/ Metwork Discovery |/Hnl:|e Discovery

Configure discowvery for devices that respond to Ping andior SkikiP .

Enable Discovery
[ | Discowver Local Network

Rediscover Already Discovered Nodes

ICMP Discovery

Il=e ping and ping sweeps to discover nodes.
[ | Enable ICMP Discovery
Ping Retries:

Fing Timeout: [Feconds)

Network Rediscovery Schedule

Metworks will be redizcovered according to this schedule.

Tirme: 1200 |+ [ AM |+
Recur Weekly: [w]Sun [w|Mon [v]Tue [v|Wed [v|Thu [v]Fri [v]Sat

Help

Save Changes Cloze

FIGURE 3-12 Basic Tab - EE Version
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Buttons for the Basic tab are:

Enable Discovery -The default is checked; if not checked, Discovery will not be performed.

Discover Local Network - The default is not checked; if checked, nodes from the local network (where the NMS resides)
are discovered.

Rediscover Already Discovered Nodes - If checked (the default), nodes already discovered are rediscovered based on the
rediscovery interval that has been set. If not checked, the node will not be rediscovered (and updates will not be detected).

Enable ICMP Discovery - If checked (not the default), ICMP Ping is used for discovery.
= Ping Retries - Number of times an ICMP Ping will be resent.
= Ping Timeout - Number of seconds the Configurator waits before assuming there will be no response.

Rediscovery Schedule - Choose an hour and one or more days of the week. Nightly rediscovery is recommended (default),
but any number (including none) can be selected. No more than once every 24 hours is allowed.
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3.3.3 SNMP Tabs

Refer to the following figure.

|§Discnvery Configurator

=
|/Basic |/SNI'.'IP r CLI Logins r Network Discovery rNude Discovery

Devices will be discovered ifthey respond to one ofthe SMMP Read Communities in the list below.

Faor each IP address, communities will be tried in the order listed until one succeeds or they all fail.

Enable SNMP

Communities

Read Communities Wirite Communities
public private
niotpublic: public:
friend
Read: | | Wirite: | |
‘ | | ‘ ‘ A | | fodify ‘ ‘ Delete | | ‘ ‘ | | A ‘ ‘ Tlocify | | Delete ‘

Parameters

Portisx [161 Timenut: |2 | Retries: [0 |

SNMP v3

[ | Enable SNMPv3 Discovery Context Mame:

User Mames
User Marme:
‘ | | ‘ ‘ A | | fodify ‘ ‘ Delete |
‘ Save Changes ‘ ‘ Cloze ‘ ‘ Help

FIGURE 3-13 SNMP - EE Version

SNMP discovery can be enabled or disabled. If disabled, the rest of this tab is grayed-out. If enabled, the NMS will use this
configuration during network discovery to test IP addresses for the presence of SNMP-enabled devices. Devices that respond

will be added to the NMS database and will be monitored for status polling by periodically polling selected system variables
(such as sysDescr).

The NMS performs “SNMP Ping” operations with each of the given read communities until a device responds or all commu-

nities have been tried and failed. (SNMP Pings are essentially SNMP get requests for selected system variables. Devices that
respond are considered “connected” and those that don't are considered “unreachable”)
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3.3.3.1 SNMPv2

For most devices, only read communities are used during discovery. Some devices, including iMG/RGs, require discovering
write communities as well.

Communities will be attempted in the order displayed. The order may be modified by selecting a row and then clicking on the
up/down buttons.

Communities may be added, modified, or deleted with the Add, Modify or Delete Buttons. The Add button will add to the list
whatever is in the Read or Write text field. The Modify button will replace whatever is in the selected row with whatever has
been typed in the Read or Write text field.

The SNMP agent port, timeout, and retry count can be configured as well. The defaults are 161, 10, and 0 respectively.
Whereas 161 is the most commonly used SNMP agent port, others can be added as a space-separated list. Each port will be
tried in the given order.

3.3.3.2 SNMPv3

There is the option enable SNMPv3 Discovery, which adds security and administration features. (For information on the rela-
tionships between the SNMP versions refer to RFC 3416.)

The SNMP panel allows the addition of Users following the User-based security model defined in RFC 3414. As RFC 3416,
states, it is up to the only those principals (users) having legitimate rights can access or modify the values of any MIB objects
supported by that entity.

The SNMP panel includes the Enable SNMPv3 Discovery option, as shown in Figure 3-2. User Names are added by typing in
the User Name field, the Context Field, and then selecting Add. Names can continue to be added and the order changed using
the direction arrows. A name can be modified by selecting a name, changing the name in the User name field, and selecting
Modify. Selecting Save Changes writes the values to the NMS
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3.3.4 CLILogins Tab

Refer to the following figure.

£

|/ Basic |/ SNMP |T CLI Logins r Metwork Discovery ande Discovery

Discovery Configurator | e

CLI Logins will be attempted to each discovered device using the login credentials from the list below:.
Fareach device, logins will be attermpted in the arder listed until one succeeds ar they all fail.

Type Uzer Id Hirt= Description
([aTe gl lt=Int=le =T Fapier REE00 Factory default login for AR-M000, AT- X000 IMGREG, Rapier, and
||In:-gin officer Telesyn Factory default login for iMAP Devices
||In:-gin acdtin GenBand Factory default login for GenBand
||In:-gin roct Cotritrend Factory default login for Comtrend devices
||In:-gin Support Cotritrend Factory support login for Comtrend devices
||In:-gin retecreen Jurniper Factory default for Juniper devices
||In:-gin acdmin Extretme Factory default for Extreme devices
||In:-gin acdmin A10 Metwiorks Factory default for 210 Metwarks devices
ltacace+ tacacs+ Default TACACS+ security officer passcode
Login Type: 8 User ) Security Officer Protocal: |telnet |
et Id: | Pazswiard:
Hints: |
De=cription:
Al Pl Delete
Zave Changes Cloze Helgp

FIGURE 3-14 CLI Logins Tab - EE Version

Status polling via ICMP or SNMP does not require CLI access; CLI discovery is only required when device configuration

(backups, port management, VLAN management, etc.) is desired and is only applicable to fully-supported devices (refer to
Section 1).

Once a device has been discovered by way of SNMP, more detailed discovery requiring a CLI login is required to manage
the device. The NMS will attempt to log into each device until it either discovers an accepted login or all login attempts are
rejected. The login sequence generally follows the order of the logins in the table. The order may be modified by selecting a

row and then clicking on the up or down (-*--*) buttons.

The login sequence can be overridden by the Hints field. Hints are a comma-separated list of device category, sysLocation,
IP address, and subnets (in x.x.X.x/bits notation). Login parameters for a device that matches any of the hints will be

attempted before any other login parameters. If there are more than 1 login entry with matching hints, they will be attempted
in the sequence from the list.
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If all login attempts with matching hints fail, all of the entries without hints will be attempted until one is accepted or all are
rejected. And if all of those fail, all of the rest (without matching hints) will be attempted.

The Description field is a free format reminder of what each login entry represents.

There are 2 login types: User and Security Officer, which are specified by the radio button. The “user” type uses the User Id
and Password to initially log into the device. User login is all that's required for iMAPs running without TACPLUS.

If a device is running with TACPLUS enabled, the NMS also needs a Security Officer passcode (to enable securityofficer).
Security Officer passcodes can be designated by clicking on the Security Officer radio button. For Security Officer, the User Id
field is not applicable and will be disabled and set to “tacacs+”. (You can still define a user login with the user id tacacs+, if
necessary, by clicking on the User radio button instead of the Security Officer radio button) Security Officer passcodes will be
attempted as ordered in the list and as overridden by Hints. Since multiple Security Officer passcodes are permissible, be sure
to use the description field to keep track of which is which (since they will typically be indistinguishable without displaying the
passcode).

There is also the option to select the protocol. The default is telnet, but here is also the option to choose SSH. These are also
added to the User ID list.

Most Allied Telesis devices support SSHv2. Using SSH involves configuring and enabling the SSH server. This involves:

= Server authentication, confidentiality, and integrity
= User authentication through the use of a password and/or public key
= Connection encryption for interactive login sessions

Refer to customer documents for Allied Telesis products for support of specific SSH features.
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3.3.5 Network Discovery Tab

= Discovery Configurator o ]
|/Basic rSNMP r CLI Logins r Metwork Discovery ande Discowvery

Specific netwarks ar porions of networks can be included in or excluded from discavery, per the list helow:.

Dizcover P &ddress et Mask Start P End IP
V] 1052320 2552552550
E 1052300 2552552550

Discover Network ' Ertire Metwork ™) Set of Modes

P Address [10.52.33.0 | Met Mask: |255.255.255.0 |
Start IP: | | Endip | |

DHCP (IP addresses are dynamic)

[ | SNMP (w1l @2 (w3 (Override SMWP configurstion for this network)

| A || Moty || Delete ‘

| Save Changes ‘ | Cloze ‘ | Help ‘

FIGURE 3-15 Network Discovery Tab - EE Version

This tab specifies networks to discover (or exclude from discovery). The discovery process will attempt to discover devices
at all IP addresses in the network (or exclude all such addresses if configured for exclusion).

Networks can be added, modified, or deleted with the Add, Modify, and Delete buttons.

The “Discover Network” toggle, when checked, means to discover the network (or subnet). When unchecked, that network
(or subnet) will be ignored during discovery.

The “Entire Network” radio button, when selected, means to use all addresses in the network, specified by the IP Address
and Net Mask fields. When “Set of Nodes” is selected instead, only the addresses from the Start IP to the End IP will be dis-
covered.

When “Set of Nodes” is selected, the DHCP option becomes available. Use this option if IP addresses are assigned dynami-
cally. The NMS will then use MAC addresses to identify hosts rather than IP addresses or host names.

If SNMP discovery is enabled, network discovery will normally use the parameters configured on the SNMP tab, but they
can be overridden for specific networks and subnets by selecting the SNMP option on this tab and supplying the version,
community, and port values.
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Node Discovery Tab

If SNMP discovery is enabled, network discovery will normally use the parameters configured on the SNMP tab, but they can
be overridden for specific networks and subnets by selecting the SNMP option on this tab.The properties to fill in depend on

the SNMP version selected.

A version of SNMP can be chosen to override what is configured for the network. After choosing the SNMP version, selecting

the Properties button allows the parameters to be filled in.

Caution: It is not possible to delete a network from discovery once discovery begins on that network.
Discovery begins any time immediately after saving changes. Therefore, to permanently remove a
network from the discovery configuration, shut down the NMS to shut down the discovery
process and use the standalone Discovery Configurator to delete the unwanted network.
Networks are successfully deleted, however, when deleted before saving changes.

3.3.6 Node Discovery Tab

EDiscnvery Configurator

=10l %]
f Basic r SNMP |/ CLI Logins |/ Network Discovery |/ Node Discovery
Specific nodes can he included in or excluded from discovery, perthe list below.
Discover Parent ket P Address et Mask Commmunity “ersion Part

v ] 1052200110 255 255 2550

v ] 10.52 200,122 255 255 2550

] ] 255 255 2550 255 255 2550
4] i
Discover Node Discover Parent Network
P Address: Met Mask |
[ ] SNMmP

‘ Save Changes ‘ ‘ Cloze ‘ ‘ Help

FIGURE 3-16 Node Discovery Tab - EE Version
This tab specifies specific nodes to discover (or exclude from discovery).

Nodes can be added, modified, or deleted with the Add, Modify, and Delete buttons.

The “Discover Node” toggle, when checked, means to discover the node. When unchecked, that node will be ignored

(excluded) from discovery.
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The “Discover Parent Network” tab means to discover all the devices in the parent network as well. The parent network will
be considered to be all IP addresses in the same subnet as the node defined by its IP Address and its Net Mask. When
unchecked, only the one node will be discovered.

If SNMP discovery is enabled, node discovery will normally use the parameters configured on the SNMP tab, but they can
be overridden for specific nodes by selecting the SNMP option on this tab and supplying the version, community, and port
values.

The SNMP version used can be selected here as well, with the properties determined by the version.

Note: If nodes are failing initial discovery, you can (for SNMP) change the “Retries” parameter (default 0) and
the “Timeout” parameter from the SNMP v1/v2c Tab, and then use the Network Inventory / Edit -> Add
Node to retry initial discovery. If you are using ICMP, you can change the “Retries” parameter (default 0)
and the Timeout parameter from the Basic Tab.

3.4 Backup and Restore

3.4.1 AlliedView NMS Backup (On Demand)

To make an immediate backup of the server and database files, choose from the main menu Tools -> NMS Database
Backup, and the option On Demand. A dialog box appears, as shown in Figure 3-17.

NMS Backup Confirmation x|

i-'_‘x MW Databaze will be Paused!
[ you weant to Start NS Backup now'?

Ok Cancel

FIGURE 3-17 NMS Backup Confirmation Dialog

Clicking OK starts the backup process window. When finished, the window will show whether the backup was successful
and where the backups were written to, as shown in Figure 3-18.
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ENMS Backup Progress X|

FME is being backed up to:
CoProgram Files gEnAllied Telesisilliediew FMMS_2010_01 17 ibackup
Database backup is complete
Files hackup is complete
FME Backup has COMPLETED

Close

FIGURE 3-18 Backup Process Complete Window

The controlling of where the backup is written to is explained in 3.4.3.

3.4.2 AlliedView NMS Backup (Scheduled)

To backup the NMS server on a schedule, choose from the main menu Tools -> NMS Database Backup, and the option Sched-
uled. A dialog box appears, as shown in Figure 3-19.

The form has the following options:
= The Task Name is by default the time of the backup, but the user should give a descriptive name of the type of backup
(such as NMS_weekly_backup).
= The Backup Destination is part of the restore process and are explained in 3.4.3.
« The Schedule panel has the following options:
= Now is for a one-time only.
= Hold is to create the task and give it a task name but not to attach a specific time or schedule.
* One Time is to set a time in the future when the backup will be performed.
= Recurring has further options for recurring at a specific time on a weekly or monthly basis.
Clicking Submit brings up the Task Details window so that the task can be modified (if needed) and then added to other NMS

tasks. (Clicking Close on the Task Details window will add the task to the tasklist. This user can then view the task by select-
ing Tools -> View Tasks and perform further actions. The tasklist is described in 5.8.

3-26 AlliedView NMS Administration Guide (File Administration)



AlliedView NMS Backup (Scheduled) Backup and Restore

Etreate MMS Backup Schedule Task ;IEIEI

Tazk Mame: |Wee|-:|3r_Nru15_b ackup |

Backup Destination: WAllied Telesynidlliedyiew MM hackup
Schedule

1 Py
() Hold

i} One Time:  [Jan 18, 2008 11 42 AM

)] Recurring:

Time: |3 || |00 || AM |+

® Recuriieskly [ [Sun [ |Mon [ |Tue [ |Wed [ |Thu [ |Fri Sat

) Recur Monthly onthe |15t of the manth

kit Close

FIGURE 3-19 NMS Backup Schedule
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3.4.3 Configuring Backup Parameters for AlliedView NMS

A backup of the NMS configuration can be performed on demand or on a schedule. When the files are being backed up on
demand, the console window shows the path where the files are being copied. When the files are being backed up on a sched-
ule, the Backup Destination field (seen in Figure 3-19) shows this path.

The path used is controlled by the file:
<NMS_Home>/conf/AT_NmsBackupFiles.conf
This file includes the following parameters:
* ATINMS_BACKUP_DEST

This where the NMS backups are stored. The default is <NMS_Home>/backup
* ATIDEVICE_BACKUP_DEST

This is where device backups are stored. The default is <NMS_Home>/backup
e ATIDEVICE_BACKUP_LIMIT

Refer to 3.4.5.

Note: In most cases, the user should change the directory path to one where you normally send backup files. The
server should have sufficient space and be reliable for backup purposes.

Note: Changes made to AT_NmsBackupFi les.conf are enabled as soon as the file is changed, so a server
restart is not needed.

3.4.4 Restore the AlliedView NMS (GUI Screens)

There is a set of GUI screens to perform a restore.

Caution: A restore requires the server to be shut down and then restarted. If this feature is used while the
AlliedView NMS is running, there is an error message. Moreover, any data changed since the last
backup will be lost.

1. Shut down the server (using the Start -> Programs menu path).
2. Start the tool:

For Windows, from the bin/backup directory, select AT_NMSRestore.bat.
On Solaris, from the bin/backup directory, execute . /AT_NMSRestore.sh

Refer to the following figure for the Windows folder.
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& P nms‘release’ winnt', TelesynNMS: bin'backup - | I:Ilil

File Edit Miew Favarites Toals  Help ﬁ

Address Ia P nmsireleaselwinnt TelesynMMSbint backup j a0 @-Snaglt =

-

cnpyRestnreFiles.bat

BackupDE,bat

e
bEICl(I.IlJ FcopysaveFies.bat
RestureDE.bat
AT_NMSRestore.bat ERestorsFiles.bat
M5-DO05 Batch File TablesTaRestore,conf

Modified: 7/25/2005 12:15 PM
Size: 910 bywtes

Attributes: {normal)

|T':.f|:|e: M3-00S Bakch File Size: 910 bytes |91IZI bytes = Local intranet ,y:

FIGURE 3-20 Starting the AlliedView NMS Recovery Feature (Windows)

3. Selecting the NMS exec file brings up the NMS Restore Tool. Use the Browse button to bring up the relevant backup
file. In searching there is the Zip option to search through only zip type files. Refer to the next two figures.
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Restore the AlliedView NMS (GUI Screens)

ENMS Restore

- Backup Filename

FinmsireleaseiwinnfiTelesynMMS\backupBacklp_OCTa_2005_8_20.7ip

- Progress

OK Close

FIGURE 3-21 Entering Backup Filename
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X

Directony:  |PAnmstreleasetwinntiTelesynMSihackup

File System: | P:1 | Irs g

Hame Size Type Modified

E| BackUp_OCT4_2005 9 20.zip 446124 ZIFP 2005/10/04 09:20:55

E| BackUp_OCT4_2005_9_21.zip 446161 ZIP 200810004 08:21:41

E| BackUp_OCT4_2005_9_22.zip 446164 ZIP 2005/10/04 0922148

File Hame: |BEackUp_0OCT4_2005_9 20.zip
File Type: | Backup Files (*.zip) hr

Open Cancel

FIGURE 3-22 Selecting Files for AlliedView Restore

4. Press OK to start the backup. Progress and error messages are displayed in the Progress window during the restoration

process and saved to a log file in the backup directory (this is not the bin/backup directory from where the GUI is
launched). Refer to the following figure.

AlliedView NMS Administration Guide (File Administration) 3-31



Backup and Restore Device Backup (Per-Device Limit)

E35NMS Restore 101 x|

Backup Filename

FinmsireleasewinntiTelesynMMS\backumBackp_OCT4_2005_59_20.7p Browse

Progress

Restaring file PinmstreleasetwinnfiTelesyniM Swsersirooticlientparameters.conf =
Restaring file PinmsireleasetwinnfiTelesyniM Swsersirootiframeoptions xml

Restaring file PinmstreleasetwinnfiTelesyniMSwsersirootincrements.conf

Restaring file PinmstreleasetwinntiTelesyniMdSwsersirootlistmenustdurminmy.td

Restaring file PinmstreleasetwinnfiTelesyniM Sw sersiraotimapmenusidum. bd

Restaring file PinmstreleasetwinntiTelesynMSwsersirootimaptoalbar.did

Restaring file PinmstreleasetwinntiTelesynSsersirootimaptoalbar.xmi

Restaring file PinmstreleasetwinntiTelesynMSwsersirootimibmenu.xml

Restaring file PnmstreleasetwinntiTelesynfSwsersirootipanelmenubar. did

Restaring file PnmstreleasetwinnfiTelesyniMSwsersirootipolicvmenustinonperiodicpolicymen
Restaring file PinmstreleasetwinntiTelesyniMSwsersirootipolicymenustperiodicpolicymenu.xn
Restaring file PnmstreleasetwinntiTelesynMSw sersirootisysadminmenu.xmi
Restaring file PinmstreleasetwinntiTelesynM S sersirootitl browsermenu.xml
Restaring file PnmstreleasetwinnfiTelesyni Swsersirootitoalbar.did

FMS restoration completed (FinmsireleasetwinntiTelesyniMMSibhackup\BackUp_CCT4_2005_9
Log file=FPAnmsireleasewinntiTelesynib SibackupBackUp_0CT4_2005_9 20.log

e

OK Close

FIGURE 3-23 AlliedView NMS Restore

3.4.5 Device Backup (Per-Device Limit)

Daily backups of a large network will eventually use up all the disk memory unless customers manually purge old files. One
feature to address this is using file configuration as follows:

The limit is configured in conf/AT_NmsBackupFiles.conf
The property is ATIDEVICE_BACKUP_LIMIT
Setting this to zero is equivalent to no limit.

Setting this to a non-zero number is the number of device backups allowed. For example, if you set the limit to 100, and have
backups scheduled to occur daily for all devices, the AlliedView NMS will keep the most recent 100 days of backups for each
device.

In another example with the limit set to 100, if you have one device with backups twice daily, the AlliedView NMS would keep
the most recent 50 days for that specific device.

Note: In release 8.0 there is a Purge Files button that is added to the MDTI application. Refer to 5.3.2.

3-32 AlliedView NMS Administration Guide (File Administration)



Overview AlliedView NMS License Manager

3.5 AlliedView NMS License Manager

3.5.1 Overview
In release 10.0, there is a change to the license manager strategy that involves the following changes:

= The license key is associated with the customer who has registered the license rather than the hardware where the key
was installed.
= Licensing can include the following:
= whether the license running NMS is temporary (time limit)
= the maximum number of nodes allowed
= allowing access to RADIUS and max number of clients allowed
= allowing access to the Northbound Interface.
= The details of the license key are encrypted and kept in xml format as AT _License.conf in the Conf subdirectory.

The process of obtaining a license is similar to previous releases and includes the following:

1. The customer fills out a form in which all relevant information is filled in and is sent to Allied Telesis.

2. Allied Telesis receives the form and encodes the customer information and license privileges in the file
AT _LicenseKey.upd.

3. The customer receives the file and places it on the NMS server.
4. The customer uses the License Manager GUI to select this file and apply the license.

The customer can look at the Status Monitoring Tool and look at the License Keys node to review the Licensed User
Information panel.

3.5.2 Installing a License (Using the License Key Manager)

The License Key Manager is included with the NMS release so that they can be used to apply the license key. The GUI is
similar to the pre-R10.0 license key tool (called the Update Manager in release 9.0), but the License Manager has more fea-
tures and presents more information when installing the key.

As in previous license keys, the new key can be installed while the server is running without affecting other services. Some
sections of the key will take effect immediately (e.g. node limit), and others will take effect after the next server restart.

When a new key installed with its separate components, it will update previous key of the same component. However, exist-
ing product or component keys that are not included in the new key will not be updated. Also, the installed key will not be
removable (i.e. there will be no tools to uninstall a key) but a new key can be created to reset the unwanted key to original or
any other values.

Refer to the following figure, which show the License Manager Tool.
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Enllied?iew NMS License Manager -0l x|

Currert License Infarmation

User Details: fl
Mrne John Srnith
Cormpany Allied Telesis Inc. =
Bl infoifaliedtelesiz. cotm
Address: 020 Main Campus Dr. Ste. 420, Raleigh, NC 27404 | &
Description: This 1z the trial key
Key Details:

AlliedView MASS: Status: Temporary - End date: 06-30-2008

Aodes: Status: 3041000 - End date: Mot Restricted -

Licenze File Selection

Enter the name of the license file provided or use the Select File button below to locate it.

File Hame: |gram Filesiallied TelesymAlliedYiew MMSWT_License_keyv.upd

Histony Select File

Installation Progress

Reading file... Done
erifying license... Done
Appling license... Done
Bppling configuration... Done
alidating license... Done

License installation complete.

Apphy Close

FIGURE 3-24 License Manager Tool
The license key installation user interface has three main sections:
= Current License Information (Top): This section has information on the key that is already installed. It displays the license
status including user information, product and all components being licensed.

= License File Selection (Middle): This section allows the user to select the license file to be applied. The license key file is
expected to be on the server and contain the correct extension and the file chooser can be used to select a file from the file
system mounted in the server.

= Installation Progress (Bottom): This section will display status of the current license installation and the information printed
here will be very useful if the installation fails.

There is also a License Key History (Separate panel): This is launched by selecting the History button to display the history of
all licenses that have been installed on the system in the past. Refer to the following figure.
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L Slicense History x|

License History
Date: Fri Way 11 15:46:10 ACT 2007 Status: Completed Successfully
File: C'\Program Files\Alied TelesyniAlliedView MIS 2007 05 01%Alled MNIS 1500 Eey
User Details:
Meme: John Smith
Compomy: Allied Telesis Inc.
Bl js@alliedtelesiz. com
Address: 920 MMain Catnpus Dr. Suite 450, Raleigh, NC 27606
Description: Metworls admindstrator - PO# 00000 - Eeseller: Mone
Key Details:
AllfedVFiew MATS: Status: Temporary - End dater  12-31-2007
Modes: Status: 32/1500 - End date: Mot Festricted 3
Marthbound: Status: Temnporary - End date: Mot Restricted
Version Details:
Felease: AlliedWView MIVS 10.0
Fersion: nightly £10.0_2007_05_01_0215
Date: Fri Way 11 15:48:36 ACT 2007 Status: Incomplete - not successfil
File: C'\Program Files\Allied TelesyniAlliedView MIWS 2007 05 01%Aled 1500 Key upd
User Details:
Meme: John Smith
Compomy: Allied Telesis Inc.
Bl js@alliedtelesiz. com
Address: 920 MMain Catnpus Dr. Suite 450, Raleigh, NC 27606
Description: Metworls admindstrator - PO# 00000 - Eeseller: Mone ]
Key Details:
AllfedVFiew MATS: Status: Temporary - End dater  12-31-2007
Modes: Status: 32/1500 - End date: Mot Festricted P
] — T Dl
Close

FIGURE 3-25 License History

When the user selects the Apply button, the selected file is read and checked, installed, and then verified. If there is an error
during these steps, the installation will stop. If there are no errors, the key is also stored at another location if needed later for
recovery.

3.5.3 Installing a License (Using the Console Mode)

License keys can also be installed and viewed in console mode where all menu options and selections are displayed and
entered on a command line and GUIs will not be launched. This mode can be useful when graphical display to the NMS
server is not available.

The same script will be used for launching a console mode installation using selected options with the
AT _Licenselnstaller.bat command.
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cd <NMA_HOME>/bin
AT_Licenselnstaller._bat -help
Printing help: -help

Usage (all parameters are optional):
AT _Licenselnstaller [options]
Where options are:

-help - Print this message (cannot be used with other
options)

-g - Run in GUI mode (default and all other options
are ignored)

-C - Run in console mode (other options may be added)

Parameters below can only be used in console mode (-c) if
needed to bypass text menu options.

-s - Display current license key status

-h - Display license key installation history

-1 ... - Install a new license key (license file must be
specified)

Note that all options can be passed on a command line when running the installer or the installer can be executed with the -
c option and others can be selected from the key installation menu. This flexibility allows calling the license key installer from
other programs in special circumstances if needed to bypass instructions menus.

AlliedView NMS License Manager

AT_Licenselnstaller.bat -c

Please select from the license key menu below using the characters on the left to con-
tinue...

S - Display current key Status
H - Display key installation History
I - Install new license key
Q - Quit (Exit)
Select an option:
Options from the menu above will display the same information as when the GUI is used and the selections will also perform
the same function as when GUI is used.

3.5.4 Verifying the License After Installation

3.5.4.1 Product Validation
Validating the product key has the following scenarios:

= Server startup - If the product key is found to be invalid the server will stop, and the following appears. This occurs
because the key is invalid or has expired.

3-36 AlliedView NMS Administration Guide (File Administration)



Viewing the License Configuration AlliedView NMS License Manager

B: DO NOT CLOSE*** pllied¥iew NMS **+++D0 NOT CLOSE

Starting Allied Telesisz AlliedUiew HMS "Primary' Server Modules,. please wait

##t Invalid or expired key — AlliedUiew MHMS:
C:/Program Files-Allied Telezsun-AlliedUiew HMS_2807_@5_@1.-.-
Press any key to continue . . .

FIGURE 3-26 License Expired/Invalid at Server Startup
= Server runtime: Once the server has started, and if the key is found to be invalid, the server is stopped. There will be

warning messages in the logs that allow the user to correct the problem before the server is stopped.
3.5.4.2 Viewing Licensed User Information
Once the license is applied, select Tools -> Status Monitoring, then select License Keys to see the license information for
the customer. The following subsections go through the license features.
3.5.4.3 Node Limit Validation

There is already a Node limiting feature, and this is being included with the License Manager in Release 10.0. If the new
license includes this feature and a new maximum count, it will not be a replacement to current maximum value, and when
the key is applied the old value will be replaced with new value. Therefore, Allied Telesis and the customer should compare
records to ensure there is agreement on the value to be used.

The maximum node count can also be decreased with the License Manager, setting the value lower than what was set in 9.0.
If there are already more nodes than the new value, the extra nodes will not be deleted but new nodes will not be allowed
until some are deleted to make the count lower than new value.

This feature includes the option to have expiration dates so that more nodes can be added for specific time, and the value will
automatically reset to default value when the time expires. Also in normal run the maximum node limit can be reset to a
default value when the key is detected to be invalid or expired.

3.5.4.4 Northbound Interface Validation

Access to Northbound interface APIs can be time-based, and access to the APIs is blocked when the time expires. Note that
when this occurs, all APIs are blocked. (For Northbound Interface, refer to Section 12.)

3.5.4.5 Maximum Allowable Client Logins

Prior to Release 10.0, the maximum available active clients was limited to five (5) on a single NMS server. (This was the
default.) In release 10.0, this maximum can be increased to 15.

3.5.4.6 RADIUS License Information

The RADIUS feature allows access to RADIUS server authentication, and the attributes are listed.

3.5.5 Viewing the License Configuration

When the NMS first starts up, the initial splash screen will include text on licensing. This information is also included in the
About menu item. Refer to the following figures.
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Licensed o

EA"iedViEW NMS Evaluation

Network Management System

R12.0 Release Candidate

Expiration Date: Jul 31, 2010

AL Allied Telesis

FIGURE 3-27 Splash Screen at Startup

I= allied View NMS

=101 %]

Licenzed to:

EAIIiEdViEW NMS Evaluation

MNetwork Management System

R12.0 Release Candidate

Expiration Date: Jul 31, 2010

AVL Allied Telesis

Alliedyiem NMS Release 12.0 Evaluation
Copyright (212040 Allied Telesis Labs, Inc.

Server Wwersion: NMWS_R12.0_2010_02_20_D&05_RC Evaluation “er=ion
Cliert “dzrsion: MMS_R12.0_Z010_02_20_0605_RC Expiration Date: July 31, 2010

Cloze

FIGURE 3-28 About NMS Screen
The License Key information is also included in the Status Monitoring Panel. Refer to 3.9.
3.5.6 Migrating Existing Licenses

NMS License Keys issued prior to R10.0 will no longer be valid. Therefore effective with NMS R10.0, all customers upgrad-
ing from R9.0 to R10.0 will be required to get a new license key from Allied Telesis.
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Upgrading a properly licensed NMS R9.0 server to R10.0 will result in the license status being placed back into Evaluation
status. Allied Telesis is making every effort to contact all existing customers with new R10.0 compatible license keys to
minimize customer inconvenience.
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3.6 File Keys to Identify Downloadable Files

3.6.1 Overview

As explained in Section 5.3.9, Software Configuration is an MDTI application that downloads OS releases onto supported
devices/components. Since there are many steps and constraints involved in this operation, the MDTI application is a consider-
able simplification of the process, especially when downloading to multiple devices. The application uses a file on the NMS to
identify the files that can be downloaded on devices according to their device types. This file also encodes file relationship con-
straints.

In previous releases, the data store was static within an NMS release, which meant new OS releases delivered after a particular
NMS release could not be downloaded to existing devices. The Custom Software Download feature gives users a safe way to
modify the data so newer OS releases can be downloaded to existing devices without waiting for a new NMS release or patch.

Note: NMS applications are not necessarily expected to support devices running advanced releases but will
make a best effort in order to do so.

Using the Custom Software Download feature, explained in Section 5.3.10, the user can modify the file that stores the OS
release files. These custom (usually newer) release files must be already loaded in the following path; NMS-HOME/swdown-
load

The file properties consist of required file keys and their names. The names are OS release files and their required resources, if
any. The required file keys vary according to the specific device type.

In using the Custom Software Download feature, the user selects an existing device type (new device types are not supported).
The user then selects file names from the files in the above paths for each type-specific file key. See Table 3-2 for example sup-
ported device types and their required file keys.

If the Load already contains an entry for the selected device type, its file properties will be replaced by the new selections, oth-
erwise the new entry will be added to the selected Load.

Caution: Devices will fail if the wrong file is used for the wrong purpose when downloading a new release.
Standard loads have been tested for correct configurations. Moreover, software upgrades may
require updating of loads in a specific sequence to ensure data configuration integrity. Custom
loads are usually created and used by Network Administrators, and they must use this feature
with extra caution

Note: If a Rapier or Switchblade type is added, manual Webgenlmport will have to be used to enable the release
on the target devices.
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Log Files for Debugging the AlliedView NMS Server

TABLE 3-2 Example Device Type File Keys

Component Type Component Category Required File Keys

Telesis (TN) iMAP

- ADSL24AE NEW_ADSL24AE_LOAD

- ADSL48 NEW_ADSL48A LOAD

- FX20 NEW_FX20_LOAD

- CFC242 NEW_CFC24_LOAD

- CFC56 NEW_CFC56_LOAD

Rapier Types Rapier NEW_RELEASE
NEW_PATCH
NEW_GUI_RESOURCE
NEW_HELP

a. The CFC loads are for the cfc24univ load type. Refer to the Allied Telesis Component Specification
for more details.

3.7 Log Files for Debugging the AlliedView NMS Server

This list contains log files that have useful information in debugging NMS problems; The list can be used by support to col-
lect debugging logs if there is a problem in the NMS server.

= NMS logs (Server logs):
= <AlliedViewNMS>/logs/*
= |nstallShield Logs (Installer/Uninstaller/Key logs):

e <AlliedViewNMS>/log.txt
= \Webserver logs (Apache/Tomcat logs):

e <AlliedViewNMS>/apache/logs/*

(all files in this directory)

(all files in this directory)

= <AlliedViewNMS>/apache/tomcat/logs/* (all files in this directory)

= Database logs (MySQL):

e <AlliedViewNMS>/mysql/data/mysql.err
= Upgrade logs (Service Packs logs):

= <AlliedViewNMS>/Patch/logs/*

= <AlliedViewNMS>/Patch/*.txt

e <AlliedViewNMS>/Patch/*.xml
= Client logs if available

« <NMS client console has a save to file option>

e <Other client logs e.g. dialog error messages>

e Others:

e <AlliedViewNMS>/AT _revision.txt

(all files in this directory)
(all text files in this directory)
(all XML files in this directory)

(Build release information)

AlliedView NMS Administration Guide (File Administration)
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3.8 Commands for the Allied Telesis Tools Submenu

Table 3-3 lists the command equivalents for the Allied Telesis Tools submenu.

TABLE 3-3 Commands for Allied Telesis Tools Submenu

Menu Name Windows Solaris

Admin Tool AT_Update.bat AT_Update.sh

Discovery Configurator DiscoveryConfigrator.bat DiscoveryConfigurator.sh
License Key Form AT_LicenseForm.bat AT_LicenseForm.sh
Uninstall Uninstaller.exe Uninstaller.bin

WebGen Import AT_WebGenlmport.bat AT_WebGenlmport
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3.9 Status Monitoring

Starting in Release 8.0, the Status Monitoring feature allows the administrator to track the connections, processes, and over-
all status of the server(s) that make the AlliedView NMS,

To access this feature, select Tools -> Status Monitoring from the Main Menu. The main window appears, as shown in the
following figure.

Using the Export Option, the user can select either Export Summary Information (all of the panels) or Export Panel Informa-
tion (the current panel) and export these as:

= An html file to the browser
= A bracket-delimited, comma-separated file to the selected server.

Note: Initially, the rows are sorted by the table category but the user can change the order by clicking on the
appropriate column heading.

-loix

File Export Secarch Help

D Server Information Licensed User Information

D External Processes 2 User Mame: Evalustion Address: -
[ Database S | Company: - Description: This is the initial key version
ahase werer Email: info@alliectelesis com

[ metweark Imventary

D Port Invertary Mame [1o] Type Create Date Expiration Diate De=scription
D PM Pollers Alligclview MMS 0001 -0 Temparary 12-07-2009 07-31-20M0 Allid Telesis - Metwork Management System
2 Modes o001 -0z Pz (3450000 12-07-2009 Mot Restrictecd Maximum number of nodes discoversd in MWMS
[ user connections | |Marthbound 0001 -03 Temparary 12-07-2003 07-31-200 Access to XMLISOAP northbound interface
D Application Logs Cligrts 0001 -0 M (353 12-07-2009 Mot Restrictecd Maximum number of clients connected to MMS
) i RADILS o001 -07 Temporary 12-07-2009 07-31-2010 Access to configure RADIUS authertication
D Licenze Keys a

FIGURE 3-29 Status Monitoring Panel
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Status Table

3.9.1 Status Table

TABLE 3-4 Status Monitoring Window

Status Type Field Description
Server Information Host Name Host name of the server
IP Address IP address of the server
Type Server type (PRIMARY)
Port Port used for connection to the server
State Last observed state of the server (Up if connection working,
Down server fails
Uptime Time since the server was last started
CPU Time Total processor time used by the server since it was started
Memory Usage (K) Current working memory, in kilobytes
External Processes Name Process Name

Program Name

The executable filename

PID Process 1D
Usage (%) Amount of CPU usage currently allocated to the process
State The last observed state of the process. The state can be:

- Up —if the process is working
- Down — if the process is not working

DataBase Server

Connection Information

Provides basic information about the connection to the data-
base.

- Host Name - the hostname of the machine where the data-
base server runs.

- Port - the port used for the connection to the database
server.

- User Name - the user name used for the current connection
to the database server.

Database Information

Provides basic information about the database used by the
application.

- Product - the name and version of the database server used
by the application.

- Driver - the name and version of the database driver used to
connect to the database server.

- URL - information about the URL used by the database
Server.

Table Columns

Each row contains:

- Name - the name of the table.

- Rows - the number of rows.

- Data Length (B) - the length of the data file, in bytes.

- Index Length (B) - the length of the index file, in bytes.
- Update Time - when the data file was last updated.

# of Available Tables

The total number of available tables in the database
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TABLE 3-4 Status Monitoring Window (Continued)

Status Type Field Description
Network Inventory Table Columns Each row contains:

- Type - type of network objects.

Note: New network objects will be automatically added to the
list.

- Discovered - the total number of discovered objects.
- Managed - the total number of managed objects.
- Unmanaged - the total number of unmanaged objects.

Port Inventory Tables for iMAPs. Allows the administrator to see in one screen the total num-
Ports, and iIMG/RGs bers of each type of iIMAP, iMG/RG, and Port.

For each port type, there is also the number of those ports that
have been provisioned with a Customer ID (and should there-
fore be provisioned and passing customer traffic).

The counts can also be derived from the Network Inventory
tables, but using this tool provides all of the counts in one
screen.

PM Pollers Summary This provides basic information about the PM Pollers.

- Total Active Polled Data - the total number of polling
objects that are currently collecting statistics.

- Total Number of Devices Polled - the total number of
devices that have active polling objects.

- Polling Interval (Shortest/Longest) - the time interval for
periodic data collection.
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TABLE 3-4 Status Monitoring Window (Continued)

Status Type Field Description

Column Names - Host Name - the host name of the device that have active
polling object.

- Type - the type of the device.
- IP Address - the IP address of the device.
- Polled Data - the name of the active polling object.

- Polling Interval - he time interval for periodic data collec-
tion.

- Polling Type - the type of the active polling object. The type
can be:

- Node - if the data identifier is scalar type:

- Interface — if the data identifier has many instances

- Multiple — if the data identifier has multiple instances
- None - if other protocol is used other than SNMP

- Save Collected Data - Indicates whether the data will or will
not be stored. This can be:

- Yes — if the data will be saved
- No - if the data will not be saved
- Log Directly

This indicates if the data will or will not be stored in a text
file. This can be:

- Yes — if the data will be saved to a text file

- No - if the data will not be saved to a text file
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Status Monitoring

TABLE 3-4 Status Monitoring Window (Continued)

Status Type

Field

Description

User Connections

Active User Connection

Displays all active user connections to the server.
Each row contains:
- User Name - the name of the currently connected user.

- Total - the number of connections a user has currently estab-
lished to the server.

Selecting a user name will display the individual threads of
that user in the lower box.

User Thread

Each row contains:
- User Name - the name of the currently connected user.

- Host Name - the host name or IP address of the client in
which the user used to connect to the server.

- Type - the type of client used by the user to connect to the
server.

- Time - the time since the user was connected to the server.

Telnet Sessions

This provides basic information about the CLI resources.

- Total Active Connections - the total number of connections
that have been established.

- Maximum Number of Connections - the total maximum
number of connections that can be established.

- Pooling Sharing - the pooling flag common to telnet ses-
sions. This can be:

- Enabled - if the pooling sharing is enabled
- Disabled — if the pooling sharing is disabled

Application Logs

Trace Log

This displays the trace logs.

- Trace (Text Area) - displays the trace messages from
‘<installed location>/logs/ trace.txt.0’ file.

This is a read-only field.

Standard Log

This displays latest standard output/error log file.

- Output (Text Area) - displays the standard output messages
from ‘<installed location>/logs/stdout.txt’ file.

This is a read-only field.

- Error (Text Area) - displays the standard error messages
from ‘<installed location>/logs/stderr.txt’ file.

This is a read-only field.

Server Log

This displays latest standard output/error log file.

- Output (Text Area) - displays the standard output messages
from ‘<installed location>/logs/stdout.txt’ file.

This is a read-only field.

- Error (Text Area) - displays the standard error messages
from ‘<installed location>/logs/stderr.txt” file.

This is a read-only field.

System Log

This displays the syslog.txt file
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TABLE 3-4 Status Monitoring Window (Continued)

Status Type Field Description
License Keys Name Name of the License Feature.Up to four features can be listed.
ID
Type Depending on the feature, this can mean whether the feature is
temporary or has a certain limit
Create Date When the feature was installed
Expiration Date When the feature expires or Not Restricted (permanent)

3.9.2 Menu Options (Export)
The Export menu item has the following options:

= Export Summary Information - This is a summary report of all the areas of Status Monitoring.

= Export panel Information - This is what appears in the panel that is currently being viewed. The one exception to this is for
Application logs, where there is a pull-down to select the type of log, as shown in the following figure.

E3 Export Application Logs El

Application Log | System Log i

Trace Log

Standard Log Output
Standard Log Error
Server Log Output
Server Log Error
System Log

Export Desting
@) Client's Brof

i) Server File

Ok Cancel

I.Java Application ‘window
FIGURE 3-30 Selecting Type of Logs for Export
= Archive Logs - This is an archive file that contains all log types and can be filtered by date.

The administrator then has the option to view the data in a local browser or to export the data by selecting the Browse button to
provide a filename and file type what will be placed in the Status directory.
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3.10 Downloading Device Files

3.10.1 Overview (Standard versus Custom Loads)
Device loads that are transferred to the NMS and then loaded onto devices are in two main types:

= Standard load - This is usually a set of device loads that is pre-packaged for a release and is known to be compatible with
certain NMS loads. Starting in NMS release 10.0, these are not included with the NMS software, but are available on
either a CD provided by Allied Telesis or are on an FTP server that is available to Allied Telesis customers.

= Custom load - These are specific loads for a device or device type. Although NMS compatibility is not guaranteed, these
are usually incremental updates and so should be compatible. These loads are available on Allied Telesis websites.

Before either type can be loaded onto devices, they must exist in the <NMS-Home>swdownload directory. Moreover, the
firmware and associated xml files must both be included. The process to achieve this for standard and custom loads is as
follows:

« Standard Loads

= The Load Import tool (explained in 3.10.2), allows the user to place both the firmware and xml files into the swdown
load directory in a easy to use GUI format.

* The user can manually download the files and unzip them before placing them into the swdownload directory. This
method would be used when the NMS is on a Solaris platform.

Note: For the manual download, ensure that the files are unzipped only once.

= Custom Loads - The user must download the files manually, and then use the Create Custom Load option that is part of
the Software Configuration application (refer to 5.3.10).

Refer to the following figure that shows the steps that are followed.

Load Import (GUI)

Standard Release Loads
CD/flash drive, ftp server, etc.
NMS compatibility tested)

o smtommioad

(firmware+xml) [ 0 o e 5 a e ks
/ (bundled) S T
Manually Download Unzip One Time
Specific Loads (firmware) (firmware+xml)
(Websites)
Manually Download Create Custom Load
(irmware) (irmware+xml)

FIGURE 3-31 Download Overview

3.10.2 Load Import GUI (Standard Loads)

In release 10.0, a tool to upload of firmware bundles is added to the NMS server bin directory.
To run the tool on Windows:

« double-click on AT_FwLoadImport.bat

To run the tool on Solaris:
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® execute AT_FwLoadImport.sh

The tool can be used to load firmware into the NMS from either a CD (or file system) or an FTP server. The tool displays a list
of files available for download, their timestamps, and whether or not they're already loaded into the NMS. By checking the
“Get” boxes, files can be selected for download. The Get Files button will load the selected files into the NMS. Loading
progress is displayed in a popup window and zip files are unzipped as they're loaded.

Use the tab at the top to select a CD / File System download or an FTP Server download.

The CD / File System tab contains a Path field where a directory path can be entered. Either enter carriage-return or click the
Change button to get a list of files available in that directory. Use the Browse button to popup a directory browser to point-
and-click directory changes. Doubling-clicking will change the directory, update the file list, and leave the browser displayed
so further directory changes can be selected.

The FTP Server tab also contains Host, Username, and Password fields to designate the FTP server and login credentials. The
Connect and Disconnect buttons allow logging in and logging out of the FTP server. An initial directory can be entered into
the Path field before connecting. Then once logged in the tool will immediately change to that directory. Further directory
changes can be made the same way as in the CD / File System tab. Since FTP is remote, there may be delays updating the file
listings with each directory change.
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Downloading Device Files

.51 oad Impork 10| x|
[ CD /File System | FTP Server
Path: |D:ﬁl || Change || Browse...
Hawe Get Hame Date
| | || IS Lo ET_WTSL EARLEI NI DA b | -
| a6-276a hip 00F0FmM2 1352 |—
| aB-281a HLFP 2007072 13:52
L] | AR276E-02 rez 2007072 1353
L] | a6281-01 rez 200710702 13:583 [
L] | Afs-276 rez 00707 M2 1353 |=
L] | afs-281 rez 0070FmM2 1353 |
| av-27h.rez 2007072 13:52
| av-276ahip 2007072 13:52
Ul av-181.rez 2007072 13:52
L] ar-181AHLP 2007072 13:52
L] ar24_281-01_en_d.rsc 2007072 13:52
L] av2Iv6E-02 rez 2007072 13:52
L] av281-01.rez 2007072 13:52
L] ar4a_281-01_en_d.rsc 2007072 13:52
L] L] a8-276a hip 2007072 1353
L] L] 2824_281-01_en_d.rsc 2007072 1353
L] L] 2848_281-01_en_d.rsc 2007072 1353
L] L] 49-276 rez 2007072 13:52
L] L] a89-27E6b hip 2007072 13:52
L] L] 49-281 rez 2007072 13:52
L] L] 89-281a.hip 2007072 13:52
L] L] 89276-03 rez 2007072 13:52
L] L] 89281-01 rez 2007072 13:52
L] L] 93-276a hip 200F07mM2 1352 | —
— —1 And T Tod O e ol ANOTOEOT A e |
1| Il [ ¥]
Get Files Exit
FIGURE 3-32 Load Import for CD/File System
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Load Import GUI (Standard Loads)

-2 Directory Browser

Change Directory

x|

T AT

admin_serlets

[ b
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apache

hackup
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hsh-scripts

LCES
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conf

configtasks

data

cbutil
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help_AT
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l
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Cancel

FIGURE 3-33 Changing Directories for Browsing
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i |Ipload Status O] x|
Get AT-8900-9900- 276 zZip —
Sawe AT-2900-9900-276 zip 116517048 ytes

Linzip CiDeviTelesynhbhShswdownload A T-3900-9900-276 Zip to ChDenTeles
Extract AT-8900-9900- 276 xml

Extract 89-276.rez

Extract 89-276h.hip

Extract 89276-03.rez

Exract d9924a27 rac

Get AT-8900-9900-281 zip

Save AT-2900-9900-281 zip 121748358 bytes

Linzip CADewTelesynMHMEWswidownloadAT-3900-9900-281 Zip to C\DeviTeles
Extract AT-8500-9900-281 xml

Extract 89-281.rez

Extract 89-281a.hip

Extract 89281-01.rez

Extract 9924 _281-01_en_d.rs:

Get AT-8800-276 zip
1] I 3

[4]

Close Window

FIGURE 3-34 Upload Status as Getting Files
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F-21 nad Import i [m] B
( CD /File System | FTP Server
Host: |atn1 16 | | Connect |
Usernarme: |ftp || Disconnect |
Password: |*‘** |
Path: IpUbILOADS || Change | Browse.. |
Have Get Name Date
L] AT-BE00-27E Zip 2007001726 11:30 |~
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L] AT-B700-276 Zip 200701726 11:30
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L] L] AT-AR400-281.7ip 2007001726 11:31
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1 | Il [ ||
Get Files Exit

FIGURE 3-35 Load Import Tool for ftp Server
3.11 Accessing the NMS Database

The database used is MySQL. To access the database use the following:

username=guest / password=public

Contact Professional Services for more information.
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4. Security Administration

4.1 Overview

Administrators can configure security settings by accessing Security Administration. Security levels are achieved through the
creation and defining of Users and Groups. Levels of access are defined in terms of what nodes can be viewed and what oper-
ations can be performed.

Administration tasks are performed using the Security Administration wizard, which is invoked by clicking the Tools -->
Security Administration menu item.The following figure appears.

|§5en:urit~_.r Administration 10| =|
File ¥iew Edit Help

ARSI S DUE
%Secur'ﬂ\;

o= |j Groups
o= |j Users

SECURITY

Administration

FIGURE 4-1 Security Administration — Main Display

Use the following table to locate the task you wish to perform. If you are using NMS, use the screen or form name you are see-
ing to locate the relevant section.
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TABLE 4-1 Task List for Security Administration - User

Task Screen / Form Name (if Applicable) Section
Add User User Wizard 4.2)
Configure User

- Associate Groups Select Groups (4.3.2)
- User Profile User Profile Tab (4.3.3)
- Audit Trails Audit Trails for User Tab (4.3.4)
- Change Password (4.3.5)
- Assign Operations Permitted Operations for User Tab (4.3.6)
- Delete (4.3.7)
Add Group Groups Wizard 4.4)
Configure Group

- Set Scope Scope Settings (4.4.2)
- Associate Users Select Users Wizard (4.4.2)
- Assign Operations Operations Tree (4.4.3)
Custom View Scope (CVS)

- Overview Custom View Scope for Group Tab (45.1)
- Add Authorized Scope Scope Settings (4.5.2)
- Set Authorized Scope for CVS Select Authorized Scopes (4.5.3)
- Set Scope Properties Scope Setting Wizard (4.5.4)
- Delete Authorized Scope (4.5.5)
Operations Tree

- Overview, Add / Delete Operation Tree Configuration (4.6.1)
- Default Operation Categories (4.6.2)
Remote Authorization (RADIUS / 4.7)
Tacacs+)

NMS RADIUS Client Support RADIUS Configurator GUI (4.8)
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4.2 Add a New User

For adding a new user you can follow any one of the options.

= Choose the File menu from the menu bar and select New under which you can select the option AddUser.
= Click the Add User icon in the Toolbar
= Right-click the node named Users in the left-side tree, which is a parent node.

This brings up the following figure, the User Administration wizard.

f Security Administration
File Wiew Edit Help

2% & 32 R

% Security | |

¢ ] Groups User Administration x|
T Acdmin —
ta2 Users User Description
¢ [ Users Enterthe username (*) | |
- ouest
& root Enter the full narne | |
- stras
Enter the password | |
Confirrn password | |
By default any new user added will
have anly lagin permission. Selactive
permissions can be assigned to the
uzer in the following o ways
F Direct assignment of parmissions.
® hiaking him a member of a3 group
which has preconfigured parmissions.
If no pasamard is entared the username
mill be taken as the password.

Mext Cancel

FIGURE 4-2 User Administration Wizard (1)

The User Administration Wizard invoked prompts you to enter the username and the password for the user in the corre-
sponding text boxes.

Note: The screen has a reminder that if no password is supplied, the password is the username.

Click Next to move to the next screen, which is shown in the following figure.
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I%Security Administration

Eile  Wiew Edit

& & &

¢ [ Groups
T& 2dmin
Taq U=ers
o [ Users
ﬂ guest
ﬂ root

This User Administration screen shows the user account and password expiry in number of days. By default both values will
be zero indicating that the user account and password never expire. If you need to set an expiry date for user account and pass-

|§User Administration

User account expiry

[v] Account never expires
This user account expires in

Password expiry

Fassward never expires
The passwoard expires in

Session inactivity termination

[ | Session will never be inactive

This session will be inactive in

o the user and/or the password expires..

f Avalue of zero indicates no expiry.

. Flease enter the nurmber of days inwhich

Dray(s).

Ciays(s).

li] Minute(s).

Back

Mext H Cancel

FIGURE 4-3 User Administration Wizard (2)

word, uncheck the corresponding check boxes, and then enter the expiry period in the number of days.

The Session inactivity termination panel can activate the session timeout feature, by clicking on the Session Timer checkbox to

make it not ticked (default is ticked), and then entering a value (in minutes).

After setting the user account expiry and password expiry time, the last screen of the User Administration Wizard, which is
invoked by clicking Next, is where you can assign groups to the user or operations to the user directly. Refer to the following

figure.
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E Uszer Adminigtration Ed

[w] Group based permissions.

[ Direct assignment.

Assign groups for the user

| Group name(s) | |
Vi Users -

[ Admin -

Enter the new group hame

| Add Group
Direct assignment of Permissions
Click here to assign permissions directly.
Back Finish Cancel

FIGURE 4-4 User Administration Wizard (3)

Users can be associated with existing groups by clicking the appropriate check boxes of the groups when the checkbox
Group based permissions is checked. You can also see the allocated operations for the existing groups by clicking on the
right arrow for that group.

Note: You can associate the new user to a new group by entering the new group name in the corresponding
text box and clicking Add Group. The group is added and the operations for that group can be defined
immediately. In most cases, however, a group should be defined first and then users associated with that

group.

To assign operations to the user directly without associating him or her with any groups, check Direct assignment. The Per-
missions button is activated, and the Administrator can assign operations to a user without associating them to any groups.
Clicking Permissions will invoke the Permissions Tree Hierarchy. The Administrator can use this operations tree to allow/
disallow operations for that user.

You can assign permissions by:

= Checking (checkmark) the check boxes to include the operations
= Ticking the check box (x) to exclude operations
= | eaving the check box empty so that it inherits its parent operation permission

Note: Repeatedly clicking the checkbox will cycle the checkbox through these states (checkmark, x, empty).

After associating groups to the new user, click Finish for confirmation. If you need to make any changes, you can go back to
the previous screens by clicking Back and make the necessary changes. The new user added will be displayed under the left
side tree under the parent node Users in the main Security Administration window.
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4.3 User Settings

4.3.1 Overview

For performing user-level tasks, select the particular user in the left-side tree of the main Security Administration window
under the parent node Users.

4.3.2 Associating Groups to User

After selecting the particular user, click Setting Groups in the lower right corner of the Member Of panel to associate the user
with any of the existing groups or to remove the user from the already associated group, as shown in the following figure.

i

Select the groups from the list for which the user needs to be assigned.

All Groups Selected Groups
Users Users

SUperuser

Admin

Cik Cancel

FIGURE 4-5 Associating Groups to User

In the left-side list are the existing groups and in the right-side list are the group names to which the user has already been asso-
ciated. You can select the particular group from the left side and click the > (Add) button to associate the new group to the user.
For removing the user from the already associated group, select the group in the right side from which the user needs to be
removed and click the < (Remove) button.

4.3.3 Setting User Profile

To modify the user details select the particular user and click on the User Profile tab, which will display the current user status,
user account, password expiry in number of days, and the session inactivity termination for teh user, as shown in the following

figure.
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Current status ofthe user

Account expiry for :keith

This user account expires in Day(s).
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The session will be inactive in Minuteds).

Please enter the numhber of days inwhich
§§ the user, password andior the session expires..

Avalue ofzero indicates no expiry. Setting Profile

FIGURE 4-6 Setting User Profile

The Security Administration tool has the provision to display the current status of the users using separate icons for different
user status as shown in the left-side tree under the Users node. The various user status reflected in the User Interface (Ul) are
shown in the following table.

TABLE 4-2 lcons for User Status

Icon Description
* User Account is enabled
[
iﬁ User is disabled and he cannot login any more until he or she is enabled by the administrator
i User account has expired since the specified
ﬂ*x User Password has been expired since the specified time and he or she has to change his password or reuse it
Qi User account has been forced out from logging in to the server similar to the disable status of a user
[
.ﬁ}( User's login has been denied due to continuous unsuccessful login attempts

Click Setting Profile, which will invoke the User Profile Wizard where you can set the user account expiry in days by click-
ing the corresponding check box. After the account expiry period, the status of the user is disabled and the user will not be
allowed to log in on the network. Similarly, the user password expiry can be set in number of days, after which the user is
prompted to enter a new password. Finally, you can change the session inactivity timer. You can also set the user status as
either enable or disable by clicking the respective option. Refer to the following figure.
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x

Full Name of the user:keith

Mo change in full name
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Status for the user :Keith
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Select the status to be set for this user
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This user account expires in Dranis).

Password expiry for :keith
Fasswoard never expires
The password expires in Drays(s).

Session inactivity termination :Keith

[ ] 5ession will never be inactive
This session will be inactive in 20 Minutels).

Flease enter the number of days inwhich
the user, password andfor the session expires...

Aialue of Zero indicates no expiry.

Ok Cancel

FIGURE 4-7 User Profile Wizard

After making the necessary changes click the Ok button for updating the server.

4.3.4 Viewing Audit Trails

The audit trails of all the users can be viewed by selecting the View -> Audit Trails menu or clicking the Audit Trails icon.
This displays the Audit Details window where the various operations performed by the users along with the status whether the
operation was a success or failure are displayed. Refer to the following figure.
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FIGURE 4-8 Audit Trail Details - File

You can save the audit details in a file for future reference to identify any access violation. To clear all the previous audit
details, click Clear Trails.

Note: Actions such as command input for a device can also be recorded by the SYSLOG application; the
benefit of the Audit is that it shows commands that were invoked using the NMS as well as the user who
invoked the command.

4.3.5 Change the User Password

For a selected user you can change the password by right-clicking and selecting the Change Password option from the pop-
up menu, or by selecting Edit -> Change Password from the menu of the Security Administration window.

This displays the Change Password window, which has text boxes in which the new password can be entered and con-
firmed. After entering the new password and confirming it, click OK for the respective change.

4.3.6 Assigning Operations to User

Click the Permitted Operations for User tab after selecting the particular user for whom you want to assign operations.
This shows the already included and excluded operations for the respective user. In order to assign new operations, click Set
Permissions. This invokes the operations tree as shown in the following figure.
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FIGURE 4-9 Permission Tree Hierarchy

The operations tree is a union of the operations included or excluded of the groups and the directly assigned operations. Thus
you can assign permissions to the operations that are not associated with the group for the user. In order to modify the permis-
sions set to the user through groups, go to the Permitted Operations For Group tab after selecting the particular group, and
then click Set Permissions to do the necessary changes. In the operations tree, by clicking the respective check boxes of the
operations, you can include that operation for the user, and by ticking the check box (x), you can exclude that respective opera-
tion for the user. After making the necessary selections click Done to make the change permanent.

You can assign permissions by:

= Checking (checkmark) the check boxes to include the operations
= Ticking the check box (x) to exclude operations
= | eaving the check box empty so that it inherits its parent operation permission.

4.3.7 Delete User

To delete a user, right-click the user and select Delete from the pop-up menu, or select Edit -> Delete option from the menu of
the Security Administration window. This deletes the user and all his or her associated operations and groups.

4.4 Adding a new group

In the Security Administration window, you can add a new group by performing one of the following actions:

= Select File -> New -> AddGroup from the menu bar.
= Click the Add Group icon from the Toolbar.
= Right-click the node Groups in the left-side tree, which is a parent node.

Each of these actions invokes the Groups wizard, shown in the following figure, where you can enter the new group name in
the text box.
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FIGURE 4-10 Groups Wizard (1)

After entering the group name, click Next, which invokes the second screen of the Groups Wizard, as shown in the following
figure.
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FIGURE 4-11 Groups Wizard (2)

You can assign operations for the group by:

= Selecting (checkmark) the check boxes to include the operations

= Ticking the check box (x) to exclude operations

= L eaving the check box empty so that it inherits its parent operation permission.

After selecting the operations, click Finish to saving the changes permanently in the server.

4.4.1 Group and Scope Settings

4.4.1.1 Overview

Authorized Scopes (or Authorized Views) are independent entities that store the real authorization information. The scopes are
associated with the actual operations of the group leading to a more specific authorization for the user. Scopes consists of a set
of properties, and the scope is applicable only when those properties are true. For example, if you give a property as net-
work=192.168.4.0, the scope of that associated operation is applicable only for this network. The Scopes associated to the
respective operations are grouped together under the groups and then allocated to the users. The Administrator can perform the

following tasks under Scope configuration.

4.4.1.2 Add a Scope

Select a particular group for which you want to set a scope for the operations under that group, and then select the Permitted
Operations for Group tab in the Security Administration window. Now select the operation for which you wish to set a new
scope, and then click Setting Scope. This invokes the Scopes Settings Wizard, which helps in adding a new scope, as shown in

the following figure.
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FIGURE 4-12 Scope Settings

To add a new scope, perform the following:

= Give the property name and property value for the selected operation scope.
* Click Add in the wizard.
= Click Ok to save the changes and to exit.

4.4.1.3 Edit a Scope

To edit a scope, select it and click Edit. The inputs given for the respective operation's scope that can be edited are Property
Name and Property Value.

4.4.1.4 Delete Scope
To delete a scope, select the respective Property row of the scope to be deleted, and then click Delete.

Note: Scopes can be configured to Operations of Groups with properties. The Administrators can add a list of
scope to a single operation or more of the groups and then assign the group to the users. Properties are
then added for more specific authorization.
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4.4.2 Assigning Users to Group

Users can be assigned to the group by selecting the particular group from the left side of the Security Administration window
under the parent node Groups and in the Members tab screen in the right, click Setting Users. This invokes the Select Users

Wizard where you can see all the user names in the left-side column and the selected users for the particular group in the right-
side column. Between these two columns are the Add and Remove buttons by which you can select a particular user and either
add the user to the group or remove the user from the group.

4.4.3 Assigning Operations to Group

To assign operations to the group, select the particular group and click the Permitted Operations for Group tab in which you
can click Set Permissions. This invokes the operation tree where you can allow or disallow operations for that group by click-
ing the check boxes of the respective operations, and then clicking Done to make the changes permanently in the server and to
exit the operations tree. Thus, the tasks under the Group Settings are performed.

4.5 Custom View Scope (CVS)

45.1 Overview

Setting Custom View Scope for groups of users helps in filtering the objects that are to be displayed in the user's GUI on which
the user is permitted to do the respective authorized operations. By specifying the custom view scope criteria, the user can view
only the objects for which he or she has been authorized to operate on by filtering the objects.

For the particular group the various Custom View Scopes assigned can be viewed, new Authorized Scopes can be added, and
already existing Authorized Scopes can be edited for the selected CVS of the group by using the options available in the Cus-
tom View Scope for Group tab in the right as shown in the following figure.

Note: Any changes to scope take effect the next time a user (or a user in a group) logs in. Also, a user in multiple
groups will be filtered according to the most restricting scope of each category of all groups.

= Security Administration — | Ellﬂ
Eile iew Edit Help

CANCIREE e W D

By securty [ Members | Permitted Operations for Group | Custam Yiew Scape for Group

v G:E'Ups . ?5 CustomViewScope for the group : Admin

T Admin :

Tl Users Custom Wiew Scope MName Events | = |
o= [ Users g

AuthorizedScopes for CV : Events
Authorized Scope
Add AuthorizedScope ‘ ‘ Assigh AuthorizedScope

FIGURE 4-13 Custom Scope View
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Following are the list of tasks that can be done for the selected Custom View Scope of a group.

4.5.2 Add Authorized Scope for a Custom View Scope

Generally Custom View Scopes are added through the group and scope settings. To add authorized scope to the available
Custom View Scope of the group, select the relevant Custom View Scope Name and click Add AuthorizedScope, which
will invoke the Scope Settings form.

In the Scope Settings form, enter the Authorized Scope Name in the respective text box, and then enter the required Name
and Value for the property of the scope. The Administrator can give more than one value as comma-separated property val-
ues for a property name. Now, click Add, which adds the Authorized Scope for the selected Custom View Scope of the
group, and then click Ok to make the change permanent.

4.5.3 Set Authorized Scope for a Custom View Scope

In order to set Authorized Scope for the selected Custom View Scope of the group, click Set AuthorizedScope. This will
invoke the Select AuthorizedScopes screen, in which the left-side column displays all the AuthorizedScopes set for the
operations of the groups, which are already present, and the right-side column displays the previously set Authorized Scopes
or the selected Custom View Scope name. Thus, you can select the respective scope to be set for the custom view in the left
and click > (Add). To remove the already existing authorized scope set for the Custom View, select the respective scope in
the right side column, and click < (Remove) button. Click OK to save the changes permanently in the server.

4.5.4 Set Scope Properties

To set properties to the Authorized Scopes of the Custom View Scope, select the respective row of the Authorized Scope and
click Set Scope Properties. This button invokes the Scope Settings Wizard where you can set the necessary properties for
the selected Authorized Scope.

This operation is similar to the tasks discussed above in the Scope Configuration section. The below table helps you to know
the wild card characters that are supported in NMS while specifying the scope criteria value.

TABLE 4-3 Operators for Setting Scope Criteria

Operator Description

* (Asterisk) This is used to match zero or more characters.

Example: If the names of all the objects starting with the name “test” is needed, then the property
Name - name and the Value test* is given.

! (Exclama- This is used for filtering the search using NOT operator.

tion Mark) Example: If all the objects whose name does not start with “test” is required, then property key - name

and value - Itest* is given.

, (Comma) This is used for searching objects where a single property key has different values.

Example: If all the objects with names starting with “abc” or “xyz” are required, then property key -
name and value “abc* ,xyz*”is given

&& This is also used for searching objects where a single value should be matched with many patterns.

Example: If all the objects with names starting with either “abc” and ending with “xyz” are required,
then property key -name and value “abc*&&*xyz” is given.
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TABLE 4-3 Operators for Setting Scope Criteria

Operator Description

\ (Back Slash) | This is used when the name of the object itself contains a comma. This character is called an escape
sequence, since it avoids searching of the objects, as if it were two different names.

Example: If an object with name *“a, b” has to be searched, then the property key - name and the value
- “a\, b is given. <between>"valuel” and “value2” This is used to get objects with some numeric val-
ues within a specific range.

<between>"v | This is used to get objects with some numeric values within a specific range.
aluel” and

wvalues™ Example: If object names with poll interval values ranging from 300 to 305 are required, then the
valu

property key - pollinterval and the value as 300 and 305 is given.

Note that the first number is smaller than the second number. Only the values in between the given
values, including the limits, will be matched.

4.5.5 Deleting Authorized Scope

The Authorized Scopes associated to a Custom View Scope can be deleted completely from the database by right-clicking the
respective Authorized Scope, and then clicking the pop-up button Delete AuthorizedView. This will display a warning dialog
box. Click Yes in the dialog box to delete the view scope.

Deleting the selected Authorized Scope of the respective Custom View Scope will remove it completely, not only from the cur-
rent selected group, but also from the other associated groups. Hence, in order to delete an Authorized Scope set for a Custom
View Scope only from the selected group, click Assign Authorized Scope and dissociate it from the current selected group.

4.6 Permissions Tree

4.6.1 Overview

NMS operations are logically arranged in a tree structure, with parent and child operations in the tree. This tree is displayed
when assigning permissions to a group or a user. The tree is referred to as the Permissions Tree and is shown in Figure 4-14.
Permission to perform individual operations can be granted or denied for each group or user through this tree.

Note: The ability to add or delete an operation is not supported in the current release.

Note: The tree node AT Object Operations includes those operations that the NMS can perform on Allied Telesis
devices.
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FIGURE 4-14 Permissions Tree Configuration (Includes AT Devices)

4.6.2 Permissions Tree

The Permissions Tree contains a list of operations that are provided by default in the NMS. Assigning different operations to
different users is an administrative function. The different operations that can be assigned are explained in the following
tables.
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4.6.2.1 Administrative Operations

TABLE 4-4 Administration Operations

Operation Description

Services

Clear Discov- | This operation is used when the Discovery process has stopped.

ery

NMS Backup | This Operation starts the backup process by setting BackUplInProcess variable to true and suspends all
NMS Schedulers. Once the backup process is over, automatically resets the BackUplInProcess variable
to false, to resume NMS Schedulers.

Resume NMS | This Operation can be used to resume all the NMS Schedulers, if NMS hangs due to some unforeseen
problems during the backup process.

Shutdown This Operation is used for shutting down the NMS Server with authentication.

server

Configure This Operation provides the link to view the present logging levels for the various modules. The log-

Log Events ging also can be set by using this Operation.

Security Security Management involves work starting from authenticating a user when logging till dictating all

Administra- permissions for him and thus defining the access limits for every user.

tion

System This Operation is for getting the handle for all the Administrative Operations.

Administra-

tion

4.6.2.2 Events

Network Events are entities that represent the various happenings in the network devices. Events can either convey any general
information or the current status of the devices in a network. The groups of operations which are grouped under Events are
listed in the table given below.

TABLE 4-5 Operations for Events

Operation Description

Event Filters and Parsers

Get Event This Operation is for viewing the Event Parsers present in the server.

Parsers

Set Event This Operation is for modifying the existing Event Parser or creating a new Event Parser.
Parsers

Get Event Fil- | This Operation is for viewing the Event Filters present in the server.

ters

Set Event Fil- | This Operation is for modifying the existing Event Filter or creating a new Event Filter.
ters

Event User Operations

Save Events This Operation is for saving the events displayed either in Events Panel or the selected events.

to File
Print Event This Operation is for printing either the selected events or events displayed in the Events Panel.
View
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4.6.2.3 Topology

Topology is used to add, update, delete and filter out the core Managed Objects from the database. The various operations
grouped under the topology module are listed in the table given below. All are under Modify Object.

TABLE 4-6 Operations for Topology

Operation Description

Startand Stop | This Operation is used to set the discovery status for the particular Object.
Discovery

Manage and This Operation is used to set the management status of the particular Object.
Unmanage

Objects

Add Network | This Operation is used to add a new network in the Topology database.

Add Node This Operation is for adding a new node in the Topology database.

Delete Object | This Operation is for removing a particular Object from the Topology database.
Refresh Node | This Operation is for updating the status polling.

4.6.2.4 User Administration

This Operation family is mainly used in HTML Ul for User Administration. The various operations available by default
under User Administration are listed below.

TABLE 4-7

Operation Description

User Config- | This Operation is used to get the link for 'User Administration'.
uration

Add Users This Operation is used to create a new user.

Assign User This Operation is used to assign the user to new or existing group.
to Group

Remove User

This Operation is used to remove the user from the group.

Remove User
from Group

This Operation is used to remove the particular user from the particular group only.

Get List of
Users

This Operation is used to view the list of users present in the database.

4.6.2.5 Trap Parsers and filters

The various operations grouped under Trap Parsers and Filters are listed in the table given below.

TABLE 4-8 Operations for Trap Parsers and Filters

Operation Description

Get Trap Fil- | This Operation is for viewing the Trap Filters present in the server.

ters

Set Trap Fil- This Operation is for modifying the existing Trap Filter or creating a new.

ters Trap Filter.

Reload Trap This Operation is used to update the changes of the filter, without restarting the Server.
Filters
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TABLE 4-8 Operations for Trap Parsers and Filters

Operation Description
Get Trap This Operation is for viewing the Trap Parsers present in the server.
Parsers
Set Trap Pars- | This Operation is for modifying the existing Trap Parser or creating a new Trap Parser.
ers
4.6.2.6 Alerts

Alerts are generated when a failure or fault is detected in the network devices. The generated Alerts get displayed in the Alert
Viewer. The Alert list containing alarms of various severities like critical, major, minor, clear etc. can be viewed in the Alert

Viewer. The various operations available by default under User Administration are listed below.

TABLE 4-9 Operations for User Administration

Operation

Description

Alert Filters

Get Alert Filters

Operation is for viewing the Alert Filters present in the Server.

Set Alert Filters

This Operation is for modifying the existing Alert Filter or creating a new Alert Filter.

Set Alert Annotation

This Operation is for adding notes (annotation) to an alert.

Alert User Operations

Get Alert Details

This Operation is for viewing the details of a particular alert.

Save Alerts to File

This Operation is for saving either the selected alerts or the alerts displayed in the current Alert
Panel into a file.

Print Alert View

This Operation is for printing either the selected alerts or the alerts displayed in the current
Alert Panel.

Clear Alerts

This Operation is for changing the Alert Severity as Clear.

Get Alert Annotation

This Operation is for viewing the particular existing alert annotation.

Get Alert History

This Operation is for viewing the Alert History, i.e., the change in status of an Alert from the
first Alert to the latest Alert.

Alert Pickup

This Operation is used to pick up the Alert. (To attach one’s ID to an alert so others know the
alert is being worked.)

Delete Alerts

This operation is used to remove a particular alarm (usually because it has been solved).

4.6.2.7 Maps

A map is a graphical representation of networks and systems. Elements such as computer devices, printers, switches etc. con-

nected in a network can be represented in a map. The operations available under Maps are listed below.

TABLE 4-10 Operations for Maps

Operation Description
Map Editing This Operation is mainly used to configure the maps, like creation of new maps, customizing
Operations of map hierarchy, map symbol layout and map symbol renderers through the client.
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4.6.2.8 Polling Unit

Polling units mentioned here refer to PolledData objects which are the basic unit of data collection. These define what data to
be collected and from which network device. PolledData can be added via Client User interface. The operations possible
with PolledData objects are listed below.

TABLE 4-11 Operations for Polling Units

Operation Description

Add Polling This operation permits you to add new PolledData to devices, to collect data for particular Data iden-

Units tifiers.

Remove Poll- | This operation permits you to modify the definition of PolledData to change Data collection configu-

ing Units ration.

Modify Poll- This operation permits you to remove the PolledData objects from database so that no more data is

ing Units collected for the associated Data identifier.

Get Polling Get Polling Unit This operation permits you to retrieve PolledData details from database. If this oper-

Unit ation is excluded in Operations Tree, you will not be able to see the PolledData information in Stat-
sAdminPanel of Client Ul.

4.6.2.9 Polling Objects

This object contains information on data collection configuration like match criteria and data to poll. Match criteria indicates
from which devices data have to be collected and data to poll indicates what data to Polling objects can be created via Client
User Interface, configuration file i.e. Polling.conf and API methods. The different operations possible with Polling objects
are listed below.

TABLE 4-12 Operations for Polling Objects

Operation Description

Add Polling This Operation is used to create a new Polling Object and add to database for monitoring a new device
Object or the existing device.

Delete Poll- This Operation is used to remove the existing Polling Objects.

ing Object

Modify Poll- This Operation is used to modify the criteria of the existing Polling Object for making performance
ing Object analysis better.

Change Poll- | The Polling Object can be enabled or disabled by using the optional parameters called “status”. The
ing Object parameter can be changed as “True” or “False”. The Operation 'Change Polling Object Status' is used
Status to change the status of the polling Object.

Get Polling This Operation is used to view the criteria of the particular Polling Object.

Object

4.6.2.10 Poll Filters

Poll Filter is used to fine tune the Data collection configuration. When NMS Server starts Managed objects are created and
they are passed through Polling.conf. If match criteria satisfies, according to the definition of Polling object, PolledData are
created. Just before these PolledData objects are added to database, existing PolledData can be modified, new PolledData
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can be added for the Managed object or existing PolledData can be removed using Poll Filters. Different operations possible
with Poll Filters are listed in the following table.

TABLE 4-13 Operations for Poll Filters

Operation Description

Get Poll Filters | This operation permits retrieval of Poll Filters from the database and display them. If excluded will
not allow you to view the Poll Filters list.

Update Poll Fil- | This operation permits to modify Poll Filter related details.

ters
Reload Poll Fil- | This operation permits reloading to memory the modified Poll filter definitions specified in Poll fil-
ters ters file.

4.6.2.11 Threshold Objects

Thresholds are the basic unit for generating Threshold Events. Threshold Events are those events which get generated when the
collected value for a particular agent satisfies the threshold criteria. The Threshold objects are formed by reading the Thresh-
old.conf present in <NMS Home>/conf directory, which contains information about the thresholds that has to be generated
when a particular condition is satisfied. The various default operations possible with Threshold Objects are provided in the fol-
lowing table.

TABLE 4-14 Operations for Threshold Objects

Operation Description

Add Thresh- This Operation is used to create a new Threshold Object to create Threshold Events for a new device
old Object or the existing device.

Modify This Operation is used to modify the existing Threshold Object for making performance analysis bet-
Threshold ter.

Object

Delete This Operation is used to remove the existing Threshold Object.

Threshold

Object

Get Thresh- This Operation is used to view the particular Threshold Object.

old Object

4.6.2.12 AT Object Operation

AT Object Operation contains operations specific to Allied Telesis products. These operations are provided in the following
table.

TABLE 4-15 Operations for AT Object Operation

Operation Description

Performance Operation

Monitor Collections Operations Permits the Monitored Collections dialog for routers

Statistics Operation Permits the Performance/Configured Collections display

Configuration Operation

Configure SNMP Operation Permits Configured SNMP MDTI operation
Device Backup/Restore Operation Permits backup and restore operations
Software Configuration Operation Permits software configuration operations
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TABLE 4-15 Operations for AT Object Operation

Operation

Description

Device Information Operation

Permits the display of device information

SNMP Agent Operation

Permits SNMP Agent operations

SNMP Community Operation

Permits SNMP Community operations

Configure VLAN Operation

Permits VLAN configuration operations (Includes EPSR)

Card Management Operation

Permits card management operations

Port View Operation

Port Management Operation (complete control)
Port Provision Operation (view and provision/deprovision)

SysLog Management Operation

Permits access to syslog application

Command Script Mgmt Operation

Permits command script management operations

Configuration File Mgmt Operation

Permits file management operations

Profile and QoS Operation

Profile and QoS Policy Operations

Rediscover Operation

Permits rediscovery operations

Application Manager Operation

Permits access to the Application Manager

Telnet Cutthru Operation

Permits Telnet cut-through

GUI Cutthru Operation

Permits GUI cut-through

Manage CLI Users Operation

Permits CLI user management operations

Manage System Log Configuration Permits access to System Log Configuration (control the system log
daemon, event logging, and the logs that are stored in the data-

base)
4.7 Remote Authorization (RADIUS / Tacacs+) on Devices

RADIUS and Tacacs+ are remote authentication protocols used by devices to authenticate telnet user-client sessions. When
the user logs in, the device forwards all login information to the RADIUS servers first, followed by the Tacacs+ servers (if
RADIUS is not available) for authentication until it receives a response back from one of them. Depending on the exchange
of messages, the device grants or denies access for the session. RADIUS uses UDP/IP for transmitting information across
the network, while Tacacs+ uses TCP/IP.

Note: For complete information on the RADIUS / Tacacs+ protocol and how they are handled by Allied Telesis
devices, refer to the iIMAP User Guide.

When the AlliedView NMS is initially configured and logs in to a device that is configured with RADIUS/Tacacs+, only a
user-level privilege can be assigned. To allow for security officer level, the client must send a special “ENABLE SECU-
RITY OFFICER” command string back to the server. The server prompts for a “Passcode.” The client then transmits the
appropriate passcode (password) after which the session has a Security Officer level.

The handle this, the AlliedView NMS handles this exchange and the password prompt that is “passcode” rather than “Pass-
word.” Moreover, the NMS handles transitions from RADIUS being used to Tacacs+ and vice-versa.

Note: Only iIMAP Telesis devices support Tacacs+, and the devices other than iIMAPs supporting RADIUS
provide a direct “SECURITY” access after 1st authentication, if discovered as the “SECURITY” level
user.

4.7.1 RADIUS

For devices that use the RADIUS, authentication is done on a per device basis that is datafilled for the device’s MO proper-
ties. Refer to the following figure.
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Enllied Telesyn Dbject Properties ﬂ

f Managed Object Properties r Symhbol Properties

SNMP RELATED PROPERTIES
Snmpport |1 B1 |
Camimunity |pub|ic |
Wirite Community |private public friend |
Syshlame
SysDescr Telesyn 9400 Multizervice Access Platform v
SysOID A1.361.41.207.1.15.4
BaseMibs [RFC1213-MIB |
CLI RELATED PROPERTIES
LoginPrampt |Username: |
PasswordPrompt |Passcnde: |
Login |eb|au |
Passwiord |"""’r |
CliFort |23 |
ShellPrormiat |>=' |
RemoteAuthProtocal RADIUS e
RematesuthPassword i i < |
OTHER PROPERTIES
HostNetmask |255.255.255.0 |
Userlass |nu|| |
Tester | s R ‘
FailureThreshold 1 |
==Back [ext==
| M adify | | Close | | Help |

FIGURE 4-15 Filling out the MO Property Form for Remote Authentication

4.7.2 Tacacs+ (Using the CLI Login Manager)

For Tacacs+, the user can provision on a per-device basis as well, but the administrator can also provision this on a system-
wide basis, using the special User ID TACPLUS_USER, and then filling in the appropriate password.

When the user selects Tools -> Manage CLI Users, the Discovery Configurator with the CLI Logins tab appears. Refer to
3.2.4.
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4.8 NMS RADIUS Client Support

4.8.1 Overview

Starting in NMS Release 11.0 SP5, RADIUS Authentication for NMS user logins is supported. Prior to this feature, NMS
supported devices that used RADIUS/TACACS (see 4.7), but NMS user ids were not authenticated via these methods. With
this feature, an open source RADIUS client is integrated into the NMS server, using a central RADIUS server on the cus-
tomer’s network.

Note: RADIUS is specified in RFC 2865 (http://www.ietf.org/rfc/rfc2865.txt).

The NMS Security Management feature, as explained in 4.4, has pre-defined groups (Users and Admin) with default permis-
sions. Moreover, custom groups can be added. The Security Management and NMS RADIUS Client Support feature need to
be coordinated to ensure that these groups and permissions are usable to the RADIUS-authenticated users. This is explained
in detail in the rest of this section, especially 4.8.4.

Activation of this feature involves provisioning in two main areas:

1. Atthe RADIUS server, accounts are defined in the RADIUS database according to the configuration procedures of the

RADIUS platform selected (Free RADIUS, Cisco Secure ACS etc.). Accounts are given passwords and assigned to permis-

sion groups.

2. Atthe NMS server, RADIUS authentication is enabled or disabled from an Authorization Configurator GUI, as
explained in 4.8.2.

Note: Provisioning at the RADIUS server is outside the control of this feature, but is required and must be
provisioned correctly for this feature to function correctly. Moreover, there are many RADIUS server
distributions, and all should be compatible, but the example inputs are for FreeRADIUS and Cisco
Secure ACS.

The following figures provide an overview of the process and steps to activate RADIUS (the steps to deactivate are essen-
tially the reverse).
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& & &

Administrator Administrator User
Configures runs Logs Into
Radius AT_ConfigRadius NMS
Server Client
Clients and
Users Config NMS NMS
Files Server T g Client
Radius Radius
Server Client :

RADIUS NMS Server Client Host
FIGURE 5 Overview - NMS Server with RADIUS Client

4.8.2 RADIUS Configurator Tool (with Valid License)

Once this feature is installed the login procedure is transparent; the client interface is the same with or without RADIUS
authentication.

The main change to the NMS server is the addition of the AT_ConfigureRadius tool, which can be launched as follows:

1. On Windows, double-clicking AT_ConfigureRadius.bat in the <NMS_HOME>\bin directory.
2. On Solaris, running AT_ConfigureRadius.sh in the <NMS_HOME>/bin directory.
3. In anon-windowing environment, running the tool with the command ./AT_ConfigureRadius.sh

Methods 1 and 2 bring up the RADIUS Configurator GUI; method 3 uses a command interface. Each interface is explained
below.

Note: This tool is only available if the user has a license with the RADIUS feature registered. If not, the following
message appears when double-clicking on the AT_ConfigureRadius.bat icon.
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r?éf License Error 3 = E

Error: The license for RADIUS authentication is imvalid.

Ok

FIGURE 4-1 Error Message for Invalid License

The purpose of this tool is to configure the NMS server as a RADIUS client-that is, enable/disable RADIUS authentication
and create a list of server contact information (address and port) and shared secrets to be used during authentication when
enabled.

The shared secret is an encryption key stored separately on both platforms (RADIUS server and RADIUS client) and is
never transmitted over the network.

4.8.2.1 GUI Interface

The first time the tool is launched, it shows the state is “Off” and shows no parameters, as shown in the following figure:

] RADIUS Configurator,

State: ' On ® Off
Radius Server Configuration
Senver Auth Port Acct Port Secret
Server: || |
Auth Port: | | Acct Port: | |
Secret: | |
| || || add || Mmodity || Delete |
OK Apphy Close

FIGURE 5 RADIUS Configurator - Initial Screen
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Servers can be added via the fields on the lower part of the display. Notice the “Add” button becomes enabled when all the nec-
essary parameters have been entered:

EE RADIUS Configurator, Z E|[X|

State: ' On ® Off

Radius Server Configuration

Server Auth Port Acct Port Secret

Server: |[10.52.18.79 |
Auth Port: 1512 | Acct Port: |1814 |

Secret: |nmssecret |

| || || add || modity || Delete |

0K Apphy Close

FIGURE 6 RADIUS Configurator - Initial Screen - Adding a Server
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Multiple servers can be added. Servers can be designated by IP addresses or valid host names. During login, the authentica-
tion process will try each server in the order displayed, from top to bottom, until one server accepts the authentication
request or all servers have rejected it. The order can be changed with the arrow buttons. Note that:

= The Add button will not allow adding a server that already exists in the table.

= The Modify button will allow any change to any field as long as it won't change the server to one that already exists in the
table.

Note: This tool cannot tell when host names map to existing IP addresses or not. Therefore the Add button will
allow adding duplicate servers when they have different host names.

Note: There is no limit to the number of servers allowed, but more than 2 or 3 unreachable servers will cause
long delays to users trying to log in because each server is tried one at a time and must timeout before
the next server is tried. Therefore, servers with a history of unavailability should not be used for RADIUS
authentication.

fif] RADIUS Configuraton
State: O On @ Off
Radius Server Configuration
Server Auth Port Acct Port Secret
10.52.18.78 1812 1814 nmssecret
atn0B3 1645 1646 mysecret
Server: || |
Auth Port: | Acct Port: | |
Secret: | |
| || || add || modity || Delete |
0K Apphy Close

FIGURE 7 RADIUS Configurator - Servers Added
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Whereas only one server may be added at a time and only one may be modified at a time, multiple servers may be deleted by
selecting multiple rows and clicking on the Delete button.

[ RADIUS Configurator ._ E| E'
State: ' On ® Off
Radius Server Configuration
Server Auth Port Acct Port Secret
10.5218.749 1812 1814 nmssecret
atnl&3 1645 1646 mysecret
atniy 2 1645 1646 mysecrety?
atniy3 1645 1646 rmysecrety 3
Server: | |
Auth Port: | | Acct Port: | |
Secret: | |
| || || add || modiry |[ Delete ]
OK Apphy Close

FIGURE 8 RADIUS Configurator - Deleting Servers
Changes are not saved until either the OK or Apply button is selected.

Note: When activating the NMS client, set the Status to ‘On’ before selecting OK or Apply.
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All changes won't take effect until the server is restarted. So after changing the State to ‘On” and selecting OK or Apply, the
modifications are completed and the tool displays the following message:

Modify Complete P§|

,/ i Server configuration completed successfulhy.
All user accounts will now require Radius authentication.
Restart server to activate changes.

0K

FIGURE 9 Message - RADIUS Configured, need to Restart
Note: When RADIUS is activated or deactivated, the NMS server is shut down. It must then be restarted.

Once RADIUS authentication is enabled, the only users that can log in are the ones previously defined in the RADIUS
server(s).

4.8.2.2 Command Line Mode

The AT_ConfigureRadius tool can also be used in a command line mode, which is useful in a non-windowing environment,
such as Solaris without X-Windows. Command line mode is invoked by running the tool from the command with one or
more arguments, as demonstrated by the help command:

./AT_ConfigureRadius.sh help
help
print
add [pos] server authport acctport secret
remove server
enable

disable

= Print displays the current configuration.

= Add adds a new server with the specified authport, accounting port, and secret. The optional pos argument allows speci-
fying a position in the list of servers.

= Remove removes the specified server.
= Enable enables RADIUS authentication and disable disables it.
The following is an example session:
$ ./AT_ConfigureRadius.sh add 10.52.18.78 1645 1646 nmssecret

RADIUS Authentication State=DISABLED

Server Auth Port Acct Port Secret
10.52.18.79 1812 1814 nmssecret
10.52.18.78 1645 1646 nmssecret

$ ./AT_ConfigureRadius.sh add 2 10.52.18.77 1812 1814 nmssecret
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RADIUS Authentication State=DISABLED

Server Auth Port Acct Port Secret

10.52.18.79 1812 1814 nmssecret
10.52.18.77 1812 1814 nmssecret
10.52.18.78 1645 1646 nmssecret

$ ./AT_ConfigureRadius.sh enable

RADIUS Authentication State=ENABLED

Server Auth Port Acct Port Secret

10.52.18.79 1812 1814 nmssecret
10.52.18.77 1812 1814 nmssecret
10.52.18.78 1645 1646 nmssecret

// Restart NMS server to activate changes.
$ ./AT_ConfigureRadius.sh remove 10.52.18.77

RADIUS Authentication State=ENABLED

Server Auth Port Acct Port Secret
10.52.18.79 1812 1814 nmssecret
10.52.18.78 1645 1646 nmssecret
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4.8.3 Example Configurations

4.8.3.1 Overview

The following examples go through setting up of the NMS RADIUS Client Support and include inputs at both the RADIUS
and NMS servers.

Regardless of the platform used (FreeRadius or Cisco Secure ACS), there are four main steps. The first three are for config-
uring the RADIUS server:

1. Identify the Vendor Specific Attribute (VSA) that names the permission groups
2. Identify the NMS servers that will serve as RADIUS clients
3. Define user ids and assign them to permission groups, information that is included with the VSA

The fourth step is:
4. Configure the NMS server to use the RADIUS server(s).

The following table shows example accounts that are used in this example.

TABLE 4-16 Account Name Examples

User Name Password Groups Notes

Keith_K knk1lknkz Admin Already created on the NMS
John_L jhigjhix Users Not already created on the NMS
Paul_M plh7plhY Admin Already created on the NMS

Note: Admin and Users are the default groups on the NMS available for assignment, though custom groups
may be added using the Security Manager on the NMS client. When adding custom groups to a network
of NMS servers, the same custom groups must be added to each server individually to be usable by the
same set of RADIUS-authenticated users. Refer to 4.8.4.

Note: Users can optionally be assigned to multiple groups. If so, in some RADIUS servers group names must
be separated by commas, contain no white space, and the list must be enclosed by quotation marks.
Refer to the server documentation. (The FreeRadius example shows this.)
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4.8.3.2 FreeRadius Example

FreeRadius is a free RADIUS server and is installed on 10.52.18.79.

Note: Downloads and documentation are available at http://freeradius.org/.

To configure for the NMS, begin with cd to Zusr/local/etc/raddb and perform the following steps:

Note: For the account Keith_K, the password being defined on RADIUS is different than the password assigned
when it had been created on the NMS. Moreover, the group association is being changed from what it had
been on the NMS. This will take effect when the user logs in for the first time.

Note: The account John_L had not been created on the NMS, but is defined on the RADIUS server. It will be
created on the NMS when the user logs in for the first time.

1. Add the Vendor Specific Attribute (VSA) to the dictionary:
VENDOR Allied-Telesis 207
BEGIN-VENDOR Allied-Telesis
ATTRIBUTE ATl-avnms-group 1 string
END-VENDOR  Allied-Telesis

2. Add the RADIUS client (the NMS) to clients.conf

client 10.52.18.104 {

secret = nmssecret
shortname = avnmsuser
nastype = other

¥

3. Add the users to the users file:

Keith_K Auth-Type := Local, User-Password == "knk_radius"
ATl-avnms-group = “Admin,Users”

John_L Auth-Type := Local, User-Password == "jhl6jhIX"

ATl-avnms-group = Users

4. Configure the NMS to use this RADIUS server, either by itself or within a list of RADIUS servers. Using the
AT _ConfigureRadius tool, assuming the server location is 10.52.18.79, the auth and acct ports are 1812 and 1814 respectively
(FreeRADIUS defaults), add the selected line to the NMS configuration, as shown in the following figure.
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4.8.3.

[]rADIUS Configurator

State: ® On O Off

=101 %]

Radius Server Configuration

Server Auth Port Acct Port Secret
10.5218.74 1812 1814 nmssecret
atnd&3 1645 1646 nmssecret
108218110 |[1645 1646 nmssecret

Server: |10.52.18.79

Auth Port: 1812 | Acct Port: 1214

Secret: |nmssecret

| |l lw] || Add || Modity || Delete |

OK Apphy Close

FIGURE 4-1 Configuring NMS as RADIUS Client

3 Cisco Secure ACS Example

Cisco Secure ACS is a widely-used fee-based RADIUS and TACAC server available from http://www.cisco.com. It comes
in platform-specific versions, including various Windows versions.

The NMS is the RADIUS client, which is known as the NAS in the RFC, and is called the AAA Client in

Note:

Note:

Note:

Cisco terminology.

Whereas FreeRADIUS defines VSAs in their dictionary files, Cisco defines VSAs in a RADIUS Vendor/

VSA import file.

Whereas FreeRADIUS defines users and clients in simple configuration files, Cisco uses an extensive

web-enabled graphical user interface.

To configure Cisco Secure ACS for the NMS, perform the following:

1. To configure the VSA file, perform the following:
1. Create a RADIUS Vendor/VSA import file, for example, c:\ACS_Data\al lied-telesis. ini, containing the

VSA definition:
[User Defined Vendor]
Name=Allied-Telesis
IETF Code=207
VSA 1=ATl-avnms-group

[ATI1-avnms-group]
Type=STRING
Profile=0UT
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2. Use CSUtil.exe -listUDV to list available slot numbers and identify one that is unassigned. If none are unassigned, this
RADIUS instance has reached its maximum and cannot be used. Either free one or get another server.

2. Add the NMS server as the RADIUS client.

1. Use CSULtil.exe -addUDV <slot> c:\ACS_Data\allied-telesis.ini to import the VSA file.

2. Use the Web interface to configure the AAA client (the NMS) and Users with the VSA:

3. Use “Interface Configuration” to enable RADIUS (Allied-Telesis) for Users.

4. Use “Network Configuration” to set authentication for the AAA client using RADIUS (Allied-Telesis)
3. Add users and permission groups.

1. Use “User Configuration” to create the users, assign their passwords, and, at the bottom, enable and assign the VSA
(ATI-avnms-group) to the user's permission group(s). Separate multiple group names with commas but do not enclose
the string with quotation marks.

2. Select any other relevant options and data fill as necessary.
3. Be sure all changes are submitted and applied where necessary.

4. Configure the NMS to use this RADIUS server, either by itself or within a list of RADIUS servers. Using the
AT_ConfigureRadius tool, assuming the server location is 10.52.18.110, the auth and acct ports are 1645 and 1646 respectively
(Cisco defaults), add the selected line to the NMS configuration, as shown in the following figure.

ol

State: ® On ) Off

Radius Server Configuration

Server Auth Port Acct Port Secret
10.5218.749 1812 1814 nmssecret
atnd&3 1645 1646 nmssecret
105218110 1645 1646 nmssecret

Server: [10.52.18.110 |
Auth Port: 1645 Acct Port: [1646 |

Secret: |nmssecret |

A

OK Apphy Close

FIGURE 4-2 Configuring NMS as Cisco Secure ACS Client

4.8.4 Feature Interactions (RADIUS Server De-activated or Unavailable)

As shown throughout this section, including in the examples, Admin and Users are the default groups defined on the NMS
server, and custom groups may be added using the NMS Security Management feature. The administrator can then choose to
include these groups when defining accounts on the RADIUS server.

In most cases, once the administrator has defined these accounts, the RADIUS server is activated, and users log in to the NMS
transparently using these defined accounts. The administrator could

1. Change passwords for existing user 1Ds
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2. Change which users belonged to which permission groups.
3. Assign new user IDs and passwords, and associate them with a group or groups

Note: To make these changes, the RADIUS server may need to be restarted. Refer to the appropriate
documentation.

However, once the RADIUS NMS client feature has been set up, the following scenarios could occur:

= The customer could de-activate the RADIUS NMS client through the RADIUS Configurator tool.
= The RADIUS server(s), while configured and activated, might not be available.

Refer to 4.8.4.1.

4.8.4.1 Login behavior RADIUS Server De-activated or not Available

When this occurs, the user now must log in with a locally authenticated account, which follows these rules:

= Accounts will belong to the permission groups they had when last used, regardless of whether they were authenticated

using RADIUS.
= The passwords are set to what they were the last time before RADIUS authentication. This means:

= If the account was created on the NMS prior to RADIUS authentication, the password reverts to what it was set at on

the NMS server.

= |f the account was created on the RADIUS server, the id is still valid, but the default password is the same as the user

ID

Using the example accounts listed in 4.8.3 this would mean:

= The user ID Keith_K would revert to the password knk1knkZ, since that is what the pw was set to before RADIUS
authentication. However, it would belong to the groups Admin and User, since those were the associated groups defined

and last used.
= The user ID John_L would have the password John_L, since the account was created on the RADIUS server.

= The user ID Paul_M would still have a pw of plh7plhY and belong to the Admin group, since it was never created on the

RADIUS server

AlliedView NMS Administration Guide (Security Administration) 4-37



NMS RADIUS Client Support Feature Interactions (RADIUS Server De-activated or

4-38 AlliedView NMS Administration Guide (Security Administration)



AVL Allied Telesis

5. Controlling and Provisioning Network Devices

5.1 Overview

In providing network management functions, the AlliedView NMS can provision a single device. However, in many cases a
set of devices should be provisioned together, and the AlliedView NMS provides a GUI that allows the administrator to create
a set of devices and then use wizards that allow provisioning across that set of devices.Figure 5-1 highlights the various
options that appear when choosing a device.

Note: When more than one device is selected (by dragging or using the Shift key), only those operations that can
be performed on more than one device are active. This is further controlled by whether the devices are
from the same or different families.

i _l_ 10026010
50

X3 Wiew Chassis

PES23 gy Device Log
Provizion P BackupFestore
Metweork Services ¥ Comtmand Script hot

AlarmsBEvents F  Configuration File Mot
Performance Dewice Information
Wieny Config Comparizon Sy=log Management
Dizcover Attached IMGRGS SHMP Agert

Dizplay =witch FDE ZHMP Cammunity

PoE Managemernt ShiMPw3 USM Configuration
Port Authertication Management Software Configuration
Telnet To Device LLDOP Configuration
Z=H To Device Configure WLAN
Browse Device Card Management
Redizcover Device Port Management

Managed Ohject Properties

Lntdanage
Update Status

FIGURE 5-1 Provisioning Menu - Options for a Single Device

The following subsections go through all of the menu options available for the AT Network Elements. Separate subsections
highlight the provisioning tasks.

Use the following table to locate the task you wish to perform. If you are using AlliedView NMS, use the screen or form name
you are seeing to locate the relevant section.

Note: The AlliedView NMS supports all cards that can be configured with the various CFC cards, and this is
reflected in the chassis view as well as the various types of management. Refer to the Feature Guide for
the available CFC cards and the products they support.
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TABLE 5-1 Task List for Provisioning

Task Screen / Form Name (if Applicable) Section
View Chassis (5.2)
Provision Allied Telesis Device Overview of Provisioning Application (5.3.1)
- Backup/Restore Device Backup/Restore in pull-down (5.3.2)
- Command Script Management Command Script Mgmt in pull-down (5.3.3)
- Configuration File Management Configuration File Mgmt in pull-down (5.3.4)
- Device Information Device Information in pull-down (5.3.5)
- Device Log Management SysLog Management in pull-down (5.3.12)
- SNMP Agent SNMP Agent in pull-down (5.3.6)
- SNMP Community SNMP Community in pull-down (5.3.7)
- Software Configuration (non-custom) | Software Configuration in pull-down (5.3.9)
- Software Configuration (custom) Software Configuration in pull-down (5.3.10)
- LLDP Configuration LLDP Configuration in pull-down (5.3.13)
- MPEG Testing MPEG Test in pull-down for CPE (5.3.14)
Using the File Editor Window (5.3.15)
Using the File Delete Window (5.3.16)
SNMPv3 USM Configuration (5.3.17)
Download Card Software Download Software (5.5.23)
Provisioning Data, Profiles (5.5.24)
Provision Residential Gateway (RG) In the provisioning screens, there an addi- (7.8)

tional set of buttons, CPE and NET-

WORK. The user toggles between the two

to select the device type.
- Configure VLAN (5.4)
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TABLE 5-1 Task List for Provisioning (Continued)

Task Screen / Form Name (if Applicable) Section

Card Management Card Management (5.5.1)

Create (5.5.3)

GE3, GE8 (5.5.4,5.5.5)
ADSL16 (5.5.6)

ADSL24, ADSL24AE (5.5.7)
SHDSL24 (5.5.8)

CFC (5.5.9, 5.5.10)

FE10 (5.5.11)

FX10 and FX20 (5.5.12)

POTS (5.5.13) - Card can sup-
port MGCP or SIP

CES8 (5.5.14)

NTES (5.5.15)
ADSL24A/B (5.5.16)
PAC24 (5.5.17)
EPON2 (5.5.18)
VDSL24 (5.5.19))
ADSLA48A (5.5.20)
GE24POE (5.5.25)
XE1, XE4 (5.5.26)
GE24 cards (5.5.27)
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TABLE 5-1 Task List for Provisioning (Continued)

Task

Screen / Form Name (if Applicable)

Section

- Port Management (iMAP Devices)

Port Management (iMAP Devices)

Application (5.6.2)

New Triple Play (5.6.3)
New Ethernet (5.6.4)
New ADSL (5.6.4)

New CESS8 (5.6.6)

New NTE8 (5.6.7)

New SHDSL (5.6.8)
New EPON (5.6.9)

New ONU (5.6.10)

New VDSL24A/B (5.6.11)
View Triple Play (5.6.12)
View Status (5.6.13)

Add Voice Line (5.6.14)
View iIMG/RG (5.6.15)
View Ethernet (5.6.16)
View ADSL (5.6.17)

View SHDSL (Bonding)
(5.6.18)

View POTS24 (5.6.19)
View CESS8 (5.6.20)
View NTES (5.6.21)
View SHDSL (5.6.22)
View EPON (5.6.23)

View ONU (EPON to iMG /
ON1000) (5.6.24)

View VDSL24 (5.6.25)
View Statistics (5.6.26)
View Port Logs (5.6.27)
View DHCP status (5.6.28)
View FDB status (5.6.29)
View Video status (5.6.30)
ATM Bonding (5.6.31)

STP Tab (5.6.32)
- Port Management (non-iMAP Devices | Rapier/Switchblade Devices 571
and Features) GenBand Reports 5.7.2
Dual End Line Testing (DELT) 573
Single-End Line Testing (SELT) 574
Diagnostics for ATMBOND 575
Support of CWMP with TR-069 Device 5.7.6
POE 5.7.7
View Task List table View Tasks (5.8)
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TABLE 5-1 Task List for Provisioning (Continued)

Task Screen / Form Name (if Applicable) Section
Network Services HVLANSs Section 6.

Network VLANSs

Profile Management

QoS Management

Customer Management

Enhanced Protection Switched Ring

(EPSR)

UPC Monitoring
Query/Control Device
- Alarms/Events Alarm Panel and Network Events panel (5.9.1)
- Performance Configured Collection Panel (5.9.2)
- Compare Configuration Files iMap Device, Applications (5.9.3)
- Discover Attached iIMG/RGs Discover Attached iMG/RGs in pull-down | (5.9.4)
- Display Switch FDB Switch Forwarding Database window (5.9.5)
- Telnet / SSH to Device telnet session window / SSH Login (5.9.6)
- Browse Device (5.9.7)
- Rediscover Device (5.9.8)
- Managed Object Properties (5.9.9)
- Manage/UnManage (5.9.10)
- Update Status (5.9.11)
- SSH (5.9.11)
Manage CLI Users (5.10)
Customer Cutover Port Management (5.11)

5.2 View Chassis

To view the connection layout of a device, right click on the device and select View Chassis. A pop-up image of the product
appears, as shown in Figure 5-2 and Figure 5-3.

For Rapier products, the chassis image shows in real-time the status of the links and ports. The link LEDs indicate the link
state for each port. A legend on the chassis face interprets the meaning for the LED colors, such as green for an enabled 100
MHz link and amber for an enabled 10 MHz link.

The port status is indicated on the chassis face by the port color. During normal operation, the port color is gray. If an alarm
occurs on a port, the color of the affected port will change to indicate the alarm condition. When the alarm is cleared, the port
color will change back to gray. If multiple alarms exist, the highest priority alarm condition will be displayed. When the
highest-priority alarm condition is cleared, the next lower priority alarm will be displayed.

The File pull-down has the Refresh and Exit options, while the Applications pull-down has the VLAN Interface Configu-
ration option. This will invoke the VLAN view of the device and allow for VLAN provisioning, as described in 5.4.

Note: The Refresh option is useful in picking up any card configuration changes.

The Polling pull-down is a toggle function to Start or Stop Port Pollers; the pollers allows port information to be polled for
the device so the port status can be updated. Along the bottom of the Chassis View is the date when the switch ports were last
polled.

Below the device is general information about the device.
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= ChassisWiew: Rapier48i 10.52.200.103 i ] 4
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FIGURE 5-2 Chassis view of a Rapier Product

For iMAP products, the chassis view reflects which cards are configured and in what slot they are located. A graphical repre-
sentation of each provisioned card is displayed, including the colors of any LEDs and any markings on the card face. An exam-
ple is shown in the following figure.

Ethassisﬁew: 9810 10.52.66.113 =] 9]
File Applications Polling

LITTTT T T T T TTITTTITTT ewr -
10 12 14 16 18

wamy ® 1R 348 87
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.
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FIGURE 5-3 Chassis view of a IMAP Product (9810)

Note: For iIMAP devices, alarm LEDs for the chassis view are known by polling the device for alarms, not by
querying the AlliedView NMS database that has the results of the AlliedView NMS Management system
(described in Section 8). Therefore, alarm LEDs produced as a result of the Fault Management system
(such as thresholds or traps) are not are known by the chassis view and are not displayed.

Note: For the EPON2 card, the port LED is lit when there is a discovered link on the EPON interface. (The link
does not have to be authenticated.). Also for the EPON2 card, the user can click on the ONU button and a
pop-up will show the status of the ONU ports. To close the pop-up, click on the square labeled Port <no.>
ONUs, as highlighted in Figure 5-3.

5.2.1 Display Types
There are four types of displays for cards in the chassis view:

« Card is provisioned and installed - The card is displayed as shown in Figure 5-3.

= Card is pre-provisioned but not installed - The card appears as a provisioned/installed card, but the LEDs indicate the provi-
sioned card state, and the Fault LED is lit with the “card not present” fault.
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= Card is installed but not provisioned - The card appears grayed-out and has the label “NOT PROVISIONED” across the
front as shown in the following figure.

YYP0L LW

FIGURE 5-4 An Example NOT PROVISIONED Card in the Chassis View

= Unknown card - When the chassis view detects a card that is not supported, it displays the board with an “Unknown
Board” image. Refer to the following figure.

NOT PROVISIONED

I3 ChassisYiew: AT-AR720 172.16.33.29 -o] x|
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PORT INTERFACE CARDS (PIC) v rm
"AT-AROZ1(S) BRISIT TaTHS

Unknown Board J oM oK e]
N - T
= D

Dot23  26.1-04 18-Dec-2003  NMS Lab VIl - Alied Telesyn ARV20 version 2.6.1-04 18-Dec-2003

Thu Apr 29 11:36:59 EDT 2004 - Switch poris polled

FIGURE 5-5 An UKNOWN Card in the Chassis View - AT-AR720 Device
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Thu Apr 29 14:48:49 EDT 2004 - Switch poris polled

FIGURE 5-6 Tooltip for an Unknown Board Image
Like the Rapier product chassis view, this view also has the Refresh and Exit options, while the Applications pull-down has
the VLAN Interface Configuration option.

The Polling pull-down is a toggle function to Start or Stop Poll Pollers; the pollers allows port information to be polled for
the device so the port status can be updated. Along the bottom of the Chassis View is the date/time when the switch ports,
card states, and alarms were last polled. As each is updated, each will replace the previous poll result.

Note: Polling is suspended while Vlan data is retrieved or updated.
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5.2.2 Display of VLAN-based HVLANSs (Tunneling)

For the iIMAP and SBx3112, an outer tag can be applied for certain ethernet-based cards, allowing an outer VLAN to be applied
to several customer interfaces. The AlliedView NMS cannot be used to create these, but the chassis view does show where
these tunneling-type HVLANS are located. Refer to the following figure.

Note: Refer to the Allied Telesis Feature Guide for more information on VLAN-based HVLANS.

E3chassisview: 9400 dotl3.nms.telesyn.corp o (=] 3]
File Applications Polling

v 2348 0
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b12 3418 41
BAG S D000 00
(TR R

< ramy
@ e

gll!!!l!!l‘

Wian Interfaces | 3000 test - | Tagged Ports |ETH [0.0-1] |

IP &clcire=s and Subhlet |

| Untagged Ports |N0ne |
(2 10.10.10.1/24)

Link Ports (Mone | | Show Links

Telesyn Specific Parameters

rDevice Wide Parameter:

Access Interface el
MGMT Enabled
i Vlan Interface Parameter:
Double Tagged (Hylan) TRUE Farwarding Mode Translation Parts
Hilan Type  WLAMN Tunneling Tunneling Yans 512

| Create. H Delete || Reset H Wiew Last Action H Less || Apply H Chassis View

=nohe= 700 <=none=  Telesyn 9400 Multiservice Access Platform

FIGURE 5-7 Tunneling VLANSs Displayed on Chassis View
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5.2.3 Notes on Chassis View
Following are device-specific notes on the chassis view:

= 9000 devices
= Displaying port status/alarms in the Chassis View is supported.
= Filler plates are included in the chassis view.

= Support the FAN8 module in the 9700. This module is always displayed (even if removed for maintenance). The
states of the Pull, Fault and Insrv LED components on the Fan module in Chassis View reflect those of the LEDs on
the physical device.

= The “Pull” LED appears gray for a pre-provisioned (i.e. not present) board.
= When the mouse is over a card, a tool tip indicates the Status (Online, Not Installed etc) of that card.

= The “Unknown Board” image for the iMAP devices now represents either a board which is not supported by the
NMS, or a board which is not recognized by the device.

= A pre-provisioned card in the Chassis View is distinguishable from a physically present card by the following visual
Cues.

- The yellow “fault” LED is lit and the associated fault is “Card Not Present” viewable by moving the mouse over the
LED image.

- The “Pull” and “Insrv” LEDs are gray. In a physical card, one or the other of these will be on at all times.
- The status of the card is “Not Installed”, viewable by moving the mouse over the card background.

e AT-8324

= The Chassis View for the AT-8324 shows the chassis as a module; if multiple AT-8324s are stacked then they will all
be displayed in one dialog, as a stack.

= The following uplink boards are supported in Chassis View:, AT-A15/LX, AT-A15/SX, AT-A16, AT-A17, AT-A17/
SM15, AT-A18, AT-A19.

« Fault LED on the main chassis is not monitored.

= The “master” LED on the main chassis is not monitored.

= Displaying port alarms in the Chassis View is currently not supported.
* AT-AR7xx

= The 4 ports on the AR026 board are pure switch ports. They multiplex into one internal ETH port. The Link LED dis-
played on the AR026 in Chassis View, shows the operational state of the internal port. Since these switch ports do not
map to individual interfaces, they cannot be managed by the NMS.

5.3 Provisioning a Device

5.3.1 Overview of the Provisioning Interface

When selecting a device or set of devices for an application, the user must choose the application as well as the specific
devices that are to share that application. Following is an example walkthrough of how to select the set of devices.

When selecting the provisioning option, the user must select one of the applications. The following figure shows what
appears after right clicking on the device and selecting Provision - > Backup/Restore

Note: The user can select more than one device in the Physical View, right click and select the Application, and
data will automatically be retrieved for those devices and displayed.

Note: When using the provisioning feature, the AlliedView NMS is aware of how many devices have been
selected for each application. When the user goes from one application to another, the original
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application remains with its set of devices and state: if the user then decides to return to the first application,
it retains that status and set of devices.

[c
7= |Deuice Backuprﬂes...lv| G x Rows |1 11:56 PM CPE I NETWORK & A'A_% ¥ |
Restare Configuration Yiewy Backup Details | Compare Files || Purge Files |

Selected Devices
HH 10.52.195.66

:,: Device Current Config Eoot Config Last Backup Mame Laszt Backup Time
10.52.195 66 P, i,

AddiRemove Devices. .

.=

FIGURE 5-8 Selecting a Device for Backup/Restore

The selected device is included in the Selected Devices column. The following table describes the buttons that are available
once an application is selected.

TABLE 5-2 Buttons Common to Applications

Button Icon Meaning Description
W Collect Data Gathers data from all the devices for the application
ﬂ
Abort While data is being collected, this stop sign icon is red. Clicking on the
‘ Eﬂ] icon at that point will stop the data collection.
Delete all Deletes all collected data in the generated table

X|

Time in 24-hour format | Collection Time Once an application is run, the date and/or the time it was run
(next to Rows)

CPE versus Network | Toggles between the Allied Telesis Network Devices (iMAP, Rapier,
CPE I NETWORK | pevice AT) and iIMG/RG devices.

Rows Number of rows currently in the table
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TABLE 5-2 Buttons Common to Applications (Continued)
Button Icon Meaning Description
Search Brings up search dialog allowing search by column for a text string,
H" with options for starting row and matching cases shown here:
5earch Data Table x|
Search ...
column |ALL_COLUMNS hd
far
Text -
start rosne |1 |C} i
[ | Match Case Search Cancel
Table cells with the text are highlighted yellow.
Search Next Once a text string is found, find the next table cell that has the text
string.
This button is enabled when a task is started but not complete, and ani-
mated while the data collection or the application task is active. Note

that scheduled tasks run independently and so do not activate this but-

Allied Telesis Logo
ton. However, any values that are being updated in the displayed appli-

cation table will be updated.
Invokes context-sensitive help

Help

At this point, the user would normally click Add/Remove Devices at the bottom of the window and create a set of devices to
include in the application. However, the user can also go to the pull-down menus and select Application Manager, which

lists all the applications available for the device, as shown in the following figure.
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o' o B
- |Applicatinn Manager |V| Raws F CPE | NETWORK & A‘
G0
f;le:::;;;\;?; :, Application DeviceSupport De=zcription
e ¢ |Configuration Fils M Metyeark Manage, upload, and dovenlosd device conficu...

Device BackupRestore Metweork CPE Device BackupiRestore
SMMP Community Metswork Create Delete ar Modify Snmp Communities
Device Information Metwork CPE By Device: Showy Mame, Location, Contact, Ser..
ShivP3 USh Configurstion  [Retweark Create or Delete USM Entries
LLDP Configuration Metywork Configure LLDP device and ports patameters o...
ShIMP Lgent Metweark Enable or Dizable Snmp Agent Properties
Syslog Management Metwork Add, Remove, Enable or Dizahle Log Fiters
MPEG Test ZPE MPES Test
Command Script Mot Metweork Manage, dovnload, and execute cammand scri...
Software Configuration Metswork CPE Softweare Configuration

FIGURE 5-9 Selecting the Application Manager to View all Applications

Many of the buttons are grayed out because an application has not been selected. At this point, the user can double-click on one
of the Applications in the table (or select the application, and then click GO) and it will invoke the specific application window.

If the user clicks Add/Remove Devices, which is at the bottom of every application window, the set of devices that are to be
included in the application can be controlled, as shown in Figure 5-10.

EMudiﬁr Application Device List

Apphtanager
Availahle Devices Clear
i :g:;:g; el Selected Devices
~ .52.30. “ 10.52.30.15
10.52.30.3 = # 10.52.30.33
# 1052307 — & 10.52.30.34
i 10.52.30.12 — Remive i 10.52.30.36
10.52.30.35 “ 10.52.30.37
# 10.52.66.201 8 10.52.30.38
g 10.52.110.24 # 10.52.110.18
10.52.110.25 Show Chan # 10.52.110.22
@ 10.52.195.1 9=
P 10.52.110.23
W 10.52.19566 | |
P 10.52.195.67 - Save As..
Saved Lists | AppManager [9] ¥ Comy Delete

[Cone

FIGURE 5-10 Add / Remove Devices for an Application
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Table 5-3 lists the options for the AppManager window. Clicking Done closes the window.

TABLE 5-3 Options for the Add / Remove Devices for an Application

Option Description

Available Devices Auvailable devices for the application are in black.

Clear Clear all devices from the Selected Devices list.

Add / Remove Sends a device from one column to another.

Show Changes Brings up a window that shows which devices were added or removed from when the
window was first invoked.

Save As... Saves the currently displayed Selected Devices list to be recalled at a later time.

Saved Lists Is a drop-down list of saved lists created with the Save As button. Selecting a saved list

and then clicking Copy will copy the devices in the saved list to the Selected Devices
panel. The number of devices in each list is indicated in square brackets to the right of
the list name. The saved list also contains the list for each application so they can be
copied to other applications.

Copy Copies the devices in a saved list to the Selected Devices panel.
Delete Delete the selected Saved List
Done Makes the changes and puts the devices in the application window.

Another option to control the set of devices to be included in an application occurs when moving from one application (or
the AppManager) to another, and the target Applications List is different (but not empty) from the source Applications List.
The Copy Device List window appears, as shown in Figure 5-11.
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# | SNMP Community v | @ T Rous
Create
?;Iected Devices : Device Community Status Access
@ 172.16.33.15 172.16.33.14  |public Enabled read-write
172.16.33.14 172163315 |punlic Enabled read-write
Copy Device List
From Application Manager to SHMP Community
Add Devices 1 Remove Devices
d 172.16.33.16 | 172.16.33.15
| 172.16.33.14
Replace Add Onhy Remove Onhy Cancel Help

FIGURE 5-11 Copy Device List for an Application - File

The example shown in Figure 5-11 would occur if the user has previously collected data for devices 172.16.33.14 and
172.16.33.15, and then right-clicks device 172.16.33.16 for the SNMP Community application. The Application window
appears showing the devices that have already had data collected, and the Copy Device List also appears with the following
options:

= Replace - Replace the target application device list with the source application device list. In this case, the 172.16.33.14
and .15 devices are replaced with the .16 as a Selected Device.
= Add Only - Add the .16 device to the other two devices.

= Remove Only - Remove devices from the target list that are not in the source list. In this case, the .14 and .15 devices
would be removed.

5.3.2 Backup/Restore (with Purge Button)

5.3.2.1 Overview
The Device Backup/Restore option creates a current configuration data backup file for each managed device.

Note: Devices selected that are not supported will not appear in the Selected Devices list when the Device
Backup/Restore application is selected.

The user can add or remove devices to the list of selected devices, as explained in 5.3.1. Once all of devices for the device
backup restore are in the Selected Devices column, click the Collect Data icon. The AlliedView NMS begins gathering data,
the Stop icon is highlighted, and as the data is collected they are added to the device table, as shown in the following figure.
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6
i |Deuice Backup/Res... | v| G X Raws [1 11:56 PM CPE I NETWORK & A'A'% @

Backup Configuration | Restore Configuration Wiew Backup Details | Compare Files || Purge Files |

Sellewiz D2sises : Device Current Config Eioot Config Last Backup Mame Last Backup Time
4 10.52.195.66 :

tfios210566 A i,

AddRemove Devices...

FIGURE 5-12 Collected Data for Selected Devices for Device Backup Restore (Network Selected)

Note: If for any devices the data cannot be collected, the row is dark; the Tooltip for that row will include the
reason, such as “Unable to Connect.”

5.3.2.2 Performing Backups

At this point the user can perform the following:

= Select multiple devices and perform a backup only.
= Select one device and perform a backup or restore.

Figure 5-13 shows the initial backup window, while Table 5-4 describes the fields.
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|§Backup Device Configuration - |EI|5|
Backup Device Configuration

## 10.52.30.34

# 10.52.30.12

# 10.52.30.15

¥ 10.52.30.7
W) Listed Devicer=):
) Devices in =ubnet; | | [e.q. 192165100024
Eackup File Mame: | | [lgnored for recurring backups)
[ | Backup identical configuration
[ | Owerwrite boot config with running config (for Rapier and CPE devices)

Mext = Finizh Cancel Helg

FIGURE 5-13 Initial Backup Window

TABLE 5-4 Backup Device Configuration Fields

Field Meaning
Listed Device(s) Device(s) that will have a backup created.
Devices in subnet Backs up all devices for the specified subnet. The query is done when the task

is executed, so that for a recurring task, new devices added since that task was
created will be backed up during the next execution of the task.

Backup File Name Descriptive name for the backup file. If the filename is not specified, the file-
name is generated by the NMS and will include the date and time of the
backup.

Backup identical configuration When checked, backs up and saves configuration files for devices where the

files have not changed. The default is not to save identical configuration files
(the tic box is not checked).

Overwrite boot config with running Make the current configuration (reflected in the configuration database) the
config (for Rapier and CPE devices) default. This applies to Rapier and CPE devices only.

Note: If you have modified your network configuration for Rapier or CPE devices, such as adding or modifying
VLANS, you should back up your configuration information as soon as possible. Make sure the Overwrite
boot configuration file with running configuration checkbox is checked.

If the backup is to occur now, click Finish. For scheduled or Recurring backups, click Next, and the Recurring Schedule win-
dow will appear, as shown in the following figure.
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= Backup Device Configuration - |I:I|5|
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Backup_10/01/26 145:14:00

= Back Mext = Finizh Cancel Helg

FIGURE 5-14 Recurring Backup Schedule Window - File

In Figure 5-14, the backup has been scheduled for Sunday morning at 4 a.m. every week. Clicking Finish adds the backup
to the schedule.

Note: Itis highly recommended that you configure your device configuration backup to run on a recurring
schedule to preserve configuration changes made by the NMS. If a device reboot or, in the case of IMAP
devices, a database purge occurs, any configuration data that is not backed up will be lost. With regularly
scheduled backups, should such an event occur, you can restore your configuration changes from the
backup files.
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5.3.2.3 Restore Configuration (Options Depend on Device Type)

Once a device or set of devices has a backup file, it can be restored. Select a device that has a backup file and click Restore
Configuration. One of the following figure appears, depending on the device to be restored.

For Rapier/Switchblade devices only, the Rapier/Switchblade options are enabled, as shown below.

= Restore Device Configuration O] x|
Festore =aved Configuration
Select Backup To Restore

up-1214.cfg

RapierSwitchbhlade Options

Filename to uze on device: |r1 25217 .cfy

[ | Make Default Configuration ]

Finizh Cancel Helg

FIGURE 5-15 Restore Configuration for Rapier / SwitchBlade Devices Only
For iMAPs devices, the lower panel checkboxes are disabled, as shown below.
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= Restore Device Configuration -0 x|

Restore Saved Configuration

Select Backup To Restore

bup-1214.cfg

Rapier/Switchblade Options
Filerame to use on device: (11595303, cfg

Make Default Configuration Restart Device

= Back Meset = Firizh Cancel Helg

FIGURE 5-16 Restore Configuration for iMAP Devices Only

For iMAPS and Rapier/Switchblade devices, the Rapier/Switchblade filename option is enabled but checkboxes are dis-
abled, as shown below.

= Restore Device Configuration =10 x|

Restore Saved Configuration

Select Backup To Restore

bup-1214.cfy

Rapier Switchblade Options

Filename to use on device: |r1 5540301y |

Make Default Configuration Restart Device

= Back et = Finizh Cancel Help

FIGURE 5-17 Restore Configuration for iMAP and Rapier / SwitchBlade Devices
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For iIMG/RGS only, these cannot be selected with iMAPSs, Rapiers, etc, and the entire lower panel is removed, as shown below.

= Restore Device Configuration -0l x|

Restore Saved Configuration

Target Device: RG_126081 7267762
Select Backup To Restore

Backup from Mon Dec 14 2009 03:17:06 PM

Finizh Cancel Helg

FIGURE 5-18 Restore Configuration for iMG/RG Devices

There is the option to make the restored file the default configuration. If this option is chosen, the Restart Rapier checkbox is
active and can be used to restart the Rapier with the restored file.

The following table lists the options available.

TABLE 5-5 Restore Device Configuration Fields

Option Description

Backup File A list of files from which you choose the one to send to the device.

Filename to Use This field is filled in as you select a backup file. If the user didn’t specify a filename for the

on Rapier backup, the entry will be “Backup from <date time>. Applies to all devices except IMG/RG.

Make Default Checkbox that makes the selected file the default file (when device restarts, it will use this file).

Configuration For Rapier / SwitchBlade devices only.

Restart Device If the Make Default Configuration checkbox is checked, the Rapier device will restart
immediately with the default file when the Apply button is pressed.

Apply Applies the Changes.

Close Closes the window. If the Apply button was not pressed, the options will not take effect.

5.3.2.4 Use of the Purge Files Option

The “Purge Files” button is added to the Device Backup/Restore panel to provide a way to activate on-demand purging and to
configure the backup limit parameter using the NMS client.

Selecting the “Purge Files” button pops up a “Purge Backup Files” dialog, from which the user can enter the number of files to
keep and whether or not to enable automatic purging for future backups. Refer to the following figure.
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Purge Backup Files x|

g to hovwe many latest files to keep (per devicel |1 I:II:I|
Enable Automatic Purging: i yves ()Mo

Puirge Cancel

FIGURE 5-19 Purge Backup Dialog

Note: The value for what appears is from the AT_NmsBackupFiles.conf configuration file. The number must be
greater than 0. Refer to 3.4.5.

The dialog includes a “Purge” button to activate purging and a “Cancel” button to dismiss the dialog without executing a
purge.
Selecting Purge brings up the confirmation dialog. If the user confirms the operation, then all but the latest number of files

per device will be deleted. Also, the AT_NmsBackupFi les . conf configuration file will be updated if a different value was
entered (for example other than the 100 shown in the figure).

5.3.3 Command Script Management

Scripts are user-defined command (CLI) files. With the Command Script Mgmt window, the user can retrieve script files
from a device or from the AlliedView NMS server, edit them in a multi-paged editor, and execute them. Moreover, the
scripts can be executed on multiple devices at once.

Note: For Rapier devices, significant configuration changes made using command scripts will not be reflected
in the NMS until the devices are rediscovered. (Rediscovery can occur automatically as configured in
Discovery Configurator or on demand by right-clicking a device and selecting Rediscovery.)

Figure 5-20 shows the Command Script Mgmt window after devices have been selected and data collected. Table 5-6
shows the fields and buttons available.
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AL iscriptgmt |~ | | 1y I roust 10:22 A I NETWORK oo N ©
Edit Files | Delete Files || Compare Files
Seltai D2iEes : Device [ame Type Release Memary Usage
HH 10.52.30.34 "

‘losz3034 Diot3d 9400 9.0.4-00 21080 /102399 kb

FIGURE 5-20 Command Script Mgt Window

TABLE 5-6 Command Script Mgmt Buttons/Fields

Button/Field | Description

Upload Retrieves a file from the device. The user has to pick a file name from a list retrieved from
the device. It can be stored either under the user's scripts path or under the user's device-
specific in the server-side file system. Refer to 5.3.3.1.

Download Brings up a file chooser so a file can be selected from the server file system to be downloaded all the
highlighted devices. If a file already exists with the same name, it will be overwritten. This button
allows files to be downloaded without being executed as a script. One use of this button is to create a
login banner file, as shown in 5.3.3.6.

Download/ Brings up a file chooser. A script can be selected from the server file system for execution on
Execute all the highlighted devices. After the user chooses a script, it can be downloaded on all the
target devices and executed. Command feedback from the devices will be displayed in a
scrolling panel.

Upon completing execution, the device needs to be rediscovered in case any configuration
changes were made that may affect other NMS features, like VLAN. Refer to 5.3.3.2.

Edit Files Brings up the unloaded multi-paged editor. The editor has open and save as buttons that work
with either the local file system or the server file system, determined by a toggle on the file

chooser. (Local file system is not supported in rev. 2.0) Save uses whichever file was opened,
whether local or server-side. The editor also have find, find next, and cut/copy/paste. Refer to

5.3.3.3.

Delete Files Brings up a file chooser from which the user chooses one or more files to delete. Refer to
5.3.4.2.

Compare Compares and displays two text files for comparison. Refer to 5.9.3

Files

5.3.3.1 Upload File Form (Script Mgt)

The Upload File form is used to retrieve a file from the device. The user has to pick a file name from a list retrieved from the
device. It can be stored either under the user's scripts path or under the user's device-specific directory in the server-side file
system. Refer to Figure 5-21.
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|§Upluad File =10 x|

Choose ane file to upload from 10.52.30.34:

Mame Size [rate

adzl48a_12.0.1 tar 2517 201 0-01-19 1 4: 33540 -
rel-12-0-1-a-noprof.cfy 32 2009-09-30 153308
rell dneww cfg 35 2009-09-30 161342 L
shod=sl24 1400 tar 2307 201 0-01-07F 16:40:15
adz245_14.0.0 tar 2577 201 0-01-07 16:36:35 -
cic2d 1201 tar 12719 201 0-01-19 14: 29:30
cfc2d 14 .0.0tar 12903 201 0-01-07F 163555
ged_14.0.0tar 2345 201 0-01-19 170703
tirn1 208 .cfgy 34 20091 2-08 22 2500
vilzl24 14 0.0 tar 2586 201 0-01-07F 16:37:54 -

Destination directory

®) Device i Scripts

Finish Cancel Helg

FIGURE 5-21 Upload Window for Script Mgt Files

5.3.3.2 Download/Execute

To download and then execute script files, select one or more devices in the Command Script Mgmt window and click
Download/Execute.
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X
Directorny:  /MNMS-SERVERSroot'scripts
File System: | HMS-SERVERToot - S| ﬁ\
Name Size Type Modified

|j| system.scp 11 SCP 2004108703 09:10:0%5
Dulans.scp 4 SCP 2004/08/03 09:10:28
Bﬁless.scp 9 SCP 2004108703 09:10:43
D original.cfg 12 CFG 200470803 09:11:24
Btemplate.cfg 12 CFG 2004108503 09:11:34
File Hame; |vlans.scp
File Type: | All Files (*.*) >

Download Cancel

FIGURE 5-22 Download Window

After finding the appropriate file and clicking Download, the Download Command Script window appears, which lists the
devices the script will be execute on, as shown in the following figure.

Note: The blank field allows the user to specify a filename to use on device in case the server-side name is too
long, missing the extension, etc. The extension must be .scp.

=T

shiowy_system will be executed on the fallowing devices:

File miarme to use on device: |}5hnw_s~_.fstem |

Mext = Finizh Cancel Help

FIGURE 5-23 Execute Command Script

Click Next to bring up the Schedule Panel, where the user can select Now (default), One Time (Schedule) or Recurring date/
time.

Clicking on Finish begins execution immediately (Now).

After clicking Finish, the script executes on the selected devices and the Command Output window shows the progress of the
script execution. Refer to Figure 5-24.
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I Command Output - system.scp i | I:Ilil
SCR, ]
SCR,

Script complete.

SecOff Dot2=
Reported from 172.16.33.13:

activate SCRIPT=system.scp

Manager Dot1 3= SCR, # script
SCR, show system

Switch Systerm Status Tirne 03:54:12 Date 19-Jun-2003.
Board |10 Bay Board Mame Rev Serial numhber

Base 164 AT-5B4211 Switch Control Card  M3-3 47693442
Chassis 1680 AT-SB41038-00 M1-0 a7468128

Blade 166 1 AT-SB4311 48-10M100{RJ45) M3-3 40093237
Blade 174 2 AT-SB4461 3-1000L(2C) h3-3 490677820

- e -

1]

Close

FIGURE 5-24 Command Script Execution

If the network connection to the device is lost or the script fails to complete, the error Connection Lost or script not com-
pleted may appear in an Errors window and in the Command Script window, as shown in the following figure.

_ =10] x|
Edit
o )( Rows |1 12:17 PM * @ I‘——T

# commandseript.. ¥ ¥

Upload Download Download/Execute | Edit Files | Delete Files cm“|
: Device Name Type | Release Memory Usage |
:|172.16.33.13 7400 4.0.0-00 36152163488 kb |

|Connection lost or script not cormpleted |

FIGURE 5-25 Failure to Run Script
Whatever script output received up to the point of failure will be displayed in the Output Window.

Note: Since it takes several minutes before a connection times-out, there will likely be a large amount of script
output (1-2 megabytes or more), which may be difficult to read. Therefore lengthy scripts should be
avoided when possible.
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5.3.3.3 Edit Files

The Edit Files button brings up the unloaded multi-paged editor, from which command scripts can be written, saved and
edited. The Edit window functions are described in 5.3.15.

For command script files, the Editor displays the contents of a Command Line Interface (CLI) script. The script file contains
one or more CLI commands. Comments are identified as a hash (#) as the first character on a line. A CLI command in the script
file must occupy a single line. A command cannot span more than one line. If a command requires user interaction, such as a
confirmation, the user response text is included on the line after the command.

Following is a summary of the rules for creating and editing scripts:

= The commands in the script file must be syntactically correct.
= Each command must be on ONE LINE only. In other words, there is no continuation character.

= For iMAP devices, the first line of the script file must be a comment line with the word “script” in it. This is used to verify
that a file is a valid script file. It is used to prevent the execution of a non-script file (i.e. load file).

= |f acommand returns a failure response, the script will continue to process commands following the error. It will not exit
due to a parsing error OR command failure.

= |f a command requires a confirmation string, the NEXT LINE must be a *Y” to provide the confirmation response. If some-
thing other than a Y or N is provided, the script will quit.

= The user can provide comments (prefaced with a #) and blank lines in script files.
* The commands used must be within the realm of the user (i.e. Security Officer, Manager, User).

The contents of a script file are played back as written. Any syntax errors in the file are detected as the script is run. If an error
is encountered, the device under maintenance is left in an unknown condition

5.3.3.4 Delete Command Scripts Option

The Delete Files button brings up the unloaded multi-paged editor, from which command scripts can be written, saved and
edited. The Edit window functions are described in 5.3.16.

5.3.3.5 Compare Files

The Compare Files button brings up the File Comparison window, and is explained in 5.9.3.

5.3.3.6 Creating a Login Banner on a iMAP Device
Command script management can be used with iMAP Devices to create a login banner. Here are the steps:

1. Use Edit Files to create the login banner or message-of-the-day file. This is just a text file, for example:

Fhkkkhkkhhkhkkrhkhhkhkihkhhkhkihkhrhkhkhhrhhihhhhkihkiihkihkiix

** **
** HELLO WORLD **
*x **

Fhkkkhhkkhhkhkkhhkhhkhkhhkhhkhkihkhihkhkhhihhihkihhkihkiihihkiix

2. Save the file as motd. txt.
3. Use Download to download motd . txt to selected iMAP devices.
4. Use Edit Files to create a Allied Telesis script file that assigns the login banner file, for example:

# script
set loginbanner file=motd.txt

5. Use Download/Execute to download and execute the script on the selected iMAP devices.
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6. Test by telnetting to one of the selected iIMAP devices and observe the login banner.

5.3.4 Configuration File Management

For Rapier and iMAP devices, the configuration file is an ASCII-formatted file that contains the complete configuration of
the device. When the device is rebooted, the configuration file can replace the currently active (running) configuration.

Note: Significant configuration changes made using configuration files will not be reflected in the NMS until the
devices are rediscovered. (Rediscovery can occur automatically as configured in Discovery Configurator
or on demand by right-clicking a device and selecting Rediscovery.)

After selecting the application Configuration File Mgmt and collecting data for the selected devices, the user will see the
panel shown in Figure 5-26. Table 5-7. shows the fields/buttons available.

# [Configuration File Mgmt |~ | | ¥ XK | mous 10:43 aM |NETWORK o) N ©

Edit Files | Delete Files || Compare Files

Selected Devices
H 10.52.30.34

Device Mame Type Release e Uzage Default File
10.52.30.54 Dot 34 9400 9.0.4-00 21090 ¥ 102399 kb

i

FIGURE 5-26 Configuration File Mgt Panel

TABLE 5-7 Configuration Mgt Buttons/Fields

Option Description

Upload This brings up the Upload Config Files Form, which allows the user to back up the file to a
directory on the AlliedView NMS server. Refer to 5.3.4.1.

Download/Restart This brings up the Download Config File form, which allows the user to restore a configuration
file. Refer t0 5.3.4.2.

Edit Files This brings up the multi-paged text editor Refer to 5.3.4.3.

Delete Files This brings up a directory window, which allows the user to delete a file. Refer to 5.3.4.4.

Compare Files This brings up the File Comparison tool. Refer t0 5.9.3

5.3.4.1 Upload Config Files Window

The Upload Config Files window provides a backup function. The filename is optional. If left blank, a name will be gener-
ated based on the date and time. If a filename is entered by the user, any name is allowed since it will be saved on the server
file system.

If multiple devices are selected, their configuration files will all be stored using the same filename, with each file under its
device name. Refer to Figure 5-27.
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F.5 upload Config Files L\\S - O] x|

Upload current configurations from:

Save config files as (optional): ||

Mext = Firizh Cancel Help

FIGURE 5-27 Upload Window for Configuration Mgt Files

Click Next to bring up the Schedule Panel, where the user can select Now (default), One Time (Schedule) or Recurring date/
time.

Clicking on Finish begins execution immediately (Now).

Note: Blank names are suitable for recurrent uploads since new names will be chosen by the system as uploads
are performed. If you enter a name and specify recurrent uploads, the same name will be used and the files
will be overwritten.

5.3.4.2 Download Config File Window

The Download Config File window provides a restore function.The user is prompted to select a file name from a list of files
for the highlighted devices. This window works as follows:

= All files with the same names for the selected devices are displayed.

= One commonly-named set of files can be selected for download to selected devices. If any device doesn't have a file name
shared by all the others, then none will be available for selection. When this happens, the list will be initially empty.

= When downloaded, separate files are downloaded from respective device-specific directories to each device. The files may
be renamed during download by entering a new name in the text field below the table. If the name is incorrectly formatted,
download attempts will be cancelled and an error message will popup.

= The Source directories option determines whether they are downloaded form the backup subtree or from the user's (root)
device subtree. When the source directory is changed, the list of files will change accordingly. Whenever such a change
results in an empty list, a warning message will appear.

Note: If one or more iIMAPs are included in the device selection, the backup option is unavailable, since
Configuration File Management is for text-based files, and iMAP backup files are database files in binary
format. The user’s subtree will contain the text config files that were uploaded using this application.

= |If Make default configuration is selected, the downloaded files will become the default configurations on the devices
(applied the next time the devices are rebooted).

= |f Restart is selected, the device will be rebooted upon completion of the download

Note: Once the download is complete, rediscover the device to ensure the data in the configuration file is
communicated to the AlliedView NMS.
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I.4 Download Config File =10 x|
Choose a file to download to selected devices:
Canfig File |

04011 5_1%41 1.cfy
config
040120_074348.cfy

File name to use on device; \newconf.cfg |

Source directories

(1 hackup i root

[_] Make Default Configuration

Finish Cancel Help

FIGURE 5-28 Download Config File Form - From Backup Directory

5.3.4.3 Edit Window

This Edit window has the same functions for Configuration and Script files, and is described in 5.3.15.

5.3.4.4 Delete Window

The Delete window brings up a list of configuration files for the selected device(s), from which the user may delete, and is
described in 5.3.16.

5.3.5 Device Information

This application allows identification information (name, location, and contact information) to be changed. After selecting
the application and collecting data for the selected devices, the user will see the following figure.

# [Device Information |~ | | ¥y X< rouslo orgPM  CPE I NETWORK | N ©
fgeded Devices : Device [arne Location Contact Type Setial Mumber S Yersion

10.52.30.7 g
& ihos2307 Dot? hmsLak I HMS Group AT-RP24 Rap...|41854161 2.6.4-08 13-May-2005

(IR iMos523010 Dot10 hnsLak DonDon AT-8724xL  |58043801 2.7 5-02 14-Nav-2005
# 10.52.30.10 ‘losza0s Dota MifisLak Donbon AT-RP24i Ra... 54564419 2.7.5.02 14-Nav-2005
# 10.52.30.11 ihos2.3011 Diot11 IS Lak I MMS Group AT-3743¥L 42017060 27 4-02 22-8ug-2005
HH 10.52.30.12 iMos23012 Dot12 MM Lab I HMS Group AT-SB4104-... |57007463 2.7 4-00 10-Jun-2005
HH 10.52.30.36 “H0s52.3036 =hones =hones =hones 9700-56 Linknowen 5.0.0

FIGURE 5-29 Device Information Application

When one device is chosen the Change Name & Info button is activated, and clicking it brings up the Change Device
Information window, as shown in Figure 5-30. (Double-clicking the device row will also bring up this form.)
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Change Dewvic _ O] =}

Set Device Information

Target Device |172.16.33.1
Hame |D|:|t1

Location |Nm5 Lah
Contact |Nms Group

OK Cancel Help

FIGURE 5-30 Change Device Information Window

In this window the Name, Location and Contact can be changed.

When more than one device is chosen, the Change Info button is activated; clicking it also brings up the Change Device
Information window, but only the Location and Contact information can be changed.

5.3.6 SNMP Agent

The Simple Network Management Protocol (SNMP) involves the device agent, which controls the managed objects in the
device.

This application is used to configure the SNMP agent that sends SNMP traps to the AlliedView NMS or other hosts, as well as
configure SNMP communities.

When the SNMP Agent application is chosen the following figure appears.

Note: When going from one application to another, and the next application has not yet been used, the devices
that were in the first application are carried over to the second, which is why the three devices from backup/
restore are now selected in the SNMP Agent Panel.

# [SNMP Agent v | @5 Rowsluu CPEINETWORK o) AV

Selected Devices
HH 172.16.33.5
HH 172.16.33.2
HH 172.16.33.4
HH 172.16.33.3

: Device || Status || Authentication Failure Traps || Communities || Link Up.Down Traps H

AddRemove Devices...

FIGURE 5-31 SNMP Agent Panel - Initial View

After clicking Add/Remove Devices, (if necessary) and clicking the Collect Data icon, data is gathered for the devices and the
following figure appears.
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ko ‘npplicatinn Manager |V| Raows (1101 CPE I NETWORK & A'A_% w
‘S;\e::]e;;ea\;c;j : Application =% DeviceSupport Drescription

e s|Command Script higmt Metwwark Manage, dovenload, end execute command scripts on devices
*|Configuration File higmt Metwwark Manage, upload, and download device configuration files
‘|Device BackupRestore Metwork CPE Device Backup/Restare
- |Device Information Metwwork CPE By Device: Show Mame, Location, Cortact, Serial Mumber, Software Yersion, and Description; Modify on Many Location, Cortact]
“|LLDP Configuration Metywork Configure LLDP device and ports parameters on ibAP devices
:|MPEG Test CPE MPEG Test
H|SMMP et Metwark Enablz of Disable Snmp Agent Properies
:|SNMP Caotmunity Metwvark (Creste Delete or Modify Snmp Communties
E|Soﬂware Configuration Metvwark CPE Softweare Configuration
ElsysLDg Management Metwwark Add, Remaove, Enable or Disable Log Fiters

FIGURE 5-32 SNMP Agent Panel

To modify the agent for one or more devices, select the rows, and then click Modify (now active). The following figure
appears.

F-3 Configure SNMP Agent =10 x|

Target Device(s) d¢ 172.16.33.13
i 172.16.33.9
H 172.16.33.10

Agent Status v
Authentication failure traps status v
[

Link up/down trap generation

OK Cancel Help

FIGURE 5-33 Configure SNMP Agent Panel
The following table lists the options available.

TABLE 5-8 SNMP Agent Fields

Option Description

Agent status A checkbox to enable or disable the device(s). A dark check means all selected devices have this
feature enabled, an unchecked box means no devices have this feature enabled, and a gray
checkbox means some devices have this feature enabled and some devices do not.

Authentication A checkbox to enable or disable the create traps when an unauthorized attempt has been made.
failure traps status

Link up/down trap A checkbox to set each interface to send (checked) or not send (not checked) a trap when its up/

generation (all down state changes. A gray box means no changes are made.
interfaces)

OK Applies the changes.

Cancel Cancels the changes made in this window.

Help Invokes online help.
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5.3.7 SNMP Community

An SNMP community helps to define the relationship between the AlliedView NMS and the Management Information Base
(MIB) of the device, in essence defining the operations that can be performed on various objects in the device. For each device
there may be multiple communities, with each community providing a set of operations.

Caution: In SNMP, a community name acts as a password; if the community includes write operations, it is
possible for other applications to use the community name and change the values for a switch
configuration.

When the SNMP Agent application is chosen and the Collect Data icon is clicked, the following figure appears.

# [sNMP Community |~ | | ¥y XK rouslo 07:25 P I NETWORK | N ©
Create
fgeded Devices : Device Corrmunity Status Access Open Access Traps Status tdanzc
10.52.30.7 i
"i” (10523010 public Enahled read-only YES Dizabled
10.52.30.8 10.52.30.11 public Enahled read-only YES Enahled
# 10.52.30.10 “losz.3011 private Eriabled read-write yes Disabled
# 10.52.30.11 ‘oszan7 bl Enshled read-only ves Enabled
10.52.30.7 private Enahled read-write YES Dizabled
10.52.30.8 public Enahled read-only YES Dizabled

FIGURE 5-3¢ SNMP Community Panel

At this point a new community can be created, or the devices can be selected and the community settings can be modified,
removed, or copied. The Create, Modify, and Copy buttons perform these functions. The following figures shows the Create,
Modify, and Copy SNMP Community forms, which are displayed when these buttons are clicked.

Caution: Creating, modifying, and deleting SNMP Communities for devices managed by the AlliedView
NMS must be done via the AlliedView NMS and not the device CLI. Making changes using the
device CLI will cause a data mismatch between the device and the AlliedView NMS database. If
you must make changes using the device CLI, you must also make the changes in the AlliedView
NMS.
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-lojx

Target Device(s) (@ 10.52.30.15
i 10.52.30.33

Required Properties

Cammunity Matme |

[ ] Use this community for NMS

Optional Community Propetties

Open Access |:| Ztatus Enabled |:|
Wiite Access Enabled L] Traps Enabled L]
hanager Destination Trap Destination
IP Address | IP Address Snmp Yersion
|[FhIS-SERVER Mr=-SERYER: W
(833 Cancel Helg

FIGURE 5-35 Create SNMP Community Form
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= Modify Snmp Community - |I:I|£|

Target Device(s) | 10.52.30.33

Select Community

Comimunity Mame public -

|E Uze thiz community for MW=

Optional Community Properties

CpeEn ACCess [ Status Enabled [
Wirite Access Enabled ] Trapz Enabled v
El'l.danager Destination ETrap Destination
IP Address P Address | Snimp Wersion |
10521591 W
10.52.15.80 WAC
10521594 WAC
105218216 WAC -
Ok Cancel Helg

FIGURE 5-36 Modify SNMP Community Form

When the Copy button is clicked, a two-page form appears. Both pages are shown in the following figures.

E Copy 5Snmp Community _[O]

-Copied SMMP Communities

Communities hotpublic

Details

< Back Hext = OK Cancel Help

FIGURE 5-37 Copy SNMP Community Form (First Page) - File
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E Copy Snmp Community O] =]

Copy to Selected Devices

Target Device(s) |d 172.16.33.3

< Back OK Cancel Help

FIGURE 5-38 Copy SNMP Community Form (Second Page) - File

The following table lists the options available.

TABLE 5-9 Community Configuration Fields

Option Description

Community Name A text box when adding (creating) a community name, a drop-down of community names when
modifying a community name. When adding a community, clicking on the Add/Remove button
adds the community. If a community is already highlighted, clicking on the Add/Remove button
will remove the community for the device.

Use this community | Make this community be used for SNMP communication.

for NMS

Open Access Checkbox to allow Open Access or not for this community.

Status Enabled Checkbox to enable or disable status messaging for this community.

Traps Enabled Checkbox to enable or disable the ability for this community to produce traps.

Write Access Checkbox to enable Read-Only or Read-Write Access for this community.

Enabled

Manager The IP address of the snmp Manager. If Open Access is not enabled (not checked), then GETs

Destination are only accepted from this IP address. If Open Access is checked, this field is not used.

When the check mark is black, all Managers in the list are added to the devices. When the check
mark is gray, only the new Managers in the list are added to the devices. If unchecked, no
changes are made.

Trap Destination The available trap host. This is the IP address where traps are to be sent, and the SNMP version
(pull down) of which version. When the check mark is black, all trap hosts in the list are added
to the devices. When the check mark is gray, only the new trap hosts in the list are added to the
devices. If unchecked, no changes are made.

Help Invokes context-sensitive online help.

OK Activates changes.

Cancel Cancels changes.

To delete a community, select one or more devices and click on Delete.
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E Delete Snmp Community _ O]

L

Target Device(s) (¥ 172.16.33.3

Communities Selection | Communities | In Devices
[] nublic v
] Select all
OK Cancel Help

FIGURE 5-39 Delete Snmp Community Window

The user can then select the communities for the Target Device (or Select All) and by clicking OK, delete those communities.

5-36 AlliedView NMS Administration Guide (Controlling and Provisioning Network Devices)



Obtaining SW Loads Provisioning a Device

5.3.8 Obtaining SW Loads

The user can go to the web site and get the appropriate files they wish to use for their specific NMS configuration. They can
place the files wherever they wish in their directory structure, but they must place the files with the destination of swdown-
load.

5.3.9 Software Configuration (Standard Loads)

When the Software Configuration application is chosen and the Collect Data icon is clicked, the following figure appears.

= |Suﬂware Conﬂguration|v| G x Rz |1 10034 AW CPE I NETWORK & Au% “

Manage WehGen Passwords || Create Custom Load Purge Loads
Sellzeiiza Ditiaes ; Device Type Release Patch Cther Information
HH 10.52.30.34 "

“[10.52.30.34 9400 cic24_904tar | Sint 10=9.0 4(ADEL244), Slot S=(POTS24); Slot 7=9.0 4(FX10), Slat ..

FIGURE 5-40 Software Configuration Panel

5.3.9.1 Firmware Decoupling Feature as part of Software Configuration

To reduce the install size for the NMS installation load, firmware loads for devices are separate from the installation load.
The user instead adds device firmware loads to the NMS server.

Release files for closely related device types and releases are placed together as a bundle, so a file is a bundle that can con-
sist of multiple groups placed together in one zip file. Within this zip file is an xml file that:

= Allows the NMS to determine compatibility for the file with the release installed on the NMS.

= Allows the user to identify the family, device types, versions, descriptions, and release date.

Moreover, when a point release is added, the NMS determines which versions are obsolete, so that only those current firm-
ware loads are available and obsolete firmware loads can be purged.

The firmware is ready to load and use as soon as it is uploaded, without the need to restart the server.
The user adds a firmware file to the NMS by:

1. Learning about the latest firmware releases from ATI (such as iIMAP 12.0.1 or AT-8600 2.8.1-01).

2. Obtaining the file(s) using a CD or an ftp/web site.

3. Transferring the file(s) to the NMS server.

4. Using the Software Configuration feature to add and delete files. The NMS looks at the downloaded files and determines
which files are compatible, and can therefore determine which files can be downloaded onto the devices and which ones
can be purged as obsolete.

5. The user chooses the Modify Release Configuration, and the files, if compatible, are included in the download.

6. The user can also choose the Purge Files option, in which the NMS highlights which files are obsolete and gives the user
the ability to highlight all obsolete files which can then be deleted. (The user can still delete current files if desired.)

The rest of this subsection goes through the Software Configuration and highlights where the Firmware Decoupling feature
is being used.

AlliedView NMS Administration Guide (Controlling and Provisioning Network Devices) 5-37



Provisioning a Device Software Configuration (Standard Loads)

5.3.9.2 Modifying Software Configuration

The table shows for the selected devices all of the filetypes for the devices. When the user selects the devices and clicks Mod-
ify Release Configuration, the Modify Release Configuration form appears, as shown in the following figure.

Caution: For the devices that will receive downloads, do not set their telnet idle session time-out to any

value less than 6 minutes. This minimum is needed to ensure the NMS is aware the download is
complete and can proceed with any further steps.

= Modify Device Software Configuratio - O] x|

Dowynload Mew Releaze

H 10.52.30.34

Target Devicers)

Loadz: |Release 14.0.0 -

This will load the fallowing releases:
iMAFP devices: Release 14.0.0

iLegacy ADSL24 cards will he loaded with ARMER-A soffware)

[ | Delete old release files if memory space is insufficient
[] Delete currently installed files if memory space is insufficient

Load releases for installed card types only
Operation

®) Downlosd new imagels] only
] Apply nessy imagels) (Thiz may cause the devicel(s) to reboot)

() Commit; Apply nesw imagels) and set as preferred (This may causze the devicels) to reboat)

= Back Mext = Finizh Cancel Helg

FIGURE 5-41 Modify Software Device Configuration Panel
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Table 5-10 lists the options available.

TABLE 5-10 Software Download Buttons/Fields

Option Description
Loads A pull-down menu for choosing the software release for the device.
For iMAP devices, the user can select loads that assume Annex A or Annex B cards are being loaded.
Delete old A checkbox that tells the device to delete old release files before loading the chosen release file. (Note
release files that you may need to check this box if a previous download of a release file to the device has failed.)
if space
needed
Delete A checkbox that is active only after choosing the checkbox to delete old release files, it tells the device
current to delete the current release file as well as old release files. (Note that you may need to check this box if
release files a download of the release file using the first checkbox has failed.)
if space
needed
Load This option appears whenever any of the target devices is an iMAP. iIMAP devices may support numer-
releases for ous card types, and checking this option will only load the release files for currently installed card
installed types, saving memory.
card types If a new card type is installed afterwards, the downloads will have to be re-executed to update the
only release for the new card.
Operation A set of radio buttons for choosing which download method to use.
= Download new image(s) only places the selected image(s) on the device.
= Apply new image(s) places the selected image(s) on the device and restarts the device
with the downloaded image(s) only if necessary. When the device restarts again, it will
revert to the previous image(s).
= Apply new image(s) and set as preferred places the selected image(s) on the device and
restarts the device with the downloaded image(s) only if necessary. When the device
restarts again, it will keep the downloaded images as the active ones and not revert to the
previous image(s).
Next Brings up the schedule panel for recurring backups.
Finish Submits the Task name and all options for processing immediately.
Cancel Closes the window. If the Submit button has not been pressed, any changes to the form are lost.
Help Invokes online help.

Note: When a device cold starts and sends a cold trap, the device will be automatically rediscovered within two

minutes, so after a software download the information for a device will be automatically updated
(although it may be out of synch for a short time).

Note: In the unlikely event of getting an “NMS File System Error”, see the trace log for more detailed and more
specific error message. This error only occurs when NMS was not installed properly, the FTP service is
not configured properly, the NMS file system is full or corrupt, or the NMS server account has been

changed to revoke required read/write/delete file access privileges

5.3.9.3 Purge Load Files

The Purge Load Panel lists all the load bundles and gives a summary of their contents. Older load bundles can be selected for

deletion. When deleted, all files making up the load bundle will be deleted.

“Obsolete” bundles are bundles in which all files are superseded by 2 or more versions from other bundles. Any bundle can

be deleted any time, but “obsolete” bundles are pre-selected for convenience.

The Select Obsolete button, selects (checks) all rows containing obsolete bundles.
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The Clear All button, un-selects (unchecks) all rows.

The Delete Files button deletes all files from all selected (checked) bundles. If any errors occur during the deletion, an error

dialog will pop up with an error message.

L.3Purge Load Files x|

Delete Status* Marme Farnily Yersions
; Current AT-3600-276 AT-BE00 2.7.6-04, 2.7 .6-00
L Current AT-3600-281 AT-BE00 281-M,2.3.1-00
L Current AT-3700-276 AT-8700 27.6-02 2.7.6-00
L Current AT-3700-281 AT-8700 281-M,2.3.1-00
L Current AT-3900-5900-27F |AT-3900/9900 2.7.6-03, 2.7.6-00
L Current AT-3900-5900-231 |AT-3900/9900 281-M,2.3.1-00
L Current AT-9800-276 AT-9800 27.6-02 2.7.6-00
L Current AT-9800-281 AT-9800 281-M,2.3.1-00
2 Cbsolete AT-9900s-281 AT-9500 281-M,2.3.1-00
L Current AT-9900s-300 AT-9500 3.0.2-06, 3.0.2-01
L Current AT-9900s-311 AT-9500 31.1-011, 3.1.1-00
2 Cbsolete AT-ARA400-271 AT-ARA00 271-06, 2.7.1-00
L Current AT-ARA400-27H AT-ARA00 27.6-02 2.7.6-00
L Current AT-AR400-231 AT-ARA00 281-M,2.3.1-00
L Current AT-ARTO0-27H AT-ARTOO 27.6-02 2.7.6-00
L Current AT-ARTO0-231 AT-ARTOO 281-M,2.3.1-00
L Current RG-600-A051L-34  [iMG/RG-600ADSL |3-4 57 11 01
L Current RG-600-A0SL-35  [iMG/RG-600ADSL |3-5 83
L Current RG-600-ETH-24 IMG/RG-G00ETH  |2-4 53 02X 03
L Current RG-600-ETH-25 IMGRG-E00ETH  |2-5 A1
L Current Rapier-86800-276  |Rapien3500 2.7 6-02, 2.7 6-00
L Current Rapier-8600-281  |Rapiern3800 2.81-01, 2.8.1-00
L Current Switchblade-274 | Switchblade 2.7.4-02 2.7.4-00
L Current Switchblade-274 Switchhblade 27502

*Considered "obsolete" if 2 of more nevver releases of patches are present
Select Obsolete || Clear Al ‘ ‘ Delete Files || Cloze

FIGURE 5-42 Purge Load Files

5.3.9.4 Using a MTAC Account and WebGen (Manual) to Enable Software Upgrades

To enable software upgrades for Rapier devices, a two-step process is used that involves tasks at an Allied Telesis website as
well as a AlliedView NMS feature:

1. The Multi-Time-Access-Code (MTAC) is a website where customers can register themselves and then set up for their
devices (based on the serial numbers) the OSs that will be loaded.

2. The WebGen Import Form tool (on the AlliedView NMS) is then brought up, and the results from the MTAC account are
copied either directly into the form or are copied into a file so that it can be copied into the form later.

To access your MTAC account, go to https://licence.alliedtelesis.co.nz/mtac/fusebox.cfm.

Note: Before accessing this site, you will need to obtain a valid user ID and password from your authorized Allied

Telesis representative or reseller.

Once you have accessed the site, you will go through a series of forms where you enter your id, password, give general cus-
tomer details, and correlate an OS with the serial numbers of your devices. You must also fill in details on the device for each
serial number. (Note that you do not have to enter information for all your devices and can revisit your account later.) After
clicking on Generate, a list of ENABLE commands is produced that selects the OS for the devices and include the passwords.

Note: The instructions above are at a general level because detailed instructions about using your MTAC to

generate licences are at www.alliedtelesis.co.nz/webgen/pdf/iwebgen-customer-guide.pdf.

Once you have this list of commands generated with the account, you can use the results in one of two ways:
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« Save the html form as a filename. This file can then be transferred to the NMS if there is no internet access from the NMS
server. The WebGen Import form is then used to access this file so it can be imported.

= The WebGen Import form is brought up and the results are pasted directly into the form and imported.

To access the WebGen Import Form, use the Start Menu and Select Programs -> <NMS Load> -> Tools. This will bring up
the WebGen Import form shown in the following figure.

=10/

Enter 0% enabling commands from WehGen:

Or enter an HTML file sawved from WehGen:

Browse...

Import Close

FIGURE 5-43 WebGen Import Form

To use the WebGen form directly, paste the results of the Generate command directly into the form and then Select Import.
A pop-up window will appear indicating that the passwords were successfully imported, so that during software downloads
performed at the NMS, the ENABLE commands with the passwords are already included.

To use a saved file, type in the name of the file or (more likely) use the Browse button and locate the file. Select Import, and
the same message and action occurs as when using the form directly.

If any errors occur during parsing, a dialog box will appear indicating the error condition.

Note: To easily gather device attributes so they may be copied and pasted in WebGen, the user can create a
Custom View of the Network Inventory/Nodes component and have only the selected devices with the
selected attributes appear. This would mean changing either the Select Props to View or Additional
Props to match what you wish to capture. You can then select the row with the mouse, use Control-C to
copy, then go to the appropriate window and Control-V to paste.
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5.3.9.5 Using MTAC Accounts and WebGen (Automatic) to Enable Software Upgrades

The automatic interface is an automated way to simulate logging into the WebGen server, filling out and submitting forms to
generate passwords, extracting results from the HTML returned by the server, and then logging out. Like the manual method,
this is for AT devices only.

The WebGen interface is brought up as part of the Software Configuration. In the Software Configuration panel (Figure 5-40),
The Manage WebGen Passwords button brings up the Manage WebGen Passwords Wizard for the selected devices. The wiz-
ard has these panels, which are explained below:

1. Manage MTAC Accounts

2. Select Devices and releases for password generation
3. Passwords will be generated for the following devices
1

. Wizard Panel - Manage MTAC accounts
The Manage MTAC Accounts panel is used to add/modify/delete MTAC account information. Refer to Figure 5-44.

M=

Manage MTAC Accounts:

MTAC Type Status

EAQFB8FC-COE3T2CA-541851B2-33208844  |AT-AR-RAPIER 18 of 25 available
64FD5700-2BEEDEDD-0GEFENBA-59631693 |AT-AR-SBMA200 (SE) |48 of 50 availahle
ES12DCTFB-F4DETSY P-E169FE0F-ECEBOCDFE AT-AR-SBrA200 (32300} invalid password

AT A0 | Pazzword |
Type
() A T-AR-Tid00 @ AT-ARTS0 (1 AT-AR440S and 4505
1 AT-AR-RAPIER/SE00 ) AT-AR-SEMIE00 (SE) (1 AT_AR-SE/SE00 (9500)
() A T-EEETO0x] () A T-AR-59/5900 () AT-99005
Al
et = Cancel Help

FIGURE 5-44 MTAC Wizard - First Panel

The table displays the MTAC id, the MTAC type, and its current status. The MTAC id is provided by an ATI distributor or
reseller. Before the NMS can use the MTAC, the customer has to log into the account with a web browser, create a password,
and initialize the account (by entering the required contact information).

An MTAC can be one of 9 types, depending on the type of device for which it can be used to generate passwords:
1. AT-AR-7/400 for AT-AR700 series devices
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AT-AR-RAPIER/8800 for Rapier devices
AT-86/8700xI for 8600 and 8700 series devices
AT-AR750

AT-AR-SB/9800 (SB) for Switchblade devices
AT-AR-89/9900 for AT-8900 series devices
AT-AR440S and 450S

AT-AR-SB/9800 (9800) for 9800 series devices
AT-9900s for AT-9900 series devices

The current status of the MTAC indicates whether or not it can be used to generate passwords and if so, for how many pass-
words it can be used. Possible status values are in Table 5-11.

© © N o g M w N

TABLE 5-11 Possible Status Values for MTAC Accounts

Status Meaning

unreachable | The WebGen server is currently unreachable.

invalid Either the MTAC is invalid (entered incorrectly) or, if the server is reachable, the WebGen
service itself is not currently in service

invalid The MTAC is correct, but the password is wrong (either entered incorrectly or changed)
password

x of y x passwords out of a total of y passwords are available for generation. That is, the MTAC
available was created with an initial capacity of y passwords and x are still available for use.
depleted No passwords are left for generation. Equivalent to “0 of y available”

unavailable The WebGen server is reachable but the account is nonfunctional for unknown reasons (for dis-
tributed server configuration)

uninitialized | The account exists but is not ready for use (for distributed server configuration)

The status will be filled in when the wizard is initialized, when MTACs are added or modified, and after passwords are gen-
erated. Retrieving the status can be slow since it has to go to the WebGen server. During this time, the buttons in this panel
will be disabled and this popup dialog will show the status of the retrieval on an MTAC-by-MTAC basis

_loix

Retrieving status for MTAC: 64FD5790-2BEEDEDD-06EFEDBG-59631693

=

TELESYN e

Close

When a row of the table is selected with the cursor, the modifiable details of the selected MTAC are displayed in the fields
below the table. Changes are committed with the Modify button. If an MTAC id is changed, the previous id will be deleted
and replaced with the new id

AlliedView NMS Administration Guide (Controlling and Provisioning Network Devices) 5-43



Provisioning a Device Software Configuration (Standard Loads)

New MTACs can be added with the Add button. MTACSs with duplicate ids cannot be added. All fields (MTAC, Password, and
Type) are mandatory. A new MTAC can be added by modifying an existing MTAC. As opposed to the Modify button, the Add
button will keep the previous id and add the new id.

It is important that the correct Type is entered by the customer. In most cases, using the wrong Type will prevent password gen-
eration with no obvious errors other than a message at the end of the last wizard panel indicating either no passwords were gen-
erated or less were generated than attempted.

Note: Inthe case of Switchblade and 9800 series devices, either type can be used, but ATI's license fee structure
allows Switchblade passwords to be generated at a discount, so the customer should be sure to use the
correct Type or face unexpected fees. Any further validation of Type by the AlliedView NMS software is not
possible.

The Delete button will delete all selected rows. Performance will be improved if all depleted and invalid MTACSs are removed
as soon as possible so their status won't be re-retrieved.

MTAC information is stored on the server in the file <NMSHome>/swdownload/MtacFile.
The Next button performs no processing other than bring up the second wizard panel.
Note: If all MTAC information is up to date, the 1st panel is actually for confirmation only and can be skipped.

The Cancel button will close the wizard without generating passwords but will save any modifications made to MTAC account
information

Some of the possible error dialogs that can popup from this wizard panel are included in Figure 5-45

Error - Cannot Add MTAC x|

MTAC already exists

OK

Error - Cannot Add MTAC x|

Missing required input: Password

OK

T
Error - Cannot Modify MTAC x|

Missing regquired input: Password

OK

FIGURE 5-45 Possible Error Messages for MTAC Wizard Panel (1)
2. Second Wizard Panel - Select devices and releases for password generation

The second panel displays all the devices, their serial numbers, their supported releases, and their passwords, if any. Refer to
Figure 5-46.
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-0/ x|
Passwaords will be generated for the following devices:
Device Release MTAC Type MTAC
172.16.33.6 Ahs-261.rezx AT-AR-RAFIER GAYFEEFC-CYE3T2CA-9418518..
17216336 Ahs-253.rezr AT-AR-RAFIER GAYFEEFC-CYE3T2CA-9418518..
< Back Finish Cancel Help

FIGURE 5-46 MTAC Wizard - Second Panel

Devices and releases can be selected from the table for password generation. Although any or all rows from the table can be
selected, the ones that already have passwords will be ignored during password generation.

The Back button returns to the MTAC panel.

The Next button prepares the selected devices/releases for password generation, checks to make sure there are enough
MTACSs with available passwords for generation, and if all is well, brings up the third panel for confirmation.

Some of the error/warning messages possible from this panel include the following in Figure 5-47.

Error - Insufficent MTAC Types X|

Missing MTAC Types: AT-AR-RAPIER

0K

L

Error - Insufficent Passwords Available 5'

Passwords needed: 2 more for AT-AR-RAPIER

0K

L

1
Warning - Mo Passwords E[

Ho passwords can be generated with this selection

i

0K

FIGURE 5-47 Possible Error Messages for MTAC Wizard Panel (2)

3. Third Wizard Panel - Passwords will be generated for the following devices
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The 3rd panel provides the user a chance to confirm selections before committing them, as shown in Figure 5-48.

_lojx

Passwords will he generated for the following devices:

Device Release MTAC Type MTAC

17216.33.6 B6s-261.rez AT-AR-RAPIER BASFIEFC-COE3TICE-541851E..
17216336 Bhs-253.rez AT-AR-RAPIER GASFEFC-COE3TICE-5418516..

< Back Finish Cancel Help

FIGURE 5-48 MTAC Window - Third Panel
For each password to be generated, this panel displays the device, the release, the MTAC type, and the MTAC that will be used.
There are no row operations on this panel.
The Back button returns to the previous panel and can be used to change the device/release selection.

The Finish button initiates the password generation process. This process can be slow since it has to go to the WebGen server.
During this time a popup status display will show progress on an MTAC-by-MTAC basis.

If all passwords are successfully generated, a popup display will indicate so. Upon acknowledging this popup, the wizard will
be dismissed.

If any errors are detected during password generation, a popup message will indicate so and the wizard will remain up for mod-
ifications.

An example of the success popup dialog is Figure 5-49.

Information - Passwords Generated x|

J;!ﬁ 2 passwaords successiully generated and saved

OK

FIGURE 5-49 Example of using the MTAC Wizard Successfully

Note: When running the AlliedView NMS client as an applet or a Web Start client, by default, the client will not
have permission to open a network connection to the WebGen server. Attempts to access the WebGen
server will result in the following error:
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Eiror - Network Access Denied |

Access to MTACAYehGen server http:ilicence.alliedtelesyn.co.nz
is denied. See Help for instructions to permit network access.

0K Help

Java Application Wwindow

FIGURE 5-50 Access Control Exception Error

To give the client the necessary permission, it will be necessary to add the following permission statement to the Java secu-
rity policy file on the client's host:
grant {
permission java.net.SocketPermission "licence.alliedtelesis.co.nz", 'connect,resolve";
3
This statement grants Java applets permission to resolve the host name and open connections to the server (licence.alliedtele-

sis.co.nz). The client will have to be terminated and restarted before the permission change will take effect. This permission
is only needed for WebGen, so, if desired, the permission may be removed after finishing WebGen operations.

The location of the Java security policy file depends on where the Java runtime and/or the Web Start application were
installed on the host. Refer to the following table:

(O} Applet/Client Path

Windows Java Applet <Java Home>\lib\security\java.policy
Web Start Client <Web Start Home>\javaws.policy

Solaris Java Applet <Java Home>/lib/security/java.policy
Web Start Client <Web Start Home>/javaws.policy

<Java Home> is the directory where the Java runtime was installed. On Windows, this is usually C:\Program
Files\J2rel. 4.1 0O1.

<Web Start Home> is the directory where the Web Start application was installed. On Windows, this is usually C:\Pro-
gram Files\Java Web Start

5.3.10 Software Configuration (Custom Loads)

The Custom load configuration is entered from the Software Configuration application using the Create Custom Load but-
ton, as shown in Figure 5-40, at the beginning of this subsection on Software Configuration. This button is device indepen-
dent and therefore enabled with or without any devices selected.

Selecting the Create Custom Loads button brings up the The Custom Device Loads Form, as shown in Figure 5-51. This
shows all the device loads. Load names and types are listed in a table, which can be sorted by clicking on a column heading.
Double clicking a column heading puts the table back in its unsorted order, which is usually with the newest loads at the bot-
tom.

Loads are groups of device configurations that can be selected when downloading software releases to devices. Loads types
are standard or custom. The standard loads are pre configured in the NMS release and can be viewed in detail but neither
modified nor deleted. Custom loads are created by users and can be added, modified, viewed, and deleted, which are the
tasks that make up this feature.

The Add button allows creating a new load. Enter a new name and description first. Then press the Add button. The details
are entered separately in the Details dialogs (after pushing the Details button). The load name has to be unique and a descrip-
tion is required. Possible error messages are:
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< A Description is Required
= | oad <New Load> Already Exists

The Modify button allows modifying a description. Select a custom load from the table, modify the description, and then press
the Modify button. (Names cannot be modified after creation)

The Delete button allows deleting a load. Select a custom load from the table and press Delete. If the load contains any detailed
data, the user will be prompted to confirm the deletion.

The Details button brings up the Load Details form for the selected load. Select a load from the table, either standard or cus-
tom, and press Details. Details can also be brought up by double-clicking a row. Refer to Figure 5-52.

The Close button closes the dialog and saves all the changes. If for any reason communication is lost to the NMS server, the
user will be prompted to confirm closing (and lose any changes) or cancel closing. The message is:

Cannot Save Custom Load File. Do you want to continue exiting (and possibly lose any changes?

After resolving the communications problem, the dialog can be closed and the data will be saved.
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.3 Custom Device Loads 10| x|
Load Marme Load Type
Latest NS Compatible Loads Standard
Latest NWS-supparted RGAMG Loads Standard
ADSL iMGRG Release 3.53.% Standard
Fiber iMGRG Releaze 2.3 Standard
Rapier/SwitchBlade 2.7 X Base Releaze Standard
Rapier/SwitchBlade 265 Standard
Rapier Releaze 2.5.% Standard
Telesyn iMAP Releaze 5.0 Standard
Telesyn iMAP Release 7.0 Standard
Telesyn iMAP Releaze 6.1 Standard
Telesyn iMAP Release 5.0 Standard
Telesyn iMAP Release 5.0 [Annex-B) Standard
Telesyn iMAP Release 7.0 [Annex-B) Standard
Telesyn iMAP Releaze 6.1 (Annex B) Standard
Telesyn iMAP Release 6.0 [Annex-B) Standard
ADSL iMGRG Release 3.2.% Standard
Load
Marme: Latest MMS Compatible Loads
Description: This will load the latest loads supported by the MWMS for the types of devices selected.
For AR410 devices: Maint Release=2.7.1-03
For AR4405 devices: Maint Release=2.7.5-02
For ART20/740;  Release=264 Patch=3
For ART24/745.  Base Release=27.4
For ARTE0 devices: Release=2.7.5 Patch=MOME
For 8600 devices: Base Release=2.7.5
For 8700 devices: Maint Release=2.7.5-02
For 8800 devices: Maint Release=2.7.5-02
For 8500 devices: Maint Release=2.7.5-02
For 9800 devices: Maint Release=2.7.5-02
For 9500 devices: Release=2.7.5 Patch=MNOME
For 95005 devices: Release=3.0.2 Patch=NOMNE
For Rapier devices: Release=2.6.4 Patch=23
Far Rapier () devices: Maint Release=2.7.5-02
For Rapier (&) devices: Maint Release=2.7 3-07
Far SwitchBlade devices: Maint Release=2.7.4-02
Far Telesyn iMAP devices: RELEASE=8.0.0 {assumes Annax A for ADSL24 cards)
Al | | Moty | | Delete | | Detailz | | Help |

Close

FIGURE 5-51 Custom Device Loads Form

When the Load Details form is brought up, it shows the name and description of the selected load, all the types belonging to
the load, and all the details for any selected type from the table. If the load is a standard load, none of the fields are modifi-
able. The details consist of a table of File Keys and File Names. The keys are the different types of files required to load a
release and the names are the files for the particular release. In some cases, certain file types are optional and NONE will be
used for the key. Refer to Figure 5-52.
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L3 Custom Device Loads - Load Details 101 =l
Load
Mame: Latest MMS Compatible Loads
Description: |For Rapier devices: Release=2.6.4 Patch=8 -~
Faor Rapier (i) devices: Maint Release=2.7.9-02
Faor Rapier {3) devices: Maint Release=2.7.3-07
Faor SwitchBlade devices: Maint Release=2.7 4-02
For Telesyn iMAP devices: RELEASE=8.0.0 {assumes Annex Afor ADSL24 ¢
q] [ I [
Device Type Device Category
T-009F0C HETET —~
AT-9924Ts Rapier |
7400 Telesyn
Fron Telesyn
100 Telesyn
S0 Telesyn
102 Telesyn
9103 Telesyn
9400 Telesyn
9700 Telezyh L
9400-56 Telezyh T
9700-56 Telesyn -
q] i [[#]
Load details
9400-56 o]
File Key File: Marme
MEWY_ADSLIBE_LOAD  adsl16b_8.0.0tar Browse [|=
MEWY_ADSLABC_LOAD  adsNBc_B.0.0tar Browwse
MEWY_ADSLIG_LOAD adsl16_8.0.0tar Browse | |
MEWY_ADSL24A_LOAD  adsl24a_800tar Browwse
MEWY_ADSLZ4B_LOAD  adsl24b_8.0.0tar Browwse
MEWY_ADSL24_LOAD adsl24_B.0.0tar Browwse
MEWY_ADSLE_LOAD adsl8_g8.0.0tar Browse |«
N I

FIGURE 5-52 Custom Device Loads Form - Standard Load

If the load is a custom load, then types can be added, modified, and deleted. See Figure 5-53.
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E3 Custom Device Loads - Load Details ) m]

rLoad
Hame: Load 725 - Release 2.5.3
Description: st release 2.5.3 on AT-AR 700 series devices.
Device Type H Device Category
AT-ART25 Rapier
AT-ART20 Rapier
AT-ART40 Rapier
AT-ART45 Rapier
r Iype Details
AT-ART25 bt
File Key File Hame
REW GUI_RESOURCE ||d_725e03.rsc Browse
HEW_HELP 700-253a.hip Browse
HEWS_PATCH A2243-02paz Browse
HEWY RELEASE 2-293 rez Browse

Modity | ‘ Delete Help
Close

FIGURE 5-53 Custom Device Loads Form - Custom Load

To add a new type, begin by choosing the type from the combo box in Type Details, as shown in Figure 5-54. The file keys
for the type are predefined and will appear in the File Keys column. The File Names will normally be blank, but in some
cases where a file name was listed for the same key from the previous type, if any, the name will default to the previous
name. (In some cases the same file names are usable for the same keys in different types, but in general, different device
types have different keys)

If the type selected from the combo box already exists in the load, its row in the table above will be highlighted and its
details will be defaulted to their existing values.

Push the Add button after entering all the details and verify the new type is added to the table. If you do anything else instead
of pushing the Add button, a popup dialog will ask whether or not to finish the addition for the device.

AlliedView NMS Administration Guide (Controlling and Provisioning Network Devices) 5-51



Provisioning a Device Software Configuration (Custom Loads)

The Modify button allows modifying the details of a type. Select the type either via the table or the combo box, modify the file

names, and then push Modify. If you do anything else instead of pushing the Modify button, a popup dialog will ask whether or
not to finish the modification.

The Delete button allows deleting a type from the load. Select the type to delete using either the combo box or the table, then
push Delete.

More than one Details dialog can be displayed at the same time so Load contents can be compared and values can be copied
and pasted from one load to another (using ctl-c and ctl-v).

Note: Displaying details and modifying the same load in more than one simultaneous dialog, however, is not

recommended. The changes to the load will occur as they're made, but all the dialogs will not be refreshed
as they occur.
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rLoad

.2 Custom Device Loads - Load Dekails

=101 x|

Hame:

Load 725 - Release 2.5.3

Description: |, st release 2.6.3 on AT-AR700 series devices.

Device Type

Device Categony

AT-ART25
AT-ART20
AT-ART 40
AT-ART 45

Rapier
Rapier
Rapier
Rapier

r Type Details

7102

7100
7101
7102
7103
7400
7700
9400
o700

AT-B724%L
AT-8724%LDC
| [AT-8748XL

AT-B8748XLDC
|AT-AR720 i
AT-AR725 -
AT-AR7A0
| AT ARTAR

& »

File Hame

Browse

Browse

Help

Close

FIGURE 5-54 Load Details Form - Selecting a New Type

The file name can be typed, pasted (with ctl-v), or selected with a file chooser. The file chooser will list all the files loaded in
the device's category directory (either swdownload/Rapier or swdownload/MAP). See Figure 5-55.

In some cases, one or more file names will be optional for a load. When unneeded for iMAP devices, the field should be left
blank. For Rapier devices, the field should be set to NONE. Otherwise, errors may be returned during Software Configura-

tion.
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x|
" Name Size Type Modified

A2-283reg GE¥ 32549 REZ 200402020 152328 |
a2-261.rex TOoooz214 REZ 2004002520 15:23:28 |5
RP-2414HLF 162985 HLP 2003001522 17:09:42
RP-251AHLF 174980 HLP 2003001522 17:09:43
RP-2534HLFP 182631 HLP 200350819 07:34:23
RP-261AHLF 195497 HLP 20031110 15:51:36
SB-251AHLP 1386749 HLP 2003001522 1710:38
SB-251B.HLF 1386749 HLP 200350819 07:34:53
SB-262AHLP 149518 HLP 2004/02716 14:48:42 | |
SBE244-05.PAS 431481 PAZ 20030819 0734586 |«
File Hame:

File Type: All Files (*.%) -

Cancel

FIGURE 5-55 File Chooser - to select a file in Type Details

After creation, custom loads can be selected when modifying a device software configuration. A warning will be displayed the
first time a custom load is used giving the user a last chance to back out before making sure the load configuration is defined
correctly. See Figure 5-56.

Note: Once a custom load is used, the warning will never be displayed again.

Waming x|

“Load 725 - Release 2.5.3" is a custom load.
Are you sure it is defined correctly and ready to use?

Yes No

FIGURE 5-56 Confirmation Before Using a Custom Load

5.3.11 Using Custom Loads to Reduce Unneeded Card Types

Standard loads are defined to load software for all card types a device may support at a given release level. In most cases, this
will be more software than necessary since most devices will not contain all possible card types. Download times and memory
usage will be greater than necessary. To streamline software configuration, create a Custom Load containing only the neces-
sary files. Leave the fields for the unneeded files blank. You can use the Details display of a standard load as a guide to see the
names of the files you do need.

Figure 5-57 shows a Load Details window for a Standard Load that can be used as a guide for creating a streamlined Custom
Load. Filenames can be copied/pasted from this display to the custom load display (Use ctl-c/ctl-v on Windows, left-click/mid-
dle-click on Solaris)
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Etustom Device Loads - Load Details 10l =|

rLoad

Matne: Telesyn MAP Release 6.0

oSl This will load the Telesyn 6.0.0 release on the selected devices.

This load assumes Annex A for ADSL24 cards.

Device Type || Device Categary

7101 Telesyn
7102 Telesyn
7103 Telesyn
7104 Telesyn
7105 Telesyn
7400 Telesyn
7700 Telesyn
9400 Telesyn
9700 Telesyn
~Type Detail

7400

File Key File Matne

MEW_ADSL16E_LOAD adsl16h_6.0.0tar
MEW_ADSL1BC_LOAD | adsl16c_B.0.0tar
MEW_ADSL16_LOAD adsl16_6.0.0tar
MEW_ADSLZ4A_LOAD adsl24a_6.0.0tar
MEW_ADSLZ4B_LOAD adsl24b_6.0.0tar
MEW_ADSLZ4_LOAD ads|24_6.0.0tar
MEW_ADSLS_LOAD adsl8_6.0.0.tar
MEW_CFCE_LOAD cfc6_B.0.0.tar
MEW_POTS24_LOAD pots24_6.0.0.tar
MEW_SHDSL16_LOAD | |shdsl16_6.0.0tar
UPGRADE_ONLY_FROM | |5.0,6.0

FIGURE 5-57 Details Display for Standard Load (Used to Create Custom Load of Only Certain Files)

Figure 5-58 shows a Custom Device Loads window in which a custom load has been built that supports only the ADSL24A,
CFC6, and POTS24 card types on a 7400.
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SysLog Management

=1oix|
rLoad
Mame: Streamling .0
Deserielient (¢ or ADGL, this load supparts the ADSL244 card type anly.
Italzo supports CFCE and POTS24,
Device Type || Device Category
r Tvpe Details
7400 b
File: Kevy File: Marme
MEW_ADSL16E_LOAD p Brovwwse
MEW _ADSL1BC_LOAD Browse
MEW_ADSL16_LOAD Brovwwse
MNEW _ADSL24A_LOAD adsl24a_B.0.0tar Browse
MEW_ADSL24E_LOAD Brovwwse
MEW_ADSL24 LOAD Browse
HEW_ADSLE_LOoAD Browvse
MEW _CFCE_LOAD cfcB_B.0.0.tar Browse
MEW_POTE24_LOAD thS24_6.D.D.tar1 Brovwwse
MEW_SHDSL16_LOAD Browse

Addd

FIGURE 5-58 Custom Load Containing Only Necessary Files

5.3.12 SyslLog Management

The SysLog Management application allows you to manage logs from the managed devices in the AlliedView NMS. When the

SysLog Management application is chosen and the Collect Data icon is clicked, the following figure appears.
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=
# |sysLog M [~] @ Rews(12  qm22aM | CPE INETWORK @
Modify | Delete

fge::]e;;);\;c;; : Device Cutput Type Server Status Filters [

e 0523036 1911111 Syslog 10521689 Enabled CLI PORT

iMos2.3038 191111111111 [Syslog 10.52.15.94 Enabiledd CLIPORT

iMos2.3038 1911111111111 [Syslog 10.52.18.51 Enabiledd CLIPORT

iMos2.3038 191111111 Sy Elog 10.52.18.62 Enabiledd CLIPORT

iMos2.3038 1911111111 Sy Elog 10.52.201.211  |Enahbled CLIPORT

iMos2.3038 1911 Sy Elog 10.52.65.52 Enabiledd CLIPORT

iMos2.3038 19111 Sy Elog 10.52.65.36 Enabiledd CLIPORT

iMos2.3038 19 Sy Elog 10521872 Enabiledd CLIPORT

iMos2.3038 191 Sy Elog 10.52.15.56 Enabiledd CLIPORT

iMos2.3038 19111111 Sy Elog 10.52.18.74 Enabiledd CLIPORT

iMos2.3038 19111111111 Sy Elog 10.52.15.45 Enabiledd CLIPORT

iMos2.3038 191111 Sy Elog 10.52.158.55 Enabiledd CLIPORT

FIGURE 5-59 SysLog Management Panel

From this panel, you can delete selected rows by pressing the Delete button. A confirmation window confirms the deletion.

From this panel, you can modify the system log properties of each device by selecting the device and then clicking Modify.

When you click Modify, the following window appears.

EMndify Log Propetrties

Target Devices
o 10.52.30.36

Available Filters

ADSL {ADSL Configuration andz
CARD {Card Configuration)
CFCP (CFC Protection)

CHAS (Chassis)

CUC {Cooling Unit Controller)
FAM (Fan Unit)

FILE {File Changes) =
IGMP (IGMP Configurations)
LOG {Log Management)

RMON (Performance Monitorin
SHLF {Shelf Changes)

SNTP (Time Setting Changes) | |
STP {Spanning Tree Protocol)
S5YS5 (Overall System Changes) |

[ T Dl

Selectively Applied Filters

Enable Device Log(=): D

=10l

Apply Filters

CLI {Command-line Interface}
PORT {Port Changes)

| (o004 || Cancel || Help |

FIGURE 5-60 SysL.og Management Application Modify Log Properties Window - File

This window allows you to apply or remove system log filters to or from each device. The Available Filters list box lists the
log filters that may be applied to the selected devices. The Selectively Applied Filters list box lists filters that are applied to
some of the selected devices, but not all. The Apply Filters list box lists the filters that are applied to all of the selected

devices.

For information on configuring the AlliedView NMS system logs, refer to 9.6.
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5.3.13 LLDP Configuration

In iIMAP release 8.0, the LLDP protocol feature was introduced as a way to advertise data that is useful for discovering infor-
mation about a network link port. In AlliedView NMS release 8.0, if the administrator manually enabled LLDP for each device
and set the direction as BOTH, the links between the devices would appear on the physical map GUI as the devices were
(re)discovered.

Note: For a complete description of LLDP and its parameters, refer to the iIMAP User Guide.

In AlliedView release 9.0, the administrator can activate and control LLDP for one or multiple devices using an application.
Moreover, one minute after LLDP has been activated (with a direction of BOTH), the device will be re-discovered and the links
will appear on the physical map based on the LLDP data.

Like other applications, the administrator can select one or more devices, right click, and then choose Provision -> LLDP Con-
figuration, and then bring up the application, as shown in the following figure.

Note: You can also select Tools -> Application Manager, select LLDP Configuration in the pull-down menu, and

7 |LLDP Configuration =] % K s 1221 P NETWORK & e o
Rediscover Links

Stz o J o pevie Device Atrs TX Only RX cnly TH + RX Mo LLDP Hotify &n Options
10523034 10523036 [30.4.2.2,5 Mone: Iane 4042 4.3-47,100,11.0..[4.0-42 VLANMAME: ALL LINKAGGREGATION:ALL PORTYLAN:ALL UCP:ALL PROT
b 1052.30.36 10523038 [30,4.2.2,5 Mone: Iane Iane 12404150  |Wons VLANMAME:4.0,5.0 LINKAGGREGATION:4.0,5.0 PORTYLAN:4.0,5.0 UCF.4
i 10523037 10523037 [30,4.3,3.6 Mone: Iane 104041 43444647 (104041444 . [VLANNAME 1D 4041444647 LNKAGGREGATION 0404144454
o 10.52.30.38 10.52.30.34 30,4,2,2,5 Mo Mone 012 90838587 {1012 WLANMAME: ALL LINKAGGREGATION ALL PORTYLANALL UCP:ALL PROT
& 1052.32.2 1052322 30,4.2,3,5 Mone: Iane 101102103 [None 101102103, MANAGEMENTADDRESS:ALL VL ANNAME ALL LINKAGGREGATIONALL P

FIGURE 5-61 LLDP Application for iMAP Devices
The application shows for each device the following:
= Device Attrs. - These are listed and allowed to be changed in the first LLDP MultiDevice Wizard panel.
= Direction - This can be TX, RX or both
« No LLDP - Whether LLDP is active or not on the port. (This is controlled by the Notify option)
Options - There are multiple options, and these are controlled by the second LLDP MultiDevice Wizard panel.

The administrator can choose one or multiple devices with which to activate and control LLDP, as explained below.

5.3.13.1 LLDP for Multiple Devices

Note: In most cases, the administrator should first choose all the relevant devices that will have LLDP activated
and set the attributes for all devices. The administrator could then if desired choose a device and change
specific attributes. Otherwise, if settings are applied to a specific device, and changes are then made for
multiple devices that affect those settings, any changes to that specific device would be overwritten.

When more than one device is chosen and the Configure LLDP Button is selected, the LLDP MultiDevice Wizard panel
appears. The following figure shows the first panel when multiple devices are selected.
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=10l x|

Configure LLOP on Devices

Attribute currert Yalues Mewy Yalue

Apply to Al Devices:

Tranzmit Interval (secs) 5 | [2-327E5]
Tranzmit Hold Multiplier: 4 | [2-10]
Tranzmit Delay (zecs); 1 | [1-8192]
Reintialization Delay (secs) Mixed | [1-10]
Matitication Interval (secs) 5 | [=2-3600]

Mext = Finizh Cancel Help

FIGURE 5-62 LLDP MultiDevice Wizard for Multiple iMAP Devices - First Panel

Note the Re initialization Delay attribute has Mixed rather than a numeric value. This means there are different values of the
devices. Inputting a New Value (such as 2) will change the value to 2 for all the selected devices.

The second panel brings up a panel that controls the options for the multiple devices. The following figure shows an example
where LLDP is set to All OFF.
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L5LLDP MultiDevice Wizard

=101 %]

Configure LLDOP on Devices

Options are applied to AILLDP TX and TX+RX ports on All Devices

Aftribute  Current “alue My Yalue
LLOP Mode:  All TX Onby -
LLDP Motification: Al OH -

Apaly Actions ta All Metvwork Portz on &l Devices

Opticn Currert'alue Tz Ports Action
ALL All ports on all devices [ Mo Change
PORTDESC Al parts on all Devices (1Mo Change
=Y SMAME Al parts on all Devices (1Mo Change
=Y aDESC Al parts on all Devices (1Mo Change
= S AF Al parts on all Devices (1Mo Change
MACPHY COMFIGSTATUS Al parts on all Devices (1Mo Change
POVER A RD Al parts on all Devices (1Mo Change
LIMEAGEREGATION Al parts on all Devices (1Mo Change
h& X FRAMESIZE Al parts on all Devices (1Mo Change
PORTYLAM Al parts on all Devices (1Mo Change
WLAMNMAME Al parts on all Devices (1Mo Change
PROTONLAM Al parts on all Devices (1Mo Change
PROTOCOL Al parts on all Devices (1Mo Change
EFP=R Al parts on all Devices (1Mo Change
LICF Al parts on all Devices (1Mo Change
= Back Mext = Finizh Cancel Help

FIGURE 5-63 LLDP MultiDevice Wizard for Multiple iMAP Devices - Second Panel

The pull-downs are as follows:

= | LDP Mode - The options are TX, RX, BOTH or OFF. Note that to activate LLDP so that the links are drawn on the
physical map, this must be set to BOTH. The specific attributes for the ports can then be set.

e |LDP Notification - This can be set to ON or OFF.

For the options, the Current Value shows how the option is currently being applied. The user has the following actions to
choose from:

e ALL Row
= Add to All - make all options apply to all ports if the option is not applied to any or some ports
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= Delete from All - delete all options from all ports if the option is applied to any or some ports.
= QOther options
= Add to All - make the one option apply to all ports. This would take priority over the ALL Row.
= Delete from All - make the one option be deleted for all ports. This would take priority over the ALL Row.

= No Change - Keep the current value regardless of any changes made with the ALL option. This would only apply if
the current value was not All ports on All devices.

The user can then select Finish to bring up the Task Details window or Next to bring up the Task Schedule wondow.

5.3.13.2 LLDP for One Device

When the Configure LLDP button is activated, and when pressed the first LLDP MultiDevice Wizard panel appears, as
shown in the following figure.

=10 %]

Configure LLDP on Device

Aftribote Current Walues RMeww Value

Apply to All Devices

Transmit Interval (secs): 5 | | 53276
Transmit Hold Multiplier: 4 [ e
Transmit Delay (secs): 1 I
Reinitislization Delay (secs): 2 ED
Motification Interval (secs): § [ | 53800

Mext = Firizh Cancel Help

FIGURE 5-64 LLDP MultiDevice Wizard for One iMAP Device - First Panel

The current values for the selected device is shown, and the user can change the values within the range shown. Selecting the
Finish button brings up the Task Window to show the progress of the changes taking effect. Selecting the Next button brings
up the Configure LLDP Options panel, as shown in the following figure.
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L LLDP MultiDevice Wizard

=1olx]|

Configure LLDP Optiohs

Single Device LLOP Options

Port Mo &l Options | |_PORTDESC | SYSMAME | SYSDESC | SYSCAP | MACPHYCONFIGETATUS | POWERVIAMD
ALL Ports O
0.0 EOTH O
0.1 EOTH O
02 EOTH O
1.0 EOTH O
1.4 BOTH (]
1.2 BOTH ]
6.0 BOTH O]
6.1 EOTH O]
6.2 EOTH O
6.3 EOTH O
6.4 EOTH O
5 EOTH O
65 EOTH O
6.7 EOTH O

4 o] [«] i | D

= Back || Mext = || Finish || Cancel || Help |

FIGURE 5-65 LLDP MultiDevice Wizard for Single Device Options - Second Panel

To configure the many possible options, the following concepts are used:

= ALL Ports row - This row controls multiple actions as follows:

Mode - Selecting this cell brings up a pull-down of Modes, and selecting one means selecting the Mode for all ports on
the device, including OFF, which disables LLDP for all ports.

Notify - Selecting this tic box toggles the Notify option for all ports between All On (with all ports in the column having
the tic boxes checked) and All Off (with all tic boxes in the column blank).

All options - This allows the user to add all options to all ports or delete all options from all ports.
Specific option - For each option, selecting the tic box will Add or Delete the option for all ports.

= Row for each port - This row controls the options for each port as follows:

Note:

Mode - Selecting this cell brings up a pull-down of Modes, and selecting one means selecting the Mode for only that
specific port.

Notify - Selecting this tic box toggles the Notify option on the port between ON and Disable.
All options - This tic box controls the state of all the options on the port
Specific Option - selects the specific option for the specific port.

Setting any specific option for a will override a global options.

The user can then select Finish to bring up the Task Details window or Next to bring up the Task Schedule wondow.
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5.3.14 MPEG Test

The MPEG Test feature allows the user to setup, monitor, and view the results of MPEG tests run on the iMG/RGs in a net-
work. With the feature the user can set up a “Network Test” across multiple iIMG/RGs in a network. Once set up, the Allied-
View NMS runs an MPEG test on the selected iMG/RGs using the mpeg testing functionality included with the IMG/RGs
devices. The AlliedView NMS collects the results of those tests and stores them in the NMS database, where they can be
viewed. (Note that once a day test results are deleted that is older than seven days.)

To access the feature, the user accesses the application as described in 5.3.1. The user can also go to Network Inventory,
select the RG table, choose the appropriate iIMG/RGs, right click, and select MPEG Test from the pull-down. Refer to the
following figures.

LT WLAN TIETWOTE

f' ; Customer ID | P Address | Type | Relesze
o (&) Fautt Management | |[mewio 105231122 RGEI3-TK  24.0-58
I{' "'\I i
- (WU Performance [Mews 105231 116 RGEI3-TX  24.0-58
> @ Metweork Service Data - [custt 105231 113 RGEI-A 3.4.0-57
T @3 Metwark Inverntary eerif A0 53 3 dd Sdmmd A mde e
@' Metworks 10523
o &5 Nodes 1 E 10523
> 55 52
@- Cards sTS121 10,523
&5 Ports :
: : 10523
o £l | — 10,523
: : MPEG Test
'if, Irterfaces B[ | Y 10525 . %
@ rout : =22 Provision »
&%) Routers :
I;:“ | jeustian 10323 alarmsEvents 4
(f) Metwark YLANS | . inen

FIGURE 5-66 Example Method to Access MPEG Test Feature

7 [MPEG Test ~] | Xy X | ronefs oasern [ cpE M A=

Selected Devices

: Device MPEG Test Mamels) MC Address(es) Statusles) Total Error(s)
Mew15 : p

“|Scania
Cust1 earts
Scania Heustt

FIGURE 5-67 Initial GUI for MPEG Test Feature

To start the test, the user selects a set of iIMG/RGs from the table and selects the now active “Create MPEG Test” button.
This brings up the Create MPEG Test Form, shown in the following figure.
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MPEG Test

.5 Create MPEG Test

Create MPEG Test

=10 x|

Test Mame: |Sample_MPEG_Test

Cust1
Hew15
Scania

MERGS)

Channel List (comma separated multicast 1P Addrs): |225_1 dA1,22811.18

Yideo Middlevware Server Part: [2001
Duration (zec.): (15

Temp. IP Address: [10.10.10.10

Temp. Subnet Maszk: |255.255.255.252|

Mezxt =

Finizh

Cancel

Help

|Java Application Window

FIGURE 5-68 Create MPEG Test Form

Fields to datafill are:

= Test Name - This should be descriptive, and becomes the Name of the test in the Task List Details window.

« Channel List - The multicast IP address(es) for the channel(s) to be tested. If multiple channels are entered, each channel
will be tested sequentially. (If multiple iIMG/RGs were selected, all iIMG/RGs will be tested simultaneously.) Example val-

ues would be 225.1.1.11, 225.1.1.18

= Video Middleware Server Port - The port of the video server to be used, such as 2001.

« Duration - Length the test will run, in seconds
« Temp. IP Address - The default is 10.0.0.254
= Temp Subnet IP Address - The default is 255.255.255.252

Selecting Finish starts the test immediately, or the user can select Next to create a schedule, as shown in the following figure.
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[ create MPEG Test =10 %]

Recurring Schedule

Schedule

{:} [
0 Haled

() One Tirme: |: |: :

)] Recurring:

i1 Recur Every minLtes

Time: (2 || (15 || (M |+

® Recurieekly [ [Sun [ JMon [ |Tue [ |wWed [ |Thu [ ]Fri Sat

i Recur Moarthly o the

= Back Finizh Cancel Helg

IJava Application 'WWindow

FIGURE 5-69 Create MPEG Test - Recurring Schedule

For the recurring schedule, the user can choose:

= Now - Clicking on Finish starts the test immediately.

= Hold - This sets no time; the test is activated through the View Tasks window.

* One Time - Sets one time only to run the test

= Recurring - This is set on a minute basis and can be one time, a specific time every week (shown in the above figure), or
a specific time on a day of the month. (Selecting 29-31 of month means those months that do not have those humbered

days will skip the test for that month.)

As with other applications, once the test is created, the user can view the parameters and the schedule of the test by bringing

up the “View Tasks” window, selecting a MPEG Test task, and pressing the “View Details” button.

To access the results of the test, open the Network Service Data leaf in the main tree and select Test Results, as shown in the

following figure.
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@- Test Results -

Refresh Data Total 1 Dizplaying |1 | to |1 Fage Length | 25 - IEl
Test Mame Type Murn Dhese . Status Titne Results
Sample_MPES Test MPEG Test 3 3 of 3 successtul  |2006 05524 15:25.. |MPEG Errors: O

FIGURE 5-70 Viewing Test Results for MPEG Test

To review specific test results, double-click on a row in the table or right click on a row and select View Test Result MPEG Test
Results Details panel, as shown in the following figure.

W
L3MPEG Test Result Details =10 x|
Test Matme: Sample_MPEG_Test
Test Type: MPEG Test
Status: 3 of 3 successful
Execution Tirme: 2006 0524 182512
Result: MPEG Erraors: O
Results
Device MC Address CPLU Load MR Load Frames Hhwytes Total Errors
w5 2251111 peak(21 %) - aver. . |peak(2 %) - avera.. |38066 GAGS 0 0
w1 5 2251118 peak(21 %) - aver . |peak(2 %) - avera. |38017 A7 0 0
Cuzt 2251111 peak(3d %) - aver. . |peak(d %) - avera.. |38171 FooF 0 0
Cuzt 2251118 peak(3s %) - aver . |peak(d %) - avera.. |38164 FO06 0 0
Scania 2251111 peak(21 %) - aver . |peak(2 %) - avera. |38017 A7 0 0
Scania 2251118 peak(21 %) - aver . |peak(2 %) - avera. |38017 A7 0 0
q| 1 | [»
Row Data Options
8 Al Data () Combine Device Data () Combine Chaninel Data

FIGURE 5-71 Results of MPEG Network Test Execution - All Data
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The “Combine Device Data” Radio button combines all the data from each iMG/RG into a single row entry, as shown below.

E3MPEG Test Result Details i ]
Test Mame: Sample_MPEG_Test
Test Type: MPEG Test
Status: 3 of 3 successful
Execution Time: 2006 05524 152512
Result: MPEG Errors: O
Results
Device MC Address CPU Load MP Load Frames Hhytes Total Errors TS Sync Loss
Cust! 5 TE33S 14013 0
Scania 5 TED34 13955 0
el S 5 TEDSS 13967 0
4| Il | [ »
Row Data Options
() Al Dsta ® Combine Device Data (' Combine Channel Data
|Java Application Window
FIGURE 5-72 Results of MPEG Network Test Execution - Combine Device Data
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The “Combine Channel Data” Radio button combines all the data from each multicast into a single row entry, as shown below.

E3MPEG Test Result Details

=10l x|
Test Mame:
Test Type:
Status: 3 of 3 succes=iul
Execution Time: 2006 03724 1825012
Result: MPE Errors: O

Sample_MPEG_Test
MPEG Test

Results

Device MC Address CPU Load MP Load Frames Khytes Total Errors TS Sync Lozss
- 2251111 - 114254 20974
- 2251115 - 114195 20964
4] Il | D
Row Data Options

() &l Data () Combine Device Data (% Combine Channel Data

Cloze

|Java Application Window

FIGURE 5-73 Results of MPEG Network Test Execution - Combine Channel Data
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To delete the test results, select one or more tests form the Test Results panel, right click, and select Delete Test Result. (Note
that View Test Result is grayed out.) Refer to the following figure.

@ Test Results

Tatal 7 Dizplaying |1 |tu:||? Page Leng‘fh IEI EI III D

Test Name Type Murmn Dew. Status Tirme Results
Sample_WMPEG_Test MPEG Test & 3 of 3 successful (2006 03024 152512 MPES Errars: O
Sample_WMPEG_Test MPEG Test & 3 of 3 successful (2006 03024 152913 MPES Errars: O
Sample_WMPEG_Test MPEG Test ] 3 of 3 successful (2006 03024 153113 MPES Errars: O
Sample_WPEG_Test MPE= Test | vjow Test Result 3 of 3 successful (2006 03024 153313 MPEG Errars: O
Sample_WPEG_Test MPEG Test 3 of 3 successful (2006 03024 153513 MPEG Errars: O
Sample_MPEG_Test MPEG Test | Delete TestResult [ o cessful |2008 0824 183713 |MPEG Errars: 0
Sample_WPEG_Test MPEG Test |3 by 3 of 3 successful (2006 03024 152713 MPEG Errars: O

FIGURE 5-74 Deleting MPEG Test Results

To modify the schedule/recurrence of a test, select Tools -> View Tasks, and select the Task Name (the Name entered for the
test) form the View Tasks table. Select View Details, and then the Modify Schedule button. Note that only the time of the
test, not the other attributes, can be changed.

The steps to delete an MPEG test is similar to modifying its schedule. Select the Task Name (in this case
Sample_MPEG_Test) and Click on Remove. This does not remove the results that the test produced; however, every day test
results older than seven days are removed from the database.

To clean up the MPEG tests that have been run on multiple iMGs/RGS, the button Clean up MPEG Tests has been added in
release 10.0 SP2. The user selects the IMGs/RGs, and the button is activated. When selected, the Clean up MPEG Tests
panel appears, with the iIMGs/RGs listed. The user can then select Finish to perform the clean up immediately, or Next to
bring up a schedule. Refer to the following figure.

Note: These tests are usually ones that have failed for some reason, or been saved.

B alliedview NMS 10,0 &3 [ E5 PR 17551 - New Rate Limiting fea... (3 |

Etlean up MPEG Tests - |EI|1|
Clean up MPEG Tests
iMGRGE

NTest3

MPEG Test -] Rews(1  o411pw | CPE | NETWORK -
| = Back | | Mext = | | Finizh | | Cancel | | Help |
e MPEG Test | Clean up MPEG Tests |Java Application ‘Window
(i L2iEEs f| pevice MPEG Test Name(s) MC Addressres) Status(es) Totsl Errar(s)

t3

NTests

FIGURE 5-75 MPEG Test Clean Up Panel
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5.3.15 Using the Edit Functions

The Edit window has the same functions for both the Command Script Management and Configuration File Management func-
tions, and so the explanation for how the window works can apply to both types of files.

In the Command Script application, the Edit window brings up the unloaded multi-paged editor. The editor has Open and Save
as buttons that work with the server file system. Selecting File -> Open in the Edit window brings up the NMS file system in
the Open window. From the Open window, a file can be chosen. The File -> Save option uses whichever file was opened. The
editor also has find, find next, and cut/copy/paste options.

When a file is open, the file text appears. In the following example a script file is opened. Refer to Figure 5-76.

=

File Edit Search Window Help
# B
# SYSTEM configuration

#

set help=RP-251AHLF

set systerm name="0ot1"

set system location="Raleigh"
set system contact="DonDon"

#
# SERVICE configuration
#

#
# LOAD configuration

1]

FIGURE 5-76 Edit Window for Script Mgt Files

In the Configuration File Management application, the Edit button will display, if it is shown in the Default File column, the
default configuration file. Otherwise it will display an open Edit window, the same as the Command Script application.

5.3.15.1 File Menu

The File menu contains conventional options. Open and Save As can access the client's file system or the server's file system
depending on a toggle on the file chooser dialog. Save will save the current file to whichever file system from which it was
opened. Close and Close All are required since this is a multi-page editor. Refer to Figure 5-77 for the Edit window and the
File pull-down menu. The example is for a command script file.
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=T

File | Edit Search Window Help

New Ctrl-H -

Open Ctrl-0 11
Save Ctrl-5
Save As..

w Close pn

e nass=3afl0chcad1 17 abadh 4467 hERCe 036 privemanager l0=yes

Exit elnet=ves desc="Manager Account'

#
# Ty configuration
#

1]

#

FIGURE 5-77 File Pull-down for Edit of Scripts

Selecting the File -> Open menu item brings up a listing of the latest files from the server file system for the devices high-
lighted on the Command Script Mgmt panel when the editor was launched. Files can be viewed as a simple list or with
details (Size, Type, when Modified). Template files can also be created and included. Refer to Figure 5-78 and Figure 5-79.

x|
Look In: | | 172.16.33.1 v @@ (| @E

| ] 094249.cfy
| ] 094329.cfy
| ] 094346.cfy
[ ] 094511.cfy
| ] 094520.cfy

File Name:  |0943729.cfg

Files of Type: | All Files e

Open Cancel

FIGURE 5-78 Files Available for Edit from Server File System (List View)
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x

Directory:  /MNMS-SERVERIrootM 72.16.33.5

File System: | NMS-SEBVER 00t - [’y ﬁ
Hame Size Type Modified
Bcunﬁg.cfg agTa CFG 2004008703 09:08:59
Bshumﬂime.txt a67a THT 2004008503 09:19:58
|__°‘|I]BI]2I]4.[:fg aETa CFG 2004008003 09:38:04
BDBI]SI]d.-::fg a67a CFG 2004008503 09:38:44
|__°‘|I]BI]4I]4.[:fg agTa CFG 2004008003 09:38:59

File Hame: (020204 .cfy

File Type: | All Files {*.*) -

Open Cancel

FIGURE 5-79 Files Available for Edit from Server File System (Details View)

Once a file is opened and edited, it can be saved on the Server File System. Files can be saved as templates for future script
writing. Refer to Figure 5-80.

Note: Since files are being saved to the server (rather than a device), unrestricted filenames and extensions are
allowed.
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x

Directony:  |[NMES-SERVERSroot/scripts

File System: | NMS-SERVER.ToOt - | ﬁ
Hame Size Tyvpe Modified

B system.scp 11 SCP 2004/08/03 09:10:058

BMans.scp g SCP 2004/08/03 09:10:28

Dﬁless.scp g SCP 20040803 09:10:43

|j| original.cfy 12 CFG 2004/08/03 09:11:24

Dtemplate.cfg 12 CFG 20040803 09:11:34

File Hame: hew—temp.cfg

File Type: | All Files (*.*) -

Save Cancel

FIGURE 5-80 Saving Files after Editing

5.3.15.2 Edit Menu

The Edit menu has conventional options (CUt, Copy, Paste, Delete, Select All). Right-clicking in the text area will bring up
these options as well. Refer to Figure 5-81.
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Edit - 030604 _085402.cfg - [O] x|

File | Edit | Search Window Help
# Cut Ctrl-% -
#L0 Copy Ctrl-C Bz
* Paste Ctrl-f

# Delete Delete

#US Select AN ciln
#

set user=manager pass=3aflicBead1 17 ahadbd 467hERce503el privemanager [o=yes
set user=manager telnet=yes desc="Manager Account'

#

# Ty configuration

#

# -
1

_lofx]

File Edit Search Window Help

4 =

# LOoAD configuration |55

#

#

# LSER configurs

E Cut Crl-

setuser=manand Copy Ctl-c  [1f7absdbdd67hEGCeS03ef privemanadger lo=yes

set USBRr=manans Paste Sl anager Account’

# Delete Delete

#TTY configuratil Galect Al ct-~

& Al

FIGURE 5-81 Edit Menu Options for Text Files

5.3.15.3 Search Menu

The Search menu provides for searching within the current window. Conventional Find and Replace options are provided.
Refer to the following figures.
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F-7 Edit - 030604_085402.cfg N [=],

File Edit Window Help
& Find... Cirl-F %
#LOAD co| Replace...

# Find Next F=

#*

# LUSER configuration

#*

set user=manager pass=3aflicEcadl 17 ahadbd 467 hERCea03ef privemanager [o=yes
set user=manager telnet=yes desc="Manager Account'

#
#TTY configuration
#

i

#

_lox

File Edit Search Window Help

# FY
# LOAD conf s B E

# Find what: |manager Find Hext

# Cancel
# LUISER canf
#

set user=manager pass=3afl0cEcad! 117 ahadb4467h66ces03eff privemanager lo=yes
set user=managertelnet=ves desc="Manager Account’

#
#TTY configuration
#

1]

#

FIGURE 5-82 Search Find Option

AlliedView NMS Administration Guide (Controlling and Provisioning Network Devices) 5-75



Provisioning a Device Using the Delete Function

ol

File Edit Search Window Help
: B =
#LO0AD confic =
# Find what:  |manager Find Hext
# Replace with: user Replace
# LISER canfi

1 Replace All
# P
setuser=mar Cancel
setuser=mar

#
#TTY configuration
#

bd -

FIGURE 5-83 Search Replace Option

5.3.15.4 Window Menu

The Window menu provides changing between open files. Each time a file is entered, the cursor, text selections, and scroll bar
are in the same state they were in when that file was left. The Window menus changes dynamically as files are opened, created,
and closed.

=EY

File Edit Search [Window | el
2 yntitled B
: ) 030604_085402.cfg =

# 5YSTEM configura
# ® N30604_090430.cfy

set help=RP-251AH O 030604_090440.cfg

seLSysIem Name="l - n3neng 0OD455.cfg
set system location= -

set system contact="DaonDon"

#
# SERVICE configuratian
#

#
# LOAD configuration - |

FIGURE 5-84 Window Menu for File Editor

5.3.16 Using the Delete Function

The Delete Files Button invokes the same window for both Command Script Management and Configuration File Manage-
ment, and so the explanation for how the window works can apply to both types of files.

With no devices selected, the Delete button brings up a file chooser that provides navigation among all the user's directories
and lets the user delete one or more files from the same directory. Select one or more files to delete:
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When the files for deletion for a device are listed, the user can select the details icon and see the file properties, as shown in
the following figure.

x

Directony: MNMS-5ERVERSrootiscripts

File System: | NMS-SERVYER.To0t - el ﬁ\
Hame Size Type Maodified

|j| system.scp 11 SCP 2004/08/M03 09:10:05

Dtﬂans.scp g SCP 2004/08M3 09:10:28

Bﬁless.scp g SCP 2004/08M03 09:10:43

D original.cfy 12 CFG 2004/08M3 09:11:24

Btemplate.cfg 12 CFG 2004/08/M03 09:11:34

File Hame: "vlans.scp” "filess . scp”

File Type: | All Files (*.*) -

Delete Cancel

FIGURE 5-85 Delete File Window for Multiple File and Properties

The current directory is displayed at the top. Just below is a pull-down combo box that can be used to jump between file sys-
tem roots-in this case /INMS-SERVER/root/scripts and /NMS-SERVER/root. The folder and home icons can be used to nav-
igate up in a directory tree or to jump to the “home” directory, which is usually the user's home directory. File properties
(size, type, and date last modified) are always displayed. File types can be filtered with the pull-down combo box at the bot-
tom.

The Delete button will prompt to confirm the files to delete, as shown in the following figure.

JRI=TE

The following files will he deleted from the server:

Finish Cancel Help

FIGURE 5-86 Confirm Files to Delete

With one or more devices selected, a Multi-File Delete wizard pops up instead of the file chooser. For a single device, this
wizard lists all the files in the user's device directory and provides no way to navigate to other directories. It provides a
quicker way to delete one or more files for a single device. Refer to the following figure.
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E3Multi-File Delete o [

T W

Device:

| |
Choose 1 or more files to delete:

delfiles.txt
showtime.txt
startup.txt

Finish Cancel Help

FIGURE 5-87 Multi-File Delete Window

With two or more devices selected, this wizard displays all the files with names common to all the selected devices. Files with
any other names will be left out. No file properties or pathnames can be displayed since they may differ among the various
devices even though the file names are the same. This wizard will delete selected files from all the device directories in one

operation. Refer to the following figure.

[E3Multi-File Delete =1of ]|

%Deuices with common files:;

[ |
Choose 1 or more files to delete:

showtime.txt
startup.txt

Finish Cancel Help

FIGURE 5-88 Multifile Delete Window - Files Common to All Devices

If there are no common files among the selected devices, and error message pops up, There are no common files for the
selected devices.

Note: Files in the user's scripts directory are not associated directly to a device and can therefore only be deleted
with the file chooser version of this dialog (brought up with no devices selected).
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5.3.17 SNMPv3 USM Configuration

This SNMPv3 uses the User-Based Security Model (USM) and is specified in RFC2574. The USM has the concept of multi-
ple users where each user provides secret keys for authentication and privacy. The authentication protocols specified for use

are HMAC-MD5 and HMAC-SHA. The privacy protocol specified is CBC-DES.

From the panel the administrator can activate this model for one or devices, similar to other MDTI applications.

The fields filled in when the administrator creates an SNMPv3 user are the same as in 3.2.6.

Refer to the following figure.

7 |SNMPv3 USM Configuration ||

Create (| Delete

selected Devices

Device =zer Mame Security Level

Authentication

## 10.52.30.1

Etreate SNMPy3 Users !E[

Target Device(s) Wi 10.52.30.1

Reguired Properties

Ilzer Mame | |
Security Lewvel |ND Auth ! No Priv | - |
Authertication Protacol IMD5 |~
Athertication Password
Privacy Protocal |DE5 | |
Avthertication Password

Ok Cancel Helg

FIGURE 5-89 SNMPv3 USM Configuration Panel
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5.4 Configure VLAN (Chassis View)

To configure a VLAN for a single device, right-click the device, and then select Provision -> Configure VLAN. The VLAN

chassis configuration screen will open immediately and fill in the present VLAN configuration. Refer to the following figures
for examples of the configuration screen.

Note: The Chassis view and VLAN Configuration view are combined, but the VLAN-related information will
change depending on the VLAN interface chosen.

L3 chassisview: 10l =l

File Applications Polling

= s -
AVL Allied Telesyn
AT ASELX g n
.._.Mat' 10BASE-THD0BASE-TX PORT ACTIVITY H&‘QF&f'zd"
- T DM LINKG ‘DML
b 10 W OSK A BN TN IEIEX 17X 18X 1K 23X @:mm} e e
3 i 567 8111515171821 25 [
> ; (Bl Sl (Bl S {1 B g OOOOOOOOOOOOTEEE}!#*L/FJ.ULT
[N [N [N IR A A
' EE LI EEELEEE L
B 4K GN BN 0N 12X 14 16N 1AM 20N 2NN (D0 0 000 00D 000D LgER. o anESEl
2 4 @ BI012141818200924 - W
“Ylan Interfaces | 1 default hd | Tagoed Ports Maone
IP Address ancd Subhlet Urtagaed Parts 225

{ex 1010101724 )

Link Portz Mone

Create Wiewy Last Action | | Mare... Chassiz View

Dot1s  26.4-02 22-Jul-2004  Mmslab  Alied Telesyn AT-RP24i Rapier 24i version 2.6 4-02 22-Jul-2004
Sun Sep 11 20:17:12 EDT 2005 - Switch ports polled

FIGURE 5-90 VLAN Configuration Screen (Rapier Device)
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[ chassis¥iew: 9400 10.52.30.34 i i =13l x]

File Applications Polling

m ' o 1 T MY @ @ 8 76 54 3 2 1 o
s " 2 3 20 23 —
EEEENNEEEENENENENENNNNNN o R
POLOCOOLLROROOOOOCOORRRY - - - - - - - - - -
EEEEEEEEEEEEEEEEEEEEEEEE _ s 34
oN P T 5

e PPVRP OOV VAR PR DR O D

lb‘-l
1 B S

w
Lt
@

o il
-l

Vian Inter faces | 1 default |V| Tagged Ports None
IP Adcdress and Subhlet Untagged Ports ETH:[7.9),15.0.0-2,4],19.0-1.7]
(ex 1010101024 )
Link Portz Mone Shiovy Links:
| Creste | ‘ Delete || Feset | ‘ ey Last Action || More. . || Apply ‘ | Chazsis Wiew

Dot34 300 =none=  Telesyn 9400 Muttiservice Access Platform

Tue Mar 07 17:01:12 EST 2006 - Device Polled

FIGURE 5-91 VLAN Configuration Screen (iMAP Device)

The following table gives an overview of the fields, graphics, and buttons available.

TABLE 5-12 VLAN Configuration Options

Screen Item Description

Create If creating a VLAN on the device, select this button first. You will see a Create New VLAN form. Fill
in the Name and ID, and then click OK, and the VLAN is added to the Vlan Interfaces pull-down.

Vlan Inter- The VLAN interfaces available on the device. This includes all VLAN interfaces.

faces

IP Address If this Vlan interface is part of an IP-based Network VLAN, this is included. The format is the IP

and Subnet address and the subnet mask. The subnet can be specified by a forward slash and the mask as a number
of bits (e.g. /24) or by a space and the full dot notation (e.g. 255.255.255.0).

Untagged For the selected VLAN interface, the ports that are reserved. On the graphic, these have the capital

Ports letter U.

Tagged Ports | For the selected VLAN, the ports that are reserved and active. On the graphic, these have the capital
letter T.

Translated For the selected VLAN, allows the user to specify the VLAN on the customer side of the port that will

Port be translated into the selected VLAN. When selecting X, the user will see a pop-up window that
allows the user to input the translate from ID. Once entered, these have the graphic capital letter X.

VC-0through | When more than one VC has been associated with a VLAN, each button, when selected, show the

VC-3 buttons | VLANSs which have that VC provisioned. (This is for iIMAP devices only.)
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TABLE 5-12 VLAN Configuration Options

Screen ltem

Description

Link Ports

These are the ports that are used for connection to another device and are used as part of one or more
Network VLANSs including the current VLAN. On the display, these will be identified with the capital
letter L. A Link Port cannot be changed from the VLAN Configuration screen. It must be changed on
both ends of the link using the Create Vlan, Extend Vlan, or Delete Link applications. However, a
Link Port can be changed in the VLAN Interface Configuration application, which is a similar
application that is launched on VLAN interfaces either from a VLAN Map or a VLAN Interface row
in one of the Inventory tables. In this application, Link Ports can be toggled from L (not part of the
VLAN) to lu (linked untagged), to It (linked tagged). This is useful for repairing VLAN entries that
have become inconsistent with the entry for the device at the other end of the link

Rapier Spe-
cific Vlan
Parameters

These apply only to VLANS on Rapier-type devices, and are divided into two areas:

1. Device Wide Parameters - These are read -only and display device-level attributes as Enabled or
Disabled:

- IGMP Status

- IP Multicast Hardware Switching

- OSPF Status

- PIM Status

2. VLAN Interface Parameters - These are read-write and apply only to the selected VLAN:
- IGMP Enabled

- OSPF Area - Set the Open Shortest Path First Area

- OSPF Metric - Set the Open Shortest Path First Metric

- PIM Mode

iMAP Spe-
cific Parame-
ters

These apply only to iMAP devices, and are divided into two areas:

1. Device Wide Parameters - These are read -only and display device-level attributes as Enabled or
Disabled:

- Access Interface - This is the IP interface the device is using to communicate with the NMS.
Options are MGMT (for the Ethernet interface that transports only management data packets)
or the IP address of inband interface (in-band Ethernet interface that interleaves user data
packets with management data packets on the uplink, using a VLAN interface).

- IGMP - Whether IGMP has been Enabled or Disabled for the device

2. VLAN Interface Parameters - These are read-only and apply only to the selected VLAN:

- Double Tagged (HVlan) - If the selected VLAN is an HVLAN (and will therefore be a VLAN used
to switch the traffic across the network), this is shown as TRUE. Refer to Section 6.

- Translation Ports - When the VLAN chosen is a translation VLAN (where a service
provider takes a customer VID and translates it into a unique VLAN ID for transport across
the network), this field contains the ports the translation VLAN ID resides on. Refer to
Section 6. Note that HVIan and Translation are mutually exclusive features.

Create

Create a new VLAN. A Create New VLAN form will appear, with the default name and number one
that has not been used yet.

Delete

Allows the user to delete the selected VLAN. (Note that since the default VLAN [VID 1] cannot be
deleted, this button is inactive when the selected VLAN is VLAN 1.)

Reset

Cancels the changes that were made using the graphic. The graphic reverts to the original port
assignments.

Apply

Makes and confirms the port assignment changes. If any errors occur, (such as a conflict with another
user making port changes), there is an error message and the history window is displayed.

Less/More

This shows/hides the additional attributes, one for Rapier-specific VVlan parameters, one for iMAP-
specific VLAN parameters, such as specific translations. These are explained above.

Show Links

If the VLAN is configured as part of a Network VLAN, selecting this button will show the physical
links over which the logical VLAN links are configured.
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TABLE 5-12 VLAN Configuration Options

Screen Item Description

View Last This will open up the Recent Commands... window and show what command and response were
Action involved in the last action on the form.
Close Closes the form.
Note: If this VLAN Configuration form is invoked from the Chassis View, the
Close button is replaced with the Chassis View button, to return to the first
view of the device.
Note: To see the status of a port, place the cursor over a port in the graphic and a tooltip appears, which shows

Note:

Note:

the permitted states for that port. Allowed states are Plain, Tagged, Untagged, Linked-Tagged, Unlink-
Tagged, Linked, and Translated. (The actual states available depend on the configuration.) If a port is
Plain, the user can then click on the port and cycle the status from U (untagged) to T (tagged) to X
(translated). Clicking on the port again will return the port to blank. When a port is marked as untagged
for a VLAN other than the default VLAN, that port can only be marked as tagged for the other VLANS. In
this case the port alternates only between tagged and blank.

For the EPON2 card, the user can click on the ONUSs button and a pop-up will show the VLAN status of
the ONU ports. To close the pop-up, click on the square labeled Port <no.> ONUSs, as highlighted in
Figure 5-91.

To change the status for a set of ports, select and hold the SHIFT key and then click and drag the left
mouse button over multiple ports.

Caution: The FE/FX10 cards have certain restrictions on VLAN translations, and the user must be aware

of these so as not to compromise service. Refer to 6.9.3.2.
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FIGURE 5-92 Entering a translated VLAN (State will go from U to X)

5.5 Card Management

5.5.1 Overview

This application for the iIMAP 9000 and SBx3112 devices allows the user to view, in a table format, the configuration of the
device and then provision/configure its cards. Moreover, this table is updated real time as changes occur to the cards.
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Note: Controlling the card configuration involves understanding how provisioning data works in the iIMAP devices,
S0 an overview of provisioning data is given after the description of the application.

Note: Throughout this Section, the Card Management Forms have the following common buttons:

= Recent Commands... - This brings up the Recent Commands window, a listing of the CLI commands and responses for the
previous operation in the Card Management application. The user has the option to copy this to a Clipboard and then paste
it into another file for record keeping.

= Close - This closes the Application.
= Help - This brings up the context-sensitive help file.

The cards available are as follows:

e GE3-554

e GE8-555

e ADSL-55.6

e SHDSL -5.5.8

= CFC24/56/100/200 - 5.5.9/5.5.10
= FE10/FX10/FX20 - 5.5.11
e POTS24-55.13

e CES8-5.5.14

e NTE8-55.15

e PAC24-55.17

e EPON2-55.18

e VDSL24A/B -5.5.19

e ADSL48A/B-5.5.20

e 9100-5.5.21

e GE24POE -5.5.22

= XE Cards (5.5.26)

* GE24 Cards (5.5.27)

5.5.2 Accessing the Card Management Application

To access the Card Management application, right click on the device and select Provision -> Card Management (you can also
select the device and select the Operations pull-down on the main menu items.

Figure 5-93 and Figure 5-94 show the Card Management window for a iMAP 9400 and iMAP 9700. Table 5-13 describes
the buttons and fields that are displayed.
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Card Management

ard Management o m]
Device Mame: 10.:52.30.34
Cards
Slot W Card Type Status Current Losd Preferred Load Profile
i} - - - - -
1 GES LIP-LIP-Cnline - AutaProy
24 CFC24 LIP-UP-Crline (ACTIYE) cfc2d_14.000 tar cfc2d_14.000 tar ALtoProw
& FC? LIP-LIP-Cnlire: -
57 ADSL480 UP-Diovn-iot Installecd aodsld8a_14.01 tar AtoProv
5} WDSL24E LIP-LIP-Cnlire: 14.0.1 volsl24 1401 tar AutoProw
g SHOSL24 LIP-Dioeevn-Mot Installed shols|24_14.01 tar
9 GEG LIP-Diovevn-Mot Installecd ges_14.001 tar ALtoProy
10 ADSL248 LIP-LIP-Cnlire: 14.0.1 adsl24a_14.01 tar A utoProw
11 WDSL248 LIP-LIP-Cnlire 14.0.41 - AutoProw
| g Details.. | | Enahle Cardi=) | | Dizable Card(=) |
| Destroy Cardi(s) | | Restart Card(s) | | Create Card... |
| Dovvnloz. .. | | Recent Commands... | | Close | | Help |
FIGURE 5-93 Card Management Window for iMAP 9400
rd Management i ] 4|
Device Mame: 10.52.30.36
Cards
Slot Card Type Status Currert Load Preferred Load Profile
01 ADSL454, LIP-LIP-Conlire: 14.0.0 adzl48a_14 .0 0tar AvtaProy
2 - - - - -
3 WDEL244 LIP-Crosvn-Mot Installed volsl24_14.0.0 0
4 CES LP-LIP-Conline: 14.00 ged_14.00tar LutoProy
5 Fx10 LP-Dvovvn-Mot Installed fed0_14.0.0tar LutoProy
=] ADSL248 LIP-Downi-pat Installzd adsl2da_14 0 0tar AvtaProy
7 - - - - -
9.8 L UP-UP-Cnline (HOT STARDE. .. |cfcSE_14.0.0 tar cfocoE_ 14 0.0 ar AutoProy
10 XE1 UP-Covwwn-Mot Installed - AutoProw
11 GES UP-Drowvn-Mot Installed - AutoProw
1312 CFCSE LIP-UP-Crline [ACTIVE) cfeS6_14.0.0 tar cfcSE_14.0.0tar SutoProw
1415 ADsL458, Doveen-Doveen-Mat Installed adsl48a_14 .0 0tar AtaPron
16 F20 LIP-Downi-pat Installzd Tx20_14.0.0%ar AvtaProy
17 ADSL248 LIP-LIP-Conlire: 14.0.0 adsl2da_14 .0 0tar AutoProy
18 POTS24 LP-LP-Degraded 14.0.0 pots24 14 0.0%ar LutoProy
19 - - - - -
20 CESE LIP-LIP-Cnline 14.0.0 - SutoProw
21 MTES LIP-LIP-Conline 14.0.0 ntes_14 .00 tar
| ey Details... | | Enable Cardis) | | Dizakle Card(s) |
| Destroy Cardis) | | Restart Card(s) | | Creste Card... |
| Dirwnload.. | | Recent Commands... | | Close | | Helg |

|Tue Feb 16 22:38:56 EST 2010 - Polling of 10.52.30.36 successiul.

FIGURE 5-94 Card Management Window for iMAP 9700
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Creating a Card (Pre-provisioning)

TABLE 5-13 Card Management Application Window

Field/Button

Description

Device Name The Name given to the device in the Managed Objects property table

Slot The slot in the iIMAP device that contains the card.

Card Type For allowed card types refer to the iMAP Component Specification.

Status Three parts: ADMIN STATE-OPERATIONAL STATE-Status. Only the ADMIN STATE can be

controlled by the user. Refer to 5.5.24.

Current Load

The load currently in FLASH memory.

Preferred Load

The primary load that the card will load from.

Profile Whether the card is in AutoProv or Manually Provisioned mode. Refer to 5.5.24.

View Details Displays the current attributes of the type card. Inactive if a card has no provisioning data and
the FC7. Refer to 5.5.24.

Enable Card Sets the card’s ADMIN state to UP. Active only when card is disabled.

Disable Card Sets the card’s ADMIN state to DOWN. Active only when card is enabled or, in the case of the
active CFC, is not active.

Destroy Card Removes the card from the provisioning database. Enabled only when card has been disabled.

Restart Card Reboots the card. Active only when the card is provisioned and physically installed.

Create Card Provisions the card. Active when the selected slot does not currently have a provisioned card.
Refer to 5.5.3.

Download Views the files currently on the FLASH memory of the cards and allows files to be deleted or

downloaded. The available load can then be downloaded using the Download button. This but-
ton is also available on the Card Details window. Refer to 5.5.23.

5.5.3 Creating a Card (Pre-provisioning)

Provisioning data can be created for a card regardless of whether the card is physically present. In the Card Management win-
dow, select any card that has a card type of “-” and the Create button will be activated. The attributes for cards can be divided

into four types:

= ADSL/VDSL - This has the fields included in Table 5-14, and is the same for all other card types except those listed next.

e GE - The GE8 card has a sw load, while the GE3 does not.
= CES8and NTES - This includes the field Ports Type, explained in 5.5.14 and 5.5.15.
e EPON2 - Refer to 5.5.18.
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Card Management

|;Ereate Card

Dewice: 10523036 Slot: 2

=10l x|

Type:  |ADSL24AE

Profile:

Manual

Admin. State:  |Up

Preferred Losd: |

Creste

Recert Commands. ..

Cloze

Helg

FIGURE 5-95 Create Card Window for ADSL Card

|;Ereal:e Card

Dewice: 1052 3036 Slot: 2

Type: |GEB

Profie: | Manual

Admin. State: |

Preferred Load: |

Cresate

Fecert Commands...

Close

Help

FIGURE 5-96 Create Card Window for GE8 Card
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Creating a Card (Pre-provisioning)

TR
Dewice: 105230368 Slot: 2
Type:  |SHDSL24 |-
Profie: |Manual |-
Admin. State: | |-
Preferred Load: | | - |
Annex Type: | | - |
Create Recert Commands... Cloze Help
FIGURE 5-97 Create Card Window for SHDSL 24 Card
=10l x|
Device: 172.16.3533.20 Slat: 3
Toype: | CESS - |
Profile: | Manual -|
Adrin, State: | - |
Preferred Load: | e |
Potts Type: | - |
Create Recert Commands... Close Help

FIGURE 5-98 Create Card Window for CES8 Card

TABLE 5-14 Create Card Details

Field/Button

Description

to UP) once the card is created (the card is automatically enabled). If set to NO, the card will

be created but disabled.

Device The device name and the slot number for the card.

Type The type of card that can be provisioned in the selected slot.

Profile The profile used to provision the card. The only selection is manual, since when a profile for
a card type is set to AutoProv, the card will automatically provision itself wen inserted in that
slot.

Admin. State If set to UP, the card is capable of providing service and will try to go into service (Op State
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TABLE 5-14 Create Card Details

Field/Button Description

Preferred Load For cards that have software loads, this is the software that will load when the card restarts.
In normal operation this should be the same as the running load.

For the GE1 card this field does not appear. Refer to 5.5.24.

Create Creates the card in the provisioning data. The Card Management window will refresh and the
card will come up in a state of UP-DOWN-NotlInstalled. (Refer to the Status column in
Table 5-13.)

Cancel Dismisses window.

5.5.4 GE3 Card

After selecting a GE1, the user can select View Details, which provides specific information on the card and includes some
of the same options available on the Card Management table. Refer to Figure 5-99 and Table 5-15.

|= GE3 Card Details -10] x|
Device: 10523034 Slot: 1
General

current Yalue Mewy Yalue
Admin. State:  UP

Oper. State: UP

Statuz Online
Profile:  AutaProw b
Dizable
Festart
Fecert Commandsz... Clozse Helg

|Tue Aug 31 16:10:49 EDT 2010 - Palling of 10.52.230.34 successful.

FIGURE 5-99 GE3 Card Details

TABLE 5-15 GE3 Card Details

Field/Button Description

Device The device name and the slot number for the card (0 or 1 for the iIMAP 9400, 10 or 11 for
the IMAP 7700.

Admin. State If UP, the GEL1 is capable of providing service. If DOWN, can Run Diags.

Oper. State The GEL1 is providing service. This state is not controllable but depends on the Admin.
State.

Status The current state of the card. States can be static or dynamic (transition of state such as Ini-
tializing or Running Tests).

AlliedView NMS Administration Guide (Controlling and Provisioning Network Devices) 5-89



Card Management

GES8 Card

TABLE 5-15 GE3 Card Details

Field/Button Description

Profile The template for provisioning data. The default is AutoProv. If the blank pull-down is cho-
sen, there is no profile (manually provisioned).

Modify Activated when the Profile is changed.

Disable Disables the card. Active only when the Admin State is UP.

Enable Enables the card. Active only when the Admin State is DOWN.

Restart Reboots the card. For the GE1, there is no software load.

Run Diags Runs diagnostics. Active only when the Admin state is DOWN, so must Disable first.

5.5.5 GE8 Card

The attributes and options are the same as for the GE3 card except that the GE8 has a software load, described in 5.5.4.

5.5.6 ADSL24A Card

After selecting an ADSL 24 card, the user can select View Details, providing specific information on the card and some of the

same options available on the Card Management table. Refer to Figure 5-100 and Table 5-16.

|= ADSL24A Card Details =10 x|
Device: 10.52.30.34 Shaot: 10
General
current walue Mes Salue
Admin. State: LUP
Oper. State: UP
Status: Online
Profile:  AutoProw
Preferred Load:  adsl24a_14.0.0tar hd
Temporary Load; b
Running Load:  14.0.0
Dizahle
Restart
Diovvvnload. . Recent Commands... Cloze Help

|Tue Feb 16 224726 EST 2010 - Polling of 10.52.30.34 successiul,

FIGURE 5-100 ADSL24A Card Details
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Card Management

TABLE 5-16 ADSL Card Details

Field/Button

Description

Device The device name and the slot number for the card (5-11 for the iMAP MAP n400, 0-7, 14-21 for
the iIMAP MAP n700 in duplex mode.

Admin. State If UP, the ADSL is capable of providing service. If DOWN, can Run Diags.

Oper. State The ADSL is providing service. This state is not controllable but depends on the Admin. State.

Status The current state of the card. States can be static or dynamic (transition of state such as Initializ-
ing or Running Tests).

Profile The template for provisioning data. The default is AutoProv. If the blank pull-down is chosen,

there is no profile (manually provisioned).

Preferred Load

This is the software that will load when the card restarts. In normal operation this should be the
same as the running load. This is used during software upgrades.

Temporary Load

This is software that will load the next time the card restarts, and is part of the software upgrade
process.

Running Load

The software that is currently on the FLASH of the card.

Modify Activated when the Profile, Preferred Load, or Temporary Load is changed, is changed.
Disable Disables the card. Active only when the Admin State is UP.
Enable Enables the card. Active only when the Admin State is DOWN.

Restart Reboots the card. The load used will be the Running Load unless the preferred or temporary load
has been specified, such as during an upgrade.

Run Diags Runs diagnostics. Active only when the Admin state is DOWN, so must Disable first.

Download*

Brings up the Download Software window. Refer to 5.5.23.

55.7 ADSL24 (Annex B) and ADSL24AE
The ADSL24 Annex B and ADSL24AE cards have the same attributes as the ADSL24A card. Refer to 5.5.6.

Note: The NMS cannot distinguish annex A from annex B for ADSL24 cards Users need to know which annex
their cards are. When selecting a preferred load or a temporary load, the annex a file is adsl24_*.tar and
the annex b file is adsl24xb_*.tar.

5.5.8 SHDSL24 Card (Card-Level vs. Port-Level)

SHDSL (Symmetric Highspeed Digital Subscriber Line) is an international standard for symmetric DSL that provides for
sending and receiving high-speed symmetrical data streams over a single or dual pair of copper wires and supports Annex-B
service for data and voice.

In release 8.0 and 9.0, there are the standard card fields as well as Annex Type. Prior to release 8.0, the bonding mode was
set on the card. This is now controlled on a port basis.

Note: For information on port-level bonding available after 8.0and how it affects card and port management,
refer to 5.6.22
5.5.9 CFC24 Card in Simplex and Duplex

When viewing the CFC24 of a 9400 or 9700 in simplex mode, only one CFC24 is displayed when Show Details is selected
in the Card Management form. Figure 5-101 shows the CFC24 Card Details window for simplex. When viewing a 9700 in
duplex mode, as shown in Figure 5-102, the Card Details window includes both CFC24 and includes these fields/buttons:

= Activity Status - Whether the CFC24 is ACTIVE or INACTIVE
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= Swap Activity - This button appears on the ACTIVE CFC24 window and, after confirmation by a prompt, swaps activity.

Table 5-17 lists the fields/buttons available for the CFC24 details and highlights what is unique for the duplex CFC24.

Note: For a description of what occurs during a Swap Activity of CFC24s and the conditions that would prevent

this from occurring, refer to the IMAP Series User Guide.

|= cFc24 Card Details
Device: 1022353034 Slot 2.4
General

=10l x|

current Yalue Mewy Salue
Admin. State:  UP
Oper. State: UP

Statuz Online

Profile:  AutaProw

Preferred Load:  ofc24 14 .0.01ar hd
Temporary Load:  Mone -
Alternate Load:  Mone b
Funning Losd:  cfc2d4 14.0.01tar

Activity Status:  ACTIVE

ity Dizakle Enahle

Restart Schedule Diags .

Dowvnload. .. Fecert Commands... Cloze Helg

|Tue Feb 16 22:86:12 EST 2010 - Polling of 10.52.30.34 successful.

FIGURE 5-101 CFC24 Card Details (Simplex)
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Card Management

EJcrc24 card Details

General

Device: 10.52.33.20 Slot: 89

Device: 10.52.33.20 Slot 1213

General

=Bl ]

A, State:
Oper. State:

Status:

Profile:

Preferred Load:

Tetrporary Loack

Altternate Loack

Running Load:

Activity Status:

Current Yalue
LR
up

Cnling

AutaProy

cfc24_S.0.0tar

Mone

Mone

cfc24_8.0.0tar

ACTIVE

| Restart

Mewr alue Current YWalue e 'alue
Acmin. State:  UP
Oper. Stete: P
Status:  Onling
Profile:  AutoProv l:'zl
| | hd | Prefetred Load:  cfc24_S.0.0tar ‘
| | - | Temporary Load:  Mone ‘ | - |
| | 7 | Alternate Load:  Mone ‘
Runnhing Load:  cfc24_8.0.0tar
Activity Status: HOT STAMDEY

| Dowvnload. .. H Swvap Activity || Recent Commands.. || Close || Help |

|Mnn Jan 30 12:22:05 EST 2006 - Polling of 10.52 33 20 successful

FIGURE 5-102 CFC24 Card Details (Duplex)

TABLE 5-17 CFC24 Card Details

Field/Button

Description

Device The device name and the slot number for the card (2,4 for the iIMAP n400, 8-9, 12-13 for the
iMAP n700 in duplex mode.

Admin. State If UP, the CFC24 is capable of providing service. In Duplex mode both CFCs should be UP.
If DOWN, can Schedule Diags.

Oper. State The CFC24 is providing service. This state is not controllable but depends on the Admin.
State. In Duplex mode both CFCs should be UP.

Status The current state of the card. States can be static or dynamic (transition of state such as Ini-
tializing or Running Tests). In normal operation CFC24 cards should be ONLINE for both
simplex and duplex.

Profile The profile used to provision the card. The only selection is manual, since when a profile for

a card type is set to AutoProv, the card will automatically provision itself wen inserted in that
slot.

Preferred Load

This is the software that will load when the card restarts. In normal operation this should be
the same as the running load, and includes the software that will download to the other cards.
This load will be different during software upgrades.

Temporary Load

This is software that will load the next time the card restarts, and is part of the software
upgrade process, so this is usually empty.

Alternate Load

An alternate load file.

Running Load

The software that is currently on the FLASH of the card. For duplex in normal operation, the
loads should be the same.

Diags. Result

Shows the status and results of diagnostics set by using the Schedule Diags. button. For the
iMAP 9400 and iMAP 9700 in simplex mode, these are run with the card in service. For the
7700 in duplex mode, these are run on the inactive CFC24.
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TABLE 5-17 CFC24 Card Details (Continued)

Field/Button Description

Diags Schedule Whether the Schedule Diags. button has been used to schedule diagnostics on the active
(simplex) or inactive (duplex) CFC24 card.

Modify Activated when the Profile, Preferred Load, or Temporary Load is changed.

Disable Disables the card. Active only when the Admin State is UP. In duplex, this cannot be done to
the Active CFC24 card.

Enable Enables the card. Active only when the Admin State is DOWN.

Restart Reboots the card. The load used will be the Running Load unless the preferred or temporary
load has been specified, such as during an upgrade.

Schedule Diags. Schedules diagnostics. Active only when the Admin state is DOWN, so must Disable first.

Download Brings up the Download Software window. Refer to 5.5.23.

Swap Activity This appears on the ACTIVE CFC24 card only, and, after confirming, swaps activity
between the CFCB6s.

5.5.10 CFC56, CFC100, and CFC200 Card

The iIMAP 9000 series products also support the CFC56 and CFC100 (iMAP 9810) as well as the CFC200 (SBx3112). These
cards have similar attributes as the CFC24 card, explained in 5.5.9.

5.5.11 FE10/FX10 Card
Figure 5-103 and Table 5-18 lists the fields/buttons available for the FE10 card.

5-94 AlliedView NMS Administration Guide (Controlling and Provisioning Network Devices)



FE10/FX10 Card

Card Management

[=Fx10 Card Details -10] x|
Device: 10523036 Shot: 5
General
Current Yalue Plewy Salue
Admin. State:  LIP
Oper. State:  Down
Status: Mot Installed
Profile:  AutoPros -
Preferred Load:  fe10_14.0.1 tar hd
Temporary Load; b
Funning Load:
Dizakble
Dovvnload... Recent Commands. .. Cloze Help
Mon Sep 2014:18:47 EDT 2010 - Polling of 10.52.30.36 successiul.
FIGURE 5-103 FE10/FX10 Card Details

TABLE 5-18 FE10/FX10 Card Details
Field/Button Description
Device The device name and the slot number for the card.
Admin. State If UP, the FE10 is capable of providing service. If DOWN, can Run Diags.
Oper. State The FE10 is providing service. This state is not controllable but depends on the Admin.

State.
Status The current state of the card. States can be static or dynamic (transition of state such as Ini-

tializing or Running Tests).
Profile The template for provisioning data. The default is AutoProv. If the blank pull-down is cho-

sen, there is no profile (manually provisioned).
Preferred Load This is the software that will load when the card restarts. In normal operation this should be

the same as the running load. This is used during software upgrades.
Temporary Load This is software that will load the next time the card restarts, and is part of the software

upgrade process.
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TABLE 5-18 FE10/FX10 Card Details

Field/Button Description

Running Load The software that is currently on the FLASH of the card.

Modify Activated when the Profile is changed.

Disable Disables the card. Active only when the Admin State is UP.

Enable Enables the card. Active only when the Admin State is DOWN.

Restart Reboots the card. For the FE10, there is no software load.

Run Diags Runs diagnostics. Active only when the Admin state is DOWN, so must Disable first.

5.5.12 FX20 Card
The FX10/FX20 Card Details form is similar to the FE10, shown in Figure 5-103.

5.5.13 POTS24 Card

The IMAP POTS24 is a single slot service module that provides 24 analog loopstart line circuits on the iMAP 9000 system.The
POTS24 card supports VoIP using:

= MGCP (Media Gateway Control Protocol)
= Session Initiated Protocol (SIP)

The RTP (Real-Time Protocol, RFC 3550) configuration specifies how the card will exchange bearer packets with the call
agent over the network. Once the IP provisioning is done for the card’s virtual Ethernet interface, the RTP attributes can be pro-
visioned.

Note: The POTS24 must have IP, MGCP/SIP, and RTP protocol attributes provisioned in association with the
card in order to provide service. Therefore, the POTS24 card cannot be completely auto-provisioned to an
in-service state; some manual configuration is required for each card that cannot be specified in the auto-
provisioning profiles. For a full explanation of these attributes, refer to the section on provisioning POTS in
the iIMAP User Guide.

Note: Any modification of RTP parameters requires the card to be disabled

Note: Inrelease 9.0, there are separate software loads for the POTS24 card, one for supporting MGCP and
another for supporting SIP. Therefore, one card can only support one type of protocol or the other.

Figure 5-105 shows the POTS24 Card Create Form which shows the protocol choice, while subsequent figures show the
POTS24 Card Details Form and how they display MGCP or SIP attributes. Note that the IP/RTP subtab of the Protocols tab has
the same values regardless of whether MGCP or SIP is configured.
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Etreate Card ;IEI EI

Dewice: 1052 3036 Slot: 15
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Admin. State: | 4
Preferred Load: | | ¥ |
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MGCP
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FIGURE 5-104 Create POTS 24 Card Form

[3P0T524 Card Details =0l ]
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Admin. State:  LP
Oper. State:  Down
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FIGURE 5-105 Card Management - POTS24 - General Tab
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5.5.13.1 POTS24 Card - General Tab

TABLE 5-19 POTS24 Card Details - General Tab

Field/Button

Description

Device The device name and the slot number for the card.

Admin. State If UP, the POTS24 is capable of providing service. If DOWN, can Run Diags.

Oper. State The POTS24 is providing service. This state is not controllable but depends on the Admin.
State.

Status The current state of the card. States can be static or dynamic (transition of state such as Ini-
tializing or Running Tests).

Profile The template for provisioning data.

Note: The profile is Manually Provisioned. Refer to the above Note.

POTS Protocol

Whether the card is using MGCP or SIP.

Note: If the card is enabled, this pull-down is not available.

Preferred Load

This is the software that will load when the card restarts. In normal operation this should be
the same as the running load, and includes the software that will download to the POTS24
card. This load will be different during software upgrades.

Note: Loads that support SIP have the label POTS24S (versus
POTS24).

Temporary Load

This is software that will load the next time the card restarts, and is part of the software
upgrade process, so this is usually empty.

Running Load

An alternate load file.

Modify Activated when the Profile is changed.

Disable Disables the card. Active only when the Admin State is UP.

Enable Enables the card. Active only when the Admin State is DOWN.

Restart Reboots the card. If there is a Temporary Load, this will be loaded onto the card.

Run Diags Runs diagnostics. Active only when the Admin state is DOWN, so must Disable first.
Download Brings up the Download Software window. Refer to 5.5.23.

5.5.13.2 POTS24 Card - Protocols/IP/RTP Tab

TABLE 5-20 POTS24 Card Details - Protocols Tab for IP/RTP

Field/Button

Description

IP

VLAN vid (2..4094):

Specification of the interface in terms of VLAN id. A logical representation of a port. An

id must be a VID number

IP Address IP address of the interface.

Subnet Mask Subnet mask of the interface.

Gateway Optional gateway address for the interface.

DNS Server Domain name server (DNS) for the card. Use only when the MGCP Call Agent is a DNS

host name.

Domain Name Optional domain name for the interface.
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TABLE 5-20 POTS24 Card Details - Protocols Tab for IP/RTP

Field/Button Description
RTP
DSCP Settings The DSCP (Differentiated Services Code Point, RFC 2474) value for RTP packets trans-

mitted from the POTS24 card.

The default value is 46.

VLAN P bits (0..7) The 802.1p priority bit setting for RTP packets transmitted from the POTS24 card.
The default value is 6.

Modify Activated when a value has been changed. WHen selected, makes the changes to the card.
Clear Entry Fields Clears all changed values
Download Brings up the Download Software window. Refer to 5.5.23.
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5.5.13.3 POTS24 Card - Protocols - MGCP Tab

E3PoTS24 Card Details =lolx|

Device: 10.52.30.37 Slat 17

[ General [ Protocals | Statistics | Graph Stats

IPRTP | MGCP |

Digconnect Threshald (0.1 410,065 408): &
Suspicion Threshold (0.1 410 065 408): 6
Retransmit Delay (1004000 milizeconds): 300

Mz, Retransmit Delay (100..4000 milizeconds): 3000

=
I
=
<
@
=
b

Current Value
Profile  pfthGCP-1
Call Agert: 127.0.0.1:2727

Call Agent Profile Generic

Local UDP Port (1.65535): 2427

DSCP Setting (0.63): 35

DDDDDDDQHQ

WLAN P-bits (0.7 4

| Maociify H Clear Entry Fields ‘

| Dovenlogd.. H Recert Commands... H Close H Help |

FIGURE 5-106 POTS24 Card - ProtocolsyMGCP Tab

TABLE 5-21 POTS24 Card Details - Protocols Tab for MGCP

Field/Button

Description

Profile

The profile that has been applied to the card

Call Agent (or None)

The IP address of the network call agent that the card will communicate with.

Call Agent Profile

Disconnect Threshold

Also known as Max2 in RFC 3435, this is the number of unacknowledged packet retrans-
missions towards the call agent before beginning a disconnect procedure if there are no
other call agent addresses available.

Once this threshold is exceeded, the POTS24 card will be in the FAILED state.

The default value is 7.

Suspicion Threshold

Also known as Max1 in RFC 3435, this is the number of unacknowledged packet retrans-
missions toward the call agent that are allowed before suspecting that the call agent is
unreachable, which triggers the MGCP application running in the POTS24 card to use
alternate addresses for the agent or initiate a new DNS query to verify the call agent
address.

The default value is 5.

Retransmit Delay
(100..4000 ms)

The initial delay before any packet retransmission is done towards the call server.

The default value is 200 milliseconds.
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TABLE 5-21 POTS24 Card Details - Protocols Tab for MGCP (Continued)

Field/Button Description
Max. Retransmit Delay Also known as RTO-MAX in RFC 3435, this is the maximum amount of time to wait for
(200..4000 ms) an acknowledgement from the call agent before retransmitting a packet.
The default value is 4000 milliseconds.
UDP Port Specifies the UDP (User Datagram Protocol) port the MGCP application in the

POTS24 card will use for receiving packets.

The default value is 2427.

DSCP Settings (0..63) The DSCP (Differentiated Services Code Point, RFC 2474) value for MGCP packets trans-
mitted from the POTS24 card

The default value is 34.
VLAN P bits (0..7) The 802.1p priority bit setting for MGCP packets transmitted from the POTS24 card.
The default value is 5.

Modify Activated when a value has been changed. WHen selected, makes the changes to the card.
Clear Entry Fields Clears all changed values
Download Brings up the Download Software window. Refer to 5.5.23.

E3poT824 Card Details _ ol x|

Device: dot35.nms telesyn.corp Slot 7
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Current “alue e Walue
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TCP Port (1. 65535); 5060
UDP Port (1..65535); S0E0

Registrar (Mone or Host:port): Mone

Cuthound Proxy (Mone or Host:port): Mone

User Domain (or Mone): Mone

[T
=
]
]
|
|
|

Registration Timeout (10, 4204967205 sec 360 [ ]
]
]
]
[
[
[]

Unregistration Timeout (0,60 sec): 20
Refer Timeout (100010000 msec): 2000
Diattone Duration (0..60 sec): 30
Call Waiting Reply RIMGING
DSCP Setting (0.63) 34
WLAN P-bits (0,71 5

Call Forwarding Unconditional r Call Forwarding Busy r Call Forwarding Mo Rephy r Call Waiting

Current “alue e Walue
Oh-Prefix: *72
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FIGURE 5-107 POTS24 Card - Protocols/SIP Tab
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TABLE 5-22 POTS24 SIP Attributes - (Defaults are in Bold)

POTS24 Card Attribute

Description

Profile

The Profile that has been applied to the card

Transport The Transport type of the outgoing messages.
When set to UDP Accept TCP, the IP Phone will accept incoming TCP messages.
(TCP)

TCP Port The TCP port on which the Stack listens. (5060)

UDP Port The UDP port on which the Stack listens (5060)

Registrar (Host port)

The Registrar IP address or domain name. If this parameter is not set, Registra-
tion messages will not be sent. NULL

(The number of the Port on which the Registrar listens)

Outbound Proxy (Host
Port)

The IP address of the outbound Proxy. If this parameter is set, all outgoing mes-
sages (including Registration messages) will be sent to this Proxy.

The outboundProxyHostName can be used for setting the IP address or the DNS
name that the call application can parse NULL

(The number of the Port on which the outbound Proxy listens)

User Domain

This domain name will be sent in the From header of outgoing Invite messages

Registration Time-out

The time-out (in seconds) for sending Proxy Re-registration requests 3600

Unregistration Time-out

This parameter is relevant for unregistration requests that are sent as part of the IP
Phone Toolkit shutdown process. The time-out (in seconds) indicates the time
interval to wait for a reply after sending an unregister request before completing
the shutdown process. If the time-out expires before a reply has been received,
the shutdown process will be completed. If a reply is received before the time-out
expires, the IP Phone Toolkit will respond accordingly and then complete the
shutdown process. 20

Refer Time-out

The time-out (in milliseconds) for waiting for Notify after sending Refer, before
disconnecting the call-leg 2000

Dialtone Duration

Duration of Dial Tone signal (in milliseconds) when going off-hook. When the
subscriber goes off-hook and time-out expires, Dial Tone will be stopped and the
connection will disconnect. O indicates an infinite Dial Tone. 3000

Call Waiting Reply

When the incoming call is a Call Waiting call, this parameter indicates which SIP
message will be sent as a reply to the Invite.

DSCP Settings (0..63)

The DSCP (Differentiated Services Code Point, RFC 2474) value for SIP packets transmit-
ted from the POTS24 card. 34

VLAN P bits (0..7)

The 802.1p priority bit setting for SIP packets transmitted from the POTS24 card. 5

Call Forwarding Uncon-
ditional Sub-tab

ON-Prefix
ON-Suffix
OFF-Prefix

After CFW Unconditional has been activated, incoming calls are forwarded inde-
pendently of the status of the endpoint.
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TABLE 5-22 POTS24 SIP Attributes - (Defaults are in Bold) (Continued)

POTS24 Card Attribute

Description

Call Forwarding Busy
Sub-tab

ON-Prefix
ON-Suffix
OFF-Prefix

After CFW Busy has been activated, incoming calls are forwarded only if the
endpoint is busy, i.e., all lines are active.

Call Forwarding Busy
Sub-tab

ON-Prefix
ON-Suffix
OFF-Prefix

After CFW No Reply has been activated, incoming calls are forwarded only if the
endpoint does not answer before a pre-configured time-out.

5.5.13.4 POTS 24 Statistics Tab

TABLE 5-23 POTS24 Card Details - Statistics Tab for MGCP

Field/Button

Description

MGCP Statistics

Statistics supported for the MGCP application running on the POTS24 card are defined in
the ATN SNMP Enterprise MIB.

SentMessages: The total number of messages sent. This includes both commands and
responses.

RcvdMessages: The total number of messages received. This includes both commands and
responses.

LostMessages: The number of command messages for which responses were not received.
CmdsRetransmitted: The number of commands that had to be retransmitted.

RcvdBadVersionMessages: The number of messages received that were discarded due to
the presence of an unsupported MGCP version number in the message.

UnrecognizedMessages: The number of messages received that were discarded because
they were unrecognizable as MGCP messages.

Interface Statistics

These are the statistics from the Interface MIB. Refer to the MAP User Guide.

RMON Statistics

These are the standard Ethernet-based statistics

Name

Defined in the High Capacity RMON MIB (RFC3273 - etherStatsHighCapacity Table)

High Capacity Counts

Name of high capacity counts, for example 63 Octet packets is the total number of packets
(including bad packets) received that were 64 octets in length (excluding framing bits but
including FCS octets).

Overflow

The number of times the associated counter has overflowed. In IMAP MAP 4.1 these
should always be 0.

Reset MGCP Statistics

Resets the MGCP statistics to 0.

Enable RMON Statistics

Activated when the RMON statistics are disabled.

Disable RMON Statis-
tics

Activated when the RMON statistics are enabled.

Reset RMON Statistics

Resets the RMON statistics to 0.

Download

Brings up the Download Software window. Refer to 5.5.23.
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TABLE 5-24 POTS24 Card Details - Statistics Tab for SIP

Field/Button

Description

SIP Statistics

Statistics supported for the SIP application running on the POTS24 card are defined in the
ATN SNMP Enterprise MIB.

Invites Received / Retransmitted: The total number of invite messages received and
retransmitted.

Non-Invites Received / Retransmitted: The total number of non-invite messages sent and
retransmitted.

Responses Received / Retransmitted: The number of responses messages received and
retransmitted.

Invites Sent / Invite Retransmits Sent: The total number of invite messages sent and
retransmitted.

Non-Invites Sent / Non-Invite Retransmits Sent: The total number of non-invite mes-
sages sent and retransmitted.

Responses Sent / Responses Retransmit Sent: The number of responses and retransmit-
ted Responses sent

Interface Statistics

These are the statistics from the Interface MIB. Refer to the iMAP User Guide.

RMON Statistics

These are the standard Ethernet-based statistics

Name

Defined in the High Capacity RMON MIB (RFC3273 - etherStatsHighCapacityTable)

High Capacity Counts

Name of high capacity counts, for example 63 Octet packets is the total number of packets
(including bad packets) received that were 64 octets in length (excluding framing bits but
including FCS octets).

Overflow

The number of times the associated counter has overflowed. These should be 0.

Reset SIP Statistics

Resets the SIP statistics to 0.

Enable RMON Statistics

Activated when the RMON statistics are disabled.

Disable RMON Statis-
tics

Activated when the RMON statistics are enabled.

Reset RMON Statistics

Resets the RMON statistics to 0.

Download

Brings up the Download Software window. Refer to 5.5.23.

5.5.13.5 POTS 24 Graph Stats Tab
This is the standard window that allows the user to display the Interface MGCP/SIP, and RMON statistics.

5.5.14 CESS8 Card

The CES8 card provides “Pass-thru” Circuit Emulation Service for both E1 and DS1 circuits.

Note: The user provisions DS1 or E1 attribute, called the PORTTYPE, at the card level. El and DS1 ports cannot
be provisioned on the same card. Moreover, to modify the PORTTYPE, the user must DISABLE the card.
Changing the PORTTYPE effectively destroys the card and creates a new card with the new port types.
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|= CESS Card Details
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FIGURE 5-108 CES8 Card Details

All the fields for the General tab are the same as for other cards except for the following:

= Port Type - This can be DS1 (the default) or E1. Note that the card must be disabled before the Port Type can be

changed.

= Timing Ref. - The timing reference is where the card will get its clocking reference from. The choices are:

= INTERNAL - The internal oscillator (locked to a timing signal from the active CFC)

= A “self-timed” DS1/E1 port physical interface

= A “self-timed” Pseudo-span (using RTP-based derived, adaptive timing)

The buttons for the CES8 card are similar to other cards, while noting the following:

= Restart - Needed when a different load is being used.

= Run Diags. - Runs a set of diagnostics. The card must be disabled first. If there are failures, there are messages and logs

that can be accessed using the Log Manager.
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FIGURE 5-109 CES8 Card Details- Protocols Tab

The Protocols tab is used to fill in the interface attributes of the DS1 card. The only required fields are the VLAN, IP Address,
and Subnet mask values, and these must have valid entries or a Set Card Failed window appears.

Note: An IP Interface is required before any DS1/E1 ports can be provisioned for CES.

For details on these fields, refer to the iMAP User Guide. For information on how the CES8 card configuration is datafilled by
the NMS, refer to 6.16.

5.5.15 NTES8 Card

The NTES8 card is a card release in 7.0, and can be contrasted with the CES8; while the CES8 extends the DS1/E1 network over
ethernet facilities, the NTE extends the ethernet network over DS1/E1 facilities.

Note: The user provisions DS1 or E1 attribute, called the PORTTYPE, at the card level. In release 5.0, El and
DS1 ports cannot be provisioned on the same card. Moreover, to modify the PORTTYPE, the user must
DISABLE the card. Changing the PORTTYPE effectively destroys the card and creates a new card with the
new port types.

All the fields for the General tab are the same as for other cards except for the following:
= Port Type - This can be DS1 (the default) or E1. Note that the card must be disabled before the Port Type can be changed.
= Timing Ref. - The timing reference is where the card will get its clocking reference from. The choices are:
= INTERNAL - The internal oscillator (locked to a timing signal from the active CFC)
= A “self-timed” DS1/E1 port physical interface
The buttons for the NTES card are similar to other cards, while noting the following:

= Restart - Needed when a different load is being used.

= Run Diags. - Runs a set of diagnostics. The card must be disabled first. If there are failures, there are messages and logs
that can be accessed using the Log Manager.
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5.5.16 ADSL24A, ADSL24B, and ADSL24E Card

The ADSL24A can be deployed for Annex-A and Annex-B. The ADSL24AE card is available in iMAP release 14.0. Refer
to the iIMAP Component Specification for details on the card, and the Allied Telesis Feature Guide for details on provision-
ing. Otherwise the provisioning GUIs are similar.

5.5.17 PAC24A Card

The PAC24A card has the functionality of the ADSL24A card and the POTS24 card onto one card. (For the POTS function,
splitters are included.) However, from the provisioning viewpoint, these are still treated as separate cards and so the provi-
sioning GUIs do not change.

Note: The one are where provisioning is combined on the two cards is when the card is provisioned on the
Customer Triple Play form; if the user configures the ADSL part, the POTS part is automatically filled in
where applicable. Refer to 6.15.2.

5.5.18 EPON2 Card
The AlliedView NMS can be used to configure the Gigabit Ethernet EPON2 card and its connected iMG646 ONU.

Note: Refer to Section 7 for details on this type of iIMG and how it contains the ONU. Refer to Section 6 about
the ONU-to-iIMAP EPON interface and how QoS policies (called Service Level Agreements or SLAS) are
set in both the transmit and receive direction.

Each EPON2 card has 2 epon interfaces (epon:s.0 and epon:s.1, where s is the card slot number), that can connect with up to
32 ONUs, for a total of 64 ONUs per card. The ONU interfaces are identified as onu:<slot>.<port>.<onuld>, and are thought
of as residing on the iMAP, even though they are physically on the ONU device.

Note: Refer to Section 5.2 on how ONUSs are displayed in the Chassis View and 5.6.24 for how provisioning the
ONU is incorporated into EPON2 provisioning.

Provisioning an EPONZ2 card is similar to provisioning other cards. Select a 9000 iMAP device, and bring up the Card Man-
agement window. Select an unprovisioned card slot and click on Create.

5.5.19 VDSL24 Card

Very high data rate digital subscriber line (VDSL) is a next-generation of high-speed DSL technology that allows faster data
rates than the iIMAP 9000 ADSL SMs.

The two cards that support VSDL are the VDSL24-A and VDSL24-B, with the following attributes:

= The cards have the same software load but support ADSL annex A and annex B by card type.
= FEach port can operate in VDSL mode or ADSL annex-A/annex-B mode.

5.5.20 ADSL48A/B Card

The ADSL is a double-width card and so there are restrictions on where it can be installed (refer to the iIMAP Component
specification for details). The form for creating the card is standard, and when the card is created the Card Management table
shows which two slots the card occupies.

5.5.21 Viewing Card Details for the iMAP 9100

The card details form is the same as for other iMAP devices with the following exceptions:

The CFC12 card is always in simplex mode and therefore cannot be enabled, disabled, or destroyed, unless the user wishes
to drop service, usually during an upgrade.

Note: For more information on provisioning the iIMAP 9100, refer to the IMAP User Guide.
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5.5.22 GE24POE

The GE24POE card is unique to the SBx3112, and can be loaded in any slot in the SBx3112 chassis except for the CFC200
slots. Refer to 5.5.25.

5.5.23 Controlling Card Software (Download and Restart)

The Card Details window includes a Download button that brings up the Download software window. This window displays
the current files (and their size) on the FLASH of the card, the available space, and the available loads. Figure 5-110 shows this
window and Table 5-25 shows the fields/options available.

|= pownload Software -0 x|
Device Mame: 10.52.30.36
Available Loads
File Mame =% Size (KB
adsl_im.conf 53 ||
hackupsettings_default.conf = =
ether_new_im.conf = T
ether_nesw_swe_im.conf 3
ether_old_im.conf =
iMGE::d_im.conf 53 - |
I
Files on Device
File Mame =¥ Size (KB
adzl24a_14 0.0 tar 2577 ||
adzl2da_14 0.1 tar 2577
adzldga_14 0.0 tar 22549
adzldga_14 .01 tar 2255
cesd_14.0.1 tar 2136 =
cfoab_14.0.0tar 13375
cfcab_14.0.1 tar 13391
fel0_14.0.0 ar 3636
fel0_14.0.1 tar 3635 |
fx20_14.0.0tar 2299
fx20_14.0.1 tar 2300
ged_14.0.0tar 2345
ges_14.0.1 tar 2345
rited_14.0.0tar 2116
rted_14.0.1 tar 2116 =
Available Space: 17680 KE
Delete Device File Dowynload Recert Commands... Close Helgp
|Tue Aug 31 16:31:26 EDT 2010 - Polling of 10.52.30.36 successiul, |

FIGURE 5-110 Download Software Window

Caution: For the devices that will receive downloads, do not set their telnet idle session time-out to any
value less than 6 minutes. This minimum is needed to ensure the NMS is aware the download is
complete and can proceed with any further steps.

5-108  AlliedView NMS Administration Guide (Controlling and Provisioning Network Devices)



Overview of Provisioning Data, Profiles, and Card States Card Management

TABLE 5-25 Download Software Window Fields/Buttons

Field/Button

Description

Available Loads

This panel lists the loads available and their size. Selecting a load activates the Download
button to allow a file to be downloaded. Once a file is downloaded, the user returns to the
Card Details window and presses the Restart button to reboot the card and make the down-
loaded file the current load.

Note: Before downloading a file, ensure there is enough space on the
card to accept the new load. Otherwise an error message will
appear. Also, the user must have the Preferred Load or (usually for
upgrade) Temporary load set on the card to make the card load with
the desired load file.

Controlling files requires a knowledge of how software loads are controlled on the CFC and
Service Module (SM) cards. In most cases the SM loads are on the CFC cards, and when the
CFC restarts the SM loads are downloaded to the SM cards. Refer to the iMAP Series User
Guide for more details.

Note: The NMS cannot distinguish annex A from annex B for ADSL24
cards (It can distinguish between them for ADSL16 however and it
doesn't need to for other card types). Users need to know which
annex their cards are. (Files have to be downloaded before they will
appear in the preferred load and temporary load picklists.) The
annex a file is adsl24_*.tar and the annex b file is adsl24xb_*.tar.

Files on Device

This panel lists the files currently on the device and their size. Below this list is the space still
available in FLASH memory. Clicking on a file activates the Delete Device File button and,
after a confirmation, deletes the file from the FLASH memory.

Delete Device File

This deletes a file that has been highlighted in the Files on Device panel.

Deleting a file from FLASH requires knowledge of the status of files (Preferred, Temporary),
and must be coordinated with the Details window to ensure the correct load is used when the
card restarts.

Download

This downloads a file that has been highlighted in the Available Loads panel.

5.5.24 Overview of Provisioning Data, Profiles, and Card States

Provisioning of cards/ports means to add, modify or delete the card and port information stored on the iMAP devices and to

add or remove the physical cards. Provisioning these cards involves the following:

= Provisioning Data - The provisioning data itself consists of:

= States - These determine whether the card or port can be placed in service and if so whether it can process data.

= Attributes - These are the characteristics of the card or port, usually to optimize the processing of data.

= Persistence - This is the ability of the provisioning data to survive changes such as a reboot of the shelf or the removal of

a card.

= Pre-provisioning - The user has the option of creating a card and having it in the database prior to inserting the card.

Controlling these is done through the use of profiles, operational states, and provisioning modes.

In Manual Provisioning Mode, provisioning data must be explicitly created and modified. The data is persistent over

reboots and restarts of the device and the removal of the card.

It is important to note that insertion of a card when in the Manual Provisioning Mode does not create/provision the card in

the database; this must be done using the Create Card button.
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In Automatic Provisioning Mode, when hardware is discovered in a slot where there is no prior provisioning, the cards and
ports are automatically provisioned. This discovery occurs when:

* The card is inserted into a slot
= The card is already inserted and the device reboots
= The system mode is changed from manual to automatic

Note: The default mode for the iIMAP devices is Automatic Provisioning Mode, and the mode can be changed
through the Card Details screen.

A profile is a template that contains the provisioning data. There is one only one profile, called AUTOPROV (for Auto-provi-
sioning), which contains at first the factory defaults, but any or all attributes can be changed. This is the profile used for the
Auto Provisioning Mode.

When the system is first initialized, the system’s PROVMODE is set to AUTO. Profiles can then be created, viewed, and set.
Note: Modification of a profile does not change the attributes of a card/port that has already been provisioned.

Administrative and Operational States determine whether the card or port is available for service and if so whether service is
being provided;

= The Administrative State is controlled by the user and can be set to either UP (available for service) or DOWN (Not avail-
able for service). Control of this state is through the Create Card window.

= The Operational State is either UP (providing service) or DOWN (not providing service). This state is not user controlla-
ble but does depend on the Administrative State:

= |f the Administrative State of a card is UP, the Operational State will be UP if the card/port can provide service.
= |f the Administrative State is DOWN, the Operational State will always be DOWN.

Note: The one exception to these rules is the FC7 and FM7, which are always in an operational state of UP.

5.5.25 Power Over Ethernet (POE) Management on SBx3112

To monitor the actual power usage of the POE cards on the SBx3112, there is a menu item in the physical device pull-down, as
shown in the following figure.

|
58
B view Chassis

Wi0ss Wiewy Device Log
Provizion b
Metwork Services »
AlarmaEvents ¥
Performance

Wiewy Config Comparizon
Dizcover Attached iMGRGs —
E===== [njsplay Switch FOE =

Povver Ower Bthernet Management

FIGURE 5-111 SBx3112 Pull-down for POE Management

This will launch a separate NMS window that will show the overall power settings for the shelf. This window will show each
POE card and how much power is allocated to it, requested by it, and the actual usage. In this way the customer can manage the
power distribution across the cards. Refer to the following figure.
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-0l
Device Shelf Power Status
Current [y
Total 12000
Mame 10523044
Requested GOV
IP 10423044
Available 11 400
Type  SBxaNZ
|Jzane A0V
Threshaold (1.990% 77 %
Card Power Status
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] SO0 o o 0.0 570
7 o o o 0.0% 0.0%
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Shovwy Ports Data ‘ ‘ Hide Ports Data | | fodify ‘ ‘ Recent Commands... ‘ ‘ Cloze ‘ ‘ Help ‘
FIGURE 5-112 Power Over Ethernet Management Form - Cards
Note: The Shelf Threshold for the shelf can only be set from Power Over Ethernet Management Form.

By selecting one/multiple cards and selecting Show Ports Data, the user can display all of the port -specific information for
the card(s) that are selected. This will show the customer the way in which power is distributed among the ports. Refer to the
following figure.

I%Power Over Ethernet Management 1ol =l
Device Shelf Power Status
Current =
Tatal 12000
Mame 10.52.30.44
Requested B
P 10.52.30.44
Available 11 400
Type SBx311Z2
Uzage A0
Threshold (1..991% 77% ’7
Card Power Status
Card Slot Allocated Reqguested Actual hdin v oltage hdae oltage
1 oy oy oy 0.0% 0.0%
3 SO (A oy a0.0% a7 0N
7 (A (A oy 0.0% 0.0%
11 SO0 GO =1 S0.0% 570N
Port Power
Status | Statistics
Interface POE State Priority Lim. Powver Status Class Actual
1.0 Enabiledd Loy CLASS (s I —
1.1 Enabiledd Loy CLASS (s i 1
1.2 Enabiledd Loy CLASS (s 0
1.3 Enabiledd Loy CLASS (s B
1.4 Enabiledd Loy CLASS (s
1.5 Enabiledd Loy CLASS (s
16 Enabiledd Loy CLASS (s
1.7 Enabiledd Loy CLASS (s =
Showe Ports Data | | Hide Parts Data | | Moty | | Recent Commands... | | Cloze | | Help |

FIGURE 5-113 Power Over Ethernet Management Form - Ports

5.5.26 XE Cards (XE1 and XE4)

The XEL1 card provides a 10GE links between 10G products, while the XE4 card, unique to the SBx3112, provides four of
these ports. Both have only a general tab and allow for Enable, Disable, Restart, and Run Diags. Note that since this card
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provides a high-bandwidth interface usually involving connections to upstream devices, care should be taken before disabling
this cardtype.
5.5.27 GE24 Cards (GE24SFP, GE24POE, GE24RJ, GE24BX)

At the card level, all of the Card Details Forms have similar functions, with the GE24SFP, GE24POE, and GE24RJ for the
SBx3112 and the GE24BX for the iIMAP. Refer to product documentation for details.

Note: The GE24POE provides the Power over Ethernet service and is described in 5.5.25. The GE24RJ is the
same as the GE24POE but does not provide POE service

5.6 Port Management (iIMAP Devices)

5.6.1 Overview

This application for the iMAP devices allows the user to view, in a table format, the configuration of the device and then provi-
sion/configure its ports. Moreover, this table is updated real-time as changes occur to the ports.

Note: Controlling the port configuration involves understanding how provisioning data works in the iMAP devices,
S0 an overview of provisioning data is given in 5.5.24.

Note: Throughout this Section, the Port Management Forms have the following common buttons:

= Recent Commands... - This brings up the Recent Commands window, a listing of the CLI commands and responses for the
previous operation in the Port Management application. The user has the option to copy this to a Clipboard and then paste it
into another file for record keeping.

= Close - This closes the Application.
= Help - This brings up the context-sensitive help file.

For complete information about port management and statistics, refer to the iMAP User Guide.

5.6.2 Accessing the Port Management Application

To access the Port Management application, right-click the device, and then select Provision -> Port Management. (You can
also select the device. Operations appears on the main menu and the pull-down menus are the same, so choose Provision ->
Port Management).

Figure 5-114 shows the Port Management window for a iIMAP 9700. Table 5-26 describes the buttons and fields that are dis-
played.

Note: Provisioning ports can involve defining the attributes of a single port or more than one port. With the CES8
and NTES8 card, two ports are provisioned on the same form when configuring the two endpoints of a DS1/
E1 connection. Provisioning dual DS1/E1 ports is explained in more detail in 6.16 and 6.17. Also, the Triple
Play form can involve different port types. Refer to the next Note.

Note: Although many types of ports can be provisioned, they are all done through the two forms that define the
services for a port, the Provision New Triple Play Customer Form, and the Provision New DS1/E1 Port
Form, which can apply to the CES8 or the NTES8. This section explains these form and their fields; for an
overview of the panels and fields that are used for various services, refer to 6.15.

Note: For the ADSL48A card, the port numbers go from 0 to 47, and the card number remains at the lower slot
number for ports 24 to 47.

Note: In the Port Management window, an AtmBond shows up as type “ATMBOND”. The bonded port does not
appear in this window.

Note: Inthe EE version, provisioning of customer ports is not allowed. Refer to 6.10.17.
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Port Management (iMAP Devices)
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FIGURE 5-114 Port Management Form (here for iMAP 9700)

TABLE 5-26 Port Management Application Window

Field/Button

Description

Device Name The Name given to the device in the Managed Objects property table
Port The slot.port in the IMAP device
Port Type Allowed port types are ADSL, SHDSL, Ether-like, POTS, DS1, E1, VDSL, and ATMBOND
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TABLE 5-26 Port Management Application Window (Continued)

Field/Button Description

Customer 1D An ID that can be given to uniquely identify the port. In most cases, the subscriber’s telephone
number is used. For rules on DS1/E1 customer IDs, refer to 6.16.

Note: A customer ID should be a unique string and should apply to one
customer line; creating multiple customers with the same Customer
ID can make provisioning Triple Play confusing and may create
additional (excessive) tabs on the GUI forms.

Note: Also, do not use the * character in the Customer ID, since it will not be
properly handled during any task involving a search.

Status The status of the port that follows form the boolean AND of the Administrative State and Oper-
ational State (only if both are UP is the Status UP)

Provision New Cus- Enabled after a port with no Customer ID is selected, it invokes the Provision Port form. Refer

tomer/Port to the Note below.
De-Provision Cus- Deletes the Customer ID and sets the Administrative State to DOWN. The status becomes
tomer/Port OFFLINE. This operation also sets the port back to the AutoProv settings, removes any classifi-

ers on the port, removes VCs 1-3 from the port, and sets the VLAN back to Untagged:1 Tagged
None. Refer to the Note below.

View/Modify Enabled when a port is selected, it invokes the Port Management Details form. Refer to the
Details Note below.

Note: There are three versions of the Port Management window and Port Management Details form.
1. View Only

= The Port Management window excludes the Provision and De-Provision buttons.

= The Port Management Details form excludes the fields/buttons that allow values or states to be changed.
2. Provision - The same as View Only, but includes the Provision and De-Provision buttons.
3. Setting - The same as Provision, but includes the fields/buttons that allow values or states to be changed.

Control of these versions is though the NMS Security Manager settings. Refer to Section 4.
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5.6.3 Provision New Customer/Port (Triple Play Form) - with Preferences

5.6.3.1 Overview

Selecting a non-provisioned port that is not an xDSL/CES8/NTE8/EPON port and then clicking Provision New Customer/
Port invokes the Provision New Triple Play Customer form, as shown in Figure 5-115. This form includes the most important
attributes for the port to ensure quality subscriber service. Table 5-27 lists these attributes.

E3provision New Triple Play Customer : =10
Deszcription (Customer 1D ‘ Display Preferences
Customer Info

iMG/RG General Configuration

IMGRG General Profile: |:|z| MGRG MAC Address: ‘ |

Video/Data Configuration
Access Davice'| | hd | Slat Pnrt" |V ‘ |V ‘ Part Prmile'| |V |
VYoice Configuration z _(ol x|
POTS:  Access Device: | |V | Slat Part: | | - | POTS Port Profile: |:|z| [_] Additional Customer Info Panel
- .
Genhand Configuration for CPE. Gateway: Call Aent I:IZI LB 8 TS T (P
Data Port Configuration Panel
[} Bonded ADSL Ports |
| —
[]IP Filtering Panel
] STB MAC Address Locking Panel ol
POTS Port Configuration Panel
Schedule gD Additional POTS Port when Bonded |
J
1 | Genband Configuration for 3rd Party CPE Panel
® Now (O Hold () Schedule:  |Jan 15, 2008 | F I[38 ]~ [[nm | M J ry
| Moty | | Reszet to Defaults ‘ | Cancel ‘

| Recent Commands.. H Close || Help ‘

FIGURE 5-115 Provision New Triple Play Customer Form - Includes Display Preferences Panel
5.6.3.2 Field Descriptions

TABLE 5-27 Provision Port for Triple Play Customer Form

Panel Field/Button Description

Display Preferences | Brings up the Panel that hastic | Allows the user to choose which panels are allowed to dis-
boxes for which Triple Play play. By default, the most common panels are allowed to
panels can be displayed inthe | appear.

Triple Play Form

Top of Form Description (Customer ID) A way to identify the customer. The name should be descrip-
tive so it can be easily recognized, especially on the Ports
table in Network Inventory. The name should be unique to
differentiate it from other customers, but in some configura-
tions the name can apply to more than one port, such as DS1/
E1 ports for CES. Refer to 6.16.

Add Customer Info. To include more details about the customer, an additional text
field appears.
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Provision New Customer/Port (Triple Play Form) - with Pref-

TABLE 5-27 Provision Port for Triple Play Customer Form

Panel Field/Button Description
RG General Config- | RG General Profile A pull-down with the pre-defined general profiles for the RG.
uration When provisioning the RG the user should have already
defined all the RG profile types. Refer to 7.4.2.
RG MAC Address The MAC address that uniquely identifies the RG device.
Video/Data Configu- | Access Device A drop-down list of all the iIMAP Devices that have ports that
ration can support some (or all) aspects of triple play

Slot.Port Once the Access Device is chosen, the available ports are on
that device are listed in the drop-down list. When a port is
chosen the port type appears next to the port in parentheses.

Port Profile Once the port (and therefore port type) is chosen, the avail-

able profiles for that port type appear in the drop-down list.
When the port is provisioned, it will inherit the attributes of
that profile.

Note: If the profile includes a VLAN, the VLAN
fields are greyed out.
Note: If IGMP snooping is set to OFF in the

profile, MAC lookup cannot be done, so
the STB fields are greyed out.

VLAN Settings

The VLANS to be associated with the port. The Untagged
VLAN is the default VLAN (packets with no VLAN tag are
given this number VLAN). The port may contain more than
one untagged VLAN, with each VLAN number separated by
a comma.

IP Filtering (Allowed Ranges)

Incoming data to the ports (the ingress ports) can be
filtered by IP address or a range of IP addresses. Refer
to the iMAP User Guide.

Allowed STB MAC Addrs.

STBs are configured with unicast MAC addresses; when
associating an STB with a port number, take care in data fill-
ing the correct MAC address. Unicast MAC addresses have a
0 in the last bit of the first address group, so valid numbers
are 00, 02, 04, 06, 08, 0A, 0C, and OE. Refer to the Allied
iMAP User Guide.

Voice Configuration

POTS:

The attributes that support iMAP Devices that have ports that
can support the POTS aspect of triple play. Specific attributes
are controlled by the POTS Port Profile selected.

Derived Voice

The attributes for Voice over IP provided by iMG/RGs. Spe-
cific attributes are controlled by the Derived Voice Service
Profile (RG Voice profile) selected. If the profile specifies
GenBand MGCP, then attributes are provided to directly con-
figure the GenBand voice gateway.

Note: For GenBand, the NMS does not support

TR-008.

Bottom of Form

Provision The ability of the port to provide service. The Administrative
State must be up and then the system determines if the port
can provide service.

Close Cancels the provisioning of the port.
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5.6.3.3 Guided Input

As shown in Figure 5-115, fields that require datafill are highlighted to help the user fill out the applicable fields. The high-
lighted fields work as follows:

= Fields that require datafill are highlighted.
= When more than one field is highlighted, at least one of these fields require datafill.

= After one field is filled in, any fields that still require input are highlighted. Also, other fields may be enabled (high-
lighted) or disabled.

= [finvalid data is input into a highlighted field, the field remains highlighted.

The figure also shows the Preferences Panel, allowing the user to control which panels are allowed to appear, so that certain
fields that are never/rarely used do not appear.

Preferences work as follows:

= Preferences are persistent (over restarts of the client).
= Preferences are on a per-client basis.

Finally, note that the size of the form is persistent.

5.6.3.4 Guided Input for ADSL G.Bond

Provisioning is done through the Triple Play provisioning GUIs, and launching them is unchanged. However when an
ADSL port is selected that is on a card that supports bonding, the GUI is changed as follows:
= ADSL-BOND type profiles are included in the Port Profile selector in addition to the regular ADSL profiles.

= Following the Slot.Port (the Primary Port) field is a new selector field, Bond To. It is populated with the other unas-
signed ports on the same card as the primary port. If the primary port is already the primary port of an AtmBond, the cur-
rent bonded port is displayed; otherwise it is blank

= Selecting a Blank profile entry enables the Bonded Port field, but makes it not required.
= Selecting an ADSL-BOND profile will make the Bond Port field a required entry.

= Selecting a port in the Bonded Port selector will limit the Port Profile selector to only ADSL-BOND type profiles (plus
the Blank entry), and will display a second POTS line in the Voice Configuration panel.

= Selecting a blank bonded port removes any extra POTS line fields that are visible.

Refer to the following figure.
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EProvision New Triple Play Customer 10l =|
Description (Customer [0 || | Dizplay Preferences
IMG/RG General Configuration
IMGIRG General Profile: I:E IMGIRG MAC Address: | |
Video/Data Configuration
Accezz Device: [10.52.30.34 = SlD‘t.PDI"tZ(ADSL) Biond Tao: I:E Port Profile:l:lﬂ
SWLAN Seftings: % Urtagoed YLAM: |1 Tagoed YLAME): | |
Voice Configuration
POTS:  &ccess Device: |1l].52.3l].34 |v | Slot. Port: | |V| POTS Port Profile: I:E
Schedule
@ tow O Hold O Sohedule: [Jul9,2008 |~ [[+ [~ |[o1]~|[pm ]~ ]
Provizion | | Recent Commands... | | Cloze | | Help |

FIGURE 5-116 Triple Play for ADSL Bonded Ports

The display of these fields is controlled by new Preference entries, Bonded ADSL Ports, and Additional POTS Port when

Bonded. Selecting a Blank profile entry enables the Bonded Port field, but makes it not required. Selecting a blank bonded port
removes any extra POTS line fields that are visible. Refer to the following figure.

i

[ | additional Customer Info Panel
iMGRG Configuration Panel

Data Port Configuration Panel

[EI Bonded ADSL Ports |
[_]IP Filtering Panel

Meaw
[ ] STB MAC Address Locking Panel
Freference
POTS Port Configuration Panel Valiias

l|:| Additional POTS Port when Bonded

[ | Genband Configuration for 3rd Party CPE Panel

ity Reset to Defaults Cancel

FIGURE 5-117 Preferences for Triple Play Form
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5.6.4 Provision New Customer Port for Ethernet

For an ethernet port, a form allows the user to provision a Customer 1D and apply a profile so that the port can be placed in

service. Refer to the following figure.

= Provision New Triple Play Customer

=loix|

Description (Customer 100 | | Cizplay Preferences
Video/Data Configuration
Aocess Device: |10.52.30.36 Slat Part: (F)() Part Profile: I:E
LA Settings: Uritagoed WYLAN: [1 Tagged VLANE): | |
Voice Configuration
Schedule
@now Ohod O schesuie: [Aug 31,2010 |~ |[s |~ |{o3 [~ |lpm ][~ ]
Provizion | | Recent Commands... | | Cloze | | Help |

FIGURE 5-118 Provision New Ether-Like Port

5.6.5 Provision New Customer/Port for ADSL

Selecting a non-provisioned ADSL port brings up the Triple Play Form that already includes the Access Device and selected

port. The form is filled out for services as described in 5.6.3 and Section 7.
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Provision New Customer/Port for CES8 (DS1/E1 Form)

5.6.6 Provision New Customer/Port for CES8 (DS1/E1 Form)

Selecting a non-provisioned port that is a DS1/E1 port and then clicking Provision New Customer/Port invokes the Provision
New DS1/E1 Customer form, as shown in Figure 5-119. This form includes the most important attributes for the port to ensure quality sub-

scriber service. Table 5-28 lists these attributes.

Note: To provision CES efficiently, use this Provisioning Dialog; this will prevent errors that can occur when
changing certain attributes on the DS1 Port Management form.

= Provision New CES-DS1 Port

=100 x|

Description [Customer 100: | |

Port Configuration

Do |1I].52.3I].3ﬁ

‘ - ‘ Slot Part ‘20.0

| b ‘ Part Profile: ‘

PSPAN Configuration

Timing Reference: ‘SELF

IP Interface: RTF:

UIDP Port (43152, 65535} 50000 |

Peer IP Address: | |

Peer UDF Port (49152, 655357 | |

Peer Port Configuration (optional)

Device:

‘ - ‘ Slot Part: ‘

Schedule

@ powe O Hold O Schedule: I: I: I:

| - ‘ Port Profile:
Timing Reference:

| Recent Commands... H Cloze || Hedlg |

TABLE 5-28 Provision Port for DS1/E1Form

FIGURE 5-119 Provision New DS1 Port Form

Panel

Field/Button

Description

Top of Form

Description (Customer ID)

A way to identify the customer. The name should be descriptive
so it can be easily recognized, especially on the Ports table in
Network Inventory. The name should be unique to differentiate
it from other customers, but in some configurations the name

can apply to more than one port, such as DS1/E1 ports for CES.
Refer to 6.16.
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TABLE 5-28 Provision Port for DS1/E1Form

Panel Field/Button Description
Port Configura- | Device A drop-down of all the devices that have CES8 cards config-
tion ured as DS1 ports (or, if the port is an E1, all the devices that
have CES8 cards configured as E1 ports).
Ports A drop-down of the ports (card.slot) in the selected device that
are DS1 or E1, depending on the port type being configured.
Port Profile The available profiles for the port type (DS1 or E1) appear in

the drop-down list. When the port is provisioned, it will inherit
the attributes of that profile.

Timing Reference

Where the port will get its clocking reference from. The choices
are:

- SELF - Itself
- CONNECTION -The interface to which it is connected.
Note that when this is chosen, the PSPAN automatically

has its RTP set to ON, since a PSPAN must be using RTP
protocol to be used as a timing reference.

- CARD - The “card-level” timing reference (See 5.5.14)

PSPAN Config-
uration

IP Interface The IP interface that has been configured on the card.

RTP: Whether RTP timing will be On or OFF. Refer tot he Timing
Reference field above.

UDP port The UDP port of the near end interface, the local receive ID.

Must be unique within an IP address on a card.

Peer IP Address

The peer IP address of the IP interface the PSPAN is built on.

Note: If the Peer Port is configured, this field is
greyed out.

Peer UDP Port

Must match the peer’s UDPPORT attribute

Note: If the Peer Port is configured, this value is
automatically given to the peer port.

Peer Port Con-
figuration
(optional)

Device

The device that contains the peer DS1/E1 port.

Port

A drop-down of the ports (card.slot) in the selected device that
are DS1 or E1, depending on the port type being configured

Note: A peer port can be on a different device or
the same device as the port, but cannot be
on the same card.

Port Profile

The available profiles for the port type (DS1 or E1) appear in
the drop-down list. When the port is provisioned, it will inherit
the attributes of that profile.

Timing Reference

Where the port will get its clocking reference from. The choices
are the same as for the port.

Bottom of Form

Provision

Enabled only after the minimum number of correct fields have
been data filled, and these fields have been data filled with valid
values.
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5.6.7 Provision New Customer/Port for NTE8 (DS1/E1 Form)

Selecting a non-provisioned port that is a DS1/E1 port and then clicking Provision New Customer/Port invokes the Provision
New NTE-DS1 Port form, as shown in Figure 5-119. This form includes the most important attributes for the port to ensure quality sub-
scriber service. Table 5-29 lists these attributes.

Note: To provision the NTES efficiently, use this Provisioning Dialog; this will prevent errors that can occur when
changing certain attributes on the DS1 Port Management form.

=101

Dezcrigtion (Custamer D) |

Port Configuration

Device: St Port: Fart Profile: I:E
MLPPP Instance: |NIJN'E |V| Timing Reference: | SELF =

PPP Configuration
PPP Parameters MLPPP Parameters
Restart Interval |3 ST Segment Size: octets
M Configure: |10 attempts Delay Tolerance: ms
iz Terminate: |2 sttempts Sequence Mumber Bits: |: hits
Mz Failure: |5 sttemipts
Echa Interval: |1 SEC VLAH Parameters
Untagged Yian: |1 ¥ WD
Tagoed Wians: |MOMNE ¥  viDs

Peer Port Configuration (optional)

MLPPP Instance: |NDH‘E |V| Timing Reterance:

Schedule

) powe 0 Hold O Schedule: I: |: I:

| Recert Commands... || Cloze || Help |

FIGURE 5-120 Provision New NTE-DS1 Port Form

TABLE 5-29 Provision Port for NTE8-DS1/E1Form

Panel Field/Button Description

Top of Form Description (Customer ID) A way to identify the customer. The name should be descriptive
so it can be easily recognized, especially on the Ports table in
Network Inventory. The name should be unique to differentiate
it from other customers, but in some configurations the name
can apply to more than one port, such as DS1/E1 ports for
NTES. Refer to 6.17.

PPP Configura- | Device A drop-down of all the devices that have NTES8 cards config-
tion ured as DS1 ports (or, if the port is an E1, all the devices that
have NTES8 cards configured as E1 ports).

Slot.Port A drop-down of the ports (card.slot) in the selected device that
are DS1 or E1, depending on the port type being configured.
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TABLE 5-29 Provision Port for NTE8-DS1/E1Form

Panel Field/Button Description

Port Profile The available profiles for the port type (DS1 or E1) appear in
the drop-down list. When the port is provisioned, it will inherit
the attributes of that profile.

Note:

MLPPP Instance The MLPPP that the DS1/E1 will be associated with. When
more than one DS1/E1 is bundled together, each DS1/E1 is
associated with a PPP, and the PPPs are all associated with one
MLPPP. The pull-down has three attributes:

- The numbering of the MLPPP begins with the slot and an id
number starting at 8.

- The membership includes the members of the MLPPP and
shows Empty if there are no PPPs associated with the MLPPP.

- The provisioning status shows whether the MLPPP with this
id has already been created. If it has, it shows EXISTS. If not, it
shows NEW.

If there is only one DS1/EL1 to be part of the connection (and
therefore only one PPP), there is no MLPPP instance and so
NONE should be chosen.

The user can still create an MLPPP
instance with only one PPP if desired.

are:

Timing Reference Where the port will get its clocking reference from. The choices

- SELF - Itself
- CARD - The “card-level” timing reference (See 5.5.15)

PPP Configura- | PPP Parameters The parameters for the associated PPP. The default values are
tion displayed.

MLPPP Parameters The MLPPP parameters.

If NONE has been selected for the MLPPP Instance, these
fields are blank.

If an MLPPP instance is selected, and then a peer port is
selected, the MLPPP Instance field in the Peer Port Configura-
tion panel is activated.

VLAN Parameters

Peer Port Con- Device The device that contains the peer DS1/E1 port.
figuration
(optional)
Port A drop-down of the ports (card.slot) in the selected device that

are DS1 or E1, depending on the port type being configured

Note: A peer port can be on a different device or
the same device as the port, but cannot be
on the same card.

Port Profile The available profiles for the port type (DS1 or E1) appear in

the drop-down list. When the port is provisioned, it will inherit
the attributes of that profile.

with.

MLPPP Instance The MLPPP instance that the peer DS1/E1 port is associated
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TABLE 5-29 Provision Port for NTE8-DS1/E1Form

Panel Field/Button Description
Timing Reference Where the port will get its clocking reference from.
Bottom of Form | Provision Enabled only after the minimum number of correct fields have
been data filled, and these fields have been data filled with valid
values.

5.6.8 Provision New Customer / Port for SHDSL16/24

The following figure shows the Triple Play Customer Form for a SHDSL 24 port. Note that you can only choose odd-numbered
port for first port if doing bonded.

EProvision New Triple Play Customer : 10l =|
Description (Customer [0 | | Add Customer Ihfo

IMG/RG General Configuration

IMGIRG General Profile: I:E IMGIRG MAC Address: |

Video/Data Configuration
Acceszs Device:|1l].52.68.54 | - | Slot.Port|2.l] | - }:SHDSL) Eiond To: | w | Fort Profile:l:lﬂ
WLAN Seftings: Untegged WVLAM[1 | Tagged VLA
Allowved IP Addr. Ranges: IP &ccdrf# Bit= (2. 192,41 .0/24) 2
Range #1: | | Range #2: | | Range #3: | |
Range #4: | | Range #5: | | Range #6: | |
Yideo Service Config:
Alloweed STE MAC Addrs:
STB#1:| |V|STB#2:| p |V|STB#3:| |V|
STB#4:| |V|STB#5:| |V|STB#B:| |V|

Voice Configuration

POTS:  &ccess Device: |1l].52.68.54 |v | Slot Port: | |V| POTS Port Profile: I:E
POTS Call Agent: Line Profile: I:E Interface Group: | |v | CRY: | |V|

Derived Yoice:

CPE GenBand Configuration:  Gatewsay: Call Agent:l:lﬂ

Schedule

® Mow O Hold ) Schedule: I: I: I:

| Recent Commands... || Cloze || Help |

FIGURE 5-121 Provisioning SHDSL 24 Port

5.6.9 Provision New Customer / Port for EPON2

The EPON port is part of the configuration that includes the EPON2 card (for passive optical network) and the iMG646PX-ON
model which includes the Optical Networking Unit (ONU).

Note: For complete information about the EPON2 card, ONU, QoS policies being associated with VLANS, etc.
refer to the IMAP User Guide for 8.0

The numbering for the EPON ports is the standard slot.port.

The following figure shows the Port Management Form for a device and how the EPON ports are shown. The EPON2 port is
5.0.
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EPurt Management = -10| x|
Device Mame: 10523034
Ports
Part =% Type Customer ID Statuz

1.0 Ether-like [(Gigabit Ethernet) g |~ |
1.1 Ether-like [(Gigabit Ethernet) g i
1.2 Ether-like [(Gigabit Ethernet) Do | B

A EFCr Jipt.34-5.0 Lo
.00 L [jpt.34-5.lil.lil Lo
5.0.1 L [jpt.34-5.lil.1 Lo
202 L jprt 4502 Lo
205 L LIPJ T nknoset
5.0.4 iR Test Do
205 L LIPJ T nknoset
506 L LIPJB T nknoset
507 L LIPJB T nknoset
505 L LIPJB T nknoset
2049 L LIPJB T nknoset
5010 L LIPJB T nknoset
5.0.11 L LIPJB T nknoset
5012 L LIPJB T nknoset
2013 L LIPJB T nknoset
5014 L LIPJB T nknoset |
S015 Cafl | LIk BT LIk et bl

Provision Mew CustomerPart. .. De-provizion CustomerPort WiesnMdoclity Details...
Fecent Commands... Close Helg
|Tue Mar OF 19:21:38 EST 2006 - Polling of 10.52.30.34 successiul. |

FIGURE 5-122 Provision EPON Port

To provision on EPON port, the user should select a port that has a status of Unknown with no Customer ID and then select
the activated Provision New Customer Port button.

Warning: If the user tries to provision a port with configured ONUs, the ONU configurations are
destroyed, as shown in the following figure.
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EPurt Management -0 x|
Device Mame: 10.52.30.34
Ports
Part % Type Customer 1D Statuiz
515 L (] A L |Inknioset - |
514 L (] A L |Inknioset
5110 L (] A L |Inknioset
5111 L (] A L |Inknioset ||
5112 L (] A L |Inknioset 3
5113 Cap il
2 = w | 4
=114 o Destroy OMUs Confirmation _| "
2113 i Provisioning the EPOM port will clear itz remote ORI configurations! il
sl = [Use "iesyMiodify Details.. " to change aonly EPOM parameters.)
G.0.0 Zap il
20 on O rit to Provizion the EPOR Port 7 L
B0 ol 0 you weant to Provizion the ort arvyneay Y "
G.05 Zap oK cancel il
G.0.4 Zap il
E I:I 5 ONU Ty o TTrna \'\'In
6.0 L (] A L |Inknioset
G.0.7 L (] A L |Inknioset
605 L (] A L |Inknioset
G.049 L (] A L |Inknioset |
FO-n it | I Ibulbs kit | Ik -
Provizion Mesw CustomeriFort... De-provision CustomerPort Siewy Modify Details...
Recert Commands... Close Helg
|Tue Mar OF 19:28:153 EST 2006 - Polling of 10.52.30.34 successful. |
FIGURE 5-123 Trying to Provision an EPON with Configured ONUs
EZProvision New EPON Port =10 |
Description (Customer 1D | |
Port Configuration |
Device: [10.52.30.36 | Port: (3.0 - Port Priofile: b
Schedule i
® Move O Hold O Scheduls:  |Mar 9, 2006 G a0 PM
Provizion Recert Comtnands. . Close Helg

FIGURE 5-124 Provision New EPON Port
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5.6.10 Provision New Customer / Port for ONU

The ONU is part of the configuration that includes the EPONZ2 card (for passive optical network) and the Optical Networking
Unit (ONU).

Note: For complete information about the EPON2 card, ONU, QoS policies being associated with VLANS, etc.
refer to the IMAP User Guide.

From the perspective of the AlliedView NMS, the ONU is considered a customer port regardless of whether it connected to
an iIMG646PX-ON, ON1000, or other Media Converter, and therefore is included with the other ports on an iMAP device
that can be provisioned using the Triple Play Form. The numbering for the ONUSs is a three digit port number, the first two
being the EPON port interface.

When creating the ONU, the system will query to ONU and datafill the configuration as part of an iIMG/RG or ON1000.
When the user wishes to change the ONU type, it must be destroyed and then re-created.

The following figure shows the Port Management Form for a device and how the ONU ports are shown. The EPON2 port is
9.1 and so the ONUSs are numbered 9.1.0, 9.1.1, etc.

E3Port Management =10l x|
Device Mame: 10.52.30.34
Ports
Port =% Type Customer D Statuz
9015 L LI BT IInkniosee =]
Il EF M (]3]
9.1.0 L (]3]
9.1 1 L LI BT IInkniosee
=2 L LI BT IInkniosee
=1 3 L LI BT IInkniosee
9.1.4 L LI BT IInkniosee
NI L LI BT kst
916 L LI BT IInkniosee
IS L LI BT IInkniosee
915 L LI BT IInkniosee
IS L LI BT IInkniosee
9110 L LI BT Ik BE
9.1.11 on LINKHOWAM Utisiown 4
=1 2 L LI BT IInkniosee |
9113 L LI BT IInkniosee
9114 L LI BT IInkniosee
9115 L LI BT IInkniosee
0.0 ADSL Custs (]3] g
Provizion Mesy CustomeriPort ... De-provizion CustormerPort WiesyModity Details. ..
Recernt Comimands. .. Cloze Help
|Bun Feb 1213:4818 EST 2006 - Polling of 10.52.30.34 successful. |

FIGURE 5-125 Port Management Form for Device with EPON2/ONU Ports

The user can then select Provision New Customer Port to bring up the Triple Play form, as shown in the following figure.
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E3Provision New Triple Play Customer o (=]

Description (Customer [0 || | Add Customer Ihfo

IMG/RG General Configuration

IMGIRG General Profile: I:E IMGIRG MAC Address: | |

Video/Data Configuration
Access Device:|1l].52.3l].34 | - | Slot.Port|9.1.5 | > }:ONU) QR h2C Addr.: Part Profile:l:lﬂ
WLAN Seftings: Untegged WLAM[1 | Tagged YLAN(S| |
Allowved IP Addr. Ranges: IP &ccdrf# Bit= (2. 192,41 .0/24)
Range #1: | | Range #2: | | Range #3: | |
Range #4: | | Range #5: | | Range #6: | |

Yideo Service Config:

Alloweed STE MAC Addrs:

STB#1:| |V|STB#2:| |V|STB#3:| |V|

STB#4:| |V|STB#5:| |V|STB#B:| |V|

Voice Configuration

Derived Yoice:

GenBand Configuration:  Gatewsay: Call Agent:l:lﬂ

Schedule

@ Now O Hold (O Sohedule: |Feb 12,2006 |~ |[1 |~ ||s3 |~ ||pm ||

| Provizion || Recent Commands... || Cloze || Help |

FIGURE 5-126 Triple Play Form for an ONU Customer Port
Note the following attributes of the Triple Play Form when provisioning an ONU:

« The Slot.Port has three digits for the ONU.
= The MAC address that has been assigned to the ONU is displayed.

Note: If the administrator is provisioning an iIMG646PX-ON, the IMG/RG General Configuration Panel would be
filled in, as shown in Section 7.

5.6.11 Provision New Customer / Port for VDSL24A/B

In release 9.0, the VDSL card connects to a VDSL modem.

Note: A VDSL-based iIMG/RG is not yet available.
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POTS Call Agent: Line Profile: I:E Interface Group: | | - | CRY: |

EProvision New Triple Play Customer =l
Description (Customer [0 | |
IMG/RG General Configuration
IMGIRG General Profile: I:E IMGIRG MAC Address: |
Video/Data Configuration
Acceszs Device:|1l].52.3l].36 | - | Slot.Port|5.l] | - }:VDSL) Port Profile:l:lﬂ
WLAN Seftings: Untegged WVLAM[1 | Tagged YLAN(SY| |
Allowved IP Addr. Ranges: IP &ccdrf# Bit= (2. 192,41 .0/24)
Range #1: | | Range #2: | | Range #3: | |
Range #4: | | Range #5: | | Range #6: | |
Yideo Service Config:
Alloweed STE MAC Addrs:
STEI#1:| |V|STB#2:| |V|STB#3:| |V|
STB#4:| |V|STB#5:| |V|STB#B:| |V|
Voice Configuration
POTS:  &ccess Device: |1l].52.3l].36 | - | Slot Port: | | - | POTS Port Profile: I:E
-]

Derived Yoice:

CPE GenBand Configuration:  Gatewsay: Call Agent:l:lﬂ

Schedule

® tow O Hold (O Sohedule: [Aug 28, 2006 |~ | 12|~ |[48 ]|~ [[am [ |

Provizion || Recent Commands... || Cloze || Help |

FIGURE 5-127 Provision VDSL Port
Note the following on filling out the Triple-Play form for VDSL:

= The pull-down for the iMG/RG General configuration is left blank.
* The Voice Configuration panel is left blank.
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5.6.12 Overview of Triple Play Service Management Form

Once a port is configured for video, data, or voice, the Triple Play Service Management Form is used to view or modify the
port’s attributes. Depending on the type of port configured and the services configured on that port, this management form dis-
plays the various attributes in a hierarchical multi-tab format. The following sections give the different ways this form can
appear:

= Status (5.6.13)

« Add a voice Line (for GenBand only) - on Status tab form (5.6.14)
e iMG/RG (5.6.15)

= Ethernet Configuration (5.6.16)
= ADSL Configuration (5.6.17)
= SHDSL Configuration (5.6.18)
= \Dice Configuration (5.6.19)

* CES8(5.6.20)

= NTES (5.6.21)

* EPON2/ONU (5.6.24)

= ATM Bonding (5.6.31)

Note: In provisioning Triple Play, more than one card can be included in the customer configuration, and so a
combination of tabs will appear so the user can query all attributes of the customer.

Note: The iIMG/RG is included in the Customer Management Form. Note that once the iIMG/RG is provisioned
with the iIMAP customer port, this form displays the same information whether viewing the RG device or the
iIMAP interfacing port.

Note: This section includes an overview of what the tabs include for the IMG/RG, but focuses on ports that are not
configured with an iIMG/RG. For details on the Service Management form for the IMG/RG, refer to Section 7.

5.6.13 Status Tab

The Status tab gives the main provisioning attributes for the port/RG and their status. It also allows the administrator to add a
voice line, as detailed in 5.6.14. The following figure shows an example form and its attributes.

The status form allows the user to see in one set of screens the attributes that were used when provisioning the iMG (use of pro-
files, VLANS, etc.) as well as the status of the iMG.

For voice service, there are two sets of information under the Voice configuration panel:

= POTS - When configured, this is voice service using a POTS-based card (POTS24, PAC24) and an ADSL splitter. This
includes the slot.port of the POTS24 card, the call agent, and the status of the POTS24 card and port. If there is no POTS
configured, there is the text “No POTS port configured.”

Note: If the POTS24 configuration uses a soft switch other than GenBand, the POTS call agent attributes are
listed as unknown..

= Derived Voice - When configured, this is VoIP provided by the iIMG/RG/iBG and can use one of many softswitches,
including GenBand. If the configuration uses GenBand, then the Derived Voice attributes are shown, including the Voice
Endpoint, which must be configured for this voice service to work. If another softswitch is used, there is the message
“Derived voice gateway information is not available.” This means that the NMS does not manage the device that provides
the service.
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=10l x|

E ple Play Service Manageme:
Customer ID: SpiderMan iMGRG IP Addr: 17216331587 Video/Data Device: dot18.nms telesyn.corp Port: 105 POTS Device: dot18.nms telesyn.corp Port: 85

[ Status | iIMGRG | ADSL Configuration | Voice Configuration | Statistics | Diagnostics | PortLog

Customer Info
wn example with string hella.

Video/Data Port Configuration
Device Name: dot15.nms telesyn.corp Device Alarm Summary: 00000
Slat Port: 10.5 Card Status: UP-LP-Cnline Card Alarm Summary: 0A00010

Port Status: Up-Up-Crline Port Alarm Summary: 00000

Voice Configuration

POTS:
Device Name: dot15.nms telesyn.corp Device Alarm Summary: 00000
Card IP Address: 56.7.85 Card Status: UP-UP-Degraded Card Alarm Summary: 0A00010
Slat Port: 8.5 Port Status: Up-Up-Crline Port Alarm Summary: 00000
POTS Call Agent: 172.16.64 27 Device Alarm Summary: 00000
1G-CRY: gr303_1-1295 Line Status: Unlock-Disabled
Derived Yoice:
MGC Device (Marmt. Sddr.); 172.16.64 27 Status: LP Device Alarm Summary: 0400
“oice Endpoint: rgwoip0-d-da-1-70-23 nmslab telesyn.corp
“oice Endpoint Port: TEL1 IG-CRY: gr303_1-19 Line Status: Unlock-Disabled
Alerts
Status || Failure Ohject || Alarm Message || DateiTime =¥
Major 17216 64 .27 Mode failure. This probably means one or mare interfaces have failed. Oct 23, 2005 11:04:35 PM
| Update Customer Info || Aol Derived Yoice Ling |
| Recent Commands... | | Close | | Help |

Tue Oct 25 11:18:08 EDT 2005 - Palling of dot1 8.nms telesyn.corp successiul.

Java Application ‘Window

FIGURE 5-128 Example Status Form (POTS24 and Derived Voice using GenBand)
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5.6.14 Add Derived Voice Line for GenBand (on Status Tab Form)

When the GenBand configuration is being used, the administrator can add a voice line immediately on the Status form by click-
ing the Add Derived Voice Line button. The following form appears:

=

Customer 10: keith_g6
MG Device: 105220010

iR Yoice Endpoint: rogvaip-0-d-da-1-45-59 nmz-team telesyn.corp

Woice Endpoint Port: TEL2 hd
Lime Profile: POTS24 -
Imterface Group: qr303 (gr303) -
CRM: h

Lii]»

Recert Commands |41
12
18 %
[49
A0

51
52 Bl

||

FIGURE 5-129 Add Voice Line Form (one MGC Device Configured)

If a voice line has already been configured, the MGCP Device and iMG/RG Voice Endpoint (DNS name) are already provided,
and the pull-downs should be filled in descending order, since one will drive what is available in the next pull-down. After
choosing Add, you should see an additional MGCP Line Info tab in the Voice Configuration form. The corresponding line in
the Voice Service tab in the IMG/RG form must then be enabled (by clicking the Enabled tic box for the New Line Configura-
tion).

If a voice line is being added for the first time, the available devices appear in the MGC Device pull-down. Once a device is
chosen, the user must input the MAC address of the iMG as well as the attributes from the remaining pull downs. Refer to the
following figure.
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Endd ¥oice Line |_ O] x|

Customer IO GRS

MG Device: genband.lab.telesyn.corp -

iR Yoice Endpaint:

“Yoice Endpoint Port: -

Line Profile: -

Irterface Groug: b

CRA: -

Fecert Commandsz... Clozse Helg

FIGURE 5-130 Add Voice Line Form (more than one MGC Device Configured)
Note: This form is only used when the GenBand is providing the derived voice.

Note: The NMS does not support GenBand provisioning with TR-008.

5.6.15 iIMG/RG Tab

This form lists all the major attributes of the iIMG/RG and its services, and includes the attributes that were filled out as part
of the iIMG/RG Profiles. Refer to Section 7 for details about provisioning the iMG/RG.

Note: At the bottom of the form are two buttons, Modify and Save iMG/RG Configuration. After changing any
fields in any tabbed forms in the IMG/RG Form, the user should click on Modify, wait until finished, and
then Save IMG/RG Configuration. This ensures the changes take effect immediately and after an iMG/
RG reboot.

5.6.15.1 Mgmt. Info Tab

This form includes the iIMG/RG Type and the iMG/RG General Profile that is associated with the iIMG/RG. From this form,
the user can change the associated RG General Profile (Mgmt. Info tab) as well as specific attributes that do not match what
was in the Profile. Refer to 7.4.2 for a description of these fields.

Note: The user should not change individual fields since they would no longer match those of the associated
General Profile. If they are changed, an * appears next to the General Profile Name.
5.6.15.2 Wireless Tab

For the iIMG/RG Wireless devices (as well as Comtrend, starting in release 11.0 SP3), the wireless tab includes the parame-
ters that are relevant for the wireless configuration. For certain devices, the subscriber has the ability to change these param-
eters. Refer to 7.9.6.

5.6.15.3 Port Assighments Tab

This form shows the Port assignments that were data filled in the associated RG General Profile (Port Assignment tab). The
user selects a port in the New Port Assignment Panel and selects the different attributes from the pull-downs.
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Note: The user should not change individual fields since they would no longer match those of the associated
General Profile.
5.6.15.4 IP Routes Tab

This form shows the IP Route assignments that were data filled in the associated RG General Profile (IP Routes tab). The user
selects a route in the New IP Routes Panel, selects or deselects the Enable tic box, and then selects the different attributes from
the pull-downs.

Note: The user should not change individual fields since they would no longer match those of the associated
General Profile.
5.6.15.5 Internet Service Tabs

These forms show the Internet Service attributes that were data filled in the associated Internet Service Profile. From these
forms, the user can change the associated Internet Service Profile as well as specific attributes that do not match what was in
the Profile. Refer to 7.4.3 for a description of these fields

The tabs that appear starting in Release 9.0 are:

* Internet Service

Security
* Firewall
e NAT

Note: The user should not change individual fields since they would no longer match those of the associated
Profile.
5.6.15.6 Video Service Tab

This form shows the Video Service attributes that were data filled in the associated Video Service Profile. From this form, the
user can change the associated Video Service Profile as well as specific attributes that do not match what was in the Profile.
Refer to 7.4.4 for a description of these fields

Note: The user should not change individual fields since they would no longer match those of the associated
Profile.
5.6.15.7 Voice Service Tab

This form shows the Voice Service attributes that were data filled in the associated Voice Service Profile. From this form, the
user can change the associated Voice Service Profile as well as specific attributes that do not match what was in the Profile.
Refer to 7.4.5 for a description of these fields

Note: The user should not change individual fields since they would no longer match those of the associated
Profile.
5.6.15.8 Diagnostic Tab for iMG6x6MOD/iMG7x6MOD

In the MOD iMGs, the LAN diagnostic feature was added in release 3.7. In NMS release 12.0, the NMS supports this LAN
diagnostic functionality. Refer to 7.14.2.
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5.6.16 Ether-like Config. Tab (Upstream and Downstream)
Following are the types of ether-like ports that can be provisioined.

= 56.16.1
* 56.16.2
* 5.6.16.3
= 56.16.4
* 56.165
* 5.6.16.6
= 5.6.16.7
* 56.16.8
* 5.6.16.9
= 5.6.16.10

5.6.16.1 Ether-Like Port (General Tab)

When a port is labeled Ether-like, then it is an ethernet port facing the network or a customer port facing and customer
device, such as an iMG/RG. The following subsections go through these provisioning screens, starting with the General tab.

Note: For the SBx3112, there is an additional tab for the PoE. Refer to 5.6.16.10.

EEther—Iike Port Management 10l =|
Device: 10.52.30.35 Port: 1.0
[ General | STP | FDB | Port Statistics | Port Thresholds | Device Data Collection | Stats Graph | IP Fiters | Port Log |

(T Yl Current “alue e Walue

Admin. StateiStatus: Up Profile : Mone I:E

Oy, S S U Description (Customer [0 | |
Status: Onling

Port Type: Gigakit Ethernet Auto Megotistion: O I:IZI
RV Al it G Flowy Contral: Autonegotiate I:E
Interface Profile Mame: Mone
Egress Rate Limiter (Mame or Mone): Mone
Untagged YLAMN (1..4094 or Mone): Mone

Tagued YLANS (comma separsted list or Mone): 367,10,2021 ... |

| Clear Ertry Fields || Dizable |

| Recent Commands... || Cloze || Help |

|Tue Mov 04 13:02:03 EST 2008 - Polling of 10,52 30,35 successiul.

FIGURE 5-131 Ether like Port Management Window - General for Upstream
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TABLE 5-30 Ether-like Port Management for iMAP Devices - General Tab - Upstream

Field/Button

Description

Admin. State/Status:

The Administrative State can be controlled and determines the Operational State. Refer
t0 5.5.24.

Oper. State/Link State:

The ability of the port to provide service. The Administrative State must be up and then
the system determines if the port can provide service.

Status:

The status of the port that follows form the Administrative State and Operational State.
For meanings, refer to the iIMAP User Guide, Section 4.

- ONLINE

-INTEST

- FAILED

- OFFLINE

- DEPENDENCY

- DEGRADED

- NOT INSTALLED

- INITIALIZATION REQUIRED
- TERMINATING

Port Type:

For these Ethernet ports, Optical Fast Ethernet

Actual Flow Control:

Whether Flow Control is on, regardless of how it was provisioned.

Actual Port Speed:

The measured port speed versus what was actually configured

Actual Duplex Mode:

The duplex mode actually attained

Description (Customer 1D):

An ID that can be given to uniquely identify the port.

Auto Negotiation:

Whether certain port attributes are auto-negotiated with the remote peer.

Flow Control:

The provisioned Flow Control

Egress Rate Limiter

Whether Egress Rate Limiting has been applied

Untagged VLAN The VLAN that is applied if the packet has no VLAN id

Tagged VLANSs The VLANSs that are allowed on the port (packet has one of the VLAN IDs)

Modify Enables the any changes have been made to the settings, makes them

Disable Disable the port (after a confirmation window). This makes the overall state DOWN.

Enable Enable the port. This makes the overall STATE UP if the port can be brought into ser-
vice.

Alarms Brings up the Alarm view for the selected port.

Clear Entry Fields

Clears the writable fields of any values.

Command History

Views the CLI commands and responses for the operations performed in the Port Man-
agement application. This is the same for all tabs.

Close

Closes the View Details application (the window as well as the tab). This is the same
for all tabs.

Note: The Autonegotiation, Flow Control, Speed, and Duplex Mode fields appear according to the port type. (FX
has Flow Control, GE has Autonegotiate and Flow Control, FE has Flow Control, Speed, and Duplex Mode.
Refer to the Feature Guide for details.)
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5.6.16.2 Ether-Like Port (General Tab) - iIMG/RG
When the Ethernet port interfaces with an iMG/RG, there are additional fields that appear. Refer to the following figure.

=il

Customer D sdr-iMGEDE-BD  Wideo/Data Device: 10.52.30.35  Port: 57 POTS Device/Port: Unconfigured
[ status | Ether-like Configuration | Voice Configuration | Statistics | PortLog |
[ General [ STP [ Video | DHCP | FDB | RMON Thresholds | Device Data Collection | IP Fiters

(T Yl Current “alue e Walue

Admin. StateiStatus: Up Profile : Mone I:E

Oy, S S U Description (Custormer ID); sdr-MGE06-ED [ |
Status: Onling
Fort Type: Optical Fast Ethernet Al Ci@AiEt Gm I:E
Actual Port Speed: 100kbps Egress Rate Limiter (Mame or Mone): Mone
Actual Duplex Mode: Full
Untagged “LAN (1..4094 or Monel: &
Interface Profile Mame: Mone 4
Tagged YLANS (comma separated list or Mone): 710,20 40 50 |
Mz, # of Learned MAC Sddrs. (Off or 1.64) Off

| Clear Ertry Fields || Dizable |

| Recent Commands... || Cloze || Help |

I‘u'\.fed Mov 05 10:13:48 EST 2008 - Polling of 10.52.30.35 successiul.

FIGURE 5-132 Ether like Port Management Window - iMG/RG

Many of the values for the RG-specific fields are controlled by the Profile being used. These are explained in 7.4. Note the
following fields in particular:
= Multicast MAC Addresses (Video Tab)

e STB MAC Addresses (Video Tab) - MAC addresses for each STB. Addresses can be typed in, selected from the pull-
down, or removed (with selection Remove from pull-down).

<= Enabled DHCP Relay Instances (DHCP tab) - These are the DHCP instances that are used that allow the RG to boot up
and be provisioned correctly. Ensure that all the relevant DHCP instances are enabled. Refer to 7.2.5.

For the tab form descriptions, refer to the ADSL Configuration tab, 5.6.17.

5.6.16.3 Ether-Like Port (Port Statistics Tab)
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EEther—Iike Port Management 10l =|
Device: 10.52.30.35 Part: 1.1
[ General | STP | FDB | PortStatistics | Port Thresholds | Device Data Collection | Stats Graph | IPFilters | Port Log
Interface Statistics:
Input Ootets: 33526853 Cutput Octets: 97466551335
Input Unicast Packets: 89703 Cutput Unicast Packets: 214193
Input Discarded Packets: 791 Cutput Dizcarded Packets: 0
Input Errored Packets: 0 Cutput Errored Packets: O
Input Unknowen Proto Packets: O
RMON Statistics:
Drop Events: 0 Broadoast Packets: 27966 Multicast Packets: 72099857 CRC Align Errars: 0
Undersize Packets: 0 Owversize Packets: 0 Fragments: 0 Jabhers: 0
Collisions: 0 et public
[darne High Capacity Courts Crverflowe
Packets 724117149 1]
Octets 97300105155 1]
64 octet packets 44493 o]
6:5-127 octet packets 214347 1]
128-255 octet packets 86545 1]
256-511 octet packets 26869 1]
512-1023 octet packets 11195 1]
10241515 octet packets 1222085 1]
Fault Statistics:

Loss of Link (LOLY: 15
Loss of Signal (LOS): 7

| Dizahle RMOR Statistics | | Reset RMOR Statistics | | Reset Fault Statistics

| Recent Commands... || Cloze || Help |

|Tue Mov 04 13:23:16 EST 2008 - Polling of 10,52 30,35 successiul.

FIGURE 5-133 Ether like Port Management Window - Port Statistics Tab

TABLE 5-31 Provision Port Form for Port Management - Port Statistics Tab

Field/Button Description

RMON Statistics: Lists the standard RMON statistics. For an explanation, refer to the iMAP User Guide.

Interface Statistics: Lists the standard faults for an ethernet port. For an explanation of what these mean and
what actions to take (if any), refer to the iMAP Log / Troubleshooting Manual.

Enable Statistics If the port is UP, this button starts the collection of both RMON and Fault statistics.

Disable Statistics Discontinues the collection of both RMON and Fault statistics.

Reset Fault Statistics Resets to 0 the Fault Statistics

Reset RMON Statistics Resets to 0 the RMON statistics

Command History Views the CLI commands and responses for the operations performed in the Port Man-
agement application. This is the same for all tabs.

Close Closes the View Details application (the window as well as the tab). This is the same for
all tabs.

5.6.16.4 Ether-Like Port (Port Thresholds Tab)

When an RMON statistic is configured, the attributes determine the interval the statistic will be taken and at what threshold
(rising and falling) a log/alarm will be produced. The Port Thresholds tab lists these for the statistics chosen. Form this form
statistics can be added, modified, or deleted. Refer to the following figure and table.
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EEther—like Port Management o [=] (S

Device: 10.52.30.35 Port: 1.1

[ General | STP | FDB | Port Statistics | Port Thresholds | Device Data Collection | Stats Graph | IP Filters | PortLog |

Configured Thresholds

Tharme =W Interval Rising Threshald Falling Threshold Type
etherStatzDropEvents 120 12 2|ABSOLUTE
etherStatsCctets =11] 100 12|CHANGE

Addd Threzhold

| Recent Commands... || Cloze || Help |

I'I'ue Moy 04 13:25:48 EST 2008 - Polling of 10.52.30.35 successiul.

FIGURE 5-134 Ether like Port Management Window - Port Thresholds Tab

TABLE 5-32 Provision Port Form for Port Management - Port Thresholds Tab

Field/Button Description

Name One of the RMON statistics

Interval Interval in number of seconds, from 2 to 3600 (one hour)

Rising Threshold The number at which an alarm/log is raised when the number is exceeded.

Falling Threshold The number at which an alarm/log is raised when the number falls above this number.

Note that only when this threshold is crossed can another Rising Threshold alarm be
raised when the number crosses the Rising Threshold.

Type The type of threshold to be defined:

- ABSOLUTE - The statistic must be reset before the threshold can be crossed again
and a log produced.

- CHANGE - The logs for thresholds are produced multiple times as the thresholds are
crossed. (See Falling Threshold above to understand how this works.)

Add Threshold Bring up the Add RMON Threshold to Port Form. The fields match what will be dis-
played.

Modify Threshold Modify the values for an already created threshold.

Command History Views the CLI commands and responses for the operations performed in the Port Man-
agement application. This is the same for all tabs.

Close Closes the View Details application (the window as well as the tab). This is the same
for all tabs.

5.6.16.5 Ether-Like Port (Device Data Collection Tab)

The history of statistical data is collected what are called buckets, which collect a certain amount of data over a specific time.
By recording and then observing these buckets, users can spot trends. This form is used to define the buckets and their
attributes. Refer to the following table and graph.
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EEther—Iike Port Management ;Iglll

Device: 10.52.30.35 Port: 1.1
[ General | STP [ FDB | Port Statistics | Port Thresholds | Device Data Collection | Stats Graph | IPFilters | PortLog |

Data Collection Entries

Interval % Buckets Reqguested Buckets Granted
300 15 15

Al Enitry

| Recent Commands... || Cloze || Help |

|Tue Mov 04 13:27:10 EST 2008 - Polling of 10.52.30.35 successful. |

FIGURE 5-135 Ether like Port Management Window - Device Data Collection Tab

TABLE 5-33 Provision Port Form for Port Management - Device Data Collection Tab

Field/Button Description

Interval The period of time in seconds statistics will be gathered for a bucket, from 2 to 3600
(one hour)

Buckets Requested The number of buckets that will be filled before the first bucket is overwritten, from 1
to 2700.

Buckets Granted The actual number of buckets the device allows.

Valid Whether the interval and bucket combination are valid. If they are, the column is Valid.

Add Entry Add an interval and bucket combination row.

Modify Entry Modify a selected interval and bucket combination row.

Delete Entries Delete the selected entries.

Command History Views the CLI commands and responses for the operations performed in the Port Man-
agement application.

Close Closes the View Details application (the window as well as the tab).

5.6.16.6 Ether-Like Port (Stats Graph Tab)

This window makes a graph of selected statistics and displays them with varying attributes.Refer to the following figure and
table.
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I%Ether—like Port Management ;Iglll

Device: contert-rir2 lab telesyn.corp Paort: 7

[ General | Port Statistics | Stats Graph |

10

3

Statistics

6 Wirts In Eits

Wit In Errored Phts
Intt In Unicast Pkis

2 Intf Ot Unicast Phis

4

1 5:5‘9:00 1 5:5‘9:30 160000 160030 160100 AE01:30 1E&0Z00 160230 160300 160330

Hidden Statistics: Graphed Statistics (Maximum 6): Saved Statistic Lists:

Intf Out Octets = Intf In Bits = -
RMON 64 Octets Pkts || Intf In Errored Pkts - |
RMON 65-127 Octet Pkts = Intf In Unicast Pkts

RMON 128-255 Octet Pkts Intf Out Unicast Pkts
RMON 256-511 Octet Pkts = =

4]

Display
@ Ahsolite Values () Rate Per Second ! Milion Per Second Polling Interyal: 30 Mewy Interwval:

Mote: Some historical data cannot be viewed when graphing sbsolute values

| Add Historical Data from s |

| Recent Commands... || Cloze || Help |

FIGURE 5-136 Ether like Port Management Window - Stats Graph Tab

TABLE 5-34 Provision Port Form for Port Management - Stats Graph Tab

Field/Button Description

Hidden Statistics: Statistics not added to the resulting graph

View Statistic: Enabled when a statistic is chosen form Hidden Statistics, clicking this button adds it to
the graph/

Hide Statistic: Enabled when a statistic is chosen form Graphed Statistics, clicking this button deletes
it from the graph/

Display The attribute that controls the display:

- Absolute Values
- Rate Per Second
- Million Per Second

Polling Interval: Current Polling Interval in seconds

New Interval: Sets a new interval for polling. This is set with the Reset Polling Interval button.
Enable Statistics Enables the graph for the statistics chosen.

Disable Statistics: Disables the graph

Add Historical Data from Adds the data collected previously from NMS port management

NMS:

Add Historical Data from Adds the data collected previously (buckets) from the device

Device:
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TABLE 5-34 Provision Port Form for Port Management - Stats Graph Tab

Field/Button

Description

Command History

Views the CLI commands and responses for the operations performed in the Port Man-
agement application. This is the same for all tabs.

Close

Closes the View Details application (the window as well as the tab). This is the same
for all tabs.

5.6.16.7 Ether-Like Port (IP Filters Tab)

For traffic management, the iMAP devices allow the user to control a set of filters on ports, with each classifier given a rank or
precedence (the lower the number, the higher the precedence). This form allows the user to list the classifiers that have already

been defined and to control the precedence. Refer to the following figure and table.

I%Ether—like Port Management

Device: 10.52.30.35 Port: 6.1

[‘General | STP [ FDB | Port Statistics | Port Thresholds | Device Data Collection | Stats Graph || IP Filters | Port Log

Port IP Filters

Other Classifiers

=10l x|

"Remove" or Mew [P Addribask (e.g. 192 .41 00255 255 .255.0)

Allowved Range #1:

Allowved Range #2:

Allowved Range #3:

Allowved Range #4:

Allowved Range #5:

Allowved Range #6:

Rank ¥ || Clazsifier Name || Field Matchies) || Action(z) |

145 telesyn_default_video IPDEST= MULTICAST SETWPRIORITY=4

Port IP Filter Counters

hdatch Court: Rra
Fitter Court: Rra,
Policed Court: Ria

Add Clagsifier

FIGURE 5-137 Ether like Port Management Window - IP Filters Tab

TABLE 5-35 Provision Port Form for Port Management - IP Filters Tab

Field/Button

Description

Rank

The precedence of the classifier

Classifier Name

The name of the classifier that has already been defined.

Field Match(es)

The matching rules for the classifier.

Action(s)

The actions to occur when there is a match

Port IP Filter Counters:

The counter for packets set against this classifier
- Match Count

- Filter Count

- Policed Count

Add Classifier

Bring up the Add Classifier to Port Form. The data filled classifiers are listed, and the

user can chose one of these and can define the precedence.
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TABLE 5-35 Provision Port Form for Port Management - IP Filters Tab

Field/Button Description

Delete Classifier Deletes the classifier from the port

Reset Counters Reset the counters to 0

Command History Views the CLI commands and responses for the operations performed in the Port Man-
agement application. This is the same for all tabs.

Close Closes the View Details application (the window as well as the tab). This is the same
for all tabs.

5.6.16.8 Ether-Like Port (Port Log Tab)

Selecting the Port Log tab invokes a table that lists all the port-related management logs that have been generated. This win-
dow has the same columns as the ADSL Port Management window for Port Log.

For a description of management logs and the meaning of fields, refer to the iMAP Log / Troubleshooting Manual.

5.6.16.9 Ether-Like Port (DS3-SFP Tab)

Starting in release 12.0 for the iMAP 9000 series devices, a DS3 SFP is supported off of the GE3 and GES8 cards, which
allows a DS3 interface and a Gigabit Ethernet interworking function. For details, refer to 6.10.16.

5.6.16.10 Ether-Like Port (POE Tab)

To view and modify the settings of an Ethernet port that has POE configured, a POE tab is added, as shown in the following
figure.

T=IET

Customer ID; Land_R2_on_510 MGREG P Addr; 105231100  VideoData Device: 10523044 Port: 30 POTS DevicePort: Unconfigured

[‘Status | iIMGRG | Ether-like Configuration | Voice Configuration | Statistics | PortLog |
[ General | STP [ Video | DHCP | FDB | RMON Thresholds | Device Data Collection | IPFilters | POE |

Port Power Status Power Over Ethernet
Current Value Attribute Current Walue Mew Yalue
Eortaoll) Power Over Ethernet State: Disabled -
Power Status: Disabled —
Device Class: 0 (15.4W) Priority. High | |
Actual Power. 0.0W Powver Shutoff Limé (Class or 1,40 Watts): CLASS

Clear Entry Fields |

Recent Commands... Close Help

FIGURE 5-138 Service Management GUI for POE

5.6.16.11 Port Auth Tab

5.6.17 ADSL Configuration Tab

5.6.17.1 Status Tab
The Status Tab Form is shown in Figure 5-139.
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ETripIe Play Service Management

Customer IDv Test  “ideo/Data Device: 10.52.30.35  Port: 108 POTS Device: 10526870  Port: 106
[[' Status r ADSL Configuration r Voice Configuration r Statistics r Diagnostics r Port Log

=10l x|

Customer Info
Video/Data Port Configuration
Device MName: 10.52.30.35 Device Alarm Summary: 0000
Slat Port: 109 Card Status: UP-LP-Cnline Card Alarim Surmmary: 00000
Port Status: Up-Down-Failed Port Alarm Summary: 00000
Voice Configuration
POTE:
Device MName: 10.52.658.70 Device Alarm Summary: 0000
Card IP Address: Unconfigured  Card Status: UP-UP-Online Card Alarim Surmmary: 00000
Slat Port: 106 Port Status: Up-Down-Dependency Port Alarm Summary: 00000
POTS Call Agent (Marmt. Sddr.): Unconfigured [=1=18 Device Alarm Summary: 0000
1G-CRY: Line Status:
Derived Yoice:
MGC Device (Mgt Addr): 10.52.200.110 BBl 10521922 Status: LP Device Alarm Summary: 0000
“oice Endpoint: rgwoip-0-d-da-5-Fa-ad rgvoipaill stelar net
“oice Endpoint Port: TEL1 I1G-CRY: gr303 (gr303)-15  Line Status: Unlock-Enabled
Alerts
Status Failure Ohject Alarm Message DateTime =W
| Update Customer Info | | Add Derived Yoice Line |
| Recent Commands... | | Cloze | | Help |

FIGURE 5-139 ADSL Configuration Form - Status Tab

For a data-only port using ADSL (no POTS or Derived Voice configuration), only the Video/Data Port panel has status infor-

mation on the state of the port. Included is Alerts Panel that lists the current associated alarms.

If the ADSL port is part of a Bond configuration, the Port details tab is expanded to show the Bond status, as well as status of
all the ADSL ports. The alerts table contains alarms for all components, device, card, bond, and ADSL ports. Refer to the fol-

lowing figure.
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ETripIe Play Service Management

Customer ID; =none=

ideo/Data Device: 10.52.30.34

[Status | ADSL Configuration | Voice Configuration | Statistics | PortLog |

Customer Info

Video/Data Port Configuration

Device Name: 10.52.30.34

Siot Port: 10.11

E—

Voice Configuration
POTS:

Mo POTS Port Configured

Derived Voice:

Card Status: LIP-LP-Oniline

Port 1011 POTS DevicePort: Unconfigured

Device Alarm Summary: 00000

Bond Status: Down-Down-Offline
Primary Port Status: Dowwn-Down-Offline

Mo Derived Yoice Lines Configured

Alerts

Secondary Port Status: Down-Down-Offline

Card Alarm Summary: 00000
Llarm Summary: 0000
Slarm Summary: 04000
Slarm Summary: 0J0/0/0

Status

Failure Chject

Alarm Message

DatelTime ¥

FIGURE 5-140 ADSL Status - Bonded Port

5.6.17.2 ADSL Configuration Tab - Overview

The ADSL Configuration tab has the following associated forms, each with its own tab:

e General

= VCs/VLANs

= Video

e DHCP

< FDB

= PMON Thresholds
* RMON Thresholds
= Device Data Coll.
= |P Filters

These are shown in the following figures. Following each figure is a table that describes the panels/fields of the form.
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5.6.17.3 ADSL Configuration Tab - General

Lvernon6 M= &3
Customer ID: Vernon6  VideoData Device: 10523034  Port: 100 POTS Devicefort: Unconfigured
[ Status | ADSL Configuration | Voice Configuration | Statistics | Port Log
Wrali VCSMLANs | Video | DHCP FDB PMON Thresholds | RMON Thresholds '_neuicena:acml. |1 Fitters Diagnostics |
Currert Valus Current Value New Value
Admin, State/Status: Lp Profile : None |
Oper. State/Link State: Up Description (Customer IDX Yernont
S ADSL Mode: Auto2+ [ [+]

Connection State: Showtime
Actual Line Std.. ADSL2+
Actual DataBoost: OFF Min. Upstream Rate (32..3072 kbps) 32

Max. Upstream Rate (32..3072 kbps) 1024

Actual Line Type: Interleave MaxDownstream Rate (3226624 kbps) 26624
Actual Connection Rate (Up.Down.) 1020.0 kbps 20256.0 kbps
Max. Attainable Rate(Up_Down.) 1252.0 kbps 212400 kbps

Min. Downstream Rate (32..26624 kbps) 32

#ctusl SNR (Near EndfFar End), 1356 7.0d8 L T L bz
Actual Attenuation (Near EndiFar Endr 0.0 dB 1.7 dB Max. Interleave Delay (1..64 miliseconds) 32

Actual Oulput Power (Near End/Far End): 8.0 dBm 5 dBm ADSL DataBoost: Off -

Actual UpstreamDownstream INP: 18 6 1 dB ; —
Line Gualty Monitor: Medium -

Actual Software Annex Annex A —

Echo Cancet Off -

Actual Pawer Mgmt State: Full On
Actusi Power Mgt Ststus: faise Target SNR: Ratio Margin (0.15) &
Interface Profile Name: None Max. Up. Nom. PSD (-60.0..-38.0 dBmMHz) 350

Max. Down. Nom. PSD (-60.0. -40.0 dBmiHz) -40.0

Max. # of Learned MAC Addrs. (Off or 184y Off

Minimum Upstream INP (JE) 0 0B [+
Minimum Downstream INP (dB) 0 dB | -
Power Management: Off [ v.

Power Momt Reentry Delay (1..255 secs) 180
Paovver Mgmt Trim (0..31 dB) 3
Power Marmt Trim Delay (0..255 sec) 60
Low Pawver Min Rate (256..1024 kbps) 1024

Reset Entry Fields Disable Alarms..

FIGURE 5-141 ADSL Configuration Form - General Tab

TABLE 5-36 ADSL Configuration Form, General Tab

Field/Button

Description

Admin. State

The Administrative State can be controlled and determines the Operational State. Refer to
5.5.24.

Oper. State/Link State

The ability of the port to provide service. The Administrative State must be up and then the
system determines if the port can provide service.

Status

The status of the port that follows form the Administrative State and Operational State. For
meanings, refer to the iIMAP User Guide, Section 4.

- ONLINE

-INTEST

- FAILED

- OFFLINE

- DEPENDENCY

- DEGRADED

- NOT INSTALLED

- INITIALIZATION REQUIRED
- TERMINATING

Connection State

The connection state, such as ldle or Showtime
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TABLE 5-36 ADSL Configuration Form, General Tab (Continued)

Field/Button

Description

Actual Line Std.

The line standard that was actually chosen.

Actual Databoost

Whether the DATABOOST feature has been implemented

Actual Line Type

The line type that was actually chosen.

Actual Upstream/Down-
stream Rate

The upstream/downstream rate that was actually attained.

Max. Attainable Upstream/
Downstream Rate

The possible upstream/downstream rate according to dsl type and mode.

Actual SNR (Near End/Far
End)

The signal-noise ratio for near end/far end that was actually attained.

Actual Attenuation (Near
End/Far End)

The attenutation for near end/far end that was actually attained.

Actual Output Power (Near
End/Far End)

The output power achieved for near end/far end.

Actual Software Annex

The Annex (A, B, or C) that is being used

Actual Power Mgmt State

The state the interface is in for power reduction (Full On, Low Power, Idle)

Actual Power Mgmt Status

Whether the power management feature has been activated for the interface

Actual Upstream INP

The actual impulse noise protection value for upstream

Actual Downstream INP

The actual impulse noise protection value for downstream

Profile

Which profile is being used (AutoProv or none, which uses default values).

Description (Customer ID)

An ID that can be given to uniquely identify the port. In most cases, the subscriber’s tele-
phone number is used. Refer to 7.2.7.

Max. Upstream Rate

The maximum upstream rate that is provisioned.

Min. Upstream Rate

The minimum upstream rate that is provisioned.

Max. Downstream Rate

The maximum downstream rate that is provisioned.

Min. Downstream Rate

The minimum downstream rate that is provisioned.

Target SNR Margin

Specifies the target signal-to-noise ratio (in dB) to achieve on an ADSL port.

ADSL Line Type

Specifies the ADSL line type as per ITU G.992. Allowed values are FAST and INTER-
LEAVE, although FAST is not allowed if the MODE is GLITE. Refer to the iMAP User’s
Guide, Section 4.

ADSL Mode

Specifies the ADSL line mode standard. Refer to the iMAP User’s Guide, Section 4.

ADSL Databoost

Whether the Databoost feature has been provisioned

Line Quality Monitor

The level the line quality monitor has been set at. Refer to the iIMAP User Guide.

Max. Interleave Delay

Specifies the maximum interleave delay in milliseconds used when the ADSL linetype is
set to INTERLEAVE. Refer to the iMAP User’s Guide, Section 4.

Echo Cancel

Specifies whether echo cancellation is utilized on ADSL ports running GDMT mode as per
ITU-T. Refer to the IMAP User’s Guide, Section 4.

Max. # of Learned MAC
Addresses

Depending on feature provisioning, the number of MAC addresses that can be learned (or
Off)

Minimum Upstream INP

Sets the minimum impulse noise protection value for upstream.

Minimum Downstream INP

Sets the minimum impulse noise protection value for downstream.

Power Management

Changes the current power management state.

Power Mgmt Reentry
Delay

The amount of time that must elapse before re-entering the Low Power state after a transi-
tion to the Full On state. (Should not be set to a value less than 120 seconds)
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ADSL Configuration Tab

TABLE 5-36 ADSL Configuration Form, General Tab (Continued)

Field/Button

Description

Power Mgmt Trim

The maximum aggregate transmit power reduction (trimming) that can be performed with
each power trim operation in the Low Power state.

Power Mgmt Trim Delay

The amount of time that must elapse before an additional reduction (trimming) of power
occurs in the Low Power state.

Low Power Min Rate

The minimum net data rate for the bearer channel while operating in the Low Power state.

The value for LOWPOWERRATE must be between MAXDOWNSTREAMRATE and
MINDOWNSTREAMRATE

Max. Upstream Nominal
PSD

VDSL/ADSL power spectrum density limits are defined by the band plan and determine
this value.

Max. Downstream Nominal
PSD

VDSL/ADSL power spectrum density limits are defined by the band plan and determine
this value.

Modify

Enabled when a value in New Value field has been entered, modifies the attributes accord-
ing to the updated values.There is an error message if a value is invalid.

Clear Entry Fields

Clear any fields that have been datafilled but not yet Modified

Enable Enabled if the port is in an Administrative State of DOWN, enables the port and so brings
the Administrative State to UP. If possible (for example, the ADSL card must be enabled),
the Operational State will change to UP.

Disable Enabled if the port is in an Administrative State of UP, disables the port and so brings the
Administrative State to DOWN. The Operational State will also change to DOWN.

Alarms Invokes the Alarm table of the Fault Management Object.

The values on this form can be modified as follows:

Note:

1. Click Disable to disable the port. A dialog box will appear warning you that service on the port will be interrupted. If you

This requires that the port be disabled, which will interrupt service on the port.

wish to proceed, click Yes.
2. Modify the information as needed.
3. Click Modify to save the changes.
4. Click Enable to re-enable the port.

For an ADSL Bonded port, the General Tab of the Port Details window contains information about the ATMBond. Each ADSL
port that belong to the bond group has its own tab. There is the button on the panel “Add Bonded Port.”, to allow adding

another port to the group. This button is disabled when the group is full. Refer to the following figures.

Note:

Currently only two pairs can be bonded, but a group can be created with only one pair.
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ol

Customer ID: =none=  VideoData Device: 1052.30.34  Port: 10.3  POTS Device/Port: Unconfigured
Status | ADSL Configuration | Voice Configuration | Statistics | PortLog |
General | STP | Video | DHCP | FDB | PMON Thr | RMON Thr | Device DataColl. | IP Filters | Diagnostics

ATM-BOND | 10.3 ADSL | 10.4 ADSL |

Currert Valus Current Yalue New Yalue
Admin. State/Status: Up Profile : None ’ [V
Oper_ State/Link State: Up

Description (Customer D)
Status: Online

ADSL Mode: Auto2+
Actual Agg. Upstream Rate: 1020.0 bps

Received Cell Loss Count: 0 cells Max. Q9. Upstream Rate (32..3072 kbps). 1024

Interface Profile Mame: None Min. Agg. Upstream Rate (32,3072 kbps) 32

Max. Agg. Downstream Rate (32..26624 kbps) 26624
Min. Agg. Downstream Rate (32..26624 kbps)y 32

ADSL DataBoost: Off
Miax. # of Learned MAC Addrs. (Off or 1.64) Off

Untagged YLAN (1..4094 or Mone): 1

"

Tagged VLANS (List of YLAN Ds or None): 3,6,7,10,20,21,40,500

FIGURE 5-142 ADSL General Tab with ATM Bond Attributes

Each ADSL port has it's own general tab. Profile Name and ADSL Mode are disabled because ADSL profiles are determined
by the ADSL-BOND profile, and mode is set for all ports in the group from the ATMBOND tab. Some fields that appear on
a regular ADSL port's general tab are moved to the ATMBOND tab since they are tied to the Bond rather than the port.

The ATMBOND interface will include the “Interface Profile