PDS-204GCO™ Web Management User Guide :
A\ MicrocHIP

Introduction

PDS-204GCO™ is a next-generation outdoor Power over Ethernet (PoE) switch for smart cities. It allows Wi-Fi®
access points, security network cameras, and many other loT devices to receive power and data over standard

Ethernet cables, leaving network infrastructure completely unaltered.
This user guide describes the configuration of the PDS-204GCO™ network switch using the Web interface.
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1. Initial Configuration
Configure the PDS-204GCO unit for the first time using a web interface or Telnet/SSH. Microchip
recommends to use the Web interface to easily configure the unit.

For information regarding Telnet/SSH configuration, see the CLI Commands User Manual.

1.1 Unit Default IP Address, Username, and Password Configuration
Depending on the unit part number, the unit arrives preconfigured, using a static/dynamic (DHCP) IP
address.
+ Static IP address:
- Default IP address: 192.168.0.50/24
- Username: admin
- Password: A unique random password varies from unit to unit. See the rear label.
+ DHCP—Dynamic IP address:

- Default IP address: DHCP with 3 minutes fold back to IP address 192.168.0.50/24, if the unit
fails to obtain the DHCP address.

- Username and password are the same as described for the static IP address.

Note: Restore the unit to full factory default (see 2.1. Restoring Unit to Factory Default—Unknown
Unit-IP, Username, or Unit Password) by using an external Ethernet cable being connected between
two-unit ports (loopback) and no PoE Powered Devices (PDs). Then, during power up, the unit IP
address (192.168.0.50/DHCP), the username (admin), and the same unique password (not to be
confused when restoring the unit to factory default from the web, keeping the unit's same IP setup,
username, and password) are restored.

1.2 Setting Unit IP Address

The following figure and steps show how to set the unit IP address for the first time.

Figure 1-1. Unit IP Address Window
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1. Browse to unit IP address 192.168.0.50 or IP address assigned by DHCP Server, as described in
the preceding section.
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2. Navigate to the web page Configuration > System > IP to modify the unit IP address.
3. Click Save to change the unit running IP address to the new address.
4. Press the upright storage icon to save running-config into startup-config.

1.3 Saving Configuration Changes

When you click Save on various configuration web pages, the modified parameter is immediately
changed as part of running-config. However, it is not permanently saved until an explicit
configuration save action is done.

The following are the three different ways to save running-config into startup-config:

+ From the web browser, click the storage icon at top right: g
« From web browser, open the web page Maintenance > Configuration > Save startup-config

+ From Telnet/SSH, type the command: copy running-config startup-config

Figure 1-2. Save running-config to startup-config From Telnet/SSH CLI Interface

g: admin

1.4 Avoiding Unit Network Management Connection Loss

Besides restoring locally unit configuration to factory default to avoid connection loss (see

2. Restoring PDS-204GCO Unit to Factory Default), which requires being in front of the unit, a
permanent configuration change takes place only after you copy running-configto startup-
config. Therefore, even if the configuration was invalid causing Network connection loss, powering
unit OFF and then back to ON causes unit to revert to the last saved valid configuration.

Figure 1-3. Track Changes in running-config vs. startup-config
‘_
Auto revert to . 5
i startup-config 1 4 . 52 gEoe) |15 min I @ E

As powering the unit OFF and then back to ON cannot be easily done on already installed outdoor
units, a protection mechanism is added to protect you (user) from losing unit connection while
configuring unit from remote. When you start changing the unit configuration, the window, as shown
in the preceding figure, appears after several seconds to report that the unit will restart itself
automatically, reverting to the last saved configuration unless you save the modified configuration
during the time left (default = 15 minutes). You can increase unsaved time up to 99 minutes at any
given time. Saving modified configuration causes the window to disappear after several seconds.
You can disable this feature.
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2. Restoring PDS-204GCO Unit to Factory Default
This section describes the following two scenarios:
+ Restoring the unit to factory default without knowing the unit IP, username, or password.
+ Restoring the unit to factory default from within the unit web browser (after you have
successfully logged in to the unit).
2.1 Restoring Unit to Factory Default—Unknown Unit-IP, Username, or Unit
Password

Perform the following steps to reset the unit to full factory default, restoring the unit to IP to
192.168.0.50/24 or DHCP (based on the unit part number), username to admin, and password is the
same as marked in the label on the unit.

Turn OFF the unit power.
Disconnect from the unit all PoE devices.
Disconnect from the unit all ethernet connections.

PN~

Connect a single Ethernet cable to unit port #1 and the other cable end to port #2 (any two
ports).

5. Turn the unit power ON and wait for 90s before turning the unit power OFF again, followed by
disconnecting the Ethernet cable from ports #1 and #2.

6. Turn the unit ON and connect the Ethernet cable from your computer to one of the unit ports.

Now, you have access to the unit after approximately 40s from powering up. The unit IP address is
restored to 192.168.0.50/24 or DHCP. The username is restored to admin, and the password is the
same as marked on the unit label.

2.2 Restoring Unit to Factory Default from Web Interface

This option must be used when you restore the unit to semi-factory default, leaving only the unit
network access configuration unchanged.

By keeping the unit IP address unchanged, the remote user has the option to access the unit from
the remote, although most other unit parameters are restored to factory default.

Note: Only running-config is restored to factory default. To make factory default parameter
changes permanent, you must save running-config to startup-config by performing the
following steps:

1. Use the Web interface to access the web page Maintenance > Factory Default and initiate the
factory default process.

2. Wait several seconds to let the Factory Default process finish followed by Configuration Factory
Reset Done.

3. Save the new running default configuration by accessing the web page Maintenance >
Configuration > Save Startup-Config.
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3.1

Web Interface

This section provides a general description of the Web interface and the home web page. The Web
interface is constructed from three main panels. The top left panel is stationary while the middle
panel changes as per user action. See the following figure.

Figure 3-1. Unit Main Web Interface
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The panels have the following functions:
+ Left panel: Used to configure, monitor, diagnose, and perform unit maintenance.

+ Top panel: Offers easy access to save the latest unit configuration, return to the main home page,
log out, and provide help and information for the middle section web page.

+ Middle panel: Varies based on the option the user selected from the left panel.

Note: Only single help web page can be opened at any given time. You must close the already
opened help web page to open a new one.

Home Web Page

The home web page gets updated dynamically (if the Auto-Refresh check box is selected) and
reports the unit's overall status. This saves you from switching between various status web pages.
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Note: The log file is used to track various unit events, such as Ethernet link, PoE status change, and
so on.

3.1.1 Hostname

User Hostname is reported on the top left, enabling easy differentiation between multiple similar
units. The hostname is easily configured through the Web interface Configuration > System >
Information from CLI command hostname. See the following figure.

Figure 3-2. Unit Hostname

3.1.2 Ethernet, SFP, and PoE Port State
The following figure shows the front panel of the unit.

Figure 3-3. Unit Front Panel

Hostname: MySwitch

Ethernet Link LED reports the Network status which can be Up, Down, or Disabled.

Hovering over the Link LED with the mouse reports the link state. Pressing on the Link LED reports
more details about the port Network traffic. POE LED images report if power is applied to the PD
device. Ethernet RJ45 images report if PoE is enabled or disabled, and various possible PoE errors.

The following table lists Ethernet link LED images and their descriptions.

Table 3-1. Ethernet Link LED Images

The Ethernet link is up
The Ethernet link is down

The Ethernet link is disabled

3

PoE is enabled (regardless of power)

g
K

HC @®

PoE is disabled

PoE power applied to PoE-PD device
No PoE power applied to the PoE-PD device

The Small Form-factor Pluggable (SFP) Ethernet port is enabled
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........... continued

The SFP Ethernet port is disabled

The following table lists the several possible PoE fault reports that might be present in the PoE ports.

Table 3-2. PoE Fault States

- Fail to communicate with the PoE controller

. Fail to power PD. Insufficient free power (W)

M PoE fault—Fail to power PD

M PoE overload—PD power consumption exceeded the maximum limit.

The following table lists the additional information which can be accessed by hovering the mouse
over LED, RJ45, and SFP images.

Table 3-3. LED, RJ45, and SFP Images

PoE port status followed by PoE-Controller internal state index and its
description.

For example, PoE: On (ID = 0 x 89: 4P Pwr on 4P DSPD)

Ethernet link status and speed

. PoE status and PD power consumption

- SFP Ethernet link state

The following table lists the images/icons, which redirect the user to the following web pages.

Monitor—PoE Status web page
Monitor—Detailed Port Statistics

. Monitor—PoE Status

- Monitor—Detailed Port Statistics

3.1.3 Ports—Network Status

The following table lists the Ports—Network Status details, which provide important network
information from the switch and end device.

Table 3-4. Ports—Network Status

# Local Link
Type Status Speed Aggregate Transmit | Receive
Ports
1 — — — —

Copper —

Remote Network Device—LLDP/CDP

stem System IP Address
Name Description
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........... continued

# Local Link Remote Network Device—LLDP/CDP

Type NET Speed Aggregate Transmit | Receive System System IP Address
Ports Name Description

2 Copper —

3 Copper — — — — — — — —
4 Copper Up 1 Gfdx — 0 Kbps 0 Kbps — — —
5 SFP — — — — — — — —
6 SFP Up 1 Gfdx — 8.4 Kbps 02.6 Kbps — — —

« #: Unit logical port numbers 1-6. However, while using the CLI interface, the ports are named as
following:

- interface GigabitEthernet 1/1—interface GigabitEthernet 1/4
- interface 2.5 GigabitEthernet 1/1—interface 2.5 GigabitEthernet 1/2

+ Type: Copper/SFP. Ports 1-4 are Gb copper ports. Ports 5-6 are SFP 2.5 Gb SFP ports with a
default of 1 Gb link speed. You must configure the SFP port to 2.5 Gb when a dedicated 2.5G Gb
SFP is in use.

+ Status: Link port status:
- —: Portis enabled. The link is down.
- Up: Portis enabled. The link is up.
- Disabled: Port is disabled
+ Speed: Port link speed—10 Mbps, 100 Mbps, 1 Gbps, and 2.5 Gbps.

Note: The SFP ports use default 1 Gigabit connection speed. For other SFP link speeds, such as
2.5 Gb or 100 Mb, manual configuration is required.

+ Aggregation Ports: Report aggregated port numbers when port aggregation is in use. For
example, P3 and P4 means that ports #3 and #4 are used as one logical aggregated port,
doubling logical aggregated speed to 2 Gigabit.

« Transmit: Average transmits data rate in kbps/Mbps.
+ Receive: Average receive data rate in kbps/Mbps.

+ System Name: Remote network device system name as advertised over Link Layer Discovery
Protocol (LLDP)/Cisco Discovery Protocol (CDP) (when enabled).

« System Description: Remote network device system description as advertised over LLDP/CDP
(when enabled).

« IP Address: Remote network device IP address as advertised over LLDP/CDP (when enabled).

3.14 Ports—PoE Status

Ports—PoE Status reports major configurations and status PoE parameters. The following table lists
the Switch PoE parameters (left columns) and the remote PD PoE parameters (right columns).

Table 3-5. Ports—PoE Status

# | Local PoE Port Status Remote PoE Device

PoE-BT Port | Power Status| Requested | Assigned | Delivered | Assigned | PD PD Auto |PD
Type Management Measured | Class Requested
Mode Support | Power
Over LLDP
1 Type4 90W Dynamic On 30W 30w W 3.3 0.0 — —
2 Type4 90W Dynamic On 60W 30W 2.6W 4.4 4.4 = =
3  Type4 90W Dynamic On 90W 30W 0.5W 5.5 5.5 — —
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continued

Local PoE Port Status Remote PoE Device

PoE-BT Port| Power Status| Requested | Assigned | Delivered| Assigned | PD PD Auto |PD

Management Measured | Class Requested
Mode Support | Power
Over LLDP

4  Type4 90W Dynamic On 60W 30W 4w 6 6 No —

« #: Unitlogical port numbers 1-6. However, while using the CLI interface, the ports are named as
the following;:

interface GigabitEthernet 1/1—interface GigabitEthernet 1/4
interface 2.5 GigabitEthernet 1/1—interface 2.5 GigabitEthernet 1/2

* PoE-BT Port Type: PoE port maximum power configuration. Power to PD is shut down when PD
attempts to exceed the limit.

Type4-90W: PoE-BT up to 90W on four pairs. Up to 45W on two pairs
Type3-60W: PoE-BT up to 60W on four pairs. Up to 30W on two pairs
Type3-30W: PoE-BT up to 30W on four pairs. Up to 30W on two pairs
Type3-15W: PoE-BT up to 15W on four pairs. Up to 15W on two pairs

+ Power Management Mode: Power Management Configuration mode affects how PD class and
power consumption affects the unit's overall free available power.

Dynamic: PoE port dynamic real-time power consumption is deducted from the overall PoE-
free power budget, while ignoring the PD class or the PoE port maximum power.

Static: PoE port type power configuration (as Type4-90W) is deducted from the overall PoE
free power budget after the PoE port is turned ON, while ignoring the PD actual power
consumption. Next, PD might not be turned ON when the free available power is lower than
the PD requested power. Initial PD requested power is based on the PD class and the PD
auto-class.

Hybrid: Mixture of dynamic and static power management based on PD advertising its power
requirements by sending LLDP IEEE” 802.3 power through the MDI TLV protocol. Every PoE
port configured as Hybrid acts as if it is configured as Dynamic, if it does not receive any
Power Over-MDI TLV within the LLDP packet sent by the PD. After receiving IEEE 802.3

power through MDI TLV, the port also switches to the Static Power mode, limiting PoE port
maximum power as per the PD requested power plus user-configured cable loss based on
user cable length configuration. Static PoE port maximum power might change based on PD
LLDP IEEE 802.3 power through MDI TLV advertised values.

« Status: Reports the latest PoE port status.

—-: PoE port is enabled. No PoE-PD.

On: PoE power is applied to PD.

Disabled: PoE is disabled (non-related to Ethernet data link state)

Overload: PD power consumption exceeded its maximum limit. The power is shut down.

Fault: Fails to turn ON the connected PD device. The following are the possible reasons:
* Non-standard PD was connected

+ PD class error

* PD underload (PD power consumption is too low)

+ Shortage or invalid capacitor value

+ PD was disconnected (temporary recovery from underload)
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« PSE Fault. Not enough free power is available to turn ON the PD device. Other rare
possible reasons: Power supply voltage is out of range, voltage is injected into the
Ethernet port, and port over temperature.

+ Requested Power: PoE PD requested power based on PD Class.

- Class 8 =90W

- Class5,5=90W
- Class 6 = 60W

- Class 4,4 =60W
- Class 4 =30W

- Class3=15W

- Class2=7W

- Class1=4W

- Class 0=15W

+ Assigned Power: The maximum power that was assigned to PD. Trying to consume above this
limit causes the PD to be turned OFF. When enabling the Legacy PD_Class mode, the assigned
PD class might defer from the measured PD class, leading to Assigned-Power differing from
Requested-Power. Assigned power might defer from requested power for the following reasons:

- Demotion: Free available power is less than PD requested power. POE-BT uses the demotion
option to offer a lower power value to the PD. If PD agrees to the lower power value, then it is
turned ON with a lower power limit.

- PoE Port maximum Power: PoE port maximum power configuration is lower than the
newly inserted PD power class. For example, a 90W PD class-8 is connected to a PoE port
configured as Type3-60W.

+ Delivered Power: Temporarily PD power consumption.

+ Assigned Class: PD maximum power consumption is determined by the class it is assigned by
the PoE controller (8 = 90W/5, 5 = 90W/6 = 60W/4, 4 = 60W/4 = 30W/3 = 15W/2 = 7W/1 = 4W/0
= 15W). Mostly, the PD Assigned-Class matches with the PD-Measured-Class. The PD-Assigned-
Class differs from the PD-Measured-Class in one of the following scenarios:

- PoE Power Demotion: As per the IEEE 802.3bt specification, when the PoE port maximum
available power is less than the PD requested power, the PoE port might offer the PD a lower
maximum power value. It is up to the PD to decide to accept the new offer, agreeing to
consume less power.

For example, PD class-8 (90W) is being connected while PoE-Port has only 60W spare power
left. Here, the port offers PoE class-6 (60W). If PD accepts the offer, then Measured-Class is
class-8 while Assigned-Class is class-6.

- Legacy PD-Class Mode = PoH. Port Mode = Plus: PoE-AT DSPD PD class 4, 4 is given 90W as if
itis class 5, 5 (2x45W). PoE-AT SSPD PD class 4 is given 45W as if it is class 5.

- Legacy PD-Class Mode = Ignore PD-Class. Port Mode = Type4-90W: Any DSPD class-X, X is
given 90W as if it is class 5, 5 (2x45W). SSPD PD class-x is given 45W as if it is class 5.

- Legacy PD-Class Mode = Ignore PD-Class. Port Mode = Type3-60W: Any DSPD class-x, X is
given 60W as if it is class 4, 4 (2x30W). SSPD PD class-x is given 30W as if it is class 4.

+ PD Measured Class: Remote PoE-PD measured classes 1-8 for SSPD, or class 0, 0-class 5, 5 for
DSPD.

+ PD Auto Class Support: Report, if the remote PoE-BT PD device advertises that it is supporting
PoE Auto Class regardless of the unit Auto Class configuration. When enabled and supported by
the PoE-PD device, PoE port maximum power allocation is determined by the power consumed
by the PD during the Auto Class negotiation phase instead of the PD class.
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+ PD Requested Power Over LLDP: When supported by remote PoE-PD, report remote PoE PD
requested power using LLDP Power Over-MDI. If POE-LLDP is disabled, (N/A) appears to the
right or PD request power, ignoring PD request power using only PD class for determining PoE
power request. When PoE-LLDP is enabled, PD PoE power request over LLDP replaces the PoE PD
class. However, it never exceeds the PD class maximum power. Cable loss based on cable length
configuration is added on top of the PD LLDP requested power. The PoE Power Management
Configuration mode controls the power deducted from the unit-free available power.

System—Status
The following table lists the system power specifications.

Table 3-6. System—Status

Total power usage 8W
Total allocated power 8W
Free available power 143W
power supply voltage 53.5W

+ Total Power Usage: Total power consumption by all PoE ports

+ Total Allocated Power: Total power allocated to all active PoE ports. PoE port power
management mode configuration influences the total allocated power.

+ Free Available Power: The free available power left to power additional PoE ports, or before
turning OFF an active PoE PD due to lack of free available power.

« Power Supply Voltage: PoE power supply voltage
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4.1

4.1.1

4.1.2

Web Interface—Configuration
This section describes all unit configuration web pages.

Note: You must have the administrator privilege to access all the web pages described in this
section.

System Configuration
The following sections describe the system configurations.

System Information Configuration

This is used to configure switch Simple Network Management Protocol (SNMP) System-Contact,
SNMP System-Location, and switch System-name. See the following figure.

Figure 4-1. System Information Configuration

System Information Configuration

System Contact | |MyName
System Name MySwitch
System Location | | MyOffice

Save || Reset

+ System Contact: SNMP MIB-Il system contact OID referring to the contact person responsible for
the Network device. Textual identification of the contact person for this managed node. String
length is 0 to 255, and valid ASCII characters range from 32 to 126.

+ System Name: An administratively assigned name for this managed node. By convention, this is
the node's fully qualified domain name. A domain name is a text string drawn from the alphabet
(A-Z, a-z), digits (0-9), minus sign (-). No space characters are permitted as part of a name. The
first character must be an alpha character. The first or the last character must not be a minus
sign. The allowed string length is 0 to 255.

« System Location: The physical location of this unit. The allowed string length is 0 to 255, and the
allowed content is the ASCII characters from 32 to 126.

Notes:

+ The System Name field is also used as unit Hostname for the CLI/Telnet/SSH interface

* The System Name field is also used by DHCP when the hostname within VLAN DHCP
configuration field is left blank

System IP Configuration
This is used to configure unit IP/DHCP, Default-gateway, DNS, management VLAN, and so on.
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Figure 4-2. IP Configuration
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+ Domain name: The name string of local domain where the device belongs.
- No Domain Name: No domain name is used
- Configured Domain Name: Explicitly specify the name of local domain

- From any DHCPv6 interfaces: The first domain name offered from a DHCPv6 lease to a
DHCPv6-enabled interface is used

- From this DHCPvV6 interface: Specify from which DHCPv6-enabled interface a provided
domain name is preferred
+ DNS Servers: Controls the DNS name resolution done by the switch. Index #1 has the highest
priority.
- No DNS server: No DNS server is used

- Configured IPv4/IPv6: Explicitly provide the valid IPv4/v6 unicast address of the DNS Server.
Ensure that the configured DNS server is reachable (for example, through PING) for activating
DNS service.

- From this DHCPv4/v6 interface: Specify from which DHCPv4-enabled interface a provided
DNS server must be preferred.

- From any DHCPv4/v6 interface: The first DNS server offered from a DHCPv4/v6 lease to a
DHCPv4/v6-enabled interface is used.

+ DNS Proxy: When DNS proxy is enabled, the system relays DNS requests to the currently
configured DNS server and replies as a DNS resolver to the client devices on the network.
Currently, Only IPv4 DNS proxy is supported.

+ Delete: Select this option to delete an existing IP interface

* VLAN: The VLAN associated with the IP interface. Only ports in this VLAN can access the IP
interface. This field is only available for input when creating a new interface.

+ DHCPv4 Enable: Enable the DHCPv4 client by checking this box. If this option is enabled, the
system configures the IPv4 address and mask of the interface using the DHCPv4 protocol.

+ IPv4 DHCP Client Identifier Type: This specifies which of the following three types are used for
the Client Identifier. See RFC-2132 section 9.14.

- IfMac: This is the interface name of DHCP client identifier. When the DHCPv4 client is enabled
and the client identifier type is ifmac, then the configured interface's hardware MAC address
is used in the DHCP option 61 field.

- ASCII: This is the ASCII string of DHCP client identifier. When the DHCPv4 client is enabled
and the client identifier type is ascii, the ASCII string is used in the DHCP option 61 field.
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- HEX: This is the hexadecimal string of DHCP client identifier. When the DHCPv4 client is
enabled and the client identifier type hex, the hexadecimal value is used in the DHCP option
61 field.

+ IPv4 DHCP Hostname: The hostname of DHCP client. If the DHCPV4 client is enabled, the
configured hostname is used in the DHCP option 12 field. When this value is empty string, the
field uses the configured system name and the latest three bytes of system MAC addresses as the
hostname.

+ IPv4 DHCP Fallback Timeout: The number of seconds for trying to obtain a DHCP lease. After
this period expires, a configured IPv4 address is used as IPv4 interface address. A value of zero
disables the fallback mechanism, such that DHCP keeps retrying until a valid lease is obtained.
Legal values are 0 to 4294967295 seconds.

« IPv4 DHCP Current Lease: For DHCP interfaces with an active lease, this column shows the
current interface address, as provided by the DHCP server.

« IPv4 Address: This is the IPv4 address of the interface. If DHCP is enabled, then this field
configures the fallback address. The field may be left blank if IPv4 operation on the interface
is not desired or no DHCP fallback address is desired.

+ IPv4 Mask: The IPv4 network mask, in number of bits (prefix length). Valid values are between 0
and 30 bits for an IPv4 address. If DHCP is enabled, then this field configures the fallback address
network mask. The field may be left blank if IPv4 operation on the interface is not desired or no
DHCP fallback address is desired.

+ DHCPv6 Enable: Enable the DHCPv6 client by checking this box. If this option is enabled, then the
system configures the IPv6 address of the interface using the DHCPv6 protocol.

+ DHCPv6 Rapid Commit: Enable the DHCPv6 Rapid-Commit option by selecting this box. If this
option is enabled, then the DHCPV6 client terminates the waiting process as soon as a Reply
message with a Rapid Commit option is received. This option is only manageable when DHCPv6
client is enabled.

+ DHCPv6 Current Lease: For DHCPvV6 interface with an active lease, this column shows the
interface address provided by the DHCPv6 server.

+ IPv6 Address: The IPv6 address of the interface. A IPv6 address is in 128-bit records represented
as eight fields of up to four hexadecimal digits with a colon separating each field (:).
For example, fe80::215:c5ff:fe03:4dc7. The symbol :: is a special syntax that is used as a
shorthand way of representing multiple 16-bit groups of contiguous zeros; but it can appear
only once.

System accepts the valid IPv6 unicast address only, except IPv4-Compatible address and IPv4-
Mapped address. The field might be left blank if IPv6 operation on the interface is not desired.

+ IPv6 Mask: The IPv6 network mask, in number of bits (prefix length). Valid values are between
1-bit and 128 bits for an IPv6 address. The field might be left blank if IPv6 operation on the
interface is not desired.

4.1.3 System SNMP Configuration
The following sections describe the various system SNMP configurations.

4.1.3.1 SNMP System Configuration
This configuration is used to Enable/Disable SNMP and set SNMPv3 engine ID.
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Figure 4-3. SNMP System Configuration

SNMP System Configuration

| Disabled w
[800019cb0300defdae1778

Save || Reset

* Mode: Enable/Disable SNMP.

+ Engine ID: Indicates the SNMPv3 engine ID. The string must contain an even number (in
hexadecimal format) with number of digits between 10 and 64, excluding all 0 or all F. Only
users on this Engine ID can access the device (local users). Therefore, changing the Engine ID
revokes access for all current local users.

4.1.3.2 System SNMP Trap Configuration
The following sections describe the System SNMP Trap configurations.

4.1.3.2.1 SNMP Trap Destinations Configuration
The following figure shows the SNMP Trap Configuration page.

Figure 4-4. SNMP Trap Configuration

| Disabled v
| SHMP v2c v |
| public

[162

| Disabled v |
13 J
E |
EIZI{'EI 19ch0300defdani 778

| Save || Reset

+ Trap Config Name: Indicates the trap Configuration's name for configuring. The allowed string
length is 1 to 32, and the allowed content is ASCII characters from 33 to 126.

+ Trap Mode: Enable/Disable from traps that are sent by the unit

+ Trap Version: Indicates the SNMP supported version. Possible versions are: SNMPv1, SNMPv2,
and SNMPv3.

« Trap Community: Indicates the community access string when sending SNMP trap packet. The
allowed string length is 0 to 63, and the allowed content is ASCII characters from 33 to 126.

+ Trap Destination Address: Indicates the SNMP trap destination address. It allows a valid IP
address and a valid hostname.

+ Trap Destination Port: Indicates the SNMP trap destination port. SNMP Agent sends the SNMP
message via this port; the port range is 1-65535.

« Trap Inform Mode: Indicates the SNMP trap inform mode operation. Possible modes are:
Enabled/Disabled.
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+ Trap Inform Timeout: Indicates the SNMP trap inform timeout in seconds
+ Trap Inform Retry Times: Indicates the SNMP trap inform retry times
+ Trap Security Engine ID: Indicates the SNMPVv3 trap security engine ID

« Trap Security Name: Indicates the SNMP trap security name. SNMPv3 traps and informs using
USM for authentication and privacy. A unique security name is needed when traps and informs
are enabled.

4.1.3.2.2 SNMP Trap Sources Configuration

This configuration provides SNMP trap source configurations. A trap is sent for the given trap source,
if at least one filter with the included filter type matches the filter. The following figure shows the
SNMP trap sources configuration.

Figure 4-5. SNMP Trap Source Configuration

Trap Configuration

Trap Source Configurations

Delete | Name [ Type | Subset OID
| Delete || coldStart hd |included V| |
coldStart
[Add New| warmStart [y
— |linkUp

[save |_|: linkDown

— | authenticationFailure
entConfigChange
newRoot
topologyChange
lldpRemTablesChange
risingAlarm
fallingAlarm
alarmTrapStatus
ipTrapGlobalsMain
ipTrapinterfacesLink
psecTrapGlobalsMain
psecTraplnterfaces

+ Name: The event for which a trap must be sent. See the preceding figure.
« Type: Include/Exclude trap for the specified event

* Subset OID: The subset OID for the entry. The value must depend on the kind of trap that is
sent. For example, the ifldex is the subset OID of linkUp and linkDown. A valid subset OID is one
or more digital numbers (0-4294967295) or asterisk (*) which are separated by dots (.). The first
character must not begin with asterisk (*) and the maximum OID count must not exceed 128.

4.1.3.3 SNMP Communities Configuration

Configure the SNMPv3 community table on this page, as shown in the following figure. The entry
index key is a Community.

Figure 4-6. SNMP Communities

SNMPv3 Community Configuration

“Delete | Community name | Community secret_ E SourcelP | Source Prefix

Dalate |

Add Mew Entry Save | Resel

+ Delete: Check to delete the entry. It is deleted during the next save.

+ Community Name: Indicates the security name to map the community to the SNMP Groups
configuration. The allowed string length is 1 to 32, and the allowed content is ASCIl characters
from 33 to 126.
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«  Community Secret: Indicates the community secret (access string) to permit access using
SNMPv1 and SNMPv2c to the SNMP agent. The allowed string length is 1 to 32, and the allowed
content is ASCIl characters from 33 to 126.

+ Source IP: Indicates the SNMP access source address. A particular range of source addresses can
be used to restrict source subnet when combined with source prefix.

+ Source Prefix: Indicates the SNMP access source address prefix.

4.1.3.4 SNMP Users Configuration

Configure the SNMPv3 user table on this page, as shown in the following figure. The entry index keys
are Engine ID and Username.

Figure 4-7. Pv3 User Configuration

Delete Engine ID Vo e e el e gl e ) PR

Delote BOOD19ch0300deddas 1778 Auth. Prite MDE DES

Add Hew Entry Save || Reset

+ Delete: Check to delete the entry. It is deleted during the next save.

+ Engine ID: An octet string identifying the engine ID belonging to this entry. The string must
contain an even number (in hexadecimal format) with number of digits between 10 and 64, but
all zeros and all Fs are not allowed.

+ User Name: A string identifying the username belonging to this entry. The allowed string length
is 1 to 32 and the allowed content is ASCII characters from 33 to 126.

« Security Level: Indicates the security model belonging to this entry. Possible security models are;
- NoAuth, NoPriv: No authentication and no privacy

- Auth, NoPriv: Authentication and no privacy
- Auth, Priv: Authentication and privacy

« Authentication Protocol: Indicates the authentication protocol of this entry. Possible
authentication protocols are:

- None: No authentication protocol
- MD5: An optional flag to indicate that this user uses MD5 authentication protocol
- SHA: An optional flag to indicate that this user uses SHA authentication protocol

« Authentication Password: A string identifying the authentication password phrase. For MD5
authentication protocol, the allowed string length is 8 to 32. For SHA authentication protocol, the
allowed string length is 8 to 40. The allowed content is ASCII characters from 33 to 126.

+ Privacy Protocol: Indicates the privacy protocol belonging to this entry. Possible privacy
protocols are:

- None: No privacy protocol
- DES: An optional flag to indicate that this user uses DES authentication protocol

- SHA: When available, an optional flag to indicate that this user uses AES authentication
protocol.

+ Privacy Password: A string identifying the privacy password phrase. The allowed string length is
8 to 32 and the allowed content is ASCII characters from 33 to 126.

4.1.3.5 SNMP Groups Configuration

Configure the SNMPv3 group table on this page, as shown in the following figure. The entry index
keys are Security Model and Security Name.
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Figure 4-8. SNMPv3 Group Configuration

vl private | default n-.-__gruup'

viE public defaul:_ru_gruup

vic private | dafault_re_group |
Add New Eniry Save || Rasel

+ Delete: Check to delete the entry. It is deleted during the next save.

+ Security Model: Indicates the security model of this entry. Possible security models are:
- v1: Reserved for SNMPv1

- v2C: Reserved for SNMPv2c
- usm: SNMPv3, User-based Security Model (USM)

+ Security Name: A string identifying the security name belonging to this entry. The allowed string
length is 1 to 32 and the allowed content is ASCII characters from 33 to 126.

+ Group Name: A string identifying the group name belonging to this entry. The allowed string
length is 1 to 32 and the allowed content is ASCII characters from 33 to 126.

4.1.3.6 SNMP Views Configuration

Configure the SNMPv3 view table on this page, as shown in the following figure. The entry index keys
are View Name and OID Subtree.

Figure 4-9. SNMPv3 View Configuration

A i f 2 ZE e
def.aul!_'.'ic_-'.-.' mcludad w 1

Delete | incuded v

Add New Eniry Save || Resel

+ Delete: Check to delete the entry. It is deleted during the next save.

+ View Name: A string identifying the view name belonging to this entry. The allowed string length
is 1 to 32 and the allowed content is ASCII characters from 33 to 126.

+ View Type: Indicates the view type belonging to this entry. Possible view types are:
- Included: An optional flag to indicate that this view subtree must be included
- Excluded: An optional flag to indicate that this view subtree must be excluded
+ OID Subtree: The OID defines the root of the subtree to add to the named view. The allowed OID
length is 1 to 128. The allowed string content is digital number or asterisk (*).

4.1.3.7 SNMP Access Configuration

Configure the SNMPv3 access table on this page. The entry index keys are Group Name, Security
Model, and Security Level.

Figure 4-10. SNMP Access Configuration

dedault_ro_group any  MoAum, MoProy cafault_view » Hene v |
. el rw_grovp ony NoAuh, NoPriv | cetaull_view v | defeut_vew v |

Aahd Baw Entry Save || Roset

+ Delete: Check to delete the entry. It is deleted during the next save.
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« Group Name: A string identifying the group name belonging to this entry. The allowed string
length is 1 to 32 and the allowed content is ASCII characters from 33 to 126.

+ Security Model: Indicates the security model belonging to this entry. Possible security models
are:

- any: Any security model accepted (v1|v2c|usm)
- V1: Reserved for SNMPv1

- V2c: Reserved for SNMPv2c

- usm: SNMPv3, User-based Security Model (USM)

+ Security Level: Indicates the security model belonging to this entry. Possible security models are:

- NoAuth, NoPriv: No authentication and no privacy
- Auth, NoPriv: Authentication and no privacy
- Auth, Priv: Authentication and privacy

+ Read View Name: The name of the MIB view that defines the MIB objects for which it might
request the current values. The allowed string length is 1 to 32 and the allowed content is ASCII
characters from 33 to 126.

+  Write View Name: The name of the MIB view that defines the MIB objects for which this request
might potentially set new values. The allowed string length is 1 to 32 and the allowed content is
ASClI characters from 33 to 126.

4.1.4 System NTP Configuration
Configure IP address of NTP server offering advertising GMT time, as shown in the following figure.

Figure 4-11. NTP Configuration

‘Mode Disabled w
‘Server 1
Server 2
‘Server3
Serverd
‘Server 5

Save || Resel

* Mode: Indicates the NTP mode operation. The following are the possible modes:
- Enabled: Enable NTP client mode operation

- Disabled: Disable NTP client mode operation
« Server: Provide the IPv4/IPv6 or domain name address of NTP server

4.1.5 System Time Configuration

This page allows you to configure the Time Zone and Daylight-Saving Time, as shown in the following
figure.
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Figure 4-12. Time Zone Configuration and Daylight-Saving Time

Time Zone Configuration

(UTC) Coordinated Unaversal Time

{ 0 - 16 characters }

Daylight Saving Time Configuration

Disabled

{1 - 1438) Minutes

« Time Zone Configuration

- Time Zone; Lists various Time Zones worldwide. Select appropriate Time Zone from the
drop-down and click Save to set. The Manual Setting options are used for the specific time
zone which is excluded from the options list.

- Hours: Number of hours offset from UTC. The field is only available when in time zone
manual setting.

- Minutes: Number of minutes offset from UTC. The field is only available when in time zone
manual setting.

- Acronym: User can set the acronym of the time zone. This is a user configurable acronym to
identify the time zone. The range is up to 16 characters.

Note: The string ' ' is a special syntax that is reserved for null input.

+ Daylight Saving Time: This is used to set the clock forward or backward according to the
following configurations set for a defined Daylight-Saving Time duration.

- Disable: Disables the Daylight-Saving Time configuration
- Recurring: Repeats daylight saving every year
- Non-Recurring: For single time configuration
+ Offset: Enter the number of minutes to add during Daylight Saving Time. Range: 1 to 1439.

4.1.6 System Log Configuration
Configure the Syslog server IP address and Syslog Level severity, as shown in the following figure.
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Figure 4-13. System Log Configuration

e ]
Etlio.ﬂl\ml Warning o !

Save | Resel

+ Server Mode: Indicates the server mode operation. The syslog protocol is based on UDP
communication and received on UDP port 514, and the syslog server does not send
acknowledgments to sender, as UDP is a connectionless protocol, and it does not provide
acknowledgments. The syslog packet always sends out even if the Syslog server does not exist.
The following are the possible modes:

- Enabled: Enables server mode operation
- Disabled: Disables server mode operation

+ Server Address: Indicates the IPv4 host address of syslog server. If the switch provides DNS
feature, then it can also be a domain name.

+ Syslog Level: Indicates the kind of message that is sent to the syslog server. The following are the
possible modes:

- Error: Send specific messages regarding the severity code that is less than or equal to Error
3)

- Warning: Send specific messages regarding the severity code that is less than or equal to
Warning (4)

- Notice: Send specific messages regarding the severity code that is less than or equal to
Notice (5)

- Informational: Send specific messages regarding the severity code that is less than or equal
to Informational (6)

4.1.7 System Monitor Unsaved Running-Config Configuration

Changing the unit configuration remotely might stop the unit from being accessible, thereby
preventing you from saving the configuration (that is, unable to copy running configto startup-
config), which most likely indicates incorrect new running-configuration setup. When enabled,
the unit tracks the time since a new running-configuration was created, until it is saved, and
performs a reset automatically after a given time (default 15 minutes). This allows for regaining
remote access to the unit.

Figure 4-14. Monitor Modified Unsaved Running-Config

|

|Moniter Running-Config Change

Save || Raset |

When unit configuration is changed while enabled, a warning top right window appears every time
the user changes the unit configuration (see the following figure). The warning window disappears
after running-configuration is saved. Restoring changed parameters to their previous values also
removes the configuration changed window.

Figure 4-15. Unsaved Warning Pop-Up Message

0714 snooza| (15
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4.2

4.3

* Monitor Running-Config Change: Enable/Disable monitoring unit unsaved changes

+ Countdown Clock: Time left before the unit resets, going back to its latest saved configuration.

* Snooze: Increase countdown clock by the number of minutes to the right (up to 99 minutes)

« Minutes: Number of minutes to increase the countdown timer, every time the Snooze button is
pressed.

Green Ethernet—Port Power Saving Configuration

This page allows you to configure the port power savings features. The following figure shows the

Port Power Saving configuration.

Figure 4-16. Port Power Saving Configuration

[ Optimize EEE for | Latency v |

Port Configuration

| Port | ActiPHY | PerfectReach [ EEE |

0 U e W R -

Save || Resel

EEE is a power saving option that reduces power usage when there is low or no traffic utilization.
EEE works by powering down circuits when there is no traffic. When a port gets the data transmitted,
then all circuits are powered-up. EEE works for ports in the Auto-Negotiation mode, where the port
is negotiated to either 1G or 100 Mbit full Duplex mode.

+ Optimize EEE Mode: The switch can be set to optimize EEE for either best power saving or least
traffic latency.

« Port: The switch port number of the logical port.

« ActiPHY: Link down power savings enabled. ActiPHY works by lowering the power for a port
when there is no link. The port is powered up for a short moment to determine if the cable is
inserted.

+ PerfectReach: Cable length power savings enabled. PerfectReach works by determining the
cable length and lowering the power for ports with short cables.

« EEE: Controls if EEE is enabled for this switch port. For maximizing power savings, the circuit is
not started when transmit data is ready for a port but is queued until a burst of data is ready to
be transmitted. This gives some traffic latency. If desired, it is possible to minimize the latency for
specific frames by mapping the frames to a specific queue (mapping done with QOS), and then
mark the queue as an urgent queue. When an urgent queue gets data to be transmitted, the
circuits are powered-up at once and the latency is reduced to the wakeup time.

+ EEE Urgent Queues: Queues that are set activate transmission of frames as soon as data
is available. Otherwise, the queue postpones transmission until a burst of frames can be
transmitted.

Port Configuration

This page displays current port configurations, as shown in the following figure.
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Figure 4-17. Port Configuration
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+ Port: This is the logical port number for this row.

« Link: The current link state is displayed graphically. Green indicates that the link is up and red
indicates that it is down.

* Warning: Operational warnings of the port.
- Gray: No warnings
- Yellow: There are warnings. Use tooltip to check.
+ Current Link Speed: Provides the current link speed of the port.

+ Configured Link Speed: Selects any available link speed for the given switch port. Only speeds
supported by the specific port are shown. The following are the possible speeds:

- Disabled: Disables the switch port operation.

- Automatic: Port auto negotiating speed and duplex with the link partner and selects the
highest speed that is compatible with the link partner.

- 10 Mbps HDX: Forces the port in 10 Mbps half-duplex mode

- 10 Mbps FDX: Forces the port in 10 Mbps full duplex mode

- 100 Mbps HDX: Forces the port in 100 Mbps half-duplex mode
- 100 Mbps FDX: Forces the port in 100 Mbps full duplex mode
- 1 Gbps FDX: Forces the port in 1 Gbps full duplex mode

- 2.5 Gbps FDX: Forces the portin 2.5 Gbps full duplex mode

+ Advertise Duplex: When duplex is set as auto (auto negotiation), then the port only advertises
the specified duplex as either Fdx or Hdx to the link partner. By default, the port advertises all
supported duplexes if the Duplex is Auto.

+ Advertise Speed: When Speed is set as auto, that is (auto negotiation), then the port only
advertises the specified speeds (10M, 100M, 1G, 2.5G, 5G, or 10G) to the link partner. By default,
the port advertises all supported speeds if the speed is set as Auto.

+ Flow Control: When Auto Speed is selected on a port, this section indicates the flow control
capability that is advertised to the link partner. When a fixed-speed setting is selected, that is
what is used. The Current Rx column indicates if pause frames on the port are obeyed and the
Current Tx column indicates if pause frames on the port are transmitted. The Rx and Tx settings
are determined by the result of the last Auto Negotiation. Check the configured column to use
the flow control. This setting is related to the setting for Configured Link Speed.

Note: The 100FX standard does not support Auto Negotiation. Therefore, when in 100FX mode,
the flow control capabilities are always shown as disabled.

+ PFC: When 802.1Qbb Priority Flow Control (PFC) is enabled on a port, then flow control on a
priority level is enabled. Through the Priority field, a range (one or more) o