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A Decision Support System (DSS)
IS a computer-based information
system that supports business or
organizational decision-making
activities. DSSs serve the
management, operations, and
planning levels of an organization
(usually mid and higher management)
and help to make decisions, which
may be rapidly changing and not
easily specified in advance
(Unstructured and Semi-Structured
decision problems). Decision support
systems can be either fully
computerized, human or a
combination of both.
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Decision Support System — by definition

A Decision Support System (DSS)
IS a computer-based

that supports business or
organizational
activities. DSSs serve the
management, operations, and
planning levels of an organization
(usually mid and higher management)
and help to make decisions, which
may be rapidly changing and not
easily specified in advance
(Unstructured and Semi-Structured
decision problems). Decision support
systems can be either fully
computerized, human or a
combination of both.
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Decision Support System — by definition

A Decision Support System (DSS)
IS a computer-based information
system that supports business or Pﬁfppze

organizational decision-making DECISIONS
activities. DSSs serve the
management, operations, and
planning levels of an organization Apply

(usually mid and higher management) Meaning
and help to make decisions, which KNOWLEDGE
may be rapidly changing and not ‘(
easily specified in advance

(Unstructured and Semi-Structured INFORMATION
decision problems). Decision support
systems can be either fully DATA
computerized, human or a

combination of both.
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Sprague (1980) defines DSS by its characteristics: I
DSS tends to be aimed at the less well structured, underspecified that
upper level typically face;

DSS attempts to combine the use of models or analytic techniques with
traditional and retrieval functions;

DSS specifically focuses on features which make them easy to use by
noncomputer people in an interactive mode;

DSS emphasizes and to accommodate changes in the
and the approach of the user.

From Wikipedia, the free encyclopedia
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SCADA vs. DSS ... “

What exactly is the difference in SCADA and DSS ? .‘

SCADA = Supervisory Control and Data Acquisition
(SCADA) Systems are used in industry to monitor and control plant
status and provide logging facilities. SCADA systems are highly >
configurable, and usually interface to the plant via PLCs. \ &

DSS = Decision Support System

DSS users see DSS as a tool to facilitate organizational processes.
Some authors have extended the definition of DSS to include any
system that might support decision making ...
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SCADA system as a DSS ...

The term SCADA (Supervisory Control and
Data Acquisition) usually refers to centralized
systems which monitor and control entire
sites, or complexes of systems spread out
over large areas (anything from an industrial
plant to a nation). Most control actions are

performed automatically by RTUs or by PLCs.

Host control functions are usually restricted to
basic overriding or supervisory level
Intervention.
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The 5CADA system reads the measured
flow and level, and sends the setpoints to the PLCs

_
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PLC1 compares the measured flow to
the setpoint, controls the pump speed
as required to match flow to setpoint

£ I
QJ -—Flow —*

——--Leve| ——-»

% -\/alye control ——

]
V-2

PLC2 compares the measured

level to the setpoint, controls the

flow through the valve to match

level to setpoint

"SCADA schematic overview-s" by commons.wikimedia.org. Licensed under Public
Domain via Wikimedia Commons - http://commons.wikimedia.org



Programming-
interfaces
C-API, Ole-DB,

COM-Objektmodell
uber VBA & VBScript

Alarming \

Standard
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Networking and
Redundancy

Graphical HMI /
Visualization

Reporting

Recipes
Trending P

Alarms and Control Scripts

Events

Data Logging

OPC Server

Historian /
Relational Databases

Standard Language
Interfaces (VB, C++, Java) .‘--v, ~

: oon )

Custom Programs
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SCADA Industries

Discrete
Automotive (OEM & Suppliers)

High Tech
Semicon. Process
Packaging W/WW Utilities

Oil and Gas -
Food and Beverage
Pharmaceutical

Metals Infrastructure
Mining Building Automation
Printing Transportation
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Motivation .‘

Video surveillance systems have been operated mostly as a local stand-alone solutions.
Even today, analog and digital video components are still used side by side with each
other, as it is often more economical for the extension of existing video systems to

Integrate existing analog equipment, rather than replace all the video equipment in one
fell swoop.

Nevertheless, typically only a single OEM of digital video components is used in these
hybrid video systems usually, which at first increases the dependence on these
manufacturers, but also makes the communication with other systems more difficult.

As part of the ongoing consolidation of control rooms SCADA and VIDEO systems are
moving closer together, interacting more with each other and are being served by the
same operators increasingly.
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Best Practices from Transportation SCADA

*

X

Borrowing a lesson
learned from the
folks In the
Intelligent
Transportation
Systems world,
utilization of “live”
streaming video Is a
must have
functionality for
their Industry ...
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Example of Unmanned Off-Shore Platforms

g; Capturing “live” streaming
< video from either of these
. | : two platforms — especially

L ¥y obmesen i | e

S P P, atmeser during an incident or
alarm state, would be
beneficial to the land
based Operators in order

A L SEPARATON PLANT to aide their decision

making process ...




Intrusion detection scenarios
can also be monitored and
Incorporated into the Utilities
first response decision
making process ...
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SCADA enhanced with VIDEO functionality _‘

The concept would be to enable native integration of video management functions
In an open SCADA project, e.g. in a plant control system. This native integration
allows the system integrator to configure video hardware and video software in the
same manner as it is usual in the classical plant automation hardware.

This allows highly customized project-specific architectures, video features and
user interfaces to be implemented by the system integrator for the customer.

Due to the open architecture of most SCADA systems these individual project
solutions can be maintained and enhanced in the long term. As with most SCADA
applications, the project-specific video application changes can be made during
system operation.
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» Graphical symbols and examples allow quick and easy integration of the video
subsystem into their own SCADA project application
+ All components are SCADA symbols and can be adapted in the application

Karera
(00002) USB Kamera

von
07 052014 10:40:00

bis
07.05.2014 10:51:00

(00002) USB Kamera

07 052014 10:40:02

07 05.2014 10:55:02
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[{08100) | System1 Camers_00100

1) System? Camera_00011
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000) Sytemt Comera 0018 | =S|
(=]
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tem1 Camera_00018
System1.Camera_00031
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]
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Video management features in modern SCADA systems should provide:

+ Software based, digital and vendor neutral video management system
- “Native” integration of video management functions into a SCADA project

* Integration of the vendor neutral video standard ONVIF
(Open Network Video Interface Forum)

 http://www.onvif.org/Home.aspx

Consistent and central operation
Tight integration of VIDEO and SCADA functionality

Connection by means of various techniques to different hardware
Cost savings in operation and maintenance

Unrestricted / © Siemens Industry, Inc. 2015. All Rights Reserved.
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Benefits of SCADA with integrated VIDEO functionality I

Freely scalable standards based solution

Flexibly to fit most all project requirements

Can be made redundant, if necessary

Fully integrated into the SCADA environment:
VIDEO can be integrated into any application as simple subproject
It can be operated in parallel to the SCADA system in a common system, as well as a
separate system in the composite system as a distributed system

VIDEO systems in the composite system can display live or playback images in their
user interfaces

VIDEO can access all process data in the composite system, respond to its changes and
allow so an easy interaction between video and automation technology
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“Live” VIDEO Streaming in SCADA

Offers the easy possibility to integrate lower
cost IP-cams, IP-components and complete
video management systems into SCADA
Capabilities:
for ‘legacy’ Infrastructure, Traffic & Transportation
and Building Automation projects
for new “greenfield” projects or modernization of
existing applications

Benefits:
Reduced interfaces due to the use of just one
single user interface (although diverse systems)
Enlargement of existing SCADA applications
with digital video components
Reduction for training cost, maintenance and
cost of operation
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VIDEO - Basic functions

Integrate video streams in the network via
ONVIF 2.0 interface

RER:CU AR B EEERE

Display of live images via video widget in
SCADA system screens

e

Interfaces to PTZ (pan/tilt/zoom) cameras

Standard graphic object library for easy creation of
SCADA screens with video objects

Automatic switch to camera image in case of alarm

Fow 20 Woe 2050 S0l CETS Asabadn I - At
o 2% Moy 2000 J0icts CETS Stwmse Tus (00 - L 102515 210902%
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SCADA with VIDEO - Enhanced functions

Software multi-decoder for realization of a
video wall with standard-PC hardware

Variable video grid:
1, 4, 6, 12 or 24 videos in parallel per monitor

Free scalable display server windows
Scalable through multi-monitor support
Scalable through parallel operation on one
video wall

SCADA graphic object for the configuration of
the video wall
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* Image sources according to ONVIF 2.0 (Profile S) are supported
» Additionally the common image source standard RTSP is supported

* Proprietary image source standards from the following manufacturers are supported.:
- BOSCH (Cameras & Encoder) * Mobotix (Cameras)
* Moxa (Cameras & Encoder) * Sony (Cameras)
» Axis (Cameras & Encoder)

» Cameras and video encoders with following video compression methods are capable:
* H.264
- MPEG4
* Motion JPG

 List of supported video technology is constantly expanding
* Proprietary protocol implementations can be offered short-term
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VIDEO - HID controller H

Joysticks and jog shuttles connected via USB can contribute to the control of
cameras and playback

Joysticks and jog shuttles, which are identified by the USB-interface as a
human interface device may be used

Axis movements and keystrokes are mapped to data points and can be used in
SCADA application

Hardware recommendations:

Axis T8313 Jog Dial Contour ShuttleExpress Axis T8311 Joystick Logitech Extreme 3D Pro
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* VIDEO runs as an own software component

* VIDEO can be used on SCADA server or
on own PC hardware

Video stream
* Video data and SCADA data are completely Control commands

decoupled
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VIDEO - Communication I

Bundles all video streams and distributes them to all recording or displaying components
The streams are processed in the supplied source image format

Suitable for all standard hardware components

With following video components can be communicated via TCP/IP connection:

IP cameras
Encoder
Analog cross bars

A multicast connection to the camera can be used on request

Page 27 2015-05-20



Anyone Familiar with a TiVo —DVR ?

Digital Video Recorder - DVR

Why not use a ‘virtual’ one in your SCADA system software ?!?
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IP camera Analog camera via encoder Connection of analog

[ N

cross bars via encoder
(on request)

Video stream (Live)

Video stream (Playback)

Control commands
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VIDEO - Supported video techniques
Virtual Digital Video Recorder (DVR) ...

A “virtual” DVR provides a pure software-based recording system for recording video images,

that works with standard hardware components as a recording medium.

Functions:
Redundant recording: Image material is saved redundantly
Load Balancing: Cameras are split into different video recorders. In case
of failure another recorder takes over the recording. For playback
the image material is merged automatically
Ring recording including event-driven setting of an overprint lock
Event-driven recording with pre- and post-time
Recording for the time period of camera switching
Export of the recorded video streams including time information
Synchronous playback of several recordings
Recording directly on the SCADA server (for small systems)
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SCADA system with VIDEO ‘
Supports all known system configurations .‘

Single-user system

all basic SCADA components and VIDEO components run on one PC

Redundant system 1 Redundant system 2
all SCADA components and VIDEO components SCADA components and VIDEO components
run on the respective servers run on the respective own servers (4 PC’s)

Distributed system

All SCADA clients in a distributed system have access to all VIDEO streams
in the system, even if they contain no video management component themselves
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In Summary — embrace software-based, digital and
hardware-neutral video management systems for SCADA

VIDEO enhancements for SCADA

« Complete video management system with
digital video recording, video buffer,
alarm recording and sequence control

EJ Mobotix @ Station 1 ,&
@ BOSCH @ Station 3

@ Basler () suton2 -~
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 Native integration of video
management functions
(Streaming, recording,...)

+ Supports the hardware-neutral
video management standard
ONVIF 2.0

+ Automatic recording in
alarm situations
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SIMATIC SCADA Systems

In factory automation as well in infrastructure applications, Siemens SCADA systems are
redefining efficiency. Both SIMATIC WIinCC V7 for operational management as well as
SIMATIC WIiNnCC Open Architecture for applications with highly customer-specific adaptation
requirements support international standards and platforms. This makes it easy to integrate in
existing hardware and provides for seamless integration in the IT world. Mobile solutions and
innovative operating concepts ensure easy, rapid access to plant information, while extensive
safety standards prevent operating errors.

Siemens SCADA systems are scalable throughout the entire lifecycle, making it possible to expand
existing systems at any time. That means investment security. Whether single-user systems, multi-user
systems, or even widely distributed systems: you can use Siemens SCADA systems to visualize
machines, lines, and entire plants and thus ensure transparency. As a result, you can identify
optimization potential, minimize downtimes, and guarantee a short time-to-market.

SIMATIC SCADA
Systeme

Efficient to
a new level

SIMATIC SCADA systems at a glance
> Leamn how ATI stems help you today to meet the challenges of tomormmow
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