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Attack 



Attack by Time 



Top Attack Types by Date 


	The daily breakdown of the most frequently detected attack types.


Top Attack Types by Date
Date Attack Type Events Percent
2022-04-27 Information Disclosure 18299 40.92

IP Reputation 15366 34.36
HTTP Protocol
Constraints

8181 18.29

Other(9) 2872 6.42
Subtotal(12) 44718 100.00

Total(1) 44718 100.00



Top Attack Types by Month 


	The monthly breakdown of the most frequently detected attack types.


Top Attack Types by Month
Month Attack Type Events Percent
2022-apr Information Disclosure 18299 40.92

IP Reputation 15366 34.36
HTTP Protocol
Constraints

8181 18.29

Other(9) 2872 6.42
Subtotal(12) 44718 100.00

Total(1) 44718 100.00
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Top Attack Types by Day of Week 


	The daily breakdown of the most frequently detected attack types.


Top Attack Types by Day of Week
Day of Week Attack Type Events Percent
WED Information Disclosure 18299 40.92

IP Reputation 15366 34.36
HTTP Protocol
Constraints

8181 18.29

Other(9) 2872 6.42
Subtotal(12) 44718 100.00

Total(1) 44718 100.00
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Top Attack Types by Hour of Day 


	The hourly breakdown of the most frequently detected attack types.


Top Attack Types by Hour of Day
Hour Attack Type Events Percent
00:00 - 01:00 Information Disclosure 910 45.00

IP Reputation 470 23.24
HTTP Protocol
Constraints

451 22.30

Other(4) 191 9.45
Subtotal(7) 2022 4.52

01:00 - 02:00 IP Reputation 465 46.18
Information Disclosure 359 35.65
GEO IP 87 8.64
Other(6) 96 9.53
Subtotal(9) 1007 2.25

02:00 - 03:00 Information Disclosure 501 36.38
IP Reputation 497 36.09
HTTP Protocol
Constraints

304 22.08

Other(6) 75 5.45
Subtotal(9) 1377 3.08

03:00 - 04:00 Information Disclosure 355 50.14
IP Reputation 158 22.32
HTTP Protocol
Constraints

125 17.66

Other(5) 70 9.89
Subtotal(8) 708 1.58

04:00 - 05:00 IP Reputation 435 51.91
Information Disclosure 209 24.94
GEO IP 84 10.02
Other(6) 110 13.13
Subtotal(9) 838 1.87
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05:00 - 06:00 Information Disclosure 306 70.51
IP Reputation 71 16.36
GEO IP 24 5.53
Other(3) 33 7.60
Subtotal(6) 434 0.97

06:00 - 07:00 IP Reputation 323 60.37
Information Disclosure 107 20.00
HTTP Protocol
Constraints

54 10.09

Other(5) 51 9.53
Subtotal(8) 535 1.20

Other(17) 37797 84.52
Total(24) 44718 100.00



Attacks By Date 


	The daily breakdown of the number of detected attacks.


Attacks By Date
Date Events Percent
2022-04-27 44718 100.00
Total(1) 44718 100.00
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Top Attack Severity by Date 


	The daily breakdown of the most frequently detected attack severity.


Top Attack Severity by Date
Date Severity Events Percent
2022-04-27 low 34747 77.70

high 9770 21.85
medium 201 0.45
Subtotal(3) 44718 100.00

Total(1) 44718 100.00
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Top Attack Severity by Month 


	The monthly breakdown of the most frequently detected attack severity.


Top Attack Severity by Month
Month Severity Events Percent
2022-apr low 34747 77.70

high 9770 21.85
medium 201 0.45
Subtotal(3) 44718 100.00

Total(1) 44718 100.00
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Top Attack Severity by Day of Week 


	The daily breakdown of the most frequently detected attack severity.


Top Attack Severity by Day of Week
Day of Week Severity Events Percent
WED low 34747 77.70

high 9770 21.85
medium 201 0.45
Subtotal(3) 44718 100.00

Total(1) 44718 100.00
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Top Attack Severity by Hour of Day 


	The hourly breakdown of the most frequently detected attack severity.


Top Attack Severity by Hour of Day
Hour Severity Events Percent
00:00 - 01:00 low 1453 71.86

high 560 27.70
medium 9 0.45
Subtotal(3) 2022 4.52

01:00 - 02:00 low 854 84.81
high 150 14.90
medium 3 0.30
Subtotal(3) 1007 2.25

02:00 - 03:00 low 1042 75.67
high 327 23.75
medium 8 0.58
Subtotal(3) 1377 3.08

03:00 - 04:00 low 523 73.87
high 181 25.56
medium 4 0.56
Subtotal(3) 708 1.58

04:00 - 05:00 low 671 80.07
high 164 19.57
medium 3 0.36
Subtotal(3) 838 1.87

05:00 - 06:00 low 384 88.48
high 50 11.52
Subtotal(2) 434 0.97

06:00 - 07:00 low 455 85.05
high 79 14.77
medium 1 0.19
Subtotal(3) 535 1.20

Other(17) 37797 84.52
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Total(24) 44718 100.00



Top Attacks Summary 



Top Attack Sources 


	The most frequent sources of attacks over the reporting period.


Top Attack Sources
Source Events Percent
46.32.120.78 607 1.36
46.32.122.7 524 1.17
188.247.79.61 471 1.05
5.45.131.26 410 0.92
188.247.76.231 408 0.91
176.28.204.81 392 0.88
94.249.2.35 367 0.82
Other(2810) 41539 92.89
Total(2817) 44718 100.00
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Top Attacked Destinations 


	The most frequently attacked destinations over the reporting period.


Top Attacked Destinations
Destination Events Percent
192.168.2.50 15038 33.63
192.168.66.97 13043 29.17
192.168.66.205 3573 7.99
192.168.2.98 1909 4.27
172.16.2.134 1890 4.23
192.168.2.94 1889 4.22
172.16.2.130 1866 4.17
Other(19) 5510 12.32
Total(26) 44718 100.00
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Top Attack Types 


	The most frequently detected attack types over the reporting period.


Top Attack Types
Attack Type Events Percent
Information Disclosure 18299 40.92
IP Reputation 15366 34.36
HTTP Protocol Constraints 8180 18.29
GEO IP 1443 3.23
Protected Hostnames 765 1.71
SQL/XSS Syntax Based
Detection

211 0.47

Generic
Attacks(Extended)

199 0.45

Other(5) 255 0.57
Total(12) 44718 100.00
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Top Attack Protocols by Type 


	The protocols carrying the most attacks over the reporting period, broken down by 
	attack type.


Top Attack Protocols by Type
Protocol Attack Type Events Percent
https/tls1.2 Information Disclosure 18299 66.73

HTTP Protocol
Constraints

8159 29.75

Protected Hostnames 358 1.31
Other(6) 606 2.21
Subtotal(9) 27422 61.32

http IP Reputation 15366 90.19
GEO IP 1443 8.47
Protected Hostnames 207 1.21
Other(1) 22 0.13
Subtotal(4) 17038 38.10

https/tls1.0 Protected Hostnames 200 100.00
Subtotal(1) 200 0.45

https Bot Detection 58 100.00
Subtotal(1) 58 0.13

Total(4) 44718 100.00
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Attack Categories by Type 


	The number of attacks for each attack category over the reporting period, broken 
	down by attack type.


Attack Categories by Type
Category Attack Type Events Percent
Signature Detection Information Disclosure 18299 98.75

Generic
Attacks(Extended)

199 1.07

Generic Attacks 29 0.16
Other(2) 4 0.02
Subtotal(5) 18531 41.44

IP Reputation IP Reputation 15366 100.00
Subtotal(1) 15366 34.36

HTTP Protocol
Constraints

HTTP Protocol
Constraints

8181 100.00

Subtotal(1) 8181 18.29
GEO IP GEO IP 1443 100.00

Subtotal(1) 1443 3.23
Protected Hostnames Protected Hostnames 765 100.00

Subtotal(1) 765 1.71
SQL/XSS Syntax Based
Detection

SQL/XSS Syntax Based
Detection

211 100.00

Subtotal(1) 211 0.47
Known Bots Detection Known Bots Detection 163 100.00

Subtotal(1) 163 0.36
Other(1) 58 0.13
Total(8) 44718 100.00
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Top Attack Severities by Action 


	The most frequently detected attack severities over the reporting period, broken down 
	by action.


Top Attack Severities by Action
Action Severity Events Percent
Alert low 18453 70.68

high 7453 28.55
medium 201 0.77
Subtotal(3) 26107 58.38

Alert_Deny low 16294 87.55
high 2317 12.45
Subtotal(2) 18611 41.62

Total(2) 44718 100.00
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Top Attack Destinations by Type 


	The most frequently attacked destinations over the reporting period, broken down by 
	attack type.


Top Attack Destinations by Type
Destination Attack Type Events Percent
192.168.2.50 Information Disclosure 13897 92.41

HTTP Protocol
Constraints

963 6.40

SQL/XSS Syntax Based
Detection

88 0.59

Other(2) 90 0.60
Subtotal(5) 15038 33.63

192.168.66.97 IP Reputation 12719 97.52
GEO IP 324 2.48
Subtotal(2) 13043 29.17

192.168.66.205 IP Reputation 2511 70.28
GEO IP 1061 29.69
HTTP Protocol
Constraints

1 0.03

Subtotal(3) 3573 7.99
192.168.2.98 Information Disclosure 942 49.35

HTTP Protocol
Constraints

734 38.45

Protected Hostnames 150 7.86
Other(5) 83 4.35
Subtotal(8) 1909 4.27

172.16.2.134 HTTP Protocol
Constraints

1399 74.02

Information Disclosure 411 21.75
Generic
Attacks(Extended)

58 3.07

Other(3) 22 1.16
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Subtotal(6) 1890 4.23
192.168.2.94 Information Disclosure 1085 57.44

HTTP Protocol
Constraints

587 31.07

Protected Hostnames 132 6.99
Other(3) 85 4.50
Subtotal(6) 1889 4.22

172.16.2.130 HTTP Protocol
Constraints

1446 77.49

Information Disclosure 365 19.56
Generic
Attacks(Extended)

48 2.57

Other(2) 7 0.38
Subtotal(5) 1866 4.17

Other(19) 5510 12.32
Total(26) 44718 100.00



Top Attack Destinations by Source 


	The most frequently attacked destinations over the reporting period, broken down by 
	source.


Top Attack Destinations by Source
Destination Source Events Percent
192.168.2.50 176.28.254.14 186 1.24

212.34.22.178 154 1.02
46.32.121.195 136 0.90
Other(514) 14562 96.83
Subtotal(517) 15038 33.63

192.168.66.97 46.32.122.7 524 4.02
188.247.79.61 450 3.45
46.32.120.78 389 2.98
Other(149) 11680 89.55
Subtotal(152) 13043 29.17
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192.168.66.205 188.247.75.98 211 5.91
165.225.91.37 190 5.32
5.45.131.26 163 4.56
Other(194) 3009 84.21
Subtotal(197) 3573 7.99

192.168.2.98 46.32.127.121 191 10.01
94.142.59.222 66 3.46
46.32.123.175 62 3.25
Other(643) 1590 83.29
Subtotal(646) 1909 4.27

172.16.2.134 92.253.29.109 274 14.50
94.249.3.102 153 8.10
91.186.242.88 133 7.04
Other(132) 1330 70.37
Subtotal(135) 1890 4.23

192.168.2.94 149.200.190.223 248 13.13
46.185.169.0 37 1.96
109.237.203.124 29 1.54
Other(633) 1575 83.38
Subtotal(636) 1889 4.22

172.16.2.130 149.200.190.161 196 10.50
92.253.29.252 120 6.43
176.28.204.81 101 5.41
Other(148) 1449 77.65
Subtotal(151) 1866 4.17

Other(19) 5510 12.32
Total(26) 44718 100.00



Top Attack Types by Source 


	The most frequently detected attack types over the reporting period, broken down by 
	source.


Top Attack Types by Source
Attack Type Source Events Percent
Information Disclosure 212.34.11.3 148 0.81

46.32.124.172 145 0.79
212.34.22.178 143 0.78
Other(1726) 17863 97.62
Subtotal(1729) 18299 40.92

IP Reputation 46.32.120.78 607 3.95
46.32.122.7 524 3.41
188.247.79.61 471 3.07
Other(151) 13764 89.57
Subtotal(154) 15366 34.36

HTTP Protocol
Constraints

94.249.2.35 363 4.44

149.200.190.223 334 4.08
176.28.204.81 321 3.92
Other(780) 7163 87.56
Subtotal(783) 8181 18.29

GEO IP 165.225.91.37 190 13.17
165.225.90.151 144 9.98
165.225.90.89 115 7.97
Other(158) 994 68.88
Subtotal(161) 1443 3.23

Protected Hostnames 46.32.123.175 102 13.33
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85.202.168.44 68 8.89
194.31.98.37 60 7.84
Other(182) 535 69.93
Subtotal(185) 765 1.71

SQL/XSS Syntax Based
Detection

176.28.204.81 28 13.27

188.247.77.26 16 7.58
212.34.30.69 13 6.16
Other(49) 154 72.99
Subtotal(52) 211 0.47

Generic
Attacks(Extended)

176.28.204.81 18 9.05

91.186.242.88 11 5.53
212.34.20.3 7 3.52
Other(78) 163 81.91
Subtotal(81) 199 0.45

Other(5) 254 0.57
Total(12) 44718 100.00



Top Attacked Http methods by Type 


	The most frequently attacked http methods over the reporting period, broken down by 
	attack type.


Top Attacked Http methods by Type
Http Method Attack Type Events Percent
get Information Disclosure 15322 81.53

HTTP Protocol
Constraints

2515 13.38

Protected Hostnames 631 3.36
Other(6) 324 1.72
Subtotal(9) 18792 42.02

none IP Reputation 15366 90.41
GEO IP 1443 8.49
HTTP Protocol
Constraints

128 0.75

Other(1) 58 0.34
Subtotal(4) 16995 38.00

post HTTP Protocol
Constraints

5424 61.71

Information Disclosure 2968 33.77
Generic
Attacks(Extended)

149 1.70

Other(3) 248 2.82
Subtotal(6) 8789 19.65

rpc HTTP Protocol
Constraints

114 92.68

Information Disclosure 9 7.32
Subtotal(2) 123 0.28

head Protected Hostnames 10 100.00
Subtotal(1) 10 0.02

options Protected Hostnames 9 100.00
Subtotal(1) 9 0.02

Total(6) 44718 100.00
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Attacks By Policy 


	The most frequently used policies over the reporting period.


Attacks By Policy
Policy Events Percent
eservices.ssc.gov.jo 18481 41.33
corner.ssc.gov.jo 15065 33.69
email.ssc.gov.jo 5318 11.89
www.ssc.gov.jo 3908 8.74
mfiles.ssc.gov.jo_6017 917 2.05
reservation.ssc.gov.jo 533 1.19
service1.ssc.gov.jo 367 0.82
Other(4) 129 0.29
Total(11) 44718 100.00
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Top Attack URLs 


	The most frequently detected attack URLs over the reporting period.


Top Attack URLs
URL Events Percent
none 16970 37.95
/_layouts/15/SSC/EN/css/f
ont-awesome.min.css

3476 7.77

/owa/ev.owa2 1696 3.79
/eserviceapi/api/corporat
ions/START_TRAN_DETAIL_IN
SERTSP

1105 2.47

/owa/favicon.ico 1016 2.27
/ar/pages/leaverequest.as
px

956 2.14

/_layouts/15/SSC/fonts/fo
ntawesome-webfont.woff2

755 1.69

Other(795) 18744 41.92
Total(802) 44718 100.00
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Top Attacked User Identifications 


	The most frequently attacked user identifications over the reporting period.


Top Attacked User Identif ications
Session ID Events Percent
none 19815 44.31
678B28683834A2D9F2240CDCC
D131EE2

646 1.44

678B2868DB3FF8F913870A711
68868FA

497 1.11

678B28980222411AEA795E9F5
1084483

367 0.82

678B286849B4C50C2CCF81529
30A6208

341 0.76

678B287D5FE7D8AB939602E10
59B9132

334 0.75

678B286803114D27C445A7A68
73B496B

307 0.69

Other(1698) 22411 50.12
Total(1705) 44718 100.00
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Top Triggered Source Countries 


	Source countries with the most attack attempts.


Top Triggered Source Countries
Source Country Events Percent
Jordan 41764 93.39
Russian Federation 1286 2.88
United States 271 0.61
United Arab Emirates 219 0.49
Netherlands 214 0.48
Reserved 184 0.41
Germany 166 0.37
Other(38) 614 1.37
Total(45) 44718 100.00
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Top Triggered Signature IDs 


	The most frequently triggered signature ID over the reporting period.


Top Triggered Signature IDs
Signature ID Events Percent
080200007 13753 74.22
080080001 3142 16.96
080200006 1024 5.53
060140003 189 1.02
080140014 116 0.63
080170010 76 0.41
080180009 58 0.31
Other(17) 173 0.93
Total(24) 18531 100.00
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Top Triggered Signature IDs By Type 


	The most frequently triggered signature ID over the reporting period, broken down by 
	attack type.


Top Triggered Signature IDs By Type
Attack Type Signature ID Events Percent
Information Disclosure 080200007 13753 75.16

080080001 3142 17.17
080200006 1024 5.60
Other(12) 380 2.08
Subtotal(15) 18299 98.75

Generic
Attacks(Extended)

060140003 189 94.97

060150002 10 5.03
Subtotal(2) 199 1.07

Generic Attacks 050180008 13 44.83
050180007 10 34.48
050010002 3 10.34
Other(2) 3 10.34
Subtotal(5) 29 0.16

Cross Site Scripting
(Extended)

020000093 2 100.00

Subtotal(1) 2 0.01
Known Exploits 090330053 2 100.00

Subtotal(1) 2 0.01
Total(5) 18531 100.00
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FortiSandbox Statistics (Last 7 Days) 


	FortiSandbox statistics over the last 7 days.


FortiSandbox Statistics (Last
7 Days)

Events Percent
Malicious 0 0.00
High Risk 0 0.00
Medium Risk 0 0.00
Low Risk 0 0.00
Clean 0 0.00
Total(5) 0 100.00
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Top Attacked Http Host 


	Http Hosts with the most attack attempts.


Top Attacked Http Host
Http Host Events Percent
none 17001 38.02
corner.ssc.gov.jo 14921 33.37
email.ssc.gov.jo 5116 11.44
eservices.ssc.gov.jo 4993 11.17
mfiles.ssc.gov.jo:6017 916 2.05
reservation.ssc.gov.jo 533 1.19
eservices.ssc.gov.jo:443 274 0.61
Other(31) 964 2.16
Total(38) 44718 100.00
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Top Attacked User Name 


	User Names with the most attack attempts.


Top Attacked User Name
User Name Events Percent
Unknown 43951 98.28
ssc.gov.jo\eqabaa@ssc.go
v.jo

167 0.37

amuhammal@ssc.gov.jo 159 0.36
ahutaibat@ssc.gov.jo 79 0.18
smajali@ssc.gov.jo 67 0.15
ssc\sshawabkeh@ssc.gov.j
o

40 0.09

mnammour@ssc.gov.jo 33 0.07
Other(18) 222 0.50
Total(25) 44718 100.00
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Top Attacked Http Referer 


	Http Referers with the most attack attempts.


Top Attacked Http Referer
Http Referer Events Percent
none 21104 47.19
https://email.ssc.gov.jo/
owa/

3180 7.11

https://corner.ssc.gov.jo
/ar/pages/default.aspx

2738 6.12

https://corner.ssc.gov.jo
/_layouts/15/SSC/Style/fo
nt-awesome.min.css

2064 4.62

https://corner.ssc.gov.jo
/ar/pages/leaverequest.as
px

1583 3.54

https://corner.ssc.gov.jo
/ar/MyProfi le/Pages/defau
lt.aspx

1539 3.44

https://corner.ssc.gov.jo
/ar/Pages/myservices.aspx

1288 2.88

Other(515) 11222 25.10
Total(522) 44718 100.00
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Top Attacked Http Version 


	Http Versions with the most attack attempts.


Top Attacked Http Version
Http Version Events Percent
1.x 27842 62.26
unknown 16867 37.72
2.0 9 0.02
Total(3) 44718 100.00
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Top Threat Weights by Client Device IDs 

	Client Device IDs with the most Threat Weights.


Top Threat Weights by Client Device IDs
Client Device ID Threat Weight Events Percent
none 200 16809 98.73

0 216 1.27
Subtotal(2) 17025 38.07

0B821E4271134584D2B0D01B7
12C84ECC5AA

25 451 90.74

50 38 7.65
100 8 1.61
Subtotal(3) 497 1.11

4F1DF64365351BA91D3E27C2C
CFF76613309

50 371 78.60

25 58 12.29
100 43 9.11
Subtotal(3) 472 1.06

968F8942828853CA0533FEEF6
B614D31C711

25 363 98.91

10 4 1.09
Subtotal(2) 367 0.82

75BE952A987B96F33525EB649
F1C6D45069E

25 334 100.00

Subtotal(1) 334 0.75
22F2292F0CFA33BC16DB89053
CCF33C45D55

50 281 96.23

25 8 2.74
100 3 1.03
Subtotal(3) 292 0.65

E0F269F1F63328C45BA96881E
0E13B84BD53

50 218 78.42

25 42 15.11
100 18 6.47
Subtotal(3) 278 0.62

Other(2637) 25453 56.92
Total(2644) 44718 100.00
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Top Attack Attempts by Client Device IDs 


	Client Device IDs with the most attack attempts.


Top Attack Attempts by Client Device IDs
Client Device ID Attack Type Events Percent
none IP Reputation 15366 90.26

GEO IP 1443 8.48
Protected Hostnames 207 1.22
Other(1) 9 0.05
Subtotal(4) 17025 38.07

0B821E4271134584D2B0D01B7
12C84ECC5AA

HTTP Protocol
Constraints

489 98.39

Generic
Attacks(Extended)

8 1.61

Subtotal(2) 497 1.11
4F1DF64365351BA91D3E27C2C
CFF76613309

HTTP Protocol
Constraints

448 94.92

Generic
Attacks(Extended)

24 5.08

Subtotal(2) 472 1.06
968F8942828853CA0533FEEF6
B614D31C711

HTTP Protocol
Constraints

363 98.91

Information Disclosure 4 1.09
Subtotal(2) 367 0.82

75BE952A987B96F33525EB649
F1C6D45069E

HTTP Protocol
Constraints

334 100.00

Subtotal(1) 334 0.75
22F2292F0CFA33BC16DB89053
CCF33C45D55

HTTP Protocol
Constraints

289 98.97

Generic
Attacks(Extended)

3 1.03

Subtotal(2) 292 0.65
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E0F269F1F63328C45BA96881E
0E13B84BD53

HTTP Protocol
Constraints

260 93.53

Generic
Attacks(Extended)

18 6.47

Subtotal(2) 278 0.62
Other(2637) 25453 56.92
Total(2644) 44718 100.00



Top Attack Categories by Client Device IDs 


	Client Device IDs with the most attack category attempts.


Top Attack Categories by Client Device IDs
Client Device ID Category Events Percent
none IP Reputation 15366 90.26

GEO IP 1443 8.48
Protected Hostnames 207 1.22
Other(1) 9 0.05
Subtotal(4) 17025 38.07

0B821E4271134584D2B0D01B7
12C84ECC5AA

HTTP Protocol
Constraints

489 98.39

Signature Detection 8 1.61
Subtotal(2) 497 1.11

4F1DF64365351BA91D3E27C2C
CFF76613309

HTTP Protocol
Constraints

448 94.92

Signature Detection 24 5.08
Subtotal(2) 472 1.06

968F8942828853CA0533FEEF6
B614D31C711

HTTP Protocol
Constraints

363 98.91

Signature Detection 4 1.09
Subtotal(2) 367 0.82

75BE952A987B96F33525EB649
F1C6D45069E

HTTP Protocol
Constraints

334 100.00

Subtotal(1) 334 0.75
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22F2292F0CFA33BC16DB89053
CCF33C45D55

HTTP Protocol
Constraints

289 98.97

Signature Detection 3 1.03
Subtotal(2) 292 0.65

E0F269F1F63328C45BA96881E
0E13B84BD53

HTTP Protocol
Constraints

260 93.53

Signature Detection 18 6.47
Subtotal(2) 278 0.62

Other(2637) 25453 56.92
Total(2644) 44718 100.00



Attack Summary 


	Attack summary infomation table.


Attack Summary

Date & Time Source Source

Country

Destination URL Threat

Level

Action Message

2022-04-27

00:00:27

90.84.92.54 Jordan 192.168.2.50 /ar/pages/default.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:27

90.84.92.54 Jordan 192.168.2.50 /ScriptResource.axd Low Alert HTTP Body triggered signature ID 080140014 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:27

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:27

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/css/foundation.min.c

ss

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:28

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/Style/font-awesome.min.

css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:28

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/css/style.css Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:28

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/CSS/weather.css Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:28

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/EN/images/arlogohorz-01

.svg

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:28

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/fonts/ge_ss_two_medi

um.woff

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:29

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff2

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:29

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/images/renaissance.p

ng

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo
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2022-04-27

00:00:29

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:29

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/images/bg-pattern.pn

g

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:30

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/ssc/ar/images/search-sprite

.png

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:30

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/images/news-arrow.pn

g

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:30

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/Images/01d.png Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:30

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/AR/images/calendar.png Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:30

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/ar/images/group.png Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:30

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.ttf

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:31

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/Image/spinner.gif Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:31

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.svg

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:36

37.75.144.240 Jordan 192.168.2.210 /eserviceapi/api/banksApis/GetPaymentTyp

e

Substantial Alert [policy_name=Extended Protection] : Il legal Host

Name: (Character [_] in host name is i l legal)

2022-04-27

00:00:37

90.84.92.54 Jordan 192.168.2.50 /ar/Pages/myservices.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:37

90.84.92.54 Jordan 192.168.2.50 /ar/Pages/myservices.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:38

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/Style/jquery-ui.css Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:38

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:42

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:43

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:46

188.247.78.7 Jordan 172.16.2.130 /Microsoft-Server-ActiveSync Substantial Alert [policy_name=Email Exception] : Missing Content

Type

2022-04-27

00:00:47

90.84.92.54 Jordan 192.168.2.50 /ar/_vti_bin/sites.asmx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:47

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert [policy_name=Extended Protection] : Total Body

Parameters Length Exceeded: (The body

parameters length (16612) exceeded the maximum

allowed - 6144)

2022-04-27

00:00:47

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert [policy_name=Extended Protection] : Total Body

Parameters Length Exceeded: (The body

parameters length (16612) exceeded the maximum

allowed - 6144)

2022-04-27

00:00:48

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:00:49

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:00

90.84.92.54 Jordan 192.168.2.50 /ar/_vti_bin/sites.asmx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:01

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert [policy_name=Extended Protection] : Total Body

Parameters Length Exceeded: (The body

parameters length (16654) exceeded the maximum

allowed - 6144)

2022-04-27

00:01:01

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert [policy_name=Extended Protection] : Total Body

Parameters Length Exceeded: (The body

parameters length (16654) exceeded the maximum

allowed - 6144)

2022-04-27

00:01:02

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:02

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:18

90.84.92.54 Jordan 192.168.2.50 /ar/_vti_bin/sites.asmx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:19

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert [policy_name=Extended Protection] : Total Body

Parameters Length Exceeded: (The body

parameters length (16656) exceeded the maximum

allowed - 6144)

2022-04-27

00:01:19

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert [policy_name=Extended Protection] : Total Body

Parameters Length Exceeded: (The body

parameters length (16656) exceeded the maximum

allowed - 6144)

2022-04-27

00:01:20

90.84.92.54 Jordan 192.168.2.50 /ar/pages/leaverequest.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo
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2022-04-27

00:01:21

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:26

90.84.92.54 Jordan 192.168.2.50 /ar/Pages/MyServices.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:27

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:29

90.84.92.54 Jordan 192.168.2.50 /_layouts/15/SSC/Image/spinner.gif Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:01:48

176.29.75.202 Jordan 172.16.2.131 /Microsoft-Server-ActiveSync Substantial Alert [policy_name=Email Exception] : Missing Content

Type

2022-04-27

00:01:50

46.32.122.224 Jordan 192.168.2.93 /external/PdfViewer Moderate Alert Parameter(URL) triggered signature ID 060140003

of Signatures policy eservices.ssc.gov.jo

2022-04-27

00:01:55

5.45.128.19 Jordan 192.168.2.98 /eserviceapi/api/users/encryptPasswordNe

w

Low Alert HTTP Response Status triggered signature ID

080080001 of Signatures policy

eservices.ssc.gov.jo

2022-04-27

00:02:11

212.34.22.72 Jordan 192.168.2.50 /ar Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:12

212.34.22.72 Jordan 192.168.2.50 /ar/Pages/default.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:12

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/css/foundation.min.c

ss

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /ScriptResource.axd Low Alert HTTP Body triggered signature ID 080140014 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/Style/font-awesome.min.

css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/css/style.css Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/CSS/weather.css Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/images/renaissance.p

ng

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/images/news-arrow.pn

g

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/fonts/ge_ss_two_medi

um.woff

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff2

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/images/bg-pattern.pn

g

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/ssc/ar/images/search-sprite

.png

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/images/calendar.png Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/EN/images/arlogohorz-01

.svg

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/AR/Images/01d.png Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:13

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/ar/images/group.png Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:14

5.45.128.82 Jordan 172.16.2.130 /owa/favicon.ico Informational Alert HTTP Header triggered signature ID 080200006 of

Signatures policy email.ssc.gov.jo

2022-04-27

00:02:14

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.ttf

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:14

212.34.22.72 Jordan 192.168.2.50 /_layouts/15/SSC/Image/spinner.gif Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:17

5.45.128.19 Jordan 192.168.2.98 /eserviceapi/api/users/encryptPasswordNe

w

Low Alert HTTP Response Status triggered signature ID

080080001 of Signatures policy

eservices.ssc.gov.jo

2022-04-27

00:02:21

212.34.19.165 Jordan 192.168.2.50 /ar/Pages/default.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:22

212.34.19.165 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:23

212.34.19.165 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff2

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:23

212.34.19.165 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:23

212.34.19.165 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.ttf

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:36

212.34.19.165 Jordan 192.168.2.50 /ar/Pages/default.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:36

212.34.19.165 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo
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2022-04-27

00:02:36

212.34.19.165 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff2

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:37

212.34.19.165 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:02:37

212.34.19.165 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.ttf

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:03:08

212.34.13.103 Jordan 172.16.2.130 /Microsoft-Server-ActiveSync Substantial Alert [policy_name=Email Exception] : Missing Content

Type

2022-04-27

00:03:25

5.45.128.19 Jordan 192.168.2.98 /eserviceapi/api/users/encryptPasswordNe

w

Low Alert HTTP Response Status triggered signature ID

080080001 of Signatures policy

eservices.ssc.gov.jo

2022-04-27

00:03:44

176.29.11.217 Jordan 192.168.2.50 /ar Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:03:45

176.29.11.217 Jordan 192.168.2.50 /ar/Pages/default.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:03:46

176.29.11.217 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:03:46

176.29.11.217 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff2

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:03:46

176.29.11.217 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.woff

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:03:46

176.29.11.217 Jordan 192.168.2.50 /_layouts/15/SSC/fonts/fontawesome-webfo

nt.ttf

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:03:58

176.29.11.217 Jordan 192.168.2.50 /ar/Pages/myservices.aspx Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:03:58

176.29.11.217 Jordan 192.168.2.50 /_layouts/15/SSC/EN/css/font-awesome.min

.css

Informational Alert HTTP Header triggered signature ID 080200007 of

Signatures policy corner.ssc.gov.jo

2022-04-27

00:04:12

176.29.11.217 Jordan 172.16.2.134 /owa/favicon.ico Informational Alert HTTP Header triggered signature ID 080200006 of

Signatures policy email.ssc.gov.jo

2022-04-27

00:04:27

5.255.253.142 Russian

Federation

192.168.66.205 none Critical Alert_Deny Unauthorized GEO IP from Russian Federation was

not allowed

2022-04-27

00:04:27

5.255.253.142 Russian

Federation

192.168.66.205 none Critical Alert_Deny Unauthorized GEO IP from Russian Federation was

not allowed

2022-04-27

00:04:27

5.255.253.142 Russian

Federation

192.168.66.205 none Critical Alert_Deny Unauthorized GEO IP from Russian Federation was

not allowed

2022-04-27

00:04:28

5.255.253.142 Russian

Federation

192.168.66.205 none Critical Alert_Deny Unauthorized GEO IP from Russian Federation was

not allowed

2022-04-27

00:04:28

5.255.253.142 Russian

Federation

192.168.66.205 none Critical Alert_Deny Unauthorized GEO IP from Russian Federation was

not allowed

2022-04-27

00:04:38

185.191.171.43 United

States

192.168.2.208 /robots.txt Moderate Alert_Deny Known Bots triggered Malicious Bot SEMrushBot in

category Crawler of Known Bots policy

Bot_Mitigation_SSC



Attack Details 


	Attack details infomation table.


Attack Details

Item Value

Date & Time 2022-04-27 00:00:27

Log ID 20000008

MSG ID 74272272

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64504

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/pages/default.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

 .38.



Daily_Report

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer none

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 5

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:27

Log ID 20000008

MSG ID 74272284

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64509

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ScriptResource.axd

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Body triggered signature ID 080140014 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type ASP/JSP Source Code Leakage

Signature ID 080140014

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 10

Historical Threat Weight 15

Threat Level Low

Attack Details

Item Value

Date & Time 2022-04-27 00:00:27

Log ID 20000008

MSG ID 74272324

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64512

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo
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User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 20

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:27

Log ID 20000008

MSG ID 74272340

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64513

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/css/foundation.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 25

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:28

Log ID 20000008

MSG ID 74272347

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64507

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/Style/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown
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Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 30

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:28

Log ID 20000008

MSG ID 74272349

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64514

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/css/style.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 35

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:28

Log ID 20000008

MSG ID 74272356

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64515

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/CSS/weather.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx
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Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 40

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:28

Log ID 20000008

MSG ID 74272369

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64517

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/images/arlogohorz-01.svg

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 45

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:28

Log ID 20000008

MSG ID 74272379

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64520

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/fonts/ge_ss_two_medium.woff

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x
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Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 50

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:29

Log ID 20000008

MSG ID 74272383

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64521

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff2

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 55

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:29

Log ID 20000008

MSG ID 74272414

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64530

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/images/renaissance.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355
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Threat Weight 5

Historical Threat Weight 60

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:29

Log ID 20000008

MSG ID 74272415

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64534

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 65

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:29

Log ID 20000008

MSG ID 74272416

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64532

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/images/bg-pattern.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5
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Historical Threat Weight 70

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:30

Log ID 20000008

MSG ID 74272474

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64536

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/ssc/ar/images/search-sprite.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 75

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:30

Log ID 20000008

MSG ID 74272477

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64537

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/images/news-arrow.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 80
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Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:30

Log ID 20000008

MSG ID 74272491

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64541

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/Images/01d.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 85

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:30

Log ID 20000008

MSG ID 74272496

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64543

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/images/calendar.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 90

Threat Level Informational
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Attack Details

Item Value

Date & Time 2022-04-27 00:00:30

Log ID 20000008

MSG ID 74272498

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64542

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/ar/images/group.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 95

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:30

Log ID 20000008

MSG ID 74272503

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64544

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.ttf

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 100

Threat Level Informational

Attack Details
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Item Value

Date & Time 2022-04-27 00:00:31

Log ID 20000008

MSG ID 74272539

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64557

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/Image/spinner.gif

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 105

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:31

Log ID 20000008

MSG ID 74272550

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64558

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.svg

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 110

Threat Level Informational

Attack Details

Item Value
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Date & Time 2022-04-27 00:00:36

Log ID 20000026

MSG ID 74272779

Main Type HTTP Protocol Constraints

Sub Type Il legal Hostname

Priority alert

Service https/tls1.2

Source 37.75.144.240

Source Port 52622

Destination 192.168.2.210

Destination Port 80

Policy BankPay

Action Alert

Http Method get

URL /eserviceapi/api/banksApis/GetPaymentType

Http Host SSC_HOST_2

Http Agent Java/1.8.0_265

Session ID none

Severity Level high

Trigger Policy N/A

Message [policy_name=Extended Protection] : Il legal Host Name: & 40;Character [_] in host name is i l legal& 41;

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool BankPay

User Name 2000

Http Referer none

Http Version 1.x

Client Device ID 559BE31A3AC1CDC96A7AF0F615E69DBF5D68

Threat Weight 50

Historical Threat Weight 2900

Threat Level Substantial

Attack Details

Item Value

Date & Time 2022-04-27 00:00:37

Log ID 20000008

MSG ID 74272805

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64567

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/Pages/myservices.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 115

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:37

Log ID 20000008
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MSG ID 74272813

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64569

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/Pages/myservices.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/default.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 120

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:38

Log ID 20000008

MSG ID 74272827

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64573

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/Style/jquery-ui.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/myservices.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 125

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:38

Log ID 20000008

MSG ID 74272855
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Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64577

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/myservices.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 130

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:42

Log ID 20000008

MSG ID 74273035

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64588

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/myservices.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 135

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:43

Log ID 20000008

MSG ID 74273063

Main Type Signature Detection
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Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64591

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 140

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:46

Log ID 20000026

MSG ID 74273206

Main Type HTTP Protocol Constraints

Sub Type Missing POST Content Type

Priority alert

Service https/tls1.2

Source 188.247.78.7

Source Port 13813

Destination 172.16.2.130

Destination Port 443

Policy email.ssc.gov.jo

Action Alert

Http Method post

URL /Microsoft-Server-ActiveSync

Http Host email.ssc.gov.jo

Http Agent Apple-iPhone12C1/1905.258

Session ID 678B286842AC7A7D4CCCB8053872303A

Severity Level high

Trigger Policy N/A

Message [policy_name=Email Exception] : Missing Content Type

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool email.ssc.gov.jo

User Name amuhammal@ssc.gov.jo

Http Referer none

Http Version 1.x

Client Device ID 9504B7C0EFE9E2E93D924C4F863CB11DD159

Threat Weight 50

Historical Threat Weight 50

Threat Level Substantial

Attack Details

Item Value

Date & Time 2022-04-27 00:00:47

Log ID 20000008

MSG ID 74273251

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert
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Service https/tls1.2

Source 90.84.92.54

Source Port 64593

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/_vti_bin/sites.asmx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 145

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:47

Log ID 20000026

MSG ID 74273261

Main Type HTTP Protocol Constraints

Sub Type Body Parameter Length Violation

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64594

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level high

Trigger Policy N/A

Message [policy_name=Extended Protection] : Total Body Parameters Length Exceeded: & 40;The body parameters

length & 40;16612& 41; exceeded the maximum allowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 150

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:47

Log ID 20000026

MSG ID 74273277

Main Type HTTP Protocol Constraints

Sub Type Body Parameter Length Violation

Priority alert
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Service https/tls1.2

Source 90.84.92.54

Source Port 64595

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level high

Trigger Policy N/A

Message [policy_name=Extended Protection] : Total Body Parameters Length Exceeded: & 40;The body parameters

length & 40;16612& 41; exceeded the maximum allowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 155

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:48

Log ID 20000008

MSG ID 74273284

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64595

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 160

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:00:49

Log ID 20000008

MSG ID 74273317

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert
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Service https/tls1.2

Source 90.84.92.54

Source Port 64597

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 165

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:00

Log ID 20000008

MSG ID 74273561

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64599

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/_vti_bin/sites.asmx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 170

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:01

Log ID 20000026

MSG ID 74273575

Main Type HTTP Protocol Constraints

Sub Type Body Parameter Length Violation

Priority alert

Service https/tls1.2
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Source 90.84.92.54

Source Port 64600

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level high

Trigger Policy N/A

Message [policy_name=Extended Protection] : Total Body Parameters Length Exceeded: & 40;The body parameters

length & 40;16654& 41; exceeded the maximum allowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 175

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:01

Log ID 20000026

MSG ID 74273593

Main Type HTTP Protocol Constraints

Sub Type Body Parameter Length Violation

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64601

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level high

Trigger Policy N/A

Message [policy_name=Extended Protection] : Total Body Parameters Length Exceeded: & 40;The body parameters

length & 40;16654& 41; exceeded the maximum allowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 180

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:02

Log ID 20000008

MSG ID 74273597

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert
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Service https/tls1.2

Source 90.84.92.54

Source Port 64601

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 185

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:02

Log ID 20000008

MSG ID 74273642

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64603

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 190

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:18

Log ID 20000008

MSG ID 74274198

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2
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Source 90.84.92.54

Source Port 64609

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/_vti_bin/sites.asmx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 195

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:19

Log ID 20000026

MSG ID 74274217

Main Type HTTP Protocol Constraints

Sub Type Body Parameter Length Violation

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64610

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level high

Trigger Policy N/A

Message [policy_name=Extended Protection] : Total Body Parameters Length Exceeded: & 40;The body parameters

length & 40;16656& 41; exceeded the maximum allowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 200

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:19

Log ID 20000026

MSG ID 74274235

Main Type HTTP Protocol Constraints

Sub Type Body Parameter Length Violation

Priority alert

Service https/tls1.2

 .58.



Daily_Report

Source 90.84.92.54

Source Port 64611

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level high

Trigger Policy N/A

Message [policy_name=Extended Protection] : Total Body Parameters Length Exceeded: & 40;The body parameters

length & 40;16656& 41; exceeded the maximum allowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 205

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:20

Log ID 20000008

MSG ID 74274317

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64611

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method post

URL /ar/pages/leaverequest.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 210

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:21

Log ID 20000008

MSG ID 74274380

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2
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Source 90.84.92.54

Source Port 64613

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 215

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:26

Log ID 20000008

MSG ID 74274630

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64615

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/Pages/MyServices.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/pages/leaverequest.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 220

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:27

Log ID 20000008

MSG ID 74274671

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54
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Source Port 64619

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/MyServices.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 225

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:29

Log ID 20000008

MSG ID 74274742

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 90.84.92.54

Source Port 64629

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/Image/spinner.gif

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (iPhone; CPU iPhone OS 15_4_1 l ike Mac OS X) AppleWebKit/605.1.15 (KHTML, l ike Gecko)

Version/15.4 Mobile/15E148 Safari/604.1

Session ID 678B2867A6A1B939BD5CFF3F32939FCE

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/MyServices.aspx

Http Version 1.x

Client Device ID 0F19D8BF9B937EF594059323A877C2321355

Threat Weight 5

Historical Threat Weight 230

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:01:48

Log ID 20000026

MSG ID 74275774

Main Type HTTP Protocol Constraints

Sub Type Missing POST Content Type

Priority alert

Service https/tls1.2

Source 176.29.75.202

Source Port 53212
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Destination 172.16.2.131

Destination Port 443

Policy email.ssc.gov.jo

Action Alert

Http Method post

URL /Microsoft-Server-ActiveSync

Http Host email.ssc.gov.jo

Http Agent Apple-iPhone12C1/1905.258

Session ID 678B286830EF9A23C1C5341378C9282E

Severity Level high

Trigger Policy N/A

Message [policy_name=Email Exception] : Missing Content Type

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Jordan

Server Pool email.ssc.gov.jo

User Name sscsshawabkeh@ssc.gov.jo

Http Referer none

Http Version 1.x

Client Device ID FE638CDCBB20C1B0F63A49B6D724D93E709D

Threat Weight 50

Historical Threat Weight 9850

Threat Level Substantial

Attack Details

Item Value

Date & Time 2022-04-27 00:01:50

Log ID 20000008

MSG ID 74275980

Main Type Signature Detection

Sub Type Generic Attacks(Extended)

Priority alert

Service https/tls1.2

Source 46.32.122.224

Source Port 37841

Destination 192.168.2.93

Destination Port 80

Policy eservices.ssc.gov.jo

Action Alert

Http Method get

URL /external/PdfViewer

Http Host eservices.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 12; SM-G988B) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B287DD70008FF270F49D99749C54C

Severity Level medium

Trigger Policy N/A

Message Parameter& 40;URL& 41; triggered signature ID 060140003 of Signatures policy eservices.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type RFI Injection

Signature ID 060140003

Source Country Jordan

Server Pool eservices.ssc.gov.jo

User Name Unknown

Http Referer https://eservices.ssc.gov.jo/external/ElectronicInforming?token=vXAIOYklJA7zqRLyHerzd&id=4603500

Http Version 1.x

Client Device ID 33A04426A5D2D4C90206C5089C8172A85BF5

Threat Weight 25

Historical Threat Weight 25

Threat Level Moderate

Attack Details

Item Value

Date & Time 2022-04-27 00:01:55

Log ID 20000008

MSG ID 74276339

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 5.45.128.19

Source Port 33850

Destination 192.168.2.98

Destination Port 80
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Policy eservices.ssc.gov.jo

Action Alert

Http Method post

URL /eserviceapi/api/users/encryptPasswordNew

Http Host eservices.ssc.gov.jo

Http Agent none

Session ID none

Severity Level low

Trigger Policy N/A

Message HTTP Response Status triggered signature ID 080080001 of Signatures policy eservices.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type Application Availabil ity/Errors and Logs

Signature ID 080080001

Source Country Jordan

Server Pool eservices.ssc.gov.jo

User Name Unknown

Http Referer none

Http Version 1.x

Client Device ID E51C4F9CCE3141FDF389D7A5800A9AC6BE64

Threat Weight 10

Historical Threat Weight 50

Threat Level Low

Attack Details

Item Value

Date & Time 2022-04-27 00:02:11

Log ID 20000008

MSG ID 74277052

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53010

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://www.ssc.gov.jo/

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 5

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:12

Log ID 20000008

MSG ID 74277130

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53010

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert
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Http Method get

URL /ar/Pages/default.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://www.ssc.gov.jo/

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 10

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:12

Log ID 20000008

MSG ID 74277156

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53010

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/css/foundation.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 15

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277161

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53010

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get
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URL /ScriptResource.axd

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Body triggered signature ID 080140014 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type ASP/JSP Source Code Leakage

Signature ID 080140014

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 10

Historical Threat Weight 25

Threat Level Low

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277162

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53012

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 30

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277178

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53018

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/Style/font-awesome.min.css
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Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 35

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277180

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53014

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/css/style.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 40

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277191

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53014

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/CSS/weather.css

Http Host corner.ssc.gov.jo
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Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 45

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277197

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53012

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/images/renaissance.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 50

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277199

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53010

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/images/news-arrow.png

Http Host corner.ssc.gov.jo
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Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 55

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277205

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53014

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/fonts/ge_ss_two_medium.woff

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/AR/css/style.css

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 60

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277208

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53018

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff2

Http Host corner.ssc.gov.jo
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Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 65

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277212

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53012

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/images/bg-pattern.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/AR/css/style.css

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 70

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277215

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53014

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/ssc/ar/images/search-sprite.png

Http Host corner.ssc.gov.jo
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Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/AR/css/style.css

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 75

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277217

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53018

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/images/calendar.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 80

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277219

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53016

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/images/arlogohorz-01.svg

Http Host corner.ssc.gov.jo
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Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 85

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277221

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53010

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 90

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277225

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53018

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/AR/Images/01d.png

Http Host corner.ssc.gov.jo
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Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 95

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:13

Log ID 20000008

MSG ID 74277227

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53016

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/ar/images/group.png

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 100

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:14

Log ID 20000008

MSG ID 74277244

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 5.45.128.82

Source Port 17040

Destination 172.16.2.130

Destination Port 443

Policy email.ssc.gov.jo

Action Alert

Http Method get

URL /owa/favicon.ico

Http Host email.ssc.gov.jo
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Http Agent Mozil la/5.0 (Linux; Android 9; INE-LX1r) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2868B9E1D655D012AF94C2F212A4

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200006 of Signatures policy email.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200006

Source Country Jordan

Server Pool email.ssc.gov.jo

User Name Unknown

Http Referer https://email.ssc.gov.jo/owa/

Http Version 1.x

Client Device ID 35EC4E9DCA853F290A64C5221E0360A6DF70

Threat Weight 5

Historical Threat Weight 255

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:14

Log ID 20000008

MSG ID 74277250

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53018

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.ttf

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 105

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:14

Log ID 20000008

MSG ID 74277266

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.22.72

Source Port 53016

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/Image/spinner.gif

Http Host corner.ssc.gov.jo
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Http Agent Mozil la/5.0 (Linux; Android 10; JNY-LX1) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/91.0.4472.134

Mobile Safari/537.36

Session ID 678B286756C79F7D93E4A4BFF5644461

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 63B754D66C8F6A0E2650AC1D34E42A68256B

Threat Weight 5

Historical Threat Weight 110

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:17

Log ID 20000008

MSG ID 74277387

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 5.45.128.19

Source Port 33850

Destination 192.168.2.98

Destination Port 80

Policy eservices.ssc.gov.jo

Action Alert

Http Method post

URL /eserviceapi/api/users/encryptPasswordNew

Http Host eservices.ssc.gov.jo

Http Agent none

Session ID none

Severity Level low

Trigger Policy N/A

Message HTTP Response Status triggered signature ID 080080001 of Signatures policy eservices.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type Application Availabil ity/Errors and Logs

Signature ID 080080001

Source Country Jordan

Server Pool eservices.ssc.gov.jo

User Name Unknown

Http Referer none

Http Version 1.x

Client Device ID E51C4F9CCE3141FDF389D7A5800A9AC6BE64

Threat Weight 10

Historical Threat Weight 60

Threat Level Low

Attack Details

Item Value

Date & Time 2022-04-27 00:02:21

Log ID 20000008

MSG ID 74277565

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17890

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/Pages/default.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36
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Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer none

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 625

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:22

Log ID 20000008

MSG ID 74277597

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17890

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 630

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:23

Log ID 20000008

MSG ID 74277682

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17922

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff2

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1
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Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 635

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:23

Log ID 20000008

MSG ID 74277688

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17922

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 640

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:23

Log ID 20000008

MSG ID 74277689

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17922

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.ttf

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low
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Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 645

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:36

Log ID 20000008

MSG ID 74278352

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17922

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/Pages/default.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer none

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 650

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:36

Log ID 20000008

MSG ID 74278358

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17918

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low

Trigger Policy N/A
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Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 655

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:36

Log ID 20000008

MSG ID 74278364

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17918

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff2

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 660

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:37

Log ID 20000008

MSG ID 74278370

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17918

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo
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Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 665

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:02:37

Log ID 20000008

MSG ID 74278371

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 212.34.19.165

Source Port 17918

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.ttf

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SAMSUNG SM-A315F) AppleWebKit/537.36 (KHTML, l ike Gecko)

SamsungBrowser/16.2 Chrome/92.0.4515.166 Mobile Safari/537.36

Session ID 678B28674FD8B01C3AEF8C5857B0ECA1

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 505470A249D54D78FEFE79FEE58CB8DC4775

Threat Weight 5

Historical Threat Weight 670

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:03:08

Log ID 20000026

MSG ID 74279502

Main Type HTTP Protocol Constraints

Sub Type Missing POST Content Type

Priority alert

Service https/tls1.2

Source 212.34.13.103

Source Port 47525

Destination 172.16.2.130

Destination Port 443

Policy email.ssc.gov.jo

Action Alert

Http Method post

URL /Microsoft-Server-ActiveSync

Http Host email.ssc.gov.jo

Http Agent Apple-iPhone9C2/1706.80

Session ID 678B286807214AB4ABBD6B08688F9829

Severity Level high

Trigger Policy N/A

Message [policy_name=Email Exception] : Missing Content Type

Signature Mainclass Type Unknown

Signature Subclass Type N/A
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Signature ID N/A

Source Country Jordan

Server Pool email.ssc.gov.jo

User Name ssc.gov.joeqabaa@ssc.gov.jo

Http Referer none

Http Version 1.x

Client Device ID 918A235A6FA32B9DD0074E9B74913D0E777D

Threat Weight 50

Historical Threat Weight 10600

Threat Level Substantial

Attack Details

Item Value

Date & Time 2022-04-27 00:03:25

Log ID 20000008

MSG ID 74280159

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 5.45.128.19

Source Port 33850

Destination 192.168.2.98

Destination Port 80

Policy eservices.ssc.gov.jo

Action Alert

Http Method post

URL /eserviceapi/api/users/encryptPasswordNew

Http Host eservices.ssc.gov.jo

Http Agent none

Session ID none

Severity Level low

Trigger Policy N/A

Message HTTP Response Status triggered signature ID 080080001 of Signatures policy eservices.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type Application Availabil ity/Errors and Logs

Signature ID 080080001

Source Country Jordan

Server Pool eservices.ssc.gov.jo

User Name Unknown

Http Referer none

Http Version 1.x

Client Device ID E51C4F9CCE3141FDF389D7A5800A9AC6BE64

Threat Weight 10

Historical Threat Weight 70

Threat Level Low

Attack Details

Item Value

Date & Time 2022-04-27 00:03:44

Log ID 20000008

MSG ID 74280825

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 58800

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2867CAD86F7D8449D39D6EAEA659

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan
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Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://www.ssc.gov.jo/

Http Version 1.x

Client Device ID 7E7EFD61F560DBF6E99B05CDD7A0929ABD5C

Threat Weight 5

Historical Threat Weight 5

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:03:45

Log ID 20000008

MSG ID 74280844

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 58800

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/Pages/default.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2867CAD86F7D8449D39D6EAEA659

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://www.ssc.gov.jo/

Http Version 1.x

Client Device ID 7E7EFD61F560DBF6E99B05CDD7A0929ABD5C

Threat Weight 5

Historical Threat Weight 10

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:03:46

Log ID 20000008

MSG ID 74280865

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 58800

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2867CAD86F7D8449D39D6EAEA659

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo
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User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx

Http Version 1.x

Client Device ID 7E7EFD61F560DBF6E99B05CDD7A0929ABD5C

Threat Weight 5

Historical Threat Weight 15

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:03:46

Log ID 20000008

MSG ID 74280881

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 58800

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff2

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2867CAD86F7D8449D39D6EAEA659

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 7E7EFD61F560DBF6E99B05CDD7A0929ABD5C

Threat Weight 5

Historical Threat Weight 20

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:03:46

Log ID 20000008

MSG ID 74280882

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 58802

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.woff

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2867CAD86F7D8449D39D6EAEA659

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown
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Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 7E7EFD61F560DBF6E99B05CDD7A0929ABD5C

Threat Weight 5

Historical Threat Weight 25

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:03:46

Log ID 20000008

MSG ID 74280923

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 58802

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/fonts/fontawesome-webfont.ttf

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2867CAD86F7D8449D39D6EAEA659

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/_layouts/15/SSC/Style/font-awesome.min.css

Http Version 1.x

Client Device ID 7E7EFD61F560DBF6E99B05CDD7A0929ABD5C

Threat Weight 5

Historical Threat Weight 30

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:03:58

Log ID 20000008

MSG ID 74281463

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 58810

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /ar/Pages/myservices.aspx

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2867CAD86F7D8449D39D6EAEA659

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/default.aspx
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Http Version 1.x

Client Device ID 7E7EFD61F560DBF6E99B05CDD7A0929ABD5C

Threat Weight 5

Historical Threat Weight 35

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:03:58

Log ID 20000008

MSG ID 74281467

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 58802

Destination 192.168.2.50

Destination Port 443

Policy corner.ssc.gov.jo

Action Alert

Http Method get

URL /_layouts/15/SSC/EN/css/font-awesome.min.css

Http Host corner.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B2867CAD86F7D8449D39D6EAEA659

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200007 of Signatures policy corner.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200007

Source Country Jordan

Server Pool corner.ssc.gov.jo

User Name Unknown

Http Referer https://corner.ssc.gov.jo/ar/Pages/myservices.aspx

Http Version 1.x

Client Device ID 7E7EFD61F560DBF6E99B05CDD7A0929ABD5C

Threat Weight 5

Historical Threat Weight 40

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:04:12

Log ID 20000008

MSG ID 74281944

Main Type Signature Detection

Sub Type Information Disclosure

Priority alert

Service https/tls1.2

Source 176.29.11.217

Source Port 35944

Destination 172.16.2.134

Destination Port 443

Policy email.ssc.gov.jo

Action Alert

Http Method get

URL /owa/favicon.ico

Http Host email.ssc.gov.jo

Http Agent Mozil la/5.0 (Linux; Android 11; SM-M127F) AppleWebKit/537.36 (KHTML, l ike Gecko) Chrome/100.0.4896.127

Mobile Safari/537.36

Session ID 678B286853EC18A026EBBE2802B017DF

Severity Level low

Trigger Policy N/A

Message HTTP Header triggered signature ID 080200006 of Signatures policy email.ssc.gov.jo

Signature Mainclass Type Unknown

Signature Subclass Type HTTP Header Leakage

Signature ID 080200006

Source Country Jordan

Server Pool email.ssc.gov.jo

User Name Unknown

Http Referer https://email.ssc.gov.jo/owa/

Http Version 1.x
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Client Device ID 28EAFEF087A31E214B0BE9243FD03F665DD0

Threat Weight 5

Historical Threat Weight 60

Threat Level Informational

Attack Details

Item Value

Date & Time 2022-04-27 00:04:27

Log ID 20000018

MSG ID 74282574

Main Type GEO IP

Sub Type N/A

Priority alert

Service http

Source 5.255.253.142

Source Port 45100

Destination 192.168.66.205

Destination Port 443

Policy www.ssc.gov.jo

Action Alert_Deny

Http Method none

URL none

Http Host none

Http Agent none

Session ID none

Severity Level high

Trigger Policy N/A

Message Unauthorized GEO IP from Russian Federation was not al lowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Russian Federation

Server Pool none

User Name Unknown

Http Referer none

Http Version unknown

Client Device ID none

Threat Weight 200

Historical Threat Weight 5000

Threat Level Crit ical

Attack Details

Item Value

Date & Time 2022-04-27 00:04:27

Log ID 20000018

MSG ID 74282587

Main Type GEO IP

Sub Type N/A

Priority alert

Service http

Source 5.255.253.142

Source Port 46098

Destination 192.168.66.205

Destination Port 443

Policy www.ssc.gov.jo

Action Alert_Deny

Http Method none

URL none

Http Host none

Http Agent none

Session ID none

Severity Level high

Trigger Policy N/A

Message Unauthorized GEO IP from Russian Federation was not al lowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Russian Federation

Server Pool none

User Name Unknown

Http Referer none

Http Version unknown

Client Device ID none

Threat Weight 200

Historical Threat Weight 5200
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Threat Level Crit ical

Attack Details

Item Value

Date & Time 2022-04-27 00:04:27

Log ID 20000018

MSG ID 74282595

Main Type GEO IP

Sub Type N/A

Priority alert

Service http

Source 5.255.253.142

Source Port 46920

Destination 192.168.66.205

Destination Port 443

Policy www.ssc.gov.jo

Action Alert_Deny

Http Method none

URL none

Http Host none

Http Agent none

Session ID none

Severity Level high

Trigger Policy N/A

Message Unauthorized GEO IP from Russian Federation was not al lowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Russian Federation

Server Pool none

User Name Unknown

Http Referer none

Http Version unknown

Client Device ID none

Threat Weight 200

Historical Threat Weight 5400

Threat Level Crit ical

Attack Details

Item Value

Date & Time 2022-04-27 00:04:28

Log ID 20000018

MSG ID 74282603

Main Type GEO IP

Sub Type N/A

Priority alert

Service http

Source 5.255.253.142

Source Port 47686

Destination 192.168.66.205

Destination Port 443

Policy www.ssc.gov.jo

Action Alert_Deny

Http Method none

URL none

Http Host none

Http Agent none

Session ID none

Severity Level high

Trigger Policy N/A

Message Unauthorized GEO IP from Russian Federation was not al lowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Russian Federation

Server Pool none

User Name Unknown

Http Referer none

Http Version unknown

Client Device ID none

Threat Weight 200

Historical Threat Weight 5600

Threat Level Crit ical
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Attack Details

Item Value

Date & Time 2022-04-27 00:04:28

Log ID 20000018

MSG ID 74282605

Main Type GEO IP

Sub Type N/A

Priority alert

Service http

Source 5.255.253.142

Source Port 48712

Destination 192.168.66.205

Destination Port 443

Policy www.ssc.gov.jo

Action Alert_Deny

Http Method none

URL none

Http Host none

Http Agent none

Session ID none

Severity Level high

Trigger Policy N/A

Message Unauthorized GEO IP from Russian Federation was not al lowed

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country Russian Federation

Server Pool none

User Name Unknown

Http Referer none

Http Version unknown

Client Device ID none

Threat Weight 200

Historical Threat Weight 5800

Threat Level Crit ical

Attack Details

Item Value

Date & Time 2022-04-27 00:04:38

Log ID 20000051

MSG ID 74282905

Main Type Known Bots Detection

Sub Type Crawler

Priority alert

Service https/tls1.2

Source 185.191.171.43

Source Port 51572

Destination 192.168.2.208

Destination Port 80

Policy www.ssc.gov.jo

Action Alert_Deny

Http Method get

URL /robots.txt

Http Host www.ssc.gov.jo

Http Agent Mozil la/5.0 (compatible; SemrushBot/7~bl; +http://www.semrush.com/bot.html)

Session ID none

Severity Level low

Trigger Policy N/A

Message Known Bots triggered Malicious Bot SEMrushBot in category Crawler of Known Bots policy Bot_Mitigation_SSC

Signature Mainclass Type Unknown

Signature Subclass Type N/A

Signature ID N/A

Source Country United States

Server Pool www.ssc.gov.jo

User Name Unknown

Http Referer none

Http Version 1.x

Client Device ID 39010E8DAB4AA3D05F7465BCC196284849FD

Threat Weight 25

Historical Threat Weight 75

Threat Level Moderate
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