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Red Hat Investment in SAP

Dedicated Global SAP Team at Red Hat (lead out of
WDF)

Trained SAP Support Staff at Red Hat
Trained SAP Tech. Account Managers at Red Hat

Co-development - RHEL, RHV and JBOSS product
teams work with SAP developers

RHEL is the development platform for SAP Hybris,
BusinessObjects, Sybase ASE, IQ and SAP Vora

Member of SAP Benchmark Council

Continued partnering around emerging technology
(Containers, loT, etc.)

Integrated support process

. redhat ‘ %

RED HAT

| ENTERPRISE

LINUX'FOR
SAP
SOLUTIONS

TECHNOLOGY

Secure. Stable. Reliable

©

ASSURANCE
Enterprise-grade certainty.
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Red Hat and SAP:

A Track Record of Innovation

RED HAT

RED HAT JBoss

Integration with

Red Hat and SAP
Global Technology

Partner

Applications” solution

RED HAT RED HAT VIRTUALIZATION SAP Netweaver On
ENTERPRISE LINUX ENTERPRISE LINUX 4 Certified for SAP Microsoft
First Linux to run Certified for SAP SAP HANA Azure
SAP application 1999 Porting Contract
00 02 04 06 08 10 12 14 16 17
RHEL for
RHEL FOR SAP SAP
HANA Solutions
RED HAT New offering
ENTERPRISE LINUX
Launched “for SAP OPENSHIFT

Integration with
SAP ASE, IQ, and
SQL Anywhere

RED HAT
ENTERPRISE
LINUX FOR SAP
HANA

On Cloud Partners

3 redhat



Facts (Corporate Viability):

Why Red Hat?

Meet the SLAs:

Stable kernel interfaces for the life of a major release
Application Compatibility Guide

ONE RHEL for SAP and Non-SAP applications
Predictive management

Completeness of the portfolio:

° 90% of the Fortune 500 trust Red Hat °

° 70% Paid Linux market share °

° 2.9 BS revenue °

° Development Powerhouse: #1 Openstack, #2 Linux (after e
Intel), #3 Dockers and #2 Kubernetes

Scalability:

° Very large (500TB) SAP HANA installation

OEMs prefer to run benchmarks on RHEL

Realize more VALUE while reducing costs

RHEL for SAP Solutions delivers more capabilities
Standard support versions available for QA,
pre-production & testing to reduce spend
Introducing state-of-the-art management and
automation into your SAP landscape

Virtualization

Management and Automation
Application Integration
OpenShift Container Platform
JBoss Data Virtualization

Q. redhat.



SAPs
Key Offerings

Red Hat & SAP alignment

.VS/4 HANA

SAP Leonardo

Powering Intelligent
Edge

~\, SAP Data Hub

Enabling new business

integrating non-SAP solutions and sources
and unlock the value of enterprise data

streamline development, modernization and
delivery of SAP extensions with container

Decision Manager

Openshift

. Red Hat
Red Hat Value ... delivered by .
Offerings
Making the Datacenter automate manual tasks and speed up RHEL
. deployment and changes. Avoid errors and Insights
efficient downtime with predictive analytics
RHV
. . providing hybrid cloud management with .
Maklng Hybl’ld IT governance and policy based control, Ansible
simple enabling e.g. self-service functionalities, Cloudforms
chargeback, etc.
> Fuse

insights from Big Data

technology and microservices

Q. redhat




Integrate, Orchestrate and Manage Big Data Infrastructures

SAP Data Hub

SAP o
Data Driven App HANA F Monitoring i \S/('j‘r:

1

Data Driven App 1 Orchestration Cloud Storage
Data Driven App % I Data Managgment & } % Machine Learning
Preparation M
| L ||
Existing Systems Distributed Data Systems
ON-PREMISE | CLOUD | HYBRID

7 ‘ redhat



SAP Vora Overview

e In-memory, distributed

computing solution for Big Data g

Part of SAP Data Hub
There is no more public

marketing for SAP Vora, but only

SAP Data Hub
e SAP Vora 2.x is containerized
and developed on Kubernetes
e Red Hat conducts SAP Vora 2.x
validation on OpenShift
Container Platform (OCP)

m [ Rematonal | [ Timeseries |

SAP VORA

Intelligent cluster management
[ Partition assignment] [ Transaction mgmt ] [ Node control ] [ Metadata ]

In-memory store

SAP HANA -
wire (SDA)

Distributed Log
o3 ~ <

Disk-based Disk-based Disk-based
Engine

In-memory processing engines

[ Documents ][ Graph ]

2 ~____
Disk-based Disk-based
Engine Engine

Kubernetes Cluster

Engine

Engine

Data lake or cloud provider (¥

Spark

‘%’{ Spark extensions

H — [ Hierarchies ] [ Unit support ]

[Currency oonversion] [ Table metadata ]

Spark
controler

Cloud Storage

Q. redhat.



SAP Data Hub
Unifying Data Silos

SAP Data Hub

SAP Data Discovery & | Processing J
sap ewiarans N T
-1 ased on

— SAP

Vora
SAP S/AHANA Monitoring Cloud Storages

Enterprise Apps % | Ingestion & Integration 1 %

T T1
Enterprise Systems Distributed Data Systems

Red Hat Enterprise Linux for SAP Solutions Red Hat OpenShift Container Platform (OCP) Red Hat Enterprise Linux
ayreanat

T
I

ML, Predictive,...




Use Case: Streaming and Processing loT Data

° How to understand customer

behavior and to drive insightful

decisions?

[ Solution with SAP Data Hub

o Refine business value from data
ingestion to enterprise
applications

o  Visual modeling environment

o  Governance and Data
Management

o  Orchestration and scheduling
to define automated data
driven processes

Cockpit

| I Orchestration | | Data Pipelines |

SAP
DATA
HUB

EEE
gE

| sDI
- > \
SDA ‘

.parque
APls

s3

SAP
VORA

Data Lake (Amazon S3)

SAP HANA

SAP
BOC



Use Case - Big Data Warehouse

e Build a modern, open, and hybrid DWH
offering any data

e BW/4HANA as modern and simplified
core data warehouse solution

e Implement and execute high volume
transformations on Big Data Clusters
Data Lake

e Leverage Big Data landscapes for data
onboarding and ingestion

e Data Hub as orchestration and refinery
application to address end to end
processes

ON-PREMISE | CLOUD | HYBRID
SAP DATAHUB

S ___ =

L4

—
v SAP BW/4HANA
High Volume Transformations 5
@
. ) o £
Data Ingestion & Onboarding 2 e
1<)
T
Massive Data Store s
8 po—
‘3{@@ Spai{ s3
n: HANA

O. redhat.
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Use Case

SAP HANA Dynamic Tiering

o Utilize lower cost disk storage for historical data within a single SAP HANA
database, or even a single multistore table.

TBs - 10s of TBs

- Tiered HANA Management

10s of TBs - PBs

I
WH AN A :@ Data Access via DLM
) : generated Union & Pruning View

Data Lifecycle @~~~ T TTaTTTTTTTTTTTTT

|
Manager (DLM)
Data
Movement
DLM managed data movement. i Based on aging rules i

Data Lake
(Cold Store)

SAP Vora

SPARK Controller
HADOOP

B am e Lol
- =
e

for fast analytics accessed, accessed semi-stucured
stuctured data svuctured data unstructured
‘streaming data elc

12
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RED HAT MULTICLOUD ARCHITECTURE

Datahub (Vora), ...

RED HAT'

RED HAT'
£ BB er gt G B
moncur ERP HANA, S/4 .. mRP, HANA, S/4 ...

RED H
OPENSTACK PLATFORM VIRTUALIZATION IRl ERMICES

GOOGLE CLOUD PLATFORM
STORAGE STORAGE
RED HAT
PHYSICAL INFRASTRUCTURE STORAGE

MICROSOFT AZURE

VL3N 34ve

RED HAT RED HAT RED HA RED HAT RED HAT
INSIGHTS CLOUDFORMS ANS'BLE SATELLITE CLOUD ACCESS

RED HAT
ENTERPRISE LINUX
o

BDOSDODO
13 ‘ redhat.



Red Hat Multicloud Architecture

Unlocking Digital Transformation Through Container Adoption

SAP Business Services/UX Services/loT/ML Services
SAP Leonardo / SAP Data Hub / Vora / 1Q

Custom SAP R/3 Digital Transf. Via DevOps

External

INTEGRATION . Pending SAP

Cloud Platform

SAP Cloud o for OCP Service
Platform Remaining Custom Code (ABAP) 5 Broker
Certification

(On Prem) . . . 1

Pending SAP

Cloud Platform SAP S/4 HANA
on OCP

ceconon | [ | s cou

Platform
RHEL / OpenShift Kubernetes / OCI Container runtime (Public Cloud)

HW Bare Metal / Virtual Machines Choice of Hybrid Multi-Cloud Infrastructure
Bare Metal / Virtual Machines (RHv, vMware) / Private Cloud (Openstack) / Public Cloud (aws, Azure,.)

Custom Code (replacing some
ABAP code) / New Apps

ZO—4Hd>romOmMm-AZ—

Operating System

Key Business OQutcomes
Enable new ways of developing, delivering applications & services
Agile Integration across apps, data, systems and services
Deploy and manage apps across Hybrid Cloud Infrastructure
Optimise processes across Dev, Ops & Line of Business

SIMPLIFIED DEVELOPMENT STRATEGIC FLEXIBILITY DEVOPS READY

Confidential - NDA required ‘ redhat



Infrastructure

RHV



RED HAT VIRTUALIZATION OVERVIEW

Web Browser Rest API/ Web Browser
Administrator Portal Python SDK /Java SDK User Portal
'//x @-{;} ﬁ Storage Domain
X%, —
Directory Service —
Active Directory |
IPA v\ =
Red Hat Directory Server 4
IBM Tivoli Directory Server Web Service Web App Web ADD
[~ o) T
[~ o)
[ Backend
L-__oo)

RED HAT'
ENTERPRISE LINUX

Postgre SQL

7
=

libvirt
— Internal Web Service

B s
HTTPS

) @
— SSH/SsL

Q redhat.



RED HAT VIRTUALIZATION MANAGER OVERVIEW

e Centralized management for virtual
infrastructure and resources

e Designed for large scale (500+ hosts
and 5,000+ VMs)

e REST API to integrate with Red Hat
portfolio, third party applications,
backup/recovery software

e Python, Ruby, and Java SDK’s

e |[ntuitive dashboard with detailed
information

e Can beintegrated with existing
infrastructure - Active Directory,
CloudForms, OpenStack, etc

Q redhat.



RED HAT VIRTUALIZATION HOST OVERVIEW

FEY L X X X X N X X N ¥ 9
(]

’
S Seoeoeoeoeoeooeoeoeeed

RHEL Co-Engineering - inherits
performance, scalability, security, and
supportability of Red Hat Enterprise Linux
Ecosystem: Shares Red Hat Enterprise
Linux hardware and software ecosystem
Host: 480 logical CPU (4,096 theoretical
max), 6TB RAM (64TB theoretical max)
Guest: 240 vCPU, 4TB RAM
Technology: Supports latest silicon
virtualization technology
Cross-Platform: Microsoft certified for
Windows guests

Q redhat.



COCKPIT HOST ADMINISTRATION CONSOLE

e Included as part of Red Hat
Virtualization Host image, can be
added to RHEL host.

e Usedto configure networking,
storage, tuning, subscriptions, and
other aspects of the host.

e (Can be used to view metrics, ease
troubleshooting, and provide
command line access to the host.

e (Can be used to deploy RHV in high
availability

e Accessviasecure HTTP (HTTPS)

Q redhat.



HANA ON RED HAT VIRTUALIZATION OVERVIEW

e non-prod support since SAP HANA 1.0 SPS 11
e production support since SAP HANA 1.0 SPS 12
e currently: single VM, 1.5TB
e SAP HANA certified 2 and 4 socket Intel E7 v3
Haswell EX or 2 socket Intel E5 v3 Haswell EP
e No LiveMigration
e CPU & NUMA pinning required
e Roadmap
o  Multi-VM
o Skylake 3TB
e Seealso SAP Note #1788665 and
SAP Note #2599726

Q. redhat


https://launchpad.support.sap.com/#/notes/1788665
https://launchpad.support.sap.com/#/notes/2599726

WHERE RHV COMPETES BEST (USE CASES)

1. Proprietary Virtualization Pain: High-cost burdens of proprietary solutions. Looking for
alternatives.

a. Customers may like the tech they are using but not the company servicing them

2. Not Fully Virtualized: Relatively new to virtualization. Long-time users of RHEL on bare
metal, looking for means to consolidate.

a. Some geos are not highly virtualized

3. Dev/Test: Looking for low-cost, self-service solutions for developers to test both
Windows and Linux applications.

4. Performance Sensitive Workloads:
a. Customers looking to confidently virtualize their high-performing workloads
without losing near bare-metal performance. (SPECvirt results)

b. Looking to virtualize certain high-performance RHEL workstations using GPU
Passthrough technology

21 RED HAT CONFIDENTIAL | DO NOT DISTRIBUTE

Q. redhat



... AND COMPLETE BACKUP

Support of RHV and RHEL
Disaster Recovery supported

SAP certified SEP agents for NetWeaver and
HANA (Linux Intel and ppc)

Ready for S/4HANA

’*

SAP HANA

In-Memory Database

Red Hat RHV

Virtualization

Q. redhat



VIRTUALIZATION FOR SAP HANA

finanz informatik
technologie service

Christoph Theis, Head of SAP Services, Finanz Informatik Technologie Services:

“To deliver the absolute reliability and fast performance that our financial services and
insurance custom expect for their critical enterprise transactions, we needed a robust
virtualization platform. Choosing Red Hat Virtualization means that we can deliver a
high-performing, cloud-based SAP HANA solution that meets our customers'
requirements, and can do so in a cost-effective manner.”

Q. redhat



ADDITIONAL RESOURCES

SAP on RHV Best Practices Deployment Guide
e https://access.redhat.com/articles/2176051
Red Hat Virtualization evaluation:
e https://access.redhat.com/products/red-hat-virtualization/evaluation
Blogs:
e RHEL Blog

o http://rhelblog.redhat.com
e C(Captain KVM

o http://CaptainKVM.com
Product page:
e http://www.redhat.com/rhv
Documents:
e https://access.redhat.com/documentation/en/red-hat-virtualization

Q redhat.


https://access.redhat.com/articles/2176051
https://access.redhat.com/products/red-hat-virtualization/evaluation
http://rhelblog.redhat.com
http://captainkvm.com
http://www.redhat.com/rhv
https://access.redhat.com/documentation/en/red-hat-virtualization

Infrastructure

OpenShift



What Else Does A “Containerised” SAP Data Hub System
Need To Run?

SAP VORA SAP VORA App 1 App 2

CONTAINER CONTAINER CONTAINER CONTAINER

Self-Service

Service Catalog
(Language Runtimes, Middleware, Databases)

Build Automation Deployment Automation

OpenShift Application Lifecycle Management
(CI/CD)

Container Orchestration & Cluster Management
(kubernetes)

Logs &

Networking| Storage Registry Metrics

Security

Infrastructure Automation & Cockpit

Enterprise Container Host

Container Runtime & Packaging
(Docker)

Atomic Host Red Hat Enterprise Linux

APPLICATION

DEVELOPER & DEPLOYMENT TOOLCHAIN

APPLICATION CONTAINER PLATFORM

OPERATING SYSTEM

COMPUTE RESOURCES
(CPU, RAM, NETWORK, DISK)

e
e
e
e
e
e

e
e
e

en
e
e
e
e
e
e
e

en
e
LR
e
e

e
LR
e

O. redhat.



Build, Deploy, And Manage At Scale

WITH RED HAT OPENSHIFT CONTAINER PLATFORM

([
\ \+ [ The industry’s most secure
and comprehensive
W enterprise-grade container
L platform based on industry

standards, Docker,
Kubernetes and Red Hat
Enterprise Linux.

RED HAT'
OPENSHIFT

-= L Container Platform

“‘Next Generation Hybrid Cloud Operating System”

Q. redhat.



Address InfoSec & DevOpsSec

1. Container Host & Multi-tenancy

Self-Service
Service Catalog 2. Container Content
(Language Runtimes, Middleware, Databases)
w Build Automation Deployment Automation 3. Container RegiStrieS
hift Application Lif leM HP™H H
OpenShift App |catl?8/c:a)ecyc e Management 4 BUI'dlng Contalners
Container Orchestration & Cluster Management 5. Dep|0y|ng Containers
(kubernetes)
Networking|| Storage Registry I\L/Ioe%;cg; Security 6. CO ntalnel’ Plath rm
Infrastructure Automation & Cockpit 7 Network Isolation
Enterprise Container Host 8 Storage
Container Runtime & Packaging '
peser 9. APl Management

Atomic Host Red Hat Enterprise Linux

10. Federated Clusters

Ten Layers of Red Hat Container Security Whitepaper

O. redhat.


https://www.redhat.com/en/resources/container-security-openshift-cloud-devops-whitepaper

Resources

e SAP Vora Product Availability Matrix
o  https://support.sap.com/content/dam/launchpad/en_us/pam/pam-essentials/SAP_Vora PAM.pdf
e SAP Note 2213226
o  Prerequisites for installing SAP Vora: Supported Infrastructure, Container, and Hadoop Platforms
o  https://launchpad.support.sap.com/#/notes/2213226
e SAP Vora Technical Documents - Generic
o  https://help.sap.com/viewer/p/SAP_VORA
e SAP Vora Installation Guide on OCP

o https://access.redhat.com/articles/3494151#sap-vora-and-sap-d

29 ‘ redhat.


https://support.sap.com/content/dam/launchpad/en_us/pam/pam-essentials/SAP_Vora_PAM.pdf
https://launchpad.support.sap.com/#/notes/2213226
https://launchpad.support.sap.com/#/notes/2213226
https://help.sap.com/viewer/p/SAP_VORA
https://access.redhat.com/articles/3494151#sap-vora-and-sap-data-hub

Collaborative Support

Follow the Sun

AP
= Red Hat

* SAP responds to customer issue » Red Hat SAP technical account

« Ticket routed to SAP Linux Lab managers
» Customer identifies issue .

« Joint troubleshooting with Red Hat and OEM * Red Hat Global support services
» Customer opens ticket with SAP on-site engineers engaged via SAP global backbone

» Specialty Based Routing (SBR) model

ensures SMEs work the issue

* Collaborates with SAP, OEM, and
customer

e Integrated single-ticket support system:
m Simplifies SAP HANA adoption
m Single support interface

e Red Hat offers SAP Technical Account Manager (TAM) service

« Escalates bugs to engineering

Partner



The Basics

RHEL for SAP Solutions

Q. redhat.



Upstream Development Model

ED HAT'

ENTERPRISE LINUX

RED HAT'
VIRTUALIZATION

& Smsteshs (b earreaneuy
fedora
- @
oVirt
- 2
. Bl 1,000,000+
- ; ; PROJECTS
ATONIC
- - &
Gﬁk ceph
- @
iy
FOREMAN = CentOS u
- — ® é openstack
1993 FOUNDED 2012
1999 IPO
2002 FIRST RELEASE OF ENTERPRISE LINUX 2013
2006 JBOSS ACQUIRED 2014
2009 RED HAT VIRTUALIZATION RELEASED
2015

RED HAT ADDED TO S&P 500 INDEX

201 CLOUDFORMS & OPENSHIFT RELEASED

$1 BILLION IN REVENUE

2016

JBess Community

(1) FEEDHENRY"

Y

& =
“origin
@ -
) ManagelQ
& B
ANSIBLE
@ =

RED HAT STORAGE RELEASED

OPENSHIFT ENTERPRISE RELEASED

RED HAT OPENSTACK PLATFORM RELEASED

CENTOS JOINS RED HAT

INKTANK (CEPH), ENOVANCE (OPENSTACK),
& FEEDHENRY (MOBILE) ACQUIRED

ANSIBLE ACQUIRED
$2 BILLION IN REVENUE

3SCALE ACQUIRED

RED HAT'
8 OPENSHIFT
RED HAT'
CLOUDFORMS

ANSIBLE

by Red Hat"

Q. redhat



RHEL Release types: Major, Minor and Errata

*

~3 years between
Major Releases

\ ~ 6 -9 months
between minor

X.1

releases.
X.4 x.5 X.6 Minor releases
introduce new

*
|

1

features

ca. 6 weeks between Errata Releases.

Each Errata release may contain
multiple patches, but no Feature
Enhancements

ABI | API stability within major
releases dramtically reduces test
and migration efforts

Application only need to be certified
against major releases e.g. SAP
Business Applications!

https://access.redhat.com/articles/rhel-abi-compatibility

Q. redhat



Red Hat Enterprise Linux — Life Cycle

Maint 1
(Prod 2)

(1 vear)

Description

Full Support (Prod 1)
(~5 72 years)

Access to previously released content in yes yes
Red Hat Network

Red Hat knowledge base, documentation, videos, ref arch's, yes yes
etc.

Incidental technical support unlimited limited
Security errata yes no
Bug fix errata yes no
Minor releases yes no
Refreshed hardware enablement through virtualization no
Software enhancements no no
Updated install images (provided with releases only) yes no

https://access.redhat.com/support/policy/updates/erratal/
Q. redhat


https://access.redhat.com/support/policy/updates/errata/

Certifications and Validations

o All SAP software is certified against RHEL major releases but HANA

e SAP validates RHEL minor releases for SAP HANA only
o ready to use for entry-level Intel & Power LE servers
high-end Intel servers need to be certfied by OEM as appliance
Cloud vendors need t o certify as appliance
Up-to-date list of certified hardware configurations

o O O

e OEM Vendor Offerings
o Vendors selling appliances built on Red Hat Enterprise Linux
o Offer scale-out and scale-up configurations
o Support SAP Business Suite powered by SAP HANA and S4HANA
o Single Point of Contact for Support

Q. redhat.


http://global.sap.com/community/ebook/2014-09-02-hana-hardware/enEN/index.html

Z-Stream, EUS and E4S

ELS (Premium or
Standard Add-On

Full Support | Maint 1 | Maint 2 | ELP
>\ Z-Istream (all customers) \
EUS Retirement
(Premium subs or Standard Add-On [2 years\
/ example:

Update Services for SAP Solutions
(included in Standard & premium)

rhel-7-server-rpms
rhel-7-server-eus-rpms
rhel-7-server-e4s-rpms

Only Critical Security and
selected urgent bug fixes

Q. redhat.



Red Hat Enterprise Linux for SAP Solutions

e RHEL for SAP HANA, S/4 HANA, and Business Apps workloads SLA choices:
e High Availability e Premium (7X24 production)
e Smart Management for lifecycle management »  Standard (5X12 non prod)
e RedHat In5|ghts.for proactive optlmlzatlon Per “socket pair” stackable
e 4 Y Update Services for SAP Solutions models:
e Integrated support process e 2sockets or
e SAP specific contents (resource agents, tuned profiles, ...) 2 virtual machines
RED HAT" $vmware i
A LIZATION ‘,‘vsphere Virtual Datacenter model

e« 2 sockets/Hypervisor

e Unlimited quests

V2 Huawel —
S E E:t\g:‘ejﬁ:;ackard IBM Power:
= —~ e IFLSKU:1IFL, 4 LPARs.
) Lenovo

NEC Buu' Power Systems & HITACHI ° Linux-only SKU: 15 virtual
entitlements / 2-sockets

SAP certified Server Hardware

(o8}
atfoan]e, FU]ITSU

Ccisco

Q. redhat.



Red Hat offerings for SAP landscapes

Ansible
Tower

Red Hat
Satellite

Application and System
Life-cycle Management and
Automation

Red Hat Enterprise Linux for SAP Solutions

RHEL for HANA, S/4 HANA and NetWeaver workloads
High Availability

Smart Management

Red Hat Insights

Update Services for SAP Solutions

SAP certified Server Hardware

e8] E Hewlett Packard
cilienln. FUIITSU Bllu- Enterprise
cisco ] ===
NEC &2 nuawer HITACcHI Lenovo iE=5

RED HAT’
VIRTUALIZATION

Microsoft Azure
BLACKBIRD

Certified Cloud Service Providers

amazon
webservices

Red Hat Cloudforms

SLA choices:
e  Premium (7X24
production)
e  Standard (5X12 non prod)

Per “socket pair” stackable
models:
e 2 sockets or
2 virtual machines

Virtual Datacenter model

e 2 sockets/Hypervisor
e Unlimited guests

Q. redhat.



SAP Specific Contents of “RHEL for SAP Solutions”

RHEL for SAP Solutions

RPM/Channel RHEL for SAP Applications | RHEL for SAP HANA
compat-locales-sap X

compat-sap-c++ X X
resource-agents-sap X

resource-agents-sap-hana X

tuned-profiles-sap X

tuned-profiles-sap-hana X

sapconf X

vhostmd/vm-dump-metrics | x

Q. redhat.



SAP Specific Contents of “RHEL for SAP Solutions”

Red Hat Enterprise Linux for SAP HANA Child Channel
e Contains additional packages essential to HANA deployment:

compat-sap-c++-5.s0

compat-sap-c++-6.s0

Tuned profiles for bare-metal and virtualization-based deployments
Resource agents for managing SAP HANA instance in pacemaker cluster
environment

Scalable file system (XFS) add-on (RHEL 6)

e Repository name on Red Hat Enterprise Linux Server 7:
rhel-sap-hana-for-rhel-7-server-rpms

Q. redhat.



SAP Specific Contents of “RHEL for SAP Solutions”

compat-sap-c++-5 Package

e Additional runtime environment for GCC 5.x
m  Mustinstall to run SAP HANA 2.0 on Red Hat Enterprise Linux 7
m  Minimum version: compat-sap-c++-5-5.3.1-10
e Reasons compat-sap-c++-5.s0 is required:
m  SAP HANA 2.0 releases built with different GCC compiler version from default

included in Red Hat Enterprise Linux 7
m Provides GCC 5.x libstdc++ rebuilt for Red Hat Enterprise Linux 7

e Installed as /opt/rh/SAP/lib64/compat-sap-c++-5.s0

Reference
e SAP note 2338763 - Linux: Running SAP applications compiled with GCC 5.x

Q. redhat


https://launchpad.support.sap.com/#/notes/2338763

SAP Specific Contents of “RHEL for SAP Solutions”

compat-sap-c++-6 Package

e Additional runtime environment for GCC 6.x
m Mustinstall to run SAP HANA 2.0 SP 3 on Red Hat Enterprise Linux 7
m  Minimum version: compat-sap-c++-6-6.3.1-1
e Reasons compat-sap-c++-6.s0 is required:
m SAP HANA 2.0 SP3 releases built with different GCC compiler version from
default included in Red Hat Enterprise Linux 7
m Provides GCC 6.x libstdc++ rebuilt for Red Hat Enterprise Linux 7
e |Installed as /opt/rh/SAP/lib64/compat-sap-c++-6.s0

Reference

e SAP note 2455582 - Linux: Running SAP applications compiled with GCC 6.x

Q. redhat


https://launchpad.support.sap.com/#/notes/2455582

SAP HANA System Replication

- SAP HANA replicates all data to a secondary SAP HANA system
(standard SAP HANA feature).

Data is constantly pre-loaded on the secondary system to minimize recovery
time objective (RTO)

Clients Application Servers

Data Center 1 § ! Data Center 2

< OS: DNS, hostnames, virt. IPs -
Failover
Prima S d :
. (active) (sctive, data pro-toaded) - |Solution
5 Name Server - s & provided by
o by o 3rd rt
2 “Tndax sory — —— o party
£ SO £ partner
= Interr al ke,:zT = Internal =2
=] . =]
D Disks Disks (73]
% Data Data %
Disks Disks

Q. redhat.



Automated SAP HANA System Replication
Supported Configuration (as of Dec. 2018)

Currently the following scenarios and parameters are supported:
Two-node clusters only, multi-tier replication supported
SAP HANA Scale-Up (single-box to single-box) System Replication only
Support HANA 1.0 and HANA 2.0
Support "Multiple Components One Database” (MCOD) and “Multiple Database Containers” (MDC)

“‘Multiple Components One System” (MCOS) is only supported if all databases running on the hosts
are replicated and the replication is always to the same secondary node

Supported on x86 64, Power LE (ppc64le) and cloud providers

Please check requirements regularily on https://access.redhat.com/articles/3397471

Q. redhat.


https://access.redhat.com/articles/3397471

Automated SAP HANA System Replication

Supported Configuration - continued

Active-Active Read-Enabled: in HANA 2.0, the secondary instance can take Read-Only inquiries
Support a second virtual IP on the secondary node

Clients / Application Servers

Virtual IP

PRIMARY Active/Active SECONDARY

Q. redhat



Automated SAP HANA System Replication

Supported Configuration - continued

Support a QA/Test instance running on the secondary node (Cost-Optimized)
QA/Test instance will be shutdown first during failover

Clients / Application Servers

Virtual IP

PRIMARY Active/Active SECONDARY

Q. redhat



Automated SAP HANA System Replication

Supported Configuration - continued

"Multi-tier System Replication"/"replication chains" are possible
tertiary site is not managed by the cluster

Clients / Application Servers

Virtual IP
put_,
[ —
—= u u e——
SR Chain TERTIARY
System Replication
u u e——
PRIMARY Active/Active SECONDARY

Q. redhat



Automated SAP HANA System Replication

Supported Configuration - continued

Using Full Sync Replication is possible *

If the cluster nodes are installed in different data centers or data center areas, the
environment must match both the requirements defined by SAP for HANA System
Replication (see chapter "4.2 Distance between data centers" in the SAP "How to Perform
System Replication for SAP HANA" guide) and also the RHEL HA add-on stretch cluster
requirements, specifically the network latencies between the nodes and the recommended
maximum distance

* : Please check details on https://access.redhat.com/articles/3004101

Q. redhat.


http://scn.sap.com/docs/DOC-47702
http://scn.sap.com/docs/DOC-47702
https://access.redhat.com/articles/3004101

High Availability for SAP Business Applications

Pacemaker based cluster resource agents
Support available in RHEL 7 and RHEL 6.5+
Supports SAP NetWeaver based SAP Solutions (ERP (aka ECC), CRM, SRM, Solution Manager, Portal, ...)

Supported Databases:

Oracle
IBM DB2 LUW ASCS00 DVEB(I\S?3801)
SAP MaxDB Baanine ERS10
SAP ASE )
HA inside VM's SAP System Active/Active ol A ]
RHEL KVM Node 1 ‘ Node 2
Pacemaker Pacemaker
Red Hat Virtualization W B
VMware ESX/ESXi =

https://access.redhat.com/articles/3150081

Q. redhat


https://access.redhat.com/articles/3150081

Manageability



SAP Server management ... with automation

RED HAT MANAGEMENT

RED HAT’

SATELLITE

51 ‘ redhat.



Satellite ... the chassis frame

. Manage SAP System Lifecycle across
Test/Dev, QA and Prod from a single Ul
. Granular, consistent patching of dozens of
_ systems with a single click
SATELLITE . Included in RHEL for SAP Solutions

RED HAT MANAGEMENT

&

ANSIBLE

by Red Hat

52
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Smart Management

* Provides life-cycle management for Red Hat infrastructure

* Enables provisioning on bare metal, virtualized and
cloud-based infrastructures

* Provides centralized configuration and drift management
 Simplifies management of content, including security errata

* Makes it easy to manage and track subscriptions

Q. redhat.



Ansible ... the engine

RED HAT MANAGEMENT . Automated system provisioning using
configuration management
« Set up a SAP (HANA) instance including best

practices and tuning within less than 15 min.

RED HAT

SATELLITE « Orchestration enables faster deployment of
changes into the production landscape.
6209 . CI/CD and SOE for SAP HANA Infrastructure
R NSELE enables regular security updates in production
Ry environment, identical staging / production

environments, replace of manual DR strategies
. Bare-Metal-as-a-Service
« Ansible Playbooks: reduce implementation time
e.g. for 6 node HANA scale-out environment
from 7 to 3 days

54 ‘ redhat.
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https://access.redhat.com/articles/3050101
https://galaxy.ansible.com/mk-ansible-roles

Ansible - Powerful Automation Engine

ANSIBLE
TOWER

by Red Hat’

TOWER EMPOWERS TEAMS TO AUTOMATE

CONTROL KNOWLEDGE DELEGATION

Visibility and compliance Role
and

POWERFUL AGENTLESS

Designed for Predictable, reliable,
multi-ier deployments and secure

— AT ANSIBLE'S CORE IS AN OPEN-SOURCE AUTOMATION ENGINE =

Q. redhat.



SAP HANA standard installation process

HARDWARE > LINUX (OS) > SAP HANA > VALIDATION> MAINTENANCE

» On Site » Installation & » Installation & » Validation & » Maintenance
construction Configuration Configuration Customization & Updates

Individually for each server and environment!

Q. redhat.



SAP HANA optimized installation process

HARDWARE > LINUX (OS), SAP HANA, VALIDATION > MAINTENANCE
» On Site » Installation & » Installation & » Validation & » Maintenance
construction Configuration Configuration Customization & Updates

Automation for the whole environment

Ready to use ansible roles for automating your setups:
e https://access.redhat.com/articles/3050101
e https://qgalaxy.ansible.com/linux-system-roles
e https://galaxy.ansible.com/mk-ansible-role

Q. redhat


https://access.redhat.com/articles/3050101
https://galaxy.ansible.com/linux-system-roles
https://galaxy.ansible.com/mk-ansible-roles

Use Case: reduce risk of patching SAP landscapes

Automate your environment with Ansible

RHV
- A 1. Apply Production
LPAR* Server Profile & boot
Workflow Engine, )
RED HAT' New Patch e.g. Jenkins Run Ansible Playbook
SATELLITE RED HAT

< SATELL'TE 2. Install OS on QA Server

% i
ﬂ Trigger by Red Hat" Ef\lDTllleérPR|SE LINUX 3. Apply Production OS
Jenkins Config on QA Server

Software Repository for:

w 4. Provision &
Configure Application

- Operating System
- Firmware RPMs
- Application Binaries

Ready to use ansible roles for automating your setups:
e https://access.redhat.com/articles/3050101
e https://qgalaxy.ansible.com/linux-system-roles
e https://galaxy.ansible.com/mk-ansible-role

58 (*) https://www.ibm.com/developerworks/aix/library/au-aix-ibm-powervm/index.html

5. Load Test Data

6. Run Tests

.

Promote
Patch to
PROD

RED HAT’

SATELLITE

Run Update
on PROD

Y

Q. redhat.


https://access.redhat.com/articles/3050101
https://galaxy.ansible.com/linux-system-roles
https://galaxy.ansible.com/mk-ansible-roles

Cloudforms ... the dashboard

RED HAT MANAGEMENT e Create a self-service catalog of standard SAP
operations

e Automatically deploy workloads on-premise

and in the cloud

Seamless mgmt. of on-premise and cloud

e Migrate workload between on-premise /
cloud

RED HAT
SATELLITE °

@&
)
ANSIBLE

by Red Hat

e DR scenarios from on-premise to Cloud
e |Integrate with Billing solutions
e Resource Planning

59 ‘ redhat.



Insights ... ground control

RED HAT MANAGEMENT

. In-depth analysis of the infrastructure enables
proactive management

S TE . Mitigate risk / ensure compliance (e.g.

configuration drifts)

G‘O . Increase stability and performance
‘09 | . Continuous identification of new risks driven by
QRSHE 'BLE unique industry data

60 ‘ redhat.



RED HAT

INSIGHTS

Proactive alerts
& executive reporting

Real-time
risk assessment .\

Tailored ‘ ‘ RED HAT

remediations INSIGHTS

Quick setup

No added
infrastructure cost

Automated,
validated, resolutions SaaS

“As a global leader in healthcare information technology,
security, and infrastructure intelligence are main priorities
for us. Red Hat Insights enables us to be alerted to
potential vulnerabilities across thousands of active
systems and provide swift remediation.”

The technology helps us prioritize risk
resolution in our infrastructure.

—TIM ERDEL
Senior director,
Cerner Works Technology Improvement Center

Q. redhat.



Red Hat Insights - SAP Rules

Continuous identification of new risks driven by

unigue industry data
Put SAP Applications on a firm foundation 1,000,000+ 100,000+
solved cases unique solutions
v .

o OS compatibility with SAP workloads

o SAP related tuned profiles
o Optimal OS configurations NelGHTS

https://access.redhat.com/blogs/2184921/posts/2849871

Q. redhat


https://access.redhat.com/blogs/2184921/posts/2849871

Red Hat Insights: proactive resolution

Solution
Manager

RED HAT’

SATELLITE

SAP Base Admin

Avoid
downtime
before
business is
affected

SAP4

SERVICE REPORT
EarlyWatch®Alert

SYSTEMS

Infrastructure Admin

ANSIBLE

TOWER

by Red Hat"

RED HAT'

INSIGHTS

SAP EARLY WATCH
e  proactive application
monitoring
e top down view
e ML in SAP datacenter

Red Hat Insights
e  proactive infrastructure
monitoring
e  bottom up view
e ML in Red Hat datacenter

Q. rédhat



Rule

SAP application incompatibility with
installed RHEL Version

Decreased application performance when
not running sap-netweaver tuned profile
with SAP applications

Decreased SAP application performance
when using incorrect kernel parameters

Decreased SAP application performance
when file handler limits do not meet SAP
requirements

Time discrepancy in SAP applications when
not running ntp on SAP servers

Database inconsistencies when UUIDD not
running with SAP applications

Description

SAP applications will encounter
compatibility errors when not running on
RHEL for SAP.

Enable the sap-netweaver tuned profile to
optimize hosts for SAP applications

When SAP's kernel parameter
recommendations are not followed, SAP
applications will experience decreased
performance.

Current file handle limits do not meet the

application requirements as defined by SAP.

This resultsin decreased SAP application
performance.

SAP strongly recommends running an ntp
service on systems running SAP

SAP applications require UUIDD to be
installed and running in order to prevent

UUIDs from being reused in the application.

When UUIDD is not running, database
inconsistencies can occur.

PUT YOUR SAP APPLICATIONS ON A FIRM FOUNDATION

Reference

Overview of Red Hat Enterprise Linux for
SAP Business Applications subscription

Overview of Red Hat Enterprise Linux for

SAP Business Applications subscription

Red Hat Enterprise Linux 6.x: Installation
and Upgrade - SAP Note

Red Hat Enterprise Linux 7.x: Installation
and Upgrade - SAP Note

Red Hat Enterprise Linux 7.x: Installation
and Upgrade - SAP Note

Linux UUID solutions - SAP Note

Q. redhat



Red Hat Insights - SAP Rules

I SUBSKRIPTIONEN DOWNLOADS SUPPORT-TICKETS
hostname:
UUID: 553ba3cbe899ec46810e3fdeeddbeTa2
RHEL Server release 7.2 (Maipo)
Unknown
SeaBl0S 1.9.1-5.e7_3.2
» @ Performance > Decreased SAP application performance when using incorrect kernel parameters
Impact Likelihood Total Risk
» Performance > Decreased application performance when not running sap-netweaver tuned profile with SAP applications
Impact Likelihood Total Risk
» @ Security > Kernel key management subsystem vulnerable to local privilege escalation (CVE-2016-0728)
Impact Likelihood Total Risk

04/01/2014
218M
10ByMH)

Expand All /*

e early notifications of
minimum releases of
certain packages

e check of correct kernel
parameters

e new findings in SAP
development will
automatically be
messaged

Leads to higher stability,
security and manageability of
Red Hat based SAP
landscapes

Q. redhat.



Red Hat Insights - SAP Rules

uuID 5333(t-:—BSE'-?c—’JGE‘De]‘d?-}4ct»e7a

RHEL Server release 7.2 (Maipo)

- @ Performance > Decreased SAP application performance when usin g incor! rect kernel parameters

Impact Likelihood Total Risk

Q DETECTED ISSUES

l. STEPS TO RESOLVE

ctl.conf

rmel.sem = 1256 256000 100 1024
max_map_count = 2000000

# sysctl p
H
pconf t
m t apconf
- Performance > Decreased application performance when not running sap-netweave
Impact Likelihood Total Risk

th SAP application

e early notifications of
minimum releases of
certain packages

e check of correct kernel
parameters

e new findings in SAP
development will
automatically be
messaged

Leads to higher stability,
security and manageability of
Red Hat based SAP
landscapes

Q. redhat.



INTEGRATED INTO TOOLS YOU ALREADY USE

* Works on physical, virtual, cloud, and
RED HAT container-based workloads

I NS I GHTS * No new infrastructure to manage

* Integrated into Satellite 5.7,

6.1+, CloudForms 4.0+, and

| |
© RED HAT CUSTOMER
E'IE_DOIIL'J%FORMS R e Red Hat Customer Portal

afh

* APl available for custom integration

/(\ i—gi— * Ansible Tower integration enables

= i playbooks generated in Red Hat Insights
to be automatically imported
into Ansible Tower

Q. redhat



RED HAT® ENTERPRISE LINUX®
+ INSIGHTS DIFFERENTIATION

«>CentOS SUSE. onox

Proactive analytics

Automated resolution

Mature market

Vendor supported

Integrated management

N NANAN

Q. redhat.



Red Hat Insights: proactive resolution

_____________________________

. In-depth analysis of the SAP infrastructure enables

RED HAT .
proactive management

INSIGHTS

. Mitigate risk / ensure compliance (e.g. configuration drifts)
PREVENT CRITICAL

 ISSUES BEFORE THEY ! « Increase stability and performance
i OCCUR :
| i « Automate IT remediation of critical issues

through Ansible Playbooks

Continuous Insights
Verified Knowledge

Proactive Resolution . also on RHEL instances deployed on AWS or Azure

https://access.redhat.com/blogs/2184921/posts/2849871

Q. redhat.


https://access.redhat.com/blogs/2184921/posts/2849871

New price model - easy to consume

Red Hat Enterprise Linux

For SAP Solutions on X86

RHO0763 RHEL for SAP Solutions, Premium 1 physical entitlement for a Server
(2-sockets) OR 2 Virtual Instances
RHOO0764 RHEL or SAP Solutions, Standard 1 physical entitlement for a Server
(2-sockets) OR 2 Virtual Instances
RHOO767 RHEL for Virtual Datacenters for SAP Solutions, Unlimited Virtual Guests on a Server
Premium (2-sockets)
RHO0768 RHEL for Virtual Datacenters for SAP Solutions, Unlimited Virtual Guests on a Server

Standard

(2-sockets)

RED HAT CONFIDENTIAL

Q. redhat



Save up some 20% with RHEL for SAP solutions

Example: 2 Nodes Production, 2 Nodes Pre-Production, 1 Node Testing
(each node 2 sockets)

SLES:
5* SLES for SAP->5*2.240 EUR =11.200 EUR
(Suse offers only premium support for SAP subscriptions)

RHEL.:
2 * RHEL for SAP Solutions premium -> 2 * 1.965 EUR = 3.930 EUR

3 * RHEL for SAP Solutions standard -> 3 * 1.648 EUR =4.944 EUR
TOTAL = 8.874 EUR -> 21% cheaper than SLES

RED HAT CONFIDENTIAL ‘ redhat



How SAP and Red Hat deliver better
business outcomes

Your next project
Making HANA the digital core

JV.YS/4 HANA

Managing hybrid IT.
Your choice of where to deploy.

Public Cloud,
Pay-as-you-go

Private Cloud, Managed |nme:t?:in§t?:|er-lgs-a-

Service

Service

Gaining insights from a universe of
connected devices

SAP Leonardo

Unleashing the value of your enterprise data

“7\ SAP Data Hub

Business Outcomes

Fastest Time to Value:

- Speed-up deployments

- Achieve your SLAs: avoid errors and down-time,
reduce TCO

-Increase flexibility: provide hybrid cloud and
self-service

Unleash the value in enterprise data:

- Integration between SAP and non-SAP solutions
and sources: make HANA the digital core

- Integrate your non-SAP data with SAP DataHub

Accelerate Innovation:
- Deliver faster with containers and micro
services, streamline development, including
extensions of SAP
- faster access to infrastructure resources: hybrid
cloud and self-service functionalities
Q. redhat



Resources

e QOverview of Documentation for SAP Netweaver, Hana and DataHub:
o https://access.redhat.com/articles/3494151

e Success stories: Mohawk Industries, Peavey, Molecular Health

e SAP webinars & events: https://www.redhat.com/en/events?search=sap
e Questions: SAP@RedHat.com

73 ‘ redhat.


https://access.redhat.com/articles/3494151
https://www.redhat.com/en/resources/mohawk-industries-case-study
https://www.redhat.com/en/success-stories/peavey
https://www.redhat.com/cms/managed-files/rh-molecular-health-case-study-f6559jm-201803-en.pdf
https://www.redhat.com/en/events?search=sap

How to Subscribe

e Repos of software child channels

O

©)

©)

©)

rhel-server-7
rhel-server-7-sap
rhel-server-7-sap-hana
rhel-server-7-ha

e Repos of Update Services for SAP Solutions

©)

@)
©)
©)

rhel-server-7-e4s
rhel-server-7-sap-e4s
rhel-server-/7-sap-hana-e4s
rhel-server-/7-ha-e4s

RED HAT CONFIDENTIAL

Q. redhat.



Certified Configurations

o Latest Supported OS Matrix:
o SAP Note 2235581 - SAP HANA: Supported Operating Systems

e Supported Hardware:
o  Certified and Supported SAP HANA Hardware

s  Appliance vs. TDI
s DI “entry level” vs High End

Q. redhat.


https://launchpad.support.sap.com/#/notes/2235581
http://global.sap.com/community/ebook/2014-09-02-hana-hardware/enEN/index.html

Support Resources

Single-Host Mode Installation Guide

m  SAP Note 2009879 - SAP HANA Guidelines for Red Hat Enterprise Linux (RHEL) Operating System

Multiple-Host Mode Installation Guide

m  SAP HANA Server Installation and Update Guide

Storage Requirements

m SAP HANA TDI - Storage Requirements

Other documentation (SAP HANA Technical Operations Guide, SAP HANA Admin Guide, etc.)

m  SAP HANA Platform (Core) — SAP Help Portal Page

Read the documentation before starting a SAP HANA deployment. The documentation contains information pertaining to supportability.
The installation guides are updated frequently, so it is a good idea to check for the latest version before starting a HANA installation.

Q. redhat


http://service.sap.com/sap/support/notes/2009879
http://help.sap.com/hana/SAP_HANA_Server_Installation_Guide_en.pdf
http://go.sap.com/documents/2015/03/74cdb554-5a7c-0010-82c7-eda71af511fa.html
http://help.sap.com/hana_platform/

Support Resources

SAP Notes

SAP Note 2235581 - SAP HANA: Supported Operating Systems

SAP Note 2009879 - SAP HANA Guidelines for RedHat Enterprise Linux (RHEL) Operating System

SAP Note 2292690 - SAP HANA DB: Recommended OS settings for RHEL 7

SAP Note 2247020 - SAP HANA DB: Recommended OS settings for RHEL 6.7

SAP Note 2136965 - SAP HANA DB: Recommended OS settings for RHEL 6.6

SAP Note 2013638 - SAP HANA DB: Recommended OS settings for RHEL 6.5

SAP Note 2001528 - Linux: SAP HANA Database SPS 08 revision 80 (or higher) on RHEL 6 or SLES 11
SAP Note 2228351 - Linux: SAP HANA Database SPS 11 revision 110 (or higher) on RHEL 6 or SLES 11
SAP Note 1943937 - Hardware Configuration Check Tool - Central Note (contains the user guide for

HWCCT)

The SAP Notes contain important information regarding configuration, upgrading, and supportability. These documents are updated
frequently, so check for the latest version before a HANA installation, as well.

Q. redhat


https://launchpad.support.sap.com/#/notes/2235581
https://launchpad.support.sap.com/#/notes/2009879
https://launchpad.support.sap.com/#/notes/2292690
https://launchpad.support.sap.com/#/notes/2247020
https://launchpad.support.sap.com/#/notes/2136965
https://launchpad.support.sap.com/#/notes/2013638
https://launchpad.support.sap.com/#/notes/2001528
https://launchpad.support.sap.com/#/notes/2228351
https://launchpad.support.sap.com/#/notes/1943937
https://launchpad.support.sap.com/#/notes/1943937
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