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Cisco anyconnect apex license ordering guide

1. Introduction 1.1 Purpose, audience, and scope of this document describe the structure of packaging and ordering information for Cisco AnyConnect® secure customer mobility. Audience: This guide is for Cisco sales teams, partners, distributors, and customers. Scope: This order guide covers the following products: ¢ AnyConnect secures customer mobility for more detailed information, going . 1.2
Customization licenses are available under AnyConnect: e Plus subscription licenses e Plus permanent licenses e Apex subscription license e VPN only 2 permanent licenses. Cisco AnyConnect Secure Customer Mobility Cisco AnyConnect secures customer mobility constantly raising the bar by making the remote access experience easy for end users while providing the security that the IT company
needs. It helps enable a very secure connection experience across a wide set of computers and mobile devices. By roaming mobile workers to different locations, it automatically resumes the connection. The ever-smart VPN adapts tunneling protocol in the most efficient way, such as datagram transport layer security protocol (DTLS) for delayed-sensitive VolIP traffic or TCP-based app access. Tunneling
support is also available for IP Security Internet Key Exchange Version 2 (IPsec IKEv2). The 4.x release goes well beyond traditional secure access. It offers a wide range of endpoint security services and simplified IT operations from a single agent. AnyConnect offers you the ability to achieve tighter security controls while helping to enable direct, very secure, in any app accessing corporate resources via
mobile in any VPN service app. Cisco AnyConnect also provides strong allied compliance capabilities so that compromised government endpoints are less able to impact on the integrity of the corporate network. AnyConnect provides endpoint status assessment and correction capabilities for wired, wireless, and VPN environments along with cisco identity service engine 1.3 (with Apex license for both
solutions). Access can be granted based on validation of endpoint mode (antimalware, patches, disk encryption, and beyond) while off-compliance endpoints can have automated correction measures or corrective measures based on policy requirements. The network visibility module (Windows operating system and Mac OS X) allows administrators to monitor the use of the endpoint program on and off to
explore potential behavior non-jars and make network decisions and services more consciously designed. Rich underlying data from AnyConnect Network Visibility Module can be shared with a growing number of Internet Protocol Flow Information Export (IPFIX) —capable of network analysis tools. AnyConnect can also help by deploying Cisco Advanced Malware Protection (AMP) for endpoints with its
AMP Enabler. Amp activator significantly extends threat protection endpoint to active VPN endpoints or AnyConnect services (802.1X network access, dissect, etc.) are in use. This feature further reduces the attack potential of host connected to the enterprise. Cisco Amp is licensed for endpoints separately from Cisco AnyConnect. The AnyConnect client has web security and built-in malware threat
defenses. You can use cisco-based location web security supplies, Cisco-based cloud web security, or Cisco umbrella roaming offers. Along with remote access, a comprehensive and highly secure enterprise mobility solution supports web security and defends the threat of malware. Automatically blocks phishing and command and control attacks. Consistent, field-conscious security policies help ensure a
protected and productive work environment. In addition to the industry-leading VPN capabilities, The AnyConnect customer supports the advanced capabilities of IEEE 802.1X. A single authentication framework manages the identity of the user and device, along with the network access protocols needed to move smoothly from wired networks to wireless networks. Compatible with your VPN performance,
the client supports IEEE 802.1AE Media Access Security Control (MACsec) for data confidentiality, data integrity, and data source authentication on wired networks. Communication between trusted network components is protected. 2.1 AnyConnect servers and operating systems are used in conjunction with cisco servers, including but not limited to Cisco adaptive security appliances (physical and virtual),
Cisco Firepower™ next-generation firewall (physical and virtual/ASA and FTD operating systems), identity service engine, aggregation service router, web security cloud, and Cisco |IOS® software on cisco integrated service routers. Headend termination devices and cloud services, along with related service fees and support contracts, are purchased separately. 3. AnyConnect 4.x license offers a simple
license to meet the needs of it's broad enterprise community as it adapts to the growth of end-user mobility demands. AnyConnect 4.x collapses the previously sophisticated AnyConnect licensing model into two simple rows. The first is AnyConnect Plus, which includes basic VPN services such as devices and in any VPN app (including third-party IKEv2 remote access supporting HEADEND VPN), trusted
network recognition, basic device field set, and federal data processing standards (FIPS) compliance. AnyConnect Plus also includes other non-VPN services such as AnyConnect Network Access Manager 802.1X supplicant, Cloud Web Security module, and Cisco umbrella roaming module. Existing AnyConnect customers should think of AnyConnect Plus as similar to AnyConnect's previous essentials.
AnyConnect Apex's second offer includes more advanced services such as endpoint dissection checks (Hostscan via ASA VPN, or ISE Posture via Cisco Identity Services Engine), Network Visibility, Next-Generation VPN Encryption (including Suite B), VPN remote access without customers as well as all the capabilities of AnyConnect Plus. Existing AnyConnect customers should think of AnyConnect
Apex as similar to previous AnyConnect Premium and Premium Shared Licenses. AnyConnect Plus and Apex license provide a set of features and deployment flexibility to meet their company's wide range of requirements. See Table 1 for details. For companies that want only AnyConnect for cases of remote access use, there is also any VPN connection only licensed. Please refer to section 4.3 for more
details on VPN-only permissions. Table 1. AnyConnect Plus and Apex License Features Plus License Apex License Device or SYSTEM VPN (including Cisco phone VPN) All Plus features plus the other features in this column Third Party IPsec IKEv2 remote access VPN clients (non-AnyCon Network Visibility Module (new in 4 2) in any VPN program united endpoint compliance and correction (dissect)
(Apex engine service identity is required and licensed separately) cloud web security and web security home appliances Suite B or generation Next Encryption (including third-party IPsec IKEv2 remote VPN customers) Cisco Umbrella Roaming (Umbrella Roaming Service Separately Licensed) Customerless (browser-based) network connection network access manager ASA multi-text remote access mode
Cisco AMP For activation endpoints (AMP for license endpoints is separately) SAML authentication (new in 4.4 and requires ASA 9.7.1 or later) Cisco AnyConnect Apex and plus license from Eliminates the need to purchase per headend at the same time — license connections and server licenses are assigned. AnyConnect Apex licenses include all AnyConnect Plus license capabilities, so only one type of
license is required for each user. As such, the number of Plus licenses can be smaller or greater than the number of Apex licenses. This model allows you to mix license rows across a single environment, and it changes the license of concurrent connections to the entire unique user. AnyConnect Plus and Apex licenses are available as 12 to 60-month subscriptions, and AnyConnect Plus licenses are also
available as permanent licenses. Software software support and software upgrades are included in AnyConnect Plus and Apex subscription license. For permanent AnyConnect Plus licenses, as well as AnyConnect VPN Only, a SWSS subscription must be purchased separately. An active subscription or an active SWSS contract is required for all software access and technical support. Please note that
support contracts for headend termination devices (ASA, ISE, etc.) must be purchased separately. AnyConnect 4.x licensed customers also have the right to previous anyConnect releases. Note: The number of permissions required for AnyConnect Plus or Apex based on all unique users may be possible to use any Cisco AnyConnect service. The exact number of Plus or Apex licenses must be based on
the total number of unique users requiring specific services associated with each license 4. Order information of all anyConnect licenses customizable in Cisco trading and are listed in the Global Price List (GPL). The contract number will be generated for all subscription licenses as well as any permanent license ordered with a support contract. If you have an existing contract number, you may request that
new permissions be added to that contract. You don't have to generate a new contract number. If a new contract number is generated, you will need to obtain this contract number from Cisco's authorized reseller or your account team. Please follow the instructions in section 6.1 to ensure that the contract is linked to Cisco.com id. If the contract is not related, then you will not be able to download
AnyConnect software or receive technical support. Note: Integrated service routers require security clearance (L-SL-xx-SEC-K9=) in addition to anyConnect license. Start with L-AC-APX-LIC= to order an Apex subscription license, start with L-AC-APX-LIC= The quantity of users must be equal to the total number of unique (authorized) users who will use AnyConnect services for each license row. Please
note that the minimum user license size is 25. The default duration to 36 months (3 years). It can be set up by selecting Edit Service/Subscription - &gt; Edit. Subscriptions can be purchased for between 12 and 60 months. Please note that additional discounts are offered for subscriptions between 3 and 5 years. When using the order method above, you will be able to cooperate with shared permissions by
selecting specific start or end dates. When purchasing a license from a Cisco authorized reseller, your order may need to be based on SKU band for a certain period of time and the size of your user number. Please see Section 4.1 (Table 2) for License Plus and Section 4.2 (Table 4) for Apex License for Specific SKUs. Note: You are allowed to stack AnyConnect Plus and Apex licenses and conditions.
Doing so will lead to a generation of multi-product activation keys, which must be registered in your Adaptive Security Supplies (ASAs). Pak registration does not apply to Cisco's Adaptive Security Virtual Security Device (ASAv), Cisco Firepower's next-generation firewall supplies running ASA software, Cisco routers, Cisco ISE, or other Cisco headends. AnyConnect Plus and Apex PAKs only apply to
physical ASAs. Additional user licenses can be purchased at a later time. For customers with Firepower Threat Defense (FTD) 6.2.1 or later, please follow the instructions in section 6.0.4 in order to share their AnyConnect license with your smart account. Permanent Plus licenses to order AnyConnect Plus permanent licenses start with the selection of L-AC-PLS-P-G. Select the next selection options and
select the counting-(s) license option based on the total number of unique (authorized) users who may use anyConnect Plus services. After your choice Number(s), with high quantity (99,999) SKU expansion in the form of L-AC-yyyy-S-xY-zzzz at no cost added. This SKU delivers multi-use product key activation (PAK), which can be used to support adaptive security supplies VPN services throughout the
company. Please see section 4.1 (Table 3) for specific SKUs. Each ASA is registered to clear your once per attempt using the amount 1. VPN is the only one to order any VPN connection only permanent permissions, please see section 4.3 (Table 5) for specific SKUs. Unlike AnyConnect Plus and Apex, AnyConnect Vpn is the only SKUs per HEADEND ASA required. They cannot be shared across
multiple appliances, and they should be purchased based on the maximum number of concurrent connections you wish to support on a particular headend device. Please make sure that the purchased license does not exceed the physical headend capacity for the specific platform. Note: Cisco Software Support Service (SWSS) must be purchased and maintained individually for all software access and
technical support. 4.1 Plus License (12- to 60 months duration or permanent) License Plus row offers the following services: VPN functionality for pc and mobile operating systems, including per VPN app on mobile platforms, Cisco VPN phone , and third-party (hon-AnyConnect) IKEv2 VPN clients e Basic endpoint field set e IEEE 802.1X Windows supplicant e Cisco Cloud Web Security Agent for
Windows OS and Mac OSX (Web Cloud Separately licensed security services.) e Cisco Umbrella Roaming Agent for Windows and Mac OS X operating system (umbrella roaming service separately licensed.) e Cisco Advanced Malware Protection for Enabler Endpoints (AMP for endpoints separately licensed.) e FIPS compliance plus more licenses are applicable in environments previously served by
Cisco AnyConnect Essentials and Mobile Licenses, as well as environments serviced by other AnyConnect uses including the Director of Access To network, web security, and Cisco iOS and adaptive VPN security supplies headends. Term License: L-AC-PLS-LIC= Refer to Table 2 for specific banding SKUs. SKUs bonding may be required when ordering from a Cisco partner. (Available for 12 to 60-month
conditions. default is 36 months.) Select the license value matching your unique user number - at least 25, without a maximum. Habitual License: L-AC-PLS-P-G User License: AC-PLS-P-zzzz-S Habitual License (SWSS Contract required for software access and support) (zzzz = Number of unique users from Table 4) Table 2. AnyConnect Plus term license SKUs (total authorized users) Term License
Banding SKU Description User Range L-AC-PLS-LIC= L-AC-PLS-5Y-S1 Cisco AnyConnect Plus — 5-Year License 25-99 L-AC-PLS-LIC= L-AC-PLS-5Y-S2 Cisco AnyConnect Plus — 5-Year License 100-249 L-AC- PLS-LIC= L-AC-PLS-5Y-S3 Cisco AnyConnect Plus — 5-Year License 250-499 L-AC-PLS-LIC= L-AC-PLS -- 5Y-S4 Cisco AnyConnect Plus — 5 Years License 500-999 L-AC-PLS-LIC= L-AC-PLS-
5Y-S5 Cisco AnyConnect Plus — License 1,000-2,499 L-AC-PLS-LIC= L-AC-PLS-5Y-S6 Cisco AnyConnect Plus — 5-Year License 2,500-4,999 L-AC-PLS-LIC= L-AC-PLS-5Y-S7 Cisco AnyConnect Plus — 5-Year License 5,000-9,999 L-AC-PLS-LIC= L-AC-PLS-5Y-S8 Cisco AnyConnect Plus — 5-Year License 10,000-24,999 L-AC-PLS-LIC= L-AC-PLS-5Y-S9 Cisco AnyConnect Plus — 5-Year License 25,000-
49,999 L-AC-PLS-LIC= L-AC-PLS-5Y-10 Cisco AnyConnect Plus — 5-Year License 50,000-99,999 L-AC-PLS-LIC= L-AC-PLS-5Y-11 Cisco AnyConnect Plus — 5-Year License 100,000 or more L-AC-PLS-LIC= L-AC-PLS-3Y-S1 Cisco AnyConnect Plus — 3-Year License 25-99 L-AC-PLS-LIC= L-AC-PLS-3Y-S2 Cisco AnyConnect Plus — 3-Year License 100-249 L-AC-PLS-LIC= L-AC-PLS-3Y-S3 Cisco
AnyConnect Plus — 3-Year License 250-499 L-AC-PLS-LIC= L-AC-PLS-3Y-S4 Cisco AnyConnect Plus — 3-Year License 500-999 L-AC-PLS-LIC= L-AC-PLS-3Y-S5 Cisco AnyConnect Plus — 3-Year License 1,000-2,499 L-AC-PLS-LIC= L-AC-PLS-3Y-S6 Cisco AnyConnect Plus — 3-Year License 2,500-4,999 L-AC-PLS-LIC= L-AC-PLS-3Y-S7 Cisco AnyConnect Plus — 3-Year License 5,000-9,999 L-AC-PLS-
LIC= L-AC-PLS-3Y-S8 Cisco AnyConnect Plus — 3-Year License 10,000-24,999 L-AC-PLS-LIC= L-AC-PLS-3Y-S9 Cisco AnyConnect Plus — 3-Year License 25,000-49,999 L-AC-PLS-LIC= L-AC-PLS-3Y-10 Cisco AnyConnect Plus — 3-Year License 50,000-99,999 L-AC-PLS-LIC= L-AC-PLS-3Y-11 Cisco AnyConnect Plus — 3-Year License 100,000 or more L-AC-PLS-LIC= L-AC-PLS-1Y-S1 Cisco
AnyConnect Plus — 1-Year License 25-99 L-AC-PLS-LIC= L-AC-PLS-1Y-S2 Cisco AnyConnect Plus — 1-Year License 100-249 L-AC-PLS-LIC= L-AC-PLS-1Y-S3 Cisco AnyConnect Plus — 1-Year License 250-499 L-AC-PLS-LIC= L-AC-PLS-1Y-S4 Cisco AnyConnect Plus — 1-Year License 500-999 L-AC-PLS-LIC= L-AC-PLS-1Y-S5 Cisco AnyConnect Plus — 1-Year License 1,000-2,499 L-AC-PLS-LIC= L-
AC-PLS-1Y-S6 Cisco AnyConnect Plus — 1-Year License 2,500-4,999 L-AC-PLS-LIC= L-AC-PLS-1Y-S7 Cisco AnyConnect Plus — 1-Year License 5,000-9,999 L-AC-PLS-LIC= L-AC-PLS-1Y-S8 Cisco AnyConnect Plus — 1-Year License 10,000-24,999 L-AC-PLS-LIC= L-AC-PLS-1Y-S9 Cisco AnyConnect Plus — 1-Year License 25,000-49,999 L-AC-PLS-LIC= L-AC-PLS-1Y-10 Cisco AnyConnect Plus — 1-
Year License 50,000-99,999 L-AC-PLS-LIC= L-AC-PLS-1Y-11 Cisco AnyConnect Plus — 1-Year License 100,000 or more Table 3. og)e ay SKUS jezo 7 i S Siisad jozo (lzxo 0lyl5 JS) Kiisad SWSS SKU L-AC-PLS-P-G AC-PLS-P-P-25-S Cisco AnyConnect Plus — IS 25/ Sinad joxe CON-EMCU-ACPL25 L-AC-PLS-P-G AC-PLS-P-50-S Cisco AnyConnect Plus — Perpetual License/50 users
CON-EMCU-ACPL50 L-AC-PLS-P-G AC-PLS-P-100-S Cisco AnyConnect Plus — Perpetual License/100 users CON-EMCU-ACPL100 L-AC-PLS-P-G AC-PLS-P-250-S Cisco AnyConnect Plus — Perpetual License/250 users CON-EMCU-ACPL250 L-AC-PLS-P-G AC-PLS-P-P-500-S Cisco AnyConnect Plus — Perpetual License/500 users CON-EMCU-ACPL 500 L-AC-PLS-P-G AC-PLS-P-1K-S Cisco
AnyConnect Plus — Perpetual License/1,000 users CON-EMCU-ACPL1K L-AC-PLS-P-G AC-PLS-P-P-1500-S Cisco AnyConnect Plus — (s&iuod Users CON-EMCU-ACPL1500 L-AC-PLS-P-G AC-PLS-P-2500-S Cisco AnyConnect Plus — Perpetual License/2,500 users CON-EMCU-ACPL2500 L-AC-PLS-P-G AC-PLS-P-3500-S Cisco AnyConnect Plus — Perpetual License/3,500 users CON-EMCU-
ACPL3500 L-AC-PLS-P-G AC-PLS-P-5K-S Cisco AnyConnect Plus — Perpetual License/5,000 users CON-EMCU-ACPL5K L-AC-PLS-P-G AC-PLS-P-10K-S Cisco AnyConnect Plus — Perpetual License/10,000 users CON-EMCU-ACPL10K L-AC-PLS-P-G AC-PLS-P-25K-S Cisco AnyConnect Plus — Perpetual License/25,000 users CON-EMCU-ACPL25K L-AC-PLS-P-G AC-PLS-P-50K-S Cisco
AnyConnect Plus — Perpetual License/50,000 users CON-EMCU-ACPL50K L-AC-PLS-P-G AC-PLS-P-100K-S Cisco AnyConnect Plus — Perpetual License/100,000 users CON-EMCU-ACPL100K L-AC-PLS-P-G AC-PLS-P-250K-S Cisco AnyConnect Plus — Perpetual License/250,000 users CON-EMCU-ACPL250K Note: Plus perpetual licenses require active Cisco Software Support Service (SWSS) for
software access and technical support. 4.2 je=e Apex (12- wxe ole 60 i) AnyConnect Apex ad (LS g o i wsiien) S_pidiko U9 @ o wloxs 35 (o abl9 joze s,y VPN §llnsl @ ¢Sumw crisdai (sisiol pls) 55 VPN caggm) sass Jui 5,155 0, @ a5 L 1.3 gSuuw caugd wlods Hgige b alayl, 5 giog Jole g axio Gllail @ oS (ialas siniol pjlg) L alayl, 55 giog Jole g B) L AnyConnect &) el jasui o
AnyConnect) IKEV2 ol_ixieo VPN ® aSwuis 25 Jgjlo ® ASA cugn jL>l @ 595 ol I cuwyiwd s iio 2iz SAML (L 4.4 5 307 ASA 9.7.1 jeme jl YL oouiv 030> 7w 09Me a) wleas and @ (Ol sxs b ApeX aow §> louwsi Jud oS (uls oo oy Lzl Ll iy Cisco AnyConnect aid uiny bl alaii (ulj)l joze g (ouSlo roaui aiilsS STkl ay wcawl 05,5 caoxs. Term License: L-AC-APX-LIC= Refer to Table 4
for specific banding SKUs. SKUs 4 Jgx> .,iSlaz 0gx 125 J8las—auiS wlxil | 595 3,9 ay juamio LS slawi b gullas jomo lxie ((cawl olo 36 o9 Jiuw .anlo 60 U 12 Loyl i sl gwpiwd 3) 3wl jli 550 sSammw S ol givslaw pEid 5 cawl Sas Siuxil. Apex term SKUSs (total authorized users) Term License Banding SKU Description User Range L-AC-APX-LIC= L-AC-APX-5Y-S1 Cisco
AnyConnect Apex — 5-Year License 25-99 L-AC-APX-LIC= L-AC-APX -5Y-S2 Cisco AnyConnect Apex — 5-Year License 100-249 L-AC-APX-LIC= L-AC-APX -5Y-S3 Cisco AnyConnect Apex — 5-Year License 250-499 L-AC-APX-LIC= L-AC-APX -5Y-S4 Cisco AnyConnect Apex — 5-Year License 500-999 L-AC-APX-LIC= L-AC-APX-5Y-S5 Cisco AnyConnect Apex — 5-Year License 1,000-2,499 L-AC-APX-
LIC= L-AC-APX-5Y-S6 Cisco AnyConnect Apex — 5-Year License 2,500-4,999 L-AC-APX-LIC= L-AC-APX-5Y-S7 Cisco AnyConnect Apex — 5-Year License 5,000-9,999 L-AC-APX-LIC= L-AC-APX-5Y-S8 Cisco AnyConnect Apex — 5-Year License 10,000-24,999 L-AC-APX-LIC= L-AC-APX-5Y-S9 Cisco AnyConnect Apex — 5-Year License 25,000-49,999 L-AC-APX-LIC= L-AC-APX-5Y-10 Cisco AnyConnect
Apex — 5-Year License 50,000-99,999 L-AC-APX-LIC= L-AC-APX-5Y-11 Cisco AnyConnect Apex — ,ixiuw b 100,000 jg=o L-AC-APX-LIC= L-AC-APX-3Y-S1 Cisco AnyConnect Apex — 3-Year License 25-99 L-AC-APX-LIC= L-AC-APX-3Y-S2 Cisco AnyConnect Apex — 3-Year License 100-249 L-AC-APX -LIC= L-AC-APX-3Y-S3 Cisco AnyConnect Apex — 3-Year License 250-499 L-AC-APX-LIC= L-AC-APX-
3Y-S4 Cisco AnyConnect Apex — 3-Year License 500-999 L-AC-APX-LIC= L-AC-APX-3Y-S 5 Cisco AnyConnect Apex — 3-Year License 1,000-2,499 L-AC-APX-LIC= L-AC-APX-3Y-S6 Cisco AnyConnect Apex — 3-Year License 2,500-4,999 L-AC-APX-LIC= L-AC-APX-3Y-S7 Cisco Any AnyConnect Apex — 3-Year License 5,000-9,999 L-AC-APX-LIC= L-AC-APX-3Y-S8 Cisco AnyConnect Apex — 3-Year
License 10,000-24,999 L-AC-APX-LIC= L-AC-APX-3Y-S9 Cisco AnyConnect Apex — 3-Year License 25,000-49,999 L-AC-APX-LIC= L-AC-APX-3Y-10 Cisco AnyConnect Apex — 3-Year License 50,000-99,999 L-AC-APX-LIC= L-AC-APX-3Y-11 Cisco AnyConnect Apex — 3-Year License 100,000 or more L-AC-APX-LIC= L-AC-APX-1Y-S1 Cisco AnyConnect Apex — 1-Year License 25-99 L-AC-APX-LIC=L-
AC-APX-1Y-S2 Cisco AnyConnect Apex — 1-Year License 10 0-249 L-AC-APX-LIC= L-AC-APX-1Y-S3 Cisco AnyConnect Apex — 1-Year License 250-499 L-AC-APX-LIC= L-AC-APX-1Y-S4 Cisco AnyConnect Apex — 1-Year License 500-999 L-AC-APX-LIC = L-AC-APX-1Y-S5 Cisco AnyConnect Apex — 1-Year License 1,000-2,499 L-AC-APX-LIC= L-AC-APX-1Y-S6 Cisco AnyConnect Apex — 1- Year
License 2,500-4,999 L-AC-APX-LIC= L-AC-APX-1Y-S7 Cisco AnyConnect Apex — 1-Year License 5,000-9,999 L-AC-APX-LIC= L-AC-APX-1Y-S8 Cisco AnyConnect Apex — 1 1-24,999-10,000 Jlw j¢=o L-AC-APX-LIC= L-AC-APX-1Y-S9 Cisco AnyConnect Apex — 1-Year License 25,000-49,9 99 L-AC-APX-LIC= L-AC-APX-1Y-10 Cisco AnyConnect Apex — 1-Year License 50,000-99,999 L-AC-APX-LIC= L-
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Sl oolaiwl &y hile sl lauzo ay Lzl 5 jiduy AnyConnect wleas 95 ol Sl G jiws sl sobaxil jglo as VPN JS Ly, slass i givg JiB a8 UYL L Ll VPN culilt 0 1) wloas 3iS o pdlid jozo asd) lgii VPN ol s o alaz jl ol e pali slo Jole pimuw 9 s5suelS sy VPN pali oS ol pali sl Jols pimww > VPN, and third-party (non-AnyConnect) IKEv2 VPN clients e Clientless (browser-
based) VPN termination on the Cisco Adaptive Security Appliance ® VPN-only compliance and posture agent in conjunction with the Cisco Adaptive Security Appliance e FIPS compliance e Next-generation encryption (Suite B) with AnyConnect and third-party (non-AnyConnect) IKEv2 VPN clients ¢ SAML Authentication (new in AnyConnect 4.4 L ASA 9.7.1 il auiwls azgi (0l jl o= L: AnyConnect VPN
oliw> K gwbwl 4y lgis headend cuws jlxe) joze Ole jer wYlail ¢ lgis VPN is the only alternative license for AnyConnect Plus and the Apex model. No other AnyConnect function or service (such as web security module, Cisco umbrella roaming, ISE Posture, network visibility, or network access manager) with AnyConnect VPN permissions is only available. VPN only license cannot be transferred,
rehosted, shared, combined, divided, or updated directly to another VPN-only license size. These licenses do not coexist with plus or Apex licenses or any retired AnyConnect licenses. Note: AnyConnect VPN only license requires the active Cisco Service Support Software (SWSS) contract to access the software and technical support. All ASA headends in vpn-only licensing environment should also have
active AnyConnect SASU support contracts. During the smart net total care coverage™ Return material license (RMA) replacement of an ASA hardware device, the VPN only license covered by the SWSS-enabled contract will be moved to alternative hardware provided by Cisco. Permanent license (spare): L-AC-VPNO-xxxx= (xxxx = simultaneous user counting of Table 4; Permanent License (ASA
Option): AC-VPNO-xxxx (xxxx = simultaneous user counting of Table 4; Table 5. VPN only SKUs (simultaneous connections/single headend) Spare License Description SWSS SKU L-AC-VPNO-25= Cisco AnyConnect VPN Only — Perpetual License/25 simultaneous connections CON-EMCU-ACV025 L-AC-VPNO-50= Cisco AnyConnect VPN Only — Perpetual License/50 simultaneous connections CON-
EMCU-ACVO50 L-AC-VPNO-100= Cisco AnyConnect VPN Only — Perpetual License/100 simultaneous connections CON-EMCU-ACV0100 L-AC-VPNO-250= Cisco AnyConnect VPN Only — Perpetual License/250 simultaneous connections CON-EMCU-AVOL250 L-AC-VPNO-500= Cisco AnyConnect VPN Only — Perpetual License/500 simultaneous connections CON-EMCU-ACVO500 L-AC-VNPO-1K=
Cisco AnyConnect VPN Only — Perpetual License/1,000 simultaneous connections CON-EMCU-ACVO1K L-AC-VPNO-2500= Cisco AnyConnect VPN Only — Perpetual License/2,500 simultaneous connections CON-EMCU-ACV02500 L-AC-VPNO-5K= Cisco AnyConnect VPN Only — Perpetual License/5,000 simultaneous connections CON-EMCU-ACVO5K L-AC-VPNO-10K= Cisco AnyConnect VPN Only
— Perpetual License/10,000 simultaneous connections CON-EMCU-ACVO10K ASA Option Description SWSS SKU AC-VPNO-25 Cisco AnyConnect VPN Only — Perpetual License/25 simultaneous connections CON-EMCU-ACVA25 AC-VPNO-50 Cisco AnyConnect VPN Only — Perpetual License/50 simultaneous connections CON-EMCU-ACVA50 AC-VPNO-100 Cisco AnyConnect VPN Only — Perpetual
License/100 simultaneous connections CON-EMCU-ACVA100 AC-VPNO-250 Cisco AnyConnect VPN Only — Perpetual License/250 simultaneous connections CON-EMCU-AVA250 AC-VPNO-500 Cisco Every SINGLE VPN Connection — Permanent License / 500 Con-EMCU-ACVA500 AC-VPNO-1K Cisco Simultaneous Connections Single VPN — Perpetual License / 1,000 Con-EMCU-ACVA1K AC-
VPNO-2500 Cisco Simultaneous Connections — Single VPN Connection — Perpetual License / 2,500 Con-EMCU-ACVA2500 AC-VPNO-5K Connections Single VPN — Permanent License / 5,000 Con Simultaneous Connections EMCU-ACVA5K AC-VPNO-10K Cisco AnyConnect VPN Only — Perpetual License/10,000 Con-EMCU-ACVA10K Concurrent Connections Note: For headend devices supporting
more than 10,000 simultaneous connections, more than one VPN only license can be purchased to support the maximum simultaneous capacity of the platform. For example, if the device supports 20,000 connections, two L-AC-VPNO-10K= licenses can be purchased. For those devices, the PAK physical registration process does not apply. Spare permissions (L-AC-VPNO-xxxx=) are sent by eDelivery.
ASA Options (AC-VPNO-xxx) will be physically printed and will be customized along with the ASA with this option. 5. Services provide software support and updates for the duration of all anyConnect-based licenses included. Plus perennial VPN and VPN only permanent licenses require additional purchases of Cisco Service Support Software (SWSS) to gain access to software and technical support. Cisco
Smart Net Total Care support contracts for headend termination devices must be purchased separately. It supports the right of customers to the services listed here for the full duration of the purchased software subscription: e Software updates and major upgrades to keep AnyConnect doing optimal with the most current features of the suite ® Access to cisco technical assistance center, which provides
fast, specialized support e Registered access to Cisco.com please refer to the following link for more detailed information about Cisco software support services: 6. Cisco License Management offers a variety of license management tools in the license management portal. A valid Cisco.com and password is required to use the password. When a Cisco Adaptive Security Device (ASA) is used with
AnyConnect, you must register any individual ASA supplies to any AnyConnect Plus or Apex license you purchase. The licensing process should not be completed for Cisco Adaptive Security Virtual Appliances (ASAv), Cisco Firepower, Cisco ISE, Cisco iOS, or other headends. See section 6.0.4 for instructions on sharing your AnyConnect license with your smart account, which is required for Firepower
Threat Defense (FTD) 6.2.1 and later. Contract entitlement (Part 6.1) is completed regardless of headend. Otherwise you will be able to download AnyConnect software or gain technology support. The license registration process varies depending on the purchased license. Note: When registering permissions to the ASA, it is important to verify your device's serial number using the device's version or
device display command Note: For all AnyConnect Plus and Apex licenses, the Adaptive Security Supplies (ASA) license emailed to you after activating your key will only display the capacity of your device's simultaneous hardware user, not the number of permissions your authorized user has or anyConnect license row (Plus or Apex). To look at the purchased user license or the remaining duration, please
access your support contract through cisco service contract center. 6.0.1 Plus and apex license terms (L-AC-PLS-LIC= or L-AC-APX-LIC=) product activation key (PAK) is only used for the initial headend serial number(s) that you register. For subsequent registrations, you will request an activation code in the Cisco.com license portal under receiving other permissions - sharing the license process - ASA
AnyConnect Term and Content. You will be asked to enter a target source and serial number. Source serial numbers can be any serial number that currently shares this license. The target serial number is the ASA serial number you want to share with. If the source serial number has multiple Plus or Apex licenses, you will be able to select multiple permissions to share at once. If you have multiple
subscriber licenses, each of them should be shared with all asa serial numbers. Your ASA key won't change when you share multiple permissions. After completing this process, you will be given an activation code and instructions to complete the email sharing process. You have to repeat the process for any additional ASA serial number you wish to share the license with. Only Cisco.com is tied to the
initial license registration process can share your license with additional devices. 6.0.2 Plus perennial (L-AC-PLS-P-G) and older plus or order ross (L-AC-APX-xYR-G, L-AC-PLS-xYR-G) product activation key (PAK) will be used for all subsequent asa device registrations. For each PAK registration submission you can have only one adaptive security appliance (ASA) on a related unit license registration
page. The same product activation key (PAK) can be applied to multiple devices by repeating this process. If you have purchased multiple rows of licenses or user numbers, register each activation key individually to all serial numbers of your home appliances. Value 1 must be used with all registrations. 6.0.3 VPN only (L-AC-VPNO-xxxx= and AC-VPNO=xxxx) PAK will be used to register your ASA device,
it is not used for any other Cisco headend device. This PAK can only be used once. Note: This license cannot be moved after it has been registered, so please make sure you are signing up the license for the correct ASA serial number from the demo version. 6.0.4 Defense Firepower Threat (FTD) 6.2.1 and later in order to enable your AnyConnect Plus, Apex or VPN only license(s) with Firepower Threat
Defense (FTD) 6.2.1 or later, it should be shared with your smart account. To complete the sharing process, please open an item with Cisco Global Licensing (GLO) using this link and fill in the requested If the link above is not available, you may send an email to licensing@cisco.com with the following topic and the information filled in: Thread: AnyConnect Smart License Sharing Request Body Message:
Please share the following AnyConnect license by providing AnyConnect's smart entitlement to the smart account and demo account as specified below. Cisco CISCO.COM: Smart account name or domain ID: Smart demo account name: Default/other: AnyConnect Product Activation Key (PAK): AnyConnect License Type (Plus, Apex or VPN Only): The above information is required to complete this
request 6.1 contract entitlements (support and access to the software center) support and access of the software center for the duration of the subscription license is included. Plus permanent licenses and VPN only require additional purchases of a support contract in order for you to get support or access the software. Support for adaptive headend security device or other Cisco product requires a pure
smart active contract of total care support. To use your Cisco.com to support and access the software center, you must first find the contract number generated with your order. The contract number is not the same as the activation key of your product or Cisco's sales order. You must obtain your contract number directly from your Cisco reseller. The contract number is usually generated within a week after
your product activates the eDelivery key. When an order is placed with Cisco, your authorized reseller or account team can specify an existing contract number currently owned by your organization. If your reseller is able to link your contract number to your Cisco.com ID, you can request that the contract be completed to your Cisco.com ID directly by mailing web-help-sr@cisco.com with your contract
number and id Cisco.com and short notes requesting the link to complete for full access (support and software download center). Information Cisco.com your ID details (company, address, etc.) must match the details of the order. 6.2 Cisco's assessment license offers a 4-week Apex assessment license that combines all license-plus functionality. To obtain an evaluation permit, visit: . Select the following:
Get other permissions -&gt; Demo &amp; Evaluation -&gt; Security Products -&gt; AnyConnect Plus/Apex (ASA) Demo License. 6.3 Export Classification Cisco AnyConnect U.S. Export Classification: Commodity Automatic Classification Tracking System (CCATS): Self-classified/mass U.S. market. Export Control Classification Number (ECCN): 5D992 US Cryptocurrency Registration Number (ERN):
R104011 France ANSSI Declaration Verification Number: 1211725 6.4 Strong Encryption License (ASA) to obtain a strong free encryption license, please visit: . Get other licenses -&gt; IPS, Krypto, Other -&gt; Security Products -&gt; Cisco ASA 3DES/AES License 6.5 Frequently Asked Questions (FAQ) 7. Product licensing terms and conditions are listed in the Supplementary End User Agreement
(SEULA). Cisco AnyConnect's privacy policy can be found at: . 8. Additional AnyConnect licensing questions for more information, questions, and comments, please anyconnect-pricing@cisco.com. anyconnect-pricing@cisco.com .
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