New USB Stick (while it is plugged in)
Setupapi.App.Dev.Log

(Time = localtime (UTC+3):

SYSTEM hive (Last write timestamp = UTC):

ControlSet@01\Control\DeviceContainers\{80072fc6-1e9f-5ff4-9c46-
bddfee@6ef98}\BaseContainers\{80072fc6-1e9f-5ff4-9c46-bddfee06ef98}

ntainers
{8007 2fc6-1e9f-5ff4-9c46-bddfeed6efo8} 2018-06-17 13:37:59
ertie 8 20 6-17 13:38:04

Value Type | Data
aldc AQJC

RegNone

STORAGE\Volume\_??_USBSTOR # sk& L RegNone
USBSTOR \Disk&Ven_SanDisk&Prod d 2 0 RegNone
RegNone

ControlSeto@1\Contriol\DeviceContainers\{80072fc6-1e9f-5ff4-9c46-
bddfeed6ef98}\BaseCpntainers\

1. ControlSet@01\Enum\SWD\WPDBUSENUM\_??_USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev
_1.00#4C53000102022112308580#{53f56307-b6bf-11d0-94f2-00a0c91efb8b}

a. ControlSetool\Control\DeviceClasses\{f33fdco4-dlac-4e8e-9a30-
19bbd4b108ae }\## #SWD#WPDBUSENUM#_??_USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00
#4C530001020221123085&0#{ 53156307 -b6bf-11d0-9412-00a0c91efb8b}#{f33fdcO4-dlac-
4e8e-9a30-19bbd4b108ae}

b. ControlSet@ol\Control\DeviceClasses\{6ac27878-a6fa-4155-ba85-
£98f491d4f33}\##?#SWD#WPDBUSENUM#_??_ USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00
#4C530001020221123085&0#{53156307-b6bf-11d0-9412-002a0c91efb8b}#{6ac27878-a6fa-
4155-ba85-1981491d4f33}

c. ControlSeteol\Control\DeviceClasses\{10497blb-ba51-44e5-8318-
a65c837b6661 } \## 2 #SWD#WPDBUSENUM#_??_USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00
#4C530001020221123085&0#{ 53156307 -b6bf-11d0-9412-00a0c91efb8b}#{10497b1lb-ba51-
44e5-8318-a65c837b6661}

2. ControlSet@01\Enum\USBSTOR\Disk&Ven SanDisk&Prod_Ultra&Rev_1.00\4C53000102022
1123085&0

a. ControlSetool\Control\DeviceClasses\{7fccc86c-228a-40ad-8a58-
f590af7bfdce} \##?#USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C5300010202211230
8580#{7fccc86c-228a-40ad-8a58-f590af7bfdce}



b. ControlSete@ol\Control\DeviceClasses\{53f56307-b6bf-11d0-94f2-
0020c91efb8b}\##?#USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C5300010202211230
85&0#{53156307-b6bf-11d0-94f2-00a0c91lefb8b}

3. ControlSet@01\Enum\STORAGE\Volume\_?? USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev
_1.00#4C530001020221123085&0#{53f56307-b6bf-11d0-94f2-00a0c91efb8b}

a. ControlSet@ol\Control\DeviceClasses\{6ead3d82-25ec-46bc-b7fd-
c1fodf8f5037 } \## #STORAGE#Volume# ??_USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00
#4C530001020221123085&0#{ 53156307 -b6bf-11d0-9412-00a0c91lefb8b}#{6ead3d82-25ec-
46bc-b7fd-clfedf8f5037}

b. ControlSet@01\Control\DeviceClasses\{7f108a28-9833-4b3b-b780-
2c6b5fa5c062 } \##?#STORAGE#Volume# ??_USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00
#4(530001020221123085&0#{53F56307-b6bf-11d0-9412-002a0c91efb8b}#{7f108a28-9833-
4b3b-b780-2c6b5fa5c062}

c. ControlSeteol\Control\DeviceClasses\{53f5630d-b6bf-11d0-94f2-
0020c91efb8b}\##?#STORAGE#Volumett_?? USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00
#4C530001020221123085&0#{ 53156307 -b6bf-11d0-9412-00a0c91efb8b}#{53F5630d-b6bf-
11d0-94f2-00a0c91efb8b}

4. ControlSet@01\Enum\USB\VID 0781&PID 5581\4C530001020221123085

a. ControlSetool\Control\DeviceClasses\{a5dcbf10-6530-11d2-901f-
00c04fbo51ed} \##?#USB#VID 0781&PID_5581#4C530001020221123085#{a5dcbf10-6530-11d2-
901f-00c04fb951ed}

5. ControlSet@01\Control\DevicePanels\{00000000-0000-0000-ffff-
frFfffffff}\0000\0\Devices
6. MountedDevices

ControlSet@01\Control\DeviceClasses\{6ead3d82-25ec-46bc-b7fd-
c1fedf815037}\##?#STORAGE#Volume#_??_USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C5
3000102022112308580#{53156307-b6bf-11d0-9412-00a0c91efb8b}#{6ead3d82-25ec-46bc-b7fd-
clfedf8f5037}

ControlSet@01\Control\DeviceClasses\{7f108a28-9833-4b3b-b780-

2c6b5fa5c062}\## ?#STORAGE#Volume# ?? USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C5
3000102022112308580#{53f56307-b6bf-11d0-9412-00a0c91efb8b}#{7f108a28-9833-4b3b-b780-
2c6b5fa5c062}

ControlSet@01\Control\DeviceClasses\{53f5630d-b6bf-11d0-94f2-

0020c91efb8b}\## »#STORAGE#Volume# »? USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C5
3000102022112308580#{53f56307-b6bf-11d0-9412-00a0c91efb8b}#{53f5630d-b6bf-11d0-94f2-
00a0c91lefb8b}

ControlSet@01\Enum\STORAGE\Volume\_??_ USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C
5300010202211230858&0#{53156307-b6bf-11d0-94f2-00a0c91efb8b}



Key name 4  #values # subkeys Last write timestamp

HardwareIlD
Address

Capabilities

ControlSet@01\Control\DeviceClasses\{7fccc86c-228a-40ad-8a58-
f590af7bfdce} \#i# ?#USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4(53000102022112308580
#{7fccc86c-228a-40ad-8a58-f590af7bfdce}

[P O T i S R R

ControlSet@01\Control\DeviceClasses\{53f56307-b6bf-11d0-94f2-
0020c91efb8b} \#i# »#USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4(C530001020221123085&0
#{53f56307-b6bf-11d0-9412-00a0c91efb8b}

O e e b e e e e e

ControlSet@0@1\Enum\USBSTOR\Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00\4C530001020221123085&
0



_1100
1100

Value Name | Value Type

DiskSanDisk_UIY
\Disk USBSTOR
< Ultra USB De

D

» s 1020221123085

Value Type |Data

A 7818PID_5581

CompatibleIDs egMultiSz u 3 SubClass_0 50 US subClass_|

LocationInformation

@usbstor.inf, %

ControlSet@91\Control\DeviceClasses\{a5dcbf10-6530-11d2-901f-
00c04fb951ed}\#i# ?#USB#VID 0781&PID_5581#4C530001020221123085#{a5dcbf10-6530-11d2-
901f-00c04fb9o51ed}

/ID_0000

Controlsete@1\Control\DevicePanels\{00000000-0000-0000-ffff-
FEFFFFFFFFFf}\0000\O\Devices



=%
+

Value Nalwe

MountedDevices

same value in both

ControlSet@01\Control\DeviceClasses\{f33fdc@4-dlac-4e8e-9a30-

19bbd4b108ae} \## ?#SWDH#WPDBUSENUM# ?? USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C530
001020221123085&0#{53F56307-b6bT-11d0-94f2-00a0c91efb8b}#{F33fdco4-dlac-4e8e-9a30-
19bbd4b108ae}

Key name 4 | # values # subkeys Last write timestamp

ControlSet@01\Control\DeviceClasses\{6ac27878-a6fa-4155-ba85-

£98f491d4133}\#i# > #SWDH#WPDBUSENUM#_?? USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C530
001020221123085&0#{53F56307-b6bf-11d0-94f2-00a0c91efb8b}#{6ac27878-a6fa-4155-ba85-
£98f491d433}

Key name « T #values |# subkeys Last write timestamp

<

VPDBEUSENUM




ControlSeto01\Control\DeviceClasses\{10497blb-ba51-44e5-8318-
a65c837b6661 } \#i# ?#SWD#WPDBUSENUM#_??_ USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C530
001020221123085&0#{53F56307-b6bf-11d0-94f2-0020c91efb8b}#{10497blb-ba51-44e5-8318-
a65c837b6661}

Key name 4 | # values # subkeys Last write timestamp

UM
d
¢l ##?#SWDEWPDBUSENUM#_??7_USBSTOR#...
d ]

ControlSet001\Enum\SWD\WPDBUSENUM\_??_USBSTOR#Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00#4C53
000102022112308580#{53f56307-b6bf-11d0-94f2-00a0c91efb8b}

Key name 4 | #values |# subkeys |Last write timestamp

&Prod_21

r B ??_USBSTOR#Disk&Ven_SanDisk&Prod_Ul...
‘B




Value Name | Value Type @Data

MultiSz

FriendlyN

Capabilities

ContainerID

SOFTWARE hive

Microsoft\Windows Portable

Devices\Devices\SWD#WPDBUSENUM#_??_USBSTOR#DISK&VEN_SANDISK&PROD_ULTRA&REV_1.00#4C53000

102022112308580#{53F56307-B6BF -11D0-94F2-00A0C91EFB8B}

Key name 4 | #values #subkeys | Last write timestamp

Value Name
¥ | afjc

» | FriendlyName

SWD#WPDBUSENUM# 2018-06-17 13:38:01
SENUM 05-16 20:56:52

USB drive removed, and rebooted:

All keys above are still available.
Amcache.hve has 7 deleted entries:

Hive Name Hit Location Last Write Time Key Path

Root \ pd im, |1

Root\InventoryDevicePnp\swd/dafupnpprovider fuuid:05a866 17-3223-98e 3-7ae 1-04d 30008 1d4e

2308580

Root\In: \sto me| disk&prod_ul

Value Type

Data




Previously inserted USB stick:

“C:\Windows\INF\setupapi.dev.log”

Device Installed (first plug in):

Disk Cleanup : Drive Selection

Select the drive you want to clean up.

Drives:
=08 (C)




94r2

SYSTEM hive

Deleted entries recovered:

Hive Name Hitloc.. LastWrite Time + Key Path

MountedDevices

07-b6bf-1

SSSSSSSSIS

“ControlSet001\Enum\STORAGE\Volume\_ ?? USBSTOR#Disk&Ven Generic-&Prod USB3.0 CRW-
CF#MD&Rev_1.00#20160921045080#{53156307-b6bf-11d0-94f2 -09a0c91e-Fb8b}"

&Prod_21158R




Value Name Value Type Data

“ControlSet@01\Control\DeviceClasses\{6ead3d82-25ec-46bc-b7fd-
c1fodf8f5037}\##?#STORAGE#Volume# ?? USBSTOR#Disk&Ven_Generic-&Prod_USB3.0 CRW-
CF#MD&Rev_1.00#20160921045080#{53156307-b6bf-11d0-94f2-00a0c91efb8b}#{6ead3d82-25ec-
46bc-b7fd-c1fodf8f5037}”

12

1 2018-06-1409:59:26

“ControlSet@o1\Control\DeviceClasses\{7f108a28-9833-4b3b-b780-

2c6b5fa5c062}\## ?#STORAGE#Volume# ?? USBSTOR#Disk&Ven_Generic-&Prod USB3.0 CRW-
CF#MD&Rev_1.00#20160921045080#{53156307-b6bf-11d0-94f2-002a0c91efb8b}#{7f108a28-9833-
4b3b-b780-2c6b5fa5c062}”




SYSTEM “MountedDevices” (Not Deleted):

Value Name Value Type Data

Offset 0 1 2 3 4 5 & 17 8B 95 10 11 12 13 14 15 ANST ASCIT
00000000 |5F 00 3F 00 3F 00 5F 00 55 00 53 00 42 00 53 00

0000001e |54 00 4F 00 52 00 23 00 44 00 €% 00 73 00 eB 00
00000032 |26 00 56 00 €5 00 6E 00 ©5SF 00 47 00 65 00 &E 00
00000048 €5 00 72 00 €9 00 63 00 2D 0O 26 00 50 00 72 00
00000064 |éF 00 64 00 5F 00 55 00 53 00 42 00 33 00 2E 00
00000080 |30 00 5F 00 43 00 52 00 57 00 2D 00 43 00 46 00
0000009€¢ |23 00 4D 00 44 00 26 00 2 00 65 00 76 00 5F 0O
00000112 |31 00 2E 00 30 00 30 00 23 00 32 00 30 00 31 00
00000128 3€ 00 30 00 239 00 32 00 31 00 30 00 34 00 35 00

o s o0 0 e H|

00000160
00000176

[000D1sZ 39 00 34 00 66 00 32 00 2D 00 30 00 30 00 61 00




