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Introduction

1.0 INTRODUCTION

The Liebert IntelliSlot™ Web Card family delivers enhanced communications and control to Liebert
AC Power and Precision Cooling systems.

Liebert IntelliSlot Web cards bring SNMP, Telnet and Web-management capability to many models
of Liebert power and cooling equipment. The cards employ an Ethernet network to monitor and
manage a wide range of operating parameters, alarms and notifications.

Liebert IntelliSlot Web/485 Card With Adapter
IS-WEB485ADPT

Liebert IntelliSlot Web card
IS-WEBCARD, IS-WEBLB and IS-WEBLBDS

1.1  Compatibility With Liebert Equipment
The Liebert IntelliSlot Web Card family, formerly the OpenComms line, includes:

+ Liebert IntelliSlot Web Card

Compatible with these Liebert UPS models: Liebert PowerSure PSI™, Liebert GXT™,
Liebert GXT™ 6kVA & Liebert GXT™ 10kVA, Liebert GXT2U™ and Liebert Nfinity®

* Liebert IntelliSlot Web Card-LB

Compatible with the Liebert NX™ and Liebert Hinet™ UPS models
+ Liebert IntelliSlot Web Card-LBDS

Compatible with the Liebert DS™ Precision Cooling unit
* Liebert IntelliSlot Web/485 Card-ADPT

Compatible with Liebert AC Power and Precision Cooling systems not equipped with a Liebert
IntelliSlot port

Table 1 Liebert IntelliSlot card communication protocols

Communication Protocol
Liebert IntelliSlot Card Part Number SNMP | HTTP | HTTPS | Modbus | E-mail | SMS | Telnet
Liebert IntelliSlot Web Card IS-WEBCARD 4 4 v — 4 4 v
Liebert IntelliSlot Web Card-LB IS-WEBLB v %4 4 — v 4 v
Liebert IntelliSlot Web Card-LBDS IS-WEBLBDS 4 4 — — — — 4
Liebert d'g;fgirs'm Web/a85 Card | |5 \wEB4gsADPT | v | v v v — v | v

Liebert IntelliSlot Web cards support both 10Mbit and 100Mbit communication speeds and either
half or full duplex.

( z NOTE
See online demonstrations of Web cards installed in Liebert equipment at:
http://demos.liebert.com



http://demos.liebert.com
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1.2

1.3

1.4

15

1.6

1.7

Web Support

The Liebert IntelliSlot Web card delivers Web management and control to Liebert equipment. All
authorized users on your network will be able to view status information.

Password Protection

Control and configuration capabilities are protected by a username and password combination.
Optionally, status information can be password-protected. The default username is “Liebert” and the
default password is also “Liebert.”

You can change the password using the terminal emulation, Telnet or Web interface. See 5.5 -
Change Username / Password for details.

( z NOTE
Change the username and password today to prevent unauthorized access.

SNMP Support

The Liebert IntelliSlot Web card enables SNMP management of Liebert equipment. To integrate the
card into your SNMP implementation, compile the Liebert Global Products MIB on your network
management station (NMS).

The Liebert Global Products MIB is included in this package on CD-ROM and supports both Windows
and Unix file formats.

Liebert Nform™ Support

Utilizing the SNMP and Web technologies built into each of the Liebert IntelliSlot Web cards, Liebert
Nform will centrally manage alarm notifications to provide you with an easy interface to access criti-
cal system information.

A downloadable edition is available online at:

nform.liebert.com

Liebert MultiLink™ Support

The Liebert IntelliSlot Web card integrates with Liebert’s MultiLink software to provide unattended,
graceful operating system shutdown of PCs, servers and workstations. The card can be monitored by
MultiLink over the network, eliminating the need for serial cables.

For more information on MultiLink and a downloadable version of MultiLink software, visit the
MultiLink page at:

multilink.liebert.com

Liebert SiteScan® Web With Modbus Support - IS-WEB485ADPT only

The Liebert IntelliSlot Web/485 Card With Adapter integrates with Liebert’s SiteScan Web software
using Modbus to monitor trends for analysis and maintenance to ensure high-availability operation of
critical facilities.

For more information on SiteScan Web and Modbus integration, visit the SiteScan Web page at:

sitescan.liebert.com
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Installation

2.0 INSTALLATION

A WARNING

Only a qualified service professional should install these products. Liebert recommends
having a Liebert Global Services representative perform the installation in large UPSs.
Contact Liebert Global Services at 1-800-LIEBERT (1-800-543-2378).

2.1 Install a Liebert IntelliSlot Web Card—Non-Adapter Version

Follow these steps to install a Liebert IntelliSlot Web card (non-adapter version—P/N IS-WEBCARD,
IS-WEBLB and IS-WEBLBDS).

1.

2.
3.

2.1.1 Connect the Cable

1.

2.

2.1.2 Prepare the Card for Configuration

NOTE
When installing the card in a Liebert NX™,

Locate the Liebert IntelliSlot option bay on your Liebert equipment—You might need to remove a
plastic cover.

Insert the Liebert IntelliSlot Web Card into the Liebert IntelliSlot bay.
Secure the card with the supplied screws.

Connect an Ethernet cable.

DHCP: The card ships with DHCP service enabled. The MAC address is on a

sticker on the top of the card. -
OR —lI 1

Static IP: To assign a static IP address, use terminal emulation software to

configure the card, as described in Sections 2.1.1 and 2.1.2. U

Locate the blue serial configuration cable (null modem) that shipped with the
card.

Connect the configuration cable to the DB-9 port on the card and to a COM port
on your PC.

Q Emerson Network Power - HyperTerminal g@“
Use terminal emulation software, such as G ER G0 B0 TR

Microsoft® HyperTerminal, to open a be=s’ 08 #
connection to the card with the settings in

Emerson Metwork Power IntelliSlot Web Card

Table 2. GXT1000HT-120
Table 2 Communication settings Hain Henu
1: System Informati
Baud Rate: | 9600 2. 1P Network Settings
- 2: Ees?aging i
. & actor e ings
Data Bits: 8 b Firmwarge Updaigs
Parity: None a: Quit and abort changes
- %: Exit and save
Stop Bits: | 1
Pl lect a key D
Flow Control: | None case serect @ K

Connected 0u00:46 ANSI 9600 5H-1 HUM

Press the Enter key for the Main Menu, above )
I‘lght @ Emerson Network Power - HyperTerminal [ =<

Select IP Network Settings, then Boot/IP DE o5 08 &
Settings and follow the instructions to enter ]
an IP ADDRESS, NETMASK and GATEWAY Emerson Network Power IntelliSlot Web Card

GKT1000HT-120

Press Esc to return to the Main Menu.

Choose Exit and Save to save your changes
and reboot the card.

IP Network Settings Menu

: Boot/IP Settings

Hanagement Protocol

Web Server

Telnet Server

: Change Administrator Username/Password
Change General Username/Password

. Reset Ruthentication to Factory Defaults

NI N

. . . <ESC>: C 1 level
configure the communication port of NX to ancel mena feve

Pl lect a key 7>
2400 baud. See the NX user manual for sase select & ke
details Connected D:01:46  ANSI 9600 -1 S| om
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2.2 Install a Liebert IntelliSlot Web/485 Card With Adapter
Follow these steps to install a Liebert IntelliSlot Web/485 Card With Adapter (P/N IS-WEB485ADPT).

* Locate the adapter mounting location in your Liebert equipment.

+ Secure the Liebert IntelliSlot Web/485 Card With Adapter with the supplied screws.

+ Connect the equipment's communication cable to the TB1 terminal block or P1 on the card (see
the user manual for the Liebert power or cooling unit for details).

* Connect a Modbus (RS-485) cable to the TB2 terminal block.

+ Connect an input power supply cable to Pins 1 & 2 on the TB3 terminal block; Pin 1 is at the far
left, and Pin 2 is the middle pin.

TB3 (P1: +) (P2: -) W o W s
(P3: NC) P1is on left 4"
end of terminal block.

Network Port for NMS
and Web Access

TB2 (P1: +) (P2: -); |
P1lis at the right side
of the terminal block. \|

'A/DB-Q Port

TB1 (P1: +; P2: -); P1 ! . iy
* —MAC Address

is at the right side of ——
the terminal block.

2.2.1 Connect the Cable
1. Locate the blue serial configuration cable (null modem) that shipped with the card.
2. Connect the configuration cable to the DB-9 port on the card and to a COM port on your PC.

2.2.2 Prepare the Card for Configuration

1. Use terminal emulation software, such as HyperTerminal, to open a direct connection to the card
with the settings in Table 3.

Table 3 Communication settings
Baud Rate: | 9600

Data Bits: | 8
Parity: | None
Stop Bits: | 1

Flow Control: | None

Press the Enter key for the Main Menu.

Select 485 Network Settings to access the communications settings.
Select Enabled Application.

Select Modbus Server to enable the Modbus application.

At the next screen, select Server ID (the default Server ID is 1, but may be any number up to
255).

Press Esc to return to the Main Menu.

8. Select IP Network Settings, then Boot/IP Settings and follow the instructions to enter an IP
ADDRESS, NETMASK and GATEWAY.

9. Press Esc to return to the Main Menu.
10. Choose Exit and Save to save your changes and reboot the card.

o Tk W N

~

NOTE

When installing the card in a Liebert NX™, configure the communication port of NX to 2400
baud. See the NX user manual for details.




Configuration Overview

3.0 CONFIGURATION OVERVIEW

3.1

You may use any of the following interfaces to configure the Web card:

Table 4 Configuration interfaces

Available Connection
Interface Icon Description Functions Methods
Terminal Emulation @ Use terminal emulation software Configuration Serial Cable
(Serial or TCP/IP) —for example, HyperTerminal. 9 or TCP/IP

Use a command prompt—enter ' .
Telnet m “telnet “ and the IP address. Configuration TCPAP

Use a Web browser—for example, Configuration,
web @ Microsoft® Windows® Internet Explorer®. Monitoring, Control TCP/P

Each configuration section provides instructions using the Terminal Emulation (Serial or TCP/IP
Connection) / Telnet Interface, along with a brief description of how to access the same function
through the Web Interface.

< 2 NOTE
The Terminal Emulation and Telnet interfaces present the same menus and choices.

Guide to Configuration

Refer to the following guide for details on configuration functions. Sections 3.4 to 3.5 describe how to
get started with each interface.

Table 5 Guide to configuration details

Topic Section Page:
3.2 - Open the Terminal Emulation Interface - Serial Connection 6
Connecting 3.3 - Open the Terminal Emulation Interface - TCP/IP Connection 7
to an interface 3.4 - Open the Telnet Interface 8
3.5 - Open the Web Interface 9
Saving configuration changes | 3.6 - Saving Changes and Reinitializing the Web Card 10
4.0 - System Information 11
Performing 5.0 - IP Network Settings 12
configuration 6.0 - Messaging 25
functions 7.0 - Factory Settings 29
Appendix A - - Firmware Updates Al
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3.2

@ Open the Terminal Emulation Interface - Serial Connection

To access configuration using terminal emulation software with
a serial connection to the Web card:

1. Open a terminal emulation application, such as
HyperTerminal.
To do this:

+ Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.

2. In the Connection Description window, enter a name for the
connection—for example, GXT2U—then click OK.

3. In the Connect To window:
* Choose COMS3 from the Connect Using drop-down list.
+ Click OK.

4. In the COM3 Properties window, enter the communication
settings shown in Table 6.

Table 6 Communication settings
Baud Rate: | 9600

Data Bits: | 8
Parity: | None
Stop Bits: | 1

Flow Control: | None

3
N o i
[Tt 8 rama 8nd chosee 80 60N for the connecson:
Hiarrm

Name —— =

Pos=en

] oo

23
-
reer detals far the phone number that you want 5o dal
oo [
Phene huntar. l—
COM3 —— o s ]

[or ] _cwen |

113

Pt Setrga |

B gz 36200 =

Connection — torfie ]
settings o —————]
o et [ -]

Fastorn Onfmits
I T |

RTCS v2.96.00 Telnet server

Service Port Manager Active

5. When the message at right appears in the HyperTerminal window,
press the Enter key.

6. Inthe Main Menu, enter the number that corresponds to your choice. | <ES¢> Ends Session
Refer to 3.1 - Guide to Configuration for details on each function. | mMain Menu

7. After making changes, return to the Main Menu and choose Exit and

: System Information
: IP Network Settings

1
Save to reboot the Web card and put your changes into effect (see § Messaging
3.6 - Saving Changes and Reinitializing the Web Card). g

: Factory Settings
: Firmware Updates

g: Quit and abort changes
X: Exit and save

Please select a key ?>
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3.3

@ Open the Terminal Emulation Interface - TCP/IP Connection

To access configuration using terminal emulation software with o
an Ethernet connection to the Web card: W e oo
1. Open a terminal emulation application, such as R e el
HyperTerminal. Name ————px=
To do this: SsEER ’j
+ Click the Start button, then Programs, Accessories, o] o
Communications and finally HyperTerminal.
213

2. In the Connection Description window, enter a name for the

connection—for example, GXT2U—then click OK. <o

Trter detals for the host that you want ic calt

3. In the Connect To window:

* Choose TCP/IP (Winsock) from the Connect Using
drop-down list.

TCP/IP

+ Enter the IP address of the Web card—for example, (Winsock) e
192.168.0.125—in the Host Address box, then click OK.
4. When the message at right appears in the HyperTerminal window, RTCS v2.96.00 Telnet server
press the Enter key. ) )
Service Port Manager Active
5. Enter the Administrator username and password (both are case- <Esc> Ends Session
sensitive):
a. Login (username—default is Liebert) Login: Liebert
b. Password (default is Liebert) Password: e

( z NOTE
For security, change the default username and password (see 5.5 - Change Username /
Password).

6. Inthe Main Menu, enter the number that corresponds to your choice. [yzin venu
Refer to 3.1 - Guide to Configuration for details on each function. |---7------ .
R R . 1: System Information
7. After making changes, return to the Main Menu and choose Exit and % &Esggt‘ggrk Settings
Save to reboot the Web card and put your changes into effect (see a: Fe}cto?-y %ettings
3.6 - Saving Changes and Reinitializing the Web Card). 5: Firmware Updates
q
X

: Quit and abort changes
: Exit and save

Please select a key ?>
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3.4 [ Open the Telnet Interface

To access configuration using Telnet:

1.

Open a Telnet connection on a computer with an Ethernet connection to the Liebert unit.

To do this:

* Open a command prompt window—click the Start button, then
Run.

* Enter emd and click OK.
* In the command prompt window that opens, enter telnet

Type the name of & program, folder, document, or
Internet resource, and Windows wil gpen it far you.

Open: = |

ok | cancel | Emwse...l

followed by a space and the IP address of the Web card—for example:

telnet 192.168.0.125

When the message at right appears in the command prompt window,
press the Enter key.

Enter the Administrator username and password (both are case-
sensitive):

a. Login (username—default is Liebert)
b. Password (default is Liebert)

Q NOTE

For security, change the default username and password (see 5.5 - Change Username /

4.

5.

Password).

In the Main Menu, enter the number that corresponds to your choice.
Refer to 3.1 - Guide to Configuration for details on each function.

After making changes, return to the Main Menu and choose Exit and
Save to reboot the Web card and put your changes into effect (see
3.6 - Saving Changes and Reinitializing the Web Card).

| C:>telnet 192.168.0.125 |

RTCS v2.96.00 Telnet server

Service Port Manager Active
<Esc> Ends Session

Login: Liebert
Password: *******x

Main Menu

1: System Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

q: Quit and abort changes
Xx: Exit and save

Please select a key ?>
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35 Q) Open the Web Interface

To access configuration using the Web interface:

1.

Open a Web browser such as Internet Explorer, then enter
the IP address of the Web card in the address bar—e.g.,
http://192.168.0.125.

Click on the Configure tab, shown at right. Configuration
Categories appear in the left panel, organized with folder
icons.

Click on any configuration category, and the Connect To
box opens.

Enter the Administrator username and password (both
case-sensitive):

a. User Name (default is Liebert)

b. Password (default is Liebert)

NOTE
For security, change the default username and

5.
6.

7.

password (see 5.5 - Change Username / Password).
Click OK.
Refer to 3.1 - Guide to Configuration for details on each
function.
After making changes, click the Save button, then click on
Reinitialize to reboot the Web card and put your changes
into effect (see 3.6 - Saving Changes and
Reinitializing the Web Card).

Configure tab

/7 Ennerson Hetwork Power Intelislot Web Card - Windows Inten ot Explones

6« v [ hemisz a0 125

WA Emersen Network Power IntelSios Wb Cand I |

£
EMERSON v
5 monitor | control | configurs | support

Configuratia o

Agent Infarmatian:

CAUTION: Switching pages during configuration edits
madifications. You must reinitialize the network inter

Category Description
Agent Info \dertification parametars: name, locabor
Factory Detauls |Reset the confguration to factcry detaull

Furnwase Uipdate the communscation card himmwan
LUipdate

Updatng the frmware will allow the com
wall a5 perindic maintenance relaases

1P Sattings Ideraity the network sdceess, netmask, 1

ration aliows this device 1t
s pubirnla

R

The server 192.160.0. 125 ot Adrwuyt stur Pagsmnd.
a8 o g s -

Wrrang; Ths sercer & requesing that your isemame and T it

wihout & se0ure connecton].

Uy e [ r—— | T
. e
W iz [ T ey — 5”
\ | oo™
Configuration \Connect To
Categories
Reinitialize

(to save any changes)
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3.6  Saving Changes and Reinitializing the Web Card

Follow the applicable steps for your interface to save configuration changes and reinitialize the Web
card. Changes will not take effect until these steps are completed.
New Settings will take effect

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
when saved

+ After each change is made, a reminder appears (shown at right). | Go To MAIN MENU AND DO "EXIT AND
* Return to the Main Menu, then choose Exit and Save. A mes- SAVE' TO SAVE YOUR CHANGES!
sage appears and remains until the card is reinitialized, followed | Exiting and saving. ..
by a message that the process was successful.

@ Web Interface

Configuration saved successfully

+ After making each change, click the Save button. A reminder e el =
. . Noticel
appears each time you make a change (shown at right). & Rettition o the sy & equre for mewt Setinge o
+ Without leaving the Configure tab window (below left), click s 1l I e b Skcing Renae

on the navigation menu.

Reinitialize in the left panel, then click the Reinitialize button
at right to reboot the Web card and put your changes into effect.

&
EMERSOMN

Progress message window

. Fimrtiskze  [Clcking this butinn wil reboct the card wnd &
Firstclick FEaseaii EMERSON
Reinitialize g\ '
at left l Liebert.
g Then click
Rel n ItIaIIZe The web card is atterpting to reinitialize.
b UttO n If this message appears for more than 2 minutes, you may need to

restart your browser connection or contact your network
administrator for assistance.

If further assistance is necessary, visit Lisbart.com.

Last updated: Tuesday - July 24, 2007 02:37:05pm

om0, 388 8. 138 e ervnalie i

* A message window appears, shown above right, and remains until the card is reinitialized.

10



System Information

4.0

SYSTEM INFORMATION

System Information is optional and identifies the Liebert unit, its
location, a contact person and other information about the unit. The

default value of each field is “Uninitialized.”

R

NOTE

This information also configures the SNMP parameters
sysName, sysContact, sysDescr, and sysLocation available

using RFC-1213 MIB II.

System Information Menu

1: Name Uninitialized
2: Contact Uninitialized
3: Location Uninitialized
4: Description Uninitialized
<ESC>: Cancel menu level

Please select a key ?>

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To edit any field in this category:

1. From the Main Menu, choose System Information.

2. Enter the number that corresponds to your choice, then enter the identifying information, using
the following as a guide.

Table 7 System information identifiers
Item Description Maximum Length

Name A name for the Liebert unit 255 characters*
A contact person or department responsible .

Contact for maintenance and operation of the Liebert unit 64 characters

Location The location of the Liebert unit 64 characters*

Description ]E)ther_useful information about the unit 64 characters*
or quick reference

* Valid characters include spaces and other printable characters except double quotes (*).

@ Web Interface

To access System Information through the Web interface:

* Click on the Configure tab, then Agent Info in the left panel and finally Edit in the right panel.
After making changes, click Save.

Configure tab

Edit

4 v
EMERS0ON

Agent Infarmation:

Agent Information:

200m L —
Szl Parameter Description

Mame
comenbon

Locatien  [Descrption of the lecation of the agendace

Drscrption

miybe longes dependesg on the dence

deaible guote

Other nfarmation useta for secord kuepng o quick reberence

Nama 1o refes to the agentidencs. Your system administrator may uso a =

Hote: The maximurm length of the entry rs 255 characters including spsce
Person resporrsible for mamterance ond opevation of the agentidesce, win
facilty admnistratce of the vendar frem whem you purchasad the device.

Mote: The maximum length of the entry i 64 characters including spaces

Hote The maxrmurn length of the entry rs B4 characters ncluding spaces

Mate: The masimam length of the antry is 64 characters including spaces

MNote. The values descnbed above can be composed of prmtable charactes

Name:

Locatlon:

[
Contagt:  [Miatw
[
Description: |

T——y

11



IP Network Settings

5.0

IP NETWORK SETTINGS

The IP Network Settings Menu is used to enable network

communications with the Web card.

Refer to the following sections for detailed step-by-step

instructions on each item from this menu:

Table 8 Network settings menu guide

IP Network Settings Menu

1: Boot/IP Settings

2: Management Protocol

3: Web Server

4: Telnet Server

5: Change Administrator Username/Password

6: Change General Username/Password

7: Reset Authentication to Factory
Defaults

<ESC>: Cancel menu level
Please select a key ?>

Menu item Refer to:
5.1 - Boot/IP Settings page 13
5.2 - Management Protocol page 14
5.3 - Web Server page 17
5.4 - Telnet Server page 22
5.5 - Change Username / Password page 23
5.6 - Reset Authentication to Factory Defaults page 24

12
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51 Boot/IP Settlngs Boot/IP Settings Menu
The Boot/IP Settings Menu is used to set parameters for network 17 Speed/Duplex  Auto.
access to the Web card. Consult your network administrator for these | 3: IP Address 192.168.0.125
. 4 Netmask 255.255.255.0
settings. 5: Default Gateway 192.168.0.1
6: DNS Server 0.0.0.0

E@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet <ESC>: Cancel menu level

Please select a key ?>

To change any parameter:

1. Choose IP Network Settings from the Main Menu, then Boot/IP Settings.

2. Select an option to change—for example, Speed/Duplex, then enter settings according to the
following guide.

Table 9 Boot/IP settings range

Parameter Description & Valid Settings*

Speed and duplex configuration of the Ethernet port.
¢ Auto (default—use this setting if unknown)

* 10Mbs/Half Duplex * 100Mbs/Half Duplex

¢ 10Mbs/Full Duplex « 100Mbs/Full Duplex

Startup mode enabling the Web card to be a network-ready device.
Boot Mode « Static - Fixed network addresses and other parameters
¢ DHCP - Central management using dynamic network addresses
* BootP - Older mechanism for central management of network addresses

Speed/ Duplex

Network address for the Liebert unit.

IP Address Four numbers (0-255) separated by periods (.)—for example, 10.0.0.5

Network mask that divides your network into manageable segments.
Four numbers (0-255) separated by periods (.)—e.g., 255.255.255.0

IP address of the gateway for network traffic to other networks or subnets.
Four numbers (0-255) separated by periods (.)—e.g., 10.0.0.1

Subnet Mask

Default Gateway

IP address of the Domain Name Server for the network.

DNS Server Four numbers (0-255) separated by periods (.)—e.g., 10.0.0.1

* Consult your network administrator for proper settings.

& Web Interface
To access Boot/IP Settings through the Web interface:

+ Click on the Configure tab, then IP Settings in the left panel and finally Edit in the right
panel. After making changes, click Save.

Configure tab

&
EMERSON

v
[ monitor | coctrolPeortiguee | cupport |

Hote: Typically the value should be abtained &
Hote 3 Acceptable wlue consists of 4 numbe
characler, A5 an example “255 255255 0
Dofault Gatoway P address of the gatoway for natwoek traffic
Nete: Typicaly the valus shewsd ba obtained &
Note 2 Accaptable alus consists of & rumbe
characier. As an example “10,0.0. 1
Domain Name Sener P addreas of the nama server for netwark
{ONS)
Nabo: Typically the value should be obtained &

Note 2 Accoptable value consi

4 numbe
" " characler. As an example “10.0.0.17

SpeedDuplex: -

Baot Mode: ® Sratic @ BoxtP  DHCP
. 1P fuddress [Zens |
Edit Subnel Mask Ems=n
Detaut Gataway [Eweea |

Domain Name Serer (DHS)
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5.2 Management Protocol

The Management Protocol Menu allows you to enable or disable
SNMP and configure management protocols. Consult your network

administrator for these settings.

Management Protocol Menu

1: SNMP Agent
2: SNMP Communications

<ESC>: Cancel menu level
Please select a key ?>

o1 ] @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change any parameter:

1. Choose IP Network Settings from the Main Menu, then Management Protocol.
2. Select an option to change, then use the following guide to make changes.

Table 10: Management protocol ranges

Parameter

Description & Telnet Menus

Enable or disable SNMP for remote

SNMP Agent management.

|Enab|e SNMP Agent? [y/n] ?>

Set up access privileges, configure the
Web card to send traps, described in the
next section, 5.2.1 - SNMP

SNMP Communications | Communications Menu.

For details on viewing support
information, see 9.2 - Events and
Parameters.

SNMP Communications Menu

1: Authentication Traps

2: Display/Modify Communities
3: Display/Modify Trap Communities
4: Support Information

no

<ESC>: Cancel menu level
Please select a key ?> 1

@ Web Interface

To access Management Protocol settings through the Web interface:

* Click on the Configure tab, then Management Protocol in the left panel and finally Edit in

the right panel. After making changes, click Save.

Configure tab 1

&
EMERSON

Agent Information:
i L
Dratu Room Paramater | Dascription
SHMP
Agent

Device i3
Load Protected:
No Alarms Present

not peedid

Enable or Disable the SHMP Network Agant

Nota: Typically this featurs is disabled whers

Edit

SRR Agent: ¥ snablad

Configuratian Categorios:

Management i v
Protocol e

fob

Copyight Lsbert Corporation 2000-2007

14



IP Network Settings

5.2.1 SNMP Communications Menu

Use the SNMP Communications Menu to enable authentication traps | 1:

and view or change communities and trap communities, events and 3 DY et sy, Sonnunities

parameters. For details on viewing support information, see 9.2 -
Events and Parameters.

To access these options:

SNMP Communications Menu

: Support Information

<ESC>:
Please select a key ?>

Authentication Traps “no*
Communities

Cancel menu level

1. Choose IP Network Settings from the Main Menu, then
Management Protocol and SNMP Communications.

2. Select an option to change, then use the following guide to make changes.

Authentication Traps

Enable Authentication Traps to receive security alerts when the Web card detects a request with an

invalid community string.

Display/Modify Communities

View devices that have permission to access the Web card, identified by IP address, read/write per-
mission and community string. Up to 20 devices may be configured for access.

Communities - Example

1: 10.0.0.5 write publicl
2: 10.0.0.6 write publicl
| | | |
Entry P Access Community
# address  (read/write) string
Codes for <a>dd <d>elete <e>dit
editing Complex lines allowed. e.g. <a 198.1.1.1 write public> ?>

Each device is identified by:

* Entry Number - use the entry number (1-20) to edit or delete an entry
+ IP address - the address of the device with access (MultiLink server, Nform server, Network

Management System)

* Access (read/write) - read allows users to view but not change data; write allows full

permission for configuration, control and viewing

+ Community string - the community string used by the IP host for this Entry Number

(case-sensitive, up to 32 characters)

To make changes:

Add a device (see example at right to enter all parameters in one line):
* Enter a to add an entry, then press Enter.
* Enter the IP address of the device to be added, then press Enter.
* Enter 1 for read or 2 for write access for this device, then press Enter.
* Enter the community string, then press Enter.

Example
a 10.0.0.5 write publicl
(then press Enter)

Edit a device (see example at right to enter all parameters in one line):
* Enter e to edit an entry, then press Enter.
* Type the Entry Number, then press Enter.
* Enter the new IP address, then press Enter.
+ Enter 1 for read or 2 for write access for this device, then press Enter.
* Enter the new community string, then press Enter.

Example
e 210.0.0.7 read public2
(then press Enter)

Delete a device (see example at right to enter parameters in one line):
* Enter d, then press Enter. No confirmation message will appear.
* Type the Entry Number, then press Enter.

Example
d2
(then press Enter)

NOTE

R

e IP address = 0.0.0.0
» Access = write
* Community = public

Avoid the following setting—it permits access by any host and may pose a security risk:
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Display/Modify Trap Communities

View devices that are configured to receive notifications from the Web card, identified by IP address,
trap listen port and community string. Up to 20 devices may be configured to receive traps.

Trap Communities - Example

1: 10.0.0.5 162 publicl
2: 10.0.0.6 162 publicl
T | | |
Entry P Port to Community
# address receive traps string
<a>dd <d>elete <e>dit
ggi?iisgfor Complex lines allowed. e.g. <a 198.1.1.1 162 public> ?>

Each device is identified by:

* Entry Number - use the entry number (1-20) to edit or delete an entry
+ IP address - the address of the device to receive traps (MultiLink server, Nform server, Network

Management System)

* Port - the Trap Listen Port where traps will be sent; use 162 if the host computer uses standard

ports (161/162)

+ Community string - the community string used by the IP host for this Entry Number

(case-sensitive, up to 32 characters)

To make changes:

Add a device (see example at right to enter all parameters in one line):

* Enter a to add an entry, then press Enter.

+ Enter the IP address of the device to be added, then press Enter.
* Enter the port number (default is 162), then press Enter.

* Enter the community string, then press Enter.

Example
a 10.0.0.5 162 publicl
(then press Enter)

Edit a device (see example at right to enter all parameters in one line):

* Enter e to edit an entry, then press Enter.

* Type the Entry Number, then press Enter.

* Enter the new IP address, then press Enter.

* Enter the port number (default is 162), then press Enter.
* Enter the new community string, then press Enter.

Example
e 210.0.0.7 162 public2
(then press Enter)

Delete a device (see example at right to enter parameters in one line):
* Enter d, then press Enter. No confirmation message will appear.
* Type the Entry Number, then press Enter.

Example
d?2
(then press Enter)
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5.3 Web Server

Use the Web Server Menu to configure access to the card
through the Web interface. Consult your network adminis-
trator if needed.

5.3.1 Specify Web Server Settings

Web Server Menu

1: Web Server Mode HTTP (Not Secure)
2: HTTP Transport Port 80

3: Password Protect Site "disabled”

4: Configuration/Control “enabled”

5: Refresh Rate 30 seconds

<ESC>: Cancel menu level
Please select a key ?>

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To change any parameters:

1. Choose IP Network Settings from the Main Menu, then Web Server.
2. Select an option to change, then use the following guide to make changes.

Table 11  Web server settings
Parameter Description & Valid Settings
Select the operation mode of the Web server.
Web Server » Disabled - Web server is disabled
Mode « HTTP - Standard Web port, not encrypted
* HTTPS - Standard secure Web port, all communication is encrypted
Web Server listening port number.
» For HTTP mode (non-encrypted communications), the default port is 80.
HTTP « For HTTPS mode (encrypted communications), the default port is 443.
Transport For HTTPS, you must also install a security certificate for Internet Explorer. Refer to the appro-
Port priate section for your version of Internet Explorer:
* 5.3.2 - Install Security Certificates - Internet Explorer 6 or earlier
* 5.3.3 - Install Security Certificates - Internet Explorer 7 or later
Password When enabled, the entire site is password-protected. (If disabled, all pages are accessible

Protect Site

without a password except configure and control functions.)

Configuration/

Enable or disable the use of a Web browser to perform configuration and control operations.
Note: This feature affects configuration and control operations from the Web interface only. If

Control disabled, these functions may still be available using other system interfaces.

The interval in seconds (10 to 600 seconds) between automatic updates of dynamic Web
Refresh pages—parametric data and device status in the right panel.
Interval RECOMMENDATION: Consider whether frequent updates will slow down the system. If many

users will access the device simultaneously, select a larger value to best serve all users.
Recommended values range from 20 to 60 seconds.

@ Web Interface

To access Web Server settings through the Web interface:

+ Click on the Configure tab, then Web in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab 1

EMERSON
‘!Im -!l:l-\— r:i IixrlL =

Password Protect [Whan chicked th entre 540 15 passwe
Sitp aceassilo wahoul 8 pasowoed sxzspt the

Configure/Control |Allow configuration and control apesations
Juwice |I1IE Checking this festure enabiles or diz
Lo Protected Wb interlace only. Configurition and com
N Alarmna Preseet

Rebesh Interval
© paramelnc duta s
o e vaoes range betwoen 20 3
10 and 600 setonds
Configuration Categorios:
& Jw e £ RECOMMENDATION
atus and paramoter u
ests. ¥ many

to 10
- FII"‘":IJ: Update L amiobic bt Mhoukd b5 Larger, this w
oh

< Edit
Web Server:[FT77 5]
HTTP Port '—
HTTPS Port R
Pasaweed Protect Site. [T snabled
Web ConligueiCential 7 enablnd
™ Renliakes Fisiash nteeend Comi—.

i Telnat
i U
- Wob

Kampght Lebert Carporaton 1000-7007
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5.3.2

Install Security Certificates - Internet Explorer 6 or earlier

If you use Internet Explorer 6 or an earlier version and select HTTPS as the operation mode of the
Web server (see 5.3.1 - Specify Web Server Settings), follow these instructions to install a security

certificate.

* Open Internet Explorer and enter https:// followed by the IP address of the Web card—for
example, https://192.168.0.125—in the address bar. The following message appears.

Infarmation vou exchange with this site cannot be viewed or
= changed by others. Howerer, there iz a problem with the site's

zecuity certificate.

& The security certificate was izsued by a company vou have
not choze to truzt, Wiew the certificate to determine whether
ol want ta trust the certifing authority.

o The zecurity certificate date iz valid.

a The zecurity certificate has a valid name matching the name
of the page you are tying to view.

Mo | Yiew Eertificate/

Do you want to proceed?

Yes |

x|

Click on
View

Certificate
e

* Click the View Certificate button. This opens the Certificate window.

Certificate
Path tab

Certificate 2l

Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: 192.163.0.125
Issued by: Lisbert Monitoring Group

Valid from 7/2/2007 to 3/27/2035

install Certificate. .. | IssUer, Statement |

T

General | Detalls  Certification Path |

- Certification path

Allegro Root CA

“..{=] Liebert Monitoring Group
192.168.0.125

View Certificate *
s
Certificate status:

This CA Root certificate is not trusted because it is not in the Trusted Root
Certification Authorities store.

N~

* In the Certificate window, above left, click the Certificate Path tab.
+ In the Certificate Path tab, above right, click on Allegro Root CA, then on View Certificate.

View
Certificate
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* In the Certificate window, click the Install Certificate button, as shown below.

5]

General | petails | Certification Path |

2] Certificate Information

This certificate is intended for the following purpose(s):
+Ensures the identity of & remote computer

Install
Certificate

Issued to: Allegro Root CA

Issued by: Allegro Root CA

valid from 5/13/2002 to 5/13/2032

—> Srictail Gariiicate. | 1seuse Statemert

* The Certificate Import Wizard opens. Click Next.

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to estabiish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Bark | fiext = | Cancel

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.,

Windous can automatically select a certificate stare, or you can spedify @ location for

Automatically —, ~
select... 2

select the certificate store based on fhe type of cerbcate:

" Place all certificates in the following store

Certificate store;

< Back I Mext > I Cancel |

* Click on Automatically select the certificate store based on the type of certificate, then

click Next.

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.
You have spedified the following settings:

Certificate Store Selected  Automatically determined by 1
Content Certificate

4 | |

<gack |

Finsh |

cancdl |

 Certificate Import Wizai x|

_!) The import was successful.

* The final Wizard window appears with a message that the process is complete. Click Finish.
+ A confirmation box appears with a message that the import was successful. Click OK.
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5.3.3 Install Security Certificates - Internet Explorer 7 or later

If you use Internet Explorer 7 or later and select HT'TPS as the operation mode of the Web server (see
5.3.1 - Specify Web Server Settings), follow these instructions to install a security certificate.

To do this:

Open Internet Explorer and enter https:// followed by the IP address of the Web card—for exam-
ple, https://192.168.0.125—in the address bar. The followmg message appears.

{2 Certificate Error: Navigation Blocked - Windows Internet Explorer =[O0 5[
@T:\ ~ [&] https://192.188.0.125/ = {42 [ [eoos Gl
J Ele Edit View Favorites Toolks Help
W (& Certificate Error: Navigation Blocked | | J - ol - [ G 7
] =
‘@ There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.
Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.
We recommend that you close this webpage and do not continue to this website.
@ click here to close this webpage.
. __,_—' & Continue to this website (not recommended).
Continue to —| 3 Fore inforiras
H H = More Intormation
this website 5
\ [T @memet [Rwoe - 4
Click on Continue to this website (not recommended) to open a connection to the Web card.
1o
- : 4t = x
w [l ntws:ir12.168.0.125¢ 1 Certficate Emor )41 /| X | [ |@.‘ Untrusted Certificate
J Fle Edit View Favorites IDW
The security cerlificate presented by this
A " - P = S s S T wehbsite was notissued by a trusted
W gWr InteliSlot Web Card | | J ] o= - s G i Sl
Cert|f| Cate This problem may indicate an attempt to
H fool you or intercept any data you send to
Error EMERSON Lleb the server.
work Power monitor control configure
Agent Information: S :‘:b?:s:menﬂ ety close s
Data Room UPS
Bldg 2, Floor 4 About certificate errors
Supports Semver(02
192.168. BYPASS View certificates
Device Stat Vols: 1168
Load Pro
No Alarms Present
View
Certificates
Monitor Categories: Volis: 1188 - |
+ Click the Certificate Error box next to the address bar, shown above left.
In the window that pops up, shown above right, click the View Certificates link. This opens the
Certificate window.
Certificate @ - Certification path
. Certificate Informati
Path tab @ © Tormeation “..{%] Liebert Monitoring Group
This certificate cannot be verified up to a trusted 192.168.0.125
certification authority.
Issued to: 192.163.0.125
Issued by: Lisbert Monitoring Group
View Certificate *
Valid from 7/2/2007 to 3/27/2035 N
Certificate status: .
This CA Root certificate is not trusted because it is not in the Trusted Root Vi ew .
; Certification Authorities store. Certificate
st Gerticaiz,ng| | Lssuer Statenert. |

In the Certificate window, above left, click the Certificate Path tab.
In the Certificate Path tab, above right, click on Allegro Root CA, then on View Certificate.
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* In the Certificate window, click the Install Certificate button, as shown below.

5]

General | petails | Certification Path |

2] Certificate Information

This certificate is intended for the following purpose(s):
+Ensures the identity of & remote computer

Install
Certificate

Issued to: Allegro Root CA

Issued by: Allegro Root CA

valid from 5/13/2002 to 5/13/2032

—> Srictail Gariiicate. | 1seuse Statemert

* The Certificate Import Wizard opens. Click Next.

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to estabiish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Bark | fiext = | Cancel

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.,

Windous can automatically select a certificate stare, or you can spedify @ location for

Automatically —, ~
select... 2

select the certificate store based on fhe type of cerbcate:

" Place all certificates in the following store

Certificate store;

< Back I Mext > I Cancel |

* Click on Automatically select the certificate store based on the type of certificate, then

click Next.

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.
You have spedified the following settings:

Certificate Store Selected  Automatically determined by 1
Content Certificate

4 | |

<gack |

Finsh |

cancdl |

 Certificate Import Wizai x|

_!) The import was successful.

* The final Wizard window appears with a message that the process is complete. Click Finish.
+ A confirmation box appears with a message that the import was successful. Click OK.
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54 Telnet Server

Telnet Server Menu

Use the Telnet Server Menu to enable or disable access to the Web 1: Telnet Server “enabled”

card through a Telnet interface. <ESC>: Cancel menu level
Please select a key ?>

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To change this setting:

1. Choose IP Network Settings from the Main Menu, then Telnet Server.
2. Choose Telnet Server, then specify:

+ Enabled to permit Telnet access

* Disabled to block access via Telnet

@ Web Interface
To access Telnet settings through the Web interface:

* Click on the Configure tab, then Telnet in the left panel and finally Edit in the right panel.
After making changes, click Save.

Configure tab 1

EMEgSDN ]

Edit

Telnet

|t 197, 388.0. 128 cong feenfgPrinet bim
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5.5 Change Username / Password

The Web card is designed for two types of access, each with a default user name and password. For
security, be sure to change the default password.

Table 12  Factory default passwords

Type of User Factory Default Description

Administrator Username Liebert | Fy|l access to configuration and control
Password Liebert | functions, as well as viewing privileges

General User Username User Viewing privileges only—no access to
Password User configuration or control functions

Follow these guidelines to change the user name and password.

Table 13  Username and password guidelines

Maximum length

32 characters (6 or more characters recommended)

Valid characters

Any printable character EXCEPT colon, tab, double quote, question mark

Upper/lowercase

Case-sensitive—letters must be uppercase or lowercase as entered

Tips

Avoid common names, words and phrases as passwords

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change the Administrator or General user name or password:

1. Choose IP Network Settings from the Main Menu, then choose either:
+ Change Administrator Username/Password or
+ Change General Username/Password

2. Enter a user name—the current user name is shown in brackets.

|Enter Administrator Username, press enter for [Liebert]: (Max 32 chars) ?>

3. Enter a password, then verify by typing the password again.

Enter New Password: (Max 32 chars) ?> ****iiix
Verify Password: 7> ***kiiirx

@ Web Interface

To access usernames and passwords through the Web interface:

* Click on the Configure tab, then Users in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab |

&
EMERSON

cankrul
User Canfiguration:

Foramuter

Description
[Admingtrator -
Unamama i'asgann
Genteal User
UsemameFasgunnd

Hams and passwond for 1he wsee authcozed

eontrsd aeaAn of tha dmacs intaraes ean

Mo Abarma Presesd Fasswond Hotes

Confguration Categerios: Note: The masimem number of charactees all
] in UPS

CAUTION! This siring is case senséne 50, be
case, sthes small or capdal tters ¥ 15 reco
compeded of sux o mere alphanumenc chars
be wvoided for passwoeds

Edit

Usemame t
Password [sessnss

Users vsename: [Toe

ez 3880, 135 ok feonfigner i

General User
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5.6 Reset Authentication to Factory Defaults
You may reset the Administrator and General User usernames and passwords to the factory defaults.

If you forget your username or password, you may reset them using a serial configuration cable
connection (see Section 2.1.1 or 2.2.1 - Connect the Cable), which provides direct access to the card
without a username or password. To enter a new username and password, see 5.5 - Change
Username / Password.

Table 14  Factory default passwords

Type of User Factory Default Description

Administrator Username Liebert | Fy|l access to configuration and control
Password Liebert | functions, as well as viewing privileges

General User Username User Viewing privileges only—no access to
Password User configuration or control functions

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To reset the usernames and passwords to the factory defaults:

1. Choose IP Network Settings from the Main Menu, then Reset Authentication to Factory
Defaults.
| Reset authentication to factory Defaults? [y/n] ?> |
2. Enter y to reset the Administrator and General User usernames and passwords to the default
settings.

NOTE
This feature is not available through the Web interface
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6.0 MESSAGING

The Messaging menu is used to set up e-mail and text message notifications

from the Web card.

o1 ] @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To access these options:

1.

Choose Messaging from the Main Menu.

2. Select an option, then use the following guide to make changes.

Table 15 Messaging menu guide

Menu item Refer to:
E-Mail Configuration page 26
SMS Configuration page 27
Customize Messages (E-Mail and SMS) page 28

@ Web Interface

To access Messaging settings through the Web interface:

Messaging Menu

1: Email “disabled”
2: SMS "disabled”
3: Email Configuration
4: SMS Configuration

<ESC>: Cancel menu level

Please select a key ?>

* Click on the Configure tab, then Messaging in the left panel and finally Edit in the right panel.

After making changes, click Save.

Configure tab

&

Messaging

L

EMERSON

Customize Message
Paramater

Description
Configure emad paramators
Configurn SMS panmeters
Customize the messags aant
Description

Enabla or disable Email notific
Enable or disable Short Meas=

Emall: ¥ enabled
SMS: ¥ anabisd

Edit
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6.1

Setting up event notifications to be sent via e-mail involves two steps:
enabling the function, then specifying the parameters.

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To activate and set up e-mail messages:

1. Choose Messaging from the Main Menu, then Email.

E-Mail Configuration

: Email From
Email Subject
SMTP Server

Test Email

ONOUTAWNE

|Enable Email? [y/n] ?>|

Email Configuration Menu

“Uninitialized”
Email Message Recipients

Email Customize Message
"Uninitialized”
Port 25

View Test Email Log File
<ESC>: Cancel menu level

Please select a key 7>

2. 'To enable the e-mail feature, enter y (yes) at the prompt.

3. Choose Email Configuration from the Messaging Menu, then select an option and use the
following guide to make changes.

Table 16  E-mail configuration guide
Parameter Description Maximum
Email Erom The e-mail address of the sender—for example, support@company.com— 64
typically, the address where replies should be sent. characters
The e-mail will be sent to this list of addresses. To add an e-mail address, use
. the format a jsmith@abc.com. Multiple addresses must be added individually.
Ezc?lligllrﬁzsage Changes may be made by entering d to delete an entry or e to edit an entry. chargiters
P NOTE: To specify multiple recipients of the e-mail message in the Web
interface, use a semicolon (;) to separate addresses in the Email To box.
Email Subiect The subject line of the e-mail. By default, this is the event description—e.g., 120
! AlarmOnBypass—nbut it may be customized. characters
Email Customize | The text of the message sent to e-mail recipients. Choose from a list of items to .
Message include in the message. For details, see 6.3 - Customize Messages.
SMTP Server The IP address or domain hame of the SMTP e-mail server that sends 32
messages. characters

Port

SMTP server port—typically the default port, 25.

Test Email

After saving changes to e-mail parameters, send a test e-mail message to verify
the settings are correct. The message status will be displayed.

View Test Email
Log File

Choose this option to display a log showing the results of test e-mails.

@ Web Interface

To access E-Mail Configuration through the Web interface:

+ Click on the Configure tab, then Email in the left panel and finally Edit in the right panel.
After making changes, click Save.

Configure tab 1

&

EMERSON [ Liebert

anigue 8 DNS sar var under I Setings

Agant Information:
Data Room LF

madl after narw Comguiahion changes have taken efect

Edit

7
L]

Email
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62 SMS Conflguratlon SMS Configuration Menu
Setting up event notifications for SMS text messages involves two 1: SMS From “Uninitialized®
. . p . 2: SMS Message Recipients
steps: enabling the function, then specifying the parameters. 3: SMS Subject
4: SMS Customize Message
. B . ) 5: SMTP Server “Uninitialized”
m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet 6 Port T 25
- es
8:

To activate and set up SMS messages: View Test SWS Log File

. . <ESC>: Cancel menu level
1. Choose Messaging from the Main Menu, then SMS. Please select a key ?>

| Enable SMS [y/n] ?> |
2. To enable the SMS feature, enter y (yes) at the prompt.
3. Choose SMS Configuration from the Messaging Menu, then select an option and use the
following guide to make changes.

Table 17 SMS configuration guide

Parameter Description Maximum
SMS From The e-mail address of the sender—for example, support@company.com— 64
typically, the address where replies should be sent. characters

The message will be sent to this list of addresses. The SMS/Text Message
address is usually a 10-digit phone number followed by @ .com (where
might be a company name). To add an SMS address, use the format

oMS Message | a1112223333@abc.com. Multiple addresses must be added individually. chat e
P Changes may be made by entering d to delete an entry or e to edit an entry.
NOTE: To specify multiple recipients of the SMS message in the Web interface,
use a semicolon (;) to separate addresses in the SMS To box.
. The subject line of the message. By default, this is the event description—e.g., 120
SMS Subject . ;
AlarmOnBypass—but it may be customized. characters
SMS Customize | The text of the message sent to e-mail recipients. Choose from a list of items to .
Message include in the message. For details, see 6.3 - Customize Messages.
. . 32
SMTP Server The IP address or domain name of the SMTP e-mail server that sends messages. characters
Port SMTP server port—typically the default port, 25. —
After saving changes to SMS parameters, send a test SMS message to verify the
Test SMS . h X —
settings are correct. The message status will be displayed.
View Test . . . .
SMS Log File Choose this option to display a log showing the results of test messages. —

@ Web Interface
To access SMS Configuration through the Web interface:

* Click on the Configure tab, then SMS in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab

&

EMERSON [ Liebert

Agent Informasien
]

o et Edit
Mo Aarms Present

Configurasien Calegories
& D

SMS
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6.3 Customize Messages

Both e-mail and SMS text messages may be customized to include
items such as the IP address, event name and a link to the Web card
in the body of the message.

o1 ] @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

1. Choose Messaging from the Main Menu, then Email
Configuration (or SMS Configuration).

2. Choose Email (or SMS) Customize Message from the
Configuration menu.

3. Choose an option from the Email (or SMS) Customize Message Menu, then enter y (yes) at the
prompt to confirm your choice. Repeat for each item to be included in messages. Refer to the
following guidelines to make changes:

Table 18 E-mail and SMS message guidelines

Email/SMS Customize Message Menu

1: IP Address “disabled”
2: Event “disabled”
3: Event Date & Time "disabled”
4: Name "disabled”
5: Contact "disabled”
6: Location “disabled”
7: Description “disabled”

8: Web link & Port “disabled”

<ESC>: Cancel menu level
Please select a key 7>

Parameter | Description—if enabled, outgoing messages will include: Defined in:

IP Address | The IP Address of the Web card 5.1 - Boot/IP Settings
Event Description of the SNMP event 9.0 - Support Information
Ev.ﬁ?rt] eDate The date & time when the SNMP event occurred —

Name The name for the Liebert unit 4.0 - System Information
Contact The contact person or department 4.0 - System Information
Location The location of the Liebert unit 4.0 - System Information
Description | Other information about the Liebert unit 4.0 - System Information
Web Link A clickable link to the Web card through the Web interface 5.1 - Boot/IP Settings

& Port The port number of the SMTP server port g% gaﬂsggﬁf?éigrirt?;ir?n

@ Web Interface

To access Customize Message settings through the Web interface:

* Click on the Configure tab, then Customize Messages in the left panel and finally Edit in the
right panel. Choose the items to include in each type of message in the Email and SMS columns.

+ After making changes, click Save.

Configure tab

EMERSOM

Parameter  Description
Addrens 1 checked the
A checkna S

of the aget cand wi be ncl
acription wil ba mchded n

A checknd the agent card fiama wil be ncluded n out
f checked the apent canl o
A checknd the agest card

Customize
Message
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7.0 FACTORY SETTINGS

Factory default values may be restored for all configuration settings. This step:

* Replaces all user-defined settings described in this manual (see 3.0 - Configuration Overview
through 6.0 - Messaging)

* Restores DHCP service, the factory default, replacing a static IP address, if configured during
installation (see 2.0 - Installation)

7.1 Reset to Factory Defaults

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet Factory Settings e

To restore the factory default settings: 1: Reset to Factory Defaults
2: Agent Card Information

1. Choose Factory Settings from the Main Menu, then choose Reset | .cscs- cancel menu level
to Factory Defaults.
|Reset to factory Defaults? [y/n] ?> |
2. Enter y (yes) at the prompt to confirm your choice. To cancel, enter n (no).
3. A message appears until the process is complete.
|Resetting card to factory defaults._.|

Please select a key ?>

@ Web Interface
To restore the factory default settings through the Web interface:

* Click on the Configure tab, then Factory Defaults in the left panel and finally Reset to Fac-
tory Defaults in the right panel.

Configure tab

&
EMERSON

o

5 Chcliny
B .-
Rasat To Factory Defaults

Reset

to Factory
Factory Defaults
Defaults

It £52. 3680, 125jconfig configf aciory.him
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7.2 Liebert DS - Local Node Settings for Multiple Cards

If you use two cards of the same type with the Liebert DS, you will need to change the local node set-
ting of one card. These steps apply only when both cards are the same type, either:

* Two Liebert IntelliSlot Web cards (P/N IS-WEBLBDS) Licbert DS
or Factory Settings Menu
* Two Liebert IntelliSlot 485 cards (P/N IS-485LBDS) 1: Advanced Communication
Settings

2: Reset to Factory Defaults

B £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet | Zigtr corver oo tover

To access local node settings: Please select a key ?>

1. Choose Factory Settings from the Main Menu. Liebert DS
Advanced Communication Settings

2. Choose Advanced Communication Settings from the Factory | wenu

Settnﬁgs Menu. 1: Local Node Settings
s 2: Managed Device Settings
3. Choose L_oca_l Node .Settlngs from the Advanced il e’ St
Communication Settings Menu. <ESC>- Cancel menu level

4. Choose Node 1 from the Local Node Settings Menu, then use the | please select a key 2>
following guide to make changes. T pr—
If there are two Liebert IntelliSlot Web cards or two Liebert Local Node Settings Menu
IntelliSlot 485 cards, you must change the address of one card T Neds o LT
(see Table 19): : C
* For the Liebert IntelliSlot Web card, the default address is 1.
For two Web cards, set the address of the second card to 2.
* For the Liebert IntelliSlot 485 card, the default address is 2.
For two 485 cards, set the address of the second card to 1.

Table 19 Factory default MAC addresses

1
2: Communication Rate: 38400
3: Maximum Master Address: 3
4: Maximum Retry Count: 5
5: Retry Interval(sec): 5

<ESC>: Cancel menu level
Please select a key ?>

Factory Default | Set Node 1 Address
Liebert IntelliSlot Card Part Number MAC Address of Second Card to:
Liebert IntelliSlot Web Card-LBDS | IS-WEBLBDS 0x01 2
Liebert IntelliSlot 485 Card-LBDS 1S-485L.BDS 0x02 1
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8.0 MONITOR AND CONTROL FUNCTIONS - WEB ONLY

@ Web Interface Only

The Web interface allows you to monitor and control the Liebert equipment where the Web card is
installed, in addition to configuration capabilities presented in previous sections.

8.1 Monitoring Liebert Equipment
To view monitoring data through the Web interface:

* Open the Web interface (if needed, see 3.5 - Open the Web Interface).

* Click on the Monitor tab if needed. This is always the opening view after connecting to the Web
interface, as shown in the following example.

/7 bmerson Hetwork Pover ntelislol Web Card - Windows Internet Explorer E =101 =]
G_” v [ heeciez a0 25 =4 x & -
B Ede Vaw Favortes Joos  Heb

% & merson Networkowse Ieisawan crg. || e - e e @

&
EMERSON

Monitor tab

Agent
Information

Device
Status

Monitor
Categories
Click to view in
right panel ,
xl

* The top portion of the left panel displays information that appears on all pages:
+ Agent Information - name, contact, location and description of the Liebert unit (as defined
in 4.0 - System Information)
* Device Status - current status of the Liebert unit and whether any alarms are active (if so,
the most recent alarm is listed)
* Monitor Categories appear at bottom left, organized with folder icons and showing the avail-
able Monitoring functions.
+ Click on a category to view parametric data in the right panel. The example above shows a
graphic representation of the current state of a Liebert UPS. Other categories show data in table
format. The information will vary according to the type of Liebert unit.

NOTE

If any alarms are currently active, they are listed below the graphic in the opening window.
Click on the Active Alarms category to view more details about any alarms that are active.
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Controlling Liebert EQuipment
To perform Control operations through the Web interface:

* Open the Web interface (if needed, see 3.5 - Open the Web Interface).
+ Click on the Control tab, as shown in the following example.

=10
92, 16,0, 13 it oo a-

He [ox Vew Fjvomes Teook bied
i 94 g Emarsen Natwerk Powee IntakSke Wab Car I | [ e ke e

Control tab
[& Liebert.

configure | support

Control Operations:

Command

Description
Abort Commands |Hall execution of pending commands
Aam Silonce Tomparacdy silonce 1ho audiblo alaem

Output Tum the output of the LIPS On or O and transfer sithar the bypass o imvertar to the output
Suatstics Resat statstics
Tests Initratee dusgnostic bests

Control

Operations

Click to view in

right panel

=

+ Control Operations categories appear at bottom left, organized with folder icons and showing
the available Control functions. Clicking on a category changes the view in the right panel. The
example above shows the summary page.
The following guide is a partial list of Control operations—these vary by the type of Liebert unit.

Table 20  Control operations parameters—functions vary by Liebert unit

Command Description

Abort Commands Prevent any pending commands from being completed.

Alarm Silence / Alarms | Temporarily silence an audible alarm that is active. Reset or acknowledge alarms

Output / System Turn the Liebert unit On or Off; reboot the unit.
Statistics Reset statistics—for example, battery or power statistics
Tests Initiate diagnostic tests on the Liebert unit.

Setpoints Change setpoints for the Liebert unit.

+ To perform an operation, click on a Control Operations category at left, then click on the appropri-
ate button in the right panel. The example below shows control operations for two Liebert units.

&

EMERSON [ Liebert.

Output Contral:

Llebel’t ﬂly;cnl Information:
GXT2U
example

Description
Tum Oulpst ON [Click the button 16 take s action
Tum Outpet OFF Click the buttan 10 take this action
Rehoct [Click the buttan 1o fum cutpet OFF then hack ON

Note: This Is ofen useful to reset connected loads.

Turn Cutput OFF after a detay of 0 seconds [0 ta 300 Turn Output OFF

Tisen Cutput ON after a delay of 0 soconds [0 ta 300] Tum Qutplt ON

“Tuen Quitput OFF" immediately then “Tuemn Cuiput ON° sfter @ delay of 10 seconds. Rebaoat

&

configure || support

Davice Other Settings:

LIEbert Paramater | Dascription
DS A The sstpaints suppenad by your Gasce are hated below  Make the necessary changes and press
the ‘Save’ button when finishad
example
Mote: After pressing ‘Save’. some Selpoets may not update immedataly. depending upen your unit
Lype. N a selpot bels to updste. wat 30 seconds. and reesh (he page. If the selpomt stil faits to
update or does not update comectly, you may hawe enterad a valus that is sither inalid or cut of
bemnds £t your unit
Setpoint Value
Termporatures Setpoint ]
Setpoints Mty Setpeint —

Terperature Prapotional Band i K
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9.0 SUPPORT INFORMATION
Support data includes identifying information for the Web card, as well as events and parameters
available for the Liebert equipment.

9.1 View Web Card Information

Identifying information for the Web card may be viewed through any interface and includes the MAC

address, model and part number, serial number and firmware version.

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To view Web card information:

1.

Choose Factory Settings from the Main Menu, then choose Agent

Card Information.

2.

The Web card information appears, as shown in the following

Factory Settings Menu

1: Reset to Factory Defaults
2: Agent Card Information

<ESC>: Cancel menu level

Please select a key 7>

example. Press the Enter key to return to the previous menu.

MAC Address
Network Card Model
Network Card Part #
Manufacture Date
Serial Number
Boot Version

Boot Label

App Version

App Label

Hardware Version
CPU Speed

Flash Usage

Hit Enter to Exit

00-00-68-16-82-C1

IntelliSlot Web Card
OCWEBCARD

APR 28,2004
416701G105T2004APR280074
2.300.0
OCWEBCARD_HID3_2.300.0_034380
2.300.0
OCWEBCARD_HID3_2.300.0_035191
3

50 MHz

4327 Out OF 8388 KByte

@ Web Interface

To view Web card information through the Web interface:

+ Click on the Support tab, then Summary in the left panel. The Web card information appears in

the right panel.

Support tab 1
&
EMERS0N
monitor | control gure | support
Suppo:
Mem Value
System Nameo Data Room UPS
Location Bldg 2, Floor 4
H H H Lescngtion Suppons SenerlZ

LIStI n g n Comact Network Sves x100

rig ht pan el Manufactures Linbant Corparation
Agent Model intailiSiot Wab Card
Agent Pan Numbar OCWEBCARD

Su mm ary Agenl App Furrare Verson [2.300.0

Agent App Furrware Label
Agent Boat Firmwars Version
gant Boot Firmuars Labet
Agent Haedware 10

Agent Serial Nurmber

Agent Manufacture Dato
Agent Fthamet MAC Address
Divece Modst

D Firrmwase Verssan
Derce Serial Number

D Manufacture Date

Manufacturer suppont

OCWEBCARD HID3 2 300.0_035191
23000
[DCWEBCARD_HIDI 7 300 0_034380
3
41ET01G105T2004 APRIB00TS
APR 28 2004
00-00-58-16-82-C1
GXT2-TOORT120
GXTZMR10
0031300060AF 011
0BHOVIO
jobert com
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9.2 Events and Parameters

You may view a list of all supported events and parameters for the Liebert equipment through any
interface. Depending on the Liebert IntelliSlot Web card, the list might include SNMP and Modbus.

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet  [swr coromications o

To view this data: 1: Authentication Traps _ "no”
2: Display/Modify Communities
+ Choose IP Network Settings from the Main Menu. 3: Display/liodify Trap
. 4: s t Informati
* Choose Management Protocol, then SNMP Communica- upport fntormatron
: <ESC>: Cancel menu level
tions. Please select a key ?>

* Choose Support Information from the SNMP Communica- _
Support Information Menu

tions Menu to display the menu at right. |
1: Display Events

The menu dlsplays: 2: Display Parameters
Total Events: 40
* the number of events Total Parameters: 141
Total Objects: 181

* the number of parameters
<ESC>: Cancel menu level

* the total number of objects (sum of events and parameters) |Please select a key ?>

* Choose Display Events to view a list of supported events for Display Events (Example)

the Liebert unit, as shown in the example at right. AlarmonBypass.1.3.6.1.2.1.33.
1.6.3.9

These events may vary according to the Liebert unit where the IgpAgentbeviceCommunicationLost,

card is installed. 1.3.6.1.4.1.476.1.42.2.3.0.1
Hit any key to continue. ..

+ Choose Display Parameters to view a list of supported param-
eters for the Liebert unit, as in the example at right. Display Parameters (Example)

These parameters vary according to the Liebert unit where the |sysDescr,1.3.6.1.2.1.1.1.0
sysObjectlD,1.3.6.1.2.1.1.2.0

card is installed. Hit any key to continue. ..

@ Web Interface

To view events and parameters through the Web interface:

* Click on the Support tab, then Events (or Parameters) in the left panel. The events or parame-
ters are listed in the right panel. The example below shows a list of Events.

Support tab
&
EMERSON
Agont Information:
Diata He ]
Listing in Derice Stat: ¥ _ 13612133163
. Load Protected &
right panel Mo Alas Prosent
Events (or :
Parameters) ary * i ?)fn‘ggdman 1331632

9
nicabonlost, 13614 1476.142230.1

Erenia t
= Paramatars sdDE1 3614 1476142321102
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Introduction

APPENDIX A - FIRMWARE UPDATES

Al

INTRODUCTION

Al1l

Liebert’s IntelliSlot® cards may be updated to take advantage of the latest release of the firmware
with enhanced features, compatibility with new units or service patches. Upgraded firmware may be
downloaded with a browser, such as Internet Explorer. Liebert maintains firmware upgrades on its
Web site, www.liebert.com/downloads.

Liebert manufactures various types of network cards for Liebert products. Before beginning any
upgrade, determine the type of Liebert IntelliSlot card to be upgraded.

This identifying information—the type of card and firmware version currently installed—may be
found in the documentation shipped with the card or by reading the card’s support information
through a terminal emulation, Telnet or Web interface, as described in A.3.2 - Determine the Lie-
bert IntelliSlot Card Type and Firmware Version.

( 2 NOTE
Liebert recommends that users read all the instructions prior to attempting a firmware
upgrade.

Overview

The firmware upgrade involves these steps:
Table A1 Overview of the upgrade process

Step For details, see:

1. Decide which interface to use to connect to the A.2 - Connect to the Card - Terminal Emulation, Telnet
Liebert IntelliSlot card or Web Interface

2. Prepare for the upgrade

* Make sure you have everything needed to A.3.1 - Requirements to Update the Liebert IntelliSlot
perform the upgrade Card’s Firmware

* Check the type of card and firmware version A.3.2 - Determine the Liebert IntelliSlot Card Type and
currently installed Firmware Version

» Download the upgrade file from Liebert's Web A.3.3 - Download the Firmware Upgrade File to the
site Computer

A.3.4 - Choose a Method to Install the Firmware

« Decide which method to use for the upgrade Upgrade

3. Follow the step-by-step instructions to upgrade the firmware with the chosen method:

e HTTP (Web) Method A.4 - Updating the Firmware - HTTP (Web) Method

A.5 - Updating the Firmware - TFTP (HyperTerminal,

e TFTP (HyperTerminal, Telnet, Web) Method Telnet, Web) Method

* Xmodem (Serial) Method A.6 - Updating the Firmware - Xmodem (Serial) Method

A.1.2 Estimated Time to Download the Firmware Upgrade File

The amount of time required to download the firmware upgrade file depends on the upgrade method
used. Refer to Table A2 for estimated times for each method.

Table A2 Estimated Time for downloads

Upgrade Method Expected Speed
HTTP (Web) Method 6-7 minutes
(.bin file) (subject to network traffic)
TFTP (HyperTerminal, Telnet, Web) Method 5-6 minutes
(.bin file) (subject to network traffic)

1st file 2 minutes

Xmodem (Serial) Method

Xmodem 1K 115,200 bps 2ndfile 2 minutes

3rd file  3-5 minutes

Al
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Connect to the Card - Terminal Emulation, Telnet or Web Interface

A.2 CONNECT TO THE CARD - TERMINAL EMULATION, TELNET OR WEB INTERFACE
Upgrading the firmware requires connecting to the card with one of these interfaces.
A21 @ Open the Terminal Emulation Interface - Serial Connection
To connect to the card using terminal emulation software with a TP
serial connection to the Web card: W e i
1. Open a terminal emulation application, such as R e
HyperTerminal. Name =
To do this: F%&a@@fﬂ%
+ Click the Start button, then Programs, Accessories, i
Communications and finally HyperTerminal.
2. In the Connection Description window, enter a name for the e
connection—for example, GXT2U—then click OK. Lo
3. In the Connect To window: . . e
* Choose COMS3 from the Connect Using drop-down list. pmscosn |
. O —1
» Click OK. COM3 - &
4. In the COM3 P]goperties window, enter the communication [ s
settings shown in Table A3.
Table A3 Communication settings ] iy
Baud Rate: | 9600 e
Data Bits: | 8 o —
Parity: | None Con_nectlon — tar e 3]
: settings s —]
Stop Bits: | 1 s M
Flow Control: | None
Fastorn Onfmits
5. When the message at right appears in the HyperTerminal |
window, press the Enter key.
A.2.2 @ Open the Terminal Emulation Interface - TCP/IP Connection
To connect to the card using terminal emulation software with i3
an Ethernet connection to the Web card: B i
1. Open a terminal emulation application, such as N P D
HyperTerminal. ame e

To do this: Fm %3&@@@%

+ Click the Start button, then Programs, Accessories,

Communications and finally HyperTerminal. s
2. In the Connection Description window, enter a name for the i
connection—for example, GXT2U—then click OK. Ve
3. In the Connect To window: ::hrm.ﬂmmj
* Choose TCP/IP (Winsock) from the Connect Using P | E—
drop-down list. TCP/IP e [ e
* Enter the IP address of the Web card—for example, (Winsock)

192.168.0.125—in the Host Address box, then click OK.

4. When the message at right appears in the HyperTerminal window,
press the Enter key.

RTCS v2.96.00 Telnet server

. Service Port Manager Active
5. Enter the Administrator username and password (both are case- <Esc> Ends Session

sensitive):

a. Login (username—default is Liebert) Login: Liebert
b. Password (default is Liebert) Password: e

A2



Connect to the Card - Terminal Emulation, Telnet or Web Interface

A.2.3 B0 Open the Telnet Interface
To connect to the card using Telnet:

1. Open a Telnet connection on a computer with an Ethernet connection to the Liebert unit.

To do this: Run x|
* Open a command prompt window—click the Start button, then i1 erene of s rogrny ol docarert o
Run. . Open: |
+ Enter emd and click OK.
* In the command prompt window that opens, enter telnet fol- E | |
lowed by a space and the IP address of the Web card—for exam-
ple:
telnet 192.168.0.125 | C:>telnet 192.168.0.125 |

2. When the message at right appears in the command prompt window, [rrcs v2.96.00 Telnet server
press the Enter key.

Service Port Manager Active

3. Enter the Administrator username and password (both are case- <Esc> Ends Session
sensitive):
a. Login (username—default is Liebert) Login: Liebert

b. Password (default is Liebert) Password: =
A.2.4 @ Open the Web Interface

To connect to the card using the Web interface:

1. Open a Web browser such as Internet Explorer.
2. Enter the IP address of the Web card in the address bar—e.g., 192.168.0.125.
3. Click on a tab at the top of the window.

/7 Emerson Wetwork Pover Inbelisiol Web Card - Windows Internet Explorer =101 =]
G_" v [ hemyisz 1sa.0.02 ia] = 2
b Ede Vew Favortes Took e
W O 8 Emersen Network Power IntekSiot Web Card | | o R R e
Configure and %

Support Tabs EMERSON [ Liebert.

momtor | comeol

Agent Information: Summneay;

Active Alarms:

Mo Alarms Present

A3



Preparing to Update Liebert IntelliSlot Firmware

A.3 PREPARING TO UPDATE LIEBERT INTELLISLOT FIRMWARE

A.3.1 Requirements to Update the Liebert IntelliSlot Card’s Firmware
Make sure you have the following before starting the update:
* Firmware upgrade downloaded from Liebert’s Web site (see A.3.3 - Download the Firmware
Upgrade File to the Computer)
* A computer running Internet Explorer 5.5 or newer
A Liebert IntelliSlot card
* A connection to the Liebert IntelliSlot card
* Null modem cable—serial upgrade method

* Ethernet connection—TFTP or HTTP upgrade method
+ An Internet connection

A.3.2 Determine the Liebert IntelliSlot Card Type and Firmware Version

Each type of Liebert IntelliSlot card uses different firmware. Attempting to upgrade a card with the
firmware for another type of card will fail and may damage the card.

To determine the type of card in your Liebert equipment:

m@ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To view Web card information using terminal emulation or Telnet: 1: Reset to Factory Defaults
2: Agent Card Information

Factory Settings Menu

1. Open a connection to the Liebert IntelliSlot card (if needed, see
instructions in A.2.1 - Open the Terminal Emulation Interface
- Serial Connection, A.2.2 - Open the Terminal Emulation
Interface - TCP/IP Connection or A.2.3 - Open the Telnet Interface).

2. Choose Factory Settings from the Main Menu, then choose Agent Card Information.

3. The Liebert IntelliSlot card model, part number and firmware version appear in the following
example. Press the Enter key to return to the previous menu

,fff,,——””, anutacture pate ;
Model and Serial Number 416701G105T2004APR280074

Part Number Boot Version 2.300.0

<ESC>: Cancel menu level

Please select a key ?>

ss 00-00-68-16-82-C1
etwork Card Model IntelliSlot Web Card
etwork Card Part # OCWEBCARD
]

D_HID3_2.300.0_034380

App Version 2.300.0
/ 5App Tapel uuﬁoj 1D3_2.300.0_035191
Firmware Hardware Version 3

Version CPU Speed 50 MHz
Flash Usage 4327 Out OF 8388 KByte
Hit Enter to Exit

@ Web Interface

To view Web card information using a Web browser:
1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the
Web Interface).

2. Click on the Support tab, then Summary in the left panel. The Liebert IntelliSlot card model,
part number and firmware version appear in the right panel.

Support tab

&
EMERSON

Model, Part Number

b Card . .
umbor DCWEBGARD )/ and Firmware Version
are \ersion |2 300 0

3.2.300.0 03519

Summary

sion (2 300.0
ol |OCWESCARD _HID3 2 300.0_034380
3




Preparing to Update Liebert IntelliSlot Firmware

A.3.3

A34

Download the Firmware Upgrade File to the Computer

( z NOTE
Turn off the power management on your PC or laptop before beginning the update to ensure
that communication will not be disrupted during the process.

To download the upgrade file:

1. Open a Web browser, such as Internet Explorer (5.5 or newer).
2. Navigate to Liebert’s Web site, www.liebert.com/downloads.

3. Choose the firmware upgrade for your card from the selections on the Web page (see
A.3.2 - Determine the Liebert IntelliSlot Card Type and Firmware Version).

4. Click on the link to download the file.
5. Save the file to your computer’s hard drive.

Be sure to make a note of the location where the file is saved.
Choose a Method to Install the Firmware Upgrade

To install the firmware upgrade, choose one of these three methods and refer to the associated step-
by-step directions:
+ HTTP (Web) - see A.4 - Updating the Firmware - HTTP (Web) Method
* TFTP - see A.5 - Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method
* Xmodem (Serial) - see A.6 - Updating the Firmware - Xmodem (Serial) Method

A5
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Updating the Firmware - HTTP (Web) Method

A.4 UPDATING THE FIRMWARE - HTTP (WEB) METHOD

Follow these steps to install the firmware upgrade using the HTTP (Web) method. This method is
available through the Web interface only and requires an Ethernet connection to the Web card.

A.4.1 Install the Firmware Upgrade

( : NOTE
Turn off the power management on your PC or laptop before beginning the update to ensure
that communication will not be disrupted during the process.

To update the Liebert IntelliSlot card firmware using the HTTP (Web) method:

1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the
Web Interface).

2. Click on the Configure tab, then click on Web (under Firmware Update) in the left panel. The
Connect To box opens for you to enter the username and password.

3. Enter the Administrator username and password (both case-sensitive):
a. User Name (default is Liebert)
b. Password (default is Liebert)
4. Click OK. The Web (HTTP) Firmware Update window opens, as shown at right below.

Configure
tab

1
& |
EMERSON v

&k
Browse
"vn\-? l‘!-’l‘m.ﬂibﬂm‘::.wd
Wrang; This sereer & requesang that pour ussmane and Q
Senmord e gent a0 e marner (i mheraiatan EMERSON
Web e _
[ | Web (HTTP) Firmware Update
Paramatar Descripl
I Beserber my consmerd Fianama: Hama rware update fle. Click the Browse bution to navwgate and select a vabd
fiermn o fle
/ =] o | Nota: Th wum langth of the antry is 128 characters includi a5 and punctuatin
Update Click this button to maiate tha fimmware update.
/ Fimwarn
Connect To Filename = {ilennma: | Browee., | =
. /” Updaty Frmware
Update Firmware —

5. Click on the Browse button to locate the upgrade file. This is the file with the extension “.bin”
downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer. Then click
Open to return to the update screen.

6. When ready to begin the update, click the Update Firmware button.
A screen will appear, showing the firmware update progress.

( z NOTE
Do not refresh your browser or open another browser window. Wait until the firmware update
has been completed before opening other applications or using the computer for other tasks.

7. A message appears indicating whether the update was successful.

After the firmware update is completed, the card will reinitialize and you may return to the Liebert
IntelliSlot card’s Web interface.

Check the new firmware version if you wish (see A.3.2 - Determine the Liebert IntelliSlot Card
Type and Firmware Version).
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A5

UPDATING THE FIRMWARE - TFTP (HYPERTERMINAL, TELNET, WEB) METHOD

AS5.1

Follow these steps to update the firmware using the TFTP method. This method is available through
the terminal emulation, Telnet and Web interfaces with an Ethernet connection to the Web card.

NOTE

This method includes a time-sensitive operation requiring expeditious location of the upgrade
files downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer.
Read through this entire section before beginning the upgrade.

B {) TFTP Method - Terminal Emulation / Telnet Interface

To update the Liebert IntelliSlot card firmware using the TFTP method with a terminal emulation or
Telnet interface:

Open a Connection to the Card

1. Open a terminal emulation or Telnet connection to the Liebert IntelliSlot card (if needed, see
instructions in A.2.2 - Open the Terminal Emulation Interface - TCP/IP Connection or
A.2.3 - Open the Telnet Interface).

2. Choose Firmware Updates from the Main Menu. Firmware Updates Menu

3. Choose TFTP Update from the Firmware Updates menu, 1: TFTP Update
shown at right.

Specify TFTP Server and Upgrade Filename TP Update Wenu

4. The TFTP Update Menu, shown at right, displays the TFTP 110 Adaress 0.0.0.0
server’s IP address and listening port, along with the name |2} port 69

. . 3: Filename Uninitialized
of the firmware update file. 4: Initiate TFTP Firmware Update

5. Select options as needed and refer to the following guide to

N <ESC>: Cancel menu level
change any settings.

Please select a key ?>

Table A4 Firmware update settings - TFTP

Parameter Description
Server The IP address of the TFTP server—for example, 192.168.0.125.
Port Port that the TFTP server is using, typically 69.

Name of the firmware update file—128 characters maximum, including spaces and punctuation.
Filename This is the file with the extension “.bin” downloaded in A.3.3 - Download the Firmware Upgrade
File to the Computer.

6. After making changes, press the Escape key twice to return to the Main Menu.
7. Choose Exit and Save to save your changes and reboot the card.

Reconnect to the Card

8. Connect to the Liebert IntelliSlot card again (if needed, see A.2.3 - Open the Telnet Interface
or A.2.1 - Open the Terminal Emulation Interface - Serial Connection).

9. Choose Firmware Updates from the Main Menu. Firmware Updates Menu

10. Choose TFTP Update from the Firmware Updates menu, 1: TFTP Update
shown at right.
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Begin the Upgrade Process TFTP Update Menu

11. When ready to begin the update, choose 11 Addrecs 167.168.0.125

Initiate TFTP Firmware Update. 2: Port 9
. 3: Filename  OCWEBCARD_HID3_2.300.0_035780_AppFwUpdt.bin
12. Open the TFTP application and start 4: Initiate TFTP Firmware Update —PPEEP

TFTP. Ensure that all settings are ready
to transfer the file, including the
location of the upgrade file. Refer to your
TFTP user manual for more details.

13. Return to the terminal emulation/Telnet
screen. At the confirmation message
prompt, enter y (yes) to confirm your

<ESC>: Cancel menu level

Please select a key ?>

All Code In Flash Will Be Rewritten, Confirm? [y/n]

choice. (To cancel, enter n for no.) TFTP Update initiated
14. A message appears, as shown at right, The firmware on this card is currently being updated.

. This operation may take 6 or more minutes depending
showing the progress by percent on network traffic and other factors. The card will be
complete rebooted upon successful completion of the process OR

p : control will be returned to this terminal session upon
15. When the progress screen shows 100% failure so another firmware update attempt can be made.
complete, the card will be rebooted. Firmware update in process... Percent Complete(0%)

Press Enter when this is finished.

16. Press the Escape key to return to the Vain Menu

Main Menu, then choose Exit and | --———---—-- i
Save : System Information

1

2: IP Network Settings

3: Messaging

4: Factory Settings

5: Firmware Updates

q: Quit and abort changes
x: Exit and save

The upgrade is now complete.

Check the new firmware version if you

wish (see A.3.2 - Determine the Liebert Please select a key 7>
IntelliSlot Card Type and Firmware
Version).
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A.5.2 @ TFTP Method - Web Interface

To update the Liebert IntelliSlot card firmware using the TFTP method with a Web interface:

Open a Connection to the Card

1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the

Web Interface).
2. Click on the Configure tab, then TFTP in the left panel.

Configure

tab

TFTP

&
EMERSON

Parameter Description
P acdress of the TFTF server.
Port server 13 hatening on_ lypecally 69
Filename.  Hame of the firmwane update file.
Load Pratected
Ry — Hlote, The maxmum length of the erry is 128 characters inchading s

Edit

Configuration Categaris:
B D,

—}Il TFIP

= P Sattings

3. Enter the Administrator username and password (both are case-sensitive):
a. Login (username—default is Liebert)
b. Password (default is Liebert)

Specify TFTP Server and Upgrade Filename
4. Click the Edit button in the right panel.

5. Select options as needed and refer to the following guide to change any settings.

Table A5 Firmware update settings - Web

Parameter Description
Server The IP address of the TFTP server—for example, 192.168.0.125.
Port Port that the TFTP server is using, typically 69.
Name of the firmware update file—128 characters maximum, including spaces and punctuation.
Filename This is the file with the extension “.bin” downloaded in A.3.3 - Download the Firmware Upgrade
File to the Computer.

6. After making changes, click Save, then click Reinitialize in the left panel to reboot the card.

Configure

tab

TFTP

Reinitialize

Reconnect to the Card
7. Click the Configure tab, then TFTP and enter the username and password (Steps 2 and 3) to

&
EMERSON

monikor support

Hatwork (TFTP) Firmware Download:

Patameter | Description
Serw 1P address of the TFTF senur

Fort Pt sonves is listening o, typically 63
Filename.  [Name of the fimmwae update fle

Hete: The mazamum length of the entry i3 128 characters including sg

(E)s e Save
Updaté Fitmware

server:  [B2ieg00s

por:  [8

Filaname: [DCWEBCARD_HIDA_7 300 0_035700_AppFwlipdt bin

return to the TFTP screen as shown above.
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Begin the Upgrade Process

8. Open the TFTP application and start TFTP. Ensure that all settings are ready to transfer the file,
including the location of the upgrade file. Refer to your TFTP user manual for more details.

9. Return to the Web interface.
10. When ready to begin the download, click the Update Firmware button.

&
EMERSON

monibor configurs

Hatwork (TFTP) Firmware Download:

Parameter |Description
Sorver 1P addwens of the TFTP senar

Fort [Peet sarver is listaring on, typically 69
Filenama:  [Name of tha firmware update fie

Hote: The maamurn henglh of the enlry 13 128 characters including sg

T Update
e —"" " Firmware
P —

Pot: [

Fllename: |UCWEGCN 0_HID3_2 200.0_035780_AppFwUpdtbin

11. During the update, the window displays a progress bar, as shown below left.
NOTE
Do not close the Web browser during this process or the update will abort.

After the firmware update is completed, the card will reinitialize automatically. A reboot mes-
sage, as shown below right, remains until the rebooting is finished.

&
EMERSON

&
EMERSON

(TFTP) Firmware Updaty Status:

Firmware Update Progress

Fili: Size: 1309740 - The web card is attempting to reinitialize.
Eyles Programmed: 65
Parcant Complate: 20%

[ Liebert.

If this message appears for more than 2 minutes, you may need to
restart your browser connection or contact your network

administrator for assistance.
/ 5] ] N - T If further assistance is necessary, visit Lisbert com.
PI’Og ress Last updated: Tuesday - July 24, 2007 02:37:06pm
of update R

|l [T Gremet [H0%

When the rebooting is complete, the Web browser window returns to the default opening view. The
upgrade is now complete.

/7 bmerson Hetwork Pover ntelislol Web Card - Windows Internet Explorer = =01 =]

w v [ hemcpisz ssa.0.zs) 2]l oo B~

| Be Ede Mew Favortes Joos Heb

W @ Emersen Natwork Powsr IvteRSiat \Web Card | | R =R e T
&

& Liebert.

EMERSON

momtor | contreol

Sumemary:

Creege: 100 %
Tie Amaineg: 41 o

Active Alarms:

|
Ho Alarms Present
=

Check the new firmware version if you wish (see A.3.2 - Determine the Liebert IntelliSlot Card
Type and Firmware Version).
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A.6  UPDATING THE FIRMWARE - XMODEM (SERIAL) METHOD

Follow these steps to update the firmware using the Xmodem (serial) method. This method works
through the Web card’s serial port, employing terminal emulation software, such as HyperTerminal.

NOTE

This method includes a time-sensitive operation requiring expeditious location of the upgrade
files downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer.
Read through this entire section before beginning the upgrade.

Connect a Cable to the Serial Ports

1. Connect one end of a DB-9 null modem or file transfer cable to the Web card’s serial port and the
other to the computer’s serial port. The correct cable will have at a minimum, Pins 2 and 3 crossed
at the ends, as shown in Figure Al.

Figure A1 Null connection
DTE Device DTE Device

Receive Rx (Pin 2) «¢ \ Receive Rx (Pin 2)
Transmit Tx (Pin 3) P Transmit Tx (Pin 3)

Open a Terminal Emulation Connection _
Firmware Updates Menu

2. Open a connection to the Liebert IntelliSlot card (if e ST
needed, see instructions in A.2.1 - Open the Terminal % ’T‘E$EEMp3§t2te

Emulation Interface - Serial Connection).

. . Firmware Update (Step 1/3)
3. Choose Firmware Updates from the Main Menu. | --————-2-22-— 22227077

4. Choose XMODEM Update from the Firmware Updates Select Firmware Update Protocol

menu, seen at right, and enter y (yes) to confirm your % ?mgg:mg&c
choice. x- Exit/Cancel

. ?
5. Choose Xmodem1K from the Select Firmware Update | "l1ease select a key 2> .
. Current Communications Rate is 9600 bps.
Protocol, as shown at right.

Change the Baud Rate to 115200

6. Choose 115200 bps from the menu, shown below left.

7. From the HyperTerminal menu, click on Call, then choose Disconnect (this will not close the
HyperTerminal connection to the card).

8. In the HyperTerminal menu bar, click on File, then choose Properties.

9. Click on the Connect To tab and click the Configure button. This opens Port Settings tab in the
COM1 Properties window, as shown below right.

10. Choose 115200 from the Bits Per Second drop-down list and click OK, then click OK to close the
Properties window.

11. In the HyperTerminal menu bar, click on Call, then choose Call from the drop-down menu and
press the Enter key.

Call menu com1connexion Properties '

Connect To | Settings

% coml connexion Changs lcon...

115200 bps

COM1 Properties

Port Gettings

Countpregior:

Enter the area code without the long-distance prefix
Current Commumnications Rate is 9600 bps, A ;
o iga code: ! it d [ 115200 v|
Press o mumber to Change Communications Rate., Lol

Phone nurber

* 3 Data bics
i 19200 bos Connect using: [COM1 v h 115200 bpS
; . —

5: 115208 bos Bty
Enter: RAccept/Start Fireware Update

Instructions to Change Communications Rate: Stop bits:
- Select Hew Communications Rate.
- Disconnect Terminal Window,

- Change Terwinal Comsunications Rate to Match New Rate. Flow control | g
- Reconnect Terminal Window,

- Press Enter. E
Please select a key >
Chonging Comsunicalions Rate 1o 115200 bps. I
. Configure
= button

All



Updating the Firmware - Xmodem (Serial) Method

®

(A

Download the First Firmware Update File

12. After changing the communication rate to 115200 bps, press Enter to resume the firmware

update.

After you press Enter, HyperTerminal displays Cs as it counts down the time remaining to locate

and begin transferring the upgrade files.

Q NOTE

After you begin the initialization process in Step 12, you must complete Steps 13 through 15

within 60 seconds. Before beginning, check to ensure that you know the location of the
firmware files and read through the following steps to understand what needs to be done.

This 60-second limit also applies to downloading the second and third upgrade files.

13. In the HyperTerminal menu, click on Transfer, then Send File.

» & DF &

Press a number to Change Communications Rate.

9600 bps

8|

Browse to locate
upgrade file

1:
2: 19200 bps | 1 Srmo doen fila cond for comicanision
3: 38400 bps == - |
g: 'fllgg:;ohga —ISend File %] !_'Hbﬂﬂﬂ‘ﬂfmlﬂ 2] Serdbg |\ LisbetSorven (e oliekoff smmmared el O DWEBCARD_HIDG_Z

: LG ic ¥ g orm
Enter: Rccer [mw L S e L Z O - Packet 301 Enoschecking CRT
T tructions | |F0 ebstSenmdiiebf ammseltate () | Buevie, _3 Eémﬂ:ﬂ};:ﬁﬁ;-ﬁ“ T i 12
- Select New | Proscct MyFmcert | T OCWEBCARD HID3_2. 3000 035760_FIL

Disconnect | 1K e | Documents | T GCWEBCARD _WIDI_2 300.0_076700_FLES 415 Lt e
= EE?:::PITHI lew Rate, u T CCWRBCARD_HID 2. 300.0_13S7R0_LEA #xs
- Press Ented i Ay B[S 290 of F5
Please select [2 Elgad | 0000 Amnsrwg | DO0010 | Theoughpad: |50 eps
Changing Commuri [

[ p—— ~Corcnd | [ gpaton
Press Enter to Starl Firmware Npdate. 1
CCCE w8
3 My Computer
P YT 115200 81 L] B = G Progress and
. P ruem OOWERCARD_MID3_2 00857 FILEY 14 | [ ini

P E t t tart My Mnbwork.  Filet of e Al Fime ") > |_._E.°I".._.“:.'.‘_J aneow remalnlng

ress Enter to star Choose 4 d : ' shows time
firmware update 1K Xmodem elapsed time...

14. Click the Browse button to locate an upgrade file. Select the files in order—the filename ending
in FILE1 for the first download, then FILE2, and finally FILE3—then click Open.

15. In the Send File window, choose 1K Xmodem from the Protocol drop-down list and click Send.

A progress window opens, showing the elapsed time and amount of time remaining for the first
file to be downloaded to the Liebert IntelliSlot card. The window closes after the first file is down-

loaded.

q NOTE

Do not press any keys while the progress window remains open or the download will abort.

Download the Second and Third Firmware Update Files

16. When the progress window closes, enter y (yes) in
HyperTerminal to continue the upgrade.

Choose Xmodem1K in the Select Firmware Update
Protocol menu.

The screen shows that the communication rate is
115200. This does not need to be changed.

Press Enter to continue.

Repeat Steps 12 through 15 within the 60-second
limit to browse to the second upgrade file and
download it to the Liebert IntelliSlot card.

Wait for the Progress window to close after the
second file is downloaded.

Then repeat Steps 16 through 20 to download the
third upgrade file. This file is the largest and may
take 30 minutes or longer to download.

17.
18.
19.

20.

21.

Would You Like to Continue (Y or N)?
Firmware Update (Step 2/3)

1: XmodemCrc

2: XmodemlK

x: Exit/Cancel

Please select a key ?>

Current Communications Rate is 115200 bps.
Press a number to Change Communications Rate.

1: 9600 bps

2: 19200 bps

3: 38400 bps

4: 57600 bps

5: 115200 bps

Enter: Accept/Start Firmware Update
Please select a key >

Press Enter to Start Firmware Update.
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Complete the Upgrade and Restore Communication Rate
22. Choose 9600 bps from the menu, shown below left.

23. From the HyperTerminal menu, click on Call, then choose Disconnect (this will not close the
HyperTerminal connection to the card).

24. In the HyperTerminal menu bar, click on File, then choose Properties.

25. Click on the Connect To tab and click the Configure button. This opens Port Settings tab in the
COM1 Properties window, as shown below right.

26. Choose 9600 from the Bits Per Second drop-down list and click OK, then click OK to close the

Properties window.

27. In the HyperTerminal menu bar, click on Call, then choose Call from the drop-down menu.

28. Press the Enter key.

Call menu

B ot conme Tarsmisal
B B Yo Cd D B

DF o3 08 &

Disconnect Terminal Window,

Change Terminal Communications Rate to Hatch New Rate.
Reconnect Terminal Window,
Press Enter,

Please select a key »

Press Enter to Stert Firmwsre Update.
(ki

Resetting. ..

Please change Terminal Communications Rate to 9600 bps.
Instructions to Change lerminal Communications Rate:

- Disconnect Terminal Window,

- Change Terwinal Comeunications Rate to 2600,

- Reconnect Terminal Window.

Cormectadt 144,47 dotadetect  L1SO0 B W

29. Choose Exit and Save from the Main Menu to reboot the card.

com1connexion Properties
Connect Ta | Settings
-
COM1 Properties
Cowtihisac: Fort Settings
Enter the area code withaut the long distancs prefi.
et Bits per secend: 9800 [v]
Phone number
Databits: |8 [l
Connect using. [COM1 [a] - g ~ 9600 bpS
it Stop bits: | 1 [»e]
Flow control | None [v]
(=
| |
‘| Configure ok [cene ) [_ows
button
Main Menu

When rebooting is complete, the upgrade is finished.

Check the new firmware version if you wish (see A.3.2 - Determine
the Liebert IntelliSlot Card Type and Firmware Version).

1: System Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

q: Quit and abort changes
x: Exit and save

Please select a key ?> 5
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