Building, Deploying, and
Updating an Image on HP
Commercial PCs
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Terms and definitions

Term Definition

SCCM Microsoft® System Center Configuration Manager

WsUS Windows® Server Update Services

SCUP Microsoft System Center Updates Publisher

Windows ADK Windows Assessment and Deployment Kit

Windows AIK Windows Automated Installation Kit

Windows PE Window Pre-Installation Environment

HP MIK HP Manageability Integration Kit for SCCM

0sD Operating System Deployment

HP SDM HP SoftPag Download Manager

HP SSM HP System Software Manager

HP BCU HP BIOS Configuration Utility

0S Operating system

PXE Pre-boot Execution Environment

SoftPag Format used to deliver software to the end-users. It is self-extracting and (optionally) auto-executing.
Overview

The purpose of this document is to detail the specific steps required to build a common HP image across our HP Elite and
Pro series products using Microsoft System Center Configuration Manager (SCCM) 2012 R2 or higher and to provide
common methods for deploying HP updates. This document assumes that you have a reasonably high level of familiarity
with the standard SCCM deployment process.

Requirements

How you structure or configure SCCM is a matter of preference, and the criteria differs from organization to organization.
This document does not include instructions on how to install and configure SCCM. HP recommends installing and
configuring SCCM before integrating HP Manageability Integration Kit (HP MIK) and other HP tools.

Note

SCCM and Windows Deployment Services (WDS) must be properly configured for use with both the operating system
deployment (OSD) and Preboot Execution Environment (PXE) function. For more information of Microsoft System Center
Configuration Manager, go to http://www.microsoft.com/systemcenter.



http://www.microsoft.com/systemcenter

Operating system deployment

Bare metal deployment with driver pack via HP MIKImporting HP Driver Packs into SCCM

1.

2.
3.
4

10.

If HP MIK is not installed, download and install it. See Appendix A: Installing the HP MIK for SCCM 2012 R2 or higher.
In the Configuration Manager console, select Software Library.

In the Software Library workspace, expand Overview, and then click Operating Systems.

Right-click Driver Packages and select Download and Import HP Client Driver Packs.

Note

If you want to create a custom driver pack, select Create and Import HP Client Driver Pack. Browse to select an
operating system and HP product(s), and choose specific driver(s) to import.

If you have previously downloaded this driver pack, select Import Downloaded HP Client Driver Pack. Browse to
location that you want to download the driver pack to, and then follow the on-screen instruction to complete the
importation of the driver pack.

Software Library <

4| & Overview Software Library

_| Application Management

4 | | Software Updates

] All Software Updates “ Navigation Index

5] Software Update Groups

Deployment Packages Application Management: Manage apj
hierarchy.

2" Automatic Deployment Rules

4 Operating Systems Operating Systems: Manage drivers, o)
- systems and virtual hard disks.
2%, Drivers

Office 365 Client Management: Monit:

IS Driver Packages
ES Operating System Images s Create Driver Package
¥

B, Operating System Upgrads Import Driver Package

Boot Images w Create and Import HP Client Driver Pack u

Task Sequences @ Download and Import HP Client Driver Packs
= Virtual Hard Disks

QEI Import Downloaded HP Client Driver Pack

_| Windows 10 Servicing

Z
_| Dffice 365 Client Manageme Feedback

Folder 4

Select an operating system from the Operating system list. The Available products field displays the products that
support driver packs.

Optionally, enter keywords into the HP product name field and press Enter to filter the list of available driver packs.
Select the driver packs for the targeted operating system deployment, and then click the right-arrow button to add the
products to the Selected products list. The driver packs associated with the selected products are displayed in the
Available driver packs list.

Optionally, select distribution points to assign the imported driver packs to specific destinations. However, cloud
distribution points are not supported.

Optionally, change the default location for Configuration Manager to save the drivers and driver package. Be sure that
the specified location has sufficient rights to be accessed by all necessary user accounts. The location is saved
automatically, per user, after a successful importation.

If the driver pack download and importation process much stop when an error is encountered, clear the Continue on
errors checkbox. By default, this box is checked. If multiple driver packs are selected, the process continues to the next
selected driver pack if the download and importation of the current driver pack fails.



11. Select Download and Import to start the driver pack download and importatation process.

Note
Only use the Reset Form button to clear all current selections.

[/} Download and Import HP Client Driver Packs -

Select an operating system and HP product(s).

Operating system: |Mu:n:|suﬂ Windows 7 Professional 64 Edition w |

HP product name ‘ |

Available products: Selected products:

HP BlteBook 840 G1 Notebook PC - HP Compag Elie 8300 Allin-One PC
HP HliteBook 840 G2 Notebook PC HP HiitzBook Falio 3470m Notebook PC

HP BliteBook 8460p Notebook PC

HP HliteBook 8460w Mobile Workstation

HP BliteBook 8470p Notebook PC

HP HiteBook 8470w Mobile Workstation

HP EliteBook 850 G1 Notebook FC

HP HiteBook 850 G2 Notebook PC

HP BliteBook 8560p Notebook PC

HP HiteBook 8560w Mobile Workstation e

Availzble driver packs:

Mame Version Released Date  Size (MB) Driver Pack |0 View Release Notes  Remove
HP Motebook x0c704cc75 Windows 7x64 Driver Pack  1.00.A1 20120917 798.3 sph8835
HP Compaq Elite 8300 PC Windows 7x64 Driver Pack 1.01A1 20130403 5473 sp61385 =] &

Select the content destination and network shares

Distribution points:

Drivers: ‘-.'-SCCMZDWZ.HPexamD\e net'SMS_TSTWOSDLib\Drivers\HP \Cliert ‘
Driver packages ‘--SCCMZDTZ HPexample net'SMS_TSTWOSDLib \DriverPackages \HPCliert ‘

Eror handiing: Continue on emors

[] SCCM2012.HPEXAMPLE.NET ‘

‘ Reset Fom H Download and Impart H Close |

12. During the download and importation process, a dialog displays the current operation and progress. This process
downloads the selected driver packs and then imports them into Configuration Manager. If one or more selected driver
packs already exists in Configuration Manager, the process prompts the user to skip or overwrite the existing driver
packs.

After the process is complete, a summary of the import status of each driver pack is displayed. Click on the summary or
detailed log files for more information about the status of the driver pack importation.

Note
These logs can be found on SCCM server at
c:\Users\administrator.domain\appData\Local\Temp\hpclient\.

L] Import Driver Pack Status -

Summary Successfully downloaded and imported 2 of 2 driver packis)

Each driver pack import status is listed below.

Please see the summary and detailed log files for more information.

Details Status  Title
®  HP Compaq Flite 8300 PC Windows 7 x64 Driver Pack [101 A 1]
®  HP Notebook 070075 Windows 7 x64 Driver Pack [1.00 A 1]




13. Theimported driver packs are available in Driver Packages > HP Client Driver Packages. The drivers are imported
into the base driver folders and then given categories that match the driver package name.

Before the imported driver packs can be used in a task sequence, they need to be pushed out to the distribution points.
If no distribution points were selected in the download and import dialog or if additional distribution points are needed,
select each imported driver pack, select Distribute Content, and then follow the on-screen instructions to push the
driver packs to the desired distribution points.

Note

This process requires a continuous Internet connection to Ftp . hp . com. If the driver pack information cannot be
retrieved from ftp.hp.com on the device by the Configuration Manager console, open a browser session to verify your
Internet connection, and then try to complete the process again.

If there is no Internet connection to ftp.hp.com on the device with the Configuration Manager console, obtain the HP
driver packs via one of the methods in the section Importing HP Driver Pack without using HP MIK, and use the Import
Downloaded Driver Pack menu item instead.

Because you tried to import the driver and appended a new category to it, you might have the duplicate driver entries in
the driver library.

Importing an HP WinPE Driver Pack and creating boot images
1. Download the HP WinPE driver pack and save it on a shared location.

2. Inthe Configuration Manager console, select Software Library.
3. Inthe Software Library workspace, expand Overview, and then click Operating Systems.
4. Right-click Boot Images, and then select Create HP Client Boot Image.

Note

Each version of Microsoft System Center 2012 Configuration Manager supports a specific version of Windows AIK or
Windows ADK. You can service, or customize, boot images from a Configuration Manager console when they are based
on a Windows PE version from the supported version of Windows AIK or Windows ADK. Because of this limitation, HP
CIK Create Boot Image provides limited support.

Configuration Manager uses Windows ADK, particular DISM.exe, to inject drivers to a boot image. HP MIK leverages this
DISM method to inject specific HP NIC, Storage, and USB 3.0 drivers contained in the HP WinPE Driver Pack into the base
boot image. Be sure that you are fully aware that if you use your customized image as a base boot image; the resulting
HP boot image has all modifications and customizations of your base boot image.

B Operating System Upgrade Packages

=3 Boot Images » Barant Al
- Add Boot |

] Task Sequences = iabelis’ i3

=a Virtual Hard Disks U:l Create HP Client Boot Image I

_| Windows 10 Servicin (# Feedback

_| Office 365 Client Ma Eshl »

5. In Create HP Client Boot Image(s), click Browse to select the downloaded HP WinPE driver pack SoftPaq targeted for
importation.

6. Optionally, change the default locations for Configuration Manager to save the drivers, the driver package, and the boot
images. Be sure that the specified locations have sufficient rights to be accessed by all necessary user accounts.

7. To create boot images with drivers from the selected HP WinPE driver pack, select the base boot images to use, and
then select Create.



8. Optionally, select distribution points to assign the boot images to a specific destination. However, cloud distribution

points are not supported.

Specfy an HP chent WinPE diver pack and base boot image(s) to create HP clent boot images.

HP chartt WinPE driver pack |C:\SD:MSun\WhPE 5.0 SP70716.4\SP70716.exe

Dviver pack tithe:

HP Cliert WinPE 5.0 x86 and x4 Driver Pack [1.02A.1]

[ Boot mage ix36)

Base boot imageis):

Davens: [\\SCCM_2012R2 example net\SMS_TST\OS0\Lb \Drivers \HP Glert | [ Bowe . |

Duiver packages: [\\SCCM_2012R2 example net \SMS_TS T\OSD\LE\DriverPackages \HP\Chert |

Boot imagefe): [\\SCCM_2012R2 example net\SMS_TST\OSD\Lb\Boctimages HP\Clert || Bowse |
Note

If you attempt to import an unsupported WinPE driver pack, HP MIK does not display any base boot images based on

the Windows ADK version installing on the server.

Speofy an HP clert WinPE driver pack and base boat imageis)to create HF cient boot images.

| [(oowee... |

HP clert WinPE driver pock: |C:\SCCMshare\DrverPacks'\WinPES. 0\ep 70716.axe
Detver pack tle HP Clert WinPE 5 DxB6 and x64 Drver Pack [1 D2A 1]
Base boot imagels)

Select the cortent destnation and netwark shares.

For more details on operating system versions supported by HP MIK, WinPE, ConfigMgr, and Windows ADK, see the
white paper Microsoft ConfigMrg and HP CIK - Supported Combinations & Features.

9. Optionally, change the default location for Configuration Manager to save the drivers and driver package.
10. Depending on the architecture of the base image, x86 and/or x64 images are created. HP WinPE driver packs contain

drivers for both 32- and 64-bit boot images.

After the process is complete, the new boot images are available in Boot Images > HP Client Boot Images.

€&« - | S\ » Softwerelibrary » Overview » Operating Systems » Bootlmages » HP Client Boot Images

Software Library € HP Client Boot Images 2 items

4 f()mnnm Search

* [ Application Management lcon  Name Version
+ [ Software Updates B HPClientBootimage (x64)  63.9600,16384
4[] Operating Systems WGP Cliert Boot Image (86)  6.3.9600,16384

|| Drivers

Comment
wiith HP Client WinPE 5.0 ¥86 and «54 Driver Pack 1.024
with HP Client WinPE 5.0 386 and x64 Driver Pack 1.024

4 g Driver Padkages
[ HP Client Driver Packages

W Operating System Images

™, Operating System Installers
Boot Images

[l HP Client Boot Images

Task Sequences
s Virtual Hard Disks

<
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Importing HP Driver Pack without using HP MIK

Downloading HP Driver Packs
There are several ways to download HP Driver Packs without using HP MIK:

« Via HP SDM. See Appendix B: Using HP SDM.
« Via HP Client Management Solutions.

To download HP Driver Packs via HP Client Management Solutions:

1.

Go to http://www.hp.com/go/clientmanagement.
Select HP CMS Download Library.

Under HP Drive Pack Matrix, select the link to the 32-bit or 64-bit driver packs, depending on the target operating
systems.

Locate the appropriate product types, model names, and operating systems of the target devices, and then download
the appropriate driver packs for the target operating systems.

Creating and importing HP Driver Packs
HP Driver Packs are self-extracting executable files that generally contain all or most of the drivers need for a bare-metal
deployment. You need to extract these self-extracting executables before creating and importing them.

Creating a driver package

1.
2.
3.

In the Configuration Manager console, click Software Library.
In the Software Library workspace, expand Overview, and then click Operating Systems.
To start the New Driver Pack Wizard, right-click Driver Packages, and then click Create Driver Package.

4 Operating Systems
|, Drivers

Bs Driver Packages

Cr -
Bl Operating System Images @i Create Driver Package

e
! t Driver Pack
B Operating System Installers SOl PP I L S

-

In the Name field, enter a descriptive name for the driver package.

In the Description box, enter an optional description for the driver package that provides information about the
contents or the purpose of the driver package.

In the Driver packages Source field, enter the path for an empty source folder for the driver packages in Universal
Naming Convention (UNC) format.

—or—
Click Browse to open the Select Folder dialog, and then browse to the folder that you want to use as the source for this
driver package. Each driver package must use a unique folder.

Note
The new driver package does not contain any drivers. The next step is to add drivers to the package.

Importing device drivers into the driver packages

1.
2.
3.

In the Configuration Manager console, click Software Library.
In the Software Library workspace, expand Overview, and then click Operating Systems.
Right-click Drivers, and then click Import Driver.

(e |
|

g Windows Sideloading Keys
software Updates
- Operating Systemns
43 Drivers = -
] ¥ Import Driver
4  Bs Driver Packages

HP Client Driver Packages Reioey :


http://www.hp.com/go/clientmanagement

4. The Import New Driver Wizard is displayed. In the Import New Driver Source field, enter the path to the source folder
of the extracted HP Driver Packs in Universal Naming Convention (UNC) format.

—or—
Click Browse to open the Select Folder dialog box, browse to the folder that contains the extracted HP Driver Packs,
and then click Next.

On the Driver Details page, click Next.
6.  Onthe Add Driver to Packages page, select the package created in Creating a driver package.

? Add Driver to Packages
SERIEE Select the packages to add the imported driver
Driver Details
Add Driver to Packages
Add Driver to Boot Image Specify the package to add this driverto.
Sl Drivers must be added to packages and deployed to distribution points before computers can use
Progress them. Distribution points can be updated immediately.
Completion It is recommended that you add all required drivers before updating the package
Name: Package ID Select All I
(]| HP Client WinPE 5.0x86 and x64 Driver Pa... | TST00028
[C]|HP Compaq Eite 8300 PC Windows 7x64 .. | TST00017
[] | HP Compaq Pro 6300 PC Windows 7x54 D.. TST00015
[ |HP DT 600/700/800 G1 Windows 8.1x64 ... |TSTOD019
HF Elite/ZBook 7x/8x G2 Win 7x64 Driver ... | TST00018
[ |HP Eite/ZBook 7/ G2 Win8.1x64 Drive... | TSTO0015
[ [test TSTO00E New Package... I
[+#] Update distribution paints when finished
| | < Previous | Next > ‘ Summary | Cancel
< [ >

7. Onthe Add Driver to Boot Images page, leave the setting as default and click Next.

Important:
Do not add drivers from an HP Driver Package to your boot image. HP has WinPE specific driver packages that are
covered in Importing an HP WinPE Driver Pack and creating boot images.

8.  Onthe Completion page, confirmation that the new drivers were imported successfully is displayed.
9. C(lick Close to exit the wizard.

? Completion

Locate Driver

- . i
DhTANEES @) The Import New Driver Wizard completed successfully
Add Driver to Packages b

Add Driver to Boot Image Detais:

Summary
Al driver(s) are imported successfully.

Progress

0 Success: The following driver(s) were imported:
» Realiek High Definibon Audio
« PClbus
= Intel(R) USE 3.0 Root Hub
= Intel(R) USE 3.0 eXiensible Host Confroller
« Intel Device
= Intel Device
= Intel Device
« Intel Device
= Intel Device
» IntellR) Management Engine Interface
. wuﬂm Management Technology - SOL

» Pei

» AMD FirePro M4170

+ AMD FirePro M4170

« AMD High Definition Audio Device -
LetalEN Dieobae Audic,

To ext the wizard, click Close.

Close

] [ Surmemary




Distributing the driver packages
1. Inthe Configuration Manager console, expand Software Library > Overview > Operating Systems >Driver
Packages.

Right-click the newly created driver packages and select Distribute Content.
3. Select a distribution point.
If the distribution is successful, a notification appears that the wizard complete successfully.

Downloading and Importing HP WinPE Driver Packs
Downloading HP WinPE Driver Packs
1. Go to http://www.hp.com/go/clientmanagement.

2. Select HP CMS Download Library.
3. Browse to HP WinPE Driver Pack, and then select the 32- and 64-bit link.
4.  Download the appropriate version for your WinPE environment.

Note
See Microsoft ConfigMgr and HP CIK Supported Combination and Features for more information.

5. Extract the HP WinPE SoftPaq to shared location.

Importing HP WinPE Driver Packs into a boot image
1. Inthe Configuration Manager console, click Software Library.

2. Inthe Software Library workspace, expand Overview, and then click Operating Systems.
3. Right-click Drivers and then click Import Driver.
4.  The Import New Driver Wizard is displayed. Browse to the extracted HP WinPE Driver Packs, and then select them.

Note
HP WInPE driver packs include both the 64- and 32-bit drivers into one pack. HP recommends importing them
separately with categories associated to the driver architecture; that is, WinPE 5.0 x86 or winPE 5.0 x64.

On the Driver Details page, verify that the drivers to be imported into the boot images are selected, and then click Next.
On the Apply Driver to Package page, do not select any packages, and then click Next.
On the Add Driver to Boot Image page, select the appropriate base boot image.

Optionally, select the Update Distribution point when finished option.
£ Import New Driver Wizard =l

© N o wm

_‘:g Add Dviver to Boat Images
—

Locate Diiver Salact drvers (o includa in The boot image

Diriver Detarks

A Driver to Package:
Tha rEcrac dvver & rarros car drver 2 MR EOrAgE SeviCe cer I AT b necemy
For 2 computer 1 sl Select the bodt mages 10 noude T S Mte Bt mages must be

AT wpdated on fhow datribution porta £ add the now dvers

[ =
¥ Bloct mage bd) :
= Cear N
Boct mage (B
odate Setrbator parts mher fmehed
< Prevatnn et » Susmimiany Cancel

9. Onthe Completion page, there is a confirmation when the drivers are imported correctly.

Note
Before these boot images can be used in a task sequence, the boot images need to be pushed out to the distribution point.

Creating an operating-system-deployment task sequence

1. Inthe Configuration Manager console, select Software Library.

2. Inthe Software Library workspace, expand Overview, and then click Operating Systems.

3. Right-click Task Sequences, and then select Create HP Client Deployment Task Sequence.


http://www.hp.com/go/clientmanagement

6.

Bl Dperating System Images
B, Operating System Upgrade Packages
B Boot Images
[ ﬂ Task Sequences
(s Virtual Hard Disks
* [ Windows 10 Servicing
b [ Dffice 365 Client Managems

E Create Task Sequence
El Create Task Sequence Media
‘- Impart Task Sequence

() Create HP Client Deployment Task Sequence
# Feedback

Folder ¥

Select a template from the Task Sequence Template drop-down box. The following example shows how to reference
HP Tools to aid with the deployment process.

Fillin the fields as instructed.

A.  Select a parent task sequence template.

B. Enter a name for the new template.

C.  Enter the Account name and Password for an account with administrator-level credentials.
D. Select Use an 0S WIM, and then select the Operating system package to use.

Task sequence tempiste: | Dafault template for Windows 7 or Windows § v
Dctadt

Defat tervplabe for Win

-
Tesk sequence name. |HF’Gu1'luhSw | I
Hetwers (Adminisimior] account:

Enter administratordevel credentiais to acosss shares and W on the sie server
Acoount name: |wd¢\uhi'ih!u |

Paapword: ll-llll-ll-ll ]

Corfirm d |rvwnﬂu |

Orasing s rEasaT
@) Lee an 05 WIM
C Scpted 05
Operatng system package 1o Lss
[Windowes 730154 v

Reguined HF ciert packages:
HP Cliert BIDE Corviigumtion Uity

HP Cliart Support Tooks:

Select Create to create a basic, bare-metal deployment task sequence for HP client systems. A message box displays
confirmation of the successful creation of the task sequence.

0 Successfully created the task sequence HP Client Task Sequence

[ o ]

M
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Configuring task sequence steps for your environment

1. Right-click the task sequence created in Creating an operating-system-deployment task sequence, and then select
Edit.
¢ x64 1items
lcon Name Description Package ID

[E] Windows 7

/' Edit

Enable

‘ Disable
#» Export
= Copy
E (3 Refresh E5
/5 Delete Delete

2. Click the Apply Device Drivers step in the task and delete it. HP recommends apply driver package to handle drivers in
this task.

3. Click Add > Drivers > Apply Driver Package.

Win7 SP1 x64 Task Seque
Add ~|| Remove 1% (§ | Properties Ogtions
Mew Group n Type: Aoply ¥
General 3 MName: Apply W
Disks b Deseription \T
User State » 1
Images » Entter licensing and reqgistration infi
Drivers » | Auto Apply Drivers
Settings » | Apply Driver Package
HP Client Tasks  » T[St
Product key:

4. Optionally, in the Name box, modify the name of the driver package.

Note
In the task sequence, move this step to directly after the Apply Operating System step.

If you are deploying the same task sequence to multiple HP platforms, repeat steps 3 and 4 for each platform.

Browse to the driver package created earlier, and then select it.

On each HP system there is a unique identifier called a system board ID, or SYSID for short. The SYSID never changes
for any specific model and can be relied upon for driver insertion. You can find this value via a WMI query, because this
value is used by HP driver tools for system detection. HP recommends that you use this value to control driver injection
and package installation.

To perform a WMI query to find the SYSID:
A.  Onthe Apply Drivers Task step, open the Options tab. Select Add Condition, and then select If statement.

2 | Properties | Options

[ ] Disable this step

[ ] Continue on emor

|7] Add Condition ~ Remove | X Remove £

If statement tonditions ar

Task Sequence Variable
n 12 _BaseBoal
Mimaratinea Ciortans Warmrinm




H.

On the If Statement Properties page, click Any Condition, and then select OK.

If Statement Properties -
() All conditions
®) Any condtion
() None
| ok || Cancel |

Click the If any statement you just added, and then click Add Condition > Query WMI.
Propeties = Options

[7] Disabls tha step

[] continue on emor

ﬂ Add Condition =|| 2 Remove | 2 Remove All

If statement

rondtions are met:
Tack Sequence Variable |
BaseBoard WHERE Product = "1553"
BaseBoard VWWHERE Product = "198F"
BaeeBoard WHERE Product = " !
BaseBoard WHERE Product = "

R R BaseBoard WHERE Product = "2101"
Regictry Setting BaseBoard WHERE Product = 994"
BaseBoard WHERE Product = "2102"
Installed Software X ="11BY
TTEoEy Jrcee T rronrwrse BaseBoard WHERE Product = "1551"
WMIQuery SELECT "FROM Win32 BaseBoard WHERE Product = "15592"
WMIGQuery SELECT "FROM Win32 BaseBoard WHERE Product = "1303"

Cperating System Version

File Properties

Folder Properties

(RS (R = = T I =

Open the CVA file from the driver pack that you imported. The CVA file within an HP SoftPaq is a text file similar to
a Microsoft .inifile.

Find the SYSIDs of all systems supported by the driver pack.
Enter this WMI Query for each SYSID you found that is in your IT environment.

For example, a SYSID of “1993’ can be tested for during deployment using the following WMI Query:
SELECT * FROM Win32_BaseBoard WHERE Product = “1993”

WMI Query Properties -
Entter the WMI Guery to evaluate
WM N e |mot'-£:imv2 |
WAL Query: SELECT *FROM Win32_BaseBoard WHERE Product | ~
="1593"
-
| Test query | 0K | | Cancel |

Click Test query. If successful, a valid syntax confirmation message appears.

Note
If a valid syntax is not reported, your task sequence will fail because the task sequence engine cannot evaluate
the statement properly.

Configuration Manager B

WMI Query [ SELECT * FROM Win32_BaseBoard WHERE Product =
"1993"] in namespace [ root\cimv2 ] contains valid syntax.
The returned result count: 0

oK

Add a WMI query for each SYSID in your environment.
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Note
All the WMI queries should be rooted to the If any statement.

3 | Properties | Options

[] Disable this step

["] Continue on emor
7] Add Condition ~ > Remove | X Remove All

Wmmmwm.—

= l‘ Any the conditions are true:

n " WMI Query SELECT " FROM Win32 BaseBoard WHERE Product = "13993"

WMI Query SELECT * FROM Win32 BaseBoard WHERE Product = "198F"

~ WMI Query SELECT * FROM Win32 BaseBoard WHERE Product = "190A"

. \WMI Query SELECT * FROM Win32 BaseBoard WHERE Product = "213E"

~~ WMI Query SELECT " FROM Win32 BaseBoard WHERE Product = "2101"
WMI Guery SELECT ° FROM Win32 BaseBoard WHERE Product = "1534"

" WMI Query SELECT * FROM Win32 BaseBoard WHERE Product = "2102"

WMI Query SELECT * FROM Win32 BaseBoard WHERE Product = "21B3"

- WMI Query SELECT * FROM Win32 BaseBoard WHERE Product = "1991" '1391"

o WMI Query §E_LE:[ - FRQM Win32 Eag &g;d WHERE Pm g ﬁz

- WMI Query

I.  Repeat this process with for each driver pack, so that every driver pack contains every WMI query needed to
support the platforms in your IT environment.

7. You can now deploy the task sequence.

Add ~  Remove %% (§ | Propedies | Options
Pegad in WPt Time: [Roply Dirver Package |
Configure Hardware
@ Set BIOS Corfguration (ot Fis) Name: |HP Eite/Zbook G2 Win 764 DP |
Install Operating System -
Remove Dk Farttions (dskpar clea | Do 0i000: A
Parttion Disk 0 - BIOS &

@ Partition Disk 0 - UEFI
Aeply Operating System image
HP Bite/Zbook G2 Win 7x64 DP
HP Pro 6300 Win 7E4 DP -

Driver 2 HP Eite/ZBock /B G2 Win 7x64 Drve Browse. .

Fpply Network Settings
Setup Windows and Corfighigr DWhmwMHMhmbﬁv&wﬂwv
Reboot 1o Hard Drive installs Windows cperating systems that are earlier than Windows Vista

Select the driver package contaning divers o be made avalable duiing Windows sebup

Criver

Madsl

=] Do unattended instalation of unsigned drivers on versions of Windows where this s
alowed




BitLocker task

Using HP BIOS Configuration Utility to prepare the BIOS for BitLocker enablement
If you have HP MIK installed, right-click the HP Client BIOS Configuration Utility package in the Software Library and

1.

select Properties.

Software Library
= f_ Overview
4 || Application Management
[&] Applications
4 [ Packages
_| HP Client Support Packages
1 Microsoft Packages
= Approval Requests
[¥] Global Conditions
&% App-V Virtual Environments
‘¥% Windows Sideloading Keys
_| Software Updates

| Operating Systems

< HP Client Support Packages 3 items

Search

Name

o
o
-]

HP Client Support T
SSM

o Jo o]

Click the Data Seurce tab. Do not click the network location.
Browse to the location of the source package, and then copy the BiosConfigUti lity64.exe file to a USB drive.

|@ &

L

=

AP I¥E

-

%

Programs

HP Client BIOS CDnﬁnJ‘r:finn | Ikt n

Manage Access Accounts

Create Prestaged Content File

1 Create Program

Export
Refresh F5

Delete Delete

Manufactu

Deploy
Distribute Content
Update Distribution Points

Move

Set Security Scopes

Properties

Note

Sometimes the operating system deployment folder is not properly shared and permissions need to be fixed on this

folder before you can browse it and copy files into it.

HP Client Support Packages

leon MName
HP Client BIOS Configuratiq
HP Client Support Tools

o] SSM Seript

=] HP Client BIOS Configuration Utility Properties

| General | Data Source | Data Access | Distbution Settings | Reporting | Content Locations | Securty

Select whether this package contains source files. I it does, specify the initial location of the files and set

additional source file options.

[w] This package contains source files

Source folder

Source version:

1(7/7/2015 1:23:06 PM)

Insert the USB drive into the client system you are working with and run the following command, where Dz \ is the USB

drive:

D:\BiosConfigUtility64._exe /get:unigquename.txt

HP recommends that you name the configuration file <mode Iname> . txt so that a small form factor desktop HP

6300 would be 6300sTf. txt or an HP Revolve G2 would be 810G2 . txt.
Verify that the configuration file was created in the root directory of the USB drive.
Open the configuration file and delete any settings that you do not intend to change.
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7. The following settings are required to allow BitLocker to be enabled in your SCCM task. The following example uses the
HP 810 G2 used as an example.

Note

If you are a first-time BCU user, see the HP BIOS Configuration Utility (BCU) User Guide for details on how BCU works and
command-line usage.

The settings can be slightly different for each platform family, and as such HP recommends that you create a
configuration file for each platform, and that testing effort is put into verifying cross platform compatibility of a given
configuration file. Product families of the same generation can generally share a configuration file, but always test any
configuration files you intend to deploy.

Set TPM Reset to Factory Defaults to No.

Set Reset of TPM from 0S to Enable.

Set 0S Management of TPM to Enable.

Set Activate TPM On Next Boot to Enable.

Set TPM Device to Available.

Set TMP Activation Policy to No prompts.
|

File Edit Format View Help

mm o N WP

English

TPM Reset to Factory Defaults
*No
Yes

Reset of TPM from 0S5
Disable
*Enable

0S Management of TPM
Disable
*Enable

Activate TPM On Next Boot
Disable
*Enable

TPM Device
Hidden
*Available

TPM Activation Policy
Fl to Boot
Allow user to reject
*No prompts

8. Save this file in the Config folder in the BCU package source location.
9. Enter the BIOS Admin password is required to enable the TPM settings.
10. The P@sswOrd1234.bin file needs to beinthe BCU folder as well.

For setup information for SSM and instructions that detail the creation of the password.bin file, seeAppendix C:
Installing and configuring HP SSM.

MName Date modified Type Size
J Config 4/15/2015 &4 PM File folder
{#] BIOS Configuration Utility User's Guide 7/2201510:14 AM  Internet Shortcut 1KB
@ BiosConfigUtility 22015 %1TAM  Apphication 1,378 KB
&) BiosConfigUtilitysd 3/27/2015 %17 AM  Applicatior 1,769 KB
D HpqPswd 3/11/2015 416 PM  Application 1,970 KB
&7 HpgPswdsd 3/11/2015416 PM - Application 2,706 KB
| packag:ﬂ'n[a,c‘fg 373072015 10:41 AM  CFG File 16 KB
&) RunBCU 7722015114 AM - Windows Comma 2KB

11. Inthe Software Library, right-click the HP Client BIOS Configuration Utility package and select one of the following:
— If the connected has not been pushed to the distribution points, select Distribute Content.


ftp://ftp.hp.com/pub/caps-softpaq/cmit/whitepapers/BIOS_Configuration_Utility_User_Guide.pdf

— If the content exists on the distribution points, select Update Distribution Points.

Note
Anytime a config file is added to the BCU source folder, the package must be updated on the distribution points.

Editing a task sequence to modify BIOS settings and disable or enable BitLocker

The HP BIOSConfigUtility.exe requires a BIOS setting text file to perform configurations. The tool can also be used to set a
BIOS Administrator password or to work with systems that have a password in place. This text file uses a specific syntax to
ensure that it is properly recognized and used. Get this file by running the tool on an existing client (one that is to be
managed) with the /GET option. The file can then be modified and applied to a similar client with the /SET option.

1. Right click the task sequence and select Edi t.

2. Atthe top left of the task sequence Disable BitLocker, click Add > New group. Add this group to the beginning of the
task.

3. Click Add, select Disks and then click Disable BitLocker.

Note
To use this task sequence step, the Windows operating system must support BitLocker.

Win7x64 Task Seque

Add - || Remove (3 | Propertes | Options

Mew Group L Type: Gro

General » Nama: [Dis:
| Disks » | Fo;nat and Partition Disk i

User State L Convert Disk to Dynamic

Images » Enable BitLocker -

Drivers O Disable BitLocker li

settings b Pre-provision BitLocker

HP Client Tasks [

4.  Add another new group to the end of the task, called BitLocker Tasks.
5. C(lick Add > General > Run Command Line.

Win7 SP1 %64 Task Sequ
Add ~|| Remove (,3 | Propeties |Options
MNew Group L Type: Groug
| General » | RunlCommand Line |_|
Disks » Run PowerShell Script b
User State r Set Dynamic Varables ¢
Images b Install Application _
Drrivers » Install Package |
Settings b Install Software Updates
HP Client Tasks ~ » Join Domain or Workgroup
Connect to Metwork Folder
Restart Computer
Set Task Sequence Variable
Check Readiness

Rename this task Set BIOS settings for BitLocker via BCU.

Select the start this command line in a package box, and then select the HP Client BIOS Configuration Utility
package.

8. Add this command line, where 810G2 . txt is the name of the configuration file in the BCU\config folder and
P@sswOrd1234.binis the password file in the root of the BCU package source:

RunBCU.cmd /nspwdfile:P@sswOrdl1234.bin /setconfig:”Config\810G2.txt”
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This command line sets the BIOS password to the value in the P@sswOrd.bin setting, enables TPM on next boot,
bypasses the F1 prompt that is generally associated with activating the TPM, and prepares the BIOS settings for the
operating system to manage the TPM.

Note

Most systems can use the same or a similar config file. If you have multiple config files for multiple systems and want
to deploy a task sequence delivering the config files tasks to the right systems, you can use the If any SYSID
statements. For instructions, see Configuring task sequence steps for your environment.

|4 Disable BilLocker Type. [ Command e ]
& Disabls BeLocker
[ Install Operating System Hame: Set BIOS Sentings for BeLocker with BCU ]
Restat in Windows PE
Pastion Disk 0 - BIOS U i
Pasthion Disic 0 - UEF
Hooly Operating System
Aoply Drver Packags i Y
Apply Vindaws Sefings = ; . -
prasdpssteerionia FunBCU e /rsprwefle Fi@swelrd 1234 bin /set: Carfig\B10G2 bt I
3 Setup
& Setup Windows and Configuration
4 Application installs e
3ssum:nmsm.
Restant Computer r
3 Tmaken [] Disable 6402 file system redeection
€ Set BIOS Sesg for Balockerweh B | o [ I =
(] Package:
[HP Chert B105 Configuration Liity 4.0.13.4 | [ oowse. |
] Tenecut frarntes): 15 =
(] Fun tis step a5 the folowing account
< " >
[ox [ cme [[ aw |

9. C(lick Add > General > Restart Computer.
A. Set Restart to the currently installed operating system.
B. Optionally, choose to notify the user.

10. Click Add > Disk > Enable BitLocker.

11. Enter the appropriate information on the BitLocker task.

12. The taskis ready for deployment.

Add ~  Remaove 39 (4 | Propettes | Options
| Disable Bitlocker | Type: Enable BrLocker |
& Disable BitLocker
{4 Install Operating System Name: [Enable BitLocker |
Restartt in Windows PE —
Parttion Disk 0 - BIOS Desapton 2
Parttion Disk 0 - UEFI -
Apply Operating System
Apply Driver Package Choose the diive to encrypt
Apply Windows Settings (®) Cument operating system drive
Aoy Netwiork Settings Chaose the key management to use forthe operating system dive
|3 Setup Operating System
b Setup Windows and Configuration
|} Application Installs @® TPMonly
SSM package to install remaining © Startup Key on USB only Firt available USB fiash driv
Restart Computer
("3 BitLocker Tasks © TPMand Startup Key on USB First available USB flash diiv
Set BIOS Settings for BitLocker with B
Enable Btlocker O TPMand PIN
O Specific Dive C:
Chooss where to creats the recovery key
® In Active Directory Domain Senvices
O Da not create a recovery key [iot recommended)
] Wt for BiLockerto complete the dive encryption on al diives before
Corfiguration Manager continues to run the task sequence
A\ Touse this task sequence step. the Windows aperating system must support
BiLocker.
< n >
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HP update deployment

Keeping the computers in a business up to date, with both the latest software and hardware updates, presents a number of
problem, including time, bandwidth, and logistical issues. HP offers tools that help streamline the update process, reducing
IT costs for small businesses and across an enterprise.

The method you select for your organization’s update depends on both on your existing infrastructure and the requirements
you have for software deployment and updates. Consider the following deployment methods and how you can use them to
support your deployment.

Deploying HP updates via HP Client Catalog and Microsoft SCCM 2012 or higher

HP highly recommends deploying HP updates via HP Client Catalog and SCCM. This method comprehensively assesses,
deploys, and updates servers, client computers, and devices across physical, virtual, distributed, and mabile environments.
SCCM is designed for large organizations and allows greater flexibility in customizing deployments of updates.

In addition, HP offers HP Client Catalog to streamline updates for HP systems within a SCCM infrastructure; HP Client Catalog
contains software driver and patch information for desktops, notebooks, and workstations. It provides detailed platform
information for software updates to target appropriate client systems within the managed enterprise.

Figure 1. Third-party update process using SCCM

Scan for Updates Deploy Updates

Internet Internet
ftp.hp.com ftp.hp.com
1 TS
JHPE&JIOQ e r‘?‘
for SMs E
i HP Updates

Publishing Tool (CUPT/SCUP)

Updates Catalog

) Site Server (SMS/SCE/SCCM)
Site Server (SMS/SCE/SCCM)

o '—,\‘ Policy

i

Client Client

1. Administrator downloads and imports the 1. Administrator selects and approves HP

HP Client Catalog into the publishing tool. updates for distribution.

2. Administrator publishes flagged updates 2. The update packages are downloaded to
to the SMS site server. the distribution point.

3. Target devices get policies to scan for 3. Target devices get deployment policies.
updates. 4. The update packages are downloaded and
4. Target devices download and scan for installed.

update compliance. The scan engine may 5. Target devices are rescanned for

query WMI for applicability. compliance and the information is sent back
5. Target devices send the compliance to site database.

information back to the site database.
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Configuration Manager

Configuration Manager uses Windows Server Update Services (WSUS) and the System Center Updates Publisher (SCUP) for
the software update process. SCUP allows an IT administrator to import and select custom software updates to publish to
WSUS.

The Configuration Manager custom update process includes three phases:

Importing and publishing third party updates

HP customers can configure the import list in SCUP to reference the link to the catalog on the HP FTP site and import it
into SCUP. The administrator can then select updates to publish to WSUS. Configuration Manager synchronizes with
WSUS, either on schedule or on demand, to insert the software update metadata into the Configuration Manager
Software Update Point server role. When the synchronization is complete, a site-wide machine policy is created to allow
managed systems to retrieve and initiate a scan for software update compliance.

Scanning clients for update compliance

When a managed system receives the machine policy, a compliance scan is scheduled. The Windows Update Agent (WUA)
connects to the WSUS server, retrieves the list of updates, and scans the managed system against the applicability and
installed rules of each update. The Configuration Manager Software Update Client Agents send compliance information
back to the site server. Based on the compliance status, the administrator can see which update are needed by managed
systems and can then decide which updates to distribute.

Deploying updates

The administrator creates deployments and deployment packages to distribute the selected updates. When a collection
of targeted devices receives a new deployment from the management point, the clients download the software updates
from a distribution point that has a deployment package containing the necessary software update binaries. The binaries
are then installed on the clients and the compliance status is reported to the site server.

Importing and publishing third-party updates
After installing and configuring the Configuring Manager site server, WSUS, and SCUP, you can use the following steps to
import the HP Client Catalog.

1.

Download the HP Client Catalog for Microsoft System Center Products at the following link and save it to your primary
site server or a system running the SCUP:

ftp://ftp.hp.com/pub/softlib/software/sms_catalog/HpCatalogForSms.latest.cab
Select Start > All Programs > System Center Updates Publisher > System Center Updates Publisher 2011.
Click Import, and then select Browse to browse to the location of the HP Client Update catalog cab file.

£3System Center Updates Publisher 2011

B
Home | Folders

b
ool B4
Create | Import
f:'[m“ FeL Overview
[l o Import Software Updates Catalog Wizard -
<+ Import Type
Import Type Select an import type

Summary ) Import one or more catalogs from My Catalogs

Catalog Location
Progress

Confirmation

®) Specify the path to the catalog to import

CASCCMishare\HpCatalogForSms.latest.cab Browse...

Example; C:\mycatalog\catalog.cab



ftp://ftp.hp.com/pub/softlib/software/sms_catalog/HpCatalogForSms.latest.cab

4.

Follow the on-screen instruction to complete the importation.

Note

There might be a security prompt to accept software update binaries signed by HP Inc. The option Always accept
content from “HPInc.” allows the administrator to publish multiple HP updates without having to accept each

individually. Select the appropriate option, and then select Accept.

@ Security Waming - Catalog Validation

Security Warning

Do you want to accept this catalog?
Name: HpCatalogForSms.20180210.cab
Publisher: HP Inc.

() Always accept content from “HP Inc.”

(@) Ask me every time

| View Certificate... | | Accept | | Don't Accept |

Catalog files from untrusted publishers can potentially harm client computers when
scanning for updates. Only accept catalogs from publishers you trust.

Tell Me More

3

Confirmation

Impon Type The Import Software Update Catalog Wizard completed successfully

Summary Import Catalog Information

Progress Hewlett-Packard Client Updates Catalog

Foeftp by
907 updates were processed
907 updstes were imported.

catalog/HpC. Intest eab

Confirmation

To exit the wizard, click Close.

< Previous DNext > Summary | Clase

When the importation is complete, the Confirm dialog appears. Select Close.

&] Import Software Updates Catalog Wizard X

Confirmation

Import Type The Import Software Update Catalog Wizard completed successfully

Summary Import Catalog Information
Progress e npotts e
) 3516 updates were processed.
Confiermation 3516 updates were imported.
To exit the wizard, click Close.

<prevos || Not> | [ Sy | [BERN

The SCUP windows displays the HP Business Clients under All Software Updates. Click HP Business Clients to view all

drivers and the categories.
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Publishing HP updates to WSUS
1. Select your updates. Right-click the updates, and then click Publish.

—or—
Click the Publish button.

VY /B o X AN

Create Impert it Assign Duglcate View Delete ExportfPublish | Bpire Reactvate
E AL

Create Expiration

& Overview
Software Updates
i

3 Mame Update Type Classification Severity  Article D BulletinID CVEID Expired Date Modified Date Published
| Driver E 2011 ATI Workstation Driver for ¥ Update Update Important sp62358 No 124372015 &7/2017
_J: Seftware & 2011 ATI Workstation Driver for ¥ Update Update Low 3p3%441 Ne 1210/2015
" Firmware 2 2013 Drive Encryption for HP Pro Update Update Important spf2519 No 373172015
2013 HP Client Security Manages Update Update Important spB2269 No 10/4/2016
2013 Security Manager [.0.3.134 Update Security Important spa2518 No 10/3/2013
2014 Wacom Digitizer Driver - W Update Update Important sp71726 Neo Tr23f2m5
& 2014 Wacom Digitizer Driver - W Update Update low  spl2152 No 842015
& 2014 Wacom Digitizer Driver [7.3 Update Update Important sp73084 No /2972016
gmlslme\ Dynamic Platform and Update Update Low £pT4284 Ne B16/2016
2015 Intel Dynamic Platform and Update Update Important sp72331 No 5/2/2017
ACPI driver for Z1 G2 graphics sc Update Update Important sp79342 No 5722017
& Agate Conexant Driver [1.31.36.6 Update Update Low spl2565 No 5/13/2016

5 Alcor Micro Smart Card Reader [ Update Low 5p52635 No
Updat

Edit
Assign
1/31/2017 Duplicate
5P 5242017 m [
Alcor Micro Smart Card Reader [ Update sp78334 2/8/2017 B | ViewXnt
Alps GlidePaint Trackpad Driver | Update sp71834 No 11432016 7 Delete
Alps GlidePoint Trackpad Driver | Update Update Low spTT430 Ne 5132017 - o
& Alps GlidePaint Trackpad Driver | Update Update Low  spb0610 No 11342016
o Alps GlidePaint Trackpad Driver | Update Update Important 5pE2984 Ne 9247203
Alps GlidePeint Trackpad Driver | Update Update Impenant spE3T30 No 10/22/2013 p e
Alps GlidePoint Trackpad Driver | Update Update Low  sp5d8ss No  3/31/2014 | Reactivate [’w
Alps GlidePoint Trackpad Driver | Update Update Low spl0196 Ne 471472015 L
& Alps HID Mause Driver [£.2205.1 Update Update Important sp74315 No 818208
Important sp75756 Neo 712872016

Imparant sp76339 No 114207
\

Az LD B fnucs Diricee 1811061 L 77900 n 2701

2. Select the appropriate publishing option.

Publish Options

Publish Options. Specify publish options
Summary Select hD‘wyou would like to publish the selected updates:
® Automatic
Progress Click Automatic to allow Updates Publisher to query Configuration Manager to determine whether the
selected software updates are published with full content or only metadata. In this mode, software updates are
Confirmation only published when they meet the client request count and package source size thresholds that are specified

on the Confighdgr Server page of the Options dialog box. If neither threshold is met, only the software update
definition (metadata] is published, Automatic is available only when Configuration Manager Integration is
selected on the Confighgr Server page.

(3 Full Content

Click Full Content when you are sure that you want to deplay the software updates by using Configuration
Manager, When Full Content is selected, Updates Publisher publishes the binary of the software update and the
definition (metadata) of the software update.

(} Metadata Only
Click Metadata Only when you only want to gather compliance information for the selacted software updatas.

When Metadata Only is selected, Updates Publisher publishes only the definition of the software updates,
Software update binaries are not published.

| ] Sign all software updates with a new publishing certificate when published software updates have not changed
but their cerificate has changed.

« Previous Mext = | | Surmimary | | Cancel

3. Follow the on-screen instructions.
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Synchronizing software updates from WSUS to Configuration Manager 2012

1. Inthe Configuration Manager console, select Software Library > Application Management > Software Updates > All

Software Updates.
2. Right-click AUl Software Updates, and then select Synchronize Software Updates.

- AIVILF £0'12 30 VWInso .,

4 Software Updates p—
oA AMD 2013 5G WinT81.,

5| All Software Updat
= e = Synchronize Software Updates

& Software Update Groups

— # izati
I8 Deploymiant Packages [ Run Summarization

“_d Schedule Summarization

|Z" Automatic Deployment Rules

Operating Systems Folder Lol

=

3. The synchronization process is initiated and might take a few minutes to complete. There is no visual indication that
the process has completed.

Note
Open SMS_WSUS_SYNC_MANAGER for details of the sync process.

4.  After the synchronization process has completed, follow the steps in Deploying an HP software update from
Configuration Manager to deploy an HP update.

Deploying an HP software update from Configuration Manager

In the Configuration Manager console, select Software Library > Application Management > Software Updates > All

Software Updates.

Right-click an update to be distributed, and then select Deploy.

Enter an appropriate name, and then select Browse and browse to select the collection to target for this update.

If you wish to create a collection for HP devices, see Deploying HP updates via HP SSM and HP SDM.
€ Deploy Software Updates Wizard =N

gg General

| General Specify general information for this deployment

Deployment Settings

Scheduling

User Experience Deployment Name I|.ﬂMD Video Win7/81 I ]
Alerts Description:

Download Settings
Deployment Package

Distribution Points

Download Location The following software update or software update group is included in this deployment
Language Selection Software Update/Software
AMD 2014 Win781 Video Driver [14.301.W
Gl ST G |
Progress Select a previously saved deployment template that defines configuration settings for this deployment. Before you complete this
Completion wizard, you have the option to save the cument configurations as a new deployment template

\ Select Deployment Template... |

Deploy this software update deploymert to the following collection

Collection lngw ] Browse

4.  Follow the on-screen instructions to complete the deployment process.

Note

The white paper HP Client Updates Catalog for Microsoft System Center Products provides details on the setup and custom
update process, explains the benefits of using this option, and provides additional resources for importing the catalog into
the SCCM and deploying HP updates to HP systems.



ftp://ftp.hp.com/pub/caps-softpaq/cmit/whitepapers/HP%20Client%20Updates%20Catalog%20for%20Microsoft%20System%20Center%20Products.pdf

Deploying HP updates using HP SDM and HP SSM

HP SDM is a free tool that allows you to download HP updates by selecting platforms and an operating system.

HP SSMis a free utility that helps streamline the mass deployment of system software updates to target devices. HP SSM
reduces the complexity of system software management by delivering the following capabilities:

« Deploying system software updates (for example, drivers and BIOS) from a centralized file store to multiple target
devices, simultaneously and automatically

» Deploying customer-created update packages

 Logging the changes made to each computer

Creating an SSM batch file
To create an SSM batch file for use either with SCCM or with no management console:

1. Open Notepad.
2. Enter the following syntax into a new text document:
Echo off

Net use \\<SoftpagServerHostname>\SSMFS /u:<domain>\<account> <password>
Echo .CD=%CD%
Pushd %~dpO

ssm.exe \\<SoftpagServerHostname>\SSMFS /install /a /edebug /noreboot
/1og:\\<SoftpagServerHostname>\Logs\

Popd

Example:
Echo off

Net use \\Win81x64\SSMFS /u:example\administrator P@sswOrd
Echo .CD=%CD%
Pushd %~dpO

ssm.exe \\Win81x64\SSMFS /install /a /edebug /noreboot
/109 :\\Win81x64\SSMLogs\

Popd

Note
The /edebug switchis not necessary, but is recommended during testing because it creates log files in your log

share. It can be removed for production.

To upgrade a BIOS SoftPag, use the following syntax (replace <fi lepath> with the path to the . bin file containing

the password):

ssm.exe \\<SoftpaqgServerHostname>\SSFFS Zinstall /a /edebug /noreboot
/cpwdfile: "<Filepath>" /log:\\<SoftpagServerHostname>\Logs

Ensure that <SoftpaqServerHostname>\Logs has the Write permission.

3. Click File > Save As.
Under Save as type, select All Files, and save the file to a temporary location as SSM. bat.
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Deploying HP updates using HP SDM and HP SSM with SCCM
A simple way to automate software updates is by using HP SDM and HP SSM in conjunction with SCCM. This provides you
with a complete solution to manage your HP computers.

The key features and benefits include the following:

« Client information—Allows you to retrieve the hardware and software inventory of HP computers. You can generate
numerous reports to help track down the hardware or software currently installed on your system devices.

« SoftPaq Deployment—Deploys SoftPags (software support files, such as BIOS and driver updates) from a central
location to the devices that need them.

% Client Information

Web Administration

0S Deployment

+
BIOS & Drivers update
&

SSM A
P SoftPaq Deployment

SCCM SERVER

-
Ii'

HP Client Computers

Configuring the package directory
1. Onthe SCCM server, create a folder to hold the SSM package on a network share. In this example, ¢z \SSMPackage
or \\SCCM\SSMPackage is the directory used. Use the share location for your environment.

Home Share View

- [ e

2. If youhaven't already, create an SSM batch file (SSM. bat) as described in Creating an SSM batch file.
3. Copy SSM.bat, SSM.exe, and SSM. cab into this directory.

ThisPC » Local Disk (C) » S5MPackage

a

MName Date modified Type Size
[&] ssm 5/11/2015 1249 PM  Window

[ ssm ; Cabinet File

& 55M Apphcation

Creating an SCCM package to deploy SSM
1. Inthe Configuration Manager console, click Software Library.

2. Expand Application Management.
3. Right-click the Packages folder, and then select Create Package.

4 .ﬁ Pcrvicar Search
4 | | Application Management leon Name
[&7 Applications Configuration M
4 [J Packages ol Configuration M

[ Create Package
[ Create Package from Definition
¥ Import igre

| Configuration Ma
| HP Client Suppor

!'L’ Approval Requests

2] Global Conditions Folder N

4. Name the package and enter any additional information on the first page of the wizard, and then click Next.

Note



7.

Make sure you that select the source file location where you saved SSM. exe, SSM. cab, and the SSM. bat script. Do
not select the shared folder containing the SoftPags.

a

Verify that the default Standard Program is selected, and then click Next.

9! Package

Program Type

Standard Program

Progress

Completion

Create Package and Program Wizard

Specify information about this package

Enter a name and other details for the new package . To take ful advantage of new features that include the
Application Catslog, use an apphcation nstead

Name |SSM Script

Description: | Thes script will un SSM.&xe in update mode on an HP client computer
Manufacturer:

Language: [us | Version

¥ This packape cortans source flls
Source fokder

[Vscom\55MPackage] | [ Browse..

[ nea> ] |

Cancel |

Enter the information on the program in this package. The information boxed in red in the following figure is especially

In the Name field, enter SSM. bat.

In the Command line field, select Browse, and then select SSM. bat.

To select SSM.bat, be sure to change the file type from exe files to all files.

important.
A.
B.

Note
C.
D.
E.

Under Run, select Normal.
Under Program can run, select Whether or not a user is logged on.
Under Drive mode, select Runs with UNC name.

Specify information about this standard program

[ssMbat

I ssmbat | | Browse.

[Noma

I |Whet|-mrornntamarialnggadnn I

Run with administrative rights

[7] Mlow users to view and interact with the program installation

Drive mode:

|Hmsw|ﬂ1UM:nane v|

Enter the Estimated disk space and Maximum allowed run time (minutes).

Estimated disk space: |50|]

Maximum allowed run time {minutes): |1 5

vl IMB vl

v
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8. Click Next. There is a notification when the wizard is completed successfully.

)

) The Create Package and Program Wizard completed successfully

S

:
|

p

Details:

Editing the SSM.bat program for distribution
1. Inthe Software Library, select the SSM Script package.

Software Library ¢ | Packages 5 items
& ﬁ‘i}wwiew Search
4 | Application Management lcon  Name - Programs Manufacturer Version Language Package ID
[« Applications o] Configuration Manager Client Package 0 Microsoft Corpo.., TSTO0002
4| {5 Packages o] Configuration Manager Client Upgrade 1 Microsoft 60 AL TSTO000S
1 Configuration Manager Updates o] User State Migration Tool for Windows 8.1 0 Microsoft Corpo...  6.3.9600.17029 TST00001
3 HP Cllent Support Packages B S5MScript 1 HP us TSTODO1A
2. Click the Programs tab, and then right-click the SSM.bat program. Select Properties.
|
SSM
-~
lcon Mame Command Line  Run Disk Space Requirement
i = ssm.bat ssm.bat Normal 500 MB
Enable
| ¥ Disable
(3 Refresh F3
75 Delete Delete
= Deploy
r -] Properties i
Summary | Programs [Deployments | |

3.  Select Allow this program to be installed from the Install Package task sequence without begin deployed.

| OpsMgr Maintenance Mode |
| General | Requirements | Environment | Advanced | Windows Installer

You can specify additional critenia for installing and running this program. You can also
temporarily disable the program.

] Rumn ancther program first:

Package | Browse...
Program |
[[] Aways run this program first

When this program is assigned to a computer;

| Run once for the computer

[] Suppress program notfications

A disabled program is not displayed or run on clients.

[_] Disable thie program on computers where it is deployed

Allow this program to be installed from the Install Package task sequence without being
S deployed

oK || Ccancel Apply

4.  Click Apply, and then click OK.

Distributing the SSM Script package
1. Right-click the SSM Script package and select Distribute Content.



o] S5M Scrint 1
E,b Marzge Access Accounts

& Creote Prestaged Content File

[£7] Craste Program

A Export

b Refesh ]
7C Delet= Delete
L3 Depley

S Distribute Content |

I Update Distribution Points

i Move

G Lot Securtty Scopes

= Properties

Select the distribution point.
3. Thereis a notification when the content is distributed successfully.

IZ_O] The Distribute Content Wizard completed successfully

Details:

Content (1):
« SSM Script

Collections (0):
Distribution point groups (0):
Distribution points (1):
Adding an HP SSM application to a task sequence for HP updates deployment

The following procedure assumes that the target device already has a full operating system, the SCCM client agent, and
necessary drivers, such as network drivers, installed.

An SCCM-managed device should have the client agent installed. See the following figure.

Assets and Compliance < Devices 9 items

4 a. Rt Search
& Users leon MNarne B Client Site Code Client Activity
1% Devices | M 6300sFF Yes TST Active
# User Collections = s1061 Ne

1. Create a task sequence.
. Right-click the newly created task sequence, and then select Edit.
3. Click Add > General > Install Package.

Add ~|| Remove 29 (B

Mew Group l—| Type: I@
| General 4 | Run Command Line ]

Disks » Run PowerShell Script

User State 4 Set Dynamic Yariables

Images 4 Install Application

Drivers » [ install Package '

Settings 4 Install Software Updates

HP Client Tasks  » Join Domain or Workgroup

Connect to Network Folder
Restart Computer
Set Task Sequence Variable

Check Readiness




4.  Select the HP SSM package created in Creating an SSM package and name this step appropriately.

Properties | Options
Type: [Install Package ]
Name: | Deploy SSM apps ta install HP updates ]
8

Description: ‘

@® Install 2 single software package

Select the softwars package to install

Package:  |HP SSM Saript US || [ powse.. |
Program: \SSM‘M v|

) Install software packages according to dynamic variable list

The list of software packages to install consists of 3 series of task sequence variables
‘with 3 common base name plus a numenc suffoc starting at 001. Each vanable must
contain a package ID and program name separated by a colon.

Base variable name:

[ Finstaliation of @ software package fails. continue installing other packages in the list

[ ok [ cocs ][ o

5. Click Apply, and then click OK to close the task sequence.
The task sequence is ready to be deployed.

Note
HP recommends selecting the Download all content locally before starting task sequence option for deployment.

? Distribution Points

Genenl Specify how to run the content for this program
Deployment Settings
Scheduling
User Experience Speciy how clients interact with the distibution paints to retrieve content from packages refemed by the task

Alerts sequence:
Deployment options:
Summary |Dowrluad all content locally before starting task sequence v
Progress Clients will always try to get content from the local distribution points . In addition. ir ion with remote distribution
points can be controlled:

Completion

[] When no local distibution poirt is available, use a remote distribution point

‘When this content is not available on any prefered disiribution points. you can allow the client to use a fallback
source location for content.

[ Mliow clients to use a fallback source location for content

ﬁ\ A network access account is required to access content from Windows PE.

| <Previous || Net> || Summary || Cancel |

Adding an HP SSM application to an operating-system-deployment task sequence for HP updates deployment
If you wish to use HP SSM to install additional SoftPag with a bare-metal deployment, the task sequence will look similar to
the following figure.



Note

HP recommends listing the SSM package task after the setup operating system task. See Creating a package and deploying

.NET Framework 4.5.

Win7x64 Task Sequence Editor [ ol
Add = | Remove | | Propetties | Options
4 Inslall Operating System Type. instal Package
€ Restant in Windows PE S— — —
&} Panttion Disk 0- BIOS Name: |SSM package i install remaining drivers
€} Patiion Disk 0 - UEFI
€} Fooly Operating System Description
@ HP Bite/Doock 7x/2x G2 Win Txb:
€@ Apply Windows Settings
€ Aooiy Network Settings
4 Selup Operating System ® Install a single software package
@ Setup Windows and Configuration
1] Application installs Select the software package to install
& NetFrameWork 45 - .
L/ 1S5M package to natal remaining dli LG S L B Browne
Pogam:[SSMbx ~|

Creating a package and deploying .NET Framework 4.5 (optional)
It is not uncommon for a SoftPaq or application to need a different version of .NET Framework. If necessary to ensure
maximum compatibility, deploy .NET 4.5 using this task. HP recommends inserting this task before the SSM task.

To create a .NET framework:

1. Download the .NET Framework 4.5 offline installer from Microsoft at http://go.microsoft.com/fwlink/?Linkld=225702.

Copy this download to its own folder, either on the SCCM network share or a local folder.
Go to https://msdn.microsoft.com and use the website’s search function to find and open the article .NET Framework

Deployment Guide for Administrators.

package.

Complete the steps under the article section Create a package and program for the .NET Framework redistributable

To distribute the .NET framework 4.5 package:

1. Right click the newly created .NET framework 4.5 package and select Distribute Content.
Microsoft Packages 1 items

Search
lcan Mame Programs
MNet Framework 4.5 1
3} Manage Access Accounts
.E. Create Prestaged Content File
[&7 Create Program
- Export
T4 Refresh FS
?’{ Delete Delete
Ep Deploy
25 Distribute Content
Net Framework 4.5 "B Update Distribution Points
= Maove
Package Properties
(& Set Security Scopes
Package IC:
Manufacturer: [-] Properties

2. Select the distribution point.
There is a notification when the distribution completes successfully.

3.

Deploying HP updates using HP SDM and HP SSM with no management console
This method is useful for small companies that do not have SCCM infrastructure or another management console setup.

If you haven't already, create an SSM batch file (SSM. bat) as described in Creating an SSM batch file, and then copy the
batch file to a path on the local hard drive of the target device (such as ¢z \Script\SSM._bat).

31


http://go.microsoft.com/fwlink/?LinkId=225702
https://msdn.microsoft.com/

To creat a scheduled task:

1. Onthe targeted device, select Control Panel > Administrative Tools > Task Scheduler.
. Expand Task Scheduler Library.
3. Right-click Task Scheduler Library, and then click Create Basic Task.

File Action View Help

« = z[E a3

& TaskSchedler Loca) Narne Satus Triggers 2| [Actiocs
: :
“ Create Basic Task.. PM on 2/3/2015 Task Scheduler Library -

Create Task... on of any user T Create Basic Task.
P e triggers defined % CreateTask..

) ) AM every day - After triggered, repeat every 1 hour for ¢
Display All Running Tasks oM every oy Import Task..
Disable Al Tasks History AM every Tuesday of every week, starting 6/3/2015 Display All Running Tasks
........... i7 PM every dav # Disahle All Tasks Histary

4. Inthe Name and Description boxes, enter the appropriate name and description.

E Create a Basic Task

Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane.
Action Name: |Run SSM.bat to install HP updates

Finish Description: ||

<ok | [Nt

5. Select the appropriate schedule: Daily, Weekly, Monthly, One time (and then enter the time to start the task), When
the computer starts, When | log on, or When a specific event is logged.

6. Select the action for the task to perform. For example, select Start a program.
Action

Create a Basic Task

Trigger What action do you want the task to perfform?

Daily
EE—
Finish () Send an e-mail (deprecated)

() Display a message (deprecated)

7. Browse to the SSM.bat file.

8. Select Open the Properties dialog for this task when I click Finish to modify the settings.
9. Click Finish. The properties screen is displayed.

10. Oneach tab, modify the settings as desired.

11. Click OK to close.

Appendix A: Installing the HP MIK for Configuration Manager 2012 R2 or
higher

1. Go to http://ftp.hp.com/pub/caps-softpag/cmit/HP_CIKHPMIK.html and download the SoftPaq for the latest version of
HP MIK for Configuration Manager 2012 R2 or higher to either the primary site server or a system running the
Configuration Manager console.

2. Double-click the .exe file and follow the on-screen instructions to complete the installation.



http://ftp.hp.com/pub/caps-softpaq/cmit/HP_HPMIK.html

Appendix B: Using HP SDM

HP SDM is a powerful tool used to locate and download and manage drivers specific to HP. HP SDM can make driver
management easier.

Installing and setting up HP SDM

1.

L N oW

Onyour SCCM server or any system within the same network, download the HP SDM installer at
http://ftp.hp.com/pub/caps-softpag/HP_SDM_Setup.exe.

Create a new shared folder for your downloaded SoftPags and the HP SSM files. For example, if installing HP SDM on a
Win81x64 device, you might create the folder <\\Win81x64\SSMFS>. This path is used in all figures for this

procedure.

Hiom e Share Wieuw

© A N Wind 6 SSMFS

. Favorites Mame

Run the installer.
When prompted, select Show software for all supported models. If already in HP SDM, select Show All Products.

HP SDM is an efficient way of obtaining software and drivers
for HP business computer models.

() Check software updates for this model.

() Show software for this model only.

(@) Show software for all supported models.
(] Do not show this again

Go to Tools > Configuration Options.

Click the Downlead tab and change the location to the SSM share created earlier.
On the OS Filter tab, select any operating systems that you want to support.

On the Language Filter tab, select any language versions that you want to support.
Click OK.

Downloading required SoftPaqs
You can use HP SDM to download SoftPags for updating target devices.

1.

After the Configuration Options have been set, in the Product Catalog, verify that HP SDM has Show All Products
selected.
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File  Tools Help

9 | [E] Check For Updates [5] Show This Computef 5] Show All Products |[}] Build Driver Pack

Product Catalog
@ Find Available SoftPags Clear All

-] Compag Motebock PCs
=[] Compag Tablkt PCs

[ HP 500 Notebook PCa
-] HP Compaa Notebook PCs
E-[] HP EiteBook Moteboak PCs
=[] HP EiteEook Tablets
B[] HP EteFad

=] HP Ml PCs

[ HP Mabils Thin Clierts
B[] HP Motsbosk PCs

E-[] HP ProBaok Moteboak PCs
=[] HP Sates

B[] HP ZBock Mobils Warkstaticn
=[] Utrabooks

[] HP Workstations

=[] HP Businzes Desdop PCs
B[] Advanced Salutions

2. Select your platform and expand the product tree to the operating system.
=[] HP ElteBook 220 Notebook PC seres

|:| HP EliteBook 820 G1 Noteboolk PC

=] HP EiteBock 820 G2 Matebook PC

f-[_] Microsoft Windows 7 Professional 32 Edition

-[] Microsoft Windows 7 Erterprise 32 Edition

-[] Microsoft Windows 7 Professional 64 Edition

-[ ] Microsoft Windows 7 Erterprize 64 Edition

-[] Microscft Windows & 64 Edition

-[¥] Microsoft Windows 8.1 4 Bit

- English - Intemational

—_— R e 1R

3. Click Find Available SoftPags.

Note
Only SoftPags that are marked as HP SSM compliant are added to the HP SSM database. To help with the selection process,
you can have HP SDM select all HP SSM-compliant SoftPags by selecting Select SoftPaqs > Auto-Installable (SSM-

Compliant).

Available SoftPaqs

@Select SoftPags v| Search for hardware 1D G’L

ﬁ Critical Version

/& Critical/Recornmended 17420A1
Q All 8.1 1114

E, Auto Installable (SSM-Compliant) | _ 0Z0.708A1

P) Hub Fimmware 2.27.000 A1

© None 76562750 A1
[ | HP 300%r USE 3.0 Port Replicator Driver 7656275.0 A1
[] HP 3D DriveGuard Software 6.023.1A1
[] HP BIOS Config Utilty (BCU) 40111

] HP BIOS Config Utility (BCU) 40111

[] HP Client Securty Manager 8.3.7.1864 A1
["] HP Computrace 8308A1




4.

7.

8.

Click Show Latest SoftPaqs.

i8] Show Latest SoftPags

H
Select Download Only.

Downloaded SoftPaqs

&% Download Download Only -

Name Version Prorty Category Size (KB) Date Released Auto Installable SoftPag &

When the download finishes, click Update CVA Files to download the latest CVA files.

- ]
&3 Update CVA Files [ Explore ~

To quickly view a SoftPaq CVA file, right-click the downloaded SoftPaq and select View SoftPaq CVA.

Name Version  Prioity Cat.. Size (K. DateRel.. S. S.. Soft.. D.

HP Notebook System BIOS Update 01.21A1 Citical BIOS 13,299 2014-08-18 Yes 6829 g View SoftPaq Release Notes
View SoftPaq CVA
Install SoftPaq
Copy SoftPaq To Directory

To quickly review the contents of the file store, in the Download SoftPags window, select Explore.
Downloaded SoftPaqs

{8 Download Download Only - £ Update CVA Files | Explore ~
Name Vession Category Date Released SoftPaq# Priority sm.d&mﬂg Download Directory

E3 Unpack Directory
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To use HP SDM to download an HP driver pack for operating system deployment:

1. Repeat steps 1-4 of the previous procedure to show the latest SoftPags.
2. Select the driver pack for your system.

] HF Computrace

[ ] HP Device Access Manager

[] HP Drive Encryption Software

[ ] HP File Sanitizer

[ ] HP Gobi 4G Drivers

[ ] HP Hotlkey Support

[ ] HP hs3110 Mabile Broadband Madule Fimmware

3. When the download finishes, right-click the downloaded SoftPag and select View SoftPaq Release Notes.

4.  The SoftPag release notes provide necessary information about the downloaded SoftPag. In this example, there are
couple of sections of information to concentrate on.

— Supported hardware models

HP EliteBook 840 G2 Notebook PC
HP EliteBook 740 G2 Notebook PC
HP EliteBook 850 G2 Notebook PC
HP EliteBook 750 G2 Notebook PC
HP ZBook 14 G2 Mobile Workstation
HP ZBook 15u G2 Mobile Workstation
HP EliteBook 820 G2 Notebook PC
HP EliteBook 720 G2 Notebook PC

— Drivers that are provided in the SoftPag

ENHANCEMENTS:
- Provides the following drivers:

Intel I217LM/V and I218LM Gigabit Ethernet Driver, version 19.5
Intel 7260/3160 Wireless LAN Driver, version 17.13.0.9

Synaptics Mouse Driver, version 18.1.37.3

Alcor Micro Smart Card Reader Driver, version 1.7.42.0

Intel Video Driver and Control Panel. version 15.36.3995

AMD HG Video Driver, version 14.301.1002.1004

Synaptics WBF Fingerprint Driver, version 4.5.265.0

Realtek USB and PCle Media Card Reader Drivers, version 6.3.273 49
NXP NFC NPC100 Proximity Drivers, version 3.7650.10422 30
Intel Rapid Storage Technology Driver (64-bit), version 13.2.0.1016
Intel Management Engine Components Driver, version 10.0.30.1072
Intel Chipset Installation Utility, version 10 10.0.22

HP Universal Camera Driver, version 2014 1.12

HP 3D DriveGuard, version 6.0.23.1

Realtek HD Audio Driver, version 2014 6.0.1.7383

HP Wireless Button Driver, version 1.1.2.1

HP 1t4211 Gob1 4G Drivers, version 1.1.0.39

HP 1t4211 Gob1 4G Drivers, version 1.1.0.39

HP 1t4112 Gob1 4G Drivers, version 12.1803 .52

HP hs3110/hs3114 Mobile Broadband Drivers, version 12.1803.2.4

— Drivers that are not provided in the SoftPag.



NOTES:
- A Bluetooth driver is not included. Please visit the product download page on
www.hp.com to install the Bluetooth driver.

- Verify that the Microsoft SCCM environment has all cumulative updates
installed. Issue may be encountered if the environment is not up to date.

- A fingerprint driver is included for Windows security authentication only. For
full use of HP Client Security Manager, download and install the full setup
package found on the products software download page.

HP recommends downloading the additional driver SoftPags referenced in the CVA file or release notes, such as Bluetooth,
fingerprint reader, and any others. HP also recommends downloading any BIOS updates for the systems you include in your
task.

Appendix C: Installing and configuring HP SSM

HP SSMis a powerful way to handle drivers that must be installed as full executables. HP SSM, when run on a device system,
searches a network share to find available executables and then install them silently on the client system. By using HP SSM,
an administrator can execute a single application on the target device to install several different SoftPags in an imaging
task. In addition, HP SSM uses the CVA files for SoftPags and WMI queries on the devices to figure out exactly which
SoftPags should be installed on a given system. This allows an administrator to support a broad range of HP systems with a
single task-equence steps.

Because of this flexibility, HP SSMis the preferred method for handling .exe based drivers in an imaging task. Additionally,
HP SSM is an excellent way to handle graphics drivers for your workstation deployments, because graphics drivers that HP
releases are HP SSM compliant and often work better with their application component installed.

Installing HP SSM

1.  Go to http://ftp.hp.com/pub/caps-softpag/cmit/HP_SSM.html, and then download and install latest version of HP SSM.
2. Navigateto <C:\Program Files (x86)\Hewlett-Packard\System Software Manager>.

'i‘f) * T ‘WC:\Program Files (x86)\Hewlett-Packard)\System Software Manager W | & Search
=
2 &5 (ngmtv) (M) * [0 Name Date modified Type Size
Deskto
= P @ 55M Release Document 4/10/201510:10 AM  Internet Shortcut 1KB
. @ S55M Users Guide 4102015 1010 AM  Internet Shortcut 1KB
1M This PC

- [E) ssm.cab 471072015 10:12 AM  CAB File 9,611 KB
| Desktop & SSM.exe 4/10/201510:14AM  Application 2056 KB
| Documents
B Neasmlaade

3. Copy SSM.exe and ssm.cab to the shared folder where you downloaded the SoftPags using HP SDM.
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Running SSM.exe in Administrative Mode

1.
2.
3.

4.

After you install HP SSM, double-click SSM.exe from the shared folder containing the downloaded SoftPags.
Accept the licensing agreement.
Verify that the share information is properly autopopulated.

/] HP System Software Manager

Location for software updates (File Store)

The File Store directory is a local or shared directory that contains SoftPags. A
custom name for the directory can be entered in the Share Name field.

MNote: Please ensure all SoftPags and other software update files have been copied
into the File Store directory.

File store

| C: | Browse...
Share name

| SSMFS |

Configure the advanced client options.

Note
There is a second share called SSMLogs for logging.

@ HP System Software Manager

Advanced client options
[] Reboot client upon completion of updates
Display update status bar on client system
[] Force client systems to update

Create centralized logfile share

Logfile directory
| C:\SSMLogs || Browse...

Share Name
| SSMLOGS |




5. Optionally, create an encrypted BIOS password file. A setup password step is required if the device system has a BIOS
setup password and the BIOS needs to be updated. Select Launch to display the HPQPswd dialog and create an
encrypted password.

U] HP System Software Manager

BIOS setup password

You can choose a BIOS setup pas
encrypted version of the BIOS set

storez it in a file which can be provided to a BIOS

@ This utility encrypts the BIOS Setup password and
update utility via the /p command-line switch.

* S5SM will not set, change, or

« If a BIOS setup password is ¢ Password to be encrypted
REQUIRED to update the BI( ||

* An encrypted password file ¢

Re-enter Password

Launch password encryption

Launch .. I
File to save encripted password

Password file I Browse |
|

About | 0K I Cancel |

| <Back | MNet> || Cancel |

Enter the Password to be encrypted. For example, P@sswOrd1234.
B. Select Browse, and then browse to the local HP SSM file store and save the encrypted password bin file.

Note
You can name the password bin file anything.

stores it in a file which can be provided to a BIOS

QD This ulility encrypts the BIDS Setup password and
update utility via the /p command-line switch.

Password to be enciypted

I::Ikki::”lﬂi

Re-enter Password

File ta save enciypted password
|c:\ssmrsxP@sswrd1 234.bin
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6.

7.

8.

9.

Select Browse, and then browse to the P@sswOrd1234.bin file you just created.

] HP System Software Manager

BIOS setup password

You can choose a BIOS setup passwaord file for your clients. This file is an
encrypted version of the BIOS setup password.
* 55M will not set, change, or remove the BIOS setup password.

« |f a BIOS setup passwaord is set, then an encrypted password file is
REQUIRED to update the BIOS.
s An encrypted password file can be created using the Launch button.

Launch password encryption

Password file

| C\SSMFS\P@ssw0rd1234bin | | Browse

<Back | MNet> | | Cancel

Verify the operations to be performed.

Note
The password is not set via SSM, but via HP BIOS Configuration Utility tool in the SCCM task sequence.

] HP System Software Manager

Summary
Below is a summary of operations that will be performed.

- File store is located in (CASSMES).

- Adata file named SSM_BIN will be created in file store.

- Setup Password will be encrypted into data file.

- Displays update status bar on client system.

- Creates centralized logfile share at \\ WIN81x64 \SSMLOGS\ (CASSMLogs).
- Builds the Database in file store (CASSMFS).

Select Check ftp.hp.com for CVA file updates, and then select Build Database.

¥l Check ftp.hp.com for CVAfile updates. I

When the Building database bar is completely green, click Finish.

Note



The target devices need access to the file store containing the SoftPags to run HP SSM properly. HP SSM tries to create

the share automatically; however, this might not work in certain cases, such as domain settings or when the share is
located on another computer. You might need to share and/or change the settings of the target folder manually.

Each time a new version of HP SSMis installed or new SoftPags, directories, or subdirectories are added or deleted

from the File Store, the database must be rebuilt.

e —

i} HP System Software Manager

Sofrware update database

Buidng the database can take saveral minutes. Click ontha Build Database buthan to
biegin the buid

Buiding database

A Check fip hp.com for CWAfile updabes.

The Saftfieq deacripion (CVA] file is sometimes updated on fip.hp.com 1o add
suppart far rew systerms or fx minar preblems. Use this aption bo automaticaly
dewnlead newrer files.

[emak | P || [ Conen

Appendix D: Configuring the Set BIOS Configuration task step

The Set BIOS Configuration (Input File) task step allows you to configure BIOS settings on platforms managed by HP. This
Run Command Line task uses the HP Client BIOS Configuration Utility package.

Figure 2. HP Client Hardware Configuration Task

Properties | Options

Type: |Hun Command Line
Mame: |Set BIOS Configuration {Input File)
Description: Configure the system BIOS of the client. Please referto HP

Client Integration Kit for SCCM 2012 User Guide for details.

Command line:

RunBCU.cmd

[] Disable 64-+it file system redirection

["] Run this step as the following account

Accournt:

Start in: | | Browse. ..
[+ Package:

[HP Client BIOS Configuration Uity 4.1.13.1 | | Browse..
[] Time-out {minutes): I1 5 :

0K || e || Aoy

Use the following command line to run this task-sequence step:
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RunBCU.cmd <parameters to pass to BCU>

This action applies the BIOS settings specified in the selected REPSET file. It can also execute specified command-line
options. The batch file calls the appropriate version of BCU, depending on the architecture of the current operating system.

An example REPSET file is included with the package. It is located in the Config folder of the package source folder and
named BCUSettingExampleOnly .REPSET. If this REPSET file is used in this task step, enter the command line as

follows:

RunBCU.cmd /setconfig:'"Config\BCUSettingExampleOnly _REPSET"
/npwdfile:”P@sswOrd1234._bin”

Note
In the previous example, the P@ssw0rd1234.bin file is in the same location of the repset file.

HP recommends saving the REPSET file in the source folder or subfolder of the package so that it can be easily referenced in
the command line.

Adding and editing configuration files
To add a new configuration file, do the following:

1. Get the configuration file from the target device.

2. Modify the file. Set the values, and then emove settings and values from the configuration file that are not required to
be applied through this configuration.

3. Find the package source folder location of BCU. The package is typically located in the Software Library. Select
Overview > Application Management > Packages > HP Client Support Packages.

4. Select the source folder location and copy the REPSET file to the folder.
Update the distribution points so that the REPSET file is made available to the task sequence.

Notes and warnings

Be aware of the following when using this task sequence step:

«» |f you make changes or add a configuration file to the package folder, be sure to update the HP Client BIOS Configuration
Utility package to the distribution points to ensure that the new configuration files are available for the task sequence.

« Reboot the target device to be sure that all BIOS setting changes take effect.
To do this automatically, add a Restart Computer task to the task sequence.

Add + Remove =)

| 4 Disable BitLocker
) Disable BtLocker
.} Install Operating System
@ Restat in Windows PE
@ Padtion Disk 0 - BIOS
@) Patition Disk 0 - UEFI
&4 Apply Operating System
€} Poply Driver Package
&) Apply Windows Settings
& Poply Network Settings
4 Setup Operating System
) Setup Windows and Configuration
1 Application Installs
@ SSM package to install remaining
& Restat Computer
4 BitLocker Tasks
q} Set BIOS Settings for Bit Locker with B

4 Restart Computer I

= (Changing certain BIOS settings might cause a task sequence to fail to complete. Be sure to test the desired BIOS
configuration file before deploying the task sequence.

» (ertain characters used in BIOS passwords might require special escaping to work properly; for more information, see the
HP BIOS Configuration Utility User Guide included with the CIK.
Appendix E: Creating an SCCM device collection for HP devices

Enabling classes in the target device settings
1. Inthe Configuration Manager console, select Administration > Overview > Client Settings.



2.
3.

4.
5.

Right-click Default Client Settings and select Properties.
Select Hardware Inventory, and then click Set Classes.

2

Background Intelligent Transfer
Client Policy

Compliance Settings
Computer Agent

Computer Restart

Endpoint Protection

Metered Internet Connections
Enrellment

Metwork Access Protection (NAP)
Power Management

Remote Tools

Software Deployment

Software Inventory

Software Metering

Software Updates

State Messaging

User and Device Affinity

Default Settings Ea

Default Settings

7= | Spacty settings that apply to all cients in the hierarchy, and can be modfied by custom settings

Specify hardware inventory settings for client computers.

Device Settings
|ﬂ Enable hardware invertary on clents | Yes v
i Qoo every | dayaeffective [ Schedue .|
Maximum custom MIF file size (KB) 250 <
Hardware inventory classes I | SetCasses.. |
Colect MIF fles None v

Select the appropriate classes
Click OK to close.

Creating a collection and building a query

In the Configuration Manager console, select Assets and Compliance > Overview > Device Collection.
Right-click Device Collection and select Create Device Collection.

Enter an appropriate name (such as HP Inc.).

O vV A WN-

Click Browse, select Limiting Collection, and then click Next.
Click Add Rule, and then select Query Rule.
The Query Rule Properties screen is displayed. Enter an appropriate name, and then click Edit Query Statement.

Query Rule Properties IL
| General |
}’) Name: [Hewlett-Packard |
] Import Query Statement... |

Resource class:

Query Statement:

| Edit Query Statement... ‘

select
SMS_R_SYSTEM.ResourcelD,SMS_R
_SYSTEM.Resource Type SMS_R_SYS
TEM.Name, SM5_R_SYSTEM.SMSUnig
ueldentifier, SMS_R_SYSTEM Resource

/1, Corfiguration Manager 2012 uses the Windows Management
 Instrumentation (WMI) Guery Language (WGQL) to query the site

database.

oK || Cancel
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7.

10.

Anew screenis displayed. On the Criteria tab, click the New icon.

| General|| Criteria |Loins |
e

You can specify criteria to namow the query and limit the results that are
retumed.

Criteria: Il

On the Criterion Properties screen, under Criterion Type, select Simple value.
Click Select the Attribute, and then enter the following:
A.  Under Attribute class, select BaseBoard.

B. Under Alias as, select <No Alias>.

C.  Under Attribute, select Manufacuter.
e
"

Criterion Properties x |||
General ]
n :
1
g @ Criterion Properties dd
¥
Criterion Type: |Simple value W |
n Where: |Baseanrd - Manufacturer | L |
a
i Select.. |

J—

| BazeBoard W |

Atribute: | Manufacturer

H_ 1™

Select Value, enter the appropriate information, and then select OK.



Criterion Type: |5mple value W |

Where: | BaseBoard - Manfacturer |
Operator: |is equal to " |
Vilkia: | Hewlett-Packard |

Type: String Value.. |

11. Click Show Query Language to view the actual guery language. This can be useful for scripting, because much of this
can be done via PowerShell.

By creating this query, you can deploy an operating system, an update, or software package to a custom HP Inc. (or
whatever name you entered) limiting collection.
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For more information

For the latest downloads and documentation for Client Management Solutions, go to
http://www.hp.com/go/clientmanagement. This includes the following products:

« HP BIOS Configuration Utility (BCU)

« HP Client Integration Kit (CIK)

» HP SoftPag Download Manager (SDM)
« HP System Software Manager (SSM)
« Driver packs

To download the latest version of HP Client Updates Catalog, go to
ftp://ftp.hp.com/pub/softlib/software/sms_catalog/HpCatalogForSms.latest.cab.

To read more about SCCM, go to http://www.microsoft.com/systemcenter.

Sign up for updates
hp.com/go/getupdated
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