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The Depal1ment of Homeland Security (DHS) United States Secret Service's (USSS or 

Secret Selvice) COImter SUlveillance Division (CSD) is conducting a Proof of Concept to test and 

evaluate a tethered small Unmanned Aircraft System (sUAS) during a Presidential visit to the 
Tnll11p National Golf Club, Bedminster, New Jersey, in August 2017. The Proof of Concept will 

help determine the potential future use of tethered sUAS in suppOlting the Agency's protective 

lllission. The tethered sUAS used in the Proof of Concept is operated using a lllicrofilament tether 
that provides power to the aircraft and the secure video from the aU'craft to the Operator Control 
Unit (OCU). The sUAS is equipped with electro-optical (EO) and infrared (IR) camera. USSS is 

conducting this plivacy impact assessment (PIA) to evaluate the privacy risks associated with 

tethered sUAS 's sUlveillance and nnage captt.ning capabilities. This PIA is limited to covering the 

use ofEOIIR sensors on a single tethered sUAS during one event. Any other use of these types of 
sensors by USSS on USSS aU'craft-inc1udulg sUAS-wili be addressed in a futt.tre PIA. 

Introduction 

The Depaltment of Homeland SecUlity (DHS) United States Secret Selvice (USSS or 

Secret Selvice) is responsible for identifying tln·eats.lnitigating vulnerabilities, and creating secure 
environments for statt.ltorilyprotected peoples, places, and events. To accomplish this mission, the 

USSS cUl1'ently relies on other federal. state. and local govel1l\l1ent agencies to provide manned 

aU'craft for aelial sUlveillance pltrposes. Typically, these manned aircraft have some type of 

imaging capability such as video, still unages collection. or fOlward looking infrared radiometer 
or radar (FUR). These manned aircraft are used to fly over hard-to-reach or hard-to-observe areas 

of concem, protectee motorcade routes, protected sites, and designated National Special Security 

Events (NSSE). UnfOltunately, the manned aircraft usually used are limited in scope, unable to 

provide a persistent and dedicated overhead coverage for USSS fIXed sites secured over a longer 
peliod of tnne, and too loud for certain USSS protected outdoor sites or venues. 

In recent years, companies developed tethered small Unlllalllled Aircraft System (sUAS) 
technology as a potential viable tool for law enforcement to increase overall situational awareness 
dUling large outdoor public events. In 2017, the Massachusetts State Police used tethered sUAS 
technology to SUppOlt the Boston Marathon. Fourth of July, and the Boston Operation Sail 

(OPSAIL) events. Tethered sUAS technology has also benefited the lllilitaty as a tool to increase 
sitt.l3tional awareness for decision makers. planners, and secUlity personnel. 

To assist in the analysis and potential acquisition of such tethered sUAS technology fOl' use 
in its lnission objectives, the USSS Counter SltrVeillance Division (CSD) is conducting a Proof of 
Concept at the Tnnnp National Golf Club. Bedlllinster. New Jersey in August 2017. The Proof of 
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Concept will test and evaluate a tethered sUAS's capabilities and effectiveness in increasing 
overall situational awareness to the Office of Protective Operations (OPO), the Presidential 
Protective Division (PPD), and other suppOlting elements during a Presidential visit to his 
Bedminster, New Jersey residence. This Proof of Concept will assist futme decisions on 
acquisition and deployment of similar systelllS. This privacy impact assessment (PIA) is necessalY 
because the aircraft is equipped with technology that captmes infOlmation that may be associated 
with persons who USSS encOlmters. 

The tethered sUAS used for the Proof of Concept is controlled from the Operator Control 
Unit (OCU), which is a laptop that provides user interface software to operate the system. The 
tethered sUAS is progranuned to autonomously fly 300-400 feet Above Ground Level (AGL), 
allowing the operator to control and operate the Electro Optical/lnft'ared (EO/IR) camera ft-om the 
OCU _ The camera It-ansmits video images through the tether back to the OCU using an enclypted 
feed: images are not stored onboard the sUAS. The intages are then uplinked from the OCU 
thl'Ougb secure USSS Field SUppOlt System (FSS) I selvers to authorized users and decision makers 
for real-tinle operational SUppOlt. All video h'ansmitted ft'om the OCU will be stored remotely on 
the FSS selvers located at a USSS-controlled facility. Any images or video obtained during the 
Proof of Concept in Bedminster, New Jersey will either be overwritten within 30 days or become 
palt of a law enforcement investigation case file. if appropriate. The tethered sUAS camera 
operator will primarily focus on the outer perimeter of the USSS-established secure zones of 

protection in and around the Tmmp National Golf Club. This perimeter restriction and notification 
will selve to decrease the risk of IUlintentional privacy violations_ Images recorded ft'om the 
tethered sUAS camera may only be accessed by authorized persOlUlel with an authorized need to 
know, controlled tln-ougb chains of custody, and stored in seClll'e locations until it is destroyed. 

There is a risk that persons in range of the sUAS sensors may not be aware that the sUAS 
can provide long-range slllveillance for a long time since the sUAS is powered through the tether 
and operated by personnel on the gl'Ound-allowing the team to be relieved while the sUAS is still 
in the air. To mitigate the risk presented by persistent slllveillance of an area without the 
foreknowledge of individuals enteling the area. USSS will notify all individuals residing at--{)r 
enteling-the propelty that the premises are being monitored by SUAS. 2 USSS has shict mission 
priorities for this pilot. 

To the extent that the tethered sUAS may be within range of private residences, there is a 
risk that a person's privacy might be lmintentionally violated. The aircraft does not have the 
capability to see through walls or othelwise collect infOlmation reg31'ding what occurs in the 
interior of a building. nor is that its plllpose. The primalY plllpose of using a tethered sUAS is to 
provide sustained situational awareness. The sUAS operates at an altitude of 300-400 feet. The 

I See DHSIUSSSIPIA-OI4 Field Support System (FSS). m'ailable at www.dhs.gov/privllcy. 
2 NOTICE: TIlese premises are Wider 24-hour aerial "ideo surveillance. 
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tether makes the system stationalY_ with only minor horizontal movement occlllTing in response 

to weather conditions. The sUAS will not physically intmde npon or distmb the use of private 

property outside the Tmmp National GolfComse. 

F1lI1her, the EO camera that will be used during the Proof of Concept is limited to a 30x 

optical zoom and the IR camera is limited to an 8x infrared zoom. The sUAS does not have audio 

or signals intercept capabilities and does not provide images of sufficient quality to pemlit 

subjecting them to a facial recognition system. To the extent that it proves necessa.y to focus the 

EOIIR camera on an individual , the focus will be on obtaining a physical description of the person 

to promote his expeditious interception. 

Data and inIages captured by the tethered sUAS that need to be retained due to an incident 

or other investigative reason will be secured by CSD and transfened to the appropriate USSS Field 

Office for any necessary processing. use, and dissemination. These images may contain personally 

identifiable infol111ation (PII) and will be controlled in accordance with USSS policies pertaining 

to the storage and handling of PII. 

Fair Information Practice Principles (FIPPs) 

The Privacy Act of 1974 a.ticulates concepts of how the Federal Govellllllent should treat 

individuals and their infollllation and imposes duties upon Federal agencies regru'ding the 

collection, use, dissemination. and maintenance of PII. The Homeland Security Act of 2002 

Section 222(2) states that the Chief Privacy Officer shall assure that infOimation is handled in Ihll 

compliance with the fair infoll1lation practices as set out in the Privacy Act of 1974. 

In response to this obligation. the DHS Privacy Office developed a set of Fair Infonnation 

Practice Principles (FIPPs) from the lwderlying concepts of the Privacy Act to encompass the full 

breadth and diversity of the infOimation and interactions of DHS.3 The FIPPs accOlUlt for the 

nature and purpose of the infOimation being collected in relation to DHS's mission to preselve. 

protect, and secure the Homeland. 

DHS conducts Privacy Impact Assessments on both programs and infonnation tecllllology 
syste1llS, pursuant to the E-Govenllllent Act of 2002 Section 208 and the Homeland Security Act 
of 2002 Section 222. Given that tethered sUAS and their associated devices are mechanical and 

operational systems rather than a palticular infonllation tecllllology system or collections of 
records pel1aining to an individual that would be subject to the parruueters of the Privacy Act, this 

PIA is conducted to relate the use of this observation tools to the DHS constmct of the FIPPs. This 

PIA examines the privacy inIpact of tethered sUAS operations as it relates to the FIPPs. 

} DHS Privacy Policy GuidnJ1ce Memorandum 2008·01. The Fair In/o17ua/ioll Practice PrinCiples: Frolllelrork for 
Pril'oC)' Policy af rhe Deparlmelll of Home/and Security. December 29. 2008. 
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Principle: DHS shollid be lrallsp arellf alld provide lIolice 10 Ihe illdividllal regardillg ils 

colleclioll, lise, dissemillatioll, alld mailllellallce of Pll. Tec1l11ologies or svslellls IIsillg PIIlllllsl be 
described ill a SORN alld PIA, as appropriate. TI/ere shollid be 110 syslem Ihe e\'iSlellce ofwhic11 

is a secret. 

This PIA provides transparency to the public about the USSS Proof of Concept at The 
Tnunp National Golf Club in Bedminster, New Jersey, to be conducted in August 2017 in SUpp0I1 
of the Presidential visit to the facility. Though 1m likely due to the altitude at which the tethered 
sUAS will operate and the quality of the video obtained, the data and images collected or retained 
may be clear enough to help investigators identifY an individual when used in conjlmctiou with 
other data (e.g. , clotlting, hair color, previously taken photographs, license plates llluubers, vehicle 
descriptions). USSS will store video and images on the USSS secme network for no more than 30 
days, mtless those images or video need to be retained for investigative reasons, otherwise they 
will be ovelwritten within 30 days. Video images that are retained for investigative reasons will 
be associated with an investigative case file, and retained in accordance with the NARA-approved 
retention schedules for the case file . Depending on the type of case file, USSS may retain records 
according to NARA-approved retention schedules for a period of time between 3 years and 30 
years: or in limited cases, on a pelUlanent basis by NARA. 4 

Members of the Trump National Golf Club and accompanying guests who enter the 
premises will also receive notice prior to entering the club that aerial smv eillance is in progress. 
This PIA provides additional notice of the following: 

Generally, records associated with this test are not covered by the Privacy Act because they 
are not retrieved by an individual identifier. IufOimation captmed by the EOIIR cameras 011 the 
tethered sUAS may become subject to the Privacy Act once it is associated with an incident or an 
individuallmder investigation. Auy video images associated with that individual's case file are 
covered by the either the Protection Information System SORN5 or the Criminal Investigative 
InfOimation System SORN6 

" See NARA retention schedules N 1-87-92-2. tn'ai/able 171 https:/Iwww.arch.i.ves.gov/ftleslrecords­
mgmt/rcslschedulesldepartmentsldepartment-of-bomeland-securityirg-OO87/n 1-087-92-002 sfilS .pdf and N 1-87-
88-1 . ami/able at https:/lwww.archives.gov/fileslrecords-mgmtlrcslschedulesldepartmentsldepartment-of­
homeland-securityirg-0087/nl-087-88-OO1 sflIS.pdf. 
'See DHSIUSSS-004 Protection hlformation Systems SORN. 76 FR 66940 (October 28. 2011 ). ami/able at 
http://www.gpo.gov/fdsvslpkg/FR-2011-10-281hhnll2011-27883.hbn. 
• See DHSIUSSS-OO I Criminal h,,·estigation Infonnation System SORN. 76 FR 49497 (AlIgnst 10.2011). ami/able 
at https:/Iwww.gpo.2ov/fdsyslph/FR-201I-08-10Ihhnll2011-20226.hbn. 
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Principle: DHS sliould iuvolve tlie illdividual ill tlie process of usillg PII. DHS sliould, to 
tlie extem practical, seek illdividual COl/sellt for tlie collectioll, use, dissemillatioll, alld 
maimellallce of PII alld sliould provide mecliallisms for appropriate access, correctioll, alld 
redress regardillg DHS's lise of PII. 

A traditional approach to individual pal1icipation is not always practical or possible for 
USSS, which has dual investigative and protective missions. The video and iutages obtained from 

the tethered sUAS will be used primarily to euhance overall situational awareness around the 

perimeter of the USSS secure zone of protection in and around the Trump National Golf Club. The 
USSS will provide notice to the public, club members, and employees before accessing the zone 
of protection that aerial surveillance is in progress. 

Any iutages or "ideo obtained during the Proof of Concept in Bedminster, New Jersey will 

either he overwlitten within 30 days or become p311 of a law enforcement investigation case file. 

Providing individuals of interest access to infOimation about them in the context of a pending law 
enforcement investigation may alert them to or othelwise compromise the investigation. 

Consequently, there is uo mechanism for conection or redress for the video collected by the 
tethered sUAS. Once that video is associated with an individual's case file, the individual must 

follow the procedure outlined in the cOlTesponding privacy documents for the respective criminal 
investigation system. While individuals camlot pal1icipate in the initial collection of this 

infolmation, they may contest or seek redress through any resulting proceedings brought against 

them. 

Privacy Risk: There is a risk that images of individuals outside the zone of protection will 
not receive notice of the test and may have theu' iutage captured without theu' consent. ludividuals 
who see the notice and chose not to enter the club dlll111g the testing may still have theu' unages 

captured despite declining to consent due to their proximity to the club' s pel1meter. 

Mitigation: TIlls 11Sk is pal1ially mitigated. hldividuals outside the secure zone of 
protection may not always be given the 0ppol1unity to consent to image collection, as it may 

compromise protective operations and interfere with the USSS ' s ability to carry out its mission. 
However, USSS will be operating at a high altitude and the iutages will not be associated with the 
individual and will be ovelwrittell after 30 days, 1m less the image becomes associated with an 
investigative or ulcident record. 

000006epic.org EPIC-16-09-09-DHS-FOIA-20180726-USSS-Production



Homeland 
Security 

3. Principle of Purpose Specification 

Privacy Impact Assessment 
DHSIUSSSIPIA-020 Ulllllanned Aircraft Systems 

Page 6 

Principle: DHS should specifica/~v articulate the all1hority which permits the collectioll of 

PH alld specificallv articulate the pili pose or plllpOSes for which the PH is illtellded to be used. 

CSD perfOlms slUveillance for indicators and operations that include planning. directing, 
and executing slUveillance and counter-slUveillance operations to better detect suspicious activity 

or pre-incident behaviors in SUppOlt of the USSS protective mission. 

USSS has the statutOlY authOlity and responsibility to conduct criminal investigations and 

provide protection for the President, Vice President, thei.r families, visiting heads of state, 
National Special Secmity Events (NSSE), and other designated individuals. 7 FlUther, USSS is 

authOlized to enforce zones of protection. g 

These authorities allow the USSS to use the camera on the tethered sUAS to captme video 

and still images for the plUpose of increasing situational awareness, officer safety, and to assist in 

detecting suspicious activity in SUppOlt of the USSS protective mission. The USSS may use 
infOlmation captmed from and stored on the camera systems to apprehend individuals in violation 
of the law or provide evidence sUppOlting suspicious activity. 

4. Principle of Data Minimization 

Principle: DHS should OIl~V collect Pll that is direct~v relevalll alld lIecessan l to accomplish 

the specified pl/lpose(s) alld OIl~V retaill Pll for as 10llg as is lIecessary to fulfill the specified 

pl/lpose(s). P11 should be disposed of ill accordallce with DHS records dispositioll schedules as 
approved bv the Natiollal Archives alld Records Admillistratioll (NARA). 

USSS seeks to minimize the collection and retention of video, data, and still images to 

that which is necessalY and relevant to carry out its dual missions. Accordingly, during this Proof 
of Concept, all video, data, and still images obtained via the tethered sUAS that does not peltain 

to an incident or investigation will be stored on the secme USSS FSS selvers until it is 

overwlitten within 30 days, consistent with NARA approved Records Control Schedule number 

DAA- 0087-2014-0001 , "SeclUity Camera Recordings and Associated Data." USSS will not 
associate the images with an individual unless it becomes pmt of an incident or investigative file ; 
in such cases the relevant footage associated with a specific event, OCCIUTence, or time period, 
needed for prescribed law enforcement plnposes (e.g. , required for COlUt: subpoena; after action 
analysis, and/or training), and/or in SUppOlt of any authOlized investigation will be destroyed 3 
yem's after the date the specific event or OCClllTence was first recorded; or when no longer 

needed: or with cOITesponding case fi le materials, whichever is later. Recordings associated with 

7 18 U.S.C. § 3056. 
, 18 U .S.c. § 1752. 
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a highly IUJltsna l incident, OCClUTence, or significant event snch as an assassination attempt or 
snccessfnl assassination will be Il'ansfened to NARA as pennanent records after the 
cOlTesponding investigation has been completed. 

5_ Principle of Use Limitation 

Principle: DHS should use PI! solelv for the plllpose(s) specified iuthe lIo/ice. Sharillg PI! 
outside the Departmellt should befor a plllpose compatible with the plllposefor which the PII was 

collected. 

This Proof of Concept testing and evalnation of a tethered sVAS 's capabilities and 
effectiveness is for the limited pnrpose of increasing overall situational awareness to the Office of 
Protective Operations (OPO), the Presidential Protective Division (PPD), and other suppOlting 
elements dlUing a Presidential visit to his Bedminster. New Jersey residence. This Proof of 
Concept will assist future decisions on acqnisition and deployment of similar systems. Shonld data 
and images capllrred by the tethered sVAS need to be retained dne to an incident or other 
investigative reason, the video and images may be shared with the militalY, or other federaL state, 
or local law enforcement agencies that snppolt the VSSS dlrring the Presidential visit to the Trump 
National Golf Club. Any shming would be covered lmder the Protection InfOlmation System 
SORN9 or the Criminal Investigative InfOlmation System SORN. 10 

6. Principle of Data Quality and Integl'ity 

Principle: DHS should, /0 the extellt practical, ellsure that PI! is accurate, relevallt, time~v, 

alld cOlllplete, with ill the COil/ex/ of each use of the PII. 

For the pllIposes of the Proof of Concept. PII caplln'ed by the tethered sVAS has no 
con tinning valne in the law enforcement context; rather, the goal is to test and evalnate how the 
overhead perspective afforded by the tethered sVAS enhances overall situational awareness m'Olmd 
the perimeter of the VSSS sec life zone of protection at the TnlfUp National Golf Club. The focns 
of the Proof of Concept is on how the EOIIR camera capllrres physical characteristics of an 
individnal and not on determining the individnal ' s actual physical identity. The EOIIR camera 
nsed during the testing does not prodnce images of sufficient qnality to snppOlt their nse by a facial 
recognition system. 

• See DHSlUSSS-004 Protection Infonnation Systems SORN. 76 FR 66940 (October 28. 20 II ). amilable aI 

http://www.gpo.gov/fdsyslpkgIFR-2011-10-2SIhtml/2011-27883.hbn. 
10 See DHSIUSSS-oO I Criminal ul\'estigation ulfonnation System SORN. 76 FR 49497 (August 10.20 11). 
ami/able ar https:/Iwww.gpo.gov/fdsvslpkgIFR-201I-oS-101html/2011-20226.hbn. 
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Principle: DHS shollld protect PII (ill al1 fOr/lis) throllgh appropriOle secllriTy safegllards 

agaillst risks sllch as loss, IIl1alltllOri:ed access or lise. destructioll, lIIodijicOIion, or IIl1inTellded or 

illappropriaTe disclosllre. 

The tethered sUAS system will pass encrypted live video feeds and control infol1nation 
tln'ough a micro-filament wi.re numing from the ai.rcraft to the OCU. The image data is then 
decrypted and brought inside the fuewall and secmed network from the OCU where the FSS' s 
servers can then provide a video feed to the designated decision makers and authorized receivers 
of that data. These video images will be maintained on the secmed selver for a maximlUn of 30 
days and then will be ovelwritten. The FSS servers are located at a USSS controlled facility. 

Strict access controls and system administrators ensme that only autholized users with an 
operational need to know will have access to the video feeds . Any recorded data, video. or still 
images that are saved to be used as evidence will be handled in accordance with USSS policy 
and as outlined in section 6 of this PIA. 

8. Pl"inciple of Accountability and Auditing 

Principle: DHS shollld be accollllfable for cOlllplvillg with these prillciples, providillg 

traillillg to al1 elllployees and contracTors wllo lise Pll. alld shollld alldit The aClllalllse of Pllio 

delllollstrate cOlllpliance with these prillciples alld al1 applicable privacy protectioll reqllirelllellfs. 

All USSS employees and contractors receive annual privacy and secmity training to ensure 
they lUlderstand how to handle and secure PIT. Additionally, all agency employees receive training 
on ethics and the USSS Code of Conduct. Furthel1nore, there are technological and physical 
controls in place to ensme that there is only authorized access to the sUAS and the collected 
datalimages. 

Periodic audits will be conducted to ensure that the tethered sUAS IS being used 

approPliately and that data is properly disposed of within the 30 day period. 

Conclusion 

This Proof of Concept will assist tbe USSS to detetmine the effectiveness and utility of 
the tethered sUAS to increase situational awareness and improve the USSS's ability to detect 
suspicious persons, activities. and pre-incident behaviors arOllUd protected sites and persons. The 
USSS has implemented proper access controls, procedlll·es. and protocols to ensme that stored 
video and images are properly handled and that proper protections and safeguards are in place to 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

This form is used to determine whether 
a Privacy Impact Assessment is required. 

Privacy Offi~ 
u. s. Department of 110m eland Security 

Washington, DC 20528 
202-343-1 717, pia@dhs.gov 

www.dhs. gov/privacy 

Privacy Threshold Analysis 
Version number: 01-2014 

Pagel 0/8 

Please use the attached fonn to detennine whether a Privacy Impact Assessment (PIA) is required under 

the E-Govemment Act of 2002 and the Homeland Security Act of 2002. 

Please complete this fonn and send it to your component Privacy Office. If you do not have a component 

Privacy Office, please send the PTA to the DHS Privacy Office: 

Senior Director, Privacy Compliance 
The Privacy Office 

U.S. Department of Homeland Security 
Washington, DC 20528 

Tel: 202-343-1717 

PIA@hq.dhs.gov 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this fonn. If a 

PIA is required, the DHS Privacy Office will send you a copy of the Official Privacy Impact Assessment 

Guide and accompanying Template to complete and return. 

A copy of the Guide and Template is available on the DHS Privacy Office website, 

www.dhs.gov/privacy, on DHSConnect and directly from the DHS Privacy Office via email: 

pia@hq.dhs.gov, phone: 202-343-1717. 
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Pro.irrt 01' 
Program Namr: 

Componrnt: 

XactaFiSMA 
Namr (if 
appHrablr): 

Typr of Projrct 01' 
Program: 

Datr first 
drvrlo)lrd: 
Datr ofJast PTA 
npdatr 

A TO Statns (if 
appHrablr) 

Namr: 

ornrr: 

Phonr: 

Pl'iyary Tbr~shold Analysis 
Version number: 01-2014 

Page 2 olS 

PRIVACY THRESHOLD A-"IAL YSIS (PTA) 

SUMMARY INFORMATION 

Tesring ofDepanment of Defellse Counter Ulill13llI1ed Aerial Sys tems Technology 

ornrr 01' 
Special Operations Division 

U.S. Secret Service (USSS) 
Program: 

(SOD). Airspace Security 
Branch (ASB) 

XactaFiSMA 
Numbrr (if Click here to eUler lext. 
appHrablr): 

Projrct 01' 
Program pr02ram Drvrlopmrut 

stahlS: 

Ortobrr 16, 2014 Pilot launrh Frbruary 23, 2015 
datr: 

N/A Pilot rnd dalr: Frbrnary 27, 2015 

ATO 
Not startrd rxpiration datr Click here 10 enter a date. 

(If applirablr) : 

PROJECT OR PROGRA-M MANAGER 

Title: Electronics Engineer 

Email: 

INFORiVIA TlON SYSTEM SECURITY OFFICER (lSSO) (IF APPLICABLE) 

Namr: Click here 10 enler lext. 

Phonr: Click here 10 enrer lext. I Email: I Click here 10 eUler lext. 
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SPECIFIC PTA QUESTIONS 

L Reason fol' snbmittin the PTA: Choose an itrm_ 
Please prol'ide a gelleral descriptioll of the project alld its plllpose ill a \l'aya 1I01l-teclmical persoll C01l1d 
IIlIderstalld. If this is all IIpdated PTA, please describe \l'hat challges alldlor IIpgrades that are n'iggerillg 
the IIpdate to this PTA. If this is a rellell'al please state \l'hether or 1I0t there lrere allY challges to the 
projecT, program, or system sillce the last ,'ersioll. 

This PTA is being submitted allhe request of the DHS Pri\'acy Office. 

On October 16. 2914. the United States Secret Sen'ice (USSS) entered info a MemorandlUll of Agreement ()-IOA) 
with the A\'iatioll and Missile Research. Deyelopment and Engineering Center (AMRDEC) of the U.S. Anny. 
Pursuant to that MOA. the AMRDEC and VSSS SOD-ASB conducted testing over the course of !i"e days. from 
Febmary 23 throug.h Febmary 27. 2015. to detennine the capabilities of a _ system to locate aud comlter 
UJilll8lmed Aeria l Systems (UASs), Pan of that testing. included llig.h"il11~UASs in restricted airspace (as 
defined by 14 C.F.R Pru1 93) in Waslllngton. D.C. TI,e VASs were not flown o,'er pr;"ate property. TI,ese VAS 
flights took place durin~ the e\'ening hours of Feb mary 25 and 26. 2015. All required authorizationslwah'ers were 
obtained fromlhe Federal A\;atioll Administration prior to cOllductin2 these test flights. TIle purpose of these 
nighttime VAS flights was to measure the capabilities of the_ system to detect and COlulter VASs, 

During the two e\'enings when VASs were part of the tests, multiple VASs were utilized, the majority of which are 
o"01ed by AMRDEC. Two VASs owned by the VSSS were used in tlus test. TI,e two VASs owned by the VSSS 
and used in the test each contain an on-board camera that is used for see~and-ayoid purposes during flight. i.e .. the 
VAS operator llses the camera to "see" where the VAS is going and to control and steer the vehicle when it is not in 
\'isl1<1l r8l1ge. The images "seen" by the VAS are relayed to and recorded 011 the operator's control panelmoduie, 
The on~board cameras do not themselves retain any data. The capnu-ing of images by the on~board cameras cannot 
be nUlled off and is incidental and part of the nonnal operation of the VAS, Such images were irrelevant to the 
testing being conducted 8lld the plUposes for which the VASs were being llSed as pal1 of that testing. 

There are clUTently no plans for fiu1her testing 
8lfSpace. 

2. Does this systrm rmplo}' any of thr 
following technologies: 

Ifyoll are /lsillg allY of these techllologies alld 

system us ing UASs ill D,C. restricted 

D Closed Circuit Television (CeTV) 

D Social Media 

000013epic.org EPIC-16-09-09-DHS-FOIA-20180726-USSS-Production



Homeland 
Security 

,mill coverage IIl/derthe resp ectire PIAjorthat 
techl/ology please stop here alld coli/act the DHS 
Primc)" Office jorj l/rther g l/idance. 

3. From whom dots tbt Projtrt or 
Program roUtet, maintain, USt , or 
dlsstminatt Information? 
Please check all that app!,'. 

Pri\'XY Offict 

u .s. Ilqwtmm! or HomebDd S«uriry 

Wnhingfon. OC 20518 

202· J4J·1717. pu#,dhs.gov 
W\\'W .dbs. BO\°1pri\ 'X)' 
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Version number: 01·2014 
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o Web p011al' (e.g .. Share Point) 

o Comact Lists 

!8J None of tbese 

!8J This program does not collect any personally 
idemifiab le infollllarion2 

o Members of rbe public 

o DHS employees/contractors (list components): 

o COUlractors working on behalfof DHS 

o Employees of other federal agencies 

4. Wbat spteifie lufonnation about individuals Is eoUtettd, gtDtrattd or rttaiutd? 

Please provide a specific descriptiol/ qf il!forlllatiol/ that is collected. gel/erated, or retail/ed (sl/ch as 
IJames, addresses, emai/s, etc.) for each category of il1dil'iduo/s. 

None. 

4(a) Dots tbt projtet, program, or systtm 
~ No. Please continue to nexr question. 
DYes. If yes. please list all personal identifiers 

rttrltvt informatioD by ptrsonal idt ntifitr? 
used: 

4(b) Dots tht projtet, program, or systtm !8J No. 
nst Social Stenrlty Numbtrs (SSN)? DYes. 
4(e) If ytS, pltast providt tbt sptcifie Itgal 
basis and pm'post for tbt eolltetioD of Click here to enter tex!. 

SSNs: 

I Illfonllationa l and collaboration-based portals in operation at DHS and its components that collect. use. maintain. 
and share limited personally identifiable illfonnatioll (PIT) about indi\"idua ls who are "members" of the portal or 
' ''pOtentia l members"" who seek to gain access 10 the portal. 
2 DHS defines personal iufonnation as "Personnlly Identi finble l11folTIlaliOlf" or PlIo wh.ich is auy infomlalion that 
pennits the identity of an illdi\'idual to be directly or indirectly inferred. including any illfonllation that is linked or 
linkable to that illdi\;dual. regardless of whether the individual is a U.S. citizen. lawful penualleut resident. \"isitor to 
the U.S .. or employee or contractor to the Depnrtmenl. "Sensili\-e PlIO. is PII. which ifJost. compromised. or 
disclosed without authorizariolL could result in substantia) hanll. embarrassment. UICOIl\·ellience. or lUlfh imess to an 
individu.11 For the pluposes of this PTA. SPI1 and PI1 are treated the same. 
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4{d) If yes, please describe tbe uses of the 
SSNs wlthiu the project, program, 01' 
system: 
4{e) If tbis project, proJ(ram, or system Is 
au tnformat1on technology/s)'stem, does it 
relate solely to tnfrastl1lchu'e? 

For example, is the system a Local Area Ne fll'ork 
(LAN) or Wide Area Nefll'ork (WAN)? 

Pri\'xy Office' 

u.s. DrpartmCl! ofHOCDtb.DCI Se:wiry 
Wuhington. DC 20528 

202·343·1717, pia# dh5.gov 

\o\'\\'w.dIls.go\·}pri\"aCY 
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Version number: 01-2014 
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Click here ro elller rex!. 

[8J No. Please continue ro nexr quesrion. 

0 Yes. If a log kepr of conummicarion traffic. 
please answer rhe following quesrion. 

4(1) IT header 01' payload data ' Is stored in the communication traffic 10J(, please detail the data 
elements stored, 

Click here ro elller rex!. 

Nor applicable, 

5, Does this project, proJ(ram, or system [8J No. 
couuect, receive, or share PO with any 
other DHS programs or systems·? 0 Yes. If yes. please lisr: 

Click here ro elller rex!. 
6, Does this project, proJ(ram, or system [8J No. 

connect, receive, or share PH with an)' 
exterual (uon-DHS) partners or 0 Yes. If yes. please lisr : 
systems? 

Click here ro eUler rex!. 

6{a) Is this exterual shartnJ( pursuaut to Choose an irem. 
uew or existinJ(lnformat1on shal'lnJ( 

Please describe applicable infonnarion sharing access agreement (MOU, MOA, LOI, 
etc,)? governance in place: 

7, Does the project, proJ(l'am, 01' system [8J No. 
provide I'ole-based trainiuJ( fol' 

0 Yes. If yes. please lisr: pel'sonnel who have access in addit10n 
to annual plivacy traininJ( I'equired of 
all DHS personnel? 

] When data is sent O\'er the Illtemet each luut transmitted includes both header infomlalion and the actual data 
being sent. The header identifies the source and destination of the packet. while the actual cL,ta is referred 10 as the 
payload. Because header infom13tion. or o\'erhead data. is only used in the transmission process. it is stripped from 
the packet when it reaches its destination. Therefore. the payload is the only data recei"ed by the destination system. 
4 PH may be shared. receh·ed. or cOlUlected to other DHS systems directly. automatically. or by manual processes. 
Often. these systems are lis ted as "imercoJUlected systems" in Xacta. 

000015epic.org EPIC-16-09-09-DHS-FOIA-20180726-USSS-Production



Homeland 
Security 

8. Per NIST SP 800-53 Rev. 4, AppendL~ 
J, does thr proJrct, program, or system 
maintain an accouuting of disclosures 
of PH to indivldnals who have 
reqnrsted access to their PH? 

9. Is there a FIPS 199 determination?' 

Pm-xy Officr 
u.s. [kpaf1~t o(H~bod Stturity 

washington. DC :!(IS28 
202-343·1717. pia~dhs.gO\l 

\\,\"lw.dbs.go\'/p,h~ 
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Page 6 018 

I2$J No. What steps will be taken to develop and 
maintain the accolUltiug: 

o Yes. In wllat fOimat is the accOlUlting 
maintained: 

o Unknown. 

I2$J No. 

o Yes. Please indicate the detenniuations for each 
of the following: 

Confidellliality: o Low 0 Moderate 0 High 0 Undefined 

Integrity: o Low 0 Moderate 0 High 0 Undefined 

Ava ilabili ty: o Low 0 Moderate 0 High 0 Undefined 

.. FIPS 199 is the Federal Infonnation Processin2 Standard Publication 199. Standards for Security Categorization of 
Federalillfonllatiou and Illfonu.1tioll Systems and is used to establish security categories of iufonnat'ioll systems. 
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(TO BE COMPLETED BY COMPOl'iENT PRIVACY OFFICE) 

Component Privacy Office Reviewer: Lalita Payne 

Date snbmitted to Component Privacy Office: Febmary 26, 2015 

Date snbmitted to DDS Privacy Office: March 13. 2015 

Component Plivacy Office Recommendation: 
Please illelude recolllllleudariou below, illcllldillJ! what lIew primc" cOIIIPliauce documelltarioll is lIeeded. 
USSS FOIA and PA Program recollllllends that the UAS project is not privacy sensitive because it does 
not collect or process personally identifiable illfomlation. USSS FOIA and PA Pro.gram will draft any 
required privacy documentation for any related project that collects. or could in anyway collect. PIT. 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

Date approved by DHS Privacy Office: 

PTA Expiration Date 

DESIG:-JATION 

Privacy Sensitive System: Yes If"no" PTA adjudication is complete. 

Otller 
Category of System: 

If"otber"' is selected. please describe: Click lIere to enter text. 

Determination: D PTA sufficient at tbis time. 

D Privacy compliance documentation detennination in progress. 

D New infom13tion sharing arrangement is reqnired. 

D DHS Policy for Computer-Readable Extracts Containing Sensitive PIT 
applies. 

D Privacy Act Statement required. 

~ Privacy Impact Assessment (PIA) reqnired. 

D System of Records Notice (SORN) reqnired. 

D Paperwork Reduction Act (PRA) Clearance may be reqnired. Contact 
your component PRA Officer. 
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q A Records Schedule may be required. Contact your component Records 
Officer. 

PIA: 
N~w PIA is r~qllir~d. 

If covered by existing PIA. please list: New FIPPs based PIA required. 

Choose an item. 
SORl"l: 

If covered by existing SORN. please list: Click here to enter text. 

DRS Privacy Offi(~ Comm~nts: 
Please describe ratiol/ale (or prime!' cOIIIPlimlce delel7l/il/atiol/ abore. 
In light of recent media repons about the UAS flight s. the DHS Privacy Office requested tbis PTA from 
USSS. The DHS Privacy Office finds that the USSS nighttime UAS flights to measure the capabilities of 
the'-- system to detect and counter UASs was a privacy-sensitive test thaI occlUTed in Febmary 
20 IS. ellis our lmderstanding that the UAS test did not collect PI! and would not require a PIA or 
SORN llllder the E-Govemment Act and Privacy Act respectively. the DHS Chief Privacy Officer is 
responsible for "assuring that the use of technologies sustain. and do not erode. privacy protections 
relating to the use. collection. and disclosure of personal infonuation" (Seclion222 of the Homeland 
Security Act). To accomplish this StallllOlY requirement. we re!(ularly conduct Ptivacy Impact 
Assessments on lecllllologies Ihal may be considered ptivacy sensitive.' 

Therefore. DHS Ptivacy Office requires USSS 10 condUCI a FIPPs-based PIA 10 fully describe Ihis tesl 
and Ihe privacy risks and mitigations. Our underslanding. based on lItis PTA. and a high level briefing 
from Ihe operalors. is Ihat Ihis is acmally a posilive privacy slory to lell. 

Though lhis PIA will publish after Ihe lesl conducled. il will provide transparency to the public. document 
Ihe privacy-prolective measures Ihat USSS incOlporated into the lest. and clarify any media inaccuracies. 

Wltile the DHS compliance posture for component use of UAS and drones is slill evolving. the following 
factors contribute to Oltr delemtinalion as 10 whether a PIA is required: 

I. Whether Ihe UAS flies over inhabiled public spaces (as opposed 10 ntililary airspace): 

2. Whelher the UAS has Ihe capability 10 collect images of members oflhe public: and 

3. Whelher the existing public perception of Ihe UAS program walTants additional h"llllsparency 
from DHS 10 main lain Ihe public mISt in DHS operations. 

The DHS Privacy Office fmds Ihatthe USSS UAS lest from February 2015 meets all three of these 
faclors and therefore a new FIPPs-based PIA is required. NOle that CBP and S&T have also completed 
PIAs for their l"ISe ofUAS' Tltis PTA eXllires in one year. 

' For example. please see the TSA FIPPs-~sed PIA regarding Ad,'anced Imaging TeclUlology (AIT): 
http://www.dhs.ROv/xlibrary/assetslprivacy/privacy-pia·tsa·ait.pdf 
• DHSlCBPIPIA-OI8 Aircraft Systems. http://www.dhs.gov/puhlicationldhscbDPia-OI8-aircraft-systems and 
DHS!S&TIPIA-026 Robotic Aircraft for Public Safety (RAPS) Project. 
bttp:llwww.dhs.Rov!sitesidefauJtlfileslpuhlicationsiprivacylPlAsIprivacv pia Sl raps nov2012.pdf 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

This form is used to determine whether 
a Privacy Impact Assessment is required. 

Please use the attached form to detennine whether a Privacy Impact Assessment (PIA) is required under 

the E-Govenunent Act of 2002 and the Homeland Security Act of 2002. 

Please complete this form and send it to your component Privacy Office. If you do not have a component 

Privacy Office, please send the PTA to the DHS Privacy Office: 

Senior Director, Privacy Compliance 
The Privacy Office 

U.S. Department of Homeland Security 
Washington, DC 20528 

Tel: 202-343-1717 

PIA@hq.dhs.gov 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this fonn . If a 

PIA is required, the DHS Privacy Office will send you a copy of the Official Privacy Impact Assessment 

Guide and accompanying Template to complete and return. 

A copy of the Guide and Template is available on the DHS Privacy Office website, 

www.dhs.goviprivacy, on DHSConnect and directly from the DHS Privacy Office via email: 

pia@hq.dhs.gov, phone: 202-343-1717. 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

SUMMARY INFORi\1ATION 

Project or Umnanned Aerial Systems 
Program Name: 

Component: U.S. Secret SelVice (USSS) 
Office or Counter Slllveiliallce 
Program: Division 

XactaFISMA XactaFISMA 
Name (if Click here to enter text. Nnmber (if Click here to enter text. 
applicable): applicable): 

Type of Project or 
Project or 

Program: 
New project program Development 

statns: 

Date first March 27, 2017 Pilot launch ( 'll..-k lH'r(' to ('uil'r" d.lll'. 
developed: date: 
Date of last PTA Click here to enter a date. 
update 

Pilot end date: Click here to enter a date. 

ATO Status (if 
ATO 

Choose an itelll. expiration date Click here to enter a date. 
applicable) 

(if applicable) : 

PROJECT OR PROGR;\jVI MANAGER 

Name: Rich Ricciardi 

Office: Counter Surveillauce Divisiou Title: Special Agent 

Phone: 202-841-3837 Email: __ @usss.dhs.gov 

INFORI\1A TION SYSTEM SECURITY OFFICER (lSSO) (IF APPLICABLE) 

NamE': Click here to enter text. 

Phoue: Click here to enter text. I Email: I Click here to enter text. 
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1. Reason fol' submlttin the PTA: Choose au item. 
The United States Secret Selvice is developing a program to incOlporate the use of several types of 
UlmuuUled Aetial Systems (VAS) and tethered systems as a tool to flU-rller tile Agency's protective 
mission. The Agency clUTently utilizes a maImed aircraft platform ~ for aerial COlmter­
slUveillance purposes. The intent behind the use of tile UAS and tei~is to increase 
sima tiona 1 awareness arOlUld our protectees and enhance 01U' current aerial cOlUIter -slUveillance platfonns. 

feet above the protected 

peIJormance specit'icat:iouls. These systems will provide an overall "bu'd's eye view" enviroUlllent. 
with the capabilities of taking and recording video and taking still pilot os. They will not have andio 
capabilities. 

During UAS operations. the UAS operator's crew (remote pilot UI c01lllnand) will be required to maintain 
visual line of sieht of the aircraft at all rinles for safe maneuvering of the UAS itself and to see and avoid 
other aircraft al;d infrastmcmre and will ensure radio IUle of sight is maintauled throughout the flight. TIle 
UAS's autopilots and related autonomy capabilities will assist the operator(s) ulmaintaining a safe 
distance between the aU'craft and obstacles and infrastI1lCllu·e. The operator will also have control of the 
camera. and will control its direction of view as well as detennining when to zoom in/pan out. 

a small. quiet. long-endurance imaguig capability 
The micro filament tethered system provides secure 

an operationa l altitude of 400 feet. 

The EOIIR cruneras on these systems willilave digital zoom capability that could assist the operator with 
detail as a vehicle license plate or to estimate a person' s physical characteristics such as 

and hair color. The data collected by the tethered system will be linuted to the 
to implement protective measures and to assist in its protective nussion. 

The live video feed or still pictures capllu'ed from the EOIIR camera will be transferred from the camera 
to the UAS grOlmd control station (GCS) tln'ough an encrypted feed. Once tlus happens it may be pushed 
to other USSS persOlmel on a secure USSS system. Any video files that are retained will be associated 
with a con'esponding ulVestigative case file. 

All video. still piClllfes. and other data not penauJiIlg to an ulcident obtained through the UAS or tethered 
system will be stored on the digital video recorders and will be overwrirren withul 30 days. Data would 
only be maintained beyond 30 days if it penains to an ulcident that is cOlUlected to a USSS protective 
ftmction. Such data will be retained UI accordance with the needs of a law enforcement or protective 
action. the approved records retention schedules. and applicable DRS policy: and will be stored in secure 
facilities \vith proper envu'OIll1lental cOlmols as described in USSS directive. 
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UAS will only be operated by USSS amhOlized persollnel that have been cenificated to operate UAS by 
the FAA. Additionally. USSS persOlUlel whose responsibility it is to manage. supervise. maintain. fly or 
use UAS systems will receive mandatory training on USSSfDHS policies. 

2. Does this system employ any of the 
followine terhnoloj(ies: 

Ifyoll are IIsing allY of these technologies and 
'ralll co,·ernge IIIlder The respecti,·e PIA for thnt 
teclmology please STOp here alld cOlllacTThe DHS 
Primc)" Office for fllrlher gllidance. 

3. From whom does the Project or 
Program collect, maintain, nse, or 
disseminate information? 
Please check allTlwT applv. 

I8J Closed Circuit Television (CCTV) 

o Social Media 

o Web pOlTal' (e.g .. SharePoint) 

o Contact Lists 

o None of these 

o This program does not collect any personally 
identifiable infolUiation2 

I8J Members of the public 

I8J DHS employees/contractors (list components): 

I8J Contractors working on behalfof DHS 

~ Employees of other federal agencies 

4. What specific information ahout individuals is rollected, generated or retained? 

Please pro, "ide a specific description ofin/ormaTionThar is collecTed, genernted, or remined (sllch as 
"Gilles, addresses, emails. eTC.) for each category of iudividuals. 
Photographic images of groups, individuals, and vehicle license plate numbers 

I lnfonuational and collaboration-based portals in operntion at DHS and it!. component ... that collect. usc. lll.'liniain. and .. harc 
limjted personally identifiable infonn.,tion (PD) about individuals who are "members" of the portal or "potential memben." who 
seek to 1lain access to the portal. 
2 DHS defmes personal infon11.atio11 as "Personally Identifiable Infoml.,lion" or PII. which is any infonuatiou that penuits the 
identity of an individll.,l to be directly or indirectly inferred. including any infonll.'lioll that is linked or linkable 10 dun indi\·idll.,1. 
regardlcs .. of whelher the individual io; a U.S. citizen. lawful pemument reo;ident. \;sitor 10 the U.S .. or employee or contrnctor to 
the Department. "Sensitive PO" is PO. which if 10sI. compromised. or disclosed ,,;thout authorization. could result in substantial 
hanu. embarrassment. incoU\,'enience. or unfairueso; to an indi\; du.,t. For the plUpoSes of this PTA. SPIT and PII arc treated the 
saDle. 
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4(a) Does the project, program, or system 
retrieve information by personal identifier? 

4(b) Does the project, program, or system 
use Social Secnrity Numbel'S (SSN)? 
4(c) If yes, please provide the specific legal 
basis and purpose for the collection of 
SSNs: 
4(d) If yes, please desClibe the uses of the 
SSNs within the project, program, or 
system: 
4(e) If this project, program, or system is 
an information technolo2Y!system, does it 
relate solely to infrastructure? 

For example, is the system a Local Area Nelll'ork 
(LAN) or Wide Area Nellrork (WAN)? 

Pri\'ac:y Offic~ 

u.s. Ikpartmml ofHomelancl Security 
Washington. DC 20518 

202·143·1 717, pi:a#:dhs.gov 
www.dhs.go\·lpri\'3C}' 
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IZI No. Please continue to next question. 
o Yes. If yes. please list all personal identifiers 
used: 

[8] No. 
DYes. 

Click here to enter text. 

Click here to enter text. 

IZI No. Please conrinne to next qnestion. 

0 Yes. Ifa log kept ofconnmwication traffic. 
please answer the following question. 

4(1) If header or payload data ' is stored in the communication h'affic log, please detail the data 
elements stored. 

Click here to enter text. 

S. Does this project, program, or system [8] No. 
connect, receive, or share PH with any 

0 Yes. If yes. please list: other DHS programs or systems'? 

Click here to enter text. 
6. Does tbls project, program, or system 

connect, receive, or share PH with any No. 
external (non-DHS) partners or 
systems? X Yes. If yes. please lis!: 

3 When data i!o sent O\'cr the Internet. each unit transmitted includes both header illfonnation and dlC nett!.1! data being scut. TIle 
header identifies the w nrce and de .. tination of the packet. while the actual data i!. referred to as the payload. Because header 
infonllation. orovcrhead dala. is only lI~d in the tr3Jl 't1llis .. ion procCIfolfo. it ilfo Ifotripped from the packet when it reachelfo it~ destination. 
TIlerefore. the payload ilfo the only data received by the de'rotinatioll IfoYIfo tem. 
4 PIT Olay be \llnred. received. or cOlUlected to other DHS Ifoysteuu directly. automatically. or by manual proce~\es . Often. rne<.e 
systems are lis,ted as "intercolUlected systemlfo" in Xacta. 
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6(a) Is this fxtfl"llal sharing pursuant to 
nfW or fxistlng Information sharing 
aCCfSS agrffmfnt (MOU, MOA, LOI, 
ftC.)? 

7. DOfs thf Pl"OjfCt, progJ'am, or systfm 
providf rolf-basfd training for 
pfrsonnel who have access in addition 
to annual privacy h 'aining required of 
all DDS pfrsonnfl? 

8. Pfr NIST SP 800-53 Rfv. 4, ApPfndix 
J, dOfs thf projfct, program, or systfm 
maintain an accounting of dlsrlosures 
of PH to iudividuals who havf 
rfqufstfd aCCfSS to thflr PH? 

9. Is therf a FIPS 199 dftfl"lniuatlou?4 

Pri"xyOffict 
u.s, Dc-par1(M11 of HomelaDd Seewity 

Washington. DC 20528 
202-34]-171 7. pU#dhs.gov 

W\\'W.dbs.goVlpri\,;lCY 
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It is contemplated tbat tlus program may bave tbe 

capability to share pbotograpluc images witb local 

and state law enforcement. 

Cboose an item 

Please describe applicable infollllation shaling 

governance in place: It presently is not. but if any 
sharing were to take place it would be for law 

enforcement ptuposes only and in exigent 

circlllllStances lllltil an appropriate ISAA or policy is 

concluded. 

No. 

X Yes. If yes. please list: It is comemplated that 

individuals utilizing tltis platfonn will be trained in 

its operation and capabilities. 

D No. What steps will be taken to develop and 
maintain the accounting: 

[gJ Yes. In what fOllnat is the accotulting 

maintained: Will confolln to USSS Policy on FOIA 

requests. Transactional audit logs are generated and 

kept in text file fOllllat . 

D Unknown. 

[gJ No. 

D Yes. Please indicate tbe detenrunations for each 
of the following: 

Confidentiality: 
D Low D Moderate D Hij!.b D Undefined 

IllIegrity: 
D Low D Moderate D Hi gh D Undefined 

Availability : 
D Low D Moderate D High D Undefined 

.. FIPS 199 i~ the Federal Infonuation Processing Standard Publication 199. Standard'S for Sec\uiry Categorization of Federal 
lnfonn31ion and Iufomu,tiou Systems and i!. u~d 10 e<iolabJish security categories of illfonlllltion syo:.tems. 

000024epic.org EPIC-16-09-09-DHS-FOIA-20180726-USSS-Production



Homeland 
Security 

PRIVACY TIlRESHOLD REVIEW 
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(TO BE COMPLETED BY COMPOI\"ENT PRIVACY OFFICE) 

Privacy 

Datr submittrd to Compourut Plivac)' 
Officr: 

Datr slIbmittrd to DHS Privacy Officr: 

Compollrut Privacy Officr 
Please illelllde lIell' 
UlUllanned Aerial Systems (UAS) wiu be a privacy sensitive system. requiring both PIA and SORN 
coverage. A new PIA will be required to cover the iruages. PIT. capmred by the EOIIR cameras. SORN 
coverage is provided by DHSIUSSS-004 Protection Information System. 

(TO BE COMPLETED BY THE DHS PRIVACY OFFICE) 

DHS Privacy Officr Rrvirwrr: 

PCTS Workflow Numbrr: 

DESIGNATION 

Privacy Srnsi1ivr Systrm: Yes If ··no·· PTA adjudication is complete. 

Catrgory of Systrm: 
IT System 

!f ··other .. is selected. please describe: Click here to enter text. 

Drtrrmination: D PTA sufficient at this time. 

D Privacy compliance docilluentation determination in progress. 

D New infOimatiou sbaring arrangement is required. 
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DHS Policy for Computer-Readable Extracts Containing Sensitive Pll 
applies. 

o Privacy Act Statement required. 

~ Privacy Impact Assessmem (PIA) required. 

~ System of Records Notice (SORN) required. 

o Paperwork Reduction Act (PRA) Clearance may be required. Contact 
your component PRA Officer. 

o A Records Schedule may be required. Contact your componeut Records 
Officer. 

New PIA is required. 

If covered by existing PIA. please list: Click here to enter lext. 
System rovered by existing SORN 

If covered by existing SORN. please liSI: DHSIUSSS-004 - Protection hlfonnation System 
October 28. 20 II 76 FR 66940 

DHS Prlvary OfJire Comments: 
Please describe raTionale or ril'nel' com liance determinatioll abare. 
The DHS Privacy Office fmds that the Umllanned Aerial Systems (VAS) and tethered systems proj!ram 
being developed by the USSS represents a plivacy-sensitive effort. and requires both PIA and SORN 
coverage. The use of UAS and tethered systems is designed to increase situational awareness arOlmd 

:nh.anc:e om current aelial cOlUIter-slUveillance will employ 
zoom Elecu'o Optical (EO). Infrared cameras in order 

lDulge:s .. and will be capable of captlrring plates and 
physical charactelistics involved in incidents or events related to a proteclee. Any 

images capmred by these systems. and are detenllined to be of investigative value. will be retained in 
association with a cOITesponding case file . Any images captlu'ed that do not penain to an incident will be 
overwrinen within 30 days of captlrre. 

The DHS Privacy office finds that dne to the privacy sensitive namre ofUAS teclmology. a PIA is needed 
in order to sufficiently identify the privacy risks and mitigations associated with the use of Unmanned 
Aerial Systems (VAS) and tethered systems as a tool to fimher the Agency's protective mission. SORN 
coverage is provided by DHSIUSSS-004 - Protectionlnfonnation System. which outlines the Secret 
Service's collection and maintenance of records in order to assist the USSS in protecting its prolectees 
and to investigate individuals who may come into proximity with a protectee. including individuals who 
have been involved in incidents or events which relate to the protective fimctions of the USSS. and 
individuals who have sought to make contact with a protectee. 
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