


Vigor2133 Series
Gigabit Broadband Router

User’s Guide

Version: 1.2

Firmware Version: V3.8.8

(For future update, please visit DrayTek web site)
Date: April 24, 2018

Vigor2133 Series User’s Guide



Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ \Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.
Firmware & Tools Updates

® Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

More update, please visit www.draytek.com.
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation







I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2133 series integrates IP layer QoS, NAT session/bandwidth management to help users
control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPSec/PPTP/L2TP) with VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside. Object-based firewall is flexible and allows your network be safe.

User Management implemented on your router firmware can allow you to prevent any
computer from accessing your Internet connection without a username or password. You can
also allocate time budgets to your employees within office network.

With the 6-port Gigabit switch on the LAN side provides extremely high speed connectivity for
the highest speed local data transfer of any server or local PCs. The tagged VLANs
(IEEE802.1Q) can mark data with a VLAN identifier. This identifier can be carried through an
onward Ethernet switch to specific ports. The specific VLAN clients can also pick up this
identifier as it is just passed to the LAN. You can set the priorities for LAN-side QoS. You can
assign each of VLANSs to each of the different IP subnets that the router may also be operating,
to provide even more isolation.

On the Wireless-equipped models each of the wireless SSIDs can also be grouped within one of
the VLANSs.

Vigor2133 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

,.1"'//

LED \ Status Explanation
Blinking The router is powered on and running normally.
(Activity) Blinking V\_/hen ACT and WLAN LEDs blink quickly and _
simultaneously is enabled and the system waits for
wireless station of connection.
Off The router is powered off.
On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.
On A USB device is connected and active.
usB Blinking The data is transmitting.
On Wireless access point is ready.
~ Blinking Ethernet packets are transmitting over wireless LAN.
WLAN Blinking When ACT and WLAN LEDs blink quickly and

simultaneously is enabled and the system waits for
wireless station of connection.

Off The WLAN function is inactive.
On Internet connection is ready.
Blinking The data is transmitting.
WAN Off Internet connection is not ready.
On The WAN port is connected with Ethernet cable.
Blinking The data is transmitting through WAN port.
Off The WAN port is disconnected.
On The LAN port is connected.
Blinking The data is transmitting.
~ Off The LAN port is disconnected.
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LAN1/2/3/4

Interface Description

Factory Reset

Restore the default settings.

Usage: Turn on the router (ACT LED is blinking). Press the hole and keep
for more than 5 seconds. When you see the ACT LED begins to blink
rapidly than usual, release the button. Then the router will restart with
the factory default configuration.

Wireless LAN WLAN On - Press the button and release it within 2 seconds. When the

ON/OFF/WPS wireless function is ready, the green LED will be on.

(for “n / ac” WLAN Off - Press the button and release it within 2 seconds to turn off

model) the WLAN function. When the wireless function is not ready, the LED
will be off.
WPS - When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

USB1~USB2 Connector for a USB device (for 3G/4G USB Modem or printer).

GigaLAN1~LAN4

Connectors for local networked devices.

WAN

Connector for remote networked devices.

Phone2/Phonel | Connector of analog phone for VolP communication.
(for “V”” model)

ON/OFF Power Switch.

PWR Connector for a power adapter.
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I-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly. In this
section, Vigor2133n is taken as an example.

1. Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router with
Ethernet cable (RJ-45).

2.  Connect one port of 4-port switch to your computer with a RJ-45 cable. This device
allows you to connect 4 PCs directly.

Connect detachable antennas to the router (for n/ac model only).

4. Connect one end of the power cord to the power port of this device. Connect the other
end to the wall outlet of electricity.

5.  Power on the router.
6. Check the ACT and WAN, LAN LEDs to assure network connection.

(For the hardware connection, we take “n” model as an example.)

Cable/DSL Modem
or Media Converter

Power Switch

Power Adapter
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[-2-2 Wall-Mounted Installation

Vigor2133 has keyhole type mounting slots on the underside.

1. Atemplate is provided on the Vigor2133 packaging box to enable you to space the screws
correctly on the wall.

2. Place the template on the wall and drill the holes according to the recommended
instruction.

3. Fit screws into the wall using the appropriate type of wall plug.

Wall

Note The recommended drill diameter shall be 6.5mm (1/4”).

4. When you finished about procedure, the router has been mounted on the wall firmly.
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I-2-3 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router(192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

] -
Srmart WPM Client
—d =l T3 11

Cornputer

J[ Getting Started r
] Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] L Default Pragrams
a

it Calculator Help and Support

Windous Security

L ff | »
* Al Pragrarns L|

3. Click Add a printer.

Devices and Printers

e

';\ § LY jJ @ » Cantral Panel = Hardware and Sound = Dewvices and Printe

Sdd a device | Add a printer

a Devices (D
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4.  Adialog will appear. Click Add a local printer and click Next.

= Bdd Printer E

( ) s Add Printer

Wehat type of printer do ywou want to install?

<% Add a local printer

Use this option only if you don't have a USE printer, (Windows autoratically installs USE printers
wehen you plug them in.)

=% Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
@ = Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

™ Use an existing port: ]LPTl: (Printer Port) _]

v

=

Type of port:

Mext Cancel
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6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel
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8.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

e 5 B
I Brother ] —|GiBrotherncp-116c
Canon LalBrother DCP-117C
DrrayTek Sl Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

9. Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

& Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

MNext

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

Cancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing]  Print server properties | Hemowe device

« Devices (3 T e for this printl
[server. I

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type p1l (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

WEF BrOperties FEIMOWE LEWICE

| % Print Server Properties

Forms Ports | Dirivers | Security | Advanced |

Configure Standard TCP/IP Port Maonitor

Port Settings |

X|

Port Marme: |192.168.1.1

| Printer Mame or [P Address: |192.168.1.1

Protocol
™ Raw

Y Raww Settings

« LPR

|9100

LPR Settings

Queue Mame: |p1|

[ LPR Byte Counting Enabled

[~ SMMP Status Enabled

|pub|ic

|1

QK | Cancel

The printer can be used for printing now. Most of the printers with different manufacturers

are compatible with vigor router.

Info Some printers with the fax/scanning or other additional functions are not

supported.

Vigor router supports printing request from computers via LAN ports but not WAN

port.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

DrayTek

Username admin

Vigor2 3 Series

Password sssss

Login

3. Please type “admin/admin” as the Username/Password and click Login.

Info If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.
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4.

Now, the Main Screen will appear. Take Vigor2133Vac as as example.

1)

Info The home page will be different slightly in accordance with the type of the
router you have.

The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logaut |+

Auto Logout
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I-4 Changing Password

Please change the password for the original security of the router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

3. Go to System Maintenance page and choose Administrator Password.

System Maintenance »> Administrator Password Setup

Administrator Password

Old Password
Mew Password (Max, 83 characters allowed)
Confirm Passward (Max, 83 characters allowed)

Password Strength:

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter.
2, Including non-alphanurmeric characters is a plus.

Note: Password can contain only a-z 4-Z0-9 , ;. "<s>*+=\|7@# ™~ {1§ % &

4.  Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

Info The maximum length of the password you can set is 23 characters.

5. Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

Dr ay Te k Vigor 133 Series

Username admin

Password senee

Login

Info Even the password is changed, the Username for logging onto the web user
interface is still “admin”.
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I-5 Dashboard

16

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout (» m

Dashboard

wizaras

A web page with default selections will be displayed on the screen. Refer to the following
figure:

Dashboard
“
JD@_
= o &
@ -~ (B 2 DH 22 E D = X2 =& )
fModel Mame Yigor2133Vac System Up Time 0:1:48 Systemn Status
Router Name DrayTek Current Time 2000 Jan 1 Sat 0:1:40 Dynamic DNS
Firrmware Yersion |3.8.8 Build Date/Time Feb 27 2018 17:29:02 TR-069
LaN MAC Address | 0D-1D-A4-66-DF-FO IM/P2P Block
Schedule
IPv4 Internet Access SyslLog / Mail Alert
Line / Mode IP Address MAC Address Up Time RADIUS
WAN1 | Ethernet / DHCP Client | Disconnected 00-10-AA-66-DF-F 1 00:00:00 Eirewall Object Settin
WAN3 | USB / ——- Disconnected 00-1D-8A-66-DF-F3 00:00:00 Data Flow Monitor

Interface

W AN Connected: 0, (OWANL (WAN3
L LAN Connected: 0,  Portl  Port2  Port3  @@Port4
] WLAN2. 4G Connected: 0
] WLANSG Connected: 0
C ted: O use 1
usa onnecte ,
0, (JUSE 2
] VPN Connected: 0 Remote Dial-in User / LANto LAN
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I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, or LAN1 - LAN4, related
web setting page will be open for you to configure if required.

Dashboard
y. e .
@D ~ (B D O =2 0D @ @ @ .
\ y
Port Color Description
LED (left Black It means the router or the function is not working.
side) . -
Green It means the router or the function is working.
uUsB Black It means no USB device is connected.
Green It means a USB device is connected.
Ethernet Black It means such port is disconnected.
Port - - - .
Green It means such port is connected (with Giga transmission
(WAN/LAN) .
rate, 1Gbps) physically.
Orange It means such port is connected (with 10/100 Mbps)
physically.

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.

I-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1 and etc.) below means you can
click it to open the configuration page for modification.

System Information

Ilodel Marne \.-'iggr2133\.-'a|: Syatern L Time a:1:48

Router Name DrayTek Current Time 2000 Jan 1 Sat 0:1:40
Eigppeaeatioesion ) | 3.6.8 Build DioteTims Feb 27 2018 17:29:02
LaM MAC Address | 00-1D-AA-66-DF-F0

IPv4 Internet Access

Line / Mode IP Address MAC Address Up Time
WAHN1 | Ethernet / DHCP Client | Disconnected 00-10-a4-66-DF-F1 00:a0:00
TR USE / -—- Disconnected 00-10-&A-66-DF-F3 00:00:00
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I-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

Systern Status
Dhymamic DHS

TR-06G9

IMP2P Block
Schedule

Svslog fMail Alert
RADIUS

Firewall Ohject Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, IM/P2P Block, Schedule,
Syslog/Mail Alert, RADIUS, Firewall Object Setting and Data Flow Monitor are displayed here.
Move your mouse cursor on any one of the links and click on it. The corresponding setting
page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

AN Connected: 0, WY AT
o Wam Connected: O, Portl Port2  (@Port3 Port<4
it LAMNE G Connected: O
Connected: 0, USE 1
Vs O, JSB 2
] WPM Connected: O Remote Dial-in User / LAHN to LAN
_J MyYigor Activate : O -
4 DoS Attack Detected :

System Resource

Current Status

Memory Usage: [ 69%

User Mode is OFF now,

Note that there is a plus (_}) icon located on the left side of LAN/WLAN/VPN/MyVigor. Click
it to review the LAN/WLAN/VPN/MyVigor connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 page Mo,
Name [ User Type I Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20
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J LAM Connected @ 1, LANT  LANE LA LAMN 4 LANS
Host ID IP Address MAC
CARRIE-OC7CRBE251 192.168.1.10 E0-CB-4E-DA-45-79
rrnerted N ML= |

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

I-5-4 GUI Map

EME &

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.

Click the icon on the top of the main screen to display all the functions.

GUI Map
Dashhoard VPN and Remote Access
Wizards Remote Access Control
GCluick Start Wizard FPF General Setup
Service Activation Wizard IPsec General Setup
YEM Client Wizard IPsec Peer [dentity
WP Server Wizard Bemote Dial-in User
Wireless Wizard LAM to LAM
WiolP Wyizard Connection Management
Online Status Certificate Management
Fhiysical Connection Local Cedificate
Wirtual WA Trusted CA Certificate
WILN Certificate Backup
General Setup VolP
Internet Access General Setlings
Multi-WLAN Wireless LAN (2.4 GHz)
WiAN Budoet General Setup
LA Security
General Setup Atcess Control
WLAMN WPS
Bind IP to0 MAC WDS
LAM Port Mirror Advanced Setling
Wifired 80213 Station Cantral
Hotspot Weh Portal AP Discovery
Frafile Setup Band Steating
Routing Roaming
Static Route Station List
Foute Policy Bandwidth Management
NAT Aittime Fairness
Port Redirection Wireless LAN (5 GHz)
Oz Host General Setup
Open Pors Security
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I-5-5 Web Console

= W E &

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user

interface.

Click the Web Console icon on the top of the main screen to open the following screen.

‘o 192.168.1.1/ociconsole_ him - AT

[ 1921681 1dockonsole him

Type ? for command help
= 7

% Valid commands are:

cam ddns=

iph ipf

port portmaptime
shomw smb

fs upnp

wWan hsportal
nand aptn

=

do=
log
Pra
3rv
ush
wl

sfp

exit

mnegt

prn
switch
wighro

wl dual
backupmode

— | [=] 2
+

internet ip
msubnet ohject
oS quit
svS testmail
vlan vpn
wol appgos

I-5-6 Config Backup

= M E B

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

Click Save to store the setting.
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I-5-7 Logout

Click this icon to exit the web user interface.

[-5-8 Online Status

Connection
AN

I-5-8-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status

Physical Connection

Systermn Uptime: Oday 1:7:9

IPvd 1P
LAN Status
Router Prima Router Secondal
IP Address TX Packets RX Packets DNG: Y ONe: ¥
192.168.1.1 2676 2199 8888 2.8.4.4
WAIAN 1 Status = Renew
Enable Line Mame Mode Up Time
fes Ethernet DHCP Client 00:00:00
P GWIP TX Bytes TX Rate(Bps) RX Bytes RX Rate(Bps)
-—- - 0 (B} 1] 0B} 0
WAAN 3 Status
Enahle Line Hame Mode Up Time Signal
fes JSE -—- oo:o0:00 -
P GW IP TX Bytes TX Rate{Bps) R¥ Bytes X Rate{Bps)
— 0B ] 0B} 0
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection
IPvd

System Uptime: Oday 1:9:8

LAN Status
IP Address
FESO:: 210 AAFFFEEEEQLDfE4 (Link)
TX Packets RX Packets TX Bytes
23 11 1,802

RX Bytes
858

WAAN1 IPvG Status
Enable Mode Up Time

Mo Offline -
IP

Gateway IP

WWAN3 IPvE Status
Enable Mode Up Time
Mo Offline -—-
P

Gateway IP

Detailed explanation (for IPv4) is shown below:

Item Description

LAN Status Primary DNS-Displays the primary DNS server address for

WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.
TX Packets-Displays the total transmitted packets at the LAN

interface.
RX Packets-Displays the total received packets at the LAN
interface.
WAN1/WAN2/WAN3 Enable - Yes in red means such interface is available but not
/WAN4 Status enabled. Yes in green means such interface is enabled.

WAN interface.

WAN interface.

interface.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the

TX Rate - Displays the speed of transmitted octets at the
RX Packets - Displays the total number of received packets

at the WAN interface.
RX Rate - Displays the speed of received octets at the WAN

Detailed explanation (for IPv6) is shown below:
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Item

Description

LAN Status

IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN IPv6 Status

Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

I-5-8-2 Virtual WAN

Such page displays the virtual WAN connection information.

Virtual WAN are used by TR-069 management, and so on.

The field of Application will list the purpose of such WAN connection.
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I-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. Go to
Wizards>>Quick Start Wizard. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password.

Old Password
Mew Password Max 23 characters
Confirm Password

Password Strength:

Strong password requirernents:
1, Have at least one upper-case letter and one lower-case letter,
2, Including non-alphianurmeric characters is a plus,

Hint: If you want to keep the password unchanged, leave the password blank and
press "Mext" button to skip this process,

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if the
ISP provides you PPPoE interface. Then click Next for next step.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP.
@ PPPGE
O PPTP
O L2TP
) Static IP
O DHcp

<Back | [ Mext>
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PPPOE

1. If you click PPPOE as the protocol, after clicking Next, you will get the following web
page. Please manually enter the Username/Password provided by your ISP. Then click
Next.

Quick Start Wizard

PPPoE Client Mode

WAN 1

Enter the user name and password provided by your ISP,
Service Mame {Optional) CHT
Username 4005667 G hinet. net
Password  |smesams
Confirm Password ~ |esesse

< Back Mext = Finish Cancel
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
characters.

Confirm Password Retype the password.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.
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2.

3.

4.

Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Wal Interface: W AN

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPOE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the “igor router.

< Back Mext = Finizh Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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PPTP/L2TP

1. Choose PPTP/L2TP as the WAN Interface and click the Next button.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP,

PPPOE

e ppTP
LETP
Static IP
DHCP

< Back Mext = Finish Cancel

2.  The following page will be open for you to type in all the information originally provided

by your ISP.

Quick Start Wizard

PPTP Client Mode

WAN 1

your ISP.
Usernare

Password

Confirm Password

IP Address

Subnet Mask

Gateway
FPTP Server

Enter the username, password, WaN IP configuration and PPTP server IP provided by

Wak IP Configuration
* Obtain an IP address automatically
Specify an IP address

4005667 @ hinet. net

< Back Mext = Finish Cancel

Available settings are explained as follows:

Item Description

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

WAN IP Configuration

Obtain an IP address automatically - the router will get an
IP address automatically from DHCP server.

Specify an IP address - you have to type relational settings
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4.

5.

manually.

IP Address - Type the IP address.

Subnet Mask -Type the subnet mask.

Gateway - Type the IP address of the gateway.

PPTP Server / L2TP
Server

Type the IP address of the server.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface:
Physical Mode:
Physical Type:
Internet 4ccess:

settings and restart

Click Back to modify changes if necessary. Otherwise, click Finish to save the current

a1

Ethernet

Auto negotiation
FRTP

the Vigor router,

< Back Mext = Finish Cancel

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system

status of this protocol

will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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Static IP
1. Click Static IP as the Internet Access type and click the Next button.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP,
PPPOE
FPTP
L2TP

® Static IP

DHCP

< Back Mext = Finish Cancel

2.  The following page will be open for you to type in the IP address information originally
provided by your ISP.

Quick Start Wizard

Static IP Client Mode

WAN 1

Enter the Static IP configuration provided by your ISP,

WAl 1P 192.168.3.100

Subnet Mask 255.255.255.0

Gateway 192.168.3.1

Prirnary DMS 5.8.8.8

Secondary DNS 3.8.4.4 {optional)

< Back Next » Finish Cancel
Available settings are explained as follows:

Item Description

WAN IP Type the IP address.

Subnet Mask Type the subnet mask.

Gateway Type the IP address of gateway.

Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.

Next Click it to get into the next setting page.
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Cancel Click it to give up the quick start wizard.

3. Please type in the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WaN Interface: WA T

Physical Mode: Ethermnet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

< Back Mext = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

5.  Now, you can enjoy surfing on the Internet.

DHCP

1. Click DHCP as the Internet Access type and click the Next button.

Quick Start Wizard

Connect to Internet

VAN 2

Select one of the following Internet Access types provided by your ISP.
O PPPoE
O PPTP
O LeTp
O Static IP
@ DHcp

< Back ] [ Mext =
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2.  The following page will be open for you to type in the IP address information originally

provided by your ISP.

Quick Start Wizard

DHCP Client Mode

WAN 1
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.
Host Mame “igor {optional)
MAC 00 | -10 | -445 =00 | =00 | =01 [optional)
< Back Mext = Finish Cancel

Available settings are explained as follows:

Iltem Description

Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

3.  After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface:
Physical Mode:
Physical Type:
Internet Access:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Yigor router,

Wak1

Ethernet

Auto negotiation
DHCP
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4.

5.

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, please type “admin/admin” on Username/Password while Logging into the web
user interface.

Service Activation Wizard is a tool which allows you to activate services without accessing
into the server (MyVigor) located on http://myvigor.draytek.com.

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

Nashhoar
Wizards

Service Activation YWizard -

2. In the following page, you can activate the Web content filter services and APPE
Enforcement service at the same time or individually. When you finish the selection,
please click Next.

Service Activation Wizard

Select the service type that you want to activate

activation Date : 2017-08-03

Weh Content Filter(WCF) Service :

BPjM License Agreement

This is a web content filter that is provided by the German government. It is a free service without any guarantee and will
expire one year after activation. You may re-activate the service after expiry.

[Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filker service. The free trail license can only be used once. At the end of the free trail period
ou may purchase the offical one-year Cyren Web Content Filter from an authorized DrayTek reseller,

APP Ehforcement(APPE) Service :

DT-APPE License Agreement

pgrade APPE Signature automatically.

[ I have read and accept the above agreement. (Please check this box). ]

Info BPjM is web content filter (WCF) for German Speaking users. It is ideal for your
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family to provide more Internet security for youngsters.

Cryan 30-day trial is WCF which offers 30-day trial period. After trial, you can

purchase DrayTek's prepared Cryan GlobalView WCF package from retailing
outlets.

DT-APPE, developed by DrayTek, offers a mechanism to upgrade APPE
signature automatically.

3. Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type ! Trial version

Sevice Activated © weph Content Filter ( Cyren / Commtouch )
APP Enforcement { DT-APPE )

Please click Back to re-select service type you to activate.

< Back Cancel

Info The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

4. Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Web Content filter 2017-06-21 2017-07-21 Cyren
APP Enforcement 2017-06-21 2017-07-21 OT-APPE

Please check if the license fits with the service provider of your signature, To
ensure normal operation for your router, update your signature again is
recommended,

Copyright © DrayTek Corp. All Rights Reserved.
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I-8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1 Please login the web configuration interface of Vigor router by typing “admin/admin’ as
User Name / Password.

Dr GYTe k Vf'gor2'133 Series

Username |admin

Password seeee

Login

Caopyright © 2000- 2016 DrayTek Corp. all Rights Reserved

2 Click Support Area>>Production Registration from the home page.

3 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

MyVigor DrayTek

@
English v \ _

-]
SALAJAMEE TOILETS K ‘ we CAPTCHA
(-] 5

&  yfntsui
8 e .
Login
Forgotten password? Create an account now

Customer Serice | (886) 3 597 2727 or email to : suppori@draytek.com

Info If you haven’t an accessing account, please refer to section Creating an
Account for MyVigor to create your own one. Please read the articles on the
Agreement regarding user rights carefully while creating a user account.
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4  The following page will be displayed after you logging in MyVigor. When the following
page appears, please type in Nickname (for the router) and choose the right registration
date from the popup calendar (it appears when you click on the box of Registration
Date). Click Add.

DI'GYTEk 5 Login User: carrieni (Logout) MyVigor

My Information - My Products

D about us

& My Informati
e ""““" Registration Device : Last login time : 20160912
abRTocuCt *Nickname:  [Carrie_Vigor2133 13:53:29
> My Password Last login from : 111.251.222.175

Registration Date:  01-17-2017
> My Settings

= High Avalabiity Settings Serialnumber :  2017011710270702 Add
> Account Disabled / Deleted
<= Vigor Series
*. Product Registration
h Customer Survey s Page
Serial Number / Host ID Device Name Model Note
111900326027 2130 Yigor2130
2013030811172502 vigor2760 Vigar2760
2015022415571701 Wigor2132ac Wigar2132
2016030413341201 Vigor2826ac Vigor2925
APM-DO056DE4DEEE Carrie_APM VigorAPh

Copyrights © DrayTek Corp

< >

5  When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the database.

6  After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

DrayTek & Login User: carrieni {Logout) MyVYigor

My Information - My Products:

D about us

Last login time : 2016.09-12
13:53:29
Last login from : 111.251.222.175

> My Settings
= High Avalabiity Settings

> Account Disabled / Deleted Rows : Page:

= Vigor Series

. Serial Number / Host ID Device Name Model Note
& Customer Survey
111800325027 2130 Wigor2130
201300081 1172502 vigor2760 igor2760
2015022415571701 Vigor2132ac Wigor2132
2015030413341201 Vigor2925ac Wigor2925
2017011710270702 Carrie_Vigor2133 Wigor2133
APW-O00055DE4DGEE Carrie_APh WigorAPh

Copytights @ DrayTek Corp,

< >
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Part || Connectivity
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Q)

WAN

®

LAN

NAT

o

Applications

Routing

It means wide area network. Public IP will be used in
WAN.

It means local area network. Private IP will be used in
LAN. Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
structure is related to what type of public IP addresses
coming from your ISP.

When the data flow passing through, the Network
Address Translation (NAT) function of the router will




lI-1 WAN

It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.
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Web User Interface

[I-1-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN in details.

II-1-1-1 WAN1

This webpage allows you to set general setup for WANland WAN3 respectively.

WiAN => General Setup

setup
Physical .
Index Enable Mode/Type Active Mode Load Balance
WiAN1 1% Ethernetfauto negotiation Always On 1%
VWAN3 v USE/- Failover('WWan1) v
Hote:

The line speed setting of WAN interface is available only when According to Line Speed is selected
as the Load Balance Mode.

Available settings are explained as follows:
Item Description
Index Click the WAN interface link under Index to access into the
WAN configuration page.
Enable V means such WAN interface is enabled and ready to be used.

Physical Mode / Type

interface.

Display the physical mode and physical type of such WAN

Active Mode

backup device.

Display whether such WAN interface is Active device or

Load Balance

Display if Load Balance feature is enabled or disabled for
such WAN interface.

Info In default, each WAN port is enabled.

Click WANL1 link to get the following page:
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WAN > General Setup

WAN 1

Enable:
Display Marne:

Physical Mode:

SFP Module:
vendor Mame:
Yendor PM:

Physical Type:
YLAM Tag insertion :
Tag walue:

Priority:
Active Mode:

Yes ¥

Fiber

1000 he

Enable +

n {0~4095)
0 (0~73

Or

WAN >> General Setup

WAN 1

[ oK ] [ Cancel ]

Enable:

Display Name:
Physical Mode:
Physical Type:

feg ¥

Ethernet

Auto negotiation v

YLAM Tag insertion : Disable
Tag wvalue: 0 {0~4095)
Priority: 0 (0~7)
Active Mode:
[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for WAN2 or choose Auto
negotiation for determined by the system.

1000 v
AUTO

100m AR
10008
71000 AN

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the

40
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packets sending by WAN interface.
Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The
range is from 0 to 4095.

Priority - Type the packet priority number for such VLAN.

The range is from 0 to 7.

After finished the above settings, click OK to save the settings.
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[1-1-1-2 WAN3 (USB)

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3

interface.

VWAN >> General Setup

WAN 3
Enable: Yes ¥
Display Mame:
Physical Mode: USB
Active Mode:
Wl AN 1
[ 0K ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

After finished the above settings, click OK to save the settings.
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lI-1-2 Internet Access

This page allows you to set WAN configuration with different modes. Use the Connection Type
drop down list to choose one of the WAN modes. The corresponding page will be displayed.

WAN >> Internet Access

Internet Access

Index Display Mame Physical Mode Access Mode
WANL Ethernet Static or Dynamic IP ¥ Details Page ] [ [P ]
WaN3 Usk Mong v
Available settings are explained as follows:
Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3 /WAN4 that

entered in general setup.

Physical Mode

It shows the physical connection for WAN (Ethernet or fiber)
according to the real network connection.

Access Mode

Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

IPv6 This button will open different web page (based on Physical

Mode) to setup IPv6 Internet Access Mode for WAN interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

DHCP Client Option

This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number and
data information when such function is enabled and
configured.

WAN >> Infernet Access

DHCP Client Options Status

DOptions List
Enable Intertace dprion Type Dara

Enable:

All WANL WANS WANG
Interface:

Option Nurmber:

DataType

v
3. Configuring option &1 here will override the setting in "WAN >> Internet Access® page's DHCP Client Identifier fiald

0K,

Enable - Check the box to enable the function of DHCP
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Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Specify the WAN interface(s) that will be
overwritten by such function. WAN5 ~ WANG6 can be located
under WAN>>Multi-PVC/VLAN.

Option Number - Type a number for such function.

Note: If you choose to configure option 61 here, the
detailed settings in WAN>>Interface Access will be
overwritten.

DataType - Choose the type (ASCIl or Hex) for the data to be
stored.

Data - Type the content of the data to be processed by the
function of DHCP option.

[I-1-2-1 Details Page for PPPoE

To use PPPOE as the accessing protocol of the internet, please click the PPPOE tab. The
following web page will be shown.

WAN => Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPvG
@ Enable O Disable PPP/MP Setup

ISP Access Setup

Index{1-15% in Schedule Setup:

== ) ) )

PPPoE Pass-thmughl
O For wired LaN
O For wireless LaN

WAN Connection Detection

Note:

Maode PFP Detect v

MTU 1500 {Max: 1500)
Path MTU Discavery

TTL

Change the TTL value Enable '+

PPP Authentication PAP or CHAR »

) _ Idle Timeout -1 second(s})
Service Mame (Optional) |CHT
IP Address Assignment Method (IPCP)
Username 4005667 & hinet. net WA [P Alias
Password 0 |meemeses Fized IP: O ves @ No (Dynamic IP)

Fized IP Address

® Dpefault MaC address
O specify a MAC Address
MAC Address: |00 | 1D | -|&& BB | -|DF | |F1

(Optionaly Required for some ISPs. Leave blank if in doubt because the connection request might be

denied if "Service Mame" is incorrect.

[ oK ] [ Cancel

Available settings are explained as follows:
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Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name (Optional) - Enter the description of the
specific network service.

Username - Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password - Type in the password provided by ISP in this field.

The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

PPPoOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPoOE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPOE session (different with
the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
this box, PCs on the same wireless network can use another
set of PPPoE session (different with the Host PC) to access
into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPoE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through PPP Detect or Ping Detect.

Mode - Choose PPP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

@ Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

@ Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.

With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

@ Ping Interval - Type the interval for the system to
execute the PING operation.
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® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU

size of a packet not to be segmented in specific transmit

path.

Click Detect to open the following dialog.

192.168.1.1/doc/pathuntu.hitm E
Path MTU to: | IPwd Host ¥
MTU size start from 1500 (1000-~1500)
MTU reduce size by =] (1~100)
Detect
MNote: Path MTU discovery will reduce the MTU size for 3 times.
Accept Cancel

) Path MTU to - Type the IP address as the specific
transmit path.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is ““8”. The maximum MTU size is “1500”.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

[ Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

TTL Change the TTL value - Enable or disable the TTL (Time to

Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method (IPCP)

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN [P Alias - If you have multiple public IP addresses and

would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using. Type the additional WAN
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IP address and check the Enable box. Then click OK to exit

the dialog.

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address - You can use Default MAC Address or

specify another MAC address by typing on the boxes of MAC

Address for the router.
Specify a MAC Address - Type the MAC address for the router

manually.

After finishing all the settings here, please click OK to activate them.

II-1-2-2 Details Page for Static or Dynamic IP

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a

public subnet. If you have a public subnet, you could assign an IP address or many IP address

to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.

WAN >> Internet Access

WAN 1
PPPoE

Static or Dynamic IP

PPTP/LZTP IPv6

Keep WAN Connection

PIMNG to the IP

PIMG Interval

Mode

MTU
Path MTU Discovery

RIP Protocol
Enable RIP

TTL
Change the TTL walue

*: Required for some ISPs

Enable ® Disable

Enable PING to keep alive

WAN Connection Detection

minutels)

ARP Detect v

{Max: 1500)

Enable v

Ok

Available settings are explained as follows:

WAN IP Network Settings | VWAN IP Alias
®' Obtain an IP address automatically
Router Mame igar
Domain Mame

DHCP Client ldentifier *

Username F4005667 @hinet. net
Password 00 |e=sssesses

Specify an IP address
IP Address

Subnet Mask
Gateway IP Address

® pefault MAC address
Specify a MAC Address
MAC Address: 00 | 1D | -84 :00 00 | .01

DNS Server IP Address
Primary IP Address §.8.8.8

Secondary IP Address 5844

Cancel

Item

Description

Enable / Disable

Click Enable for activating this function. If you click Disable,

this function will be closed and all the settings that you

adjusted in this page will be invalid.
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Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to execute
the PING operation.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect, Ping Detect or Always On for
the system to execute for WAN detection. If you choose Ping
Detect as the detection mode, you have to type required
settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.
With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.

192.168.1. 1 doc/pathmiu.hitm E

Path MTU to: | IPvd Host ¥

MTU size start from 1500 (1000-~1500)

MTU reduce size by =] (1~100)
Detect

MNote: Path MTU discovery will reduce the MTU size for 3 times.

Accept Cancel

® Path MTU to - Choose the destination as the specific
transmit path and type the IP address.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

® Detect - Click it to detect a suitable MTU value
®  Accept - After clicking it, the detected value will be
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displayed in the field of MTU.

RIP Protocol

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

WAN IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using.

Obtain an IP address automatically - Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

® Router Name: Type in the router name provided
by ISP.

® Domain Name: Type in the domain name that you
have assigned.

DHCP Client Identifier

® Enable: Check the box to specify username and
password as the DHCP client identifier for some
ISP.

@® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum length
of the password you can set is 62 characters.
Specify an IP address - Click this radio button to specify
some data if you want to use Static IP mode.
@® |P Address: Type the IP address.
® Subnet Mask: Type the subnet mask.
® Gateway IP Address: Type the gateway IP
address.

Default MAC Address: Click this radio button to use default
MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

DNS Server IP Address

Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP address
for necessity in the future.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-3 Details Page for PPTP/L2TP

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN >> Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTPR/LZTP IPvt
Enable PPTP ' Enable L2TP @ Disahle PPP Setup
Server Address PPP suthentication PAP or CHARP »
Specify Gateway IP Address Idle Timeout =1 second(s)
IP Address Assignment Method (IPCP)
WEAN P Alias
ISP Access Setup Fixed IP: Yes @ Mo (Dynamic IP)
Lsernarne 4005667 @hinet. net Fixed [P address
Password 0 |seseseeses WAN IP Network Settings
Index(1-15% in Schedule Setup: * (Obtain an IP address automatically
==> , s , Specify an [P address
IF &ddress
MTU 1460 (Max: 14607 Subnat Mask
Path MTU Discovery Detect
Ok Cancel

Available settings are explained as follows:

Item Description
PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP client
to establish a tunnel to a DSL modem on the WAN interface.

Enable L2TP - Click this radio button to enable a L2TP client
to establish a tunnel to a DSL modem on the WAN interface.
Disable - Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address - Specify the gateway IP address
for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is 63
characters.

Password -Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet.

Path MTU Discovery - It is used to detect the maximum MTU
size of a packet not to be segmented in specific transmit
path.

Click Detect to open the following dialog.
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192.168.1. 1 doc/pathmiu.hitm E

Path MTU to: | IPvd Host ¥

MTU size start from 1500 (1000-~1500)

MTU reduce size by =] (1~100)
Detect

MNote: Path MTU discovery will reduce the MTU size for 3 times.

Accept Cancel

® Path MTU to - Choose the destination as the specific
transmit path and type the IP address.

® MTU size start from - Determine the starting point
value of the packet.

® MTU reduce size by - It determines the decreasing size
of MTU value. For example, the number specified in
this field is “8”. The maximum MTU size is “1500.
After clicking the “detect” button, the system will
calculate and get the suitable MTU value such as 1500,
1492, 1484 and etc., automatically.

[ Detect - Click it to detect a suitable MTU value

®  Accept - After clicking it, the detected value will be
displayed in the field of MTU.

PPP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method(IPCP)

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN [P Alias. You can set up to 32 public IP addresses other
than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your
ISP provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Settings

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

Specify an IP address - Click this radio button to specify
some data.

® [P Address - Type the IP address.
® Subnet Mask - Type the subnet mask.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-4 Details Page for IPv6 — Offline

When Offline is selected, the IPv6 connection will be disabled.

WAN == Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPvG
Internet Access Mode
Connection Type Offline v
0K Cancel

[I-1-2-5 Details Page for IPv6 — PPP

During the procedure of IPv4 PPPoE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means of

the generated prefix.
No need to type any other information for PPP mode.

WAN >> Internet Access d
VAN 1
PFPoE Static or Dynamic IP PPFTP/LZTP
Internet Access Mode
Connection Type FPF v
WAN Connection Detection
Mode Ping Detect ¥
Ping IP/Hostname
TTL{1-255,0: Auto) 0
RIPng Protocol
Enable
Note:
IPwv4 WaN setting should be PPPoE / PPPoA client.
Ok Cancel
Available settings are explained as follows:
Item Description
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

for pinging.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field

® TTL (Time to Live) -If you choose Ping Detect as
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detection mode, you have to type TTL value.

RIPng Protocol RIPng (RIP next generation) offers the same functions and
benefits as IPv4 RIP v2.

Below shows an example for successful IPv6 connection based on PPP mode.

Info At present, the IPv6 prefix can be acquired via the PPPoE mode connection which is
available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

[I-1-2-6 Details Page for IPv6 — TSPC

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.
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WAN == Internet Access J

WAN 1
PPPoE Static or Dynamic IP PPTR/LZTP IPvG

Internet Access Mode
Connection Type TSPC v

TSPC Configuration

Jsername
Password

Tunnel Broker

WAN Connection Detection
Mode Always On ¥

0124 Cancel

Available settings are explained as follows:

Item Description

Username Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63

characters.
Password Type the password assigned with the user name.
The maximum length of the name you can set is 19
characters.
Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[I-1-2-7 Details Page for IPv6 — AICCU

WAN == Internet Access d
WAN 1
PPPoE Static or Dynamic IP PPTPR/LZTP IPvh
Internet Access Mode
Connection Type AlCCU v
AICCU Configuration
Always On
Usernarne
Password
Tunnel Broker tic. sixxs. net
Tunnel ID
Subnet Prefig /
WAN Connection Detection
Maode Always On ¥
Mote:
If "always On" is not enabled, AICCU connection would anly retry three times.
[B]74 Cancel
Available settings are explained as follows:
Item Description
Always On Check this box to keep the network connection always.
Username Type the name obtained from the broker. Please apply new

account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.

The maximum length of the name you can set is 19

characters.

Password Type the password assigned with the user name.
The maximum length of the password you can set is 19
characters.

Tunnel Broker It means a server of AICCU. The server can provide IPv6

tunnels to sites or end users over IPv4.

Type the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID One user account may have several tunnels. And, each

tunnel shall have one specified tunnel ID (e.g., T115394).
Type the ID offered by Tunnel Broker.

Subnet Prefix Type the subnet prefix address obtained from service
provider.
The maximum length of the prefix you can set is 128
characters.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

® Ping IP/Hostname - If you choose Ping Detect as
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detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

[I-1-2-8 Details Page for IPv6 — DHCPv6 Client

DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAN == Internet Access

o

WAN 1
PPPoE Static or Dynamic IP PPTF/L2TP IPvh
Internet Access Mode
Connection Type DHCPG Client v

DHCPv6 Client Configuration

IAID (Identity Association ID) 441753339
DUID (DHCP Unique ID) 00020001001daad00aol
Authentication Protocol Mone T

WAN Connection Detection
Mode MZ Detect v

RIPng Protocol

Enable

Bridge Mode
¥ Enable Bridge Mode

Enable Firewall

Bridge Subnet LAM 1 ¥

024 Cancel

Available settings are explained as follows:

Item

Description

DHCPv6 Client
Configuration

IAID - Type a number as IAID.

DUID - Display the DHCP unique ID used by such WAN
interface.

Authentication Protocol - Such protocol will be used for
the client to be authenticated by DHCPv6 server before
accessing into Internet. There are three types can be
specified, Reconfigure Key, Delayed and None. In general,
the default setting is None.

® Reconfigure Key - During the connection process,
DHCPv6 server will authenticate the client
automatically.

® Delayed - During the connection process, DHCPv6 server
will authenticate and identify the client based on the
key ID, realm and secret information specified in these
fields.

Key ID - Type a value (range from 1 to 65535) which will
be used to generate HMAC-MD5 value.

Realm - The name (1 to 31 characters) typed here will
identify the key which generates HMAC-MD5 value.
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Secret - Type a text (1 to 31 characters) as s a unique
identifier for each client on each DHCP server.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through NS Detect or Ping Detect.

Mode - Choose Always On, Ping Detect or NS Detect for
the system to execute for WAN detection. With NS Detect
mode, the system will check if network connection is
established or not, like IPv4 ARP Detect. Always On means
no detection will be executed. The network connection will
be on always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.
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[I-1-2-9 Details Page for IPv6 — Static IPv6

This type allows you to setup static IPv6 address for WAN interface.

WAHN == Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTF/L2TP

IPvE

Internet Access Mode

Connection Type Static IPvE hd

Static IPvG Address Configuration

IPu6 Address / Prefix Length

/ [ add | [Update | [ Delete |

Current IPv6 Address Tabhle
Index IPwE Address/Prefix Length Scope

Static IPvé Gateway configuration
IPvE Gateway Address

WAN Connection Detection

Mode
Ping IP/Hostname
TTL{1-255,0: Auto)

RIPng Protocol
CEnatle

Fing Detect |+

Bridge Mode

[0 Enable Firewall
Bridge Subnet

Enable Bridge Mode

LAN 1

[ Qi< ] [ Cancel

Available settings are explained as follows:

Item

Description

Static IPv6 Address
configuration

IPv6 Address - Type the IPv6 Static IP Address.

Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.

Update - Click it to modify an existed entry.

Delete - Click it to remove an existed entry.

Current IPv6 Address
Table

Display current interface IPv6 address.

Static IPv6 Gateway

IPv6 Gateway Address - Type your IPv6 gateway address
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Configuration

here.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.

[I-1-2-10 Details Page for IPv6 — 6in4 Static Tunnel

This type allows you to setup 6in4 Static Tunnel for WAN interface.

Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than anycast endpoint. The mode has more reliability.

WAN => Internet Access

WAN 1
PPPoE

Static or Dynamic IP

o

PPTF/LZTP IPv6

Internet Access Mode

Connection Type

Gind Static Tunnel

Bind Static Tunnel ¥

Remote Endpoint IPv4 Address

Gingd IPvE Address
LAN Routed Prefix

/64
/64

Tunnel TTL 255 (default: 255)

WAHN Connection Detection

Mode Ping Detect ¥
Ping IP/Hostname

TTL(1-255,0: Auto) 0

QK Cancel

Available settings are explained as follows:

{default:64)
{default:64)

Item

Description

Vigor2133 Series User’s Guide

59



Remote Endpoint IPv4 Type the static IPv4 address for the remote server.
Address

6in4 IPv6 Address Type the static IPv6 address for IPv4 tunnel with the value
for prefix length.

LAN Routed Prefix Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Type the number for the data lifetime in tunnel.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on
always.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection System Uptime: Oday 0:4:16
IPvd4 IPv6
LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FES3:11B4/64 (Global)
FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPvE Status

Enable Mode Up Time

Yes 6ind Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) S
FEB0::COA8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302
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[I-1-2-11 Details Page for IPv6 — 6rd

This type allows you to setup 6rd for WAN interface.

WAHN == Internet Access d

WAN 1
PPPoE Static or Dynamic IP PPTP/LZTP IPvt

Internet Access Mode

Connection Type Brd v

6rd Settings
6rd Mode Asuto 6rd  '® Static Grd

Static 6rd Settings
IPv4 Border Relay:

IPw4 Mask Length: 0
6rd Prefix:
ord Prefis Length: 0

WAN Connection Detection
Mode Ping Detect
Ping IP/Hostharme
TTL(1-285,0: Auto) 0

Ok Cancel

Available settings are explained as follows:

Item Description

6rd Mode Auto 6rd - Retrieve 6rd prefix automatically from 6rd service
provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.
IPv4 Mask Length Type a number of high-order bits that are identical across all

CE IPv4 addresses within a given 6rd domain.
It may be any value between 0 and 32.

6rd Prefix Type the 6rd IPv6 address.

6rd Prefix Length Type the IPv6 prefix length for the 6rd IPv6 prefix in number
of bits.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Vigor2133 Series User’s Guide 61



62

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connection

System Uptime: Oday 0:9:15

IPv4 IPvé

LAN Status

IP Address

2001:E41:A865:1000:21D:AAFF:FE83:11B4/64 (Global)

FES0::21D:AAFF:FEB3:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPvE Status

Enable Mode Up Time

Yes 6rd 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FEB3:11B5/128 =58
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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[I-1-3 Multi-VLAN

Multi-VLAN allows users to create profiles for specific WAN interface and bridge connections
for user applications that require very high network throughput. Simply go to WAN and select

Multi-VLAN.

General

This page shows the basic configurations used by every channel. In which, Channels 4
through 10 can be bridged to one or more of the 3 LAN ports P2 through P4. In addition,

Channels 4 through 6 can be configured as virtual WANs (WAN4 through WANSG).

WAN == Multi-VLAN

Multi-VLAN

General
Channel Enable WAN Type VLAN Tag Port-hased Bridge
1 Ethernet{\WaN1) MNone
4, WaNG [ Ethernet{WaNL) None Enable | P1 P2l Pz P4
8, WANE F Ethernet{WaN1) MNone Enable | (P1l P2l P3| P4
6. WANG il Ethernet{WwanN1) MNone Enzhle p1 p2 P2 P4
i O Ethernet{¥aANL1) MNaone Enable | [p1l P2 [P3 P4
8. O Ethernet(WAN1) Mone Enable = 'p1. P2 P3 P4
9. O Ethernet(WAN1) Mone Enable ' [p1l Pzl P3| P4
10. O Ethernet(WANL) Mone Enable = P1. P2 (P3 P4
Hote:
Channel 2~3 is reserved.

[ ]2 ] [ Cancel

Available settings are explained as follows:

Item Description
Channel Display the number of each channel.
Channels 1 is used by the Internet Access web user interface
and can not be configured here.
Channels 4 ~ 10 are configurable.
Enable Display whether the settings in this channel are enabled
(Yes) or not (No).
WAN Type Displays the physical medium that the channel will use.
VLAN Tag Displays the VLAN tag value that will be used for the packets

traveling on this channel.

Port-based Bridge

The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels using
the same WAN type may not configure the same VLAN tag
value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P4 - Check the box(es) to build bridge connection on
LAN.

To configure a PVC channel, click its channel number.
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WAN links for Channel 4, 5 and 6 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 4, 5 or 6 to configure your router.

WAN >> Multi-VLAN >> Channel 4

Multi-vLAN Channel 4: @ Enable O Disahle

General Settings
YLAMN Header

YLAMN Tag: 0
Priority: 0«

Note: Tag value must be set between 1~4095 and unique far each channal.
Cnly one channel can be untagged (equal to 0) at a time.

O Open Port-based Bridge Connection for this Channel
Physical Members

PL [ lpz [ p3 [ P4
Note: P1 is reserved for NAT use,and cannot be configured for bridge mode.

O Open WAN Interface for this Channel

WAN Application: Management YolIP IPTY
WAN Setup:
ISP Access Setup WAN IP Network Settings
ISP Mame Obtain an IP address automatically
R #*
Usarnarme Router Mame igar
H *
Passward Domain Mame

N *: Required for some ISPs
PPP Authentication
Specify an IP address

ahways On IP Address
Idle Timeout -1 second(s)
IP Address From ISP Stbnet Mask
Fized IP Yes Mo {Dynamic IP) Gateway IP Address
Fized IP Address DNS Server IP Address

Primary IP Address 5.5.68.8

Secondary [P Address 5544

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Multi-VLAN Channel 4/5/6 | Enable - Select to enable this channel.
Disable - Select to disable this channel.

General Settings VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

Open Port-based Bridge The settings here will create a bridge between the LAN ports
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Connection for this
Channel

selected and the WAN. The WAN interface of the bridge
connection will be built upon the WAN type selected using
the VLAN tag configured.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the port-based
bridge connection.

Note: LAN port P1 is reserved for NAT use and cannot be
selected for bridging.

Open WAN Interface for
this Channel

Check the box to enable relating function.

WAN Application

® Management can be specified for general management
(Web configuration/telnet/TR069). If you choose

Management, the configuration for this VLAN will be
effective for Web configuration/telnet/TR069.

® IPTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

WAN Setup - Choose PPPOE/PPPOA or Static or Dynamic IP
to determine what WAN settings must be configured.

PPPoE/PPPoA v

PPPoE/PPPoA

€ Static or Dynamic IP

ISP Access Setup, IP
Address From ISP, WAN IP
Network Settings, DNS
Server IP Address

For other settings, refer to Details Page for PPPOE in WANL.

After finished the above settings, click OK to save the settings and return to previous page.

Click any index (7, 8, 9 and 10) to get the following web page:

WAN => Multi VLAN >> Channel 8

General Settings
YLAN Header
VLAN Tag: 0

Priority: O

Bridge mode
Enable
Physical Members

PL Pz P3| P4

rulti-%'LaMN Channel 8: Enabhle

Note: Tag value must be set between 1~4095 and unique for each channel.
Only one channel can be untagged (equal to O) at a time.

Note: P1 is reserved for NAT use,and cannot be configured for bridge mode.

*' Disahle

(]2 Cancel

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel

Enable - Click it to enable the configuration of this channel.
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7/8/9/10 Disable -Click it to disable the configuration of this channel.

General Settings VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

Bridge mode Enable - Click it to enable Bridge mode for such channel.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the bridge
connection.

After finished the above settings, click OK to save the settings.
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[I-1-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP. Please note that
the Quota Limit and Billing cycle day of month settings will need to be configured correctly
first in order for some period calculations to be performed correctly.

[I-1-4-1 General Setup

WAN >> WAN Budget
General Setup Status
Index Enable Quota When quota exceeded  Time cycle Duration

VWAN1 OME/ORME
WAN3 [  OME/OMB

0,/00/00 00:00~0/00,/00 00:00
0,/00/00 D0: 00~0/00/00 00;00

Hote:

1.The budget traffic information provided here is for reference only, please consult your ISP for the actual

traffic usage and charges.

2. Wwhen hardware acceleration function is used, the monitored Wan traffic of Ethernet \WAN interfaces may

be slightly inaccurate,

(oK ] [ cancel ]
Item Description
Index The WAN port.
Click to configure WAN Budget for a particular WAN.
Enable v - WAN Budget is enabled on this WAN.
X - WAN Budget is disabled on this WAN.
Quota The current cycle’s Internet usage is expressed as x/y where

x is the cumulative usage and y is the upper limit. For
example, 100MB/200MB means the usage thus far in this
cycle is 100MB, and the upper limit is 200MB.

When quota exceeded

Actions to be taken once the quota is reached.
Shutdown - WAN will be disabled.
Mail Alert - Email will be sent to the administrator.

Time cycle

Reset frequency of the usage data.

Monthly - The Monthly option in the Criterion and Action
tab was used to set up the usage quota.

User Defined: The User Defined option in the Criterion and
Action tab was used to set up the usage gota.

Duration

Start and end timestamps of the current cycle.

Click WAN1/ WANS link to open the following web page.
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WAN =»> WAN Budget

WAN 1

Enahle
Criterion and Action

Quota Limit:

When quota exceeded :

Monthly

Data gquota resets on day |1

Select the day of a month when your (cellular) data resets.

(] MB »
O shutdown wak interface

Using Motification Object | ------- v
Set Mail Alert or SMS message.

Custom

| at |00:00

Note:

1. Please make sure the Time and Date of the router is configured.
2. 5MS message and mail will be sent when the usage reaches 95% and 100% of quota.

[ oK ] [ Cancel ]

Available settings are explained as follows:

Item Description
Enable Check the box to enable such function.
Quota Limit Type the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded

Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
such WAN interface will be terminated.

®  Using Notification Object - The system will send out a
notification based on the content of the notification
object.

®  Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running

out.

Monthly Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
of resetting the traffic record every month.

Monthhy Custom
Select the day of a month when your (cellular) data resets,
Data quota resets on day |1 » | at | 00:00 »
Data quota resets on day ... - You can determine the starting
day in one month.

Custom This setting allows the user to define the billing cycle

according to his request. The WAN budget will be reset with
an interval of billing cycle.

Monthly is default setting. If long period or a short period is

required, use Custom. The period of cycle duration is
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between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Use Cycle in hours -
Monthhy Custom

@ Use Cycle in hours

) Use Cycle in days
Usage counter resets at the beginning of each oyole.

Cycle duration : |1 s |days and |0 | hours

Today is day |1 » | in the cycle.

® Cycle duration: Specify the days and hours to reset the

traffic record. For example, 7 means the whole cycle is 7
days; 20 means the whole cycle is 20 days. When the time
is up, the router will reset the traffic record
automatically.

Today is day - Specify the day in the cycle as the starting

point which Vigor router will reset the traffic record. For
example, “3” means the third day of the cycle duration.

Use Cycle in days -
Maonthhy Custom

O Use Cycle in hours

@ Use Cycle in days
lUsage counter resets at the beginning of each cycle.

Cycle duration @ |1 » | days.

Today is day |1+ |in the cycle and data quota resets at | 00:00 |«

® Cycle duration: Specify the days to reset the traffic

record. For example, 7 means the whole cycle is 7 days;
20 means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.

® Today is day - Specify the day and time for data quota

rest in the cycle as the starting point which Vigor router
will reset the traffic record. For example, “3” means the

third day of the cycle duration.

After finished the above settings, click OK to save the settings.
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II-1-4-2 Status
The status page displays the status WAN budget, including the duration and the usage.

WAN >>WAN Budget
General Setup Status
Refresh Min(s) ;|1 » | Refresh |
Interface: WaN2 Duration: [2014/0748 11:00~201 40807 11:00 |
1000MB

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Mail Alert is selected. Or, the
system will send out SMS message to the administrator if SMS message is selected.

VAN >> WAN Budget

General Setup Status
Refresh Minis) |1 |« | Refresh |
Interface: WaN2 Duration: [2014/07419 11:00~201408/07 11:00 |
2500MB
SME
250%
™
[ + |
1000MB
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Application Notes

A-1 How to configure IPv6 on WAN interface?

This document is going to demonstrate how to implement an IPv6 address on Vigor Router's

WAN.
1. Before configuring IPv6 on WAN, please make sure the router is connected to the IPv4
Internet.
Online Status
Physical Connection Systern Uptime: Oday 0:3:25
IPyd IPvE

[Lan status Primary DNS: 168,95.1.1 Secondary DNS: 165.95.192.1
IP Address TX Packets RX Packets
192.168.86.1 543 793

WAN 1 Status == Dial PPPoA
Enable Line Name Mode Up Time
s ADSL PPPoA Q0:00:00
P GWIP TX Packets  TX Rate(Bps) RXPackets RX Rate{Bps)
== 0 0 a 0

WAN 2 Status == Drop PPPoE
Emable Lime Marme Mode Up Time
Yes Ethernet FPPoE 0:03:20
P GWIP TX Packets  TX Rate(Bps) RXPackets RXRae(Bps)
118, 000, LU3 LSS Dk M, e 1 79 3 81 g

KAPARI 0 Candine

2. Go to WAN >> Internet Access, click on IPv6 of the WAN interface that you would like to
configure an IPv6 address.

WAN =>» Internet Access

Internet Access

Ind Displ ™M Physical Mod A Mod

naex Isplay Name ysica ode ccess iode

WaANL Fiber | PPPoE v| [ Details Page )| [ 1P+ ]

WANZ Use [Mane |
S

You can configure DHCP client aptions here.

3. Select a Connection Type from the drop-down list, enter the required parameters. Then
click OK and reboot the router to apply the settings.

WAN == Internet Access d
VAN 2
PPPoE Static or Dynamic [P PPTRILZTP IPvE
Internet Access Mode
Connection Type Offline i -
GRS
TSPC
AICCU
DHCPE Chent
OK || static IPv6

Gind Static Tunmnel
Brd
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4. After accomplishing the configurations, Network Administrator may check the status from
the IPv6 tab on Online Status >> Physical Connection page.

Online Status
Physical Connection £y Uptime: Oday 0:57:49
1Pwd 1Pvé
LAN Status
1 Address

2406 a7 LG 17123 (Global)
FESQ: : TL O AT MO L= TR0 64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1277 3060 182180 450067
WANT IPv6 Swius

Enable Mode Up Time

NG Offline

P Gateway |P
WANZ IPv6 Swatus

Enable Mode Up Time

Yes Static IPvE 0:57:43

P Gateway [P

2406:1EI 1 1re11/123 (Global) 2406: ATl 15 G-

2406 ME00 T Sl 123 (Global)

FESQ: I Sl TTE 14302064 (Link)

TX Packets RX Packets TX Bytes RX Bytes
120 2612 445044 224316

5. Furthermore, Network Administrator may test the connectivity of IPv6 from the router by
going to Diagnostics >> Ping Diagnosis and selecting "IPv6".

Diagnostics >> Ping Diagnosis

Ping Diagnosis

Mote: If you want to ping a LAN PC or you don't want to specify which WAN to
piivg through, please select "Unspecifiad”.

Pirg through: | Unspecfied «
Pirng IPvE Address:

Run

Result | Clear |
Pinging ipvé.google.com with 64 bytes of Data:
Receiwe?%?s?'msﬂﬁ:dm:(ﬂd::ﬁﬁ, time==100ms

Receive reply from 2484:6800:4008:004::66, time==dddms

Receive reply from 2404:6800:4008:004: 66, time==400ms

Receive reply from 2404:6800:4008:004;::66, time==J400ms

Receive reply from 2404 :6889:4008:0084::66, time==J38ms
Packets: Sent = 5, Received = 5, Lost = B (X loss)

Below we will provide some examples of configuring IPv6 with different connection types.
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PPP (Point-to-Point Protocol)

This applies if the IPv4 access mode is PPPoE, and the IPv4 ISP also provides an IPv6 address.
To use IPv6 PPP, you just need to choose the Connection Type to "PPP", no other setting is
required.

WAN >> Internet Access a

WAN 2

PPPoE Static or Dynamic IP PPTPAL2TP IPvE
Internet Access Mode

Connection Type PFPP w

WaAN Connection Detection
Mode Alwrays On w

RIPng Protocol
[JEnable

Hote:
[Py Wak setting should be PPPoE f PPPod client.

[ ok ] [ cancel |

TSPC (Tunnel Setup Protocol Client)

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel set up by Tunnel Setup Protocol (TSP). To use TSPC, you'll need to sign up for a

tunnel broker service and get a username and password first, then, configure the router as
follows:

1. Set Connection Type to TSPC.
2.  Enter the Username and Password registered at the TSP server.

3. Enter the IP or Domain Name of the TSPC server for Tunnel Broker.

WAN =>> Internet Access a

WAN 2

PPPoE Static or Dynamic IP PPTPL2TP IPvG
Internet Access Mode

Connection Type TSPC ~

TSPC Configuration
Username reriepyd
Password [

Tunnel Broker hroker.aaretnet.au

WAN Connection Detection
Mode Always On [

[ ok | [ cancel |
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Static IPv6

If your ISP provides a static IPv6 address for you, you may configure that IPv6 address for WAN

by doing the following steps:
1.

2.

WAN == Internet Access

WAN 2
Internet Access Mode
Connection Type

Static IPvE Address Configuration

Set Connection Type to Static IPv6.

ol

Enter the IPv6 address and Prefix Length which provided by the ISP, and click Add.

o

B o

Static IPvE r

1Pvb Address J/ Prefix Length

[2406242201 2ead /2§ 4dd || Delete
Current IPvE Address Table

Index IPvE Addrass/Prafix Length Socope

1 FEE0: : FFB: C&3DS12E

Link

You should see the IPv6 address in Current IPv6 Address Table. Then, specify the IP

address of IPv6 Gateway.

WAN == Internet Access

o

VAN 2
PPPaE Statle or Dynamic IP PPTRILZTP IPvE
Internet Access Mode
Connection Type Stabe IPvE v

Static |PvE Address Configuration
1PvE Address

Current IPvE Address Table

Index IPvE Address/Brefi '_e:r.a:i".

1 2806 W10 2P rn I MATS 13

/' Prefix Length
! Add | Delete

- Jaf) -]

3 TEND: tSLD A

——ue ==
B-§1:-H FE:FECE: 20D/ 64

Static IPvE Gateway configuration
1Pwh Gateway Address

I——
Slobal |

ARk

| 24080000 1zmen

WAN Connection Detection
Meade

Bridge Mode
Enable Brdge Mode
Bridge Subnet

AlvaysOn =

LAN 1~

Canced
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6in4 Static Tunnel

In this mode, the IPv6 connectivity is provided by a tunnel broker on the IPv4 Internet through
a tunnel configured manually. To use 6in4 Static Tunnel, you need sign up for a tunnel broker
service and get an IPv6 address and routed IPv6 prefixes first. Then, configure the router as

follows:

1. Set Connection Type to 6in4 Static Tunnel.

Enter the tunnel server's IPv4 address in Remote Endpoint IPv4 Address.

2
3. Enter the router's IPv6 address in 6in4 IPv6 Address.
4

Enter the routed IPv6 prefix in LAN Routed Prefix.

WAN >> Internet Access

VVAN 2

PPPoE Static or Dynamic IP

PPTPL2TP

Internet Access Mode
Connection Type

6ind Static Tunnel
Remote Endpoint IPv4 Address
Gin4 IPv6 Address
LAN Routed Prefix
Tunnel TTL

WAM Connection Detection
Mode
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Gind Static Tunnel s

20014 /1r 1128362
In I E3E
(default;255)

Alweays On

| [ Cancel |

/ |64
/ |64

(default:64)
(default:64)
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lI-2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

In some special case, you may have a public IP subnet from your ISP such as 220.135.240.0/24.
This means that you can set up a public subnet or call second subnet that each host is
equipped with a public IP address. As a part of the public subnet, the Vigor router will serve
for IP routing to help hosts in the public subnet to communicate with other public hosts or
servers outside. Therefore, the router should be set as the gateway for public hosts.
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What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules

to forward data from one specified subnet to another specified subnet without the presence
of RIP.

What are Virtual LANs and Rate Control
You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the

communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.
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A LAN comprises a collection of LAN clients, which are networked devices on your premises. A
LAN client can be a computer, a printer, a Voice-over-IP (VoIP) phone, a mobile phone, a
gaming console, an Internet Protocol Television (IPTV), etc, and can have either a wired
(using Ethernet cabling) or wireless (using Wi-Fi) network connection.

LAN clients within the same LAN are normally able to communicate with one another directly,
as they are peers to one another, unless measures, such as firewalls or VLANs, have been put
in place to restrict such access. Nowadays the most common LAN firewalls are implemented
on the LAN client itself. For example, Microsoft Windows since Windows XP and Apple OS X
have built-in firewalls that can be configured to restrict traffic coming in and going out of the
computer. VLANs, on the other hand, are usually set up using network switches or routers.

To communicate with the hosts outside of the LAN, LAN clients have to go through a network
gateway, which in most cases is a router that sits between the LAN and the ISP network,
which is the WAN. The router acts as a director to ensure traffic between the LAN and the
WAN reach their intended destinations.

[I-2-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are four subnets provided by the router which allow users to divide groups into
different subnets (LAN1 - LAN4). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 -
LAN4 can be operated under NAT or Route mode. IP Routed Subnet can be operated under
Route mode.
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LAN == General Setup

General Setup

Index Enable
LaM 1 W
LaM 2
LaM 3
LaM 4

IP Routed Subnet I

DHCP DHGCPwv6 IP Address

Y W 192.168.1.1 Details Page | [P |
192.168.2.1 P
192.168.3.1 P
192.168.4.1 IPy6

192.158.0.1 Details Page

DHCP Server Option

Note:

Please enable LaAN 2 - 4 on LAN =»> VLAN page before configure them.
Enable ODMZ port will make the LAN Port 1 neglect the setting on VLAN page, LAN Port 1 will hecome

the DMZ Port.

CIFarce router to use "DNS server IP address" settings specified in

Inter-LAN Routing

Subnet LAN 1 LAN 2 LAN 3 LAN 4
LAN 1
LaN 2
LAN 3
LAM 4

Available settings are explained as follows:

Item

Description

General Setup

Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.

Status- Basically, LAN1 status is enabled in default.

LAN2 -LAN4 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LAN1 is configured with DHCP in default. If required,
please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
information is set in default and you can not modify it.
Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

DHCP Server Option

DHCP packets can be processed by adding option number and
data information when such function is enabled.

For detailed information, refer to later section.

Force router to use “DNS
server IP address” .....

Force Vigor router to use DNS servers configured in
LAN1/LAN2/LAN3/LAN4 instead of DNS servers given by the
Internet Access server (PPPoE, PPTP, L2TP or DHCP server).

Inter-LAN Routing

Check the box to link two or more different subnets (LAN and
LAN).

Inter-LAN Routing allows different LAN subnets to be
interconnected or isolated.
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It is only available when the VLAN functionality is enabled.
Refer to section II-2-2 VLAN on how to set up VLANSs.

In the Inter-LAN Routing matrix, a selected checkbox means
that the 2 intersecting LANs can communicate with each
other.

When you finish the configuration, please click OK to save and exit this page.

1)

Info To configure a subnet, select its Detials Page button to bring up the LAN
Details Page.
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[I-2-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information.

LAN ==> General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

Network Configuration DHCP Server Configuration

For NaT Usage Disable ® Enahble Server ' Enable Relay Agent
IP Address 192168 1.1 Start IP Address 192.168.1.10
Subnet Mask 255.255.255.0 IP Pool Counts 200 {max. 253

Gateway [P Address 192.168.1.1
Lease Time 85400 (s)

RIP Protocol Control Digable v

¥ Clear DHCF lease for inactive clients
periodically

DNS Server IP Address
Primary 1P Address

Secondary IP Address

0K
Available settings are explained as follows:
Item Description
Network Configuration For NAT Usage,
IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

RIP Protocol Control,

Enable - When Enabled, the router will attempt to exchange
routing information with neighbouring routers using the
Routing Information Protocol.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Disable Server - Let you manually assign IP address to every

host in the LAN.

Enable Server - Let the router assign IP address to every host

in the LAN.

®  Start IP Address - The beginning LAN IP address that is
given out to LAN DHCP clients.

® |P Pool Counts - The maximum number of IP addresses
to be handed out by DHCP. The default value is 200.
Valid range is between 1 and 253. The actual number of
IP addresses available for assignment is the IP Pool
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Counts, or 253 minus the last octet of the Start IP
Address, whichever is smaller.

® Gateway IP Address - The IP address of the gateway,
which is the host on the LAN that relays all traffic
coming into and going out of the LAN. The gateway is
normally the router, and therefore the Gateway IP
Address should be identical to the IP Address in the
Network Configuration section above.

® [ease Time - The maximum duration DHCP-issued IP
addresses can be used before they have to be renewed.

® Clear DHCP lease for inactive clients periodically - If
selected, the router sends ARP requests recycles IP
addresses previously assigned to inactive DHCP clients
to prevent exhaustion of the IP address pool.

Note: When Clear DHCP lease for inactive clients
periodically is enabled, router will do the following:

B Check activities of DHCP clients by ARP requests
every minute when the available DHCP IP
addresses are less than 30

[ | Clear DHCP lease when the client is not
responding ARP replies.

Enable Relay Agent - When selected, all DHCP requests are
forwarded to a DHCP server outside of the LAN subnet, and
whose address is specified in the DHCP Server IP Address
field.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPvd IPv6
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 o] 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.
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When you finish the configuration, please click OK to save and exit this page.

Private IP addresses can be assigned automatically to LAN clients using Dynamic Host
Configuration Protocol (DHCP), or manually assigned. The DHCP server can either be the
router (the most common case), or a separate server, that hands out IP addresses to DHCP
clients.

Alternatively, static IP addresses can be manually configured on LAN clients as part of their
network settings. No matter how IP addresses are configured, it is important that no two
devices get the same IP address. If both DHCP and static assignment are used on a network, it
is important to exclude the static IP addresses from the DHCP IP pool. For example, if your
LAN uses the 192.168.1.x subnet and you have 20 DHCP clients and 20 static IP clients, you
could configure 192.168.1.10 as the Start IP Address, 50 as the IP Pool Counts (enough for the
current number of DHCP clients, plus room for future expansion), and use addresses greater
than 192.168.1.100 for static assignment.

[I-2-1-2 Details Page for LAN2 ~ LAN4

LAN => General Setup

LAN 2 Ethernet TCP / IP and DHCP Setup LAN 2 IPvb Setup
Network Configuration DHCP Server Configuration
* Enable Dizable Dizable '® Enable Server Enable Relay Agent
® For NAT Usage For Routing Usage Start IP Address 192.168.2.10
IP Address 192.168.2.1 IF Poal Counts 100 {max. 2533
Subnet Mask 255.255.255.0 Gateway IP Address 192.168.2.1
Lease Time 259200 (s)

¢ Clear DHCP lease for inactive clients
periodically.

DNS Server IP Address
Primary IP Address

Secondary IP Address

QK
Available settings are explained as follows:
Item Description
Network Configuration Enable/Disable - Click Enable to enable such configuration;

click Disable to disable such configuration.
For NAT Usage - Click this radio button to invoke NAT

function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

Disable Server - Let you manually assign IP address to every
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host in the LAN.

Enable Server - Let the router assign IP address to every host
in the LAN.

®  Start IP Address - The beginning LAN IP address that is
given out to LAN DHCP clients.

® [P Pool Counts - The maximum number of IP addresses
to be handed out by DHCP. The default value is 100.
Valid range is between 1 and 253. The actual number of
IP addresses available for assignment is the IP Pool
Counts, or 253 minus the last octet of the Start IP
Address, whichever is smaller.

® Gateway IP Address - The IP address of the gateway,
which is the host on the LAN that relays all traffic
coming into and going out of the LAN. The gateway is
normally the router, and therefore the Gateway IP
Address should be identical to the IP Address in the
Network Configuration section above.

® Lease Time - The maximum duration DHCP-issued IP
addresses can be used before they have to be renewed.

® Clear DHCP lease for inactive clients periodically - If
selected, the router sends ARP requests recycles IP
addresses previously assigned to inactive DHCP clients
to prevent exhaustion of the IP address pool.

Note: When Clear DHCP lease for inactive clients
periodically is enabled, router will do the following:

B Check activities of DHCP clients by ARP requests
every minute when the available DHCP IP
addresses are less than 30

[ | Clear DHCP lease when the client is not
responding ARP replies.

Enable Relay Agent - When selected, all DHCP requests are
forwarded to a DHCP server outside of the LAN subnet, and
whose address is specified in the DHCP Server IP Address
field.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help
to forward the DHCP request to the DHCP server.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server.

The default DNS Server IP address can be found via Online
Status:
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Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvE
LAN Status Primary DNS: §.8.8.8
IP Address TX Packets RX Packets

192.168.1.1 Q 41533

Secondary DNS: 8.5.4.4

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
connection.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-3 Details Page for IP Routed Subnet

LAN => General Setup

TCP/IP and DHCP Setup for IP Routed Subnet

Network Configuration

Enable '® Disable
For Routing Usage

IP Address
Subnet Mask

RIF Protocol Control

192.168.0.1
28525525510

Disable v

DHCP Server Configuration
Start IP address

IP Poaol Counts 0 {max. 320
Lease Time 259200 (=)
Use LA&M Port v p1 ¥ pz

¥ Use MAC Address

Index Matched MAC Address given IP Address

MAC Address @

Add Delete Edit Cancel

Ok

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,

IP Address - This is the IP address of the router. (Default:
192.168.1.1).

Subnet Mask - The subnet mask, together with the IP Address
field, indicates the maximum number of clients allowed on
the subnet. (Default: 255.255.255.0/ 24).

RIP Protocol Control,

Enable - When Enabled, the router will attempt to exchange
routing information with neighbouring routers using the
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Routing Information Protocol.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Start IP Address - The beginning LAN IP address that is given
out to LAN DHCP clients.

IP Pool Counts - The maximum number of IP addresses to be
handed out by DHCP. The default value is 100. Valid range is
between 1 and 253. The actual number of IP addresses
available for assignment is the IP Pool Counts, or 253 minus
the last octet of the Start IP Address, whichever is smaller.

Gateway IP Address - The IP address of the gateway, which is
the host on the LAN that relays all traffic coming into and
going out of the LAN. The gateway is normally the router, and
therefore the Gateway IP Address should be identical to the
IP Address in the Network Configuration section above.

Lease Time - The maximum duration DHCP-issued IP
addresses can be used before they have to be renewed.

Use LAN Port - Specify an IP for IP Route Subnet. If it is

enabled, DHCP server will assign IP address automatically for

the clients coming from P1 and/or P2. Please check the box

of P1 and P2.

Use MAC Address - Check such box to specify MAC address.

® MAC Address: Enter the MAC Address of the host one by
one and click Add to create a list of hosts which can be
assigned, deleted or edited from above pool. Set a list
of MAC Address for 2" DHCP server will help router to
assign the correct IP address of the correct subnet to
the correct host. So those hosts in 2™ subnet won’t get
an IP address belonging to 1% subnet.

Add - Type the MAC address in the boxes and click this button
to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-4 Details Page for LAN IPv6 Setup

There are two configuration pages for each LAN. Click the tab for each type and refer to the
following explanations for detailed information. Below shows the settings page for IPv6.
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LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

¥ Enable IPvG

WAN Primary Interface | ‘“WAN1T ¥

Static IPv6 Address
IPvE Address

/ Add Delete
Unique Local Address{ULA) configuration
Off A /64
Current IPv6 Address Table
Index IPvE Lddress/Prefix Length Scape
1 FES0::21D:AAFF:FEOD:0/ 64 Link

/ Prefix Length

DHS Server IPvG Address
Primary DMNS Server

Secondary DNS Server

Deploy when WAN is up ¥
2001:4360:4860::5538
2001:4360:4860::55844

Management

SLAAC(stateless) v
Other Option{O-hit)

DHCPv6 Server

* Enable Server

¥ Auto IPv6 range
Start IPw6 Address

End IPv6 Address

Advance setting

Disable Server

Edit

Advance setting

Edit

] 4

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and

the other is DHCPv6 (Stateful)

server.

Available settings are explained as follows:

Item

Description

Enable

Check the box to enable the configuration of LAN 1 IPv6
Setup.

WAN Primary Interface

Use the drop down list to specify a WAN interface for IPv6.

Static IPv6 Address
configuration

IPv6 Address -Type static IPv6 address for LAN.
Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.
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Delete - Click it to remove an existed entry.

Unique Local Address
(ULA) configuration

Unique Local Addresses (ULAs) are private IPv6 addresses
assigned to LAN clients.

Off - ULA is disabled.

Manually ULA Prefix - LAN clients will be assigned ULAs
generated based on the prefix manually entered.

Auto ULA Prefix - LAN clients will be assigned ULAs using an
automatically-determined prefix.

Off “
oft

Auto ULA Prefix
Manually LILA Prefix

Current IPv6 Address
Table

Display current used IPv6 addresses.

DNS Server IPv6 Address

Deploy when WAN is up - The RA (router advertisement)
packets will be sent to LAN PC with DNS server information
only when network connection by any one of WAN interfaces
is up.

Enable - The RA (router advertisement) packets will be sent
to LAN PC with DNS server information no matter WAN
connection is up or not.

® Primary DNS Sever - Type the IPv6 address for Primary
DNS server.

® Secondary DNS Server -Type another IPv6 address for
DNS server if required.

Disable - DNS server will not be used.

Management

Configures the Managed Address Configuration flag (M-bit) in
Route Advertisements.

®  Off - No configuration information is sent using Route
Advertisements.

®  SLAAC(stateless) - M-bit is unset.

® DHCPv6(stateful) - M-bit is set, which indicates to LAN
clients that they should acquire all IPv6 configuration
information from a DHCPv6 server. The DHCPV6 server

can either be the one built into the Vigor2860, or a
separate DHCPvG6 server.

SLAAC(stateless) (v

SLAAC(stateless)
DHCPyE(stateful)
1 Off

Other Option(O-bit)

When selected, the Other Configuration flag is set, which
indicates to LAN clients that IPv6 configuration information
besides LAN IPv6 addresses is available from a DHCPv6
server.

Setting the M-bit (see Management above) has the same
effect as implicitly setting the O-bit, as DHCPv6 supplies all
IPv6 configuration information, including what is indicated as
available when the O-bit is set.

DHCPv6 Server

Enable Server -Click it to enable DHCPv6 server. DHCPv6
Server could assign IPv6 address to PC according to the
Start/End IPv6 address configuration.
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Disable Server -Click it to disable DHCPv6 server.

Auto IPv6 range - After check the box, Vigor router will
assign the IPv6 range automatically.

Start IPv6 Address / End IPv6 Address -Type the start and
end address for IPv6 server.

Advance setting - Click the Edit button to configure
advanced IPv6 settings for DHCPV6 server.

LAN »> General Setup

DHCPvb Server
Authentication Protocol Mone v
Prefix Delegation Enable ® Disable
Prefiz /

DHCPvG Prefix Delegation

MNew Prefix B H H BFGE
Suffis : : :

New Prefix Length (0~64)

Client Link Local address

Client DUID(option)

Add
Prefix Prefix Length Link Local DUID

oK Cancel

Advance setting

The Advanced Settings page has additional settings for
Router Advertisement and enabling multiple WANs for IPv6
traffic.

| 21921880 1doclenetedit it - Google Choome. [ =[=] == |
[ 192.168.1.1/ doclenetedit. him B5)
Router Advertisement Configuration
® Enable Disahle
Hop Limit B4
Min Interval Time(sec) 200
Max Interval Time(sec) 00
Default Lifetime(sec) 1600 (High availability secondary is 0}
Default Preference Medium ¥
MTU I Auta
1]
RIPng Protocol
¥ Enable
Extension WAN
Availahle WAN Selected WAN
WWANS
»
@
Ok Close

Router Advertisement Configuration - Click Enable to
enable router advertisement server. The router
advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPv6 is in use.

Min/Max Interval Time (sec) - It defines the interval
(between minimum time and maximum time) for sending RA
(Router Advertisement) packets.
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Default Lifetime (sec) -Within such period of time,
Vigor2133 can be treated as the default gateway.

Default Preference - It determines the priority of the host
behind the router when RA (Router Advertisement) packets
are transmitted.

MTU - It means Max Transmit Unit for packet. If Auto is
selected, the router will determine the MTU value for LAN.
RIPng Protocol -RIPng (RIP next generation) offers the same
functions and benefits as IPv4 RIP v2.

Extension WAN - In addition to the default WAN used for
IPv6 traffic specified in the WAN Primary Interface in the LAN
IPv6 Setup page, additional WANs can be selected to carry
IPv6 traffic by enabling them in the Extension WAN section.
Available WAN - Additional WANs available but not currently
selected to carry IPv6 traffic.

Selected WAN - Additional WANSs selected to carry IPv6
traffic.

After making changes on the Advance setting page, click the OK button to retain the changes
and return to the LAN IPv6 Setup page. Be sure to click OK on the LAN IPv6 Setup page or else
changes made on the Advance setting page will not be saved.

lI-2-1-5 Advanced DHCP Options

DHCP Options can be configured by clicking the Advanced button on the LAN General Setup
screen.

LAN == General Setup
DHCP Server Customized Status

Customized List
Enahle Interface Option Type Data

Enahle:
Intarface: Al LAMT LAMZ LAM3 LAN4  IP Routed Subnet
' O O 0O 0O O

Mext Server IP address/sladdr ;
Option Nurmber:
DataType: ®ASCI Character (EX :Option: 18, Data: /path)
(OHexadecimal Digit (EX: Option: 18, Data: 2f70617468)
(Oaddress List (EX :Option:44, Data:172.16.2,10,172.16.2.20...)
Data:

Add] [Update] [Delete| [Reset]

Hote:

1. Configuring options 44, 46 ar 66 here will averwrite the settings by telnet command "msubnet”,

2. Configuring aption 3 here will overwrite the setting in "LAN =3 General Setup” Details Page's "Gateway
IP Address" field.

3. Configuring option 15 here will overwrite the setting in "Wah = Internet Access > Static or Dynamic
IP" Detail Page's "Domain Mame" field,

Available settings are explained as follows:

Item Description
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Customized List Shows all the DHCP options that have been configured in the

system.
Enable If selected, DHCP option entry is enabled.
If unselected, DHCP option entry is disabled.
Interface LAN interface(s) to which this entry is applicable.
Next Server IP Overrides the DHCP Next Server IP address (DHCP Option 66)
Address/SIAddr supplied by the DHCP server.
Option Number DHCP option number (e.g., 100).
DataType Type of data in the Data field:

ASCII Character - A text string. Example: /path.

Hexadecimal Digit - A hexadecimal string. Valid characters
are from 0 to 9 and from a to f. Example: 2f70617468.

Address List - One or more IPv4 addresses, delimited by
commas.

Data Data of this DHCP option.

To add a DHCP option entry from scratch, clear the data entry fields (Enable, Interface,
Option Number, DataType and Data) by clicking Reset. After filling in the values, click Add
to create the new entry.

To add a DHCP option entry modeled after an existing entry, click the model entry in
Customized List. The data entry fields will be populated with values from the model entry.
After making all necessary changes for the new entry, click Add to create it.

To modify an existing DHCP option entry, click on it in Customized List. The data entry fields
will be populated with the current values from the entry. After making all necessary changes,
click Update to save the changes.

To delete a DHCP option entry, click on it in Customized List, and then click Delete.
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[I-2-2 VLAN

Virtual Local Area Networks (VLANs) allow you to subdivide your LAN to facilitate
management or to improve network security.

Select LAN>>VLAN from the menu bar of the Web Ul to bring up the VLAN Configuration page.

Tagged VLAN

The tagged VLANSs (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANSs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P4) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

Below is an example page in Vigor2133ac:

LAN »> VLAN Configuration

VLAN Configuration

OEenable
LAN Wireless LAN{2.4GHz) Wireless LAN{GGHz) VLAN Tay
P1 P2 P3 P4 SSID1 SSID2 55ID3 SSID4 SSID1 S5ID2 SSID3 SSID4 - Subnet Enable  VID  Priority

YLAND 0
VLAN1 0
VLANZ 0
VLAN3 0
VLAN4 0
VLANS 0
VLANG 0
VLAN? 0

Permit untagged device in P1 to access router

Note:

1.For each YLAM row, selecting Enable YLAM Tag will apply the associated YID to the selected wired LAN port,
2, \Wireless LAN traffic is always untagged, but the SSID s still a member of the selected YLAN {group).
3.Each VID must be unigue.

[ Ok ] [ Clear ] [ Cancel
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Info Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description
Enable Click it to enable VLAN configuration.
LAN P1 - P4- Check the LAN port(s) to group them under the

selected VLAN.

Wireless LAN (2.4GHz)

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

Wireless LAN (5GHz)

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

This option is only available for Vigor2133ac.

Subnet

Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LANL1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address(es) that specified by the subnet.

VLAN Tag

Enable - Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range is
form 0 to 4095. VIDs must be unique.

Priority - Valid values are from 0 to 7, where 1 has the
lowest priority, followed by 0, and finally from 2 to 7 in
increasing order of priority.

Permit untagged device in
P1 to access router

Select to allow untagged hosts connected to LAN port P1 to
access the router. In case you have incorrectly configured
VLAN functionality, you will still be able to access the router
via the Web Ul, and telnet and SSH shells to adjust the
configuration.

1)

Info Leave one VLAN untagged at least to prevent from not connecting to Vigor
router due to unexpected error.

The Vigor router supports up to 8 VLANs. Each VLAN can be set up to use one or more of the
Ethernet ports and wireless LAN Service Set Identifiers (SSIDs). Within the grid of VLANs
(horizontal rows) and LAN interfaces (vertical columns),

®  all hosts within the same VLAN (horizontal row) are visible to one another

® all hosts connected to the same LAN or WLAN interface (vertical column) are visible to

one another if

- they belong to the same VLAN, or
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- they belong to different VLANs, and inter-LAN routing (LAN>>General Setup) between
them is enabled (see below).

Inter-LAN Routing
Subnet LAN1 LANZ2 LAN3 LAN4 LANS LANG LANT LANE8 DMI Port
LAMN 1
LAMN 2
LAM 3
LAN 4
LAM 5
LAMN &
LAMN 7
LaM 8
DMZ Port ol

Inter-LAN Routing allows different LAN subnets to be interconnected or isolated. It is
only available when the VLAN functionality is enabled. In the Inter-LAN Routing matrix,
a selected checkbox means that the 2 intersecting LANs can communicate with each
other.

Vigor2133 series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies
or departments but keeping their local traffic completely separated.

Configuring port-based VLAN for wireless and non-wireless clients

1.

4.

All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24
(LAN1).

All the wireless network clients are categorized to group VLANL in subnet
192.168.2.0/24 (LAN2).

Open LAN>>VLAN. Check the boxes according to the statement in step 1 and Step 2.

LAN »> VLAN Configuration

VLAN Configuration

MEnable
LAN Wireless LAN(2.4GHz) Wireless LAN(SGHz) VLAN Tagy

P1 P2 P3 P4 SSID1 SSIDZ SSID3 SSID4 SSID1 SSID2 SSID3 SSID4  Subnet  Enable  VID  Priority
viamM MMM O O O O O O O O |waNts O o 0w
vLaN1 [ O # O LAN 2 v O o 0w
vaeDOO0OD O O O O O O O O g O @ ik
vesO0DODOO 0O O O O O 0O O O |G O B 0
viad O O OO O O O O O O O O |wantw O 0w
vias O O OO O O O O O O O O |wats O o 0~
viane D O OO0 O O O O O O O O |[Lant- O o 0w
viay O O OO O O O O O O O O |wahts O o 0w

Permit untagged device in P1 to access router

Note:

1, For each YLAN row, selecting Enable YLAN Tag will apply the associated VID to the selected wired LAN port,
2. Wireless LAN traffic is always untagged, but the SSID is still a member of the selected WLAN (group).

3. Each ¥ID must be unigue.

oK ] [ Clear ] [ Cancel

Click OK.
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5. Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between LAN1
and LAN2.

LAN »>> General Setup

General Setup

Index Status DHCP DHCPv6 IP Address

LaM 1 W b b 192.168.1.1 Details Page P&

LaN 2 U Ui Ui 192.168.2.1 Details Page [I5%5]

LaM 3 192.168.3.1 Details Page Py

Lam 4 192.1658.4.1 Details Page P
IP Routed Subnet 192,168.0.1 Details Page

Advanced |You can configure DHCP server options here,

Force router to use "DNS server IP address" settings specified in | LANT ¥
Inter-LAN Routing

Subnet LAMN 1 LAMN 2 LAN 3 LAN 4
LAM 1

LAM 2 rd

LAM 3

LAM 4

Note:
LAMZ/3/4 are available when YLAN is enabled.

Ok

Vigor router supports up to six private IP subnets on LAN. Each can be independent
(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.

Info As for the VLAN applications, refer to “Appendix I: VLAN Application on
Vigor Router” for more detailed information.

[I-2-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. With the Bind IP to MAC feature you can reserve LAN IP addresses for LAN clients.
Each reserved IP address is associated with a Media Access Control (MAC) address.

Click LAN and click Bind IP to MAC to open the setup page.
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LAN == Bind IP to MAC

Bind IP to MAC

Strict Bind

Index IF Address

Enable '* Disable

Apply Strict Bind to Subnet

ARP Tahle | Select All | Sort | Refresh | Add/Update to IP Bind List
IF Address HNac Address HOIT ID IP a&ddress
19z.165.1.110 00-05-5D-E4-DS-EE  A1000351

IP Bind List { Lirnit: 300 entries )
Hac Address Host ID Cormment

Edit

Mac Address
Comment

Add Update Delete

| Select All | Sort |

Backup IP Bind List :

Backup

Upload From File: | iBEfEsE  FBEERES Restore

Note:

1. IP-MAC binding presets DHCP Allocations.
2. If you select Strict Bind, unspecified LAM clients cannot access the Internet,

[8]24

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.

Disable Click this radio button to disable this function. All the

settings on this page will be invalid.

Vigor2133 Series User’s Guide



Strict Bind

Check the box to block the connection of the IP/MAC which is
not listed in IP Bind List.

LAN clients will be assigned IP addresses according to the
MAC-to-IP address associations on this page. LAN client
whose MAC address has not been bound to an IP address will
be denied network access.

Note: Before selecting Strict Bind, make sure at least one
valid MAC address has been bound to an IP address.
Otherwise no LAN clients will have network access, and it
will not be possible to connect to the router to make changes
to its configuration.

Apply Strict Bind to Subnet - Choose the subnet(s) for
applying the rules of Bind IP to MAC.

o fervice ype Bt Google Chowe. 0 21e )

4 192.168.1.1/docan=ubedt him LS

Apply Strict Bind to Subnet:
Select Al || Clear All

Subnet IP Address

LANL 192.1658.1.1

LANZ 192.168.2.1

LANZ 192.168.3.1

LaMN4 192.168.4.1

IP Routed Subnet 192.168.0.1
Ok Cloze

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All Select all entries in the ARP Table for manipulation.

Sort Reorder the entry based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest ARP

table information.

Add / Update to IP Bind
List

IP Address - Type the IP address to be associated with a
MAC address.

Mac Address - Type the MAC address of the LAN client’s
network interface.

Comment - Type a brief description for the entry.

Add - It allows you to add the one you choose from the ARP
table or the IP/MAC address typed in Add and Edit to the
table of IP Bind List.

Update - It allows you to edit and modify the selected IP
address and MAC address that you create before.

Delete - You can remove any item listed in IP Bind List.
Simply click and select the one, and click Delete. The
selected item will be removed from the IP Bind List.

IP Bind List

It displays a list for the IP bind to MAC information.

Backup IP Bind List

Click Backup and enter a filename to back up IP Bind List to a
file.

Upload From File

Click Browse:-:- to select an IP Bind List backup file. Click
Restore to restore the backup and overwrite the existing
list.
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Info Before you select Strict Bind, you have to bind one set of IP/MAC address for
one PC. If not, no one of the PCs can access into Internet. And the web user
interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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lI-2-4 LAN Port Mirror

The LAN Port Mirror function allows network traffic of select LAN ports to be forwarded to
another LAN port for analysis. This is useful for enforcing policies, detecting unauthorized
access, monitoring network performance, etc.

Select LAN>>LAN Port Mirror from the menu bar of the Web Ul to bring up the LAN Port
Mirror configuration page.

LAN == LAN Port Mirror

LAN Port Mirror

Port Mirror:
® Enable Disable

Portl Port2 Port3 Port4 WAMNI
Mirror Port
Mirrored Tx Port
Mirrored Rx Port

Note:
The mirrored WaN1 is a software mirror, it will lead to a substantial decline in performance.

oK
Available settings are explained as follows:
Item Description
Port Mirror Enables or disables LAN Port Mirroring.
Mirror Port One and only one port is selected as the mirror port, to
which traffic is to be forwarded.
Mirrored Tx Port Port(s) whose outbound traffic will be forwarded to the
mirror port.
Mirrored Rx Port Port(s) whose inbound traffic will be forwarded to the mirror
port.

After finishing all the settings here, please click OK to save the configuration.
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[1-2-5 Wired 802.1x

Wired 802.1X provides authentication for clients wishing to connect to the LAN by Ethernet.
Only one client can be authenticated on each LAN port.

Select LAN>>Wired 802.1X from the menu bar of the Web Ul to bring up the Wired 802.1X
configuration page.

LAN => Wired 802.1X

Wired 802.1X
LAN BOZ, 1K

¥/ Enable
802.1% ports:
P1 p2 p3 P4

Note:

802.1x% enabled LAN ports only support a single attached device using EAPOL authentication. To
authenticate multiple devices through a LAN port you need an 802, 1xX-capable switch., Then configure
802.1x on the attached switch instead.

Ok
Available settings are explained as follows:
Item Description
Enable Check the box to enable LAN 802.1x function.
802.1X ports 802.1X authentication will be available for the selected LAN
ports.

After finishing all the settings here, please click OK to save the configuration.
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I1-3 Hardware Acceleration

Hardware Acceleration is also called PPA in DrayTek for it is based on Protocol Processing
Engine (PPE) of Infineon. It can only support 128 sessions for network traffic (IN & OUT) with
implementing three kinds of modes - Disable, Auto and Manual.

When the data traffic is heavy and data transmission is getting slowly and slowly, you can
configure this page to accelerate the data streaming by hardware itself. Open Hardware
Acceleration to access into the following page:

Hardware Acceleration >> Setup

Mode: Manual  w

Protocal; TCP [ upp

Option: & Accelerate heaviest traffic sessions
 apply the Class Rule in Quality of Service
) specific Hosts:

Index Enable Deé::a?frt DesEtnEurt Private IP
1. 0 0
2 0 0
3 I I
4, I I
] I I
WAN Information:
Status TX R
V& 1-Ethernet Enable W W

Hote:
If Hardware Acceleration is enabled, then individual sessions processed by the accelerator will by-
pass the following features: Traffic Graph, WaN Budget.

[ ok ] [ Clear |

Available settings are explained as follows:

Item Description

Mode Disabled - The default setting.

Auto - When the hardware acceleration is configured with
the Auto mode, the sessions with the heaviest loading and
the lower latency traffic will be added into PPA. However,
the Auto mode does not support UDP protocol by designed.
Manual - The Manual mode implements three sub-items--
Accelerate most heavy traffic sessions, Apply the Class Rule
in Quality of Service, and Specific Hosts. Each of these
sub-items can support TCP and UDP protocol.

Auto w

Disabled
Auto
]

Protocol There are two types supported by this function, TCP and
UDP.
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Option

Accelerate heaviest traffic sessions - Such option is
available in Auto Mode, too. But the UDP protocol is only
supported in this sub-item.

Apply the Class Rule in Quality of Service - Users can apply
the information provided by QoS in this sub-item.

Please visit our website for referring the detailed
configuration of QoS.

Bandwidth Management >> Quality of Service

Rule Edit

Hardware Acceleration
Ethernet Type ®1Pv4 O 1PvE
Local Address

Specific Hosts - This sub-item provides 5 hosts for adding
NAT sessions into the PPA. For the PPA only supports 128
sessions, these hosts will share these sessions. Therefore,
the performance will be lower than only one host.

Choose this option to specify certain PCs on LAN to apply the
hardware acceleration.
® Enable - Check the box to make PC(s) specified in
the selected index entry to be applied.
® Dest Port Start - Type the starting port for the
PC(s) in LAN.
® Dest Port End - Type the ending port for the PC(s)
in LAN.
®  Private IP/Choose PC - Type the IP address as the
selected host. Or click the Choose PC button to
specify one IP address from the pop-up window.

Checking the PPA status

For checking whether the rule of PPA is working or not, a user can login to Vigor2133 series by
using telnet. User can view how many sessions are transferring in each direction of PPA table

after entering “ppa —v”.

Auto

Manual <traffic?

255

AM Acceleration session

Bession — Src_ip:Src_port

BoE-Jef-aE-af— oo et af It ~Jof ~ef-aF- o ~ef-eF- T~ JoF e ~IeF-Jnf oo ~IeF-af—JoF~Jof et Jaf—Juf o ~ef-eF-Juf e ~ef-eF-Juf—JoF e ~IeF-Jnf—JoF o ~IeE-Tef—JoF e ~ef-Jaf—Juf—Jef et eF-Juf-Jef~ef-TeF-Juf—JoF e -IeE-Juf-Jof e -IeF-Tef-Jof e -ef-Tef-Jnf-Jefef-eE-ei-Tef-E-

B - 192.168. 1. 18: 2938 - 119.236.154.122:- 5598 — 192.168. 3. 18:52524
Src_mac:@A:22:15:8f:85:59 ——— Dest_mac:@8:50:7f:37:cB:4c

1 - 192.168. 1. 18: 2952 - 193. B8. 6. 13:-330833 - 192.168. 3. 18:52538
Src_mac:@A:22:15%:8f:85:59 ——— Dest_mac:B8:58:7f:37:cB:4c
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Dest_ip:Dest_port —— HNat_ip:Nat_port
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[1-4 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

[1-4-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 40 port-mapping entries for the internal hosts.
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NAT => Port Redirection

Port Redirection | Setto Factory Default |
Index Service Name WAN Protocol Public Port Source IP Private IP Status
Interface
1. All Any X
2. All Any ]
3. All Any ]
4. all Ay X
5. All Any X
6. All Any ]
i All Any ]
8. All Any X
9. All Any X
10. All Any ]

A
A
-
s
=
-
=
]
=
o]
=
]
=
]
=
b
=
W
R
&l
B
%
W
W

Note:
The port number walues set in this page might be invalid due to the same values configured for Management

Port Setup in System Maintenance>>Management and_SSL VPN,

Each item is explained as follows:

Item Description

Index Display the number of the profile.

Service Name Display the description of the specific network service.

WAN Interface Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Source IP Display the source IP address or object.

Private IP Disp!ay the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.

NAT => Port Redirection

Index No. 1
Enable
Mode
Service Mame
Protocol
WaN Interface
Public Part 0
Source IP Any v IP Object
Private IP
Private Port 0
Note:
In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have been
entered,
0K Clear Cancel

Available settings are explained as follows:

Vigor2133 Series User’s Guide 105



Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you to

choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name

Enter the description of the specific network service.

Protocol

Select the transport layer protocol (TCP or UDP).

WAN Interface

Select the WAN IP used for port redirection. There are eight
WAN IP alias that can be selected and used for port
redirection.

The default setting is All which means all the incoming data
from any port will be redirected to all intefaces.

Public Port

Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Type the required number on the first box (as the starting
port) and the second box (as the ending port).

Source IP

Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Private IP

Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port

Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.
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System Maintenance »> Management

IPvd Management Setup

IPv6 Management Setup LAN Access Setup

Router Mame DrayTek

Default: Disable Auto-Logout

Internet Access Control
Allow management from the Internet
Domain name allowed
FTP Server
HTTF Server
HTTPS Server
Telnet Server
TROGY Server
S5H Server
¥ Disable PING fram the Internat

Access List from the Internet
index in

List IP Obiect IP / Mask
1
o
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Management Port Setup

® User Define Ports Default Ports

Telnet Paort 23 (Default: 23
HTTP Port a0 (Default: 800
HTTPS Port 443 {Default: 443}
FTP Port 21 (Default: 21)
TROGS Port 5065 (Default: B069)
S5H Port 22 (Default: 22)

TLS/SSL Encryption Setup

¢ Enable TLS 1.2

¥ Enable TLS 1.1

¥ Enable TLS 1.0
Enable S5L 3.0

¥ Device Management

Fespond to external device
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[I-4-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user

to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT == DMZ Host Setup

DMZ Host Setup

WAN1
WAN 1
Private [P ¥
Private IP Choose IP
0K
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Available settings are explained as follows:

Item Description
Choose Private IP or None first.
WAN 1
Private IP *
Mone
Private IP
Private IP Enter the private IP address of the DMZ host, or click Choose
IP to select one.
Choose IP Click this button and then a window will automatically pop

up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

3

[ 192.168.1.1/doc/ch

192.168.1.110

-

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click OK
to save the setting.

NAT >> DMZ Host Setup

DMZ Host Setup
WAN1

WAN 1
Private IF v
Private IP 192.168.1.110 Choose IP

0K

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN
interface, you will find them in Aux. WAN IP for your selection.

HAT == DMZ Host Setup

DMZ Host Setup

VWAN1
VUAN 1
Index Enable Al WAN IP Private IP
1. = 0.0.0.0 Choose IP
2. 192.168.1.56 0.0.0.0 Choose IP
Ok Clear

Available settings are explained as follows:

Item

Description
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Enable Check to enable the DMZ Host function.

Private IP Enter the private IP address of the DMZ host, or click Choose
IP to select one.

Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

Buess EIDE

142.168.1.10
192.168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click OK
to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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II-4-3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

HAT == Open Ports

Open Ports Setup | Setto Factory Default |

Local IP
Address

Index Comment WAN Interface Aux. WAN IP Source IP Status

Any
Ay
Any
Any
Any
Any
Any
ANy
Any

A - - - - - o

B e~ e

Ay

T
I
-
=
=
-
=
]
=
]
=
]
=
o
=
[
=
W
W
=
o
B
2
W
W

Note:
The port number values set in this page might be invalid due to the same values configured for
Management Port Setup in System Maintenance>>Management and SSL ¥PN.

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Aux. WAN IP Display the IP alias setting used by such index. If no IP alias
setting exists, such field will not appear.

Source IP Display the name of source IP object.

Local IP Address Disp_lay the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT =>> Open Ports >> Edit Open Ports

Index No. 1

¥/ Enable Open Ports

Comment TEST

WAN Interface WANT ¥

WAl TP 192.168.1.66

Source IP 1- CARRIE v IP Object

Private IP Choose IP

Protocol Start Port End Port Protocol Start Port End Port
1. TCR/AUDP il il 2. TCRADF v ] ]
3 TCR/ADP ] ] 4, TCRPADP v ]
g, TCR/ADP 1l 1l &, TCRPAJDR ] ]
7. TCR/ADP il il g, TCRAJDF ] ]
g, TCR/UDP ] ] 10, TCR/ADP ] ]
Ok Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Open Ports

Check to enable this entry.

Comment Make a name for the defined network application/service.

WAN Interface Specify the WAN interface that will be used for this entry.

WAN IP Choose an IP address from the WAN IP alias.

Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

WAN IP Specify the WAN IP address that will be used for this entry.
This setting is available when WAN IP Alias is configured.

Private IP Enter the private IP address of the local host or click Choose
IP to select one.
Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port Specify the starting port number of the service offered by
the local host.

End Port Specify the ending port number of the service offered by the

local host.
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After finishing all the settings here, please click OK to save the configuration.

NAT == Open Ports

Open Ports Setup

| Setto Factory Default |

TEST W AN 1

SRl o

Index Comment WARN Interface Aux. WAN IP

Source IP

Ay
Ay
Ay
Ay
Any
Ay
Ay
Ay
Ay

Local IP
Address

192.168.1.110 W
H

Status

—
.

e

Note:

The port number values set in this page might be invalid due to the same values configured for

Management Port Setup in System Maintenance>>Management and_S5L VPN,
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lI-4-4 Port Triggering

Port Triggering is a variation of open ports function.
The key difference between "open port" and "port triggering" is:

®  Once the OK button is clicked and the configuration has taken effect, "open port" keeps
the ports opened forever.

®  Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default" durations are shown below and these duration values can be modified via
telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

MAT == Port Triggering
Port Triggering | Setto Factory Default |
Index Comment  'JOR0C00  SOpCe TENR'Y Protocol | port  Status
1. "
2. H
3. b
4. ]
LR "
6. H
i ®
8. H
0. ®
0. ®
<2 110 | 11-20 == Hext ==

Available settings are explained as follows:

Item Description

Comment Display the text which memorizes the application of this
rule.

Triggering Protocol Display the protocol of the triggering packets.

Triggering Port Display the port of the triggering packets.

Source IP Display the name of the IP object.

Incoming Protocol Display the protocol for the incoming data of such triggering
profile.

Incoming Port Display the port for the incoming data of such triggering
profile.

Status Display if the rule is active or de-active.

Click the index number link to open the configuration page.
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NAT == Port Triggering

No. 1
Enable
Service lser Defined *
Comment
Source IP Any ¥ IP Object
Triggering Protocol v

Triggering Port
Incorming Protocal v
Incoming Port

Note:
The Triggering Port and Incoming Part should be input like this @
123-456,777-789 (legal), 123-456,789 (legal), but 123-456-789 (ilegal).

QK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable this entry.

Service Choose the predefined service to apply for such trigger
profile.

Lser Defined |+
User Defined
Real Player
CluickTime
Wit AP

IR

Al Talk
[

PalTalk
BitTorrent

Comment Type the text to memorize the application of this rule.

Source IP Use the drop down list to specify an IP object. Or click IP
Object link to create a new one for applying.

Triggering Protocol Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port Type the port or port range for such triggering profile.

Incoming Protocol When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.
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11-4-5 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT »> ALG
AL G {Application Layer Gateway) | Setto Factory Default |
¥/ Enable aLG
Enahle Protocal Listen Port TCP unp
SIP 060 (1~B5535) 4 4
RTSP £54 (1~65535) £l £l
Ok

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet

from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet
from UDP transmit and receive via NAT.
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lI-5 Applications

Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the registered
domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS
service providers. The router provides up to three accounts from three different DDNS service
providers. Basically, Vigor routers are compatible with the DDNS services supplied by most
popular DDNS service providers such as www.dyndns.org, www.no-ip.com, www.dtdns.com,
www.changeip.com, www.dynamic- nameserver.com. You should visit their websites to
register your own domain name for the router.

LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2133 series will
respond the specified private IP address.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Wake on LAN
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A PC client on LAN can be woken up by the router it connects. When a user wants to wake up

a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.
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Web User Interface

[I-5-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account

1. Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

2. Open Applications>>Dynamic DNS.
3. In the DDNS setup menu, check Enable Dynamic DNS Setup.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |

[ Enable Dynamic DNS Setup

Auto-Update interval 14400 Mingsy (180~ 144007

Accounts:
Index Enable Domain Name

1

[ =

OOoooDoo

[

[ ok ] [ Clearal |

Available settings are explained as follows:

Item Description

Enable Dynamic DNS | Check this box to enable DDNS function.

Setup

Set to Factory Clear all profiles and recover to factory settings.
Default

View Log Display DDNS log status.

Force Update Force the router updates its information to DDNS server.
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Auto-Update Set the time for the router to perform auto update for DDNS

interval service.

Index Click the number below Index to access into the setting page
of DDNS setup to set account(s).

Enable Check the box to enable this account.

Domain Name Display the domain name that you set on the setting page of
DDNS setup.

4. Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
The following two blocks should be typed your account Login Name: test and Password:
test.

Applications => Dynamic DNS Setup »> Dynamic DNS Account Setup

Index : 1
Enable Dynamic DNS Account
WaN Interface WWANT First v
Service Provider dyn.com fwis. dyn. corn) v
Service Type Dynamic %
Dormain Marme chronic5563 J|dyndns.arg dyndns.org he
Login Mame chronica563 (max. 64 characters)
Password ~ jweseseseses {rnax. 64 characters)
O wildcards
O Backup Mx
Mail Extender
Determine WAaM IP WANIP v
[ Ok ] [ Clear ] [ Cancel ]

If User-Defined is specified as the service provider, the web page will be changed
slightly as follows:

Applications >> Dynamic DNS Setup => Dynamic DNS Account Setup

Index : 1
Enahle Dynamic DNS Account
WAN Interface WWANT First &
Service Prowvider Uszer-Defined t"
Provider Host changeip.org
Service API Jdynamic/dns/update . asp?
u=jo T Trep=Jo
md=updatecoffline=0
i
Auth Type basic ¥

Connection Type |Hitp

Server Recponse

Login Mame chronica63 {max. 64 characters)
Password  |seesseseses (rnax, 64 characters)
[0 wildcards

O Backup Mx

Mail Extender

Determine Wak IP | WANIF v

[ oK ] [ Clear ] [ Cancel ]
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Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

Service Provider

Select the service provider for the DDNS account.

Provider Host

Type the IP address or the domain name of the host which
provides related service.

Note that such option is available when Customized is
selected as Service Provider.

Service API

Type the API information obtained from DDNS server.

Note that such option is available when Customized is
selected as Service Provider.

(e.q:
/dynamic/dns/update.asp?u=jo***&p=jo********& hostname=j*
***_changeip.org&ip=###P### &cmd=update&offline=0)

Auth Type

Two types can be used for authentication.

Basic - Username and password defined later can be shown
from the packets captured.

URL - Username and password defined later can be shown in
URL.

(e.g., http://nsl.vigorddns.com/ddns.php?username=xxxx&
password=xxxx&domain=xxxx.vigorddns.com)

Note that such option is available when Customized is
selected as Service Provider.

Connection Type

There are two connection types (HTTP and HTTPs) to be
specified. Note that such option is available when
Customized is selected as Service Provider.

Server Response

Type any text that you want to receive from the DDNS
server.

Note that such option is available when Customized is
selected as Service Provider.

Login Name Type in the login name that you set for applying domain.
Password Type in the password that you set for applying domain.
Wildcard and The Wildcard and Backup MX (Mail Exchange) features are
Backup MX not supported for all Dynamic DNS providers. You could get

more detailed information from their websites.

Mail Extender

If the mail server is defined with another name, please type
the name in this area. Such mail server will be used as
backup mail exchange.

Determine WAN IP

If a Vigor router is installed behind any NAT router, you can
enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this

function can detect the public IP used by the NAT router and

use the detected IP address for DDNS update.

There are two methods offered for you to choose:

® WAN IP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP

Vigor2133 Series User’s Guide

121



| before DDNS update takes place.

5. Click OK button to activate the settings. You will see your setting has been saved.

Disable the Function and Clear all Dynamic DNS Accounts

Uncheck Enable Dynamic DNS Setup, and click Clear All button to disable the function and
clear all accounts from the router.
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[I-5-2 LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2133 series will
respond the specified private IP address.

Simply click Application>>LAN DNS/DNS Forwarding to open the following page.

Applications >> LAN DNS / DNS Forwarding

LAN DNS Resolution / Conditional DNS Forwarding | Setto Factory Default |
Enable Index Profile Domain Name Forwarding DNS Server
1 -
2. -
3. -
4. -
5. -
6. -
i -
8. -
9. -
10. -

Ok

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all profiles and recover to factory settings.

Enable

Check the box to enable the selected profile.

Index

Click the number below Index to access into the setting
page.
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Profile

Display the name of the LAN DNS profile.

Domain Name

Display the domain name of the LAN DNS profile.

Forwarding Display that such profile is conditional DNS forwarding or
not.
DNS Server Display the IP addres of the DNS Server.

You can set up to 120 LAN DNS profiles.

To create a LAN DNS profile:

1. Click any index, say Index No. 1.

2. The detailed settings with index 1 are shown below.

Applications => LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding

Profile Index : 1
Enahle

Profile:
Domain Narme:

Note:

IP Address List

1. Support wildcard subdomain, ex: * . example.com or www, example,*
2. 0ne domain Mame has only one IPv4 address and IPv6 address in the same subnet.
CHAME(Alias Domain Marme): | Add

Index IP Address

Add Delete

SJame Subnet Reply

(]2 Clear

Available settings are explained as follows:

Item

Description

Enable

Check this box to enable such profile.

Profile

Type a name for such profile.

Note: If you type a name here for LAN DNS and click OK to
save the configuration, the name also will be applied to
conditional DNS forwarding automatically.

Domain Name

Type the domain name for such profile.

IP Address List

The IP address listed here will be used for mapping with the
domain name specified above. In general, one domain name
maps with one IP address. If required, you can configure two
IP addresses mapping with the same domain name.

Add - Click it to open a dialog to type the host’s IP address.
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L] 172.16.2.133:2860/ 0/ landnshost hio +

Host's IP Address
172.16.3.8

Conly responds to the DNS request when the sender is in the same

subnet,

®  Only responds to the DNS.... - Different LAN PCs can
share the same domain name. However, you have to
check this box to make the router identify & respond
the IP address for the DNS query coming from different
LAN PC.

Delete - Click it to remove an existed IP address on the list.

3. Click OK button to save the settings.

4. If you need to configure LAN DNS settings, click index 1 to edit the LAN DNS profile just
created. Or, you can click index 2 to use this profile as conditional DNS forwarding.

Applications »>> LAN DNS / DNS Forwarding

LAN DNS Conditional DNS Forwarding
Profile Index : 1
¥/ Enable
Profile:|LAN_IM

Domain Name:

Note:
Support wildcard subdomain, ex: *.example.com

OMS Server [P Address:

Ok Clear

Available settings are explained as follows:

Iltem Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for conditional DNS forwarding
and click OK to save the configuration, the name also will be
applied to LAN DNS automatically.

Domain Name Type the domain name for such profile.

DNS Server IP Address | Type the IP address of the DNS server you want to use for DNS
forwarding.

5.  Click OK button to save the settings.
6. A new LAN DNS profile has been created.
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[I-5-3 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the
data is secure and correct to prevent from DNS attack by someone.

[I-5-3-1 General Setup

All of WAN interfaces of Vigor router can be configured with DNS Security enabled
respectively.

Application >> DNS Security d

DMS Security

General Setup Domain Diaghosis Refresh
Enahle Interface Primary DNS Secondary DNS Bogus DMNS Reply
O WAN1 Pass v
il WAN3 — — Pass

Note:
L The DMS server supports DMSSEC
% The DNS server does not suppork DNSSEC, function may not work as expected even if it is enabled

Available settings are explained as follows:

Item Description
Enable Check the box to enable the DNS security management.
Interface There are four WAN interfaces allowed to be set with DNS

security enabled.

Primary DNS Display the IP address of primary DNS obtained from DHCP
server or specified by Static WAN.

Secondary DNS Display the IP address of secondary DNS obtained from DHCP
server or specified by Static WAN.

Bogus DNS Reply Sometime, Vigor router might encounter packets from bogus
DNS inquiry. There are two ways to reply such DNS inquiry.

Drop - Discard the packets.

Pass - Accept the packets and let them pass through Vigor
router.

lI-5-3-2 Domain Diagnose

This page is used to configure settings for manually detecting if the domain is secure not.
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Application >> DNS Security t‘

DMS Security

General Setup Domain Diagnose DHNS Cache
Domain: = IPv4 O IPwA
Interface: YWANT v
DMS Server:
Diagnose
Note:
If the domain has not been queried before, it will take a few seconds to process.

Result | Clear |

Domain Name IF Address Interface Verify Result

Available settings are explained as follows:

Item Description

Domain Type the domain name or IP address (IPv4/IPv6) that you
want to query.

Interface Specify the interface required for executing diagnose.

DNS Server Type the IP address of the DNS Server which will diagnose the
domain specified above.

Diagnose Click it to perform the diagnosis for the domain.

Result The diagnosed information will be displayed on such field.
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[1-5-4 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built up.

Applications => Schedule

Schedule : Current System Time (2000 Jan 3 Mon 18 : 40 : 30 | System time set | Setto Factory Default |
Enable Index Comment Time Frequency

o

E

un

o

E

un

o)

E

un

o

E

un

[y

E

un

o

E

un

o

E

un

o

E

un

o

E

un

o

E

un

i)

E

un

1

E

un

o

E

un

o

E

un

o

E

un

Bm Force on Force down

Ok

Available settings are explained as follows:

Item Description

Current System Time Display the time Vigor router used.

System time set Click it to acess into the time setup page (System
Maintenance>>Time and Date).

Set to Factory Default Clear all profiles and recover to factory settings.

Enable Click the box to enable such schedule profile.
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Index Click the index number link to access into the setting page of

schedule.
Comment Display the name of the time schedule.
Time Display the valid time period by time bar.
Frequency Display which day(s) will be always on and which day(s) will

be always off of the schedule profile by color boxes.
- If it lights in green, it means such schedule is active.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN and
Remote Access >> LAN to LAN settings.

To add a schedule:
1. Click any index, say Index No. 1.

2. The detailed settings of the schedule with index 1 will be shown below.

Applications > Schedule

Index Mo. 1 Current System Time (2000 Jan1 Sat0:15: 36 | System time set |
Enable Schedule Setup

Comment

Start Date (yyyy-rm-dd) 2000 % -1 w1 w

Start Time (hhimm) 0 w10

Duration Time (hhimm) 0 w10

End Time {hh:mm) no H]

Action Force On |+

How Often

O onee

@ weekdays

1 sun Mar Tue Wed Thu Fri [ sat
OMonthly, ondate |1
Cicycle duration: |1« | days (Cycle will start on the Start Date .

Note:
Comment can only contain &-2 2-z0-9,.{ F-_(1~§ 1~ |

J [

[ oK Clear | [ cancel |

Available settings are explained as follows:

Item Description

Enable Schedule

Check to enable the schedule.

Setup

Comment Type a short description for such schedule.
Start Date Specify the starting date of the schedule.
(yyyy-mm-dd)

Start Time (hh:mm)

Specify the starting time of the schedule.

Duration Time
(hh:mm)

Specify the duration (or period) for the schedule.

End Time (hh:mm)

It will be calculated automatically when Start Time and
Duration Time are configured well.
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Action Specify which action should be applied during the period of

the schedule.
Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

How Often Specify how often the schedule will be applied.

Once -The schedule will be applied just once

Weekdays -Specify which days in one week should
perform the schedule.

Monthly, on date - The router will only execute the
action applied such schedule on the date (1 to 28) of a
month.

Cycle duration - Type a number as cycle duration.
Then, any action applied such schedule will be
executed per several days. For example, “3” is selected
as cycle duration. That means, the action applied such
schedule will be executed every three days since the
date defined on the Start Date.

3. Click OK button to save the settings.

Example

Suppose you want to control the PPPOE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be

disconnected (Force Down).

Office 11z 1
Hour: "’__T 2
9 3
(Force On) - o
Mon - Sun 9:00 am to
1.
2.
3.
4.

6:00 pm

Make sure the PPPoE connection and Time Setup is working properly.
Configure the PPPoE always on from 9:00 to 18:00 for whole week.
Configure the Force Down from 18:00 to next day 9:00 for whole week.

Assign these two profiles to the PPPOE Internet access profile. Now, the PPPOE Internet

connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.
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1I-5-5 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. Therefore, this page is used to configure
settings for external RADIUS server. Then LAN user of Vigor router will be authenticated by
such server for network application.

Applications >> RADIUS

RADIUS Setup

Enable

Server IP Address
Destination Port 1812

Shared Secret

Confirm Shared Secret

Note:

If your radius server does not support MS-CHAP / MS-CHAPvZ, please go to VPN and Remote Access >>
PPP General Setup, and select 'PAP Cnly' for 'Dial-In PPP Authentication'.

QK Clear Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable RADIUS client feature.

Server |IP Address Enter the IP address of RADIUS server

Destination Port The UDP port number that the RADIUS server is using. The

default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.
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[1-5-6 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Info UPNP is required for some applications such as PPS, Skype, eMule...and etc.
If you are not familiar with UPnP, it is suggested to turn off this function for
security.

Applications »> UPnP

uUPnP

¥/ Enable UPNP Service
Enable Connection Control Service

Enable Connection Status Service

Hote:

To allow MAT pass-through to a UPnP enabled client the connection control service must also be
enabled.

Ok Clear Cancel

Available settings are explained as follows:

Item Description

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

Default WAN It is used to specify the WAN interface for applying such
function.

The reminder as regards concern about Firewall and UPnP:
Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working properly.
This is because these applications will block the accessing ability of some network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should
consider carefully these risks before activating the UPnP function.

® Some Microsoft operating systems have found out the UPnP weaknesses and hence you
need to ensure that you have applied the latest service packs and patches.

® Non-privileged users can control some router functions, including removing and adding
port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.
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II-5-7 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast

groups.
[I-5-7-1 General Setting
Applications == IGMP

General setting Working groups

IGMP Proxy

group. This function takes no effect when Bridge Mode is enabled.

Interface WAN1T v
IGMP wersion Auto ¥
General Query Interval 125 {seconds)

Add PPP header
{Encapsulate IGMP in PPPOE)

IGMP Snooping
Enable: Forwards multicast traffic only to ports that are members of that group.
Disable: Treats multicast traffic the same as broadcast traffic.

IGMP Fast Leave

port. Each LAN port should have no mare than one IGMP host connected.

IGMP Proxy acts as a multicast proxy for hosts on the LAN side. Enable IGMP proxy to access any multicast

The router stops forwarding multicast traffic to a LAN port as soon as it receives a leave message from that

QK Cancel

Available settings are explained as follows:

Item

Description

IGMP Proxy

Check this box to enable this function. The application of
multicast will be executed through WAN /PVC/VLAN port.
In addition, such function is available in NAT mode.

Interface - Specify an interface for packets passing
through.

IGMP version - At present, two versions (v2 and v3) are
supported by Vigor router. Choose the correct version
based on the IPTV service you subscribe.

General Query Interval - Vigor router will periodically
check which IP obtaining IPTV service by sending query. It
might cause inconvenience for client. Therefore, set a
suitable time (unit: second) as the query interval to limit
the frequency of query sent by Vigor router.

Add PPP header - Check this box if the interface type for
IGMP is PPPOE. It depends on the specifications regulated
by each ISP. If you have no idea to enable or disable, simply
contact your ISP providers.

IGMP Snooping

Check this box to enable this function. Multicast traffic will
be forwarded to ports that have members of that group.
Disabling IGMP snooping will make multicast traffic treated
in the same manner as broadcast traffic.

IGMP Fast Leave

Check this box to make the router stop forwarding
multicast traffic to a LAN port as soon as it receives a leave
message from that port. Each LAN port should have one
IGMP host connected.

Vigor2133 Series User’s Guide

133



After finishing all the settings here, please click OK to save the configuration.
[I-5-7-1 Working Group

Applications »> IGMP

General setting Working groups
| BRefresh |
working Multicast Groups
Index | Group ID | P1 P2 P3 | P4
Available settings are explained as follows:
Item Description
Refresh Click this link to renew the working multicast group status.
Group ID This field displays the ID port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.
P1 to P4 It indicates the LAN port used for the multicast group.

134 Vigor2133 Series User’s Guide



11-5-8 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.

Applications >> Wake on LAN

Wake on LAN
wWake by MAC Address ¥
IP Address: - Y
MAC Address: : : : : : Wake Upl
Result
P
Note:

Wake on LAN integrates with Bind IP to MAC function; only bound PCs can wake up through IP.

Available settings are explained as follows:

Item Description

Wake by Two types provide for you to wake up the binded IP.

® [f you choose Wake by MAC Address, you have to type
the correct MAC address of the host in MAC Address
boxes.

® [f you choose Wake by IP Address, you have to choose
the correct IP address.

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop down
list. Choose the IP address from the drop down list that you
want to wake up.

MAC Address Type any one of the MAC address of the bound PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.
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[1-5-9 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to
user’s mobile or e-mail box through specified service provider to assist the user knowing the
real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

[1-5-9-1 SMS Alert

This page allows you to specify SMS provider, who will get the SMS, what the content is and
when the SMS will be sent.

Applications >> SMS / Mail Alert Service

SMS Alert Mail Alert | Setto Factory Default |
Index SMS Provider Recipient Number Notify Profile Schedule(1-15)
1 1-727 v 1-7¢7 "

2 1-797 v 1-797 "

3 1-79% v 1-797 "

4 1-9727 v 1-7¢7 "

5 1-797 v 1-797 "

6 1-79% v 1-797 "

7 1-727 v 1-7¢7 "

8 1-797 v 1-797 "

9 1-79% v 1-797 "

10 1-9727 v 1-7¢7 "

Note:
all the SMS alert profiles share the same "Sending Interval" setting if they use the same SMS Provider.

Ok Cancel

Available settings are explained as follows:

Item Description
Index Check the box to enable such profile.
SMS Provider Use the drop down list to choose SMS service provider.

You can click SMS Provider link to define the SMS server.

Recipient Number Type the phone number of the one who will receive the
SMS.
Notify Profile Use the drop down list to choose a message profile. The

recipient will get the content stated in the message profile.
You can click the Notify Profile link to define the content

of the SMS.

Schedule (1-15) Type the schedule number that the SMS will be sent out.
You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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11-5-9-2 Mail Alert

This page allows you to specify Mail Server profile, who will get the notification e-mail, what
the content is and when the message will be sent.

Application >> SMS / Mail Alert Service

SMS Alert Mail Alert | Setto Factory Default |
Index Mail Service Mail Address Notify Profile Schedule(1-15)
1 1-9797 « 1-797 v

2 1-9797 « 1-797 v

3 1-797 v 1-797

4 1-797 v 1-9797

5 1-797 v 1-9797

6 1-9797 v 1-797 v

7 1-797 v 1-797 v

8 1-797 v 1-797 v

9 1-97¢9¢7 7 1-797 v

10 1-7977 v 1-297 v

Note:
all the Mail alert profiles share the same "Sending Interval" setting if they use the same Mail Server.

Ok Cancel

Available settings are explained as follows:

Item Description
Index Check the box to enable such profile.
Mail Service Use the drop down list to choose mail service object. All of

the available objects are created in Object
Settings>>SMS/Mail Service Object. If there is no object
listed, click Mail Service link to define a new one with
specified service provider.

Mail Address Type the e-mail address of the one who will receive the
notification message.

Notify Profile Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content
of the mail message.

Schedule (1-15) Type the schedule number that the notification will be sent
out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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[I-5-10 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or
Linux platform, there is correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services.
Sometimes, the configuration (e.g., IP settings, port number) is complicated and not easy to
complete. The purpose of Bonjour is to decrease the settings configuration (e.g., IP setting).
If the host and user’s computer have the plug-in bonjour driver install, they can utilize the
service offered by the router by clicking the router name icon. In short, what the
Clients/users need to know is the name of the router only.

To enable the Bonjour service, click Application>>Bonjour to open the following page. Check
the box(es) of the server service(s) that you want to share to the LAN clients.

Applications »> Bonjour

Bonjour Setup
Enable Bonjour Service

HTTP Server

Telnet Server

FTP Server

S5H Server

LPR Printer Server

ooOooo

[ oK ] [ Cancel ]

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

2) Browser - Mozilla Firefox
File Edit View History Bookmarks Tools Help
|@Mozilla Frefox Start Page = | i Browser * | i Browser * | Browser

€ B3 | @ chromesfdnssdicontent/browser htm]
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2. Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:#dnssd/content/browser html ¢ 8- Googleﬁ

DNSSD for Firefox

Browser Caonfiguration Options Diagnostic Information

Interface Name Type Domain Service Info

2 DS1010F lus _http._tep local Select a service on the [eft to view
further details

2 DE1010Pus(WebDAY) _http_tcp local

2 HP Laserlet 1300 _ipp._tcp. local

2 tetseng-vitual-machine {b _udisks-ssh._tcp. local

2 tetseng-virtual-machine [00:0c:29:78:bc:24] _workstation_tcp local

2 tomkac-desktop [00:0c:29:26:02:5d] _winrkstation._tcp local

3. Open System Maintenance>>Management. Type a name as the Router Name and click

OK.
System Maintenance >> Management d
IPv4 Management Setup IPv6 Management Setup
Router Name DrayTek
Default: Disahle Auto-Logout Management Port Setup
Enable walidation Code in Internet/LAN ® User Define Parts Default Parts
Access Telnet Port 23 (Default; 233
Note: IES and below version does NOT )
support Dray0S CAPTCHA auth code. HTTP Port 80 (Default: 8O}
HTTPS Port 443 (Default: 443}
Internet Access Control FTP Port 21 (Default; 213
Allow management from the Internet
) TROEY Port 8069 (Default: 8069)
Domain name allowed
S5H Port 22 (Default: 22)

FTP Server
HTTP Serwver
HTTRS Server

TLS/SSL Encryption Setup
Enable S5L 3.0

Telhet Server CYM Access Control
TROAD Server A s Praaia] N PR

4. Next, open Applications>>Bonjour. Check the service that you want to use via Bonjour.
Applications == Bonjour

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server

FTP Server

S5H Server

LPR. Printer Server

FEEEE

[ ok ] [ cancal |

5. Open the DNSSD page again. The available items will be changed as the follows. It means
the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP
server, SSH Server, Telnet Server, and HTTP Server.
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| @ chrome /dnssd/content/browser. html

¢ | 8- Google

DNSSD for Firefox

Birowser Configuration Options

Diagnostic Infarmation

Interface Name

2 DS1010PIus

2 DE1010P lus(WWebDAY)

2 HP Laserlet 1300

2 Wigor Router

2 Wigor Router

2 “igor Router

2 Wigor Router

2 Wigor Router

2 tetseng-virtual-machine

2 tetsengvirtualmaching [00:0c:29:78: be:24]
2 tormkac-desktop [00:0c:29:26:09:54d]

Type Domain Service Info
_http._tep local. Select a service on the left to view
further details
_http_tep local
_ipp._tcp. local
_ftp_tep local
_http._tep local.
_printer._top. local.
_ssh._tcp. local.
_telnet._tcp local
0
hW) _udisks-zsh._tcp local
_wiorkstation._top. local.
_workstation._top. local.

6. Now, any page or document can be printed out through Vigor router (installed with a

printer).

Prinker
Mame Microsoft KPS Document YWriker Properties... ]
Stakus Auka HP Laserlet 1200 Series PCL on RD-KC
Auko Microsoft KPS Document Writer on RD-KC
Type Auka Microsaft %P5 Document ‘Writer an TIM-PiC
Lacation Wigar Router
Carnrnert
[ ] Prink ko file
Print range Copies
(&) &ll pages Mumber of copies -
(O Pages 1 =, =,
) | | [ 2 3 [ 2 3 Collate
Selection 1 1
Qpkions, ., [ (0] 4 l [ Zancel ] [ Help
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Application Notes

A-1 How to use DrayDDNS?

Vigor router supports various DDNS service providers, user can set up user-defined profile to
update the DDNS even the service provider is not on the list. Now, DrayTek starts to support
our own DDNS service - DrayDDNS. We will provide a domain name for each Vigor Router, this
single domain name can record IP addresses of all WAN.

Activate DrayDDNS License

1. Go to Wizards >> Service Activation Wizard, wait for the router to connect to MyVigor
server, then tick DT-DDNS and | have read and accept the above Agreement, click
Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2017-02-23

Web Content Filter(WCF) Service :

BPjM License Agreement

This is a web content filter that is provided by the German government. It is a free service without any guarantee and will expire cne
year after activation. You may re-activate the service after expiry.

Cyren 30-Days Free Trial License Agreement

This is a worldwide web content filter service. The free trail license can only be used once. At the end of the free trail period you may
purchase the offical one-year Cyren Web Content Filter from an authorized DrayTek reseller.

APP Enforcement{APPE) Service :

DT-APPE License Agreement
Upgrade APPE Signature automatically.

Dynamic DNS(DDNS) Service :

DT—DDNS License Agreement

This is a Dynamic Demain Name Service that is provided by DrayTek company. It is a free service will expire 1 year after activation.
You may re-active the service after expiry.

Domain Name : bl o e B .drayddns.com

¥ Please note that the DrayDDNS serivce is currently for internal use only.

[ have read and accept the above Agreement. (Please check this box).

2.  Confirm the information, then click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version

Sevice Activated : Dynamic DNS ( Lg=iidas Ll 1.drayddns.com )

Please click Back to re-select service type you to activate.

< Back | | Activate | | Cancel
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3. MyVigor server will reply with the service activation information.

DrayTek Service Activation

Service Name Start Date Expire Date Status

Web Content filter --- --- Mot Activated
APP Enforcement --- --- Mot Activated
DDMNS 2017-02-23 2018-02-23 DT-DDMS

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Configure DDNS Profile

1. Go to Applications >> Dynamic DNS Setup,
a. Tick Enable Dynamic DNS Setup
b. Click an available profile index
c. Tick Enable Dynamic DNS Account
d. Select DrayTek Global (www.drayddns.com) as Service Provider
e. Select the WAN you would like to upload the IP to DDNS server
f. Click Get domain

g. Click OK on the pop up notification window

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
¥ Enable Dynamic DNS Setup I View Log Force Update
Auto-Update interval 1440 Min(s) (180~ 14400)
Accounts:
Index WAN Interface Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup
1 WAN1 Only
2. WAN1 First Index : 2
3. WAN1 First ;IEnable Dynamic DNS Account
4. WAN1 First Service Provider \ DrayTek Global (www.drayddns.com) v \l
5 WAN1 First Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
6. WAN1 First Domain Name .drayddns.com Get domain
Determine Real WAM IP WANIP v
0K WAN 1
. WAN 2
Determine WAN IP WAN 3
WAN 4
| OK | | Clear | | Cancel |

192.168.193.10 says:

Mote: Router will automatically get the domain name from MyVigor server.
Please kindly wait fer a while, then check the config again.

Prevent this page from creating additional dialogs.
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2. Wait few seconds for router to get the domain name, then, we can click the profile to
check the information of license and domain name.

Applications >> Dynamic DNS Setup

Dynamic DNS Setup Set to Factory Default
#| Enable Dynamic DNS Setup | View Log | | Force Update |
Auto-Update interval [1440 Min(s) (180~ 14400)
Accounts:
Index WAN Interface Domain Name Active
1. WAN1 Only Customized v
| 2 WAN 1/2/3/4 *_bmiiHiIn” drayddns.com | v
3 WAN1 First b
4 WANL First Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup
3. WAN1 First
8. WAN1 First
Index : 2
#| Enable Dynamic DMNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23]
Domain Name LEEL s Bl Jdrayddns._com |  Edit domain |
Determine Real WAN IP WANIP v
WAN 1
Determine WAM IP RIE
WAN 3
WAN 4
| OK | | Clear | | Cancel |

Modify Domain Name

Currently, only the domain name is allowed to be modified MyVigor website. We will need to
register the router to MyVigor server, and log in to MyVigor website to modify it.

1. Please visit https://myvigor.draytek.com/ or go to Applications >> Dynamic DNS Setup
>> DrayDDNS profile and click Edit domain.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 2
¥/ Enable Dynamic DNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018-02-23
Domain Name TiaWi5=15 .drayddns.com Edit domain
Determine Real WAN IP WANIP v
WAN 1
) WAN 2
Determine WAN IP WAN 3
WAN 4
| 0K | | Clear | | Cancel |

2. Log in to MyVigor Website, choose the profile, then click Edit DDNS settings.
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3.

Input the desired Domain name (e.g., XXXX25) and click Update.

Edit DDNS Settings

Please note that the DrayDDNS serivce is currently for internal use only.

pomain Name rayddns com

Current IP 192.168.39.44 Get PC's Internet IP
P

Last Update 2017/2/24 14:27:20

Status Update success

Vigor router will get the modified domain name when the it performs next DDNS
updating. We can click Sync domain to accelerate this process.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 2
¥ Enable Dynamic DNS Account
Service Provider DrayTek Global (www.drayddns.com) v
Status Activated [Start Date:2017-02-23 Expire Date:2018.02-23
Domain Name IIESTEHE 1124 .drayddns.com Sync domain
WAN Interfaces WANIP r
WAN 1
) WAN 2
Determine WAN IP WAN 3
WAN 4
| OK | | Clear | | Cancel |

After few seconds, the router will get the new domain name and print it on the profiles
list.
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Applications >> Dynamic DNS Setup

Dynamic DNS Setup

Set to Factory Default

¥ Enable Dynamic DNS Setup

Auto-Update interval 1440

Accounts:

Index WAN Interface

1 WAN1 Only
2. WAN 1/2/3/4
3. WAN1 First
EA WAN1 First
3. WANL First
6. WAM1 First

Min(s) (180~14400)

View Log | | Force Update

Domain Name

Customized

1k T =& drayddns.com

Active

® X X ox <

Applications >> Dynamic DNS Setup

Dynamic DNS Setup

Set to Factory Default

¥ Enable Dynamic DNS Setup
Auto-Update interval 1440

Accounts:

Index WAN Interface
WAN1 Only
WAN 1/2/3/4
WAMN1 First
WAM1 First
WAM1 First
WAN1 First

[

Min(s) (180~14400)

View Log ‘ | Force Update

v

Domain Name
Customnized

Ia%"525.drayddns.com

Active

x X X X <
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A-2 How to Configure Customized DDNS?

This article describes how to configure customized DDNS on Vigor routers to update your IP to
the DDNS server. We will take “Changeip.org” and “3322.net” as example. Before setting,
please make sure that the WAN connection is up.

Part A : Changeip.org

Online Status

Physical Connection System Uptime: 0day 2:25:59
IPvd IPv6
LAN Status Primary DNS: 158.95.192.1 Secondary DNS: 158.95.1.1
IP Address TX Packets RX Packets
10.1.7.1 2069 1036
WAN 1 Status == Drop PPPoE
Enable Line Name Mode Up Time
Yes Ethernet iz PPPoOE 25PLI63
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
1,169,185,242 1658,95,98.254 14851 Q506 11281 912
Note that,

Username: jo***

Password: jo*rikir

Host name: j***** changeip.org
WAN IP address: 1.169.185.242

Following is the screenshot of editing the HTML script on the browser to update your IP to the
DDNS server.

L ol c v, changetp.comidymamicdnefupdate.as - R
£Y B Homedl  [[] MINOSERE | HomePape ) @WRIAER ) #EEA J) oo

200 Successful Update (hddress Used: 1.1659.185.242)

Updated carget: jiml.changeip.oryg
Updaraed 1 host records

Updated 0 zon=s serial numbers
Baviewsd 1 possible resords

Toral updaces: 75

Lockour counceEr: 1 our of &0
Lockour reaer: &0 mina

Elapaed vime: 0,01 seconda

MNIC werslon: 2.68

For XML ouctput add £xmi=1
Use 55L for bhetter security.
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Now we have to configure the router so it can do the same job for us automatically.

1. Please go to Applications >> Dynamic DNS to create a profile for user-defined DDNS

client.

Applications >> Dynamic DNS Setup »> Dynamic DN5S Account Setup

Index : 1

¢/ Enable Dynamic DNS Account
Service Provider | User-Defined v d

Provider Host ChangelP.ary

Service API Jdynamic/dns/ update.asp?

auth Type basic ¥
Connection
Type
Server
Response

Hitp *

Wildcards
Backup M
Mail Extender

Determine Real

WAN [P WANIP Y

Login Mame chronicB633 {max. 64 characters)

Passward =~ |wessesssses {max. 64 characters)

Ok Clear Cancel

2. Set the Service Provider as User-Defined.

3. Set the Service API as:

/dynamic/dns/update.asp?u=jo***&p=jo********& hostname=j****.changeip.org&ip=###IP

### &cmd=update&offline=0

In which, ###|P## is a value which will be replaced with the current interface IP
address automatically when DDNS service is running. In this case the IP will be

1.169.185.242.

4.  After setting, the Customized DDNS service will be up, and our IP will be updated to the

DDNS server.
Part B:3322.net
WAN 1
Link Status : Connected
MAC Address : 00-50-7F-C8-C6-A1l
Connection : PPPoE
IP Address » 111.243.178.53
Default Gateway : 168.95.98.254
Primary DNS » 168.95.192.1
Secondary DNS : 168.95.1.1

Username: bjxxx****
Password: 88xxxikkx
Host name: bi******* 3322 org

WAN IP address: 111.243.178.53
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To update the IP to the DDNS server via editing the HTML script, we can type the following
script on the browser:

‘Bae members.3322.met/dyndns fupdate
A e 8 P members.3322.net dyrdns  update Thostnamie - SO, 3322 0rgE Myl o= a8 RIPRE S8 wildCard - OFF& My =mail exchanger, ext&backmo = NOSodlineg=NO HTTP/1,1

And the result will be :

LR mamibers. 332 2.net/dyndas fupdateThos tname = IR, 3322, orgeryip= 52 3X2 JIPK2 3%2 3%2 38wild ard w OF F&mocs mail. e xchanger. e xtaback mo s NO&oHline=NOK2 0HTTP/ 1.1
- & | ) | ] | [ members. 3522 net —

&= [ 22 Bonjowr v CorsaDév  Cotoalil  Yahoo!SB o158 dwm  Méws ™

T Dighal. | MacOf. | Bojeur.. | WWDC. | Mismey | Mlese. | RRC35. | pldbe. | 00282, | lecked. | @@ap. | Oyt | m
good 111,243.178.53

“good 111.243.178.53” means our IP has been updated to the server successfully.
Now we have to configure the router so it can do the same job for us automatically.

1. Please go to Applications >> Dynamic DNS to create a profile for User-Defined DDNS
client.

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1

¥/ Enable Dynamic DNS Account
Service Provider | User-Defined v d

Provider Host rernbed 3322 net

Service API /dyndns/ update?
hosthname=hi******% 3322, orgemyip=###IPH#Fcvildoard=0FF smx=mwail
.exchanger . ext éhackmx= NOEoffline=N0

Auth Type basic
Connection
Type
Server
Response

Http r

Login Mame chronicBE33 (max. 64 characters)
Password ~ |sesesseses (rmax. 64 characters)
Wildcards
Backup Mx
Mail Extender

Determine Real

WAN TP WANIP

(]2 Clear Cancel

2. Set the Service Provider as User-Defined.

3. Set the Provider Host as member.3322.net.

4. Set the Service API as:

/dyndns/update?hostname=yourhost.3322.org&myip=###P###&wildcard=OFF&mx=mail
.exchanger.ext&backmx=NO&offline=NO

5.  Enter your account and password.

6. After the setting, the Customized DDNS service will be up, and our IP will be updated to

the DDNS server automatically.
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Part C : Extend Note

The customized Service Provider is also eligible with the ClouDNS.net.

[ XaX:] ipvd.cloudns.net/api/dynamicURL /7q=MTUzMTE3OjEONTAIMZAGMDAYODEIMDIIZCQ3Z|NIZmE2!

MTUZM JTA1MZAGN v W

Applications >> Dynamic DNS Setup >> Dynamic DNS Account Setup

Index : 1

¥ Enable Dynarmic DNS Account
Service Provider | User-Defined v | 0

Provider Host |memhed3322.net

Service API /dyndns/update?
hostname=hi******* 3322, orgamyip=### IP##H vl ldeard=0FF smx=mail
.exchanger.exXxtibackmx= NOLoffline=NO

alth Type
CoNnection
Hitp *

s | |

Lagin Marne |c:hrcuniu:6633 ] | (max. 64 characters)
Facsword i_ 4 | {max. 64 characters)
[ wildcards

[ Backup Mx

Mail Extender | |

Determine Real
VAN TP WYAN P Y

| Ok | | Clear | | Cancel
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lI-6 Routing

150

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need
to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP to the
destination IP.

Address Mapping

Allows you specify the outgoing WAN IP address (es) for an internal private IP address or a
range of internal private IP addresses.

Priority

The router will determine which policy will be adopted for transmitting the packet according
to the priority of Static Route and Route Policy.

Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service (Failback),
the packets will be returned to it immediately.

Other routing

Specify routing policy to determine the direction of the data transmission.

Info For more detailed information about using policy route, refer to Support
>>FAQ/Application Notes on www.draytek.com.
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Web User Interface

[I-6-1 Static Route

Static routing is an alternative to dynamic routing. It is a process that the system network
administrator can configure network routers with all the required information for packet
forwarding.

Go to Routing >> Static Route. The router offers IPv4 and IPv6 for you to configure the static
route. Both protocols bring different web pages.

Static Route for IPv4

Routing >> Static Route Setup

1Pvd IPv6 | Setto Factory Default | View Routing Table |

Index Enahle Destination Address Index Enable Destination Address

TH EEC

|

O 777 777
O 777 777
|
O
I

Y 77

|—=‘|u:|m|-u|m
OoOoOo0Oa

TEE L

Il e il

M

I

-y
=
Y
—
tha
[=]

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description
Set to Factory Default Clear all of the settings and return to factory default
settings.
Viewing Routing Table Displays the routing table for your reference.
Diagnostics >> View Routing Table
Current Running Routing Table IPv6 Routing Table | Refresh |
Index The number (1 to 30) under Index allows you to open next
page to set up static route.
Enable Check the box to enable such route.
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Destination Address Displays the destination address of the static route.

Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and B
locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

®  use the Main Router to surf the Internet.

® create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

1. Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.

Info There are two reasons that we have to apply RIP Protocol Control on
1st Subnet. The first is that the LAN interface can exchange RIP
packets with the neighboring routers via the 1st subnet
(192.168.1.0/24). The second is that those hosts on the internal
private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with
different subnets.
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2.  Click the LAN >> Static Route and click on the Index Number 1. Check the Enable box.
Please add a static route as shown below, which regulates all packets destined to

192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN => Static Route Setup
Index No. 1
Enable
Destination IP Address Y

Subnet Mask
Gateway [P Address
Metwork Interface LAMT T

QK Cancel Delete

Available settings are explained as follows:

Iltem Description

Enable

Click it to enable this profile.

Destination IP
Address

Type an IP address as the destination of such static route.

Subnet Mask

Type the subnet mask for such static route.

Network Interface

Use the drop down list to specify an interface for such
static route.

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.

LAN == Static Route Setup

Index No. 1
¥/ Enable
Destination IP Address 211.100.85.0
Subnet Mask 255.285.255.0
Gateway IP Address 192.168.1.3
Network Interface LANT ¥
Ok Cancel Delete

4. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics == View Routing Table

Current Running Routing Table

W
rorom
[

m o0
H
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Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:
Routing >> Static Route Setup

1Pvd IPvE | Setto Factory Default | View IPvb Routing Table |
Index Enable Destination Address Index Enable Destination Address

1 O /0 n. O /0
2. O 1 12, O /0
3. O i 13. O /0
4. O /0 14. O /0
a. ] /0 15, i /0
6. O 1 16. O /0
1. O i 17. O /0
8. O /0 18. O /0
9. O /0 19. O /0
10. O /0 20. O /0

<120 | 21-40 == Hext ==

[ Dk ] | Cancel |

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing IPv6 Routing Displays the routing table for your reference.

Table

Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Enable Check the box to enable such static route.

Destination Address Displays the destination address of the static route.

Click any underline of index number to get the following page.

LAN == Static Route Setup

Index No. 1

Enable

Destination IPva Address / Prefis Len | A0
Gateway [PuS Address

Metwork Interface LANT ¥

(0]24 Cancel Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address / | Type the IP address with the prefix length for this entry.
Prefix Len

Gateway IPv6 Address Type the gateway address for this entry.
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Network Interface Use the drop down list to specify an interface for this static
route.

When you finish the configuration, please click OK to save and exit this page.

II-6-2 Route Policy

It allows network administrator to manage the outbound traffic more specifically. The policy
set in Route Policy always has higher priority than Default Route and Auto Load Balance set
in WAN >> Internet Access, and always has lower priority than the Firewall Rules.
Administrator may also define a priority to this policy.

lI-6-2-1 General Setup

General Setup lists all the policies and shows whether the policy is enabled/disabled, what
are the criteria to match, and through which the interface should the traffic to go if the
criteria are matched, and also its priority.

Routing >> Route Policy d
Route Policy | Setto Factory Default | Diagnose |
Dest  Dest
Index Enable Comment Protocol Interface Priority Sre 1p Sre 1P Dest IR Dest I Port  Port Move Move
Start End Start End Up  Down
Start  End
1 il Any W AN 200 Any Ay Ay Ay Ay Any Down
2 O Ay W AN 200 Any Ary Ary Ary Any  Any  UP  Down
3 i Any W AN 200 Any Any Any Any Any  Any  UP  Down
4 O Any W AN 200 Any Any Any Any Any  Any  UP  Down
5 O Any W AN 200 Any ANy ANy ANy any  any  UP Down
[} O Any W AN 200 Any Any Any Any any  any  UP  Down
i O Any W AN 200 Any Any Any Any any  Any  UP  Down
8 O Any W AN 200 Any Any Any Any any  Any  UP  Down
9 il Any W AN 200 Any Ay Ay Ay Any  Any  UP  Down
10 O Ay W AN 200 Any Ay Ay Ay Any  Any  UP
O wizard Mode: most frequently used settings in three pages
@ advance Mode: all settings in one page
Available settings are explained as follows:
Item Description
Index Click the number of index to access into the configuration
web page.
Enable Check this box to enable this policy.
Commnent Display a brief explaination for this policy.
Protocol Display the protocol used for this policy.
Interface Display the interface to send packets to once the policy is
matched.
Priority Display the priority value for such route policy profile.
Src IP Start Display the IP address for the start of the source IP.
Src IP End Display the IP address for the end of the source IP.
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Dest IP Start

Display the IP address for the start of the destination IP.

Dest IP End

Display the IP address for the end of the destination IP.

Dest Port Start

Display the IP address for the start of the destination port.

Dest Port End

Display the IP address for the end of the destination port.

Move UP/Move Down

Wizard Mode

Use Up or Down link to move the order of the policy.

Allow to configure frequently used (simple and basic)
settings of route policy via three setting pages.

Advance Mode Allow to configure detailed settings of route policy.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.
2. Click Index 1. The setting page will appear as follows:

Route Policy

Index: 1 Criteria

Route Policy applies to packets that meet the following criteria

Source IP & Any
Src IP Start Src IP End
Destination IP Any
* Dest IP Start Dest IP End
19216816 ~ [192.168.1.66
< Back Mext = Finizh Cancel

Available settings are explained as follows:

Iltem Description

Any - Any IP can be treated as the source IP.

Src IP Start - Type the source IP start for the specified WAN
interface.

Src IP End - Type the source IP end for the specified WAN
interface. If this field is blank, it means that all the source
IPs inside the LAN will be passed through the WAN
interface.

Source IP

Destination IP Any - Any IP can be treated as the destination IP.

Dest IP Start- Type the destination IP start for the specified
WAN interface.
Dest IP End - Type the destination IP end for the specified

WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

3. Click Next to get the following page.
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Routing => Route Policy

Index: 1 Interface

Route Policy directs the packets to the interface below

Interface AN v
LAR1 -~
LAR2

LAN3

AN { Back ] [ Mext =
IP Routed Subnet

AN T

Available settings are explained as follows:

Iltem Description

Interface Use the drop down list to choose a WAN or LAN interface or
VPN profile. Packets match with the above criteria will be
transferred to the interface chosen here.

4. After specifying the interface, click Next to get the following page.

Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force NAT

The current setting is:
. Force MAT
Force Routing

< Back Mext = Finish Cancel
Available settings are explained as follows:
Item Description
Force NAT /Force It determines which mechanism that the router will use to
Routing forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.

Route Policy

Index: 1 Configuration Summary

Criteria

Source IP Ay

Destination IP 192.168.1.6 ~ 192,168.1.66
Interface

Wy AM1

More options

Farce NaAT

< Back Mext = Finish Cancel

6. If there is no error, click Finish to complete wizard setting.
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click any Index number link (e.g., 1 in this case) to access into the following page.

Routing == Route Policy

Index: 1
[ Enakble
Comment
Criteria
Protocol Any v
Source Ay w
Destination Any v
Destination Port Ay -
Send via if Criteria Matched
Interface &) WANLAN AN v
OwpM VPP e
Gateway ® Default Gateway

Packet Forwarding to WAan
wia
[] Failover ta

‘Priority

() Specific Gateway

(@ Force NAT
(" Force Roufing

@ WANJLAN Default Wan v

OvPN YPN 1777 s
ORoute Policy | Index1 v
Gateway @ Default Gateway

O Specific Gateway [0.0.0.0

[ ok ] [ clear | [ cancel | [Diagnose ]

Hote:

Force MNAT(Routing): MAT(Routing) will be performed on outgoing packets, regardless of which type of
subnet (MAT or IP Routing) they originate from,

Available settings are explained as follows:

Item Description

Enable Check this box to enable this policy.

Comment Type a brief explanation for such profile.

Protocol Use the drop-down menu to choose a proper protocol for

the WAN interface.

any W

TCP

UDP
TCP/UDP
ICMP

Source / Destination

Any - Any IP can be treated as the source / destination IP.

IP Range - Define a range of IP address as source /
destination IP addresses.

® Start - Type an address as the starting IP for such
profile.

® End - Type an address as the ending IP for such profile.

158

Vigor2133 Series User’s Guide



IP Subnet - Define a subnet containing IP address and mask
address.

® Network - Type an IP address here.

@ Mask - Use the drop down list to choose a suitable mask
for the network.

IP Object / IP Group - Choose an IP object / IP group.

Destination Port Any - Any port number can be treated as the destination
port.

Dest Port Range - A range of port number can be treated as
the destination port.

® Start - Type the destination port start for the
destination IP.

® End - Type the destination port end for the destination
IP. If this field is blank, it means that all the
destination ports will be passed through the WAN

interface.
Send to if criteria Interface - Use the drop down list to choose a WAN or LAN
matched interface or VPN profile. Packets match with the above

criteria will be transferred to the interface chosen here.

Gateway IP - Specific gateway is used only when you want
to forward the packets to the desired gateway. Usually,
Default Gateway is selected in default.

Packet Forwarding to WAN via - When you choose WAN
(e.g., WAN1) as the Interface for packet transmission, you
have to specify the way the packet forwarded to. Choose
Force NAT or Force Routing.

Failover to - Check this button to lead the data passing
through specific interface (WAN/LAN/VPN/Route Policy)
automatically when the selected interface (defined in Send
via if criteria matched) is down.

® WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel as
a failover tunnel.

® Route Policy - Use the drop down list to choose an
existed route policy profile.

Gateway IP - Specific gateway is used only when you want
to forward the packets to the desired gateway. Usually,
Default Gateway is selected in default.

Priority Packets will be transmitted based on all routes or Route
Policy. Vigor router will determine which rule will be
adopted for transmitting the packet according to the
priority of Static Route and Route Policy.

The greater the value is, the lower the priority is. Default

value for route policy is “200”” which means it has higher
priority than the default route.

3. When you finish the configuration, please click OK to save and exit this page.
II-6-2-2 Diagnose

With the analysis done by such page, possible path (static route, routing table or policy route)
of the packets sent out of the router can be traced.
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Diagnostics > Route Policy Diagnosis d

Test how the packets will be routed

Mode & analyze a single packet
O analyze multiple packets by uploading an input file

Packet Information

Protocal | Any w
Src IP Specify an IP v | [192.168.1.2
D=t IP Specify an IP v | |[gBas
Dst Port | Any Port
Analysis
\ I / The packet was dropped because the send-to interface of the
: matched policy "policy 1" was inactive and there was no failover
the packet LaM \ r g setfing
Wigor2133
Matched Route Matched Policy
Matched Priority Matched Pricrity failovered
R T8 Route Policy 1 200 Mo
or

Diagnostics »> Route Policy Diagnosis

Test how the packets will be routed

Mode O analyze a single packet
®  analyze multiple packets by uploading an input file

Input File
BEER | FEEES ¢ download an example input file)
Available settings are explained as follows:
Item Description
Mode Analyze how a packet will be sent - Choose such mode to

make Vigor router analyze how a single packet will be sent
by a route policy.

Analyze how multiple packets... - Choose such mode to
make Vigor router analyze how multiple packets in a
specified file will be sent by a route policy.

Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

Protocol - Specify a protocol for diagnosis.
Src IP - Type an IP address as the source IP.
Dst IP - Type an IP address as the destination IP.

Dst Port - Use the drop down list to specify the destination
port.
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Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Input File Select - Click the download link to get a blank example
file. Then, click such button to select that blank “.csv” file
for saving the result of analysis.

Mode
O analyze how a packet will be sent

L

Inpuit File

RIS @ﬂ j;&f:se—emple_mput_fﬂe.csv

WEE TH -

TE#iERS 7T Hrif

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee
it will be 100% the same as the real case.
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Application Notes

A-1 How to set up Address Mapping with Route Policy?

Address Mapping is used to map a specified private IP or a range of private IPs of NAT subnet
into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

This document introduces how to set up address mapping with Route Policy. When a WAN
interface has multiple public IP addresses,the administrator may specify the outgoing IP for
certain internal IP address by a Route Policy.

1. Set up WAN IP Alias. Go to WAN >> Internet Access >> Details Page, and click on WAN
IP Alias button.

[ 192.168.1 1idochwripalias him +
VAN IP Alias { Multi-NAT )
Index Enahle Aux. WAN IP
1.
2, 1721711
3. 1721727
4, ] 0.0.0.0
5. F 0.0.0.0
&. O 0.0.0.0
7. O 0.0.0.0
8. ] 0.0.0.0
<< 18| 916 | 17-24 | 2532 == Next ==
[ ok J|[ clearal ] [ Close |

1. Check Enable.
2. Enter the WAN IP address.
3. Click OK to save.

After setting up the WAN IP Alias, the IP addresses will be shown in the drop-down list of
Interface in Route Policy setting.
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2.  Go to Route Policy>>General Setup. Create a Route Policy for specific IP address to
send from specific WAN IP Address.

Route Policy
Index: 1
¥ Enable
Criteria
Protocol Any v
Source IP Range ¥
Start:|192.168.1.20 End:|182.168.1.30
Destination Any v
Destination Port Any v
Send via if Criteria Matched
Interface S ANALAN WYANT v
21721711+
YPN WEN 1,777 ¥
Gateway ® Default Gateway

Specific Gateway
Packet Forwarding to WAN via Faorce MAT
Force Routing
Failover to AN ALAN Default WAN r
WM WEM PR
Route Policy | Index1 v
Gateway ® Default Gateway
Specific Gateway [0.0.0.0

IPriority

0K Clear Cancel Diagnose
Enable this policy.
Enter Source IP as the range of private IP address.

Leave the Destination IP and Port as Any.

Select Interface as WAN, and then select Interface address from the drop-down list.
(The List can be edited in WAN IP Alias setting.)

® Enable Failover to other WAN so the traffic will be sent via other Interface when
the path fails. But do not enable this option if you want the traffic only to use a
designated IP address.

® Click OK to save.

3.  After the above configuration, packet source from the range between 192.168.1.20 and
192.168.1.30 sent to the Internet will use the public IP 172.17.1.1.
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Part Ill Wireless LAN

Wireless LAN enables high mobility so WLAN users
can simultaneously access all LAN facilities just
like on a wired LAN as well as Internet access.

Wireless
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I1I-1 Wireless LAN (2.4 GHz/5 GHz)

166

This function is used for “n”/ “ac” models only.

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor2133 wireless series router (with “n”, or “ac” in
model name) is designed for maximum flexibility and efficiency of a small office/home. Any
authorized staff can bring a built-in WLAN client PDA or notebook into a meeting room for
conference without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN
enables high mobility so WLAN users can simultaneously access all LAN facilities just like on a
wired LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard |IEEE 802.11n draft 2 protocol. To boost its performance further, the Vigor Router is
also loaded with advanced wireless technology to lift up data rate up to 300 Mbps*. Hence,
you can finally smoothly enjoy stream music and video.

Vigor2133 wireless router is a highly integrated wireless local area network (WLAN) for 5 GHz
802.11ac or 2.4/5 GHz 802.11n WLAN applications. It supports channel operations of 20/40
MHz at 2.4 GHz and 20/40/80 MHz at 5 GHz. Vigor2133 *“ac” series router can support data
rates up to 1.3 Gbps in 802.11ac 80 MHz channels. Vigor2133 “n” series router supports
802.11n up to 300 Mbps for 40 MHz channel operations.

Info The actual data throughput will vary according to the network conditions
and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the

information of this wireless network, including its SSID as identification, located channel etc.

Multiple SSIDs
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Vigor router supports four SSID settings for wireless connections. Each SSID can be defined
with different name and download/upload rate for selecting by stations connected to the
router wirelessly.

Real-time Hardware Encryption

Vigor Router is equipped with a hardware AES encryption engine so it can apply the highest
protection to your data without influencing user experience.

Complete Security Standard Selection

To ensure the security and privacy of your wireless communication, we provide several
prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

Info The password (PSK) of default security mode is provided and stated on the
label pasted on the bottom of the router. For the wireless client who wants
to access into Internet through such router, please input the default PSK
value for connection.

i 18

WPA+WPA2 Password:
2S00 TW43YM

AR

Separate the Wireless and the Wired LAN- WLAN Isolation

It enables you to isolate your wireless LAN from wired LAN for either quarantine or limit
access reasons. To isolate means neither of the parties can access each other. To elaborate
an example for business use, you may set up a wireless LAN for visitors only so they can
connect to Internet without hassle of the confidential information leakage. For a more
flexible deployment, you may add filters of MAC addresses to isolate users’ access from wired
LAN.

Manage Wireless Stations - Station List
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It will display all the stations in your wireless network and the status of their connection.

WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and

WPA2.

Info WPS is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.
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®  On the side of Vigor2133 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

® [f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

L4 "_'., WES only supports in WEA/WEAZ-FEE Mode.
L

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK mode
and access WPS again.
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Web User Interface

l1I-1-1 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or

internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:

1. Open Wizards>>Wireless Wizard.

Wizards

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home. Besides, the settings will change based on different
model of Vigor2133 series. In this case, Vigor2133ac is used as an example.
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Wireless Wizard

Host AP Configuration

Wireless 2.4GHz Settings

Mame:
Mode:
Channel:

Security Key:

Wireless 5GHz Settings

Mame:
Mode:
Channel:

Security Key:

Note:
The host AP configured

Cuse the same S5I0 and Security Key as above

DrayTek_ian
Mixed(11h+11g+11rn)
Channel 9, 2462MHz v

B

DrayTek_5G_lan
Mixed (11a+11n+11ac) »
Channel 36, 8180MHz  ~

B

here will be used for home or internal company use.

Available settings are explained as follows:

Item Description

Name Type the SSID name of this router for wireless connection.
The default name is defined with DrayTek. Change the name
if required.

Mode At present, the router can connect to 11a Only, 11n Only,
Mixed (11a+11n), and Mixed (11la+1l1ln+11ac) stations
simultaneously. Simply choose Mixed (11a+11n+1lac) mode.

Mixed(11h+11g+11r) v glEn_
Ty Only Mixed (11a+11n+11ac) v
11n Only (2.4 GHz)
Mixed(11b+11g) 11a Only
Mixed(11g+11n) 11n Only (5 GHz)
Mixed{11a+11n 5 GHz Mixed (11a+11n)
Mixed(11h+11g+11n] Mixed (11a+11n+11ac)
1 Sarnrity Kew as abhnve
Channel Means the channel of frequency of the wireless LAN. The

default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.
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3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard

Guest AP Configuration

Wireless 2.4GHz Settings
OEnable @ Dpisahle

Security Key:

Wireless 5GHz Settings
OEnable @ Dpisahle

Security Key:

Note:

access only.

SSID: DrayTek_Guest

B st

Bandwidth Limit: Enable Total Upload (30000 kbps  Total Download (30000 kbps

[use the same 5SID and Security Key as above
SSID: DrayTek_5G_Guest

B st

The configured guest AP will not be able to access the LAN network, YPN connections, or communicate
with wireless devices connecting to the router's other APs. This AP interface shall be used for Internet

[ < Back ] [ Mext =

Available settings are explained as follows:

Item Description
Enable/Disable Click it to enable or disable settings in this page.
SSID Type the SSID name of this router. (SSID1)

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Bandwidth Limit

It controls the data transmission rate through wireless
connection.

Total Upload - Check Enable and type the transmitting rate
for data upload. Default value is 30,000 kbps.

Total Download - Type the transmitting rate for data
download. Default value is 30,000 kbps.

Use the same SSID
and Security Key as

Check the box to use the same settings configured above.

above
Next Click it to get into the next setting page.
Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.
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5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuratio

n Summary

Wireless 2.4GHz Settings

Mode: Mixed{1lb+11g+11n}
Channel:Channel 9, 2452MHz

Hast AP
S5I0 Mame:DrayTek_ian
SECUI’it\,I' Key:*************

Guest AP

Status:Disabled

SSID Name:DrayTek_Guest
SECUI’it'}I’ Key:*************

Bandwidth Limit: Disabled

Wireless 3GHz Settings

Mode:Mixed {11a+11ln+1lac)
Channel: Channel 36, 5180MHz

Host AP
SS5ID Mame: DrayTek_&G_lan
Security KEY:*************

Guest AP

Status:Disabled

SSID Name:DrayTek_5G_Guest
Security Key:*************

[ Finigh ] [ Cancel

6. Click Finish to complete the wireless settings configuration.
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I1I-1-2 General Setup

By clicking the Wireless LAN>>General Setup, a new web page will appear so that you could
configure the SSID and the wireless channel. Please refer to the following figure for more
information.

Wireless LAN{Z.4 GHz) >> General Setup

General Setting { IEEE 802.11)
Enable Wireless LAM

Mode Mixed{11h+11g+11n) »
Channel: Channel B, 243TWMHz &
Enable Hide S5ID SS5ID [solate Member  Isolate VPN
1 F DrayTek F .|
2 O DrayTek_Guest
3 O
4 O
Hote:

Enahbling the Isolate Member configuration will forbid the wireless clients associated
to the same SSID from connecting to each other,

The isolate YPN configuration will isolate the wireless traffic from VPN connections
and thus, wireless clients will not be able to access the WPHN network under this
setting.

Associated Schedule Profiles: s s .

Hote:
Only schedule profiles that have the action "Force Down™ are applied ta the WLAN,
all other actions are ignored.valid settings are profile indexes 1 to 15.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description
Enable Wireless LAN Check the box to enable wireless function.
Mode For 2.4GHz: At present, the router can connect to 11b Only,

11g Only, 11n Only(2.4 GHz), Mixed (11b+11g), Mixed
(11g+11n), and Mixed (11b+11g+11n) stations
simultaneously. Simply choose Mixed (11b+11g+11n) mode.
For 5GHz: At present, the router can connect to 11a Only,
11n Only (5 GHz), Mixed (11la+11n) and Mixed
(11a+11n+11ac) stations simultaneously. Simply choose
Mixed (11la+11ln+1lac) mode.

Mixed(11b+11g+11n)

11h Only

11y Only Mlixed (11a+11n+11ac) |
11n Only (2.4 GHz) Ma Only
Mied(11b+11g) Mn Only & GHz)
Mized(11g+11n tlized (11a+11n

Mixed(11b+11g+11n) Mixed (11a+11n+11ac)

Note: 802.11b/g operates on 2.4G band, 802.11a operates
on 5G band, 802.11n operates on either 2.4G or 5G band, and
802.11ac operates on 5G band only.
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Channel Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

2.4GHz in “n” model:

Channel 5, 2437 WHz |+

Auto

Channel 1, 2412MHz

Channel 2, 2417MHz
j Channel 3, 2422MHz

Channel 4, 2427 WHz

Channel 5, 2432mHz

Channel B, 2437MHz

Channel 7, 2442mHz
Channel 8, 2447MHz

Mhannel @ 2AEIRAH-

5 GHz in ““ac” model:

Channel 36, 51800Hz |+
At

Channel 40, 5200MHz
Channel 44, 52200MHz
Channel 43, 52400MHz
Channel 52, 5260MHz
Channel 56, 5230MHz
Channel 60, 5300MHz
Channel 64, 53200MHz
Channel 100, 5500MHz
Channel 104, 5520MHz
Channel 108, 5540MHz

Hide SSID Check it to prevent from wireless sniffing and make it harder
for unauthorized clients or STAs to join your wireless LAN.
Depending on the wireless utility, the user may only see the
information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
you to set four sets of SSID for different usage. In default,
the first set of SSID will be enabled. You can hide it for your
necessity.

SSID Means the identification of the wireless LAN. SSID can be any
text numbers or various special characters.

Isolate Member -Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.
VPN - Check this box to make the wireless clients (stations)
with different VPN not accessing for each other.

Schedule Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always
work.

After finishing all the settings here, please click OK to save the configuration.
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I11-1-3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

The password (PSK) of default security mode is provided and stated on the label pasted on the
bottom of the router. For the wireless client who wants to access into Internet through such
router, please input the default PSK value for connection.

1ID:RRK-WMPNDO2A1

WPA+WPA2 Password:
-SSP TW43YM

By clicking the Wireless LAN>>Security Settings, a new web page will appear so that you
could configure the settings of WPA and WEP.

Wireless LAN{GGHz) >> Security Settings

SSID 1 SSID 2 SSID 3 SSID 4
Mode: Mixed WPAHWPAZPSK r
WP A
Encryption Mode: TKIP for WPA/AES for WPAZ

Pre-Shared Key(PSK):

Password Strength:

Strong password requirements:

1. Have at least 7 characters, including numbers and letters,

2. Have at lzast one upper-case letter and one lower-case letter,
3. Including non-alphanumeric characters is a plus,

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs01a2..." or "Ox655abed....".

[=
m
pu)

Encryption Mode: G4-Bit v
Key 1
Key 2 [Frmr—
Key 3 [Frmr—
Key 4 r—
Note:

Please configure the RADIUS Server if 802.1% is used.

Far 64 hit WEP key configurations, please insert 5 ASCII characters or 10 Hexadecimal
digits leading by "0x". Examples are "AB312" or "Ox4142333132".

For 128 bit WEP key configurations, please insert 13 ASCII characters or 26 Hexadecimal
digits leading by "0x",

¥ Enable YigoraP AutoProvision for these settings

| Ok | | Cancel

Available settings are explained as follows:

Item Description

Mode There are several modes provided for you to choose.
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Dizable v

WYEF

WWYERBOZ 1y Oinly

WP ABOZ 1y Oinly
WYPAZBOZ2 1% Only

lizxed WP AYWPALRE0Z 1% anly)
WP APSK

[WWPAZIPSK

fliz e d (WP ARNWRADPEK

(1)

Info You should also set RADIUS Server
simultaneously if 802.1x mode is selected.

Disable - Turn off the encryption mechanism.

WEP - Accepts only WEP clients and the encryption key
should be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only - Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only - Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and WPA2
clients simultaneously and the encryption key is obtained
dynamically from RADIUS server with 802.1X protocol.
WPA/PSK - Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK - Accepts only WPA2 clients and the encryption
key should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2 clients
simultaneously and the encryption key should be entered in
PSK.

WPA

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such as
012345678(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Password Strength - The system will display the password

strength (represented with the word of weak, medium or
strong) of the PSK specified above.

WEP

64-Bit - For 64 bits WEP key, either 5 ASCII characters, such
as 12345 (or 10 hexadecimal digitals leading by 0x, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters,
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such as ABCDEFGHIJKLM (or 26 hexadecimal digits leading by
0x, such as 0x4142434445464748494A4B4C4D).

Encryption Mode: B4-Bit v
54-Bit

All wireless devices must support the same WEP encryption
bit size and have the same key. Four keys can be entered
here, but only one key can be selected at a time. The keys
can be entered in ASCIl or Hexadecimal. Check the key you
wish to use.

After finishing all the settings here, please click OK to save the configuration.

I1I-1-4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients by
inserting their MAC addresses into a black list, or only let them be able to connect by inserting
their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by each
SSID and the MAC addresses applied to their lists.

Wireless LAN{2.4 GHz) >> Access Control

Access Control

Enable Mac Address Filter [ 551D 1 [ 551D 2
[ ss1i0 3 O 5510 4
MAC Address Filter
Index attribute MaC address Apply S5ID

Client's MAC Address :

Aapply 551D [ 55101 [ ssip2 [ ssioz2 [ SsID 4
artributa @[] s: Isolate the station from LaN

[ Add | [ Delete | [ Edit | [ Cancel |
[ ok | [ clearal ]
Backup Access Contral: Upload From File: [(ERER | FREEE

Hote:
Support AP ACL configuration file restaration.

Available settings are explained as follows:

Item Description

Enable Mac Address Filter | Select to enable the MAC Address filter for wireless LAN
identified with SSID 1 to 4 respectively. All the clients
(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they can
be grouped under SSID 1 and SSID 2 at the same time if you
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check SSID 1 and SSID 2.

MAC Address Filter

Display all MAC addresses that are edited before.

Client’s MAC Address

Manually enter the MAC address of wireless client.

Apply SSID After entering the client’s MAC address, check the box of the
SSIDs desired to insert this MAC address into their access
control list.

Attribute s: Isolate the station from LAN - select to isolate the
wireless connection of the wireless client of the MAC address
from LAN.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.

Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.

Backup Access Control

Settings on this web page can be saved as a file which can be
restored in the future by this device or other device.

Upload From File

Restore wireless access control settings and applied onto this
device.

After finishing all the settings here, please click OK to save the configuration.

l1-1-5 WPS

Below shows Wireless LAN>>WPS web page:

Wireless LANGZ AGHZ) == WPS (Wi-F Protected Setup)

¢ Enable WPS

WiFi Protected Setup Information

WPS Status Caonfigured
SSID DrayTek
Authentication Mode Mized(WPA+WPAZPSK

Device Configure

Configure via Push Button

Start PEC

Configure via Clhient PinCode

Start PIM

Hote:

WPS can help your wireless client automatically connect to the Access point.,

D WPS is Disabled.
» WPS is Enabled.

L Waiting for WPS requests from wireless clients,

Available settings are explained as follows:

Item Description
Enable WPS Check this box to enable WPS setting.
WPS Status Display related system information for WPS. If the wireless

security (encryption) function of the router is properly
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configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by SSID1
only.
Authentication Mode Display current authentication mode of the router. Only

WPA2/PSK and WPA/PSK support WPS.

Configure via Push Button | Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)

Configure via Client Please input the PIN code specified in wireless client you
PinCode wish to connect, and click Start PIN button. The WPS LED on
the router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need to
setup WPS within two minutes)
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111-1-6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points (AP)
wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANs through the air.
®  Extend the coverage range of a WLAN.

Refer to the following table:

WDS Mode | Wireless Comparisons
Signal

® Wireless stations (clients) within the effective range of
wireless signal can access into Internet through the router
/AP.

Bridge Limited ® Wireless stations (clients) out of the effective range of
wireless signal cannot access into Internet through the
router /AP with Bridge mode configured.

® The packets received from a WDS link will only be forwarded
to local wired or wireless hosts.

@ Wireless stations (clients) within the effective range of
wireless signal can access into Internet through the router
/AP.

Repeater | Extended ® Wireless stations (clients) out of the effective range of
wireless signal can access into Internet through the router
/AP with Repeater mode configured.

® The packets received from one Vigor router can be repeated
to another AP (remotely) through WDS links.

@ Only Repeater mode can do WDS-to-WDS packet forwarding.

The WDS - Repeater mode is implemented in Vigor router. The application for the
WDS-Repeater mode is depicted as below:

Click WDS from Wireless LAN menu. The following page will be shown.
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Wireless LAN{Z.4 GHz) == WD%S Settings

WIS Settings | Set to Factory Default |

Mode ; Disable |+ Bridge
Enable Peer MAC Address

Security: Tk S

Disable Pre-shared Key
Pre-shared Key:
Type:

Mote:

WRA © WPAZ

KES": R

Hote:

WPA and WPAZ are not compatible with
DrayTek \WPaA,

Type 8~63 ASCII characters or 64 hexadecimal

or "Ox655abed....".

digits leading by "0x", for example "ofgs0iaz..."

Disable unused links to get better performance.

Repeater
Enable Peer MAC Address

Access Point Function:
Enahle Disahle

Status:
Send "Hello" message to peers,

Mote:

The status is valid only when the peer also
supports this function,

Note: Channel Bandwidth will affect the connection of \WDS, If failed, please check Channel Bandwidth

setting.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Mode Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Repeater mode is for the second
one.

Security There are three types for security, Disable, WEP and

Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

Pre-shared Key

When Pre-Shared Key is selected as Security above,
configure the following settings if required.

Type - There are some types for you to choose. WPA and
WPAZ2 are used for WDS devices (e.g.2925n wireless router,
you can set the encryption mode as WPA or WPA2 to establish
your WDS system between AP and the router.

Key - Set the encryption key in this field. Type 8 ~ 63 ASCII
characters or 64 hexadecimal digits leading by “0x”.

Bridge

If you choose Bridge as the connecting mode, please type in
the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Yet please disable the unused link to get better
performance. If you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
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address after typing.

Repeater

If you choose Repeater as the connecting mode, please type
in the peer MAC address (of VigorAP/Vigor router required to
make connection with such Vigor router and used to extend
the wireless signal) in these fields.

Four peer MAC addresses are allowed to be entered in this
page at one time. Similarly, if you want to invoke the peer
MAC address, remember to check Enable box in the front of
the MAC address after typing.

Access Point Function

Click Enable to make this router serve as an access point.
When Repeater is set as WDS Mode, click Enable to use such
function.

Click Disable if Bridge is set as WDS Mode.

Status

It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.
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[1I-1-7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

Wireless LAN{2.4 GHz) == Advanced Setting

HT Physical Mode

Cperation Mode & Mixed Mode O Green Field
Channel Bandwidth O 20 ® 20/40 O 40
Guard Interyal O lang ® auto
Aggregation MSDU(A-MSDU) (&) Enable O Disable
Lorg Preamble ) Enable & Dizable
Packet-OWERDRIVE '™ Tx Burst O Enable @ Disable
T Power & 100% O an0% O 60% O 30% O 20% O 10%
WM Capable & Enable O Disable
APPSO Capahle ) Enable & Disable
Rate &daptation slgorithm & Mew O old
Fragment Length (256 - 2346) (2346 bytes
RTS Threshald (1 - 2347) 2347 | bytes
Country Code ([ Reference)
Available settings are explained as follows:
Item Description
Operation Mode Mixed Mode - the router can transmit data with the ways

supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed
down if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happen between 11n systems only. In addition, it does not
have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth Vigor router will use 20MHz/40MHz/80MHz for data
transmission and receiving between the AP and the stations.
20/40- Vigor Router will scan for nearby wireless AP, and
then use 20MHz if the number of AP is more than 10, or use
40MHz if it's not.

Guard Interval It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose auto
as guard interval, the AP router will choose short guard
interval (increasing the wireless performance) or long guard
interval for data transmit based on the station capability.

Aggregation MSDU Aggregation MSDU can combine frames with different sizes.
It is used for improving MAC layer’s performance for some
brand’s clients. The default setting is Enable.

Long Preamble This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync field instead of long preamble with
128 bit sync field. However, some original 11b wireless
network devices only support long preamble. Click Enable to
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use Long Preamble if needed to communicate with this kind

of devices.
Packet-OVERDRIVE TX This feature can enhance the performance in data
Burst transmission about 40%* more (by checking Tx Burst). It is

active only when both sides of Access Point and Station (in
wireless client) invoke this function at the same time. That
is, the wireless client must support this feature and invoke
the function, too.

Note: Vigor N61 wireless adapter supports this function.
Therefore, you can use and install it into your PC for
matching with Packet-OVERDRIVE (refer to the following
picture of Vigor N61 wireless utility window, choose Enable
for TXBURST on the tab of Option).

Yigor N61 802.11n Wireless USB Adapter Utility X

Configuration | Status ||

bout

General Setting Advance Setting

Auto Jmnch when Windows start up [ Disable Radio

[ Remember mini status position Fragmentation Threshold : 2348
[ 220t hide mini status RTS Threshold : 2347
[ Set mmini status always on top Frequency © 802 11hég/n - 240GH
] Enable [P Setting and Proxy Setting in Profile Ad-hoe Channsl 1 ~
[[] Gronp Roaming Adhoe Power Save Mode Disable b

Tx Burst © Disable

WLAN type to conmect

(® Infrastrocture and Adhoc petwork
O Infrastroctore network only

() ad-hoe netwark onky

[ &utomatically connect to non-preferred networks

_OK __Cam:el

TX Power Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

WMM Capable WMM is an abbreviation of Wi-Fi Multimedia. It defines the
priority levels for four access categories derived from 802.1d
(prioritization tabs). The categories are designed with
specific types of traffic, voice, video, best effort and low
priority data. There are four accessing categories - AC_BE ,
AC_BK, AC_VI and AC_VO for WMM.

To apply WMM parameters for wireless data transmission,
please click the Enable radio button.

APSD Capable APSD (automatic power-save delivery) is an enhancement
over the power-save mechanisms supported by Wi-Fi
networks. It allows devices to take more time in sleeping
state and consume less power to improve the performance
by minimizing transmission latency.

The default setting is Disable.

Rate Adaptation Algorithm | Wireless transmission rate is adapted dynamically. Usually,
performance of “new” algorithm is better than “old”.

Fragment Length Set the Fragment threshold. Do not modify default value if
(256 - 2346) you don’t know what it is, default value is 2346.

RTS Threshold (1 - 2347) Minimize the collision (unit is bytes) between hidden stations
to improve wireless performance.

Set the RTS threshold. Do not modify default value if you
don’t know what it is, default value is 2347.
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Country Code Vigor router broadcasts country codes by following the
802.11d standard. However, some wireless stations will
detect / scan the country code to prevent conflict occurred.
If conflict is detected, wireless station will be warned and is
unable to make network connection. Therefore, changing
the country code to ensure successful network connection
will be necessary for some clients.

After finishing all the settings here, please click OK to save the configuration.
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I1I-1-8 Station Control

Station Control is used to specify the duration for the wireless client to connect and
reconnect Vigor router. If such function is not enabled, the wireless client can connect Vigor
router until the router shuts down.

Such feature is especially useful for free Wi-Fi service. For example, a coffee shop offers free
Wi-Fi service for its guests for one hour every day. Then, the connection time can be set as “1
hour” and reconnection time can be set as “1 day”. Thus, the guest can finish his job within
one hour and will not occupy the wireless network for a long time.

Wireless LAN(GGHz) »> Station Control

SSID 1 SSID 2 SSID 3 SSID 4
S5ID DrayTek_5G
Enable
Connection Time 1 hour v
Reconnection Time 1 day v

Display All Station Control List
Web Portal Setup

Note:
Once the feature is enabled, the connection time quota will apply to each wireless client {identified by
MAC address).

0K Cancel

Available settings are explained as follows:

Item Description

SSID Display the SSID that the wireless station will use it to
connect with Vigor router.

Enable Check the box to enable the station control function.

Connection Time / Use the drop down list to choose the duration for the

Reconnection Time wireless client connecting /reconnecting to Vigor router. Or,

type the duration manually when you choose User defined.

Display All Station Control | All the wireless stations connecting to Vigor router by using
List such SSID will be listed on Station Control List.

Web Portal Setup Click it to access in to LAN>>Web Portal Setup page for
modifying the settings if required.

After finishing all the settings here, please click OK to save the configuration.

[1I-1-9 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood. Based
on the scanning result, users will know which channel is clean for usage. Also, it can be used
to facilitate finding an AP for a WDS link. Notice that during the scanning process (about 5
seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP which
is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.
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Wireless LAN{Z.4 GHz) == Access Point Discoverny

Access Point List
Index BSSID Channel RSSI SSID Authentication
See Statistics.
Add to WDS Settings
AP's MAC address : : : : :
Add to & Bridge O Repeater

Note:
1, 'Wi-Fi will be temporarily off during AP Discovery (will take around 5 seconds).
2, &P Discovery can only support up to 32 APs displayed on the screen.

Available settings are explained as follows:

Item Description

Scan It is used to discover all the connected AP. The results will be

shown on the box above this button.

Statistics It displays the statistics for the channels used by APs.

Wireless LAN >> Site Survey Statistics

Recommended channels for usage:12345678910111213

AP number v.s. Channel

12 /3|4 5 67 8|9 [10/11 1213 14

Channel

Cancel

Add to

If you want the found AP applying the WDS settings, please
type in the AP’s MAC address on the bottom of the page and
click Repeater. Next, click Add to. Later, the MAC address of
the AP will be added to Bridge or Repeater field of WDS
settings page.
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[1I-1-10 Bandwidth Management

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Bandwidth Management
to make the bandwidth usage more efficient.

Wireless LAN »> Bandwidth Management

SSID 1 SSID 2

SSID:
Enahle

Bandwidth Limit Type
Total Upload Limit{kbps)

SS5ID 3 SSID 4

DrayTek
o

Auto Adjustment ¥
20000

Total Download Limit{Kbps) 30000

Mote: 1.Download: Traffic going to any station.Upload: Traffic being sent from a wireless station.
2.8llow auto adjustment could make the best utilization of available bandwidth.

(0]24 Cancel

Available settings are explained as follows:

Item Description
SSID Display the specific SSID name.
Enable Check this box to enable the bandwidth management for

clients.

Bandwidth Limit Type

Auto Adjustment - Bandwidth limit is determined by the
system automatically.

Per Station Limit - Bandwidth limit is determined according
to the limitation of the wireless client.

Total Upload Limit

It is available when Auto Adjustment is selected.

Type a value to define the maximum data traffic (uploading)
for all of the wireless clients connecting to Vigor router.

Total Download Limit

It is available when Auto Adjustment is selected.

Type a value to define the maximum data clientstations
connecting to Vigor router.

Upload Limit

It is available when Per Station Limit is selected.

Type a value to define the maximum data traffic (uploading)
for each wireless client connecting to Vigor router.

Download Limit

It is available when Per Station Limit is selected

Type a value to define the maximum data traffic
(downloading) for each wireless client connecting to Vigor
router.

After finishing this web page configuration, please click OK to save the settings.
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lI-1-11 Airtime Fairness

Airtime fairness is essential in wireless networks that must support critical enterprise
applications.

Most of the applications are either symmetric or require more downlink than uplink capacity;
telephony and email send the same amount of data in each direction, while video streaming
and web surfing involve more traffic sent from access points to clients than the other way
around. This is essential for ensuring predictable performance and quality-of-service, as well
as allowing 802.11n and legacy clients to coexist on the same network. Without airtime
fairness, offices using mixed mode networks risk having legacy clients slow down the entire
network or letting the fastest client(s) crowd out other users.

With airtime fairness, every client at a given quality-of-service level has equal access to the
network's airtime.

The wireless channel can be accessed by only one wireless station at the same time.

The principle behind the IEEE802.11 channel access mechanisms is that each station has
equal probability to access the channel. When wireless stations have similar data rate, this
principle leads to a fair result. In this case, stations get similar channel access time which is
called airtime.

However, when stations have various data rate (e.g., 11g, 11n), the result is not fair. The
slow stations (11g) work in their slow data rate and occupy too much airtime, whereas the
fast stations (11n) become much slower.

Take the following figure as an example, both Station A(11g) and Station B(11n) transmit data
packets through Vigor router. Although they have equal probability to access the wireless
channel, Station B(11n) gets only a little airtime and waits too much because Station A(11g)
spends longer time to send one packet. In other words, Station B(fast rate) is obstructed by
Station A(slow rate).

p— | . . |
\
'Q—Q )
Station A I,’ ’
Ié‘../ Time
Station B
To improve this problem, Airtime Fairness is added for Vigor router. Airtime Fairness function
tries to assign similar airtime to each station (A/B) by controlling TX traffic. In the following
figure, Station B(11n) has higher probability to send data packets than Station A(11g). By this
way, Station B(fast rate) gets fair airtime and it's speed is not limited by Station A(slow rate).
pm— | | \Ill
|
'é )
Station A I,’ ’
Ié Time
Station B 4
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It is similar to automatic Bandwidth Limit. The dynamic bandwidth limit of each station
depends on instant active station number and airtime assignment. Please note that Airtime
Fairness of 2.4GHz and 5GHz are independent. But stations of different SSIDs function
together, because they all use the same wireless channel. IN SPECIFIC ENVIRONMENTS, this
function can reduce the bad influence of slow wireless devices and improve the overall
wireless performance.

Suitable environment:

(1) Many wireless stations.
(2) All stations mainly use download traffic.

(3) The performance bottleneck is wireless connection.

Wireless LAN{BGHz) »> Airtime Fairness

Enable Airtime Fairness

Triggering Client Number 2 {2 ~ 64) (Default: 2)

Note:
Please enable or disable this function according to the real situation and user experience. It is NOT
suitable for all environments.

QK Cancel

Available settings are explained as follows:

Item Description

Enable Airtime Fairness Try to assign similar airtime to each wireless station by
controlling TX traffic.

Airtime Fairness - Click the link to display the following
screen of airtime fairness note.

[ 172.17.3.110/wireless/ap_af_note.asp

Airtime Fairess Note:

o * airtime is the time where a wireless station occupies the wirelees channel. airtime Fairness function

| tries to assign similar airtime to each station by controlling T traffic. IN SPECIFIC ENVIRONMENTS,

1 this function can reduce the bad influence of slow wireless devices and improve the overall wirelass

| performance.

* Suitable enviranment : (1) Many wireless stations, {2) All stations mainly use download traffic. (3)
The performance bottleneck is wireless connection,

* Triggering Client Number: Airtime Fairness function is applied only when active station number
achieves this number.

Triggering Client Number -Airtime Fairness function is
applied only when active station number achieves this
number.

After finishing this web page configuration, please click OK to save the settings.

Info Airtime Fairness function and Bandwidth Limit function should be mutually
exclusive. So their webs have extra actions to ensure these two functions
are not enabled simultaneously.

Vigor2133 Series User’s Guide 191



[1I-1-12 Band Steering

Band Steering detects if the wireless clients are capable of 5GHz operation, and steers them
to that frequency. It helps to leave 2.4GHz band available for legacy clients, and improves
users experience by reducing channel utilization.

If dual-band is detected, the AP will let the wireless client connect to less congested wireless
LAN, such as 5GHz to prevent from network congestion.

Info To make Band Steering work successfully, SSID and security on 2.4GHz also
MUST be broadcasted on 5GHz.
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Open Wireless LAN (2.4GHz)>>Band Steering to get the following web page:

Wireless LAN(2.4 GHz) *>> Band Steering

[ Enable Band Steering
Check Time for WLAN Client 5G Capability 115 second(s) (1 ~ 60) (Default; 15)

Hote:
Please setup at least one pair of 2.4GHz and SGHz Wireless LAN with the same S5ID and security.

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Enable Band Steering If it is enabled, Vigor router will detect if the wireless client
is capable of dual-band or not within the time limit.
Check Time.... - If the wireless station does not have the

capability of 5GHz network connection, the system shall wait
and check for several seconds (15 seconds, in default) to
make the 2.4GHz network connection. Specify the time limit
for Vigor router to detect the wireless client.

After finishing this web page configuration, please click OK to save the settings.

Below shows how Band Steering works.

AP Receives probe
request from client

240G

Check MO
SEIDSecurity on G
(same as 2.45)

v

5G YES

Check 1)
RE=51 value
2.4G<615 30 dbm

¥

YES

Check Time .
[0 ~ B0 seconds) Overtime
Wait for 55

connection request

L J

YES
L J
AP replies probe AP Receives probe
» request on 5G request on 2.4 G
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How to Use Band Steering?
1. Open Wireless LAN(2.4GHz)>>Band Steering.

2. Check the box of Enable Band Steering and use the default value (15) for check time
setting.

Wireless LAM{2.4 GHz) == Band Steering

Enable Band Steering
Check Time for WLAN Client 5G Capabhility 15 second(s) (1 ~ 60) (Default: 15)

Hote:
Please setup at least ane pair of 2.4GHz and 5GHz Wireless LAN with the same S5ID and security,

[ ok ] [ cancel |

3. Click OK to save the settings.

4. Open Wireless LAN (2.4GHz)>>General Setup and Wireless LAN (5GHz)>> General
Setup. Configure SSID as DrayTek2862_BandSteering for both pages. Click OK to save the
settings.

Wireless LAN{2.4GHz) == General Setup

General Setting ( IEEE 802.11)

Enable wireless LaN

Mode Mixed(11b+11g+11n) +
Channel: Channel 6, 2437MHz  »
) Hide Isolate
Enable aActive =210 SSID Membar Isolate wPH
[ DrayTek2862_BandSteering ] O O

DrayTek_Guest

Note:
/ Enabling the Isolate Member configuration will forbid the wireless clients associated to
Same Wireless LAN(GGHz) => General Setup
settings for
2.4GHz and General Setting { IEEE 802.11)
5GHz

\ Enable Wireless LAN
Mixed (11a+1Tn+11ac) ¥

Channel 36, 5180MHz  »

SSID P\Iﬂseorf;; Isolate VPN
DrayTek2862_BandSteering ] O (I
2 O b DrayTek_5G_Guest
3 O ®
4+ O ®
Note:

Enabling the Isolate Member configuration will forbid the wireless clients associated to
the same 55I0 from connecting to each other.
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5. Open Wireless LAN (2.4GHz)>>Security and Wireless LAN (5GHz)>>Security. Configure
Security as 12345678 for both pages. Click OK to save the settings.

Wireless LAN(2.4GHz) >> Security Settings

SSID 1 SSID 2 SSID 3 SSID 4
Mode: Mixed(WPAHWPAZYPSK N
WP A
Encryption Mode: TKIP for WPASAES for WRAZ

Pre-Shared Key(PSK:

Password Strength;

Strong passw requirernents:

1. Have apA€ast 7 characters, including numbers and letters.

2, Haye7at least one upper-case letter and one lower-case letter,
tluding non-alphanumeric characters is a plus,

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs0laz..." or "Ox655abed. .. .".

Encryption Mode:

Same value Key 1: =
for 2.4GHz -
2 :
and 5GHz 4
Key 3
Wireless LAN(GGHZNe> Security Settings
SSID 1 SSID 3 SSID 4
Mode: Mixed (WP ARYPAZ)/PSK hd
WEA
Encryption Mode: TKIP for WPASAES for WPAZ
Pre-Shared Key{PSK):
Password Strength:
Strong password requirements:
1. Have at least 7 characters, including numbers and letters,
2. Have at least one upper-case letter and one lower-case letter,
3. Including non-alphanumeric characters is a plus.
Type 8~63 ASCII character or 64 Hexadecimal digits leading by "Ox", for example
'cfgs01a2..." or "Ox655abed....".
WEP

Encryption Mode:

key 1.
key 2
key 3

6. Now, Vigor router will let the wireless clients connect to less congested wireless LAN,
such as 5GHz to prevent from network congestion.
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[1I-1-13 Roaming

The network signal for a single wireless access point might be limited by its coverage range.
Therefore, if you want to expand the wireless network in a large exhibition with a quick
method, you can install multiple access points with enabling the Roaming feature for each AP
to reach the purpose of expanding wireless signals seamlessly.

These access points connecting for each other shall be verified by pre-authentication. This
page allows you to enable the roaming feature and the pre-authentication.

Wireless LAN{GGHz) »> Roaming

Router-assisted Client Roaming Parameters

® Disable ESSI Requirement
Strictly Minimum RSSI -73 dBm (42 26 (Default: -73)
Minimum RSSI| - 66 dBm (50 26 (Default: -66)
with Adjacent 4P RSSI over a dB (Default: &)
(0]24 Cancel

Available settings are explained as follows:

Item

Description

Disable RSSI Requirement

When the link rate of wireless station is too low or the signal
received by the wireless station is too worse, Vigor router
will automatically detect (based on the link rate and RSSI
requirement) and cut off the network connection for that
wireless station to assist it to connect another Wireless AP to
get better signal.

This option is to disable the roaming mechanism.

Strictly Minimum RSSI

Vigor router uses RSSI (received signal strength indicator) to
decide to terminate the network connection of wireless
station. When the signal strength is below the value (dBm)
set here, Vigor router will terminate the network connection
for that wireless station.

Minimum RSSI

Minimum RSSI - When the signal strength of the wireless
station is below the value (dBm) set here and adjacent AP
(must be DrayTek AP and support such feature too) with
higher signal strength value (defined in the field of With
Adjacent AP RSSI over) is detected by Vigor router, Vigor
router will terminate the network connection for that
wireless station. Later, the wireless station can connect to
the adjacent AP (with better RSSI).

® With Adjacent AP RSSI over - Specify a value as a
threshold.

After finishing this web page configuration, please click OK to save the settings.
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111-1-14 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN{2.4 GHz) >> Station List

Station List

Advanced Meighbor

mME@mETMO

Index Status IF iddress

Status Codes :

» Connected, Mo encryption,

» Connected, WEP,

 Connected, WA,

s Connected, WPRAZ,

 Blocked by Access Control,

. Connecting.

. Fail to pass WPASPSE authentication,

Add to Access Control

Clignt's MAC address

MiC iddress Azsociated with

Hote:

After a station connects to the router successfully, it may be turned off without notice, In that case,

it will still be on the list until the connection expires,

Add

Available settings are explained as follows:

Item Description

Refresh Click this button to refresh the status of station list.

Add Click this button to add current typed MAC address into
Access Control.
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This page is left blank.
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Part IV VPN

A Virtual Private Network (VPN) is the extension of a
private network that encompasses links across shared
or public networks like the Internet. In short, by VPN
technology, you can send data between two
computers across a shared or public network in a
VPN manner that emulates the properties of a

point-to-point private link.
It is a form of VPN that can be used with a standard
Web browser.

SSL VPN

A digital certificate works as an electronic ID, which

Certificate
Management
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IV-1 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

The VPN built is suitable for:
) Communication between home office and customer

®  Secure connection between Teleworker, staff on business trip and main office
® Exchange data between remote office and main office
°

POS between chain store and headquarters

Site-to-Site (LAN-to-LAN)
® A connection between two router's LAN networks.

® Allows employees in branch offices and head office to share the same network resources.

Local Network Remote Network
192.168.1.0/24

172.16.2.0/24

O A L

Remote Access (Remote Dial-in)

® A connection between the remote host and router's LAN network. The host will use an IP
address in the local subnet.

® Allows employees to access the company's internal resources when they are traveling.

Local Network
192.168.1.0/24

n e Remote Host
1B e — 192.168.1.100
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Web User Interface

Wizards

IV-1-1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open Wizards>>VPN Client Wizard. The following page will appear.

VPN Client Wizard

Choose VPN Establishment Environment

Lam-to-LaM wPM Client Mode Selection: Route Mode v
Please choose a LAN-to-LAN Profile: [Index] [Status] [Namwe] v
Note:

1. Please use Route Mode for typical LAN-to-LAN tunnels.

2, If the remote network is anly expecting a single client or IP and is nat configured to route the
subnet then select NAT Mode.

3. If wou are unsure of your configuration select Route Mode.

| < Back | | Mext = | | Finish | | Cancel

Available settings are explained as follows:

Item

Description

LAN-to-LAN Client
Mode Selection

Choose the client mode.

Route Mode/NAT Mode - If the remote network only allows
you to dial in with single IP, please choose NAT mode,
otherwise please choose Route Mode.

Foute Mode

NAT hode

Please choose a
LAN-to-LAN Profile

There are 32 VPN profiles for users to set.
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[Index] [Statu=] [Hamse] -
1 = e :
2 b4 T
T S

4 = e

5 b4 e

& = Y

2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN Client Wizard

VPN Connection Setting

Security Ranking: Throughput Ranking:
Very High Very High
LZTF over IPSec L2TP / PPTP {Mone Encryption)
High High
IPSec / SSL IPSec
Medium Medium
PPTP (Encryption) L2TP over IPSec / PPTP (Encryption)
Low Low
LZTP / PPTF (Mone Encryption) S5L
Select WPM Type: | PPTP (Encryption) et
FPTF ENone Encrﬁtiuni
IPsec
L2TP
L2TP aver IPsec (Mice to Have)
L2TF aver IPsec (Must)
S50

o) (s

In this page, you have to select suitable VPN type for the VPN client profile. There are six
types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.

Info The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the
following graphic:
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YPH Client Wizard

VPN Client PPTP None Encryption Settings

Profile Mame

Always on

Server IP/Host Mame for YPM
{e.g. draytek.com aor 123,45.67.89)

797

draytek.com

Username marketing
Password
Remote Network IP 192.168.1.6
Remote Metwork Mask 205.255255.0
< Back Mext = Finish Cancel
When you choose IPsec, you will see the following graphic:
VPN Client Wizard
VPN Client IPsec Settings
Profile Mame (s
Always on
Server [P/Host Name for VPN
(e.g. draytek.com or 123,45.67.89)
IKE Authentication Method
® Pre-Shared Key
Confirm Pre-Shared Key
Digital Signature {X.509)
Peer ID Maone
Local ID
Alternative Subject Name First
Subject Name First
Local Certificate Maone
IPsec Security Method
Medium (AH)
® High (ESP) AES with Authentication
Remote Metwork [P 0000
Remote Metwork Mask 2852552550
< Back Mext = Finish Cancel

When you choose SSL, you will see the following graphic:

Vigor2133 Series User’s Guide

203



VPH Client Wizard

Profile Mame 77

Always on
Server IP/Host Name for VPN
{e.g. draytek.com or 123.45.67.89)
Server Port {for SSL Tunnel): 443
Username 297
Password
Remote Metwark IP 0.0.0.0
Remote Network Mask 255.255.255.0

< Back Mext = Finish Cancel

When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you will see
the following graphic:

VPN Client Wizard

VPN Client LZTP over IPsec (Nice to Have) Settings

Praofile Mame

Always on

Server IP/Host Name for YPM
{e.g. draytek.com or 123.45.67.89)

IKE authentication Method
* pre-Shared Key

Confirm Pre-Shared Key
Digital Signature {(x.509)
FPeer ID
Local ID

Alternative Subject Mame First

Subject Mame First
Local Certificate

IPsec Security Method

77

Mane

Mone

Available settings are explained as follows:

Medium (AH)
* High (ESP) AES with Authentication
Usernarme 297
Password
Remote Metwark IP 0.0.00
Remote Metwark Mask 255,255.255.0
< Back Mext = Finish Cancel

Item

Description

Profile Name

Type a name for such profile. The length of the file is limited
to 10 characters.

Always On

Check to enable router always keep VPN connection.

Server IP/Host Name

Type the IP address of the server or type the host name for
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for VPN

such VPN profile.

IKE Authentication
Method

IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses dynamic
IP address and IPsec-related VPN connections such as L2TP
over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Local Certificate - Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management >>
Local Certificate. Otherwise, the setting you choose here
will not be effective.

IPsec Security Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means payload

(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),

Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the password is limited to 11 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

3.  After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.
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VPN Client Wizard

Please confirm your settings

LaM-to-LAN Index: 3

Profile Mame: YPM_Z2R

YPM Connection Type: PRTP {Mone Encryption)
Always on: fes

Server IP/Host Name: 123.45.67.89

Remote Metwork IP: 192.168.1.98

Remote NMetwork Mask: 255.255.255.0

Click Back to modify changes if necessary, Otherwise,click Finish to save the current settings and
proceed to the following action:

* Go to the WPN Connection Management,
Do another ¥PH Client Wizard setup.
Yiew more detailed configurations,

< Back Mext = Finish Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.
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IV-1-2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open Wizards>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Environment

YPN Server Mode Selection: Remmote Dial-in User (Telewarker) ¥
Please choose a LakM-to-LaM Profile; [Index] [Status] [Name] T
Please choose a Dial-in User accounts: g X 7272 v
Allowed Dial-in Type:
4 PPTP
¥ IPsec
¥ L2TP with IPsec Policy |Mone v
¥ S5L Tunnel
< Back Mext = Finish Cancel

Available settings are explained as follows:

Item Description
VPN Server Mode Choose the direction for the VPN server.
Selection Site to Site VPN - To set a LAN-to-LAN profile automatically,

please choose Site to Site VPN.

Remote Dial-in User -You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

This item is available when you choose Site to Site VPN
(LAN-to-LAN) as VPN server mode. There are 32 VPN profiles
for users to set.

Please choose a
LAN-to-LAN Profile

Please choose a
Dial-in User Accounts

This item is available when you choose Remote Dial-in User
(Teleworker) as VPN server mode. There are 32 VPN tunnels
for users to set.

Allowed Dial-in Type

This item is available after you choose any one of dial-in user
account profiles. Next, you have to select suitable dial-in
type for the VPN server profile. There are several types
provided here (similar to VPN Client Wizard).
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¢ PPTP
¥ IPsec
¢ L2TP with IPsec Policy
# S5L Tunnel Mone
Mice to Have
_ hust

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made. Here we take the examples of choosing
Site-to-Site VPN as the VPN Server Mode.

When you check PPTP/SSL, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame

Username
Passward

FPeer IF/YPM Client IP

Site to Site Information

PPTP / L2TP / L2TP over IPsec / SSL Tunnel Authentication

2?7

777

Remote Metwark IP 0.0.0.0
Remote Metwork Mask 20502052550
(<o) (o)

When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or L2TP
with Policy (Nice to Have/Must), you will see the following graphic:
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VPN Server Wizard

VPN Authentication Setting

Profile Mame ??7?
FFTF / L2TP / L2TP over IPsec / S5L Tunnel authentication
Username 277
Passwaord
IPsec / L2TP over IPsec authentication
Pre-Shared Key
Confirm Pre-Shared Key
[ Digital Signature (¥,509)
Feer ID
Local ID
alternative Subject Name First
O subject Name First
Feer IPAYPH Client 1P
Peer ID
Site to Site Information
Remote Metwaork IP n0.0.00
Remote Network Mask 255.255.255.0

VPN Server Wizard

VPN Authentication Setting

(<] (o]

When you check IPsec, you will see the following graphic:

Profile Mame
IPsec / L2TP over IPsec Authentication
Pre-Shared Key
Confirm Pre-Shared Key
[ bigital Signature (%.509)
Peer 1D
Local ID
Alternative Subject Mame First
O Subject Name First
Peer IF/PN Client IP

Peer 1D
Site to Site Information

Remote Network IP

Rermote Metwork Mask

Y

0.0.00
2552552550

[ < Back ] [ Mext =

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile. The length of the file is limited
to 10 characters.

User Name

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.
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Password

This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Pre-Shared Key

For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared
Key

Type the pre-shared key again for confirmation.

Digital Signature
(X.509)

Check the box of Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Peer IP/VPN Client IP

Type the WAN IP address or VPN client IP address for the
remote client.

Peer ID

Type the ID name for the remote client.
The length of the name is limited to 47 characters.

After finishing the configuration, please click Next. The confirmation page will be

shown as follows. If there is no problem, you can click one of the radio buttons listed on

the page and click Finish to execute the next action.

VPN Server Wizard

Please Confirm Your Settings

WP Environment:
Index:

Username:

allowed Service:
Peer IP/YPN Client IP:
Peer ID:

Remote Access WPMN (Host-to-LAN)
3

T

IPsec

192,168.1.58

frank

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

® Go to the WPM Connection Management.
Do another YPM Server Wizard setup,
Yiew more detailed configurations.,

< Back Mext = Finish Cancel

Available settings are explained as follows:

Iltem Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN
Server Wizard Setup

Click this radio button to set another profile of VPN Server
through VPN Server Wizard.
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View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.

IV-1-3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through, as

well as the appropriate NAT settings, such as DMZ or open port.

Open VPN and Remote Access>>Remote Access Control.

VPN and Remote Access »> Remote Access Control Setup

Remote Access Control Setup

rd

+
Ld
Ld

Enable PPTP WPN Service
Enable IPSec WPM Service
Enable L2TP %PMN Service
Enable S5L YPHN Service

Note:

To allow YPMW pass-through to a separate YPM server on the LAN, disable any services above that use
the same protocol and ensure that NAT Open Ports or Port Redirection is also configured.

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over

IPsec.

VPH and Remote Access >» PPP General Setup

PPP General Setup

PPPMP Protocol PPP Authentication Methods
Dial-In PPP PAFICHAPME CHAPIMS-CHAPy2 v || JRemote Dial-in User
Authentication FIRaDIUS
Dial-In PPP !
Encryption{MPPE) Optional MPPE hs Note:
Mutiual Authentication (PAP) O ves @ No 1.Default priority is Remote Dial-in User -»
Jsername R'f:‘DIUS-
2.vigor router also supports Frame-IP-&ddress

Password from RADIUS server to assign IP address to

IP Address Assignment for Dial-ln Users WP client.

(When DHCP Disable set) Adhil ina Radius Authentication:

Start IP Address 1P Pool Counts '_E usmg:: |usb entication:

LA 1 87 1681 200 =0 Assign IP from subnet: | LART

Lam 2192 1688.2.200 al

LaM 3 [192.168.3.200 a0

Lam 4 192 168 .4 200 a0

Available settings are explained as follows:

Item

Description

Dial-In PPP Authentication

PAP Only - elect this option to force the router to
authenticate dial-in users with the PAP protocol.

PAP/CHAP/MS-CHAP/MS-CHAPV2 - Selecting this option
means the router will attempt to authenticate dial-in users
with the CHAP protocol first. If the dial-in user does not
support this protocol, it will fall back to use the PAP protocol
for authentication.

Dial-In PPP Encryption
(MPPE)

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the router
for the remote dial-in user. If the remote dial-in user does
not support the MPPE encryption algorithm, the router will
transmit “no MPPE encrypted packets”. Otherwise, the MPPE
encryption scheme will be used to encrypt the data.

® Require MPPE (40/128bits) - Selecting this option will
force the router to encrypt packets by using the MPPE
encryption algorithm. In addition, the remote dial-in
user will use 40-bit to perform encryption prior to using
128-bit for encryption. In other words, if 128-bit MPPE
encryption method is not available, then 40-bit
encryption scheme will be applied to encrypt the data.

® Maximum MPPE - This option indicates that the router
will use the MPPE encryption scheme with maximum
bits (128-bit) to encrypt the data.

Mutual Authentication
(PAP)

The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
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this function when your peer router requires mutual
authentication. You should further specify the User Name
and Password of the mutual authentication peer.

The length of the name/password is limited to 23/19
characters.

IP Address Assignment for
Dial-In Users

Enter a start IP address for the dial-in PPP connection. You
should choose an IP address from the local private network.
For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose 192.168.1.200
as the Start IP Address.

You can configure up to four start IP addresses for LAN1 ~
LAN4.

PPP Authentication
Methods

Select the method(s) to be used for authentication in PPP
connection.

PPP Authentication Methods
¥ Remote Dial-in User
LI RADILS

While using Radius
Authentication

If PPP connection will be authenticated via RADIUS server, it
is necessary to specify the LAN profile for the dial-in user to
get IP from.
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IV-1-5 IPsec General Setup

In IPsec General Setup, there are two major parts of configuration.
There are two phases of IPsec.

® Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

® Phase 2: negotiation IPsec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPsec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2TP over IPsec. The Tunnel mode will not only
add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

VPN and Remote Access >> |Psec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LaM).
IKE Authentication Method
Certificate for Dial-in MNone *
Pre-Shared Key
Pre-Shared Key

Confirm Pre-Shared Key
IPsec Security Method
¥ Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESF) YIDES  WI3DES W AES
Data will be encrypted and authentic.,

0K Cancel

Available settings are explained as follows:

Item Description

IKE Authentication This usually applies to those are remote dial-in user or node

Method (LAN-to-LAN) which uses dynamic IP address and
IPsec-related VPN connections such as L2TP over IPsec and
IPsec tunnel.
Certificate for Dial-in -Choose one of the local certificates
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from the drop down list.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key- Retype the characters to confirm
the pre-shared key.

Note: Any packets from the remote dial-in user which does
not match the rule defined in VPN and Remote

Access>>Remote Dial-In User will be applied with the
method specified here.

IPsec Security Method Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High (ESP) - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

After finishing all the settings here, please click OK to save the configuration.

IV-1-6 IPsec Peer Identity

To use digital certificate for peer authentication in either LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 32 entries of digital certificates for peer dial-in users.

VPN and Remote Access == |IPsec Peer ldentity

X509 Peer ID Accounts: | Setto Factory Default |
Index Name Status Index Name Status

1. 777 X 17. 777

2. 277 X 18. 277 X
3. 27?7 X 19. 27?7 X
4. 777 X 20. 777 X
5. 277 X 21. 227 X
6. 27?7 X 22 27?7 X
7. 277 X 23. 277 X
8. 77 X 24, 727 X
9. 7277 X 25. 727 X
10. 77 X 26. 77 X
E 277 i i 272 X
12. 77 X 28. 727 X
13. 277 X 29, 277 %
14. 777 ¥ 30. 777 ¥
15. 277 X 1. 227 X
E 777 X i 777 X

Available settings are explained as follows:

Item Description

Set to Factory Default Click it to clear all indexes.

Index Click the number below Index to access into the setting page
of IPsec Peer Identity.

Vigor2133 Series User’s Guide 215



Name

Display the profile name of that index.

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.

VPN and Remote Access =» IPsec Peer ldentity

Profile Index : 1

Profile Name 777

Enable this account

* Accept Any Peer ID

Type
Damain Mame

Accept Subject Name
Country {C)

State {3T)

Location (L)
Orginization {O)
Crginization Unit {00

Corman Marme {(CH)

Email {E)

Accept Subject Alternative Name

Dormain Mame

Ok Clear Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Type the name of the profile. The maximum length of the
name you can set is 32 characters.

Enable this account

Check it to enable such account profile.

Accept Any Peer ID

Click to accept any peer regardless of its identity.

Accept Subject
Alternative Name

Click to check one specific field of digital signature to accept
the peer with matching value. The field can be IP Address,
Domain, or E-mail. The box under the Type will appear
according to the type you select and ask you to fill in
corresponding setting.

Accept Subject Name

Click to check the specific fields of digital signature to
accept the peer with matching value. The field includes
Country (C), State (ST), Location (L), Organization (O),
Organization Unit (OU), Common Name (CN), and Email

(E).

After finishing all the settings here, please click OK to save the configuration.
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IV-1-7 Remote Dial-in User

You can manage remote access
can be authenticated to dial-in

by maintaining a table of remote user profile, so that users
via VPN connection. You may set parameters including

specified connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel,
and L2TP by itself or over IPsec) and corresponding security methods, etc.

The router provides multiple access accounts for dial-in users. Besides, you can extend the
user accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

-\r'F'N and Remote Access »> Remote Dial-in User a

Remote Access User Accounts:

| Setto Factory Default |

Download Smart WPH Client:
Smart VPN Client for Windows PC

Index User Active Status Index User Active Status
1. 777 O 17 777 Fl
2 777 O 18. 777 O
3. 777 ] 19. 777 F
4 77 O 20. 777 O
5. 77 O 21. 777 F
6. 777 O 22, 777 Ol
7 777 | 23. 777 Fl
8. 777 O 24, 777 O
9. 777 O 25. 777 O

10 777 O 26. 777 O
11. 777 O 27, 777 Fl
12 777 O 28. 777 O
13. 777 i 29. 777 |
14. e O 30. 277 O
15. 77 [ 31. 777 F
16. 77 O 32, 777 O
[ ok ] [ cancel |

Smart VPN AndroidiOS App

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click to clear all indexes.

Index Click the number below Index to access into the setting page
of Remote Dial-in User.

User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Active Check the box to activate such profile.

Status Display the access state of the specific dial-in user. The

symbol V and X represent the specific dial-in user to be
active and inactive, respectively.
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Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.

YPN and Remote Access >> Remote Dial-in User

Index No. 1

Enable this account

Idle Timeout

Allowed Dial-In Type

User account and Authentication

Usernarme 797

Paszswordi{Max 19 char)

secondis . .
(%) Enable Mobile One-Time Passwaords({mOTR)

PIN Code

¢ PPTP

-

IPsec Tunnel

h

LY

SSL Tunnel

L2TP with IPsec Policy Mone

Secret

IKE Authentication Method
Pre-Shared Key

v

Specify Remote Mode
Remote Client IP

ar Peer ID

Metbios Naming Packet
Multicast via ¥PN

Subnet
LAM 1T v

0.0.0.0

{far some IGMP,IP-Camera,DHCP Relay..etc.)

Aszign Static IP Address

IKE Pre-Shared Key
Digital Signature(x.509)

Mone ¥

IPsec Security Method

Block Mediurm{sHY
* Block High(ESP) DES ¥ 3DES ¥ AES
Local 1D {optional)

QK Clear Cancel

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default,
the Idle Timeout is set to 300 seconds.

Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPsec Tunnel - Allow the remote dial-in user to make an
IPsec VPN connection through Internet.

L2TP with IPsec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPsec. Select from below:

® None - Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-in
VPN connection becomes one pure L2TP connection.

®  Must -Specify the IPsec policy to be definitely applied

Vigor2133 Series User’s Guide



on the L2TP connection.

SSL Tunnel - Allow the remote dial-in user to make an SSL
VPN connection through Internet.

Specify Remote Node -You can specify the IP address of the
remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).

Uncheck the checkbox means the connection type you select
above will apply the authentication methods and security
methods in the general settings.

Netbios Naming Packet -

®  Pass - Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

® Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

User Name - This field is applicable when you select PPTP or

L2TP with or without IPsec policy above. The length of the
name is limited to 23 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this
box to make the authentication with mOTP function.

PIN Code - Type the code for authentication (e.g, 1234).

Secret - Use the 32 digit-secret number generated by mOTP
in the mobile phone (e.g., e759bb6f0e94c7ab4feb).

Subnet

Chose one of the subnet selections for such VPN profile.

Assign Static IP Address - Please type a static IP address for
the subnet you specified.

IKE Authentication
Method

This group of fields is applicable for IPsec Tunnels and L2TP
with IPsec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPsec tunnel either with or
without specifying the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as
the pre-shared key.

Digital Signature (X.509) - Check the box of Digital Signature
to invoke this function and Select one predefined Profiles set
in the VPN and Remote Access >>IPsec Peer Identity.

IPsec Security Method

This group of fields is a must for IPsec Tunnels and L2TP with
IPsec Policy when you specify the remote node. Check the
Medium, DES, 3DES or AES box as the security method.
Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is invoked. You can uncheck it to disable it.
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High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID (Optional)- Specify a local ID to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is optional
and can be used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.

IV-1-8 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.
You may set parameters including specified connection direction (dial-in or dial-out),
connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel, and
L2TP by itself or over IPsec) and corresponding security methods, etc.

VPN and Remote Access > LAN to LAN

LAN-to-LAN Profiles:

S

| Setto Factory Default |

Index Hame Active Status Index Hame Active Status
1. 777 --- 17. 777 ---
2, 777 --- 18. 777 .
3. 777 -- 19. 777 ---
4. 777 --- 20. 777 .
5. 78% === 21 777 s
6. 777 - 22 777 -
i 777 === 3. 777 —
8. 777 --- 24, 777 .
9. TeF = 25. 777 e
10. 7T - 26. 777 .
1. 777 === LI 777 —
12, 777 -—- 28. 777 —
13. 7T === 29. 777 ==
14. 777 - 30. 777 -
15. 777 === 3. 777 —
16. 777 -—- 32. 777 —

[0]24 Cancel

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click to clear all indexes.

Name Indicate the name of the LAN-to-LAN profile. The symbol ??7?
represents that the profile is empty.

Active V - means the profile has been enabled.
X - means the profile has not been enabled.

Status Online - means such LAN to LAN profile is in use.

Offline - means such LAN to LAN profile isn’t in use even if
the profile has been enabled.

To edit each profile:
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1. Click each index to edit each profile and you will get the following page. Each
LAN-to-LAN profile includes 4 subgroups. If the fields gray out, it means you may leave it
untouched. The following explanations will guide you to fill all the necessary fields.

VPN and Remote Access »» LAN to LAN

Profile Index : 1
1. Common Settings

Profile Marme 7Y Call Direction * Both Dial-0ut Dial-in
Enable this profile Always an
Idle Timeout 300 second(s)
Methios Naming Packet '® Pass Block

Enable PING to keep IPsec tunnel alive

Multicast via YPN Pass  '® Block PING to the IP

(for some IGMP,IP-Camera,DHCP Relay..etc.)
2. Dial-Out Settings

Type of Server | am calling

Username 2?7
* PPTP Password({Max 15 char)
IPsec Tunnel PPP Authentication
LeTP with IPsec Palicy Mone v PAR/CHARPMS-CHAPMS-CHAPYE v
SSL Tunnel Y1 Compression ® 0on Off
Server IP/Host Name for VRN, IKE Authentication Method
{such as draytek.com or 123,45.67.89) Pre-Shared Key
IKE Pre-Shared Key
Server Port {for SSL Tunnel): 443 Digital Signature(x. 509)
Peer ID MNone v
Local ID

alternative Subject Mame First
Subject Mame First
Local Certificate Maone v

IPsec Security Method
Medium{ AH)
High{ESP) | AES with Authentication v

Advanced

Index{1-15) in Schedule Setup:

) ) ]

Available settings are explained as follows:

I[tem Description

Common Settings Profile Name - Specify a name for the profile of the
LAN-to-LAN connection.

Enable this profile - Check here to activate this profile.
Netbios Naming Packet
®  Pass - click it to have an inquiry for data transmission

between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast
packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.
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Call Direction - Specify the allowed call direction of this
LAN-to-LAN profile.

®  Both:-initiator/responder
® Dial-Out- initiator only
®  Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will
drop the connection.

Enable PING to keep IPsec tunnel alive - This function is to
help the router to determine the status of IPsec VPN
connection, especially useful in the case of abnormal VPN
IPsec tunnel disruption. For details, please refer to the note
below. Check to enable the transmission of PING packets to a
specified IP address.

This function is used to handle abnormal IPsec VPN
connection disruption. It will help to provide the state of a
VPN connection for router’s judgment of redial. Normally, if
any one of VPN peers wants to disconnect the connection, it
should follow a serial of packet exchange procedure to
inform each other. However, if the remote peer disconnects
without notice, Vigor router will by no where to know this
situation. To resolve this dilemma, by continuously sending
PING packets to the remote host, the Vigor router can know
the true existence of this VPN connection and react
accordingly. This is independent of DPD (dead peer
detection).

PING to the IP - Enter the IP address of the remote host that
located at the other-end of the VPN tunnel.

Dial-Out Settings

Type of Server | am calling - PPTP - Build a PPTP VPN
connection to the server through the Internet. You should set
the identity like User Name and Password below for the
authentication of remote server.

IPsec Tunnel - Build an IPsec VPN connection to the server
through Internet.

L2TP with IPsec Policy - Build a L2TP VPN connection
through the Internet. You can select to use L2TP alone or
with IPsec. Select from below:

® None: Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have: Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-out
VPN connection becomes one pure L2TP connection.

®  Must: Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Build an SSL VPN connection to the server
through Internet.

User Name - This field is applicable when you select, PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 49 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 15 characters.

PPP Authentication - This field is applicable when you
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select, PPTP or L2TP with or without IPSec policy above.
PAP/CHAP/MS-CHAP/MS-CHAPV2 is the most common
selection due to compatibility.

VJ compression - This field is applicable when you select
PPTP or L2TP with or without IPsec policy above. VJ
Compression is used for TCP/IP protocol header compression.
Normally set to On to improve bandwidth utilization.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy.

® Pre-Shared Key - Input 1-63 characters as pre-shared
key.

® Digital Signature (X.509) - Select one predefined
Profiles set in the VPN and Remote Access >>IPsec
Peer Identity.

Peer ID - Select one of the predefined Profiles set in
VPN and Remote Access >>IPsec Peer Identity.

Local ID - Specify a local ID (Alternative Subject Name
First or Subject Name First) to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is
optional and can be used only in IKE aggressive mode.

® Local Certificate - Select one of the profiles set in
Certificate Management>>Local Certificate.

IPsec Security Method - This group of fields is a must for
IPsec Tunnels and L2TP with IPsec Policy.

® Medium AH (Authentication Header) means data will
be authenticated, but not be encrypted. By default,
this option is active.

® High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated.
Select from below:

B DES without Authentication -Use DES encryption
algorithm and not apply any authentication
scheme.

B DES with Authentication-Use DES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

m  3DES without Authentication-Use triple DES
encryption algorithm and not apply any
authentication scheme.

B 3DES with Authentication-Use triple DES
encryption algorithm and apply MD5 or SHA-1
authentication algorithm.

B AES without Authentication-Use AES encryption
algorithm and not apply any authentication
scheme.

B AES with Authentication-Use AES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

Advanced - Specify mode, proposal and key life of each IKE
phase, Gateway, etc.

The window of advance setup is shown as below:
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IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security
proposals to create a protected secure channel. Main mode
is more secure than Aggressive mode since more exchanges
are done in a secure channel to set up the IPsec session.
However, the Aggressive mode is faster. The default value in
Vigor router is Main mode.

® |KE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to
the VPN peers, and get its feedback to find a match.
Two combinations are available for Aggressive mode
and nine for Main mode. We suggest you select the
combination that covers the most schemes.

® |KE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to
find a match. Three combinations are available for both
modes. We suggest you select the combination that
covers the most algorithms.

® |KE phase 1 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
28800 seconds. You may specify a value in between 900
and 86400 seconds.

® |KE phase 2 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
3600 seconds. You may specify a value in between 600
and 86400 seconds.

® Perfect Forward Secret (PFS)-The IKE Phase 1 key will
be reused to avoid the computation complexity in
phase 2. The default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of
the IP address while identity authenticating with
remote VPN server. The length of the ID is limited to 47
characters.

Index(1-15) - Set the wireless LAN to work at certain time
interval only. You may choose up to 4 schedules out of the 15
schedules pre-defined in Applications >> Schedule setup.
The default setting of this field is blank and the function will
always work.
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3. Dial-In Settings

Allowed Dial-In Type

Username 777

< PPTP

¥ IPsec Tunnel

¥ L2TP with IPsec Policy | Mone
v

S5L Tunnel

Password{Max 11 char)
Y] Compression * on Off

IKE Authentication Method

Specify Remote YPM Gateway
Peer WPH Server IP

ar Peer ID

Pre-Shared Key
IKE Pre-Shared Key
Digital Signature(x.509)
Mone v
Local ID
® alternative Subject Mame First

Subject Mame First

IPsec Security Method

Medium] AH})

HightESPY DES ¥ 3DES ¥ AES
4. TCP/IP Network Settings
Wy WAl TP 0.0.00 RIP Direction Disable v
Remote Gateway IP 0.000 Fram first subnet to remote network, you have to do
Femate Metwaork IP 0.0.0.0 Route ¥
Remote Network Mask  |255.265.255.0 IPsec VPN with the Same Subnets
Local Metwork IP 1592.168.1.1 Change default route to this YPM tunnel { Only
Local Metwork Mask 255.255.255.0 active if one single WaN is up )

tlare

Ok Clear Cancel

Available settings are explained as follows:

Item Description

Dial-In Settings Allowed Dial-In Type - Determine the dial-in connection

with different types.

PPTP - Allow the remote dial-in user to make a PPTP
VPN connection through the Internet. You should set
the User Name and Password of remote dial-in user
below.

IPsec Tunnel- Allow the remote dial-in user to trigger
an IPsec VPN connection through Internet.

L2TP with IPsec Policy - Allow the remote dial-in user
to make a L2TP VPN connection through the Internet.
You can select to use L2TP alone or with IPsec. Select
from below:

B None - Do not apply the IPsec policy. Accordingly,
the VPN connection employed the L2TP without
IPsec policy can be viewed as one pure L2TP
connection.

B Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the
dial-in VPN connection becomes one pure L2TP
connection.

B Must - Specify the IPsec policy to be definitely
applied on the L2TP connection.

SSL Tunnel- Allow the remote dial-in user to trigger an
SSL VPN connection through Internet.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
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same with the ID setting in dial-in type) by checking the box.
Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

Username - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 11 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 11 characters.

VJ Compression - VJ Compression is used for TCP/IP
protocol header compression. This field is applicable when
you select PPTP or L2TP with or without IPsec policy above.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy when
you specify the IP address of the remote node. The only
exception is Digital Signature (X.509) can be set when you
select IPsec tunnel either with or without specify the IP
address of the remote node.

® Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

® Digital Signature (X.509) -Check the box of Digital
Signature to invoke this function and select one
predefined Profiles set in the VPN and Remote Access
>>|Psec Peer Identity.

B Local ID - Specify which one will be inspected
first.

B Alternative Subject Name First - The alternative
subject name (configured in Certificate
Management>>Local Certificate) will be
inspected first.

B Subject Name First - The subject name
(configured in Certificate Management>>Local
Certificate) will be inspected first.

IPsec Security Method - This group of fields is a must for
IPsec Tunnels and L2TP with IPsec Policy when you specify
the remote node.

® Medium- Authentication Header (AH) means data will
be authenticated, but not be encrypted. By default,
this option is active.

® High- Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated.
You may select encryption algorithm from Data
Encryption Standard (DES), Triple DES (3DES), and AES.

TCP/IP Network
Settings

My WAN IP -This field is only applicable when you select
PPTP or L2TP with or without IPsec policy above. The default
value is 0.0.0.0, which means the Vigor router will get a PPP
IP address from the remote router during the IPCP
negotiation phase. If the PPP IP address is fixed by remote
side, specify the fixed IP address here. Do not change the
default value if you do not select PPTP or L2TP.

Remote Gateway IP - This field is only applicable when you
select PPTP or L2TP with or without IPsec policy above. The
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default value is 0.0.0.0, which means the Vigor router will
get a remote Gateway PPP IP address from the remote router
during the IPCP negotiation phase. If the PPP IP address is
fixed by remote side, specify the fixed IP address here. Do
not change the default value if you do not select PPTP or
L2TP.

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPsec, this is the destination clients IDs of phase 2 quick
mode.

Local Network IP / Local Network Mask - Display the local
network IP and mask for TCP / IP configuration. You can
modify the settings if required.

More - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Masks
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

ff LAN-to-L AN Frofile - Windows Internet Explorer |§|
&

el 192.168.1.1

Profile Index :1

Remote Network

Netwark IP

Netmask

255.255.255.255132 »

[JCreate Phase2 SA for each subnet.(IPsec)

[ ok ] [ Clese |

RIP Direction - The option specifies the direction of RIP
(Routing Information Protocol) packets. You can
enable/disable one of direction here. Herein, we provide
four options: TX/RX Both, TX Only, RX Only, and Disable.

From first subnet to remote network, you have to do - If
the remote network only allows you to dial in with single IP,
please choose NAT, otherwise choose Route.

Change default route to this VPN tunnel - Check this box to
change the default route with this VPN tunnel.

IPSec VPN with the For both ends (e.g., different sections in a company) are
Same subnet within the same subnet, there is a function which allows you
to build Virtual IP mapping between two ends. Thus, when
VPN connection established, the router will change the IP
address according to the settings configured here and block
sessions which are not coming from the IP address defined in
the Virtual IP Mapping list.

After checking the box of IPSec VPN with the Same subnet,

the options under TCP/IP Network Settings will be changed
as shown below:

Vigor2133 Series User’s Guide 227



228

5. TCPAP Network Settings

Remote Network [P 0.0.00 From Local Subnet to Remote network, you have
to do
Remote Metwork Mask 255.255.255.0
Translated Local .

Natwork to IPSec WPN with the Same Subnets
19216810 Translated Type @whole Subnet
O 5pecific IP Address

virtual IP Mapping

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPSec, this is the destination clients IDs of phase 2 quick
mode.

Translated Local Network - This function is enabled in
default. Use the drop down list to specify a LAN port as the
transferred direction. Then specify an IP address. Click
Advanced to configure detailed settings if required.

Advanced - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Mask
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

[9 192.168.1.1docAZIMELhim Eh

Profile Index :1

Remote Metwork

Metwork IP

Metmask
256256258 255732

| Add | | Delete | | Edit |

Create Phase2 54 for each subnet. (IPsec)

Local Metwork | LARZ ¥

Translated to 0.0.00
| Add | | Delete | | Edit |

[8]%4 Cloge

Translated Type - There are two types for you to choose.
® Whole Subnet
®  Specific IP Address

Virtual IP Mapping - A pop up dialog will appear for you to
specify the local IP address and the mapping virtual IP
address.
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[ 192.168.1.1/doc/LeLvir [PM.htm

Virtual IP Mapping Profile 1

Local IP

Wirtual IP

| 4dd | | Delete | | Edit |

L oK

Close

2. After finishing all the settings here, please click OK to save the configuration.
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IV-1-9 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out Tool
and clicking Dial button.

VPN and Remote Access >> Connection Management

Dial-out Tool

v
VPN Connection Status
LAN-to-LAN VPN Status Remote Dial-in User Status
. Tx Tx Rx Rx .
VPN Type Remote IP Virtual Hetwork Pkis Rate(bps) Pkts Rate(bps) UpTime

wdnnnny 0 Data is encrypted.
wxennxny 0 Data isn't encrypted.

Available settings are explained as follows:

Item Description

Dial-out Tool General Mode - This filed displays the profile configured in

LAN-to-LAN (with Index number and VPN Server IP address).
The VPN connection built by General Mode does not support
VPN backup function.

Dial - Click this button to execute dial out function.
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Application Notes

A-1 How to Build a LAN-to-LAN VPN Between Remote Office and Headquarter
via IPsec Tunnel (Main Mode)

s IPSec Tunnel e - =
ec Tunne n
—t— Internet !  ——
- \ / ""s\ ” .
_ Head Office Branch Office = =
WAN:218.242.133.91] WAN : 218.242. 130,19
172.17.1.0424 192.168.1.0/24

Configuration on Vigor Router for Head Office

1.
2.

Log into the web user interface of Vigor router.

Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

VPN and Remote Access => LAN to LAN

LAM-to-LAN Profiles: | Setto Factory Default |
View: @Al OOnline OOffline O Trunk [ Search |
Index Name Active Status Index Name Active Status

1 EEE O 17. 277 O

2 277 O -- 18. 277 O

3. EEE O == 19. 272 O

4. 777 O - 20. 7? O e

5. 777 O == 2. 777 F .

6. 277 O -- 22, 277 O

1. 277 ¥ -- 23. 27?7 ¥

Click any index number to open the configuration page. Type a name which is easy for
identification for such profile (in this case, type VPN Server), and check the box of
Enable This Profile. For Vigor router will be set as a server, the call direction shall be
set as Dial-in and set 0 as Idle Timeout.
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VPN and Remote Access >> LAN to LAN

Profile Index : 1
1 .

as

Profile Name |VF'N Server | Call birection O Both © Dial-out
Enable this profile O Always on

J
Idle Timeout 0 second(s)
VPN Dial-Out Through| WAN1 First v| [ Enable PING to keep alive
Metbios Naming Packet ®Pass OBlock PING ta the IP | |

Multicast via VPN @®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings

4.  Now navigate to the next section, Dial-In Settings to check PPTP, IPsec Tunnel and L2TP
boxes. Check the box of Specify Remote... and type the Peer VPN Server IP (e.g.,
218.242.130.19 in this case). Press the IKE Pre-Shared Key button to set the PSK; and
select Medium (AH) or High (ESP) as the security method.

3. Dial-In Settings

Allowed Dial-In Type Username |'?'?'? |
ql N
PPTP Password | |
IPsec Tunnel V] Compression O on & oOff
\| ¥ L2TP with IPsec Policy m )
IKE Authentication Method
4 . /
Specify Remote VPN Gateway ¥l Pre-Shared Key
Peer VPN Server IP ’ IKE Pre-Shared Key ] |
\
L|218-242-130-19 y, [»I Digital Signature(X.509)
or Peer ID |
Local ID

@ plternative Subject Name First
O subject Name First

Psec Security Method
Medium{AH)
High(ESP) DES [¥] 3DES [¥] AES

4. Gre over |IPsec Settings

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for remote

side.
High{ESF) ¥ DE= ¥ sDE= ¥ AES
4. Gre over IPsec Settings
[J Enable 1Psec Dial-Out function GRE over IPsec
[ Logical Traffic My GRE IP Peer GRE IP | |

5. TCP/IP Network Settings

My WAN IP 0.0.0.0 RIP Direction
Remote Gateway IP |U.0.0.[] Zrom first subnet to remote network, you have to
o

Remote Network Mask |255.255.255.U

[ change default route to this VPN tunnel { Only
single WAN supports this )

I
ocal Networkl IF |1!:| B L2 I =

|
|
Remote Metwork IP |192.1GB.1.0 |
|
i
|

Local Metwork Mask |255.255.255.0

’ Ok ] ’ Clear ] ’ Cancel
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6. Click OK to save the settings.
7. Open VPN and Remote Access>>Connection Management to check the dial-in
connection status (from branch office).

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : |5 ¥
(V2920 ) 172.16.2.145 v

VPN Connection Status

Current Page: 1 Page No.

. Tx Tx Rate Rx  Rx Rate .
VPN Type Remote IP Virtual Network Pkts (Bps) Pkis (Bps) UpTime

1
{ wPN Server ) DIEPSE:ES;;:”;&L 218.242,130,13  192.168.1.0/24 353 3 251 3 0:13:58

werxuxuy | Data is encrypted.
RWRERARERS L UdLd IST1 L ENCTypLed,
Configuration on Vigor Router for Branch Office

1. Log into the web user interface of Vigor router.

2. Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles: | Setto Factory Default |
View: @Al O Online O Offline O Trunk
Index Name Active Status Index Hame Active Status

1. ??7? il === 17. 7?77 il ===

2. 777 O --- 18. 777 O ---

3. EEE O --- 19. EEE O ---

4 7?7 | 20. 777 O

5. ??? O 21 ??? O

6. ??7? O --- 22, 7?7? O ---

1. 7?77 ] ==c 23. 777 ] ==c

3. Click any index number to open the configuration page. Type a hame which is easy for
identification for such profile (in this case, type VPN Client), and check the box of
Enable This Profile. For such Vigor router will be set as a client, the call direction shall
be set as Dial-out. Check the box of Always on for a permanent VPN connection.

VPN and Remote Access == LAN to LAN

Profile Index : 1

1. Common Settings

Profile Name VPN Client all Direction O Both ® Dial-out O Dial-in
Enable this profile Always on

Idle Timeout second(s)
VPN Dial-Out Throughj WAN1 First ¥ | O Enable PING to keep alive
Nethbios Naming Packet @& Pass OBlock PING to the IP

Multicast via VPN ®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Vigor2133 Series User’s Guide 233



4. Now navigate to the next section, Dial-Out Settings to select the IPsec Tunnel service
and type the remote server IP/host name (e.g., 218.242.133.91, in this case). Press the
IKE Pre-Shared Key button to set the PSK; and select Medium (AH) or High (ESP) as the
security method.

2. Dial-Out Settings

Type of Server | am calling Username | |

O ppTP
® IPsec Tunnel

Password | |

PPP Authentication

O L2TP with IPsec Policy V3 Compression on - off

r
Server IP/Host Name for VPN, KE Authentication Method
(such as draytek.com or 123.45.67.89)

& Pre-shared Key
213242 133 91 |

C [ IKE Pre-Shared Key ] |.’...or...

(0 Digital Signature(X.509)
Peer ID
Local ID
Alternative Subject Name First
O subject Name First

IPsec Security Method

O Medium(AH)
& High(ESP) | 3DES with Authentication

Advanced

Index(1-15) in Schedule Setup:

| |.'| .'| |

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for the
remote side.

0

4. Gre over IPsec Settings

[ Enable 1Psec Dial-Out function GRE over IPsec

O Logical Traffic My GRE IP Peer GRE IP | |
5. TCP/IP Network Settings

My WAN 1P [0.0.0.0 | |RIP Direction

Remote Gateway IP |[J.[].U.U | Zrom first subnet to remote network, you have to
o

emote Network IP |1?2.1?.1.[] |]

emote Network Mask |255.255.255.U |

Local Network 1P |192.188.1.9 | |:| Change default rouffe to this VPN tunnel { Only
single WAN supports this )

Local Network Mask |255.255.255.0 |

[ oK ] [ Clear ] [ Cancel

6. Click OK to save the settings.
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7. Open VPN and Remote Access>>Connection Management to check the dial-in
connection status (from head office).

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : |5 %
(V2920)172.16.2.145 v

VPH Connection Status

Current Page: 1 Page MNo.

. Tx Tx Rate Rx Rx Rate .
VPN Type Remote IP Virtual Network Pkis (Bps) Pkis (Bps) UpTime

(vpnjéuu-j DIEZS_‘;;;:“;&L 718.242.133.91 172.17.1.0/24 8 3 132 6 0:6:41 |Drop

w0 Data is encrypted.
weuunsny 1 Data isn't encrypted.
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IV-2 SSL VPN

An SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be used
with a standard Web browser.

There are two benefits that SSL VPN provides:

® |t is not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

® There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.

236 Vigor2133 Series User’s Guide



Web User Interface

IV-2-1 General Setup

This page determines the general configuration for SSL VPN Server and SSL Tunnel.

S5L VPH == General Setup

S5L VPH General Setup

Bind to WAN WAM1 WWAN3
Port 443 (Default: 443
Server Certificate selfsigned

Hote:

1.The settings will act on all 55L applications.

2.Please go to System Maintenance »» Management to enahle S5Lv3.0 .

3.Pleasze go to System Maintenance >> Self-Sighed Certificate to generate a new "self-signed”
certficate.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Bind to WAN Choose and check WAN interface(s) for SSL VPN tunnel
establishment.

Port Such port is set for SSL VPN server. It will not affect the HTTPS
Port configuration set in System Maintenance>>Management.
In general, the default setting is 443.

Server Certificate When the client does not set any certificate, default
certificate will be used for HTTPS and SSL VPN server. Choose
any one of the user-defined certificates from the drop down
list if users set several certificates previously. Otherwise,
choose Self-signed to use the router’s built-in default
certificate. The default certificate can be used in SSL VPN
server and HTTPS Web Proxy.

After finishing all the settings here, please click OK to save the configuration.
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IV-2-2 User Account

With SSL VPN, Vigor2133 series let teleworkers have convenient and simple remote access to
central site VPN. The teleworkers do not need to install any VPN software manually. From
regular web browser, you can establish VPN connection back to your main office even in a
guest network or web cafe. The SSL technology is the same as the encryption that you use for
secure web sites such as your online bank. The SSL VPN can be operated in either full tunnel
mode or proxy mode. Now, Vigor2133 series allows up to 16 simultaneous incoming users.

For SSL VPN, identity authentication and power management are implemented through
deploying user accounts. Therefore, the user account for SSL VPN must be set together with
remote dial-in user web page. Such menu item will guide to access into VPN and Remote
Access>>Remote Dial-in user.

SSL VPN => Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index User Active Status Index User Active Status

FE7 -—=

777 ---

FEREREBRREB® D MNP P =@M
=
=3
=
1
1
1

Note:
User Accounts need to be added into User Group to enable S5L Portal Login,

[0]24 Cancel

Download Srmart YPH Client:
Smart WPH Client for Windows PC

Smart ¥YPN Android/i0S App
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Click each index to edit one remote user profile.

55L VPN => Remote Dial-in User

Index No. 1

Enable this account

Idle Timeout

Allowed Dial-In Type

User account and Authentication

Username 27?

Password{Max 19 char)

second(s ) .
(s) Enable Mobile One-Time Passwords{mOTP)

PIM Code

¢ ppTR

IPsec Tunnel

S5L Tunnel

r
¢ L2TP with IPsec Policy |Mone
r

Secret

IKE Authentication Method
Pre-Shared Key
IKE Pre-Shared Key

v

Specify Remote Node
Femote Client IP

or Peer ID

Metbios Naming Packet
Multicast via YPN

Subnet
LAM T ¥

0.0.0.0

® Pass Block

Pass '® Block
{for some IGMP,IP-Camera,DHCP Relay, .etc.)

Assign Static IP Address

Digital Signature(x, 509
MNone ¥

IPsec Security Method

Medium(aH)
High(ESP) DES ¥ 3DES ¥ AES
Local ID {optional)

(D)7 Clear Cancel

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name/password is limited to 23 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name/password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this box
to make the authentication with mOTP function.

PIN Code - Type the code for authentication (e.g, 1234).

Secret - Use the 32 digit-secret number generated by mOTP in
the mobile phone (e.g., e759bb6f0e94c7ab4fet).

Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPSec Tunnel - Allow the remote dial-in user to make an IPSec
VPN connection through Internet.

L2TP with IPSec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:
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Item Description

® None - Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec policy
can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPSec policy first, if it is
applicable during negotiation. Otherwise, the dial-in VPN
connection becomes one pure L2TP connection.

®  Must -Specify the IPSec policy to be definitely applied on
the L2TP connection.

SSL Tunnel - It allows the remote dial-in user to make an SSL
VPN Tunnel connection through Internet, suitable for the
application through network accessing (e.g., PPTP /7 L2TP /
IPSec).

If you check this box, the function of SSL Tunnel for this
account will be activated immediately.

Specify Remote Node - Check the checkbox to specify the IP

address of the remote dial-in user, ISDN number or peer ID

(used in IKE aggressive mode). If you uncheck the checkbox,

the connection type you select above will apply the

authentication methods and security methods in the general

settings.

Netbios Naming Packet

®  Pass - Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

® Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Subnet Chose one of the subnet selections for such VPN profile.

Assign Static IP Address - Please type a static IP address for
the subnet you specified.

IKE Authentication This group of fields is applicable for IPSec Tunnels and L2TP
Method with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as the
pre-shared key.

Digital Signature (X.509) - Check the box of Digital Signature
to invoke this function and Select one predefined Profiles set
in the VPN and Remote Access >>IPSec Peer Identity.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP with
IPSec Policy when you specify the remote node. Check the
Medium, DES, 3DES or AES box as the security method.
Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
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Item Description
invoked. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in the
LAN-to-LAN Profile setup. This item is optional and can be
used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.
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IV-2-3 Online User Status

If you have finished the configuration of SSL Web Proxy (server), users can find out
corresponding settings when they access into DrayTek SSL VPN portal interface.

DrayTek

Frovide SSLYVFN

Home SSLWeb Proxy

foaa

INFO .
Main Page:
&
i ET;',(; 17.1.42) vou have successfully logged in!
Welc'omé 1':0 DrayTek You are given the following privileges:
SSLWPMI u

SSL Web Proxy
= SSL Tunnel

Timeout after § minutes.
[Reset]

Copyright @ 2006, DrayTek Corp. All Rights Reserved,

Next, users can open SSL VPN>> Online Status to view logging status of SSL VPN.

SSL VPN == Online User Status

Refresh Seconds ; |5 w

Active User Host IP Time out{seconis) Action
Kate 102,168.30.14 299

Available settings are explained as follows:

Item Description

Active User Display current user who visits SSL VPN server.

Host IP Display the IP address for the host.

Time out Display the time remaining for logging out.

Action You can click Drop to drop certain login user from the router's
SSL Portal UI.
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IV-3 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority (CA).
It contains information such as your name, a serial number, expiration dates etc., and the
digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real. Here Vigor router support digital certificates conforming to standard
X.5009.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.
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Web User Interface

244

al Certificate
ed CA Centificate
ificate Backup

IV-3-1 Local Certificate

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name

Subject Status Modify

Note:

1. Please setup the "System Maintenance > Time and Date" correctly before signing the local

certificate.

2, The Time Zone MUST be setup correctly!!

[ GEMERATE | [ IMPORT | [ REFRESH

Available settings are explained as follows:

Item Description

Generate Click this button to open Generate Certificate Request
window.
Type in all the information that the window requests. Then
click Generate again.

Import Click this button to import a saved file as the certification
information.

Refresh Click this button to refresh the information listed below.

View Click this button to view the detailed settings for certificate
request.

Delete Click this button to delete selected name with certification
information.

GENERATE

Click this button to open Generate Certificate Signing Request window. Type in all the
information that the window request such as certifcate name (used for identifying different
certificate), subject alternative name type and relational settings for subject name. Then

click GENERATE again.
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Certificate Management >> Local Certificate

Generate Certificate Signing Request

Certificate Hame

Subject Alternative Name
Type
IP

Subject Name
Country {C)
State (ST)
Location (L)
Organization {0}
Organization Unit {OU)
Comron Marme {CH)

Email {E)

Key Type
Key Size

Algorithm

IP Address

RSA v
1024 Bit v
SHA-ZEG ¥

v

Generate

Info Please be noted that “Common Name” must be configured with router’s

WAN IP or domain name.

After clicking GENERATE, the generated information will be displayed on the window below:

Certificate Management == Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
SErVer JC=TW/ST=Hsinchu/L=Hsinchu/0... Requesting
--- --- --- Delete
--- --- --- Delete

GENERATE | [ IMPORT | [ REFRESH |

IMPORT

Vigor router allows you to generate a certificate request and submit it the CA server, then
import it as “Local Certificate”. If you have already gotten a certificate from a third party,

you may import it directly. The supported types are PKCS12 Certificate and Certificate with a
private key.

Click this button to import a saved file as the certification information. There are three types
of local certificate supported by Vigor router.
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Certificate Management == Local Certificate

Import X509 Local Certificate

Upload Local Certificate
Select a local certificate file.

Certificate file:
Click Import to upload the local certificate.

Import ] [ Cancel

Upload PKCS12 Certificate
Select a PKCS12 file.

PKCS12 file:
Password:

Click Import to upload the PKCS12 file,

Import ] [ Cancel

Upload Certificate and Private Key
Select a certificate file and a matchable Private Key.

Certificate file:
ey fil:
Password:

Click Import to upload the local certificate and private key.

[ Import ] [ Cancel ]

Available settings are explained as follows:

Item Description

Upload Local Certificate | It allows users to import the certificate which is generated by
Vigor router and signed by CA server.

If you have done well in certificate generation, the Status of
the certificate will be shown as “OK”.

Import X509 Local Certificate

Congratulation!
Local Certificate has been imported successfully

Please click I Back | to view the certificate.

X509 Local Certificate Configuration
Name Subject Status Modify
draytekdemo /O=Draytek/OU=Draytek Sales/... oK | View ‘ Delete

B . --- | View ‘ Delete

e —mm --- |M Delete
[ GENERATE | [ MPORT | [ REFRESH |
Upload PKCS12 It allows users to import the certificate whose extensions are
Certificate usually .pfx or .p12. And these certificates usually

need passwords.

Note that PKCS12 is a standard for storing private keys and
certificates securely. It is used in (among other things)
Netscape and Microsoft Internet Explorer with their import
and export options.

Upload Certificate and It is useful when users have separated certificates and private
Private Key keys. And the password is needed if the private key is
encrypted.
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REFRESH

Click this button to refresh the information listed below.

View

Click this button to view the detailed settings for certificate request.

3 http:f/192 168.1 1 - Certificate Signing Request Information - Microsoft Internet Explorer

Certificate Information

Certificate Name ! SErver
Issuer :

Subiect : C=TW, ST=Hsinchu, L=Hsinchu, O=Draytek, OU=MKT, CN=DT,
1 ' emaildddress=support@draytek.com

Subject Alternative Name :

Yalid From @

Walid To

PEM Format Content @ |_____ BEGIN CERTIFICATE REQUEST---—- ~
MIIBwzCCASWCAQAWGY IXCZAJEGNVEAYTAIRXNRAWDGYDVOQIEwdIez luT2h1 MRAY
DUYDVQOHEwd Ie2 luY2 h1MRAWDYDVQQKEwdEcF SAGVE MOwwC g ¥ DVQOLEWHNS 10x
CzAJBGHNVE LMTAkRUNS InIAYIKoZ T hveN LOKBFhNzd¥Bub3 JOQGRYYX 10ZWsuv2 9t
MIGEMAOGCSqGS Ih3 DOEBAQUARGGNADCE i QKByChO6gdDL T wGoucSHY Pugl I
Ra/ uaSCEJ i hd +VoknmksFRTEUZ 8F Tt avvPKHE 1M2 cHDLRUJ hQn¥MAGH TuVan3u
K+2rW0Hp2 IFphnd7 TomQIBUx2 6101 IK7vY/ TaW ¥x IqR/ CHhdpsgN0rGiKZNSsGVE
uZ/ T+QqYZk7GaQuéfQIDAQAE0 A AwD QY I Ko 2T hweHAQEFEQLAD g YEAE 1 iNNnc zHEdu
HOT+ktPJaRyo2VEoS ¥ TYOx JuullrbValhw Tx ONgHC vy AL/ DLMWS IOV IPs5Tz94Dden
yC1rbh+206 IsxeTzE706 i HEv Ol ubchHRYRAx 12 RTNOYO ICRscV I MEx % A3 pnXWNE
IsNeOIwGZ/1Z/+Bhln¥XzFOGuZiIsiy=

Close

Info You have to copy the certificate request information from above window.
Next, access your CA server and enter the page of certificate request, copy
the information into it and submit a request. A new certificate will be
issued to you by the CA server. You can save it.

Delete

Click this button to remove the selected certificate.
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IV-3-2 Trusted CA Certificate

Trusted CA certificate lists three sets of trusted CA certificate. In addition, you can build a
RootCA certificate if required.

When the local client and remote client are required to make certificate authentication (e.g.,
IPsec X.509) for data passing through SSL tunnel and avoiding the attack of MITM, a trusted

root certificate authority (Root CA) will be used to authenticate the digital certificates
offered by both ends.

However, the procedure of applying digital certificate from a trusted root certificate
authority is complicated and time-consuming. Therefore, Vigor router offers a mechanism
which allows you to generate root CA to save time and provide convenience for general user.
Later, such root CA generated by DrayTek server can perform the issuing of local certificate.

Info Root CA can be deleted but not edited. If you want to modify the settings

for a Root CA, please delete the one and create another one by clicking
Create Root CA.

Certificate Management »> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Hame Subject Status Modify
Rogt Ca
Trusted Ca-1
Trusted CA-2
Trusted Ca-3
Mote:
1.Please setup the "System Maintenance = Time and Date” correctly before you try to generate a
RootCall

2.The Time Zone MUST be setup correcty!!
[ IMPORT | [ REFRESH |

Creating a Root CA
Click Create to open the following page. Type in all the information that the window request

such as certifcate name (used for identifying different certificate), subject alternative name
type and relational settings for subject name. Then click Generate again.
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Certificate Management »> Root CA Certificate

Generate Root CA

Certificate Name Root CA

Subject Alternative Name

Type IP Address ¥
IP

Subject Name
Country (C)

State (ST)

Location (L)
Crganization {O)
Crganization Unit (0L

Common Mame {CH)

Email (E)
Key Type RSA v
Key Size 1024 Bit v
Algorithm SHA-256 ¥
Generate
Importing a Trusted CA

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window.

Certificate Management => Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted CA certificate file.
Click Impaort to upload the certification.
[ Import ] [ Cancel ]

For viewing each trusted CA certificate, click View to open the certificate detail information

window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.
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& % Certificate Information - Windows Internet Explorer

g hip /19216811 =

Certificate Detail Information

Certificate Name: Trusted CA-1

Issuer:

Subject:

Subject Alternative Name:

Valid From:
Valid To: B

[MGET

| €

IV-3-3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file.
Please click Backup on the following screen to save them. If you want to set encryption
password for these certificates, please type characters in both fields of Encrypt password
and Confirm password.

Also, you can use Restore to retrieve these two settings to the router whenever you want.

Certificate Management >> Certificate Backup

Certificate Backup / Restoration
Backup

Encrypt password: | |

Confirm password: | |

Click to download certificates to your local PC as a file.

Restoration
Select a backup file to restore.

| | Browse.

Decrypt password: | |

Click to upload the file.
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Part V Security

While the broadband users demand more bandwidth
for multimedia, interactive applications, or distance
learning, security has been always the most
concerned. The firewall of the Vigor router helps to
protect your local network against attack from

Firewall unauthorized outsiders. It also restricts users in the
local network from accessing the Internet.

CSM is an abbreviation of Central Security Management

i'; which is used to control IM/P2P usage, filter the web
@ content and URL content to reach a goal of security
management.

CSM
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V-1 Firewall

252

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also
restricts users in the local network from accessing the Internet. Furthermore, it can filter out
specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall facilities:
®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data

® Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

® Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter rules.
If legal, the packet will pass. Then the router shall “initiate a call’” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.
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Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all
interfaces of the firewall and makes sure they are valid. The stateful firewall of Vigor router
not only examines the header information also monitors the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning,
if you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router
will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route
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Web User Interface

Below shows the menu items for Firewall.

V-1-1 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you can
configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

General Setup Page

Such page allows you to enable / disable Call Filter and Data Filter, determine general rule
for filtering the incoming and outgoing data.

Firewall >> General Setup

General Setup

General Setup Default Rule
Call Fitter ® Enable Start Filter Set | Sef#1 v
Disable
Data Filter ® Enable Start Filter Set | SeR2
Disable

v Always pass inbound fragmented large packets (required for certain games and
strearming)

¥ Enable Strict Security Firewall
Block connections initiated from Wik IPvd & IPwG

Note:
Packets are filtered by firewall functions in the following order:
1.0ata Filter Sets and Rules 2 Block connections initiated from WAl 3 .Default Rule

Ok Cancel

Backup Firewall : | Backup Restore Firewall: | i@ i8aE  FRIFTOEERE | Restore

1 L

Note:
This will not backup the detail setting of Quality of Service and Schedule.

Available settings are explained as follows:

Item Description

Call Filter Check Enable to activate the Call Filter function. Assign a
start filter set for the Call Filter.
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Data Filter

Check Enable to activate the Data Filter function. Assign a
start filter set for the Data Filter.

Always pass inbound
fragmented large
packets...

Some on-line games (for example: Half Life) will use lots of
fragmented UDP packets to transfer game data. Instinctively
as a secure firewall, Vigor router will reject these
fragmented packets to prevent attack unless you enable
“Always pass inbound fragmented large packets...”. By
checking this box, you can play these kinds of on-line games.
If security concern is in higher priority, you cannot enable
“Always pass inbound fragmented large packets...”.

Enable Strict Security
Firewall

For the sake of security, the router will execute strict
security checking for data transmission.

Such feature is enabled in default. All the packets, while
transmitting through Vigor router, will be filtered by
firewall. If the firewall system (e.g., content filter server)
does not make any response (pass or block) for these
packets, then the router’s firewall will block the packets
directly.

Block routing connections
initiated from WAN

Usually, IPv6 network sessions/traffic from WAN to LAN will
be accepted by IPv6 firewall in default.

IPv6 - To prevent remote client accessing into the PCs on
LAN, check the box to make the packets (routed from WAN to
LAN) via IPv6 being blocked by such router. It is effective
only for the packets routed but not for packets translated by
NAT.

IPv4 - To prevent remote client accessing into the PCs on
LAN, check the box to make the incoming packets via IPv4
being blocked by such router. It is effective only for the
packets routed but not for packets translated by NAT.

Backup Firewall

Click Backup to save the firewall configuration.

Restore Firewall

Click Select to choose a firewall configuration file. Then
click Restore to apply the file.
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Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, for data transmission via Vigor router.

Firewall == General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter Pass v O
Sessions Control 0/ 32000
Quality of Service Mone  + O
APP Enforcement Mane v O
URL Content Filter Mane v O
Web Content Filter Mane v O
DNS Filter Mane v O
Advance Setting
[ oK ] [ Cancel ]
Backup Firewall : Restore Firewall: | 3{EHESE | FE4EEES

Note:
This will not backup the detail setting of Quality of Service and Schedule.

Available settings are explained as follows:

Item Description

Filter Select Pass or Block for the packets that do not match with
the filter rules.

Filter

Sessions Control The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

Quiality of Service Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

Mone %

Mare
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APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must follow
the standard configured in the APP Enforcement profile
selected here. For detailed information, refer to the section
of APP Enforcement profile setup. For troubleshooting
needs, you can specify to record information for IM/P2P by
checking the Log box. It will be sent to Syslog server. Please
refer to section Syslog/Mail Alert for more detailed
information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with this
router. Please set at least one profile for choosing in CSM>>
URL Content Filter web page first. Or choose [Create New]
from the drop down list in this page to create a new profile.
For troubleshooting needs, you can specify to record
information for URL Content Filter by checking the Log box.
It will be sent to Syslog server. Please refer to section
Syslog/Mail Alert for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

DNS Filter

Select one of the DNS Filter profile settings (created in
CSM>>DNS Filter) for applying with this router. Please set at
least one profile in CSM>> Web Content Filter web page
first. Or click the DNS Filter link in this page to create a new
profile.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall => General Setup

Advance Setting

Codepage ANSI{1252)-Latin | A
Window size: 65535
Session timeout: 1440 Minute

[ ok | [ Clse |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtain correct ASCII after decoding data
from URL and enhance the correctness of URL Content Filter.
The default value for this setting is ANSI 1252 Latin I. If you
do not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a
codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the
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dialog box.

Window size - It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout - Setting timeout for sessions can make the
best utilization of network resources.

Backup Firewall Click Backup to save the firewall configuration.

Restore Firewall Click Select to choose a firewall configuration file. Then
click Restore to apply the file.

After finishing all the settings here, please click OK to save the configuration.
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V-1-2 Filter Setup

Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1. Default Call Filter i.
2. Default Data Filter 8.
3 9.
4. 10.
3. 1.
6. 12,

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall >> Filter Setup >> Edit Filter Set

Fitter Set 1
Comments : |Default Call Filter
Rule Active Comments Direction  SrcIP DstIP Service Type Action CSM ML':;"B g‘m
LAN/DMEZ/RTAPM
1 Block MetBios -> Any  Any TCPAUDP, Port: from 137~139 to any Block Immediately Daowen
WA
LAN/DMEZ/RTAVPN
2 O -z Any ANy Any Pass Immediately UP  Down
WA
LAN/DMZ/RTAPN
3 O -z Any ANy Any Pass Immediately UP  Down
WA
LAN/DMZ fRT AP
4 O -z Any ANy Any Pass Immediately UP  Down
VAN
LAN/DMZ fRT AP
& | | -z Any  Any Any Pass Immediately UP  Down
VAR
LANSDMEZ/RTAPN
B [ - Any ANy Ay Pass Immediately UP  Daown
VA
LANSDMEZ /RT PN
IO -z Any ANy Any Pass Immediately Up
VAl
FiterSet 1 2345678591011 12 Hext Filter Set | Mone | w
O wizard Mode: most frequently used settings in three pages
® advance Mode: all settings in one page
[ ok ] [ clear ] [ Cancel |
Available settings are explained as follows:
Item Description
Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click

the button will open Edit Filter Rule web page. For the
detailed information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23-character long.

Direction Display the direction of packet.

Src IP / Dst IP Display the IP address of source /destination.

Service Type Display the type and port number of the packet.
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Action

Display the packets to be passed /blocked.

CSM

Display the content security managed

Move Up/Down

Use Up or Down link to move the order of the filter rules.

Next Filter Set

Set the link to the next filter set to be executed after the
current filter run. Do not make a loop with many filter sets.

Wizard Mode

Allow to configure frequently used settings for filter rule via
several setting pages.

Advance Mode

Allow to configure detailed settings of filter rule.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.
2. Click Index 1. The setting page will appear as follows:

Firewall => Edit Filter Set == Edit Filter Rule Wizard

Filter Set 1 Rule 1

Firewall Rule applies to packets that meet the following criteria
Comments: Block NetBios
Direction: LAMBRTAFN -2 WWAN hd
Source IP: Any Address hd
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Destination IP: Any Address hd
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Protocal: TCRAJDP v
Source Port = ¥ [137 ~ 139
Destination Port = | ~ 65535

Available settings are explained as follows:

Item

Description

Comments

Enter filter set comments/description. Maximum length is
14- character long.

Direction

Set the direction of packet flow. It is for Data Filter only.
For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.

Note: RT means routing domain for 2nd subnet or other
LAN.

260

Vigor2133 Series User’s Guide



Source/Destination IP

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

ﬂ IP Address Edit - Windows Internet Explorer

SSIES
&) hip 1921681 1 =

IP Address Edit

Address Type Any Address v

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP Group

or IP Object

or IP Object

or IP Object
IPv6 Group

or IPv6 Object
or IPv6 Object
or IPv6 Object

Close

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address as
the Address Type and type them in this dialog.

Any Address i

| Any Address

15ingle Address

I Range Address
Subnet Address

Protocol

Specify the protocol(s) which this filter rule will apply to.

Source Port /
Destination Port

(=) - when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(=) - when the first and last value are the same, it
indicates all the ports except the port defined here; when
the first and last values are different, it indicates that all
the ports except the range defined here are available for
this service type.

(>) - the port number greater than this value is available.

(<) - the port number less than this value is available for
this profile.

3. Click Next to get the following page.

Vigor2133 Series User’s Guide

261



Firewall == Edit Filter Set == Edit Filter Rule Wizard

Filter Set 1 Rule 1
Based on the settings in the previous pages, we guess you want to have: Pass
The current setting is .

® pass Immediately

APP Enforcement: MNone v
URL Content Filter: Mone b
Web Content Filter: 1-Default s
DMS Filter [Create Mew] |+
. Mone
O Block Immediately Create New
(Back J [N ]
Available settings are explained as follows:
Item Description
Pass Immediately Packets matching the rule will be passed immediately.

APP Enforcement - Select an APP Enforcement profile for
global IM/P2P application blocking. If there is no profile for
you to select, please choose [Create New] from the drop
down list in this page to create a new profile. All the hosts
in LAN must follow the standard configured in the APP
Enforcement profile selected here. For detailed
information, refer to the section of APP Enforcement
profile setup. For troubleshooting needs, you can specify to
record information for IM/P2P by checking the Log box. It
will be sent to Syslog server. Please refer to section
Syslog/Mail Alert for more detailed information.

URL Content Filter - Select one of the URL Content Filter
profile settings (created in CSM>> URL Content Filter) for
applying with this router. Please set at least one profile for
choosing in CSM>> URL Content Filter web page first. Or
choose [Create New] from the drop down list in this page
to create a new profile. For troubleshooting needs, you can
specify to record information for URL Content Filter by
checking the Log box. It will be sent to Syslog server. Please
refer to section Syslog/Mail Alert for more detailed
information.

Web Content Filter - Select one of the Web Content Filter
profile settings (created in CSM>> Web Content Filter) for
applying with this router. Please set at least one profile for
anti-virus in CSM>> Web Content Filter web page first. Or
choose [Create New] from the drop down list in this page
to create a new profile. For troubleshooting needs, you can
specify to record information for Web Content Filter by
checking the Log box. It will be sent to Syslog server. Please
refer to section Syslog/Mail Alert for more detailed
information.

DNS Filter - Select one of the DNS Filter profile settings
(created in CSM>>DNS Filter) for applying with this router.
Please set at least one profile in CSM>> Web Content
Filter web page first. Or click the DNS Filter link from the
drop down list in this page to create a new profile.

Block Immediately Packets matching the rule will be dropped immediately.
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4. After choosing the mechanism, click Next to get the summary page for reference.

Firewall => Edit Filter Set => Edit Filter Rule Wizard

Filter Set 1 Rule 1 Configuration Summary

Camments : Block MetBios

Direction

LAM/RT/AYPN - WAN

Criteria
Source IR Any
Destination IP Any
Protocol TCPAJDP, Port: from 137 ~ 139 to any

More options

Pass Immediately

APP Enforcement Maone
URL Content Filter : Mane
Web Content Filter : 1 - Default
DMS Filter : Mone
(Fmen ) (Caneel )

5. |If there is no error, click Finish to complete wizard setting.
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click Index 1 to access into the following page.

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1

Check to enable the Filter Rule

Comments Block NetBios

Index{1-15) in Schedule Setup ,

Branch to Other Filter Set
Sessions Control

MAC Bind IP

Quality of Service

APP Enforcement

URL Content Filter

Web Content Filter

DNS Filter

advance Setting

Clear sessions when schedule ON [ Enable

Direction LANRTMNEN -= WARN v

Source IP Any
Destination IP Any
Service Type TCRAIDR, Port: from 137~139 to any
Fragments Don't Care A

Application Action/Profile Syslog

Filter Block Immediately hd O

0/ (32000

oK ] [ Clear ][ Cancel ]

Available settings are explained as follows:

Item

Description

Check to enable the

Check this box to enable the filter rule.

Filter Rule

Comments Enter filter set comments/description. Maximum length is
14- character long.

Index(1-15) Set PCs on LAN to work at certain time interval only. You

may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The
default setting of this field is blank and the function will
always work.

Clear sessions when
schedule ON

Check this box to clear the sessions when the above
schedule profiles are applied.

Direction

Set the direction of packet flow. It is for Data Filter only.
For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.
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LANIRTNF'N == WA hd

AN > LANIRTAPN
LAMATAPHN > LANRTAEN

Note: RT means routing domain for 2nd subnet or other
LAN.

Source/Destination IP

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

ﬁ IP Address Edit - Windows Internet Explorer E”E”E‘
&) hip192.1681 1 =)

IP Address Edit

Address Type Any Address b

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP Group

or IP Object

or IP Object

or IP Object
IPv6 Group

or IPv6 Object
or IPva Object
or IPva Object

Close

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address as
the Address Type and type them in this dialog. In addition,
if you want to use the IP range from defined groups or
objects, please choose Group and Objects as the Address

Type.

Group and Ohjects +
Any Address

Single Address

FRange Address
Sul:unet Address

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to
choose the object that you want.

Service Type

Click Edit to access into the following dialog to choose a
suitable service type.
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(j Service Type Edit - Windows Internet Explorer
€] 192.168.1.1 @]

Service Type Edit

Service Type User defined hd

Protocol TCP/UDP |+

Source Port = % [137 ~[139
Destination Port =¥ N1 ~|BA535
Service Group

or Service Object

or Service Object

or Service Object

To set the service type manually, please choose User
defined as the Service Type and type them in this dialog. In
addition, if you want to use the service type from defined
groups or objects, please choose Group and Objects as the
Service Type.

Llzer defined b
i defined |
Group and Objects

Protocol - Specify the protocol(s) which this filter rule will
apply to.
Source/Destination Port -

(=) - when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(=) - when the first and last value are the same, it
indicates all the ports except the port defined here; when
the first and last values are different, it indicates that all
the ports except the range defined here are available for
this service type.

(>) - the port number greater than this value is available.
(<) - the port number less than this value is available for
this profile.

Service Group/Object - Use the drop down list to choose
the one that you want.

Fragments

Specify the action for fragmented packets. And it is used
for Data Filter only.

Don’t care -No action will be taken towards fragmented
packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short
to contain a complete header.

Filter

Specifies the action to be taken when packets match the
rule.

Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be
passed immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.
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Pass If No Further Match - A packet matching the rule, and
that does not match further rules, will be passed through.

Branch to other Filter
Set

If the packet matches the filter rule, the next filter rule
will branch to the specified filter set. Select next filter rule
to branch from the drop-down menu. Be aware that the
router will apply the specified filter rule for ever and will
not return to previous filter rule any more.

Sessions Control

The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page.
The default setting is 60000.

MAC Bind IP

Strict - Make the MAC address and IP address settings
configured in IP Object for Source IP and Destination IP
are bound for applying such filter rule.

No-Strict - no limitation.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must
follow the standard configured in the APP Enforcement
profile selected here. For detailed information, refer to
the section of APP Enforcement profile setup. For
troubleshooting needs, you can specify to record
information for IM/P2P by checking the Log box. It will be
sent to Syslog server. Please refer to section Syslog/Mail
Alert for more detailed information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

DNS Filter

Select one of the DNS Filter profile settings (created in
CSM>>DNS Filter) for applying with this router. Please set at
least one profile in CSM>> Web Content Filter web page
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first. Or click the DNS Filter link from the drop down list in
this page to create a new profile.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.
Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage AMSIT 2820-Latin | R
Window size: 65535

Session timeout: 1440 Minute

DrayTek Banner:

Strict Security Checking
[JaPP Enfarcement

[ ok ] [ Close |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
Filter. The default value for this setting is ANSI 1252 Latin I.
If you do not choose any codepage, no decoding job of URL
will be processed. Please use the drop-down list to choose
a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.

Window size - It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue
timeout is configured for TCP protocol only; session
timeout is configured for the data flow which matched with
the firewall rule.

DrayTek Banner - Please uncheck this box and the
following screen will not be shown for the unreachable web
page. The default setting is Enabled.
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The requested Web page has been blocked by Web Content Filter.
Please contact your system administrator for further information.

[Powered by Dravtek]

Strict Security Checking - All the packets, while
transmitting through Vigor router, will be filtered by
firewall settings configured by Vigor router. When the
resource is inadequate, the packets will be blocked if Strict
Security Checking is enabled. If Strict Security Checking is
not enabled, then the packets will pass through the router.

3. When you finish the configuration, please click OK to save and exit this page.
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V-1-3 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall == DoS defense Setup

DoS defense Setup
[] Enable Dos Defense Select Al
Enahble 5¥M flood defense Threshold 2000 packets [ sec
Timeout 10 sec
Enable UDP flood defense Threshold 2000 packets f sec
Timeout 10 SEC
Enable ICMP flood defense Threshold 240 packets f sec
Timeout 10 Sec
Enahble Port Scan detection Threshold 2000 packets / sec
Block IP options Block TCP flag scan
Block Land Block Tear Drop
Block Smurf Block Ping of Death
Block trace route Block ICMP fragment
Block S¥M fragment Block Unassigned Humbers
Block Fraggle attack
4
[ ok | [ Clearan | [ Cancel |
Available settings are explained as follows:
Item Description
Enable Dos Defense Check the box to activate the DoS Defense Functionality.
Select All Click this button to select all the items listed below.

Enable SYN flood defense | Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor
router will start to randomly discard the subsequent TCP
SYN packets for a period defined in Timeout. The goal for
this is prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router.

By default, the threshold and timeout values are set to
2000 packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will
be regarded as “attack event” and the session will be
paused for 10 seconds.

Enable UDP flood defense | Check the box to activate the UDP flood defense function.
Once detecting the Threshold of the UDP packets from the
Internet has exceeded the defined value, the Vigor router
will start to randomly discard the subsequent UDP packets
for a period defined in Timeout.

The default setting for threshold and timeout are 2000
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packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will
be regarded as “attack event” and the session will be
paused for 10 seconds.

Enable ICMP flood defense | Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo
requests coming from the Internet.

The default setting for threshold and timeout are 250
packets per second and 10 seconds, respectively. That
means, when 250 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable Port Scan Port Scan attacks the Vigor router by sending lots of packets
detection to many ports in an attempt to find ignorant services would
respond. Check the box to activate the Port Scan
detection. Whenever detecting this malicious exploration
behavior by monitoring the port-scanning Threshold rate,
the Vigor router will send out a warning.

By default, the Vigor router sets the threshold as 2000

packets per second. That means, when 2000 packets per
second received, they will be regarded as “attack event”.

Block IP options Check the box to activate the Block IP options function.
The Vigor router will ignore any IP packets with IP option
field in the datagram header. The reason for limitation is IP
option appears to be a vulnerability of the security for the
LAN because it will carry significant information, such as
security, TCC (closed user group) parameters, a series of
Internet addresses, routing messages...etc. An
eavesdropper outside might learn the details of your
private networks.

Block Land Check the box to enforce the Vigor router to defense the
Land attacks. The Land attack combines the SYN attack
technology with IP spoofing. A Land attack occurs when an
attacker sends spoofed SYN packets with the identical
source and destination addresses, as well as the port
number to victims.

Block Smurf Check the box to activate the Block Smurf function. The
Vigor router will ignore any broadcasting ICMP echo
request.

Block trace route Check the box to enforce the Vigor router not to forward

any trace route packets.

Block SYN fragment Check the box to activate the Block SYN fragment function.
The Vigor router will drop any packets having SYN flag and
more fragment bit set.

Block Fraggle Attack Check the box to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet is
blocked.

Activating the DoS/DDoS defense functionality might block
some legal packets. For example, when you activate the
fraggle attack defense, all broadcast UDP packets coming
from the Internet are blocked. Therefore, the RIP packets
from the Internet might be dropped.
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Block TCP flag scan Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK
scan, SYN FINscan, Xmas scan and full Xmas scan.

Block Tear Drop Check the box to activate the Block Tear Drop function.
Many machines may crash when receiving ICMP datagrams
(packets) that exceed the maximum length. To avoid this
type of attack, the Vigor router is designed to be capable of
discarding any fragmented ICMP packets with a length
greater than 1024 octets.

Block Ping of Death Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will
hang once they re-construct the packets. The Vigor routers
will block any packets realizing this attacking activity.

Block ICMP Fragment Check the box to activate the Block ICMP fragment
function. Any ICMP packets with more fragment bit set are
dropped.

Block Unassigned Numbers | Check the box to activate the Block Unknown Protocol
function. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over
the upper layer. However, the protocol types greater than
100 are reserved and undefined at this time. Therefore, the
router should have ability to detect and reject this kind of
packets.

Warning Messages We provide Syslog function for user to retrieve message
from Vigor router. The user, as a Syslog Server, shall receive
the report sending from Vigor router which is a Syslog
Client.

All the warning messages related to DoS Defense will be
sent to user and user can review it through Syslog daemon.
Look for the keyword DoS in the message, followed by a
name to indicate what kind of attacks is detected.

Systemn Maintenance >> SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

SysLog Access Setup Mail Alert Setup
Flenable Blenasle
Syslog Save to SMTP Server
M sysiog server
DU;B Dg‘;k SMTP Rart 25
Router Name DrayTek Mail To
Server IP/Hostname Return-Path
Destination Port 514 Use 551
. Authentication
Mail Syslog Oenable
Enable syslog message: Username
Firewall Log Password
VYPH Log Enable E-Mail alert:
]
[ user access Log DoS Attack
call Log WRPE
WaN Log
YRN LOG
Router/DSL information APPE Signature
WLAN Log Debug Log
Note:
1. Mail Syslog cannot be activated unless USB Disk is ticked for "Syslog Save to".
2, Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes,
3. We only suppart secured SMTP connection on part 465,
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V-1-4 Diagnose

The purpose of this function is to test when the router receiving incoming packet, which
firewall rule will be applied to that packet. The test result, including firewall rule profile, IP
address translation in packet transmission, state of the firewall fuctions and etc., also will be
shown on this page.

Info The result obtained by using Diagnose is offered for RD debug. It will be

different according to actual state such as netework connection, LAN/WAN
settings and so on.

Firewall == Diagnose

Mode
O 1cmup @ upp O TCP [IPvs
Direction
From LAN «
Test View
A - B
H » - = =
—— 1]
Src IP 192.168.1.111 Firewall DstIP 7777
Src Port (22232 Dst Port (51348
SrcMAC 00 00 o0 o0 FDO 00
Packet & Payload
Packet Enable Direction Protocol
1 UDP: Customize
= B-=f % UDP:Custamize
Note:
This is firewall live test which need setup WanN and plug cable in,

Available settings are explained as follows:

Item Description

Mode To have a firewall rule test, specify the service type (ICMP,
UDP, TCP) of the packet and type of the IP address
(IPv4/1Pv6).

Direction Set the way (from WAN or from LAN) that Vigor router

receives the first packet for test. Different way means the
firewall will process the connection initiated from LAN or
from WAN.

Test View This is a dynamic display page.

According to the direction specified, test view will display
the figure to guide you typing IP address, port number, and
MAC address.

Later, after clicking the Analyze button, the information for
the firewall rule profile and address translation will be
shown on this page.

Src IP Type the IPv4/1Pv6 address of the packet’s source.
Src Port Type the port number of the packet’s source.
Src MAC Type the MAC address of the packet’s source.

Vigor2133 Series User’s Guide



Dst IP Type the IPv4/IPv6 address of the packet’s destination.

Dst Port Type the port number of the packet’s destination.

Packet & Payload In firewall diagnose, two packets belong to one connection.
In general, two packets are enough for Vigor router to
perform this test.

Enable - Check the box to send out the test packet.

Direction - The first packet of the firewall test will follow
the direction specified above. However, the direction for
the second packet might be different. Simply choose the
direction (from Computer A to B or from the B to A) for the
second packet.

Protocol - It displays the mode selected above and the
sate. If required, click the mode link to configure advanced
setting. The common service type (Customize, Ping, Trace
Route / Customize, DNS, Trace Route / Customize,
Http(GET) related to that mode (ICMP / UDP / TCP) will be
shown on the following dialog box.

-

| ] 192.168.1 1Mo udiagicmp fim +

Type ® customize O pPing O Trace Route
Destination Unreachable |+

Payload Echo Reguest
Echo Reply
Destination Unreachable

® Type - Choose Customize, Ping, Trace Route /
Customize, DNS, Trace Route / Customize, Http
(GET).

® Payload - It is available when Customzie is selected.
Simply type 16 HEX characters which represent
certain packet (e.g., DNS packet) if you want to set
the data transfered with protocol (ICMP/UDP/TCP)
which is different to Type setting.

Analyze Execute the test and analyze the result.
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The following figure shows the test result after clicking Analyze. Processing state for the
fuctions (MAC Filter, QoS, User management, etc.,) related to the firewall will be displayed

by green or red LED.

Firewall >> Diagnose

Mode
ICMP upp TCP |IPv4 ¥
Direction
FromLAN ¥

Test View

A

|

. e

«REPLY

WANL «

7.7.7.7:51348
172.16.2.234:62004«

192.168.1.111:22222 ORIGIN Firewal
-7.7.7.7:51348
Status Packet Set Rule UCFIWCF
Pass 2 default default nia
Packet & Payload
Packet Enable Direction Protocol
1 v A=B ¥ UDP:Customize
3 Acceleration
2 v B-2A ¥ UDP:Customize
3 Acceleration
- P # - - s #
SESS CTL MAC FILTER PCAP USER MGT APPE UcF WCF
- r - & a .
DNSE SESS LMT BW LMT Qos APP QOS HW Acc

APP.The APP need 1o check.
APP:The APP doesn't need to check.

Note:
PCAP is "ip pcap” in teinet command.

<<Back Reset

r
:The APP is completed.
. :The APP is processing
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Application Notes

A-1 How to Configure Certain Computers Accessing to Internet

We can specify certain computers (e.g., 192.168.1.10 ~ 192.168.1.20) accessing to Internet
through Vigor router. Others (e.g., 192.168.1.31 and 192.168.1.32) outside the range can get
the source from LAN only.

Internet

PC PC
192.168.1.10 192.168.1.20

A EEEEEEEEE .,

aemmmm==

The way we can use is to set two rules under Firewall. For Rule 1 of Set 2 under
Firewall>>Filter Setup is used as the default setting, we have to create a new rule starting
from Filter Rule 2 of Set 2.

1. Access into the web user interface of Vigor router.

2.  Open Firewall>>Filter Setup. Click the Set 2 link, choose Advance Mode and choose the
Filter Rule 2 button.

Firewall > Filter Setup

Fitter Setup | Setto Factory Default |
Set Comments Set Comments

Default Call Filter
Default Data Filter

==
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3.  Check the box of Check to enable the Filter Rule. Type the comments (e.g., block_all).
Choose Block If No Further Match for the Filter setting. Then, click OK.

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 2

Check to enahle the Filker Rule

Comments: hlock_all J

Index{1-15) in Schedule Setup: ' | |

Cle:ar sessions when schedule [ Enable

[8]'H

Direction: LAMIRTAPR -= WAk w

Source IP; Ay
Destination IP; Ay
Service Type: Any
Fragments: Dont Care w

Application Action/Profile Syslog

Filter: Block If Mo Further Match s O

Branch to Other Filter Set: ST

Info In default, the router will check the packets starting with Set 2, Filter
Rule 2 to Filter Rule 7. If Block If No Further Match for is selected for
Filter, the firewall of the router would check the packets with the rules
starting from Rule 3 to Rule 7. The packets not matching with the rules
will be processed according to Rule 2.

4. Next, set another rule. Just open Firewall>>Filter Setup. Click the Set 2 link and
choose the Filter Rule 3 button.

5.  Check the box of Check to enable the Filter Rule. Type the comments (e.g., open_ip).
Click the Edit button for Source IP.

Firewall == Edlit Filter Set == Edit Filter Rule

Filt Ao o

Check to enable the Filter Rule

Comments: ljpen_ip ]

Index(1-15) in Schedule Setup: , , .

Clelar sessions when schedule [ Enable

O

Direction: LARRTWEMN -= VWAN ~

Source IP: Any
Destination IP: Any Edit
Service Type: Ay
Fragments: Don't Care w

Application Action/Profile Syslog

Filter: Block Imrmediately w K
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6. A dialog box will be popped up. Choose Range Address as Address Type by using the
drop down list. Type 192.168.1.10 in the field of Start IP, and type 192.168.1.20 in the
field of End IP. Then, click OK to save the settings. The computers within the range can
access into the Internet.

IP Address Edit

Address Type | Range Address |

y

Start IP address 192.1658.1.10
End IP &ddress 182.168.1.20

Subnet Mask 0000
Invert Selection
IP Group

or IP Object

or IP Object

or IP Object
IPvG Group

or IPwvG Object
or [Py Ohject
or IPvE Object

UUUUUUDUI

[ oK | Close |

7. Now, check the content of Source IP is correct or not. The action for Filter shall be set
with Pass Immediately. Then, click OK to save the settings.

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 3

Check to enable the Filter Rule

Comrments: |0pen_ip |

Index(1-13) in Schedule Setup: | |, | |, | |, | |

glﬁgr sessions when schedule [ Enable

Direction: LAMRTIVPM - VAN v|

Source IP: {/192.168.1.10~182.168.1.20 | Edit
Destination IP: Ay | [Edit ]
Service Type! |ry | (Edit_]
Fragments:

Application Action/Profile Syslog

Filter: |Pass|mmediate|y v |

Branch to Other Filter Set:
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8. Both filter rules have been created. Click OK.

Firewall == Filter Setup == Edit Filter Set

Filter Set 2
Comments : |Default Data Filter
Filter Rule Active Comments Maove Up Mowve Down

xMetBios -> DNS Down
block_all up Down
open_ip up Down
(4] O up Down
O up Down
(6] O up Down
O] up

Next Filter Set | Mone

[ ok ] [ Clear | [ Cancel |

Now, all the settings are configured well. Only the computers with the IP addresses within
192.168.1.10 ~ 192.168.1.20 can access to Internet.
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V-2 Central Security Management (CSM)

CSM is an abbreviation of Central Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

APP Enforcement Filter

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserved attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar situation
for corporation towards peer-to-peer applications since file-sharing can be convenient but
insecure at the same time. To address these needs, we provide CSM functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature. If
malicious code hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database. This database is updated as frequent as daily by a global
team of Internet researchers. The server will look up the URL and return a category to your
router. Your Vigor router will then decide whether to allow access to this site according to the
categories you have selected. Please note that this action will not introduce any delay in your
Web surfing because each of multiple load balanced database servers can handle millions of
requests for categorization.

Info The priority of URL Content Filter is higher than Web Content Filter.
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Web User Interface

Profile
r Profile
er Profile

e

V-2-1 APP Enforcement Profile

You can define policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol/Misc
application. This page allows you to set 32 profiles for different requirements. The APP
Enforcement Profile will be applied in Default Rule of Firewall>>General Setup for filtering.

CSM => APP Enforcement Profile

APP Enforcement Profile Table: | Setto Factory Default |
Profile Name Profile Name
1 17.
2. 18.
3. 19.
' 20.
a. 21.
6. 22.
7. 23.
8. 24.
9. 25.
0. 26.
n. 2f.
12. 28.
13. 29.
14. 30.
15. 3.
16. 32.

Available settings are explained as follows:

Item Description
Set to Factory Default Clear all profiles.
Profile Display the number of the profile which allows you to click to

set different policy.

Name Display the name of the APP Enforcement Profile.

Click the number under Index column for settings in detail.

There are four tabs IM, P2P, Protocol and Others displayed on this page. Each tab will bring
out different items with supported versions that you can choose to disallow people using.
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Below shows the items which are categorized under IM.

CSM == APP Enforcement Profile

Profile Index : 1 Profile Mame:

1M P2p Protocol OTHERS
Select Al | Clear Al
I
Enable APP Name Version Note
= AT t.9
Ady
n ATM g Onlyl block Login. If users have already logged in, AIM
services can not be blocked.
[l Al 2008
O Lres 2.0,9
O BaiduHi 27378
| Facebook 97.0.0.18.69|To block Facebook for PC and mobile phone(97.0.0.18.69).
] Fetion 2010

Available settings are explained as follows:

Item Description

Profile Name Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.

Select All Click it to choose all of the items in this page.

Clear All Uncheck all the selected boxes.

Enable Check the box to select the APP to be blocked by Vigor
router.

Adv A button under Enable check box allows you to open a pop up

window to specify activity for that APP.

The profiles configured here can be applied in the Firewall>>General Setup and
Firewall>>Filter Setup pages as the standard for the host(s) to follow.

Vigor2133 Series User’s Guide 283



Below shows the items which are categorized under Protocol.

CS5M == APP Enforcement Profile

Profile Index:1  Profile Mame:

M P2P Protocol OTHERS
[ Selectal [ cClearal |
PROTOCOL
Enable APP Name Version Hote
] DR 2 DB2 is a relational database management system
(RDBMS) offered by IBM,
Damain Mame System (DMNS) protocol is used to translate
] ONS easily memorized domain names to numerical IP
addresses needed for the purpose of locating computer
services and devices worldwide.
File Transfer Protocol (FTP) is used to transfer files from
O FTP
one host to another host over networks.,
O HTTP 1.1 Hypertext Transfer Protocal (HTTP) is the data
' communication protocol for the Warld Wide Weh,
Internet message access protocol (IMARY is a protocol for
O IMAR .1 e-rmail retrieval.
Ll IMaP STARTTLS 4.1 IM&P protocol use STARTTLS to connect
Internet Relay Chat (IRC) is a protocol for live interactive
O IRC 2.4.0 Internet text messaging (chat), synchronous
conferencing and file sharing.

The items categorized under P2P -----
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The items categorized under OTHERS

CSM == APP Enforcement Profile

Profile Index : 1

Profile Mame: |

IM P2p Protocol OTHERS
[ Selectal || cClearal |
TUMMNEL
Enahle APP Name Version Note
| DHSCrypt 0.0.6 only hlocks DNSCrypt login.
| DynaPass 1.5
O FreeGate 7.58
| HTTF Proxy
O HTTP Tunnel 4.4.4000
| Hamachi 1.0.2.5
Block Hotspot Shield from establishing ¥PM connections.
0 | rotsotsne | esz |[Pease ettt the AeP crfoeemart pocds o be ratld
successful,
O MS Teredo
| PGPMNet 7.0.3
O Fing Tunnel 0.61
O RealTunnel 1.0.1

P PIY .
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V-2-2 URL Content Filter Profile

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature. If
malicious code hides inside, it may occupy user’s system.

For example, if you add key words such as “sex”, Vigor router will limit web access to web

sites or web pages such as “www.sex.com”, “www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.

Click CSM and click URL Content Filter Profile to open the profile setting page.

CSM => URL Content Filter Profile d
URL Content Filter Profile Tahle: | Setto Factory Default |
Profile Hame Profile Hame

1 5.

2. 6.

3. i

4. 8.
Administration Message (Max 255 characters) Preview | Default Message

<hodyr<center=<hr=<p>The requested Web page has been blocked by URL Content Filter.
<p>Pleaze contact your systewm administrator for further information.</center></body>

oK
Each item is explained as follows:
Item Description
Set to Factory Default Clear all profiles.
Profile Display the number of the profile which allows you to click to

set different policy.

Name Display the name of the URL Content Filter Profile.

Administration Message | You can type the message manually for your necessity.

Default Message - You can type the message manually for your
necessity or click this button to get the default message which
will be displayed on the field of Administration Message.
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You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

CSM => URL Content Filter Profile

Profile Index: 1

Profile Hame:

Priority: Either : URL Access Control First v Log: Mone ¥
1.URL Access Control
Enable URL Access Cantrol Prevent web access fram IP address
Action: Group/Object Selections
Pass v Edit
Exception List Edit
2. Web Feature
Enable Web Feature Restriction
Action:
Pass v File Extension Profile: | MNone ¥ Cookie Proxy Upload

]34 Clear Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.

Priority

It determines the action that this router will apply.

Both: Pass - The router will let all the packages that match
with the conditions specified in URL Access Control and Web
Feature below passing through. When you choose this
setting, both configuration set in this page for URL Access
Control and Web Feature will be inactive.

Both:Block -The router will block all the packages that
match with the conditions specified in URL Access Control
and Web Feature below. When you choose this setting, both
configuration set in this page for URL Access Control and Web
Feature will be inactive.

Either: URL Access Control First - When all the packages
matching with the conditions specified in URL Access Control
and Web Feature below, such function can determine the
priority for the actions executed. For this one, the router
will process the packages with the conditions set below for
URL first, then Web feature second.

Either: Web Feature First -When all the packages matching
with the conditions specified in URL Access Control and Web
Feature below, such function can determine the priority for
the actions executed. For this one, the router will process
the packages with the conditions set below for web feature
first, then URL second.

Both ; Pass v

Bath - Block
Either : URL Access Contral First
Either : Weh Feature First
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Log

None - There is no log file will be recorded for this profile.
Pass - Only the log about Pass will be recorded in Syslog.
Block - Only the log about Block will be recorded in Syslog.

All - All the actions (Pass and Block) will be recorded in
Syslog.

URL Access Control

Enable URL Access Control - Check the box to activate URL
Access Control. Note that the priority for URL Access
Control is higher than Restrict Web Feature. If the web
content match the setting set in URL Access Control, the
router will execute the action specified in this field and
ignore the action specified under Restrict Web Feature.

Prevent web access from IP address - Check the box to deny
any web surfing activity using IP address, such as
http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control. You must clear your browser
cache first so that the URL content filtering facility operates
properly on a web page that you visited before.

Action - This setting is available only when Either : URL
Access Control First or Either : Web Feature First is
selected.

® Pass - Allow accessing into the corresponding webpage
with the keywords listed on the box below.

® Block - Restrict accessing into the corresponding
webpage with the keywords listed on the box below.
If the web pages do not match with the keyword set
here, it will be processed with reverse action.

Exception List - Specify the object profile(s) as the
exception list which will be processed in an opposite manner
to the action selected above.

Group/Object Selections - The Vigor router provides several
frames for users to define keywords and each frame supports
multiple keywords. The keyword could be a noun, a partial
noun, or a complete URL string. Multiple keywords within a
frame are separated by space, comma, or semicolon. In
addition, the maximal length of each frame is 32-character
long. After specifying keywords, the Vigor router will decline
the connection request to the website whose URL string
matched to any user-defined keyword. It should be noticed
that the more simplified the blocking keyword list is, the
more efficiently the Vigor router performs.

Vigor2133 Series User’s Guide



Object'Group Edit

Keyword Object Mone  w
or Keyword Object Mone  w
or Keyword Object MNone W
or Keyword Object Mane  w
or Keyword Object Mone  w
or Keyword Object MNone W
aor Keyword Object Mong  w
aor Keyword Object Mang %
or Keyword Group MNaone |
or Keyword Group Mone
or Keyword Group Mone
or Keyword Group Mone w
or Keyword Group Maone
or Keyword Group Mone |«
or Keyword Group Mone
or Keyword Group Mone v
[ oK ] [ Close |
Web Feature Enable Restrict Web Feature - Check this box to make the

keyword being blocked or passed.

Action - This setting is available only when Either: URL
Access Control First or Either: Web Feature First is
selected.

Pass - Allow accessing into the corresponding webpage with
the keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage
with the keywords listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Cookie - Check the box to filter out the cookie transmission
from inside to outside world to protect the local user's
privacy.

Proxy - Check the box to reject any proxy transmission. To
control efficiently the limited-bandwidth usage, it will be of
great value to provide the blocking mechanism that filters
out the multimedia files downloading from web pages.

Upload - Check the box to block the file upload by way of
web page.
File Extension Profile - Choose one of the profiles that you

configured in Object Setting>> File Extension Objects
previously for passing or blocking the file downloading.

File Extension Profile: |Mone hd

Mone

1-image

After finishing all the settings, please click OK to save the configuration.
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V-2-3 Web Content Filter Profile

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

Service Activation Wizard allows you to use trial version of WCF directly without accessing
into the server (MyVigor) located on http://myvigor.draytek.com.

However, if you use the Web Content Filter Profile page to activate WCF feature, it is
necessary for you to access into the server (MyVigor) located on http://myvigor.draytek.com.
Therefore, you need to register an account on http://myvigor.draytek.com for using
corresponding service. Please refer to section of creating MyVigor account.

WCF adopts the mechanism developed and offered by certain service provider (e.g., DrayTek).
No matter activating WCF feature or getting a new license for web content filter, you have to
click Activate to satisfy your request. Be aware that service provider matching with Vigor
router currently offers a period of time for trial version for users to experiment. If you want
to purchase a formal edition, simply contact with the channel partner or your dealer.

Click CSM and click Web Content Filter Profile to open the profile setting page. The default
setting for Setup Query Server /Setup Test Server is auto-selected. You can choose another
server for your necessity by clicking Find more to open http://myvigor.draytek.com for
searching another qualified and suitable one.

Info 1 Web Content Filter (WCF) is not a built-in service of Vigor router but a
service powered by Commtouch. If you want to use such service (trial or
formal edition), you have to perform the procedure of activation first. For
the service of formal edition, please contact with your dealer/distributor
for detailed information.

Info 2 Commtouch is merged by Cyren, and GlobalView services will be continued
to deliver powerful cloud-based information security solutions! Refer to:

http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239
025151.html
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CSM == Weh Content Filter Profile J

Wehb-Filter License Activate
[Status: Mot Activated]
Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Web Content Filter Profile Table: | Set to Factory Default |
Profile Name Profile Hame
1. Default 5.
2. 6.
3. i
4, 8.

Cache : [L1 + L2 Cache »

Administration Message (Max 255 characters) Preview | [ Default Message ]

<hodyr<centerx<hrx<hbrx<hr><p=The recquested Web page «<br> from 353IP% «<br>to (URL: <brxthat
iz categorized with %CL% <br>haz been blocked by 3FHAME: Web Content Filter.<p>Fleaze
contact your systenm administrator for further information.</center=</body:

Legend:
uSIP% - SourcelP ,  %DIP% - DestinationIP ,  %URL% - URL
WCL% - Category , WANAMEY - Router Hame
Available settings are explained as follows:
Item Description
Activate Click it to access into MyVigor for activating WCF service.
Setup Query Server It is recommended for you to use the default setting,

auto-selected. You need to specify a server for categorize
searching when you type URL in browser based on the web
content filter profile.

Setup Test Server It is recommended for you to use the default setting,
auto-selected.

Find more Click it to open http://myvigor.draytek.com for searching
another qualified and suitable server.

Test a site to verify Click this link to do the verification.

whether it is categorized

Set to Factory Default Click this link to retrieve the factory settings.

Administration Message You can type the message manually for your necessity or

click Default Message button to get the default text
displayed on the field of Administration Message.

Preview - A dialog will appear to display the message typed
in the Administration Message.

Cache None - the router will check the URL that the user wants to
access via WCF precisely, however, the processing rate is
normal. Such item can provide the most accurate URL
matching.

L1 - the router will check the URL that the user wants to
access via WCF. If the URL has been accessed previously, it
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will be stored in the router to be accessed quickly if
required. Such item can provide accurate URL matching with
faster rate.

L2 - the router will check the URL that the user wants to
access via WCF. If the data has been accessed previously, the
IP addresses of source and destination IDs will be memorized
for a short time (about 1 second) in the router. When the
user tries to access the same destination ID, the router will
check it by comparing the record stored. If it matches, the
page will be retrieved quickly. Such item can provide URL
matching with the fastest rate.

L1+L2 Cache - the router will check the URL with fast
processing rate combining the feature of L1 and L2.

Eight profiles are provided here as Web content filters. Simply click the index number under
Profile to open the following web page. The items listed in Categories will be changed
according to the different service providers. If you have and activate another web content
filter license, the items will be changed simultaneously. All of the configuration made for web
content filter will be deleted automatically. Therefore, please backup your data before you
change the web content filter license.

CSM >> Web Content Filter Profile

Profile Index: 1
Profile Name: |Default Log: |Block v

BlackWhite List
Enable
Action: URL keywords:
Block v Edit

Action: | Block v

Groups Categories
Child Protection #| lcohol & Tobacco 4 Criminal Activity #| Gamhbling
Select Al ¥ Hate & Intolerance ¥ Tllegal Drug < mudity
Claar Al ¥ Porn & Sexually ¥ Wiolence ¥ \Weapons
¥ School Cheating ¥ Sex Education ¥ Tasteless

¥ Child Abuse Images

Leisure
Select All Entertainment Games Sports
Travel Leisure 8& Recreation Fashion & Beauty
Clear Al
Business

Available settings are explained as follows:

Item Description

Profile Name Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.

Black/White List Enable - Activate white/black list function for such profile.
URL keywords - Click Edit to choose the group or object
profile as the content of white/black list.

Pass - allow accessing into the corresponding webpage with
the characters listed on Group/Object Selections. If the web
pages do not match with the specified feature set here, they
will be processed with the categories listed on the box
below.
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Block - restrict accessing into the corresponding webpage
with the characters listed on Group/Object Selections.

If the web pages do not match with the specified feature set
here, they will be processed with the categories listed on the
box below.

Action

Pass - allow accessing into the corresponding webpage with
the categories listed on the box below.

Block - restrict accessing into the corresponding webpage
with the categories listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Log

None - There is no log file will be recorded for this profile.
Pass - Only the log about Pass will be recorded in Syslog.
Block - Only the log about Block will be recorded in Syslog.
All - All the actions (Pass and Block) will be recorded in
Syslog.

Block %

Mone
Pass

All

After finishing all the settings, please click OK to save the configuration.
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V-2-4 DNS Filter Profile

The DNS Filter monitors DNS queries on UDP port 53 and will pass the DNS query information
to the WCF to help with categorizing HTTPS URL's.

DNS can be specified in LAN>>General Setup by using the server (e.g., 168.95.1.1) on router
or external DNS server (e.g., 8.8.8.8). If the router server is used, DNS Filter General Setting
will be applied to DNS query from clients on LAN. However, if the external DNS server is used,
DNS Filter Profile will be applied to DNS query coming from clients on LAN.

Info

For DNS filter must use the WCF service profile to filter the packets,
therefore WCF license must be activated first. Otherwise, DNS filter does

not have any effect on packets.

CSM ==> DNS Filter

DNS Filter Profile Tahle | Setto Factory Default|
Profile Hame Profile Name
1. 5.
2. 6.
3. i
4. 8.

DNS Filter Local Setting

DNS Filter Enahle
Syslog Mane ¥
WCF Mone v
UCFE Mong ¥
BlackWhite List Enable Blacklist »
Address Type Any Address v
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
IP_Group Mane v
or IP Group Mane v
or |P Object Mane v
or IP Object Mone v
Administration Message  (Max 255 characters) Default Message

<hodyr<center><brr><br><br><p>The regquested Web page <br> from 53IP% <br>to 3URL%
<hrrthat is categorized with 3CL% <br>has been blocked by $ENAME: DNS Filter.
<p>Flease contact your system admwinistrator for further information.</center></body>

A

Legend:
%SIP% - Source P, WURL% - URL
%CL% - Category , %RNAME% - Router Name

Ok Cancel

Available settings are explained as follows:

Item Description

DNS Filter Profile Table It displays a list of different DNS filter profiles (with
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specified WCF and UCF).

Click the profile link to open the following page. Then, type
the name of the profile and specify WCF/UCF based on your
requirement.

CSM >> DNS Filter

Index No. 1

Profile Mame

Syslog Mone ¥

WCF Mone v
UCF Mone ¥

oK Clear

DNS Filter Local Setting

DNS Filter Local Setting will be applied to DNS query from
clients on LAN when router’s DNS server is used.

DNS Filter - Check Enable to enable such feature.

Syslog - The filtering result can be recorded according to the

setting selected for Syslog.

® None - There is no log file will be recorded for this
profile.

@ Pass - Only the log about Pass will be recorded in Syslog.

® Block - Only the log about Block will be recorded in
Syslog.

@ All - All the actions (Pass and Block) will be recorded in
Syslog.

WCEF- Set the filtering conditions.

UCF - Set the filtering conditions.

Black/White List - Specify IP address, subnet mask, IP
object, or IP group as a black list or white list for DNS
packets passing through or blocked by Vigor router.

Administration Message

Specify IP address, subnet mask, IP object, or IP group as a
black list or white list for DNS packets passing through or
blocked by Vigor router.

Type the words or sentences which will be displayed when a
web page is blocked by Vigor router. You can type the
message manually for your necessity or click Default
Message button to get the default text displayed on the field
of Administration Message.

After finishing all the settings, please click OK to save the configuration.

Vigor2133 Series User’s Guide

295



Application Notes

A-1 How to Create an Account for MyVigor

The website of MyVigor (a server located on http://myvigor.draytek.com) provides several
useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.) to filtering

the web pages for the sake of protecting your system.

To access into MyVigor for getting more information, please create an account for MyVigor.

Create an Account via Vigor Router

1.

296

Click CSM>> Web Content Filter Profile. The following page will appear.

CSM == Weh Content Filter Profile

Weh-Filter License
[Status: Mot Ackivated]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Weh Content Filter Profile Tahle: | Set to Factory Default |
Profile Hame Profile Hame
1. Default 5.
2. 6.
3. 7.
4 8.
Or

Click System Maintenance>>Activation to open the following page.

System Maintenance == Activation

Weh-Filter License
[Status: Mot Activated]

Activate via interface : | auto-selected ¥

Actirate

Authentication Message

Bladas TF vt e =mbE B rrem mrm =il slars s evelmm mlemes meeFim e Fee Sl ner mAsil flart Satiey Fo e

Vigor2133 Series User’s Guide



2. Click the Activate link. A login page for MyVigor web site will pop up automatically.

DrayTek

English v
=]
ISALAJAMEE TOILETS | ‘ ] @APTBHA"
& | yintsui -3
Login
Forgotten password? Create an account now

Customer Service : (886) 3 597 2727 or email to © support@draytek. com

3. Click the link of Create an account now.

4. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

ePersonal Information

ePrefe rences
eCompletion

Vigor2133 Series User’s Guide

Mytigor Agreement

1. Agreement

Draytek provides MyWigor(myvigor.dravtek com) service according to this agreement. When you use
My*igor service, it means that you have read, understand and agree to accept the items listed in this
agreement. Draytek can modify or change the content of the tems without any reasons. ftis
suggested for you to notice the medications or changes st any time. If you still use MyYigor service
after knowing the modificstions and changes of this service, t means you have read, understand and
agree to accept the modifications and changes. If you do not agree the content of this agreement,
please stop using kyVigor service

2. Redgistration
To use this service, you have to sgree the following condtions:

(&) Provide your complete and correct information according to the registration steps of this service

(Rt wou provide any incorrect or fake information here. DrawTek has the riohd to nauze or terminste

|

[

have read and understand the above Agreement. (Uze the seroll barto views the entire agreement)

[(<<Back | [ Accept>> |
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5. Type your personal information in this page and then click Continue.

6. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
cAgreemem
What kind of antivirus do you use? |Antivir v
I would like to subscribe to the MyVigor e-letter. v
Personal ad
Information 1 would like to receive DrayTek product news.
Ple.ase s.elect tl.le mail server for receiving the
_ verification mail.
GComplelion [ <= Back ] L Cantinue >> ]
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7. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

GAg reement

A confirmation ematl has been sent to mary_tedi@tech.com
Please click on the activation link: in the email
to actrvate your account

Personal
Information

€ Freforences ‘TART
€ completion

8. Check to see the confirmation email with the title of New Account Confirmation Letter
from myvigor.draytek.com.

#HEEE This 13 an automated message from mywvigor draytels com #4++*
Thank you (Mary) for creating an account.
FPleasze click on the actrvation link below to activate yvour account

Link : Activate my Account

9. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Reg:'ster Search far this SitE| |[ GO ]

Register Confirm

Thank for your register in VigorPro Web Site
The Register process is completed
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10. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password.

MyVigor DrayTek

(¥
English v _

~
SALAJAMBE TOILETS | ‘ | @Amm--
&  yintsui -3
Login
Forgotten password? Create an account now

Custorner Service © (386) 3 597 2727 or emall to © supporti@draytek. com

11. Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.

Create an Account via MyVigor Web Site

1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then,
click the link Click here! to access into next page.

Dray Tek

i Home
yvigertorgou ~

About Us

MyVigor website replaces the VigorPro site as DrayTek's portal site for l:l
Product the latest products and services in network security, including Anti- Userhisme
My Infermation Virus, Anti-Spam. Web Content Filter... efc. The products and functions Password
VigorPro that are supporied in this site include: AuthCoge :I
VigorPro Unified Security Firewall series: Q) k Vd
« Activation of Commtouch ™™ GlobalView Web Content Filter If you cer't resd the AuthCode , dlick here
license key
« Activation of DT Anti-Virus license key
« Activation of Kaspersky Anti-Virus license key » Forget password?
« Activation of Commiouch™ Anti-Spam license key and B
membership

Not registered yet ? Click here !

Vigor routers (for models that support Commtouchm)

« Activation of Commtouch™™ GlobalView Web Content Filter
license key

The MyVigor website contains a trail version of commtouch™
GlobalView Web Content Filter. which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

Plesse use IE 50 or sbove

{ resolution 1024 = 768 } for best More customer-oriented services are planned for MyVigor site for the
display. © DrayTek Corp near future.
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2. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

ePersonal Information

ePreferences
GCompletion

Myigor Agresment

1. Agresment

Draytek provides My Wigor(mywigor.dravtek.com) service according to this agresment. When you use
Myigor service, it means that you have read, understand and agree to accept the tems listed in this
agresmert. Dravtek can modify or changs the contert of the tems without any reasons. tis
suggested for you to notice the medications or changes st any time. If you still use MyYigor service
after knowing the modifications and chanoes of thiz service, it means you have read, understand and
agree to accept the modifications and changes. If you do not agree the contert of this agreemernt,
pleaze stop using MyWigor service.

2. Registration
Touse this service, you have to sgree the following condtions:

(&) Provide your complete and correct information according to the registration steps of thiz service

R lf vou provide any incorrect or fake information here, DrawvTek has the riaht to pause o terminste

[+

[

hawe read and understand the abowe Agreement. (Use the seroll bar to view the entire agreement)

[ <<Back | [ Accept=> |

3. Type your personal information in this page and then click Continue.

4. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
aAgreemem
What kind of anti-virus do you use? |AntiVir -
i i i g . v
Personal I would like to subscribe to the MyVigor e-letter

Information

| would like to receive DrayTek product news.

Please select the mail server for receiving the

- f B Global Server | W

eCmnpletion

[((Back] L Caontinue == ]

5. Now you have created an account successfully. Click START.
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Create an account - Please enter personal profile.

Completion
oAgreement

A confirmation email has been sent to mary_ted@tech.com
Personal Please chck on the activation link m the email

q to activate your account
Information

G roerences START
GCnmplelion

6. Check to see the confirmation email with the title of New Account Confirmation Letter
from myvigor.draytek.com.

*FHHEE This 13 an automated message from mywigor. draytels com #¥¥+*

Thank you (Mary) for creating an account.
Flease click on the activation link below to activate vour account

Link : Activate my Account

7. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site
Register Confirm

The Confirm message of New Owner(Mary) maybe timeout
Please try again or contact to draviek com
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8. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of Auth
Code according to the value displayed on the right side of it.

MyVigor DrayTek

: mEA
English v
o
SALAJAMEE TOILETS | | g, @Amm.-
&  yintsu -3
- I .
Login

Forgotten password? Create an account now

Custormer Service : (B868) 3 557 2727 or emnail to © supporti@draytek.com

Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.
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A-2 How to Block Facebook Service Accessed by the Users via Web Content
Filter / URL Content Filter

There are two ways to block the facebook service, Web Content Filter and URL Content Filter.

Web Content Filter,

Benefits: Easily and quickly implement the category/website that you want to block.

Note: License is required.

URL Content Filter,

Benefits: Free, flexible for customize webpage.

Note: Manual setting (e.g., one keyword for one website.)

l. Via Web Content Filter
1. Make sure the Web Content Filter (powered by Commtouch) license is valid.

C5M == Web Content Filter Profile

Web-Filter License Activate
[Status:Commtouch] [Start Date:2012-12-31 Expire Date:2013-01-08]

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Web Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. Default 5.
2 6.
3. 1
4 8.
Administration Message (Max 255 characters) Cache : |L1+ L2 Cache +

<body>»<center><br><br><br><p>The requested Wek page <br> from T5IP% <br>to IURLE
<br>»that i= categorized with %CL% <br>has been blocked by %RNAME: Webk Content
Filter.<p>Please contact ur system administrator for further
information.</center></body>
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2. Open CSM >> Web Content Filter Profile to create a WCF profile. Check Social
Networking with Action, Block.

=1l sUuse LildysEs

Leisure
Salect All CEentertainment [JGames Osports
CTravel [Leisure & Recreation  []Fashion & Beauty
Clear All
Business
Select All [JBusiness [J1ob search [Oweb-based Mail
Clear All
Chating
2o Ochat [instant Messaging
Clear All
- O anonymizers CJForums & Newsgroups []Computers
Select Al [lDownload Sites [1Streaming, Downloads [IPhishing & Fraud

(] 1
[=d [=]
= =3
o =
o
2
=
=0
15}
o
3
=
1]
5
3
L]
-

Clear All [ search Engine,Portals ocial Networkin [dspam sites
CImalware [Jeotnets [IHacking
[1llegal software [Jinformation Security [lpreer-to-Peer
[JAadv & Pop-Ups Oarts [ Transportation

Select All [0 compromised [Opating & Personals [CEducation

3.  Enable this profile in Firewall>>General Setup>>Default Rule.

Firewall == General Setup

General Setup

General Setup Default Rule

Actions for default rule:

Application Action/Profile Syslog
Filter 0
Sessions Control 55/ O
Quality of Service O
Load-Balance policy ]
User Management |Nune v| O
APP Enforcement O
URL Content Filter MNane w O
Web Content Filter 1-Default | O
MNane

. Create New
Advance Setting
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Next time when someone accesses facebook via this router, the web page would be

blocked and the following message would be displayed instead.

The requested Web page
from 192.166.2.114
to wwrw facebook.com/

that is categorized with [Social Networking]

has been blocked by Web Content Filter,

Fleaze contact your system administrator for further information.

[Fowered by DrayTek]

Il. Via URL Content Filter

A. Block the web page containing the word of “Facebook”

1. Open Object Settings>>Keyword Object. Click an index humber to open the setting

page.

2. In the field of Contents, please type facebook. Configure the settings as the following

figure.

Objects Setting > Keyword Object Setup

Profile Index : 1

Mame Facebook
Contents facehook|

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.

Example:

Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. wvirus
3. keep out

[ OK ] ’ Clear ] [ Cancel ]

3.  Open CSM>>URL Content Filter Profile. Click an index number to open the setting

page.
4.  Configure the settings as the following figure.
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C5M == URL Content Filter Profile

Profile Index: 1
Profile Hame: Facebook

Priority: Either - URL Access Control First |  Log: Mone |

1.URL Access Control

[“lEnable URL Access Control [Oprevent web access from IP address
Action: Group/Object Selections
Block |» Facebook

2.\WWeb Feature

[JEnable Restrict Weh Feature
Action:

Pass v| [cCookie [proxy [upload File Extension Profile: |Mone v

[ Ok ] [ Clear ] [ Cancel ]

5.  When you finished the above steps, click OK. Then, open Firewall>>General Setup.

6. Click the Default Rule tab. Choose the profile just configured from the drop down list in

the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

B. Disallow users to play games on Facebook

1. Open Object Settings>>Keyword Object. Click an index humber to open the setting
page.

2. In the field of Contents, please type apps.facebook. Configure the settings as the
following figure.
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Objects Setting => Keyword Object Setup

Profile Index : 2

MName facebook-apps

Contents apps facebook

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.

Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. wvirus
3. keep out

[ oK ] [ Clear ] [ Cancel ]

3. Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.
4.  Configure the settings as the following figure.

C5M == URL Content Filter Profile

Profile Index: 2
Profile Name:  |face.apps

Priority: Either - URL Access Control First ¥ | Log: MNone v

1.URL Access Control
[#lEnable URL Access Control Oprevent web access from IP address
Action: Group/Object Selections

Block v facebook

2.\Web Feature
[JEnable Restrict Web Feature
Action:
Pass | [dCookie [Proxy [JUpload File Extension Profile: |Mone %

[ OK ] [ Clear ] [ Cancel ]

5. When you finished the above steps, please open Firewall>>General Setup.

6. Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word

“facebook” inside.
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Firewall == General Setup

General Setup

General Setup Default Rule

Actions for default rule:
Application
Filter

Sessions Control
Quality of Service
Load-Balance policy

User lanagement
APP Enforcement
P e

Action/Profile

o/[60000 |

|N0ne

"]

Mone ht

URL Content Filter

2 face.apps_Ji3

Web Content Filter

MNone “

Syslog

OooooOooono

Advance Setting
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Part VI Management

Vigor2133 Series User’s Guide

b,

System
Maintenance

———
————
——

Bandwidth
Management

User
Management

There are several items offered for the Vigor router
system setup: System Status, TR-069, Administrator
Password, User Password, Login Page Greeting,
Configuration Backup, Syslog /Mail Alert, Time and
Date, Management, Reboot System, Firmware Upgrade
and Activation.

It is used to control the bandwith of data transmission
through configuration of Sessions Limit, Bandwidth
Limit, and Quality of Servie (QoS).




VI-1 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
System Status, TR-069, Administrator Password, User Password, Login Page Greeting,
Configuration Backup, Syslog /Mail Alert, Time and Date, Management, Reboot System,
Firmware Upgrade and Activation.

Below shows the menu items for System Maintenance.

System Maintenance
System Status
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Web User Interface

VI-1-1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and WAN
interface information. Also, you could get the current running firmware version or firmware
related information from this presentation.

System Status
Model Name :Vigor2133vac
Firmware Version 1388
Build Date/Time :Feb 27 2018 17:29:02
LAN
MaC Address IP Address  Subnet Mask DHCP Server DNS
Lam1 00-1D-A48-65-DF-FO 192,168.1.1 235.255.255.0 ON 8.8.8.8
LAMNZ o0-1D-AA-66-DF-FO 192.168.2.1 255.255.255.0 O~ 8.8.8.8
LAMNG 0o0-1D-A4-66-DF-FO 192.168.3.1 255.255.255.0 O~ 8.8.8.8
LaM<4 00-1D-A4-66-DF-FO  192.162.4.1 255.255.255.0 O~ 89.8.8.8
IP Routed Subnet  00-1D-A4-56-DF-FO  192,168.0.1 255.255.255.0 ON 5.8.8.8
Wireless LAN{2.4GHz)
MAC Address Freqguency Daomain Firmware Wearsion j=3=1{n]
Q0-10-A8-66-DF-FO Europe 4.0.1.0rev2.F1 DrayTek
Wireless LAN{5GHz)
MaC Address Frequency Domain Firmware “ersion SSID
00-1D-48-66-DF-F2 Eurcpe 10.2-00082-4 DrayTek_5SG
VAN
Link Status MAC Address Connection  IP Address  Default Gateway
WAN1 Disconnected 00-1D-88-66-DF-F1 DHCP Client  --- ---
Wak3 Disconnected  00-10-A8-66-DF-F3 --- - -
1Pvi
Address Scope Internet Access Mode
LAM  FEBD::210:AMFFFEGE DFFO/64 Link o
VolP
Port Profile Req. InfOut
FPhone1 Mo 0/0
Phone2 Mo 0/0
User Mode is OFF now,
Available settings are explained as follows:
Item Description
Model Name Display the model name of the router.
Firmware Version Display the firmware version of the router.
Build Date/Time Display the date and time of the current firmware build.
LAN MAC Address
- Display the MAC address of the LAN Interface.
IP Address
- Display the IP address of the LAN interface.
Subnet Mask
- Display the subnet mask address of the LAN interface.
DHCP Server
- Display the current status of DHCP server of the LAN
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interface.
DNS
- Display the assigned IP address of the primary DNS.

WAN

Link Status

- Display current connection status.

MAC Address

- Display the MAC address of the WAN Interface.
Connection

- Display the connection type.

IP Address

- Display the IP address of the WAN interface.

Default Gateway

- Display the assigned IP address of the default gateway.

IPv6

Address - Display the IPv6 address for LAN.

Scope - Display the scope of IPv6 address. For example, IPv6
Link Local could only be used for direct IPv6 link. It can't be
used for IPv6 internet.

Internet Access Mode - Display the connection mode chosen
for accessing into Internet.
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VI-1-2 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

System Maintenance >> TR-069 Setting

ACS and CPE Settings Export Parameters
Tro69 ® Disable O Enahble
ACS Server On
ACS Server
URL
Acquire URL from DHCP option 43
Username
Password
Event Code
Last Inform Response Time ((NA) .
CPE Client
Http Https
URL
Port tefufate]
Username vigor
Password
Periodic Inform Settings
@ Disahle
O Enable
Interval Time 900 second(s)
STUH Settings
® Disable
O Enahble
Server Address
Server Port 3478
Minimum Keep Alive Period 1] second(s)
Maximum Keep alive Period -1 second(s)
Apply Settings to APs
® Disahle
O Enable

AP Password

Apply Specific STUM Settings to APs

Bandwidth Utilisation Motification Settings

® Disable
O Enahble
Time Period

and accuracy of Bandwidth data.

Note: Please turn off Hardware Acceleration in the router to receive Alerts Motifications,

WAN Threshold Level Line Speed
WANT Medium|o % Higho % of Teio Mbps  R¥:o Mbps
A ] Mediurn|o % Highlo % of TH:0 Mbps  R¥:0 Mbps

Note: If "Apphly Specific STUN Settings to APs" is enabled, router STUN Settings would be discarded.

(

J

QK

J |

Clear

Available settings are explained as follows:

Item Description

Tr069 Click Enable to activate the settings on this page.

ACS Server On Choose the interface for the router connecting to ACS server.
ACS Server URL/Username/Password - Such data must be typed

according to the ACS (Auto Configuration Server) you want to
link. Please refer to Auto Configuration Server user’s manual
for detailed information.
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Wizard - Click it to enter the IP address of VigorACS server,
port number and the handler.

Test With Inform - Click it to send a message based on the
event code selection to test if such CPE is able to
communicate with VigorACS S| server.

Event Code - Use the drop down menu to specify an event to
perform the test.

Last Inform Response Time - Display the time that VigorACS
server made a response while receiving Inform message from
CPE last time.

CPE Client

Such information is useful for Auto Configuration Server.

Enable/Disable - Allow/Deny the CPE Client to connect with
Auto Configuration Server.

Port - Sometimes, port conflict might be occurred. To solve
such problem, you might change port number for CPE.

Username and Password - Type the username and password
that VigorACS can use to access into such CPE.

Periodic Inform Settings

The default setting is Enable. Please set interval time or
schedule time for the router to send notification to CPE. Or
click Disable to close the mechanism of notification.

STUN Settings

The default is Disable. If you click Enable, please type the
relational settings listed below:

Server Address - Type the IP address of the STUN server.
Server Port - Type the port number of the STUN server.

Minimum Keep Alive Period - If STUN is enabled, the CPE
must send binding request to the server for the purpose of
maintaining the binding in the Gateway. Please type a
number as the minimum period. The default setting is “60
seconds”.

Maximum Keep Alive Period - If STUN is enabled, the CPE
must send binding request to the server for the purpose of
maintaining the binding in the Gateway. Please type a
number as the maximum period. A value of “-1” indicates
that no maximum period is specified.

Apply Settings to APs

This feature is able to apply TR-069 settings (including STUN
and ACS server settings) to all of APs managed by Vigor2133
at the same time.

Disable - Related settings will not be applied to VigorAP.

Enable - Above STUN settings will be applied to VigorAP after
clicking OK. If such feature is enabled, you have to type the
password for accessing VigorAP.

® AP Password - Type the password of the VigorAP that
you want to apply Vigor2133’s TR-069 settings.

Apply Specific STUN Settings to APs - After clicking the
Enable radio button for Apply Settings to APs, if you want to
apply specific STUN settings (not the STUN Settings
configured for Vigor2133) to VigorAPs to meet specific
requirements, simply check this box. Then, type the server
IP address, server port, minimum keep alive period and
maxmum keep alive period respectively.

Bandwidth Utilisation
Notification Settings

To administrator, this feature is useful to monitor the
bandwidth utilization of CPE(s). When the bandwidth used is
over the threshold level (percentage defined in medium and
high fields), a notification will be sent to VigorACS. After a
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long time observation, the administrator can determine if it
is necessary to increase the bandwidth setting for that CPE or
not.

Enable - Click it to enable such feature.
Time Period - Choose the time interval (15 mins, 30 mins,

lhour, 3 hours, or 6 hours) for CPE to send a notification of
bandwidth utilization to VigorACS.

WAN - Choose the WAN interface for applying the bandwidth
utilization notification mechanism.

Threshold Level - Set the percentage of bandwidth in
transmission and receiving data as threshold values for CPE
to detect bandwidth utilization.

Line Speed - Set the transmission rate and receiving rate for
specified WAN interface.

After finishing all the settings here, please click OK to save the configuration.
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VI-1-3 Administrator Password

This page allows you to set new password.

Systemn Maintenance »=> Administrator Password Setup

Administrator Password

Qld Password  ~ [seees

Mew Password 0 |[sesssssesseseses {Max. 83 characters allowed)

Confirm Password {Max. 83 characters allowed)

Password Strength:

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter,
2. Including non-alphanumeric characters is a plus.

Administrator Local User

Note: Password can contain only a-z A-Z2 0-9, ;@

et [T @# () E W&

Local User
Local User List

Index User MName

Specific User

User Name:

Password:

Enable 'admin' Login From \Wan

Canfirm Password:

Add Edit Delete

Ok

Available settings are explained as follows:

Item

Description

Administrator Password

Old Password - Type in the old password. The factory default
setting for password is “admin”.

New Password -Type in new password in this field. The
length of the password is limited to 23 characters.

Confirm Password -Type in the new password again.

Password Strength - Display the security strength of the
password specified above.

Administrator Local User

The administrator can login web user interface of Vigor
router to modify all of the settings to fit the requirements.
This feature allows other user in LAN who can access into the
web user interface with the same privilege of the
administrator.

Local User - Check the box to enable the local user
configuration.

Local User List - It displays the username of the local user.
User Name - Give a user name for the local user.
Password - Type the password for the local user.
Confirm Password - Type the password again for
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confirmation.

Add - After typing the user name and password above, simply
click it to create a new local user. The new one will be shown
on the Local User List immediately.

Edit - If the username listed on the box above is not
satisfied, simply click the username and modify it on the
field of User Name. Later, click Edit to update the
information.

Delete - If the local user listed on the box above is not
satisfied, simply click the username and click Delete to
remove it.

Enable Admin Login From Wan - The default setting is
enabled. It can ensure any user accessing into web user
interface of Vigor router through Internet by
username/password of “admin/admin”.

When you click OK, the login window will appear. Please use the new password to access into
the web user interface again.
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VI-1-4 User Password

This page allows you to set new password for user operation.

System Maintenance >> User Password

¥/ Enable User Mode for simple web configuration

User Password | Setto Factory Default |
Password
Confirm Password (Max. 23 characters allowed)

Password Strength:

Strong password requirements:
1. Have at least one upper-case letter and one lower-case letter,
2. Including non-alphanumeric characters is a plus.

Note:
1. Password can contain a-z 4-Z20-9, ;. "= *+=|7@# 1)
2, Password can't be all asterisks(*), For example, ™' or "***' is illegal, but '123*' or '*45' is QK.

ok
Available settings are explained as follows:

Item Description

Enable User Mode for After checking this box, you can access into the web user

simple web configuration | interface with the password typed here for simple web
configuration.

The settings on simple web user interface will be different
with full web user interface accessed by using the
administrator password.

Password Type in new password in this field. The length of the
password is limited to 31 characters.

Confirm Password Type in the new password again.

Password Strength Display the security strength of the password specified
above.

Set to Factory Default Click to return to the factory default setting.

When you click OK, the login window will appear. Please use the new password to access into
the web user interface again. Below shows an example for accessing into User Operation with
User Password.

1. Open System Maintenance>>User Password.

2. Check the box of Enable User Mode for simple web configuration to enable user mode
operation. Type a new password in the field of New Password and click OK.

System Maintenance »=> User Password

[¥IEnable User Mode for simple web configuration

User Passwaord | Set to Factory Default |
Password {Max. 23 characters allowed)
Confirm Password {Max. 23 characters allowed)

Password Strength:

Strong password requirements:

1. Have at least one upper-case letter and one lower-case letter,
2. Including non-alphanumeric characters is a plus.
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3. The following screen will appear. Simply click OK.

System Maintenance == User Password

Active Configuration

Password Hih

4. Log out Vigor router web user interface by clicking the Logout button.

= e &

5. The following window will be open to ask for username and password. Type the new user
password in the filed of Password and click Login.

Dr ayTe k Vl'gdr21“33 Series

Username \admin

Password essee

Login

Copyright © 2000- 2016 DrayTek Corp. All Rights Reserved.

Vigor2133 Series User’s Guide 321



6. The main screen with User Mode will be shown as follows.

Settings to be configured in User Mode will be less than settings in Admin Mode. Only basic
configuration settings will be available in User Mode.

Info Setting in User Mode can be configured as same as in Admin Mode.
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VI-1-5 Login Page Greeting

When you want to access into the web user interface of Vigor router, the system will ask you
to offer username and password first. At that moment, the background of the web page is
blank and no heading will be displayed on the Login window. This page allows you to specify
login URL and the heading on the Login window if you have such requirement.

Systemn Maintenance >> Login Page Greeting

Login Page Greeting

Enable
Login Page Title Router Lagin {31 char max.}
Welcome Message and Bulletin {Max 511 characters) Preview| Setto Factory Default |

<hlr<br<font color=red:Welcome Message</font></br</hl><p>This welcome
message is displayed in the Login page of the router. Replace this text
with your own message. </p><olx><1i>The welcome message can be yritten in
HTML so lists such as this one can be created </1i»<1i>0Other markup tags
such as p, font or img can he used</li></ol>

Examples of Welcome Massage and Bulletin:
<hl=<h=<font color=red=Welcome Message</font=</b></hl>
<p=hMessage</p=

[0]54 Cancel

Available settings are explained as follows:

Item Description

Enable Check this box to enable the login customization function.

Login Page Title Type a brief description (e.g., Welcome to DrayTek) which
will be shown on the heading of the login dialog.

Welcome Message and Type words or sentences here. It will be displayed for

Bulletin bulletin message. In addition, it can be displayed on the

login dialog at the bottom.
Note that do not type URL redirect link here.

Preview Click it to display the preview of the login window based on
the settings on this web page.

Set to Factory Default Click to return to the factory default setting.

Below shows an example of login customization with the information typed in Login
Description and Bulletin.
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Dray’I'ek lgor2133 Series

Just for Access Internet

Username admin

Password senee

Login

Copyright & 2000- 2017 DrayTek Corp. all Rights Reserved.

Welcome Message

This welcome message is displayed in the Login page of the router. Feplace this text with yvour own message.

1. The welcome message can be written in HTML so lists such as this one can be created
2. Other markup tags such as p, font or img can be used
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VI-1-6 Configuration Backup

Such function can be used to apply the router settings configured by Vigor2132 to Vigor2133.

Backup the Configuration

Follow the steps below to backup your configuration.
1. Go to System Maintenance >> Configuration Backup. The following page will be
popped-up, as shown below.

System Maintenance >> Configuration Backup

Configuration Backup / Restoration
Restore
Restore settings from a configuration file.

* | BEER RESTIRER
USE Storage e

Restore configuration except the login password,
Note:
This will wark only if the selected configuration file was created from this device,

Restare

Backup
Back up the current settings into a configuration file,

Protect with password

Backup

iuto Backup to USB storage
Enable
Backup folder 2
Periodicity backup
Cycle duration: |0 ¥ | days and |0 ¥ | hours
Backup after change configuration
oK

NHote:

1.When loading a configuration file from a model in the Supported Model List please note that features
and functionality can vary between models so please manually verify the settings after the
restaoration,

2, Aauto backup to USB: if settings do not change, configuration doesn't backup.

3. Auto backup to USBE: if configuration backup multiple times in one hour, the ald file will be overwritten
with the same filename.

Supported Model List

Model Firmware YWersion
Yigor2132 3.7.9, or later

Available settings are explained as follows:

Item Description

Restore Choose File - Click it to specify a file to be restored.

Restore configuration except the login password - If the
password settings shall not be restored and applied to
Vigor2133, simply check this box to get rid of password
settings.

Click Restore to restore the configuration. If the file is
encrypted, the system will ask you to type the password to
decrypt the configuration file.
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Backup Click it to perform the configuration backup of this router.

Protect with password- For the sake of security, the
configuration file for the router can be encrypted.

ackup
Back up the current settings into a configuration file.

Protect with password

Password (Max, 23 characters allowed)
Confirm Passwaord (Max, 23 characters allowed)

® Password - Type several characters as the password for
encrypting the configuration file.

® Confirm Password - Type the password again for
confirmation.

Auto Backup to USB | The configuration can be stored to a USB connecting to Vigor
storage router as a backup.

Backup folder - Set the path for downloading.
Periodicity backup - Set the circle duration for backup.

Backup after change configuration - Backup will be
executed whenever the configuration is changed.

Support Model List Web configuration file from other Vigor router can be
applied to Vigor2133 series. At present, only the
configuration file of Vigor2132 is accepted for Vigor2133.

This field displays model name(s) and firmware which web
configuration file saved can be used by such router.

2.  Click Backup button to get into the following dialog. Click Save button to open another
dialog for saving configuration as a file.

3. In Save As dialog, the default filename is config.cfg. You could give it another name by
yourself.
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4.

Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or Linux

1)

Info

platform will appear different windows, but the backup function is still available.

Backup does not include information of Certificate.

Backup for Certification must be done independently. The Configuration

Restore Configuration
1.
System Maintenance => Configuration Backup

Configuration Backup / Restoration
Restore

Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up, as shown below.

Restore settings from a configuration file,
o | BEEE | ARBESfER
USE Storage

Restore configuration except the login password,
Note:

This will work anly if the selected configuration file was created from this device,
Restare

Backup

Back up the current settings into a configuration file.
Protect with password

Backup

IAuto Backup to USB storage
Enable

Backup folder 2

Periodicity backup

Cycle duration: |0 v |days and |0 7

hours
Backup after change configuration

Ok
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2. Click Choose File button to choose the correct configuration file for uploading to the
router.

3.  Click Restore button and wait for few seconds, the following picture will tell you that
the restoration procedure is successful.
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VI-1-7 Syslog/Mail Alert

SysLog function is provided for users to monitor router.

System Maintenance >> SysLog / Mail Alert Setup

SysLog / Mail Alert Setup

SysLog Access Setup Mail Alert Setup

¥ Enable ¢ Enable Send a test e-mail
Syslog Save to: SMTP Server
¥ Syslog Server SMTP Part 2
USE Disk Mail T
ail To
Router Hame DrayTek
Return-Path
Server IP/Hostname
. . Use 550
Destination Port 514 o
. Authentication
Mail Syslog Enahble Username
Enable syslog message:
Password

¥ Firewall Log

¥ wPN Log Enable E-Mail slert:

¥ User Access Log ¥ DoS Attack

¥ Call Log ¥ APPE

4 Wal Log ¥ WPN LOG

¥l Router/DSL information &PPE Signature

< WLAN Log Debug Lag
Note:

1. Mail Syslog cannot be activated unless USE Disk is ticked for "Syslog Save to".
2, Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes,
3. We only support secured SMTP connection on port 465,

ik Clear

Available settings are explained as follows:

Item Description

SysLog Access Setup Enable - Check Enable to activate function of syslog.

Syslog Save to - Check Syslog Server to save the log to Syslog
server.

Check USB Disk to save the log to the attached USB storage
disk.

Display the name for such router configured in System
Maintenance>>Management.

Router Name

If there is no name here, simply lick the link to access into
System Maintenance>>Management to set the router name.

Server IP /Hosthame -The IP address of the Syslog server.
Destination Port - Assign a port for the Syslog protocol.

Mail Syslog - Check the box to recode the mail event on
Syslog.

Enable syslog message - Check the box listed on this web
page to send the corresponding message of firewall, VPN,
User Access, Call, WAN, Router/DSL information to Syslog.

Mail Alert Setup Check Enable to activate function of mail alert.

Send a test e-mail - Make a simple test for the e-mail
address specified in this page. Please assign the mail address
first and click this button to execute a test for verify the mail
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address is available or not.

SMTP Server/SMTP Port - The IP address/Port number of the
SMTP server.

Mail To - Assign a mail address for sending mails out.

Return-Path - Assign a path for receiving the mail from
outside.

Use SSL - Check this box to use port 465 for SMTP server for
some e-mail server uses https as the transmission method.

Authentication - Check this box to activate this function
while using e-mail application.

User Name - Type the user name for authentication.
Password - Type the password for authentication.

Enable E-mail Alert - Check the box to send alert message to
the e-mail box while the router detecting the item(s) you
specify here.

Click OK to save these settings.

For viewing the Syslog, please do the following:

1.
2.

Just set your monitor PC’s IP address in the field of Server IP Address

Install the Router Tools in the Utility within provided CD. After installation, click on the
Router Tools>>Syslog from program menu.

f@ Router Tools ¥2.5.1 WD About Router Tools

B, Firmware Upgrade Utility
1 Syslog

i5 Uninstsll Router Tools ¥3.5.1
@] Visit DrayTek Web Site
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3. From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.

Otherwise, you won’t succeed in retrieving information from the router.

| DrayTek

EE

Ellz :Eo1p

Log Filter
Keyword

Apply k0!

| Firewal i

172.16.3.130 7 WA Information
it T Rate

==
Syslog Utility

R Rate

| |

Tool Setup | Telnet Read-ont Sstup || Codepage Information | Recovervl Network Information | et State |

Syskem|

Host Name
NIC Description
MIC Infarmation
MAC Address
1P Address
Subnet Mask

DMS Servers

Defaul: Geteway

DHCP Server

Lease Obtained

Lease Expires

cartie-0c7ch251

|Atheros ARG1Z1fARE113/AREL L4 PCI-E Ethernet Controller - Packet Schedub v |

©n Line Routers

EO-CBAEDA-45-79 IP Address Mask. WA

192.166.1.10 2 192.168.1.5 255.255.25... 00-50-7F-CD-0...
255.255,255.0

0844
08488

192.165.1.5
192,166.1.5

Tue Aug 27 00:04:10
2013

Fri Aug 30 00:04:10

I

|~
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VI-1-8 Time and Date

It allows you to specify where the time of the router should be inquired from.

System Maintenance >> Time and Date

Time Information

Current System Time 2000 Jan 4 Tue 18 22 53 Inguire Time
Time Setup
Use Browser Time
® Use Internet Time
Time Server pool.ntp.ory
Priarity Auto v
Tirme Zone (GWT) Greenwich Mean Time : Dublin v
Enable Daylight Sawving Advanced
automatically Update Interval 30 min ¥
Send NTP Request Through Auto ¥
(0]24 Cancel

Available settings are explained as follows:

Item Description

Current System Time Click Inquire Time to get the current time.

Use Browser Time Select this option to use the browser time from the remote
administrator PC host as router’s system time.

Use Internet Time Select to inquire time information from Time Server on the
Internet using assigned protocol.

Time Server Type the web site of the time server.

Priority Choose Auto or IPv6 First as the priority.

Time Zone Select the time zone where the router is located.

Enable Daylight Saving Check the box to enable the daylight saving. Such feature is

available for certain area.
Advanced - Click it to open a pop up dialog.

Daylight Saving Advanced
& Default
Start: Mo Daylight Saving
End: Mo Daylight Saving
() Date Range

Start: | Year W Manth  » Day w 00:00 »
End: |Year | |Month | [Day % | |00:00 %

O Yearly
Start: ¥early On | Janual |« First = Sunda w 00:00 »

End: “early On|Janual % | |First % | Sunda % | 00:00 s

[ ok ] [ Close |

Use the default time setting or set user defined time for your
requirement.

Automatically Update Select a time interval for updating from the NTP server.
Interval
Send NTP Request Specify a WAN interface to send NTP request for time
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Through synchronization.

Click OK to save these settings.

VI-1-9 SNMP

This page allows you to configure settings for SNMP and SNMPV3 services.

The SNMPv3 is more secure than SNMP through the encryption method (support AES and DES)
and authentication method (support MD5 and SHA) for the management needs.

System Maintenance »»> SNMP
SNMP Setup
+ Enable SMMP Agent

Get Community public

Set Community private

Manager Host IP(IPv4) Index P Subnet Mask
1 .
o -
3 -

Manager Host IP(IPvE) Index IPva &Address / Prefi

Length

1 A0
2 Ao
3 Ao

Trap Community puhblic

Motification Host IP(IPv4) Index IP
1
2

Motification Host IR(IPvE) Index IPvE &Address
1
2

Trap Timeout 10

Enable SNMPY3 Agent

JSM User

Auth algorithim o Auth -

Auth Password

Privacy Algorithm o Priv

Privacy Password

Ok Cancel

Available settings are explained as follows:

Item Description
Enable SNMP Agent Check it to enable this function.
Get Community Set the name for getting community by typing a proper

character. The default setting is public.
The maximum length of the text is limited to 23 characters.

Set Community Set community by typing a proper name. The default setting
is private.
The maximum length of the text is limited to 23 characters.

Manager Host IP (IPv4) Set one host as the manager to execute SNMP function.
Please type in IPv4 address to specify certain host.
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Manager Host IP (IPv6)

Set one host as the manager to execute SNMP function.
Please type in IPv6 address to specify certain host.

Trap Community

Set trap community by typing a proper name. The default
setting is public.
The maximum length of the text is limited to 23 characters.

Notification Host IP (IPv4)

Set the IPv4 address of the host that will receive the trap
community.

Notification Host IP (IPv6)

Set the IPv6 address of the host that will receive the trap
community.

Trap Timeout

The default setting is 10 seconds.

Enable SNMPV3 Agent

Check it to enable this function.

USM User

USM means user-based security mode.

Type a username which will be used for authentication. The
maximum length of the text is limited to 23 characters.

Auth Algorithm

Choose one of the encryption methods listed below as the
authentication algorithm.

Mo Auth |+

MD3
SHA

Auth Password

Type a password for authentication. The maximum length of
the text is limited to 23 characters.

Privacy Algorithm

Choose one of the methods listed below as the privacy
algorithm.

Mo Priv v

DES
AES

Privacy Password

Type a password for privacy. The maximum length of the
text is limited to 23 characters.

Click OK to save these settings.
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VI-1-10 Management

This page allows you to manage the settings for Internet/LAN Access Control, Access List from
Internet, Management Port Setup, TLS/SSL Encryption Setup, CVM Access Control and Device
Management.

The management pages for IPv4 and IPv6 protocols are different.

For IPv4
System Maintenance >> Management a
IPv4 Mar it Setup IPvG M: it Setup LAN Access Setup
Router Mame DrayTek
[ pefault:Disable Auto-Logout Management Port Setup
[ Enahle validation Code in Internet/LAN @ User Define Ports O Default Ports
Arcess Telnet Part 23 {Default: 23)
Not: 50 o0 below rersir does HOT suBsort 7 oyt | (ostaut: 50
HTTPS Port 443 (Default: 443)
Internet Access Control FTP Part 71 (Default: 21)
[l AIIDW management from the Internet TRO69 Port 2069 (Default: 8069)
Domain name allowed S5H Port ) (Default: 22)
FTP Server
HTTP Server Enforce HTTPS Access TLS/SSL Encryption Setup
HTTPS Server Enable TLS 1.2
Telnet Server Enable TLS 1.1
TROBT Server Enable TLS 1.0
S5H Server [JEnable 55L 3.0
SNMP Server
Disable PING from the Internet AP Management

Enable AP Management
Access List from the Internet

i i Device Management
List % P/ Mask . DRespondgto external device
1
2
3
4
=1
G
Fi
g
Q
10

Available settings are explained as follows:

Item Description

Router Name Type in the router name provided by ISP.

Default: Disable If it is enabled, the function of auto-logout for web user
Auto-Logout interface will be disabled.

The web user interface will be open until you click the
Logout icon manually.
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Logow

Internet Access Control

Allow management from the Internet - Enable the checkbox
to allow system administrators to login from the Internet.
There are several servers provided by the system to allow
you managing the router from Internet. Check the box(es) to
specify.

Disable PING from the Internet - Check the checkbox to
reject all PING packets from the Internet. For security issue,
this function is enabled by default.

Access List from the
Internet

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

List index in |P_Object- Type the index number of the IP
object profile. Related IP with Subnet Mask will appear
automatically.

Management Port Setup

User Define Ports - Check to specify user-defined port
numbers for the Telnet, HTTP, HTTPS, FTP, TR-069 and SSH
servers.

Default Ports - Check to use standard port numbers for the
Telnet and HTTP servers.

TLS/SSL Encryption Setup

Enable SSL 3.0 and / or TLS 1.0/1.1/1.2 - Check the box to
enable the function of SSL 3.0 and/or TLS 1.0/1.1/1.2 if
required.

Due to security consideration, the built-in HTTPS and SSL
VPN server of the router had upgraded to TLS1.x protocol. If
you are using old browser(eg. IE6.0) or old SmartVPN Client,
you may still need to enable SSL 3.0 to make sure you can
connect, however, it's not recommended.

Device Management

Check the box to enable the device management function for
Vigor2133.

Respond to external device - If it is enabled, Vigor2133 will
be regarded as slave device. When the external device
(master device) sends request packet to Vigor2133,
Vigor2133 would send back information to respond the
request coming from the external device which is able to
manage Vigor2133.

After finished the above settings, click OK to save the configuration.
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For IPv6

System Maintenance >> Management

IPv4 Management Setup IPv Management Setup

LAN Access Setup

Management Access Control
¢ Allow management from the Internet
Telhet Server { Port : 23)
HTTF Server ( Port @ 207
HTTPS Server [ Port : 443)
S5H Server [ Port @ 22
¢ Disable PING from the Internet

Access List from the Internet

List index ir_1
IPv6 Object

1

2

3

4

5]

a]

7

g

Q

10

IPYE f Prefix

Hote : Telnet / Htbtp server port is the same as IPv4,

Ok

Available settings are explained as follows:

Item

Description

Management Access
Control

Allow management from the Internet - Enable the checkbox
to allow system administrators to login from the Internet.
There are several servers provided by the system to allow
you managing the router from Internet. Check the box(es) to
specify.

Disable PING from the Internet - Check the checkbox to
disable all PING packets from the Internet. For security issue,
this function is enabled by default.

Access List from the
Internet

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

Index in IPv6 Object- Type the index number of the IP
object profile. Related IP address will appear automatically.

After finished the above settings, click OK to save the configuration.
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For LAN

System Maintenance >> Management a

IPv4 Management Setup IPv Management Setup LAN Access Setup
Allow management from LaM

FTP Server

HTTP Server []Enforce HTTPS Access

HTTPS Server

Telnet Server

TROGD Server

S5H Server
Apply To Subnet Index in 1P Ohject

[ Lam1
] Lamz
¥l L&z
] L4
[¥]1P Routed Subnet

OooOoon.

Note:
If an IP Object is specified in a LAN Subnet,the setting will be applied to the selected IF anly,

Available settings are explained as follows:

Item Description

Allow management from Enable the checkbox to allow system administrators to login
LAN from LAN interface. There are several servers provided by
the system which allow you to manage the router from LAN
interface. Check the box(es) to specify.

Apply To Subnet Check the LAN interface for the administrator to use for
accessing into web user interface of Vigor router.

Index in IP_Object- Type the index number of the IP object
profile. Related IP address will appear automatically.

After finished the above settings, click OK to save the configuration.
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VI-1-11 Panel Control

The behavior of the LEDs, buttons, USB ports and LAN ports on the front panel of the Vigor
router can be customized as desired.

For LED

By default, the LEDs are enabled, and will illuminate or blink continuously to show the status
of the various functions in the router. However, they can be configured to remain off at all
times, or remain off until a button is pressed to wake them up.

System Maintenance >> Panel Control

LED Button

USB LAN Port |  Refresh |

Enable LED
[] Enable Sleep Mode
Turn off LED after

1

minutes (Default: 1 minute)

Note:

Enable the Sleep Mode will make the functions of "Wireless Button" and "Factory Reset Button" on the

front

panel as below:

LED Status

LED On LED Off

Wireless Button

Wireless On/Off \WPS

Factory Reset Button

Press 1 second: Turn LED off immediately™* Turn LED On*
Press till the ACT light flashing: Reset router

*Still functional even the buttons are disabled.

System Maintenance >> Panel Control
LED Button USsB LAN Port |  Refresh |
Enable LED
Enable Sleep Mode
Turn off LED after 1 minutes (Default: 1 minute)
Status : 1 [ LED sleep immediately ]

Hote:

front

panel as below:

Enable the Sleep Mode will make the functions of "Wireless Button" and "Factory Reset Button" on the

LED Status

LED On LED Off

Wireless Button

Wireless On/Off \WPS

Fa

ctory Reset Button

Press 1 second: Turn LED off immediately™ Turn LED On*
Press till the ACT light flashing: Reset router

*Still functional even the buttons are disabled.

Available settings are explained as follows:
Item Description
Refresh Click to refresh the page to display the latest information.
Enable LED Select to enable front panel LEDs.

® Enable Sleep Mode/Turn off LED after _ minutes -
Available when Enable LED is selected. Select this
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option to turn off the LEDs after the specified number
of minutes.

® When sleep mode is enabled, LEDs can be woken up by
pressing either the Wireless LAN ON/OFF/WPS button
or the Factory Reset button on the front panel, or by
clicking the Wake up LED button on this page. When
LEDs are lit, they can be put to sleep by briefly pressing
the Factory Reset button, or by clicking the LED sleep
immediately button on this page.

i
Roeet
@ o ]
WLAMN
ONOFFIWPS uss
0
= |
Status Shows the status of the LEDs. Such field will be displayed

after clicking Enable LED, Enable Sleep Mode and clicking
OK. Later, the LED Sleep immediately will be shown on the
page first.

Status : Wake up LED .
LEDs are in sleep

mode. To wake them up, do one of the following:

® press the Wake up LED button on this page

®  press the Wireless On/Off/WPS button on the front
panel

®  press the Factory Reset button on the front panel.

Status : 1 [ LED sleep immediately ]

— LEDs are awake. To put them to sleep immediately.

® press the LED sleep immediately button on this page.
®  press the Factory Reset button on the front panel for 1
second.

After finished the above settings, click OK to save the configuration.

For Button

The Factory Reset and Wireless ON/OFF/WPS buttons on the front panel are enabled by
default and can be enabled or disabled if required. Disabling the Factory Reset button will
prevent tampering by unauthorized parties, or to avoid accidental triggering of a router reset
when being used wake up LEDs. Disabling the wireless button will prevent changing the
wireless setting when LED Sleep Mode is enabled, and the buttons are primarily used to turn
the LEDs on and off.

Click the Button tab to get the following page.
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System Maintenance »> Panel Control

LED Button usB LAN Port | Refresh |
Enable Button
Factory Reset
Wireless

Available settings are explained as follows:

Item

Description

Refresh

Click to refresh the page to display the latest information.

Enable Factory Reset
Button

The default value is Enabled.

Deselect to disable the reset function of the factory reset
button.

Disabling the Factory Reset button only prevents it from
being used to reboot Vigor router with default settings. It
can still be used to wake up the LEDs when LED sleep mode is
enabled.

Enable Wireless Button

The default value is Enabled.

Deselect to disable the ability of the Wireless button to
control WLAN and WPS functions.

Disabling the wireless button only prevents it from being
used to control WLAN functions. It can still be used to wake
up the LEDs when LED sleep mode is enabled.

After finished the above settings, click OK to save the configuration.

For USB

The USB ports can be individually enabled or disabled. When a USB port is disabled, attached
devices will not be recognized by the router.

System Maintenance >> Panel Control

LED Button USB LAN Port | BRefresh |
Port Enable Status
1 Mo Dewvice
2 O
Available settings are explained as follows:
Item Description
Refresh Click to refresh the page to display the latest information.
Port The number corresponds to the USB port number shown on
the front panel.
Enable Deselect to disable the USB port. The default value is

enabled.
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Status

Shows the status of the USB port.

No device - no USB device is connected to the port.
Connected - a USB device is connected to the port.
--- - the USB port is disabled.

After finished the above settings, click OK to save the configuration.

For LAN Port

The 4 LAN ports can be individually enabled or disabled. When a LAN port is disabled,
attached devices will not be recognized by the router.

System Maintenance == Panel Control

LED Button use LAN Port | Refresh |
Port Enahle Status Speed
1 Link Up 1000Mbps
2 Link Down —
3 Link Dawn ==
4 Link Down —

Available settings are explained as follows:

Item

Description

Refresh

Click to refresh the page to display the latest information.

Port

The number corresponds to the LAN port number shown on
the front panel.

Enable

Deselect to disable the LAN port. The default value is
enabled.

Status

Shows the status of the USB port.

Link Up - An active Ethernet device is connected to the port.
Link Down - No active Ethernet device is detected.

--- - The LAN port is disabled.

Speed

Shows the negotiated speed of the LAN port.

1000Mbps - Negotiated speed of the LAN port is 1000 Mbps.
100Mbps - Negotiated speed of the LAN port is 100 Mbps.
10Mpbs - Negotiated speed of the LAN port is 10 Mbps.

--- - The LAN port is disabled or there is no active device
connected.

After finished the above settings, click OK to save the configuration.
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VI-1-12 Self-Signed Certificate

A self-signed certificate is a unique identification for the device (e.g., Vigor router) which
generates the certificate by itself to ensure the router security. Such self-signed certificate is
signed with its own private key.

The self-signed certificate will be applied in SSL VPN, HTTPS, and so on. In addition, it can be
created for free by using a wide variety of tools.

System Maintenance »> Self-Signed Certificate

Self-Signed Certificate Information

Certificate Name ; self-signed

C=TW, ST=HsinChu, L=HuKou, C=DrayTek Corp., OU=DrayTek Support,
CM=\igor Router

C=TW, ST=HsinChu, L=Hukou, O=DrayTek Caorp., OU=DrayTek Support,
CM=Vigor Router

I=suer

Subject .

Subject Alternative Mame

valid From . Mar 29 17:35:45 2017 GMT
valid To . Mar 29 17:35:45 2047 GMT
PEM Format Content: .

MITDcTCCAlnghwIBAGT JATIGE £tnTarWONADGC 35 Ih 3DOEE CulTAMH: CzAJE gV
BAVTAIRXMRAWD g¥DVOQIDAAT o2 lulZh 1M 4uD AYD VO QHD AVI dU»d TEWME QGALUE
CowNEHIheVE1ayEDE 3 IwLJEYMEYGALUE Cuw FRHThe VR L ayBETdxEwh 3 T OMRUIWEWY D
VOODDAWalldwciB3b 3¥0ZX IwHhe NN T cwMz T SHTeczNT 0 1The NNDowM=T SHTe=NT01
WIBAMQzwC YDV QGEwITVEQMAAGL I UE CAvHEHNp bk No dATE OMAWGA 1 UEEww FSHYL
b3 F]AUBgNVEAoMDURy VX 1UZWs g 2 9voC 4 GCDATE gNWEAsMD DRy XL ZW s g1 3%
cGYydDEVMEMGAIUE AVl nh3Toln e 1 AGYyMITET JANEgk qhk i G9w0BANEFALOC
AQSAMITECECANEALOHReRA0NGEUS: CnOh 7TDpEw2 g4l X6/ 1yETYMd /BeldSxol=E
AN IO LY E1 63U+ V2o Pxkeh 1 2Z+Py0a+2Tnj bW 1 ZuwevEn ) yop T M0T3
Nnpa) ¥ ITvhenBkagjsnPoSVYTEabWE dehw /= VD tim iy WCTFEcr T QEQPREGHE Lk
cTock(QdhidveIns]l ORwlIHY Y dglap70WLO0EGykaZx 3Cnar 22 1+HHVIahNFI0N 1 tEL g
ifLlp//6Eon0cyggVeRid] 3HvNwHvaThpd5sTe lv2CONOchywcEvEJSRWAC /EcCada
w/sIDVuGalI¥znsMixkdtIgodey DMNI LN S0IDAQABMAOGC S5 Th 3D QEE Crrllh
AATBAQER lualY 34Ve38 tyBEXYbNYd9dh 3D dx 2Ub S0CFsbar VoeagSK+5 EMOTERHL
HrgT1lvwiCybhVECENEWNE L8262 abMeSATS XDk Cadimrib QHous taqny0sGHCnE ZMI11
gEIVOZQTTVLREIZ0zwwhiEkahieksz2d I3 90403 deFnf JVMNNoD LgERD 3 0o THY
FeND3vdtTiql+wEgEs /g2 2JI9RaTCSErWEAMHCC1GOLSMTETa0E g 3al lpSTdhE
bxDO31iXuSEcFpPHI 3 4bRP S ShhN= Gh I 4TavdwwHP Cn? /Uax 2¥ZDDYonHP 1pCTE)
FPEZUl5nfeexTHh+aCwcRe2RApldE

Hote:

1.Please setup the System Maintenance >> Time and Date correctly before you try to regenerate a self-
signed certificatel!
2.The Time Zone MUST be setup correctly !l

Regenerate

Click Regeneration to open Regenerate Self-Signed Certificate window. Type in all the
information that the window request such as certifcate name (used for identifying different
certificate), subject alternative name type and relational settings for subject name. Then
click GENERATE.

Vigor2133 Series User’s Guide 343



344

System Maintenance »> Regenerate Self-Signed Certificate

Regenerate Self-Signed Certificate

Certificate Mame self-signed

Subject Alternative Name
Type IP Address
IP

Subject Hame
Country ()
State (5T)
Location (L)
Organization (0)
Organization Unit (oL
Common Mame (CH)
Email (E)

Key Tyne RSA

Key Size 2048 Bit *

T

Generate
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VI-1-13 Reboot System

The Web user interface may be used to restart your router. Click Reboot System from System
Maintenance to open the following page.

System Maintenance >> Rehoot System

Rehoot System
Do you want to reboot your router ¥
= Lsing current configuration
Using factory default configuration
Reboot Mo
Auto Reboot Time Schedule

Index(1-15) in Schedule Setup: s s s

Hote:
Action and Idle Timeout settings will be ignored.

QK Cancel

Index (1-15) in Schedule Setup - You can type in four sets of time schedule for performing
system reboot. All the schedules can be set previously in Applications >> Schedule web page
and you can use the number that you have set in that web page.

If you want to reboot the router using the current configuration, check Using current
configuration and click Reboot Now. To reset the router settings to default values, check
Using factory default configuration and click Reboot Now. The router will take 5 seconds to
reboot the system.

Info When the system pops up Reboot System web page after you configure web
settings, please click Reboot Now to reboot your router for ensuring normal
operation and preventing unexpected errors of the router in the future.
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VI-1-14 Firmware Upgrade

Click System Maintenance>> Firmware Upgrade to proceed to firmware upgrade.

Systemn Maintenance => Firmware Upgrade a

Web Firmware Upgrade

Select a firmware file.

BIEEE | FBIEEE
Click Upgrade to upload the file,

TFTP Firmware Upgrade from LAN
Current Firmware Version: 3.8.7

Firmware Upgrade Procedures:

. Click "OK" to start the TFTP server,

Open the Firmware Upgrade Utility or other 3-party TFTP client software,

. Check that the firmware filename is correct,

. Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.

After the upgrade is compelete, the TFTP server will automatically stop running.

[ ) SNy TR LWy

Do you want to upgrade firmware 7

Hote:
Upgrade using the ALL file will retain existing router configuration, whereas using the RST file will
reset the configuration to factory defaults,

Click Select to specify the one you just download.

Systemn Maintenance »> Firmware Upgrade d

Web Firmware Upgrade

Model Mame: w2133
firmware version: 3.8.8

Cancel ] [ Upgrade

When the above page appears, click Upgrade. The system will upgrade the firmware of the
router automatically.
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VI-1-15 Activation

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

After you have finished the setting profiles for WCF (refer to Web Content Filter Profile), it is
the time to activate the mechanism for your computer.

Click System Maintenance>>Activation to open the following page for accessing
http://myvigor.draytek.com.

System Maintenance »>> Activation Activate via interface ;  auto-selected »

WehFilter License Activate
[Status: kot Activated]

Authentication Message

o
Hote:
1. If you want to use email alert or syslog, please configure the SysLogMail Alert Setup page.
2, If you change the service provider, the configuration of the function will be reset,
Qs Cancel
Available settings are explained as follows:
Item Description
Activate via Interface Choose WAN interface used by such device for activating

Web Content Filter.

Activate The Activate link brings you accessing into
www.vigorpro.com to finish the activation of the account
and the router.

Authentication Message As for authentication information of web filter, the process
of authenticating will be displayed on this field for your
reference.
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Below shows the successful activation of Web Content Filter:

System Maintenance »> Activation Activate via interface : | auto-selected

Web-Filter License Activate
[Status:Commtouch] [Start Date:2011-03-28 Expire Date:2011-04-27]

Authentication Message

WebFilter, Activation authenticate fail, contact with supportfdraytek.com, 2C
01 00:00:24

Note: If you want to use email alert or syslog, please configure the SyslLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset

Ok ] [ Cancel
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VI-2 Bandwidth Management

Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer) applications
(e.g., BitTorrent) always need many sessions for procession and also they will occupy over
resources which might result in important accesses impacted. To solve the problem, you can
use limit session to limit the session procession for specified Hosts.

Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

Quality of Service (QoS)

Deploying QoS (Quality of Service) management to guarantee that all applications receive the
service levels required and sufficient bandwidth to meet performance expectations is indeed
one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase their
transmission rate and consume all available bandwidth, which is called TCP slow start. If
other applications are not protected by QoS, it will detract much from their performance in
the overcrowded network. This is especially essential to those are low tolerant of loss, delay
or jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of
interconnected circuits mismatch or traffic aggregates, packets will queue up and traffic can
be throttled back to a lower speed. If there’s no defined priority to specify which packets
should be discarded (or in another term “dropped’) from an overflowing queue, packets of
sensitive applications mentioned above might be the ones to drop off. How this will affect
application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

® Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility. In
a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS domain
owner should sign a Service License Agreement (SLA) with other DS domain owners to define
the service level provided toward traffic from different domains. Then each DS node in these
domains will perform the priority treatment. This is called per-hop-behavior (PHB). The
definition of PHB includes Expedited Forwarding (EF), Assured Forwarding (AF), and Best
Effort (BE). AF defines the four classes of delivery (or forwarding) classes and three levels of
drop precedence in each class.
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Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP header
of bypassing traffic, to allocate certain amount of resource execute appropriate policing,
classification or scheduling. The core routers in the backbone will do the same checking
before executing treatments in order to ensure service-level consistency throughout the
whole QoS-enabled network.

However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not
easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.
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Web User Interface

Below shows the menu items for Bandwidth Management.

VI-2-1 Sessions Limit

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Bandwidth Management >> Sessions Limit

IPvd IPvi
Enable = Disahle
Default Max Sessions: 100
Limitation List
Index Start IP

End IP Max Sessions

Specific Limitation

Start IP: End IP:

Maximum Sessions:

[ add | |Edit| | Delete |

Administration Message (Max 255 characters)

| Default Message
¥ou hawe reached the maximum number of permitted Internet sessions.<pxPlease close one or more

applications to allow further Internet access.<p>Contact your system adwmwinistrator for further
information.

Time Schedule

Index(1-15) in Schedule Setup:
Hote:

Action and Idle Timeout settings will be ignored.

Ok

To activate the function of limit session for IPv4 and/or IPv6, simply click Enable and set the
default session limit.

Available settings are explained as follows:

Item Description

Session Limit Enable - Click this button to activate the function of limit
session.

Disable - Click this button to close the function of limit
session.
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Default Max Sessions - Defines the default session number
used for each computer in LAN.

Limitation List

Displays a list of specific limitations that you set on this web
page.

Specific Limitation

Start IP- Defines the start IP address for limit session.

End IP - Defines the end IP address for limit session.
Maximum Sessions - Defines the available session number
for each host in the specific range of IP addresses. If you do
not set the session number in this field, the system will use
the default session limit for the specific limitation you set for
each index.

Add - Adds the specific session limitation onto the list above.

Edit - Allows you to edit the settings for the selected
limitation.

Delete - Remove the selected settings existing on the
limitation list.

Administration Message

Type the words which will be displayed when reaches the
maximum number of Internet sessions permitted.

Default Message - Click this button to apply the default
message offered by the router.

Time Schedule

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

After finishing all the settings, please click OK to save the configuration.
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VI-2-2 Bandwidth Limit

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management >> Bandwicdth Limit

1Pvd IPvE
Enable IP Routed Subnet @ Disable
Default Tx Limit Per User: 2000 Khps Default RX Limit Per User: 2000 Khps *
Limitation List
Index Start IP/Group End IF/0bject T¥ limit BRX limit Shared
Specific Limitation = [P Ohbject
Start IP: End IP:
= Each Shared Tx Limit: Khps v | R Limits Khps *
Add Edit Deleta
Allow auto adjustment to assign available bandwidth equally to active user,
Smart Bandwidth Limit
For any LaMN IP Mot in Limitation List, whose session number exceeds 1000
T Lirnit @ 200 Khps * | Rx Limit 800 Khps *
Hote:

1.For Tx/Rx, a setting of "0" means unl

imited bandwidth.

2.&available bandwidth is calculated according to the maximum bandwidth detected or the Line Speed defined in

WAk = General Setup when in "Accor

ding to Line Speed"” Load Balance mode.

Time Schedule
Index(1-15) in Schedule Setup:
Note:

Action and Idle Timeout settings will be ianored.

Il 1l i

To activate the function of limi

Ok

t bandwidth for IPv4 and /or IPv6, simply click Enable and set

the default upstream and downstream limit.

Available settings are explained as follows:

Item

Description

Bandwidth Limit

Enable - Click this button to activate the function of limit
bandwidth.

IP Routed Subnet - Check this box to apply the bandwidth
limit to the second subnet specified in LAN>>General Setup.
It is available for IPv4 settings only.

Disable - Click this button to close the function of limit
bandwidth.

Default TX limit Per User- Define the default speed of the
upstream for each computer in LAN.

Default RX limit Per User- Define the default speed of the
downstream for each computer in LAN.

Limitation List

Display a list of specific limitations that you set on this web
page.

Specific Limitation

Start IP - Define the start IP address for limit bandwidth.
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End IP - Define the end IP address for limit bandwidth.

Each /Shared - Select Each to make each IP within the range
of Start IP and End IP having the same speed defined in TX
limit and RX limit fields; select Shared to make all the IPs
within the range of Start IP and End IP share the speed
defined in TX limit and RX limit fields.

TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the system
will use the default speed for the specific limitation you set
for each index.

RX limit - Define the limitation for the speed of the
downstream. If you do not set the limit in this field, the
system will use the default speed for the specific limitation
you set for each index.

Add - Add the specific speed limitation onto the list above.
Edit - Allow you to edit the settings for the selected

limitation.
Delete - Remove the selected settings existing on the
limitation list.

Allow auto adjustment--- Check this box to make the best utilization of available
bandwidth.

Smart Bandwidth Limit Check this box to have the bandwidth limit determined by

the system automatically.

TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the system
will use the default speed for the specific limitation you set
for each index.

RX limit - Define the limitation for the speed of the
downstream. If you do not set the limit in this field, the
system will use the default speed for the specific limitation
you set for each index.

Time Schedule Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.
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VI-2-3 Quality of Service

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management == Quality of Service

General Setup

| Set to Factory Default |

Index Status Bandwidth

WaAN1 Disable 100000Kbps/100000Kbps  Both 259% 25% 25% 23% Inackive Status  Setup
WaAN3 Disable 100000Kbps/100000Kbps  Both  25% 25% 25% 25%  Inachive Status Setup

Online

UDFf
Others Bandwidth Statistics

Control

Class Class Class

Direction 5

Class Rule

Index
Class 1
Class 2
Class 3

Name Service Type

Rule
Edit
Edit
Edit

Enable the First Priority Tor VolP SIPRTP:
SIP UDP Port: 5060 |{Default:S060)

~ IR
D

Available settings are explained as follows:

Item

Description

General Setup

Index - Display the WAN interface number that you can edit.

Status - Display if the WAN interface is available for such
function or not.

Bandwidth - Display the inbound and outbound bandwidth
setting for the WAN interface.

Direction - Display which direction that such function will
influence.

Class 1/Class2/Class 3/0Others - Display the bandwidth
percentage for each class.

UDP Bandwidth Control - Display the UDP bandwidth control
is enabled or not.

Online Statistics - Display an online statistics for quality of
service for your reference.

Setup - Allow to configure general QoS setting for WAN
interface.

Class Rule

Index - Display the class number that you can edit.
Name - Display the name of the class.

Rule - Allow to configure detailed settings for the selected
Class.

Service Type - Allow to configure detailed settings for the
service type.

Enable the First Priority
for VoIP SIP/RTP

When this feature is enabled, the VolP SIP/UDP packets will be
sent with highest priority.

SIP UDP Port - Set a port number used for SIP.
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This page displays the QoS settings result of the WAN interface. Click the Setup link to access
into next page for the general setup of WAN interface. As to class rule, simply click the Edit
link to access into next for configuration.

You can configure general setup for the WAN interface, edit the Class Rule, and edit the
Service Type for the Class Rule for your request.

Online Statistics

Display an online statistics for quality of service for your reference. This feature is available
only when the Quality of Service for WAN interface is enabled.

Bandwidth Management >> Quality of Service

WAN1 Online Statistics Refresh Interval: |5 * |seconds | Refresh |
Index Direction Class Name Reserved-bandwidth Ratio Inbound Throughput (bps) Outbound Throughput {(bps)

1 BOTH WalP -—
2 BOTH 25 0 0
3 BOTH 25 u] u]
4 BOTH 25 0 0
5 BOTH Others 25 u] u]

Inbound Status Outhound Status

WalP WalP

Others Others

1] ] 10 (bps) 0 L] 10 {bps)

Cancel
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General Setup for WAN Interface

When you click Setup, you can
There are four queues allowed

configure the bandwidth ratio for QoS of the WAN interface.
for QoS control. The first three (Class 1 to Class 3) class rules

can be adjusted for your necessity. Yet, the last one is reserved for the packets which are not

suitable for the user-defined cl

ass rules.

Bandwidth Management => Quality of Service

General Setup
¢ Enable the QoS Control BOTH *

Wak Inbound Bandwidth 100 kbps ® Mbps
WakN Outhound Bandwidth 100 kbps ® Mbps
Index Class Name Reserved_bandwidth Ratio
Class 1 25 %
Class 2 25 %
Class 3 25 %
Othears 26 %o

Enable UDP Bandwidth Contral Limited_bandwidth Ratio 25 Yo
Outhound TCP ACK Prioritize

Hote:

1.Before enable QoS, you should test the real bandwidth first. QoS may not work properly if the

bandwidth is not accurate.

2.¥ou can do speed test byhttpiispeedtest.net or contact with your ISP for speed test program.

o154 Clear Cancel

Available settings are explained as follows:

Item

Description

Enable the QoS Control

The factory default for this setting is checked.

Please also define which traffic the QoS Control settings will
apply to.

IN- apply to incoming traffic only.

OUT-apply to outgoing traffic only.

BOTH- apply to both incoming and outgoing traffic.

Check this box and click OK, then click Setup link again. You
will see the Online Statistics link appearing on this page.

WAN Inbound Bandwidth

It allows you to set the connecting rate of data input for
other WAN. For example, if your ADSL supports 1M of
downstream and 256K upstream, please set 1000kbps for this
box. The default value is 10000kbps.

WAN Outbound Bandwidth

It allows you to set the connecting rate of data output for
other WAN. For example, if your ADSL supports 1M of
downstream and 256K upstream, please set 256kbps for this
box. The default value is 10000kbps.

Reserved Bandwidth Ratio

It is reserved for the group index in the form of ratio of
reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.

Enable UDP Bandwidth
Control

Check this and set the limited bandwidth ratio on the right
field. This is a protection of TCP application traffic since UDP
application traffic such as streaming video will exhaust lots
of bandwidth.

Outbound TCP ACK
Prioritize

The difference in bandwidth between download and upload
are great in ADSL2+ environment. For the download speed
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might be impacted by the uploading TCP ACK, you can check
this box to push ACK of upload faster to speed the network
traffic.

Limited_bandwidth Ratio | The ratio typed here is reserved for limited bandwidth of
UDP application.

Info The rate of outbound/inbound must be smaller than the real bandwidth to
ensure correct calculation of QoS. It is suggested to set the bandwidth value
for inbound/outbound as 80% - 85% of physical network speed provided by
ISP to maximize the QoS performance.

Edit the Class Rule for QoS

1. The first three (Class 1 to Class 3) class rules can be adjusted for your necessity. To add,
edit or delete the class rule, please click the Edit link of that one.

Bandwidth Management == Quality of Service

General Setup | Set to Factory Default |

uppP .
Others Bandwidth Sglgilélgi?:s
Control

WwAN1 Disable 100000Kbps/100000Kbps  Both 259% Z5% 25% 25% Inactive Status  Setup
WAN3 Disable 100000Kbps/100000Kbps  Both 259% Z5% 25% 25% Inactive Status  Setup

Index Status Bandwidth Direction Cliss Class Clgss

2

Class Rule
Index Mame Rule Service Type
Class 1 Edlit
Class 2 Edlit
Class 3 Edit

Enable the First Priority for WolP SIP/RTP:
SIP UDP Port:jgosn  |(Default:S060)

| | E
P

ok ]

2. After you click the Edit link, you will see the following page. Now you can define the
name for that Class. In this case, “Test” is used as the name of Class Index #1.

Bandwidth Management >> Quality of Service

Class Index #1

Marme Tag Outbound Packets as: | Default v
DiffSery .
NO Status Local Address Remote Address CodePoint Service Type
1 Empty - - - -

Add Edit Delete

814 Cancel
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3. For adding a new rule, click Add to open the following page.

Bandwidth Management >> Quality of Service

Rule Edit
4 ACT Hardware Acceleration
Ethernet Type = IPv4 O IPvE
Local Address By Edit
Remote address Ay Edit
DiffSery CodePoint ANY v
Service Type -—-Predefined--- r

Hote:

Please choose/setup the Senvice Twpe first,

8154 Cancel

Available settings are explained as follows:

Iltem Description
ACT Check this box to invoke these settings.
Hardware Check this box to enable the hardware acceleration when

Acceleration

such rule is applied.

Ethernet Type

Please specify which protocol (IPv4 or IPv6) will be used for
this rule.

Local Address

Click the Edit button to set the local IP address (on LAN) for
the rule.

Remote Address

Click the Edit button to set the remote IP address (on
LAN/WAN) for the rule.

[9 192.168.1.Lidoc/QosIpEdt.ltm Q

Ethernet Type: IPw4
Address Type
Start 1P Address
End 1P Address
Subnet Mask

Any Address
0.0.0.0
0.0.0.0
0.0.0.0

0K Close

Address Type - Determine the address type for the source
address.

For Single Address, you have to fill in Start IP address.

For Range Address, you have to fill in Start IP address and
End IP address.

For Subnet Address, you have to fill in Start IP address and
Subnet Mask.

DiffServ CodePoint

All the packets of data will be divided with different levels
and will be processed according to the level type by the
system. Please assign one of the levels of the data for
processing with QoS control.

Service Type

It determines the service type of the data for processing with
QoS control. It can also be edited. You can choose the
predefined service type from the Service Type drop down
list. Those types are predefined in factory. Simply choose the
one that you want for using by current QoS.

4.  After finishing all the settings here, please click OK to save the configuration.

Vigor2133 Series User’s Guide

359



360

2.

By the way, you can set up to 20 rules for one Class. If you want to edit an existed rule, please

select the radio button of that one and click Edit to open the rule edit page for modification.
Bandwidth Management == Quality of Service

Class Index #1
Mame  Test

Tag Quthound Packets as: | Default v
NO Status Local Address Remote Address DiffSery Service Type
CodePaoint
1 Active Ay Ay AN AN
Add Edit Dalete
Ok Cancel

Edit the Service Type for Class Rule

1.

To add a new service type, edit or delete an existed service type, please click the Edit
link under Service Type field.

Bandwidth Management »>> Quality of Service

General Setup

| Setto Factory Default |
Class Class Class upp Online
Index Status Bandwidth Direction Others Bandwidth -
1 2 3 Control Statistics
Wanl Disable 100000Kbpsf100000Kbps  Both 25% 29% 235% 25% Ihactive Status  Setup
WD Disable 100000Kbps/100000Kbps  Both 20% 25% 25% 25% Inactive Status Setup
Class Rule
Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

Enable the First Priority for VolIP SIPRTP:
SIP UDP Port: 5080 (Default:5060)
After you click the Edit link, you will see the following page.
Bandwidth Management =+ Quality of Service
User Defined Service Type

NO Name Protocol Port

1 Empty - -

Add Edit Delete
Cancel
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3. For adding a new service type, click Add to open the following page.

Bandwidth Management => Quality of Senice

Service Type Edit
Service Mame
Service Type TCP r| |5
Port Configuration
Type = Single Range
Port Mumnber 0 -0
oK Cancel

Available settings are explained as follows:

Iltem Description

Service Name Type in a new service for your request. The maximum length
of the name you can set is 11 characters.

Service Type Choose the type (TCP, UDP or TCP/UDP or other) for the new
service.

Port Configuration Type - Click Single or Range as the Type. If you select

Range, you have to type in the starting port number and the
end porting number on the boxes below.

Port Number - Type in the starting port number and the end
porting number here if you choose Range as the type.

5.  After finishing all the settings here, please click OK to save the configuration.

By the way, you can set up to 10 service types. If you want to edit/delete an existed service
type, please select the radio button of that one and click Edit/Edit for modification.

Retag the Packets for Identification

Packets coming from LAN IP can be retagged through QoS setting. When the packets sent out
through WAN interface, all of them will be tagged with certain header and that will be easily
to be identified by server on ISP.

For example, in the following illustration, the VolP packets in LAN go into Vigor router
without any header. However, when they go forward to the Server on ISP through Vigor router,
all of the packets are tagged with AF (configured in Bandwidth >>QoS>>Class) automatically.

Bandwidth Managsmant == Quality of Sarvice

Class Index #1
Nzme |VoIP [E Tag packets as: |AF Clags” (High Drop) ~ ]

Diffsary
CodePaint

) Ackive Any Any ANY ANY

NO Status Local Address Rcmote Address Scrvice Type
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VI-2-4 APP QoS

The QoS function is used to do bandwidth management for the services with certain IP or port
number. However, there is no effect of bandwidth management on the service such as VNC or
PPTV without fixed IP or port number.

APP QoS employs the function of APP Enforcement to detect the types of software in
application layer. By combining the function of QoS (adjustment on Inbound/Outbond
bandwidth and bandwidth ratio), Vigor router can perform the bandwidth management for
the protocols, streaming, remote control, web HD and so on.

Click Bandwidth Management>>APP QoS to open the following page.

Bandwidth Management >> APP QoS

APP QoS
Enahle = Disable
Traceahle Untraceable
Select Al Clear Al Apply to all: |GoS Class 1 (Highy  * | | Apply
Enable Protocol Wersion Action
DMNS 208 Class 1 (High) r
FTF 205 Class 1 (High) r
HTTP 1.1 Q08 Class 1 (High r
IMap 4.1 2108 Class 1 (High) r
IMAP STARTTLS 4.1 208 Class 1 (High) v
IRC 2.4.0 2108 Class 1 (High) r
NMNTP 205 Class 1 (High) v
POPZ 2108 Class 1 (High) r
POP3 STARTTLS 205 Class 1 (High) r
QUIC Q025 208 Class 1 (High) r
SMB 3.0 208 Class 1 (High) v
SMTR Q08 Class 1 (High r
SMTP STARTTLS 2108 Class 1 (High) r
SHMP 2C 205 Class 1 (High) v
S5H 2 2108 Class 1 (High) r
SSLTLS 3.0/1.2 205 Class 1 (High) v
TELMET 2108 Class 1 {(High) r
Hote:
Flease remember to adjust Inbound/Outhound bandwidth of your network in "Quailty of Service”.
This will help QoS to work more efficient,

Ok Zancel

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable to activate APP QoS function.
Click Disable to deactivate APP QoS function.

Traceable The protocol listed below is traceable by Vigor router.
Each tab offers different types of protocols to fit your
request.

Untraceable The protocol listed below is not easy to be traced by Vigor
router.

Each tab offers different types of protocols to fit your
request.
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Select All

Click it to select all of the protocols.

Clear All

Click it to de-select all of the protocols.

Apply to all

Choose one of the actions from the drop down list. It is
prepared for applying to all protocols.

QoS Class 1 (High)

QoS Class 1 (High .
QoS Class 2 (Medium)
QoS Class 3 (Low) ) B

DefaultClass (Lowe st} .

ar | | TIC[TT |

Apply to all:

Apply - Click it to make the selected action be applied all of
the selected protocols immediately.

Action

There are many protocols which can be specified with

different QoS Class.
Action

Qa5 Class 1 {High)

QoS Class 2 (Medium)
QoS Class 3 (Low)

DefaultClass {Lowest)
LIRS LTdSS T TTTrTT b
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Application Notes

A-1 How to Optimize the Bandwidth through QoS Technology

Have you ever gotten any problems in uploading/downloading files (Voice, video or
email/data only) with the narrow/districted bandwidth you may share from the common
Internet connection line? The advanced bandwidth management technology-QoS (Quality of
Service) helps you to well allocate the bandwidth upon your demand of Voice, Video, or Data
transferring. Let's see how to get the optimum bandwidth per your request by using DrayTek
Vigor router as below.

Scenario: The Internet connection you got from ISP line is 2MB/512Kb. There are VolP
telephony network, IPTV set top box and data server at your home. Assume you want to
allocate 30% of the bandwidth you got to VolP demand, 50% for IPTV, 15% for mail/data, 5%
for others. Let's see how easily it is to do the setting as below:

1. Open Bandwidth Management>> Quality of Service.

Bandwit

Quality of Sen.iim:a

2. You will get the following page. Click the Edit link for Class 1.

Bandwidth Management >> Quality of Service

General Setup | Setto Factory Default |
Index Status Bandwidth Direction Class Class Class Others Barll_lli[:\ﬂdth Online
2 Statistics

Control
WANL Disable 100000Kbps/100000Kbps  Both 25% 25% 25% 25% Inactive Status Setup
WaN3 Disable 100000Kbps/100000Kbps  Both 259% 25% 25% Z25% Inactive Status Setup

Class Rule
Index MName Rule Service Type
Class 1 ﬁ
Class 2 Edit
Class 3 Edit
Enable the First Priority for YolP SIP/RTP: \
SIP UDP Port: 5080 {Default;5060)

3. In the following page, type a name (e.g., VolP) for such class and click Add.

Bandwiiith Management >> Quality of Service

Class Insdaxid
Mame | wolP ] Tag Cuthound Packets as: |Default r

DiffSery
CodePaint

1 Ermpty - - - -

NO Status Local Address Remote Address Service Type

[ add ||| Edit | |Delete |

Ok | | Cancel
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4.  Check the box of ACT. Click Edit to specify the local address.

Bandwidth Management == Quality of Service

Rule Edit
4 ACT Hardware Acceleration
L Type ® IPwd IPvE
Local Address Ay
Remote Address Ay et
DiffSery CodePaoint ANY v
Service Type ---Predefined---
Hote:
Please choose/setup the Senvice Type first,

| 0K | | Cancel |

In the pop-up window, choose Range Address as the Address Type and type the start IP

address and end IP address in relational fields. Click OK to save the settings and exit the
window.

[ 192.163.1.1/doc/CoslpEdt.him Q,
Ethernet Type: IPvd
Address Type Fange Addregs
Start IP Address 172.16.1.240
End IP Address |1T2.1B.1.241
Subnet Mask 0.0.00
| oK | | Close |
6. Click OK again to save the settings.
Bandwidth Management »> Quality of Service
Rule Edit
4 ACT Hardware Acceleration
Ethernet Type = IPvd O IPvG
Local Address 172161 240~172 161 241 Edit
Remote Address A Edit
DiffSery CodePaoint ANY v
Service Type ---Predefined--- v
Hote:
Flease choosefsetup the Service Type first,

[ ok

Cancel |

7. The class rule for VoIP has been set. Click OK to return to previous page.

Bandwiidth Management »> Quality of Service

Class Index #1

Mame  WolP Tag Outhound Packets as: | Default v
Diffserv .
NO Status Local Address Remote Address CodePoint Service Type
. 172.16.1.240 ~
1 Active 172.16.1.241 Ay AN SN

| Add | | Edit | |Delete |

|  OK | | Cancel |
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8.

Do the same steps to add class rules for IPTV and Data/Email with IP addresses as shown
below.

Bandwidth Management >> Quality of Service

Class Index #2

Mame IPTV Tag Outbound Packets as: |Default v
MNO Status Local Address Remote Address C?ngfasl;?:t Service Type
1 Inactive Any ANy AMY undefined
z Active 1;‘??21f6112;¢}29N Ay Sl ANY
Add Edit Delete

Qs Cancel
and
Bandwidth Management >> Quality of Service
Class Index #3
Mame  DatalEmail Tag Outhound Packets as: | Default v
DiffSery .
NO Status Local Address Remote Address CodePoint Service Type
1 Active Any Any IF precedence 2 DHNS(TCP/UDP:S3)
Add Edit Delete

il Cancel

Assuming you get 2MB/512Kb Internet line. You can click the Setup link of WAN1 to set
up the bandwidth for different groups among VolP, IPTV and Data/Email.

Bandwidth Management >> Quality of Service

General Setup | Set to Factory Default |

upp .
Index Status Bandwidth Direction Class Class Class Others Bandwidth Online

1 2 3 Control Statistics

WKl Disable 100000Kbpsf100000Kbps  Both 25% 25% 25% 25% Inactive Status| Setup
WAN3 Disable 100000Kbps/100000Kbps  Both  25% 25% 25% 25%  Inactive  Status — Setup)
Class Rule

Index Name Rule Service Type

Class 1 wiolp Edit

Class 2 IPTY Edit

Class 3 Data/Email Edit

Enable the First Priority for VolP SIP/RTP:
SIP UDP Port:soe0  |(Default:5060)

g
D

ok ]
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10. In the Setup page, check the box of Enable the QoS Control. Type 30, 50 and 15 in the
boxes for VolIP, IPTV and Data/Email respectively. Check the box of Enable UDP
Bandwidth Control.

Bandwidth Management >> Quality of Service

General Setup
¥/ Enahle the QoS Control | OLUT
Wl Inbound Bandwidth 100 Khps ® Mhps
wialk Outbound Bandwidth 100 kKbps = Mbps
Index Class Name
Class 1 wolF
Class 2 IPTW
Class 3 DatafEmail
Others

¢ Enable UDP Bandwidth Control Limited_bandwidth Ratio |25 %o
Cuthound TCP ACK Priaritize
Hote:

1.Before enable Qos, you should test the real bandwidth first, QoS may not work properly if the
bandwidth is not accurate.

2.¥ou can do speed test byhttpispeedtest.net or contact with your ISP for speed test program.

Ok Clear Cancel

11. Click OK to save the settings. The class rules for WAN1 are defined as shown below.

Bandwidth Management >> Quality of Service

General Setup

| Setto Factory Default |
. . . [ Class Class Class upp Online
Index Status Bandwidth Directidn 1 2 3 Dthers Bandwidth Statistics
Control
wAN1 Disable 100000Kbps/100000Kbps  Both | 30% S50% 15% ) 5%  Inactive  Status  Setup
WAN3 Disable 100000Kbps/100000Kbps  Both 25% 25% 25% 25% Inactive Status Setup
Class Rule
Index Mame Rule Service Type
Class 1 WolP Edit
Class 2 IPTV Edit Edit
Class 2 Data/Email Edit
Enable the First Priority for VYolP SIP/RTP: \
SIP UDP Port:fsosn  [(Default:S060)
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VI-3 Hotspot Web Portal

368

The Hotspot Web Portal feature allows you to set up profiles so that LAN users could either be
redirected to specific URLs, or be shown messages when they first connect to the Internet
through the router. Users could be required to read and agree to terms and conditions, or
authenticate themselves, prior to gaining access to the Internet. Other potential uses include
the serving of advertisements and promotional materials, and broadcast of public service
announcements.
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Web User Interface

ook

VI-3-1 Profile Setup

Select Profile Setup to create or modify Portal profiles. Up to 4 profiles can be created to
meet different requirements according to LAN subnets, WLAN SSIDs, origin and destination IP
addresses, etc.

Hotspot Web Portal >> Profile Setup d

Hotspot Web Portal Profile:

Index  Enable Comments Login Mode Applied Interface
1 i Click-thraugh Mone
2. il Click-through Mone
3. [F] Click-through Mone
4. i Click-through Mane
Note:

1. The router must connect to the Internet before webpage redirection will waork.
2, If the LAN clients are using another DNS server on LAN, please make sure the DNS query for domain
name "portal.draytek.com" will be resalved by the router.

Available settings are explained as follows:

Item Description

Index Click the index number link to view or update the profile
settings.

Enable Check the box to enable the profile.

Comments Shows the description of the profile.

Login Mode Shows the login mode used by the profile. See the section
Login Mode for details.

Applied Interface Shows the interfaces to which this profile applies.

Preview Click this button to preview the Hotspot Web Portal page that

will be displayed to users.

VI-4-1-1 Login Modes

There are five login modes to choose from for authenticating network clients: Skip Login,
Click Through, Social Login, PIN Login, and Social or PIN Login. Each login mode will present
a different web page to users when they connect to the network.

Skip Login
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This mode does not perform any authentication. The user will be redirected to the landing
page. The user can then leave the landing page to visit other websites.

Click-through
The following page will be shown to the users when they first attempt to access the Internet

through the router. After clicking Accept on the page, users will be directed to the landing
page and be granted access to the Internet.

Social Login

The following page will appear when users attempt to access the Internet for the first time
via the router. After authenticating themselves using either a Facebook or Google account,
they will be directed to the landing page and be granted access to the Internet.

About This Login Select Social Login

Login with Facebook and Google account [ Lagin with Facebook O Lagin with Google

Log in with Facebook <} Log in with Google

Welcome!
Please log in to enjoy Wi-Fi.

(cl Log in with Google

PIN Code Login

When users attempt to connect to the Internet for the first time, they will be prompted to
enter a mobile number to receive a PIN by SMS. After they have authenticated themselves by

entering the PIN, they will be redirected to the landing page, indicating that they have been
granted Internet access.
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About This Login

Receive PIN via SMS

Router can generate FIN and send to
clients via SMS.

Welcome!
Please log in to enjoy WIFi.

By clicking the bution below you agree io the
Terms and Conditions

Receive PIN Via SMS

Already have PIN?

Enter Existing PIN

Social or PIN Login

Second page for entering mobile number to receive PIN

< Back

PR Code will be sent over via SMS.

+ Bag ST YOUT OB PETBH

Enar PIN

This login mode presents both Social Login and PIN Code Login modes to the users, and
allows them to select their preferred mode of authentication.

About This Login

Select Social Login

Pravide all kinds of login methads far Wi-
Fi clients to choose.

Welcome!
Please log in to enjoy Wi-Fi.

By clicking tha button below you agree 1o the
Terms and Conditions

.F Log in with Facebook
Log in with Google

Or log in with PIN code.

Receive PIN via SMS

Entor Existing PIN
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O Login with Facebook

Log in with Facebook

O Lagin with Google

il Log in with Google

PIN Login

Second page for entering mobile number to receive PIN

< Back

PIM Code will be sent over via SMS,

+ BBE enier your mobie nismber

Enter PIN
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VI-4-1-2 Steps for Configuring a Web Portal Profile

1. Login Method
Click the index link (e.g., #1) of the selected profile to display the following page.

Hotspot Web Portal == Profile Setup

((a) (5)
SN NS

Login Method Background Login Page Setup Whitelist Setting hore Options

Enable this profile

Comments:  |Floor_1

Choose Login Method

Skip Login Click Through

[ Social Login ] [ FIM Login ] [ Social or PIM Login

[ Save and MNext ] [ Cancel ]

Available settings are explained as follows:

Item Description

Enable this profile Check to enable this profile.

Comments Enter a brief description to identify this profile.

Choose Login Select the desired Login Mode.

Method

Save and Next Click to save the configuration on this page and proceed to the
next page.

Cancel Click to save the configuration on this page and proceed to the
next page.

If you have chosen Skip Login as the Login Mode, skip to step 4 Whitelisting below.

Otherwise, proceed to configure the login page by following steps 2 and 3.
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2. Background

If you have selected a Login Mode that requires authentication, select a background for the

login page.

Hotspot Web Portal >> ProfileSetup

O O O O

Login hethod Background Login Page Setup Whitelist Setting

Choose Login Background

O

hore Options

@ Color Background

1. Browser Tab Title

2. Logo Image & Logo Background Calar

3. Login Methods Background Color

O Image Background
1. Brawser Tab Title

2. Logo Image

4. Background Image

Login Page URL |pm‘ta|.draytek.com

Browser Table Title |Draytek Hatspat

Logo Image |Defau|t Draytek Logo White v
Logo Background Color wigor Red v

FOSES9 (farmat : FFFFFF)

Login Method Background Celor | Vigor Grey b
EEECED (farmat : FFFFFF)

I Save and Mext l [ Cancel ]

Available settings are explained as follows:
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Item

Description

Choose Login
Background

Select either Color Background or Image Background as the login
page background scheme.

Login Page URL

Enter the URL for the login page.

Browser Tab Title

Enter the text to be shown as the webpage title in the browser.

Logo Image

The DrayTek Logo will be displayed by default. However, you can
enter HTML text or upload an image to replace the default logo.

Logo Background
Color

Select the background color of the logo from the predefined color
list, or select Customize Color and enter the RGB values. Click
Preview to preview the selected color.

Login Method
Background Color

Select the background color of the login panel from the predefined
color list, or select Customize Color and enter the RGB value.
Click Preview to preview the selected color.

Opacity (10 ~ 100)

Available when Image Background is selected. Set the opacity of
the background image.

Background Image

Available when Image Background is selected. Click Browse... to
select an image file (.JPG or .PNG format), then click Upload to
upload it to the router.

Save and Next

Click to save the configuration on this page and proceed to the
next page.

Cancel

Click to abort the configuration process and return to the profile
summary page.

If you have selected Skip Login as the Login Mode, proceed to Step 4 Whitelist Setting;
otherwise, continue to Step 3 Login Page Setup.

3. Login Page Setup

In this step you can configure settings for the login page.
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Click Through

This section describes the Login Page setup if you have selected Click Through as the Login
Mode.

Configure Login Method and Details

YWelcome Message

Terms and Conditions Description and Content

Accept Button Description and Color

Welcome Message

Welcome'!<br />We are pleased to provide free Wi-Fi to you!

e

(Max 1360 characters) Default
Terms and Conditions Desl:riplinn By clicking the button helow you agree to the Terms and
Conditions.
A
(Max 170 characters) Default
Terms and Conditions Content
y:
(Max 170 characters)
Accept Button Description <span style="color:white;"rAccept</span>
y:
(Max 170 characters) Diefault
Accept Button Color Customize Color (%
828240 {farmat . FFFFFF) Disfault

[ Save and Mext ] [ Cancel ]

Available settings are explained as follows:

Item

Description

Welcome Message

Enter the text to be displayed as the welcome message.

Terms and Enter the text to be displayed as the Terms and Conditions
Conditions hyperlink text.

Description

Terms and Enter the text to be displayed in the Terms and Conditions pop-up

Conditions Content

window.

Accept Button
Description

Enter the text to be displayed on the accept button

Accept Button Color

Select the color of the accept button from the predefined color
list, or select Customize Color and enter the RGB value. Click
Preview to preview the selected color.

Vigor2133 Series User’s Guide

375



Save and Next Click to save the configuration on this page and proceed to the
next page.

Cancel Click to abort the configuration process and return to the profile
summary page.

Social Login and PIN Login

This section describes the Login Page setup step if you have selected PIN Login and/or Social
Login as the Login Mode. You will see only settings that are relevant to the selected login
mode(s).

Settings that are common to Facebook, Google and PIN authentication are:

Item Description

Welcome Message Enter the text to be displayed as the welcome message.
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Terms and Enter the text to be displayed as the Terms and Conditions
Conditions hyperlink text.

Description

Terms and Enter the text to be displayed in the Terms and Conditions pop-up

Conditions Content

window.

If you have selected Facebook login, these settings will appear:

Facebook Login Description

Facebook APP ID &

Facebook APP Secret

(Max 170 characters)

Default

Item

Description

Facebook Login
Description

Enter the text to be displayed on the Facebook login button.

Facebook APP ID

Enter a valid Facebook developer app ID.

If you do not already have an app ID, refer to section A-1 How to
create a Facebook App ID for Web Portal Authentication for
instructions on obtaining an APP ID.

Facebook APP
Secret

Enter the secret configured for the APP ID entered above.

Refer to section A-1 How to create a Facebook App ID for Web
Portal Authentication for details.

If you have selected Google login, these settings will appear:

Google Login Description

Google App ID 7]

Google App Secret

(Max 170 characters)

Default

Item Description

Google Login Enter the text to be displayed on the Google login button.
Description

Google App ID Enter a valid Google app ID.

If you do not already have an app ID, refer to section A-2 How to
create a Google App ID for Web Portal Authentication for
instructions on obtaining an APP ID.

Google App Secret

Enter the secret configured for the APP ID entered above.

Refer to section A-2 How to create a Google APP ID for Web Portal
Authentication for details.

If you have selected PIN login, these settings will appear:
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Hint Message

Or log in with PIN

de.

(%]
[s]
m

(Max 170 characters) Default
Receiving PIN via SMS Description |Receive FIN via 3MS
(Max 170 characters) Default

Receiving PIN via SMS Content

Receiving PIN via SMS Provider

Your PIN is <PIN>. This PIN is wvalid

Welcome to DrayTek Hotspot!

for 10 min.

(Max 150 characters) Default

Set SMS Provider in Objecis Sefting => SMS

/ Mail Service Object

Enter PIN Description

Submit Button Description

Submit Button Color

(Max 170 characters) Default

<span style="colo

H
I
l
f
W
I
0
0
'}
L]
of
sl
L]
L&
W
1
&

twWniter

(Max 170 characters)

Customize Color ~
(format - FFFFFF) | Preview

Default

Default

Item

Description

Hint Message

Enter the text used to suggest users to choose SMS authentication.

Receiving PIN via
SMS Description

Enter the text to be displayed on the button that the user clicks to
receive an SMS PIN.

Receiving PIN via
SMS Content

Enter the message to be sent by SMS to inform the user of the PIN.
The PIN variable is specified by <PIN> within the message.

Receiving PIN via
SMS Provider

Select the SMS Provider used to send PIN notifications SMS
providers are configured in Objects Setting >> SMS / Mail Service
Object.

Enter PIN
Description

Enter message to be displayed in the PIN textbox to prompt the
user to enter the PIN.

Submit Button
Description

Enter the text to be displayed on the submit PIN button

Submit Button Color

Select the color of the submit button from the predefined color
list, or select Customize Color and enter the RGB value. Click
Preview to preview the selected color.

Enter PIN
Description

Enter message to be displayed in the PIN textbox to prompt the
user to enter the PIN.

And finally, the save and cancel buttons are always displayed.
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Item Description

Save and Next Click to save the configuration on this page and proceed to the
next page.
Cancel Click to abort the configuration process and return to the profile

summary page.

2nd-stage Page for PIN Login

If you have selected PIN Login as the login mode, you will also need to configure the page
that is displayed to users when they request a PIN.
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Hotspot Web Portal >> Profile Setup

Login Wethod Background Login Page Setup Whitelist Setting Mare Options

Configure Znd-stage Page for SMS Login

Back Button

< Back

PIM Code Message

Default Country Code, Enter Mobile Mumber Description

m Send Button Description and Calar

Send Succeeded Wessage

Entar PIN and Submit Butt
e m rtar and Submit Button

Back Button Description Back
e
(Max 170 characters) Default
PIN Code Message PIN wode will be sent over wvia SHS.

(Max 170 characters) Default

Default Country Code |+ 93 Afghanistan v
Enter Mobile Number Description enter your mobile number
P
(Max 170 characters) Default
Send Button Description <span style="color:white; ">Z3end PIN</sSpan:
P
(Max 170 characters) Default
Send Button Color Custamize Calar (%
A2ATAD format : FFFFFF) Default
Send Succeeded Mesage PIN Code has heen sent.Click <b>3end PIN</h> again if not

receiving FPIN in 3 minuces.

e

(Max 170 characters)

l Save and Mext ] [ Cancel

Available settings are explained as follows:

Item Description
Back Button Enter text for the label of the hyperlink to return to the previous
Description page.

PIN Code Message Enter text to be displayed as the body text on the page.

Default Country Select the default country code to be displayed using the dropdown
Code menu.
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Enter Mobile Enter message to be displayed in the mobile number textbox to
Number Description | prompt the user to enter the mobile number.

Send Button Enter the label text of the send button.
Description

Send Button Color Select the color of the send button from the predefined color list,
or select Customize Color and enter the RGB value. Click Preview
to preview the selected color.

Send Succeeded Enter text to be displayed to notify the user after the PIN has been

Message sent.

Save and Next Click to save the configuration on this page and proceed to the
next page.

Cancel Click to abort the configuration process and return to the profile

summary page.

4. Whitelist Setting

In this step you can configure the whitelist settings. Users are allowed to send and receive
traffic that satisfies whitelist settings.

Hotspot Weh Portal »>> Profile Setup

Login hethod Whitelist Setting hlore Options
NAT Rules Dest Domain Dest IP Dest Port Source IP
Alweays allow outbound connections from hosts in O MAT »» Port Redirection
O MAT »» Open Ports
O MAT == DMZ
[ Save and Mext ] [ Cancel

Available settings are explained as follows:

Item Description

NAT Rules To prevent web portal settings from conflicting with NAT rules
resulting in unexpected behavior, select the NAT rules that are
allowed to bypass the web portal. Hosts listed in selected NAT
rules can always access the Internet without being intercepted by
the web portal.

Dest Domain Enter up to 30 destination domains that are allowed to be
accessed.

Dest IP Enter up to 30 destination IP addresses that are allowed to be
accessed.

Dest Port Enter up to 30 destination protocols and ports that are allowed
through the router.

Source IP Enter up to 30 source IP addresses that are allowed through the
router.
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Save and Next Click to save the configuration on this page and proceed to the
next page.

Cancel Click to abort the configuration process and return to the profile
summary page.

5. More Options

In this step you can configure advanced options for the Hotspot Web Portal.

Hotspot Web Portal »> Profile Setup

= )
\J )/ @

Login hethod Whitelist Setting More Options

Web Portal Options

Expired Time After Activation |D V|days |5 V|h0urs |D V|min

HTTPS Redirection [“]Enable

When an unauthenticated client opening a HTTP'S page, redirect will wark but
certificate errars may be shown.

Digable this function to redirect only HTTP pages. HTTPS browsing will timeout
without redirection and also no cerificate errors.

Captive Portal Detection Enahble

Trigger the unauthenticated client to automatically pop-up the Web Portal page
when connects to Wi-Fi.

This function is not available when using Secial Login because the page may not
be shown correctly due to the limitation of the OF built-in Captive Portal Detection.

Landing Page After Authentication

@ Fixed URL |http:ffwww.draytek.com |

O User Requested URL

O Bulletin Message

{Mlax 511 characters) Default Message

Note:
Landing Page may not be shown correctly when using OS built-in Captive Portal Detection.

Applied Interfaces

Subnet Orany Oeawe Oianz Oeamws Oeans Oians Oeany Olans
LAk 246 [ssiDl (DrayTek)

=510z (DrayTek_cuest)

Ossioa

Ossing

5G [ssiD1 (DrayTek_5G)

[ssip2 (DrayTek_Sc_Guest)

Ossips

Ossing

Cancel ] ’ Finish
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Available settings are explained as follows:

Item

Description

Expired Time After
Activation

Enter the time duration that users are allowed to have Internet
access after logging in.

HTTPS Redirection

If this option is selected, unauthenticated clients accessing HTTPS
websites will be redirected to the login page, but the browser may
alert the user of certificate errors. If this option is not selected,
attempts to access to HTTPS website will time out without
redirection.

Captive Portal
Detection

If this option is selected, the web portal page is triggered
automatically when an unauthenticated client tries to access the
Internet. This function is not available when the Login Mode is
Social Login, as the web portal page may not be shown correctly
due to the limitations of the operating system’s built-in Captive
Portal Detection.

Landing Page After
Authentication

Specifies the webpage that will be displayed after the user has
successfully authenticated.

Fixed URL - The user will be redirected to the specified URL. This
could be used for displaying advertisements to users, such as
guests requesting wireless Internet access in a hotel.

User Requested URL - The user will be redirected to the URL they
initially requested.

Bulletin Message -The message configured here will be briefly
shown for a few seconds to the user.

Default Message - This button is enabled when Bulletin Message is

selected. Click to load the default text into the bulletin message
textbox.

Applied Interfaces

Subnet - The current Hotspot Web Portal profile will be in effect
for the selected subnets.

WLAN - The current Hotspot Web Portal profile will be in effect for
the selected WLAN SSIDs.

Cancel Click to abort the configuration process and return to the profile
summary page.
Finish Click to complete the configuration.
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Application Notes

A-1 How to create Facebook APP for Web Portal Authentication?

The new web portal feature support social login as authentication method, and allows
network administrator to authenticate LAN clients by their Google or Facebook account. This
document introduces how to create Facebook APP, and generate the APP ID and APP secret
that can be used in Web Portal setup.

1. Register as FB Developer: Go to https://developers.facebook.com/ and login the FB
account.

2. Register the Facebook account as a Developer (If the account has been verified previously,
this step can be skipped.)

3. Click My Apps then choose Register as Developer.

Products  Docos Tools & Support  Mews

FACEBOOK
F8 DEVELDPER
CONFERENCE

al > il [~

App Monetization App Invites Saocial Plugins Meassenger

4. Switch to YES then click Next on pop-up window.

Register as a Facebook Developer

Do you accept the Facebook Platform Policy

and the Facebook Privacy Policy? —

5. Choose country then type phone number, click Send as Text in Get Confirmation Code.
Wait confirmation code message received then enter the confirmation code. Click
Register to finish the register process.
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Register as a Facebook Developer *

We need to verify your account o complete your registration. Your
Fhone number will be added to your timeline but won't be visible to vour

friemds.
Country Fhone number
Taiwan (+B86) = | | 0912345674

Get Confirmation Code

Send as Text Send via Phone Call

Confirmation code

625535

You can also verify your account by adding a credit card. 1!

6. Add a New App. Click on My Apps > Add a New App. Choose Website platform.

Add a New App

Select a platform to get started

Facebook Canvas.

atform or would like to selup
the advancad selup

7. Click Skip and Create App ID on first use. Type Display Name. Choose Category. Click
Create App ID.
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Create a Mew App 1D

Deiphiy Mame

drayiekiest

NaEEEpacE

Categony

e Facebook Flatloom Polioes and e Facebook Frivacy Polcy

8. Pops up security check window, select the answer, and then click Submit to finish the
process.

Security Check

Please select all of the photos which show a tiger.

You can akso do this security check with text or audio instead of photos

a

“ e HahaHd

If you think you're seaing this by mistake, please lefus know,

(oo B
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9. On Dashboard, user can get App ID and App Secret, these information will be used in

Vigor Router's Web Portal Setup.

Dashboard

draytektest -

App 1D

- e B

App Secret
o I LT =0 B 5 C= i T ) e L

APl Version

v25

i

E] Developers My Apps  Products  Dees  Tocls B Support  News
draytektest J Basic Advanced Migrations
@ Dashboard App 10D App Secret
e LR~ BESA Sk AR ol & AT s
& Setiings
Displary Name Namespace
% Status & Review ekt ]
& App Detais App Damans Contact Email
& Foles
& ©Open Gragh I + Agd Platform I
e e
M Localize
= Carvas Payments
A Audience Nebwork
o Test Apps
T Webhooks
e Analylics
11. Choose Website in Select Platform window.
| Select Platform |
f @ & .
Facebook Canvas Wabsit 0% Android
|
| -
ol ] i] p
G o <>
Windows App Page Tab Xbox Play Station
Cancel

12. Enter the Site URL as http://portal.draytek.com. (Note: If you change http port in the

vigor, please add http port in URLs. For example, we use 8080 as http port and we'll
put http://portal.draytek.com:8080). Enter the Contact Email. And click Save Change.
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n Developers My Apps
draytektest .
@ Dashboard
o Settings

# Status & Review
o App Details

& Roles

< Open Graph

i Alers

n Localize

= Carnvas Payments
A fudsanca Mabeork
= TestApps

@ Wabhooks

Products Tools & Support News
Basic Advanced Migrations

App D App Sacret

12 LA L P ;A" e B B, B A =i
Display Mamsa Mamespace

draytektes!
App Domains: Contact Email

draytekies240dgmail com I

Website Quick Start
Sae URL

hittpciportal draylak com/

+ Add Platform

Dbt App

e | Y

13. Set up Client OAuth. Go to Settings >> Advanced >>Client OAuth Settings, enter
"http://portal.draytek.com” in Valid OAuth redirect URIs, and save changes.

Client OAuth Settings

Enal

Enak

Ena

Valid OAuth redirect URIS

http-partal draytek com/

Login from Devices
Enablas the Cauth clign

Client OAuth Login

Web QAuth Login

smar

Embedded Browser QAuth Login

ol redirect uri f

(™

Force Web QAuth Reauthentication

il

14. Go to My Apps>>Status & Review, and switch available status to YES to activate the APP.
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Ei Developers My Apps Products Dacs Tools & Support MNews

draytekbest - Status Items in Review

@ Dashboard

draytektest »
Do il B ake this e all e e Tesalures avadkabis

© Setlings

# Status & Review

W App Dalais
& Roles

& ‘Opan Gragh Start a Submission

b Aledts

W Locahze

Approved ltems

= Carvas Paymonts

A A a Met LT PEREE S D0HS
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A-2 How to create Google APP for Web Portal Authentication?

The new web portal feature support social login as authentication method, and allows
network administrator to authenticate LAN clients by their Google or Facebook account. This
document introduces how to create Facebook APP, and generate the APP ID and APP secret
that can be used in Web Portal setup.

1. Create Developer project. Go to https://code.google.com/apis/console, login with a
Google account then click Create project. Type project name then click Create.

| reatspojc | o
Froject name

ldrnylmlm“ I

Wour project 1D will be draytekiest-1133

Creats Cancel

2. On Dashboard, choose Use Google APIs.

= Google Developers ] Q t= @t B &

A Home Dashboard

ﬁ! Deacifboard
Progect: draytehes] Dodumestation

drileldedl-1130 o

Use Google APis

e A, cPoite oredriaals, and sk
Four SRage

Deploy a Hello World app

Erisbis snd mansge AP

Take a VM quicksias

Fraats & Clond Stansns hickss

3. Edit Auth Consent screen. Go to Credentials > Auth consent screen. Enter your email,
product name and other optional item then click on Save.
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APT arim Credentials
o |
vl address
Vieklenls —
.
Papcuci name Ao 5 UEHE o
e |
Hommapags AL
Paduct loge URL

Privacy policy URL

Tidmsa ol dbfeiin N

4. Create Client ID. Click Credentials and Click Add credentials > OAuth2.0 client ID.

s Google = pekiest < B @ @ @

RPT Cradentisls

I

5. Choose Web application as Application Type, then enter name. Set Authorized
JavaScript origins and Authorized redirect URLs as http://portal.draytek.com, and
click Create. (Note: If you change http port in the vigor, please add http port in URLs. For
example, we use 8080 as http port and we'll put http://portal.draytek.com:8080).

6. GetclientID and client secret. Such information will be used in Vigor Router's Web Portal
Setup page.

OAuth client

TEM I Ne =l e L G sk dmaw ol e r g, el mn s o Lk Lo

"
it
o
Y
1

B Z-oeg e wia
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VI-4 Central Management (AP)

392

Vigor2133 can manage the access points supporting AP management via Central AP
Management.

AP Map

AP Map is helpful to determine the best location for VigorAP in a room. A floor plan of a room
is required to be uploaded first. By dragging and dropping available VigorAP icon from the list
to the floor plan, the placement with the best wireless coverage will be clearly indicated
through simulated signal strength

AP Maintenance

Vigor router can execute configuration backup, configuration restoration, firmware upgrade
and remote reboot for the APs managed by the router. It is very convenient for the
administrator to process maintenance without accessing into the web user interface of the
access point.

Load Balance for AP
The parameters configured for Load Balance can help to distribute the traffic for all of the

access points registered to Vigor router. Thus, the bandwidth will not be occupied by certain
access points.
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Web User Interface

VI-4-1 Status

This page displays current status (online, offline or SSID hidden, IP address, encryption,
channel, version, password and etc.) of the access points managed by Vigor router. Please
open Central AP Management>>Function Support List to check what AP Models are
supported.

Central Management >> AP >> Status

| Clear | Befresh |

Note:
s Online =5 Offline : Hidden 551D

Maximum support 2 APs,

Wwhen &P Devices connect via an intermediary switch, please ensure that UDP:4944 port and the HTTP port of AR
Devices are not blocked so that the AP status can be retrieved.

Available settings are explained as follows:

Item Description

Index Click the index number link for viewing the settings summary
of the access point.

Device Name The name of the AP managed by Vigor router will be displayed
here.

IP Address Display the true IP address of the access point.

SSID Display the SSID configured for the access point(s) connected
to Vigor2133.

Ch. Display the channel used by the access point.

STA List Display the number of wireless clients (stations) connecting to

the access point.

In which, 0/64 means that up to 64 clients are allowed to
connect to the access point. But, now no one connects to the
access point.

The number displayed on the left side means 2.4GHz; and the
number displayed on the right side means 5GHz.

AP List Display the number of the AP around the device.
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Uptime Display the duration of the AP powered up.

Version Display the firmware version used by the access point.

Password Vigor2133 can get related information of the access point by
accessing into the web user interface of the access point.

This button is used to modify the logging password of the
connected access point.
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VI-4-2 WLAN Profile

WLAN profile is used to apply to a selected access point. It is very convenient for the
administrator to configure the setting for access point without opening the web user interface
of the access point.

Central Management >> AP »> WLAN Profile

Default DrayTek-LAN-4  WPA+WPAZ/PSK Enable Mone Mone

[ E e L e
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Click the number link of the selected profile to modify the content of the profile. Available
settings are explained as follows:

Item Description

Profile There are five WLAN profiles offered to be configured. Simply
click the index number link to open the modification page.

Name Display the name of the profile.
The default profile cannot be renamed.

Main SSID Display the SSID configured by such wireless profile.
Security Display the security mode selected by such wireless profile.
Multi-SSID Enable means multiple SSIDs (more than one) are active.

Disable means only SSID1 is active.

WLAN ACL Display the name of the access control list.

Rate Ctrol Display the upload and/or download transmission rate.

Clone It can copy settings from an existing WLAN profile to another
WLAN profile.

First, you have to check the box of the existing profile as the
original profile. Second, click Clone. The following dialog will

appear.
[ 192.168.1.1/doc/wlclone. htm Q 5
Original Profile Name Default
Renamed as
[Belect Profile Index 1-(Mone) »
Clear Cancel Apply

Third, choose the profile index to accept the settings from the
original profile. Forth, type a new name in the field of
Renamed as. Last, click Apply to save the settings on this
dialog.

The new profile has been created with the settings coming
from the original profile.

To AP Click it to apply the selected wireless profile to the specified
Access Point.
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6.3.143.2860/ ochvlapply him

Existing Device Selected Device
1-APE10_0076204826810
2-APB00_00507F223343

Simply choose the device you want from Existing Device field.
Click >> to move the device to Selected Device field. Then,
click OK.

The selected WLAN profile will be applied to the selected
access point immediately. Later the access point will reboot.

To Local WLAN Profile configured in this page is specified for VigorAP
connected to Vigor router.

If required, these settings also can be applied to Vigor router.
Select and check one of wireless profiles and click this button
to apply the settings onto the WI-Fi wireless settings
configured for such Vigor router.
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How to edit the wireless LAN profile?

1. Select the WLAN profile (index number 1 to 5) you want to edit.

2. Click the index number link to display the following page.

Central Management => AP >> WLAHN Profile

WLAN Profile Edit
Device Settings
Profile Name Default [ auto Pravisian
Administrator admin |
Password l-—|
Znd Subnet @ Enable O Disable

2.4G WLAMN General Settings

Wireless LAN C Enable & Disahle

Limit Client [(JEnable 54 | (3 ~ 128) (Default: 64)
Operation Mode |aP v|

2.4G Mode [ Mized{11b+11g+11n) + |

2.4G Channel |2452MH2 (Channel 113 v|

Airtime Fairness

[1Enahle Airtime Fairness:

Triggering Client Number |2 (2 ~ 128) (Default: 2}
. [JEnable Band Steering:
Band St . .
BT Check Time for WLAN Client 5G Cap. 15 sec(s) (1 ~ 60) (Default: 15)

[IMinimum Basic Rate |1 |~ Mbps
®Disable RSSI Requirement
Ostrictly Minimum RSSI -[73 | dbm {42 |%]) (Default: -73)

Roarning O Minimum RSSI - |6 | dbmifso | (Default: -66)

Info

The function of Auto Provision is available for the default WLAN profile.
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3. After finished the general settings configuration, click Next to open the following page
for 2.4G wireless security settings.

Central Management >> AP >> WLAN Profile

SSID1 S5ID2 S5ID3 S5ID4
Active Enahle Disable
SSID DrayTek-LAN-A LAM-A Hide 551D
VLAN ] (D:untag)
Isolate From Mermber
Security Settings
WRPAHNPARIPSE, v
Set Lup RADIUS Server if 302,1x% is enabled.
WPA
WA Algorithms TEIP AES @ TKIP/AES
Encryption Pass Phrase e
Key Renewal Interval 2600 Seconds
WEP
Setup WEP Key if WEP is enabled.
2802.1% WEP Enable Disable
Access Control
Maode Mane r
List -
Client's MAC Address : : : : :
| Add | | Delete | | Edit | | Canecel |
Bandwidth Limit
Status Enable @ Disable Auto Adjustment Enahle Disable
Upload ] Khps Download ] Khps
| Back | | cancel | | Medt |
Backup ACL Cfg i | Backup Upload From File: | #f#as | FREEEE Restore
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4. After finished the above web page configuration, click Next to open the following page
for 5G wireless security settings.

Central Management >> &P »> WLAN Profile

A5G SSID1 5G S5ID2 A5G S5ID3 &G S5ID4
Active Enable Disable
SSID DrayTek-5G LAM-£ 7 Hide 551D
VLAN 0 (D:untag)
Isolate From Member
Security Settings
Disable v
Set up RADIUS Server if 202.1% is enakbled.
WPaA
WA Algaorithms TEIP LES TEIP/AES
Encrymtion Pass Phrase
Key Renewal Interval 3600 Seconds
WEP
Setup WEP Key if WEP is enabled.
802.1% WEP Enable Disable
Access Control
Mode MNaone v
List -
Client's MAC Address . H H H H
| agd | | Deete | | Edit | | cancel |
Bandwidth Limit
Status Enable @ Disahble Auto Adjustment Enahle Disable
Upload 0 kbps Download 0 kbps
Hote:

5G 5510 Configuration only work with WigoraP800 v1.1.1 and newer APM Client,

| Back | | cancel | | Finish |

Backup ACL Cfg @ | Backup Upload From File: | {BiB8E | FEEFEIOEE Restora

5. When you finished the above web page configuration, click Finish to exit and return to
the first page. The modified WLAN profile will be shown on the web page.

Central Management >> AP >> WLAN Profile

Default DrayTek-LAM-4  WPA+WPAZ/PSK Enable MNone MNane @I
DrayTek Disable Disable MNone MNane

1
2
3
4
5
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VI-4-3 AP Maintenance

Vigor router can execute configuration backup, configuration restoration, firmware upgrade
and remote reboot for the APs managed by the router. It is very convenient for the
administrator to process maintenance without accessing into the web user interface of the
access point.

1)

Info Config Backup can be performed to one AP at one time. Others functions
(e.g., Config Restore, Firmware Upgrade, Remote Reboot can be performed
to more than one AP at one time by using Vigor2133.

Central Management == AP >> AP Maintenance

AP Maintenance

Select Action
Action Type: Config Backup w
FilefPath: FIEIFEE
Select Device
Existing Device Selected Device
1-VigorAP910C
2-APS02_001DAASDAFDE 1 4 8000 44
[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Action There are four actions provided by Vigor router to manage the
access points.

Confiy Backup w

Config Backup
Config Restare
Firmare Upgrade
Femote Heboot
Factory Heset

Vigor router can backup the configuration of the selected AP,
restore the configuration for the selected AP, perform the
firmware upgrade of the selected AP, reboot the selected AP
remotely and perform the factory reset for the selected AP.

File/Path Specify the file and the path which will be used to perform
Config Restore or Firmware Upgrade.

Select Device Display all the available access points managed by Vigor
router. Simply click << or >> to move the device(s) between

400 Vigor2133 Series User’s Guide



Select Device and Selected Device areas.

Selected Device Display the access points that will be applied by such function
after clicking OK.

After finishing all the settings here, please click OK to perform the action.

VI-4-4 Traffic Graph

Click Traffic Graph to open the web page. Choose one of the managed Access Points, LAN-A
or LAN-B, daily or weekly for viewing data transmission chart. Click Refresh to renew the
graph at any time.

Central Management => AP == Traffic Graph

Enable

Show Chart: |YigorAP0C w [ | LAN-A « | | Daily w Refresh Min(s): [1 «| | Refresh |

Hote:
Enabling,/Disabling &P Traffic Graph will also Enable/Disable the External Devices Funchion,

The horizontal axis represents time; the vertical axis represents the transmission rate (in
kbps).

Info Enabling/Disabling such function will also enable/disable the External
Devices function.
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VI-4-5 Load Balance

The parameters configured for Load Balance can help to distribute the traffic for all of the
access points registered to Vigor router. Thus, the bandwidth will not be occupied by certain
access points.

Central Management == AP == Load Balance

AP Load Balance By Station Mumber ar Traffic v
Station Number Threshold

Wireless LaM (2.4GHz) 64 (3-64)

Wireless LAM (SGHz) |64 (3-64)

Thraffic Threshold

Upload Limit  |User defined * 0K
Download Limit User defined « |0k

Action When Threshold Exceeded

= Stop accepting new connections
Dissociate existing station by longest idle time

bps (Default unit: K)
bps (Default unit: K)

Dissociate existing station by worst signal strength if it is less than -0 dem (100 %)

Hote:

The maximum station number of Wireless LaM (2.4GHz) will be applied to both Wireless LaN (2.4GHz) and
Wireless LaM (3GHz) if the firmware version of AP900 is less than or equal to 1.1.4.1,

Ok Cancel

Available settings are explained as follows:

Item

Description

AP Load Balance

It is used to determine the operation mode when the system
detects overload between access points.

Disable - Disable the function of AP load balance.

By Station Number -The operation of load balance will be
executed based on the station number configured in this page.
It is used to limit the allowed number for the station
connecting to the access point. The purpose is to prevent lots
of stations connecting to access point at the same time and
causing traffic unbalanced. Please define the required station
number for WLAN (2.4GHz) and WLAN (5GHz) separately.

By Traffic - The operation of load balance will executed
according to the traffic configuration in this page.

By Station Number or Traffic - The operation of load balance
will be executed based on the station number or the traffic
configuration.

Station Number
Threshold

Set the number of stations as a threshold to activate AP load
balance.

Traffic Threshold

Upload Limit -Use the drop down list to specify the traffic
limit for uploading.

Download Limit - Use the drop down list to specify the traffic
limit for downloading.

Action When Threshold
Exceeded

Stop accepting new connections - When the number of
stations or the traffic reaches the threshold defined in this

402
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web page, Vigor router will stop any new connection asked by
other access point.

Dissociate existing station by longest idel time - When the
access point is overload (e.g., reaching the limit of station
number or limit of network traffic), it will terminate the
network connection of the client’s station which is idle for a
longest time.

Dissociate existing station by worst signal strength if it is
less than - When the access point is overload (e.g., reaching
the limit of station number or limit of network traffic), it will
terminate the network connection of the client’s station with
the weakest signal.

After finishinOg all the settings here, please click OK to save the configuration.

VI-4-6 Function Support List

Click the Client tab to list the AP management functions that the Access Points support under
different firmware versions.

Click the Server tab to list the AP management functions that Vigor router supports under
different firmware versions.

Central AP Management >> Function Support List

Model Name AP710 APBOD APB10 APOOD APOO2 APO10C
FW Version 1.2.0 1.1.6 1.1.6.1 1.1.7 1.1.7 1.1.6
Register

DHCP . . . . . .
Static IP . . . . . .
Profile

2. 4GH= L] - - - - .
SGHz (with N&S) . . .
AP Mode . . . . . .
Auto Provision . . . . . .
WLAN EnablefDisable . . . . . .
Lirnit Client * . . . .
Airtime Fairness . . . . .
Band Steering . . B
Fast Roaming . . . . B
Access Control List . . . . . B
Bandwidth Limit + . . B . .
Centralized AP Management

AP Maintenance . . . . .
AP Map - * - * .
Traffic Graph . . . . . B
Rogue &P Detection . . . . .
Ewvent Log + + . + .
Total Traffic . . . . .
Station Mumber + B . . B
Load Balance . . . . .
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VI-5 Central Management (External Devices)

404

Vigor router can be used to connect with many types of external devices. In order to control
or manage the external devices conveniently, open External Devices to make detailed
configuration.

VI-5-1 All Devices

External Device »> All Devices

External Device Syslog
External Device Auto Discovery
External Devices Connected | Refresh |

Below shows available devices that connected externally:
On Line VigorAP900, YigorAP900, Connection Uptime:02:05:36

IP Address:192.168.1.11

For security reason:

If you have changed the administrator password on External Device, please click the Account button to
retype new username and password. Otherwise, the router will be unable to monitor the External Device
device properly. Click the Clear button to Clear the off-line information and account information.

Available settings are explained as follows:
Item Description
External Device Syslog Check this box to display information of the detected device
on Syslog.
External Device Auto Check this box to detect the external device automatically
Discovery and display on this page.

From this web page, check the box of External Device Auto Discovery. Later, all the
available devices will be displayed in this page with icons and corresponding information. You
can change the device name if required or remove the information for off-line device
whenever you want.

External Device == All Devices

External Device Syslog
External Device Auto Discovery
External Devices Connected

Below shows awvailable devices that connected externally:
On Line %igoraP900, YigoraP900, Connection Uptime:18:15:27

1P Address: 10.28.60.12
On Line P2261, Connection Uptime:18:15:17
1P Address: 192,168.1.226

For security reason:

If you hawve changed the administrator password on External Device, please click the Account button to
retype new username and password., Otherwise, the router will be unable to monitor the External Device
device properly. Click the Clear button to Clear the off-line information and account infarmation.
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When you finished the configuration, click OK to save it.

Info Only DrayTek products can be detected by this function.
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This page is left blank.
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Part VIl Others

Define objects such as IP address, service type,
keyword, file extension and others. These
pre-defined objects can be applied in CSM.

Objects Settings

USB device connected on Vigor router can be
regarded as a server or WAN interface. By way of
Vigor router, clients on LAN can access, write and
read data stored in USB storage disk with

UsB
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VII-1 Objects Settings

Define objects such as IP address, service type, keyword, file extension and others. These
pre-defined objects can be applied in CSM.
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Web User Interface

Ohjects Setting

VII-1-1 IP Object

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

You can set up to 192 sets of IP Objects with different conditions.
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Ohjects Setting >=» IP Object

Create from ARP Table
Create from Routing Tahle

| Set to Factory Default |

IP Ohject Profiles:
View: | All r Search
Index Name Address Index MName Address
1 CAaRRIE 7.
2. 18.
3. 19.
4. 20.
5. 21.
6. 22.
i 23.
8 24.
8. 25.
10. 26,
1. 27
12 24.
13. 29.
14. 30.
15. 3.
16. 32,
<< 1-32 | 33-64 | 6596 | 97-128 | 129-160 | 161-192 == Hext ==

Export IP Object
= Backup the current IP Ohjects with a C5v file
Download the default CSY template to edit
Download

Restore IP Object
EEaE | FRETTEE
Restore

Hote:

For better compatibility, it's suggested to edit IP Objets with the provided default CSV template,

Available settings are explained as follows:

Item Description

View Use the drop down list to choose a type (Single Address,

Range Address, Subnet Address, Mac Address or all) that IP
object with the selected type will be shown on this page.

Set to Factory Default

Clear all profiles.

Search Type a string of the IP object that you want to search.
Index Display the profile number that you can configure.
Name Display the name of the object profile.

Address Display the IP address configured for the object profile.
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Export IP Object

Usually, the IP objects can be created one by one through
the web page of Objects>>IP Object. However, to a user
who wants to save more time in bulk creating IP objects, a
quick method is offered by Vigor router to modify the IP
objects with a single file, a CSV file.

All of the IP objects (or the template) can be exported as a
file by clicking Download. Then the user can open the CSV
file through Microsoft Excel and modify all the IP objects at
the same time.

Backup the current IP Objects with a CSV file - Click it to
backup current IP objecsts as a CSV file. Such file can be
restored for future use.

Download the default CSV template to edit - After clicking
it, press Download to store the default CSM template (a table
without any input data) to your hard disk.

Download - Download the CSV file from Vigor router and
store in your hard disk.

Restore IP Object

Select - Click it to specify a predefined CSV file.
Restore - Import the selected CSV file onto Vigor router.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> IP Object

Profile Index : 1
Mare: RO Department
Interface: Any r
Address Type: Range Address =
Mac Address: 00 &00 0o Doo Eoo oo
Start IP Address: 192.168.1.59 Select
End IP Address: 192 168.1.65 Select
Subnet Mask:
Invert Selection:
Ok Clear Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose a proper interface.

LAMRTAPM

AN h

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN/DMZ/RT/VPN
or any IP address. If you choose LAN/DMZ/RT/VPN as the
Interface here, and choose LAN/DMZ/RT/VPN as the
direction setting in Edit Filter Rule, then all the IP addresses
specified with LAN/DMZ/RT/VPN interface will be opened
for you to choose in Edit Filter Rule page.
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Address Type

Determine the address type for the IP address.

Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet for
IP address.

Select Any Address if this object contains any IP address.
Select Mac Address if this object contains Mac address.

Fange Address

Any Address
single Address
Range Address
Subnet Address
Mac Address

MAC Address

Type the MAC address of the network card which will be
controlled.

Start IP Address

Type the start IP address for Single Address type.

End IP Address

Type the end IP address if the Range Address type is
selected.

Subnet Mask

Type the subnet mask if the Subnet Address type is selected.

Invert Selection

If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.

4.  After finishing all the settings here, please click OK to save the configuration. Below is
an example of IP objects settings.

Objects Setting => [P Object

IP Object Profiles:
Index

P e N

Name Index
RD Department 17.
Financial Dept 18,
HE Diepartment 19.
20.
21.
7
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VII-1-2 IP Group

This page allows you to bind several IP objects into one IP group.

Objects Setting == IP Group

IP Group Table: | Setto Factory Default |
Index Name Index Name
1 17.
2 18,
3 19,
4 20.
5 21.
6. 22.
L 23
8 24,
8. 25,
10. 26.
. 27.
12, 28.
13. 24,
14, 30.
15 .
16. 32.

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting == IP Group

Profile Index : 1

Mame:
Interface: Any T

Available IP Obhjects Selected IP Objects

1-RD Department
2-Financial Dept
3-HR Department

¥

4

[o]24 Clear Cancel

Available settings are explained as follows:
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Iltem Description

Name Type a name for this profile. Maximum 15 characters are
allowed.
Interface Choose WAN, LAN or Any to display all the available IP

objects with the specified interface.

Available IP Objects All the available IP objects with the specified interface
chosen above will be shown in this box.

Selected IP Objects Click >> button to add the selected IP objects in this box.

3. After finishing all the settings here, please click OK to save the configuration.

VII-1-3 IPv6 Object

You can set up to 64 sets of IPv6 Objects with different conditions.

Objects Setting == [PvG Object

PG Object Profiles: | Setto Factory Default |
Index Name Index Name

1 17.
2 18,
3 19,
4. 20.
5 2.
6. 22,
A 23
8 24
9 25,
10. 26.
. 27.
12. 28.
1. 29.
14, 30.
15, 3.
16. 32.

1-32 | 33-64 = Mext ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >> IPv6 Object

Profile Index : 1

Mame:

Address Type: Subnet Address *

Mac Address: 00 £00 E00 00 &00 Ho0

Start IP Address: Select
End IP Address; Select
Prefiz Length: 0

Invert Selection:

Qs Clear Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Address Type Determine the address type for the IPv6 address.
Select Single Address if this object contains one IPv6 address
only.

Select Range Address if this object contains several IPv6s
within a range.

Select Subnet Address if this object contains one subnet for
IPv6 address.

Select Any Address if this object contains any IPv6 address.
Select Mac Address if this object contains Mac address.

Mac Address Type the MAC address of the network card which will be
controlled.

Start IP Address Type the start IP address for Single Address type.

End IP Address Type the end IP address if the Range Address type is
selected.

Prefix Length Type the number (e.g., 64) for the prefix length of IPv6
address.

Invert Selection If it is checked, all the IPv6 addresses except the ones listed

above will be applied later while it is chosen.

3. After finishing all the settings, please click OK to save the configuration.
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VII-1-4 IPv6 Group

This page allows you to bind several IPv6 objects into one IPv6 group.

Objects Setting => IPvE Group

IPvG Group Table;
Index Name

I | [N |& | & |2 | |

T I A = = T I =
m | | o |- e

=
[=z]

| Setto Factory Default |
Index Name

[
g2 i

Lo Lo [l R (RO R R0 R (R (R (RO R R [=
I el = R Eo i B = [ E i N LS il i ]

Available settings are explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the group profile.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting => IPv6 Group

Profile Index : 1

MName:

Available IPvE Objects

Selected IPv6 Objects

416

OK ] [ Clear ] [ Cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available IPv6 All the available IPv6 objects with the specified interface

Objects chosen above will be shown in this box.

Selected IPv6 Objects | Click >> button to add the selected IPv6 objects in this box.

3.  After finishing all the settings, please click OK to save the configuration.

VII-1-5 Service Type Object

You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting >> Service Type Object

Sernvice Type Object Profiles: | Setto Factory Default |
Inclex Name Index Name
1 ar.
2 18
3. 19,
4. 20.
5 2.
5. 22
1. 23.
8. 24,
9. 25,
10. 26.
. 27.
12, 28,
13. 29.
14 30.
15, 3.
16. 32

-
2]
ra
w
Ca
=]
=
=]
n
=)
=]

Hext ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Ohjects Setting >> Service Type Ohject Setup

Profile Index : 1
Mame iy
Protocol Ay v
Source Port =T ~ 65534
Destination Port =T N ~ (65535
QK Clear Cancel

Available settings are explained as follows:

Iltem Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Protocol Specify the protocol(s) which this profile will apply to.

Ay r
Any |

[hP

[P

TCP

“LDP |
TCRILDP
[ChPvE
Cther h

Source/Destination
Port

Source Port and the Destination Port columns are available
for TCP/UDP protocol. It can be ignored for other protocols.
The filter rule will filter out any port number.

(=) - when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.

(=) - when the first and last value are the same, it indicates
all the ports except the port defined here; when the first and
last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) - the port number greater than this value is available.

(<) - the port number less than this value is available for this
profile.
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3. After finishing all the settings, please click OK to save the configuration.

Objects Sefting =* Service Type Object

Service Type Object Profiles:

Index Name Ind
1. WOWW 17
2 SIP hE:
3. 1t

VII-1-6 Service Type Group

This page allows you to bind several service types into one group.

Objects Setting => Service Type Group

Service Type Group Table: | Set to Factory Default |
Group Name Group Hame
1 17
2 18.
3 19,
4 20.
5 2.
5. 22
L 23.
8 2.
8. 25.
10. 26,
1n 2.
12, 28.
13. 29.
14, 30.
15, 31.
16 32.

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Group column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting == Service Type Group Setup

Profile Index : 1
Mame: VolP

Availabhle Service Type Objects Selected Service Type Ohjects
T-Wwnw

0]78 Clear Cancel

Available settings are explained as follows:

Iltem Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available Service All the available service objects that you have added on

Type Objects Objects Setting>>Service Type Object will be shown in this
box.

Selected Service Type | Click >> button to add the selected IP objects in this box.

Objects

3. After finishing all the settings, please click OK to save the configuration.
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VII-1-7 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in CSM >>URL Web
Content Filter Profile.

Objects Setting >»> Keyword Object

Keyword Object Profiles: | Setto Factory Default |
Index MName Index Name
1 17.
2 12,
3 19,
4. 20,
5. 21
5. 22
L 23,
8 2,
8. 25,
10. 26.
1. 2.
12, 28,
13. 29.
14, 30.
15, 31
16. 32
<2 1-32 | 33-64 | 65-96 | 97128 | 129160 | 161-192 | 193-200 == Next ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Ohjects Setting == Keyword Object Setup

Profile Index : 1
Mame

Contents

Limit of Contents: Max 3 \Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%:72 virus keep%200ut

Result:
1. backdoor
2. virus
3. keep out

[8]34 Clear Cancel

Available settings are explained as follows:

I[tem Description

Name Type a name for this profile, e.g., game. Maximum 15
characters are allowed.

Contents Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3. After finishing all the settings, please click OK to save the configuration.
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VII-1-8 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups set
here will be chosen as black /white list in CSM >>URL /Web Content Filter Profile.

Objects Setting >> Keyword Group

Keyword Group Table:

Index Name

e oo [N @ o & e |2

= [k |k [k | |k
S Eo T LI el (=

=
(=

| Setto Factory Default |
Name

i B
= [~ g
3

=
=

I [ R TR AT R R [ R LS ST SR [ | X
I Pl Rl e O N ESB SR Lo Pl =]

Available settings are explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the group profile.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Ohjects Setting >> Keyword Group Setup

Profile Index : 1

Marme:

Available Keyword Objects
1-Key-1
2-Key-2

Selected Keyword Objects{Max 16 Objects)

e

<L
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Available settings are explained as follows:

Item Description

Name Type a name for this group. Maximum 15 characters are
allowed.

Available Keyword You can gather keyword objects from Keyword Object page

Objects within one keyword group. All the available Keyword
objects that you have created will be shown in this box.

Selected Keyword

Objects yw Click button to add the selected Keyword objects in
this box.

3. After finishing all the settings, please click OK to save the configuration.

VII-1-9 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content Filter.
All the files with the extension names specified in these profiles will be processed according to
the chosen action.

Objects Setting »» File Extension Object

File Extension Object Profiles: | Set to Factory Default |
Profile Name Profile Name
1 5.
2, 3
3 1.
4 8.

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Profile column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> File Extension Object Setup

Profile Index: 1 Profile Mame:
Categories File Extensions
Image
Select Al o /dlle el U= bt Jngz 2
pct Bl pic .pick png if tiff
Clear all
Wideo
asf avi L mpe mpeg mpg mps
Selsct All .t rm WY 3gp 3gpp .3gpp2 392
flw swrf
Clear All
Audio
Select Al .aac aiff .au .mp3 m4a m4pn .00Qg
ra rarm AOH AL R
Clear all
Java
Colect Al .u;lass .qad .J.EII' Jaw Jjava Jern s
]se Jsp Jtk
Clear All

Available settings are explained as follows:

Item Description

Profile Name Type a name for this profile. The maximum length of the
name you can set is 7 characters.

3.  Type a name for such profile and check all the items of file extension that will be
processed in the router. Finally, click OK to save this profile.
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VII-1-10 SMS/Mail Service Object

SMS Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail Alert
Service.

Object Settings => 515 | Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

(= -l e B L

Custom 1

=
=

Custom 2

Each item is explained as follows:

Item Description

Set to Factory Default Cleqr all of the settings and return to factory default
settings.

Index Display the profile number that you can configure.

Profile Display the name for such SMS profile.

SMS Provider Display the service provider which offers SMS service.

To set a new profile, please do the steps listed below:

1. Click the SMS Provider tab, and click the number (e.g., #1) under Index column for
configuration in details.

Object Settings == SMS | Mail Service Object

SMS Provider Mail Server
Index Profile Name
1
2.
3.
4.
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2. The configuration page will be shown as follows:

Ohjects Setting => SMS / Mail Service Object

Profile Index: 1

Profile Mame
Service Provider
Username
Password
Quota

Sending Interval

Line_dowi

katsms. cam b (Ty) v
line1

10

K] (seconds)

Hote:

1. Only one message can be sent during the "Sending Interval” time.
2, If the "Sending Interval" was setto 0, there will be no limitation.

0134 Clear Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such SMS profile. The maximum length of
the name you can set is 31 characters.

Service Provider

Use the drop down list to specify the service provider which
offers SMS service.

kotsms. com. b (T4 W
kotsmms. com.tw [TV
textmarketer. co.uk (LK)
messagemedia.co.uk (LK)
bulksms. com (IMT)
bulksms. co.uk (LIK)
bulksms. 2way.co.za (ZA)
bulksms. com.es (ES)

(usa.bulksms.com (US)
bulksms. de (DE)

) i, sdin. com (ELD

p i messagebird. com (EL)
wanny. [USasmMs. com (EL

i vibeactivemedia.com (UK)
. SIS, 5 (205)

Username Type a user name that the sender can use to register to
selected SMS provider.
The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.
The maximum length of the password you can set is 31
characters.

Quota Type the number of the credit that you purchase from the

service provider chosen above.

Note that one credit equals to one SMS text message on the
standard route.

Sending Interval

To avoid quota being exhausted soon, type time interval for
sending the SMS.
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3. After finishing all the settings here, please click OK to save the configuration.

Object Settings == SIS / Mail Service QObject

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
1. Line_down kotsms.com.tw (TW)
2 kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
A Lrmbarme rorm e (T

Customized SMS Service

Vigor router offers several SMS service provider to offer the SMS service. However, if your
service provider cannot be found from the service provider list, simply use Index 9 and Index
10 to make customized SMS service. The profile name for Index 9 and Index 10 are fixed.

Object Settings == SMS / Mail Service Object

SMS Provider Mail Server | Setto Factory Default |

Index Profile Name SMS Provider

kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

(= B P N O

Custom 1
Custom 2

=
=

You can click the number (e.g., #9) under Index column for configuration in details.

Ohjects Setting >> SMS / Mail Service Object

Profile Index: 9

Profile Mame Custorm 1

Service Provider

Please contact with your SMS provide to get the exact URL String
eq:bulksms.vsms.net:5567 /eapifsubmission/send_sms/2,/2.07
Username=£###tutllcerd £ 4

Bpassword=## #txtPwd# # #amsisdn=## #txtDest# # #amessage=## #txtMsg# # #

Username

Password

Quota 10

Sending Interval 3 (seconds)

Hote:
1. Only one message can be sent during the "Sending Interval” time.
2. If the "Sending Interval” was set to 0, there will be no limitation,

[ ok ] [ clear | [ cancel |

Available settings are explained as follows:
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Item

Description

Profile Name

Display the name of this profile. It cannot be modified.

Service Provider

Type the website of the service provider.

Type the URL string in the box under the filed of Service
Provider. You have to contact your SMS provider to obtain
the exact URL string.

Username

Type a user name that the sender can use to register to
selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password

Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31
characters.

Quota

Type the total number of the messages that the router will
send out.

Sending Interval

Type the shortest time interval for the system to send SMS.

After finishing all the settings here, please click OK to save the configuration.

Mail Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail Alert

Service.

Object Settings == SMS / Mail Service Object

SM S Provider Mail Server

Index

[ [ [N = & [ [ e

=
=

| Setto Factory Default |

Profile Name

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all of the settings and return to factory default
settings.

Index

Display the profile number that you can configure.

Profile

Display the name for such mail server profile.
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To set a new profile, please do the steps listed below:

1. Click the Mail Server tab, and click the number (e.g., #1) under Index column for

configuration in details.

Object Settings == 5M5 [ Mail Service Ohject

SMS Provider

Index

ol R

[Mail Server

2. The configuration page will be shown as follows:

Ohjects Setting => SM5 | Mail Service Ohject

Profile Index: 1

Profile Mame
SMTP Server
SMTP Port
Sender Address
Use 550
# Authentication
Username
Password
Sending Interval

Mtail_Motify
192.168.1.98
25

cartie_nig@draytek.com

0 {seconds)

Hote:

1, Only one mail can be sent during the "Sending Interval” time,
2. If the "Sending Interval” was set to 0, there will be no limitation,

QK Clear Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such mail service profile. The maximum
length of the name you can set is 31 characters.

SMTP Server

Type the IP address of the mail server.

SMTP Port

Type the port number for SMTP server.

Sender Address

Type the e-mail address of the sender.

Use SSL

Check this box to use port 465 for SMTP server for some
e-mail server uses https as the transmission method.

Authentication

The mail server must be authenticated with the correct
username and password to have the right of sending message
out. Check the box to enable the function.

Username - Type a name for authentication. The maximum
length of the name you can set is 31 characters.

Password - Type a password for authentication. The
maximum length of the password you can set is 31
characters.

Sending Interval

Define the interval for the system to send the SMS out.
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3. After finishing all the settings here, please click OK to save the configuration.

Object Settings == 5M5 | Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name

1. Mail_Motify

2

VII-1-11 Notification Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail Alert
Service.

You can set an object with different monitoring situation.

Object Settings => Notification Object

| Setto Factory Default |

Index Profile Name Settings

(1o o B A R o L

To set a new profile, please do the steps listed below:

1. Open Object Setting>>Notification Object, and click the number (e.g., #1) under Index
column for configuration in details.

Ohject Settings == Notification Object

Index Profile Name

=

[ & |
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2. The configuration page will be shown as follows:

Objects Setting == Notification Object

Profile Index: 1

Profile Name
Category Status
WAN Opisconnected Oreconnected
VPN Tunnel Opisconnected Oreconnected
Temperature Alert Cout of Range
WAN Budget O Limit Reached
[ Ol ] [ Clear ] [ Cancel

Available settings are explained as follows:

Iltem Description

Profile Name Type a name for such notification profile. The maximum
length of the name you can set is 15 characters.

Category Display the types that will be monitored.

Status Display the status for the category. You can check the box to

be monitored.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings >> Notification Object

| Setto Factory Default |

Index Profile Name Settings
Notify_attack WAN VPN

[ L
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VII-1-12 String Object

This page allows you to set string profiles which will be applied in route policy (domain name
selection for destination) and etc.

Ohjects Setting > String Object

10 % | strings per page | Setto Factory Default |

Index  String

1 123
2 TEST_RD

]
O

Add

Available settings are explained as follows:

Item

Description

Add

Click it to open the following page for adding a new string
object.

19 192.165.1.1/docistrobiadd him

String
|Test RD | (Max.253 chars.)
Ok Cancel

Set to Factory Default

Click it to clear all of the settings in this page.

Index Display the number link of the string profile.
String Display the string defined.
Clear Choose the string that you want to remove. Then click this

check box to delete the selected string.

Below shows an example to apply string object (in Route Policy):

Load-Balance/Route Policy

Index: 1
¢ Enahble
Comment Celete
Criteria
Protocol Any v
Source = ANy
Src IP Range
Sre IP Subnet
Destination any
Dest IP Range
= T X r-‘t e
= Domain Mame
2 -testl 1 Select | § Delete
el )
Destination Port w ANy
Dest Port Start Dest Port End
Send via if Criteria Matched
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Application Notes

A-1 How to Send a Notification to Specified Phone Number via SMS Service in
WAN Disconnection

Follow the steps listed below:
1. Log into the web user interface of Vigor router.

2. Configure relational objects first. Open Object Settings>>SMS/Mail Server Object to
get the following page.

Object Settings == S5MS [ Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

Ll ol B R Ll el

Custom 1
Custom 2

=
=

Index 1 to Index 8 allows you to choose the built-in SMS service provider. If the SMS
service provider is not on the list, you can configure Index 9 and Index 10 to add the new
service provider to Vigor router.

3. Choose any index number (e.g., Index 1 in this case) to configure the SMS Provider
setting. In the following page, type the username and password and set the quota that
the router can send the message out.

Objects Setting >> SMS | Mail Service Object

Profile Index: 1

Profile Mame Local number

Service Provider kotsrms. corn. e (TW) v

Username abcE026

Passwaord

Quota 3

Sending Interyal 3 (seconds)
Note:

1. Only one message can be sent during the "Sending Interval” time.
2, If the "Sending Interval" was set to 0, there will be no limitation.

[o]24 Clear Cancel
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4.  After finished the settings, click OK to return to previous page. Now you have finished
the configuration of the SMS Provider profile setting.

Object Settings == SIS [ Mail Service Object

SMS Provider

Index

Mail Server

Profile Name

| Setto Factory Default |

SMS Provider

1.

Local number

kotsms.com.

tw (TW)

[ [&= [N | B = = Y

-
=1

Custom 1
Custom 2

et T
kotsms.com.
kotsms.com.
kotsms.com.
kotsms.com.
kotsms.com.

kotsms.com.

tw (TW)
tw (TW)
tw (TW)
tw (TW)
tw (TW)
tw (TW)

5. Open Object Settings>>Notification Object to configure the event conditions of the

notification.

Object Settings == Notification Object

Index

[l S P El Ll

Profile Name

| Setto Factory Default |

Settin

gs

6. Choose any index number (e.g., Index 1 in this case) to configure conditions for sending
the SMS. In the following page, type the name of the profile and check the Disconnected

and Reconnected boxes for WAN to work in concert with the topic of this paper.

Ohjects Setting >> Notification Object

Profile Index: 1
Profile Mame MR Moty
Category Status
PRSI " D. = = d o r\ A= H‘Ed
I VPN Tunnel Disconnected Reconnected I
Temperature Alert Qut of Range
ok | | Clear Cancel

7.  After finished the settings, click OK to return to previous page. You have finished the
configuration of the notification object profile setting.
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Object Settings => Notification Object

Index

Profile Name

| Setto Factory Default |
Settings

—_—
=

WAN_Notify

WAN I

[g2 [~ = = = e I

8. Now, open Applications >> SMS / Mail Alert Service. Use the drop down list to choose
SMS Provider and the Notify Profile (specify the time of sending SMS). Then, type the
phone number in the field of Recipient (the one who will receive the SMS).

Applications >> SMS ! Mail Alert Service

SMS Alert Mail Alert | Set to Factory Default |
Index SMS Provider Recipient Number Notify Profile Schedule{1-15)
1% 1- Local nurmber d 0512345679 I 1 - WiAN_Notify *

2 1 - Lacal number « 1 - WAk _Rotify

3 1- Lacal number * 1 - WAk _kotify «

4 1- Lacal number * 1 - WAk _kotify «

] 1- Lacal number * 1 - WAk _kotify «

6 1- Local number = 1 - WAM_Motify v

7 1- Local number « 1 - WAR_Motify

g 1- Local number « 1 - WAM_Motify v

1] 1- Local number « 1 - WAM_Motify v

10 1- Local number « 1 - WAM_Motify v

Mote:

Al the SMS alert profiles share the same "Sending Interval” setting if they use the same SMS

Provider.

Ok | | Cancel

9. Click OK to save the settings. Later, if one of the WAN connections fails in your router,
the system will send out SMS to the phone number specified. If the router has only one
WAN interface, the system will send out SMS to the phone number while reconnecting
the WAN interface successfully.
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Remark: How the customize the SMS Provider

Choose one of the Index numbers (9 or 10) allowing you to customize the SMS Provider. In the
web page, type the URL string of the SMS provider and type the username and password. After
clicking OK, the new added SMS provider will be added and will be available for you to specify
for sending SMS out.

Ohjects Setting >> SMS / Mail Service Object

Profile Index: 9
Profile Mame Custorm 1
Service Provider clickatell

Please contact with your SMS provide to get the exact URL String
eq:bulksms.vsms.net 5567 /eapifsubmission/send_sms,/2/2.07

username=& ##tutlser# 4 &

Spassword=4## #txtPwd# # #amsisdn=# # #ttDest# #F#omessage=# # #tutMsgi# # 4

Username ilant23

Password 0 s

QJuota 10

Sending Interval 3 (seconds)

Hote:
1, Only one message can be sent during the "Sending Interval” time.
2, If the "Sending Interval” was set to 0, there will be no limitation.

QK Clear Cancel
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VII-2 USB Application

USB device connected on Vigor router can be regarded as a server or WAN interface. By way of
Vigor router, clients on LAN can access, write and read data stored in USB storage disk with
different applications. After setting the configuration in USB Application, you can type the IP
address of the Vigor router and username/password created in USB Application>>USB User
Management on the client software. Then, the client can use the FTP site (USB storage disk)
or share the SMB service through Vigor router.
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Web User Interface

pport List

VII-2-1 USB General Settings

This page will determine the number of concurrent FTP connection, default charset for FTP
server and enable SMB service. At present, the Vigor router can support USB storage disk with
formats of FAT16 and FAT32 only. Therefore, before connecting the USB storage disk into the
Vigor router, please make sure the memory format for the USB storage disk is FAT16 or FAT32.
It is recommended for you to use FAT32 for viewing the filename completely (FAT16 cannot

support long filename).

USB Application => USB General Settings

USEB General Settings

General Settings
Simultaneous FTP Connections
Default Charset

Enahle ® Disable
Access Mode
LAM Only LAM And WAk

NetBios Name Service

SMB File Sharing Service (Network Heighborhood)

5 (Maximnurm 6)
English v

Workgroup Name WORKGROUP
Host Mame Wigar
Printer Server
= Enahle Disable
Hote:

1.If character set is set to "English”, only English long file name is supported,
2.Multi-session FTP download will be banned by Router FTP server, If your FTP client has a multi-
connection mechanism, such as FileZilla, you should limit client connections to 1 to improve

performance.,

3.4 workgroup name must be different from the host name, The workgroup name can have up to
15 characters and the host name can have up to 15 charackters.Mames cannot contain any of the

following: . ;:"<=*+=/] 7.

Ok

Available settings are explained as follows:

Item

Description

General Settings

Simultaneous FTP Connections - This field is used to specify
the quantity of the FTP sessions. The router allows up to 6
FTP sessions connecting to USB storage disk at one time.

Default Charset - At present, Vigor router supports four
types of character sets. Default Charset is for English based
file name.
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English b

(Simple)
Chinese(Traditional)
German

SMB File Sharing Service

Click Enable to invoke SMB service (file sharing) via the
router.

Access Mode

LAN Only - Users coming from internet cannot connect to the
SMB server of the router.

LAN And WAN - Both LAN and WAN users can access SMB
server of the router.

NetBios Name Service

For the NetBios service of USB storage disk, you have to
specify a workgroup name and a host name. A workgroup
name must not be the same as the host name. The workgroup
name can have as many as 15 characters and the host name
can have as many as 23 characters. Both them cannot
contain any of the following--- ; : "<>*+=\] 2.

Workgroup Name - Type a name for the workgroup.
Host Name - Type the host name for the router.

Printer Server

Enable - Click it to make Vigor router act as a printer server
(with USB printer attached).

After finishing all the settings here, please click OK to save the configuration.

VII-2-2 USB User Management

This page allows you to set profiles for FTP/SMB users. Any user who wants to access into the
USB storage disk must type the same username and password configured in this page. Before
adding or modifying settings in this page, please insert a USB storage disk first. Otherwise, an
error message will appear to warn you.

USB Application »> USB User Management

USB User Management

Index Username

[ b o o E ol el L e

| Setto Factory Default |

Home Folder Index Username Home Folder

=R

- = |k | [=
(e (e |ro (=

=
o

Click index number to access into configuration page.
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USB Application >> USB User Management

Profile Index: 1

FTR/SMBE User
Username
Password

Confirm Password

Enable '® Disable

(Maximum 11 Characters)

Home Folder o
Access Rule
File Read Write Delete
Directory List Create Remowve
Note: The folder name can only contain the following characters: A-Z a-z 0-9$ 9% '-_@ ~ " ! { ) and
space,
(0]24 Clear Cancel

Available settings are explained as follows:

Item

Description

FTP/SMB User

Enable - Click this button to activate this profile (account)
for FTP service or SMB User service. Later, the user can use
the username specified in this page to login into FTP server.

Disable - Click this button to disable such profile.

Username

Type the username for FTP/SMB users for accessing into FTP
server (USB storage disk). Be aware that users cannot access
into USB storage disk in anonymity. Later, you can open FTP
client software and type the username specified here for
accessing into USB storage disk. The length of the name is
limited to 11 characters.

Note: “Admin” could not be typed here as username, for the
word is specified for accessing into web pages of Vigor router
only. Also, it is reserved for FTP firmware upgrade usage.

Note: FTP Passive mode is not supported by Vigor Router.
Please disable the mode on the FTP client.

Password

Type the password for FTP/SMB users for accessing FTP
server. Later, you can open FTP client software and type the
password specified here for accessing into USB storage disk.
The length of the password is limited to 11 characters.

Confirm Password

Type the password again to make confirmation.

Home Folder

It determines the folder for the client to access into.

The user can enter a directory name in this field. Then, after
clicking OK, the router will create the specific/new folder in
the USB storage disk. In addition, if the user types “/” here,
he/she can access into all of the disk folders and files in USB
storage disk.

Note: When write protect status for the USB storage disk is

ON, you cannot type any new folder name in this field. Only
*“/” can be used in such case.

You can click =7 to open the following dialog to add any
new folder which can be specified as the Home Folder.
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Access Rule It determines the authority for such profile. Any user, who
uses such profile for accessing into USB storage disk, must
follow the rule specified here.

File - Check the items (Read, Write and Delete) for such
profile.

Directory -Check the items (List, Create and Remove) for
such profile.

Before you click OK, you have to insert a USB storage disk into the USB interface of the Vigor
router. Otherwise, you cannot save the configuration.

VII-2-3 File Explorer

File Explorer offers an easy way for users to view and manage the content of USB storage disk
connected on Vigor router.

USB Application => File Explorer

File Explorer
5 * 7 Current Path: /
| Harne Size | Delete Rename
<F Upload File
Select a file:
EiEany | FEEEOEE
Upload

Mote: The folder can not be deleted when it is not empty.

Available settings are explained as follows:

Item Description
Click this icon to refresh files list.
Refresh
+ Click this icon to return to the upper directory.
Back
=Y Click this icon to add a new folder.
Create
Current Path Display current folder.
Upload Click this button to upload the selected file to the USB
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storage disk. The uploaded file in the USB diskette can be
shared for other user through FTP.

VII-2-4 USB Device Status

This page is to monitor the status for USB device connecting to Vigor router. In addition, the
status of the USB printer or USB sensor connecting to Vigor router can be checked from such
page. If you want to remove the storage disk from USB port in router, please click Disconnect
USB Disk first. And then, remove the USB device later.

USB Application == USB Device Status

Disk Printer Sensor | Refresh |
USB Mass Storage Device Status

Connection Status: ko Disk - -
Connected Disconnect LUSE Disk

Disk Capacity: 0 MB
Free Capacity: O ME Refresh

USB Disk Users Connected
Index Service IP Address{Port) Username
Hote:

1.0nly support FAT16 and FAT3Z2 format, FAT32 is recommended.

2.0nly support to mount single partition, maximum capacity is S00GE, If there are more then one
partition, anly one of therm will be mounted.

3.5ingle file size can be up to 4GB, which is the limitation of FAT3Z farmat.
4.,If the write protect switch of USE disk is turned an, the USE disk is in READ-ONLY mode, Mo data
can be written to it.

Available settings are explained as follows:

Item Description

Connection Status If there is no USB device connected to Vigor router, “No Disk
Connected” will be shown here.

Disk Capacity It displays the total capacity of the USB storage disk.

Free Capacity It displays the free space of the USB storage disk. Click
Refresh at any time to get new status for free capacity.

Index It displays the number of the client which connects to FTP
server.

IP Address It displays the IP address of the user’s host which connects to
the FTP server.

Username It displays the username that user uses to login to the FTP
server.

When you insert USB device into the Vigor router, the system will start to find out such device
within several seconds.
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USE Application => USB Device Status

Disk Printer Sensor | Refresh |
USB Mass Storage Device Status

Connection Status: Disk Connected
Write Protect Status: Mo

Disk Capacity: 2009 ME

Free Capacity: 925 ME  Refresh

[Disconnect USA Disk|

USE Disk Users Connected
Index Service IP Address{Port) Username
Hote:

1.0nly support FAT16 and FAT32 format, FAT32 is recormmended.

2.0nly support to mount single partition, maximum capacity is S00GE, If there are more then one
partition, only one of them will be mounted,

3.5ingle file size can be up to 4GB, which is the limitation of FAT32 format.,

4.If the write protect switch of USE disk is turned on, the USE disk is in READ-ONLY mode. No data
can be written to it

VII-2-5 Temperature Sensor

A USB Thermometer is now available. It complements your installed DrayTek router
installations which will help you monitor the server or data communications room
environment and notify you if the server room or data communications room is overheating.

TEMFPer] .
407 - +120C

During summer in particular, it is important to ensure that your server or data
communications equipment are not overheating due to cooling system failures.

The inclusion of a USB thermometer in compatible Vigor routers will continuously monitor the
temperature of its environment. When a pre-determined threshold is reached you will be
alerted by either an email or SMS so you can undertake appropriate action.

Temperature Sensor Settings

USB Application ==+ Temperature Sensor Setting

Temperature Chart Temperature Sensor Settings
Display Settings

Temperature Calibration 0.00

Temperature Unit = Celsius Fahrenheit
larm Settings

Enable Syslog &larm
Upper termperature limit 30.00
Lower termperature limit 18.00
Ok
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Available settings are explained as follows:

Item Description

Display Settings Temperature Calibration - Type a value used for
correcting the temperature error.

Temperature Unit - Choose the display unit of the
temperature. There are two types for you to choose.

Alarm Settings Enable Syslog Alarm - The temperature log will be
recorded on Syslog if it is enabled.

Upper temperature limit/Lower temperature limit - Type
the upper limit and lower limit for the system to send out
temperature alert.

Temperature Chart

Below shows an example of temperature graph:

USB Application >> Temperature Sensor Graph

Temperature Chart Temperature Sensor Settings

Refresh Min{s): |1 % | Refresh |

1.0

0.8

0.6

0.4

n.2

0.0
2nm 01:1

Manufacturer:
Product:

Current Temperature:
Average Temperature:
Maximum Temperature:
Minimum temperature:
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VII-2-6 Modem Support List

Such page provides the information about the brand name and model name of the USB
modems which are supported by Vigor router.

USB Application >> Modem Support List

The following compatibility test lists 3.5G/LTE modems supported by Yigor router under certain
environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek.com or consult your dealer for further information.

PPP mode DHCP mode YWiMAX
Brand Model LTE Status
4G system ®5Plug P3 ¥
Aiko Aiko FOE W
Aiko Aiko B3D W
alcatel alcatel L100Y & v
Alcatel alcatel w100 o) ¥
Alcatel Alcatel 0805 Y
Alcatel Alcatel x230 Y
Alcatel Alcatel 500 Y
Alfa ALFA Flyppp Y
Amai Amoi HO1 ¥
AnyDATA AbU-300 W
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VII-2-7 SMB Client Support List

SMB Client Support List provides the test status information for applications with file sharing

operated under different platforms.

USE Application == SMB Client Support List

The following compatibility test lists suggested SMB clients supported by Vigor router,

Platform Application Status
Microsoft® \WindowsE xP Built in I
Micrasoft® Windaws Wista ™ BUilt in ki
Microsoft@ Windows@E 7 Built in Y
Microsoft® \WindowsE B Built in 1
Microsoft® Windows® 10 Built in Y
0S5 x® 10.7.5 Built in A
05 ¥E 10,10 Built in I
Ubuntu 14.04 Built in b
android ™™ AndSMB ¥
Android ™ ES File Explorer N
Andraid ™ File Expert N
andraid ™ File Manager Y
android ™ Solid Explorer ki
Android ™ SharesFinder ki
05 exPlayer A
oS nPlayer Y

Y Tested and is supported.
I: Supported but has some issue.

M: Has not been tested but might be supported.
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Application Notes

A-1 How can | get the files from USB storage device connecting to Vigor
router?

Files on USB storage device can be reviewed by opening USB Applicaiton>>File Explorer. If it
is necessary for you to delete, copy files on the device or write, paste files to the devcie, it
must be done through SMB server or FTP server.

SMB service is based on the original USB FTP service. You will need to setup USB FTP first. We
would like to give brief instructions on USB FTP setup here.

1. Plug the USB device to the USB port on the router. Make sure Disk Connected appears on
the Connection Status as the figure shown below:

USB Application == USB Disk Status

USE Mass Storage Device Status

Connection Statud: Disk Connected Disconnect USB Disk

Wirite Protect Status: Mo
Disk Capacity: 2009 MB

USB Disk Users Connected | Refresh |

Index Service IP Address(Port) Username

Note: If the write protect switch of USB disk is turned on, the USB disk is in READ-ONLY mode. Mo data
can be written to it.

2. Then, please open USB Application >> USB General Settings to enable SMB service.
USB Application >> USB General Settings

USB General Settings

General Settings

Simultaneous FTP Connections 5 (Maximum 6

Default Charset English v

SME File Sharing Service (Network Neighborhood)

ATTESS Hote
Lar Crnly LAk And WAk

HetBios Name Service
workgroup Mame WORKGROUP
Host Mame Wigor

Printer Server
= Enahble Disable

Hote:

1.If character set is set to "English”, only English long file name is supported.

2. Multi-session FTP download will be banned by Router FTP server, If your FTP client has a multi-
connection mechanism, such as FileZilla, you should limit client connections to 1 to improve
performance,

2.8 woarkgroup name must be different from the host name, The workaroup name can have up to

15 characters and the host name can have up to 15 characters.Mames cannot contain any of the
following: .} " <>*+=/F]7.

Ok
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3.

Setup a user account for the FTP service by using USB Application >>USB User
Management. Click Enable to enable FTP User account. Here we add a new account

"userl" and assign authorities “Read”, “Write” and “List” to it.

USE Application => USB User Management

Profile Index: 1
FTP = Enahle Disable
Lsername usert
Password (Maximum 11 Characters)
Confirm Password el
Home Folder =
Access Rule
File Read Write Delete
Directory List Create| | Remove
Note: The falder name can only contain the Tollowing characters: A-Z a-z 0-5 % % ' - Y
and space.

Ok Clear Cancel

Click OK to save the configuration.

Make sure the FTP service is running properly. Please open a browser and type

ftp://192.168.1.1. Use the account "userl" to login.

Log On As &|

Either the server does not allow anonymous logins ot the e-mail address was not
accepted.

FTP server: 192.165.1.1

User name: | userl I |

Password: | |

After you log on, you can add this server ko vour Favarites and return to it easily.

‘,fi\‘ FTP does not encrypt or encode passwords or data before sending them ko the
server, To protect the security of wour passwords and data, use \Web Folders
{webDay) instead.

Learn more about using Web Folders,

[JLog on anonymously Save password

Log On l[ Cancel
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When the following screen appears, it means the FTP service is running properly.

File Edit ‘iew Faworites Tools  Help

eBack - \_:'l " /_F] Search

- Folders -

addrfss | (& frp 192, 168.1.1¢

ot R

FinalDataEn... opkg-instal

Other Places

ﬁ Internet Explorer

(£} My Documents ‘El 1@
|3y Shared Documents —

- 115.bmp 12-Always
& My Metwark Places Open.mp3

= I N

tempstorage  iTunes3etu,., wlc-1.1.5-wi..,

=, =
@
WP | M2 |

Air-supply-lask Crystal
inlave.mp3  Flower. mp3

Return to USB Application >> USB Disk Status. The information for FTP server will be

shown as below.

USB Application == USB Disk Status

USB Mass Storage Device Status

Connection Status: Disk Connected

Write Protect Status: Mo
Disk Capacity: 2009 MB

Disconnect USE Disk

USB Disk Users Connected | Refresh |
[ Index Service IP Address(Port) Username )
1. FTP 192.168.1.10(1963) userl Drap )

Now, users in LAN of Vigor2133 can access into the USB storage device by typing
ftp://192.168.1.1 on any browser. They can add or remove files / directories,
depending on the Access Rule for FTP account settings in USB Application >>USB User

Management.
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Part VIl Troubleshooting

'\kéz This part will guide you to solve abnormal situations if
you cannot access into the Internet after installing the
router and finishing the web configuration.

Troubleshooting
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VIlI-1 Diagnostics

452

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to
check your basic installation status stage by stage.

Checking if the hardware status is OK or not.
Checking if the network connection settings on your computer are OK or not.

Pinging the router from your computer.

Checking if the ISP settings are OK or not.
®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer or DrayTek technical support for advanced help.
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Web User Interface

Fisrt, take a look at the menu items under Diagnostics. Diagnostic Tools provide a useful way
to view or diagnose the status of your Vigor router.

Jiagnostics

VIII-1-1 Dial-out Triggering

Click Diagnostics and click Dial-out Triggering to open the web page. The internet
connection (e.g., PPPOE) is triggered by a package sending from the source IP address.

Diagnostics => Dial-out Triggering

Dial-out Triggered Packet Header

| Refresh |

HEX Format:
00 00 00 00 00 00-00 00 00 00 00 00-00 00

00000000 00000000-0000000000000000
00 00 0000 0000 0000-0000 000000000000
00 00 00 00 00 00 00 00-00 00 0000 00 00 00 00
00000000 00000000-0000000000000000
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00

Decoded Format:

0.0.0.0 -= 0.0.0.0
Prolen 00

Available settings are explained as follows:

Item

Description

Decoded Format

It shows the source IP address (local), destination IP
(remote) address, the protocol and length of the package.

Refresh

Click it to reload the page.
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VIII-1-2 Routing Table

Click Diagnostics and click Routing Table to open the web page.

Diagnostics >> View Routing Table

IPw4
| Refresh |
Kevy Destination Gateway Interface
Co 192.1658.1.0/ 255.255.255.0 directly connected LAN1
-
P
Key
C: Connected  S: Static R RIP *: default  ~: private
IPwE
| Refresh |
Destination Interface Flags Metric Hext Hop
FEG0:: /64 LANL u 258
FEG0:: /64 LANZ u 258
FES0:: /64 LANZ u 256
FES0:: /64 LaN4 u 256
FES0:: /64 DMZ u 256
FFOO:: /G LaN1 u 256
FFOO:: /G LANZ u 256
FFO0:: /8 LAN3 u 256
FFO0:: /8 LiN4 u 256
FFO0:: /8 LNZ u 256
A
Show Detail

Available settings are explained as follows:

Item Description

Refresh Click it to reload the page.
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VIII-1-3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

Diagnostics >> View ARP Cache Tahle

LAN VWAN

Show: | ALL LANSs | and | ALL WLANs |+
Ethernet ARP Cache Tahle | Clear | Befresh |
IF Address MiC Addre LAMN Nethios Name Interface VLAN Port
"""""""""""""" WLANZ [ Tttt T T T T T T T T T T
192.168.1.5 00-05-50+ WLANT L1000351 LAM1 VLANO P1

WLAMNA

WLANS

WLANG

WLANT

4
O show comment

Available settings are explained as follows:

Item Description

Show Specify LAN and VLAN to display related information.

In default, this page will display all of the information
about LAN and VLAN.

Refresh Click it to reload the page.
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VIII-1-4 IPv6 Neighbour Table

The table shows a mapping between an Ethernet hardware address (MAC Address) and an IPv6
address. This information is helpful in diagnosing network problems, such as IP address
conflicts, etc.

Click Diagnostics and click IPv6 Neighbour Table to open the web page.

Diagnostics == View IPvG Neighbour Table

IPvE Neighbour Table | Refresh |
|IPvEe hddress Mac Lddress Interface
|FF02::2 LN

|FFO2 LAN

|FE 751 :A44B LLNW

| B B LN

|F 1 FEC LAN

|E :FEC L&N

|E'F LANW

|FFC uss2

|FE uUss2

|FE 2 C Be:5428:3CR7 LANM

|FFO2: :1:FFOR: €73C LaN

< >

Available settings are explained as follows:

Item Description

Refresh Click it to reload the page.
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VIII-1-5 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics »> Wiew DHCP Assigned IP Addresses

Show @ | ALL LARS b
DHCP IP Assignment Tahle Other IP Assignment Table | Befresh |
LAN1 : DHCP Serwver On IP Pool: 192.165.1.10 ~ 192.165.1.209
Index IF Address MAC Address Leased Time HOST ID
LAN1
1 192.1658.1.10 00-50-7F-F1-05-FD 22:08:44

P
O show comment

DHCPv6 IP Assignment Tahle | Refresh |

Index IPwvE Address ILTID Link-layer Address Lease

Available settings are explained as follows:

Item Description

Index It displays the connection item number.

IP Address It displays the IP address assigned by this router for specified
PC.

MAC Address It displays the MAC address for the specified PC that DHCP
assigned IP address for it.

Leased Time It displays the leased time of the specified PC.

HOST ID It displays the host ID name of the specified PC.

Refresh Click it to reload the page.

Vigor2133 Series User’s Guide 457



VIII-1-6 NAT Sessions Table

Click Diagnostics and click NAT Sessions Table to open the list page.

Diagnostics »> NAT Sessions Table

MAT Active Sessions Table { Limit: 128 entries ) | Refresh |

Private IP :Port #Pseudo Port Peer IF :Port Interface

Available settings are explained as follows:

Item Description

Private IP:Port It indicates the source IP address and port of local PC.

#Pseudo Port It indicates the temporary port of the router used for NAT.

Peer IP:Port It indicates the destination IP address and port of remote
host.

Interface It displays the representing number for different interface.

Refresh Click it to reload the page.
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VIII-1-7 DNS Cache Table

Click Diagnostics and click DNS Cache Table to open the web page.
The record of domain Name and the mapping IP address for answering the DNS query from

LAN will be stored on Vigor router’s Cache temporarily and displayed on Diagnostics >> DNS
Cache Table.

Diagnostics == DNS Cache Table

IPv4 DMS Cache Table
| Clear | Refresh |

Domain WName IP iddress TTL (=)

IPvE DNS Cache Table
| Clear | Refresh |

Domain Name IP Address TTL (=)

Hote:
The LAN DMNS entry's TTL is static,

Cwhen an entry's TTL is larger than |0 s, this entry will be deleted fram the table.
Available settings are explained as follows:

Item Description

Clear Click this link to remove the result on the window.

Refresh Click it to reload the page.

When an entry’s TTL is Check the box the type the value of TTL (time to live) for
larger than.... each entry. Click OK to enable such function.

It means when the TTL value of each DNS query reaches the
threshold of the value specified here, the corresponding
record will be deleted from router’s Cache automatically.
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VIII-1-8 Ping Diagnosis

Click Diagnostics and click Ping Diagnosis to open the web page.

Diagnostics »> Ping Diagnosis

Ping Diagnosis

= [Pv4 IPvVE

Fing to:

DME
| Gatewiay 7 |

Result

Source [P: (Auto *

1P Address:
Run

| Clear |

or

Diagnostics *> Ping Diagnosis

Ping Diagnosis

1PV IPVE
Ping IPv6 Address:

Result

Fun
| Clear |

Available settings are explained as follows:

Item Description

IPV4 /IPV6 Choose the interface for such function.

Ping to Use the drop down list to choose the destination that you
want to ping.

IP Address Type the IP address of the Host/IP that you want to ping.

Ping IPv6 Address

Type the IPv6 address that you want to ping.

Run Click this button to start the ping work. The result will be
displayed on the screen.
Clear Click this link to remove the result on the window.
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VIII-1-9 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoking Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Bandwidth Management >> Sessions Limit

Sessions Limit

:Enable O Disable

Default Max Sessions: (100

Limitation List

Index Start IE End IF

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP Address,
TX rate, RX rate or Session link for arranging the data display.

Diagnostics »> Data Flow Monitor
Enable Data Flow Monitor

Refresh Seconds: |10 * | Page: |1 - | Refresh |
Index IP Address TX rate(Kbps) BX rate{Kbps) Sessions Action APP QoS

Current f Peak fSpeed  Current ' Peak /' Speed  Current / Peak

VWAN1 -— 070/ auto 0/0/auto ]
VWAN3 -— 0/0/fauto 0/0/Auto
Hote:

1.Click "Block” to prevent specified PC from surfing Intermet for S minutes,

2.The IP blocked by the router will be shown in red, and the session column will display the
rernaining time that the specified 1P will be blocked.

3.(Kbps): shared bandwidth
+ : residual bandwidth used
Current/Peak are average,

Available settings are explained as follows:

Item Description

Enable Data Flow Monitor | Check this box to enable this function.

Refresh Seconds Use the drop down list to choose the time interval of
refreshing data flow that will be done by the system
automatically.

Vigor2133 Series User’s Guide 461



462

Refresh Seconds: |10 ¥

Refresh Click this link to refresh this page manually.
Index Display the number of the data flow.
IP Address Display the IP address of the monitored device.

TX rate (kbps)

Display the transmission speed of the monitored device.

RX rate (kbps)

Display the receiving speed of the monitored device.

Sessions Display the session number that you specified in Limit
Session web page.
Action Block - can prevent specified PC accessing into Internet
within 5 minutes.
Page: |1 % | Refresh |
Sessions Action APP QoS
1 Block |Mone
Unblock -The device with the IP address will be blocked for
five minutes. The remaining time will be shown on the
session column. Click it to cancel the IP address blocking.
Page: |1 # | Refresh |
Sessions Action APP QoS
blocked / 299 Unblock |Mone | »
APP QoS Use the drop down list to change the priority in data
transmission for the specified IP address (host).
Mone  »
Mone
Class 2
Clazs 3
Default
Current /Peak/Speed Current means current transmission rate and receiving rate

for WAN interface.

Peak means the highest peak value detected by the router in
data transmission.

Speed means line speed specified in WAN>>General Setup.
If you do not specify any rate at that page, here will display
Auto for instead.
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VIII-1-10 Traffic Graph

Click Diagnostics and click Traffic Graph to open the web page. Choose
WAN1/WAN2/WAN3/WAN4 Bandwidth, Sessions, Ping Detect, daily or weekly for viewing
different traffic graph. Click Reset to zero the accumulated RX/TX (received and transmitted)
data of WAN. Click Refresh to renew the graph at any time.

Diagnostics > Traffic Graph
Show Chart: |Wal1 Bandwidth v | [Daily  * Refresh Minis): |1 | Refresh |

Wisk Bandwidth
Sessions

Fing Detect

-3 302
WAML total TX: 0 Bytes JRx: 0 Bytes Reset

The horizontal axis represents time. Yet the vertical axis has different meanings. For
WAN1/WAN2/WAN3/LTE/WAN4 Bandwidth chart, the numbers displayed on vertical axis
represent the numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.
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VIlI-1-11 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to trace
the routes from router to the host. Simply type the IP address of the host in the box and click
Run. The result of route trace will be shown on the screen.

Diagnostics == Trace Route

Trace Route

= TP PG
Protocol: ICMP *
Host f IP Address:
Run
Result | Clear |

or

Diagnostics >> Trace Route

Trace Houte

V4w IPVE
Trace Host [/ IP Address:
Run
Result | Clear |

Available settings are explained as follows:

Item Description

IPv4 / IPv6 Click one of them to display corresponding information for it.

Protocol Use the drop down list to choose the protocol that you want
to ping through.

Host/IP Address It indicates the IP address of the host.

Trace Host/IP Address It indicates the IPv6 address of the host.
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Run Click this button to start route tracing work.

Clear Click this link to remove the result on the window.

VIII-1-12 Syslog Explorer
Such page provides real-time syslog and displays the information on the screen.

For Web Syslog

This page displays the time and message for User/Firewall/call/WAN/VPN settings. You can
check Enable Web Syslog, specify the type of Syslog and choose the display mode you want.
Later, the event of Syslog with specified type will be shown for your reference.

Diagnostics == Syslog Explorer
Web Syslog USEB Syslog
Enable Weh Syslog Export | Refresh | Clear |
Syslog Type (User  + | Display Mode | Stop record when fulls v
Time Message

Available settings are explained as follows:

Item Description
Enable Web Syslog Check this box to enable the function of Web Syslog.
Syslog Type Use the drop down list to specify a type of Syslog to be
displayed.
LUser w

Export Click this link to save the data as a file.
Refresh Click this link to refresh this page manually.
Clear Click this link to clear information on this page.
Display Mode There are two modes for you to choose.

Stop record when fulls - when the capacity of syslog is full,
the system will stop recording.

Always record the new event - only the newest events will
be recorded by the system.

Time Display the time of the event occurred.
Message Display the information for each event.
For USB Syslog

This page displays the syslog recorded on the USB storage disk.
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Diagnostics »> Syslog Explorer

Weh Syslog

Hote:

USB Syslog

The syslog will show while the saved syslog file size is aver 1ME.

Folder: nfa File: nfa

Page: nfa

Log Type: nfa

| Time Log Typ

e Message

Available settings are explained as follows:

Item Description

Time Display the time of the event occurred.
Log Type Display the type of the record.
Message Display the information for each event.

VII-1-13 IPv6 TSPC Status

IPv6 TSPC status web page could help you to diagnose the connection status of TSPC.

If TSPC has configured properly, the router will display the following page when the user
connects to tunnel broker successfully.

Diagnostics == IPvb TSPC Status

WAN1

| Refresh |

TSPC Enabled

TSPC Connection Status
Local Endpoint vi Address :
Local Endpoint v6 Address :
Router DNS name :

Tspec Prefix :

Tspc Prefixlen :
Tunnel Broker :
Tunnel Status :

Remote Endpoint v4 Address :
Remote Endpoint v6 Address :

114.44,54.220

2001:05c0: 1400: 000b: 0000: 0000:0000: 10b3
88886666, broker. freenetb. net

81.171.72.11

2001:05c0: 1400:000b: 0000:0000:0000: 10b&
2001:05c0:1502:0d00:0000:0000:0000: 0000

1)
amsterdarm. freenets. net
Connected

Available settings are explained as follows:

Item

Description

Refresh

Click this link to refresh this page manually.
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VIII-1-14 DoS Flood Table

This page can display content of IP connection detected by DoS Flooding Defense mechanism.
It is useful and convenient for network engineers (e.g., MIS engineer) to inspect the network
environment to find out if there is any abnormal connection.

Information of IP traced and destination port used for SYN Flood, UDP Flood and ICMP Flood
attacks will be detected and shown respectively on different pages.

Moreover, IP address detected and suspected to attack the network system can be blocked
shortly by clicking the Block button shown on pages of SYN Flood, UDP Flood and ICMP Flood.

Diagnostics »> DoS Flood Tahle

IPv4
SYM Flood UDP Flood ICMP Flood White/Black IP List | Refresh |
Tracing IP Destination Port
192.168.1.22 80 Block
192.168.1.205 40005(@) Block
IPY6
SYN Flood UDP Flood ICMP Flood White/Black IP List | Refresh |
Tracing IP Destination Port
Info The icon - (%} - means there is something wrong (e.g., attacking the

system) with that IP address.
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However, if an IP address is comfirmed to be blocked due to its abnormal behavior, click the
Blocking IP List tab to block it forever. For example, IP address “192.168.1.123” (displayed
on the following web page) will be blocked forever.

Diagnostics == Do5S Flood Tahle

IPv4
SYM Flood UDP Flood ICMP Flood White/Black IP List | Refresh |
White Passing IP List: Black Blocking IP List:
Add || Remove || Clear All Add || Remowe || Clear All
IPvE
SYM Flood UDP Flood ICMP Flood White/Black IP List | Refresh |
White Passing IP List: Black Blocking IP List:
Add || Remove || Clear All Add || Remowe || Clear All

Available settings are explained as follows:

Item Description
White Passing IP List / Type the IP address in this field and click Add. It will be added
Black Blocking IP List to the IP List and appear in the right frame.
IP list in the right frame will be blocked by Vigor system
permanatly.

Remove - It is used to remove selected IP address from the
Blocking IP List.

Refresh Click this link to refresh current page.
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VIII-1-15 Route Policy Diagnosis

With the analysis done by such page, possible path (static route, routing table or policy route)
of the packets sent out of the router can be traced.

Diagnostics »> Route Policy Diagnosis

Test how the packets will be routed

Mode & analyze a single packet

C  Analyze multiple packets by uploading an input file

Packet Information

Protocal | ICMP
Src IP Specify an IP

Dst IP Specify an IP

b

| [192.168.1.2

b4

D=t Port
Available settings are explained as follows:
Item Description
Mode Analyze a single packet - Choose such mode to make Vigor

router analyze how a single packet will be sent by a route
policy.

Analyze multiple packets... - Choose such mode to make Vigor
router analyze how multiple packets in a specified file will be
sent by a route policy.

Packet Information

Specify the nature of the packets to be analyzed by Vigor
router.

ICMP/UDP/TCP/ANY- Specify a protocol for diagnosis.
Src IP - Type an IP address as the source IP.
Dst IP - Type an IP address as the destination IP.

Dst Port - Use the drop down list to specify the destination
port.

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page..

Input File

It is available when Analyze multiple packets.. is selected as
Mode.

Select - Click the download link to get a blank example file.
Then, click such button to select that blank “.csv” file for
saving the result of analysis.
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Mode
O analyze how a packet will be sent

© e riemn
Input Fil?g}gﬁ; Igﬂ diagnose_example_input_file cov
4 4B
Analyze
BEE TH#H -
THEERE T HLiH

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee it
will be 100% the same as the real case.
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VIII-2 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “I-2 Hardware Installation’ for details.

2. Turn on the router. Make sure the Activity LED blink once per second and the
correspondent LAN LED is bright.

| ~

) @ 2 L

Vigor2133

3. If not, it means that there is something wrong with the hardware status. Simply back to
“|-2 Hardware Installation” to execute the hardware installation again. And then, try
again.
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VIII-3 Checking If the Network Connection Settings on Your
Computer Is OK or Not

472

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For Windows

Info The example is based on Windows 7. As to the examples for other operation
systems, please refer to the similar steps or find support notes in
www.DrayTek.com.

1. Open All Programs>>Getting Started>>Control Panel. Click Network and Sharing
Center.

A LIS o]

(£ Java

:‘: Metwark and Sharing Center

& Personalization

] Recovery

2. In the following window, click Change adapter settings.

-l;: Metwork and Sharing Center

G{_)v 'L;: + Control Panel = All Control Panel Iterms + Metwork and Shar.ing Center

Control Panel Home Wiew wour basic network information and set up connecti

Change adapter settings :—""L--. |Tb

-hange advanced sharing W TR TPRO-SWR MNetwork 28
settings (This camputer)

3. Icons of network connection will be shown on the window. Right-click on Local Area
Connection and click on Properties.

Local /

sahl

(R relif

E" Local frea Connel  Diagnose 1 i
TS Metwark cable un— scor
® @ TAP-Win32 Adapt T Bridge Connections oy |

Create Shortcut

fg' Renarne

‘&'Proper‘ties
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4. Select Internet Protocol Version 4 (TCP/IP) and then click Properties.
2 Local Area Connection Froperties X

Metwiorking I Sharing ]

Connect using:

| l_-'." IntellR) PROA000 MT Metwark Connechion

Thiz connectian uses the fallowing items:

& Client for Microsoft Netwaorks

.@; Privacywane Filker Driver

.@QDS Packet Scheduler

] ,El, File: and Printer Sharing for Microsoft Netwaorks

f Lot Dok Lo C T DB

B8 | rternet Pre ion 4 [TCPAPw4)

: 0 Drriver
[ -« Link-Layer Topology Discovery Fesponder

Inztall.. itizkall Froperties

r

5. Select Obtain an IP address automatically and Obtain DNS server address
automatically. Finally, click OK.

Internet Protocal Wersion 4 (TCR/APwd) Properties _'?Jﬂ
Gereral | Alternate Configuration |

‘fou can get IP settings assigned automatically iF wour network supports
this capability, Otherwise, vou need to ask vour netwark administrator
for the appropriate IP setkings.

(% Ohbtain an IP address automatically
T Use the ronammng 1P aoaress,

|
|
|

{* Obtain DMNS server address aukomaticalky

U Use the fFallowing DNS server addresses:

J
!

I late sektings Upc Advanced. ..
fa4 | Cancel ‘
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For Mac OS

1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Network.

3. On the Network screen, select Using DHCP from the drop down list of Configure IPv4.

8680 Network ()
if i [
¢« = H & EH
Show All Di-spla;rs Sound Metwork Startup Disk
Location .Aulomali( ﬂ
Show: | Built-in Ethernet Tj

{ TCP/IP | PPPoE  AppleTalk Proxies Ethernet |

Configure IPv4 "Using DHCP ﬂ
IP Address: 192.168.1.10 (" Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
{If required)

Router: 192.168.1.1

DNS Servers (Optional)

Search Domains (Optional)

IPv6 Address: fe80:0000:0000:0000:020a:95ff.fe8d:72e4

( Configure IPv6... ) o)
oS
. SR =
i]-‘- Click the lock to prevent further changes. ( Assistme... ) ( Apply Now )
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VIll-4 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might need
to use “ping” command to check the link status of the router. The most important thing is
that the computer will receive a reply from 192.168.1.1. If not, please check the IP
address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the previous section 1X-3)

Please follow the steps below to ping the router correctly.

For Windows

1. Open the Command Prompt window (from Start menu> Run).

2.  Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista/7).
The DOS command dialog will appear.

+ Command Prompt

Microsoft Windows ¥P [Version 5.1.26881
(C> Copyright 1985-2801 Microsoft Corp.

D:“Documents and Settings“faelping 192.168.1.1
Pinging 192.168._1.1 with 32 bytes of data:

Reply from 192 _168.1.1: hytes=32 time{lms TTL=255
Reply from 192.168.1.1: hytes=32 time{ilms TTL=255
Reply from 192 _168.1.1: bytes=32 time{ims TTL=255
Reply from 192 _168.1.1: bytes=32 time{ims TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
fAipproximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = Bms. Average = Bms

D:“\Documents and Settings“\faelr_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<1lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1. Double click on the current used MacOs on the desktop.
Open the Application folder and get into Utilities.
Double click Terminal. The Terminal window will appear.

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of *“64 bytes from
192.168.1.1: icmp_seq=0 ttl=255 time=xxxx ms” will appear.

o
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VIII-5 Checking If the ISP Settings are OK or Not

If WAN connection cannot be up, check if the LEDs (according to the LED explanations listed
on section 1.2) are correct or not. If the LEDs are off, please:

® Change the Physical Type from Auto negotiation to other values (e.g., 100M full duplex).
® Next, check if the LEDs on Vigor router are on or not.

® If not, please install an additional switch for connecting both Vigor router and the modem
offered by ISP. Then, check if the LEDs on Vigor router are on or not.

® |If the problem of LEDs cannot be solved by the above measures, please contact with the
nearest reseller, or send an e-mail to DrayTek FAE for technical support.

@ Check if the settings offered by ISP are configured well or not.
When the LEDs are on and correct, yet the WAN connection still cannot be up, please:

® Open WAN >> Internet Access page and then check whether the ISP settings are set
correctly. Click Details Page of WANL1 to review the settings that you configured
previously.
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VIII-6 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware. Such function is available in Admin Mode only.

Info After pressing factory default setting, you will loose all settings you did

before. Make sure you have recorded all useful settings before you pressing.
The password of factory default is null.

Software Reset

You can reset the router to factory default via Web page. Such function is available in Admin
Mode only.

Go to System Maintenance and choose Reboot System on the web page. The following screen

will appear. Choose Using factory default configuration and click Reboot Now. After few
seconds, the router will return all the settings to the factory settings.

System Maintenance => Reboot System
Reboot System

Do you want to reboot your router ?

& Using current configuration
(O Using factory default configuration

Reboot Mow

Auto Reboot Time Schedule

Index(1-15) in Schedule Setup:

Mote: Action and Idle Timeout settings will be ignored.

QK ] [ Cancel

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold for
more than 5 seconds. When you see the ACT LED blinks rapidly, please release the button.
Then, the router will restart with the default configuration.

After restore the factory default setting, you can configure the settings for the router again
to fit your personal request.
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VIII-7 Contacting DrayTek

If the router still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to
support@DrayTek.com.
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Appendix I: VLAN Applications on Vigor Router
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Virtual Local Area Network is so-called VLAN. It offers the logical grouping technique to
separate the physical ports of Ethernet switches, thus we can manage our local network
easier, more flexible and secure. For instance, you’re a networking administrator in your
company and you’re planning to isolate the visitors’ traffics from your private network for
security considerations because you cannot ensure that visitors” computer is clean. Or you
want to separate your private network into several parts by divisions because there are too
many computers in the same network segment and it results in the local traffics heavily.
VLAN helps you to solve these situations, and DrayTek’s products support bellow two popular
types:

Port-based

It uses a matrix table of the physical ports to define the traffics how to exchange between
each port, and the traffics will be isolated from the ports are not being ticked in the same
line. It is the easiest way to setup an isolate network, but not a flexible way to maintain a
growing network. Because the idea of port-based VLAN is grouping by physical ports, but the
difficulty is how to handle the traffics between two or more Ethernet switches. Thus, VLAN is
suitable for some circumstances, for example, the rental apartment, SOHO office...and so on.
These clients may need two or three isolated networks only and setup a network in a simple

way.
Port-based VLAN

Switch

Group A

11203]4

=

A BE BAno
Group A

Switch Switch

Tag-based

The idea of tag-based VLAN is to identify a virtual LAN with a specific ID, therefore, VLAN ID
introduced by tag-based VLAN. Through VLAN ID, ports with different VID (VLAN ID) will be
identified as in different LANs, so the traffics also will be isolated from each of VLANs. Many
administrators who manage an enterprise network or even the internet service providers (ISP)
adopt Tag-based VLAN popularly because it is convenient to maintain and manage a
distributed network. Setting a large-scale network is easy by giving each of them with
different VID and isolating the traffics at the same time. Besides the VLAN ID, there is another
feature, Trunk, introduced. While the role of a port on an Ethernet switch is setup as a Trunk
port, it means the VLAN ID will be kept while forwarding the packets between switches. By
this feature, VLANs are able to distribute over two or more Ethernet switches easily,
moreover design a large and secured network is possible through Trunk port. When VLAN is
being enabled on Vigor routers, the LAN ports are being turned into Trunk mode automatically.
Therefore, a VLAN supported switch, like VigorSwitch G2260/P2261, or VigorSwitch G1240, is
needed.
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Tag-based VLAN

Switch
VID:100 VID:200

112834

7N

2130 5]6 IERTI20 7|8

VID:100 VID:200 VID:100 VID:200
Switch Switch

Vigor routers ' support Tag-based feature both on LAN and WAN interfaces. The next we’ll
demonstrate our web design and how to configure the settings by introducing the
functionalities of Vigor router.

[Note]
Broadband router: Vigor2920/Vigor3200/Vigor2133/Vigo2960/Vigor3900
Modem router: Vigor2850/Vigor2133

VLAN Packets on Vigor routers
Trunk mode of LAN

Trunk Part Trunk Port

Switch A

M Mo

Mhome W LA 1D O - . Trank VILAM T

Trunk Port can carry the packets with VID but replace the Non-VID packet as the VID of Trunk
port while forwarding the packets to another switch.

Bridge mode of WAN

WAN

Intermet

P1 and P2 are doing NAT flow to access to the internet, but P3 and P4 will forward the packets
between WAN and LAN ports directly.

Web User Interface

So far, there are two kinds of open system on Vigor router. One is DrayOS, which is DrayTek
owned, and another is Linux-like which customized by DrayTek from OpenWRT. Here DrayOS
system is going to be introduced to you because it is the most stable and superfast booting
system in DrayTek products. If the Ul style of yours is different from the following. It may not
DrayOS system with new web style or maybe the Linux-like model.

WAN
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Intarnet Access »> MultiVLAN I

Blulti-VLAN

VLAHN Tag

Poit-bazed Bridge

[lenable [lp1llp2[lpallpsl lps
Clenable “lp1llpzllpapal ps
[enable " lp1llpzllpzl pal Ps
[enable " Ip1llpz[lpzlipslps
[Enable " Ip1lpz lpallps| ps
[enable "Ip1lpz[lpallps ps

Detail settings of channel profile

e
VLAN Settings General Settings
WLA&M Header
I ’ WLAM Tag: El
Priority:

Mote:1.Tag value must be set between 14095 snd unique for each channel.
2.0nly one channel can be untagged (egual to 0) at 3 tme,

WLAN Members

Physical Members
[[e1 Clez Tlez [ra [ps

Service Binding &

WA Setup

| Open Port-based Bridge Connection for this Channel

Hote:3 P1 is reserved for MAT use,and cannot be configured for bridge mode.
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LAN
Enahle Port-based VEAN by checlans the option

The option of Fae-basad VIAN

WVLAN Configuration ‘
LAN
Subnet
—
BB BB
S s
BEBBEB
EOBO8
E @B B
viane 1 B B B
viar B B B |
V]]_J-LN Group
<
VLAN ID assigned
Member of Port-besad or Tae-basad VLAN| +
DHCP Pool will he uzed !
802.1p field

VLAN applications on Vigor router

®  Multi Subnet (VLAN of LAN)
S5ID 1-VLAN O §SID 2-VLAN1

é &

Sales Dept. | Finance Dept.

SSID 3-VLANZ SSID 4-VLAN3

5

)° ® e~

[
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Port-based mode

¥ Enable
LAN Wireless LAN WLAN Tag
P1 P2 PI P4 SSIDT SSIDF SSI0DD SSIM Subnet Enable viD Priovity
viae B OB R B B B B [Ltif] Bl b o[=]
0 0f=]
] o[=]
] o[=]
a o[=]
a of=]
o of=]
viaw OB B R B B B B [ b o[=]
Tag-based mode
FlEnable
LN Wireless LAN WLAN Tag
P1 PZ P3 P4 SSID1 SSID? SSI03 SSID4  Subnet Enable VI Prinrity

e B 000 @ 0 0 0 [ B [@© ] oF
v BEED 8 8 B B8 [weE @ @ | o
v DO ED D B B 0 [t 8 o |

o)
v DD B M 0 B B ® [unaE o | o]
viii B E BB B B B B [t B b ol-]
vias DD OO0 @ @ B B [wn] 0 o[=]
vk D E B0 B B B B [l ] 0[=]
v O BB 0 @B B B B [wiE] o 0[]

By above settings, there are four private networks will be created and computers attached
with each of LAN ports or SSIDs which are able to obtain a private IP address from each
DHCP server (LAN1/LAN2/LAN3/LAN4). However, the traffics of the LAN port or SSID that
are NOT being grouped in the same VLAN are unable to forward to each other. The benefit
of Port-based is able to extend the wired ports by installing a cheaper dumb switch as
many as you need, but Tag-based offers you a flexible and well-managed network. The
networks are isolated, secured and reduce the broadcasting storm effectively in each of
networks with VLAN.

® Guest Network

551D 1-VLAN O 5510 2-VLANO

_ salesDept. | ng @ @!“
Sales Dept i

jj) SSID 3-VLAND 551D 4-VLANL
»

s Finance Dapt.

Logistics ' Guast

Lagisties Guest
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Port-based mode

VLAN Configuration

Hignatie
LAN Wireless LAN WLAN Tag

1 h Enable viD Prinrity
W & ] 0=
wweosees B 8 8 @ WeE - o-
viae B B B 8 B &l B 7 [Lani[z] & ] 0x
WLANI | n B M (A =] 1] ol=]
VLAMY | B O O [ o (B
VLANS | E B B [nE 0 o=
viak B B B B B B B [wni]E] B p 0=
VLANT | LaN 1 [=] ] ol=]

Tag-based mode

¥ Enabba

LAN Wireless LAN WLAN Tag

P PZ P3 P4 SSIDY SRIDZ SSID3 S5 Subnet Enable WD Friinwiny

i B D B0 B B B E |wnefs] /T | [ol=]

viae OB OO0 0 B O 0O [wwif B p of=]
viae D OO0 O B O B [wnif] O p 0[=]
i O DD 0 O B BO O [wnifE T o[=]
vias BB B B B B [wunE ] o[=]
ik IO B0 B B B B [N 0 0[=]
i B BB D B B B B [unNiE D 0[=]

To deploy a guest network, which serves your guests the internet accessibility, but the
traffics have to be isolated from your private network due to the security considerations,
it can be done by above settings. However, a switch support VLAN function is need if VLAN
Tag enabled.

®  Triple Play (Multi-WAN)
NAT mode with VLAN

IPTV Metwirk Db Metwork  VolP Meoaork ‘-

Following settings, the set-top box (STB) is able to attach with any LAN port. Video
streaming which your ISP provided will be played on your monitor.
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WILH 1

Enable: 'r'uzl
Desplay Masep!
Physicsl Mode: Etharmast
Pl sl Typs: Aultn ragotistinn _L]
Lirsis Spaad{ibpa):
Daownlink 0
LipLanik i
_Euw configuns Intemet ACceis Setting first)
Tag vakio: L} (D= 4095
Printy: ] (@~T)
Active Moda: Adways On[=] Load Balance: &
Channal
1
FJ
A
2. Open the profile of WANS by clicking the 1D 4,
B ANG
LWaNT
8

MNote: 1.Tag value must be set between 1~4095 and unigue fi |
each channel.

L 1. Setup the VLAN ID on WANI profiles if

WAN 1s the primaty interface of IPTV service.

Genaral
Enable WAN Type WLAN Tag Port-hased Bridge

¥es Ethermet{Wan1) Hane

Yes Ethermet{Wahz) Hane

Mo Ethernat{WAaN1}) Haonea Enablie PLUIP2LIPALIP
Mo Ethermet{Wak1}) Hane Enable ~ P1. P2 P3P
Ha Ethermet{Wah1) Hane Enable P12 P2 _P3 1P
Mo Ethernet{Wah1) Hana Enable . PL_p2 P3 Ip
Mo Ethernet{WaN1) Hona Enable _/P1_'P2 P3P
Mo Ethemet{Wan1) Hanie Emable _PL1_ P2 _P3_p

3. Setup connection of WAHN 5 and bind the service onto it

2.0nly one channel can be untagged (equal to 0)

| Open Port-based Bridge Connection for this Channel
Physical Membe
[P1 [lp2 CP3flps [lps

MNote:3.P1 15 reser
configured for bri

d for MAT use,and cannot be
& mode.

p1 | IP2 (P2 P4 [IPS
e3P 1 is reserved for MAT use,and cannot be
configgred for bridge mode.

[/ Open WAN Interface for this Channel

for Router-borme Application: | 1PTV =
Setup: | Stalic or Dynamic 1P [+ |

MO need to enable Port-based
Bridae,

4. Go to Application == IGMP to hind
it on FVC WAN,

.

1GHEP
[¥|Enable IGEP Proxy v =]

IGMP Proxy is to act as a multicast proxy fo

Enable IGHMP Snooping

P Access Setup
ISP Name
Usarmama
Password
PRP P or CLAP |
s thentication 0 =HAF -] Damain
Blways On N;ama ired fo
=1 : Requ r some 1SPs
Idle Timeout second(s) . Specify an IP address
[P Address From ISP P C |
Fixed [P Yes @ No Address )
(Dynamic IF) Subnet [
Fixed 1P e
i 1P Address. :
DNS Server IP Address
Primary [P
Aedress JLLL)
Secondary
1P Mdreﬁss Bad

will access any multicast group. But this funciom vame mu mnoo s wrnege maas 1 e,

Enable IGMP Snooping, multicast traffic is only forwarded to ports that have members of that group.
Duzable 1GMP snooping, multicast traffic i treated in the same manner as broadcast trafie,
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Bridge mode with VLAN

2

PV Metwark Dtz Metwark  VilP Netwerk {-

Internet

Fulti VLAN
General

Channel  Enable WAN Type WLAN Tag Port-hased Bridge
1 Yas Ethernet{WaN1) Morne
2 Yas Ethernet{WaN2) Nore
- No Ethernet{WANL) None Emable  P1. P2 P3P+ PS5
4, No Etharnet{WANL) None Enable _'P1_ P2l P3| P4 PS5
5WANS No e ——— - oo -
B WANG Mo | Multi-WLAN Channel 3: @ Enable ' Disable
LWANT MO WalN Type : Elharnmﬂ-'-'.ﬁijI
i No

General Setings

WLAN Header

Mote:1.Tag value must be set between 1~4095 and wnigue for each channel.
2.0nly one channel can be untagged {equal to 0) at a time.

Bridge mode

MNote:3.P1 is reserved for NAT use,and cannot be configured for bridge mode.

Set-top box (STB) or the other kinds of media devices are able to attach with Port4 or
Port5 of LAN. Those devices that attached with Port4 or Port5 are able to access the
services network directly which your ISP provided.
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Part IX Telnet Commands
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Accessing Telnet of Vigor2133

This chapter also gives you a general description for accessing telnet and describes the
firmware versions for the routers explained in this manual.

o

Info

For Windows 7 user, please make sure the Windows Features of Telnet
Client has been turned on under Control Panel>>Programs.

Type cmd and press Enter. The Telnet terminal will be open later.

Programs (1)

BN cmd

' See maore results

|’:m'j| | Shut down | * | “

In the following window, type Telnet 192.168.1.1 as below and press Enter. Note that the IP
address in the example is the default address of the router. If you have changed the default,

enter the current IP address of the router.
BN C:hWindows'\system32\cmd.exe |i%

Microsoft Windows [Uersion 6.1.76811]
Copyright (c? 28A? Microsoft Corporation. All rights reserved.

m| »

C:\UserssUser>telnet 192.168.1.1

Next, type admin/admin for Account/Password. Then, type ?. You will see a list of
valid/common commands depending on the router that your use.
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For users using previous Windows system (e.g., 2000/XP), simply click Start >> Run and type
Telnet 192.168.1.1 in the Open box as below. Next, type admin/admin for
Account/Password. And, type ? to get a list of valid/common commands.

resource, and Windows will open it for you,

ﬂ Type the name of a prograrn, folder, document, or Intermet

Open: |telnet 192.168.1.1|

0K

Cancel | Browse... |

El

¢+ Telnet 192.168.1.1

admin
Password: s

User login successful, expired time is "Unlimited'.

Type ? for command help

DrayTek> 7

i+ Ualid commands are:

ddns
ipf

portmapt ime

smh
upnp
wan
apm

exit

nngt

prn

switch
vighryg
uol
hackupmode

internet
mzubnet
qos

sys

vlan
user

ip
ohject
guit
testmail
voip
appgos
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Telnet Command: csm appe prof

Commands under CSM allow you to set CSM profile to define policy profiles for different policy

of IM (Instant Messenger)/P2P (Peer to Peer) application.

“csm appe prof “ is used to configure the APP Enforcement Profile name. Such profile will be

applied in Default Rule of Firewall>>General Setup for filtering.

Syntax
csm appe prof -i INDEX [-V |

Syntax Description

-n NAME | setdefault]

Parameter Description

INDEX It means to specify the index number of CSM profile, from 1 to 32.

-V It means to view the configuration of the CSM profile.

-n It means to set a name for the CSM profile.

NAME It means to specify a name for the CSM profile, less then 15
characters.

setdefault Reset to default settings.

Example

> csm appe prof -i 1 -n games
The name of APPE Profile 1 was setted.

Telnet Command: csm appe set

It is used to configure group settings for IM/P2P/Protocol and Others in APP Enforcement

Profile.

csm appe set -i INDEX [-v GROUP| -e AP_IDX | -d AP_IDX]

Syntax Description

Parameter Description

INDEX Specify the index number of CSM profile, from 1 to 32.

-V View the IM/P2P/Protocol and Others configuration of the CSM
profile.

-e Enable to block specific application.

-d Disable to block specific application.

GROUP Specify the category of the application. Available options are: IM,
P2P, Protocol and Others.

AP_IDX Each application has independent index number for identification in
CLI command.
Specify the index number of the application here. If you have no
idea of the inex number, do the following (Take IM as an example):
Type “csm appe set -1 1 -v IM”, the system will list all of the index
numbers of the applications categorized under IM.

Example

>csm appe set -i 1 -e 1
Profile 1 - : AIM is enabled.

Telnet Command: csm appe show
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It is used to display group (IM/P2P/Protocol and Others) information APP Enforcement Profile.

csm appe show [-a]-i]-p]-t]-m]

Syntax Description

Parameter Description
-a View the configuration status for All groups.
- View the configuration status of IM group.
-p View the configuration status of P2P group.
-t View the configuration status of protocol group.
-m View the configuration status of Others group.
Example
>csm appe show -t
Type Index Name Version Advance
Advanced Option: (M)essage, (F)ile Transfer, (G)ame, (C)onference, and (O)ther
Activities
PROTOCOL 52 DB2
PROTOCOL 53 DNS
PROTOCOL 54 FTP
PROTOCOL 55 HTTP 1.1
PROTOCOL 56 IMAP 4.1
PROTOCOL 57 IMAP STARTTLS 4.1
PROTOCOL 58 IRC 2.4.0 L

Telnet Command: csm appe config

It is used to display the configuration status (enabled or disabled) for IM/P2P/Protocol/Other

applications.

csm appe config -v INDEX [-i]-p]-t]-m]

Syntax Description

Parameter Description

INDEX Specify the index number of CSM profile, from 1 to 32.

- View the configuration status of IM group.

-p View the configuration status of P2P group.

-t View the configuration status of protocol group.

-m View the configuration status of Others group.
Example

Group
vance Enable

OTHERS
OTHERS
OTHERS
OTHERS
OTHERS
OTHERS

> csm appe config -v 1 -m

Type

Advance abbreviation: Message, File Transfer, Game, Conference, and Other
Advance abbreviation:

TUNNEL
TUNNEL
TUNNEL
TUNNEL
TUNNEL
TUNNEL

- M, F, G, C, and O

Index Name Enable A

75 DNSCrypt Disable
76 DynaPass Disable
77 FreeU Disable
78 HTTP Proxy Disable
79 HTTP Tunnel Disable
80 Hamachi Disable
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494

OTHERS
OTHERS
OTHERS
OTHERS

>

TUNNEL
TUNNEL
TUNNEL
TUNNEL

Total 66 APPs

81 Hotspot Shield Disable

82 MS Teredo Disable
83 PGPNet Disable
84 Ping Tunnel Disable

Telnet Command: csm appe interface
It is used to configure APPE signature download interface.
csm appe interface [AUTO/WAN#]

Syntax Description

Parameter Description

AUTO Vigor router specifies WAN interface automatically.

WAN Specify the WAN interface for signature downloading.
Example

> csm appe

> csm appe

interface wanl
Download interface
interface auto
Download interface

is set as "WAN1" now.

is set as "auto-selected" now.
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Telnet Command: csm appe email

It is used to set notification e-mail for APPE signature based on the settings configured in
System Maintenance>>SysLog/Mail Alert Setup (in which, the box of APPE Signature is
checkd under Enable E-Mail Alert).

csm appe email [-e|-d]-s]

Syntax Description

Parameter Description
-e Enable notification e-mail mechanism.
-d Disable notification e-mail mechanism.
-S Send an example e-mail.

Example

> csm appe email -e
Enable APPE email.

Telnet Command: csm ucf

It is used to configure settings for URL control filter profile.

Syntax
csm ucf show
csm ucf setdefault

csm ucf msg MSG

csm ucf obj INDEX [-n PROFILE_NAME | -I [P|B]A|N] | uac | wf]
csm ucf obj INDEX -n PROFILE_NAME

csm ucf obj INDEX -p VALUE

csm ucf obj INDEX -1 P|BJA|N

csm ucf obj INDEX uac
csm ucf obj INDEX wf

Syntax Description

Parameter Description

show It means to display all of the profiles.

setdefault It means to return to default settings for all of the profile.

msg MSG It means de set the administration message.
MSG means the content (less than 255 characters) of the message
itself.

obj It means to specify the object for the profile.

INDEX It means to specify the index number of CSM profile, from 1 to 8.

-Nn

It means to set the profile name.

PROFILE_NAME

It means to specify the name of the profile (less than 16 characters)

-p

Set the priority (defined by the number specified in VALUE) for the
profile.
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VALUE Number 0 to 3 represent different conditions.
0: It means Bundle: Pass.

1: It means Bundle: Block.

2: It means Either: URL Access Control First.
3: It means Either: Web Feature First.

-1 It means the log type of the profile. They are:
P: Pass,

B: Block,

A: All,

N: None

uac It means to set URL Access Control part.

wf It means to set Web Feature part.

Example

> csm ucf obj 1 -n game -1 B
Profile Index: 1 Profile Name:[game]

Telnet Command: csm ucf obj INDEX uac

It means to configure the settings regarding to URL Access Control (uac).

Syntax

csm ucf obj INDEX uac -v

csm ucf obj INDEX uac -e

csm ucf obj INDEX uac -d

csm ucf obj INDEX uac -a P|B

csm ucf obj INDEX uac -i E|D

csm ucf obj INDEX uac -o KEY_WORD_Object_Index
csm ucf obj INDEX uac -g KEY_WORD_Group_Index

Syntax Description

Parameter Description

INDEX It means to specify the index number of CSM profile, from 1 to 8.
-V It means to view the protocol configuration of the CSM profile.
-e It means to enable the function of URL Access Control.

-d It means to disable the function of URL Access Control.

-a Set the action of specific application, P or B.

B: Block. The web access meets the URL Access Control will be
blocked.

P: Pass. The web access meets the URL Access Control will be passed.

-i Prevent the web access from any IP address.

E: Enable the function. The Internet access from any IP address will
be blocked.

D: Disable the function.

-0 Set the keyword object.

496 Vigor2133 Series User’s Guide



KEY_WORD_Object_Index Specify the index number of the object profile.

-g Set the keyword group.
KEY_WORD_Group_Index Specify the index number of the group profile.
Example

> csm ucf obj 1 uac -i E
Log:[none]
Priority Select : [Bundle : Pass]
URL Access Control
[ JEnable URL Access Control Action:[pass]
[vlPrevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name
> csm ucf obj 1 uac -a B
Log:[none]
Priority Select : [Bundle : Pass]
URL Access Control
[ JEnable URL Access Control Action:[block]
[v]Prevent web access from IP address.
No Obj NO. Object Name

No Grp NO. Group Name
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Telnet Command: csm ucf obj INDEX wf

It means to configure the settings regarding to Web Feature (wf).

Syntax

csm ucf obj INDEX wf -v

csm ucf obj INDEX wf -e

csm ucf obj INDEX wf -d

csm ucf obj INDEX wf -a P|B

csm ucf obj INDEX wf -s WEB_FEATURE

csm ucf obj INDEX wf -u WEB_FEATURE

csm ucf obj INDEX wf -f File_Extension_Object_index

Syntax Description

Parameter Description

INDEX It means to specify the index number of CSM profile, from 1 to 8.
-V It means to view the protocol configuration of the CSM profile.
-e It means to enable the restriction of web feature.

-d It means to disable the restriction of web feature.

-a Set the action of web feature, P or B.

B: Block. The web access meets the web feature will be blocked.
P: Pass. The web access meets the web feature will be passed.

-S It means to enable the the Web Feature configuration.
Features available for configuration are:
c: Cookie
p: Proxy
u: Upload
-u It means to cancel the web feature configuration.
-f It means to set the file extension object index number.
File_Extension_Object_inde | Type the index number (1 to 8) for the file extension object.
X
Example

> csm ucf obj 1 wf -s ¢

Web Feature
[ JEnable Restrict Web Feature Action:[pass]

File Extension Object Index : [0] Profile Name : []

[V] Cookie [ ] Proxy [ ] Upload

Telnet Command: csm wcf

It means to configure the settings regarding to web control filter (wcf).

Syntax
csm wcf show

csm wcf look
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csm wcf cache

csm wcf server WCF_SERVER

csm wcf msg MSG

csm wcf setdefault

csm wcf obj INDEX -v

csm wcf obj INDEX -a P|B

csm wcf obj INDEX -n PROFILE_NAME

csm wcf obj INDEX -1 N|P|B]A

csm wcf obj INDEX -0 KEY_WORD Object Index
csm wcf obj INDEX -g KEY_WORD Group Index
csm wcf obj INDEX -w E|D|P|B

csm wcf obj INDEX -s CATEGORY | WEB_GROUP
csm wcf obj INDEX -u CATEGORY |JWEB_GROUP

Syntax Description

Parameter Description

show It means to display the web content filter profiles.
Look It means to display the license information of WCF.
Cache It means to set the cache level for the profile.

Server WCF_SERVER

It means to set web content filter server.

Msg MSG

It means de set the administration message.

MSG means the content (less than 255 characters) of the message
itself.

setdefault It means to return to default settings for all of the profile.

obj It means to specify the object profile.

INDEX It means to specify the index number of web content filter profile,
from 1 to 8.

-V It means to view the web content filter profile.

-a Set the action of web content filter profile, P or B.

B: Block. The web access meets the web feature will be blocked.
P: Pass. The web access meets the web feature will be passed.

-Nn

It means to set the profile name.

PROFILE_NAME

It means to specify the name of the profile (less than 16 characters)

It means the log type of the profile. They are:
P: Pass,

B: Block,

A: All,

N: None

-0

Set the keyword object.

KEY_WORD_Object_Index

Specify the index number of the object profile.

-9

Set the keyword group.

KEY_WORD_Group_Index

Specify the index number of the group profile.

-W

It means to set the action for the black and white list.
E:Enable,
D:Disable,
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P:Pass,

B:Block
-S It means to choose the items under CATEGORY or WEB_GROUP.
-u It means to discard items under CATEGORY or WEB_GROUP.
WEB_GROUP Child_Protection, Leisure, Business, Chating, Computer Internet,
Other
CATEGORY Includes:

Alcohol & Tobacco, Criminal Activity, Gambling, Hate & Intoleranc,
Illegal Drug, Nudity, Pornography/Sexually Explicit, Weapons,
Violence, School Cheating,Sex Education, Tasteless, Child Abuse
Imges, Entertainment, Games, Sports, Travel, Leisure & Recreation,
Fashin & Beauty, Business, Job Search, Web-based Emai, Chat,
Instant Messaging, Anonymizers, Forums & Newsgroups, Computers
& Technology, Download Sites, Streaming Media & Downloads,
Phishing & Fraud, Search Engines & Portals, Social Networking,
Spam Sites,Malware, Botnets, Hacking, Illegal Software,
Information Security,Peer-to-eer, Advertisements & Pop-Ups, Arts,
Transportation, Compromised, Dating & Personals, , Education,
Finance, Government,Health & Medcine, News, Non-profits &
NGOs, Personal Sites,Politics, Real Estate, Rligion, Restaurants &
Dining,Shopping, Translators, General, Cults,Greetig cards, Image
Sharing, Network Errors, Parked Domains, Private IP Addresses)
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Example

> csm wcf obj 1 -n test_wcF
Profile Index: 1
Profile Name:[test_wcf]
[IWhite/Black list
Action:[block]

No Obj NO. Object Name

Action:[block]
Log: [block]

child Protection Group:

[v]Alcohol & Tobacco [VICriminal & Activity [vlGambling
[v]Hate & Intolerance [v]lillegal Drug [vINudity
[v]Pornography & Sexually explicit [v]Violence [v]Weapons
[v]School Cheating [v]Sex Education [v]Tasteless

[vIChild Abuse Images

leisure Group:
[ JEntertainment [ 1Games [ 1Sports
[ JTravel [ JLeisure & Recreation [ JFashion & Beauty

>

Telnet Command: csm dnsf
It means to configure the settings regarding to DNS filter.
csm dnsf enable ON|OFF
csm dnsf syslog N|JP|B]A
csm dnsf wcf [INDEX]
csm dnsf ucf [INDEX]
csm dnsf cachetime [CACHE_TIME]
csm dnsf blockpage show/on/off
csm dnsf profile_show
csm dnsf profile_edit INDEX
csm dnsf profile_edit INDEX -n PROFILE_NAME
csm dnsf profile_edit INDEX -1 N|P|B|A
csm dnsf profile_edit INDEX -w WCF_PROFILE
csm dnsf profile_edit INDEX -u UCF_PROFILE
csm dnsf profile_edit INDEX -c CACHE_TIME
csm dnsf profile_setdefault

csm dnsf local_bw [value]

Syntax Description
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Parameter

Description

enable

Enable or disable DNS Filter.
ON: enable.
OFF: disable.

syslog

Determine the content of records transmitting to Syslog.

P: Pass. Records for the packets passing through DNS filter will be
sent to Syslog.

B: Block. Records for the packets blocked by DNS filter will be
sent to Syslog.

A: All. Records for the packets passing through or blocked by DNS
filter will be sent to Syslog.

N: None. No record will be sent to Syslog.

wcf [INDEX]

set WCF for DNS Filter Local Setting

ucf [INDEX]

set UCF for DNS Filter Local Setting

service WCF_PROFILE

WCF_PROFILE: Specify a WCF profile as the base of DNS filtering.
Type a number to indicate the index number of WCF profile (1 is
first profile, 2 is second profile, and so on ...).

cachetime [CACHE_TIME]

CACHE_TIME: It means to set the time for cache to live (available
values are 1 to 24; 1 is one hour, 2 is two hours, and so on ...) for
DNS filter.

blockpage

DNS sends block page for redirect port. When a web page is
blocked by DNS filter, the router system will send a message page
to describe that the page is not allowed to be visisted.

ON: Enable the function of displaying message page.
OFF: Disable the function of displaying message page.

SHOW: Display the function of displaying message page is ON or
OFF.

profile_show

Display the table of the DNS filter profile.

profile_edit

Modify the content of the DNS filter profile.

-n PROFILE_NAME

PROFILE_NAME: Type the name of the DNS filter profile that you
want to modify.

-INJP|B]A

Specify the log type of the profile.
P: Pass.

B: Block.

A: All.

N: None.

-w WCF_PROFILE

WCF_PROFILE: Type the index number of the WCF profile.

-u UCF_PROFILE

UCF_PROFILE: Type the index number of the UCF profile.

-¢ CACHE_TIME

-c means to set the cache time for DNS filter.

CACHE_TIME: It means to set the time for cache to live (available
values are 1 to 24; 1 is one hour, 2 is two hours, and so on ...) for
DNS filter.

local_bw [value]

Enable /disable the Black/White List.
e: Enable Black/White List.

d: Disable Black/White List.

p: Pass action.

b: Block action.

a [type index][START_IP][END/MASK_IP]: Set address type
(0O=mask, 1=single, 2=any, 3=range, 4=group).

g [item number][group index]: select group index (1 ~ 192) for
group and objects type.

o [item number][object index]: select object index (1~ 32) for
group and objects type.

s: show config setting
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c: clear config and reset to default setting

Example

> csm dnsf enable ON

DNS Filter enable!

> csm dns profile_edit 1 -n Plant_1
Profile Index: 1

Profile Name:[Plant_1]

Log:[none]

WCF Profile Index: O

UCF Profile Index: O

Telnet Command: ddns log
Displays the DDNS log.

Example

>ddns log
>

Telnet Command: ddns time
Sets and displays the DDNS time.

Syntax

ddns time <update in minutes>

Syntax Description

Parameter Description
Update in minutes Type the value as DDNS time. The range is from 1 to 14400.
Example

> ddns time

ddns time <update in minutes>
Valid: 1 ~ 1440

%Now: 1440

> ddns time 1000

ddns time <update in minutes>
Valid: 1 ~ 1440

%Now: 1000

Telnet Command: dos

This command allows users to configure the settings for DoS defense system.

Syntax
dos [V | D | A]
dos [-s ATTACK_F [THRESHOLD][ TIMEOUT]]
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dos [-a | e [ATTACK_FJ[ATTACK_0] | d [ATTACK_F][ATTACK_0]]

Syntax Description

Parameter Description

-V It means to view the configuration of DoS defense system.

-D It means to deactivate the DoS defense system.

-A It means to activate the DoS defense system.

-S It means to enable the defense function for a specific attack and set
its parameter(s).

ATTACK_F It means to specify the name of flooding attack(s) or portscan, e.g.,
synflood, udpflood, icmpflood, or postscan.

THRESHOLD It means the packet rate (packet/second) that a flooding attack will
be detected. Set a value larger than 20.

TIMEOUT It means the time (seconds) that a flooding attack will be blocked.
Set a value larger than 5.

-a It means to enable the defense function for all attacks listed in
ATTACK_O.

-e It means to enable defense function for a specific attack(s).

ATTACK 0O It means to specify a name of the following attacks: ip_option,

tcp_flag, land, teardrop, smurf, pingofdeath, traceroute,
icmp_frag, syn_frag, unknow_proto, fraggle.

-d It means to disable the defense function for a specific attack(s).
Example
>dos —-A

The Dos Defense system is Activated
>dos —s synflood 50 10
Synflood is enabled! Threshold=50 <pke/sec> timeout=10 <pke/sec>

Telnet Command: exit

Type this command will leave telnet window.

Telnet Command: Internet

This command allows you to configure detailed settings for WAN connection.

Syntax

internet [-<command> <parameter> | ... ]

Syntax Description

Parameter Description

<command><parameter>]...] | The available commands with parameters are listed below.
[...] means that you can type in several commands in one line.

-Mn M means to set Internet Access Mode (Mandatory) and n means
different modes (represented by 0 - 3)
n=0: Offline

n=1: PPPoE
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n=2: Dynamic IP

n=3: Static IP

n=4: PPTP with Dynamic IP,

n=5: PPTP with Static IP,

n=6: L2TP with Dynamic IP

n=7: L2TP with Static IP

n=A: 3G/4G USB Modem(PPP mode)
n=B: 3G/4G USB Modem(DHCP mode

-S <isp name>

It means to set ISP Name (max. 23 characters).

-P <on/off>

It means to enable PPPoE Service.

-uU <username>

It means to set username (max. 49 characters) for Internet
accessing.

-p <password>

It means to set password (max. 49 characters) for Internet
accessing.

-an It means to set PPP Authentication Type and n means different
types (represented by 0-1).
n=0: PAP/CHAP (this is default setting)
n=1: PAP Only

-tn It means to set connection duration and n means different

conditions.
n=-1: Always-on
n=1 ~ 999: Idle time for offline (default 180 seconds)

-i <ip address>

It means that PPPoE server will assign an IP address specified here
for CPE (PPPOE client).

If you type 0.0.0.0 as the <ip address>, ISP will assign suitable IP
address for you. However, if you type an IP address here, the router
will use that one as a fixed IP.

-w <ip address>

It means to assign WAN IP address for such connection. Please type
an IP address here for WAN port.

-n <netmask>

It means to assign netmask for WAN connection. You have to type
255.255.255.xxx (X is changeable) as the netmask for WAN port.

-g <gateway>

It means to assign gateway IP for such WAN connection.

-s <server ip>

Set PPTP/L2TP Server IP.
<server ip>= ppp.qqq.rrr.sss: PPTP/L2TP server IP

-A <idx> Set to Always On mode, and <idx> as backup WAN#.
-B <mode> Set to Backup mode;

<mode> 0: When any WAN disconnect; 1: When all WAN disconnect.
-V It means to view Internet Access profile.

-C <sim pin code>

Set SIM PIN code (max. 15 characters) for USB PPP mode.

-O <init string>

Set Modem Initial String (max. 47 characters) for USB PPP mode.

-T <init string2>

Set Modem Initial String2 (max. 47 characters) for USB PPP mode.

-D <dial string>

Set Modem Dial String (max. 31 characters) for USB PPP mode.

-v <service name>

Set Service Name (max. 23 characters) for USB PPP mode.

-m <ppp username>

Set PPP Username (max. 63 characters) for USB PPP mode.

-0 <ppp password>

Set PPP Password (max. 62 characters) for USB PPP mode.

-en Set PPP Authentication Type for USB PPP mode.
n=0: PAP/CHAP (default),
1: PAP Only

-gn Set the first schedule for USB PPP mode.

Vigor2133 Series User’s Guide

505



-Xn Set the second schedule for USB PPP mode.

-yn Set the third schedule for USB PPP mode.

-zn Set the fourth schedule for USB PPP mode.

-Q <mode> Set (PPP mode or DHCP mode) WAN Connection Detection Mode.
<mode>

0: ARP Detect;
1: Ping Detect

-1 <ping ip> Set (PPP mode or DHCP mode) WAN Connection Detection Ping IP for
USB DHCP or PPP mode.

<ping ip>= ppp.qqq.rrr.sss: WAN Connection Detection Ping IP

-Ln Set WAN Connection Detection TTL (1-255) value for USB PPP mode.
-E <sim pin code> Set SIM PIN code (max. 19 characters) for USB DHCP mode.
-G <mode> Set Network Mode for USB DHCP mode.

<mode>

0: 4G/3G/2G;

1: 4G Only;

2: 3G Only;

3: 2G Only
-N <apn name> Set APN Name (max. 47 characters) for USB DHCP mode.
-Un Set MTU(1000-1440) for USB DHCP mode.

Example

>internet -M 1 -S tcom -u username -p password -a O -t -1 -i 0.0.0.0
WAN1 Internet Mode set to PPPoE/PPPOA

WAN1 ISP Name set to tcom

WAN1 Username set to username

WAN1 Password set successful

WAN1 PPP Authentication Type set to PAP/CHAP
WAN1 Idle timeout set to always-on

WAN1 Gateway IP set to 0.0.0.0

> internet -V

WAN1 Internet Mode:PPPoE

ISP Name: tcom

Username: username

Authentication: PAP/CHAP

Idle Timeout: -1

WAN 1P: Dynamic IP

> internet -M 1 -u linkl -p linkl -a O

WAN1 Internet Mode set to PPPoE/PPPOA

WAN1 Username set to linkl

WAN1 Password set successful

WAN1 PPP Authentication Type set to PAP/CHAP

Telnet Command: ip pubsubnet

This command allows users to enable or disable the public subnet for your router.

Syntax
ip pubsubnet <Enable/Disable>

Syntax Description
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Parameter Description

Enable Enable the function.
Disable Disable the function.
Example

> ip pubsubnet enable
public subnet enabled!

Telnet Command: ip pubaddr

This command allows to set the IP routed subnet for the router.

Syntax
ip pubaddr ?
ip pubaddr <public subnet IP address>

Syntax Description

Parameter Description

? Display an IP address which allows users set as the public subnet IP
address.

public subnet IP address Specify an IP address. The system will set the one that you specified
as the public subnet IP address.

Example

> ip pubaddr ?
% ip addr <public subnet IP address>
% Now: 192.168.0.1

> ip pubaddr 192.168.2.5
% Set public subnet IP address done 11!

Telnet Command: ip pubmask

This command allows users to set the mask for IP routed subnet of your router.

Syntax
ip pubmask ?

ip pubmask <public subnet mask>

Syntax Description

Parameter Description

? Display an IP address which allows users set as the public subnet
mask.

public subnet IP address Specify a subnet mask. The system will set the one that you
specified as the public subnet mask.

Example

‘ > ip pubmask ?
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% ip pubmask <public subnet mask>
% Now: 255.255.255.0

> ip pubmask 255.255.0.0
% Set public subnet mask done 111!

Telnet Command: ip aux

This command is used for configuring WAN IP Alias.

Syntax
ip aux add [IP] [Join to NAT Pool]

ip aux remove [index]

Syntax Description

Parameter Description

add It means to create a new WAN IP address.

remove It means to delete an existed WAN IP address.

IP It means the auxiliary WAN IP address.

Join to NAT Pool 0 (disable) or 1 (enable).

index Type the index number of the table displayed on your screen.
Example

> ip aux add 192.168.1.65 1
% 192.168.1.65 has added in index 2.

DrayTek> ip aux ?
%% ip aux add [IP] [Join to NAT Pool]
%% ip aux remove [Index]

%% Join to NAT Pool = 0 or 1.

Now auxiliary WAN1 IP Address table:

%% Where IP = Auxiliary WAN IP Address.

%% Index = The Index number of table.

Index no. Status 