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1Executive summary and outline 
of paper

The SMS functionality was fi rst developed as a part of the 
Global System for Mobile Communications (GSM) standard 
more than 30 years ago and has since its introduction been 
included also in the following generations of mobile net-
works [1]. When the SMS protocol was introduced, the se-
curity aspects were not as critical as they are today. Since 
then, the technology and threat landscape has evolved con-
siderably, while the security of SMS is still dependent on the 
legacy security principles used when it was fi rst designed. 
As a comparison, there are many modern communication 
applications that implement state-of-the-art end-to-end se-
curity with methods that are appropriate for the modern 
threat landscape.

A conclusion in this paper is that the SMS protocol cannot 
guarantee the basic security properties typically requested 
by a user of a message service. This includes the confi dent-
iality, integrity and authenticity of the messages. Instead, 
the user places its trust in the security of the radio access, in 
the security of the network and in the secure management 
of the user data by the operator. These trust assumptions 
can typically neither be verifi ed by the user, nor be detected 
if they are violated.

Related to the user trust assumptions there are vulnerabili-
ties that can be exploited by attackers and a review of re-
ported attacks shows that attacks are being executed in real 
networks. Examples of this include SMS interception, SMS 
spoofi ng, SMS denial of service and location tracking using 
SMS functionality. The practicality and low level of cost and 
eff ort needed to perform these attacks are demonstrated 
through the implementation of a number of proofs-of-
concept.

Figure 1 Sending Basic SMS over a mobile network.

SMS, Short Message Service, is an extremely successful communication 
service for text messages between mobile devices that was introduced 
in the early 1990s. Behind its success is the simplicity, reliability and the 
possibility to communicate with almost any mobile device in the world. It 
is commonly used for a large number of diff erent applications including 
personal and business communication, service alerts, second factor 
authentication and increasingly also between applications. However, SMS 
security has severe limitations. For example, texts sent via SMS have no 
built-in encryption and authentication. Further, while SMS is a good 
option for some use cases, there are more secure options for others. This 
includes secure communications and second factor authentication. In this 
paper, security threats against SMS from a user perspective are analyzed.

Given the security concerns, a user of SMS may reconsider 
in which situations to use and how to interpret SMS. This is 
especially important for messages that contain information 
that can be sensitive for private or fi nancial reasons, and for 
the use of SMS as a second authentication factor. In both 
mentioned cases there are other applications that usually 
can replace the functionality of SMS and that can guarantee 
the security end-to-end.

1.1 Outline

In the fi rst part of the paper, an introduction to SMS security 
is given, where the importance of SMS security is described. 
A comparison with an ideal, secure messaging application 
is presented from a security perspective.

Section 3 provides a brief introduction of mobile networks 
and SMS in mobile networks. A more detailed description 
of the SMS functionality in diff erent generations of mobile 
networks is given in Appendix B for completeness.

An SMS threat analysis in Section 4 is based on identifi ed 
user trust assumptions. The user trust assumptions identi-
fi ed are treated in three areas: 

 trust in the security of the radio channel to the  
 network,
 trust in the security of the core network and 
 trust in the operators´ management of user  
 data. 

Threat scenarios related to the trust assumptions are de-
scribed and illustrated.

This is followed by a section with a review of real, publicly 
reported attacks on SMS security from a user perspective. 
Finally, a number of proofs-of-concept attacks have been 
implemented, which provide insight into the low level of 
cost and skills actually needed by an attacker to perform 
these attacks.

UE 1 UE 2
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Communication 
Network
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Station1 2 3
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2Introduction to SMS security
This section provides fi rst a motivation of the importance 
of SMS security from a user perspective. This is followed 
by some basic concepts necessary to understand SMS 
security. The security properties of the SMS protocol is 
then compared to those of an ideal secure protocol and 
to typical state-of-the-art communication applications.

2.1 User assets

A motivation for studying the security of SMS is based on 
the type of information that can be included in SMS and 
the consequences that attacks on the SMS security could 
have for the users.

Examples of types of information that can be handled in 
SMS for a user are provided below.

 Personal information
 Financial information
 Authentication credentials, such as username,  
 passwords and one-time passwords used for  
 second factor authentication
 Confi dential information of personal and 
 business nature

An attack on the security of SMS could lead to the loss of this 
information, but additionally give further consequences as 
listed below.

 Privacy violation
 Part of identity theft
 Personal of corporate fi nancial losses
 Damage of reputation
 Non-authorized access to services

In summary, there are user assets that are protected by 
the SMS security, and if the security is violated, this can 
have important negative consequences for the SMS user.

2.2 Basic security concepts

To understand the security of SMS, understanding the 
basic security concepts and the trust model of mobile 
networks is important.

Most secure communication protocols implement at 
least the following security properties:

 Confi dentiality: Only the intended user can read  
 the plain text.
 Integrity: The receiving user can verify that the  
 message is not modifi ed.
 Authentication: The receiving user can verify  
 the sender’s identity.

The table below maps reasonable user questions about 
SMS security and the corresponding security terminology.

Table 1 Typical user requirements on message security with the 
corresponding security property.

Question

Can I trust that no one else can read my SMSs?

Integrity

Can I trust the identity of the sender of the SMS that I receive? Authenticity

Can I trust that SMSs sent really get to their intended destination? Availability

Can I be located through the SMS services of the mobile network? Privacy

Security property

Trust relationships, and the failures of them, are the basis 
for many of the vulnerabilities and attacks present in mobile 
networks. 

Security properties that cannot be verifi ed and security that 
is dependent on another entity will be referred to as (secu-
rity) trust assumptions in this paper.

Using trust assumptions may be motivated in specifi c appli-
cations, but is vulnerable if any trusted party fails. The SMS 
protocol has no built-in security but instead relies on trust 
assumptions and possible security functions of other layers 
of communication.

The typical way to gain trust in security for communica-
tion between two end users is through security proper-
ties that are verifi able to the same end users. This can 
be achieved with cryptographic functions and the use of 
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cryptographic keys for confi dentiality, integrity and authen-
ticity. Trust is then limited to hold between the end users 
and to the strength of the cryptographic algorithms, the 
secrecy of the cryptographic key and in the security of the 
communication protocol. In fact, in diff erent forms this is 
the basis for most secure communication in our modern so-
ciety. More information about cryptography and verifi able 
trust can be found in Appendix A.

2.3 Comparison of SMS and secure 
 communication protocols

In this section the SMS security properties are compa-
red to those of an ideal secure communication protocol 
and to typical secure communication applications. This is 
shown in Table 2.

Table 2 Comparison between SMS and an ideal messaging protocol 
in terms of security properties.
* There is no built-in security functionality in the SMS protocol. 
However, there can be other security measures, such as security 
functions for other layers of communication for parts of the SMS 
delivery.

Security property \ Protocol

Integrity

Authentication

SMS Ideal protocol

No* Yes

No* Yes

No* Yes

Most modern mobile phones use a large set of diff erent 
applications, including for secure communications. These 
applications can provide secure end-to-end communica-
tions between users, including confi dentiality, integrity 
and authenticity.

Table 3 Comparison between a typical application for secure com-
munication and SMS in terms of key management, connectivity and 
security.

In particular, it is noted that SMS security is based on user 
trust assumptions that cannot be verifi ed by the user. 
This trust model and its vulnerabilities will be further in-
vestigated in Section 4.

The use of second factor authentication in highly recom-
mended and using SMS is far better than using none. How-
ever, in some cases a user can choose between diff erent 
options, and there are more secure options than SMS. Guid-
ance on the availability of authentication methods can be 
found in the 2FA Dictionary [2].

While the user experience may not diff er noticeably be-
tween messaging through a communication application 
and using SMS, there may be a large diff erence in how 
the message is processed, which aff ects the security 
properties. A short summary of the typical diff erences in 
terms of keys and connectivity is given in the table below.

Messaging
function

Application

SMS

Keys location Key esablishment Connectivity Security

On the phone Asymmetric 
methods

Internet
connectivity

End-to-end, 

integrity and authenticity

On the SIM- 
card

Shared key with 
the operator

Mobile network
connectivity

Based on security 
assumptions and 
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3SMS over mobile networks
In this section, a schematic overview of how SMS is handled 
by mobile networks is described. This is needed in order to 
understand the concepts of the security of SMS. In Appen-
dix B more information about the mobile networks from 
GSM to 5G and more specifi cs on how the SMS protocol is 
implemented in the networks can be found.

Common for mobile networks are a division into two main 
parts based on their main functionality, the radio access 
network and the core network.

Figure 2 Illustration of the main components of a mobile network, the 
Radio Access Network (RAN) and the Core Network (CN).

External
Network

Radio Access
Network (RAN) Core Network (CN)

The radio access network handles the wireless communica-
tion between base stations and the mobile users. This com-
prises the physical equipment, for example base stations, 
the protocols and algorithms for reliable radio transmis-
sion, such as coding, frequency allocation and transmission 
power control. Furthermore, functionality such as handover, 
when a user moves between base stations, is also often 
handled in the radio access networks. The security of the 
wireless link is also typically implemented here.

The core network handles other functions necessary to pro-
vide services. This includes user authentication, call set-up, 
roaming, billing, policy control and interconnection to exter-
nal networks such as the Internet or other mobile networks. 
The SMS handling across diff erent networks is also handled 
by the core network.

For SMS, there are similarities in how they are handled 
across the generations of mobile networks. In its simplest 
form, an SMS is transmitted from one user, via the mobi-
le network, to an SMS Center (SMSC). The SMS Center then 
delivers the SMS via the network to the recipient. Because 
of this two-step procedure, the SMS protocol is sometimes 
referred to as store-and-forward, as opposed to for example 
a session-based connection between sender and receiver.

There are diff erent methods of SMS handling for each ge-
neration of mobile network. This includes the initial way 
of sending SMS in the control channel introduced for the 
fi rst SMS functionality in GSM, to packet-switched SMS 
handling in later generations of mobile networks. In Ap-
pendix B, these ways of sending SMS are introduced in a 
step-by-step manner, following the development of the 
mobile networks.
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4Threat analysis of SMS security 
based on the trust model
From a user perspective, there are three main areas of 
trust that are identifi ed for SMS security in mobile net-
works.

1. Trust in the security of the radio access to the  
 network.
2. Trust in the security of the core network.
3. Trust in the operators’ secure management of  
 user data.

An important point is that the verifi cation of these assump-
tions on trust is out of the user control. The user is typically 
unable to prevent any attacks based on the vulnerabilities 
that the failure of these trust assumptions could cause. Ad-
ditionally, the user is also unable to detect a possible attack 
in most cases.

The threat scenarios following from the vulnerabilities 
based on the user trust assumptions are explained in the 
following. For each threat scenario, attackers with diff er-
ent capabilities are introduced. Later, attacks based on the 
threat scenarios will be presented and complemented with 
proofs-of-concept for a number of attacks. The threat scena-
rios in this section does not claim to include every possible 
threat, but illustrate one way to represent relevant threats 
for SMS users.

4.1 Trust in the security of the radio access 
 to the network

The security of the radio access between the mobile net-
work and the user is fundamental for the security of SMS. 
In this area there are multiple threat scenarios.

First it is noted that there are vulnerabilities in the secu-
rity functions of 2G, which makes practical attacks possi-
ble. It is, however, important to point out that the attacks 
are not restricted to 2G, but applies to all generations of 
mobile networks that have implemented a fallback solu-
tion to 2G. For example, an attacker can relatively easily 
perform a downgrade attack to change 5G service to 2G 
service, which makes the user vulnerable to the threat 
scenarios for 2G.

Threat scenario 1

The fi rst threat scenario involves an active attacker within 
radio range, that presents itself as the mobile network to 
the mobile. The attacker can then present itself as a legi-
timate user to the real network in a man-in-the-middle at-
tack. The man-in-the-middle could forward the messages 
to each party, having the ability to e.g. intercept, modify 
and stop communication, including SMS.

This is a threat for 2G, or after performing a downgrade 
attack from 3G/4G/5G to 2G, for two reasons. 

 There is no mutual authentication in 2G, e.g. no  
 way for the mobile to verify the identity of the  
 network. 
 Additionally, the cryptographic algorithms used  
 in 2G are provenly weak [3] [4] [5] which means  
 that the cryptographic keys of the user can be  
 obtained. This is for example needed for a 
 successful impersonation attack of the man-
 in-the-middle as the user to the network.

A user can typically not detect a MITM-attack. However, 
depending on the mobile phone, the generation of the 
mobile network can be found in the settings of the mo-
bile.

Figure 3 Active attacker within radio range performs a Man-In-The-
Middle attack.

UE 1

1

2

Attacker

Interception 

possible

UE 2

3

Radio Access
Network (RAN)

Core
Network (CN)

Radio Access
Network (RAN)

Threat scenario 2

The second threat scenario is similar to the fi rst scenario 
in that there is an attacker within radio range. The attacker 
in this case is passively intercepting the traffi  c between the 
mobile network and the user.

! !
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This is a threat for 2G, or after performing a downgrade 
attack, for 3G/4G/5G, again since the cryptographic algo-
rithms used in 2G are weak [3] [4] [5]. The attacker could 
intercept the SMS and then decrypt the message.

Another version of this scenario is the possibility of the 
radio link being confi gured without security. The opera-
tor has the possibility to control which cryptographic al-
gorithms are used, and also the possibility to turn off  the 
protection of SMS. In such a scenario an attacker in radio 
range could intercept the messages in clear text. If inte-
grity protection is removed, the messages could also be 
modifi ed without the possibility to verify the correctness.

A user cannot detect a passive eavesdropping attack.   
However, depending on the mobile phone, the genera-
tion of the mobile network can be found in the settings 
of the mobile.

Figure 4 Passive attacker within radio range intercepts the SMS.

UE 1

1

2
Does not 
modify the 
message, 
just reads it

UE 2

3

Radio Access
Network (RAN)

Core
Network (CN)

Radio Access
Network (RAN)

Attacker

Threat scenario 3

The third threat scenario consists of an attacker per-
forming denial-of-service through radio emissions or a 
downgrade attack based on manipulation with signaling 
messages. This can be performed in several ways, for 
example by an attacker transmitting radio energy, acting 
as noise, on the same frequency channels as the com-
munication between the mobile and the base station [6].

The purpose of this attack can be denial-of-service, or for 
example to perform a downgrade attack to 2G.

UE 1

2

1
Saturate 
the frequency 
band 1

Radio Access
Network (RAN)

Core
Network (CN)

The mobile phone 
disconnects from

band 1 and switches 
to band 2

Band 1

Band 2

Attacker

Figure 5 Attacker within radio range performing denial of 
service through radio emissions.

4.2 Trust in the security of the core network

The trust assumption in the security of the core network 
implies several threat scenarios. 

The property that the operators, or authorized entities, 
can access contents on the network is a part of the design 
criteria of the networks. It follows since the secret key on 
the SIM-card of the user is shared with the operator. In 
terms of trust, this means that the user places trust in 
the operators, and additionally authorized third parties, 
of the mobile networks to store, read, modify or deny 
messages.

Less clear, but important, is that the operator implicitly 
also provides the same rights to read and aff ect the SMS 
messages to other operators or entities with access to 
the underlying interconnection protocols of the core net-
work. The main security of the core network protocols, 
such as SS7 and Diameter, comes from that it´s access is 
closed for all, but network operators. While this may be a 
reasonable security assumption for a small, trusted com-
munity, it is provenly no longer the case. In fact, there is a 
very large number of entities with access to the signaling 
network, and it is reported that access can be bought [7].
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Vulnerabilities are based on exploiting the available, legi-
timate protocol functionality, posing as a legitimate entity 
in the core network. This involves the threat of an attacker 
spoofi ng as a fake Home Subscription Library (HSL), as an 
SMS Central (SMSC) or as other network entities. More in-
formation on this can be found in Section 5. 

Many operators have implemented additional security 
measures such as monitoring of the core network traf-
fi c, fi ltering, fi rewalls and methods to detect and mitigate 
for example attacks on SMS. More on security functions 
for the core networks in a European perspective can be 
found in [8].  

Threat scenario 4

The operator to which the user subscribes, or an author-
ized entity in the legal area of the user, get access to the 
SMSs of the user. A user cannot detect if its messages are 
intercepted or modifi ed.

Figure 6 The operator of the user can intercept the SMSs.

UE 1

1

2
UE 1 Operator

intercepts the SMS

UE 2

3

UE 1 
Operator

SMSC

UE 2
Operator

Threat scenario 5

An operator, not being the operator of the user, or an author-
ized entity, not belonging to the legislation area of the user, 
gets access to the SMSs of the user. A user cannot detect if its 
messages are intercepted or modifi ed. 

UE 1

1

2
UE 2 Operator

intercepts the SMS

UE 2

3

UE 1 
Operator

SMSC

UE 2
Operator

Figure 7 An operator other than the user‘s operator intercepts 
the SMSs.

Threat scenario 6

An attacker with access to the core network performs 
SMS interception, SMS spamming, SMS spoofi ng and  
phishing and denial of service.

Figure 8 An attacker with access to the core network can for example 
send spoofi ng and phishing SMSs to users of the network.

UE 1

2

UE 1 
Operator

SMSC

1
Attacker with 
access to the core
network sends 
a spoofed SMS

Attacker

4.3 Trust in the operators’ secure 
 management of user data.

Another important trust assumption concerns the opera-
tors´ management of the user data. In order to authen-
ticate a user, each SIM-card has a cryptographic key that 
is coupled to a specifi c number, called IMSI. The IMSI is 
unique for each user across all networks. Additionally, 
there is a mapping of the IMSI to the telephone number 
of the user.

Operators User Authentication Database 

IMSI_1, Ki_1User 1

User 2

User 3

Phone No. 1

IMSI_2, Ki_2 Phone No. 2

IMSI_3, Ki_3 Phone No. 3Operators User
Authentication 

Database

Figure 9 Illustration of an operator´s user authentication database, 
that handles the mapping between the users´ data in terms of identity 
(IMSI) and key (Ki) on the one hand, and the phone number on the 
other.

!

!
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The coupling between telephone number, and the IMSI 
and key, can be altered. For example, when a user wants 
to keep its telephone number, but switch to a subscrip-
tion with another operator, the telephone number will 
be coupled with another IMSI and key. This coupling be-
tween the IMSI and telephone number is important, since 
an attack could be mounted if the coupling is modifi ed. 
The threat consists in that an attacker could impersonate 
a victim and receive the SMS messages destined to the 
victim. This is a so-called SIM swapping attack. The secure 
management of the coupling between the telephone 
number and the user credentials is hence another point 
of trust that the user places in the operator.

Threat scenario 7

An attacker performs a so-called SIM swapping attack, 
where the attacker makes the operator associate the 
telephone number with another SIM-card. This could be 
done in a social engineering attack, by non-trustworthy 
personnel at the operator or by attacks on the operators’ 
systems.

An attacker performing a SIM swapping attack could im-
personate the user and intercept the SMSs of the user. 
Additionally, a SIM swapping attack works as a denial-of-
service attack.

The user is likely to detect that something is wrong, since 
the connection to the network will stop working.

Figure 10 SIM swapping attack where the attacker convinces the 
operator to assign the victim´s phone number to the attacker´s 
SIM-card.

Threat scenario 8

An attacker copies the SIM-card from the user or obtains 
the secret key of the user from the operator. From a user 
perspective, the user can control the handling of the SIM-
card, which additionally is protected against attacks. The 
user, however, trusts the operator for the secure storage 
of the key. The diff erence from threat scenario 7 is that, 
in this case, both the user and the attacker have the tele-
phone number coupled to a SIM-card that has the correct 
information.

Similar to threat scenario 7, the attacker can impersonate 
the victim and receive the SMSs intended for the victim. 
The network service of the attacked user will be denied, 
which means that the user can detect that something is 
wrong.

Figure 11 SIM swapping (Duplicate SIM) attack, where the attacker 
manages to produce a SIM-card with the same contents as the victim.Operators User Authentication Database
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Not Available
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1
The attacker
convinces the operator
to assign the phone 
number of UE 1 to the
SIM of the attacker.
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the network for any reason, 

the attacker will take over the 
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4.4 Summary of trust assumptions

In summary, each user places its trust, without possibility 
of verifi cation, in the security of

1. the radio access to the network. The user 
 assumes that the network is really the mobile  
 network, and that a secure channel is created.
2. the core networks. The user assumes that each  
 network handles the SMS securely within and  
 between networks, and each connected party  
 to the core network respects the privacy and  
 security of each user.
3. user data at the operator. The user assumes  
 that the operator will protect users against SIM  
 swapping, where an attacker through e.g. social  
 engineering or hacking, takes over the phone  
 number of a user.

The verifi cation of these assumptions is out of the user 
control, and the user is unable to prevent any attacks 
based on these vulnerabilities. In most cases, the user is 
also unable to detect a possible attack.
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5Attacks of SMS in mobile networks
In this section attacks based on the previous threat analysis 
and threat scenarios for SMS are presented. 

The table below lists a number of selected attacks related to 
vulnerabilities in trust assumptions. The objective here is to 
in a simple way illustrate the relation between the security 
objectives of a user, the trust assumptions that the user can-
not verify, and the possible attacks. 

Table 4 Mapping of main SMS attacks from a user perspective, based 
on what security aspect and which trust assumption that is violated 
by the attack.

A main objective of this section is to provide an updated 
review of real, reported attacks on SMS security put in the 
perspective of the user. Other reviews of attacks on SMS 
can be found in [8] [9] [10] [11] [12]. In fact, reports on 
threats and attacks on SMS have continuously been pub-
lished over time. The attacks are mostly the same, but the 
possibility of performing the attacks have been aff ected 
for several reasons, including the necessary equipment 
to perform the attacks, larger complexity with additional 
services and additional security measures.

As a current and interesting example, during the war in 
Ukraine, the mobile networks of Ukraine have played a 
role in the cybersecurity arena. More on this topic can be 
found in e.g. [13] [14] [15], and examples reported from 
the war in Ukraine relevant for SMS security have been 
included in this section.

SMS Interception

In an SMS interception attack, the attacker gains access 
to SMS messages transmitted to or from a victim. This 
attack can be used to obtain sensitive information, for 
example private information or user credentials.

Given access to the core network, attackers can redirect 
the victim’s SMS to the attackers own phone numbers 
[9] [16]. A real case of such an attack occurred in 2017, 
in which hackers intercepted second factor authentic-
ation credentials to authenticate transactions from bank 
accounts of a German bank to accounts of the attackers 
[17]. This corresponds to threat scenario 6. 

Reports from the Snowden leaks is an example of large-
scale SMS interception [18]. A more recent example of 
SMS interception is from Ukraine, where it is reported 
that the communication from Ukraine to Russia was in-
tercepted by the Ukrainian intelligence, which is likely to 
include SMS [19]. 

Another possible way to intercept SMS, related to threat 
scenario 2, is to intercept the communication between 
the victim´s mobile device and the network [20]. As de-
scribed in threat scenario 2, due to the legacy cryptogra-
phy used in the 2G standard, it is possible to decipher 
the communication. Even if the mobile device supports 
3G/4G/5G, it is possible to perform a downgrade to 2G 
with a fake base station, which corresponds to threat sce-
nario 1.

Threat scenario 2 also contains the case where the en-
cryption of the network access link is disabled. This could 
be the result of a misconfi guration, e.g. as reported in 
[21], or intentionally disabled by an operator colluding 
with the authorities to facilitate interception.

SMS Denial of Service (DoS)

In general for mobile networks, there are multiple attack 
scenarios causing denial of service. One way is by fl ood-
ing the network with a large volume of SMS traffi  c, caus-
ing overload and service disruption. The attack can be 
carried out either from the core network, threat scenario 
6 [9] [10], or from radio emissions, threat scenario 3 [22].

SMS Spoofi ng 

SMS spoofi ng is a way to falsify the identity of the sender 
of an SMS, typically to deceive a victim that they are inter-
acting with someone else. There are many ways that SMS 
spoofi ng can be used by attackers. SMS spoofi ng is often 
used in SMS phishing and SMS spamming. An interesting 
case involving SMS spoofi ng is the report about the 

SMS interception 

Radio access to the 
networkQuestion / Trust assumption Core network 

security
Operator security
management

my SMSs?
SMS interception SIM swapping 

SMS interception (MITM) Can I trust that the content of the 
SMS that I receive is secure?

SMS interception (MITM) 

Can I trust the identity of the 
sender of the SMS that I receive?

SIM swapping 

Denial of service Can I trust that SMSs sent really 
get to their intended destination? Denial of service SIM swapping 

Location tracking
Can I be located thought the SMS 
services of the mobile network? Location tracking

SMS phishing,
Malicious code injection the SMS that I receive is sure?

SMS phishing,
Malicious code injection 

Can I trust that the content of
the SMS that I receive is secure?

Can I trust that the content of the 
SMS I receive is not modifi ed?
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operator MTN Uganda. The study analyzed the level of 
fraud in mobile money transactions and the control sys-
tems in mobile network operators, concluding that up to 
61.5% of customers had lost money due to SMS spoofi ng 
at some point [23].

SMS Phishing (Smishing)

In SMS phishing attacks, the typical objective of the at-
tacker is to steal personal information from a victim. An 
example of phishing attacks is to send deceptive SMS 
messages to trick recipients into revealing personal in-
formation, such as passwords or fi nancial data.

In 2022, employees of the Twilio company were the vic-
tims of an SMS phishing attack, receiving SMS messages 
pretending to be from the IT department (spoofi ng) ask-
ing for passwords and confi dential information [24].

A recent case of SMS phishing attacks, related to the war 
in Ukraine, is reported in early 2023 against the Caspian 
Pipeline Consortium (CPC). Phishing links were sent in 
SMS to the employees, with the objective of exfi ltrating 
user credentials in a later stage [25].

Malicious Code Injection

Another attack method consists in sending SMS mes-
sages containing links or malicious code (malware) to 
compromise the security of the device or the network. 
These malicious code injection attacks through SMS can 
be used to obtain private data, passwords, modify or 
erase data on a smartphone [26].

A real case attack example is EMOTET, a Trojan that in 
2020 posed as US banks to steal sensitive information 
and credentials [27]. Another example is based on the 
Snowden leaks, where it is reported that the NSA devel-
oped malicious code for attacks on SIM-cards with possi-
bility to e.g. intercept SMS [28] [29].

SMS Spamming

SMS spamming consists of the unwanted sending of 
messages to one or more targets, potentially in large 
quantities. In many cases, spam attacks are linked to SMS 

spoofi ng, since the attacker intends to deceive the victim 
that the SMS is from a trusted source.

A recent case is from the war in Ukraine, where the 
Russian secret services are reported to use SMS spamming 
methods to send SMSs with intimidating content to private 
phone numbers of Ukrainian military personnel [30]. In a si-
milar case, Ukraine´s intelligence service accused Russia of 
sending 5000 SMS messages to Ukrainian military offi  cers 
to surrender [31].

SIM swapping

In SIM swapping attacks, the attacker exploits vulnerabil-
ities in the operators‘ security management to change 
the phone number of the user, to the SIM card of the 
attacker. The attack can be carried out in a number of 
ways, for example calling the operator of the victim with 
the change request. For this social engineering attack to 
succeed, typically, information about the victim, such as  
phone number, ID card number and additional informa-
tion is gathered [32] [33] [34] [35].

With this attack, the victim´s SIM card is deactivated and 
the attacker receives all calls and SMSs, and can also use 
two-factor authentication, password reset codes, receive 
banking information etc.

Location tracking

Although not directly related to SMS, the core network 
can be used to locate users [8]. As a recent example, it is 
likely that Ukrainian intelligence has taken advantage of 
the Russian military using mobile phones for interception 
and location tracking. It is reported that in at least one 
instance, Ukraine intercepted a Russian general´s call, 
tracked the location and successfully attacked with military 
means [19] [36] [37].
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6Proofs-of-concept of SMS attacks
In this section the implementation and results of a num-
ber of proofs-of-concept (PoC) attacks that DEKRA has 
performed are presented. This illustrates the practicality 
of a subset of the attacks possible based on the vulnera-
bilities in the threat scenarios previously described. The 
PoCs implemented violate the confi dentiality, integrity, 
authenticity and availability of the user SMSs in diff erent 
ways. Both the cost and diffi  culty of the attacks have a 
level that makes them feasible for a large set of attackers.

Some of the proofs-of-concept are attacks on their own, 
and some can be combined to advanced attacks involving 
diff erent methods and stages. The proofs-of-concept im-
plemented are grouped based on which type of user trust 
assumption that they violate.

Violation of the user trust assumption in the security of 
the radio access to the network

 Passive radio channel interception of 
 unencrypted SMS in 4G with disabled crypto.
 Downgrade attack of 4G network service by  
 external attacker using the radio channel.
 Cryptographic attack on the 2G (GPRS) 
 encryption algorithm GEA-1.
 Cryptographic attack on the 2G (GSM) 
 encryption algorithm A5/1.

Important to note is that the proofs-of-concept listed 
can be combined to more advanced attacks in a series of 
steps. For example, consider a mobile user with connec-
tion to the 5G network. As a fi rst stage, the connection 
can be downgraded to the 2G network with for example 
a downgrade attack. In the second stage, the attacker 
intercepts the network traffi  c passively, and in the third 
stage, the attacker decrypts the traffi  c, including poten-
tial SMS. There are several possible variations on this at-
tack, for example to act as a man-in-the-middle between 
the mobile user and the mobile network. These attacks 
correspond to threat scenario 1-3 in Section 4.

Violation of user the trust assumption in the security of 
the core network

 Interception of SMS by operator or attacker  
 with operator access rights in 4G.
 Interception of SMS by operator or attacker  
 with operator access rights in 2G.
 SMS spoofi ng attack for attacker with operator  
 access rights in 4G.
 SMS spoofi ng attack for attacker with operator  
 access rights in 2G.
 Web application spoofi ng attack.

The proofs-of-concept in this section demonstrates that 
the SMSs are not protected end-to-end but are available 
in clear text at the operator. This additionally implies that 
the integrity and authenticity of the messages are not 
protected by the protocol. The proof-of-concept using a 
web application service for spoofi ng SMS demonstrates 
how easy it is for anyone to spoof SMS. 

From a user perspective, the spoofed SMSs are apparent-
ly authentic, as the spoofed SMS is treated by the mobile 
phone as if the sender is the same as previous messages 
received with the same name.

The proofs-of-concept in this part correspond to the 
threat scenarios 4-6 in Section 4.

Violation of the user trust assumption in the operators’ 
secure management of user data

 SIM Swapping attack in the 4G network.

The SIM swapping proof-of-concept demonstrates that 
the SIM swapping attacks work, and the security of the 
operator handling of user data is critical for the security. 
This type of attack can be detected by the user, since the 
user is disconnected from the mobile network. However, 
in attacks against two-factor-authentication by SMS, the 
time of detection and response of the user is very likely to 
be too long to stop the attacker.
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The proof-of-concept corresponds to threat scenario 7 in 
Section 4.

Selection of proofs-of-concept

The selection of PoCs has been from a user perspective, as a 
contrast to, for example, an operator perspective. Legal and 
practical aspects have also been taken into account when 
selecting the PoCs to implement.

To limit the number of PoCs, but still obtain coverage of 
mobile technology, some PoCs are performed in only one 
generation of mobile networks, and others are perfor-
med with one PoC in 2G, where 3G would be very similar, 
and one PoC in 4G, were 5G would be very similar. This is 
motivated by how SMS are handled diff erently depending 
on technology.

A detailed description of each proof-of-concept can be 
found in the corresponding part of the appendix.
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7Conclusions
SMS is still after more than 30 years a great success and 
used worldwide. Behind the success is the ease of com-
munication with literally anyone with a mobile, across 
mobile technologies and countries. While successful and 
easy to use, there are also security concerns. In this pa-
per, the security of SMS from a user perspective has been 
analysed.

The basic security properties desired for a message ser-
vice are confi dentiality, integrity and authenticity. The 
SMS protocol cannot guarantee these properties, and the 
user instead places its trust in security assumptions that 
typically cannot be verifi ed by the user. In this paper, it 
has been clarifi ed and analyzed which trust assumptions 
that a user has to make for SMS security, and how vulner-
abilities, threats and attacks are related to this.

The threats to SMS security are put into the context of 
real-life attackers in a review of publicly reported attacks 
and by presenting performed proofs-of-concept for a 
number of attacks.

SMS users should be aware of the security risks and con-
sider in which cases to use SMS. Messaging of informa-
tion that can be sensitive for private or fi nancial reasons 
and the use of SMS as a second authentication factor are 
examples of use cases where instead other, secure ser-
vices should be considered. Furthermore, it should be 
kept in mind that SMSs are not authenticated and that 
the displayed sender may not be the actual sender.
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GGlossary

AMF Access and Mobility Function
APN Access Point Name
AuC Authentication Center
BSC Base Station Controller
BTS Base Transceiver Station
CN Core Network
CS Circuit Switching
eNB Evolved Node B
EPC Evolved Packet Core
GEA GPRS Encryption Algorithm
gNB Next-Generation Node B
GPRS General Packet Radio Services
GSM Global System for Mobile Communication
HLR Home Location Register
HSS Home Subscriber Server
IMS IP Multimedia Subsystem
IMSI International Mobile Subscriber Identity
LTE Long Term Evolution
MITM Man-in-the-middle
MME Mobility Management Entity
NAS Non-Access-Stratum
NodeB Node Base Station
PGWU Packet Data Network Gateway User Plane
PoC Proof-of-concept
PS Packet Switching
RAN Radio Access Network
RNC Radio Network Controller
SIM Subscriber Identity Module
SG Signaling Gateway
SIP Session Initiation Protocol
SMS Short Message Service
SMSC Short Message Service Center
SMSF Short Message Service Function
SS7 Signaling System 7
TMSI Temporary Mobile Subscriber Identity
UE User Equipment
UMTS Universal Mobile Telecommunications System
UPF User Plane Function
3GPP 3rd Generation Partnership Project
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AAppendix A. Cryptography for 
verifi able trust
In this section a brief background on the cryptographic 
properties used to establish verifi able trust is given. This 
includes the use of symmetric and asymmetric keys and 
algorithms to obtain confi dentiality, integrity and authen-
ticity, which are the basis for secure communication.

The availability of a shared secret key among two com-
municating users is suffi  cient to achieve a secure chan-
nel with confi dentiality, integrity and authenticity. There 
are two main ways to achieve a shared secret key; using 
asymmetric cryptography based on certifi cates and a so-
called public key infrastructure, or using a separate, 
trusted channel to distribute the symmetric secret keys.

 Asymmetric: When you visit a webpage, the  
 TLS protocol is used to establish a secure   
 connection, typically represented by   
 a padlock icon in the browser. The secure 
 connection is established, even though there is  
 no previous secret key shared between you  
 and the application that you are communicating  
 with. Asymmetric cryptography is used to   
 create the secure channel, which includes   
 confi dentiality, integrity and authenticity. But  
 how is this achieved? Although diff erent   
 cryptographic functions are used, in terms of  
 trust, it comes down to the trust in a common  
 third entity, and the mutual verifi cation of this  
 trust by diff erent means including certifi cates  
 and public key infrastructure.
 Symmetric: Another way to establish shared  
 secret keys is through the use of a separate,  
 secure channel. There are many ways to do this,  
 for example by loading a secret key in a system  
 during production, offl  ine distribution on e.g.  
 paper or disc, or through some other trusted  
 secure channel. This is the case for mobile 
 networks, where a secret key is stored in the  
 SIM-card, and additionally by the operator in  
 the network.

For some security mechanisms, the properties of confi den-
tiality, integrity and authenticity are achieved jointly, but in 
other cases they are not. This can be adapted depending 
on the security requirements of the use case. To see why 
each of the properties is important, consider the following 
examples.

Example 1: Integrity and authenticity, but not confi den-
tiality. The communicating users know who they commu-
nicate with, that the information is unmodifi ed, but other 
parties can eavesdrop on their communication. In fact, 
this is a desirable property in many cases, for example for 
certifi cates in a public key infrastructure.

UE 1

1 3

UE 2

2

Communication 
Network

Attacker

Figure 12 Communication with integrity and authenticity, 
but without confi dentiality.

Example 2: Confi dentiality without integrity. The commu-
nicating users encrypt their communication, but do not 
know whether the communication has been modifi ed or 
not. An example of this is when a so-called stream cipher 
is used for encryption. An attacker can then modify bits of 
the message, without knowing the content, and without 
the receiver being able to detect, given that no other in-
tegrity protection mechanism is used. Stream ciphers are 
often used for mobile communications.

Figure 13 Communication with confi dentiality, but without integrity.
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Example 3: To see the importance of authenticity, consider 
a case using cryptographic methods for confi dentiality and 
integrity, but not for authenticity. The main problem is that 
the communicating parties cannot be sure about the iden-
tity of who they are talking to. In some cases, this opens 
up for so-called man-in-the-middle (MITM) attacks, where 
an attacker is acting as a middle-man on the communica-
tion link, decrypting information from one user, and then 
re-encrypting for the other user. Under some circumstan-
ces, MITM scenarios are possible both for asymmetric and 
symmetric cases. 

 In the asymmetric case, a MITM-attack is   
 possible if there is not a trusted third party,  
 which can authenticate the users to each other.
 In the symmetric, shared key case, the MITM- 
 attack is possible when the keys are shared with  
 an intermediate party. This is the case of mobile  
 networks, where the operator shares a key with  
 each user – but the users do not share  
 a common key.

Figure 14 Man-in-the-middle attack scenario.

1 31 3 1 31 3
UE 1 UE 2

1 112 113 33114

Attacker
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BAppendix B. Mobile networks
from GSM to 5G
In order to understand the security of SMS in mobile net-
works, more background is provided in this section. This 
is motivated by the fact that diff erent generations of mo-
bile networks interact, work side by side and additionally 
share architecture and protocols. The main focus in this 
section is on the functions regarding security of SMS and 
to understand the settings of diff erent attacks and 
proofs-of-concept.

SMS was fi rst introduced in GSM, often referred to as 2G. 
The GSM network was mainly designed for voice service 
and was built on circuit-switched networks. It had limited 
capability of data transmission and it was in this setting 
that SMS was fi rst introduced. A special feature of SMS 
is that it was included in the control plane, as opposed 
to the user plane. The control plane is typically used for 
communication regarding the mobile status, mobility 
and radio access. The inclusion of SMS in the control plane 
made sense in the GSM network to optimize the network 
bandwidth. 

Figure 15 Illustration of the main components of a Radio Access 
Network (RAN) of the diff erent mobile generations.

Terminology

Base Station

Controller 
Base Station

2G 3G 4G 5G

BTS nodeB
eNodeB gNodeB

BSC RNC

Table 5 Summary of terminology for the Radio Access Network for 
diff erent generations of mobile networks.

During the second half of the 1990s, packet data was in-
troduced with General Packet Radio Services (GPRS). GPRS 
is sometimes referred to as 2.5G. This mainly changed the 
core network, which added support for packed-switched 
networks, along with the circuit-switched networks.

The 3G mobile network introduced signifi cant improve-
ments in many respects. Especially the radio access net-
work technology with the base stations changed, while 
the structure of the core network has a similar structure 
to that of GSM and GPRS. Among the requirements in 
the development of 3G was the backward compatibility 
to the second-generation mobile networks, including the 
circuit-switched technology [38].

An important addition in the 3G network was the addi-
tion of mutual authentication between a user (SIM-card) 
and the network. There were also improvements in the 
cryptographic algorithms used in the authentication and 
encryption.

In parallel to 3G, Long Term Evolution (LTE) was developed. 
In contrast to 3G, the requirements for the development 
were less restrictive in terms of backward compatibility and 
LTE, later named 4G, was designed for packet-based traf-
fi c directly. Diff erent technology was introduced on the ra-
dio access network, well suited for packed-based and high 
throughput services with low delay. 

UE UEUE UE

Core
Network 2G

Core
Network 3G

Core
Network 4G

Core
Network 5G

Radio
Access

Network 
(RAN)

eNodeB gNodeB

BSC RNC
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Figure 16 Illustration of the main components of the 
Core Network (CN) of the diff erent mobile generations.

The complexity of the radio access network was reduced 
by removing the element Radio Network Controller from 
3G, and including most of its functionality in the base 
stations, now denoted eNodeB. Also, the core network 
was updated into the Evolved Packet Core (EPC), entirely 
dedicated to the packet-based domain. Some function-
ality from the radio access network was also moved to 
the core network, for example the Mobility Management 
Entity, MME, which e.g. handles the functionality to main-
tain calls during mobility. 

The framework for services over the IP-network is called 
the IP Multimedia Subsystem (IMS) and constitutes an ad-
ditional way to transmit SMS over the network. The previous 
control-plane-based SMS protocol was also implemented, 
both on its own, and indirectly by interoperability between 
SMS in 3G and 4G. SMS in the control-plane is referred to as 
SMS per Non-Access-Stratum (NAS).

Similar to previous solutions, the core network contains 
the subscriber information, in 4G denoted Home Sub-
scriber Server (HSS), which is the corresponding of the 
previous Home Location Register (HLR) and the Authen-
tication Center (AuC). These databases are critical for the 
authentication and the security of the network in general 
and SMS in particular, since they contain the subscriber 
keys.

The security objectives for the development of LTE was to 
make the security of LTE equivalent, or better, than that of 
3G. Secure connections between the mobiles and the net-
work, including encryption and mutual authentication, but 
at the same time enable lawful interception of the traffi  c, 
was standardized. Additional layers of privacy, communica-
tion confi dentiality, location privacy and identity protection 
are added to protect from unauthorized third parties. 
Authorized parties are typically government agencies, but 
can also include others, for example location services.

The 5G mobile network is also based on an overall net-
work architecture with a separation between a radio 
access network and a core network. The radio access 
network schematics are similar to 4G, but the nodes are 
now called gNodeB, which stands for “5G Node B”. The 
network core is schematically divided into the Access and 
Mobility Function (AMF), controlling the radio access, and 
the User Plane Function (UPF), handling the user data. 
The 5G network is based on network functions rather 
than network entities.

Mobile networks have a layered architecture, with simi-
larities to how the Internet works. In the core networks 
there are diff erent protocols handling the SMS distribu-
tion. For 2G and 3G, an important core network protocol 
for SMS, and many other functionalities, is the Signaling 
System 7 (SS7) protocol. 

The SS7 protocol was developed 1975, in a time when 
security implementations of encryption and authenticity 
did not have the same maturity and recognized impor-
tance as it has today. The SS7 protocol provides basic ser-
vices such as call setup and teardown, routing, roaming 
and SMS across the networks. An example of this is the 
network communication needed to locate the recipient 
of an SMS. Although the SS7 protocol is a part of the core 
network protocols for 2G and 3G, it is still used in the later 
generations of mobile networks, mostly for compatibility 
and interconnection of services, such as SMS, over diff erent 
networks.

With 4G and the packet-based EPC, the IP-based Diameter 
protocol was introduced. Diameter is for example used for 
the communication regarding authentication between the 
MME and the HSS in the core network. 5G also has a packet-
based core network, which supports interaction with the 4G 
and 2G/3G networks.

UE

Radio
Access 

Network 2G

UE UE UE

Core Network

PSTN
IP
Network

Core
Network
(2G/3G)

Core Network
4G (EPC)

Core
Network
5G (5GC)

SMSC

GSMC GGSN

HLR

MSC/VLR SGSN

HSS

IMS

MME S-GW

P-GW

AMF
UPF+S/
PGW-U

SMF+S/
PGW-C

Radio 
Access 

Network 3G

Radio 
Access 

Network 4G

Radio 
Access 

Network 5G



22 | Cybersecurity

B.1 SMS in GSM to 5G

In 2G and 3G networks, there are two modes of sending 
SMS [39]:

 SMS over CS (Circuit-Switched): It operates 
 over the circuit-switched network, which 
 means that a dedicated connection is 
 established between the sender and receiver
 for the duration of the SMS transmission.
 SMS over PS (Packet-Switched): It operates 
 over the packet-switched network, which 
 means that data is divided into packets and  
 sent independently across the network to its  
 destination.

Figure 17 Illustration of the main components of the 
Core Network (CN) for the use of SMS in 2G/3G networks.

In 4G networks, there are three modes of sending SMS 
[39]:

 SMS over SG: It was the fi rst 4G sending mode,  
 without the need for IMS. It is a hybrid 
 approach to SMS transmission between LTE 
 and the CS infrastructure.
 SMS over NAS: For SMS transport between MME  
 and SMSC, the Diameter protocol is used.   
 Therefore, the UE does not have to be   
 registered in the 2G/3G network. In addition,  
 the NAS protocol is used for sending 
 encapsulated SMS between the UE and the  
 MME.
 SMS over IMS: This is the most typical sending  
 mode in 4G. In this case, the SMS is sent via SIP,  
 which means that communication via IMS is  
 necessary.

Figure 18 Illustration of the main components of the Core Network 
(CN) for the use of SMS in 4G networks.

In 5G networks, it is possible to make use of the existing 
IMS network or to make use of the new network element 
known as SMSF, which supports SMS over NAS. 

Figure 19 Illustration of the main components of the Core Network 
(CN) for the use of SMS in 5G networks.
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CAppendix C. Proofs-of-concept
In the following, the performed proofs-of-concept are 
presented, starting with a summary on the setup.

C.1 PoC setup

In the realization of the PoCs, both legal and practical 
aspects need to be considered. All PoCs have been per-
formed in a controlled environment in a DEKRA labora-
tory. This means that DEKRA has set up its own mobile 
infrastructure to perform the attacks. This has been in 
an isolated environment, not connected to or interfering 
with public mobile networks.

Table 6 Equipment used in the execution of the proofs-of-concept for 
diff erent generations of mobile networks.

Figure 20 and Figure 21 show some of the setups used for 
the proofs-of-concept.

Figure 20 Ramsey box with Ettus USRP B210, Hack RF and two phones.

Figure 21 Amarisoft Classic with two phones.

The objective has been to provide a testing environment 
that corresponds to real scenarios. Additionally, it is inter-
esting to note that it is neither very complex nor expensive 
to simulate a base station and provide a network. Software 
defi ned radio, for example as HackRF One or Ettus USRP 
B210, is aff ordable, and open source software can be used 
to model a base station. 

Testing of the functionality of the network can be done 
for example by using standard user equipment. Since the 
objective is to study the security from a user perspective, 
it is interesting to note whether the mobile phones used 
indicate any diff erences when the network and the con-
fi gurations for functionality and security are controlled.
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equipment

Radio access
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2G 3G 4G 5G

Standard mobile phones have been used, that also work perfectly on any other 
public mobile network: Samsung Galaxy A3, Redmi 7A
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Classic [40]
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Interception
equipment

OsmoNITB OsmoNITB Amarisoft Amarisoft

HackRF One HackRF One Ettus USRP B210/
HackRF One
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Standard mobile phones have been used, that also work perfectly on any other 
public mobile network: Samsung Galaxy A3, Redmi 7A

Ettus USRP 
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Just as there are many diff erent types of user equipment, 
there are diff erent base stations with diff erent HW and 
SW and diff erent confi gurations and the PoCs only cover 
the tested cases.

C.2 Interception of SMS by operator or
 attacker with operator access rights 
 in 4G

Objective

Illustrate that the operator, or an attacker with operat-
or access, can intercept the user SMS traffi  c in clear text, 
without the user being able to detect.

Setup

The setup to this PoC is:

 PC: To confi gure the 4G network via SSH.
 4G network (Amarisoft Callbox Classic): 
 Simulates a real operator network and a base  
 station.
 Two mobile phones: Simulating real 
 communication.
 Two writeable SIM cards: To be able to connect  
 them to the base station.

Figure Conceptual: Figure 6

Figure Simulated:

UE 1

Software Amarisoft
Callbox Classic

Amarisoft
Antennas

Amarisoft

UE 2

Attacker

Figure 22 Simulated scenario of interception of SMS by operator or 
attacker with operator access rights in 4G

Confi guration of setup

The confi guration to this PoC is:

1. Downlink frequency 2680MHz (Band 7).
2. Bandwidth 5MHz.
3. RRC/UP layer ciphering algorithm: 
 128-bit AES or Snow 3G.
4. Access Point Name: Default and Internet.
5. NAS layer ciphering algorithm: 128-bit AES 
 or Snow 3G.
6. SMS over IMS.
7. Layers IMS in debug mode.
8. Confi guration SIM 1:
 a.  Algorithm SIM: XOR
 b. IMSI: 001010102345678 
 c. Ki: 00112233445566778899aabbccddeeff 
 d. Number Phone: 0600000000
9. Confi guration SIM 2:
 a.  Algorithm SIM: milenage
 b. IMSI: 0010101023456788
 c. Ki: 00112233445566778899aabbccddeeff 
 d. Number Phone: 0600000001

Procedure

The procedure to this PoC is:

1. Confi gure the operator with the given 
 confi guration parameters.
2. Confi gure the Access Point Name (APN) on 
 the phone.
3. Connect the phone to the 4G network.
4. Capture network-wide traffi  c.
5. Send the SMS from phone 2 to phone 1.
6. Intercept the SMS from the network interface.

Figure 23 Procedure of interception of SMS by operator or attacker 
with operator access rights in 4G.
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Results

The 4G network has been set up via SSH with the above 
parameters. Once confi gured, the service is established.

The confi guration of the SIM-card is the following:

Figure 24 The database for subscribers, including the SIM-card 
information.

In Settings, Mobile Networks and Access Point Name, the 
following APN has been added:

Figure 25 Confi guration Access Point Name (APN)

Both mobiles are connected automatically to the network 
after confi guring the APN, as can be seen in the fi gure 
below.

Figure 26 Phones connected to the same 4G network created with 
Amarisoft.

The operator‘s IMS layer has been confi gured in debug 
mode to display the messages being sent.

Figure 27 below shows how an SMS has been sent 
between phone 2 and phone 1.

Figure 27 Sending SMS between phones
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From the operator interface, the SMS can be seen in clear 
text, as shown in Figure 28.

Figure 28 Interception of SMS from the operator.

Conclusions

The PoC illustrates the vulnerability caused by the user trust 
in the network and the operator. An attacker, or authorized 
entity, with the access rights of an operator can intercept 
messages independently of whether encryption is used for 
the radio access. 

The user cannot detect the attack. The user would need 
an additional layer of protection in order to protect the 
security of the message.

C.3 Interception of SMS by operator or 
 attacker with operator access rights 
 in 2G

Objective

Illustrate that the operator, or an attacker with operator ac-
cess, can intercept the user SMS traffi  c in clear text, without 
the user being able to detect.

Setup

The setup to this PoC is:

 PC: To confi gure the 2G network via SSH.
 2G network (OsmoNITB): Simulates a real 
 operator network and a base station 
 (Ettus USRP B210).
 Two mobile phones: Simulating real 
 communication.

 Two writeable SIM-cards: To be able to connect  
 them to the base station.
 Ramsey Box: To work at the 2G operating 
 frequency band without interfering with public  
 networks.

Figure Conceptual: Figure 6

Figure Simulated:

UE 1

Software
OsmoNITB

Ettus USRP
B210

Ramsey Box

UE 2

Attacker

Figure 29 Simulated scenario of interception of SMS by operator or 
attacker with operator access rights in 2G.

Confi guration of setup

The confi guration to this PoC is:

1. Band GSM900.
2. Access Point Name: Default and Internet.
3. SMS over NAS.
4. Confi guration SIM 1:
 a. IMSI: 101023456789
 b. Number Phone: 195
5. Confi guration SIM 2:
 a. IMSI: 310260123456064
 b. Phone number: 156

Procedure

The procedure to this PoC is:

1. Confi gure the operator with the given 
 confi guration parameters.
2. Confi gure the APN on the phone.
3. Connect the phone to the 2G network.
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4. Capture network traffi  c.
5. Send an SMS from phone 1 to phone 2.
6. Interception of the SMS from the network 
 interface.

Figure 30 Procedure of Interception of SMS by operator or attacker 
with operator access rights in 2G.

Results

The 2G network has been set up with the given parameters. 
Once confi gured, the service is established.

The APN confi guration on the mobiles is the same as in
Figure 25.

After confi guring the APN of the mobile phone, the mobile 
connects automatically to the network.

Figure 31 To the left, the terminal shows the connected phone with 
connection date, IMSI, TMSI and number. To the right, the phone 
displays connection to the DragonOS network.

A message has been sent between phone 1 and phone 2. 

Figure 32 shows how an SMS from UE1 has been received 
by UE2.

Figure 32 SMS sent between two phones.

The SMS can be read in clear text from the operator inter-
face, which is shown in Figure 33. This is the case inde-
pendently of whether the communication between the 
mobile phone and the base station is encrypted or not.

Figure 33 Interception of SMS by the operator. The fi gure shows a 
capture of the network traffi  c at the base station using the program 
Wireshark.

UE1 UE2 Ettus USRP
B210

Software
Osmo-NITB

Attacker

via SSHAPN APN 

Connect to the network UE1

Connect to the network UE2
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to UE2

Intercepting
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Conclusions

The PoC illustrates that SMSs are not end-to-end encrypted, 
but gives the operator, and any attacker with operator ac-
cess, the possibility to read the message in clear text. In fact, 
since there is no other protection given by the SMS protocol, 
there is also the possibility of an attack modifying the SMS. 
This holds independently of whether the radio channel is 
encrypted or not. The user has to trust the operator, but has 
no possibility of verifying the trust.

The user cannot detect the attack. The user would need 
an additional layer of protection in order to protect the 
security of the message.

C.4 SMS spoofi ng attack for attacker with  
 operator access rights in a 4G network

Objective

Illustrate with a PoC that an SMS in the mobile network 
is not authenticated and a spoofi ng attack against the 
users therefore is possible. This PoC attack is performed 
in the 4G network.

Setup

The setup to this PoC is:

 PC: To confi gure the 4G network via SSH.
 4G network (Amarisoft Callbox Classic): 
 Simulates a real operator network and a base  
 station.
 One mobile phone: Simulating real network  
 subscribers.
 One writeable SIM-card: To be able to connect  
 the mobile to the base station.

Figure Conceptual: Figure 8

Figure Simulated:

UE 1
Software Amarisoft

Callbox Classic
Amarisoft
Antennas

Amarisoft

Attacker

Figure 34 Simulated SMS spoofi ng attack scenario for attacker with 
operator access rights in a 4G network.

Confi guration

The confi guration to this PoC is:

1. Downlink frequency 2680MHz (Band 7).
2. Bandwidth 5MHz.
3. RRC/UP layer ciphering algorithm: 128-bit AES   
 or Snow 3G.
4. Access Point Name: Default and Internet.
5. NAS layer ciphering algorithm: 128-bit AES or    
 Snow 3G.
6. SMS over IMS.
7. Confi guration SIM:
 a. Algorithm SIM: XOR
 b. IMSI: 0010101023456789
 c. K: 00112233445566778899aabbccddeeff 
 d. Phone Number: 0600000000

Procedure

The procedure to this PoC is:

1. Confi gure the operator with the correct 
 confi guration parameters.
2. Confi gure the APN on the phone.
3. Connect the phone to the 4G network.
4. Send the spoofed SMS.
5. Confi rm the SMS reception and handling 
 on the phone.
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Figure 35 Procedure of SMS spoofi ng attack for attacker with operator 
access rights in a 4G network

Results

The 4G network has been set up via SSH with the above 
parameters. Once confi gured, the service has been re-
established.

The confi guration of the SIM-card is the following:

Figure 36 The database for subscribers, including the SIM-card 
information.

The APN confi guration on the mobiles is the same as in 
Figure 25.

Both mobiles are connected automatically to the network 
after confi guring the APN.

The spoofed SMS has been sent through the web API of 
the network to fi nd out how the network and the phone 
react.

The mobile phone has received the following message:

Figure 37 SMS spoofi ng PoC. Note how the spoofed message is placed 
in the same folder as previous non-spoofed messages with the same 
name, as if they were from the same sender.

Conclusions

In this PoC an SMS has been spoofed in a 4G mobile net-
work setup and neither the network protocol nor the mo-
bile phone has protection against SMS spoofi ng attacks. 
This is expected, since the SMS protocol doesn´t have authen-
tication mechanisms. It is problematic that the spoofed SMS 
is placed in the same SMS inbox as the authentic sender, as 
is shown in this test. This may give a feeling of authenticity 
and trust to the user, that is not verifi able.

This type of attack can also be carried out from publicly 
available websites.

C.5 SMS spoofi ng attack for attacker with  
 operator access rights in a 2G network

Objective

Illustrate with a PoC that an SMS in the mobile network 
is not authenticated and a spoofi ng attack against the 
users therefore is possible. This PoC attack is performed 
in the 2G network

UE1 Amarisoft 
Antennas

Software
Amarisoft

Attacker

via SSHAPN 

Connect to the network UE1

Send the spoofed 
SMS to UE 1
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Setup

The setup to this PoC is:

 PC: To confi gure the 2G network via SSH.
 2G network (osmo): Simulates a real operator  
 network and a base station (Ettus USRP B210).
 One mobile phone: Simulating real 
 communication.
 One writeable SIM-card: To be able to connect  
 to the base station.
 Ramsey Box: To work in the 2G operating   
 frequency band without interfering with the  
 public network.

Figure Conceptual: Figure 8

Figure Simulated: 

Figure 38 Simulated scenario of an SMS spoofi ng attack for attacker 
with operator access rights in a 2G network.

Confi guration

The confi guration to this PoC is:

1. Band GSM900.
2. Access Point Name: Default and Internet.
3. SMS over NAS.
4. Confi guration SIM 1:
 a. IMSI: 101023456789
 b. Phone number: 195

Procedure

The procedure to this PoC is:

1. Confi gure the operator with the correct 
 confi guration parameters.
2. Confi gure the APN on the phone.
3. Connect the phone to the 2G network.
4. Perform the SMS spoofi ng by sending an SMS.
5. Check the spoofed SMS on the phone.

Figure 39 Procedure of an SMS spoofi ng attack for an attacker with 
operator access rights in a 2G network.

Result

The 2G network has been set up via SSH with the above 
parameters. Once confi gured, the service has been estab-
lished.

The APN confi guration on the mobiles is the same as in 
Figure 25.

Both mobiles are connected automatically to the network 
after confi guring the APN.

UE 1
Sotware

OsmoNITB
Ettus USRP

B210

Ramsey Box

Attacker

UE1 Amarisoft 
Antennas

Software
Amarisoft

Attacker

via SSHAPN 

Connect to the network UE1

Send the spoofed 
SMS to UE 1
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Figure 40 To the left, the terminal shows the connected phone with 
connection date, IMSI, TMSI and number. To the right, the phone dis-
plays connection to the DragonOS network.

The spoofed SMS has been sent through the network to 
see how the mobile phone reacts and receives the SMS.

The mobile phone has received the SMS as shown in Figure 
41. As can be seen, the SMS displays the sender as “0”, 
which was the sender name that was chosen for the test.

Figure 41 On the left are the registered users in the network. In this 
case the forged SMS was chosen from a scenario where the forged 
sender, „0“, is not in the network. On the right the message as it was 
received on the mobile phone can be seen.

Conclusions

In this PoC, an SMS has been spoofed in a 2G mobile net-
work setup and neither the network protocol nor the mo-
bile phone has protection against SMS spoofi ng attacks. 
This is expected, since the SMS protocol doesn´t have 
authentication mechanisms. The PoC suff ers from the 
same security problems as in the PoC of SMS spoofi ng 
in 4G mobile networks, which illustrates that this kind of 
attack is not dependent on the generation of the mobile 
network.

Note that this type of attack can also be carried out from 
publicly available websites.

C.6 Web application spoofi ng attack

Objective

Illustrate with a PoC that an SMS in the mobile network 
is not authenticated and a spoofi ng attack against the 
users therefore is possible. This PoC attack is done from 
a publicly available web application.

Setup

The setup to this PoC is:

 One mobile phone: With any SIM-card with a  
 valid telephone number.
 Access to the web application 
 (https://octopush.com/es/) in charge of 
 sending the SMS.

Figure Conceptual: Figure 8

Figure Simulated:

Figure 42 Simulated scenario of Web application spoofi ng attack.

Confi guration

No specifi c confi guration to this PoC is necessary.

Procedure

The procedure to this PoC is:

1. Access to https://octopush.com/es/.
2. Send spoofi ng SMS from the application web.
3. Check the spoofed SMS on the phone.

UE 1

Web Application

Attacker
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UE1 Web
Application

Attacker

Send SMS

UE1 Operator

Figure 43 Procedure of Web application spoofi ng attack

Results

The message and sender was entered in the web applica-
tion. The SMS was sent and received with the same infor-
mation as entered.

Figure 44 The web application interface where the sender ID 
and message content was entered.

Figure 45 Screenshot of the mobile receiving the SMS.

Conclusions

In this PoC an SMS has been spoofed from a web appli-
cation and neither the network protocol nor the mobile 
phone has protection against SMS spoofi ng attacks. This 
is expected, since the SMS protocol doesn´t have authen-
tication mechanisms. This gives a feeling of authenticity 
and trust to the user, that is not verifi able.

The cost of this attack is zero, you only need an Internet 
connection to access the web application.

C.7 SIM swapping attack in the 4G network

Objective

Illustrate the eff ects of a SIM swapping attack on a 4G 
network.

Setup

The setup to this PoC is:

 PC: To confi gure the 4G network via SSH.
 4G network (Amarisoft Callbox Classic): 
 Simulates a real operator network and a base  
 station.
 Two mobile phones: Simulating real network  
 subscribers.
 Two writeable SIM cards: To be able to connect  
 them to the base station.

Figure Conceptual: Figure 10

Figure Simulated: 

UE 1

Software Amarisoft
Callbox Classic

Amarisoft
Antennas

Amarisoft

Attacker

UE 2

Figure 46 Simulated scenario of SIM swapping attack in the 4G 
network.



33 | Cybersecurity

Confi guration

The confi guration to this PoC is:

1. Downlink frequency 2680MHz (Band 7).
2. Bandwidth 5MHz.
3. RRC/UP layer ciphering algorithm: 128-bit AES   
 or Snow 3G.
4. Access Point Name: Default and Internet.
5. NAS layer ciphering algorithm: 128 bit-AES or  
 Snow 3G.
6. SMS over IMS.
7. Confi guration SIM 1:
 a. Algorithm SIM: XOR
 b. IMSI: 0010101023456789
 c. K: 00112233445566778899aabbccddeeff 
 d. Number Phone: 0600000000
8. Confi guration SIM 2 (After):
 a. Algorithm SIM: milenage
 b. IMSI: 0010101023456788
 c. K: 00112233445566778899aabbccddeeff 
 d. Number Phone: 0600000000

Procedure

The procedure to this PoC is:

1. Confi gure the operator with the correct 
 confi guration parameters.
2. Confi gure the APN on the phone.
3. Connect the phone to the 4G network.
4. Perform the SMS test.
5. The attacker calls the operator to request a SIM   
 change with the same phone number.
6. Confi gure the APN on the attacker‘s phone.
7. Connect the attacker‘s phone to the 4G network.
8. Perform the SMS test.

UE2 UE1 Amarisoft
Antennas

Software 
Amarisoft

Attacker

via SSHAPN APN 

Connect to the network UE1

Connect to the network UE2

Automatically
disconnects from 
the network

The attacker 
convinces the 
operator to assign 
the phone number
of UE1 to the 
attacker SIM

Figure 47 Procedure of SIM swapping attack in the 4G network.

Results

The 4G network has been set up with SSH with the given 
parameters. Once confi gured, the service is established.

The confi guration of the SIM-card is given in Figure 48.

Figure 48 The database for the subscriber SIM-card previous to the 
SIM swapping attack.

The APN confi guration on the mobiles is the same as in 
Figure 25.

After confi guring the APN of the mobile phone, it con-
nects automatically to the network.

A test message has been sent to the mobile phone to 
show that the SMSs are correctly delivered to the intend-
ed subscriber.

Figure 49 A test SMS is sent to the subscriber to verify that the subscri-
ber receives SMSs as usual before the SIM swapping attack.



34 | Cybersecurity

The attacker is then assumed to have contacted the op-
erator and convinced the operator to change the phone 
number of the victim to the SIM-card of the attacker.

The confi guration of the SIM-card database is changed 
to the information in Figure 50, which corresponds to 
mapping the victim´s phone number to the attacker´s 
SIM-card.

Figure 50 Updated database after the attacker has solicited to move 
the telephone number of the victim to a SIM-card under the control 
of the attacker.

The victim´s phone is automatically disconnected from 
the network and the attacker starts receiving the mes-
sages addressed to the victim. This can be seen in Figure 
51.

Figure 51 SIM Swapping Attack. The victim’s phone to the left did not 
receive the test SMS after the SIM swapping attack. The attacker’s pho-
ne, to the right, did receive the victim’s SMS after the attack.

Conclusions

It has been illustrated how a SIM swapping attack works 
and that the SMS security of a user is dependent on the 
trust of the user data management of the operator. Note 
that the attack scenario could be a technical attack, but 
is typically the result of an attack involving social engi-
neering.

C.8 Passive radio channel interception of  
 unencrypted SMS in 4G with disabled  
 crypto

Objective

Illustrate that the operator can disable encryption on the 
radio channel without the user detecting it, and that an 
attacker can capture packets on the radio channel, which 
in this case means plain text SMS interception.

Setup

The setup to this PoC is:

 PC: To confi gure the 4G network via SSH.
 4G network (Amarisoft Callbox Classic): 
 Simulates a real operator network and a base  
 station.
 USB Software Defi ned Radio (Ettus USRP B210):  
 Intercept downlink traffi  c between mobile 
 phone and base station. 
 Two mobile phones: Simulating real network  
 subscribers.
 Two writeable SIM-cards: To be able to connect  
 them to the base station.

Figure Conceptual: Figure 4
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Figure Simulated: 
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B210

Figure 52 Simulated scenario of radio channel interception of SMS in 
4G by passive external attacker.

Confi guration

The confi guration to this PoC is:

1. Downlink frequency 2680MHz (Band 7).
2. Bandwidth 5MHz.
3. RRC/UP layer ciphering algorithm: None.
4. Access Point Name: Default and Internet.
5. NAS layer ciphering algorithm: None (EEA0).
6. SMS over NAS.
7. Confi guration SIM 1:
 a. Algorithm SIM: XOR
 b. IMSI: 0010101023456789
 c. K: 00112233445566778899aabbccddeeff 
 d. Number Phone: 0600000000
8. Confi guration SIM 2 :
 a. Algorithm SIM: milenage
 b. IMSI: 0010101023456788
 c. K: 00112233445566778899aabbccddeeff 
 d. Phone number: 0600000001

Procedure

The procedure to this PoC is:

1. Confi gure the operator with the correct 
 confi guration parameters.
2. Confi gure the APN on the phones.
3. Connect the phones to the 4G network.

4. Intercept the traffi  c downlink.
5. Send the SMS test.
6. Verify if the SMS has been captured on the   
 downlink.

UE2 UE1 Ettus USRP
B210

Amarisoft
Antennas

Attacker

via SSHAPN APN 

Connect to the network UE2

Connect to the network UE1

Send SMS
to UE2

Software
Amarisoft

Intercepting

Figure 53 Procedure of radio channel interception of SMS in 4G by 
passive external attacker.

Results

The 4G network has been set up with SSH with the given 
parameters. Once confi gured, the service is established.

The confi guration of the SIM-card is given in Figure 54.

Figure 54 The database for the subscribers, including the SIM-card 
information.
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The APN confi guration on the mobiles is the same as in 
Figure 25.

After confi guring the APN of the mobile phone, it con-
nects automatically to the network.

The traffi  c between the mobile and the base station is in-
tercepted with the LTESniff er confi gured with frequency 
2680MHz, two antennas and downlink capture.

A message has been sent from one mobile phone to an-
other as can be seen in Figure 55. 

Figure 55 An SMS has been sent from mobile 2 to mobile 1, which can 
be observed on the screenshots of the mobile phones in the fi gure.

In Figure 56, the program Wireshark is used to interpret 
the capture created by LTESniff er and using the search 
term ‘gsm_sms’, the package with the SMS can be found 
in the intercepted traffi  c.

Figure 56 Screenshot from the program Wireshark, which displays the 
intercepted traffi  c on the radio channel between the network and the 
mobile phone receiving the SMS. The SMS content can be read in clear 
text.

Conclusions

In this PoC the encryption was disabled by the operator. 
We note that there was no notifi cation given to the users 
to detect this. Using software defi ned radio, an attacker 
can easily capture the traffi  c on the radio channel, and in 
this case, with the encryption disabled, the attacker can 
intercept the SMSs.

C.9 Downgrade attack of 4G network service 
 by external attacker using the radio   
 channel

Objective

Illustration of a downgrade attack from a connection to 
the 4G mobile network, which would force a switch to the 
2G mobile network. This can be used as a part of a com-
posed attack.
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Setup

The setup to this PoC is:

 PC: To confi gure the 4G network via SSH and  
 realize the downgrade attack.
 4G network (Amarisoft Callbox Classic): 
 Simulates a real operator network and a base  
 station.
 USB Software Defi ned Radio (HackRF): Used to  
 saturate the frequency band in which the base  
 station operates. 
 One mobile phone: Simulating a real network  
 subscriber.
 One writeable SIM-card: To be able to connect it  
 to the base station.

Figure Conceptual: Figure 5

Figure Simulated:
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Attacker
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Denial of Service

Figure 57 Simulated scenario of downgrade attack of 4G network 
service by external attacker using the radio channel.

Confi guration

The confi guration to this PoC is:

1. Downlink frequency 2680MHz (Band 7).
2. Bandwidth 5MHz.
3. RRC/UP layer ciphering algorithm: 128-bit AES 
 or Snow 3G.
4. Access Point Name: Default and Internet.

5. NAS layer ciphering algorithm: 128-bit AES 
 or Snow 3G.
6. SMS over IMS.
7. Confi guration SIM 1:
 a. Algorithm SIM: XOR
 b. IMSI: 0010101023456789
 c. K:00112233445566778899aabbccddeeff 
 d. Phone number: 0600000000

Procedure

The procedure to this PoC is:

1. Confi gure the operator with the correct 
 confi guration parameters.
2. Confi gure the APN on the phone.
3. Connect the phone to the 4G network.
4. Saturate the frequency band in which the base 
 station operates.
5. Verify if the phone disconnects from the 
 4G network.

HackRF UE1 Amarisoft
Antennas

Software 
Amarisoft

Attacker

via SSHAPN 

Connect to the network UE1

Saturate the 
frequency band

Disconnection from
the network

Figure 58 Procedure of downgrade attack of 4G network service by 
external attacker using the radio channel.
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Results

The 4G network has been set up with SSH with the given 
parameters. Once confi gured, the service is established.

The confi guration of the SIM-card is given in Figure 59.

Figure 59 The database for the subscriber, including the SIM-card 
information.

The APN confi guration on the mobile is the same as in 
Figure 25.

After confi guring the APN of the mobile phone, the mobile 
connects automatically to the network.

The number ‘*#0011#’ is dialled, since this number shows 
the strength of the signal received by the phone from the 
base station.

Figure 60 Network connection information such as bandwidth, band-
width, PLMN, received signal strength parameters, connection status, 
etc.

The noise source was launched to saturate the signal re-
ceived by the mobile phone. The important parameters 
for the denial-of-service attack are the center frequency 
(2680MHz) and the bandwidth (5MHz).

Figure 61 Signal saturator: type of Gaussian noise, the most import-
ant parameters are shown with a red box: center frequency and band-
width.

After this program is launched, the mobile phone goes 
through the following disconnection process:

1) The mobile phone enters the IDLE state

Figure 62 The phone goes into IDLE state.
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2) The mobile phone is completely disconnected  
 from the network.

Figure 63 The phone disconnects completely.

3) The mobile phone waits for a new network,   
 such as a 2G network.

Figure 64 The phone waits for a new network.

Conclusions

The downgrade attack has been demonstrated. The attack 
can be used to downgrade the service to 2G and perform 
other attacks using known vulnerabilities. For a practical 
attack, aspects of the radio channel need to be taken into 
account, such as proximity and suffi  cient signal strength to 
saturate the 4G network for the mobile.

The cost of this attack is low, needed is an SDR radio device, 
and the HackRF is priced at about $300.

C.10 Cryptographic attack on the 2G (GPRS)  
 encryption algorithm GEA-1

Objective

Demonstrate that it is feasible to obtain the encryption key 
of 2G communication encrypted with the GEA-1 algorithm 
with a brute-force attack. This can be part of a multi-step 
SMS interception attack which includes downgrade to 2G, 
radio interception and fi nally decryption.

Setup

The setup to this PoC is:

 Reference implementation: To generate the  
 target keystream.
 Attack implementation: To execute the key 
 recovery attack.
 PC: To execute the reference implementation  
 and the attack. The processor is an AMD 
 Ryzen 5 3600.

Confi guration

The confi guration to this PoC is:

1. IV: 0
2. Direction: 1
3. Key: 0x255dc69f503597b2
4. Output keystream of reference 
 implementation (based on input confi guration):  
 0x734382151ab9811f
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Procedure

The procedure to this PoC is:

1. Compute the target keystream of 64 bits based  
 on the confi guration input values using the   
 reference GEA-1 implementation. This   
 corresponds to the keystream that could be   
 intercepted by an attacker. The encryption key  
 used to produce the keystream is not provided  
 to the attack, but only used to determine 
 whether the attack was successful.
2. Perform the fi rst stage of the attack, which 
 consists of precomputation of the attack tables  
 needed. This takes about 25 minutes and 73 GiB  
 of storage.
3. Perform the second stage of the attack, which  
 consists of an exhaustive search of the internal  
 state, which generates diff erent keystreams.   
 When the reference key stream from stage 1 is  
 found, go to the next stage.
4. Perform the third stage of the attack, which   
 implies to reverse a part of the GEA-1 algorithm
  to fi nd the key that generates this internal state.
5. Verify that the obtained key from the attack   
 matches the key used to generate the 
 keystream.

The procedure is illustrated in Figure 65.

Figure 65 Procedure for the GEA-1 PoC attack.

Results

The following Python implementation of the algorithm 
has been used to produce 64 bits of keystream with the 
previous data:

https://github.com/P1sec/gea-implementation

Next, the following independent implementation has 
been used against the generated keystream:

https://github.com/airbus-seclab/GEA1_break

It took about 8 seconds to test 97633476 values with 12 
threads to recover the state, 0x1af58754892850bf. Once 
the internal state was recovered, it could be reversed in 
a few seconds to successfully obtain the key. Lastly, it is 
verifi ed that the recovered key matches the key used to 
generate the keystream with the independent GEA-1 im-
plementation.

The choice of these parameters was not arbitrary. They 
were selected so that the internal state was one of the 
fi rst tested, and so the attack would not take too much 
time. With a randomly selected key, the expected number 
of trials would be 2^39, with a maximum of 2^40. There-
fore, the attack would take around 12 hours on average 
and a day at maximum. The testing has been done with 
an AMD Ryzen 5 3600. Since the search is totally parallel-
izable, a cluster of 12 such processors could perform the 
attack in less than an hour.

Conclusions

The attack is perfectly feasible with an aff ordable equip-
ment and there are tools freely available to perform it. 
Thus, it can easily be carried out by any attacker with a 
low budget. The attack is related to threat scenarios 1 
and 2 in Section 4, in which an attacker could passively 
or actively capture the radio communication between the 
mobile and the network and decipher it.
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C.11 Cryptographic attack on the 2G (GSM)  
 encryption algorithm A5/1

Objective

Demonstrate that it is feasible to obtain the encryp-
tion key of 2G communication encrypted with the A5/1 
algorithm with a rainbow table attack. This can be part 
of a multi-step SMS interception attack which includes 
downgrade to 2G, radio interception and fi nally decryp-
tion.

Setup

The setup to this PoC is:

 Reference implementation: To generate the  
 target keystream.
 Attack implementation and table: To perform  
 the attack.
 PC: To execute the reference implementation  
 and the attack. The processor is an AMD 
 Ryzen 5 3600.

Confi guration

The confi guration to this PoC is:

1. Key: 0x6a15fd2c0300e210
2. Frame counter: 0
3. Output keystream: 11010011111100111001010 
 111010101111111101011101110110110000000 
 100110110110000111100011101000011011000 
 1110000001011

Procedure

The procedure to this PoC is:

1. Use the reference implementation to obtain a  
 target keystream of 114 bits with the input   
 values. This corresponds to the keystream that  
 could be intercepted by an attacker. The 
 encryption key used to produce the keystream is  
 not provided to the attack, but only used to 
 determine whether the attack was successful.

2. Precompute or download the rainbow tables   
 and prepare them with the attack implementation.  
 The complete set of tables consume 2TB   
 memory. It is not necessary to download the   
 complete set to perform the attack, although   
 the probability of success increases with the   
 number of tables available.
3. Search the target keystream in the rainbow 
 table using the attack implementation. The table  
 provides the corresponding internal state. This  
 only takes a few seconds.
4. After fi nding the internal state that generates  
 the target keystream, reverse the algorithm   
 with the attack implementation to fi nd the key.
5. Verify that the obtained key matches the key   
 used to generate the keystream.

The procedure is illustrated in Figure 66.

Figure 66 Procedure for the A5/1 proof-of-concept attack.
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Results

The following implementation, available online, of the A5/1 
algorithm was used to produce 114 bits of keystream with 
the previous data:

https://asecuritysite.com/encryption/a5

Next, the following, independent implementation of the 
attack has been used with the generated keystream as 
input:

https://github.com/0xh4di/GSMDecryption

The choice of parameters was made purposefully, so that 
not all rainbow tables had to be downloaded. 

When the tables were downloaded and the software 
attack tool was compiled, they were allocated in a disk 
using the indexes/Behemoth.py script. This process takes 
several minutes.

Then, the Kraken/kraken tool was used to look up the in-
ternal state in the tables. It took about 4 seconds to fi nd 
the state 0x952ebf0388389235, which generates the 64 
bits of keystream that start at bit position 42 in the target 
keystream.

Then, the Utilities/fi nd_kc script was used to reverse the 
state that corresponds to the 42 clock cycles and, given 
the frame count 0, the diff erent possible keys for the 
state were displayed. Among them was the correct key 
that was used in the reference implementation.

Conclusions

The attack is perfectly feasible with an aff ordable equip-
ment and there are tools freely available to perform it. Thus, 
it can easily be carried out by any attacker with a low bud-
get. This related to threat scenarios 1 and 2 in Section 4, 
in which an attacker could passively or actively capture the 
communication between the user and the mobile network, 
and then decipher it, using the key recovered from an attack 
as demonstrated in this proof-of-concept.
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