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VMware Workstation 2023 Tech Preview

QUICK START About This Guide

+ Log into the Tech Preview Thanks for your interest and help to improve VMware Workstation!

Communit
v We're excited about what we’ve been working on and would love to share with the

Download and install the Workstation community where we're at with this year’s release.
2023 Tech Preview from the links

provided in the Community

.

With new features to support Windows 11, new graphics capabilities, and other useful

) ) features like auto-start VMs, we’re gearing up for a new major release of Workstation.
Create some new virtual machines

and install some guest operating
systems!

.

Support for newer Linux 6.x kernels, How to Download
new encryption scheme and new API VMware Workstation Tech Preview 2023 can be downloaded from the following link:

and CLI options https://communities.vmware.com/t5/Workstation-2023-Tech-Preview/ct-p/ws-tp2023
Share your experience in our
community forum, in a blog, in a
video, or any other public format.

.

.

Private Feedback can be directed to
ws-beta@vmware.com

.

Installing Workstation
Installing Workstation is the same as always. Download and run the setup.exe on
Windows or .bundle file on Linux.

Note that a system cannot have Workstation 17, 16 or 15 and this Tech Preview installed at
the same time. As such, it’s recommended in Windows to go to Add-Remove Programs >
Find VMware Workstation > ‘Modify’> and ‘Remove’ to uninstall before running setup.exe
to install Tech Preview ‘23

For Linux, open a terminal ‘su root” and run ‘'vmware-installer -u vmware-workstation™ (KB
Link)
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What’'s New?

Virtual Trusted Platform Module Support with OVF Import/Export

In order to support Windows 11 requirements, a Trusted Platform Module is required. However, OVFTool does
not currently support VMs with a TPM in the proper way. In this release, we’'ve added the capability to take a VM
that requires a TPM (such as Windows 11) and export it via OVFTool. During export, a ‘placeholder’ TPM device
is created to satisfy the template requirements while protecting the user’s sensitive information stored on the

VTPM device of the source VM.

Manage VTPM and Encrypted VM with vmrun and vmrest
Both the local vmrun CLI and the vmrest REST API now support power operations on encrypted VMs and those
with vTPMs. Vmrun also includes support for the ‘gui’ flag for encrypted VMs.

Virtual Hardware version 21
New VMs are created with Virtual Hardware Version 21 which has a number of under-the-hood improvements,
including NVMe 1.3 support, and Linux kernel 6.x support.
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Migrate from CBC to XTS Encryption Scheme

Newly installed VMs will be created with XTS, however VMs previously encrypted with the CBC schema will require
migration. Note that this migration is compatible with vSphere 8, but not older versions of Workstation and Fusion
(The Intel version of Fusion Tech Preview ‘23 is compatible with Workstation machines using XTS encryption)

e When launching a VM previously encrypted with the CBC scheme, you will receive a prompt to convert

it:
Memory 4GB
Processors 2
Hard Disk (SCSI) 20G8
Hard Disk (NVMe) 20G8B
CD/DVD (SATA) Using file autoin.
CD/DVD 2 (SATA) Using file C:\Use.
Floppy Using file autoin. VMware Workstation
Network Adapter NAT
US8 Controller Present
Sound Card Auto detect
Printer Present
Display Auto detect

scription

° Upon clicking “Upgrade”:

2
51) 20GB
Me) 20GB
\) Using file autoin...
TA) Using file C:\Use..
Using file autoin
ter NAT
r Present

Auto detect
Present

Auto detect

»

VMware Workstation

~~ The virtual machine is ancrvnted sina old sncruntion

VMware Workstation

Reencrypting virtual machine...

The virtual machine is encrypted using old encryption
e algorithm. You can upgrade VM to latest supported
encryption mode. Please note that the upgrade may
break backward compatibility which means that the
Virtual machine after upgrade may not work on okder
versons of Workstation. Before upgrading, refor
below KB for more details.

X

X

Uparade Don't Upgrade

° Once the operation is completed, the VM’s encryption algorithm will have been updated from CBC to XTS

vmware
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OVFTool: Import and Export vIPM Equipped VMs

When creating VM Templates that have TPM devices, it’'s important not to store the data that exists within the vTPM
storage space of the template source. Previously, Workstation would not allow for VMs with TPM devices to be
exported, however now the option is available.

Exporting

It's important to note that a user must manually decrypt the virtual machine and remove the vTPM device before
exporting.

During Export, a TPM “Placeholder” will be used.
Upon Import, a new VTPM will be created as part of the new Import OVF walkthrough.

. From CLI via ovftool:

ovftool.exe
——exportFlags=extraconfig
——allowExtraConfig

——addDevice:vtpm
"C:\Users\path\to\source\Windows 11 x64.vmx"
"C:\Users\path\to\destination\winl1l.ovf"

e Viathe Ul using File > Export

Importing

Similar to Exporting, Importing can be done from the Ul as well as the CLI.

. Via the Ul

o Select File > Open > Choose your .ova/.ovf file

T Windows 11364 Vetware Workstaion

@0pen
» Vitual Machines > ovlexported >

Organize~  New folder

w
=]
® v 4

B3 Videos
2560VMEDisksO ovfexported

Ubuntu22 o winr1

Virtual Machines|

~ W This PC

5 Windows (C)
Network
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o Provide a Name and continue

[—Ij Windows 11 x64

P> Power on this virtual machine

7 Edit virtual machine settings

~ Devices
&5 Memory 468
¥ Processors 2 Import Virtual Machine
3 Hard Disk (N\VMe) 64GB Store the new Virtual Machine
® co/oVD (SATA) Using file CAUs( Provide a name and local storage path for the new virtual machine.
% Network Adapter NAT
] UsB Controller Present Name for the new virtual machine:
40 Sound Card Autodetect  Mntltest
£ Printer Present Storage path for the new virtual machine:
(@] Generic SCSI (SCSI 0:0)  auto detect C:\Users\dtomar\Documents)\Virtual Machines
Cisplay Auto detect
¥ Description
Type here to enter a description of this virtual
machine
Help

¥ Virtual Machine Details
State: Powered off
C ion file: C: Macl 1 11 x64.vmx
Hardware compatibility: Workstation Beta virtual machine
Primary IP address: Network information is not available

o Now provide the Encryption details for the new VM

4GB
2 Import Virtual Machine
64 GB Encryption Information

Using file C:\Us¢ How would you like to encrypt this virtual machine?

NAT

o This Guest OS requires an encrypted Trusted Platform Module to operate.
resent

Auto detect Your files will be encrypted using a password you must set. This password is stored in

Present the systems credential manager. Keep a copy of the password in a safe place, you can
not start this VM without it.

auto detect

Auto detect Choose Encryption Type
All the files (.vmdk, .vmx, etc) for this virtual machine are encrypted.

° Only the files needed to support a TPM are encrypted. (.nvram, .vmss,

n of this virtuz
n of this virtual .vmem, .vmx, .vmsn)

Password eseesessensescescene Copy

Confirm

. Remember the password on this machine in Credential Manager

Help

w Virtiial Marhina Nataile

Once the Import completes, the VM is ready to use.
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Control Encrypted VMs from “vmrun” CLI using the ‘gui’ flag

VMRUN has been enhanced to support power on operations (Start, Stop, Reset, Suspend, Pause, Unpause) in GUI
mode.

Run the vmrun command from the command prompt to get more details on the parameters and usage of the
command.

When ‘vmrun start’ is invoked with the flag: * -vp <password for encrypted virtual machine>", the --gui / --nogui
parameter is respected.

Reporting Bugs

Of course, using it is only half the fun! We encourage users to share their experiences on our Community Forum, but
you are not restricted from also sharing on personal blogs, videos, media, etc.

https://communities.vmware.com/t5/Workstation-2023-Tech-Preview/ct-p/ws-tp2023

If you prefer to not share such information in our public forum, you are welcome to reach out to
the beta team directly by emailing: ws-beta@vmware.com
We do read, but we may not respond to all email.
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KNOWN ISSUES

ISSUE DETAIL OR WORKAROUND

SLES 15 and Oracle Linux 9.2 | . Oracle Linux installation requires the following minimum

GOS installation gets stuck resources:
with default RAM, Processor o 3GB RAM, 2 vCPU
values . SLES 15 installation requires the following minimum

resources to be assigned:
o 2GB RAM and 2 vCPU

Changing the USB » Power off the VM. Change the USB controller from 2.0 to
compatibility from 2.0 to 3.1 3.1. USB controller gets changed to 3.1 and power it on.
results into unrecoverable

error

Inconsistent behavior of - No workaround

Guest OS rendering Ul when
on/suspend/resume are
triggered from vmrest
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