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SUMMARY

This report is the result of a joint effort by General Electric Ordnance
Systems and RADC, to improve RADC's in-house testing capability for complex digital
microcircuits.

All of the topics covered relate to either the generation of tests, or the
reduction of the data to provide fault isolation.

Section 1 of this report concerns the philosophy held by the investigators at
the end of the effort. In many cases, this philosophy differs greatly from that with
which the effort started,

Section 2 deals with the development of MIL-M-38510 "Slash Sheets," and the
problems encountered when implementing the Slash Sheet tests on current Automatic
Test Equipment.

Section 3 discusses the various software tools developed for use during this
effort. Two types are shown: those running on the RADC Multics facility, and those
which run on the S-3260/3270 IC Tester.

Section 4 describes the development of a test, including the items which
should be considered during test generation, and the implementation of the test with the
help of ALICE and LASAR.

Section 5 covers the reduction of failure data, producing a concise listing of
possible bad nodes in a device (fault isolation). A new matching algorithm for the fault
dictionary search was developed for this, and is described in this section.

Section 6 documents the techniques for fault insertion that were used in this
effort. This was done to provide test cases for fault isolation.

Section 7 outlines the progress made with each of the devices studied under
this effort. The "learning" process, test generation and implementation, fault insertion
and isolation are covered.

Section 8 summarizes and provides some recommendations.

Appendix A is a tutorial on the use of Automaton Diagrains, which were one
of the most fundamental tools 1ised in this effort.

No '"user's manuals" are provided here, as the techniques require further
debugging before they should be declared to be complete. Once the rough spots have
been fixed, more documentation will most likely follow, in the form of monographs or
technical reports.
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EVALUATION

The objective of this effort was to develop new techniques for the testing of
complex digital microcircuits, as well as ilmprove existing techniques.

As the preparing activity for MIL-M-38510 "Slash Sheets,” RADC has
attempted to stay at the leading edge of testing technology. It is felt that it is more
important, in the area of electrical characterization, to inake intelligent use of existing
resources, and refine the techniques for using these resources, rather than constantly
have to procure "fancy" new equipment. The techniques outlined in this report are either
usable directly on com:nonly-available test systems, or compatible with thein.

General Electric Ordnance Systeins provided much of the know-how and
practical applications described here. This, and an earlier effort, helped to improve in-
house expertise in this area, at RADC. This report is the result of a joint writing effort,
between GEOS and RADC, which attempts to adequately describe the in-house and out-
of-house synergism whicn took place.

.’})bl(\ \_‘_ o “./‘h/’ \z o N d ,"/
WARREN H. DEBANY, JR.
Project Engineer

ahiadas

2ot

).A.u' . ‘._'.:"%{ e

-
s i

=y "

e T TR




1. Introduction

The age of extensive data processing on a single integrated circuit has
arrived. Today's equipment designs call for small boxes that have many times the
throughput of entire rooms of older equipment. This increase in capability is being
accomplished by reducing the signal path length (because of limitations imposed by the
speed of light) and the signal swing (because of rise and fall times, or switching speed).
These tactics reenforce the trend of designing more processing into each package. In the
future, multi-package designs may be practical only for paralle] data paths (as presently
shown in bit-slice microprocessors), with elaborate carry look-ahead schemes imple-
mented to reduce interface considerations and off-board processing.

Avoiding intricate and fault-prone interconnections dictates that each device
must have a severely limited number of connections to the outside world. If
consideration is not given to Design-for-Testability, then the testing of buried sections
of a Very Large Scale Integrated Circuit (VLSIC) may be expected to increase
exponentially in difficulty in the near future.

The testability of presently available integrated circuits is seldom adequate
and is usually beyond the control of the user. The work described in this report addresses
approaches that can be taken to test these devices more thoroughly:

1) Generate tests for fault detection,
2) Perform fault isolation,

3) Provide feedback to IC manufacturers on the operation and failure
modes of their devices.

The demonstration vehicle for the test generation is the MIL-M-38510
Standardization Program for Microcircuits. The "Detail Specifications" for devices on
the Qualified Parts List (QPL) include comprehensive tests intended to screen out
devices which do not function correctly or are likely to fail in use. It is hoped that
techniques outlined in this report may help to standardize test generation methods for
military parts to a consistently high Testing Confidence Level (TCL).

A detail specification (also called a "slash sheet") is judged not only on its
test completeness, but also on its timeliness. Ideally, a slash sheet should be prepared
quickly to encourage the use of newer, more capable parts in military systems.

The key to accuracy and fast turnaround is Computer-Aided Testing (CAT).
The test writer should not be concerned with the mundane details of the manipulation of
large vector sets, but should instead prepare his test plan in a human-oriented shorthand.
Utility programs (ALICE, etc.) that assist in test generation are described in this report.

Test failure data reduction and fault isolation techniques are developed to
both verify the completeness of the test generation methods and provide tools to aid in
reliability investigations. A small number of devices were deliberately faulted during
this effort to demonstrate the correct operation of the fault isolation routines.

Accurate tests and failure data represent valuable information to the IC
manufacturers. This data, reduced by computer to a concise and meaningful form, can

1




help increase the yield and reliability of their products. This will benefit both military
and industrial users by providing better and lower cost devices.

A brief discussion of testing philosophy is in order here. When possible, both
functional and structural models were made for each device tested. The functional
representation used was the Automaton Diagram, which expresses the operation of the
device in terms of registers, data selectors, and boolean function blocks. Parallel data
paths are immediately apparent to the user and test generation is facilitated. The
structural representation chosen was the NAND gate equivalent network used by LASAR.
This software package was selected partly because of its availability to both the
contractor and to RADC, and in addition, it is the purest of structurally-based
techniques and provides an extreme against which to measure other techniques. The
automatic test pattern generation (STIMGN) feature was not used extensively during this
effort. Instead, the input patterns were generated using manual techniques. The LASAR
program then generated the expected outputs (using SIMUL), graded the pattern for TCL
(using DYSOGN) and developed the fault dictionary (using REDUCE). Automaton
Diagrams, shorthand utility programs, and functional block "recipe" test approaches were
used to manually generate the input vectors. Then, the LASAR output was used to home
in on undetected faults, thus improving the TCL. This procedure was repeated until an
adequate TCL was obtained. An adequate TCL is considered to be 100% of all faults
which can possibly be detected. This technique proved to bc quick and accurate, as fault
injection experiients showed.

As LASAR and most practical fault simulators assume a single-stuck-at
failure mechanism, the approach used in this effort may be questioned as being
unrealistic.  However, the evidence so far indicates that such is not the case.
Admittedly, only a small number of devices were deliberately faulted, but in each case
the faults were isolated to the correct region, if not to the particular gate or metal line.

The difference between proposing to isolate to a region, instead of a node is
significant. There is certainly not a one-to-one mapping between a gate-equivalent
model and the actual implementation. However, there is by necessity such a mapping
from the functional level to the silicon level. By recognizing that the gate-equivalent
model is only a convenient language for describing the function, and nothing more, great
progress rnay be made.

By analogy, note that when solving a system of equations, the engineer never
confuses the significance of the symbols, and their properties, with that of the real-
world problem being solved. A notation or a language, elegant though it may be, is not
sacred. Failure to recognize this, and acceptance of results at no more or less than face
value, is a great pitfall in the testing of complex devices. It is important to cultivate
scepticism.

By diminishing its importance, the single-stuck-at model has become more
powerful. The techniques based on it have led to the recipe approach. The recipe of
tests for a particular block of the Automaton Diagram is applied through the necessary
connective logic with the results brought to the output of the DUT.

If the equivalent of a memory bit map were available for a microprocessor,
showing the location and route of every metal or polysilicon line, and if the features of
every transistor, resistor, and capacitor were known, and it were possible to describe this
to @ computer program, and inject failures that exactly model those in the real world,
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the results would certainly be better than those obtained with present test and fault
isolation capabilities. However, this is still impossible even with small analog circuit
' test programs, and so could not be implemented for digital LSI/VLSI even if the design
data were available. The single-stuck-at fault model, with knowledge of some pattern
sensitivities, is still the best "a priori" approach.

It was beyond the scope of this effort to fully implement heuristic test
generation and data reduction algorithms. However, extensive computer aids were
developed to run under operator control. This report, although not a complete user's
manual for all utilities described herein, should be sufficient to provide the basis for a
complete test generation facility. Further documentation can be obtained by qualified
DOD contractors or users whose testing can be shown to benefit the DOD.
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2. Specification Writing

The specification for an individual device (called a "slash sheet") contains all
the information needed to use and test the device. The information is presented in a
concise, easily understood format, but includes references to the base documents, MIL-
M-38510 and MIL-STD-883, for predefined requirements or procedures.

The basic goals of specification writing are to assure device reliability,
standardization, and availability during a system's life cycle. To achieve these goals a
specification must be written with an eye toward both clarity and cornpleteness in order
to expeditiously establish a qualified sources list, and for use by system builders. By
clarity it it meant that the information will be easily understood by the user without the
extensive cross referencing of other documents, especially those that are unique to a
specific application. References to other military specifications will include details such
as applicability, environmental, mechanical, and electrical requirements, exceptions and
options. The latter two items should be made as rare as practical. By completeness it is
meant that that all pertinent device characteristics, parametric limits, test conditions
and special considerations must be included in detail. Device characteristics include
mechanical, thermal, and electrical properties. The parameters include input and output
voltage and current levels, and timing relationships. The test conditions are the stimuli
applied to the device under test to obtain the expected results. These includes any
special drive’ circuitry or output loads connected to the Device Under Test (DUT).
Special considerations may include such things as anti-static protection or unusual timing
constraints. Burn-in circuits mnust be described.

2.1 OQutline of a Slash Sheet

Slash sheets have been written in many formats, often making interpretation
unnecessarily difficult. The following outline is offered as a guide to what the' slash
sheet paragraphs describe. The numbers in parentheses are the paragraph numbers of
slash sheet MIL-M-38510/444 for the 2914, Vectored Priority Interrupt Encoder, which
may be referenced for examples.

The slash sheet indentifier is "MIL-M-38510/" followed by a three digit
number that is unique to a function, and a two digit number (called dash number) which
specifies the device type. The number is assigned by the issuing agency. The slash sheet
title lists the microcircuit family, the technology, and the functional name of the device.

The paragraphs are as follows:
(f.1) -- Scope

The scope gives a brief description of the device family, the technology and
the options.

(1.2) -- Part Number

The part number to be marked on the device is given, usually with reference
to MIL-M-38510. It includes the device type (l.2.1), testing class (1.2.2), and case
outline (1.2.3).
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(1.3) -- Absolute Minimum and Maximum Ratings

The thermal and electrical conditions which are never to be exceeded should

be listed. These parameters depend primarily on the technology used in manufacturing,
but should include the following at the minimum:

— Supply voltage range,

— Current applied at the outputs,

-- Voltage applied at the outputs,

— Voltage applied at the inputs,

-- Power dissipation (including provision for test loading, if applicable),
-- Storage temperature range,

-- Soldering temperature and duration,

— Thermal resistance (junction to case),

-- Junction temperature.

Selected items in the above list may reference the device option (by dash

number) when appropriate. Also, some parameters may apply only to given device pins.
For example, open collector outputs may have different voltage or current limits than
active pull up outputs.

are listed.

(1.4) — Recommended Operating Conditions

The environmental and electrical conditions expected for normal operation
The items usually listed are:

-- Supply voltage range,
-- Minimum input high level voltage,
-- Maximum input low level voltage,

-- Loading considerations (such as maximum capacitance on a MOS tech-
rology output),

-~ Ambient operating temperature range.
These items may depend on the dash number or device pin.
(2) -- Applicable Documents

The principle military documents that are part of the device specification are

listed, along with the statement that the issue in effect at the time of the invitation for




bid or request for proposal must be used. Also, a source for additional copies of the
documents is given.

(3) -- Requirements

This paragraph lists all of the requirements that the device must meet.
Information in other specifications, other paragraphs, tables or figures are included by
reference as necessary.

(3.1) -- Detail Specification

This is a cover statement that makes the MIL-M-38510 base document a part
of this specification by reference.

(3.2) -- Design, Construction and Physical Dimensions

The case outline(s), terminal connections, function block diagram, logical
implementation (it is suggested that an Automaton Diagram be included) and schematic
diagram requirements are given by reference. For the sake of consistency in future slash
sheets, it is suggested that the case outline be in paragraph (1.2.3), the terminal
connections in Slash Sheet Figure I, the functional block diagram in Slash Sheet Figure 2,
and the Automaton Diagram in Slash Sheet Figure 3. The schematic diagram need not be
included but should be available to the procuring activity.

(3.3) -- Lead Material and Finish

Options selected from the MIL-M-38510 base document should be given.

(3.4) - Electrical Performance Characteristics

This paragraph references Slash Sheet Table I, which lists the complete
electrical parameters (design limits) of the device. The tables are discussed further in
this report in section 2.2,

(3.5) -- Rebonding

The rebonding restrictions of the MIL-M-38510 base document should be
noted.

(3.6) -- Electrical Test Requirements

Table II lists the required electrical subgroups from Group A for screening
qualification and quality conformance needed to ensure that a device conforms to a
given class.

The detailed electrical test requirements are given in Slash Sheet Table IIL
Since these tables list the exact electrical requirements, extreme care must be exercised
to guarantee that they are clear, complete, and easily converted to the format required
by the user's ATE.

(3.7) - Marking
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The marking shall conform to the MIL-M-38510 base document. .
(3.8) -- Microcircuit Group Assignment

The group assignments in MIL-M-38510 do not presently include LSI devices,
so this paragraph lists the microcircuit technology of the device.

(4) -- Quality Assurance Provisions

This paragraph details the qualification, quality conformance, and screening
requirements referencing MIL-STD-883 and MIL-M-38510 where feasible.

(4.1) -- Sampling and Inspection

The sampling and inspection requirements are given with modifications to be
applied as described in subparagraphs.

(4.2) -- Qualification Inspection

These requirements ensure that the device design and production techniques
are adequate. They should include design dependent tests such as measurement of input
capacitance and checks of operation under absolute maximum conditions.

(4.3) —- Screening

These tests are performed on reliability-critical parameters on every device
to verify proper assembly and operation. Any options or criteria required by the MIL-M-
38510 base document or MIL-STD-883 should be identified. The order of testing should
be specified if it is significant. The Percent Defective Allowable (PDA) is given for

certain subgroups.
(4.4) -- Quality Conformance Inspection
These tests are periodically performed on production lot semples to deter-

mine if there is lot-to-lot variability due to processing, packaging, etc. The subpara-
graphs list the tests for each group, including exceptions, options and additional

requirements.
(4.5) -- Methods of Inspection

This paragraph gives any additional information, such as the voltage measure-
ment reference point, that is needed by the user.

(4.6) -- Inspection of Packaging

This paragraph specifies the packaging inspection requirements and additions
to MIL-M-38510.

(5) -- Packaging

R ——




i

The packaging requirements are given, usually by reference to the MIL-M- :

38510 base document. Additions such as protection for static sensitive devices should be i

included. 1

(6) -- Notes |

(6.1) - Notes | 1

-

i Miscellaneous additional information needed by the manufacturer or user is !
given.

" (6.2) - Intended Use {
A general description of the expected device application is given.
(6.3) - Ordering Data

A list of the details to be supplied by the procuring activity is given.

(6.4) — Abbreviations, Symbols, and Definitions ] ‘3

The abbreviations, symbols and definitions are defined, usually by reference , ;'
to MIL-STD-1331. Any symbols unique to this device are listed and defined.

(6.5) -- Logistic Support

Additional options such as lead material, length, or finish are given. Also,
the default class and lead finish are given.

] (6.6) -- Substitutability

' The equivalent generic industry types are listed, along with a caution that
they may have minor mechanical or packaging differences.

2.2 Detailed Test Requirements

- In a slash sheet, Table I lists the DC and AC parameters of a device. Table Il
E specifies when and what electrical tests are performed for each reliability class and the

various inspection groups (environmental, die-attach, electrical, and packaging). Table
11l provides a breakout into subgroups of Table 1 tests over the military temperature
range. The following paragraphs discuss techniques and limitations in developing Table ¢
111 of slash sheet. | &
!
L
1

883, Method 5005, Table I. The symbols should be consistent with MIL-STD-1331. For }
consistency and ease of conversion to a tester computer program, the pin names should E
i be placed in logical groups and in the same order that appears in the LIT pattern. The
q most important requirements are that Table Il (test implementation), 1) be easily :
understood by the user and, 2) be easily converted to the format required by his tester.

" The subgroup numbers in Table Il are assigned in accordance with MIL-STD-

2.2.1 DC Parametric Tests




The DC parametric tests verify the DC parameters of Table I of the slash
sheet at the applicable device pins. The device is "conditioned" by applying a limited set
of inputs, applying the required forced voltage or current to the pin under test and
recording the resulting current or voltage. For LSI (or larger) devices, it is often
convenient to apply a selected portion of the LIT pattern to establish the desired
condition. The conditioning must ensure that bidirectional pins (if any) are in the proper
state. Ideally, a patter:n should be applied to input pins not under test that establishes a
worst case condition ¢ the pin under test (on a simple multiple emitter transistor gate,
this is the limit of ihe opposite level). Subject to the constraints of worst case
conditions, input and output pins not under test should be at the level opposite to the pin
under test in order to verify pin to pin isolation, particularly during input current high
and output voltage high tests. Note that the LIT will check most of the possible pin to
pin shorts, but fault isolation is more convenient during the DC parametric testing.

The order of the tests in Table III should place the tests that may stress the
DUT before ones that verify that the DUT is not damaged. Also, the loss of VCC from
the tester should be detected in later tests so that tester caused errors can be identified.
A suggested order of tests is listed below, but the actual tests required will vary with
device technology and pin electronics implementation. For example, CMOS devices are
not tested for input clamp diode voltage (VIC) and open collector output pins are not
tested for output voltage high (VOH).

Order of DC parametric tests:

VOLL -- Voltage, output low-loaded,

1B -~ Current, input breakdown,

IOB - Current, output breakdown,

VIC -- Voltage, input clamp diode,

VOC -- Voltage, output clamp diode,

IOS -- Current, output short circuit,

IIH -- Current, input high logic level,

IIL -- Current, input low logic level,

IOZH -- Current, output high impedance, high logic level (for tireec-state
pins),

IOZL -- Current, output high impedance, low logic level (for three-state
pins),

IOH -- Current, output high (for open collector pins),
VOL -- Voltage, output low logic level,

VOH -- Voltage, output high logic level,




ICC -- Current, power supply.

=

2.2.2 Logic Integrity Test (LIT)

The LIT portion of the slash sheet Table Il is used to verify that the device i
will perform the required function. The table must specify the power supply voltage(s),
the input voltages (for logic 0 and logic 1), timing relationships and output voltages and
loading. A sample load circuit is shown in Figure 2.1. The user may be given the option
of omitting the tests for VOH and VOL if the LIT is performed with all outputs loaded
and the outputs detected exceed the VOH and VOL levels. l

The logic levels to be applied to the inputs and expected logic levels at
outputs (collectively called the test "vectors") must be provided in detail. Since the
number of vectors needed to fully check an LSI device can be large (usually greater than
2000), it is recommended that they be stored on magnetic tape and optionally printed in
the slash sheet. The tape storage will also allow the use of computers to reformat the
vectors to be compatible with the user's test system. The vector set manipulation is
discussed further in sections 3 and 4.

A sample of a convenient vector set notation is shown in Figure 2.2. i

The checklist in section 4.1 should be used as a guide when developing the
vectors.

2.2.3 AC Parametric Tests i

The AC parametric tests check the setup and hold times and the propagation 19
times listed in Table I of the slash sheet. Special vectors with appropriate signal timing !
and levels should be developed so that a minimum set of signals is required to sensitize [ 4
the pin(s) under tests to the outputs. The vector set should be extensively commented to
show the signal being checked, the pin(s) under test and test limits. Also, the format
should ideally be the same as used for the LIT.

T ————

The AC parametric tests are normally performed with the outputs loaded.
The load circuit(s) should be given in the slash sheets. An example is shown in Figure
2.1. See section 3.1.7 for a discussion of a program that will calculate the value of the
load voltage and resistors.

P T P PP

Each independent portion of the vector set should initialize the DUT and test
E timing parameters of a logical group of signals, such as microprocessor instruction

inputs. Some of the advantages of this kind of grouping are: easier determination of the
failing pin; more efficient debugging by applying the vectors repeatedly for observation
on an oscilloscope; easier evaluation of the vectors by the user.

2.2.4 Limitations and Comments ’

-——

f The slash sheet writer must remember that thec slash sheet is for use by the
DOD and its vendors and customers, meaning wide distribution to many companies, as

i well as other countries, may occur. Therefore, copyrighted or proprietary material ;
should not be used.

10
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FIGURE 1
LUGIC INTEGRITY TEST

s+ PINLIST INFUTS=MT, M, M5 M4 NG MS ML MO

c@ CONTINUE S2,S1, S0, F7,Fo, P, F4.FIL,FL FLL RO,

/% CONTINUE IE.IZ. IZ,11.10,GE GAR, IILLE, CF

se FINLIET OUTFUTSRM?, Mé, MT. M4, M3, M2, ML, MO,

7w CONTINUE S, 81, 80, V2, V1, VG G GAS. SV, LR, B0, RLD
/e FINLIZT M=M7, Mé&, MS, M4, MI. M2, Mi, MO

'« FINLIST &=52,¢1, 50

/o FINLIST P=P7, P&, RS, F4& RS FL FLLFO

7« FINLIST I=1E, 13, 12,11,10

/% FINLIST GE=GE

/» FINLIST GARTGAR

s+ FINLIST 1D=ID

/% PINLIST LE<LF

/% FINLIST CF=CF

/* VCC=4 SV

ix VA=Z OV

‘a VE=O &V

/¥ Vh=Z AV

/e VLEQ SV !
/e CONNECT LGaDS

s+ FERIOD=SOONS
/% FORCE INFUTS WITH VA, VE )
/e COMFARE QUTFUTS WITH VH. Vi ]
‘# AFFLY INFUTS AT ON3 FOR SOUNS. NRZ
s/ COMFARE AT Z10NS FOR 20NS Y :
4
<} G f ;;
1 3alL ¢ GAS PR
M SF EIFRDEF M & V SSVROD i
00 C FF G 0 0010 1 & XX X X X1XXX) MAZH REGISTEF TEST
00 O FF O 0 0210 O » XX X X XIXXXX  TEST t.OADING THROUGSH Math REGIZTER {niia SecEOi0A, O foll ™ iide
00 0 FF 0 ¢ 001C 1 » XX X X 011110
00 O FF ¢ 5 0010 1 » XX X X Q11110
00 O FF ¢ 5 (010 O » XX X X 011110
20FF 07 QG010 1 » Q0 % X 011110 READL M3, REGISTER (ZE1LECTOR FOSiTidne 7
ZZ OFF O 7 0010 O » OO X X 01111C
ZZ OFF ¢ 7 Q010 1 » OO0 X X 0311110
OC O FF G € 0010 1 » XX X X 01111¢  FRESET M REGISTER., FOSITION 3
00 0 FF 0 £ 00)0 O » X% X ¥ 32110
00 O FF ¢ & 0010 1 » XX X X Q1111¢
22 O FF O 7 O01G 1 » FF ¥ ¥ 01111C¢  READ THROUGH FOLITION ~
ZZ O FF O 7 0010 O # FF X X 0311110
22 OFF ¢ 7 0010 1 » FF X X 613110
00 0 FF O C ¢010 1 & XX X ¥ O11116¢  CLEAR THROUGS FOSITIOL &
00 O FF 0 C 0010 G » XX X X 13110
00 O FF 0 0 0030 1 » XX X 3 0iJ110
2Z O FF G 7 0010 1 » 00 X X 0}1110 RENL
ZZ O FF ¢ 7 0010 € « GG 3 X 011114
22 ¢ FF O 7 0010 1 + 00 ¥ X 6111160
S5 0 FF O B 0010 1 » X¥ X ¥ 011110  OR FUNCTION, FOSTTIGH I
%5 0 FF O F 001C O » XX X X 011110
S5 O FF ¢ E 0010 1 » XX X X 0131110
ZZ OFF O 2 001C 1 » S5 X X 011110  READ THRIUGH FOSITI0N £
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