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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com
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European Community Declarations
Manufacturer:  DrayTek Corp.

Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu County, Taiwan
303
Product: Vigor3300V+

DrayTek Corp. declares that Vigor3300V+ of routers are in compliance with the following essential requirements
and other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class A.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/AboutRegulatory.php.

H ce

This product is designed for the ISDN and POTS network throughout the EC region and Switzerland. Please see
the user manual for the applicable networks on your product.
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Chapter 1: Preface

The Vigor3300V+ Series integrates a rich suite of functions, including NAT, firewall, VPN,
load balance, bandwidth management, and VVolIP capability. These products are very suitable
for providing multi-integrated solutions to SME markets. An application scenario for the
Vigor3300 Series is depicted in the following figure, which illustrates interconnections
among branch offices through the Internet via the Vigor3300 Series routers. By combining
with an existing PABX, an Internet phone from a remote branch can also access any
extension number on a local PABX or a traditional phone via PSTN. In addition, by
combining load balancing, data security, and Internet phone features, the company can
benefit from reducing operation fees.

A Virtual Private Network (VPN) is an extension of a private network that encompasses
links across shared or public networks like an Intranet. A VPN enables you to send data
between two computers across a shared public Internet network in a manner that emulates
the properties of a point-to-point private link. The DrayTek Vigor3300 Series VPN router
supports Internet-industry standards technology to provide customers with open,
interoperable VPN solutions such as X.509, DHCP over Internet Protocol Security (IPSec)
up to 200 tunnels, and Point-to-Point Tunneling Protocol (PPTP).

Internet Telephony, also known as Voice over Internet Protocol (VolP), is a technology that
allows you to make telephone calls using a broadband Internet connection instead of a
regular (analog) phone line. Combining a PABX with a V3300V allows you to call anyone
who has an Internet phone or a traditional telephone number — including local, long distance,
mobile, and international numbers. Internet Telephony offers features and services that are
unavailable with a traditional phone at no additional cost. Because Internet Telephony
requires strictly minimal packet delay and jitter (since voice quality is intolerant of packet
loss), the Vigor3300V integrates VVolP feature with QoS and packet loss concealment
mechanisms to effectively transport high priority voice traffic over IP with low latency.
Another feature is T.38 fax relay. By enabling and configuring fax rate on a dial peer, the
originating and the terminating V3300V can enter fax relay transfer mode. By using the T.38
function, customers can also save on fax expenses. Lastly, by enabling the load balance
feature on multiple WAN ports, lease lines can be replaced to provide a cost-effective
method for network infrastructure.

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

Cliet! Cancel current settings and recover to the previous saved settings.

Clear Clear all the selections and parameters settings, including selection from

drop-down list. All the values must be reset with factory default settings.

il Add new settings for specified item.

Edit Edit the settings for the selected item.

Delete

-
P

Delete the selected item with the corresponding settings.
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Note: For the other buttons shown on the web pages, please refer to Chapter 4 for detailed
explanation.

1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first. The displays of LED indicators and connectors for the routers are different
slightly. The following sections will introduce them respectively. If the model of router you
have does not support ISDN and/or VVolP function, simply ignore the relational description.
Definitions for ISDN Ports

Below shows the names that displayed on front panel of the device and the WEB Ul of this
device.

ISDN TE (Terminal Equipment) means an interface for transmitting analog signal through
Internet between Switching and router. Such interface is also named with ISDN S0 extern in
Germany.

ISDN NT (Network Terminator) is a port that used to connect general phone. Such interface
is also named with ISDN S0 intern in Germany.

VoIP FXO (Foreign exchange office) is a port that used to connect to PSTN network.

VoIP FXS (Foreign exchange station) is a port that used to connect telephone set.

DrCIYTek 2 Vigor3300V+ Series User's Guide




1.2.1 For Vigor3300V+

Vigor3300V+

WiESendcs Securlty L8 80N

GG OGOOwO000
O Qo QOO O D G DO

Description for LED
r— LAN =—— r~WAN/DMZ —
@vwn @ @ @ QWD @ @ @
@Firewall® @ ® @ 100 ® ® ® ®
®) @PWR@ACT @aos @ @& ® @ rmX® @ @ @

Factory
] P1 P2 P3 P4 P1 P2 P3 P4

LED Status Explanation
PWR (Power) On The router is powered on.
Off The router is powered off.
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is not ready or failed.
WAN On The WAN connection is ready.
Blinking It will blink while transmitting data.
VPN On VPN tunnel is up and down.
Off VPN tunnel is closed.
Firewall On The Firewall function is active.
Off The Firewall function is inactive.
QoS On The QoS function is active.
Off The QoS function is inactive.
LNK On The Ethernet link is established on corresponding port.
LAN 172/3/4 Off No Ethernet link is established.
100 On It means that a normal 100 Mbps connection is through
its corresponding port.
Off It means that a normal 10 Mbps connection is through
its corresponding port.
FDX On It means a full duplex connection on corresponding port.
Off It means a half duplex connection on corresponding
port.
LNK On The Ethernet link is established.
WAN/DMZ Blinking 'Fl)'gﬁ data transmission is done through the corresponding
(1,2,3,4) Off No Ethernet link is established.
100 On It means that a normal 100Mbps connection is through
its corresponding port.
Off It means that a normal 10Mbps connection is through its
corresponding port.
FDX On It means a full duplex connection on corresponding port.
Off It means a half duplex connection on corresponding
port.

Vigor3300V+ Series User's Guide 3 Dray Tek



For the router supports functions of FXS, FXO, ISDN SO/TE, ISDN ALL TE modules that are
optional, users can purchase them and installed them into the router according to the real

requirement. The LED description for there four modules are different slightly. Please read the
following for detailed explanation.

© ....
m - " °° " ==

» ....
¢ ° ° °* ==

SUTE » g
| |

% -..-
* @ * @ * @ L ]

«i LINK
| |

ALLTE» g

* @ a @ * @ L

< LINK
|

LED Status Explanation
FXS/FXO On It means VolIP port is connected and ready to use.
Off It means VoIP port is not connected.
Blinking It means a phone call is coming and the port is ringing.
SO/TE On It means SO port is connected and SO mode is ready.
(Left LED) Off It means TE port is connected and TE mode is ready.
Blinking No ISDN phone adapter connected.
SO/TE On It means ISDN link is established.
(Right LED) Off It means ISDN link is off.
Blinking It means the data and voice transmission is on-going.
ALL TE On It means TE port is connected and TE mode is ready.
(Left LED)
ALL TE On It means ISDN link is established.
(Right LED) Off It means ISDN link is off.
Blinking It means the data and voice transmission is on-going.

DrayTek
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Description for Connectors

P . ...
] L] L] L]

P ....
L] L] L] L]

Factory
Reset

[ E—
Interface Description
Console Provided for technician use.
LAN (P1 ~ P4) Connecter for local networked devices.
WAN/DMZ (P1 ~ Connecter for remote networked devices.
P4)
FXS Connecter for telephone set.
FXO Connecter for FXS interface of PABX.
ISDN SO/TE Connecter for ISDN phone/ISDN line.
ISDN ALL TE Connecter for ISDN line.

Factory Reset button

Used to restore the default settings. Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the
button. Then the router will restart with the factory default
configuration.

PWR

Connecter for a power cord.

ON/OFF

Power switch.

Vigor3300V+ Series User’s Guide
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1.3 Hardware Installation

1.3.1 Network Connection

Before starting to configure the router, you have to connect your devices correctly. In this
case, we suppose you have FXS/FXO module inserted into the router.

1. Connect the power cord to Vigor3300V+’s power port on the rear panel, and the other
side into a wall outlet.

2. Power on the device by pressing down the power switch on the rear panel. The PWR
LED should be ON.

3. The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

4.  Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of Vigor3300.

5. Connect the other end of the cable (RJ-45) to the Ethernet port on your computer (that
device also can connect to other computers to form a small area network). The LAN
LED for that port on the front panel will light up.

6.  Connect a server/modem/router (depends on your requirement) to any WAN port of
Vigor3300V+ with Ethernet cable (RJ-45). The WAN1 (to WAN4) LED will light up.

7. Connect telephone sets to the FXS ports of Vigor3300V+ with telephone lines (RJ-11
to RJ-11).

8.  Connect the FXO ports to PABX with telephone lines (RJ-11 to RJ-11).
Below shows an outline of the hardware installation for your reference.

Internet

% . \ DSL/Cabel/

Wizard Server Fiber Modem

Caution: Each of the Phone ports can be connected to an analog phone only. Do not
connect the phone ports to the telephone wall jack. Such connection might damage
your router.
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1.3.2 ISDN Phone Adapter Installation

ISDN SO/TE Mode

ISDN NT is always fixed to connect ISDN phone. However, ISDN SO/TE is configurable as
NT or TE mode. It can be adjusted in VoIP>> Port Settings.

Note:

When NT or TE port is dedicated with TE mode, the Green LED will flash while data
transmission.

However, if it is dedicated with NT mode, the Orange LED will light on whenit connect
to ISDN phone set.

ISDN
SUTE> o e o e o e o e <LINK
| |
NT NT

NTor TE NT or TE

And by using ISDN phone adapters (coming from the router package), the user can connect
several phones to the router for communication. Refer to the following figure for reference.

Internet

ISDN Phone Cable/DSL Modem
Adapter or Media Converter

Vigor3300V+
Wiiservice Sacuty /8 LSOV

.'III -

[§§ —

[ — ISDN Phone
I.-hl Adapter
[§%%

ISDN Phone

Note: When ISDN phone is connected, the Orange LED will light on.
When there is no ISDN phone connected, the Orange LED will flash.
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ISDN ALL TE Mode

Such interface is used for connecting ISDN line. Each port is dedicated to TE mode only
Therefore, you cannot use such interface to connect to any ISDN phone.

ISDN

ALLTE» o | ) ® ® ® | ® ® ® < LINK
TE TE
TE TE

For the connection, refer to the following figure for reference.

Internet

Cable/DSL Modem
or Media Converter

Vigor3300Vv+
Mt Sarvice Sacurkty TP LSOV

OmO000=0000
Qe QO Gom O OO0

g Gon 0O GOm0 000

—Wf ISDN

Note: When data transmission through this interface, the Green LED will flash.

DrayTek
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1.3.3 Rack-Mounted Installation

The Vigor3300V+ Series can be mounted on a rack by using standard brackets in a 19-inch
rack or optional larger brackets on 23-inch rack (not included). The bracket for 19- and
23-inch racks are shown below.

Attach the brackets to the chassis of a 19- or a 23-inch rack. The second bracket attaches the
other side of the chassis as above procedure.

After the bracket installation, the Vigor3300 Series chassis can be installed in a rack by using
four screws for each side of the rack.

ey
G000 =0000
el ol 8 Bl e
B et s 3o e G B B

Desktop Type Installation

Rubber pads are included with the Vigor3300V+ Series. These rubber pads improve the air
circulation and decrease unnecessary rubbing on the desktop.

Vigor3300V+ Series User's Guide 9 Dray Tek
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Chapter 2: Configuring Basic
Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP

v dynamically from the router or set up the IP address of the computer to be
the same subnet as the default IP address of Vigor router 192.168.1.1.
For the detailed information, please refer to the later section - Trouble
Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values on the window for
the first time accessing. The default value for user name is draytek and the password is
1234. Next, click OK.

(£ '?‘)
AL
‘I \
Login to Vigor 3300
User name: 7 dravtek v
Passward: ssss

[ remember my password

| ok || cancel |

Vigor3300V+ Series User's Guide 1 Dray TCk



3. Now, the Main Screen will pop up.

DrayTek

Quick Setup System Network Advanced Firewall Qos VFN VolP 15:12:48

Multi-WAN Security Router 3

System - Status

Refresh Option ’m‘ Refresh |
I E LAN Status E AN Status |

Madel : Wigora300v+ series

Hardware Version 1.0

Firrmavare Wersion ; 2.6.3 (EM)Y

Build Date&Time 2010-08-17 14:31:01

8ystem Uptime © 0 days 2 hours B minutes 34 seconds

CPU Usage : 26.6945%

Memory Size : 128 MBytes

Memary Usage 25.6701%

Current Systern Time 1983-11-14 23:22:29

CrayTek Corp. @ 1997 - 2009 All rights reserved, DrayTek Enterprise Network Solutions,

4.  Go to System page and choose Change Password.

System - Change Password

M Cancel
5. Enter the login password (1234) on the field of Old Password. Type a new one in the

field of New Password and retype it on the field of Confirm Password. Then click
Apply to continue.

6. Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.

Connect to 172.16.2.225

A

Login to Yigor 3300

Iser narme: | €7 draviek M |

Passwiord: | sens |

[ Iremember my password

[ Ok, J [ Cancel
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2.2 Quick Setup

Quick Setup is designed for configuring your broadband router accessing Internet with
simply steps. There are two phases of quick setup, one is WAN configuration and the other
is LAN configuration.

In the Quick Setup group, you can configure the router to access the Internet with different
modes such as Static, DHCP, PPPoE, or PPTP modes. For most users, Internet access is the
primary application. The router supports the Ethernet WAN interface for Internet access. The
following sections will explain in more detail the various broadband access configurations.
All the settings in this section will be used in the first WANL1 interface.

Quick Setup - WAN

MAC Address : @ Default MAC O User Defined MAC

Downstream Rate 102400 (khps)
Upstream Rate : 102400 (khps)
Type Fa=t Ethernet w

Physical Mode : Auto Hegotistion v

IP Mode : Orstatic @DHoP OPPPeE O PPTP

PPPOE/PPTP
Configuration

IP Address : HostMame

Subnet Magk : Drnain Marne ©

Default Gateway {Host Marme and Domain Narme are reguired for some 1SPs.)
Frirnary DME

Secondary DHE

IP Alias List

1. 2

E 4

5. G

£ 8

Next ==

MAC Address Default MAC-
Use the default Mac address stored originally in router.
User Defined MAC-
Use a MAC address defined by the user.

Downstream Rate Assign the downstream rate for this WAN interface. The default
value is 102400 kbps (100 Megabit). This setting is very important
for Vigor3300 Series incoming buffer adjustment. If you use a DSL
subscriber service with a 2Mbps downstream, please set the
downstream rate setting with 2Mbps.

Upstream Rate Assign the transmission rate for this WAN interface. The default
value is 102400 kbps (100 Megabit). This setting is very important
for Vigor3300 Series outgoing buffer adjustment. If you use a DSL
subscriber service with a 256Kbps downstream, please set the
downstream rate setting with 256Khbps.

Type Select a connection type for this WAN interface. Currently, there is
only one setting offered for you to choose - Fast Ethernet.

Vigor3300V+ Series User's Guide 13 Dray Tek



Physical Mode Select connection speed mode for this WAN interface. There are
auto negotiation, full duplex, and half duplex of either 10M or
100M speed options for the WAN Interface.

IP Mode You have to select an appropriate WAN connection type for
connecting to the Internet through this router according to the
settings that your ISP provided. Select an IP mode for this WAN
interface. There are four available modes for Internet access, Static,
DHCP, PPPoE, and PPTP. On this page you may configure the
WAN interface to use Static (fixed IP), DHCP (dynamic IP
address), PPPoE or PPTP. Most of the cable users will use the
DHCP mode to get a globally reachable IP address from the cable
host system.

2.2.1 Static Mode

You can manually assign a static IP address to the WAN interface and complete the
configuration by applying the settings and rebooting your router. Choosing Static as the IP
mode, you will see the following page.

IP Mode @ static ODHCP OPPPoE OFPPTP
’—| FRROE/PPTR
caonfiguration
IP Address 172163279 Host Marme
Subnet Mask: 256.255.266.0 Domain Marme :
Default Gateway 172 16.3.1 {Host Marme and Domain Mare are reguired for some ISPs)
Primary DNS : 16895 1.1
Secondary DMNS © 16395 192 1
IP Alias List
1. 10.1.1.100 2 10.1.1.101
58 10.1.1.102 4

. f.

7. g

All the settings here are set by privately. Your ISP will not provide these settings.

IP Address Type a private IP address to the WAN interface.

Subnet Mask Type a subnet mask value to the WAN interface.

Default Gateway Type a private IP address to the gateway.

Primary DNS Type a private IP address to the primary DNS.
Secondary DNS Type a private IP address to the secondary DNS.

IP Alias List Type other IP addresses to be bound to this interface. This

setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g., Advanced
>> NAT>>Port Redirection/DMZ Host). Thirty-two IP
addresses settings are allowed at one time.

After setting up the WAN interface, click Next to setup the LAN interface continuously.
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Quick Setup - LAN

| DHCF Relay )

Agent | IP Routing ‘
IP Configuration
IP Address ; 192.168.1.3

Subnet Mask

DHCP Server

255.265.255.0

Status : @Enable ODisable O Relay Agent
StartIP: 192.168.1.10
End IP : 192.168.1.254
Frimary ORS
Secondary DNE ©
Lease Tirme (Mir) 1440
Gataway IP(Optianal) :
<<Previous Finish

IP Address Type an IP address for the LAN interface.

Subnet Mask Type the subnet mask for the LAN interface.

Status Click Enable to use DHCP server; click Disable to close
DHCP server; click Relay Agent to activate relay agent
function.

Start IP Type the start IP address of the IP pool that DHCP server can
use for clients in LAN.

End IP Type the end IP address of the IP pool that DHCP sever can
use for clients in LAN.

Primary DNS Type the IP address for primary DNS.

Secondary DNS Type a private IP address to the secondary DNS.

Lease Time (Min) Set a lease time for the DHCP server. The time unit is minute.

Gateway IP (Optional)

Set a gateway IP address for the DHCP server.

Next, click DHCP Relay Agent tab to set DHCP server if required.

Quick Setup - LAN

LAM IF/DHCP | | IP Routing |

Relay Agent
WiAM Interface : WANL
DHCF Server IP Address
=<Previous Finish
WAN Interface Choose the WAN interface for such connection.
DHCP Server IP Address  Type an IP address for the DHCP server.

Next, click IP Routing tab to set routing path for each WAN interface if required.

Vigor3300V+ Series User’s Guide
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Quick Setup - LAN

LAN IP/DHCP | DH%E E'?E‘a"

WARN1

Status O Enable @ Disakle
IP Address: l:l
Subnet Mask: l:l
WAN2

Status O Enable & Disable
P Address: [ ]
Subnet Mask: [ ]
WAN3

Status O Enable @ Disable
IF Address: l:l
Subnet Mask: l:l
WAN4

Status (OEnable @ Dizakle
IF Address: l:l
Subnet Mask: l:l

<<Previous .

When you finished the above required settings, please click Finish. A system reboot page
will appear. Click Apply to activate the static mode configuration.

DrayTek
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2.2.2 DHCP Mode

DHCP allows a user to obtain an IP address automatically from a DHCP server on the
Internet. If you choose DHCP mode, the DHCP server of your ISP will assign a dynamic IP
address for Vigor3300 automatically. It is not necessary for you to assign any setting. (Host
Name and Domain Name are required for some I1SPs).

Simply click Next to setup LAN interface.

Quick Setup - LAN

DHCP Relay
Agent
IP Cenfiguration
IP Address 192.168.1.1
Subnet Mask: 2552652650

DHCP Server

Status : @ Enable
StartIP : 192.168.1.10
EndIP: 192.168.1.254
Prirnary DKS

Secondary DME
Lease Tirme (Min) 1440

Gateway [P{Optional)

IP Address
Subnet Mask
Status

Start IP

End IP

Primary DNS
Secondary DNS

Lease Time (Min)
Gateway IP (Optional)

IP Routing |

O Disable O Relay Agent

=<Previous | Finisl||

Type an IP address for the LAN interface.
Type the subnet mask for the LAN interface.

Click Enable to use DHCP server; click Disable to close
DHCP server; click Relay Agent to activate relay agent
function.

Type the start IP address of the IP pool that DHCP server can
use for clients in LAN.

Type the end IP address of the IP pool that DHCP sever can
use for clients in LAN.

Type the IP address for primary DNS.

Type a private IP address to the secondary DNS.

Set a lease time for the DHCP server. The time unit is minute.
Set a gateway IP address for the DHCP server.

Next, click DHCP Relay Agent tab to set DHCP server if required.

Vigor3300V+ Series User’s Guide
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Quick Setup - LAN

LAM IP/DHCP | | IP Routing |

Relay Agent
WA Interface

DHCF Server IP Addrecs

WAN Interface
DHCP Server IP Address

WANT

<<Previous Finish

Choose the WAN interface for such connection.

Type an IP address for the DHCP server.

Next, click TP Routing tab to set routing path for each WAN interface if required.

Quick Setup - LAN

LAN [F/DHCP |

WAN1

Statuz

IF Address:

Subnet Mask:

WAN2

Status

IP Address:

Subnet Mask:

WAN3

Status

IP Address:

Subnet Mask:

WAN4

Statuz

IF Address:

Subnet Mask:

DHCF Relay
Agent

D Enable

O Enahle

O Enakle

O Enable

@ Disable

@ Disahle

@ Disable

@ Disahle

<<Previous .

When you finished the above settings, please click Finish. A system reboot page will appear.
Click Apply to activate the DHCP mode configuration.

2.2.3 PPPoE

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point Protocol over Ethernet) connection,
please select PPPoE for this router to get the following page. Enter the username and
password provided by your ISP on the web page.

DrayTek
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Static/DHCP
Configuration

UserMame:

Passward

Authentication

Senice Marme (Dptional);

User Name
Password

Authentication

Service Name

1234@hinet.net PPTF Local Address :

ense FFTP Subnet Mask:

PAF v FFTP Server Address :

Next ==

Type a specific valid user name provided by the ISP.
Type a valid password provided by the ISP.

Select PAP, CHAP, MS-CHAP or MS-CHAP-V2 protocol
for PPP authentication. The default value is PAP.

[CHAP
MS—CHAF
MS—CHAE—V2

Type a service name required from ISP service.

After setting up the PPPoE, click Next to setup the LAN interface continuously.

Quick Setup - LAN

]

IP Configuration

IP Address :
Subnet Mask:

DHCP Server

Status :

Start P :

EndIF :

Frimary DMS
Secondary DS ;
Lease Time {Min)

Gateway IP{Optional)

IP Address
Subnet Mask
Status

Start IP

End IP

Vigor3300V+ Series User’s Guide

DHCP Relay
Agent

IP Routing |

192.168.1.1

2562852560

®Enable  ODisable O Relay Agent

192.1658.1.10

192.1658.1.254

1440

<<Previous @

Type the subnet mask for the LAN interface.

Type an IP address for the LAN interface.

Click Enable to use DHCP server; click Disable to close
DHCP server; click Relay Agent to activate relay agent
function.

Type the start IP address of the IP pool that DHCP server can
use for clients in LAN.

Type the end IP address of the IP pool that DHCP sever can
use for clients in LAN.
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Primary DNS Type the IP address for primary DNS.

Secondary DNS Type a private IP address to the secondary DNS.

Lease Time (Min) Set a lease time for the DHCP server. The time unit is minute.
Gateway IP (Optional) Set a gateway IP address for the DHCP server.

Next, click DHCP Relay Agent tab to set DHCP server if required.

Quick Setup - LAN

LAN IP/DHCP | | IP Routing |

Relay Agent
WAN Interface WANL »
DHCFR Server IP Address
<<Previous Finish
WAN Interface Choose the WAN interface for such connection.

DHCP Server IP Address Type an IP address for the DHCP server.
Next, click IP Routing tab to set routing path for each WAN interface if required.

Quick Setup - LAN

DHCP Relay
LAM IR/DHCZR | Agent | |

WAN1

Status QEnable @ Disable
IP Address:

Subnet Mask:

WAN2

Status (O Enable & Disable
IF Address:

Subnet Mask:

WAN3

Status O Enable & Disable
IP Address:

Subnet Mask:

WAN4

Status QEnable @ Disable

IP Address:

Subnet Mask:

<<Previous .

When you finished the above settings, please click Finish. A system reboot page will appear.
Click Apply to activate the PPPOE mode configuration.
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2.2.4 PPTP

This mode lets user get the IP group information by a DSL modem with PPTP service from
ISP. Your service provider will give you user name, password, and authentication mode for a
PPTP setting. Click PPTP as the protocol. Type in all the information that your ISP provides

for this protocol.

If your ISP offers you PPTP (Point-to-Point Tunneling Protocol) mode, please select PPTP
for this router. Next, enter the PPTP Subnet Mask (e.g., 255.255.255.0), PPTP Local
Address (e.g., 10.66.99.88) and PPTP Server Address (e.g., 172.66.99.88) provided by

your ISP on the web page.

Static/OHCP

Configuration
UserMame : 1234@hinet.net PPTF Local Address : 10.65.90.88
Fassword snse FFTF Subnet Mask: 255265 2550
Authentication : DAD - PFTF Server Address 172 66.99.85
Serice Name (Optional):
Next ==
PPTP Local Address Assign a local IP address of PPTP.

PPTP Subnet Mask
PPTP Server Address

Assign a net mask value for IP address of PPTP.

Assign a remote IP address of PPTP server.

After setting up the PPTP, click Next to setup the LAN interface continuously.

Quick Setup - LAN

| DHngﬁf'aV IP Routing |
IP Configuration
IP Address : 192.168.1.1
Subnet Mask: 2852852550
DHCP Server
Status © ®Enable  ODisable O Relay Agent
Start IF 192.168.1.10
End IF 192.168.1.254
Frimary DMS
Secondary DS ;

Lease Time {Min)

Gateway IP{Optional)

IP Address
Subnet Mask
Status

Vigor3300V+ Series User’s Guide
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<<Previous @

Type an IP address for the LAN interface.
Type the subnet mask for the LAN interface.

Click Enable to use DHCP server; click Disable to close
DHCP server; click Relay Agent to activate relay agent
function.
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Start IP

End IP

Primary DNS
Secondary DNS
Lease Time (Min)

Gateway IP (Optional)

Type the start IP address of the IP pool that DHCP server can

use for clients in LAN.

Type the end IP address of the IP pool that DHCP sever can

use for clients in LAN.

Type the IP address for primary DNS.

Type a private IP address to the secondary DNS.

Set a lease time for the DHCP server. The time unit is minute.

Set a gateway IP address for the DHCP server.

Next, click DHCP Relay Agent tab to set DHCP server if required.

Quick Setup - LAN

LAM IR/DHCP | | IP Routing |

Relay Agent
AN Interface

DHCF Server IP Address

WAN Interface

DHCP Server IP Address

WANT »

=<Previous Finish

Choose the WAN interface for such connection.

Type an IP address for the DHCP server.

Next, click TP Routing tab to set routing path for each WAN interface if required.

Quick Setup - LAN

LAN IP/DHCP | DH%E;‘?‘W
WAN1
Status O Enable
IF Address:
Subnet Mask:
WAN2
Status O Enahle
IP Address:
Subnet Mask:
WAN3
Status O Enakle
IP Address:
Subnet Mask:
WAN4
Status O Enable

IF Address:

Subnet Mask:

@ Disable

@ Disahle

@ Disable

@ Disahle

<<Previous .

When you finished the above settings, please click Finish. A system reboot page will appear.

Click Apply to activate the PPTP mode configuration.

DrayTek
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Chapter 3: Applications

3.1 Application for 802.1 VLAN

3.1.1 Block LAN-to-LAN Communication

To control the communication of PCs among different network segments effectively, please
adjust firewall setting to deny LAN to LAN communication from Firewall >IP Filter
Group Table. Thus, PCs that belong to various LANs will not connect with each other
through the router. To a company with several departments, such feature is useful for it to
determine data sharing among different departments.

1. Open Firewall>IP Filter>Group Table to access into the following page. Click Index
#2 radio button.

Firewall - IP Filter - Group Table

IP Filter Group Table

Index Group Name Next Group Comment
® 1 Fass Block Group for pass rules
O 2 Block none Group for block rules
Add | Edit| Delete

2. Inthis page, click Add Rule. Choose Block as Next Group Name.

Firewall - IP Filter Table

Group Mame :
Mext Group Mame : none W
Camment Group for block rules

Add Rule | A|)|)Iy| Cancel

3. Inthe following page, please set Block immediately as the action and click Apply.
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Firewall - IP Filter - Add Filter Rule

Filter Conditioen

Active
Source : P - any
SubnetMask:[265.265.2660 |
Pt [ w |
Destination P any
SubnetMask:I:l
Pt [ ® ||
Group Mame :
Protocal :
Direttion :
Fragment :
Action
Block or Pass [Block immediately v

Mext Group Marne
Apply Cancel

4. Now you will get the following page.

Firewall - IP Filter Table

Group Mame | |
Mext Group Mame
Comrment : |Gr0up for block rules |
Add Rule | n|)|)ly| Cancel
IP Filter Table
Index SourcelP SubnetMask Port Destination P Subnet Mask Port  Protocol Direction Block Active
® 1 any 265.245.254.0 any any protocol  LAM to LAM  Block immediately

Edit Rule Delete Rule |

3.1.2 How to Check/Edit VLAN ID on Your PC?

Not all the network cards support VLAN features. If you cannot sure if the network card of
your computer supports tagged VLAN or not, please do the following steps to check (or edit)
VLAN ID on your PC.

1. Go to Control Panel and then double-click on Network Connections.

Webwork Connections
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2. Right-click on Local Area Connection and click on Status.

q
—  Disable

Repair

Local Area

Bridge Connections

Create Shorkcut

Rename

Properties

3. On the following dialog, click Properties.

ocal Area Connection Status

General | Support
Connection
Status: Connected
Cruratior; 00:10:52
Speed: 100.0 Mbpz
Activity
,,.: W—'&
Sent \ Received
|
"]
Packets: 88 25
| Propertiez | [ Dizable

Cloge

4.  Click Configure to access into next screen.

- Local Area Connection Properties

General |Authentication Advanced

Caonnect using:

‘ B Intel] FROA00S Deskiop Adapter |

This connection uses the fallawing items:
 Client for Microsoft Metwarks
.Q File and Printer Sharing for Microsaft Metwarks
Q (05 Packet Scheduler
T Internet Protocol [TCPAR)

[ Imstall.. ] [ Uninztall ] [ Properties

Description

Allowes your computer to access resources on a Microsoft
rEtwark.

[ Show icon in notification area when connected
Motify me when this connection hag limited or no connectivity

ak ] [ Cancel
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5.

DrayTek

On this dialog box, locate VLLANSs tag and click on it. If you cannot find out VLANSs

tag

B oot Agent Diriver Resources Power Management
General | Link. Advanced Teaming WLANs

Intel(R] PROA00 S Desktop Adapter

Device type: Mehwork adapters

M anufacturer: Intel

Location: PCl Slat 2 [PCl bus 2, device 10, function 0]
Device status

This device iz working properly.

If you are having problems with this device, click Troubleshoat ta
start the troubleshoater.

Device usage:

Use this device [enable]

i

[ oK ][ Cancel ]

In this screen, there is no VALN existed. You can create a new one. Please click the

New...button.
Intel{R) PROS100 5 Desktop Adapter Properties

PIX

Hew...

Boot Agent Drriver Fesources Power Management
Gereral Link, Advanced Teaming | WLANS
i“iels Virtual LA s
WLAMs associated with this adapter
WLAM MName 1n] Status

Allowys you to configure wp to 64 Yidual LANs (YLANS) for an

adapter.

Adapters with YLAMs must be connected to network devices

thst support the IEEE 802.1 @ specification. YWhen you configure

the WLAM, QoS Packet Tagging is sutomstically enabled.

@ HOTE: After creating the YLARN, the adapter

associated with the VLA briefly loses network
connectivity.

E

w

Ok l [ Cancel
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7. In New VLAN dialog, please type a number in the box of VLAN ID. Here, “5” is
entered. The corresponding VLAN Name will appear automatically. Next, click OK to
create it.

New VLAN X]

WLAN 1D
E

WLAM Marne:
|vum5

™ Untagged VLAM

WLAM 1D

Enter the number of the YLAN assigned to the G
adapter inthe VLAH ID box. This YLAN ID number is

alzo configured onthe switch, Adapters with YLANs

must be connected to network devices that support

|EEE §02.1%. Qas Packet Tagging (IEEE 502 .1ps2) is
automaticaly ensbled on the adapter.

You can enter muttiple VLAN IDs by entering tvwo or

mate IDs separsted by commas. For example, to “w

I T P S N S P —so.u

(0] | Cancel |

8.  After you click OK, the system will configure for the VLAN settings. Please wait for
several seconds.

WLAN 1D
|5

WLAM Marne:
|vum5

™ Untagged VLAM

WLAM 1D

- =

e

=*w Configuring. Please wait . . .

Cancel
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10.
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When the configuration is finished, the new VLAN settings with ID number and name
will appear on previous dialog, Desktop Adapter Properties. Click OK to exit this

dialog.

Intel{R) PROS100 5 Desktop Adapter Properties

Boot Agent Drriver Fesources Power Management
General Link. Advanced Teaming | “LA&Ns

i“iels Virtual LA s

WLAMs associated with this adapter
WLAM MName 1n] Status
WLAMS 5 Enabled

Bemove Modify...

|2

Allowys you to configure wp to 64 Yidual LANs (YLANS) for an
adapter.

Adapters with YLAMs must be connected to network devices

thst support the IEEE 802.1 @ specification. YWhen you configure
the WLAM, QoS Packet Tagging is sutomstically enabled.

@ HOTE: After creating the YLARN, the adapter
associated with the VLA briefly loses network
connectivity. w

[ Ok ][ Cancel ]

General |Settings Advanced | Driver

IntellR] PROA00 S Deskiop Adapter - WLAN : WLANS

Device ype: Metwork adapters
M arufacturer: Intel
Location: Unknown

Drevice status

This device iz warking properly.

If you are having problems with this device, click Troubleshoot to
start the troubleshooter,

Device usage:

Llze this device [enable] A" |

Ok ][ Cancel ]

28

Now, the Desktop Adapter — VLAN dialog will appear as follows. Please click OK.
Intel{R) PROS100 S Desktop Adapter - VLAN : VLANS P... _ _

Vigor3300V+ Series User's Guide



11. Next time, if you want to check VLAN setting again, please open Settings tag to

modify it.
Intel(R) PRO/100 S Desktop Adapter - VLAN : VLANS P... [2][X]

General| Settings |Advanced Driver

il'lieL Wirtual LAM Settings

YLAN ID:
|E Remove WLAN
WLAN Mame:

|vmm5 [~ Untagged VLAN

Ageociated adapter

Intel[R] PROA100 S Desktop Adapter Properties

WLAN 1D

Type & newve number for the YLAMN inthe VLAH ID box. The

SLAN |0 must match the YLARN ID configured on the switch.
HOTE: & YLAN ID of 1 iz often reserved. Check the
awvitch documentstion for details.

Ok l [ Cancel
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3.1.3 Four VLANSs for Different Departments in A Company

A company wants to separate the Engineer Department, Sales Department, Marketing
Department and Other Department to limit their communication with each other to ensure
the security. In this case, we can define four VLANS that are VLAN5, VLANG, VLAN7 and
VLANS. The subnet of VLANS is 192.168.1.0; the subnet of VLANG is 192.168.2.0; the
subnet of VLAN?7 is 192.168.3.0, and the subnet of VLANS is 192.168.4.0. However, each
PC in the company does not support 802.1Q.

P ™
V3300 J
LAN
152.163.1.0 192.168.20 19216530 192 165 4.0
VLANS VLANG VLANT VLANS
" y
Engineer Sales Marketing Oiher
Department Department Department Department
Procedure:

1. Referto A.1to block LAN-to-LAN communication.
2. Create VLAN5, VLANG, VLAN7 and VLANS Groups.

3. Inthe VLANS, input “5” to VLAN ID. In the Member field, choose p1l. Then choose
the “Untagged” for Frame Tag Operation in p1. Configure the PVID to “5” for the
device does not support 802.1Q VLAN.

4. Inthe VLANSG, input “6” to VLAN ID. In the Member field, choose p2. Then choose
the “Untagged” for Frame Tag Operation in p2. Configure the PVID to “6” for the
device does not support 802.1Q VLAN.

5. Inthe VLANY7, input “7” to VLAN ID. In the Member field, choose p3. Then choose
the “Untagged” for Frame Tag Operation in p3. Configure the PVID to “7” for the
device does not support 802.1Q VLAN.

6. Inthe VLANS, input “8” to VLAN ID. In the Member field, choose p4. Then choose
the “Untagged” for Frame Tag Operation in p4. Configure the PVID to “8” for the
device does not support 802.1Q VLAN.
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Advanced - LAN VLAN Setting

O Digable O Port Bage VLAN & 802.1Q YLAN

Port Base
WLAN

Group
Index Active  Name VLAN ID Member Frame Tag Operation
P1 Pz P3 P4 P1 Pz 3 Pl

1 WLANE 4] O O [ |Untagged +||Tagged w || Tagged v || Tagged v
2 WLANG 5] | 0 O | Tagged w || Untagged | Tagged || Tagged v
3 WLANT 7 FI [ | Tagged w || Tagged w || Untagged || Tagged v
4 WLANE a Fl B B Tagged w || Tagged w || Tagged || Untagged v

Enahle management port far P4
Port Setting

P1 P2 P3 P4
Port VLANID |5 53 7 g

A|)|)Iy| Reset | Cancel |

7. After applying the settings, the web page will be redirected to “reboot” web page. You
can ignore it and continue to configure the Network setting. After finishing Network
setting, you can execute the reboot procedure.

8.  After rebooting, the tagged ports will communicate with 802.1Q tagged devices only.

9. In the Network setting, type the subnet 192.168.1.0 to LAN. For example, the VLAN5
LAN IP is 192.168.1.1 and the Subnet Mask is 255.255.255.0. Then, users in the
Engineer Department can set IP address from 192.168.1.2 to 192.168.1.254.

10. In the Network setting, type the subnet 192.168.2.0 to LAN2. For example, the VLANG
LAN IP is 192.168.2.1 and the Subnet Mask is 255.255.255.0. Then, users in the
Engineer Department can set IP address from 192.168.2.2 to 192.168.2.254.

11.  In the Network setting, type the subnet 192.168.3.0 to LAN3. For example, the VLAN7
LAN IP is 192.168.3.1 and the Subnet Mask is 255.255.255.0. Then, users in the
Engineer Department can set IP address from 192.168.3.2 to 192.168.3.254.

12.  In the Network setting, type the subnet 192.168.4.0 to LAN4. For example, the VLANS8
LAN IP is 192.168.4.1 and the Subnet Mask is 255.255.255.0. Then, users in the
Engineer Department can set IP address from 192.168.4.2 to 192.168.4.254.
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3.1.4 Two VLANSs for Different Departments in A Company

A company wants to separate the Engineer Department and Other Departments to limit their
communication to protect the engineering data. In this case, we can define two VLANS that
are VLANS and VLANSG. The subnet of VLANS is 192.168.1.0, and the subnet of VLANG is

192.168.2.0.
Vigor3300V+
LAN
192.168.1.0 192.168.1.0 192.168.2.0 192.168.2.0
VLANS VLANS VLANG VLANG
T, #
E E E E
7 7 7 7

Engineer Department  Engineer Department  (ther Departments  Other Departments

Procedure:
1. Referto A.1to block LAN-to-LAN communication.
2.  Create VLANS5 and VLANG Groups.

3. Inthe VLANS, type “5” to VLAN ID. In the Member field, choose p1 and p2. Then
choose “Tagged” for Frame Tag Operation in p1 and p2. We can ignore the PVID (Port
VLAN because 802.1q tag will be inserted to the frame from the PC of Engineer
Department.

4. Inthe VLANSG, type “6” to VLAN ID. In the Member field, choose p3 and p4. Then
choose “Tagged” for Frame Tag Operation in p3 and p4. We can ignore the PVID (Port
VLAN because 802.1q tag will be inserted to the frame from other departments.
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Advanced - LAN VLAN Setting

O Disable O Port Base VLAN 80210 VLAN

Fort Base
WLARN

Group
Index Active  Name VLAN ID Member Frame Tag Operation
P1 P2 P3 P4 P1 P2 P3 Pl
1 (] | [id] | Tagged v || Tagged v || Tagged v || Tagged V|
2 D OO [Tagged v|[ Tagged v|[ Tagged v || Tagged ~|
3 WLANT 7 (]| ] | [l (] | Tagged v || Tagged v || Tntagged |« || Tagged V|
4 B F B | Tagged v || Tagged v || Tagged v || Tntagged V|

[ Enahble management part for P4
Port Setting

Pi P2 P3 P4

POItVLANID |5 | |6 |7 NE!

A|)|)Iy| Reset| Cancel |

5. After applying the settings, the web page will be redirected to “reboot” web page. User
can it and continue to configure the Network setting. After finishing Network setting,
you can execute the reboot procedure.

6.  After rebooting, the tagged ports will communicate with 802.1Q tagged devices only.

7. Inthe Network setting, type the subnet 192.168.1.0 to LAN. For example, the VLANS5
LAN IP is 192.168.1.1 and the Subnet Mask is 255.255.255.0. Then, users in the
Engineer Department can set IP address from 192.168.1.2 to 192.168.1.254.

8.  Inthe Network setting, type the subnet 192.168.2.0 to LAN2. For example, the VLANG
LAN IP is 192.168.2.1 and the Subnet Mask is 255.255.255.0. Then, users in the other
departments can set IP address from 192.168.2.2 to 192.168.2.254.
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3.1.5 Example for the Companies in the Same Building

There are four companies in the same building. They share the broadband network and use
the Vigor3300V+ router to achieve the load balance, security, and VolP features. In this case,
we can define four VLANS including VLANS, VLANG, VLAN7 and VLANS. The subnet of
VLANS is 192.168.1.0; the subnet of VLANG is 192.168.2.0; the subnet of VLANT7 is
192.168.3.0; and the subnet of VLANS is 192.168.4.0.

r a!
Vigor3300V+
LAN
19216810 19216820 192168 3.0 192.162.4.0
VLANS VLANGS VLAN7 VLANS
. s
= = = =
= = = =
3 E E 2
E 8 a z
Company A Company B Company C Company [
Procedure:

Refer to A.1 to block LAN-to-LAN communication.

=

2.  Create VLAN5, VLANG, VLAN7 and VLANS8 Groups.

3. Inthe VLANS, type “5” to VLAN ID. In the Member field, choose p1. Then choose the
“Tagged” for Frame Tag Operation in pl. We can ignore the PVID (Port VLAN ID),
because 802.1q tag will be inserted to the frame from the PC of company A.

4.  Inthe VLANG, type “6” to VLAN ID. In the Member field, choose p2. Then choose the
“Tagged” for Frame Tag Operation in p2. We can ignore the PVID (Port VLAN ID),
because 802.1q tag will be inserted to the frame from company B.

5. Inthe VLAN?Y, type “7” to VLAN ID. In the Member field, choose p3. Then choose the
“Tagged” for Frame Tag Operation in p3. We can ignore the PVID (Port VLAN ID),
because 802.1q tag will be inserted to the frame from the PC of company C.
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6. Inthe VLANS, type “8” to VLAN ID. In the Member field, choose p4. Then choose the
“Tagged” for Frame Tag Operation in p4. We can ignore the PVID (Port VLAN ID),
because 802.1q tag will be inserted to the frame from company D.

Advanced - LAN VLAN Setting

O Disable O Port Base vLAN & 80210 VLAN

Fort Base
WLAN

Group
Index Active  Name VLAN ID Member Frame Tag Operation
P1 P2 P3 P4 P1 P2 P3 P4
1 O O O |Tagged v|[Tagged v|[Tagged v|[Tagged v
2 D 0 O [ [Tagged ¥)|[Tagged ¥)|[Tagged v|[Tagged v
3 FilE [ [Tagged v|[Tagged v|[Tagged v|[Tagged v
4 oo o [Tagged v|[Tagged v|[Tagged v|[Tagged v
L] Enable managernent portfor P4
Port Setting
P1 P2 P3 P4
Port VLANID |5 | |6 | 7 | |s

A|)|)Iy| Reset‘ Cancel |

7. After applying the settings, the web page will be redirect to “reboot” web page. User
can ignore it and continue to configure the Network setting. After finishing Network
setting, you can execute the reboot procedure.

8.  After rebooting, the tagged ports will communicate with 802.1Q tagged devices only.

9.  The network configuration is the same with A.2.1. Please refer to A.2.1.
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3.1.6 Example for A Company and Guest

A company wants to separate the Engineer Department, Sales Department, Marketing
Department and guest to limit their communication with any department to ensure the
security. In this case, we can define four VLANS that are VLAN5, VLANG, VLAN7 and
VLANS. The subnet of VLANS is 192.168.1.0; the subnet of VLANG is 192.168.2.0; the
subnet of VLAN?7 is 192.168.3.0; and the subnet of VLANS is 192.168.4.0. However, the

notebook of guest does not support 802.1Q.

[ Vigor3300V+
LAN
192 163.1.0 192.168.2.0 192,162 3.0 192 162.40
VLANS VLANG VLAN7 VLANE
J-f"_ui."w.r Sales Maurketing Cues
separiment Department Department st

Procedure:

1. Referto A.1to block LAN-to-LAN communication.

2.  Create VLAN5, VLANG, VLAN7 and VLANS8 Groups.

3. Inthe VLANS, type “5” to VLAN ID. In the Member field, choose p1. Then choose the
“Tagged”for Frame Tag Operation in p1. We can ignore the PVID (Port VLAN ID),
because 802.1q tag will be inserted to the frame from the PC of Engineer Department.

4.  Inthe VLANG, type “6” to VLAN ID. In the Member field, choose p2. Then choose the
“Tagged” for Frame Tag Operation in p2. We can ignore the PVID (Port VLAN ID),
because 802.1q tag will be inserted to the frame from Engineer Department.

5. Inthe VLAN?Y, type “7” to VLAN ID. In the Member field, choose p3. Then choose the
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“Tagged” for Frame Tag Operation in p3. We can ignore the PVID (Port VLAN ID),
because 802.1q tag will be inserted to the frame from the PC of Engineer Department.
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6. Inthe VLANS, type “8” to VLAN ID. In the Member field, choose p4. Then choose the
“Untagged” for Frame Tag Operation in p4. We should configure the PVID to “8~,
because the device does not support 802.1Q VLAN.

Advanced - LAN VLAN Setting

O Disable O Port Base VLAN & 80210 WLAN

Fort Base
WLAN

Group

wdex Active _Name VLAN ID Member Frame Tag Operation

P1 P2 P3 P4 P1 P2 P3 P4
1 O O O [Tagged v|[Tagged v|[Tagged v|[Tagged v
2 v B O O O [Tagged v|[Tagged v|[Tagged v|[Tagged v
3 @)l [ [Tagged v|[Tagged v|[Tagged v|[Tagged v
4 vane (B OO O [Tagged v|[Tagged v|[Tagged v|[Untagged  +|
[T Enahle managernent port tar £ 4
Port Setting
P1 P2 P3 P4
Port VLANID |5 | |6 | 7 ||E

A|)|)Iy| Reset| Cancel |

7.  After applying the settings, the web page will be redirected to “reboot” web page. User
can ignore it and continue to configure the Network setting. After finishing Network
setting, you can execute the reboot procedure.

8.  After rebooting, the tagged ports will communicate with 802.1Q tagged devices only.

9.  The network configuration is the same with A.2.1. Please refer to A.2.1 part.
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3.1.7 Example for Trunk Usage

A company wants to separate the Engineer Department, Sales Department, Marketing
Department and other departments to limit their communication with each other to ensure the
security. Many employees of the company use some switches supported 802.1Q VLAN to
expand the network. In this case, we can define four VLANSs that are VLAN5, VLANG,
VLANY7 and VLANS. Each LAN port is Trunk port which supports multiple VLAN. The
subnet of VLANS is 192.168.1.0; the subnet of VLANG is 192.168.2.0; the subnet of
VLAN?7 is 192.168.3.0 and the subnet of VLANS is 192.168.4.0.

L N
Vigor3300V+ |
L ekttt
LAN
(192.168.1.0, 192 1682.0, 192168 3.0, 192 168 4.0)
VL AMNS YL ANS VLAMNS VLAMS
VL AMG YLAMNG YVLAMNG YLAMG
YVLANT YLANT YLAMNT YLAMNT
VL ANS YLANS VLAMNS YL AMNS
LN A
= = = =
i = = =
= = = =
g =) g =)
= = = =
F - F F
T
: 1 1
Trunk BO2.10Q B02.1Q B02.1Q
Switch Trun Switch Trunk  gyipeh

Procedure:

1. Referto A.1to block LAN-to-LAN communication.

2.  Create VLANS, VLANG, VLAN7 and VLANS Groups.

3. Inthe VLANS, input “5” to VLAN ID. In the Member field, choose p1, p2, p3 and p4.
Then choose the “Tagged” for Frame Tag Operation in p1, p2, p3 and p4. We can
ignore the PVID (Port VLAN ID), because 802.1q tag will be inserted to the frame
from the switch.

4.  Inthe VLANG, type “6” to VLAN ID. In the Member field, choose p1, p2, p3 and p4.
Then choose the “Tagged” for Frame Tag Operation in p1, p2, p3 and p4. We can
ignore the PVID (Port VLAN ID), because 802.1q tag will be inserted to the frame
from switch.

5. Inthe VLANY, type “7” to VLAN ID. In the Member field, choose p1, p2, p3 and p4.
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Then choose the “Tagged” for Frame Tag Operation in p1, p2, p3 and p4. We can
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ignore the PVID (Port VLAN ID), because 802.1q tag will be inserted to the frame
from the switch.

6. Inthe VLANS, type “8” to VLAN ID. In the Member field, choose p1, p2, p3 and p4.
Then choose the “Tagged” for Frame Tag Operation in p1, p2, p3 and p4. We can
ignore the PVID (Port VLAN ID), because 802.1q tag will be inserted to the frame
from some users.

Advanced - LAN VLAN Setting

O Disable O PortBase LAN &) 802,10 YLAN

Fort Base
WLAN

Group

Index Active _Name VLAN ID Member Frame Tag Operation

P1 P2 P3 P4 P1 P2 P3 P4
1 |Tagged v||Tagged v||Tagged v||Tagged v|
ST
3

[ Tagged v|[ Tagged v|[ Tagged v|[ Tagged v|
[Tagged v|[Tagged v|[Tagged v|[Tagged v
4 [Tagged v|[Tagged v|[Tagged v|[Tagged v
L] Enable management port for P4
Port Setting
P1 P2 P3 P4
Port VLANID |5 NE |7 | s

A|)|)Iy| Reset| Cancel |

7. After applying the settings, the web page will be redirected to “reboot” web page. User
can ignore it and continue to configure the Network setting. After finishing Network
setting, you can execute the reboot procedure.

8.  After rebooting, the tagged ports will communicate with 802.1Q tagged devices only.

9.  The network configuration is the same with A.2.1. Please refer to A.2.1 part.
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3.2 Application for VolP

3300V+ has two expansion slots; each slot can be plugged into 4-port VVolP card,
ISDN-NTTE or ISDN-TE card. The VolIP card involves two kinds of interface: FXS and
FXO. The ISDN-NTTE card involves two kinds of interface: NT for port 1 and 3; TE or NT
(user configurable) for port 2 and 4. And ISDN-TE card involves 4-port TE mode. You can
deploy different VoIP/ISDN applications according to the requirements.

3.2.1 FXS and FXO

FXS (Foreign eXchange Station) and FXO (Foreign eXchange Office) are assembled with a
pair. A telecommunications line from an FXO device must be connected to an FXS device.

Similarly, an FXS device must be connected to an FXO device. For example, PSTN is FXS
equipment, and a telephone is FXO equipment.

PSTN
(FXS)

Telephone

Telephone
(FXO) (FXO)

As for the Private Branch Exchange (PBX), it is more special because it has both FXS and
FXO devices at the same time. Outside lines of the PBX are usually connected to the phone
line, at this case, the PBX acts as FXO equipment; inside lines of the PBX are usually
connected to telephones, so the PBX acts as FXS equipment.

PBX Outside

{PFE;;I-SP'; Lines (FXO)
PBX Inside
Line (FXS)

Telephone
(FXO)
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Telephone
(FX0O)
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FXS equipment

PSTN or inside lines of PBX

FXO equipment

Telephones, FAX machines and outside lines of PBX.

Based on the characteristics described above that the FXS equipment and the FXO
equipment must connect with each other, please pay special attention when you use FXS
card and FXO card.

FXS card

This card can connect to the telephone, FAX machine, outside lines of PBX and FXO port
on FXO card.

FXS Card

| AAAA

Telephone FAX PBX Inside Lines FXO Card
FXO card
This card can connect to PSTN, inside lines of PBX and FXS port on FXS cards.
FXO Card

FXS Card

PSTN

PBX
Inside Lines
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3.2.2 Practical Application of FXS card with PBX

By combining the FXS with headquarters’ PBX, it allows the internal telephones in
headquarters to communicate with branch's telephones through the Internet. (For detailed
configuration, please refer to VolIP and ISDN examples.)

PSTN

Internet

PBX
Qutside Lines

pun |

FPBX Inside Line

German Telephone

Telephone Taiwan

3.2.3 Practical Application of FXO card with PBX

By combining the FXO with headquarters’ PBX, it allows the branch's telephones to connect
to Headquarters” PBX via the Internet, and communicate with the customers via the PBX.
Another application is that you can call back to the Headquarters from outside, and
communicate with the branch via the Internet. (For detailed configuration, please refer to

VolP and ISDN examples.)

PBX
Outside Lines

PSTN

Internet

PBX Inside Line

™

i 11 QG wan

Telephone Telephone  FAX Machine .
|
g8

Taiwan German Telephone FAX Machine
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3.2.4I1SDN NT and TE

NT means Network Terminal. The ISDN port in NT mode is a port that used to connect
general ISDN phones. And TE means Terminal Equipment. The ISDN port in TE mode is a
port that used to connect ISDN line or ISDN PBX.

ISDN Phone ISDN Phone

As for the Private Branch Exchange (PBX), it is more special because it has both

ISDN-NT and ISDN-TE devices at the same time. Outside lines of the PBX are usually
connected to the ISDN line, at this case, the PBX acts as ISDN-TE equipment; inside lines of
the PBX are usually connected to telephones, so the PBX acts as ISDN-NT equipment.

PBX
Outside Lines

PBX Inside Line

E

ISDN Phone ISDN Phone

Based on the characteristics described above that the ISDN-NT equipment and the ISDN-TE
equipment must connect with each other, please pay special attention when you use
ISDN-NT card and ISDN-TE card.
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3.2.5 Practical Application of ISDN-NT with PBX

By combining the ISDN-NT with headquarters’ PBX, it allows the internal telephones in
headquarters to communicate with branch's telephones through the Internet. (For detailed
configuration, please refer to VolIP and ISDN examples.)

ISDN
Internet

PBX Outside Lines

ISDN-NT

2 EEEE [ ninn-l’r "—Hﬁ-.
WAN

PBX Inside Line

German ISDN Phone

P i sesy wive |
WAN

ISDN Phone Taiwan

3.2.6 Practical Application of ISDN-TE with PBX
By combining the ISDN-TE with headquarters’ PBX, it allows the branch'’s telephones to
connect to Headquarters’ PBX via the Internet, and communicate with the customers via the
PBX. Another application is that you can call back to the Headquarters from outside, and
communicate with the branch via the Internet. (For detailed configuration, please refer to

VolIP and ISDN examples.)

PBX
Outside Lines

ISDN

Internet

PBX Inside Line
ISDN-TE ISDN-NT

i
""'rm—.n-r wwy . .... HAH e '--7-%1!1..

T D - D TURER TR B BLLEE]
/§ 13 /i i WAN WAN
ISDN Phone ISDN Phone
| Gl
/§§8

German ISDN Phone

Taiwan
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3.2.7 VoIP Basic
Protocol — Select Protocol

Select the communication protocol (SIP or MGCP) and the IP Address (WAN or LAN/VPN)
used by VolIP. You need to configure relative settings at first. Please refer to the figure below
as an example of Vigor 3300V+.

Quick Setup System Network Advanced Firewall Qos VPN VolP 13:29:37
: Praotocol M=y, Select Protocol
L, Port Settings S 5P Accounts
VolIP - Protocol S
=, Dial Plan

Select Protocal - @sPp OmecP

MGCP
Configuration

=, Miscelaneous

i, Tone Seftings

S Qos
S, AT Traversal
SIP Local Port 5060 -
:| Incoming Call Barring 4
.y Call History
= Outbound Proxy Proxy . .
#  Active Proxy Name Proxy Address Port Registrar ‘ Tone Upload » Domain

(] status »
1O | || | 60 | ] ooty e R
2 O | /| | | N I I \
| | N

2O | | | [s060 ] [3600 J] |
Example iptel iptel.org iptel.org iptel.org
Proxy User-Agent Hame

1. [DrayTek V3300v-1.0.0 |

2. |DrayTek V3300v-1.0.0 |

3. |DrayTek V3300v-1.0.0 |

Apply | Cancel

Protocol — SIP Accounts

Router provides default configuration for SIP accounts. You can click any one of the radio
buttons and click Edit to modify the SIP account for your necessity.

VolP - SIP Accounts

# User Name Display Name Proxy Server Ring Port Ring Type FonS:rlliing
1 ® 1001 1001 1 All Ports
2 QO 1002 1002 2 All Forts
3 1003 1003 3 All Ports
4 O 1004 1004 4 Al Ports
5 @ 1005 1005 5 All Ports
6 O 1006 1006 G All Forts
T 8 1007 1007 7 All Ports
8 O 1008 1008 g Al Ports
1234
Delete | Delete All
Port Settings

This page displays the basic settings for each port. Click the Edit icon in the Phone Number
page to enter the Edit page. Then you can configure this port.

Vigor3300V+ Series User's Guide 45 Dray Tek



VolIP - Port Settings

A
d
i
J &

2 &
: @
s @
s @

-

OR

Type
ISDN-NT
ISDN-TE
ISDN-NT

ISDM-TE

VolIP - Port Settings

o

Type
FXS
FXS
Fxs
FXS
FXO
FXO
FXO

FXO

Active  SIP Account Supplemental
Service
v 1-1001
v 2-1002
v 3-1003
Vo 4-1004
Active SIP Account Supplemental
Service
W 1-1001
W 2-1002
W 3-1003
W 4-1004
W 5-1005
W 6-1006
W 7-1007
W §-1008

Port Settings - Port — Edit

Hotline  Mic/Spk Gain
o/
o/
[}

0/0

Hotline  Mic/Spk Gain
o/o
0/o
o/o
oo
oo
o/o
0/o

0/o

Configure related VolP settings for each port respectively.

VolP - Port Settings - Port1 - Edit

Port 1 (FXS)
O Disable ®

Enable

Default SIP Accounts

VolIP IP Address
Hotline

Hotline Number to Internet

Hotline Number to PBX.

FXo

Manual Disconnection:

Codec
Preferred Codec
Single Codec:
Codec Rate
Codec VAD.
CAS
Microphone Gain.
Speaker Gain:
FAX

FAX Mode:

FAX Bypass Codec:

FAX Bypass Codec Rate ©

DTMF
DTMF Mode:

DTMF Volume:

Supplemental Service

@ Disable O Enable

DrayTek

UAN v

|:| (p'delay 1.8sec)

5.7294 —8kbps -

@ pisable O Enable

b Jramersen)
b Jrameraen)

| Transparent v

(ms)

O nBand @ OutBand(RFC2833) O SIPINFO|Cizco v
7 Jrangeo-an

46

FAX
Transparent
Transparent
Transparent

Transparent

FAX

Transparent
Transparent
Transparent
Transparent
Transparent
Transparent

Transparent

Transparent

Apply | Cancel
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Codec

G.729A

G.729A

G.729A

G.720A

Codec

GT7294

G.729A

G.7294

G.7204

G.T294

G.729A

G.729A

G.729A

DTMF

RFC2833

RFC2833

RFC2833

RFC2833

DTMF

RFC2833

RFC2833

RFC2832

RFC2833

RFC2833

RFC2833

RFC2833

RFC2833



Speed Dial

Setup the Speed Dial Phone numbers, this function is more convenient to dial extension
number or IP address. There are 150 entries available at most.

Quick Setup System Network Advanced Firewall QoS VPN 13:27:50
Protacol 3
X L, Port Settings
VolP -Speed Dial ] oseeetod |
=, Dial Flan
# Speed Dial Phone Humber  Speed Dial Destination Memo " h
L Miscellaneous
1 | | | | | =, Tone Settings |
L, Gos
2| || | | |
L, MAT Traversal
3 | | | | | Incoming Call Barring 3 |
~y Call History
o [ J— |
one Upload 3
5 || | | ot ’ |
Example 101 101@iptel.org |@ ronfig Activate
12345678910 >
Apply | cancel Clear This Page
Dial Plan
It can simplify the dial process. There are 60 dial plan entries available at most.
Quick Setup System Network Advanced Firewall Qos VPN 10:49:31
E Protocol 4
i =, Port Settings
Velp-DialPlan Nowerow |
; -, Dial Plan
# Match String L:r:;m L:‘&h Ps’te“ﬁ: PreficAdd  |< Mscelansous g’&e Memo
1 ® i Tone Seftings
Sy @oE
2 O S MAT Trawerssl
3 Q E Incoming Call Barring ¥
P =, Call History
‘ Tone Upload »
5 OC Status ¥
5O & Config Activate
T O
8 O
2 O
10 Q
1
Edit| Delete Delete All
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Miscellaneous

Other related VolP settings.

Quick Setup System  Network Advanced Firewall QoS VPN

13:25:49

VolIP - Miscellaneous

RTP Starting Port

T.38 Starting Port

[ |range:0-4)
[4 lecrangs 1~60)
o0 |

as Callee on-hook

T.38 Redundancy number:
Dialing Completion Timeout:
WolP ToS:

Line Polarity Reversal: [Jas Ccallee Answer

FX0 auto disconnection if no packet is received in seconds.(Range:5~3600, 0:no auto diSConnecton)
FX5 On-hook Tip/Ring Voltage : Low %

FX5 Ringing

Ringing Frequency : (HZ}

Ringing Cadence - On :

2000 (msec)
(msec}

Ringing Cadence - Off:

Tone Settings

E Protocal

., Port Seftings
., Speed Dial
. Dial Plan

Sy Miscellaneous
=, Tone Seftings
S QoS

S, MAT Traversal

E Incoming Call Barring
L Call History

‘ Tone Uploadd

E Statusz

&g Config Activale

Apply | Cancel

There are optional built-in 15 groups of tone for different regions, and a group of tone (User

Defined) can be configured by users.

Quick Setup System Network Advanced Firewall QoS VPN 13:24:36
(5] Protocol »
i i, Port Settings
VolP -ToneSettings e
., Dial Plan
Region : Caller D Type : &l Miscellaneous
= Tone Settings “on2 Tofi2
. - n
Tone Classfication Low Frequency(Hz) High Frequency(Hz) (o Gez msec) (10msec)
. ~| " MAT Traversal
Dial tone 5
a0 ] S reomgemsrg o) 2]
- Tone Upload 3
Busy tone - 5 o ] ]
= us 3

Tone Timer
Dial Tone : Busy Tone Howler Tone :
Special Dial Call Waiting Congestion
Tone : Tone: Tone :

48
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Ringing Tone : 180
Reorder Tane :
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QoS
Enable this function to ensure the quality of VVoIP conversation. The default value is Enable.

Quick Setup System Network Advanced Firewall Qos VPN VolP 13:23:28
j Protocol 3
iy Port Settings
VoIP - QoS “4, Speed Dial
iy, Dial Plan
O Disable ( non-guaranteed voice quality, higher data throughput )

oy Miscelansous

& Enable ( guaranteed voice quality, normal data throughput ) oy Tone Settings

Advanced QoS QoS

X X iy MAT Traversal
Link Fragmentation and

Interleaving: L' (For uplink bandwidth < 768 kbps) [ neoming Call Barring y
b Cal History
& Tore Upload » Apply | Cancel
:| Status 3

R ——— & Config Activate

NAT Traversal

When the WAN interface of Vigor3300+ is a private IP address, the VolIP traffics must pass
through the upper-layer NAT router. User can enable STUN function in order to make VolP
function can work smoothly.

Quick Setup System Network Advanced Firewall Qos VPN VoIP 13:22:32
j Protocol »
= Port Settings
VolIP - NAT Traversal B e
4, Dial Plan
NAT Traversal iy Mizcellaneous
(3 Disable ~y Tone Settings

O Manually Input NAT IP Address Ny QoS
iy MAT Traversal

NAT IP Address :

(5] Incoming Call Barring »
O auto Discover NAT IP Address =y Call Hstory
& Tore Upload »
Semi-auto, need to config NAT ig MAT (only for SIP)
j Status 3
STUN Local Port & Confiy Activate

STUN Server Address : l:l

Symmetric Media
(3 Disable symmetric RTP and T.38 ) Enable symmetric RTF and T.38
NAT Status
MAT Type: N/A, Local IP Address: 127.0.0.1, WAN IP Address: 127.0.0.1

Apply | Cancel

Note: The upper-layer router must forward the UDP packets with port number 5060 (for
SIP protocol), 13456~13486 (for RTP) and 49170~49200 (for T.38) to the WAN IP
address of Vigor3300V+. Users can define the port number(s) for their necessity.

Vigor3300V+ Series User's Guide 49 Dray Tek



Incoming Call Barring — Set

This function can receive or reject the specific VolP calling via Internet. The rules are based
on the speed dial number or IP/Domain.

Quick Setup System

Network Advanced

Firewall

13:20:50

YolIP - Incoming Call Barring - Set

Barring Class

Qos VPN
E Protocol »

|Allnw all incoming calls

Match Method

Mame :

IF/Domain :

Speed Dial Entries

Disable Enable
Renind

Disable Enable
Remind

Call History

It can display 50 groups of calling information.

=, Port Settings
=, Speed Dial
4, Dial Plan

4y Miscellaneous
iy Tone Settings

= QoS

S, MAT Traversal

Incoming Call Barring M=y Set

Sy Call Histary Sy Allow List
‘ Tane Upload b=, Deny List
E Status »

Q Config Bctivate

Apply | Cancel

Quick Setup System Network  Advanced Firewall Qos VPN 12:03:59
E Protocal 3
A iy Port Seftings
VoIP - CallHistory Nsessval
=, Disl Plan
Refresh Option Ho Refresh wv| Refresh S Miscelanenus
=y Tone Settings
Port Call Caller Callee = Release |~ QoS Fodec Packet DTMF
#  Number Type Number Mumber StortTime  EndTime  Duration ROZSON |\t Traversal rype period AP Relay
*PS: Packels Sent, 0S: Oclels Senl, PR: Packels Received, OR: Octels Received, PL. PacketdE=] ncoming Call Barring Fhte(ms), LA Avg TX Delay
(ms) 4, call Histary
‘ Tone Upload 4
DrayTek Corp. & JE=| Stetus Ml Tek Enterprise Network Solutions.
|@ Config Activate
Status
Display current VVolIP registering status and calling status.
Quick Setup System Network Advanced Firewall Qos VPN 12:05:15
i:l Protocal 3
Sy Port Settings
VolP-status B
iy Dial Plan
Refresh Option: Ho Refresh w Refresh L Miscelaneous
i, Tone Settings
Call  Caller Callee Remote RTP  Re|. pc Packet DTMF
& eSS Type HNumber Humber R AT Address P‘::th¢> Qo g Period Ll Relay
i MAT Traversal
1-1 Idle
[T=] incoming sl Barring 3
1-2 ldle
i Call Histary
21 die & Tone Upload »
2 ldis ] status Y@ Port Status
o ldle &p Config Activets & P staus
32 ldle
4-1 Idle
4-2 ldle

DrayTek

* P& Packets Sent, O3 Octets Sent,

(ms)

PR: Packets Received,

OR: Octets Received, PL: Packets Lost,
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JI: Interarrival Jitter Estimate(ms), LA Avg TX Delay
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3.3 VoIP and ISDN Examples

There are many different kinds of applications about VVolP function. Most of VVolIP callings
must be via a VolP Server by registering, except we can dial VolP number by the IP address
directly. We will set up a basic configuration and registration as an example 1. The other
examples might be revised based on this example.

The VolIP function mainly depends on the requirement and application. All the examples are
based on example 1 to revise configuration in accordance with the usage requirement and
application.

Example 1: Basic Configuration and Registration

Example 2: Basic Configuration and Registration for ISDN
Example 3: Basic Calling Method

Example 4: VoIP over VPN

Example 5: Practical Application of FXS

Example 6: Practical Application of FXO

Example 7: Practical Application of ISDN-NT

Example 8: Practical Application of ISDN-TE

3.3.1 Example 1 - Basic Configuration and Registration

In this case, Vigor3300V+ uses a FXS card and a FXO card with four groups of “iptel”
numbers and “fwd” numbers respectively. The Codec is G.729A. WAN IP address is
220.135.240.207. 2910V has two VolIP Ports with an iptel number and the fwd number
respectively. The Codec is G.729A, and the WAN IP is 61.31.167.135.

Basic settings in Vigor 3300V+ and 2910V

WAN IP Port Number Phone Number Proxy [[Codec
3300V+ [[220.135.240.207 |[Port1(FXS) 888833 iptel G.729A
Port2(FXS) 888834 iptel G.729A
Port3(FXS) 660533 fwd G.729A
Port4(FXS) 660534 fwd G.729A
Port5(FXO) 888835 iptel G.729A
Port6(FXO) 888836 iptel G.729A
Port7(FXO) 660525 fwd G.729A
Port8(FXO) 660526 fwd G.729A
2910V 61.31.167.135 ||Port1(FXS) 888829 iptel G.729A
Port2(FXS) 660529 fwd G.729A
Proxy Domain Port
iptel iptel.org iptel.org 5060
fwd fwd.pulver.com fwd.pu-lver.com 5060

Vigor3300V+ Series User's Guide 51 Dray Tek



Configuration Example for Vigor3300V+

1. Enter VoIP - Protocol page and configure related settings on SIP Configuration.

VolP - Protocol
Eelact Profocol ®aF {IWECP
MGER
Canfiguration
EIF Local Port S0E0
Flcadul Prowy - Ragistrin  Fxpwes

L R i Prawy Adm e Paay Pert Regtiar Kl it e Dt

= | iptel plal.an 500 iptal o 5060 300 plal.arg

= O Pl o] prubsee com B fortl pubssr toen 5060 300 o pubesr com
2 O
Example Ipaal et org Iprtel. e pledorg

2.  Set SIP accounts (e.g., username and proxy server) by referring to the table “Basic
settings in Vigor 3300V+ and 2910V on last page.

YolIP - SIP Accounts - Edit

1
O Disable @& Enable

Usernarme: |888833 ‘

Passwaord: |||o| ‘

Display Name |1001 ‘

Authentication ID: 1001 |

Prox sener
Call without
Reaskahon: @ Disable O Enable

VolP IP Address: | WAN -

3. Enter VoIP - Port Settings page, click the Edit icon of port 1.

VolP - Port Settings

Supplemental

#  Edit Type Active SIP Account Senvice Hotline  Mic/Spk Gain FAX Codec DTMF
FX8 v 1- 888833 oro Transparent G.729A RFC2833
FXS v 2-5B8o34 0ro Transparent G.729A RFC2833
FX3 v 3- 660533 /0 Transparent G.729A RFC2833
FX8 v 4 - BEOA34 0ro Transparent G.729A RFGC2833
FX0 v 5- 888835 oro Transparent G.729A RFC2833
FX0 v G- 888836 0o Transparent G.729A RFC2833
FX0 v 7- 660525 /0 Transparent G.729A RFC2833
FX0 v & - BEOAZA 0ro Transparent G.729A RFGC2833

4.  Enter the Port 1 page. This page falls into six sections.
Portl (FXS) Display the port type, enable or disable the port, choose the SIP account,
and etc.

VolP - Port Settings - Port1 - Edit

Port 1 (FXS)
) Disable & Enable

Default SIP Accounts 1-888833 w

VolF IP Address WAN b
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5. SetPort 2 ~ Port 8 one by one in turn.
Type: Port 1 ~Port 4 are FXS, Port 5 ~Port 8 are FXO.
Active: Port 1 ~Port 8 are all active (v=Enable).
SIP Account: Accounts of Port 1 ~ Port 8.
Codec: Port 1 ~Port 8 all prior use G.729A - 8kbps.

VolP - Port Settings

Supplemental

#  Edit Type Active SIP Account e Hotline  Mic/5pk Gain FAX Codec DTMF

1 FXS Il 1-1001 0/0 Transparent G.729A RFC2833
2 FXS v 2-1002 0/0 Transparent G.729A RFC2833
3 FXs vV 3-1003 0/0 Transparent G.7294 RFC2833
4 FXS v 4-1004 0/0 Transparent G.729A RFC2833
5 FX0 v 5-1005 0/0 Transparent G.729A RFC2833
B FXO v 6-1006 0/0 Transparent G.729A RFC2833
7 FX0 vV 7-1007 0/0 Transparent G.7294 RFC2833
8 FX0 v §-1008 0/0 Transparent G.729A RFC2833

6. Check the VVoIP Status. Please enter the VoIP — Status - SIP Status page first and wait
one or two minutes (The time depends on SIP Server's response speed and the network
condition). OK means the registration is successful; Failed means the registration is
failed.

VolP -SIP Status

Refresh Option Ho Refresh ~ Refresh
# Register Status # Register Status # Register Status # Register Status
1 a 17 25
2 10 18 26
3 " 19 27
4 12 20 28
5 13 21 29
[ 14 22 30
7 15 23 n
8 16 24 32

Next, please enter VolIP — Status - Port Status. This page will display calling
information from Port 1 ~ Port 8. Idle means there is no conversations on Port 1 ~ Port
8.

VolIP - Status

Refresh Option Ho Refresh b Refresh

Call Caller Callee Remote RTP  Remote RTP Codec Packet DTMF

# Call Status Type Humber Number Start Time v e RTP Siatistic T o VAD Relay
1-1 Idle
21 Idle
3 Idle
4-1 Idle
51 Idle
6-1 Idle
7-1 Idle
81 Idle
EPF: Packets Sent, 0S: Octets Sent, PR: Packets Received, OR: Octets Received, PL:Packets Lost, JI: Interarrival Jitter Estimate(ms), LA Avg TX
Jelay(ms)
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Note: This page will automatically refresh based on the setting configured in
Refresh Option. You may click Refresh button to renew immediately.

Configuration Example for Vigor2910V

1.

DrayTek

Open the Web interface of the router and open VoIP menu.

. . i
Vigor2910 Series s+ = Dray Tek
Dual-WAN Security Router s e gy i ik
System Status
Quick Start Wizard
Online Status Maodel Name : DrayTek Vigor2910
Firmware Version :3.2.1_RC2
WAN Build Date/Time : Tue Jul 29 18:35:51.48 2008
Ir]i? System WAN 1
g CPU Usage 1 2% Link Status : Connected
Firewall Tatal Memary | 16M MAC Address | 00-50-7F-DD-15-10
Objects Setting Memaory usage D61 % Connection . Static Ip
CSM IP address :172.16.3.229
Bandwidth Management LAN Default Gateway P 172.16.3.4
Applications MAC Address . 00-50-7F-DD-15-18 Primary DNS ;
VPN and Remote Access 1st IP Address 1 192.168.1.1 Secondary DNS
T . 1st Subnet Mask : 255.255.255.0
Certificate Management DHCP Server e WAN 2
VolP Primary DNS : Link Status : Disconnected
ISDN Secondary DNS : MaC address . 00-50-7F-DD-15-14
Wireless LAN Connection L=
VLAN VolP IP Address P
USB Application Port Pl 2 Eefault gi‘tsewav -
S.yshem N.Iaimenance SIP registrar Sg:;;;’ary DNS
Diagnostics Account 10 ' change_me
change_me
P Register : Wireless LAN
A Gl Codec : MAC address . 00-14-85-08-63-19
In calls sl o Frequency Domain . Europe
Qut Calls ) o Firmware version : w2,01,10,10.5.4
Click SIP Account.
VoIP
P DialPlan
P SIP Accounts
¥ Phone Settings
Pk Status
Configure Portl and Port2 by clicking Index number 1 and 2.
VolP == SIP Accounts
SIP Accounts List Refresh
. . Account .
Index Profile Domain/Realm Proxy Name Ring Port Status
1 change_me [OwaIlP1 [vaIrz ISDN -
2 change_me  [woIP1 [dvoIP2 [1I1SDN -
3 change_me  [voirl [vorpz [JisoM -
4 change_me  [waolrt [Owvalrz [CI1SDM -
5 change_me  [voIP1 [lvoIP2 [11SDN =
6 change_me  [Jwelr1 [Jwalrz [J1sSDNM -

NAT Traversal Setting

R: success registered on SIP server
- fail to register an SIP server

STUMN server: |Stun.fwdnet.net

External IP: |

SIP PING interval: sec
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Type relevant SIP Servers used for registration respectively.

VoIP == SIP Accounts

SIP Account Index No. 1

Profile Narme |test | {11 char max.}

Register wia AN M [ make call without register

SIP Port

Domain/Realm |ipte|.0rg | (63 char max.)

Prosxy |ipte|.0rg | {63 char max.)
[Jact as outbound praxy

Display Mame |291DV_F'0r‘[1_ipteI | {23 char max.)

Account Number/Mame |888829 | {63 char max.)

[ suthentication ID | 888829 | 63 char max.y

Password | e | {63 char max.)

Expiry Time |1 hour Vl | Sec

MNAT Traversal Support

Ring Part voIP1 []voIpz ISDM

Ring Pattern

[ DK ] ’ Cancel ]

After configuration, please click OK to save the settings. 2910 series will go to VoIP
>>SIP Account page automatically.

1.  Open VolP>>Status.

VolP
F DialPlan

Pk SIP Accounts
P Phone Settings
Pk Status

2. Wait one or two minutes (The time depends on SIP Server's response speed and the
network condition).

Channel: R means Port 1 and Port 2 register successfully.

Status: IDLE means there is no conversations on Port 1~ Port 8.

VolIP == Status

Status Refresh Seconds:
Rx
Elapse Tx Rx Rx . In Out Speaker
Port Status Codec PeerID (hh:mm:ss) Pkts Pkts Losts J(Itn:se; calls calls Gain
Fx0O R 0o:00: 00 u] u] u] u] u] u] 5
Fx0O R 00:0a0: 00 u] u] u] u] u] u] 5

Now the configuration is completed.
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3.3.2 Example 2 - Basic Configuration and Registration for ISDN

In this case, Vigor3300V+ uses an ISDN-NT card and an ISDN-TE card with four groups of
“iptel” numbers and “fwd” numbers respectively. The Codec is G.729A. WAN IP address is
220.135.240.207. 2910V has two VolIP Ports with an iptel number and the fwd number
respectively. The Codec is G.729A, and the WAN IP is 61.31.167.135.

Basic settings in Vigor 3300V+ and 2910V

WAN IP Port Number Phone Number [|[Proxy ||Codec
3300V+||220.135.240.207 (|Port1(ISDN-NT) 888833 iptel G.729A
Port2(ISDN-NT) 888834 iptel G.729A
Port3(ISDN-NT) 660533 fwd G.729A
Port4(ISDN-NT) 660534 fwd G.729A
Port5(ISDN-TE) 888835 iptel G.729A
Port6 ISDN-TE) 888836 iptel G.729A
Port7(ISDN-TE) 660525 fwd G.729A
Port8(ISDN-TE) 660526 fwd G.729A
2910V (161.31.167.135 ([[Port1(ISDN-NT) 888829 iptel G.729A
Port2(ISDN-NT) 660529 fwd G.729A
Proxy Domain Port
iptel iptel.org iptel.org 5060
fwd fwd.pulver.com fwd.pu-lver.com 5060

Configuration Example for Vigor3300V+
1. Enter VoIP - Protocol page and configure related settings on SIP Configuration.

2 Acika ru‘. . ¥ Prauy Addrass Puay Part Ragistrar Kl Dt
oy

inte piel oy 5060 iptel o 5060 300 phel omg

Fied b rubesr Gom 5050 Feal puksst e SR 300 Sorf. ke o

Example Ipaal pied org Iprial.oeg pledorg
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2. Set SIP accounts (e.g., username and proxy server) by referring to the table “Basic
settings in Vigor 3300V+ and 2910V on last page.

VolP - SIP Accounts - Edit

1

O Disable & Enable

Username:
Password:

Display Name

588833

[1001

Autnentication ID: 1001

@ Dpisable O Enable

Praxy Server:

Call without
Registration:

VolP IP Address: | WAN

.

3. Enter VoIP - Port Settings page, click the Edit icon of port 1.

VoIP - Port Settings

#  Edit
1
2
3
4
6
7
:

Type
ISDN-MT
ISDN-MT
ISDN-MT
ISDN-MT
ISDN-TE
ISDMN-TE
ISDMN-TE

ISDMN-TE

Active

SIP Account

- 8R8833

- 868834

[}

W

- BE0S33

4- BE0534

5- 888835

G- 888836

7- 660525

8- BRO526

Supplemental
Service

Hotline

MiciSpk Gain

4.  Enter the Port 1 page. This page falls into six sections.
Portl (ISDN-NT) Display the port type, enable or disable the port, choose the SIP
account, and etc.

VolIP - Port Settings - Port1 - Edit

Port 1 (ISDN-NT)

) Disable & Enable

Default SIP Accounts:

VolP IP Address:

1-888833

WaH w

5.  Set Port 2 ~ Port 8 one by one in turn.
Type: Port 1 ~Port 4 are ISDN-NT, Port 5 ~Port 8 are ISDN-TE.
Active: Port 1 ~Port 8 are all active (v=Enable).
SIP Account: Accounts of Port 1 ~ Port 8.
Codec: Port 1 ~Port 8 all prior use G.729A - 8kbps.
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FAX
Transparent
Transparent
Transparent
Transparent
Transparent
Transparent
Transparent

Transparent

Codec DTMF

G.7204 RFC2833
G.7294 RFC2833
G.7294 RFC2833
G.7294 RFC2833
G.729A RFC2833
G.720A RFC2833
G.729A RFC2833
G.7204 RFGC2833
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VolP - Port Settings

Supplemental

#  Edit Type Active  SIP Account e Hotline  Mic/Spk Gain Fax Codec DTMF

1 ISDM-NT v 1-1001 oio Transparent G.729A RFC2833
2 ISOM-NT v 2-1002 0i/0 Transparent G.729A RFC2833
3 ISDK-NT W 3-1003 oi0 Transparent G.729A RFC2833
4 ISDM-NT W 4-1004 0in Transparent G.729A RFC2833
5 ISDH-TE v 5-1005 oio Transparent G.7294 RFC2833
6 ISDN-TE v 6 - 1008 0i0 Transparent G.729A RFC2833
7 ISDN-TE W 7-1007 oi0 Transparent G.729A RFC2833
8 ISDN-TE v 8-1008 0i0 Transparent G.729A RFC2833

Check the VolIP Status. Please enter the VoIP — Status - SIP Status page first and wait
one or two minutes (The time depends on SIP Server's response speed and the network
condition). OK means the registration is successful; Failed means the registration is
failed.

VolP -SIP Status

Refresh Option Ho Refresh V3 Refresh

# Register Status # Register Status # Register Status # Register Status
1 9 17 25
2 10 18 26
3 " 19 27
4 12 20 28
5 13 21 29
B 14 22 30
7 15 23 El
8 16 24 32

Next, please enter VolIP — Status - Port Status. This page will display calling
information from Port 1 ~ Port 8. Idle means there is no conversations on Port 1 ~ Port
8.

VolIP - Status

Refresh Option Mo Refresh v| Refresh

# Call Status %‘fge ﬁg!:;e[ ﬁzﬂ:‘;ﬂ Start Time E&’;‘r‘;‘:ﬁﬂw Egg“e RTP R7TP statistic g:g:c :;Zﬁ:‘:j‘ VAD g;’:;
11 Idle

21 Idle

31 Idle

41 Idle

51 Idle

61 Idle

71 Idle

81 Idle

*PS: Packets Sent, 0S: Octets Sent, PR: Packets Received, OR: Octets Received, PL:Packets Lost, JI Interarrival Jitter Estimate(ms), LA Avg TX
Delay(ms)

Note: This page will automatically refresh based on the setting configured in
Refresh Option. You may click Refresh button to renew immediately.
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Configuration Example for Vigor2910V series

1.  Open the Web interface of the router and open VoIP menu.

Vigor2910 Sen’es\‘

Dual-WAN Security Router

System Status
Quick Start Wizard

Online Status Maodel Name : DrayTek Vigor2910
Firmware Version :3.2.1_RC2
WAN Build Date/Time : Tue Jul 29 18:35:51.48 2008
Ir]i? System WAN 1
g CPU Usage 1 2% Link Status : Connected
el Tatal Memary | 16M MAC Address | 00-50-7F-DD-15-10
Objects Setting Memaory usage D61 % Connection . Static 1P
CSM IP address :172.16.3.229
Bandwidth Management LAN Default Gateway P 172.16.3.4
Applications MAC Address . 00-50-7F-DD-15-18 g”maﬂé DNSDNS ‘
. econdar
VPN and Remote Access 1st IP Address 1 192.168.1.1 L
Selr:jiﬁca(e Management éitcﬁuggrite:ﬂ%k 2555'255‘255‘U WAN 2
S Primary DNS : Link Status : Disconnected
ISDN Secondary DNS MaC address . 00-50-7F-DD-15-14
Wireless LAN Connection L=
VoIP IP Address L=
Port 1 2 Default Gateway -
SIP registrar : Primary DNS !
! N . Secondary DNS
Diagnostics Account ID | change_me
change_me
Al Riah Register : Wireless LAN
Alga Cadec : MAC Address | 00-14-85-08-63-19
In calls sl o Frequency Domain . Europe
Qut Calls ) o Firmware version : w2,01,10,10.5.4

DrayTek

www.draytek.com

Click SIP Account.

VolP
M DialPlan

F SIP Accounts
¥ Phone Settings
k Status

Configure Portl and Port2 by clicking Index number 1 and 2.

VoIP == SIP Accounts

SIP Accounts List

Index Profile Domain/Realm Proxy

[ (=T L € (P | Sy

NAT Traversal Setting

Account

Name Ring Port Status
change_me [OwaIlP1 [vaIrz ISDN -
change_me  [OwoIP1 [woIPz [1I1SODM -
change_me  [Jwelri [wvolPz []ISDN =
change_me  [JweIP1 [JwaIrz []ISDN -
change_me  [woIP1 [JvoIP2 [11SDM =
change_me  [Owoirt [Owvaoirz [Cison -

R: success registered on SIP server
- fail to register an SIP server

STUN server:

|Stun.fwdnet.net

External IP:

SIP PING interval:

Type relevant SIP Servers used for registration respectively.
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VolIP == SIP Accounts

SIP Account Index No. 1

Profile Name |test | {11 char max.)
Register via WA “ [ make call without register
SIP Port
Domain/Realm |iptel.org | {63 char max.)
Praoxy |ipte|.0rg | {63 char max.)
[act as outbound proxy

Display Mame | 2910_Port1 _iptel | 23 char max.
Account Mumber/Mame |888829 | {63 char max.)
[ authentication ID | 888829 | {63 char max.)
Password | e | (63 char max.)
Ex=piry Time |1 haur Vl | sec
NAT Traversal Support
Ring Part Mwvarp1 [Oworpz ISDN
Ring Pattern

[ Ok ] ’ Cancel ]

After configuration, please click OK to save the settings. 2910 series will go to VoIP
>>STP Account page automatically.

Open VolP>>Status.

VolP
Pk DialPlan

P SIP Accounts
P Phone Settings
Pk Status

Wait one or two minutes (The time depends on SIP Server's response speed and the
network condition).

Channel: R means Port 1 and Port 2 register successfully.

Status: IDLE means there is no conversations on Port 1~ Port 8.

VolP == Status

Status Refresh Seconds:

Rx
Elapse Tx Rx Rx . In Out  Speaker
Port Status Codec PeerID (hh:mm:ss) Pkts Pkts Losts J(ltnfse)r Calls cCalls Gain
ISDM1 R 00:00:00 u] u] u] u] u] u] 5
ISDM2 R 00:00:00 u] u] u] u] n] u] 5
Now the configuration is completed.
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3.3.3 Example 3 - Basic Calling Method

We will introduce three basic VoIP calling methods, involving Direct IP Call,
Intercommunication with one SIP Proxy Server and Intercommunication with different SIP
Proxy Servers. All the settings are based on the VolP Example 1(Basic Configuration and

Registration).

Direct IP Call (Call with each other without registration)

Connect a telephone into 3300V+'s Port 1 and 2910V's Port 1 respectively. They can call
with each other directly with IP addresses if only 3300V+ and 2910V both have public IP
addresses and have set up the Phone Numbers. Below shows a scenario architecture graph:

Internet

61.31.167.135

FXS
688829

220.135.240.207

@) Jeisie [wee
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Configuration table

WAN IP Port Number Phone Proxy || Codec
Number
3300V+ 220.135.240.207 || Portl(FXS) 888833 iptel G.729A
2910V 61.31.167.135 Port1(FXS) 888829 iptel G.729A

Furthermore, do NOT enable the Outbound Proxy feature when you set up 3300V+ and
2910V to use Direct IP Call. (It is not active in the Example 1; please see Figure 30-2 shown
below) Otherwise, even if you dial the IP address, the call will be sent to the SIP Proxy
Server still. Besides, if the SIP Proxy Server doesn't forward the call to remote VoIP user's
WAN IP, you can't do this action.

VoIP - Protocol VolP >> SIP Accounts
select Frotocel: =GP 2 [ECE SIP Account Index No. 1

| MGCR Profile Mame test

g FEilien Register via LAMAEN [ rnat
SIP Local Port: 5060 SIP Port 5050
Domain/Realm iptel.org

ERRCIE Ol;:':;);;m ::::: Proxy Address Prasy iptel.org
1. 7] iptel iptel.org [Jact as outhound praxy
3 @ fwd fwd pulver cam Display Mame 281 0%_Paortt _iptel
3 F Account Number/Name | 888829
. e r— [ suthentication 1D 858529

Configuration Example for Vigor3300V+

Enter VoIP - Speed Dial page, configure relevant settings for 2910V's Port1.
Speed Dial Phone Number: type 2901.

Speed Dial Destination: Cal lee’s Number@IP, type 888829@61.31.167.135.
Memo: To facilitate ease differentiation please type 2910V _Port1_IP.

Click Apply to save the settings and finish the configuration.

VolP - Speed Dial

# Speed Dial Phione Number — Speed Dial Destination Memao

1 2801 888829@61.31.167.135 2910 _Part1_IP
2

3

4

&

Example 101 101 @iptelory

12345678910 =

Apply | Cancel Clear This Page
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Configuration Example for Vigor2910V

1.  Open the Web interface of the router and open VoIP menu.

. . i
Vigor2910 Seriesss+ = Dray Tek
rayTe
Dual-WAN Security Router Fig o b W ciaylek-oom
System Status
Quick Start Wizard
Online Status Maodel Name : DrayTek Vigor2910
Firmware Version :3.2.1_RC2
WAN Build Date/Time : Tue Jul 29 18:35:51.48 2008
Ir]i? System WAN 1
g CPU Usage 1 2% Link Status : Connected
el Tatal Memary | 16M MAC Address | 00-50-7F-DD-15-10
Objects Setting Memaory usage D61 % Connection . Static Ip
CSM IP address :172.16.3.229
Bandwidth Management LAN Default Gateway P 172.16.3.4
Applications MAC Address . 00-50-7F-DD-15-18 Primary DNS ;
. Secondary DNS
VPN and Remote Access 1st 1P sddress " 1 192.168.1.1
o i 1st Subnet Mas 1 255.,255,255.0
Selr:jlﬁca(e Management DHCP Server e WAN 2
S Primary DNS : Link Status : Disconnected
ISDN Secondary DNS : MaC address . 00-50-7F-DD-15-14
Wireless LAN Connection L=
VLAN VolP IP Address P
USB Application Port Pl 2 Eefault gi‘tsewav P
B rimar: B
S.yshem N.Iaimenance SIP registrar Secungary DNS
Diagnostics Account ID | change_me
change_me
Bk Register : Wireless LAN
A REi= Codec : MAC address . 00-14-85-08-63-19
In calls sl o Frequency Domain . Europe
Qut Calls ) o Firmware version : w2,01,10,10.5.4
. .
2. Open VoIP>>DialPlan and click Phone Book
VolIP
* DialPlan
P SIP Accounts
* Phone Settings
b Status
VolIP == DialPlan Setup
Phone Book
Dial Out E
: isplay N Loop through
Index Phone number Display Name SIP URL Account I 9
1.
2.
3.
4.

4.  Enter relevant settings for 3300V+'s Port 1. Click OK to save the settings.
Enable: click (V) to activate the entry.
Phone Number: type 3301.
Display Name: To facilitate ease differentiation please type 3300V_Port1_IP.
SIP URL.: Callee’s Number@IP, please type 888833@220.135.240.207.
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VoIP == DialPlan Setup

Phone Book Index No. 1

Enable
Phone Mumber 3301
Display Name 3300v+_Part1_IP
SIP URL 888833 @[ 220.135.240.207
Dial Out Account Default |+
Loop through Mone |v

Backup Phone Mumber

’ Ok l ’ Clear ] ’ Cancel ]

5. Confirm the settings are correct, and then finish the configuration.

VolP == DialPlan Setup

Phone Book

Dial Out
Index Phone number Display Name SIP URL A::?:ou::t Loop through
1. 33m 3300v+_Port1_IP 888833 220.135.240.207 Default Mane
2. Default MNone
3. Default MNone
4. Default Marne

Start to dial by using telephones.
Phone 1 calls Phone 2 --->Press 2901# or 888829*61*31*167*135%#.
Phone 2 calls Phone 1--->Press 3301#.

Note: # indicates termination of the phone number. After pressing #, VoIP is immediately
called out. Or you may wait 3 seconds if you do not press #. With 2910V you can't only
dial alphanumeric addresses or @ symbols. To dial an IP address, start and end it with a #
(hash) replace the dots with * (star). In this example you have to press
#220*135*240*207#. But 3300+ can only receive the format of Number@IP. So it is
required to setup 3300V+'s number (888833 @220.135.240.207) in the DialPlan entry.
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Intercommunication with one SIP Proxy Server (registration)

Connect telephones into 3300V+'s Port 1 & Port 3 and 2910V's Port 1 & Port 2 respectively.
Each port needs to register in the SIP Server. Below shows a scenario architecture graph:

iptel Foward
Proxy Server Proxy Server

U

N (7;_;\ h@ ’ L“_X’;Q "
(§33) (1} (388 [EEE

Phone 1 Phone2 Phone3 Phone 4
Taiwan German
Port1 FXS Port3 FXS Port1 FXS Port2 FXS
888833 660533 888829 660529
iptel fwd iptel fwd

Configurations between Vigor 3300V+ and 2910V

WAN IP Port Number Phone Number Proxy [[Codec

3300V+ 1220 135.240.207 Port1(FXS) 888833 iptel G.729A
Port3(FXS) 660533 fwd G.729A

2910V 6131167135 Port1(FXS) 888829 iptel G.729A
Port2(FXS) 660529 fwd G.729A

You can also add Speed Dial numbers in Speed Dial to speed up the dialing, or to
accommodate the setup of company's extension numbers.
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Configuration Example for Vigor3300V+

Enter the VoIP - Speed Dial page and add the second and third group of Speed Dial number.
Then click Apply to save the settings and finish the configuration.

YolP - Speed Dial

A pee] Diall Fresne Hinnbesy Spread Lol Dlesimation e
290 FIEEIAEET 1 IET A5 2900 _Puort1_IP
Fal EF0 2900 _Fortl

] 200 e 2000 _Prart?

4

Esampe 10 T el org

Bpisty Cancel Clem This P age

Start to dial by using telephones.

Phone 1 call Phone 3---> Press 888829# or 291#.
Phone 2 call Phone 4--->Press 660529# or 292#.
Phone 3 call Phone 1--->Press 888833#.

Phone 4 call Phone 2--->Press 660533#.

Note: # indicates termination of the phone number. After pressing #, VoIP is immediately
called out. Or you may wait 3 seconds if you do not press #.

Drﬂy Tek 66 Vigor3300V+ Series User's Guide



Intercommunication with different SIP Proxy Servers

Connect telephones into 3300V+'s Port 1 & Port 3 and 2910V's Port 1 & Port 2 respectively.
Each phone registers to the SIP Server. The settings and scenario are the same as the above
example. But they must be set up in conjunction with the Speed Dial.

Configuration Example for Vigor3300+

Enter the VoIP - Speed Dial page and add the 4th and 5th group of Speed Dial number.
Then press Apply to save the settings and finish the configuration.

VolIP - Speed Dial

# Speed Dial Phone Number  Speed Dial Destination Memo

1 [2801 | GEEE2%@152.168.28.1 | [2910v_Part1_vPN |
2 [291 | [ e88829 | [2810_Portt |
3 [ 292 | [ 660529 | [2910_Port2 |
l [2911 | | 988828@INtel OTY | [2810v_Port1_iptel |
5 [2312 | | 6B0528@Mwd puiver.cam | [2910v_Part2_rwd |
Exarngle 101 101 @iptel.org

Apply | cancel Clear This Page

Configuration Example for Vigor2910V

Open VoIP >>DialPlan and click Phone Book. Then add the second and third group of
Speed Dial number.

VolP == DialPlan Setup

Phone Book

Dial Out
Index Phone number Display Name SIP URL A::Tzou::t Loop through
1. 33M 3300%+_Port1_IP - B88833E220.135.240.207 Default MNone
2. 3an 3300v_Port_iptel  588633@iptel.org Default MNone
3. 3312 3300+ _Port2_fwd  BE0533@Mwd pulver vam Default Maone
4, Default Mone

Start to dial by using telephone.

Phone 1 call Phone 4--->Press 2912#.
Phone 2 call Phone 3--->Press 2911#.
Phone 3 call Phone 1--->Press 33124#.
Phone 4 call Phone 2--->Press 3311#.

Note: # indicates termination of the phone number. After pressing #, VoIP is immediately
called out. Or you may wait 3 seconds if you do not press #.
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3.3.4 Example 4 - VoIP over VPN

Based on the VoIP Example 1(Basic Configuration and Registration), we will introduce
how to dial the VolP call through an encrypted VPN tunnel.

In this example Vigor3300V+ acts as a bridge accepting incoming VPN connections from
the other two routers (Vigor2910V and Vigor2200V). The VPN traffic between Vigor2910V
and Vigor2200V are all passed through Vigor3300V+. These three sites internal networks
must be within the same subnet (192.168.X.X). Either site can ping the other two routers.
Then you can make a VVolP call through the encrypted VPN tunnel by directly dialing remote
router's LAN IP. Below shows the architecture graph:

Phone 1

Taiwan
192.168.33.1

WAN1 WANZ
VA
= N\
,‘}' Z
§ A
;‘; Internet ?‘%
Q N
S '\‘SJ \
Router Router
192.168.29.1 192 168.22.1
F
'I 888822
China Phone2 German PhoneS
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Configuration table

3300V+ Headquarters 2910V Branch Offices [|2200V Teleworker

220.135.240.207 61.31.167.135
WAN IP PPPoE, fixed IP PPPoE, dynamic IP

219.81.160.206 61.230.207.146

PPPOE, fixed IP PPPoE, dynamic IP
LAN IP 192.168.33.1 192.168.29.1 192.168.22.1
Internal network [|192.168.33.X 192.168.29.X 192.168.22.X
Encryption DES-SHAL
method
Preshared Key 3300 I

1234 11234

WAN IP Port Number Phone Number Proxy [|Codec

3300V+ [|220.135.240.207 ||Port1(FXS) 888833 G.729A
2910V |{61.31.167.135 [[Portl(FXS) 888829 G.729A
2200V ||61.230.207.146 [|Port1(FXS) 888822 G.729A

About the VPN configurations please refer to VPN Example 3(three part communication).
About VolIP basic configuration please refer to VoIP Example 1(Basic Configuration and

Registration).

The following examples are modified which based on these two examples.

Configuration Example for Vigor3300V+

1. Enter the VoIP>> Protocol>>Select Protocol page. Disable all the Active
entries by removing the (\) box. After configuration, please click Apply to save

the settings.

Select Protocal : @sip Owmeer

MGCP
Configuration

SIP Local Port: 5060

Outbound Proxy
Proxy Name

Proxy

# Active Port

Proxy Address

i [F

2 O

3 0O

Example iptel iptel.org
Proxy User-Agent Hame

1. |DrayTek V3300V-1.0.0
2. |DrayTek V3300v-1.0.0
3. |DrayTek W3300V-1.0.0
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Registrar Expires

Registrar Addr i (sec)

Domain

iptel.org iptel.org

Apply | Cancel
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DrayTek

VolIP - SIP Accounts

User Name Display Name Proxy Server
® 1001 1001
© 1002 1002
(4] 1003 1003
O 1004 1004
(@) 1005 1005
(@) 1006 1006
L&) 1007 1007
O 1008 1008

Set LAN/VPN as VolP IP Address.

VolIP - SIP Accounts - Edit

Or, open VoIP>>SIP Accounts and click radio button 1. Click Edit.

Call
Forwarding

Ring Type
All Ports
All Ports
All Ports
All Ports
All Ports
All Ports
All Ports
All Ports

1234

Delete | Delete Al

) Disable & Enable

Username: |1001 |

Passwaord |uu |

Display Name: |1UCH |

Authentication IO |1001 |

Proxy Server
Call without L)

undefined pro=zy 1

Registration: undefined pro=zy 2
VoI IP Address: |Mndefined prozy 3
- el ] |

Call Forwarding

@ Disable

O callforwarding all calls
O callforwarding busy

) callforwarding no answer after I:I rings (Range:1~10)
SIP URL ,0—| (Example:3001@iptel.org)

Enter the VoIP - Speed Dial page and input the first and second group of Speed Dial
Phone Number. Click Apply to save the settings.

VolIP - Speed Dial

# Speed Dial Phone Number — Speed Dial Destination Memao
1 [2801 | | BEBE29@192.165.29 1 | [2910v_Parti_vPN |
z [ 2201 | [s88822@192 168.22.1 | [2200v_Part1_vPn |
i || | | |
] || | | |
s || | | |
Exarnple 101 101 @iptelorg

12345678910

Apply | Cancel Clear This Page
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Configuration Example for Vigor2910V series

1.  Open the Web interface of the router and open VoIP menu.

Vigor2910 Series\i

Dual-WAN Security Router

System Status
Quick Start Wizard

Online Status Maodel Name : DrayTek Vigor2910
Firmware Version :3.2.1_RC2
WAN Build Date/Time : Tue Jul 29 18:35:51.48 2008
Ir]i? System WAN 1
g CPU Usage 1 2% Link Status : Connected
el Tatal Memary | 16M MAC Address | 00-50-7F-DD-15-10
Objects Setting Memory usage D61 % Connection | Static IP
CSM IP address :172.16.3.229
Bandwidth Management LAN Default Gateway P 172.16.3.4
Applications MAC Address . D0-50-7F-DD-15-18 g”maﬂé DNSDNS i
. econdar
VPN and Remote Access 1st IP Address 1 192.168.1.1 L
Selr:jiﬁca(e Management éitcﬁuggrite:ﬂ%k 2555'255‘255‘U WAN 2
S Primary DNS : Link Status : Disconnected
ISDN Secondary DNS MaC address . 00-50-7F-DD-15-14
Wireless LAN Connection L=
VLAN VolP IP Address P
Port 1 2 Default Gateway -
SIP registrar : Primary DNS
! . Secondary DNS
Diagnostics Account 10 ' change_me
change_me
all Righ Register : Wireless LAN
Alga Cadec : MAC Address | 00-14-85-08-63-19
In calls sl o Frequency Domain . Europe
Qut Calls ) o Firmware version : w2,01,10,10.5.4

DrayTek

www.draytek.com

Click SIP Account.

VolP
* DialPlan

k SIP Accounts
P Phone Settings
» Status

Configure Portl and Port2 by clicking Index number 1 and 2.

VoIP == SIP Accounts

SIP Accounts List

Index Profile Domain/Realm Proxy

(=T U B E R P | T P

NAT Traversal Setting

Arzg'::;t Ring Port Status
change_me  [wvoIP1l [|vaIp2 ISDN -
change_me  [Owoirt [Owvaoirz [Cison -
change_me  [woIP1 [JvwoIrz []1SDM =
change_me  [Jweolri [JwvolPz []ISDN -
change_me  [woIPt [wvalrz [J1SDM -
change_me  [woIP1 [voIPz [1I1SDM -

R: success registered on SIP server
- fail to register on SIP server

STUN server:

|Stun.fwdnet.net

External IF:

SIP PING interval:

Note: Do not set Stun Server when calling through VPN. |
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Type relevant SIP Servers used for registration respectively. Set LAN/VPN as Register via

for Portl and Port2.

VoIP == SIP Accounts

SIP Account Index No. 1

Profile Mame |test

| {11 char mas.)

| (63 char max.)

Register wia [0 make call without register
SIP Port

Dormain/Realm |ipte|.0rg

Proxy |ipte|.0rg

| (63 char max.)

[act as authound praxy
|2910v_Portl _iptel

Display Mame

| {23 char max.)

Account Number/MName |888829

| (63 char max.)

[ suthentication ID | 888829 | (63 char max.)
Password | raes | {63 char max.)
Expiry Time |1 hour V| | e

MNAT Traversal Support

Ring Port Mwvaip1 [woipz ISDM

Ring Pattern

[ ok

] [ Cancel ]

After configuration, please click OK to save the settings. Vigor2910 series will go to

VoIP >>SIP Account page automatically.

Speed Dial Phone Number.
VoIP == DialPlan Setup

Phone Book

Index Phoene number Display Name  SIP URL R:llog:::
il 3301 888833@19 Default
2. 2207 5E8822@ 19 Default
3. Default
4. Default

72

Open VolIP>>DialPlan and click Phone Book. Add the first and second group of

Backup Phone

Loop through Number Status
Mone b
Mone %
MNone b
Mone b
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Configuration Example for Vigor2200V
1. Enter 2200V's Web and click VoIP - SIP Related Function page.

VolP
P DialPlan
P SIP Related Function

P CODEC /RTP /DTMF
P Voice Call Status
P QoS

SIP related function of 2200V

2.  Setup Port 1. This page falls into two sections,
SIP: Set up the SIP Server used for registration.
Ports: Set up the account details.

SIF P SCEN
Reposirar pielorg
Praxy relorg Duglicats
DomanFealm e lorg Cvidgh e
ot T S Serear I—
¥ DialL
B SIP odistiedd Fianctiom
F Pl Sefling

Puat 1

™ Use Ragistiar

System Haintenance

2 Dusplay Mame |£'.L'|
Dl 2eties
Lgpounl Bare Lot b
Fartherizalion Ueee E=t b Cupicale
Pazzweor o
Ezpwy Time Vhemr =
54 Cancal

After configuration, please click OK to save the settings.

Note: Do not set up the Proxy and Stun Server when calling through VPN. While in
2200V firmware v2.5.5.4, the Proxy will be active if Use Registrar is enabled. So make
sure not click Use Registrar.
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3. Enter VoIP - DialPlan page and the first and second group of Speed Dial Phone
Number.

0 00
_ . 1P Ho
VolP »> DialPlan Setup
Index Mo, 1
F Enabia
Phome Number ksl
Cogply Mes [F00v_Pan_weri
SIP UEL [eann TATHCEY
LEEgs TRALIE Hiorss
Backup Phiona Numbar [
|
MiafPlas ConBguration
Backiip
Phao L
Indase = Display Nama 21D URL P Phone | Btatus
- throsgh ettt
L | #3m | J00V_Porll_vAN | GE983M0 192.168.30.1 | Ware
L 803 L0V _Farl ;_'-'\-'N RN 1921540 291 blafe
3 Hars
L Hare
5 Hores

After configuration, please confirm that the VPNSs are established and they can communicate
with each other. (Please refer to VPN - IPSec - LAN to LAN Usage Example 2).

Start to dial by using telephones.

Phone 1 call Phone 2---->Press 2901# or 888829*192*168*29*1#.
Phone 1 call Phone 3---->Press 2201# or 888822*192*168*22*1#.
Phone 2 call Phone 1---->Press 3301#.

Phone 2 call Phone 3---->Press 2201# or #192*168*22*1#.

Phone 3 call Phone 1---->Press 3301#4.

Phone 3 call Phone 2---->Press 2901# or #192*168*29*14#.

Note: # indicates termination of the phone number. After pressing #, VoIP is immediately
called out. Or you may wait 3 seconds if you do not press #.
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3.3.5 Example 5 - Practical Application of FXS

Based on the VoIP Example 1(Basic Configuration and Registration), we will introduce
the practical application of FXS.

Generally, the practical application of FXS falls into the following two sections.

®  Connect the telephones (Please refer to VoIP Example 1). Two VolP equipments call

with each other.

®  Connect PBX's Outside Lines. The usage is the same as that of PSTN line. Different
PBX has its own settings and required configuration by you. Below shows a scenario

architecture graph:

PSTN Internet
Line 1 Line 2 Port 1 FXS
888833
1 EEEEE nnnn-nrﬂ:. Router
Port1 FXS
888329
(i3 , (1%
Phone 1 Taiwan German Phone 2
101
Configuration table between 3300V+and 2910V

WAN IP Port Number Phone Number Proxy [[Codec
3300V+ [[220.135.240.207 ||Port1(FXS) 888833 iptel G.729A
2910V [161.31.167.135 ||Port1(FXS) 888829 iptel G.729A

Suppose there are two PSTN lines connected to PBX's Qutside Lines. The third Outside Line
is connected to 3300V+'s FXS Portl. The Inside Line is connected to a telephone with the
extension 101. If the extension wants to dial VVolIP using Line 3, you must firstly press 3, and

then dial the phone number.
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Example of lines connections

PBX Phone Number
Line3(3) Outside Lines 888833
Phonel Inside Lines 101

Start to dial by using telephones.
Phone 1 calls Phone 2---->Press 3, after hearing the dial tone press VolP number 888829#.

Phone 2 calls Phone 1---->Press 888833#, after getting through you will hear the auto reply
from the PBX. Then press the extension 101.

Note: # indicates termination of the phone number. After pressing #, VoIP is immediately
called out. Or you may wait 3 seconds if you do not press #.

This example is the intercommunication with one SIP Proxy Server. For the applications of
Direct IP Call and Intercommunication with different SIP Proxy Servers please refer to 3.3.3
Example 3(Basic Calling Method). The VolIP call can also wok with VPN, please refer to
3.3.4 Example 4(VoIP over VPN).

Also you can set up the Speed Dial entry. To accommodate the extension please set up
888829 to 291, 888833 to 331. You may refer to the figures shown below and 3.3.3
Example 3(Basic Calling Method).

VolP - Speed Dial

# Speed Dial Phone Number  Speed Dial Destination Memo

1 21 888829 2900V _Port1
2

3

4

Example 101 101@iptel.org

Apply | Cancel Clear This Page

VoIP == DialPlan Setup

Phone Book Index No. 1

Enable
Phone Mumber 331
Display Marme 3300w+ _Portt
SIP URL §858533 @|iptelorg
Dial Out Account Default +
Loop through Mone v

Backup Phone Mumber

Ok l [ Clear ] [ Cancel
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3.3.6 Example 6 - Practical Application of FXO

Based on the VoIP Example 1(Basic Configuration and Registration), we will introduce
the practical application of FXO.

Generally the practical application of FXO falls into the following two sections:

® Connectto PSTN line

By connecting 3300V+'s FXO Port 5 to a PSTN line, VolP is seamlessly integrated to PSTN
line and allows you to call not only the remote VolIP user, but also the remote PSTN user.
Also the PSTN user can call the VoIP user. Below shows a scenario architecture graph:

‘= PSTN Internet

gy

Phone 3
87654321 12345678
Port 5 FXO
888835
ey weey uey | Router

" Fart1 FXS
1 888829
L) -
Phone 1 ifd
faiwan Port 1 FXS German Phone 2
888833
Configuration table between 3300V+ and 2910V
WAN IP Port Number Phone Number Proxy ||Codec
3300v+ 1220135240207 Port1(FXS) 888833 !ptel G.729A
Port5(FXO) 888835 iptel G.729A
2100V 61.31.167.135 [[Port1(FXS) 888829 iptel G.729A

The number of the PSTN line connected into the FXO Port 5 on the 3300V+ is 12345678.
The number of another PSTN line is 87654321.

About VolIP basic settings please refer to VolP Example 1(Basic configuration and
registration)

Start to dial by using telephones.

Phone 1 calls Phone 3---->Press 888835#. After getting through you will hear the dial tone,
then press the PSTN number 87654321#.

Phone 2 calls Phone 3---->Press 888835#. After getting through you will hear the Dial tone,
then press the PSTN number 87654321#.

Phone 3 calls Phone 2---->Press 12345678. After getting through you will hear the Dial tone,
then press the VolP number 888829#.
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Phone 3 calls Phone 1---->Press 12345678. After getting through you will hear the Dial tone,
then press the VolIP number 888833#.

Note: # indicates termination of the phone number. After pressing #, VVoIP is
immediately called out. Or, you may wait 3 seconds if you do not press #.

® Connect PBX's Inside Lines. The usage is the same as that of common extension.

Different PBX has its own settings and required configuration by you.
By connecting 3300V+'s FXO Port5 to PBX's Inside Line, VoIP is seamlessly integrated to
PBX's inside lines and allows you to call not only the VolP, but also the PSTN line and
PBX's extension. Also the remote user can call you from the PSTN line and PBX's
extension.

PSTN = Internet

Phone 4
87654321
12345678
Port 5 FXO
888835
LR nnrn'n-u“l. Router
Port1 FXS
| 888829
/ 331 E}
Taiwan Phone 2 German Phone 3
Port 1 FXS
888833
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Configuration table between 3300V+ and 2910V

WAN IP Port Number Phone Number Proxy |[[Codec

3300V+ [220.135.240 207 Port1(FXS) 888833 !ptel G.729A
Port5(FXO) 888835 iptel G.729A

2910V ||61.31.167.135 Port1(FXS) 888829 iptel G.729A

Suppose the number of PBX's Outside Line is 12345678. One Inside Line is connected to a
telephone with the extension 101. If you want to use PSTN from the extension, you must
firstly press 0, and then dial the phone number.

The FXO Port5 on the 3300V+ is connected to PBX's Inside Line with the number 102. The
number of another PSTN line is 87654321.

About VoIP basic settings please refer to VolP Example 1. (Basic configuration and
registration)

Start to dial by using telephones.

Phone 1 calls Phone 2---->Press extension 102. After getting through you will hear the dial
tone, then press the VolP number 888833#.

Phone 1 calls Phone 3---->Press extension 102. After getting through you will hear the Dial
tone, then press the VolP number 888829#.

Phone 2 calls Phone 1---->Press 888835#. After getting through you will hear the Dial tone,
then press the extension 101.

Phone 2 calls Phone 4---->Press 888835#. After getting through you will hear the Dial tone.
Press outside line 0, then press 87654321.

Phone 3 calls Phone 1---->Press 888835#. After getting through you will hear the Dial tone,
then press the extension 101.

Phone 3 call Phone 4---->Press 888835#. After getting through you will hear the Dial tone.
Press outside line 0, then press 87654321.

Phone 4 calls Phone 2---->Press 12345678. After getting through you will hear the auto reply
from the PBX, then press the extension 102. After getting through you will hear the Dial
tone, then press the VolP number 888833#.

Phone 4 calls Phone 3---->Press 12345678. After getting through you will hear the auto reply
from the PBX, then press the extension 102. After getting through you will hear the Dial
tone, then press the VolP number 888829%#.

Note: # indicates termination of the phone number. After pressing #, VoIP is called out
immediately. Or, you may wait 3 seconds if you do not press #. This example is
intercommunication with one SIP Proxy Server. For the applications of Direct IP Call and
Intercommunication with different SIP Proxy Servers please refer to 3.3.3 Example
3(Basic Calling Method). The VoIP call can also wok with VPN, please refer to 3.3.4
Example 4(VoIP over VPN).

Vigor3300V+ Series User's Guide 79 Dray Tek



3.3.7 Example 7: Practical Application of ISDN-NT

Based on Example 2 - Basic Configuration and Registration for ISDN, we will introduce
the practical application of ISDN-NT.

Generally, the practical application of ISDN-NT falls into the following two sections.

®  Connect the telephones (Please refer to VoIP Example 1). Two VolP equipments call
with each other.

®  Connect PBX's Outside Lines. The usage is the same as that of ISDN line. Different
PBX has its own settings and required configuration by you. Below shows a scenario
architecture graph:

ISDN Internet
ISDN-NT
Line1f fLine2 Port 1 ISDN-NT
888833
Line3 |
//
Port1 ISDN-NT
888829
ISDN Phone 1 Taiwan German 1spN Phone 2
101
Configuration table between 3300V+ and 2910V
WAN IP Port Number llPhone Number [[Proxy [|Codec
3300V+ [|220.135.240.207 |Port1(ISDN-NT) ||888833 iptel G.729A
2910V [161.31.167.135 ||Port1(ISDN-NT) ||888829 iptel G.729A

Suppose there are two ISDN lines connected to PBX's Outside Lines. The third Outside Line
is connected to 3300V+'s ISDN-NT Portl. The Inside Line is connected to a telephone with

the extension 101. If the extension wants to dial VVoIP using Line 3, you must firstly press 3,
and then dial the phone number.
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Example of lines connections

PBX Phone Number
Line3(3) Outside Lines 888833
Phonel Inside Lines 101

Start to dial by using telephones.
Phone 1 calls Phone 2---->Press 3, after hearing the dial tone press VolP number 888829#.

Phone 2 calls Phone 1---->Press 888833#, after getting through you will hear the auto reply
from the PBX. Then press the extension 101.

Note: # indicates termination of the phone number. After pressing #, VoIP is immediately
called out. Or you may wait 3 seconds if you do not press #.

This example is the intercommunication with one SIP Proxy Server. For the applications of
Direct IP Call and Intercommunication with different SIP Proxy Servers please refer to 3.3.3
Example 3(Basic Calling Method). The VolIP call can also wok with VPN, please refer to
3.3.4 Example 4(VoIP over VPN).

Also you can set up the Speed Dial entry. To accommodate the extension please set up
888829 to 291, 888833 to 331. You may refer to the figures shown below and VoIP
Example 2(Basic Calling Method).

VolP - Speed Dial

# Speed Dial Phone Number  Speed Dial Destination Memo

1 21 888829 2900V _Port1
2

3

4

Example 101 101@iptel.org

Apply | Cancel Clear This Page

VoIP == DialPlan Setup

Phone Book Index No. 1

Enable
Phone Mumber 331
Display Marme 3300w+ _Portt
SIP URL §858533 @|iptelorg
Dial Out Account Default +
Loop through Mone v

Backup Phone Mumber

Ok l [ Clear ] [ Cancel
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3.3.8 Example 8: Practical Application of ISDN-TE

Based on the Example 2 - Basic Configuration and Registration for ISDN, we will
introduce the practical application of ISDN-TE.

Generally the practical application of ISDN-TE falls into the following two sections:

® Connect to ISDN line

By connecting 3300V+'s ISDN-TE Port 5 to a ISDN line, VolP is seamlessly integrated to
ISDN line and allows you to call not only the remote VolP user, but also the remote ISDN
user. Also the ISDN user can call the VoIP user. Below shows a scenario architecture graph:

(.? ISDN Internet

ISDN Phone 3
87654321 12345678

Port 5 ISDN-TE
888835

) s HHERE @) (SN [S[BIee

|

Router

Port1 ISDN-NT

(-’—“% > 888829
ISDN Phone 1 (%%
Taiwan Port 1 ISDN-NT German ISDN Phone 2
888833
Configuration table between 3300V+ and 2910V
WAN IP Port Number Phone Proxy ||Codec
Number

3300v+  1220.135.240.207 Port1(ISDN-NT) 888833 !ptel G.729A
Port5(ISDN-TE) 888835 iptel G.729A

2910V 61.31.167.135 [|Port1(ISDN-NT) 888829 iptel G.729A

The number of the PSTN line connected into the ISDN-TE Port 5 on the 3300V+ is
12345678. The number of another ISDN line is 87654321.

About VolIP basic settings please refer to VoIP Example 2(Basic configuration and
registration for ISDN).

Start to dial by using telephones.

Phone 1 calls Phone 3---->Press 888835#. After getting through you will hear the dial tone,
then press the PSTN number 87654321#.

Phone 2 calls Phone 3---->Press 888835#. After getting through you will hear the Dial tone,
then press the PSTN number 87654321#.

Phone 3 calls Phone 2---->Press 12345678. After getting through you will hear the Dial tone,
then press the VoOIP number 888829#.
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Phone 3 calls Phone 1---->Press 12345678. After getting through you will hear the Dial tone,
then press the VolIP number 888833#.

Note: # indicates termination of the phone number. After pressing #, VVoIP is
immediately called out. Or, you may wait 3 seconds if you do not press #.

® Connect PBX's Inside Lines. The usage is the same as that of common extension.
Different PBX has its own settings and required configuration by you.
By connecting 3300V+'s ISDN-TE Port5 to PBX's Inside Line, VoIP is seamlessly

integrated to PBX's inside lines and allows you to call not only the VVolP, but also the ISDN
line and PBX's extension. Also the remote user can call you from the ISDN line and PBX's

extension.
ISDN fﬁm Internet
ISDN Phone 4
87654321
12345678

Port 5 ISDN-TE
888835

S yuy WS
" w weww _weew

Router

Port1 ISDN-NT
888829

4. d-

ISDN Phone 1 Taiwan ISDN Phone 2 German  |SDN Phone 3

101 Port 1 ISDN-NT
888833
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Configuration table between 3300V+ and 2910V

WAN IP Port Number Phone Number [|Proxy [|Codec

3300V+ [220.135.240 207 Port1(ISDN-NT) 888833 !ptel G.729A
Port5(ISDN-TE) 888835 iptel G.729A

2910V ||61.31.167.135 Portl(ISDN-NT ) 888829 iptel G.729A

Suppose the number of PBX's Outside Line is 12345678. One Inside Line is connected to a
telephone with the extension 101. If you want to use PSTN from the extension, you must
firstly press 0, and then dial the phone number.

The ISDN-TE Port5 on the 3300V+ is connected to PBX's Inside Line with the number 102.
The number of another PSTN line is 87654321.

About VVolIP basic settings please refer to VoIP Example 2 (Basic configuration and
registration for ISDN)

Start to dial by using telephones.

Phone 1 calls Phone 2---->Press extension 102. After getting through you will hear the dial
tone, then press the VVolP number 888833#.

Phone 1 calls Phone 3---->Press extension 102. After getting through you will hear the Dial
tone, then press the VoIP number 888829#.

Phone 2 calls Phone 1---->Press 888835#. After getting through you will hear the Dial tone,
then press the extension 101.

Phone 2 calls Phone 4---->Press 888835#. After getting through you will hear the Dial tone.
Press outside line 0, then press 87654321.

Phone 3 calls Phone 1---->Press 888835#. After getting through you will hear the Dial tone,
then press the extension 101.

Phone 3 call Phone 4---->Press 888835#. After getting through you will hear the Dial tone.
Press outside line 0, then press 87654321.

Phone 4 calls Phone 2---->Press 12345678. After getting through you will hear the auto reply
from the PBX, then press the extension 102. After getting through you will hear the Dial
tone, then press the VolP number 888833#.

Phone 4 calls Phone 3---->Press 12345678. After getting through you will hear the auto reply
from the PBX, then press the extension 102. After getting through you will hear the Dial
tone, then press the VolP number 888829#.

Note: # indicates termination of the phone number. After pressing #, VoIP is called out
immediately. Or, you may wait 3 seconds if you do not press #. This example is
intercommunication with one SIP Proxy Server. For the applications of Direct IP Call and
Intercommunication with different SIP Proxy Servers please refer to 3.3.3 Example
3(Basic Calling Method). The VoIP call can also wok with VPN, please refer to 3.3.4 P
Example 4(VoIP over VPN).
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3.4 Application for mOTP

What is OTP and mobile-OTP

OTP (One-Time Password) is also named dynamic password with the feature of
non-repeatability and validness just for one time. It uses more secure way to authenticate the
data, named Two-factors. For the password will be changed all the time, it can avoid hackers
or someone who interests to steal the account and password and then result in severe
information security issue.

mibile-OTP is a free-charge resolution with Strong Authentication. It can generate OTP by
using the mobile device (e.g., cell phone or PDA), USB disk, card or Token. Such resolution
can visit router, firewall, network server or build VPN Tunnel based on time synchronization
and one-time password. Refer to the following graphic for overall information.

How to apply mOTP to VPN Tunnel

First of all, load OTP program into the mobile device as mOTP token. Take Smart VPN
Client as an example. The application can be shown as the following figure.

SmartVPN e (ST T T ' — raii l.u.l.ll.u.l..l.
TP . <L W ey [eee]
Wi
-

{Local User Databas)

® VPN client must type username, pin code and secret number for authentication made
by Vigor router.

® Use Smart VPN Client to finish relational dial-in settings for remote dial-in profile.
Later, proceed to carry out remote VPN dial-in procedure.

®  Vigor router will carry out the VPN dialing authentication. When it passes the
authentication, it means that Remote Dial-in VPN is established successfully.
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Example

In accordance to the above method, below shows an example. The user proceeds Smart VPN
Client connection by using Smart VPN Client as mOTP token.

A. System Configuration in Vigor Router

1. Log in the web configurator of Vigor router and choose System >> Time.

2. Choose to use Browse Time or use NTP Time by specifying NTP server. Make sure
Current System time. Click Apply to save it.

System - Time

OUse Browser Time
{@se NTP Time

MNTP Server

L 1

Time Zone

|(GMT+EIEI:UEI) Greenvich Hean Time

Dublin

@notuse Ouse

Daylight Saving Time :

Update Interval :

B. mOTP Operation in Smart VPN Client
1. Run Draytek Smart VPN Client. Click Insert to add a new VPN profile.

.B&_ DrayTek Smart VPN Client 3.6.3.2

| ==

Apply | Cancel

iz

rDrc::ry Tek

—5Step 1. Dial to ISP

If yvou have already gotten a public IP, you can skip this step.

| Dial |

—Step 2. Connect to VPM Server

DrayTek

Insert || Remove |
T |
| Aubo-Run when skark up: |
 Status: No connaction [ PrTe | 15 & vPN B |
86
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2. You can see the following screen.

Dial To VPN | 28

™ &uto runwhen syst

VPN Server IP/HOST Mame{such as 123.45.67.89 or draytek.com)

|j 114,37.161.182

User Name : ‘draytek

Password : I

¥ Enable mobile One Time Password {mQTF)

e Configure Secret for mOTP
~Type of VPN - -

Tunnel ™ LITP over IPSec

" 551 VPN Tunnel

~PPFTP Encryption
" No encryption

| ™ Require encryption |

" Maximum strength encryption

Iv Authentication method 1MS-CHAP w2 Lj

[ Use default gateway on remote network More

0K Cancel

3. Type the profile name for such VPN (in this case, it is mOTP) and the VPN server IP
address (in this case, it is 114.37.161.182) -

4. Type the User Name (in this case, it is draytek) and check Enable Mobile one time
password (mOTP).

5. Press the button of Configure Secret for mOTP to generate the secrete number. In this
case, Automatically generate secret is Selected. It will generate a 32-digit secret
number automatically. Next, click Generate.

Configure Secret for mOTP P

If: Automatically generate secret I

" Manually type and store secret

Secret:

|

Mote: To obtain fully secured authentication, you'd
better use a Mobile device to generate or save the
secret, instead. Such feature is used to experience
Vigor mOTP function only.

Generate ] Cancel
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6. A 32-digit secret number is generated randomly. Please click Copy.
=7

Automatically generate secret

Generated secret;

151b 1517 2ead 4fid
3935 1fb6 2343 1af5

You should configure the router's secret as above,

ﬁ Copy I 0]4 Cancel

7. Fill this number in the field of Secret in VPN — User Profile — Edit of Vigor 3300V +
web page. Then, click Apply.

VPN - User Profile - Edit

1

Profile Status : O Disable & Enable

Enahble Mokile One-Time Passwords(mOTR)

Secret: |151b15172938 411d 3935 16 2843 1afg
Group ;

Apply | Cancel

8. Inthe field of Type of VPN, choose the type of VPN (in this case, it is PPTP) and click
Require Encryption.

9. Choose MS-CHAP v2 as Authentication method. Next, click OK to return to previous
page.

10. After finishing Smart VPN Client configuration, click Connect to proceed the
remote-dial in connection.

DrayTek

—Step 1. Dial to ISP
If you have already gotten a public IP, you can skip this step.

|| 5o ||

—5Step 2. Connect to VPN Server

ImOTP L! Connect |

Insert | Remove | Setup |

Buko-Run when skark up; ‘

Status: No connection | PPTP i ISP & VPN uﬁil
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11. Type Username and pin code, e.g, draytek and 1234,
a2l ™ B2 D)

Type of VPN PETP (mOTF)
Remote IP Address 114.37.161.182

IUser Mame : Idraybek I

Password : I

PIM Code: it 5%

oK I Cancel
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This page is left blank.
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Chapter 4: Reference -
Advanced Web Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 3.

4.1 System Setup

For the system setup, there are several items provided for you to configure ---- Status, Time

Setup, Syslog Setup, Access Control Setup, Reboot and Firmware Upgrade Setup,
Diagnostic Tools and Configuration Setup.

Below shows the menu items for System.

sSystem

ﬂj Statuz

iy Time

ﬂj Syslog

ﬂ Access Control
E Change Pazaword

“y Configuration

.ﬁ Firmueare Updrade

< ¥ Reboot

E Diagnostic Tools k

4.1.1 Status

The online Status function provides some useful system information on the current status of
the Vigor3300V+ Series. A user can observe the system status on this Web page and
determine which setting needed to be changed in corresponding web pages. Open System

>>Status. The online Status Web page contains three parts: Basic Status, LAN Status, and
WAN Status.

Refresh Option: Ho Refresh W Refresh

Ho Refresh
Ewvery 10 Second=s
LAN {Every 20 Seconds 5 |

Every 20 Seconds
Model Vigor3300V+

Refresh Option You can choose to refresh the Web page information automatically.
There are four options given as shown below.

No Refresh: Static information page.
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Every 10 Seconds: Refreshes the page every 10 seconds.
Every 20 Seconds: Refreshes the page every 20 seconds.

Every 30 Seconds: Refreshes the page every 30 seconds.

Basic Status

General status of this router will be displayed in this page.

System - Status

Refresh Option: Ho Refresh v Refresh
| LAN Status WAN Status |

Model : Wigora3oov'+ series

Hardware Version : 1.0

Firmuware Wersion : 363 (EMN)

Build Date&Time : 2010-08-17 14:31:1

Systern Uptime : 0 days 2 hours 54 minutes 14 seconds

CPU Usage 8.1173%

Memory Size 128 MBytes

Memory Usage 35.6968%

Current Systern Time : 1983-11-14 00:10:08
Model Display the model name of the router.
Hardware Version Display the hardware version of the router.
Firmware Version Display the firmware version of the router.
Build Date&Time Display the date and time of the current firmware build.
System Uptime Display the amount of time that the router has been online.
CPU Usage Display the average percentage of the CPU used.
Memory Size Display the size of the memory of this router.
Memory Usage Display the percentage of memory used.
Current System Time Display the current local system time.
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LAN Status
The status of LAN connection will be displayed in this page. Simply click LAN Status tag
to get the detailed.

System - Status

Refresh Option: Ho Refresh w Refresh
Basic Status | WAN Status |

LANT :

IP Address 192.168.1.1

MAC Address O0:A0: TR 2FC4Cs

High Awvailahility Status ©

RH Packets 77

TX Packets : a1
IP Address Display the IP address of the LAN interface.
MAC Address Display the MAC address of the LAN Interface.

High Availability Status The High Availability Status is shown when it is enabled in
Network>> High Availability. When there are two
Vigor3300V+ devices in the same LAN, one can be set as
Master device and the other can be set as Slave device.
Master - It means that Vigor3300V+ plays the Master role in
high availability feature.
Slave - It means that Vigor3300V+ plays the Slave role in
high availability feature.
If there is only one Vigor3300V+ used in LAN, this line will

be blank.

RX Packets Display the total number of received packets at the LAN
interface.

TX Packets Display the total transmitted packets at the LAN interface.
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WAN Status

The status of WAN interface (Static, DHCP, PPPoE, PPTP or DMZ) is shown in this page.
Simply click WAN Status tag to get the detailed. There are four sets of WAN status can be
shown in this page at one time. The sample below just lists one set of WAN status for only
WANL interface is used.

System - Status
Refresh Option:

Basic Status
WANT :
IF Address
MAC Address
Primary DMS
Secandary DHE
Gateway |
R¥ Packets
TH Packets
Connection Status
UpTime :
WANS :
IF Address
MAC Address
Primary DMS
Secandary DHE
Gateway |
R¥ Packets
TH Packets :
Connection Status

UpTime:

IP Address

MAC Address
Primary DNS
Secondary DNS
Gateway

RX Packets

TX Packets
Connection Status
Up Time

Connect

DrayTek

LAN Status

+| Refresh

172163102

No Refresh

00:50:77.2f.c4:cB
168.95.1.1
168.95.182.1
1721611
9867

624

connected

0 days 0 hours 3 minutes 47 seconds

005077 2 c4.c8

WAN2 :

IP Address
MAC Address 00:A0: 721 ed e
Prirmary DMS :
Secondary DNS :
Gateway

RH Packets :

TH Packets :
Connection Status :
Up Time

WAN4 :

IP Address

MAC Address 00:A0: 7121 cd e
Prirmary DMS :

Secondary DNS :

Gateway

RH Packets :

TH Packets :

Connection Status :

Up Time

Display the IP address of the WAN interface.
Display the MAC address of the WAN Interface.
Display the IP address of the primary DNS.

Display the IP address of the secondary DNS.

Display the IP address of the default gateway.

Display the total received packets for each WAN interface.

Display the total transmitted packets for each WAN interface.

Display the connection status of the WAN interface.

Display the total system uptime of the interface.

Click this button to make a connection manually.

94

Vigor3300V+ Series User's Guide



4.1.2 Time

As an NTP (Network Time Protocol) client, the router gets standard time from the time
server. Some time-based functions, such as Call Schedule and URL Content filtering,
cannot work properly until the system time functions run successfully. Typically, NTP
achieves high accuracy and reliability with multiple redundant servers and diverse network
paths.

The Vigor3300 Series supports synchronization with a specific NTP server or the remote PC
host of the administrator. In the System group, click the Time option. The Time page is
shown below:

System - Time

O Use Browser Time
{®se NTP Time

MTP Gerver :
Time Zone (GMT4+00:00) Gresnwich Mean Tine Dublin
Daylight Saving Tirme @ MNotUse O Usze

Update Interval 30 seconds v

M Cancel
Use Browser Time Click this option to use the browser time from the remote
administrator PC host as router’s system time.
Use NTP Time Click this option to use the time from an NTP server as router’s
system time.
NTP Server Type a public IP address or domain name of the NTP time server.
Time Zone Select the time zone where the router is located.

Daylight Savings Time Select Use to activate this function. This function is useful for

some areas.
Update Interval Select a time interval for updating from the NTP server.
Apply Click Apply to save these settings.
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4.1.3 Syslog

The Vigor3300V+ Series supports a Syslog function to keep a record of abnormal conditions.
The router will send Syslog packets to a Syslog server on the remote site. The administrator
can observe any abnormal events from the router. Open System>> Syslog. The Syslog web
page is shown below:

System - Syslog

(O Disable & Enable

Syslog Server P : 0000

Syslog Server Port 514
Firewall Log : F
VPN Log: F
User Access Log O
CallLog: O
WAN Log: F
VolP syslog option
Syslog Facility - Local use 6 W
Syslog Severity Alert w
Disable/Enable Click Enable to activate this function. The router will send system

log message for your reference. If you click Disable, the router
will not send out any message about system log.

Syslog Server IP The IP address of the Syslog server. If a user assigns an IP address
of “0.0.0.0”, the Syslog function will be disabled. Then, the router
will not send Syslog packets to the Syslog server.

Syslog Server Port Type a port for the Syslog protocol.

Firewall Log Check this box to record the firewall log.

VPN Log Check this box to record the VPN application log.

User Access Log Check this box to record the user access log. Such information will
be seen in Syslog server.

Call Log Check this box to record the VVoIP/ISDN phone log.

WAN Log Check this box to record the connection status log for WAN
interface.

Syslog Facility When Vigor3300V+ runs VVolP program for dialing VoIP phone

calls, information about VolP starting, restarting, registered,
crashed, and etc., will be created at the same time. Such
information will be useful for the administrator to understand the
running status of VVolP function and will be helpful for the
administrator to solve the problems encountered.

Syslog protocol usually will classify messages into several levels
(facilities) based on the service types. Each facility (Local use0 ~
Local use7) possesses items and services used generally. The
administrator can specify any one of the facilities used for VVolP
function. Such function can assist the administrator to identify
which log containing VolP information.
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Local use

Local use
Local use
Local us=e
Local use
Local u=e
Lozal use

e | O g IR AR R ) B Y

Local u=e

Such feature is used to determine which types of error logs

recorded under different conditions.

There are eight levels representing different severities. For

example, if you choose Debug as the severity, the VVoIP syslog will
record log including Debug, Informational, Notice, Warning, Error,
Critical, Alert and Emergency. And, if you choose Critical, the
situation of Critical, Alert and Emergency will be recorded. That is,
Debug owns the lowest severity and Emergency owns the highest

severity.

Syslog Severity

Alert w
Emergenc

Critical

Error

Warning

Hotice (include SIF)
Informational

Debug

Apply Click Apply to save these settings.

Note: VVolIP Syslog option is useful for the trouble(s) happened while using VolP feature of
Vigor router. It is optional and will be asked to be configured by the maintenance engineers

when Vigor users meet the problem of VoIP and need help.
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4.1.4 Access Control

This page allows you to determine which services (HTTP/Telnet/SSH) is used for the user to
access Vigor router. In addition, you can also limit some hosts to access router Series with

specified IP address.

Open System>> Access Control. You will get the following page:

System - Access Control

Management Method
Allow Managerment Method:
[l Telnet
Management Access Control

[ HTTR (R

Allow hanagement fram the Wan

O Digable ® Enable Al

O anmp

O Enable User Defined WAM IP

Allowed IP1 i

Allowed IP2 i

Allowed IP3 i

Management Port

@ Default Ports (HTTP Part80 Telnet Port23 S8H Port22)

PING Restriction
[ Disable PING fram the LAN

[ Disanle PING from the wian

Management Method

Allow Management from
the WAN

Management Port

PING Restriction

DrayTek

O User Defined Ports
HTTP Port
Telnet Port:

SE5H Part:

Apply | Cancel

There are several servers provided by the system to allow you
managing the router from Internet. Check the box(es) to

specify.

You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

Disable - Disable the management from the WAN interface.
Enable All - Enable all management (through
HTTP/Telnet/SSH) from the WAN interface.

Enable User Defined WAN IP - System can be managed by
these three IP addresses via WAN.

Allowed IP1 ~ IP3 — The former box indicates an IP address
allowed to login to the router, and the later box indicates a
subnet mask allowed to login to the router.

Default Ports - Use the default ports for HTTP and Telnet if
you choose HTTP and Telnet as management methods.

User Defined Ports - Or you can assign new port numbers for
HTTP, Telnet and SSH respectively.

Disable PING from the LAN -Choose this function to reject
all ICMP packets from LAN side.

Disable PING from the WAN - Choose this function to
reject all ICMP packets from WAN side.
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4.1.5 Configuration Setup

Most of the settings can be saved locally as a configuration file, and can be applied to
another router. The Vigor3300V+ Series supports the restore and upload functions of the
configuration files. Open System>>Configuration. You can see the following page.

System - Configuration

Restore
Select a configuration
file: Apply

Backup

Backup configuration file

FPush Backup hutton Backup

Select a Configuration File Please click the Browse... button to find out the location of
the configuration file to be uploaded to the router and click

Apply.
Backup Configuration File Download the configuration file to a local host. The default
Push Backup Button file name is “v3300.cfg”.
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4.1.6 Firmware Upgrade Setup

Vigor3300V+ Series allows users to upgrade firmware through a Web interface. Click
System>>Firmware Upgrade. You can see the following page. Before you execute the
firmware upgrade, please download the newest firmware from Draytek’s website
(www.draytek.com) or FTP site (ftp.draytek.com) on the computer first.

System - Firmware Upgrade

Caution : After an upgrade procedure & reboot s required.
Current version: Yigora300v+ series 2.6.3 (EM)

Location ® Local O Remote

Firrmrare

TFTP Senver P

Remote File Name

Apply | Cancel

Caution Display a caution for your reference.
Current Version Display current firmware version that you are using.
Location Local means upgrade firmware from browser.

Remote means upgrade firmware from a remote TFTP server.

Firmware Specify the location of the firmware file if you want to
upgrade the firmware locally

TFTP Server IP If you want to upgrade the firmware of this router from
remote side, please type the IP address of the TFTP server.

Remote File Name The default filename will be shown here. If you have use
another name to save the firmware file, please type the new
name in this field.

Apply After finished your selection, please click Apply to execute
the firmware upgrade.
Firmware Upgrade from a Console Port

Firmware upgrade can be done from a console port, too. The following example was run on
a Windows environment.

1. Download the newest firmware from the DrayTek Website (www.draytek.com.tw) or
FTP site (ftp.draytek.com) on your computer first.

2. Connect the RJ45 connector of console cable to the console port on Vigor3300 and the
DB9 connector of the console cable to the RS232 port on the PC.
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System Properties E 21|

General |Netw0rk|dentification| Hardware | User Profiles Advancedl

-ving (0 - Hvne
COM1 Properties

E Fart Settings |
. Bitz per second: IE?BDD j
Data bits: IB j
Parity: INone j
Stop bits: |1 =]
Flows control: | (EETE]

Restore Defaults |
ok I Cancel | Apply |

The default setting of the console port is “baud rate 57600, no parity, and 8 bit with 1
stop bit.”

3. Power on Vigor3300V+, then press ENTER before the system reboots completely.

4. Open Hyper Terminal on the PC. Now, Vigor3300V+ can accept a TFTP download
and will display the following message:

LR R S R S R S R R L R R S R R R R

* DrayTek V3300 Bootloader *
S dede e de R e e e e R e
Press [ENTER] key within 5 sec. to download image...2
Current LAN IP is 192.168.1.1
New IP:
Prepare downloading.
5. Type the path name of the firmware image and activate the TFTP Client from the PC to
download the image. The corresponding message is shown as follows:
TFTP -i 192.168.1.1 PUT [Vigor3300 image file name]
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6.

~ Command Prompl

Uolume in deive C iz POQR-P
Uolume Serial Mu

Dirvectory of G

*H1 A
A6 142085 LEE ]
R Fi
5 Di

Civatheyp =i 192.168.1.1 put o=

2255 _en.all

5_ZA7_@82 5.all
4.755.837 6.all
@ AUTOEHEL

Now in the Console you will find the following information. When Updating flash
block at bfXXXXXX appears, it means the firmware is under downloading.

# 3300 - Hyper Terminal

=1

File Edk Wi=w Cel Trersfer Help

O & woFH
slot = @ sector size = 69536
slot = 0 sector size = 60536
slot = 0 sector size = 6003h
slat = 0 sector size = 63536
slet = 0 soctor size = 65536
slot = B =zector size = 63536
slot = @ sector size = 63536
slot = @ sector size = 63536
slot = 0 sector size = 63536
slot = B sector size = G556
slot = B sector size = 63536
zlot = 0 sector size = 63536
slot = @ sector size = 635936
slot = 0 sector size = 60536
slot = 0 sector size = 62936
slot = @ sector size = 642536
slot = 0 sector size = Go2db
slot = 0 sector size = 63536
slo% =0 sec:or size = 60936
slot = @ sector sjze =
s}ot = E sector s}ze = ggggg
slot = @ sector size = 63036
slot = A sector size = 65536
Updating flash block at hiBAROOE_|

Conrisc bed 000345 ot detect STea0 01

UM

7. When set flash0_0 "780000:800000:general’ appears, it means the firmware
downloading has been completed. The router will reboot itself and you will see the
Firmware version: V2.X.X. Please wait about 20 seconds to relogin the router. The

DrayTek

procedure is finished now.
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- Hyper Terminal
Fila Edt wiew <all Trarsfe Hep

O &3 0 &

glol = 0 sector size = 65536
.'\'Iﬂl = H ‘.(-.’('.lljl' Hi/!‘.’ = f:u'r'!'lf:
slot = @ sector size = 6006
slot = D sector size = 65536

elot = 0 sector size
Updating flash block at bfdi0pan

get ethadded OO:50:7f:28:890:23

set ethaddrl B8 5@ 2080 ek

set ethaddr? B8:58:7F:25:80;eh

set #default_nif_wand_mac A0:50:7F:28:60:0d
set Hdefault_nif_wan?_mac B@:50: 7 :28:80:eh
sot #default_nif_wand_mac @0:50:7F:28:80: 06
get Hdefault nif wand mac BO:50 3 :28:80:e7
set Flashd_B " 66000 50008 general ™

DrawTek Corporation Vigor 3388
Firmware version: Y2.5.7
‘Harduware version: B

Y3 board, for V3 GPIO config

have voip card

Dravtek login: 3300 series

Coinact ad 0: 0541 AlbS dikack STe00 & k-1 LA

4.1.7 Reboot

The Vigor router system can be restarted from a Web browser. Reboot screen can appear
after you finish the changing of WAN and LAN settings. You have to reboot the router to
invoke the configured settings that you made before. Besides, you can select Reset to
factory default to reboot the device and retrieve the default settings.

Click System>>Reboot. If you want to reboot the router using the current configuration,
click Apply. To reset the router settings to default values, check Reset to factory default
and click Apply.

System - Reboot

Systemn rebooting will take 20 seconds

[resetto factory default

Apply

Click Apply to reboot the whole system. The rebooting procedure usually takes 20 or more
seconds.

System iz rebooting, plesse wait....

zeconds left

If wour current interface or management port configurstion has been changed, plesse access with the new URL.
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4.1.8 Diagnostic Tools

In some cases, a user may need to know some information about the router, such as static or
dynamic databases, or other routing information. The Vigor3300V+ supports five functions,
Routing Table, ARP Cache Table, DHCP Assignment Table, NAT Active Sessions
Table and Data Flow Monitor for the user to review such information.

In the System group, click the Diagnostic Tools option

j Diagnostic Toolz » ﬂj Wignwy Routing Table
@ ‘iew ARP Cache Table
@ ‘iew DHCP Assignmert Table

ﬂj Wiewy MAT Active Sesszions Tabkle
ﬂj Data Flow Monitor

® Select View Routing Table to get the following page:

System - Diagnostic Tools - View Routing Table

Destination Gatevay Subnet Hashk Flags Interface
172 16.2.0 * 255.255.255.0 ethl
1.1.1.0 255.255.2556.0
1.1.1.0 265.255.266.0
127.0.0.0 * 255.0.0.0

wlanll
ipsecl
lo

*
*

o
o
o
u

Destination Display the destination IP address for various routings.

Gateway Display the default gateway.

Subnet Mask Display the subnet mask for various routings.

Flags Display the status of the routing entries.

Interface Denoted by eth0 if it is a LAN interface and eth1 if itis a
WAN interface.

Refresh Click Refresh to re-display this web page for getting newest

routing information.

Dray Tek 104 Vigor3300V+ Series User's Guide



®  Select View ARP Cache Table to get the following page:

System - Diagnostic Tools - View ARP Cache Table

Index IF Address MAC Address Interface
1 1%2.168.1.1 00:50:7F:00:00:00 ethi
2 192.168.1.10 00:0E: &6 24:D5: A1 =thi
Refresh
IP Address Display the IP address for different ARP cache.
MAC Address Display the MAC address for different ARP cache.
Interface Denoted by eth0 if it is a LAN interface and ethl if itis a
WAN interface.
Refresh Click Refresh to re-display this web page for getting newest
ARP information.
®  Select View DHCP Assignment Table to get the following page:
System - Diagnostic Tools - View DHCP Assignment Table
Index Assigned IP HAC Addres=s Time Left
1 182.168.1.10 0o0:00:00:00:00:00 expired
2 192 .168.1.11 00:0E:A6:24:D5: A1 expired
Refresh
Assigned TP Display the IP address of the static DHCP server.
MAC Address Display the MAC address of the static DHCP server.
Time Left Display the remaining time for this IP address assigned by

DHCP server. When the time expired, such IP address would
not be kept for this client and might be assigned to other
client.

Refresh Click Refresh to re-display this web page for getting newest
routing information.
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Select View NAT Active Sessions Table to get the following page. This table can

display about 30000 sessions with 20 pages.

System - Diagnostic Tools - View NAT Active Sessions Table

Type Expire in Stats Source TF Dest TP sFort dFort Rep Source TP Rep Dest IF =Fart dPort
tep 591 ESTAELISHED 192.168.1.222  207.46.6.24 3435 1863 207.46.6.24 172.16.2 225 1863 34682
tep 598 ESTABLISHED 192.168.1.222  207.46.6.153 3476 1853 207.46.6.153 172.16.2 225 1863 34723

Type Display the protocol used for the active session.

Expire in Display the remaining time (second) of this session.

State Display the condition of this session.

Source IP Display the source IP address of the packet transmitted.
Dest IP Display the destination IP address of the packet transmitted.
sPort Display the source port of the packet transmitted.

dPort Display the destination port of the packet transmitted.

Rep Source IP

Display the source IP address of the packet replied.

Rep Dest IP Display the destination IP address of the packet replied.
sPort Display the source port of the packet replied.
dPort Display the destination port of the packet replied.

Select Data Flow Monitor to get the following page. This page displays the running
procedure for the IP address monitored and refreshes the data in an interval of several

seconds.

System - Diagnostic Tools - Data Flow Monitor

@ Disable  OEnahle

Index P Address

Hote:

1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes.

Refresh Seconds:| 10 »

TH rateibps) EX ratelkbps) MAT sessions Action

Refresh

2. The IP blocked by the router will be showen in red, and Sction column will dizplay the expire time left.

Disable/Enable Click Enable to invoke this function.

Index Display the number of the data flow.

IP Address Display the IP address of the monitored device.

TX rate (kbps) Display the transmission speed of the monitored device.
RX rate (kbps) Display the receiving speed of the monitored device.
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Sessions Display the session number that you specified in Limit
Session web page.

Action Block - can prevent specified PC accessing into Internet
within 5 minutes.
Unblock — the device with the IP address will be blocked in
five minutes. The remaining time will be shown on the session
column.

Refresh Seconds Use the drop down list to choose the time interval of
refreshing data flow that will be done by the system
automatically.

Refresh Click Refresh to re-display this web page for getting newest
routing information.

4.2 Network Setup

Quick Setup offers user an easy method to quick setup the connection mode for the router.
Moreover, if you want to adjust more settings for different WAN modes, please go to
Network.

Basic of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
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via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

Below shows the menu items for Network.

Network

B WAN

=y Load Balance Policy
=y Auto Losd Balance
<# Lan

=iy High Avsilakbility

= FIF Configuration

j Limit Seszion

j Bandwicth Management 3

4.2.1 WAN

The Vigor3300V+ Series supports four WAN interfaces (Static, DHCP, PPPoE and PPTP),
which share the same setting page. Click Network >>WAN. The following page will be

shown.

Network - WAN

Load Balance . @ Disanle OEnable (| Auto Weight)

Backup : & Disable ) Enable

# Edit IP Mode Active Default Route  Load Balance Weight ﬁl‘j‘(;:::) Backup-Slave VolP
VAN Static ® ®
WARZ Mot Set

VARG Mot Set

AR 4 Mot Set

Load Balance

Backup
Edit
IP Mode

Active
Default Route

Load Balance

DrayTek

Enables or disables the WAN load balance function. The Auto Weight
option becomes available if Enable mode is selected. Load Balance
allows the router distributing data in and out of the Internet by using
different WAN interfaces at the same time.

Enables or disables backup function for WAN interfaces. If you enable
this function, the backup-master/backup-slave will execute the job of
master/slave device when the master/slave device fails to work.

Open the configuration page of this WAN interface.

Display current mode of this WAN interface. There are five options:
Static, DHCP, PPPoE, PPTP and DHCP.

Activates/closes this WAN interface.
Set this WAN interface as default route interface.

Adds this WAN interface to the load balance group.
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Weight

Backup-Master

Backup-Slave
VoIP

Set the weight load (10-90%) for this WAN interface for load balance.
This selection is available only when Auto Weight is unchecked.

Set this WAN interface as a master interface. WAN1 must be assigned
as Master interface if Backup function is enabled.

Set this WAN interface as a slave interface.

Set this WAN interface for VolP phone call. Such item is available only
when a FXO / FXS module has been installed onto the router.

Most users will use their routers primarily for Internet access. The Vigor3300V+ Series
supports broadband Internet access and provides multiple WAN interfaces. The following
sections will give a detailed illustration to broadband access methods.

Configuring WAN Settings

Click the “Edit” icon from Network >>WAN page to bring up the WAN configuration page
for the corresponding interface.

Network - WAN - WAN1 - Fast Ethernet

MAC Address : @ DefaultMaC O User Defined MAC

Downstream Rate

Upstream Rate
Type :

Fhysical Mode :
IP Mode

MAC Address

Downstream Rate

Upstream Rate

Type
Physical Mode

IP Mode

102400
102400

{khps)

{khps)

Fa=zt Ethernet v

® static O DHCP O PPPeE O PPTP (O DMZ

Default MAC - Uses the default Mac address.

User Defined MAC - Uses a MAC address defined by users. If
you select this item, you have to type the MAC address in the box
below.

Set downstream rate for this WAN interface. The default value is
102400 kbps (100 Megabit).

Set transmission rate for this WAN interface. The default value is
102400 kbps (100 Megabit).

Set connection type for this WAN interface.

Set connection speed mode. There are five options including Auto
negotiation, full duplex, half duplex, 10M and 100M.

Set an IP Mode with Static (fixed TP), DHCP (dynamic IP
address), PPPoE, PPTP or DMZ and creates the IP group
information. Most cable modem users will use DHCP to get a
globally reachable IP address from the cable head-end system.
Different mode will lead different configuration and will be
explained in later section.

Before you connect a broadband access device e.g. a DSL/Cable modem to Vigor3300V+,
you need to know what kind of Internet access your ISP provides. The following sections
introduce several widely used broadband access services: Static, PPPoE, PPTP for DSL,
DHCP for Cable modem and DMZ. In most cases, you will get a DSL or cable modem from
the broadband access service provider. Vigor3300V+ is connected behind the broadband
device i.e. DSL/cable modem and works as a NAT or IP router for broadband connections.

Next, we will introduce each WAN mode in detailed.
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Static IP Setup

It means that the IP group information for WAN interface is manually assigned by the user.

PPPOE/FPFTF Dz
Configuration Configuration
IP Address 172 16.3.229 Host Marme
Subnet Mask : 255,255 255.0 Domain Mame :
D CeilEy: 172.16.3.1 {Host Nare and Dorain Name are required for some 15Ps.)
Frimary DME : 163.95.1 1
Secondary DMS 163.95.192 1
MTLY 1500

Connection Detection
Detect Type :

Detect Intervalizec) 10
Mo-Reply Caunt: 2

Detect Destination Host
{IF or Domain Mame)

IP Alias List

1. 10.1.1.100

8, 10.1.1.102

=0

o
]
(]

IP Address
Subnet Mask
Default Gateway
Primary DNS
Secondary DNS
MTU

Host Name

Domain Name

Detect Type

Detect Interval (sec)

No-Reply Count

DrayTek

Send ARP to Gateway w

2. 10.1.1.101

A|)|)Iy| Reset| Cancel

Set the private IP address of WAN interface.
Set the subnet mask value of WAN interface.
Set the private IP address of gateway.

Set the private IP address of primary DNS.
Set the private IP address of secondary DNS.

Mean maximum transmission unit of one packet. The default
value is 1500.

Some ISP may ask you to type your host name. Please type in
if necessary.

Some ISP may ask you to type your domain name. Please type
in if necessary.

Select a detecting type for this WAN interface. There are three
ways Send ARP to Gateway, Send PING and Send HTTP
Request supported in 3300.

Send Http Regques=t w

Send AFF to Gateway
| Send PING

Assign an interval period of time for each detecting. The
minimum value is 3 and no limit for maximum value.

Assign detecting times to ensure the connection of the WAN.
After passing the times you set in this field and no reply
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Detect Destination Host
(IP or Domain Name)

IP Alias List

Apply

Reset

DHCP Client Setup

received by the router, the connection of WAN interface will
be regarded as breaking down.

Assign an IP address or Domain name as a destination to be
detected whether the host is active (sending reply to the
router) or not. If not, the connection of WAN interface will be
regarded as breaking down. This function is available when
Detect Type is set with Send PING or Send Http Request.

Set other IP addresses binding in this interface. You can set up
to 32 sets of IP alias settings. If you have typed addresses here,
you can see and choose it in later web page settings (e.g.,
Advanced >> NAT>>Port Redirection/DMZ Host).

Click Apply to go back to the WAN Interface Configuration
page. To apply all settings, click Apply on the WAN Interface
Configuration page and reboot your router.

Click this button to clear all the configurations for this page.

If the WAN interface is set as a DHCP client, the Vigor3300 Series will ask for IP network
settings from the DHCP server or DSL modem automatically. In general, it is not necessary
for users to manually configure the router. However, users can modify Connection

Detection if required.

FPRPOE/FPTP
Caonfiguration

IP Address :

Subnet Mask:

Default Gateway

Frimary DMS :

Secandary DME ©

MTL 1500

Connection Detection
Detect Type

Detect Intervalizec) 1n
Mo-Reply Count: 2

Detect Destination Host:
{IF or Damain Mame)

Connection Detection

Vigor3300V+ Series User’s Guide

Configuration

D

Host Mame :

Diomain Mame :

(Host Mame and Domain Mame are required for some [SPs)

Send ARF to Gateway w

A|)|)Iy| Reset| Cancel |

Detect Type - Select a detecting type for this WAN interface.
There are three ways Send ARP to Gateway, Send PING
and Send HTTP Request supported in the router.

Send Http Regquest w

Send AFFP to Gateway

Detect Interval (sec) - Assign an interval period of time for
each detecting. The minimum value is 3 and no limit for
maximum value.

No-Reply Count - Assign detecting times to ensure the

111 DrayTek



connection of the WAN. After passing the times you set in
this field and no reply received by the router, the connection
of WAN interface will be regarded as breaking down.

Detect Destination Host (IP or Domain Name) - Assign an
IP address or Domain name as a destination to be detected
whether the host is active (sending reply to the router) or not.
If not, the connection of WAN interface will be regarded as
breaking down. This function is available when Detect Type
is set with Send PING or Send Http Request.

Apply Click Apply to go back to the WAN Interface Configuration
page. To apply all settings, click Apply on the WAN Interface
Configuration page and reboot your router.

Reset Click this button to clear all the configurations for this page.

PPPoE with a DSL Modem Setup

Most DSL modem users will use this mode. All the local users can share one PPPoE

connection to access the Internet.

Static/DHCP Dz
Configuration Configuration

User Mame :

dray FPTF Local Address

Password : snes PPTF Subnet Mask :

Authentication PiP v PPTP Server Address

Service Name Always On Enable
PPROE IP Alias [ Enable

s 1442

IP Address Assignment Method (IPCP)

Fixed IP @& Mo (Dynamic P O Yes

Fixed IP Address

Connection Detection

Detact Interval 10

Mo-Reply Count : 2

Apply | Reset | Cancel

User Name Assign a specific valid user name provided by local ISP.
Password Assign a valid password provided by local ISP.
Authentication Select PAP, CHAP, MS-CHAP or MS-CHAP-V2 protocol

Service Name

PPPoE IP Alias

DrayTek

for PPP authentication according to the feature that your ISP

provided for widest compatibility. The default value is PAP.

The password will be encrypted in CHAP but not in PAP.
FAF w

ME_CHAP-VZ

Assign a service name required for some ISP services.

Set other IP addresses binding in this interface. You can set up
to 32 sets of IP alias settings. If you have typed addresses here,
you can see and choose it in later web page settings (e.g.,
Advanced >> NAT>>Port Redirection/DMZ Host).
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MTU

Fixed IP/Fixed IP Address

Detect Interval

No-Reply Count

Always On

Apply

Reset

Mean maximum transmission unit of one packet. The default
value is 1442.

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever
you request. In this case, you can fill in this IP address in the
Fixed IP field. Please contact your ISP before you want to use
this function. Click Yes to use this function and type in a fixed
IP address in the box of Fixed IP Address.

Assign an interval time for detecting if the WAN connection
is on or off.

Assign detecting times to ensure the connection of the WAN.
After passing the times you set in this field and no reply
received by the router, the connection of WAN interface will
be regarded as breaking down.

Click this button to make the connection of the WAN will be
always on.

Click Apply to go back to the WAN Interface Configuration
page. To apply all settings, click Apply on the WAN Interface
Configuration page and reboot your router.

Click this button to clear all the configurations for this page.

PPTP with a DSL Modem Setup

The service provider must provide the exact settings for this mode.

Static/DHCP
Configuration

UserMame dray

Passward : ssas
Authentication PALP
Service MNarme :
FFFGE IF Alias : Enable
MU 1442

IP Address Assignment Method {IPCP)
Fixed IF :

Fixed IP Address

Connection Detection

Detect Interval : 10

Mo-Reply Count ;. 2

User Name
Password

Authentication

Vigor3300V+ Series User’s Guide
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FPPTP Local Address : 172 16.99.5

FPTF Subnet Mask 25825500

PPTP Server Address 172.16.99.55

Always On Enable

@ Mo (Dynamic 1Py O Yes

Apply | Reset | Cancel

Assign a specific valid user name provided by local ISP.
Assign a valid password provided by local ISP.

Select PAP, CHAP, MS-CHAP or MS-CHAP-V?2 protocol
for PPP authentication according to the feature that your ISP
provided for widest compatibility. The default value is PAP.
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The password will be encrypted in CHAP but not in PAP.

FAF v
MS—-CHAP
HS—CHAP-V2Z

Service Name Assign a service name required for some ISP services.

PPTP Local Address Assign a local IP address.

PPTP Subnet Mask Assign a subnet mask value of IP address.

PPTP Remote Address Assign a remote IP address of PPTP server.

Detect Interval Assign an interval time for detecting if the WAN connection
is on or off.

No-Reply Count Assign detecting times to ensure the connection of the WAN.

After passing the times you set in this field and no reply
received by the router, the connection of WAN interface will
be regarded as breaking down.

Apply Click Apply to go back to the WAN Interface Configuration
page. To apply all settings, click Apply on the WAN Interface
Configuration page and reboot your router.

Reset Click this button to clear all the configurations for this page.

DMZ Configuration

In computer networks, a DMZ (De-Militarized Zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside public
network. It prevents outside users from getting direct access to company network. A DMZ is
an optional and more secure approach to a firewall and effectively acts as a proxy server as
well. In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to Web
sites or other companies accessible on the public network. The DMZ host then initializes
sessions for these requests on the public networks. However, the DMZ host is not able to
initiate a session back into the private network. It can only forward packets that have already
been requested. Users of the public network outside the company can access only the DMZ
host. The DMZ may typically also have the company’s Web pages so these could be
served to the outside world. If an outside user penetrated the DMZ host’s security, only the
Web pages will be corrupted but other company information would not be exposed.

The service provider must provide the exact settings for this mode.
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Static/DHCP
Configuration

IP Address :
Subnet Mask:

DMZ Host Type HAT Hode

Qutgaing Interface
DMZ Host IP List{Only Routing Mode)

1.
3
5.

7.

IP Address
Subnet Mask
DMZ Host Type

Outgoing Interface

DMZ Host IP List

Apply

Reset

4.2.2 Load Balance Policy

PPPOE/PPTP
Configuration

A|)|)Iy| Reset| Cancel

Set the private IP address of WAN interface.
Set the subnet mask value of WAN interface.
Choose NAT Mode or Routing Mode as the DMZ host type.

This setting is available when Routing Mode selected as DMZ
host type.

When DMZ Host type is set as Routing Mode, please type
the IP address here to be chosen in IP Alias in
Advanced>>NAT>>DMZ Host.

Click Apply to go back to the WAN Interface Configuration
page. To apply all settings, click Apply on the WAN Interface
Configuration page and reboot your router.

Click this button to clear all the configurations for this page.

Vigor3300V+ supports a load balancing function. It can assign traffic with protocol type, IP

address for specific host, a sub

net of hosts, and port range to be allocated in WAN interface.

User can assign traffic category and force it to go to dedicate network interface based on the

following web page setup. Vol
ports.

In the Network group, click th
page.

Vigor3300V+ Series User’s Guide

P and VPN traffic can also be assigned to specific WAN

e Load Balance Policy option. You will get the following
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Network - Load Balance Policy

e

Protocol Source IP

00000000 ®

Protocol
Source IP

Subnet Mask

Dest IP
Subnet Mask

Dest Port Start

Dest Port End

Network Interface
Strict Bind
Edit

Delete/Delete All

Dest Port  DestPort  Metwork

Subnet Mask DestIP Subnet Mask Start End Interface Strict Bind
1
Edit | Delete Delete All

Display the protocol used for this entry.
Display the source IP address specified for this entry.

Display the subnet mask address specified for the source IP of
this entry.

Display the destination IP address specified for this entry.

Display the subnet mask address specified for the destination
IP of this entry.

Display the start point specified in the Dest Port Range for
this entry.

Display the end point specified in the Dest Port Range for
this entry.

Display the interface specified for this entry.
Display the status of Strict Bind.

Click this button to open the edit page for adjusting the
settings.

Click this button to delete the selected setting or all settings. A
confirmation dialog box will appear. Click OK to delete this
entry from the Load Balance Policy table. In addition, click
Delete All in the Load Balance Policy page to delete all of 10
entries on this page.

To edit an entry, select it by clicking the radio button (from 1 to 10). Then click the Edit
button on the bottom to bring up the following Web page.

DrayTek
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Network - Load Balance Policy - Edit

1
Frotocal : ALL

Source [P f Subnet Mask
Dest P Subnet Mask:

Dest Port Range

Metwork Interface ; WAHL »
Strict Bind |
Protocol
Source IP/Subnet Mask
Dest IP/Subnet Mask
Dest Port Range

Network Interface

Strict Bind

Apply

Vigor3300V+ Series User’s Guide

Apply | Cancel

Select the desired protocol for the selected entry.
ALL v

TCE-UDF
TCFE

UDF
ICHE
FTFE
TFTE
HTTE
SMTE
POE3

Assign a source IP address and subnet of certain host in LAN
for applying load balance policy.

Assign a destination IP address and subnet of certain host in
LAN for applying load balance policy.

Assign a destination port number range. The port range is
from 1 to 65535. If you choose All as the protocol, you don’t
need to type any number here.

Select an interface (WAN1 to WAN4) to be forwarded to.

Packets fitting the above settings can be routed through the
selected interface only. Check this box to invoke this function.

Click Apply to save all configurations.
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4.2.3 Auto Load Balance

Because the network between China Telecom and China CNC are disconnected, such
function is designed to do auto load balance and separate the packets among China Telecom,
China CNC and other regions via different WAN interfaces. For example, if you check
WAN1 and WAN4 for China Telecom, packets belong to China Telecom will pass through
the specified WAN interfaces only; and load balance will be done between WAN1 and
WAN4.,

Network - Auto Load Balance

Auto Load Balance : (&) Disable O Enable
WAN1 WAN2 WAN3 WAN4
China Telecom: O O O O
China CNC : O O O O
Other Traffic : O [} [ |
Apply Cancel
Auto Load Balance Choose Enable to invoke the auto load balance function for
your devices.
China Telecom A telecom company.
China CNC A telecom company.
Other Traffic Regions that are not belonged to China Telecom and China
CNC.
Apply Click Apply to save all configurations.
4.2.4 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does is
to translate the packets from public IP address to private IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that
assigns private IP address to each local host.
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Network - LAN

IP Routing |

’—| DHCP Relay

Agent
IP Configuration
IP Address 192.168.1.1
Subnet Mask : 255.285.255.0
DHCP Server
Status ®Enable  ODisable O Relay Agent
Start IF 192.1658.1.10
End IP: 192.1658.1.254
Pritnary DRS :
Secondary DMS :
Lease Time (Min) : 1440

Gateway IP{Optianal) ;

Apply | Cancel

For LAN IP/DHCP

In the Vigor3300V+ router, there are some IP address settings for the LAN interface. The IP
address/subnet mask is for private users or NAT users. The IP address of the default gateway
on other local PCs should be set as the Vigor3300 Series’ server IP address. When the DSL
connection between the DSL and the ISP has been established, each local PC can directly
route to the Internet. The IP address/subnet mask can also be used to connect to other private
users (PCs). On this page you will see the private IP address defined in RFC-1918. Usually
we use the 192.168.1.0/24 subnet for the route.

IP Address Type the IP address for LAN/DHCP.
Subnet Mask Type the subnet mask for the LAN IP/DHCP.
Status Click Enable the DHCP server; click Disable to close DHCP

server; click Relay Agent to close DHCP sever and do the job
of DHCP server. Corresponding settings for Relay Agent can
be configured in the page of DHCP Relay Agent.

Start IP Set the starting IP address of the IP address pool for DHCP
server.

End IP Set the ending IP address of the IP address pool for DHCP
server.

Primary DNS Set the private IP address of the primary DNS.

Secondary DNS Set the private IP address of the secondary DNS.

Lease Time (Min) Set a lease time for the DHCP server. The time unit is minute.

Gateway IP (Optional) Set a gateway IP address for the DHCP server.
Click Apply to reboot the system and apply the settings.

Note: If both the Primary and Secondary DNS fields are left empty, the router will assign
its own IP Address to local users as a DNS proxy server and maintain a DNS cache. If the
IP address of a domain name is already in the DNS cache, the router will resolve the
domain name immediately. Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable) connection.
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For DHCP Relay Agent

This page allows users to specify which subnet that DHCP server is located the relay agent
should redirect the DHCP request to.

Network - LAN

LAM IR/DHCP | | IP Routing |

Relay Agent
WA Interface ©

DHCP Server [P Address

WAN Interface

WAN1 »

Apply | Cancel

Choose the WAN interface for applying relay agent.

DHCP Server IP Address  Type the IP address for the DHCP server.

For IP Routing

This page allows users to type in secondary IP address for connecting to a subnet. You can
set IP routing for each WAN interface respectively.

Network - LAN

o

O Disable

@ Disahle

@ Disahle

@ Disable

Apply | Cancel
Click Enable or Disable to activate or close the IP routing of
specific WAN interface.

Type an IP address for the WAN interface
(WAN1/WAN2/WAN3/WANA4).

Type the subnet mask for the WAN interface
(WANL/WAN2/WAN3/WAN4).

LaniPiDHoP [ PHGEEREY
WAN1
Status: & Enanle
IP Address: 10.1.1.3
Subnet Mask: 2852652550
WAN2
Status: O Enanle
IP Address:
Subnet Mask:
WAN3
Status: (Enahle
IP Address
Subnet Mask:
WAN4
Status: O Enable
IP Address:
Subnet Mask:

Status

IP Address

Subnet Mask

LAN Interface

DrayTek

Select a proper LAN interface for WAN interface
(WANL/WAN2/WAN3/WAN4).
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4.2.5 High Availability

The High Availability (HA) feature refers to the awareness of component failure and the
availability of backup resources. The complexity of HA is determined by the availability
needs and the tolerance of system interruptions. Systems, provides nearly full-time
availability, typically have redundant hardware and software that makes the system available
despite failures.

The high availability of the V3300 Series is designed to avoid single points-of-failure. When
failures occur, the failover process moves processing performed by the failed component (the
“Master”) to the backup component (the “Slave”). This process remains system-wide
resources, recovers partial of failed transactions, and restores the system to normal within a
matter of microseconds.

Take the following picture as an example. The left V3300 Series is regarded as Master
device, the right V3300 Series is regarded as Slave device. When Master V3300 Series is
broken down, the Slave device could replace the Master role to take over all jobs as soon as
possible. However, once the original Master is working again, the Slave would be changed to
original role to stand by.

Internet

" Slave Router Configuration

Master Router Configuration
LAM IP: 192.168.1.1
LAM MAC:00:50:7F:0A0B:01

High Availakility: Enable

Group Mumber * 1

Rola: Mastar

Virtual IP*2182,168.1.3

Virtual MAC:00-00-5E-00-01-01

LAMIP: 102, 166.1.21
LAM MAC:00:E0:7F0A0B:02

High Availakility: Enabla

Group Mumber * 1

Rolae: Slave

Virtual IP*2182.168.1.3

Virtual MAG:00-00-5E-00-01-01
S A

* Master and Slave have the sams group
number and virtual P

k% Wirtual MAC will be generated automatically
by assigned Group Mumbear

E

Host Metwork Configuration
{obtaimed via DHCP client):

IP:; 182.168.1.11
Subnet Mask: 255.285_2565.0
Crafault Gateway: 182.168.1.3

ARP Tabla:

1%2.168.1.3  00-00-5E-01-01-01
If Master Activated

182.168.1.1  00-00-5E-01-01-01
1%2.168.1.2 00-50-TF-DA-0B-D2
If Slave Activatad

182.168.1.1  00-50-TF-DA-0B-01
192.168.1.2  00-00-5E-01-01-01

E

Host Metwork Configuration
(ohtained via DHCP client):

IP:192.168.1.12
Subnet Mask: 255.255.255.0
Crafault Gateway: 192.166.1.3

ARP Tabla:

1%2.168.1.3  00-00-5E-01-01-01
If Master Activated

1%2.168.1.1  00-00-5E-01-01-01
192.168.1.2 00-50-TF-DA-0B-D2
If Slave Activated

192.168.1.1  00-50-TF-0A-0B-01
182.168.1.2 00-00-5E-01-01-01

In the Network group, click the High availability option.

High Availability
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Network - LAN - High Availability

802.10 Status

High Availahility:
Group Mumber:
Role:

“irtrual IF

Slave Status

High Availability

Group Number

Role
Virtual IP

Slave Status

Click Apply to reboot the system and apply the settings.

802.1Q Status

@ Disable O Enable

(Range: 1~255)

Mot sync.

Apply | Cancel

Disables or enables this function. When the master device
fails down, the slave device will take its work over.

Assign a group number. The range is from 1 to 255. PCs on
the same group (in LAN) can support for each other.

Select a role for this device as Master or Slave.

Assign an IP address as a virtual IP.

Display current status of slave device.

This page allows you to set High Availability for LAN ports (1 ~ 4) respectively.

Network - LAN - High Availability

Basic Status | |

LAN1

High Availability:
Group Number:
Role:

Virtrual IP
LAN3

High Availability:
Group Number:
Role:

Virtrual IP

High Availability

Group Number

Role
Virtual IP

Click Apply to reboot the system and apply the settings.

DrayTek

@ Disable Enable

(Range: 1~255)

@ Disable Enable

(Rangs: 1~255)

LAN2

High Availability:

Group Nurmber:

Role:

Virtrual IP

LAN4

High Availability:

Group Nurmber:

Role:

Virtrual IP

@ Disable O Enable

(Range: 1~255)

@ Disable O Enable

(Range: 1~255)

Apply Cancel

Disables or enables this function. When the master device
fails down, the slave device will take its work over.

Assign a group number. The range is from 1 to 255. PCs on
the same group (in LAN) can support for each other.

Select a role for this device as Master or Slave.

Assign an IP address as a virtual IP.
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4.2.6 RIP Configuration

The Routing Information Protocol (RIP) is a dynamic routing protocol used in local
and wide area networks. The routing information packet will be sent out by web
server or router periodically, and can be used to communicate with other routers. It
will calculate the number of network nodes on the route to ensure there is no
obstruction on the network routine. In addition, it will choose a correct route based
on the method of Distance Vector Routing and use the Bellman-Ford algorithm to
calculate the routing table.

RIP can update the routing table automatically and find a route to send packet. See the
following figure as an example:

B

Support RIP

WAN”

WAN1, WAN2Z, WAN3 or WAN4 M WAN1, WAN2, WAN3 or WAN4

i (0 _eeee  Suey

Support RIP " Support RIP ”

Suppose Vigor3300V+ A supports RIP on WAN1/WAN2/WAN3/WAN4, Vigor3300V+ B
supports RIP on WAN1 and WANZ2, and Vigor3300V+ C supports RIP on
WANI1/WAN2/WAN3/WANA4.

Vigor3300V+ B will tell 3300V+ A "if you want to send packets to Vigor3300V+ C, please
send it to me first", then Vigor3300V+ A will create a routing rule to forward packet that
destination is Vigor3300V+ C to Vigor3300V+ B.

In another direction, Vigor3300V+ C will do the same thing.

Network - RIP Configuration

O Disable & Enahle

Enahled Interface(s) : VAN 1

[ wian 2

[ wian 3

[ wean 4

Apply | Cancel

Enable/Disable Disables or enables this function.
Enabled Interface Check the interface to apply the RIP configuration.
Apply After finishing the configuration, please click this button to

invoke these settings.
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4.2.6 Bandwidth Management

This function is used to limit user bandwidth.

z Bandwicth Management K =, Genersl Setup
T2 Limit Session ML, Limitation Tabls

General Setup

This function allows users to configure general settings for bandwidth management. Click
Network >>Bandwidth Management and then choose General Setup. You will get the
following page.

Network - Bandwidth Management - General Setup

Lirnit Bandwidth : ® Disable O Enable
Default T limit : 1024 Khps
Default RX lirmit : 1024 Khps
Apply Cancel
Enable/Disable Disables or enables this function.
Default TX Limit Define the default speed of the upstream for each computer in
LAN. The default value is 1024.
Default RX limit Define the default speed of the downstream for each computer
in LAN. The default value is 1024.
Apply After finishing the configuration, please click this button to

invoke these settings.

Limitation Table

This function allows users to set limitation for bandwidth. Click Network >>Bandwidth
Management and then choose Limitation Table. You will get the following page.
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Network - Bandwidth Management - Limitation Table

# Start IP End IP TX Limit RX Limit
1@
2 0
3 0
& 0
5 O
5 O
70
g O
s O
m O
1
[Edit| Delete | Delete All
Start IP Display the start IP address of bandwidth.
End IP Display the End IP address of bandwidth.
TX Limit Display the size limit for the transmitted packets.
RX Limit Display the size limit for the received packets.
Edit Click this button to open the edit page for adjusting the
settings.
Delete/Delete All Click this button to delete the selected setting or all settings. A

confirmation dialog box will appear. Click OK to delete this
entry from the Load Balance Policy table. In addition, click
Delete All in the Load Balance Policy page to delete all of 10
entries on this page.

To edit an entry, select it by clicking the radio button (from 1 to 10). Then click the Edit
button on the bottom to bring up the following Web page.

Network - Bandwidth Management - Limitation Table - Edit

1

Start P ;

End P :

T Limit : khps
R Lirnit : Kops
Apply | Cancel
Start IP/End IP Assign the IP range for the bandwidth management.
TX Limit Define the limitation for the speed of the upstream. If you do

not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.
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RX Limit Define the limitation for the speed of the downstream. If you
do not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index.

Apply After finishing the configuration, please click this button to
invoke these settings.

4.2.7 Limit Session

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer)
applications (e.g., BitTorrent) always need many sessions for procession and they will
occupy over resources which might result in important accesses impacted. To solve the
problem, you can use limit session to limit the session procession for specified Hosts.

j Limit Se==ion h|-\'> General Setup

Wy Limittion Table

General Setup

This function allows users to configure general settings for limit session. Click Network
>>Limit Session and then choose General Setup. You will get the following page.

Network - Limit Session - General Setup

Limit Session ® Disable O Enable
Default Session Limit 1000
Apply Cancel
Enable/Disable Disables or enables this function.
Default Session Limit Defines the default session number used for each computer in
LAN.
Apply After finishing the configuration, please click this button to

invoke these settings.

Limitation Table

This function allows users to set limitation for limit session. Click Network >>Limit
Session and then choose Limitation Table. You will get the following page.
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Network - Limit Session - Limitation Table

# Start IP

© O o0 O 0 0 O 0 0@

Start IP
End IP
Session Number

Edit

Delete/Delete All

End IP Session Number
1
Edit | Delete Delete All

Display the start IP address.
Display the end IP address.
Display the session number.

Click this button to open the edit page for adjusting the
settings.

Click this button to delete the selected setting or all settings. A
confirmation dialog box will appear. Click OK to delete this
entry from the Load Balance Policy table. In addition, click
Delete All in the Load Balance Policy page to delete all of 10
entries on this page.

To edit an entry, select it by clicking the radio button (from 1 to 10). Then click the Edit
button on the bottom to bring up the following Web page.

Network - Limit Session - Limitation Table - Edit

1

StartIP:
EndIP:

Session Mumber :

Start IP
End IP

Session Number

Apply

Vigor3300V+ Series User’s Guide

Apply | Cancel

Assign the start IP address for limit session.
Assign the end IP address for limit session.

Assign the available session number for each host in the
specific range of IP addresses. If you do not set the session
number in this field, the system will use the default session
limit for the specific limitation you set for each index.

After finishing the configuration, please click this button to
invoke these settings.
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4.3 Advanced Setup

In the Advanced menu, there are several items offered here for you to adjust for the router.

Advanced

Static Route

MAT

RADIIS

Port Block

DORZ

Call Schedule
WAR Part Wirraring
LA&R Port Rirraring
LAk WLAR

SMMP

slllesdFdssdslild

SIF ALG

4.3.1 Static Route Setup

When you have several subnets in your LAN, sometimes a more effective and quicker way
for connection is the Static routes function rather than other methods. You may simply set
rules to forward data from one specified subnet to another specified subnet without the

presence of RIP.

This function allows users to assign static routing information. In the Advanced group,
choose Static Route. You will get the following page.

Advanced - Static Route

Network Interface

1
2
3
4
i
B
7
8
9

00| 0|02 02O

10

Network Interface
Destination IP
Gateway IP

Mask

Edit

DrayTek

Destination IP Gateway IP Mask

1

[Edit| Delete | Delete All

Display the network interface (LAN, WANL1, 2, 3 or 4).
Display the destination IP of the static route.

Display the gateway address of the static route.

Display the subnet mask of this route.

Allow users to edit the selected static route settings.
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Delete/Delete All Removes one or all the selected static route settings.
The system allows users to set up to 10 static routes for the router.

Edit the Static Route

To edit static route for certain item, select the radio button of the item and click Edit on the
bottom of the page. The following web page will be displayed:

Advanced - Static Route - Edit

1
Metwark Interface LAH »

Gateway [P

Destination P :

Subnet Mask: S24 W
Apply | Cancel

Network Interface Select a network interface as a destination to be sent. It
includes LAN, and WAN1~WAN4.

Gateway IP Assign an IP address of the gateway for the interface selected
above.

Destination IP Assign the IP address of the destination that data will be
transferred to. Packets ready to destination will be sent out
through the network interface chosen in this page.

Subnet Mask Assign a value of subnet mask for destination IP address.

Apply After finishing the configuration, please click this button to

invoke these settings.

Delete the Static Route

Select the radio button of the item that you want to delete and click Delete on the bottom of
the page. The following web page will be displayed:

Advanced - Static Route

# Network Interface Destination IP Gateway IP Mask
1 @& LAN 10.1.1.50 192.166.1.100 f24
2 0 Microsoft Internet Explorer E]

10 \? ) re yousure of delisting this item?

4 0

—

6§ O

T O

5 O

8 0

10O

1

Edit| Delete | Delete Al

Click OK to delete the entry in static route table.

Users can click Delete All to remove all entries in static route table.
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4.3.2 NAT Setup

NAT (Network Address Translation) is a method of mapping one or more IP addresses
and/or service ports into different specified services. It allows the internal IP addresses of
many computers on a LAN to be translated to one public address to save costs and resources
of multiple public IP addresses. It also plays a security role by obscuring the true IP
addresses of important machines from potential hackers on the Internet. The Vigor 3300
Series is NAT-enabled by default and gets one globally routable IP addresses from the ISP
by Static, PPPoE, or DHCP mechanism. The Vigor3300 Series assigns private network IP
addresses according to RFC-1918 protocol and translates the private network addresses to a
globally routable IP address so that local hosts can communicate with the router and access
the Internet.

Click Advanced >>NAT.

|Z| MAT M4, Port Redirection
Sy Addrezs Mapping
=y DI Host

?ﬁ Common Ports List

There are four functions that NAT provides — Port Redirection, Address Mapping, DMZ
Host and Common Ports List.

Port Redirection

Port Redirection means port forwarding. It may be used to expose internal servers to the
public domain or open a specific port to internal hosts. Internet hosts can use the WAN IP
address to access internal network services, such as FTP, WWW and etc. The internal FTP
server is running on the local host addressed as 192.168.1.2. When other users send this type
of request to your network through the Internet, the router will direct these requests to an
appropriate host inside. A user can also translate the port to another port by configuration.
For example, port number with 1024 can be transferred into IP address of 192.168.1.100 of
LAN. The packet is forwarded to a specific local host if the port number matches that
defined in the table.

Advanced - NAT - Port Redirection

Profile Public Port  Public Port Private Port  Private Port WAN

Comment  Protocol Private IP Public IP IP Alias

Status Start End Start End Interface
1 @ Enable Test TcP 88 120 192.168.1.89 92 124 Im;'ace WA
2 0
3 O
4 0
5 O
8 O
70
8 O
8 O
‘e
1
[Edit| Delete | Delete Al
Profile Status Display the status (enabled or disabled) of this profile.
Comment Display the name of the entry.
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Protocol

Public Port Start
Public Port End
Private IP
Private Port Start
Private Port End
Public IP

WAN Interface
IP Alias

Edit
Delete/Delete All

Display the protocol used for the entry.

Display the start point in the range of public port.
Display the end point in the range of public port.
Display the private IP used for this entry.

Display the start point in the range of private port.
Display the end point in the range of private port.
Display the channel used to perform port redirection.
Display the WAN interface of this profile.

Display the selected WAN IP address.

Allow users to edit the selected port redirection settings.

Removes one/all the selected port redirection settings.

To edit an item, click the radio button of the item that you want to modify. Then click Edit
on the bottom of the page to add a new rule entry or modify an existed rule entry.

Advanced - NAT - Port Redirection - Edit

1

Frofile Status ) Digable & Enakle

Comment Test

Protocol TCE v

Public Port Range: [ais] -|120
Frivate IP : 192.165.1.89

Private Port Range: g2 S|124
Public IP @wier Interface. O 1P Alias O ALL
WAN Interface WANL

IP Alias

Apply | Cancel

Profile Status Enable or disable this function.

Comment Assign a name for this entry. The maximum is 20 characters.

Protocol Assign the transport layer protocol with TCP or UDP.

Public Port Range Assign a port range from starting to end public port number.
The port range is from 1 to 65535.

Private IP Assign a local IP address to be transferred into.

Private Port Range Assign a port range from starting to end private port number.

Use IP Alias “Disable” option uses IP address of WAN interface, “Enable”
option uses IP alias addresses.

Public IP Determine which channel will be used to perform port
redirection (port forwarding)
Wan interface: port redirection will be done via WAN IP.
IP Alias: port redirection will be done via WAN IP alias.
ALL: port redirection will be done via WAN IP or WAN IP
alias.
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WAN Interface It is a pull-down window; user can select one specific WAN
interface.

IP Alias It is a pull-down window; user can select one specific IP
address assigned in IP Alias group of WAN interfaces.

Click Apply to reboot the system and apply the settings.

Note: The port forwarding function could redirect the Internet traffic, which has the
destination port within the public port range and has the same IP address as WAN Interface
or IP Alias that you set. Please redirect only the ports that you have to forward rather than
forward all ports. Otherwise, the intrinsic firewall type security of NAT facility will be
affected.

By the way, user can click Delete to remove one current existed NAT entry in the
Advanced — NAT - Port Redirection page and click Delete All to remove all entries.
Address Mapping

If you have a group of static IP addresses, then you can use the address-mapping feature to
multiple open ports hosts in the Vigor3300 Series of broadband security routers. The
following session will show you how to setup address-mapping feature.

In the Advanced group, move to NAT option and choose Address Mapping to get the
corresponding page.

Advanced - NAT - Address Mapping

# Protocol Public IP Private IP Mask
T @
2 0
30
4 0O
5 0O
8§ O
T O
8 0
8 0O
1m0
1
[Edit| | Delete | Delete All
Protocol Display the protocol used for this address mapping.
Public IP Display the public IP address selected for this entry.
Private IP Display the private IP set for this address mapping.
Mask Display the subnet mask selected fro this address mapping.
Edit Allow users to edit the selected address mapping settings.
Delete/Delete All Remove one/all the selected address mapping settings.

To edit an item, click the radio button of the item that you want to modify. Then click Edit
on the bottom of the page to add a new rule entry or modify an existed rule entry.
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Advanced - NAT - Address Mapping - Edit

1

Protocol TCP »

FublicIF : 10.1.1.100 »
Private IP: 20.1.1.1

Subnet Mask: 24 |»

Apply | Cancel

Protocol Select the transport layer protocol. It could be TCP, UDP, or
All for selection.

Public IP Select an IP address (the selections provided here are set in IP
Alias List of Network >>WAN interface). Local host can use
this IP to connect to Internet.

If you want to choose any on of the Public IP settings, you
must specify some IP addresses in the IP Alias List of the
Static/DHCP Configuration page first. If you did not type in
any IP address in the IP Alias List, the Public IP setting will
be empty in this field. When you click Apply, a message will
appear to inform you.

Private IP Assign an IP address or a subnet to be compared with the
source IP address for incoming packets.

Subnet Mask Select a value of subnet mask for private IP address.
Click Apply to reboot the system and apply the settings.

By the way, user can click Delete to remove one current existed NAT entry in the
Advanced — NAT — Address Mapping page and click Delete All to remove all entries.

DMZ Host

In computer networks, a DMZ (De-Militarized Zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside public
network. It prevents outside users from getting direct access to company network. A DMZ is
an optional and more secure approach to a firewall and effectively acts as a proxy server as
well. In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to Web
sites or other companies accessible on the public network. The DMZ host then initializes
sessions for these requests on the public networks. However, the DMZ host is not able to
initiate a session back into the private network. It can only forward packets that have already
been requested. Users of the public network outside the company can access only the DMZ
host. The DMZ may typically also have the company’s Web pages so these could be
served to the outside world. If an outside user penetrated the DMZ host’s security, only the
Web pages will be corrupted but other company information would not be exposed.
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Click Advanced >> NAT and choose DMZ Host to get the corresponding page.

Advanced - NAT - DMZ Host

) WAN Interface Private IP Use IP Alias IP Alias

1 @ WA 192168110 Disahle

10

310

s 0

5 0

8 O

70

5 0

s O

(]

1
WAN Interface Display the WAN interface chosen for this entry.
Private IP Display the private IP address of this entry.
Use IP Alias Display the activation status (enable or disable) of this DMZ
host.

IP Alias Display the WAN IP address.
Edit Allow users to edit the selected DMZ host settings.
Delete/Delete All Remove one/all the selected DMZ host settings.

To edit an item, click the radio button of the item that you want to modify. Then click Edit
on the bottom of the page to add a new rule entry or modify an existed rule entry.

Advanced - NAT - DMZ Host - Edit

1

WAN Interface : WAHNL »
Private [P 20.1.1.1
Use IF Alias @ Disable O Enable
IP Alias
M cancel
WAN Interface Select a WAN interface as the channel for DMZ host.
Private IP Assign an IP address of DMZ server to be permitted for
access from outside.
Use IP Alias Disable option uses WAN interface, Enable option uses IP
Alias addresses.
IP Alias Select an IP address which are set within the list of IP Alias
configured in Network >>WAN interface.
Apply Click Apply to reboot the system and apply the settings.

Common Ports List

This page lists common ports used in Internet. The information includes service/application,
protocol for that service and port number of that service.
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Advanced - NAT - Common Ports List

Service [ Application Protocol Port Number
File Transfer Pratocal (FTP) TCR 21
S5H Remate Login Protocol (ex poAnpihere) LUDP 22
Telnet TCP 23
Simple hail Transfer Protocol (SMTF) TCR 25
Domain Mame Server (DMNE) LIDF a3
WA Server (HTTF) TCR a0
Fost Office Protocol wer 3 (POP3) TCP 110
Metwark Mews Transfer Protocol (MRTRY TCR 115
Foint-to-Paoint Tunneling Protocal (PPTR) TCR 1723
peANYWHEREdata TGF 5631
peANYWHEREstat LDP 5632
WIRYIMG TCF 5900

4.3.3 RADIUS Setup

A RADIUS (Remote Authentication Dial-In User Service) is a security authentication
client/server protocol widely used by Internet service providers on other remote access
service. A RADIUS is the most common means of authenticating and authorizing dial-up
and tunneled network users. The built-in RADIUS client function allows you to extend the
remote dial-in user accounts to the RADIUS server. Your user accounts will not be limited
by built-in accounts (in VPN>>PPTP>>User Profile). It also lets you centralize remote
access authentication for network management.

Radius is a server for remote user authentication and accounting. Its primary use is for
Internet Service Providers, though it may as well be used on any network that needs a
centralized authentication and/or accounting service. A Radius supports a wide variety of
authentication schemes. A user supplies his authentication data to the server either directly
by answering the terminal server’s login/password prompts, or using PAP of CHAP
protocols.

The Vigor 3300V+ supports Radius client function. A user can configure some
authentication information to do an authentication with Radius server. In Vigor3300 Series,
it is only applied by VPN->PPTP function.

In the Advanced group, click the Radius option. You will get the following page.

Advanced - RADIUS

( Disable @ Enable
Senver IP Address 69.14.100.0
Destination Port : 1812
Shared Secret: sesee

Confirm Shared

Secret: seses

Interface LAN |w

Va1

WANZ Apply | Cancel

WAN3
WaN4
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Enable/Disable Click Disable to disable this function. Click Enable to
activate this function.

Server IP Address Assign an IP address of a Radius server.
Destination Port Assign a destination port number used for Radius function.
Shared Secret Assign a code for authentication to server. The RADIUS

server and client share a secret which is used to authenticate
the messages sent between them. Both sides must be
configured to use the same shared secret.

Confirm Shared Secret Confirm the code assigned in Shared Secret field.
Interface Select one specific WAN interface to be used.
Click Apply to reboot the system and apply the settings.

4.3.4 Port Block

The Port Block function provides a user to set lots of proprietary port numbers. Packets will
be dropped if destination ports (both TCP and UCP) of packets with these assigned port
numbers are on WAN and LAN. The advantage of this feature is to filter some unnecessary
packets or attacking packets on Internet environment or LAN network. Vigor3300 Series
supports ten port numbers to be blocked.

Click Advanced >> Port Block. You will get the following page.

Advanced - Port Block

Index Status Port Number

1. @ Disahle O Enable

2 @ Disahle O Enable

3. @ Disahle O Enable

4. @ Disable O Enable

& @ Disable O Enable

6 @ Digahle O Enable

T @ Digahle O Enable

8 @ Disable O Enable

g, (® Dizable O Enable

10 (® Disable (O Enable

Apply | Cancel

Index The number of each entry.
Status User can Disable or Enable this port to be blocked.
Port Number Assign a port number to be blocked in system.

Click Apply to finish this setting.

4.3.5 DDNS Setup

The Dynamic DNS function allows the router to update its online WAN IP address, which
assigned by ISP or other DHCP server to the specified Dynamic DNS server. Once the router
is online, you will be able to use the registered domain name to access the router or internal
virtual servers from the Internet. DDNS is more popular on dynamic IP users, who typically
receive dynamic, frequently-changing IP addresses from their service provider.
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Before you set up the Dynamic DNS function, you have to subscribe free domain names
from the Dynamic DNS service providers. The router provides up to ten accounts for the
function and supports the following providers: www.dynsns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.ddns.cn. You should visit their websites for
registering your own domain name on the router.

In the Advanced group, click DDNS option. You will get the following page.

Advanced - DDNS

H

Domain Name

L= L= s B L= (4 O O L N R

=

Domain Name
Service Provider
Service Type
Active

Status

Click Refresh to re-display the whole page information.

To modify DDNS setting, click an entry number to get into edit mode.

Server Provider
dyndns.org
dyndns.org
dyndns.org
dyndns.org
dyndns.org
dyndns.org
dyndns.org
dyndns.org
dyndns.org
dyndns.org

Display the domain name set for the entry.

Server Type
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic

dynamic

Active

Disahle
Disable
Disahle
Disahle
Disahle
Disahle
Disahle
Disahle
Disahle
Disahle

Status
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected

Mot Connected

Refresh

Display the service provider that supports DDNS.

Display the service type for the entry.

Display the activation status (disable or enable) for this entry.

Display the connection status of this entry.

Advanced - DDNS Setting

Status :
Interface :
Server Provider :
Server Type :
Domain Mame
Lagin Marme :
Login Password
Wild Card :
Backup M

Mail Extender

Status

Interface

Server Provider
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O Disable @ Enable
WAHL w

dyndn=.org {www.dyndns. org)

dynanic v
abe.dyndns.org
draytek
LLLLlLlL]L)

@ Disable O Enable
@ Disable O Enable

dray@draytek.com

-

Apply | Cancel

Click Disable to disable this function. Click Enable to
activate this function.

Select a specific interface for registering on DDNS server.
The Interface should be any WAN port on router.

Assign a provider name to support DDNS server. The
Vigor3300V+ supports several domain server providers as
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Server Type

Domain Name
Login Name
Login Password

Wild Card

Backup MX

Mail Extender

default.

~q LYW Ay =N
{www no—ip.com)
DtDHS (www.dtdns.com)
ChangelP . con {(wyw. changeip. com)
dynamic—nameserver [(wywy. dynanic-—-naneserver . com)
huagai . net (wyw. ddn=.cn)

3322 (wuw 3322 . org)

VigorDDNS {(www . vigorddns. com)

Strato {(wyw =strato.com)

Select Static, Dynamic or Custom type for this entry of
DDNS settings.

Assign a private domain name to be accessed.
Assign a name to login into DDNS server.
Assign a password to login into DDNS server.

If you want anything-here.yourhost.dyndns.org to work (EX.
To make things like www.yourhost.dyndns.org work), click
“Enable” to active this function.

MX stands for Mail Exchanger. Mail Exchangers are used for
directing mail to specific servers other than the one a
hostname points at.

Assign an email address.

Click Apply to finish these settings and return to previous page.

Note:

to you.

1. The Wildcard and Backup MX features are not supported for all Dynamic DNS
providers. You could get more detailed information from their websites.

2. Backup MX provides a secondary mail server to hold your e-mail if your main email
server go offline for any reason. Once you go back online, your email will be delivered

DrayTek
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4.3.6 Call Schedule Setup

These call schedule profiles will control the up or down time of the router’s dialer or
connection manager. In order to do the proper call schedule function, a user must have to
setup time function and arrange schedules for specified Internet access profile or
LAN-to-LAN profile. Vigor3300V+ supports lots of profiles for call schedule usage. Click
Advanced >> Call Schedule option. You will get the following page.

Advanced - Call Schedule

# Status Date & Time Action How often Week Option WAN

1 (& Enable 2006-4-18, 00:00 Farce On Once WA

10

3 0

4 0

5 O

e}

70

8 O

3 O

1m0

1
Delete | Delete All
Status Display the activation status (enable or disable) for this entry.
Date & Time Display the start date and time for this schedule.
Action Display the action that this schedule adopts.
How often Display the using frequency (once or specific day in a week)
of this schedule.
Week Option Display the specific day in a week if you choose Weekdays as
the How often setting.

WAN Display the WAN interface used for this entry.
Edit Allow users to edit the selected call schedule settings.
Delete/Delete All Remove one/all the selected call schedule settings.

Edit Call Schedule

To edit an item, click the radio button of the item that you want to modify. Then click Edit
on the bottom of the page to add a new rule entry or modify an existed rule entry.
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Advanced - Call Schedule - Edit

O Disahle @ Enable
Start Date :

Start Time

Action

Huowe often

2010 - |8 -8 (Year- Manth - Date )
il -|00 ( Hour : Minute )

O Force Down &) Force On

® onee O Weekdays

Monday || Tuesday | Wednesday | Thursday || Friday || Saturday || Sunday

Metwork Interface WANL »
Apply | Cancel

Enable/Disable Click Disable to disable this function. Click Enable to
activate this function.

Start Date Assign a date for starting this profile.

Start Time Assign a time for starting this profile.

Action Force down means to inactivate the Network Interface. Force
up means to activate the Network Interface.

How often Once means only for one time. Weekdays means that user
can select some weekdays to apply.

Network Interface Select one specific WAN interface to be applied.

Click Apply to finish this setting.

Delete Call Schedule

To delete an item, click the radio button of the item that you want to delete. Then click
Delete on the bottom of the page to remove the entry.

Advanced - Call Schedule

Status
@& Enable
@]
(o}
(]

1
3
3
4
5 O
[
7
8
9

oo

Q@

10

o}

Date & Time Action How often Week Option WAN
2000-1-26, 00:00 Farce On Once AN
Microsoft Internet Explorer gl

?(J Are you sure of deleting this ikem?
.

1

Edit| Delete | Delete All

Also, users can click Delete All to remove all entries in the table.

4.3.7 WAN Port Mirroring Setup

Vigor3300V+ supports port mirroring function in WAN interfaces. Generally speaking, this
function copies traffic from one or more specific ports to a target port. This mechanism helps
manager track the network errors or abnormal packets transmission without interrupting the
flow of data access the network. By the way, user can apply this function to monitor all
traffics which user needs to check.

DrayTek
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There are some advantages supported in this feature. Firstly, it is more economical without
other detecting equipments to be set up. Secondly, it may be able to view traffic on one or
more ports within a VLAN at the same time. Thirdly, it can transfer all data traffics to be
mirrored to one analyzer connect to the mirroring port. Last, it is more convenient and easy
to configure in user’s interface.

Click Advanced>>WAN Port Mirroring. You will see the following page.

Advanced - WAN Port Mirroring

O Disable & Enable

Mirraring Part Port 1 w
Mirrored Port{s) : Part1
Port2
POt
Port4
Apply | Cancel
Enable/Disable Click Disable to disable this function. Click Enable to
activate this function.
Mirroring Port Select a port to view traffic sent from mirrored ports.
Mirrored Port(s) Click which ports are necessary to be mirrored.

After finishing the settings, please click Apply.
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4.3.8 LAN Port Mirroring Setup

Port mirror can be applied for the users in LAN. It has the same mechanism like WAN port
mirroring.

Click Advanced >> LAN Port Mirroring.

Advanced - LAN Port Mirroring

O Disable @ Enable

Mirroring Port Port 3 [

Mirrored Pori(s) - Port1
Port2
Port 3
Port 4
Apply | Cancel
Enable/Disable Click Disable to disable this function. Click Enable to
activate this function.
Mirroring Port Select a port to view traffic sent from mirrored ports.
Mirrored Port(s) Click which ports are necessary to be mirrored.

After finishing the settings, please click Apply.

4.3.9 LAN VLAN Setup

Virtual LANs (VLANS) are logical, independent workgroups within a network. These
workgroups communicate as if they had a physical connection to the network. However,
VLANSs are not limited by the hardware constraints that physically connect traditional LAN
segments to a network. As a result, VLANSs allow the network manager to segment the
network with a logical, hierarchical structure. VLANSs can define a network by application or
department. For instance, in the enterprise, a company might create one VLAN for
multimedia users and another for e-mail users; or a company might have one VLAN for its
Engineering Department, another for its Marketing Department, and another for its guest
who can only use Internet not Intranet. VLANS can also be set up according to the
organization structure within a company. For example, the company president might have
his own VLAN, his executive staff might have a different VLAN, and the remaining
employees might have yet a different VLAN. VLANS can also set up according to different
company in the same building to save the money and reduce the device establishment.

This router supports Virtual LAN only in LAN site. User can select some ports to add into a
VLAN group. In one VLAN group, the port number can be single one or more.

The purpose of VLAN is to isolate traffic between different users and it can provide better
security application.
For Port Base VLAN

There are three VLAN settings offered here for you to configure. If you click Disable, no
configuration can be completed. Please choose Port Base VLAN to open the following

page.
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Advanced - LAN VLAN Setting

O Disable © Port Base VLAN O 80210 VLAN

| 80210 WLAN |

VLANO
VLAN1
VLANZ
VLAN3

P1-P4

VLAN 0-3

Apply
Reset

Vigor3300V+ Series User’s Guide

O0O0® =

P2 P3 P4
L L O
¥ O
O O
O ¥

A|)|)Iy| Reset| Cancel |

Check the box to make the computer connecting to the port
being grouped in the specified VLAN. Be aware that each port
can be grouped in different VLAN at the same time only if
you check the box. For example, if you check the boxes of
VLANO-P1 and VLAN1-P1, you can make P1 to be grouped
under VLANO and VLANL1 simultaneously.

This router allows you to set 4 groups of virtual LAN.
After finishing the settings, please click Apply.

In addition, you can click Reset to reset the VLAN setting as
default. A dialog will be prompted for you to ask confirmation.
Click OK.
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For 802.1Q VLAN

Another way to set VLAN is based on 802.1Q. Please choose 802.1Q VLAN to open the
following page. This page is available only for the PCs with certain network cards which
support 802.1Q VLAN feature. It is useless for general network cards.

Advanced - LAN VLAN Setting

(O Disable O PortBase VLAN () 802.1Q VLAN

PonBaseVLANl |
Group
Index Active Name VLAN ID

P1
1 [ |VLANA 5
2 [ |VLANG 6 O
3 [ |VLANT 7 O

4

Enable management port for P4
[ Enable packet forwarding between VLANS

Port Setting

P1 P2

Port VLANID |5 6

Active

Name

VLAN ID

Member

Frame Tag Operation

DrayTek

Member Frame Tag Operation
P2 P3 P4 P1 P2 P3 P4
() | [l Tntagged + || Tagged + || Tagged w
| Tagged || Tntagged + || Tagged w
F Tagged + || Tagged || Tntagged -
P3 P4

Apply| Reset| Cancel |

Check this box to activate the settings of this entry. If you
check the Management Port box below, Index 4 will be
unchangeable and locked. And, you have to set Port VLAN ID
for P4 previously before you check Management Port.

Specify the name for the four groups of VLAN.

Type a number used for identification on VLAN for your
computer. Later, you have to type the same ID number for
each PC which wants to be grouped within the same VLAN
group. In addition, if you type wrong ID number, the
following message will appear to warn you. Please type
correct number.

Microsoft Internet Explorer

By the way, if you don’t know how to configure a VLAN
setting on your computer, please refer to How to Check/Edit
VLAN ID on Your PC below for more detailed information.

To make the hosts (with the same VLAN ID) of different
ports communicating with each other, please check the port
box (P1 to P4) according to your necessity.

Basically, the default settings for tagged or untagged VLAN
will be shown automatically when you type VLAN ID/Name
and check the Active box. By the way, you can modify the tag
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operation for each VLAN in this page for obtaining proper
control. Use the drop down list to choose a tag operation for
each port.

Tagged — All the computers behind that port must support
VLAN and are tagged with certain VLAN groups with
specified 1D numbers.

Untagged - All the computers behind that port do not support
VLAN feature.

Note: It is recommended to group computers that do not
support VLAN feature or support VLAN feature but their
Untagged VLAN settings are checked in one port with
untagged. This device will tag proper port VLAN ID for
untagged PC respectively for making them communicating
with the router.

Enable Management Port It can help users to communicate with router still even though

for P4 configuring the wrong setting in the 802.1Q VLAN tag. The
management port will lock index 4. We recommend that users
enable the management port to fix the fourth VLAN settings
unless users want to use the fourth VLAN and ensure the
settings are correct. You have to set Port VLAN ID for P4
previously before you check this box.

Enable packet forwarding Packets can be transmitted and forwarded among VLAN
between VLANSs groups if this box is checked. In default, it is unchecked.

Port VALN ID Type the ID for each port used for identification on VLAN.
When the tag operation for each port (representing for
different computers connected to this router) is marked by
untagged, to avoid conflict occurred, the system will apply the
ID listed in these boxes automatically for each port (P1 to P4)
to ensure proper and correct network operation.

4.3.10 SNMP

The Simple Network Management Protocol (SNMP) is an application layer protocol that
facilitates the exchange of management information between network devices. There is a set
of protocols for managing complex networks. SNMP works by sending messages, called
protocol data units (PDUs), to different parts of a network. SNMP enables network
administrators to manage network performance, find and solve network problems, and plan
for network growth.

A SNMP-managed network consists of three key components, managed devices, agents,
and network-management systems (NMSs).

A managed device is a network node that contains an SNMP agent and that resides in a
managed network. Managed devices collect and store management information and make
this information available to NMSs by using SNMP. Managed devices, sometimes called
network elements, can be routers and access servers, switches and bridges, computers hosts,
or printers.

This function is to define a community string name. An agent is a network-management
software module that resides in a managed device. An agent has local knowledge of
management information and translates that information into a form compatible with SNMP.

An NMS executes applications that monitor and control managed devices. NMSs provide the
bulk of the processing and memory resources required for network management. One or
more NMSs must exist on any managed network.
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There are two items for SNMP — SNMP Community and SNMP Traps.

SNMP Community

In general, NMSs in the community exist within the same administrative domain.

Advanced - SNMP - SNMP Community

# Community Host/mask Max Access
1 @ public Read only
10
310
10
5 O
& 0
70
e 0O
2 0
10 O
1
Delete | Delete All
Community Display the community string used for the specified entry.
Host/mask Display the mask address for the host.
Max Access Display the authority (read only or read/write)for this entry.
Edit Allow users to edit the selected SNMP community settings.
Delete/Delete All Remove one/all the selected SNMP community settings. A
dialog will be prompted for you to ask confirmation. Click
OK.

To edit an item, click the radio button of the item that you want to modify. Then click Edit
on the bottom of the page to add a new rule entry or modify an existed rule entry.

Advanced - SNMP - SNMP Community - Edit

1

Comrmunity public
Host'mask:
Max Access : @ Read only O Readiwrite
Apply | Cancel
Community Type the community string (e.g., public) for SNMP.
Host/mask Assign a value of subnet mask for host IP address.
Max Access Select the authority as Read only or Read/Write.
Read only means user only can monitor managed devices.
Read/Write means user can control managed devices
including change the values of variable stored within managed
devices.
Apply Click Apply to save this setting and return the previous page.
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To delete an item, click the radio button of the item that you want to delete. Then click
Delete on the bottom of the page to remove the entry. A dialog will be prompted for you to
ask confirmation. Click OK.

SNMP Traps

In managed network by SNMP protocol, agent will send a specific packet as an attention for
administrator, called Trap. Trap is the only PDU(Protocol data unit) sent by an agent on its
own initiative. It is used to notify the management station of an unusual event that may
demand further attention (like a link down).

Choose SNMP Traps option to see the following page.

EMS - SNMP Traps

# Trap Server Trap Community Trap server port
1@
2 0
i 0O
4 0
5 O
8 O
T O
g 0O
8 0
10 O
1
[Edit| Delete | Delete Al
Trap Server Display the IP address of the trap server.
Trap Community Display the community string of the trap server.
Trap server port Display the port number used for the trap server.
Edit Allow users to edit the selected SNMP traps settings.
Delete/Delete All Remove one/all the selected SNMP traps settings. A dialog

will be prompted for you to ask confirmation. Click OK.

To edit an item, click the radio button of the item that you want to modify. Then click Edit
on the bottom of the page to add a new rule entry or modify an existed rule entry.

EMS - SNMP Traps - Edit

1

Trap serer 192.168.1.100

Trap cornmunity : public

Trap serer port 2045

Apply | Cancel

Trap server Assign an IP address of trap server.
Trap community Assign a community string for Trap packet using.
Trap server port Assign a port number for Trap server using.
Apply Click Apply to save this setting and return the previous page.
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4.3.11 SIP ALG

This page allows you to configure settings to make SIP message and RTP packets of voice
being transmitting and receiving correctly via NAT by Vigor3300V+ while using VVolP

function with SIP protocol.

Advanced - SIP Application-level gateway

O Dizable @ Enable

SIP listen port: S0ED

RTP port start: 7070

Allow registrations: @ Anyone

Timeoutfor an RTF stream: 300

Default expires: 600

VolIP Port Setting

walP SIF local port: a060

Disable / Enable
SIP listen port
RTP port start

Allow registrations

Timeout for an RTP stream

Default expires

VoIP SIP local port

Apply

DrayTek

O Register from: i

Seconds

Seconds

Apply | Cancel

Click Enable to enable the SIP ALG function.

Set the listen incoming SIP message port (range: 1~65535).
Set the starting value of RTP port range used by SIP ALG
(range: 1~65535).

For example, if you set 7070 as RTP port start value, the SIP

ALG will use 7070 (including 7070) and port value after for
RTP transmission.

Limit the registration condition for the clients in LAN.

Anyone — All the SIP devices under NAT can finish the
registration through SIP ALG.

Register from - Specify a network segment for registration.
Only the IP addresses within the same segment are allowed to
do registration.

If there is no data transmitted within the time, such RTP
stream will be discarded.

Set the expire time for SIP ALG to send out SIP message.

Type the port number for SIP protocol for VoIP. The default
value is 5060.

Click Apply to save the setting and go to System — Reboot to
reboot the device for activating the setting.
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4.4 Firewall Setup

The firewall controls the allowance and denial of packets through the router. The
Firewall Setup in the Vigor 3300 Series mainly consists of packet filtering, Denial of
Service (DoS) and URL (Universal Resource Locator) content filtering facilities. These
firewall filters help to protect your local network against attack from outsiders. A firewall
also provides a way of restricting users on the local network from accessing inappropriate
Internet content and can filter out specific packets, which may trigger unexpected outgoing
connection such as a Trojan.

The following sections will explain how to configure the Firewall. Users can select General
Setup, IP Filter, DoS and URL Filter options from Firewall menu. The DoS facility can
detect and mitigate the DoS attacks. The URL Filter can block inappropriate websites for

SME.
Firewall Firewall
=] IP Fiter Ml General Setup f2] IP Fitter v
=iy Dos Sy Group Table =y Do
Z URL Fitter 4 j LRL Fitter M=, General Setup
=iy Bind P to mac = Bind P to hAC =, Licenze
=y IMPZP Blocking =y IMPLP Blocking ‘
4.4.1 IP Filter

First, you should create at least one Group in the IP Filter >> Group Table. Then you can
enable the Data Filter and select a Start Filter Group in General Setup. The following
sections explain IP Filter functions with details.

General Setup

The page allows you to set general settings such as enabling the data filter function and
choosing proper filter group.

Firewall - General Setup

Data Filter : O Disable & Enable

Start Filter Group : Pa=s +

Apply | Cancel
Data Filter Disable or Enable the firewall function. This firewall can
only be enabled if at least one filter group exists. The default
is Disable.
Start Filter Group Default group names provided here are Pass and Block. Select

the first filter group to begin filtering mechanism. The group
in this list must exist and had been pre-configured. The system
provides three types of filter for you to choose in default. The
available settings provided here can be added or edited in
Firewall>>IP Filter>>Group Table.
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Group Table

Group Table allows you to set definitions for different groups of the filters that will be
applied for the function of IP filter.

Firewall - IP Filter - Group Table

Index
@® 1
@] z

Index

Group Name
Next Group
Comment
Add

Edit

Delete

IP Filter Group Table

Group Name Next Group Comment
Pass Block Group for pass rules

Block none Group for block rules

(Add | Edit| Delete

Allow you to change current IP filter table or add new rule for
current group. Click the number link to get into the IP filter
table page for editing.

Display the group name.

Display next group name.

Display the notice for current group.
Allow you to add a new IP filter table.
Allow you to edit selected IP filter table.

Allow you to delete selected IP filter table configuration. If
this entry is assigned as the started filter group already, it
cannot be deleted.

To add a new group, please click Add on the Group Table page to access into the following
page. In this page, you can type in new group name and decide the next group name. Also,
you can type in your comment for such group. After you click Apply, the new group will be
added and you will see it from the drop down menu of Start Filter Group.

Firewall - IP Filter Table

Group Name ;
Mext Group MName ;

Comment :

Group Name
Next Group Name

Comment

Apply Cancel

Type in the name of the group.
Select next group to filter packets.

Type in your comment or description for the group.

To edit a selected group, please click the number link to open the following page. You can
change the next group name and modify the comment for your necessity. When you finish
the modification, simply click Apply.

DrayTek
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Firewall - IP Filter Table

Group Mame
Mext Group Mame :

Comiment :

Block

Group for pass rules

Add Rule | Apply |

Cancel

Besides, you can add new filter rule for the group. On the edit page of IP Filter Table, click

the Add Rule button. The following page will be shown.

Firewall - IP Filter - Add Filter Rule

Filter Condition

Active

Comment

Source

Destination :

Group Mame
Frotocal :
Direction
Fragment :
Action
Block ar Pass

Mext Group Mame

Comment

Source IP

Subnet Mask

Source Port

Vigor3300V+ Series User’s Guide

Filter -1|

IP:

192 168.1.77

Subnet Mask:|255 255.0.0

Fort:

IP:

betwesn v ||100 - [200

101177

Subnet Mask || 255 266.0.0

Port:

betwesn v |[100 - [200

any protocol v
WAN to LaH v

do not care v

Block immediately ~

none %

Apply Cancel

Type the name for the rule.

It means the source IP address. Placing the symbol “!” before
a particular IP address will prevent this rule from being
applied to that IP address. It is equal to the logical NOT
operator.

It means the subnet mask for the source IP.

It means the port for the source IP. Type the values in the
boxes of start port and end port. As for the operators
Port: between

between

If the Start Port column is empty, the Start Port and the End
Port column will be ignored. The filter rule will filter out any
port number.

(=) - If the End Port column is empty, the filter rule will set
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Destination IP

Destination Mask
Destination Port
Group Name

Protocol

Direction

Fragments

Block or Pass

DrayTek

the port number to be the value of the Start Port column.
Otherwise, the port number ranges from the Start Port to the
End Port including the Start Port and the End Port.

(!=) - If the End Port column is empty, the port number is not
equal to the value of the Start Port column. Otherwise, this
port number is not between the Start Port and the End Port
including the Start Port and End Port.

(>) - Specifies the port number is larger than or equal to the
Start Port.

(<) - Specifies the port number is less than or equal to the
Start Port.

Between - Specifies the port number is between the Start
Port and End Port.

It means the destination IP address for this filter rule. Placing
the symbol “!” before a particular IP address will prevent this
rule from being applied to that IP address. It is equal to the
logical NOT operator.

It means the subnet mask for the destination IP.
It means the port for the destination IP.
It means the filter group for the current rule.

It is the protocol(s) for this filter rule.
Frotocal : any protocol v

The direction of packet flow VPN In is for incoming packets.
VPN Out is for outgoing packets, and Any is for both
directions.

VEH Out
Anvy

It is the response to fragmented packets. There are three
options as below.

Fragment : do not care w

unfragmnent
fragment

Do not care - Specifies no fragment options.
Unfragment - Applies the rule to unfragment packets.
Fragmented - Applies the rule to fragmented packets.

The action to be taken when packets match the rule. There are
four options:

152 Vigor3300V+ Series User's Guide



Next Group Name

Apply

Block or Fass : Block immediatelwy w

Block inmedintely RS
Fa=z=s immediately
Block 1f no further match

Fazz if no further match
Block immediately - Block the packet immediately.
Pass immediately - Pass the packet immediately.
Block if no further match - means to locks the packet if no
further rules are matched.

Pass if no further match - means to passes the packet if no
further rules are matched.

Note: It is recommended placing pass rules in “pass” group
and block ones be in “block” group.

It indicates the next filter group. If the option Block if no
further match or Pass if no further match of Block or Pass
parameter is selected, the unmatched packets will be
compared with rules in Next Group. The option None must
be chosen while Block or Pass is selected as Block or Pass.

Click this button to return to IP Filter Table setting page. The
new added rule information will be displayed on this page too.
Refer to the following graphic.

Firewall - IP Filter Table

Group Mame :

Mext Group Marme ;

Cormment: Skip this group
Add Rule | Apply | Cancel
IP Filter Table

Index SourcelP Subnet Mask Port Des‘:g‘““’“ SubnetMask Port Protocol Direction  Block  Active

LAM 1o Block
® 1 192 16831 2852552550 130 192168.3.58 2552552550 130 TCP LAN et
Edit Rule Delete Rule |

4.4.2 DoS

The DoS function helps to detect and mitigates DoS attacks. These include flooding-type
attacks and vulnerability attacks. Flooding-type attacks attempt to use up all your system's
resources while vulnerability attacks try to paralyze the system by offending the
vulnerabilities of the protocol or operation system.

In the Firewall group, click the DOS option. You will see the following page. The DoS
Defense Engine inspects each incoming packet against the attack signature database. Any
packet that may paralyze the host in the security zone is blocked. The DoS Defense Engine
also monitors traffic behavior. Any anomalous situation violating the DoS configuration is
reported and the attack is mitigated.
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Firewall - DoS

CJEnable M flaod defense :
ClEnable UDP flond defense :
[CJEnable ICMP flond defense:
[CJEnable Part Scan detection :
[BlockIP options

[IBlock Land

CIBlock Smurf

[OBlock trace route

[IBlock SN fragment

[CBiock Fraggle Attack

DoS Defense

Enable SYN Flood Defense

Enable UDP Flood Defense

Enable ICMP Flood
Defense

Enable Port Scan Detection

Enable Block IP Options

Enable Block Land

DrayTek

Threshold: Packets/zec Tirneout: sec
Threshald: Packets/sec Timeout: sec
Threshold: Packets/sec Tirneout: SEC
Threshold: Packets/sec

[IBlock TCP flag scan
[ Block Tear Drop

[ Block Ping of Death
[JBlack ICMP fragment

[ Black Unknown Pratocal

Apply Cancel

Enables or disables the DoS Defense function. The default
value is Disable.

Activates the SYN flood defense function. If the amount of
TCP SYN packets from the Internet exceeds the user-defined
threshold value, the router will be forced to randomly discard
the subsequent TCP SYN packets within the user-defined
timeout period. The default setting for threshold and timeout
are 300 packets per second and 10 seconds, respectively.

Activates the UDP flood defense function. If the amount of
UDP packets from the Internet exceeds the user-defined
threshold value, the router will be forced to randomly discard
the subsequent UDP packets within the user-defined timeout
period. The default setting for threshold and timeout are 300
packets per second and 10 seconds, respectively.

Activates the ICMP flood defense function. If the amount of
ICMP echo requests from the Internet exceeds the
user-defined threshold value, the router will discard the
subsequent echo requests within the user-defined timeout
period. The default setting for threshold and timeout are 300
packets per second and 10 seconds, respectively.

Activates the Port Scan detection function. Port scan sends
packets with different port numbers to find available services,
which respond. The router will identify it and report a warning
message if the port scanning rate in packets per second
exceeds the user-defined threshold value. The default
threshold is 300 pps (packets per second).

Activates the Block IP options function. The router will ignore
any IP packets with IP option field appearing in the datagram
header.

Activates the Block Land function. A Land attack occurs
when an attacker sends spoofed SYN packets with
identical source address, destination addresses and port
number as those of the victim.
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Enable Block Smurf Activates the Block Smurf function. The router will reject any
ICMP echo request destined for the broadcast address.

Enable Block Trace Route Activates the Block trace route function. The router will not
forward any trace route packets.

Enable Block SYN Activates the Block SYN fragment function. Any packets
Fragment having the SYN flag and fragmented bit sets will be dropped.
Enable Block Fraggle Activates the Block fraggle Attack function. Any broadcast
Attack UDP packets received from the Internet are blocked.

Enable TCP Flag Scan Activates the Block TCP flag scan function. Any TCP packet
with an anomalous flag setting is dropped. These scanning
activities include no flag scan, FIN without ACK scan, SYN
FIN scan, Xmas scan and full Xmas scan.

Enable Tear Drop Activates the Block Tear Drop function. This attack involves
the perpetrator sending overlapping packets to the target hosts
so that target host will hang once they re-construct the packets.
The routers will block any packets resembling this attacking
activity.

Enable Ping of Death Activates the Block Ping of Death function. Many machines
may crash when receiving an ICMP datagram that exceeds the
maximum length. The router will block any fragmented ICMP
packets with a length greater than 1024 octets.

Enable Block ICMP Activates the Block ICMP fragment function. Any ICMP
Fragment packets with fragmented bit sets are dropped.

Enable Block Unknown Activates the Block Unknown Protocol function. The router
Protocol will block any packets with unknown protocol types.

Click Apply to apply the settings when you finish the configuration.

4.4.3 URL Filter

The Internet contains a wide range of offenses or illegal materials. Unlike traditional media,
the Internet does not have any obvious tools to segregate materials based on URL strings or
content. URL content filtering systems are seen as tools that would provide the cyberspace
equivalent of the physical separations that are used to limit access to particular materials. By
rating a site as objectionable, and refusing to display it on user's browser, URL content filter
can prevent employee on SME from accessing inappropriate Internet resources.

Instead of traditional firewall inspects packets based on the fields of TCP/IP headers, the
URL content filter checks the URL strings or the payload of TCP/IP packets.

-lolx]
|

Bﬁuik - F;%;Id v R%&d %%5% |4¢ hﬂp:."."\w.l.r'\:.r'.clra:,ltek.com.w.f."Rq j &Semh‘ lP:n:Jﬁ v

/7§ Home | ﬁBnoknm’ks 4 The Mozilla Organization _g# Latest Builds

-

The URL content filter in the series of broadband security routers inspects every URL string
in the HTTP request. If the entire or part of the URL string (for instance,
http://www.draytek.com, as shown above) matches any activated rule, the first and the
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following associate HTTP request will be blocked. The system will discard any request,
which tries to retrieve the malicious code.

Notice that you must clear your browser cache first so that the URL content filter operates
properly on a Web page that you visited before.

First, you should create at least one Group in the IP Filter >> URL Filter. Then you can
enable the Data Filter and select a Start Filter Group in General Setup. The following
sections explain IP Filter functions with details.

URL Filter — General Setup

The URL content filter consists of the following functions: URL Access Control, Content
Filter, Restrict Web Feature and Filter Schedule.

e URL Access Control

The URL Access Control controls Web site access by inspecting the URL string against
user-defined keywords. In the Firewall group, click the URL Filter option. You will see the
following page.

Firewall - URL Filter

() Disable G)Enable

) Festrict Web
| Content Filter | Eeaiiue

Access Control by Keyword

Filter Schedule

&) Block websites with matching keywwords O Allowe websites with matching keyviwords

Kennwiord: Add | E(Iil| Deletel

Fenwrord List:
ganbling

Block Direct IP Web Access

[ Block Direct IP Weh Access

Exception List

Enable Exception List

IP Address Subnet Mask: Add
Edit Delete
Exception List:
Apply | Cancel
Enable/Disable Disable or Enable URL Filter function.
Keyword The keyword(s) used to filter URLs. Keywords can be partial

words or complete URLs. The router will reject any Website
which whole or partial URL matches any keywords.

Keyword List The list of keywords.
Block Direct IP Web Deny any Web surfing activity that directly uses an IP
Access address.
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Enable Exception List

IP Address
Subnet Mask

Exception List

e Content Filter

Click it to allow specified IP addresses or subnets to be passed
through.

The allowed IP address.
The allowed subnet mask of IP address.

The list of IP addresses where content filter rules are not
applied.

Content Filter can help to avoid your employees accessing into improper websites and
affecting the work efficiency; protect your children from viewing inappropriate websites and
accessing chat rooms; and monitor and control web access from all computers connected to

your router.

Firewall - URL Filter

CDisable & Enable

URL Access
Control

Access Control by Category

Restrict Web
Feature

Filter Schedule

ContentFilter O Disable & Enable

Permitted Categories List Forbidden Categories List

Advertizement & Pop-lUps ~
Aloohol & Tobacco

Anonynizers
Arts
Botnets
Business
Chat

Child Abuse Images

Conpronised

Computers & Technology b

URL

Esxception URL List

Option w |  Add Edit | Delete

Examples of URL:

“wiiy.abe org" all items under this host and the host itself will be considered
“wiiy. abe orgfdirect™ all items under this host's particular directory, excluding the directony itself, will be considered
“wwnn. abe.0rg/page.htm” anly this particular item (page or file) will be considered.

Server

Permitted Categories List

Forbidden Categories List

URL
Option
Exception URL List

Apply | Cancel

Enable or Disable Content Filter.

The permitted categories are obtained from the selected a
server.

The forbidden categories are obtained from the selected a
server.

The URL domain name.
Allow or Deny the selected URL.
The list of filtered URLSs.

e Restrict Web Feature

This feature blocks malicious codes hidden in Web pages, such as Java Applet, Active X,
Cookies, Proxy, compressed files, and executable files. It is also able to block all downloads
of multimedia files from Web pages in order to control the bandwidth usage.
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Malicious code may be embedded in some executable objects, such as ActiveX, Java Applet,
compressed files, executable files, Proxy, and Multimedia. For example, an ActiveX object
with malicious code may gain unlimited access to the system.

Firewall - URL Filter

() Disable & Enable

Content Filter | | Filter Schedule

URL Access
Control

[ava

[ Activex

DCompressed Files
[ cookies

[ Execution Files
DProxy

[ Muttimedia Files

Apply | Cancel
Java Activates the Block Java object function. The router will
discard Java objects from the Internet.
ActiveX Activates the Block ActiveX object function. The router will
discard ActiveX object from the Internet.
Compressed Files Activates the Block Compressed file function to prevent from

downloading of any compressed file. These following types of
compressed files are blocked by the router.
.zip / .rar /.arj /.ace / .cab /.sit

Execution Files Activates the Block Executable file function to prevent from
downloading of any executable file. The following types of
executable files are blocked by the router.

.exe /.com /.scr /.pif /.bas /.bat /.inf / .reg

Cookie Activates the Block Cookie function. Cookies are used by
many websites to create “stateful” sessions for tracking
Internet users, which would violate the users’ privacy. The
router will filter out all cookies-related transmissions.

Proxy Activates the Block Proxy function. The router will filter out
all proxy-related transmissions.

Multimedia Files Activates the Block Multimedia function. The router will filter
out multimedia from any website.
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e Filter Schedule

Filter Schedule function controls what times the URL content filter should be active. It can
specify what times the URL content filtering facility should be active.

Firewall - URL Filter

C Disable & Enable

URL Access

cantral Content Filter

REstrict Weh
Feature

OAIways Black

® Block only at
8 (RN 0 -
Dray of Wieek :
Oanpays CJsun MMon I Tue [iwed MThy MFri [sat
Apply | Cancel
Always Block The URL content filtering facility is always active.
Block only at The URL content filtering facility is active during the

specified times from H1:M1 to H2:M2 in one day, where H1
and H2 indicate the hours and M1 and M2 represent the
minutes.

Day of Week - The URL content filtering facility is active
during the specified days of the week. The default value is
8:00 to 18:00 from Monday to Friday.

e Warning Page

After the configuration of URL Filter is configured properly, an alert page will appear in the
browser when an HTTP request is denied. Refer to the following graphic.

%% HTTP 420 CF Blocked - Mozilla o =]
File Edit Wiew Go Bookmarks Tools Window  Help

@« % ] hitp e wehite hemss comm/ = Search| =% -

Einck Forward  Reload é%p [ & nttitv hitehose.co =] g Searh| Print

<% Home | ‘Q!Elnnkmarks lThe Miozilla Organization _‘Lates‘t Builds

» What's Related

» Beanch
- Bookmarks :
Add.. Manage | Search.. 4

Hame |
(5 Personal Toolbar Folder

The requested Web page is denied by system administrator.

Please contact with the administrator for further information.

[ Moezilla Froject

[y Imported IE Favorites

» History |

2 2 | Dome | =i =

URL Filter — License

Display the corresponding information for the WCF license. Click auth.draytek.com to
authenticate the license and activate the WCF service.

Vigor3300V+ Series User's Guide 159 Dray Tek




Firewall - URL Filter License

IMFC:

Serial Mumber:

Start Date

Expire Date :

Activate URL auth.craytek.com

4.4.4 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

Firewall - Bind IP to MAC

O Enable & Disable O Strict Bind
Mote: If choose Strict Bind, all IPs not bind to MAC cannot gain access to internet.

ARF Table |Select &1 | Sort | Refresh | IP Bind List |Select &1 | Sort |

IFP Addre== Mac Address Index IFP Address Hac Address

192 168.1.10 00:0E:A6:2A4 D5 AT
Add and Edit
IF Address
Mac Address

Add | Edit Remove
Apply Cancel
Enable Click this radio button to invoke this function. However, IPPMAC

which is not listed in IP Bind List also can connect to Internet.

Disable Click this radio button to disable this function. All the settings on

this page will be invalid.

Strict Bind Click this radio button to block the connection of the IP/MAC

which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The information

for IP and MAC will be displayed in this field. Each pair of IP
and MAC address listed in ARP table can be selected and added
to IP Bind List by clicking Add below.

Add and Edit IP Address - Type the IP address that will be used for the

DrayTek

specified MAC address.
Mac Address - Type the MAC address that is used to bind with
the assigned IP address.
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Refresh It is used to refresh the ARP table. When there is one new PC
added to the LAN, you can click this link to obtain the newly
ARP table information.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Edit It allows you to edit and modify the selected IP address and MAC

address that you create before.

Remove You can remove any item listed in IP Bind List. Simply click
and select the one, and click Remove. The selected item will be
removed from the IP Bind List.

Note: Before you select Strict Bind, you have to bind one set of IP/MAC address for one
PC. If not, no one of the PCs can access into Internet. And the web configurator of the router
might not be accessed.

4.4.5 IM/P2P Blocking

IM Blocking means instant messenger blocking. P2P is the short name of peer to peer. You
will see a list of common P2P applications. You can define blocking rules (such as specified
an IP address for passing through or blocking) for IM (Instant Messenger)/P2P (Peer to Peer)
application.

Firewall - IM/P2P Blocking

“He

Source IP Subnet Mask Action Option

000000000 ®

1

i Delete Delete All

To edit IM/P2P blocking rule, please choose one of the radio buttons under “#” and click
Edit. The following page will be shown automatically.
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Firewall - IM/P2P Blocking - Edit

4

Source P :

Subnet Mask :

Action : QO allow @ Disallow

M

[ msn [ Yahoo Messenger Oica

O am Oaa [ ichat

[ Google Talk [ web IM (http:/Awww.e-messenger.net) [J web MSN (http:iiwebmessenger.msn.com/)

VoIP

[ skype

P2P

Protocol Applications

[ soulseek SoulSeek

[ eDonkey eDonkey, eMule, Shareaza

[ FastTrack Kaza, iMesh

[ Gnutella BearShare, Limewire, Shareaza, Foxy

[ sitTorrent BitTorrent, BitSpirit, BitComet

Apply | Cancel
Source IP Specify an IP address for Vigor router to perform IM/P2P
blocking.
Subnet Mask Type the subnet mask for the IP address specified.
Action Choose Allow to make the packet passing through.
Choose Disallow to block the packet in or out.

IM/VolP/P2P Check the boxes for different applications filtering by this

rule.

4.5 Quality of Service Setup

The QoS (Quality of Service) guaranteed technology in the Vigor 3300 Series allows the
network administrator to monitor, analyze, and allocate bandwidth for various types of
network traffic in real-time and/or for business-critical traffic. Thus, timing-sensitive
applications will not be impacted by web surfing traffic or other non-critical applications,
such as file transfer. Without QoS-guaranteed control, there would be virtually no way to
prioritize users/services or guarantee allocation of finite bandwidth resources to network or
servers for supporting timing-sensitive and mission-critical network applications, such as
VolP (Voice over IP) and online gaming applications.

Differentiated quality of service is therefore one of the most important issues over the
Internet infrastructure. In the Vigor 3300V + Series, DSCP (Differentiated Service Code

Point) support is also taken into consideration in the design of theQoS-guaranteed control
module.

The QoS function handles incoming and outgoing classes independently. Users can
configure incoming or outgoing separately without any impact on the other.
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Cos
=y Incoming Clazs Setup

=y Incoming Clazs Fiter

=y Dutgoing Class Setup

=y Dutgoing Class Fiter

For the web pages for incoming class setup and outgoing class setup (incoming class filter
and outgoing class filter) are similar, they will be explained in the same sections.

4.5.1 Incoming/Outgoing Class Setup

Incoming/Outgoing Class Setup allows you to configure bandwidth percentage for data and
voice signals transmission. Click the QoS option and choose Incoming Class
Setup/Outgoing Class Setup. There are eight queues that can be configured. The total sum
of bandwidth has to be 100 percent for all configured queues. Any leftover bandwidth is
assigned to eight queues to meet 100 percent totally.

QoS - Incoming Class Setup

O Dizable @ Enanle

Index Class Name Bandwidth
1 %
2 %
3 %
4 %
g %
[ %
7 %

a. athers %

Apply | cancel | clearAnl |

Disable/Enable Click Disable to close this setting. Click Enable to activate
this setting.

Index It represents the number for each queue.

Class Name Please type the name for each queue.

Bandwidth Please type the usage percentage for each queue.

Apply Click this button to apply all the settings set in this page.
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4.5.2 Incoming/Outgoing Class Filter

Click the QoS option and choose Incoming Class Filter/Outgoing Class Filter.

QoS - Incoming Class Filter

Priority Sowurce IP Destination IP Senvice Type Status DiffServ CodePoint Status Class
1 ®
2 O
3 O
4 O
s O
6 O
7 O
8 O
9 O
10 O
1
_Delete | Delete AN
Priority You are allowed to set ten filters. The priority for the filter of

Source IP

Destination IP

Service Type Status
DiffServ CodePoint Status
Class

Edit

Delete/Delete All

number 1 is the highest; and the priority for number 10 is the
lowest.

Display the source IP address for the filter.

Display the destination IP address for the filter.
Display the service type that you choose for the filter.
Display the setting for DiffServ CodePoint.

Display the class name that you specified for the
incoming/outgoing class filter.

Click this button to open the edit page for adjusting the
settings.

Click this button to delete the selected setting or all settings.

To edit an incoming class filter, please choose one of the radio buttons under Priority and
click Edit. The following page will be shown automatically.

DrayTek
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QoS - Incoming Class Filter - Edit

Source IP:

Drestination 1P

Service Type Status:
Service Type:

Frotocol:

Source Port:

Drestination Port:

DiffSery CodePoint Status:
DiffSery CodePaoint Type:
DiffSery CodePaoint:

Class:

Source IP

Destination IP

Service Type Status

Service Type

Protocol

Source/Destination Port

DiffServ CodePoint Status

Vigor3300V+ Series User’s Guide

10.1.1.1 724w
10.1.2.1 724w

Opasic @ Advanced O Mone

TCE v
g0 -|150
g0 -|160

®pasic O Advanced O Mone
EE w

0 (Hex)

undefined

Apply | Cancel

Type the source IP address with subnet mask value to be
applied for this filter.

Type the destination IP address with subnet mask value to be
applied for this filter.

There are three options for you to choose:

Basic — Only the Service Type field is allowed to be
configured.

Advanced — The Protocol and Port fields are allowed to be
configured.

None — No field is allowed to be configured.

Select the service type that you want to use. There are

thirty-five service types provided.

CU-SEEME-LO(TCE-UDE: 764871 A
DNS(TCE-UDE:53)

FINGER{TCE: 79
[FTE(TCE .20, 21)
H.323(TCP:1720)
HTTE(TCE: 807
HTTFPS(TCP:443)
TKE(TDF: 500
IPSEC-AH(IP:51)
IPSEC-ESP(IP 50}
IRC{TCE-TUDP: 6667 )
L2TP(UDF:1701)
HEWS(TCP:144)
NFS(UDF:2049)
NNTE(TCP:119)
FPING(IF:1}
POP2(TCP:110)
FETF(TCP:1723)
RCHD(TCP:512)
REATL-ATUDIOTCE: 7070)
RTSP(TCE-UDF 554)
SFTP(TCP:115)
SHTP(TCP:25)
SNMP{TCP-UDF: 161}

SHMP-TRAPS(TCE-TUDE:162)
SOL-NET(TCE:1521)
SSH{TCE-UDF:22)
SYSLOG(UDE:514)
TELHET(TCE:23)

TETE(UDE: 69 v

FTE(TCF: 20,21} v

There are three options: TCP, UDP, and TCP/UDP. Choose
the one you need.

Type the port range number for source/destination port of this
filter.

There are three options:
Basic — Only the DiffServ CodePoint Type field can be
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4.6 VPN

configured.

Advanced — Only the DiffServ CodePoint field can be
configured.

None —No field allowed to be configured.

DiffServ CodePoint Type  There are twenty-one ty

pes supported.

IP precendence 1

IF precendence 2

IFP precendence 3

IF precendence 4

IF precendence &

IFP precendence b

IP precendence 7

AF CLASS 1{Low Drop)

AF CLASS 1({MHedium Drop)
AF CLASS 1{High Drop)
AF CLASS 2{Low Drop)

AF CLASS 2 ({Medium Drop)
AF CLASS Z{High Drop)
AF CLASS 3{Low Drop)

AF CLASS 3({Hedium Drop)
AF CLASS 3{High Drop)
AF CLASS 4{Low Drop)

AF CLASS 4 ({Medium Drop)
AF CLASS 4{High Drop)

EF CLASS
EE A
DiffServ CodePoint The number (by hex mode) to be applied.
Class Choose a filtering condition to be applied. All the class names

set in Incoming/Outgoing Class Setup page will be
displayed in this field.
and Remote Access Setup

This page allows you to setup the configuration of VPN and Remote Access to create a
virtual private network for security in the Internet.

VPN
5] IPSec ok

[S] PPTP &L2TP

Zeneral Setup

Palicy Takble

RN Trunk ]
Liog
Trust 4,

F & oo

zer Cerificate
=y Status

A Virtual Private Network (VPN) is an extension of a private network that encompasses
links across shared or public networks like the Intranet. A VPN enables you to send data
between two hosts across a shared or public network in a manner that emulates the properties
of a point-to-point private link.

There are two types of VPN connections: remote dial-in access and LAN-to-LAN
connection. The “Remote dial-In Access” facility allows a remote access node, a NAT router
or a single computer to dial into a VPN router through the Internet to access the network
resources of the remote network. The “LAN-to-LAN Access” facility connects two
independent LANSs for mutual sharing of network resources. For example, the head office
network can access the branch office network, and vice versa.

The VPN technology implemented in the Vigor3300 Series of broadband security routers
supports Internet-industry standards to provide customers with interoperable VPN solutions,
such as X.509 and DHCP over Internet Protocol Security (IPSec). This VPN feature is only
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supported for Vigor3300V routers. IPSec is the security architecture for IP networks. IPSec
provides security services at the IP layer by enabling a system to select required security
protocols. It determines the algorithms to use for the services, and puts in place any
cryptographic keys required to provide the requested services. IPSec can be used to protect
one or more "paths" between a pair of hosts, between a pair of security gateways, or between
a security gateway and a host.

The Vigor3300 Series supports ESP Tunnel mode with IKE for key management. Internet
Key Exchange (IKE) Protocol, a key protocol in the IPSec architecture, is a hybrid protocol
using part of Oakley and part of SKEME in conjunction with ISAKMP to obtain
authenticated keying material for use with ISAKMP, and for other security associations such
as AH and ESP for the IPsec DOI.

4.6.1 IPSec

The IPSec services can provide access control, connectionless integrity, data origin
authentication, rejection of replayed packets that is a form of partial sequence integrity, and
confidentiality by encryption. These objectives are met through the use of two traffic
security protocols, the Authentication Header (AH) and the Encapsulating Security Payload
(ESP), and through the use of cryptographic key management procedures and protocols.

General Setup
General Setup allows you to set MTU value for VPN. The default number is 1400.

VPN - IPSec - General Setup

MTL 1400 {=15007%
Auto-connect © ®Enable O Disable
Apply Cancel
MTU The default value is 1400.
Auto-connect If you click Enable for Auto-connect, once the packets match

the source/destination subnet settings of some VPN rule, that
rule will perform auto-connection and make the packets
passing through. However, if you click Disable, you have to
make the VPN connection manually. If the VPN connection is
failed, the packets will not be transmitted, either.
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Policy Table
To create a VPN IPSec policy, click the Policy Table option under the IPSec menu.

VPN - IPSec - Policy Table

o Connection ) § § 5 Profile i § -
# i Local Subnet Remote Gateway Remote Subnet Interface Status Operational Status  Action
1 @ Research 172.16.3.228/32 172.16.2.1 1T216.2.15/32  WANT enahle down Iritiite:
2 0
3 O
4 O
5 O
8 O
7T O
8 O
8 O
1m O
1
it| Delete Delete All

Refresh Refresh the page information.

Edit Configure an entry. Clicking this button can guide you
accessing into editing page for that IPSec tunnel. For detailed
information, refer to the following section of For Default
Configuration.

Delete Delete a designated entry.

Delete All Delete all entries in the table.

To edit or add a policy table, please click one of the radio buttons and click Edit.
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®  For Default Configuration

Click Default tab. The following page of default configuration will be shown:

VPN - IPSec Tunnel - Edit

Advanced |
Basic
Frofile Status Enable v
Name :
Authentication : Freshared Key w

Preshared Key :

Security Protocol : ESE |+
NAT Traversal : Enable
Netbios Naming Packet : Block +

Local Gateway

WAN Interface - WAH1 »
Laocal Certificate

Security Gateway default
MNetwork IP / Subnet Mask :

Next hop - default

Remote Gateway

Remote 1D :

DHCP-overPSec OFF »
Security Gateway

Network IP / Subnet Mask :

Profile Status

Name

Authentication

PreShared Key

Security Protocol

Vigor3300V+ Series User’s Guide

»

('0.0.0.0" for dynamic client)

[} (70.0.0.0/32 for dynamic client)

Apply | Cancel

Set the initialization of IPSec Tunnel with this profile settings.
Enable — Choose this one to invoke this profile manually. In
addition to select Enable, you have to click Initiate under the
page of VPN-IPSec Tunnel-Policy Table.

Always-On — Choose this one to invoke this profile
automatically by the system for every 30 seconds.

Disable — Choose this one to inactivate this profile.

Profile Status : Enable w

‘Enable
Di=zable
Alway=—0On

The name for VPN connection (ex. “VPN1”). The maximum
length of name is 20 characters including spaces.

The authentication to be used by PreShared Key or RSA
Signature.

Authentication Freshared Key w

‘Prezhared Eewy

FESA Signature

The shared key for peer identification. The maximum length is
40 characters, including spaces.

AH - Specify the IPSec protocol for the Authentication Header
protocol. The data will be authenticated but not be encrypted.
ESP - Specify the IPSec protocol for the Encapsulating
Security Payload protocol. The data will be encrypted and
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NAT Traversal

WAN Interface

Netbios Naming
Packet

Local Certificate

Security Gateway

Network IP /
Subnet Mask

Next Hop

Remote ID
DHCP-over-IPSEC
Security Gateway

Network IP /
Subnet Mask

authenticated.
Security Protocal ;

Click Enable to let multi IPSec tunnels passing through this
router.
Click Disable to close this function.

FAT Traversal ;

Di=zable
The WAN interface to be used.
WAR Interface WAH1

AL
WANZ

WANHG
WAN4

Pass — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel while
connecting.

Block — When there is conflict occurred between the hosts on
both sides of VPN Tunnel in connecting, such function can
block data transmission of Netbios Naming Packet inside the
tunnel.

The local certificate is active for authentication if the RSA
Signature option is selected in the Authentication field.
These options come from the user certificate file.

The IP address of the local gateway's public-network interface.
The keyword “default” can be used to represent the IP Address
of the selected “WAN Interface”.

The subnet behind the local gateway.

The IP address of the next hop. The keyword default can be
used to represent the gateway IP address of the selected WAN
Interface.

The identification number for the remote gateway.
Turns this function ON or OFF.

The IP address of the remote client/gateway. This field is
mandatory. The setting for 0.0.0.0 is used for the road-warrior
with a dynamic IP address.

The subnet behind the remote gateway. If the remote gateway
IP address is 0.0.0.0, this field can be omitted, but you can
specify it as 0.0.0.0/32 for clarity.

For Advanced Configuration

Click Advanced tab. The following page of default configuration will be shown:
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VPN - IPSec Tunnel - Edit

Default |
IKE Phase1
lMode ® Main mode O Agoressive mode
PeerlD :
Key Lifetime : 480 minutes
Proposal des—ndE-nodp7?68 + || des—sha-—nodp? 68 | | 3des—ndE-—nodp?68 v | 3des—mdE-—modpli2d w

IKE Phase2(quick mode)

Key Lifetime : 60 minutes

Proposal de=s-ndS || 3des=—nd5 W | des W | 3des= w
[IPFS (Perfect Farward Secrecy)

Accepted Proposal Aocept all supported proposal e

Dead Peer Detection

Status : O Disable (& Enable
Delay: 30 seconds
Timeout 120 seconds
Apply | Cancel
Mode Select from Main mode and Aggressive mode. The ultimate

outcome is to exchange security proposals to create a protected
secure channel. Main mode is more secure than Aggressive
mode since more exchanges are done in a secure channel to set
up the IPSec session. However, the Aggressive mode is faster.
The default value in Vigor router is Main mode.

Peer ID In Aggressive mode, Peer ID is on behalf of the IP address
while identity authenticating with remote VPN server. The
length of the ID is limited to 47 characters.

Key Lifetime (main) The rekey-renegotiated period of the IKE Phasel keying
channel of a connection. The acceptable range is from 5 to 480
minutes (8 hours).

Proposal (main) The proposed encryption and/or authentication algorithms for
IKE Phasel negotiation. There are several proposals offered in
this page with combination of three types of algorithms:
Encryption algorithms - DES/3DES/AES
Authentication algorithms - MD5/SHA1
DH (Diffie-Hellman) Group -
MODP768/MODP1024/MODP1536.
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Froposal : dez—nd5-nodp? &8 W

‘des—ndS5—nodp? 68
dez—mndS-nodpl0z4
dez—mnd5-—nodpl53a
des—=sha-nodp?68
des—=sha-nodpl0z4
des—=sha-nodpl&ia
Jdes—ndS—nodp? 68
Jdes—-ndS—mnodpliz4
Jdes—ndS—nodplS3e
Jddes—=sha—nodp? 68
ddes—=sha—mnodpliZ4
3des—=sha-nodplS3e
ae=l8-nd5—modp? eS8
as=l28-nd5—modpliz4
ae=l128-nd5-modpl&3e
ae=lsd—=ha—nodp? 68
aszli8—=sha—mnodpli2d
aszl/i—=sha—modpl&ae

Key Lifetime (quick) The rekey-renegotiated period of the IKE Phase2 keying

Proposal (quick)

Accepted Proposal

PFS

Status
Delay

Timeout

channel. The acceptable range is from 5 to 1440 minutes (24
hours).

The proposed encryption and/or authentication algorithms for
IKE Phase2 negotiations. There are 2 options.

Encryption algorithms -NULL/DES/3DES/AES.
Authentication algorithms - MD5/SHA1

If you choose Only accept proposal listed above, only the
selected proposal will be accepted and applied by this device.
If you choose Accept all supported proposal, all the
proposals supported by this device will be accepted and
applied.

Accepted Proposal ;

Accept all supported proposal W

Enables the PFS (Perfect Forward Secrecy) function. A new
Diffie-Hellman Key Exchange is included every time an
encryption and/or authentication key are computed on PFS.

Enables or Disables the dead peer detection function.

The keep-alive timer. A Hello message will be emitted
periodically when a tunnel is idle. Use the value 0 to disable
this function. The recommended value is 30 seconds if
enabled.

The timeout timer. The peer will be declared dead once no
acknowledge message is received after timeout value. Use the
value 0 to disable this function. The recommended value is
120 seconds if enabled.
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After finish the configuration, click Apply to apply the IPSec policy setting into the
policy table.

VPN - IPSec - Policy Table

Connection Name Local Subnet Remote Gateway  Remote Subnet  Interface  Admin Status  Operational Status ~ Action

1 Research 172.16.3.228/32 17216.21 172.16.2.15/32 WARA enahle dowen Initizte:
2
3
4
51
G
7
]
e}

10

00000 CQCO0O0e

1

Refresh | Edit| Delete | Delete Al |

Significant fields will be summarized in the IPSec Table. Operational Status reflects
the current status of the tunnel. UP means the IPSec tunnel has been established.
DOWN means no tunnel existing, or termination status of the tunnel.

If user expects the local gateway to act as the IKE initiator, i.e., emit the first IKE
main mode message, user can click the hyperlink Initiate to start the IKE negotiation
or set admin status to be always on to automatically restart IKE negotiation. During
the negotiation, you can press Refresh to show the latest status of all policies.

VPN Trunk - Policy Table

VPN trunk includes two features - VPN backup and VPN load balance.

Features of VPN TRUNK - VPN Backup Mechanism

VPN TRUNK Management is a backup mechanism which can set multiple VPN tunnels as
backup tunnel. It can assure the network connection not to be cut off due to network
environment blocked by any reason.

> VPN TRUNK-VPN Backup mechanism can judge abnormal situation for the
environment of VPN server and correct it to complete the backup of VPN Tunnel in
real-time.

» VPN TRUNK-VPN Backup mechanism is compliant with all WAN modes
(single/multi)

»  The web page is simple to understand and easy to configure
Filly compliant with VPN Server LAN Sit Single/Multi Network
»  Syslog support, please refer to System >> SysLog for detailed configuration

\4

Features of VPN TRUNK - VPN Load Balance Mechanism

VPN Load Balance Mechanism can set multiple VPN tunnels for using as traffic load
balance tunnel. It can assist users to do effective load sharing for multiple VPN tunnels
according to real line bandwidth.

The TCP Session transmitted by using VPN TRUNK-VPN Load Balance mechanism will
not be lost due to one of VPN Tunnels disconnected. Users do not need to reconnect with
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setting TCP/UDP Service Port again. The VPN Load Balance function can keep the
transmission for internal data on tunnel stably.

To create a VPN IPSec policy for VPN Trunk, click the Policy Table option under the IPSec
>>VPN Trunk menu.

VPN - IPSec - VPN Trunk - Policy Table

# Connection Name Local GRE IP Remote Gateway Remote GRE IP Interface Profile Status Operational Status
1 ®
1 0
1 ©
10
§ O
B0
10
8 O
s O
MmO
1
Refresh |m Delete| Delete All

Refresh Refresh the page information.

Edit Configure an entry. Clicking this button can guide you
accessing into editing page for that IPSec tunnel. For detailed
information, refer to the following section of For Default
Configuration.

Delete Delete a designated entry.

Delete All Delete all entries in the table.
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®  For Default Configuration

To edit or add a policy, please click one of the radio buttons and click Edit. The
following page of default configuration will be shown:

VPN - IPSec - VPN Trunk - Policy Table - Edit

,—| Achvanced |
Basic
Profile Status :
| |
Preshared Key: | |
Security Protocal ©
MAT Traversal .
Local Gateway
AN nterface ;
Local Cerlificate :
Securty Gateway
Local GREIP : ]
et hep
Remote Gateway
Security Gateway I:I (0.0.0.0'far dynamic clisnt)
Remnte GRE IP - L ]
Profile Status Set the initialization of IPSec Tunnel with this profile.

Enable — Choose this one to active this profile.
Disable — Choose this one to inactivate this profile.

Profile Status Enable w
Name The name for VPN connection (ex. “VPN1”). The maximum
length of name is 20 characters including spaces.
Authentication The authentication to be used by PreShared Key or RSA
Signature.
Authentication : Freshared Eey w

‘Preshared Eew

RESA Signature

PreShared Key The shared key for peer identification. The maximum length is
40 characters, including spaces.

Security Protocol AH - Specify the IPSec protocol for the Authentication Header
protocol. The data will be authenticated but not be encrypted.
ESP - Specify the IPSec protocol for the Encapsulating
Security Payload protocol. The data will be encrypted and
authenticated.

Security Protocal ; ESE »
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NAT Traversal

WAN Interface

Local Certificate

Security Gateway

Local GRE IP
Next Hop

Remote ID
Security Gateway

Remote GRE IP

Click Enable to let this IPSec tunnel pass through next router.
Click Disable to close this function.

MHAT Traversal Enable
Dizable
The WAN interface to be used.
Witk Interface WANL »

The local certificate is active for authentication if the RSA
Signature option is selected in the Authentication field.
These options come from the user certificate file.

The IP address of the local gateway's public-network interface.
The keyword “default” can be used to represent the IP Address
of the selected “WAN Interface”.

The virtual IP address of the router, specified for this tunnel.

The IP address of the next hop. The keyword default can be
used to represent the gateway IP address of the selected WAN
Interface.

The identification number for the remote gateway.

The IP address of the remote client/gateway. This field is
mandatory. The setting for 0.0.0.0 is used for the road-warrior
with a dynamic IP address.

The virtual IP address of the remote client, specified for this
tunnel.
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® For Advanced Configuration

Click Advanced tab. This page allows you to set advanced configuration for the
specified policy. The following page of default configuration will be shown:

VPN - IPSec - VPN Trunk - Policy Table - Edit

Default
IKE Phase1
WMode :
PeeriD:
Key Lifetime : 480
Proposal
IKE Phase2(quick mode)
Key Lifetime : 60

Froposal desz-nd5

minutes

des-—nd5-—nodp?6d

minutes

v | | 3des-ndS

® Main mode O Aggressive mode

+ | des—-sha-nodp768 || 3des-nd5-nodp?6d || 3des—mdS-modplDZ4 -

v | |des wv||3des v

PFS (Perfect Forward Secrecy)

Accepted Proposal:
Dead Peer Detection
Delay 2
Timeout 4
GRE Header Key

[¥] Auto GRE Key

GRE KeyIn: o
GRE Key Out: o

Mode

Peer ID

Key Lifetime (main)

Proposal (main)

Vigor3300V+ Series User’s Guide

seconds

seconds

Aoocept all supported proposal v

Apply | Cancel

Select from Main mode and Aggressive mode. The ultimate
outcome is to exchange security proposals to create a protected
secure channel. Main mode is more secure than Aggressive
mode since more exchanges are done in a secure channel to set
up the IPSec session. However, the Aggressive mode is faster.
The default value in Vigor router is Main mode.

In Aggressive mode, Peer ID is on behalf of the IP address
while identity authenticating with remote VPN server. The
length of the ID is limited to 47 characters.

The renegotiated period of the IKE Phasel keying channel of a
connection. The acceptable range is from 5 to 480 minutes (8
hours).

The proposed encryption and/or authentication algorithms for
IKE Phasel negotiation. There are several proposals offered in
this page with combination of three types of algorithms:
Encryption algorithms - DES/3DES/AES

Authentication algorithms - MD5/SHAL

DH (Diffie-Hellman) Group -
MODP768/MODP1024/MODP1536.
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Froposal : dez—nd5-nodp? &8 W

‘des—ndS5—nodp? 68
dez—mndS-nodpl0z4
dez—mnd5-—nodpl53a
des—=sha-nodp?68
des—=sha-nodpl0z4
des—=sha-nodpl&ia
Jdes—ndS—nodp? 68
Jdes—-ndS—mnodpliz4
Jdes—ndS—nodplS3e
Jddes—=sha—nodp? 68
ddes—=sha—mnodpliZ4
3des—=sha-nodplS3e
ae=l8-nd5—modp? eS8
as=l28-nd5—modpliz4
ae=l128-nd5-modpl&3e
ae=lsd—=ha—nodp? 68
aszli8—=sha—mnodpli2d
aszl/i—=sha—modpl&ae

Key Lifetime (quick) The renegotiated period of the IKE Phase2 keying channel.
The acceptable range is from 5 to 1440 minutes (24 hours).

Proposal (quick) The proposed encryption and/or authentication algorithms for
IKE Phase2 negotiations. There are 2 options.
Encryption algorithms -NULL/DES/3DES/AES.
Authentication algorithms - MD5/SHA1

Accepted Proposal I you choose Only accept proposal listed above, only the
selected proposal will be accepted and applied by this device.
If you choose Accept all supported proposal, all the
proposals supported by this device will be accepted and

applied.
Accepted Proposal Accept all supported proposal b
Only accept proposzal listed abowe
hocent all supported pros
Delay The keep-alive timer. A Hello message will be emitted

periodically when a tunnel is idle. Use the value 0 to disable
this function. The recommended value is 2 seconds if enabled.

Timeout The timeout timer. The peer will be declared dead once no
acknowledge message is received after timeout value. Use the
value 0 to disable this function. The recommended value is 4
seconds if enabled.

Auto GRE Key Check this box to automatically generate GRE key. Or, type
the GRE key on the fields below manually

GRE Key In This value is used for the router to authenticate the source of
the packet. The length is 4 bytes.

GRE Key Out This value is used for the remote client to authenticate the
source of the packet. The length is 4 bytes.

After finish the configuration, click Apply to apply the IPSec policy setting into the policy
table.

Significant fields will be summarized in the IPSec Table. Operational Status reflects the
current status of the tunnel. UP means the IPSec tunnel has been established. DOWN means
no tunnel existing, or termination status of the tunnel.
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If user expects the local gateway to act as the IKE initiator, i.e., emit the first IKE main
mode message, user can click the hyperlink Initiate to start the IKE negotiation or set admin
status to be always on to automatically restart IKE negotiation. During the negotiation, you
can press Refresh to show the latest status of all policies.

VPN Trunk - Group Table

Vigor3300 series allows users to configure policies. In addition, it also allows users to
combine several policies into one group for VPN usage. Each group can combine four
policies for fitting different requirement of VPN application.

Simply click VPN>>VPN Trunk>>Group Table to access into the following page. There
are ten groups offered for users to configure.

VPN - VPN Trunk - Group Table

# Profile Status Name Local Subnet Remote Subnet
1@
2 0
30
+ 0
5 0
5 O
70
50O
9 O
m O
1
[Edit| Delete | Delete All
Edit Configure an entry. Clicking this button can guide you
accessing into editing page for that group. For detailed
information, refer to the following section of For Default
Configuration.
Delete Delete a designated entry.
Delete All Delete all entries in the table.

To edit or add a group table, please click one of the radio buttons and click Edit. The default
configuration will be shown as below:
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VPN - VPN Trunk - Group Table - Edit

1

Profile Status ; O Disable (&) Enable
Name

Local Bubnet:

Femote Subnet:

Tunnel 1 v Weight
Tunnel 2 R Weight :
Tunnel 3 A Weight :
Tunnel 4 - Weight :
Backup

Artive Master

) e

P e

Profile Status

Name
Local Subnet
Remote Subnet

Tunnel 1~ Tunnel 4

Weight

Active

Master/Slave

Slave

Apply | Cancel

Set the initialization of IPSec Tunnel with this profile.
Enable — Choose this one to activate this profile.
Disable — Choose this one to inactivate this profile.

Type a name for this group.
LAN subnet of this device.
LAN subnet of the remote client.

Specify which tunnel will be included in this trunk. You can
choose up to four tunnels at one time.

Determine how many flow rates can pass through on this
tunnel. For example, type 1 for tunnel 1 and type 4 for tunnel
2. If such device has 5 packets needing to send to the remote
subnet, it will send 4 packets through tunnel 2 and 1 packet
through tunnel 1.

Check this box to enable VPN tunnel backup.

Choose the master and salve roles for this backup
configuration.

After finish the configuration, click Apply to apply the group table setting.

Log

At any time, you can click VPN >>IPSec>> Log to monitor the VPN tunnel status. The log
is helpful for solving some setting problems. The system will keep the 100 most recent
messages. Click Clear to clear the log.

VPN - IPSec - Log

DateTime

(SR

DrayTek

Refresh Clear

Description

04:37.068 12008 connection {1_Research} is deleted
04:36:47 12008 connection {1_Research}is added

Refresh Clear
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Date/Time It displays the date and time for the operation of IPSec.

Description It displays the results of the IPSec operation.
Refresh It allows you to refresh the whole table.

Clear It allows you to clear all the table information.
Trust CA

This page allows you to set up the CA configuration. Click the VPN>>IPSec >>Trust CA
option. It can make users loading double key certificate issued by trusted CA server.

VPN - IPSec - Trust CA

7 Name Issuer

L

O C o000 O000e

1

Upload | Delete | \."iew|

To upload a new Trust CA, please select any one of the entry and click the Upload button.
The following page will appear.

VPN - IPSec - Trust CA# 1 - Upload

Upload CA Certificate

Upload File

Apply | Cancel

Use the Browse.. button to locate the file you want to upload, and click Apply.

User Certificate

This page allows you to set up the CA configuration to generate user’s certificate. Click the
VPN>>IPSec >>User Certificate option.
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VPN - IPSec - User Certificate

g Status Naine Issuer
v ® POk 3300CA0804 éi:mﬁ;’;l?os.lg;Draﬂekl’OU:F?DZ}.l’CN=presml’emai|J‘-1:|dress=pcho@dla'ytek.tomtw
2 o Ll SRl S éi;E:EJEI?SS;DrMeWOU:RDBI’CN:pres';-)iemanaddtess:ncho@dlaytek com.w
J O Import OK 3300CA_attel é‘iizﬁ“:—?;;r;g-:D|zy'|eku'0U=RD?.rCN:preQluremalmﬁdresg:pcho@dlaytek com.tw
4 O Empty
§ O Ernpty
] (@) Ermpty
7 O Empty
8 O Empty
9 © Empty
10 O Empty
1
Generate Download Import | Delete | View_
Generate Generate a new entry for user certification.
Download Download a certification file generated from router to be
stored in local host.
Import Import a certificated file from the local host.
Delete Delete an assigned entry.
View Show configuration of the assigned entry.

® To generate a user certificate, please click one radio button to select the entry and
click the Generate button.

VPN - IPSec - User Certificate # 2 - Generate

Generate Certificate Signing Request

Certification Marme 3300CA_0804
1D Type Domain Hame v
1D Walue

User Certificate Information

Organization Unit RD3

Oryanization Draytek

Locality(City) Houko

State/Province Hsin-Chu

Comman Marme abc

Cauntry Taiwan w
e-mail abe@draytek.com.tw

key Size 1024 + |Bits

Apply | Cancel

Certification Name The name of the certification entry.

ID Type The ID type for this entry. There are three types:
Domain Name: Certificated by domain name.
IP: Certificated by IP address.
Email: Certificated by email address.

ID Value The ID value for this entry.

Organization Unit The unit value of this organization.
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Organization The value of this organization.

Locality (City) The local city name of this entry.
State/Province The state name of this entry.

Common Name The common name for this entry.

Country The country name of this entry.

E-mail The email address of this entry.

Key Size The key size for this entry. There are 3 options:

1024 Bits, 1536 Bits and 2048 Bits.
When you finish the configuration, please click Apply to invoke it.

® To download a user certificate, please click index number one (with the status of
Request Generated) and click the Download button. If not, you might see the following
dialog to warn you.

Microzoft Internet Explorer

After you click the Download button, the system will guide you to save the
downloaded file (newreq_RD-computer_1.pem) to a place that you assign.

File Download 3] 2R )

Savein | [ Desktop ¥ O e [
<2 Sorme fles can ham your computes, [ ihe file information below y 5 My Documents vzsnor
< looks suspicious, o you do not fully trast the sowce, do not open or es) W My Computer VPN _200tunnel
sawe this file MyRecent %dMyHetworkPlaces &% Network Connections
Documents  |£92,5.3 RC4
File name: nevweq_3300CA_L.pem —';”1*
L ]
File lype: Deskiop | (22900 cfg
5300
From: 192.168.1.1 Zica
Cicfg
My Documents | IKa0ers
Capic
‘would pou Bke to open the file of save it to your computer? tg; j::
My Computer
| Open I |_ Save I | Cancel ] l Moee Info : 1
W ] \g Fie name evneq SENCA Tl e
[] Always ask befoce opering this type of fle My ool | Suraebn: e 3

® To import a user certificate that you saved previously, please click index number one
(with the status of Request Generated) and click the Import button. If not, you might
see the following dialog to warn you.

Microzoft Internet Explorer [$_<|

! "_\ Yo can import only when the status 1= Fequest Genrated ']
L
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After you click the Import button, the system will guide you to import a saved file to a
place that you want.

VPN - IPSec - User Certificate # 1 - Import

Import User Certificate

Upload File | |[Elrowse.]

Apply | Cancel

® To delete a user certificate, please click the index number that you want to delete and
click the delete button. A dialog box will appear to ask your confirmation. Click OK to
delete it or click Cancel to leave the dialog without deletion.

Microsoft Internet Explorer

\:;j Are you sure of deleting this User Certificate Ibem?

I ok )| cawe |

® To view a user certificate, please click the index number that you want to view the
detailed information of the certificate and click the View button. The following page
will be shown for your reference.

VPN - IPSec - User Certificate # 1 View

Certificate Detail Information

Cedificate Mame : 3300CA_DB04
Issuer JC=TYWIST=Hsin-Chwl=Houko/O=DraytekOU=RO3ICN=prestofemailtddre ss=pcho@dravtek com tw
Subject : JC=TWIST=Houko/L=Hsin-Chuld=RD30U=DraytekiCN=3300CA_0804/emaildddress=pcho@draytek com
Walid From Aug 4 11:57:40 2005 GMT
Walid To Aug 4 11:57:40 2007 GMT
Back
Status

This page will show the VPN connection status.

VPN - IPSec - Status

Packet Packet Byte

#  MName Status Algorthm Remote 1P Remote Subnet Packet pigp Packet Bte i
1 @ 2900¥ up  DES_O-HMAC_SHAI-NO_PFS  £1.230.211.232 192.168.29.024 13 76 12 624 29
Refresh Disconnect
Name Display the name of the IPSec tunnel.
Status Display the status of the tunnel (up or down).
Algorithm Display the algorithm used by this IPSec.
Remote IP Display remote IP address of the tunnel.
Remote Subnet Display remote subnet mask of the tunnel.
Packet In Display the packets count received by this tunnel.
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Byte In Display the bytes count received by this tunnel.

Packet Out Display the packets count sent out by this tunnel.

Byte Out Display the bytes count sent out by this tunnel.

Uptime Display the time duration since the tunnel is established.
Refresh Allow you to refresh current VPN status.

Disconnect Allow you to disconnect the select VPN connection.

4.6.2 PPTP & L2TP

PPTP General Setup

To configure the general setup for PPTP, please click VPN>> PPTP & L2TP>>General
Setup>>PPTP General Setup.

VPN - PPTP - General Setup

Status : @ active O Inactive

FFTF Authentication CHAFP hd

FPTF Encryption

Lser Authentication : @® Local O RADIUS Server

Mutual Authentication
O Enable @ Disable
Lger Mame :

Fassword :

DNS Server

@ Get DMS Server frorn LAN Setting O Get DMS Server by Manual Setting

primary DHE
Secondary DNS :
Apply | Cancel
Status Set the function to Active or Inactive.
PPTP Authentication Allow you to choose an authentication mode to be used. The
default setting is CHAP.
PPTP Authentication :
MS—CHAP-VZ
PPTP Encryption Allow you to choose an encryption mode to be used. If PPTP
authentication mode is set to CHAP or PAP, PPTP
Encryption mode does not need to be set.
FPTF Authentication : HS—-CHAP L
FPTF Encryption Ho Encrvption W
MPPE 40 bits ~ 128 bits
User Authentication Set user authentication to Local server or RADIUS server.
Enable/Disable Enables or disables the Mutual Authentication function.
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User Name Type the user name that the other side provides for carrying
out mutual authentication whenever you want.

Password Type the password that the other side provides for carrying
out mutual authentication whenever you want.

Get DNS Server from LAN Use DNS setting of LAN configuration.

Setting

Get DNS Server by If you click this radio button, please type the primary DNS

Manual Setting and secondary DNS IP address manually in the following
fields.

Primary DNS Type the IP address for primary DNS.

Secondary DNS Type the IP address for secondary DNS.

When you finish the configuration, please click Apply to invoke it.

L2TP General Setup

To configure the general setup for L2TP, please click VPN>> PPTP & L2TP>>General
Setup>>L2TP General Setup.

VPN - L2ZTP - General Setup

Status @ active O Inactive
L2TP Authentication : CHAP v
User Authentication & Local O RADIUS Server

Mutual Authentication
O Enable @ Disable
UserMame

Fassward :

DNS Server

(® Get DNS Server fram LAN Setting O GetDNS Server by Manual Setting

primary DME ©
Secondary DMNE :
Apply | Cancel
Status Set the function to Active or Inactive.
L2TP Authentication Allow you to choose an authentication mode to be used. The
default setting is CHAP.
PAF e
[CHAP
H5-CHAP
HS-CHAP-VZ
User Authentication Set user authentication to Local server or RADIUS server.
Enable/Disable Enable or disable the Mutual Authentication function.
User Name Type the user name that the other side provides for carrying
out mutual authentication whenever you want.
Password Type the password that the other side provides for carrying

out mutual authentication whenever you want.
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Get DNS Server from LAN Use DNS setting of LAN configuration.

Setting

Get DNS Server by If you click this radio button, please type the primary DNS

Manual Setting and secondary DNS IP address manually in the following
fields.

Primary DNS Type the IP address for primary DNS.

Secondary DNS Type the IP address for secondary DNS.

Group Table

To create a VPN PPTP/L2TP group table, click VPN>>PPTP & L2TP>> Group Table.

VPN - PPTP - Group Table

Group Start IP Subnet Mask Accessed IP Subnet Mask

A 192.168.1.224 S28 W S24 W

B s24 W S2h v

© s24 W S2h v

[u] s24 W S2h v

Apply | Cancel
Start IP Type the starting IP address. The default group value is
192.168.1.224/28.

Subnet Mask Select the value of subnet mask for the Start IP.
Accessed IP Type the accessed IP address.
Subnet Mask Select the value of subnet mask for the Accessed IP.
User Profile

This page allows you to set up to 30 sets of accounts.

VPN - User Profile

# Profile Status User Name Group
1@
0
3 0
& 0
5 O
E O
T 0O
g O
s O
10 O
1
Edit| Delete | Delete All
Profile Status Display status (disable or enable) for this entry.
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User Name The user name for this entry.

Group The group for this entry.

Edit Allow you to edit the selected group.
Delete Allow you to remove the selected group.
Delete All Allow you to remove all of the groups.

To add or edit a user profile, click Edit for the selected entry.

VPN - User Profile - Edit

1
Profile Status : O Disable & Enahle

User Mame
User Password

] Enahble Mohile One-Time Fasswords(mOTF)

FIM Code

Secret:

Group : v
Profile Status Click Enable to invoke such entry.
User Name Type the user name for this entry.
User Password Type the password for this entry.
Enable Mobile One-Time  Check this box to make the authentication with mOTP
Password (mOTP) function.

mOTP (Mobile-OTP) is a free authentication solution for

mobile devices like phones, PDAs and so on. It is based on
time synchronous of one time password. Such function can
authenticate users at routers, firewalls, web servers, access
points, and etc.

PIN Code — Type the code for authentication (e.g, 1234).

Secret — Use the 32 digit-secret number generated by mOTP
in the mobile phone (e.g., e759bb6f0e94c7ab4fe6).

Group Choose a proper group (A, B, C or D that configured in
VPN>>PPTP & L2TP>>Group Table) for this entry.

When you finish the configuration, please click Apply to save and invoke such profile.

Status
This page displays some relevant information about PPTP / L2TP connection. It will refresh
automatically every 10 seconds.

VPN - Status

#  Index Remote P Assigned IP User Byte In Byte Out Up Time

1 B1.31.162.252 192.168.1.224 3300 1280 74 il

Refresh Disconnect
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Index Display the index number of the tunnel.

Remote IP Display remote IP address of the tunnel.

Assigned TP Display IP address assigned by Vigor3300.

User Display user account of this tunnel.

Byte In Display the bytes count received by this tunnel.

Byte Out Display the bytes count sent out by this tunnel.

Uptime Display the time duration since the tunnel is established.
Refresh Allow you to refresh current VPN status.

Disconnect Allow you to disconnect the select VPN connection.
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4.7 VolP Setup

Voice over Internet Protocol (VolP) is a technology that allows you to make telephone calls
using a broadband Internet connection instead of a regular (or analog) phone line.

VolP
j Protocal ¥
o, Port Seftings

Speed Dial
Dial Plan
Mizcelanesous
Tone Seftings
AT

MAT Traversal

FEFFFF

j Incoming Call Barring ¥
=y Call Hiztory
a Tone Upload 3

j Statuz r

& Config Activate

4.7.1 Protocol
You have to choose suitable protocol and specify SIP accounts for using VolIP.

] Protocal B =, Zelect Protocol
Sy P Accourts

Select Protocol

There are two protocols can be used for VolIP - SIP and MGCP. You should click either one
of buttons to set corresponding settings for VoIP phones. Be aware that both sides (local end
and remote end) should use same protocol for VolP phones.
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For SIP Configuration

VolIP - Protocol

Select Protacal : ®sP OMGCP
MGCP
| Configuration
SIF Local Port: a080
# Active ':"S:?;;'d ::;':: Proxy Address P;z;y Registrar Addr Regi;"' al Erg"js Domain
.0
2
L0
Example iptel iptel.ory iptel.org iptel.org
Proxy User-Agent Name
1. |DrayTek %3300%-1.0.0
2. |DrayTek w3300%-1.0.0
3. |DrayTek v3300%-1.00
Apply | Cancel
SIP Local Port Type the port number for SIP protocol. The default value is
5060.
Active Click this box to activate this SIP proxy server setting.
Outbound Proxy Check this box to enable this function for sending SIP

Proxy Name
Proxy Address
Proxy Port
Registrar Address

Registrar Port

Expires

Domain

User Agent Name

Vigor3300V+ Series User’s Guide

protocol packets to an SIP proxy server.

Type the name of the SIP proxy server.

Type the IP address of the SIP proxy server.
Type the port number of the SIP proxy server.

Type the IP address or domain name of the SIP registrar
server.

Type the port number of the SIP registrar server.

Type the register expire time for SIP protocols. The default
value is 3600.

Type the IP address or domain name of the SIP
Domain/Realm.

Type the name which will be displayed in SIP message
User-Agent parameter. You can set up to 3 sets of SIP
configurations in this page.
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For MGCP Configuration

VolP - Protocol

Select Protocol © Q5P @MGCP
SIP Cunfigurationl |
MGCP Local Paort 2477

MGCP Call Agent Address 192 168,100,100

MGCF Call Agent Port: 3797

SRl RS S : @ aainf@lip_addrl O mac_addr#@lip_add] O aalni#@mac_addr

O aalniz@

Logic ID Starting Number 1

Wild-carded RSIP (® Each endpoint sends its own RESIP O Send only one wild RSIP
MGCP Local Port The UDP port number in MGCP local terminal.
MGCP Call Agent Address The IP address of the Call Agent server in MGCP.
MGCP Call Agent Port The UDP port number for the Call Agent server.
EndPoint Name Style Choose a proper name style for the VolIP settings. There are

three options for you to choose.

aaln/#@[ip_addr] - ex: aaln/1@[1.1.1.1]
mac_addr/#@]ip_addr]- ex: 000504030201/1@[1.1.1.1]
aaln/#@mac_addr- ex: aaln/1@000504030201

aaln/#@ - ex: aaln/1@v3300.draytek.com

Logic ID Starting Number Determine the starting number for the endpoint name. There
are eight ports in Vigor3300 series. The default name for
endpoint will be “aaln”. If you type “1” in this filed, the
endpoint name will be “aaln/1, aaln/2...,aaln/8”. If you type
“11” in this field, the endpoint name will be “aaln/11,
aaln/12....aaln/18”, etc. Simply keep the default value (1).

Wild-carded RSIP For VolIP phone call with MGCP configuration, each port will
send RSIP to call agent for notifying that port is initiated or
restarted.

Each endpoint sends its own RSIP — Each port must send
one RSIP message (e.g., aaln/1@[172.16.3.5]) to call agent
respectively.

Send only one wild RSIP — Only one RSIP message (e.g.,
aaln/*@[172.16.3.5]) will be sent to call agent to indicate all
ports are initiated/restarted.

SIP Accounts

In this section, you set up your own SIP settings. When you apply for an account, your SIP
service provider will give you an Account Name or user name, SIP Registrar, Proxy, and
Domain name. (The last three might be the same in some case). Then you can tell your folks
your SIP Address as in Account Name@ Domain name

DrCIYTek 192 Vigor3300V+ Series User's Guide



As Vigor VolIP Router is turned on, it will first register with Registrar using
AccountName@Domain/Realm. After that, your call will be bypassed by SIP Proxy to the

destination using AccountName@Domain/Realm as identity.

VoIP - SIP Accounts

# User Name

1001

1002

1003

1004

1005

1006

1007

oOoCcocCococooe

1008

Display Name

1001

1002

1003

1004

1005

1006

1007

1008

Call
Forwarding

Ring Type
All Ports
All Ports
All Ports
All Ports
All Ports
All Ports
All Ports
All Ports

1234

Delete | Delete Al

You can set up to 32 SIP accounts. To edit an existing SIP Accounts, simply choose the

radio button for the one you want to modify and click Edit.
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VolP - SIP Accounts - Edit

1
O Disable ® Enable

Username: |1[][]1 |
Password: |¢¢|¢ |
Display Mame: |1[][]1 |

Authentication 10: |1[][]1 |

Proxy Server. | nons ha
Call without .
Registration @ Disable O Enable

VolP IP Address: WaH ~

Call Forwarding

@ Disable

O callforwarding all calls

O Callforwarding busy

O callforwarding no answer after I:Inngs (Range:1~10)
SIP URL l:lEExampIe:EUU1@ipte|.0rg}
Subscribe for MWI

® Disable O Enable

Expires time: l:l

MWI Inform

Flay Special Dial Tone

CLIP

IncomingCall CLIP display: [Display nane and number v
OutgeingCall CLIP hidden [Ho hidden v|
Call Park

Call Park Dial Number:

IncomingCall Rings
O Rings all ports in the group
O Rings the first available port

® Rings by round rohin [CJForce start farm the port: ,and ring each portforl:l seconds
Ring Port Setting
M Pt [any v Op2 Oes O pe Oers Ors Oer Ors
Apply | Cancel
Disable/Enable Click the radio button to enable or disable the SIP account.
Username Define the account name or number.
Password Define the password for this account. You can change it if
required.
Display Name Define the name recognized by the remote end.
Authentication ID Type the name or number used for SIP Authorization with SIP
Registrar.
Proxy Server Choose the proxy server (pre-configured in

VoIP>>Protocol>>SIP Configuration) for such account.

none b

none
undefined proxy 1
undefined prozy 2
qgﬁgfined proEy 3

Call without Registration  If you want to make VolIP call without register personal
information, please choose Enable and check the box to
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VoIP IP Address

Call Forwarding

Subscribe for MWI

MWI Inform

CLIP

Call Park

Vigor3300V+ Series User’s Guide

achieve the goal. Some SIP server allows user to use VoIP
function without registering.

The interface is used to apply VolIP traffics. There are two
options: WAN and LAN/VPN. If LAN/VPN is selected, VVolIP
can be applied through a VPN tunnel to create a high security
voice phone.

AN [

I LAN-VEHN

Disable - Disable forwarding function.

Call forwarding all calls - Forward all incoming calls to the
specified SIP URL site.

Call forwarding busy - Forward incoming calls to the
specified SIP URL site when this line is busy.

Call forwarding no answer after (Range: 1~10) rings-
Forward incoming calls to the specified SIP URL site after
ringing the times that you set here.

SIP URL - Assign a SIP URL site (e.g., aaa@draytel.org or
abc@iptel.org) to receive forwarded calls.

This function is used to set SIP account for sending a message
to the proxy server for subscribing MWI (Message Waiting
Indicator). Part proxy server may need such subscription, yet
not all of the proxy servers need.

Play Special Dial Tone — Play congest tone for five seconds
while off-hook to inform you MWI message.

Hide the caller ID on the display panel of the phone set.
IncomingCall CLIP display — If you choose No display, no
name and number of the incoming calls will be displayed. If
you choose Display number only, just the number of the
incoming calls will be displayed. If you choose Display name
and number, then the name and number of all the incoming
calls will be displayed on the phone set.

Di=zplay name and numnber v

Ho display
Dizplay number cnls
ay name and number

OutgoingCall CLIP display — If you choose No hidden, then
the name and number of the outgoing calls will be displayed
on remote end. If you choose Hidden name only, just the
number of the outgoing call will be displayed. If you choose
Hidden name and number, the name and number of all the
outgoing calls will not be displayed on the phone set of
remote end.

Ho hidden hd

Ho hidden

Hidden name onlwy

Hidden name and number

It allows a person to put a call on hold at one telephone set
and continue the conversation from any other telephone set.
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IncomingCall Rings

Ring Port Setting

DrayTek

Such number you type here is determined by your ISP. The
default Call Park Dial Number is “700”.

Rings all ports in the group — Click this radio button to make
all ports in the same SIP account ringing while receiving
incoming calls.

Rings the first available port —Click this radio button to
make the first available port in the same SIP account ringing
while receiving incoming calls.

Rings by round robin - Click this radio button to make the
phone port ringing in sequence within the same SIP account.
Force start from the port — with round robin configuration,
you can check this box to force the incoming call ringing from
specified port and determine the time for phone ringing.

When someone calls this SIP account, the port (P1- P8)
selected here will ring. If someone calls this SIP account via
ISDN phone and Any is chosen as the ring port setting, all the
ISDN phones connected to this port will ring. Yet, if you
choose only one MSN number (10, 11, 12, 13, 14, 15, 16, 17,
18,19) for that port, only the phone with the number you
selected will ring.

P1 | Any @
10
11
12
13
14
15
16
17
18
149
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4.7.2 Port Settings

Port Settings page allows users to set phone number for different call receivers.

configuration.

Note: Users might have ISDN module or VolP Module inserted into Vigor router.
Different modules will have different web page configurations. Therefore this page will
change slightly based on the modules installed on your router. If there is no ISDN or
VolIP module installed, it is not necessary for you to access into this page for

VolIP - Port Settings

#  Edit Type Active  SIP Account
1 ISDN-NT 1
2 ISDN-TE v 2-
3 ISDN-NT v 3-
4 ISDN-TE v 4-
5 FX0 v 5-
B FXO v 6-
7 FX0 v 7-
8 FXO v 8-

Edit

Type

Active

SIP Account

Supplemental Service

Hotline
Mic/Spk Gain
FAX

Codec
DTMG

-1001

1002

1003

1004

1005

1008

1007

1008

Supplemental

Senvice Hotline  Mic/Spk Gain FAX Codec DTMF
oro Transparent G 7204 RFC2833
oo Transparent G.720A RFC2833
oro Transparent G 7204 RFC2833
oo Transparent G.720A RFC2833
oro Transparent G 7204 RFC2833
0ra Transparent G.720A RFC2833
oro Transparent G 7204 RFC2833
0ra Transparent G.720A RFC2833

Click this button to access into the Edit page for each phone
number.

Display the type of the VVolIP connection, e.g. ISDN-NT,
ISDN-TE, FXO and FXS. It depends on the modules you have
installed to the router.

Display the status (active or not) for the VoIP connection.
Display the SIP account index number and username.

Display the supplemental service mode for the VoIP
connection.

Display the hotline is established or not.
Display the microphone gain value and speaker gain value.

Display the FAX mode setting (e.g., Transparent) for the VVolP
connection.

Display the codec settings for the VolP connection.
Display the DTMF mode setting for the VVolP connection.

® When you click Edit, the following page will appear for you to configure. (Such page is

available for ISDN module)
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VolP - Port Settings - Port1 - Edit

Port 1 (ISDN-NT)

© Disable @ Enable
Default 3P Accounts
VoIP IP Address
Hotline

Hotline Mumber to Internet:
Hotling Mumber to PBX:
FXO

Manual Disconnection:
Codec

Preferred Codec :

Single Codec:

Codec Rate:

CodecVAD

CAS

Microphone Gain:
Speaker Gain.

FAX

FAX Mode:

FAX Bypass Codec

FAX Bypass Codec Rate :
DTMF

DTMF Mode:

DTMF Volume:

Supplemental Service

Supplemental Service Mode:

Supplemental Service ltems:

ISDN Mode

NT TE
ISDN Type
® pwr O PP
MSHN numbers
# MEM Mumber

VAN -

L 1]
[ ]

('p:delay 1.8sec)

[c.7292 —8lbps -
O
[20 ¥]ms)

@ Disable O Enable

b Range-ta-o)
b Iranse1s-5)

| Transparent ~

O inBand @ OutBand(RFC2633) O SIPINFO[Ciseo v
27 lmengero~an

@ Disable © Normal O CHT

Call Waiting

Call Transfer

Default Account

1. |sn | [5-1005 &
2 [g1 | [E-zoos v]
3 [s2 51005 v
4 |53 | [5-1005 v
5. |54 | [s-1005 ¥]
6 |g5 | [E—1n0s v]
7. |ss 51005 v
8 |57 | [s-1005 ¥]
a [s8 | [E—1n0s v]
10. 5@ 51005 v

Default Call Route

Default call route to

Route to Account

Port 1

DrayTek

® volP, Dial # | for raute to ISDKETE nort
© ISDN-TE port, Dial % |for route to Vol

O-none ¥

Apply | Cancel

Click Enable to activate this port or Disable to close this port.
Default SIP Accounts — Use the drop down list to choose one
item as the default SIP account.

VoIP IP Address - The interface is used to apply VolP
traffics. There are two options: WAN and LAN/VPN. If
LAN/VPN is selected, VolIP can be applied through a VPN
tunnel to create a high security voice phone.
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Hotline

FXO

Codec

CAS

FAX
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Hotline Number to Internet - Pre-set a phone humber to
make the port dialing out to Internet automatically.

Hotline Number to PBX - Pre-set a phone number to make
the port dialing out to PBX automatically.

Manual Disconnection - Click Disconnect to disconnect this
phone line manually.

Preferred Codec - It can be applied on this port. Vigor3300

supports five Codecs. The default setting is G.729A. You can

choose another one as preferred Codec for outgoing calls.
G.7294 —8kbps v

FLIT(PCHT) —-6dkbp=
Fl1ACPCMAY —Gdkbps
7294 —Hlkbp=
723.1 -6 . 3kbp=
726 —32kbp=

G
G.
.
G.

Single Codec - If you checked this box, only preferred codec
will be used for outgoing and incoming calls. And if the
remote end does not support such Codec, the VolP
communication will be failed.

Codec Rate - Type the rate value to be applied on this port.

Codec VAD- Enable or Disable VAD (Voice Activity
Detection). It can detect whether the voice activity is
progressing or not. If not, RTP packets transmission will be
stopped for saving more bandwidth.

Microphone Gain- The gain value while transmitting voice.
The default value is 0. The range is from -32 to 31.

Speaker Gain- The gain value while receiving voice. The
default value is 0. The range is from -32 to 31.

FAX Mode -The FAX function mode. There are several
options:
Transparent: FAX will be transmitted via voice channel; no
fax relay and no Codec change will be involved. This is the
default value.
T.38 Relay: Using T.38 Fax Relay.

Bypass: Once FAX is detected, the Codec will automatically
switch to a high bit rate type (G.711a/u or G.726) to make
sure FAX can transmit successfully.

If this option is selected, the Vigor3300V+ will apply these
two following settings (FAX Bypass Codec and FAX Bypass
Codec Rate).
FAX Bypass Codec - Select one option to be applied if FAX
mode is configured as Bypass mode.

G.711T{PCHU) —E4kbps w
e

G.711A{PCHAY —-Gdkbps
G.726 —32kbps

FAX Bypass Codec Rate - Select one option (20 or 40) to be
applied if FAX mode is configured as Bypass mode. The
stability for the faxing result of documents with codec rate
20ms is higher than 40ms. Yet, the bandwidth request for
40ms is less than 20ms.
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DTMF DTMF Mode -
InBand: Choose this one then the Vigor will send the DTMF
tone as audio directly when you press the keypad on the phone.
OutBand (RFC2833): Choose this one then the Vigor will
capture the keypad number you pressed and transform it to
digital form then send to the other side; the receiver will
generate the tone according to the digital form it receive. This
function is very useful when the network traffic congestion
occurs and it still can remain the accuracy of DTMF tone.
SIP INFO: Choose this one then the Vigor will capture the
DTMF tone and transfer it into SIP form. Then it will be sent
to the remote end with SIP message.
DTMF Volume — Determine the volume of DTMF voice
signal. The more the number is set, the greater the sound is.

Supplemental Service If you want to use call waiting or call transfer function, you
have to enable supplemental service mode by clicking
Normal or CHT.
Click Disable to close this service.
Supplemental Service

Supplemental Senvice Mode: ® Disable O Mormal O CHT

Supplemental Senice ltems: Call Waiting

Call Transfer

Under Normal mode, call waiting and call transfer function
will be:

Call Waiting -You can hear waiting tone while a new phone
call is incoming, then you can do:

(1) Flash hook and dial 0: This procedure keeps the current
connection and reject the new phone call.

(2) Flash hook and dial 1: This procedure disconnects the
current connection and connect with the new phone call.

(3) Flash hook and dial 2: This procedure always holds the
current connection and connect with the second connection.
Call transfer — Check this box to execute call transfer
function.

Internet

Analog Phone A IP Phone
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There are three types of operating procedure used in Call
Transfer. Take a look at the diagram above.

4 Unattended mode —

1.
2.

At the first, phone A and phone B talk on the phone.

Phone A presses flash hook.

(phone A will play dialtone, yet phone B will hold and
wait)

Next, phone A dials "4" and presses "#" immediately
(phone A still plays dial tone)

Phone A dials the phone number of phone C for phone
A wants to transfer phone B to Phone C.

When phone C picks up the phone, then phone C can
talk with phone B.

The call transfer is done now. Phone A plays busy tone.

Attended mode —
1.
2.

At the first, phone A and phone B talk on the phone.

Phone A presses flash hook.

(phone A will play dialtone, yet Phone B will hold and
wait)

Next, phone A dials the phone number of phone C.

Phone C picks up the phone to connect with phone A.

Phone C is on-hook to disconnect with phone A.
Phone A presses flash hook to resume the call with
Phone B.

Phone A presses flash hook again

(phone A will play dialtone, yet phone B will hold)
Phone A dials "4" and press "#" immediately, and then
phone A will transfer phone B to C.

When phone C picks up the phone, then phone C can
talk with phone B.

The call transfer is done now.

Attended mode —
1.
2.

At the first, phone A and phone B talk on the phone.

Phone A presses flash hook

(phone A will play dialtone, yet phone B will hold and
wait). Then, phone A dials the phone number of phone
C.

Phone C picks up the phone to talk with phone A.

Phone A presses flash hook

(phone A will play dialtone, yet Phone C will hold).
Phone A dials "4" and press "#" immediately, and then
phone A will transfer phone B to C.

Phone C will hear waiting tone, and Phone C presses
flash hook to talk with phone B.
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Do Not Disturb

ISDN Mode

ISDN Type

MSN numbers

Default Call Route to

DrayTek

The call transfer is done now. Phone A plays busy tone.

Under CHT mode, call waiting and call transfer function will
be:

Call Waiting - You can hear waiting tone while a new phone
call is incoming, then you can do:

(1) Flash hook: This procedure always holds the current
connection and connect with the second connection.

(2) On hook: This procedure disconnects the current
connection and connects with the new phone call.

Call transfer - Flash hook to initiate another phone call.
When the new phone call connected, hang up the phone,

and then the other two sides can communicate.

Reject all of the incoming calls to this port. Click Enable to
activate this function.

Port 1 and Port 3 are fixed in NT mode. Therefore you cannot
change it.

Port 2 and Port 4 are switchable between NT and TE mode.
Port 1 ~ Port 4 are fixed in NT mode if you have installed
ISDN All TE module in the router.

Set the type for Vigor router the same as the one that your
ISDN service provider uses.

P-MP — Choose this item to specify Point-to-multipoint
telecommunications as ISDN type.

P-P — Choose this item to specify Point-to-point
telecommunications as ISDN type.

MSN Numbers mean that the router is able to accept only
number-matched incoming calls. In addition, local ISDN
network provider should support MSN services. The router
provides ten fields for MSN numbers. Note that MSN service
must be acquired from your local telecom operators.

1-10 fields — Fill in the portion that is different with the own
number. If the MSN number of ISDN phone matches with the
configured MSN number, the ISDN phone will uses default
account which matches with MSN number pre-configured.
Example:

Suppose ISDN phone is connected to Port 5 with MSN
number set 51. The router uses the default ten MSN number
from 51 — 59. When a user calls out via ISDN phone, the
router finds that the MSN number of the ISDN phone matches
with the first configured MSN number. Then the router will
use the SIP account set for MSN number 51 for calling out.

It determines the default direction for the call route of the
router.

VoIP —The router is set by using VolIP call. To change VolP
call into ISDN call via ISDN TE port, please dial the character
in this field for transferring. The character that you can type
can be *, #, and 0~9.

ISDN - The router is set by using ISDN call via ISDN TE
port. To change ISDN call into VolIP call, please dial the
character in this field for transferring. The character that you
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Apply

® When you click Edit, the following page will appear for you to configure. (Such page is

can type can be *, #, and 0~9.

Route to Account — Choose the number from the drop down

list to specify ISDN TE port number.

When you finish all the configurations, please click this button

to activate them.

available for FXO module)

VolP - Port Settings - Port5 - Edit

Port 5 (FXO)

O Disable @ Enable
Default SIF Accounts:
VolP IP Address
Hotline

Hotline Mumber to Intemet:
Hotline Number to PBX.
FXO

Wanual Disconnection:
Codec

Preferred Codec

Single Codec

Codec Rate:

Codec VAD:

CAS

Wicrophone Gain
Speaker Gain:

FAX

FAX Mode:

FAX Bypass Codec

FAX Bypass Codec Rate :
DTMF

DTMF Mode:

DTMF Volume

PIN Code

[ on-Net PIN Seniice
[J off-Net PIN Seniice
Do Not Disturb

Do Mot Disturh:

Port

Hotline

FXO

Vigor3300V+ Series User’s Guide

5-1005 »
WAN v

('p':delay 1.8sec)

Disconnect

G.7294 —Bkbps v
O

20 % |(ms)

@ Disable O Enable

(Range: -14 ~ 6)

(Range: -14 ~ 6)

O InBand @ OutBand(RFC2833) O SIPINFO|Cisco v

(Range: 0 ~ 31)

@ Disable O Enable

Apply | Cancel

Click Enable to activate this port or Disable to close this port.
Default SIP Accounts — Use the drop down list to choose one
item as the default SIP account.

VoIP IP Address - The interface is used to apply VVolP
traffics. There are two options: WAN and LAN/VPN. If
LAN/VPN is selected, VolIP can be applied through a VPN
tunnel to create a high security voice phone.

Hotline Number to Internet - Pre-set a phone number to
make the port dialing out to Internet automatically.

Hotline Number to PBX - Pre-set a phone number to make
the port dialing out to PBX automatically.

Manual Disconnection - Click Disconnect to disconnect this
phone line manually.
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Codec

CAS

FAX

DTMF

DrayTek

Preferred Codec - It can be applied on this port. Vigor3300

supports five Codecs. The default setting is G.729A. You can

choose another one as preferred Codec for outgoing calls.
G.7294 —8kbps w

FLIT{PCHITY —6dkbp=
F11A(PCHAY —Gdlkbps
7294 —dlkbp=
723.1 -6, 3kbp=
726 —32kbp=

G.
G.
E
G.

Single Codec - If you checked this box, only preferred codec
will be used for outgoing and incoming calls. And if the
remote end does not support such Codec, the VoIP
communication will be failed.

Codec Rate - Type the rate value to be applied on this port.

Codec VAD- Enable or Disable VAD (Voice Activity
Detection). It can detect whether the voice activity is
progressing or not. If not, RTP packets transmission will be
stopped for saving more bandwidth.

Microphone Gain- The gain value while transmitting voice.
The default value is 0. The range is from -32 to 31.

Speaker Gain- The gain value while receiving voice. The
default value is 0. The range is from -32 to 31.

FAX Mode -The FAX function mode. There are several
options:

Transparent: FAX will be transmitted via voice channel; no
fax relay and no Codec change will be involved. This is the
default value.

T.38 Relay: Using T.38 Fax Relay.

Bypass: Once FAX is detected, the Codec will automatically
switch to a high bit rate type (G.711a/u or G.726) to make
sure FAX can transmit successfully.

If this option is selected, the Vigor3300 will apply these two
following settings (FAX Bypass Codec and FAX Bypass
Codec Rate).

FAX Bypass Codec - Select one option to be applied if FAX
mode is configured as Bypass mode.

G.711T{PCHU) —Edkbps %

TN i e e

G.711A{PCHAY —-6dkbps
5.726 —32kbp=

FAX Bypass Codec Rate - Select one option (20 or 40) to be
applied if FAX mode is configured as Bypass mode. The
stability for the faxing result of documents with codec rate
20ms is higher than 40ms. Yet, the bandwidth request for
40ms is less than 20ms.

DTMF Mode -

InBand: Choose this one then the Vigor will send the DTMF
tone as audio directly when you press the keypad on the phone.
OutBand (RFC2833): Choose this one then the Vigor will
capture the keypad number you pressed and transform it to
digital form then send to the other side; the receiver will
generate the tone according to the digital form it receive. This
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function is very useful when the network traffic congestion
occurs and it still can remain the accuracy of DTMF tone.
SIP INFO: Choose this one then the Vigor will capture the
DTMF tone and transfer it into SIP form. Then it will be sent
to the remote end with SIP message.

DTMF Volume — Determine the volume of DTMF voice
signal. The more the number is set, the greater the sound is.

PIN Code On-Net PIN Service - If the phone call is from PSTN to
Internet via FXO port, the caller should input 4-digit PIN
(Personal identification number) to authenticate the
permission.
Off-Net PIN Service - If the call is from Internet to PSTN via
FXO port, the caller should input 4-digit PIN (Personal
identification number) to authenticate the permission.

Do Not Disturb Reject all of the incoming calls to this port. Click Enable to
activate this function.

Apply When you finish all the configurations, please click this button
to activate them.
4.7.3 Speed Dial

This page allows you to set a simple way to dial a specific number. Up to 150 numbers can
be stored in Vigor3300V+.

VolP - Speed Dial

# Speed Dial Phone Number  Speed Dial Destination Memo

1 1001 1001 &iptel.org dial 1

Example 101 101 @iptel.ora

Apply | cancel | Clear This Page

Speed Dial Phone Number Type the phone number to be used as quick dial.
Speed Dial Destination Type the destination address of the dial.

Memo Type a description for the specified number.

Apply Click this button to activate the page settings.

Clear This Page Click this button to remove all the settings in this page.
4.7.4 Dial Plan

Dial Plan defines how VV3300V+ handles the outgoing number that the user dials. Usually, it
would be tedious to dial a long digits number. Therefore we could establish a dial plan
pattern to simplify the dial process. Up to 60 dial plan entries can be stored in Vigor3300V+.
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VolIP - Dial Plan

# Match String

00000000 e

Match String
Min Length
Max Length
Prefix Strip
Prefix Add

SIP IP Address
Time Out

Memo

Min Max  Prefix

Length Length Strip Prefix Add SIP IP Address

Display the pattern of a dial plan entry.
Display the minimum length of digits.

Display the maximum length of digits.

Time

out Memo

1

Delete | Delete All

Display the number of prefix digits to strip of the entry.

Display the prefix string to be added of the entry.

Display the IP address of the destination of the entry

Display the inter-digits timeout value of the entry.

Description for this entry.

Click Edit to modify the dial plan. Below shows an example.

VolP - Dial Plan - Edit

1

Match String -

Min Length:

Max Length :

Prefix Strip :

Prefix Add

SIF IP Address :
Inter Digit TimeCut

Memao :

Match String

DrayTek

oxT

1

i

0

886
|draytek.com
4

Dial to Taiwan

Set the pattern of a dialplan entry. It is composed by digits
(0-9, *, #) and special symbols, which includes dot, brackets,
hyphen, letter "X", and letter "T". The letter "X" means any
digit. The dot symbol means repeat of the previous symbol.
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Min Length
Max Length
Prefix Strip

Prefix Add

SIP IP Address

Inter Digit TimeOut

Memo

Vigor3300V+ Series User’s Guide

The brackets and hyphen are used for a range of digits. The
letter "T" means waiting for timeout value while matches this
pattern.

Matched string, ex: 9011x.T, maximum 63 characters.

Set the minimum length of digits, range: 0~63, default:0.
Set the Maximum length of digits, range: 0~63, default:32.

Set the number of prefix digits to strip, range: 0~63. For
example, if you set “1” here, Vigor3300V+ will delete the first
digit of the phone number. If you set a number in Prefix Add,
Vigor3300V+ will use that one instead.

Set the Prefix string to be added, -1: none, maximum 63 char.
For example, if you set “886” here, Vigor3300V+ will delete
the digit of the phone number (based on the setting on Prefix
Strip) and use “886” instead.

Set the Remote SIP IP address or domain name. Type “0” for
non specific address.

Override the inter-digits timeout, range: 1~60(sec), default: 4
(sec). Even if you are in a daze while dialing a phone call,
Vigor3300V+ will send it out automatically according to the
Inter Digit TimeOut setting.

Type a description for this entry.
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When the caller dials “02111199999”, Vigor3300V+ find the first digit is "0". This number
is matched the setting in Match String: 0x.T. Next, Vigor3300V+ will delete the first digit
number “0” and add “886” instead. At last, the new number
“8862111199999@draytek.com” will be dialed out. From the above figure, we know the
Max Length is set with “10”. Therefore, if the caller dials “035972727” (only 9 digits), he
must dial “#” immediately or wait for 4 seconds to send the call out. Vigor3300V+ will
change the number with “88635972727”, yet the caller still dials “035972727”. In addition,
when the caller dials “035” and is in a daze more than 4 seconds, the phone number will be
called out and be changed with “88635@draytek.com” directly by Vigor3300V+.

Example:

VolP - Dial Plan

# Match String
1 ® 0T

2 © 00T
10 [1-7hoat
4 O 8H000000(
5 ) 0000000
8 O 108

T 0 9011xT
8 O

3 O

LI )

4.7.5 Miscellaneous

Min Max Prefix Time

Lengih Lengih: St Prefix Add SIP IP Address Out Memo
1 32 0 1 17216113 ] entry#1
1 32 0 ¥ 172.16.1.13 8 entry#2
1 32 0 1 17216113 ] entry#3
1 32 0 -1 172161.13 8 entryf4
1 32 o 1 172.16.1.13 10 entn#5
1 32 0 1 17216113 g entry#6
4 15 0 1 17216113 8 entry#7

1

Delete | Delete Al

This page includes RTP and T.38 Starting Port, T.38 Redundancy Number, VoIP ToS,
and FAX Ringing settings.

VoIP - Miscellaneous

RTF Starting Port:

T.38 Stating Port:

T.38 Redundancy number:
Dizaling Completion Timeaout:
VolP ToS

Line Palarity Reversal:

13456

49170

1 (Range: 0~4)

4 sec (Range: 1~60)
a0

[l as Callee an-hook [Cas callee Answer

F¥0 auto disconnection if no packetis received in 130 seconds.(Range5~3600, 0ino auto disconnection)

F¥5 COn-hook Tip/Ring Yoltage :
Dummy Account

FXS Ringing

Ringing Frequency :

Ringing Cadence- On:

Ringing Cadence - Off

RTP Starting Port

DrayTek

Low W

none w

25 v|HD
2000 (msec)

4000 (msec)

Apply | Cancel

The starting port number for RTP protocol packet. The default
setting is 13456.
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T.38 Starting Port The starting port number for T.38 protocol packet. The default
setting is 49170.

T.38 Redundancy Number The redundancy number (how many payloads attaching to the
tail of the packet) for T.38 protocol. The default value is 1.

Dialing Completion Users might dial with incomplete phone number and wait for

Timeout several seconds but not finish the complete dialing. The
system will force to dial the incomplete number after the time
you set in this field to finish that call. For example, the phone
number is 03654321 and the dialing completion timeout is set
to 4 (secs). The user dials with 036 and stops to dial. After
passing through 4 seconds, the router will send out that phone
call automatically.

VoIP ToS The ToS value in VolP protocol packet. The default setting is
0xa0.
Line Polarity Reversal as Callee Answer - Check this box to generate line polarity

reversal while the remote user picks up the phone call.

as Callee on-hook - Check this box to generate line polarity
reversal while the remote user hangs up the phone call.

FXO auto disconnection if Determine the time length for the FXO disconnecting
no packet is received in X  automatically when there is no packet received.

minutes

FXS On-hook Tip/Ring Determine the voltage of FXS port (on hook). Choose Low to

Voltage save the power.

Dummy Account If a user wants to dial out a VolIP call with the SIP account not
registered on the router, the system will remember such
account information and deem it as a dummy account. Later, it
will be dialed out via PSTN line and FXO port.

Ringing Frequency Please select a proper setting as the ringing frequency.

Ringing Cadence - On Determine the length of the ringing time for incoming calls.

Ringing Cadence - Off Determine the length for the incoming calls to stop ringing.

4.7.6 Tone Settings

This setting is provided for fitting the telecommunication custom for the local area of the
router installed. Wrong tone settings might cause inconvenience for users. To set the sound
pattern of the phone set, simply choose a proper region to let the system find out the preset
tone settings and caller ID type automatically. Or you can adjust tone settings manually if
you choose User Defined. TOnl, TOff1, TOn2 and TOff2 mean the cadence of the tone
pattern. TOnl and TON2 represent sound-on; TOff1 and TOff2 represent the sound-off.
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VoIP - Tone Settings

Region (UK ¥ caller 1D Type -

Tone Classfication Low Frequency{Hz) High Frequency{Hz) { 1';“0]';16} { 1;:?::10} ( 1';“(::';2(:} { 1;:?112(:}

Dial e T T [ | | | | || |

] ] [ o - )

Busy tone [en__] I [ | | | | || |

] - 1 JE JE |

Tone Timer

Dial Tane : Busy Tone Haowder Tane : Ringing Tane :

_Srgr?;i;al Dial _(E;;I:Yaiting _(Igoo:egestion Reorder Tone -
Apply | Cancel

Region Choose the country area that the Vigor3300 located for using

VolIP feature. Or, select User Defined for proprietary settings.

TE w
Uzer Defined
Australia
Canada. US
China
Denmark
Finland
France
GErmany

Hong Kong
Japan
Hetherlands=
Horway
Foland
Singapore
Taiwan

1%

Caller ID Type If User Defined is selected in the Region field, users can
select one of the supported values. If a country is selected, this
field will display 1D type value automatically.

ETSI LE+DT-AS(U. K. ET) W
Horth America

JAPAN

ETSI(during ring)

[ETSI DT-ASi{pricr to ring,
ETST IE+DT-AS(I K. BT}

Dial tone A tone means the phone line is ready to make a call.

Ringing tone A tone means the call is ringing.

Busy tone A tone means the phone line is busy.

Congestion tone A tone means the network is busy.

Low Frequency (Hz) Type the low frequency number in Hertz.

High Frequency (Hz) Type the high frequency number in Hertz.

TOn1 (10msec)
TOff1 (10msec)

DrayTek

Type the duration of the first ring.

Type the silence duration after the first ring.
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TOn2 (10msec)
TOff2 (10msec)

Tone Timer

4.7.7 QoS

Type the duration of the next continuous ring.
Type the silence duration after the next continuous ring.

Determine the timeout for the tone invoked.

This Quality of Service (QoS) function is only for the VolP feature. When this function is
enabled, the Vigor 3300 Series will set rate limitation for incoming and outgoing
transmissions to ensure the best quality of service in VVolIP.

VoIP - QoS

O Dizable { non-guaranteed voice quality, higher data throughput

@ Enable { guaranteed voice guality, normal data throughput )

Advanced QoS

Link Fragmentation and
Intereaving:

Disable

Enable

Link Fragmentation and
Interleaving

Vigor3300V+ Series User’s Guide

(Far uplink bandwidth = 768 khps)

Apply | Cancel

Click this button to disable QoS function. The voice quality
cannot be guaranteed and the data throughput will be higher.

Click this button to invoke QoS function. The voice quality
can be good and the data throughput will be lower.

Each packet size is determined by the bandwidth of WAN
interface. The smaller the bandwidth is, the smaller the packet
will be. Such activity can reduce the time delay of packet
transmitting. Meanwhile, the VVolP packets will be inserted in
the front of queue of signal for transmitting quickly and
obtaining best audio quality. Please check this box to invoke
this function (shrinking the packet for fast sending).
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4.7.8 NAT Traversal

NAT traversal is a challenge that all Service Providers looking to deliver public IP-based
voice and multimedia services must solve. The goal of this function is to provide secure
connection to subscribers behind NAT (Network Address Translation) devices and Firewalls.
Overcoming this traversal problem will lead to widespread deployment of profitable voice
and multimedia over IP services to any subscriber with broadband connection.

VolIP - NAT Traversal

NAT Traversal
O Disable

O Manually Input MAT IP Address

® Autn Discover MAT IP Address

Symmetric Media

@ Disahle symmetric RTP and T.38
NAT Status

Disable

Manually Input NAT IP
Address

Auto Discovery NAT IP
Address

DrayTek

MAT IP Address

O semi-auto, need ta config MAT @ Full-autn, no need ta config NAT (anly for SIF)
STUM Local Port: 3478

STUMN Server Address stun.ferdnet. net

STUMN Server Port 3478

(O Enahle symmetric RTP and T.28

MAT Type: MiA, Local IP Address: 172.16.3.229 WAN IP Address: 172.16.3.229

Apply | Cancel

Disables this function. The feature is used if Vigor3300 has a
public WAN IP address and not behind a NAT router.

NAT IP Address - Type the IP address to be used as the NAT
IP address. The feature is used when Vigor 3300V is behind a
NAT router, and the NAT router uses a static WAN IP
address. This value is the same as the WAN IP of the front
NAT router.

It is used when Vigor3300 is behind a NAT router, and the
NAT router uses a dynamic WAN IP address such as a DHCP
or PPPOE client. The Vigor3300 requires a STUN server for
this option.

The “STUN” (Simple Traversal of UDP through NATS)
server is an implementation of the STUN protocol that
enables STUN functionality in SIP-based systems. It is an
application-layer protocol that can determine the public IP
and nature of a NAT device sitting between the STUN client
and STUN server.

Semi-auto, need to config NAT — If you click this function;
the user needs to configure NAT information.

Full-auto, no need to config NAT (only for SIP)- If you
click this function; the user does not configure NAT
information.

STUN Local Port - Type the port number of the STUN
server.

STUN Server Address - Type the IP address of the STUN
server.
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STUN Server Port - Type the port number of the STUN
server.

Symmetric Media Disable symmetric RTP and T.38 — Click this button to
make RTP and T.38 being not symmetrical.
Enable symmetric RTP and T.38 - Click this button to make
RTP and T.38 being symmetrical. When Vigor3300 detects
the IP address of the receiving packets differing with the
address informed by remote end, Vigor3300 will change the
IP address automatically according to the real IP address of
the packets to ensure the remote receiver can get the packets.

4.7.9 Incoming Call Barring

This feature is used to bar incoming VolP calls from the Internet. Barring classes can be
specified to allow or deny incoming calls. There are five barring classes on the device. The
default setting is Allow all incoming calls.

Set

This page allows you to choose a barring class, match method and set a range for speed dial
entries for the incoming call barring.

VoIP - Incoming Call Barring - Set

Barring Class
Deny only calls from deny list R
Match Method
@ Disable O Enahle

Mame :

@ Disable O Enable
IF/Damain
Speed Dial Entries

From |1 A To:| 150 »
Apply | Cancel

Barring Class There are five options for incoming calls from remote ends.
Choose either one of them to set the barring class.

Deny only calls from deny list A

Allow all incoming calls
Allow only calls from allow list

Allow only calls from speed dial entries
Deny only calls from deny list
Deny all incoming calls

Allow all incoming calls — All incoming calls from remote
ends are accepted by this router.

Allow only calls from allow list — Only the calls listed in the
Allow List page will be accepted by this router.

Allow only calls from speed dial entries — Only the calls
listed in the speed dial entries will be accepted by this router.
Deny only calls from deny list — The calls listed on Deny
List page will not be accepted by this router. And others calls
are accepted.

Deny all incoming calls — All incoming calls from remote
ends are not accepted by this router.

Match Method Name - Enable or Disable this function to take value of
Speed Dial Phone Number to be checked.
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Speed Dial Entries

Allow List

IP/Domain - Enable or Disable this function to take the value
of Speed Dial Destination to be checked.

Type the range to be checked. The default value is from 1 to
150.

The Vigor3300 Series supports up to 30 entries in the Allow List table. When you choose
Allow only calls from allow list as the Barring Class, only the people listed in this list can

call this router.

VoIP - Incoming Call Barring - Allow List

# Name
1 Torm

2 John

Example John

Name

IP/Domain

Deny List

IPDomain

192.168.1.6

iptel org

192168.1.1 or iptel.org
123456

Apply | Cancel

The name or number in the allow list.

The IP address or domain name to be allowed. If the peer is
registered in SIP proxy server, use the domain name of the
SIP proxy server. Otherwise, use the static IP address or
DDNS domain name.

The Vigor3300 Series supports up to 30 entries in the Deny List table. When you choose
Deny only calls from deny list as the Barring Class, people listed in this list cannot call this

router.

VoIP - Incoming Call Barring - Deny List

# Name

1 Jares

2 Steven

3

4

]

Example John
Name
IP/Domain

DrayTek

IPDomain

172.16.3.21

arctel.com

19216811 oriptel.arg
123456

Apply | Cancel

The name or number in the deny list.

The IP address or domain name to be denied. If the peer is
registered in SIP proxy server, use the domain name of the
SIP proxy server. Otherwise, use the static IP address or
DDNS domain name.
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4.7.10 Call History

This page lists the call history through Vigor3300. You can click Refresh to get the latest
history information for these VolIP phones. Besides, this page refreshes automatically every
10 seconds.

VolP - Call History

Every 10 Seconds + Refresh

Refresh Option:

Remote Remote

.. Port Call Caller Callee Start ) . Release RTP Codec Packet DTMF
" Number Type Number Number Time EndlimEgionahon Reason RTP_ AL Statistic Type Period gar Relay
Address Port
*PS: Packets Sent, O Octets Sent, PR: Packets Received, OR: Octets Received, PL Packets Lost,  JI Interarrival Jitter Estimate
ims), LA Avg TH Delaw(ms)
Remote
Caller Callee . . - Release Remote RTP RTP Codec Packet DTHMF
Number CallTNo Number Number S UTROe g Eud[ina DR Reason Address s;rt Statistic Type  Period Relay
PS=275,
08=5500,
FiSep23  FriSep23 ... PR=143, 5 250s
5 Incoming 888846 888845 17:01:51 17:02:00 i Mormal Drop 61.230.213.114 13466 OR=2860, o ~_ 20ms Of RFC2833
el 00h:00m:09s 8kbps
2005 2005 PL=0,
Ji=0,
LA=D
PS=143,
0S=2880,
_ FriSep23  FiSep2s oo ) PR=144, G 720m
2 6 Outgoing 888846 888845 17:01:47 17:02:00 Normal Drop 61.230.213.114 13464 OR=2880, 20ms Of RFC2833
o 00h:00m:13s Skbps
2005 2005 PL=0,
Ji=D,
LA=0

Refresh Option You can click Refresh to get the latest status information for
these VoIP phones. In addition, you can set the time interval
of refreshing. Use the drop down list of Refresh Option to
choose an automatic refreshing setting. If you choose No
Refresh, the system will not refresh this page until you click

Refresh button.

Ho Ref h w Refresh
N -

Every 10 Seconds

Every 20 Seconds

Every 30 Seconds

Port Number
Call Type
Caller Number
Callee Number
Start Time
End Time
Duration

Release Reason

Remote RTP Address
Remote RTP Port

RTP Statistic

Vigor3300V+ Series User’s Guide

The port number of VolIP.

The dialing direction for this call (Incoming/Outgoing).
The phone number of the caller.

The phone number of the receiver.

The starting time of the call.

The ending time of the call.

The duration of the call.

The reason for the call termination.

The IP address of remote voice site.

The used port number of remote voice site.

The statistic of RTP with abbreviation will be shown in this
field (e.g., PS: Packets Sent; OS: Octets Sent; PR: Packets
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Codec Type
Packet Period
VAD

DTMF Relay

4.7.11 Tone Upload

Received; OR: Octets Received; PL: Packets Lost; JI:
Interarrival Jitter Estimate (ms); LA: Average TX Delay(ms)).

The Codec mode used for this phone calling.
The period of time for sampling on voice signal.
The status of VAD.

The status of DTMF.

This page allows you to upload tone settings such as G.711a Pin Prompt, G.711a Pin Error,
G.729 Pin Prompt and G.729 Pin Error to Vigor3300 series. Click Browse.. to choose the
file and click Apply to upload it.

VoIP - G.711 Tone Upload

G.T11a Pin Prompt

VoIP - G.711 Tone Upload

G.7T11a Pin Error

VoIP - G.729 Tone Upload

G.729 Pin Prompt

VoIP - G.729 Tone Upload

G.729 Pin Erro

Apply | Cancel
Apply | Cancel
Apply | Cancel
Apply | Cancel

When a user wants to dial out via FXO port, a sound would be played to ask the user typing
PIN code first. If the PIN code is correct, the user can dial out. If not, prompt sound of PIN

Error would be played.

DrayTek
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4.7.12 Status

Port Status

This page displays the connection status for VVolP phone calls.

VoIP - Status

Refresh Cption:
s S G
1-1 Idle

21 Idle

31 Idle

41 ldle

5-1 Idle

82 ldle

B-1 ldle

6-2  ldle

71 Idle

-2 ldle

a1 ldle

82 ldle

Ho Refresh

Callee

“ Refresh
§ . Remote RTP  Remote RTP ... Codec Packet DTMF
Number StartTime o iress Port RIP Statistic 700" period V™ Relay

*PS: Packets Sent, 0S5 Octets Sent, PR: Packets Received, OR: Octets Received, PL Packets Lost, JI: Interarrival Jitter Estimatedms), LA Awg TH

Delayims)

Refresh Option

Call Status
Call Type
Caller Number
Callee Number
Start Time
Remote RTP Address
Remote RTP Port
Codec Type
Packet Period
VAD

DTMF Relay

Vigor3300V+ Series User’s Guide

You can click Refresh to get the latest status information for
these VoIP phones. In addition, you can set the time interval
of refreshing. Use the drop down list of Refresh Option to
choose an automatic refreshing setting. If you choose No
Refresh, the system will not refresh this page until you click

Refresh button.
w Refresh

Ho Refresh

.Every 10 Seconds=
Every 20 Seconds
Every 30 Seconds

The calling status.

The dialing direction for this call (Incoming/Outgoing).
The phone number of the caller.

The phone number of the receiver.

The starting time of the call.

The IP address of the remote voice site.

The used port number of the remote voice site.

The Codec mode used for this phone call.

The period of time for sampling on voice signal.

The status of VAD.

The status of DTMF.
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SIP Status

This page displays the registration status for SIP accounts.

VoIP -SIP Status

Refresh Option: Ho Refresh w Refresh

# Register Status # Register Status # Register Status # Register Status

1 g 17 25

2 10 18 26

3 11 19 27

4 12 20 28

5 13 21 29

i} 14 22 30

7 15 23 ey

g 16 24 32

Refresh Option You can click Refresh to get the latest status information for

these VoIP phones. In addition, you can set the time interval
of refreshing. Use the drop down list of Refresh Option to
choose an automatic refreshing setting. If you choose No
Refresh, the system will not refresh this page until you click
Refresh button.

w Fefresh

:Every 10 Seconds
Evervy 20 Seconds
Every 30 Seconds

Register Status The status of registering in proxy server.

4.7.13 Config Activate

After configuring VolIP settings, please open VoIP>>Config Activate to access into the
following page. Then, click Apply to activate VolP configuration.

VoIP - Configure Activate

Warning !
The action may cause all of the VolP calls disconnected !

Please confirm you really want to execute Configure Activate right now !

Apply | Cancel
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Chapter 5: Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
®  Pinging the router from your computer.

® Checking if the ISP settings are OK or not.

®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “1.3 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

— LAN — —WAN/DMZ —
Qv @ ©@ © OWNK® @ ©® ®
QFiewal® @ ® @100 ® @ ® @
o @OPWREACT @aos @ @& @ @ FmX ® @ @ @

Factory
Reset P1 P2 P3 P4 P1 P2 P3 P4

3. If not, it means that there is something wrong with the hardware status. Simply back to

“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.
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5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For Windows

The example is based on Windows XP. As to the examples for other operation
E—_“ systems, please refer to the similar steps or find support notes in
www.draytek.com.

1. Go to Control Panel and then double-click on Network Connections.

Webwaork Conneckions

2. Right-click on Local Area Connection and click on Properties.

=
m Disable
- m  Status
=5 R .
epair

=thi Bridge Connections

Create Shortcut

Rename

Propetties

3. Select Internet Protocol (TCP/IP) and then click Properties.
-t ethO Properties

General |Authenticati0n Advanced

Cotinect using:

|m ASUSTeK /Broadeom 440¢ 10100 Ir ‘

Thiz connection uzes the following items:
El Clignt for Microsoft Metwarks

.@ File and Printer Sharing for Microsoft Wetwarks
.@QDS Packet Scheduler

Intemet Pratocol (TCPAIP)
Dezcription

Transmission Control Protocol/nternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.,

Show icon in notification area when connected
Matify me when thiz connection haz imited or no connectivity

08 ] ’ Cancel
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4.  Select Obtain an IP address automatically and Obtain DNS server address
automatically.

Internet Protocol (TCP/IP) Properties

General | Alternate Caonfiguration

Y'ou can get 1P settings assigned automatically if your network, supports
thiz capability. Othenwize, you need to ask your network administrator for
the appropriate |F settings.

(%) Obtain an IP address automatically

() Uze the Fallawing IP address:

() Use the fallawing DNS server addresses:

[ ]
]

[ 0K H Cancel ]

For MacOs

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Network.

3. On the Network screen, select Using DHCP from the drop down list of Configure

IPv4.
86N Network =)
. ; =
e [ &
Show All Di“spla:.'rs Sound Nelv;furk Startup Disk
Location: .Automatic ﬂ
Show: | Built-in Ethernet ﬂ
f TCP/IP | PPPoE = AppleTalk Proxies Ethernet '
Configure IPv4 "Usiﬂg DHCP ﬂ
IP Address: 192.168.1.10 | Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains {Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4
( Configure IPv6... ) 7
SerrrrT————— NS
dﬁcl'khlk further ch ( Assi 3 ( Apply Now )
! ick the lock to prevent further changes. [ Assistme... | [ Apply Now ]
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the router. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 5.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or emd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192_168.1.1: hytes=32 time{lms TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For MacOs (Terminal)

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 tt1=255 time=xxxx ms” will appear.
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SESNE) Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorld:~ drovtekd ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seg=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_seg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeq=2 ttl=2E6 time=A.716 ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=255 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 time=A.72 mz
B

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8,.723/8.756 ns

Yigori@:~ drovtekd ||

5.4 Checking If the ISP Settings are OK or Not

1.  Go to the web configuration GUI (http://192.168.1.1), click Network >> WAN to
check your ISP settings for IP modes.

2. Make sure the Active check box has been selected.
Network - WAN

Load Balance ; @ Disable © Enable (IT Auto Weight
Backup @ Disable C Enable

# IP Mode Active Defa
YWAN1 PPPOE 0
YWAN2 Mot Set = &
YWANZ Mot Set = [
WWAN Mot Set = &

3.  Click the Edit icon to open the WAN setting page. There are four IP modes, Static,
DHCP, PPPoE and PPTP provided by the router. Each mode will guide different web

page.
For PPPoE Mode

1.  Check if Username and Password are entered with correct values that you got from
your ISP.

2. Check if the setting of Authentication is correct or not. You may need to try both PAP
and CHAP.
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3. Check if Service Name (optional) is correct or not. It is required by some ISPs.

Static/DHCP D2

configuration Configuration
UserMame 1234@hinet. net PPTF Lacal Address
Passward : ssse PPTF Subnet Mask :
Authenticatian : PAF v PPTF Server Address
Service Marme :
PPPOE IP Alias : Enable
VI 1442

IP Address Assignment Method {IPCP)

Fixed IP @ Mo (Dynamic IP) O Yes
Fixed IP Address :

Connection Detection

Detect Interval © 10

Mo-Reply Count 2

IP Alias List

1. 10.1.1.100 2 10.1.1.10
3 10.1.1.102 4

5 &.

7 g

Apply | Reset | Cancel

After finishing the settings, go to System - Status page and click WAN Status. You
will get a correct web page of WAN settings.

Basic Status | LAN Status | |

WARNT1 :

IP Address 218.168.228.27

WAC Address : 00:50:7128:80:e6

Primary DMES : 168.95.1.1

Secondary DNE :

Gateway B1.230192 254

RX Packets : 95

T Packets 40

Connection Status : connected

p Time 0 days 0 hours 4 minutes 45 seconds

Disconnect

For Static Mode

1.  Check if the values of TP Address, Subnet Mask, Gateway IP Address and Primary
DNS that you got from ISP are set properly or not. If you forget, please contact with
ISP for getting new ones.
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PPPOEFRTR Dtz
Caonfiguration | Configuration
IP Address 172.16.3.229 Host Mame :
Subnet Mask: 55 P55 9550 Diomain Mame :
Default Gateway : 172.16.3.1 (Host Marne and Dormain Marme are required for sorme 15Ps.)
PR R 168.96.1.1
=ECEniavESE 168.95.192.1

2. If anything wrong, please retype correct values and try the network connection again.

3. After finishing the settings, go to System - Status page and click WAN Status. You
will get a correct web page of WAN settings.

Basic Status | LAN Status | |

WARNT1 :

IP Address . 220130082221

MAC Address : 00:a0:7128:80:24

Primary DRE : 168.95.1.1

Secondary DNS ;

Gateway 22013082209

Rx Packets : Tog

TH Packets 384

Connection Status connected

Lp Time : 0 days 0 hours 5 minutes 7 seconds

For DHCP Mode

1.  Check if Host Name (optional) and Domain Name (optional) are correct or not. Both
them are required for some ISPs.

FPPOE/FPTR D=

Configuration | Configuration
IP Address Host Mame
Subnet Mask: Domain Mame :

Default Gatewsay | (Host Mame and Domain MName are required for some ISPs.)
Primary DME :

Secondary DNS

2. If anything wrong, please check and retype correct values. Then try the network
connection again.

3. After finishing the settings, go to System >> Status page and click WAN Status. You
will get a correct web page of WAN settings.
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Basic Status LAN Status

WANT1 :

IP Address : 172.16.100.10

MAC Address 00:50:71.28:80:e5

Primary DMS 172.16.100.1

Secondary DNS

Gateway 172161001

RX Packets : £l

T Packets 100

Connection Status : connected

Up Time : 0 days 0 hours 4 minutes 51 seconds

For PPTP Mode
1. Check if the settings of Username and Password are correct or not.

2. Check if the setting of Authentication is correct or not. You may need to try both PAP
and CHAP.

3. Check if the value of PPTP Local Address, PPTP Subnet Mask, and PPTP Remote
Address are correct or not.

Static/DHCP Dz
Configuration Configuration

UserMame : draytek PPTP Local Address 10.0.0.150
FPassword [ PFTF Subnet Mask DEE.2E5.255.0
Authentication : PAD w PFTF Server Address 10.0.0.137

Senice Name :

4.  After finishing the settings, go to System - Status page and click WAN Status. You
will get a correct web page of WAN settings.

Basic Status |  LANStatus | |
WANT :
IP Address £1.230.208.202
MAC Address : 00:580:71.28:80:a7
Primary DS 194.109.6.66
Secondary DNE 194 958.0.1
Gateweay B1.230.208.245
R¥ Packets a4
TH Packets : 26
Connection Status : connected
Up Time : 0 days 0 hours 4 minutes 39 seconds
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5.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will lose all settings you did
L before. Make sure you have recorded all useful settings before you pressing. The
password of the factory default is null.

Software Reset
You can reset router to factory default via Web page.

Go to System >> Reboot on the web page. The following screen will appear. Choose Reset
to factory default and click Apply. After few seconds, the router will return all the settings
to the factory settings.

System - Reboot

System rebooting will take 20 secands

[l Reset to factory default

Apply

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold
for more than 5 seconds. When you see the ACT LED blinks rapidly, please release the
button. Then, the router will restart with the default configuration.

Factory
Reset

— LAN — v

Qven O O O O wk D
OFirewal® © © & 100 ©
Opwr@acT Daes @ © © © Frox ©

Factory
Reset P1 P2 P3 P4 P1

L ———
After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.
5.6 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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Appendix:. Hardware

Specifications
Temperature Operating : 0°C ~ 45°C
Storage : -25°C ~ 65°C
Humidity 10% ~ 90% ( non-condensing )
Max. Power Consumption 60 Watt
Dimension L440 * W280 * H44 ( mm )
Power 100~ 240V AC
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