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White Paper

FUJITSU Software ServerView® Suite:
Out-of-band monitoring of RAID configurations
and HDDs via iRMC S4 Management LAN port

This White Paper describes how RAID configurations and HDDs within a Fujitsu PRIMERGY server can be
monitored in an out-of-band communication via the iRMC S4 Management LAN port.
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Introduction

Two communication options are used in traditional server management concepts to execute management tasks:

1. In-band communication — Shared
In-band communication connects the central management Operating Providers

station (CMS) with SNMP agents or CIM providers via the
productive (shared) LAN port of the server and requires an
installed and active operating system.

In-band communication can be complemented by a
connection directly to the server's baseboard management

controller (BMC) via the Management LAN port.

2. Out-of-band (O0B) communication Productve
00B communication connects the central management Operiting Agentiess h
B Service -
station (CMS) solely with the server's baseboard = -

management controller (BMC) via the Management LAN
port of the server.

It allows an exchange of management data regardless of
whether the system is powered on, or if an operating
system and SNMP agents or CIM providers are installed or
active.

For many IT administrators server management via a dedicated communication channel to the BMC of a system is an essential requirement.
Such a connection enhances data security by effectively separating the networks for productive and management data. Furthermore, it allows
a so called out-of-band (00B) management without the need of agents in the operating system and such a connection is available even
when the server is in stand-by mode.

In Fujitsu PRIMERGY servers the ServerView integrated Remote Management Controller (iRMC) performs the functions of a BMC and enables
extensive monitoring and management of the server.

This White Paper describes how RAID configurations and HDDs within a Fujitsu PRIMERGY server can be monitored in
1. anin-band communication with ServerView agents or CIM providers via the productive (shared) LAN port, and
2. anout-of-band (00B) communication directly via the iRMC S4 Management LAN port.

1 In-band monitoring of RAID configurations and HDDs via ServerView Agents or CIM Providers
Traditional in-band monitoring of RAID configurations and HDDs within a Fujitsu PRIMERGY server requires the presence of ServerView
agents or CIM providers in an active operating system. Communication is carried out via the productive (shared) LAN port to the CMS:

o ServerView RAID requests
information from RAID controller

Operating
System

e Management applications like

94 ServerView Operations Manager on
u the CMS receive information from

‘ ServerView RAID and ServerView
agents or CIM providers

o ServerView RAID call integration in
" iRMe S.erver\ﬂew Operations Manager
ey . integrated Remote Management Controller 5|mp||ﬁes management tasks

Fig. 1: In-band monitoring of RAID configurations and HDDs via ServerView agents or CIM providers
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2 Out-of-band monitoring of RAID configurations and HDDs via iRMC S4

Out-of-band (00B) monitoring of RAID configurations and HDDs via ServerView integrated Remote Management Controller S4 (iRMC S4) can
be divided into two different scenarios. The amount of available management information to the iRMC S4 may differ significantly depending
on the type of HDD controller configured in the particular Fujitsu PRIMERGY system.

@® O0O0B-RAID: RAID controller < iRMC S4

Productive

00B enabled RAID controller are directly Operating LAN
connected to the iRMC S4 via the mainboard of System E -

the PRIMERGY server and provide detailed
information of the RAID controller itself, the
RAID configuration and the status of all
connected HDDs. Such information is displayed
by various screens on the iRMC S4 web interface.
- Further details are described in chapter 2.1.

'~ ManagementLAN

-«

® 00B-HDD: HDD backplane < iRMC S& Productive
Non-00B enabled RAID controller as well as Opetating LAN
SAS controller or onboard SATA controller have System E -

no connection to the iRMC S4. In this case a
cable connects the iRMC S4 to the HDD

‘-_:sc_ —

backplane of the PRIMERGY server. From there
the status information of installed HDDs is
retrieved and displayed on the iRMC S4 web
interface.

- Further details are described in chapter 2.2.

Non-OOB
Controller

P

'~ ManagementLAN

The table on the next page gives an overview of 00B management options in Fujitsu PRIMERGY models with iRMC S4.

The matrix

@ indicates released 00B enabled RAID controllers (OOB-RAID) incl. released PCle slots in the server, and

@ provides information on PRIMERGY models with OOB released HDD backplanes (00B-HDD) in case non-00B enabled HDD controllers
are configured in the server.

Further details on both 00B management scenarios are described in the following chapters of this White Paper:
2.1 OO0B-RAID monitoring via O0B enabled RAID controller
2.2 00B-HDD monitoring via HDD backplane (in case of non-00B enabled HDD controllers)
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Out-of-band monitoring of RAID configurations and HDDs via iRMC S4

The table" below summarizes for released Fujitsu PRIMERGY models with iRMC S4 the options for
@ 00B-RAID monitoring via 00B enabled RAID controller (incl. released PCle slots in the server),
@ 00B-HDD monitoring via HDD backplane (in case of non-00B enabled HDD controllers).

iRMC S4 connected to | ® Out-of-band enabled RAID Controller @ HDD Backplane
= 00B-RAID monitoring incl. HDDs = 00B-HDD
HDDs and SSDs operated
g by non-00B enabled
-8 e S S S 3 S = HDD controller like
) g S& a A 2 = m N o § o HBA or PCle switch
co I8 =) =) o § o I, 2 IZo
=% 523 s = = * 2 3% s:25=
+ 2 o m S — [ — o] ~ ] ~ o] =4 B 3 2 ©
Wog 94X Lo Log oL g o wog Lgg wegy
QD= Mmoo N = mn = mn_= N o= —_ = n ==
© = — o S 5= < s = < s = < S — me = NS —
© LN ~2 = 03N NS A NP 0N =R I -R=R%
252 B3s B52 B32 B57 BIZ §£27 BE7
,Lgo ;E% ,L%o -1 o - o - o ,L%o -3 o
208 Z3o= 22F% 5% 25% 322% 223 2%
N << ® N << N &2 © N © N © N o2 © N < © N ©
v ox O wvy o wmv o o v a o v a o wv o o wv \Vi O v a o
PRIMERGY CX Server
(X2550 M1 v v v supported ?
(X2550 M2 4 4 v supported ?
(X2570 M1 v v v supported ?
(X2570 M2 v v v supported ?
PRIMERGY Rack Server
RX100 S8 v supported
RX1330 M1 v v v supported
RX1330 M2 v supported?
RX200 S8 v v supported
RX2510 M2 v v v supported
RX2520 M1 v v supported ¥
RX2530 M1 v v v v supported
RX2530 M2 v v v v supported
RX2540 M1 v v v v supported
RX2540 M2 v v v v supported
RX2560 M1 v v v v supported
RX2560 M2 v v v v supported
RX300 S8 v v v v supported ?
RX350 S8 v v v v supported ?
RX4770 M1 v v v v v RAID controller is mandatory
RX4770 M2 4 v RAID controller is mandatory

Table is continued on next page

U Listing as of May 11", 2016

2 HDD backplane is wired to iRMC S4 via the mainboard (PCBA); no cable required
3} 00B-HDD on 10x 2.5" backplane is not supported

“ 00B-HDD only released for 3.5" HDD configuration

>} 00B-HDD released with SAS 3.0 2.5" HDD Backplane
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The table" below summarizes for released Fujitsu PRIMERGY models with iRMC S4 the options for
@ O0B-RAID monitoring via 00B enabled RAID controller (incl. released PCle slots in the server),
@ 00B-HDD monitoring via HDD backplane (in case of non-00B enabled HDD controllers).

Table continued from previous page

iRMC S4 connected to | ® Out-of-band enabled RAID Controller @ HDD Backplane
= 00B-RAID monitoring incl. HDDs = 00B-HDD
HDDs and SSDs operated
g by non-00B enabled
-8 | § 3 ] 3 8 ) HDD controller like
3 N oY s A o m o8m m o HBA or PCle switch
55 8% 5 & S o S5 =5 B 5
co §3% =) =) 2 § 2 IZs I 9o
o 153 = = S I 2 gz g3&
T2 © -~ = - © - © ~ © ~ © [z o Lo w©
wog W 8 2 L T W g w e T we P w § <
Qo= MmBL & _ = @H_= Hh_= Ng= M= ==
© = — o S 5= < s = < s = < S — NS — me =
© LA ~2 = 03N NS A N D 0N L -R=X"] n QK
Rvuz Dve DRI LFC Ly Ly LRETC- T
;ES ;§§ T35 L6 &S5 s £S5 ;%%
2oF% Bo= 282% B82% 22% 228 22% 35°%
N << ® N << N &2 © N 2 © N © N o2 © N o2 © N < ©
v ox O wvy o v o o v a o v a o wv o o v o o wv U\ O
PRIMERGY Tower Server
TX1320 M1 4 not supported
TX1320 M2 v v supported
TX1330 M1 v not supported
TX1330 M2 v v v supported
TX2540 M1 v v not supported
TX2560 M1 v v v v supported
TX2560 M2 v v v v supported
TX300 S8 v v v v supported ?
PRIMERGY Server Blades
BX2560 M1 v supported
BX2560 M2 v supported
BX920 S4 v supported
BX2580 M1 with SX960 v v v not supported
BX2580 M2 with SX960 v v v not supported
BX924 S& with SX960 v v v not supported

U Listing as of May 11", 2016

2 HDD backplane is wired to iRMC S4 via the mainboard (PCBA); no cable required
3} 00B-HDD on 10x 2.5" backplane is not supported

“ 00B-HDD only released for 3.5" HDD configuration

>} 00B-HDD released with SAS 3.0 2.5" HDD Backplane
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2.1 OOB-RAID monitoring via 00B enabled RAID controller
With the introduction of the ServerView integrated Remote Management Controller S4 (iRMC S4) and the

use of out-of-band (O0B) enabled RAID controllers a comprehensive monitoring of RAID configurations and
their attached HDDs is now possible via the Management LAN port of the Fujitsu PRIMERGY server:

Productive o iRMC S4 requests detailed RAID
and HDD information from the

Operating =ak
System | E - 00B enabled RAID controller

- T T . m . “ o Please note:
i ) loos RAD] “ For released Fujitsu PRIMERGY
L] o " Controller | E . e

"~ ManagementLAN

systems and RAID controllers only
(see table in chapter 2 for details)

- iRMC
ey - INtegrated Remote Management Controller

Fig. 2: 00B-RAID monitoring via O0B enabled RAID controller

IT administrators can check details of configured RAID systems in a Fujitsu PRIMERGY system on various iRMC S4 web server pages
= left navigation "RAID Information” as well as "Sensors” = “Temperature”:
e status of installed RAID controllers and associated batteries
o status of each RAID physical disk on the managed server
o status of each RAID logical drive on the managed server
Please refer to the iRMC S4 user manual, chapters 7.5 RAID Information and 7.10 Sensors.

The screenshots below show examples of these different iRMC S4 web server pages:

ServerView User: admin | Logout FuliTsu

FUJIT5U ServerView® iRMC 54 Web Server Deutsch * Ha:E

ESXi-5titti PCTlocal RAID controller information

ScEnlikarstion RAID controller 'FTS RAID Ctri SAS 6G 1GB (D3116C) (0)

System Cverview

System Components ) N

Firmware Physical Logical

: Netwark Inventory =T Erochrt P Rt P e
B RAID Information

Contrallar a oK RAID Cirl SAS 6G 1GE {D3116C) 22.8.0-0029 FaC 12 2 ils

Physical Disks

Logical Driv

e Battery on controller 'FTS RAID Ctrl SAS 6G 1GB {D3116C) (D)’
BIOS
Liafomisd Stat T walt: Te at
i us Type Voltage Temperaturs
Power Consumption € Mermal FBU 9374V 26 °C Details |
Sensors
Event Log

Fig. 3: Status of installed RAID controllers and associated batteries

E5Xi-5titti PCTlocal RAID physical disk information

Bl Er Tt 12 Physical disk(s) on controller 'FTS RAID Ctrl SAS 6G 1GB (D3116C) (0)'
System Overnview
System Compenents Slot Status Interf: % Vend Product c o

H Network Inventory

B RAID Information a 0 Orperational SAS HOD SEAGATE ST9245040585 450 GB Details
Controller
Physical Disks e 1 Operaticnal SATA HDD Seagate STS250810MS 250 GB Details
Logical Orives . 2

& s Crperational SAS HOD | SEAGATE | ST245040555 | 450 GB Detailz |

Fig. 4: Status of each RAID physical disk on the managed server
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E5Xi-5titti PCTlocal

RAID logical drive information

= System Information
H System Cverview

2 Logical drive{s) on controller 'FTS RAID Ctrl SAS 6G 1GB (D3116C) (0

System Compenents

Logical Orives

Dirive Status Name Size RAID
Metwork Inventory
D Information e o Operaticnal | LogicalOvive_0 | 222.00 GB | RAID-1 Details |
Controller -~
Physical Disis a 1 Operational LogicalDrive_1 2083.00 GBE RAID-S ils

Fig. 5: Status of each RAID logical drive on the managed server

Temperature

=l System Information

Temperature Sensor Information {in *Celsius)
= RAID Information

BIOS

B iRMC 54 Select e | ochereian | VoUPEUEilE | WERE) | CriEE]

[°Celsius) Lewel Lewel
Power hanagement
* Power Consumption [l @ 16 BBU 27 50 95
[l Senzars
T [ € 17 RAD Controller 103 M0 M8

- Fans

Fail
Reaction

Continue

Continue

Status

k.

Ok

Temparaturs

Fig. 6: Temperature sensor information

2.1.1 Prerequisites

OOB-RAID monitoring requires a Fujitsu PRIMERGY system with

- - iRMCS4 and
> -an 00B enabled RAID controller":

2.1.2  Ordering Information

Released O0B enabled RAID controllers for Fujitsu PRIMERGY servers K

Order codes

Description

RAID Ctrl SAS 6G 1GB (D3116C)
based on LSI MegaRAID SAS2208

RAID Ctrl SAS 6G 8Port ex 1GB FH SI'V3
LSI MegaRAID SAS 9286(V-8e

factory installation
S26361-F3669-E4

$26361-F3713-E203
S26361-F3713-E3 7

PRAID CP400i S26361-F3842-E1
based on LSI MegaRAID SAS3008
PRAID EP400i S26361-F5243-E1
based on LSI MegaRAID SAS3108
PRAID EP420i S26361-F5243-E2

based on LSI MegaRAID SAS3108
PRAID EP420e

based on LSI MegaRAID SAS3108
PRAID CM400i / PRAID EM400i
based on LSI MegaRAID SAS3108
SAS RAID HDD Module for BX920 S4
based on LSI MegaRAID SAS2208

S26361-F3847-E2

526361-F3847-E202
526361-F3823-E400
$26361-F3823-E410
526361-F4531-E300
S26361-F4531-E513

R listing as of May 11%, 2016
2 component in phase out
3 component no longer available for ordering

3)

3)

subsequent delivery
S26361-F3669-L4

526361-F3713-L503
$526361-F3842-L501
526361-F5243-L1

526361-F5243-L2

526361-F3847-1502

$26361-F4531-1300
$26361-F4531-L513 ¢

00B enabled RAID controllers are available in System Architect as standard component for Fujitsu PRIMERGY servers.
Their product description in System Architect informs about out-of-band capabilities.
For configuration hints please refer to the individual system configurators.

The table in chapter 2 of this White Paper maps these O0B enabled RAID controllers to Fujitsu PRIMERGY models.
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2.2 00B-HDD monitoring via HDD backplane (in case of non-00B enabled HDD controllers)

In case a non-00B enabled RAID controller, SAS controller or onboard SATA controller is used in a Fujitsu
PRIMERGY system the iRMC S4 retrieves status information of installed HDDs via a cable connection from the

HDD backplane:
Productive e iRMCS4 is connected to the
Operaiing LAN HDD backplane of the Fujitsu
System E PRIMERGY server

Console
~ ManagementLAN

~ integrated Remote Management Controller

Fig. 8: 00B-HDD monitoring via HDD backplane (in case of non-00B enabled HDD controllers)

o Please note:
Available for selected Fujitsu
: PRIMERGY servers only
L iRmc (see table in chapter 2 for details)

o iRMC S4 retrieves status information

-
; “ of installed HDDs
[ Console |

IT administrators can check the status of each HDD installed on the backplane in a Fujitsu PRIMERGY system on a iRMC S4 web server page

= left navigation "Sensors” = “Component Status":
Please refer to the iRMC S4 user manual, chapters 7.10 Sensors.

Component Status Sensor Information

e i ptimce || ks |Commpamnt
a 56 HDDO Dick / Digk Bay 1 Ok fes
a 57 HDDA Disk / Disk Bay 2 Ok Yes
W 5o HDD2 Disk / Disk Ba ! Prafa
0 58 HDD3 Disk / Disk Bay 4 Failed es
a G0 HDD4 Disk / Disk Bay 5 Ok Yes
ﬁ 81 HDDS5 Disk / Disk Bay g Ermpty Slot ez

Fig. 9: iRMC S4 web server page - Status of installed HDDs

2.2.1 Prerequisites

OO0B-HDD monitoring requires a Fujitsu PRIMERGY system with

- iRMC S4 and

-an 00B enabled HDD backplane incl. connection to the iRMC S4 (cable or directly wired)

Please note: 00B-HDD monitoring via HDD backplane is disabled as soon as an
00B enabled RAID controller is installed in the Fujitsu PRIMERGY server.

2.2.2  Ordering Information

System Architect selects automatically the 00B-HDD monitoring option when

(a) a Fujitsu PRIMERGY systems with iRMC S4 is selected, and

(b) a non-00B enabled RAID controller, SAS controller or onboard SATA controller is configured, and
(c) the HDD backplane of the selected PRIMERGY model supports 00B-HDD monitoring.

For configuration hints please refer to the individual system configurators.
The table in chapter 2 of this White Paper maps O0B enabled HDD backplanes to Fujitsu PRIMERGY models.
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3 Further information

Fujitsu Internet Websites

- ServerView Manuals (sitemap)

ServerView Suite in the Internet = documents on iRMC

System Configurators for Fujitsu PRIMERGY systems in the Internet

(check in “Documents” on the webpage of every PRIMERGY model)

System Architect in the Internet

FUJITSU Software ServerView® Suite - Overview

DEPLOY

Fast, easy, reliable

Server Setup and Deployment

® Installation Manager
Configures Fujitsu PRIMERGY
server hardware and installs
operating systems and server
management software either
unattended or menu-driven,
locally or remotely.

® Scripting Toolkit
Collection of utilities and
sample scripts for individual
script-based Fujitsu PRIMERGY
server configuration and
installation.

CONTROL

Centralized, easy, efficient

Server Monitoring and Control

Operations Manager
m Agents/CIM Providers
B System Monitor
Agentless Service

B Event Manager

B RAID Manager

Capacity Management
B Threshold Manager

Power Management

® PowerMonitor

B PowerConsumption
Management (iniRMC)

Storage Support

B Storage Management
- Monitoring
- Events

DYNAMIZE

Simple, sophisticated, efficient

Private Cloud Infrastructure
O Resource Orchestrator
Cloud Edition

Consolidated Server

Infrastructures

O Resource Orchestrator
Virtual Edition

1/0 Management
O Virtual-I0 Manager

MAINTAIN

In any state, atany place

Remote Management

B integrated Remote Management
Controller (iRMC)
O iRMC Advanced Pack

B Management Blade

O Support Gateway/ AutoCall

embedded LifeCycle Management
O eLCM Activation License

Update Management

m Update Manager (SVUM)
Download Manager
Repository Manager

B Repository Server

® Update DVD/SVUM Express
Content Collector

Performance Measurement
m Performance Manager

Investigation
B AssetManagement

® Archive/ Inventory Manager
m PrimeCollect

Inspection

B Online Diagnostics

m (CustomerSelf Service
O Local Service Display

INTEGRATE

Seamless, manage uniformly

Uniformed Management
O Fujitsu ManageNow®
solutions

Integration Packs

Microsoft SCOM

Microsoft SCCM

Microsoft SCVMM
Microsoft SCPRO Packs
VMware v(enter

VMware vRealize

Nagios

Icinga

HP Systems Insight Manager

m = Standard O = Option

Contact

FUJITSU Technology Solutions GmbH
Mies-van-der-Rohe-Str. 8, 80807 Munich, Germany
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