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Copyright & Trademark Notices
© Inmate Calling Solutions, LLC d/b/a ICSolutions 2017. All rights reserved.

The following is a non-exhaustive list of United States trademark applications and registrations owned by
ICSolutions and its affiliates:

ICSolutions® The ENFORCER®
The Attendant®™ The Communicators™
Word Detective® Message of the Day*™
Access Corrections™ The Visitor™

Other trademarks that may be used in this Document are the property of their respective owners.

Proprietary / Confidential Information Matrix

The following information contained within the attached Document is Proprietary and Confidential and
should be redacted from any public inspection of this Document, including those occurring in response to
Freedom of Information Act (FOIA) requests from third parties. Public disclosure of this information may
cause irreparable harm to ICSolutions and, therefore, protection from such disclosure is hereby requested:

e Audited Financial Statements (Exhibit J)
ICSolutions and its parent company, TKC Holdings, Inc., are both privately held companies, and
therefore our financial records are confidential, proprietary documents and are not publicly
available nor subject to public review of any kind. As our company is not traded on any public
exchange or market, its financial statements constitute a material personal asset of its individual
owners, who are entitled to privacy protection under applicable state and federal laws established
to protect the personal accounts of individuals. Furthermore, disclosure of this information would
serve no public interest since the public has no context within which to evaluate it.

The information described above has been enclosed in a separately sealed envelope and labeled

“Confidential” or “Proprietary” on each page — making this information easily identifiable and separable
from the remainder of this Document, to facilitate any public inspection of the redacted document.

This Document is printed on recycled paper
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July 25, 2017

Harrison County Chancery Clerk’s Department
First Judicial District Courthouse

1801 23 Ave

Gulfport, MS 39501

RE: RFP for Providing Inmate Communication Services for the Harrison County Jail Facilities - Gulfport, MS

Dear Evaluation Committee:
Thank you for the opportunity to provide this proposal in response to Harrison County's Inmate Phone
Service needs. ICSolutions, a Keefe Group company, has considered the County's requirements and

developed an offer that we believe will meet all your critical inmate telecommunications needs.

ICSolutions certifies that the following is authorized to participate in contract negotiations on behalf of
ICSolutions and has signature authority to commit ICSolutions to a legally binding contract:

Mr. Mike Kennedy, ICSolutions Vice President Sales & Marketing
Office: 866-228-4040 | Email: mkennedy@®icsolutions.com

Also, please feel free to contact your Account Manager and Primary Contact Mr. Doug Bundy with any
questions regarding our proposatl:

Mr. Doug Bundy, ICSolutions Regional Account Manager
Office: 866-228-4040 | Email: dbundy@icsolutions.com

Thank you for taking the time to review our proposal. We are committed to earning the business and
complete satisfaction of Harrison County, its Staff, and its inmate telecommunications customers.

Sincerely,

/Z%LLM/Q f A\/-C.//'UM(/ZL ﬁ_

Mike Kennedy
Vice President Sales & Marketing

2200 Danhury Street » San Antonio = TX = 78217 ~ P:866-228-4040 - F:210-693-1016
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3. EXECUTIVE SUMMARY

ICSolutions appreciates the opportunity to submit this Proposal to provide Inmate Telephone Services for
Harrison County, Mississippi. ICSolutions has offered innovative, cutting-edge communications
technology to correctional facilities since 2002. ICSolutions is a wholly owned subsidiary of the Keefe
Group, which has served the correctional industry since 1975. ICSolutions is confident we have the
experience and resources necessary to satisfy your County's requirements.

ICSolutions, together with its affiliates in the Keefe Group of companies - including Keefe Commissary
Network (KCN) and Access Corrections — is the only company in the industry that can be a total
service partner for phones, commissary, inmate banking, kiosks, and video visitation, as well as food
and vending services.

As both a prime contractor and a respected technology subcontractor, ICSolutions currently operates our
ENFORCER® calling system and related technology at more than 400 individual correctional facilities
across the United States, providing calling services to a total of more than 268,000 inmates.

Agencies using The ENFORCER® range in size from small city, county, and regional facilities, to large state
DOCs housing as many as 44,000+ inmates. Our clients of every size rely on our proprietary ENFORCER®
calling system to process calls; The ENFORCER® s a truly scalable, battle-tested platform that can be
custom configured to meet specific needs in a wide variety of correctional environments. Furthermore,
The ENFORCER® provides multiple levels of networking, call processing, and data redundancy that are
unparalleled in the ITS industry — allowing ICSolutions to guarantee at least 99.99% system uptime for
your facilities.

We have provided references in Tab 5 of this Proposal and letters of reference in Exhibit B. Additionally,
we have included contact information for every single one of our current clients where we serve as the
Prime Contractor in Exhibit A, and we invite Harrison County to call anyone on this list to hear about
their satisfaction with our system and service!

All products and services described in this proposal will be entirely managed by ICSolutions.
ICSolutions has a 99% contract renewal rate and has never terminated a contract early or lost a contract
due to failure to perform services as agreed. We have never lost a single call recording or call detail
record. And we have an outstanding reputation for accurate, on-time commission payments and excellent
focal service.

Moreover, ICSolutions has never purchased a single contract or any other company. Our management
team includes experienced industry veterans supported by a diverse staff of technical and operational
personnel (résumés provided in Exhibit G). ICSolutions has numerous regional offices nationwide and
field technicians and site administrators stationed across the country to better meet our clients’ needs.
Highlights of our offer for Harrison County include:

Harrison County, MS S5 Tab 3-Pagel
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Local Account Manager & Primary Contact

Harrison County will be served by Mr. Doug Bundy, your dedicated, your Account Manager and Primary
Contact for this contract. As your account manager, Mr. Bundy will be responsible for working directly
with the County through the contract term. He will also oversee your implementation to ensure that
planning and installation succeed without a hitch and that the facilities experience no downtime and no
disruption of services during the process.

Since Mr. Bundy is responsible for both your implementation and ongaing satisfaction, he will have a
vested interest in the success of your installation; and he will be intimately familiar with the details of your
contract, facility policies and procedures, unique requirements, and customized technology configuration.
Mr. Bundy will use this information to ensure that the County receives the best possible service
throughout your entire contract term.

Thank You

Thank you for taking the time to review our Proposal for Harrison County. We have created an offer that
we believe meets your unique needs. Please don't hesitate to contact us with any questions, or to request
a live demonstration of the technology described herein.

Harrison County, MS : Tab 3 - Page 3
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4. GENERAL REQUIREMENTS

GENERAL REQUIREMENTS

it is the intent of this Request for Proposal to obtain proposals from qualified vendors to
provide hosted, IP-based services for inmates. The inmate communication services pilatform
services must include:

«  Software
IP-based

Friendly (Android and Apple)

« Applications
Inmate Telephone Service
Custom web-based application(s)
Law Library
MP4 video application

Job view application

» Hardware, as described herein

e services are requested at the following County facilities:
»  Harrison County Adult Detention Facility
10451 Larkin Smith Drive
« Guifport, MS 39503
s« Average Daily Pop

o Harrison County Sheri

o 10046 Lorrai

Yy menucned out necessary ror the

il be included in this proposal. These ¢

1t detail to secure proposals on comparable

rer's proposal

fers from these requires note the difference z

eir proposal will meet

2 to meet ti

proposal at the County’s discretion

Solutions Response:

Company has Read, Understands, and will comply. ICSolutions is proposing a completely turnkey inmate
telephone system that includes all the hardware, software, training, implementation, maintenance and
documentation at no cost to the County ICSolutions will service the County using our centralized
ENFORCER® platform installed at our primary data center in San Antonio. All inmate telephones at the
County will be connected to this platform via the network to this data center. Failover call processing will
occur at a secondary Data Center in Atlanta, Georgia — providing geographically separate call processing

Harrison County, MS i by Tab 4 - Page 1
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that will ensure 99.999% uptime for your Inmate Telephone System, while protecting the County from
potential data loss.

Benefits of a Centralized Architecture

The centralized ENFORCER® features a primarily off-site configuration that houses critical system
components at our secure data centers. This centralized configuration will provide several benefits to the
County, including:

e Eliminates most potential problems that are possible with an onsite system, including server and
telephony board failures

e Reduces operating costs, resufting in a more attractive financial offer for the County

e Reduces the amount of equipment at your Facilities

e Reduces Facility energy consumption

e Reduces the amount of onsite installation and maintenance work

e Provides multiple layers of call-processing and storage redundancy in offsite, geographically
separate Data Centers, enabling ICSolutions to guarantee 99.999% system uptime and no loss of
data or recordings

The ENFORCER® Call Processing System

The ENFORCER® is operated through an easy-to-use browser-based GUI (graphical User Interface), that
allows control, monitoring searching and reporting of all inmate calls to any authorized user, accessible
remotely and securely anytime, anywhere. Anyone with a password and log-in ID granted by County
administrators can access the system from any computer running a modern browser, as if they were
opening a web-site. The ENFORCER® is password-protected, but accessible over WAN or VPN so that all
of the tools can be used by an authorized user remotely or onsite, whether or not they are actually at
an ENFORCER® workstation.

The ENFORCER® platform is accessible via a secure browser-based graphical user interface (GUI).
Investigators or any approved remote users can access the platform from any internet-capable
computer by launching a secure SSL session (https) to the applicable system URL, which will forward the
computer IP address to the perimeter firewall. If the remote user is using a static IP address, and that IP
address is already registered on the firewall, the user will be granted a secure connection to The
ENFORCER® network and prompted to enter the approved username and password to access The
ENFORCER® platform. If the originating IP address is not registered on the perimeter firewall, the user will
be re-directed to a hardened server that will register the IP address and provide temporary access to The
ENFORCER® network.

Additionally, users have the option to install a VPN client on their workstation / laptop that will launch a
secure tunnel through the public internet to The ENFORCER® network, regardless of the originating IP

address. Once connected to The ENFORCER®, users can access all functionality, including downloading
and burning call recordings to one or multiple disks.

Tab 4 - Page 2 Harrison County, MS
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More detail about our proposed ITS is described in Tab 6. Some sample screens of the user interface are
provided below.
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The Visitor™ Video Visitation System:

Powered by The ENFORCER®

At the County's option, ICSolutions can provide The Visitor™ video visitation system that is built right in
to The ENFORCER® in addition to the Visitor Visitation Management system. The Visitor™ is a completely
TCP/IP based system, with all visitation rules, administrative tools, data, and recordings accessible online
by authorized users using a single sign-on to The ENFORCER® for ultimate convenience.

The Visitor™ video visitation system is a multi-functional tool that supports not only video visitation, but
can also interface with any third party system to allow streamlined processes for inmate information, sick
request, commissary ordering, inmate email, media content delivery systems, etc., ensuring that it will
meet or exceed the County’'s needs.

ICSolutions can provide video visitation system (VVS) stations for inmates and visitors, as needed. The VVS
stations are corrections grade, IP-based, and consist of a high-impact armored housing , steel lanyard and
security grade handset, 17" hardened touch screen monitor, high definition IP camera, and Linux-based
operating system.

e Video visitation e Touchscreen Volume Control
e Attorney consultation e Secure-touch surface wave
eetutions e IP addressable technology
" e Commissary kiosk services e Hi-resolution camera w/ VGA
e Send & receive e-mails capability
e Power-Over-Ethernet e 512Kbps streaming speeds
e 17" color monitor o Llaw library

Made of high-impact armored housing materials, a steel lanyard and security-grade handset, the VVS
station is manufactured to withstand abuse and designed to provide a safe and secure device for inmate
pods and cellblocks. The sturdy construction and resistance to tampering offered by the VVS stations are
critical characteristics for inmate-accessible units. Once deployed, The Visitor™ immediately begins to
provide value and security to the facility — inmate movement is limited, human resource costs decreased
and security improves for facility personnel and the public.

The Visitor™ Visitation Management System

At no cost to the County, ICSolutions can provide The Visitor™ visitation management system that is built
right in to The ENFORCER®. The Visitation Management System does not require installation of the video
visitation system. The Visitor™ is a web-based system, with all visitation rules, administrative tools, and
data accessible online by authorized users using a single sign-on to The ENFORCER® for ultimate
convenience.

Tab 4 - Page 4 ey Harrison County, MS
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The Visitor™ visitation management system is a multi-functional tool that streamiines all visitations,
including the County’s traditional visitation needs, such as contact, face-to-face or across-the-glass
visits. This comprehensive visitation management tool offers the ability to customize facility rules and
automate facility visitor registration and visitation scheduling, which ensures consistent administration of
all visitations provided at the County facilities. Features of The Visitor Visitation Management System
include, but are not limited to:

e Easy browser-based visitation registration & session scheduling

o Visitor Account List of approved, suspended and denied visitors

» Visitation Scheduler for authorized facility staff

e Inmate notifications of visits accessible through the inmate phones

e Ability for visitors to view the visitation schedule via their web-based account
e Flexible and customizable visitation rules

With The Visitor™, visitation registration and scheduling is convenient for both the facility and the visitor.
During implementation, The Visitor™ is configured with the facility's visitation policies and rules, so the
scheduling solution will automatically reflect the various restrictions for inmates or visitors, as well
as other rules based on classifications, such as housing unit. Visitation rules can be updated through a
JMS integration or manually, as needed. The Visitor™'s high configurability means it can accommodate
complex and multi-level rules, all of which will be reflected in the scheduling solution.

' k] € R - -~
Al. Schedule
hie n 2] sche ] r RFP is as W
Iime Line
L 1 1 1 17 L ( NO e f Re 25 i ¥
nel L7 L oS All & wn Qualified Vendc
| D N - Vi e n T
e: Thursday CST
Harrison (
3 ins t
) 1 3 31 O at %] jie 10D AN 5
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Note: All dates subject to change based on the needs of the Harrison County Sheriff's Department.

So[utions Response:
Company has Read, Understands, and will comply.

A2. Definitions

For the purpose of this RFP, the terms "Vendor® and "Offerer” refer to the provider of
equipment and services. The word "County” will refer to County. The "System” will be referrad
to as the inmate telaphone and/ or video visitation system.

Solutions Response:
Company has Read, Understands, and will comply.

A3. RFP Submission

Each Vendor must prepare a written response. Proposal shall be formatted consistent with
the spacific sections and numbered paragraphs and must respond to each on an individua)
basis. Fallure to address any item shall be interpreted as non-compliance. Vendors must
vespond to all paragraphs in the order in which they appear in this RFP,

A letter of transmittal must be attached to the proposal. Included in the latter shall be a
statement that identifies all materials and enclosures being forwarded in the proposal, and
provides a surmmary of compliance with Technical Reguirements. The letter of transmittal
must be signed by the person who is authorized to contractually commit the Vendor's
organization,

One 1 original hard copy, 5 COPIES and 1 electronic copy of the proposal, in PDT format, must
%39 returned no later than 10:30 AM on JULY 14, 2017, Al proposals must be on file with the

Clark of the Board prior to the opening time as stated above, Al proposals must be sealed and
clearly markad on the sutside of the envelope as indicated “Providing Inmate Communication
Seryices o the Harrison County Jail Facilities to be opened on July 14, 2017~

Envelopes not so marked are sub matteﬂr‘ at the risk of the prospective Vendor and the County
assumes no responsibility for the premature opening of same by any County employee,

i3

posals sent through the U8, Mall are done so at the risk of the Prospective Vendor and
1d he addressed to the Harrison County Board of Supervisors, in care of the Chancery
ric’s Office, Post Office Drawer CC Guifport, Mississippi, 33502 The County is NOT
onsible for proposals that arvive in the mai after the designated opening time. Proposals
be delivered in person to the Harrison f;@imty Purchasing Departmentin the First Judicial
ot Courthouse located at 1801 237 Ave, Gulfport, Mississippi until 5:00 p.m. on
FAY JURLY 12, 2017 or the Board of Supervisor's meeting room at the First Judicial
ANM‘ 1se i Guifport, Mississippd on FRIDAY, TILY 14, 2017 prior to the opening
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If the agency is closed for any reason, including but not limited to: acts of God, strikes,
lockouts, riots, acts of war, epidemics, governmental regulations superimposed after the fact,
fire, sarthquakes, floods, or other natura! disasters {the "Force Majeure Events”), which
closure prevents the opening of bids at the advertised date and time, all bids received shali be
publicly opened and read aloud on the next business day that the agency shall be open and at
the previcusly advertised time. The new date and time of the bid opening, as determined in
accordance with this paragraph, shall not be advertised, and all Yendors/Contractors, upon
submission of a bid proposal, shall be deemed to have knowledge of and shall have agreed to
the provisions of this paragraph. Bids shall be received by the agency until the new date and
time of the bid opening as set forth herein. The agency shall not be heald responsible for the
receipt of any bids for which the delivery was attempted and falled due to the closure of the
agency as a result of a Force Majeure Event. Each Vendor/Contractor shall be reguired to
ensure the delivery and receipt of its bid by the agency prior to the new date and time of the
bid opening.

Each guestion in this RFP rasponse should be answered with one of the following answers:
1. Company has Read, Understands, and will compiy:
2. Company has Read, Understand, and will partially comply:

Company nas Read, Understand, will not comply:

E9Y]

Questions should be answered with one of the three responses above, then a short write up
on how the vendor meets the requirement of the RFP.

Solutions Response:
Company has Read, Understands, and will comply.

Ad. Oral Presentations

Oral Presentations will be required after bid responses are submilted. Once scoring is

completed based on RFP responses, the top three vendors will be selected for an Oral

Presentation to the selection commiltes and any Supervisors who may sttend. Samples of the
roposad solutions will be reguired at that time for review,

[@solutions Response:
Company has Read, Understands, and will comply.

Harrison County, MS Tab 4 - Page 7
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A5. Vendor Inquiries

if additions, deietions, modifications, or clarifications to the RFP become necessary, the
changes will be noted by written addendum to the Vendors. Nothing presented orally during
Vendor inquiries will modify or alter the specifications.

The Vendor shall identify a contact person who will ba responsible for coordinating the efforts
and personnel of all parties invoived in the response, to include, but not be limited to, oral
presentations, demonstrations, site visits and responses to requeasts for clarification, if any,
and must provide the following:
« Name:
Organization:
s Address:
Email address:
+ {Area Code) Telephone Mumber: Office & Cel!
All vendor questions will be in written format amd admﬁresseﬁ to the Purchasing Clerk, Mr. Jody
Waebster, at the email address of lrnwe aco.har . Harrison County will not

provide information that pertains to financial recmﬂg @f Ehe wrwgnt or prior providers of the
servicas being advertised in this Reguest for Proposals.

Solutions Response:
Company has Read, Understands, and will comply.

A6. Pre-Proposal Conference and Site Visit

A pre-proposal conference and site visit will be held at the Hasrrison County Adult Detention
Center located at 10451 Larkin Smith Drive, Gulfport, M% 39503 on June 22, 2017 at 9:30 AM
87, All Vendors are encouraged to attend to have the ability to view the location, the areas
where phones will be needad and have the ability to ask questions. All guestions wiil be
recordead at the visit and will be addressed in written format to all vendors having requestaed
a specification package.

aft vendors are asked to limit the number of person to 3 per company and must orovide the
raquasted information in Attachment "A7 {Page 397 by 5:00 PM C8T, lune 20, 2017 to the
Warden's Office Administrator, Lisa Kinney at fax Number 228-896-0681 or by email at
Lisa.KinneyQharrisoncountyshearifl.com,

Squtions Response:
Company has Read, Understands, and will comply.

Tab 4 - Page 8 Harrison County, MS
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A7. Basis of Award

The County will review all responses o ensure compliance with the specifications. Vendor may
be exciuded from further consideration for failure o comply with the specifications of the RFP,

An inmate telephone system is a vital service to the County; the investigative tools, operation
efficiencies, and added security are some of the important aspects expected o be derived
from this service.

The County prefers a Vendor that develops its own software and builds its own systems
because it is advantageous to have a single point of contact. It is cur preference to work with
a company that is the sole source for engineering, deploying, and maintaining its own
solutions,

»  Systemns would include, but not be limited to, features such as collect and debit
calling, specific products or features, in-house product development, staff support,
and customer suppost.

»  Describe your system and how it will meet this requirement. In addition, Vendors

muust be prepared o present all features and functions described within this RFP
resp@nsea

The Tou inty expressly reserves the right, in its sole judgment, to accept or reject any or all
proposals, with or without cause, modify, alter, waive any technicalities or provisions, or to
accept the proposal which is determined to be the best evaluated offer,

Harrison County Sheriff's Department will appoint a selection commitize to include any
supervisor to review and ensure compliance with specifications as requested in the RFP. All
proposals will be evaluated on the following scale of points:

EVALUATION CRITERIA

Specifications Hardware,  techiical ana  systerr
Section ) inmaie Telephone Sysiam S0 Foints
wwferences — History. markat share. ¢
rc Ny h“ 3unr~d C,,:L moand sa P
25 poinis

1 noints
10 poinis
Harrison County, MS i e Tab 4 - Page 9
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Solutions Response:

Company has Read, Understands, and will comply. ICSolutions is proposing a completely state-of-the-art,
turnkey inmate phone system at no cost whatsoever to the County for this service. ICSolutions is proud to
note that we are a single source provider of the inmate telephone system and video visitation system. The
ENFORCER® is a state-of-the-art inmate call processing system that offers customizable call controls,
such as phone scheduling; investigative tools that include recording and monitoring; as well as the
features described in detail in response to the requirements below. ICSolutions manufactures the ITS,
designs the software applications, provides the installation, training and support to accommodate all
aspects of this contract.

ICSolutions offers a dedicated Regional Account Manager as a single point of contact who can assist you
with any inquiries throughout the life of the contract.

Mr. Doug Bundy, Account Manager
5300 Fulton Industrial Blvd. - Suite D
Atlanta, GA 30336

210-572-9551

Email: dbundy@icsolutions.com

ICSolutions has responded fully to this RFP and developed a unique offer for Harrison County that meets
or exceeds the technical requirements, which is described throughout this proposal, and specifically in Tab
6.

ICSolutions is proud of our service history, and we encourage you to call anyone on our Client List, in
addition to the references provided with this proposal to hear about the quality of our technical solution,
and our commitment to outstanding service and customer care. As Exhibit A, we have provided our
complete list of correctional clients that we are under contract with to perform inmate telephone services
as the Prime Contractor. We have also included Letters of Reference from a few of our clients in Exhibit
B.

We have described our competitive and FCC-compliant financial offering in Tab 9 of this proposal. Our
Vendor Experience and current customer references are outlined in Tab 5. Our account support team,
maintenance procedures, project plan, scheduling, and implementation are provided in Tab F,
Implementation Narrative.

Solutions Response:
Company has Read, Understands, and will comply.

Tab 4 - Page 10 Harrison County, MS
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A9, Termination

The obligation to provide further service under the terms of the resulting agreement may be
terminated by the County upon ninety- (90) days written notice in the event of material breact
by the successful Offerer to perform in accordance with the terms hereof, or any conftract
resulting from this RFP. In the event that the County chooses to discontinue this contract
either by termination or not extending the contract, the offerer warrants that it will remove
all its equipment from the facilities without charge. Service and equipment will not be
removed until another Vendor has been acguired. The vemoval of eqguipment and
disconnecting of service process will occur during the implementation of the new system with
minimal interruption of service to this facility. The incumbent vendor shall cooperate in a
professional manner with the new vendor during the implementation of the new system. In
the event that any material, data or information is to be retained by Harrison County that

information will be requested in a format from Harrison County that will be in a workable
digital format.

If either party defaults in the performance of any obligation under this Agreement, then the
non-defaulting party shall give the defaulting party written notice of its default setting fort!
with specificity the nature of the default. If the defaulting party fails to cure its default within
30 days after receipt of the notice of default, then the non-defaulting party shail have the right

to immediately terminate this Agreement and pursue all other remedies availabie to the non-
defaulting party, either at law or in equity.

E@lutions Response:
Company has Read, Understands, and will comply.

A10. Damage and Repair Liability

he County will have no liability to the Vendor for fraud, theft, and vandalism/damage or lo
of the Vendor's equipment inflicted by the inmates or the public. All costs associated with
repai:’ will be the 'er}crr.b.ﬁt‘; of the Vendor

|
a

Vendor warrants that all repairs will be made at its expense nake a
reasonable efforts to ensure that the phone system is aperational anc ed a ickly as

possibie.

Esi)lutions Response:

Company has Read, Understands, and will comply. ICSolutions’ proposal includes full support, repair,
maintenance, and component replacement as necessary to maintain continuous operation of your The
ENFORCER® telephone system. Our commitment extends to all systems, telephones, software, and
peripheral hardware. This level of support is part of our turn-key proposal to each customer. As such,
there will be no cost whatsoever to the County for this service.

ICSolutions will install and maintain the ENFORCER® inmate calling system — along with all telephones
and ancillary hardware and software — for the life of the contract and at no cost to the County.
ICSolutions is committed to keeping your inmate phone system in top working order to ensure

continuous availability of calling services to inmates, and reliable revenue-generation for our

clients.

Harrison County, MS Tab 4 - Page 11
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To ensure optimal performance of the phone system, ICSolutions invests extensively in appropriate

e preventive maintenance,

o efficient remote diagnostics,

e certified local technicians,

e |ocal storage of spare parts and a "crash kit" of critical system components,

e a24X7X365 professional Technical Services call center that will connect you to a live technician
within 20 seconds of calling, and

o athorough Quality Assurance Program that is designed to head off problems before they can
impact the facilities we serve.

Again, all service, warranty, and ongoing maintenance — in addition to all equipment and software — are
provided for the life of the contract, and at no cost to the County.

All, Installation/Disconnection

The Vendor will be responsible installation or disconnection throughout the

'S

Contract.

term of the

Sy his

ESolutions Response:

Company has Read, Understands, and will comply. ICSolutions is proud to present our solution to provide
Inmate Communications Services. At the highest level, our solution will provide a comprehensive, fully
integrated, and reliable inmate calling solution for the Harrison County. Our solution is truly "turnkey,” as
ICSolutions will provide all necessary software and hardware products, installation, testing, project
management services, technical and instructional documentation, and training in the operation and
administration of our products and services.

Al2. Current County Inmate Communi

Securus Technologie

County Adult Det

a5 listed

Solutions Response:
Company has Read, Understands, and will comply.

Tab 4 - Page 12 Harrison County, MS



A13. Miscellaneous Requirements

The County will not be liable for any of the cost incurred in preparation and presentation of
the response.

Proprietary and Confidential Information: Vendors are cautioned to iimit or avoid if possible
including proprietary trade secret information within the proposai. Privately held entities,
whose financial information is not otherwise subject to public disclosure, may submit the
reguired financial information in a separate, sealed envelope labeled with the bidder's name,
RFP name and number, and a clear indication that the envelope contains CONFIDENTIAL
INFORMATION.

Under no circumstance shall a vendor’s entire proposal, call rates or offers, or the majority of
the vendor’s technical responses be labeled proprietary or confidential,

If the vendor deems it necessary to inciude proprietary trade secret information in order to
adequately respond to technical requirements, the vendor shall note the section as such and
provide the information in a separate sealed envelope.

In addition, a proprietary and confidantial matrix must be included that shows all items that
are not in main response and indicated as proprietary and confidential.

[ésolutions Response:
Company has Read, Understands, and will comply.

A14. Insurance

Bidder skali provide the County with Certificate of Insurance, both Workman's Compensation
Insurance and General Liability Insurance coverage for work at the various county facilities
with fimits of not iless than $100,000 T $300,000 I $109.000 with excess umbrelia liability of
$1,000,000.000. Successful vendor must submit copies of insurance certificates to the County
before any work can be started.

So[utions Response:
Company has Read, Understands, and will comply. ICSolutions has included our Insurance Certificate as

Exhibit H.

Harrison County, MS B Tab 4 - Page 13
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nal facilities, Vendors
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ars of experience providing inmate co

must be
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gir firm, including vears and nature of

at least five years of experience providing a web based, hosted
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Solutions Response:

Company has Read, Understands, and will comply. Since 2002, ICSolutions has provided inmate
telecommunications services in correctional environments, expanding and improving our technology to
meet the evolving needs of our clients. ICSolutions has established a 99% contract renewal rate, and in
our 15 years of operation, we have never purchased a single contract or any other company. Our
management team includes experienced industry veterans supported by a diverse staff of technical and
operational personnel. ICSolutions is headquartered in San Antonio, Texas, and has numerous regional
offices nationwide. Moreover, our field technicians and site administrators are stationed across the
country to better meet our clients’ needs.

ICSolutions is wholly owned by Keefe Group, LLC - the nation’s largest commissary provider. Keefe Group
has been serving the corrections industry for over 40 years. ICSolutions and Keefe Group have worked
in tandem since 2010, utilizing our financial resources to strategically expand operations and developing
supply-chain relationships to benefit our clients. Through this partnership, ICSolutions remains committed
to Research and Development to continue to improve our services. Our commitment to providing state-
of-the-art equipment for clients is demonstrated by our ongoing and free system upgrades, released
approximately every quarter and conducted remotely (so there is no need for any onsite disruption).

Harrison County, MS = - Tab 5 - Page 1
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In addition to meeting our clients' technological and investigative needs, we are typically able to increase
their revenue. On average across the country, when we keep calling rates the same and provide our
ENFORCER® calling system and prepaid calling options, our average increase in both call volumes and
call revenues is about 40%. Even where we implement lower calling rates, we often see call volumes
increase by as much as 150%, and revenues increase by about 30%. ICSolutions anticipates a significant
increase in inmate calling and the County’'s commission revenue due to our easy-to-use prepaid calling
and funding options.

In Macomb County, Michigan, when ICSolutions took over from Securus, we nearly doubled the County’s
revenue, while also dramatically reducing calling rates and implementing a free Video Visitation System
valued at more than $650,000!

“The incumbent vendor, Securus Technologies, had provided prisoner phone service for the previous 10
years. The average annual commission generated for the last three years of the contract was $491,000.
In October of 2012, the County entered into a 5-year contract with ICSolutions. In so-doing, the revenue
generated from phone calls increased by 64% to $902,259 for FY 2013. Very impressive considering
calling rates for friends and families were reduced by approximately 49%."

Anthony Wickersham
Macomb County Sheriff

More recently, in Smith County, Texas, when ICSolutions took over the contract, we increased the County's
revenue by 48%, while reducing calling rates by 220%!

"In March, [Smith County] transitioned to a new phone provider, Inmate Calling Solutions, in the jail. With
the new vendor, the per-minute price for calls dropped almost 220 percent, from 44 cents a minute to 20
cents, and the county’s profit on the service nearly doubled..... Even with the decreased per-minute price,
the county saw a 48 percent increase in revenue during the first quarter - from $79,032 for the months of
March through June 2016, to $153,650 for the same period in 2017. That’s an increase of $74,617 over the
four months.”

- Tyler Morning Telegraph, published July 20, 2017

ICSolutions currently provides our ENFORCER® calling system and outstanding customer service to nearly
200 correctional agencies across the United States. ICSolutions focuses on providing a secure and
feature-rich inmate call-processing system, and we continue to innovate and expand our offerings. Today
we provide not only the latest generation ENFORCER®, but a customizable total inmate communications
and payments solution that can include advanced voice biometrics, video visitation, paperless grievance
reporting, lobby deposit kiosks, debit release cards, inmate voicemail, email, and more. We also provide
customized services like commissary interfaces that allow inmates to purchase calling time and order
commissary items by phone, along with our Prepaid Collect system.

Thanks to these features and our outstanding Service Team, we can take pride in the reliable solution we
provide for our clients. To better serve called parties, inmates, and facilities alike, our company is staffed
by ane of the most seasoned management teams in the industry, and our service structure includes in-
house Technical Services, Customer Care, Engineering, Network Operations Specialists, On-Call Facility
Support, and Account Management Services, all available to meet our clients’ needs 24 hours a day, 7
days a week, 365 days a year.

Tab 5 - Page 2 _Harrison County, MS
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Client Base & Service Expertise

ICSolutions currently provides our ENFORCER® calling system and outstanding customer service to nearly
200 correctional agencies (with more than 400 individual facilities across the United States), which range
in size from small City and County Jails to large multi-facility State Department of Corrections.

Our services extend throughout the Southeast, where we provide services to eight clients within the state
of Mississippi alone, as well as facilities in Alabama, Louisiana, Georgia, and Florida. In addition to the
references below, we have included contact information for every single one of our current clients as
Exhibit A. We have also included several recent Letters of Reference from a few of our clients in Exhibit
B. ICSolutions is proud of our service history, and we encourage you to call anyone on our Client List to
hear about our outstanding service and innovative technology.

State-of-the-Art Technology: Upgrades

ICSolutions is recognized as a leader in technology innovation. Updates to The ENFORCER® are released
on a quarterly basis to ensure the system is always state-of-the-art. Many features that are currently
available on the ENFORCER® are the result of specific suggestions and requests from our clients.
Regardless of which client requests the new feature, the functionality is automatically made available to all
clients at no cost.

Whenever an upgrade or enhancement to The ENFORCER® finishes testing and is ready for wide release,
the County will be notified of the new release updates and provided documentation of the features and
functions of the new software. New software releases and enhancements are distributed through an IP
connection, with no need for any onsite disruption. Enhancements and upgrades to the ENFORCER® are
predominantly driven by market demand and specific client requests. Examples of enhancements to the
ENFORCER® include:

¢ The Visitor™ Video Visitation & Visitation Management System - The Visitor' is a
completely TCP/IP based system, with all video visitation rules, administrative tools, data, and
recordings accessible online by authorized users using a single sign-on to The ENFORCER® for
ultimate convenience. This multi-functional tool that supports not only video visitation, but can
also serve as a comprehensive visitation management tool to streamline all visitations,
including the County's traditional visitation needs, such as contact, face-to-face or across-the-
glass visits that continue after the implementation of video visitation. ICSolutions also updates the
Visitor on a quarterly basis.

» Report Scheduler - The ENFORCER® now allows authorized users to run reports on a pre-
defined schedule that are emailed automatically to multiple email addresses. Pre-configured
reports can be run on a periodic basis, such as monthly, weekly, or daily, and within specified date
ranges.

o Message of the Day Administration - Users with System Administrator access can now
dynamically create "Message of The Day” announcements to be played to the inmate, the called
party, or both. Prior to this enhancement, all requests for the creation and cancellation of a
message of the day required the creation and work-through of a ticket by ICS Technical support.

Harrison County, MS Tab 5 - Page 3
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* Email Call Recordings - This new feature allows users to email recordings directly from the Call
Detail Results screen. After the user clicks a Send button, the selected call recordings are emailed
to the recipient in mp3 format. The list of files that are requested will be sent in multiple emails,
with each attachment totaling no more than the user-defined maximum attachment size.

s Firecracker Investigative Tool - Firecracker streamlines and simplifies the process of burning
and saving inmate call recordings. Firecracker enables the user to burn a higher volume of
recordings on DVDs, perform burns to multiple discs, retry downloads on a per-file basis, and
view user access of call recordings.

¢ Word Detector - The new Word Detector query function has been integrated directly into The
ENFORCER®, enabling the user to perform a search of call recordings for a specific word or
phrase that was spoken during an inmate call. Word Detector utilizes an advanced speech
recognition process to search for and locate all instances of a text string specified by the user. The
Word Deleclur Thesaurus Tealure enables users Lo define and save one or more synonyms for a
word or phrase, and then perform a single search that detects the original word/phrase and all its
synonyms.

* Listening to Call Recordings - Users can now add selected call recordings to a Listen Queue for
listening at a later time. After the user adds call recordings, the selected call recordings appear
under the Listen Queue option. After the user listens to each call, he/she can click the Remove
button next to the call details to delete the recording from the queue list.

¢ “The Communicator” Paperless Inmate Communication portal - This feature enables inmates
to place a call to The ENFORCER IVR using any standard inmate phone, and then leave a voice
message to submit a request for review and approval by an administrative resource at the facility.
The Communicator can be used by the inmate to request medical/dental appointments or facility-
related information such as an inmate's scheduled court date. Inmates can file grievances related
to the Jail or the phone system. Facility staff or ICSolutions personnel can respond to each
grievance by typing a response into the ENFORCER®. Responses are converted to speech and
delivered to the inmate for retrieval in a secure, PIN-accessible voice mailbox. This process is
100% paperless and completely eliminates paper kites. Additionally, the Communicator can
accommodate future categories to meet specific client requirements.

* Inmate Voice Messaging - The Inmate Voice Messaging feature has been incorporated in The
ENFORCER platform to allow Called Party Voice Messaging by those with Prepaid Collect accounts,
Inmate Voice Messaging to broadcast notification messages to one or more inmates at a facility.
Authorized users can view a detailed historical record and listen to all voice mail messages left for
an inmate. When the user creates a message using Inmate Voice Messaging, The ENFORCER®
utilizes a special text-to-speech conversion process that converts the entered text into a synthesized
voice message. This message is then posted to the voice mailbox for all inmates who have been
specified to receive the message.

The ENFORCER® has been designed and consistently maintained to deliver all of the investigative and
administrative tools our clients need. As demonstrated consistently over our company’s fifteen-year
history, ICSolutions will continue to expand our system’s capabilities throughout the life of a contract with
the County, and we would welcome your input as a valued technology partner.
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[ésolutions Response:

Company has Read, Understands, and will comply. ICSolutions is a financially strong and stable company
that has been providing inmate telecommunications services in correctional environments for the last 15
years. We currently provide service to more than 400 individual correctional facilities across the United
States. We would also like proudly highlight that all of our client facilities are ICSolutions customers
because they chose to be. ICSolutions has never purchased a contract or another inmate telephone
company - 100% of our clients are with us because they had a choice, and they chose ICSolutions.

ICSolutions is wholly owned by Keefe Group, LLC, a subsidiary of TKC Holdings, Inc. Keefe Group - the
nation’s largest commissary provider - has served the corrections industry successfully for over 40 years!
The Keefe Group companies have brought a tremendous depth to ICSolutions’ operations and provided
strategic financial resources as well as synergistic supply-chain relationships since 2010.

ICSolutions is one of the fastest growing inmate calling providers in the country. And now, as a member
of the Keefe Group of companies, we are backed by the experience and financial strength of the
nation’s largest commissary company.

To further demonstrate our financial stability and the depth of our financial resources, we have included
TKC Holdings' Confidential Financial Statements as Exhibit J of this proposal response.

References

person s name

company

Solutions Response:

Company has Read, Understands, and will comply. We are pleased to offer the following references that
enjoy similar equipment and services offered to Harrison County. These references can attest not only to
the quality of our technical solution, but also to our commitment to outstanding service and customer
care. Additionally, we have included contact information for every single one of our current clients where
we serve as the Prime Contractor in Exhibit A. We have also included several recent Letters of Reference
from a few of our clients in Exhibit B. ICSolutions is proud of our service history, and we encourage you
to call anyone on our Client List, in addition to the references below.
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' Customer Name:

|

| Contact Person:
| Investigator ™
| Contact Person:

' Address:

! Former Provider:

E Services Provided:

. Customer Name:
: Contact Person:

Address:

| Former Provider:

Services Provided:

{ Customer Name:
:: Contact Person:

| Address:

Former Provider:

' Services
. Provided:
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' Osceola Couhty

Corrections Department
Captain Yuberky Almonte

| yalm@osceola.org

Captain Yuberky Almonte
yalm@osceola.org

| 402 Simpson Road

Kissimmee, FL 34744
GTL

Inmate Telephone System

Bexar County
Detention Center

" Lt. Mark Padilla

Classification Manager

mpadilla@bexar.org

200 North Comal

San Antonio, TX 78207

Securus

Inmate Telephone System

Baldwiﬁ County
Corrections Center

Lt Gearge Thicklin

gthicklin@baldwincountyal.gov

200 Hand Avenue

Bay Minette, AL 36507

GTL
Inmate Teiephone System

Automated IVR

Number of Facilities:
Telephone Number:
Telephone Number:

Total Number of Phones:

| Total Inmate Population:

Date Service Began:

The Investigator Pro™

Number of Facilities:

Telephone Number:

Total Number of Phones:

Total Inmate Population:
Date Service Began:

The Investigator Pro™

Number of Facilities:

Telephone Number:

Total Number of Phones:

Total Inmate Population:

Date Service Began:

Keyword Search
by Nexidia

Inmate Voicemail

1

(407) 742-4426
(407) 742-0901 fax
(407) 742-4416

| (407) 742-0901 fax

122

1,186
July 2007

Video Visitation

(210) 335-6275
(210) 335-6131 fax

407
4,000

September 2011

i1

' (251) 580-2524
(251) 580-2536 fax

77
668

i August 2012
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! Customer Name:
|

Contact Person:

200 Canal Blvd.

Address:

| Former Provider:

| Servicé_s ]
‘: Provided;_

Customer Name:

Lafourché-l-"’ér.is_h
SI_\__eriff’s Office _

Lt. Brett Exnicious
brett-exnicious@Ipso.net

Thibodaux, LA 70301

Securus

| Inmate Telephone System

Atlanté City

_ D_etenticu] gepﬂ'

| Contact Person:
| Address:
|

| Former Provider:

Services Provided:

References in Mississippi

Customer Name:

Contact Person;

| Address:

| Former Provider:

Services Provided:

Captain R. G. Johnson

254 Peachtree Street

Atlanta, GA 30303

Securus

Inmate Telephone System

Lamar County
. Detention Centg_r

Major Mike Harlin

| mharlin@lamarcounty.com

431 Main Street
Purvis, MS 39475
Infinity

Inmate Telephone System

Harrison County, MS

Number of Facilities:

Telephone Number:

Total Number of Phones:

Total Inmate Population:;

Date Service Began:

Video Visitation

Number of Facilities:

Telephone Number:
Total Number of Phones:
. Total Inmate Population:

Date Service Began:

- Number of Facilities:

Telephone Number:;

Total Number of Phones:
Total Inmate Population:
Date Service Began:

Video Visitation

| 608 I

(985) 228-2796

60

June 2017

' Word Detector

1

(404) 865-8001

16é inmate

42 Visitation P_airs__-

600

October 2014

(601) 794-3559

22

140

May 2013

Tab 5 - Page 7



—— [NMATE CALLING SOLUTIONS ———

: _V-Vi-ﬁ.r._ton_-.CIu-)wtaw Re ionual
| Customer Name: 9

Correctional Faclity
Warden Neal Higgason
nhiggason@winstoncounty.org

Number of Facilities: 1

(662) 773-2528

| C E
| Contact Person: (662) 773-4989 fax

Telephone Number:

| Address: 2460 Highway 25 North Total Number of Phones: | 27

|

| _  — ]
} Louisville, MS 39339 Total Inmate Population: 380
—— | . e
| Former Provider. | Securus Date Service Began: November 2015
' Services .

. Data D .
Provided: | Inmate Telephone System ata Detective |

Solutions Response:

Company has Read, Understands, and will comply. ICSolutions is staffed by a management team with

our resources based on our clients’ needs. Our headquarters is staffed by National Account Support
teams, including Customer Service for called parties, Technical Services for facility support, and
Engineering. Our Regional Account Managers provide account management services for clients divided
into seven regions. When a contract is awarded, ICSolutions recruits a local team of field staff dedicated to
the account based on that client’s requirements. Our Engineering staff is dedicated to updating our
ENFORCER® call processing platform based on our clients’ feedback and suggestions.

ICSolutions has more than 120 employees dedicated to the development, installation, maintenance,
and service of The ENFORCER® inmate telephone system. On the technical side, the final authorities on
the highest level will be Brian Dietert, Director of Operations and John Goetsch, Vice President of
Technology — both of whom report to our President and General Manager, Mr. Tim McAteer. Your
Regional Account Manager, Mr. Doug Bundy, will manage and serve as your direct point-of-contact
throughout the life of the contract. Your Project Team will be led by Mr. Geoff Larkin in partnership with
your Regional Account Manager, Doug Bundy. Please refer to Exhibit G for full résumés of the Project
Team. Our key personnel are described in detail in response to the next requirement.
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ICSolutions’ Management Team
The ICSolutions’ management team is highly experienced in telecommunications and, more specifically,
the correctional market segment.

Tim McAteer, Company President has 20 years' experience in management and administration within the
correctional industry, including serving as Vice President and Chief Operating Officer for several
commissary support and supply companies.

Mike Kennedy, VP of Sales & Marketing, has nearly 30 years’ experience in account management and
business development in the telecommunications industry, including both operator services and inmate
telephone services offered nationwide.

Brendan Philbin, VP of Product Development, has 25 years' experience in all facets of the industry
including network infrastructure, billing, fraud control, process design, market strategy, and sales
management.

Ken Dawson, Director of Contracts & Regulatory, also has more than 30 years’ experience in the
telecommunications industry including co-founding and developing several companies engaged in back-

room support for the industry.

Brian Dietert, Director of Operations, has nearly 30 years of felecommunications experience, more than
two decades of which have been specialized in the Correctional Communications Market.

Harrison County, MS Tab 5 - Page 9
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ICSolutions’ Organizational Chart

“qi Justin Naquin, Regionai Frelg |

Brian Dietert, Director of

Service Manager

Latoya Coieman, Technical
Services Manager

Geoff Larkin,
Prcuect Manaeer

i

| wilfredo Punzalan, Network
Ops Manager

Greg Camp, Engineering
Manager

Josh Hatzenbuehier, VWS
|

Carsten Griffen, Software
i Engineering Manager

Product Mgr / Lead Engineer | |

|

Fieid Technicians

Technical Services Team

Network Cperations
Technicians

Video Engineers

"C" Software Engineers

—

{ "PHP" Software Engineers

Hardware Technicians

[ QOperations
| o | Brendan Phnbm,_vicé
- ;= President of Product ot
[ © Development
T
T %
o 2
a s .J
e
<2
< o
IE G)
E
[

Mike Kennecly, Vice Pres:dent!__
of Salles & Marketing

Ken Dawscn, Director of
Contracts and Regutatory

| Ben Dusinberre, |
| Sr. Software Engineer Video |
Gabe Lane, Hardware

-

: Engineering Manaser

| ST SE S

George Langdin, Praduct

—

Engineering Manager

L — s

taura Fugitt, Director of
Marketing

Latisha Steger, Director of
Sales Engmeermg

Doug Buady, Regional

-
| Account Manager

|

Liz Rodriguez, Human
Resources

Chris 5mith, Controller
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|Sylvia Castillo, Client Services
Manager

|

Production

Engineers

Praposal Writers

i tmplementation & National
1 Trainers

=
4

Kim Crafts, Client Services
Representative

Customer Service
Representatives

% Dn-Site Administrators
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B5. Staff Experience and Qualifications

Vendor shall provide summaries or resumes of experience and gqualifications of key personnel
who will be assigned to the project in the event of award, including a description of anticipated
roles in the project. Resume/summaries must clearly indicate skills commensurate with the
technical and professional requirements of this RFP.

Solutions Response:

Company has Read, Understands, and will comply. ICSolutions' excellent customer service begins from the
date of contract award through the life of the contract. Our service package offers the County our
knowledgeable Installation Team, whose expertise will ensure a seamless transition to our centralized
ENFORCER®; our 24 x 7 x 365 Technical Services Center, who will answer your call in 20 seconds or less if
you have a question or if an issue arises; and your Regional Account Manager, Doug Bundy, who will
work with you for the life of the contract to ensure that all of your needs are met.

ICSolutions has more than 120 employees dedicated to the development, instaliation, maintenance,
and service of The ENFORCER® inmate telephone system. The professional team involved in the
aforementioned duties and ongoing management of service for Harrison County comprises the following
experienced ICSolutions personnel for our Client Services, Installations & Operations (Technical Support),
and Technology Development teams, including your Project Manager. Full résumés for these key
personnel have also been included in Exhibit G.

Client Services

Mike Kennedy, Vice President of Sales & Marketing
2200 Danbury Street

San Antonio, TX 78217

251-533-0046

Responsibilities

Mr. Kennedy leads the marketing and sales of inmate calling technology and services to State and County
government correctional facilities utilizing a customer-centric approach. He is responsible for many of the
overall day-to-day operations of the company. This responsibility includes overseeing all aspects of
service delivery, including system integrations and customer service.

Qualifications

Prior to joining ICSolutions in 2004, Mike started in the telecommunications industry in 1989 and has vast
experience in account management and business development. Mike's experience includes both operator
services and inmate telephone services offered nationwide. Mr. Kennedy obtained his Business
Administration degree at the University of South Carolina.
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Doug Bundy, Account Manager
5300 Fulton Industrial Blvd. - Suite D
Atlanta, GA 30336

210-572-9551

Responsibilities

As Account Manager, Doug will be responsible for working directly with the County throughout the entire
contract term. ICSolutions recognizes that the County's needs may evolve over the life of the contract and
Doug will work with the County to adjust the system and features provided to best fit the County’s
requirements. This may include system expansions, feature additions, integration with JMS or Commissary
vendors, etc. He will also be the single point of contact for any questions or requests concerning the
contracted services, including (but not limited to) reports, compensation, service and maintenance,
training, etc.

Qualifications

Doug has nearly 30 years’ experience in the sales, marketing and operations management processes in
the telecommunications industry, with a focus on the inmate telephone services industry since 1998. He is
experienced in the account management, system design, installation and maintenance processes of
inmate phone systems for County Governments and State Corrections agencies. He has worked directly
with multiple State Department of Corrections, many large County Jail operations, and numerous other
County inmate facilities.

Sylvia Castillo, Client Services Manager
2200 Danbury Street

San Antonio, TX 78217

210-477-7381

Responsibilities

As the Client Services Manager, Sylvia maintains excellent business relationships with all of ICSolutions'
clients. Part of her role is to ensure that the products and services that are operating within each of our
client’s facilities are meeting and/or exceeding their expectations. Any time there is a concern Sylvia is one
of the primary points of contact in resolving client-specific issues.

Qualifications

Sylvia has been in customer relations since 1993. Some of her most notable qualifications lie in her
management and allocation of resources in order to best serve clients. Her strong relationships with
Attorney Generals and Public Utility Commissions personnel across the U.S. give her unique insight and
perspective when managing ICSolutions’ clients. She has implemented important policies and procedures
over her career that have positively impacted customer and client relations.

Latisha Steger, Director of Sales Engineering
2200 Danbury Street

San Antonio, TX 78217

210-572-9556
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Responsibilities

As the Director of Sales Engineering, Latisha works directly with the facility to schedule and provide
training during installation and ongoing refresher training throughout the life of the contract. She will
deliver training on The ENFORCER® system, video visitation, inmate tablets, and inmate telephone
procedures face-to-face, over-the-phone, or via WebEx, as the facility prefers. In addition, Ms. Steger also
manages and coordinates voice enrollments for Pre-Call Validation and Voice Biometrics services.

Qualifications
Ms. Steger has served as a professional in telecommunications customer management and support since
2000, with a focus on inmate calling sales, service, training and support since 2007.

Don Newsome, Corporate Account Manager/Video Visitation Trainer
2200 Danbury Street

San Antonio, TX 78217

850-490-6077

Responsibilities

Don works directly with the facility to provide initial training for The Visitor™ Video Visitation System
during installation and ongoing refresher training throughout the life of the contract. Mr. Newsome
delivers training face-to-face, over-the-phone, or via WebEx, as the facility prefers.

Qualifications

Mr. Newsome began working with ICSolutions in early 2017, and he has nearly 20 years' experience in the
corrections industry. This makes him uniquely familiar with correctional procedures and processes to
enhance his ability to optimize training specifically for correctional facilities. Don received a degree from
Tallahassee Community College in 1992.

Installations & Operations (Technical Support)

Brian Dietert, Director of Operations
2200 Danbury Street

San Antonio, TX 78217

210-477-7340

Responsibilities

Brian leads the team of technicians responsible for the 24x7x365 monitoring and service support of the
inmate phone system and communication access lines. The ICSolutions Technical Support Center (“TSC")
is staffed 24x7x365 with Level 1 and Level 2 technicians, and is the initial point of contact for any issues
related to the operation of the inmate telephone system. TSC is equipped with the Nagios network
monitoring application and Mantis for trouble ticket issuance and resolution.
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Qualifications

Brian has been in the telecommunications industry since 1986, specializing in inmate telephone services
since 1990. He has held senior leadership positions with several companies that operate in inmate
telephone industry. Before joining ICSolutions in 2011, Brian was the Director of Network and Billing
Services for Public Communication Services (PCS). While at PCS, he managed over $30 Million in annual
revenue associated with collect, prepaid, and debit calling. Prior to PCS, Brian was a principal with AGM
Telecom who helped start up and grow the company to 125 installations before being acquired by PCS in
2007. As a result of approximately three decades in this industry, Brian brings a wealth of knowledge and
experience in all aspects of field services, engineering, project management, and local and toll network
architecture, as well as leading edge products associated with VOIP telephony.

Geoff Larkin, Project Manager (ITS Installations)
2200 Danbury Street

San Antonio, TX 78217

210-477-7355

Responsibilities

During the implementation, Geoff will be responsible for managing the installation, including
development of the County’s project plan and overall management of The ENFORCER® installation. As
Project Manager for installations, Geoff brings his in-depth knowledge and expertise of The ENFORCER®
to expedite issue identification and resolution.

Qualifications

Mr. Larkin has a well-rounded education with A+ and Net+ certifications, as well as holding a B.A. in
Biology and an MBA. Geoff, who joined ICSolutions in 2007, balances this education with in-depth
experience, with more than 30 years of IT experience in regulated industries. Geoff has held leadership
positions on system conversion and specialized-training teams since 1987. He is an integral part of every
installation at ICSolutions — big or small — so he is familiar with the problems that can arise with all types
of projects. He has coordinated countless complex projects and is proficient at anticipating facilities will
have their own unique circumstances that may affect the timing of the installation if not timely identified
and addressed in the installation plan.

Justin Naquin, Regional Field Service Manager
2200 Danbury Street

San Antonio, TX 78217

210-477-7342

Responsibilities

Justin is the field supervisor for ICSolutions’ installation teams nationwide. In addition to providing
leadership of our field technicians, Justin provides hands-on management of the transition process,
testing and on-site quality control.
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Qualifications

Justin joined ICSolutions in 2004 and has nearly 30 years of telecommunications experience in the public
and inmate telephone industry. Justin is skilled at installations of both inmate telephone systems and
video visitation systems. He has completed over one hundred complex inmate telephone system
installations for ICSolutions' existing customers, including State Departments of Corrections and large
multi-site applications. Justin has led many installations, including the installations at Bexar County, Texas
— Sacramento County, California — Erie County, New York — and Osceola County, Florida.

Latoya Coleman, Technical Support Manager
2200 Danbury Street

San Antonio, TX 78217
210-572-9547

Responsibilities

Latoya Coleman supports the project as Technical Support Manager for ICSolutions clients after
installation. She supervises the Technical Support team and serves as the first level of escalation for
unresolved trouble tickets.

Qualifications

Latoya joined ICSolutions in 2009 as a Technical Services Representative, assisting clients with product
related concerns, troubleshooting hardware and software issues, and coordinating with field technicians
via telephone to change hardware and software configurations. In 2015, Latoya was promoted to
Technical Support Manager due to her outstanding performance in issue resolution. Latoya has nearly 10
years of technical support experience, with more than 6 years in the inmate telecommunications industry.
Ms. Coleman holds a Bachelor of Science in Computer Science from Jackson State University.

Technology Development

Brendan Philbin, Vice President of Product Development
2200 Danbury Street

San Antonio, TX 78217

210-588-8102

Responsibilities

Mr. Philbin oversees the design and development of all technologies, products, and applications deployed
by ICSolutions for both customer and internal use. This responsibility includes overseeing the day to day
IT operations, the assembly of product hardware as well technical oversight of product deployments in
the field, as well as overseeing all aspects of technology from concept to delivery, with a market-focus
approach to technology development, including identifying market needs and developing the appropriate
products and services as solutions to meet those needs.
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Qualifications

Mr. Philbin is an executive who first entered the industry of telecommunications for correctional markets
in 1989, delivering strategic vision, market and product strategy, technology innovation, program and
project management. He has a proven track record of building and leading successful teams that deliver
major projects on time and within budget. Extensive knowledge of the Operator Services industry with
domain expertise in telephony billing, collections, bad debt management and inmate telephone services.

Greg Camp, Engineering Manager
2200 Danbury Street

San Antonio, TX 78217
210-477-7327

Responsibilities

Greg directs the Engineering team responsible for designing the software and hardware for The
ENFORCER® inmate call processing platform and The Visitor™ Video Visitation & Scheduling
Management platform. Greg also serves as a point of contact for escalated software engineering tickets
and software support issues.

Qualifications

Greg has been in the telecommunications industry since 1990, with vast experience in planning,
developing, and implementing applications to address complex business and technical challenges. Greg
has built and led teams in the creation of cutting edge technology in telecommunications. Some examples
include customized IVR applications and agent applications for large call centers. Greg joined ICSolutions
in 2009 as a Senior Software Engineer and was promoted in 2013 to Senior Software Architect. While at
ICSolutions, some of Greg's contributions include acting as a project lead for design, planning, and
architecture of The Visitor™ Video Visitation & Scheduling Management platform, as well as developing
the current VolP application used by inmates to place phone calls. Greg graduated in 1993 from Texas
Tech University with a Bachelor's degree in Computer Science and a minor in mathematics.

George Langdin, Technical Services Manager (IT Engineering)
2200 Danbury Street

San Antonio, TX 78217

210 477 7320

Responsibilities

George leads the engineering team responsible for building, configuring, and testing all ENFORCER®
equipment before it is delivered to each facility for implementation. George’s team plays an important
role in the quality assurance process by making sure each piece of equipment is configured to meet the
requirements of the facility it is going to, and by ensuring that the equipment is functioning properly and
free from manufacturing defects prior to deployment. After system installation, George is also a point of
escalation for software support issues.
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Qualifications

George joined ICSolutions in 2004 and has been in the technology industry since 1998. His InfoTech
experience includes founding a market-leading “dot com” company and managing technical support for a
multinational biotech corporation. Mr. Langdin obtained his Bachelor of Science degree at University of
California, Davis.

Josh Hatzenbuehler, Video Visitation Product Manager / Lead Engineer
2200 Danbury Street

San Antonio, TX 78217

210-477-7325

Responsibilities

Josh is responsible for all aspects of the Video Visitation software, including managing customer and
vendor relationships. He is dedicated solely to supporting our video visitation software, video visitation
clients, and escalated video visitation support tickets. In addition, Josh develops the software
configuration for customer facilities during the installations and upgrades of video visitation systems.
After system installation, Josh is also the first point of escalation for video visitation service tickets, routing
and assigning tickets to the video team.

Qualifications

Josh joined ICSolutions in 2013 as a software engineer, focusing on developing flexibility in user
customization of ICSolutions’ IVR system. He has worked with software systems since 2007, with several
years' experience as a lead software engineer on multiple projects. Josh earned his Bachelor of Science in
Electrical Engineering from Texas A&M in 2010.

Solutions Response:

Company has Read, Understands, and will comply. ICSolutions is recognized as a leader in technology
innovation. Updates to The ENFORCER® are released on a quarterly basis to ensure the system is always
state-of-the-art. Many features that are currently available on the ENFORCER® are the result of specific
suggestions and requests from our clients. Regardless of which client requests the new feature, the
functionality is automatically made available to all clients at no cost.
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Whenever an upgrade or enhancement to The ENFORCER® finishes testing and is ready for wide release,
the County will be notified of the new release updates and provided documentation of the features and
functions of the new software. New software releases and enhancements are distributed through an IP
connection, with no need for any onsite disruption. Enhancements and upgrades to the ENFORCER® are
predominantly driven by market demand and specific client requests.

ICSolutions will indemnify the County, its officers and employees against any claims of infringement.
ICSolutions does not hold any patents for the proposed equipment and software. All processes and
methodologies included in the technology proposed are unique and do not fall under any known existing
patents or have otherwise been licensed from the applicable patent owner; therefore the equipment and
software proposed does not infringe on any U.S. patent or copyright. ICSolutions does not hold any
patents for the proposed equipment and software.
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6. TECHNICAL REQUIREMENTS

oy

Cl. General Requirements

The Vendor will be responsible for all costs of installation or disconnection throughout the

term of the Contract,
Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions will install and
maintain the ENFORCER® inmate calling system — along with all telephones and ancillary hardware and
software — for the life of the contract and at no cost to the County. All service, warranty, and ongoing
maintenance — in addition to all equipment and software — are provided for the life of the contract, and at

no cost to the County.

he lor will be re furnish and install all new tel ne equipment, dedicated lines
N iten ke this service fun The incumbent v r wil
remove all equipment, dialers and/or dedicated phone lines from the County facilities without

charge.

Egolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions is committed to
keeping your inmate phone system in top working order to ensure continuous availability of calling
services to inmates, and reliable revenue-generation for our clients. All service, warranty, and ongoing
maintenance — in addition to all equipment and software — are provided for the life of the contract, and at
no cost to the County.

@Iutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
operated through an easy-to-use browser-based GUI (graphical User Interface), that allows control,
monitoring searching and reporting of all inmate calls to any authorized user, accessible remotely and
securely anytime, anywhere. Anyone with a password and log-in ID granted by County administrators
can access the system from any computer running a modern browser, as if they were opening a
website. The ENFORCER® currently supports the use of modern browsers such as Internet Explorer,
Firefox, and Chrome for the performance of system administration and reporting functions.

The ENFORCER's browser-based application allows control, monitoring searching and reporting of all
inmate calls to any authorized user through a simple, point-and-click GUI (Graphical User Interface),
accessible remotely and securely anytime, anywhere.
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The ENFORCER® offers unlimited secure, remote access from any computer with internet access, allowing
authorized users to log in to The ENFORCER® any time from any location. Our remote access allows users
to perform the same functions they can on-site, including viewing call records, generating reports,
monitoring live calls, playing recorded calls, exporting call records, and more. Remote access does not
impair system functionality in any way and provides uninhibited access, while maintaining security and
reliability.

Users may also perform administrative functions, view live calls in progress, run reports, playback
recordings and analyze call data on a smart phone or tablet, as well as computer. In addition, live calls in
progress may be monitored remotely from any phone, including Android and iOS smartphones, by
placing an alert on the phone number they wish to monitor. The call is then forwarded to that phone
number for remote manitoring white the call is in progress.

The ENFORCER® platform is accessible via a secure browser-based graphical user interface (GUI).
Investigators or any approved remote users can access the platform from any internet-capable
computer by launching a secure SSL session (https) to the applicable system URL, which will forward the
computer IP address to the perimeter firewall. If the remote user is using a static IP address, and that IP
address is already registered on the firewall, the user will be granted a secure connection to The
ENFORCER® network and prompted to enter the approved username and password to access The
ENFORCER® platform. If the originating IP address is not registered on the perimeter firewall, the user will
be re-directed to a hardened server that will register the IP address and provide temporary access to The
ENFORCER® network.

Additionally, users have the option to install a VPN client on their workstation / laptop that will launch a
seciire tunnel through the public internet to The FNFORCER® network, regardless of the originating TP

address. Once connected to The ENFORCER®, users can access all functionality, including downloading
and burning call recordings to one or multiple disks.

The ENFORCER® provides flexible and convenient remote access for investigators. The ENFORCER®
infrastructure is configured to support a virtually unlimited number of remote users without any
degradation of service. Multiple investigators can access the system remotely at the same time
without impacting on-going system operations or performance. While connected, users may monitor
live conversations, access recordings, search system data and generate reports as though they were on-
site. This facilitates cooperative investigations with external law enforcement agencies.

This feature is regularly utilized by many of our clients who rely on off-site investigators located
throughout their state, such as the Wyoming DOC and some county facilities in California. One of our
clients needed remote access for 48 off-site investigators, which we were able to accommodate with
ease. Off-site investigators can conduct investigations remotely through the use of reports, Monitoring
Live Calls or listening to recordings. This is accomplished by the remote investigators using secure
Internet-based VPN access. Some investigators gain access to the ENFORCER® platform securely through
the network firewall. Many of our clients rely on The ENFORCER®'s feature that multiple investigators can
access the system remotely at the same time without impacting on-going system operations or
performance.
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ICSolutions can provide you with the tools to share restricted information with other investigative
agencies. While some other vendors do provide data sharing with external investigators (FBI, counties,
other states, etc.), they do not give the Facility any control over what information each external user can
see and access. With The ENFORCER®, County administrators have finite control over which data users
can see and access. For investigative purposes, administrators can allow an external law enforcement
agent to view, listen to, and/or download only the data and call recordings that the County wants to share
with that agent.

Authorized jail personnel can give restricted permission to any individual or group of people, either
temporarily or long-term, to access information on their phone system. For each user or group of users,
authorized jail personnel can control what functions the user(s) will be able to perform and what kinds of
information they can see and hear. The County can choose to share not only call data, but also call
recordings and even biometric voice prints (where applicable).

The ENFORCER® system is configured to be accessible remotely over WAN or VPN to ensure availability
of recording and call record data from any point or location. Data queries, reports, and recording playback
are all available through LAN, WAN, or VPN connection to the system.,

2. The system shall allow outgoing calls only.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. No incoming calls are ever
allowed with The ENFORCER® call processing system. The ENFORCER® is hosted at the ICSolutions
primary data center at our headguarters in San Antonio, Texas. All inmate calls are processed by this
centralized system and terminated over outbound-dial only trunks. Additionally, the on-premise IP
Gateways that provide talk battery to the inmate telephones are incapable of processing an inbound call,
and, as such, ICSolutions can warrant that no inmate telephone shall be capable of receiving an incoming
call.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The Inmate Voice
Messaging feature has been incorporated in the ENFORCER platform to allow Called Party Voice
Messaging by those with Prepaid Collect accounts and a Message of the Day feature to broadcast
notification messages to one or more inmates at a facility.

Inmate Voicemail

ICSolutions can provide inbound inmate voicemail whereby messages may be automatically retrieved by
inmates through the inmate phone system and are available for access by facility personnel for security
purposes. The voicemail system requires the outside party to have an established PrePaid Collect account
prior to accessing the system.

The outside party would access the voicemail system by dialing the published toli-free number. Once

connected to the voicemail platform, the outside party will be prompted to enter their PrePaid Collect
account information to confirm availability of funds. If funds are available, the system will prompt the user
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to enter the inmate ID, or enter the first 3 letters of the inmate’s last name to retrieve an inmate listing.
The user will select an inmate from the listing and will be able to record a 30-second message.

Message of the Day **

Inmate Voice Messaging can also be used by authorized Jail staff to broadcast messages to one, many, or
all inmates in a correctional facility. The Jail personnel simply types the message into the ENFORCER®,
which then converts the message to synthesized speech and delivers it to the designated inmates’ voice
mailboxes.

Authorized Facility staff can create a "Message of the Day" that is delivered to inmates via inmate phone
during a specified time period. Facility staff can type the message into the ENFORCER®, and the message
is translated to a voice recording using text-to-speech technology; or staff can use traditional voice
recording to record their message. They then enter the time window (start/stop dates and times) during
which the message will be played to inmates.

Any time an inmate picks up any inmate phone during the designated timeframe, he or she will hear the
Message of the Day before call connection. When the message expires, it is no longer played to inmates,
with no further action necessary from Facility staff.

Inmats . moe reme 5 nggeson &)
.lpmdi m
Show message type =l v with status Yl b LSubmit |
. BMHer Call or Cronts. FirstListen Listen | !
DEMISE 1-408-362- :
(5] Voicemail' 00018903 SMERCHEK POD 3 4B 20%1-0808 15:06 Naver 4
. DENISE
Notification 00010903 SMERCHEK POD3  belark 2011-06-07 1637 Nevar 0
Notification 00(padaaENISE D002 babeder 20110607 1342 Never 0

belark @ 2011.06.07 13:41

Efiective Monday. June 20. 2011 visitation hours

o} |will be sxtendad to 8.00 pm on Frday. Saturday
and Sunday only New hours wil mmain in offect | 120110607 11 37 2011.06-07 13:42 ]

until futher notice

cloge

2011-06-07 13 23 Never ¢

—3] 2 2 o
5
2

pens Standard Call Player

o

Inmate Messaging Screen — Message of the Day text
The Facility can use the Message of the Day feature to share information with inmates facility-wide.

Additionally, with the Facility's permission, ICSolutions can create messages to inform inmates of new
product rollouts, Facility-approved rate modifications, or other changes to inmate calling services.
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Called Party Voicemail

ICSolutions is also capable of voicemail that allows inmates to leave messages for called parties. We have
never deployed this product because we have not had a client who felt the service would be of value
enough to deploy. However, we would be happy to discuss the possibility of providing this service if the
Facility is interested.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
configured with a master call duration setting, which can be programmed with each facility's maximum
duration time. In addition, the system rate files include call duration override settings for situations that
require duration changes for local calls or specific destination numbers. Call duration and velocity limits
can easily be set by dialed number, individual inmate, inmate classification, inmate group, call type, pod,
facility or system-wide.
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4. The system wiill notify the Inmate and called party of any limits in advance of the
system terminating the call.

[@solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. When a call has reached the
“one minute remaining” status on the duration limit, the system will prompt the parties with a voice
message that states “You have one minute remaining for this call.” At the end of the call duration, the
system informs both parties that their time has elapsed and the call is terminated.

The standard 1-minute warning prompt can be custom-configured to play additional warning prompts,
such as 2-minute and 30-second warning prompts, prior to disconnecting the call.

6. The system shall include voice prompts in English and Spanish. Please identify other
language capabilities of the system.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
delivered with pre-recorded instructional voice prompts in both English and Spanish. Language is selected
by the inmate as part of the call setup process. “For English, press or say 1, for Spanish, press or say 2.”
Additional languages can be added at the facility's request at no charge. Languages currently deployed at
some of our client facilities include English, Spanish, French, Russian, and Hmong.

7. The systemn must have the abiiity to integrate with third party vendors to provide the
ability to automate the commissary ordering process via telephone.

ESolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® features
an open architecture that allows it to easily integrate with other Jail systems. The ENFORCER® can accept
data in virtually any format, affording it great flexibility in interfacing with other vendors to automate the
flow of information at the Jail across multiple systems. Interfacing with JMS, Commissary, Inmate Banking,
and other Jail systems reduces the data entry burden on Jail staff, ensures data consistency across
disparate information sets, and allows vendors to work together to provide the broadest range of
products and services to Jail staff and constituents. If supported by the County’'s commissary system, we
can write an interface that will enable over-the-phone commissary ordering by inmates.

ICSolutions designs, builds and runs our own back-office including data centers, networked systems and
dozens of secure interfaces linking our network and databases to third-party services and vendors across
the country. With our dedicated, in-house team of software engineers and network architects we
guarantee our ability to create customized interfaces with the County’'s other vendors to support our full
range of premium integrated services, all at no cost!

We have implemented hundreds of real-time Web service integrations, as well as batch processes using
FTP and sFTP, incorporating SOAP, XML, and CSV data exchange protocols with inmate commissary,
banking / trust account systems, JMS and/or VINE systems for many of our clients. These integrations
allow us to eliminate paperwork, increase calling and commission revenues, and improve service for our
client facilities.
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o Commissary Ordering by Phone: ICSolutions can provide a stand-alone centralized commissary
ordering platform that atlows commissary orders free of charge. Inmates place the order from any
inmate phone in the facility, which is then communicated to your Commissary similar to an
electronic bubble sheet. No additional equipment is required. ICSolutions would simply develop
an interface with the commissary (with cooperation from the selected commissary vendor) to
activate this feature. This commissary ordering feature would be operated at absolutely no cost
or commission reduction to the Facility.

8. The system must provide active acceptance by the called party.

[ésolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The called party must press,
dial or say a digit to indicate acceptance of the call before the call is connected. When the called party
answers they are presented the following prompts that are free of any charge:

* “Hello, you have a collect call from (inmate’'s name) an inmate at (facility name).”
o “To accept this call press or say 5"

o “To refuse this call hang up now”

e “To block this call and future calls from this facility, press or say 9”

e “To hear the charges for this call press or say 2"

o “This call will be recorded and is subject to monitoring at any time.”

e “Thank you for using ICSolutions. You may begin speaking now.”

9, The system muist provide proactive account set-up tor called parties who are not able
to accept collect calls. Please describe how this works.

E@lutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Calls that cannot be biiled
as collect calls can be completed using the prepaid options described below. Across our client base,
roughly 90% of all calling is processed using some form of prepaid calling.

Upon the first attempt to call a number that cannot receive collect calls, the inmate and called party are
connected for a free one-minute call to discuss the situation. After this free call, the called party is given
the option to be instantly connected to a live ICSolutions billing specialist, who can explain our
prepaid calling options and set up a prepaid account, so that future calls will be connected.
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Unique ICSolutions Feature:
Many inmate phone companies attempt to save money by foregoing a live operator in
favor of an automated, computerized system - forcing the call recipient to navigate the
account setup process alone. However, ICSolutions understands that in many cases, this is
the first time the customer has received a phone call from a correctional facility. With a
loved one recently incarcerated, and their telephone unable to accept collect calls, the call
recipient is often under stress and unaware of their options for receiving calls from their
loved one. We believe it is critical at this step to provide a live, knowledgeable billing
specialist who can explain calling options and costs, and assist with the account setup
process.

Not only do our billing specialists provide outstanding customer care, but this personal
and proactive approach to account setup also leads to larger numbers of prepaid accounts
established — ultimately, generating more inmate calling and more commission revenue for
the County.

Among our prepaid calling options are Point of Sale Prepaid Collect (called party prepaid), Call Center
Debit, and Integrated Cardless Debit (inmate prepaid) for numbers that may not accept traditional collect
calls, such as cell phones, VOIP carriers, etc. These programs allow payment alternatives, call expense
budgeting, and allow calls to more phone numbers, which means more contact with family and friends.

< Point of Sale Prepaid Collect (PSPCM)

ICSolutions’ Prepaid Collect program targets those customers whose calls are blocked due to carrier
billing limitations. As with standard collect calling, the called party pays for these calls. Coupled with a
short complimentary call, PSPC*™ allows short-term inmates to make calls immediately to facilitate
their release and provides a communications avenue to friends and families of long-term inmates.
PSPCSM results in higher revenues and fewer complaints by allowing calls to telephone numbers
that are most likely blocked by your current vendor.

The ICSolutions advantage is real-time access. When a call is placed to a number that would be
blocked for billing reasons, the called party is provided with the option for immediate access to our
live Customer Care Call Center to establish billing arrangements. Typically, an account is established
in 15 minutes, and inmate calling access is immediately allowed. ICSolutions has found that
connecting friends and family members to a live agent on the first call attempt is more effective than
having them go through the process using an automated system. Since this is the first time many of
these individuals are receiving inmate calls, it is beneficial for them to speak with one of our
knowledgeable live agents who can inform them of all the options that are available to them and
answer any questions they may have.

Only ICSolutions’ Prepaid program includes proactive outreach and account set-up efforts and live

Customer Care call center professionals available 24 x 7 x 365. This support enables ICSolutions to
create more accounts and complete more inmate calls than any other prepaid calling program.
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< Call Center Debit
ICSolutions is also proud to offer the County our Call Center Debit program, which allows inmates’
loved ones to fund an account associated with a specific inmate’s PIN. Once the account is funded,
the money belongs to the inmate and is tied to that inmate’s PIN, so the inmate can use these funds
to call any allowed telephone number. Upon the inmate’s release, refunds are handled by ICSolutions
call center.

X3

%

Integrated Cardless Debit

Integrated Cardless Debit is a fully integrated debit platform that allows inmates to place calls using
the funds established and maintained in their individual PIN-based accounts. To enable this calling
option, ICSolutions will interface with the facility’s inmate/records management system or commissary
software package to share information between systems and automate the process.

10, The system must notify the called party when they have reached a set balance of its
site or personail credit limit. Describe how this works,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® system
contains built-in functionality to establish daily, weekly, and monthly calling thresholds for each billed
number in the system. These levels can be changed based upon actual experience with collect call billing
for each particular location. Exceptions can also be made for specific telephone numbers based on the
ability to pay and payment history. The ENFORCER® can be configured to announce the available credit
balance prior to the acceptance of any call to a specific destination number that has triggered the
available credit limit threshold. In the event, the called party reaches the designated credit limit, the called
party will be offered the option of establishing a PrePaid account or wait until their credit availability is
restored.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions is proposing a
centralized solution which sends all CDRs and recordings to our Primary data center in San Antonio, which
are backed up at our secondary data center in Atlanta. All recordings are stored online for the life of
the contract. The ENFORCER® enables immediate, online retrieval of any recording via The ENFORCER®
user interface, at any time with no change of storage media.

Storing your call recordings — as well as the call data — online for the life of the contract ensures that you
will always have quick access to all of your call recordings and data. You will never need to archive calls or
data, nor will you have to rummage through archives to find the investigative information you need.
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Access to the call recordings or call monitoring is executed through a series of user names, passwords and
account privileges. Any individual desiring access to the recording playback or call monitoring must have
a valid user name with sufficient privileges and a valid password. In addition, no individual is given direct
access to the actual recordings on disk in order to maintain absolute integrity. The system will pass copies
of its recordings to individuals through the call record selection process. Access to or manipulation of the
source recording is never allowed.

12. Ali call recordings shali be stored online and available through the online user interface
for 1 year.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. All recordings are stored
online for the life of the contract. The ENFORCER® enables immediate, online retrieval of any recording
via The ENFORCER® user interface, at any time with no change of storage media.

Storing your call recordings — as well as the call data — online for the life of the contract ensures that you
will always have quick access to all of your call recordings and data. You will never need to archive calls or
data, nor will you have to rummage through archives to find the investigative information you need.

13, The system shall be a turnkey telephone system and service.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions is proposing a
completely turnkey inmate phone system, which includes all systems, telephones, software, and peripheral
hardware; and installation, maintenance and service of the proposed system. This level of support is part
of our turn-key proposal to each customer. As such, there will be no cost whatsoever to the Facility for
this service.

14. The Vendor shall provide non-coin, inmate telephones composed of durable equipment
suitable for jaii environments.

ESolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Every part of ICSolutions
proposed system is designed for and in use at correctional facilities across the country. All proposed
phones are constructed of heavy gauge steel, with shockproof keypads that includes a shatterproof
Lexan handset and have no removable parts. All handset cords will be armored and have a poly-coated
steel lanyard, which can withstand a minimum 1000 foot-pounds of pull power. Tamper-preventive
security screws will be used on all telephones to guard against potential vandalism.
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Liftgeggged

e lexan handsets

e Factory Sealed with no removable parts

e Hearing Aid compatible (ELA. Standard RS504 compliant)
e Poly-coated armored handset cords

e Armored steel handset cord

e Optional handset cord lengths (12", 18" or 32" or custom)
e Built-in Confidencer to minimize background noise

e Sealed Housing protects unit from moisture

e Optional external volume controi

e Heavy duty chrome keypad

For specifications of the proposed phones, please refer to the Specification Sheets in Exhibit C.
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Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
operated through an easy-to-use browser-based GUI (graphical User Interface). Anyone with a password
and log-in ID granted by County administrators can access the system from any computer running a
madern browser as if they were opening a website. No additional PCs are required.

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. All equipment is in full
compliance with FCC regulations. Please refer to Exhibit C for specifications of the proposed equipment.
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17 The proposed equipment and system shall be scaiable to meet the County’s growing
neads,

E_Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Given its modular
architecture, The ENFORCER® can easily accommodate expansions to the inmate population. ICSolutions
will work with the County to accommodate expansions to the phone system consistent with expansions to
the inmate population. If, at any point, the County plans to expand the jail or requests additional phones,
ICSolutions can add additional phones at any time by simply expanding the Adtran gateways installed at
the sites. Additional network capacity requires approximately 30 days’ notice for the LEC to deliver
additional bandwidth but does not require any system downtime.

18, Vendor eguipment shall include backup power in the event of temporary loss of
commercial power.

ESolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
delivered with a 2.2 KVA rated uninterruptible power supply (UPS) unit. In the event of a commercial
power outage, the inmate phones and The ENFORCER® system will continue to operate for up to 1 hour
in the absence of commercial power. ICSolutions also deploys line protection to further shield the system,
phones and lines from lightning and power surges.

ICSolutions’ network monitoring software is in constant communication with each ENFORCER® UPS. Our
UPS Monitor (UPSMon) software continually monitors the status, utility voltage, battery capacity,
remaining run-time and UPS Load of every ENFORCER® installed nationwide. The software runs 24/7/365
and automatically sends an email alert to ICSolutions’ 24 hour technical support team anytime there is a
loss of utility power of any duration, to any ENFORCER® unit. Most utility power interruptions are very
brief. The UPS controlling software also performs a data-save and graceful shut-down of the affected
system one minute before primary battery power is exhausted.

In addition to running continuous, automated analyses; ICSolutions technicians can view the status of all
UPS units in service at any time from our NOC.

UPSMON - All Systems Status

I..ui
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They can also pull up details including histories of all power fluctuations and disturbances to drill down
and diagnose oddities in network usage and performance:

5 mcknm01 UPS Status

DMlon Aug 16 10:40:06 NMDT 2010 Battery Capacity v Run Time Remaining v UPS Load v
100 S5 125
Honitoring: mcknm01.icsclutions.com
UPS Model: Smart-UPS 1500 RM
UP3 Mame: mcknmO1l.icsolutions.com
APCUPSD: ¥ersion Not found B0 i 400
Stacus: ONLIME
60 13 5
Last UPS 3elf Test: NO
Last Test Date: No: found
40 22 50
Utilaty Volrage: 118.0 VAC 20 11 25
Line Minimuw: Not found VAC
Line Maxirum: Not found VAC
Output Freq: 60.0 Hz
0 0 0
UPS Temp: 37.3 ‘C v 100.0 % 94.0 mins 25.3 %
Recent Events |
Fry Awg 13 04:459:42 MDT 2010 apcupsd 3.14.7 (1 August 2009) pedhat gtactup succeeded -
Fri hkug 13 04:47:27 MUDT 2010 apoupsd shutdown succesded
Fri Aug 13 04:47:27 MDT 2010 apgupad exiting, signal 15
Thu Aug 12 10:43:52 MDT 2010 apoupad 3.14.7 (1 August 2009) redhac stactup succeeded
Thu Aug 12 10:41:10 MDT 2010 apeupsd exiting, 9ignal 15
Thuy Aug 12 10:491:01 MDT 2010 UPS 3elf Test completed: Battery OK w

UPSMon Detail - View System Details

In the unlikely event of a power failure at the primary data center, failover call processing will
automatically occur at the secondary data center. Because of this call processing redundancy in
geographically separate data centers, ICSolutions can guarantee 99.999% system uptime for the
County’'s ENFORCER® calling system.

Critical system data and call recordings are also stored in both the primary and secondary data center -
providing an additional layer of redundancy to protect the County from any possibility of data loss.
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1, The system will utilize Personai [dentification Numbers {PIN) for the inmates. Describe
your system’s use of PINs, including Open PIN, Restricted PIN, and Closed PIN,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® system
accommodates the use of inmate personal identification numbers (PINs) for call tracking and control.
Various numbering schemes are supported in order to best fit the existing inmate identification method in
use at the facility. This ranges from adopting a number assigned by the facility booking system to
assigning a new random unique number for calling to something in between. This will be customized
based on the facility’s preference and with the goal of minimizing facility personnel time. The
ENFORCER® accommodates various PIN lengths ranging from 4 digits to 20 digits. This enables us to fit
The ENFORCER® to any existing inmate identification method in use at the facility today.

Inmate accounts and PINs can be established automatically through a direct interface with the facility's Jail
Management System or Booking system to automate PIN administration. With the interface option, the
information entered during the booking process is shared with the phone system automatically, and no
additional entry is required. All active and inactive PINs wiil be updated automatically in real time.

The ENFORCER® features an open architecture that allows it to easily integrate with other Jail systems to
automate processes, such as PIN administration. The ENFORCER® can accept data in virtually any format,
affording it great flexibility in interfacing with other vendors to automate the flow of information at the
Jail across multiple systems. Interfacing with JMS, Commissary, Inmate Banking, and other Jail systems
reduces the data entry burden on Jail staff, ensures data consistency across disparate information sets,
and allows vendors to work together to provide the broadest range of products and services to Jail staff
and constituents.

If necessary, PINs can also be entered manually. With the manual process the inmate name and other
information can be entered on an Inmate Profile from an administrative workstation. This is a simple
process requiring approximately one minute for each inmate.

Open and Closed PINs
When the Inmate PIN feature is used, a PIN will be required and included in ‘
each call record. This enables searching and reporting on call records on an ; L ;
inmate-specific basis. The system can be configured to create the PINs at time ﬁ *’e ,/J§
of booking and eliminated at time of discharge. In addition, the system 4 R
supports the retention of specific inmate PINs where the inmate is incarcerated 2 \ "»&‘
1y, a /S

in absentia due to, for example, trial or hospitalization at a separate location.
The following screenshot reflects the Administrative interface that is utilized in
the ID-PIN process.
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Inmate Profile - Assign PINs

For greater flexibility, ICSolutions offers the option to activate PIN on some phones and not on others.
For example, it may be desirable to require PIN in all common area phones, but not in the booking or
intake area.

The ENFORCER® also accommodates includes voice identification technology to biometrically ensure that
each inmate placing a call is in fact the inmate assigned to the PIN they've entered for the call.

PIN Restrictions

The ENFORCER® allows you to add as many restrictions to any inmate, phone, location or outside
number that you choose. The basic security levels associated with each inmate’s PIN are:

PIN Only — This requires a valid PIN to be entered each time a call is placed. The inmate may call any
number that is not blocked and may use any telephone to place a call.

PIN with Inmate-Specific Controlis — This option requires that a valid PIN be entered each time a call is
placed. The inmate may be limited to using only certain phones, call duration, or calling during specified

hours. (These controls may be used in conjunction with an allowed list and/or voice verification feature)

PIN with Allowed Call List — In addition to requiring a valid PIN to be entered for each call placed,
inmates are limited to calling only the approved list of allowed numbers associated with their account.

PIN with Voice Verification — The inmate’s PIN is associated with a unique voice print. Each call placed
verifies that the PIN and the voice print match at the beginning of the call.
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Restricting PINs

The ENFORCER® supports the suspension of inmate calling privileges by PIN. Authorized personnel may
enter a timeframe (i.e. 24 hours) or a specific date/time when the suspension is to end. At that point, the
suspended inmate may oniy call legal counsel until the suspension period ends. When the suspension is

over, calling privileges are automatically restored by the system at the time designated by the authorized

user.

Inmate suspensions are defined in the Inmate Profile screen. At the bottom of this screen is the Inmate
Suspension section highlighted by a red box.

nmais [ myoe reme for rupgeasan)

Fing/New
Staius Lecanar ¥ Last Marue First Name Wodle Name
v SMITH CHARI ;

3ite; |Pubhc Safe 3 Transie ALERTS
;IZI;%’{;M'-.T - J == Emall Adcressiess ¥ Shash
PN E‘E ﬁ_—__]-_h;;h Profile ™o 7 Pager Number(s

i T JPasscoce R ] bieniter Nurnbers :

Ecil Pin i Passcode  Pin Reset Parment Emailis;
Recorted Naine . General
Class  Mormal v 4% Buling O :‘-Fﬁr;} : tax PANg dHoned © Defaull 100 PAN enatled ¥
Restrgl E" :}cg_us Ever :f: ":] Y 2 Y Free Calls Allowes € Remanirg @_77 _J Cisaelea Last Resal jE_C_i:-"’_-GBjB J 2
Ve Ic & © States Net Errelled

Always Keep Video

Cantel Changes | Save Clhanges

Last Activation: 2007-08-15 15 38 Last Release:

Batances: Tebii Acct $L00
Inmate Notes
Add Note
User | Date!Time CSN: Phone Num Notes
apeltersen (12416 11 18 48 Suspended for bad bebavie
Inmate Suspension
lniate Suspanded IFl unul S8 1283 U0 Previous suspensiors 3 Suspersions

Inmate Profile - Inmate Suspension
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By selecting the Suspensions button, users will be brought to the following screen which will enable them
to complete suspending call privileges.

Suspensions

[nmarte [D: 336115 CHARE SHITH

Stant End or/Duration
Cate. Asap % End ol Create
Curaticn
Phene Suspensicn Ko Me Face to Face
Yides Suspension N

Regular suspension Prvileged calls aliowed
Full suspensicn No calls allcwed

MNote'somment

(current and future suspensions are red, historical suspensions are white)

apettecsen CH1Z2016 11 18 DV 12016 11 1202142016 00 00 12 hours 41 mintes Full Phona call  Cisable | Suspensioh Note Suspended for bad behavioe

To disalde 3 suspepsion enter 3 note here and press the disalde butten for the appropnate suspensicn abowe

Suspension of Calling Privileges

Displayed are two categories of Suspensions. 'Full’ means the inmate will not be allowed to place any
calls, including calls to attorneys or free numbers. 'Standard’ is the default setting and allows the inmate
to place calls only to attorneys or numbers that are identified as privileged numbers. Once the desired
type of suspension has been selected, users must define the length of time that this suspension should

take effect.

Select the appropriate Start Date for the suspension (either immediately, or in the future), and then select
either the End Date or the Duration (in hours, days, weeks, or months). Lastly, click the Notes/Comments
tab to add any further required information. Once all of this has been completed, select the Create
button. This will automatically make the suspension active. Authorized personnel may disable a
suspension manually at any time.
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2 The system will have the capability to automatically create PINs without burdening
facility staff,

[solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Inmate accounts and PINs
can be established automatically through a direct interface with the facility’s Jail Management System or
Booking system to automate PIN administration. With the interface option, the information entered
during the booking process is shared with the phone system automatically, and no additional entry is
required. All active and inactive PINs will be updated automatically in real time.

The ENFORCER® features an open architecture that allows it to easily integrate with other Jail systems to
automate processes, such as PIN administration. The ENFORCER® can accept data in virtually any format,
affording it great flexibility in interfacing with other vendors to automate the flow of information at the
Jail across multiple systems. Interfacing with JMS, Commissary, Inmate Banking, and other Jail systems
reduces the data entry burden on Jail staff, ensures data consistency across disparate information sets,
and allows vendors to work together to provide the broadest range of products and services to Jail staff
and constituents.

If necessary, PINs can also be entered manually. With the manual process the inmate name and other
information can be entered on an Inmate Profile from an administrative workstation. This is a simple
process requiring approximately one minute for each inmate.

3. The system will prevent assigning duplicate PINs and not allow a PIN to be used by
two inmates at the same time,

ESolutions Response: 4

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® Calling
Platform is an intelligent call processing unit that has multiple fail-safes in regards to the duplication of
data, including PIN numbers. Essentially, the prevention of duplicate PIN assignment happens in a few
different ways. Typically, clients choose to implement a PIN system that directly correlates with the other
systems that are currently in place. For instance, if an inmate already has a PIN/ID linked to another
system (such as JMS or Commissary), ICSolutions will simply port over that structure and continue using
the PIN/ID system already in place in order to provide continuity across all platforms. In addition, The
ENFORCER® calling platform quickly checks itself upon assignment of a new PIN in order to ensure that
particular PIN is not in use by another inmate. If it senses that the PIN is currently in use, it will simply re-
generate a new PIN, or request the user to enter a new PIN.

4. The system will aliow tor PIN digits Io be at lsast 4 and not greater than 16,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER®
accommodates various PIN [engths ranging from 4 digits to 20 digits. ICSolutions will configure the
system during installation to allow PIN digits of at least 4 and no greater than 16.
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C3. Fraud Management

1. The system shall be able detect, notify, and prevent three-way or conference calis,
except for those calls to attorneys or other approved numbers., Please provide a
description of the process you have depioyed on your platform and why you feel the
technical approach provides the best 3-way detection solution.

@Sglutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER®
automatically detects attempts by destination parties to connect, or forward, calls to a 3rd party. These
detection features have highly configurable parameters for changing the sensitivity to accommodate the
requirements of each installation. When a three-way call attempt is detected, the system can either

A) flag the call for investigation;
B) flag the call for investigation, and play a warning message to the inmate and called party;
or
C) flag the call for investigation, play a notification to the inmate and called party, and terminate the
call.

The system will be programmed to take whichever action the County prefers from the list above.
ICSolutions highly recommends allowing the call to proceed, because valuable investigative data can be
found by reviewing calls that were flagged as 3-way attempts.

When the system is configured to terminate a call upon detection of fraudulent use, such as three-way call
attempts, a voice prompt is played to both parties on the call upon “sensing” a usage violation. This voice
prompt typically informs the parties that fraudulent use has been detected and disconnects the call. The
resulting call record is then flagged with this detection and termination for future query and reporting
purposes. In no case is dial tone ever provided to the inmate caller, either before or after a call.

Detection of fraudulent use can be managed through sensing of call progress, DTMF tones from either
party on the call, and extended silence periods during the call. The success of this DTMF or extended
silence, detection is very reliable. However, it does not always indicate call-forwarding or three-way call
set up.

Many correctional facilities with full-channel recording have found that a Three-Way Call Deterrent Policy
is much more effective. In such a policy, the deterrent to making three-way calls is the inability for inmates
to make future calls. Unlike the old methodology, which only blocked or cut off the called party, the
inmate was still able to call back to the called party and try numerous ways to exploit the system until
they succeeded. The Three-Way Call Deterrent Policy provides for proactive measures that, over time,
dramatically reduces the incidence of three-way calling.

When the inmate places a telephone call, a recording will be transmitted over the connection notifying
the inmate of the three-way call deterrence policy, whereby, if a three-way call is detected, all future calls
placed by the inmate to the called party will result in blockage of the called party number and phone
privileges may be suspended.
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Standard three-way activity reports from The ENFORCER® system can facilitate investigations into
suspected three-way call attempts. The 3-Way Attempts report lists all three-way call attempts detected,
along with all associated call detail information. The Top 25 3-Way Destination Numbers shows the top
25 called numbers that triggered three-way call detection.

2. The system shall prevent the inmate from obtaining a second dial tone, or "chain-
dialing.”

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® monitors
each call connection for any inmate attempts to bypass the system controls. If an inmate presses keys on
the keypad following call connection, the system detects this activity and terminates the call. Any call
terminated for this reason is marked accordingly in the call detail record. Upon termination of each call,
the inmate is returned to the call initiation script and required to go through the entire controlled process
in order to place another call.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The system continuously
monitors each call connection for any inmate attempts to bypass the system controls. The ENFORCER® is
configured to disable the inmate phone keypad once the call is connected to the destination number. The
system does not enable the inmate or the called party from dialing extra digits after the call has been
accepted.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The system administrator
can program The ENFORCER® to allow up to 4 extra dialed digits for specific phone numbers — such an
attorney’s number, where dialing an extension may be necessary.

ESolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is entirely
web-based, so authorized facility users may log in to The ENFORCER® to access system functions from
any location, whether on-site or remote.

The ENFORCER® offers real-time, live call monitoring of calls in progress. Call monitoring with The
Observer is accessed through the Monitor tab of the ENFORCER's GUL The authorized user selects a
station or trunk to monitor with a click of the mouse, and then clicks the Listen button. This function is
silent and undetectable by either the inmate or called party. Multiple monitoring sessions can occur
at the same time without any impact to ongoing call processing or recording.
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Authorized County personnel can monitor live calls
in progress with a high level of audio quality from
any location, whether remote or on-site. The
ENFORCER® is operated through an easy-to-use
browser-based GUI (graphical User Interface).
Anyone with a password and log-in ID granted by
County administrators can access the system from
any computer with an internet connection as if they
were opening a website.

Once the operator has gained access to this display
with the proper password and privileges, the
monitoring operation can be activated. The operator
simply clicks on a call in progress, or telephone
station port, and the system begins streaming the
audio to the workstation and plays through the
workstation speakers or attached headset.

Client Testimonial

Osceola County, FL

"Osceola County Corrections Department’s Internal
Affairs Unit has capitalized in the benefits of
ICSolutions by gathering intelligence resulting in
arrests and/or assisting in clearing allegations of
wrongdoing. One of the highlights in this area was
in August 2013, while monitoring inmate calls due
to an anonymous tip; our unit was able to uncover
fraudulent use of credit cards which resulted in two
(2) arrests. Three (3) victims of this crime were
confirmed but we were able to identify at least
forty-six (46) additional victims.”

- Captain Yuberke Almonte, Internal Affairs Unit

The Observer
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Monitoring Live Calls - Calls in Progress screen with Call Detail displayed
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Critical Call Monitoring Functions include:
o Silent, undetectable monitoring
e Allows multiple simultaneous monitoring sessions
e Search function to isolate calls of interest
e Monitoring has no impact to recording function
* Ability to monitor from a remote workstation or PC via LAN, WAN or Internet
* Protection of privileged calls from monitoring
e Ability to disconnect call in progress while monitoring
« Ability to "barge in" to calls in progress and speak to both parties

The Observer
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Display of Calls in Progress

Monitoring sessions occur in true real time with no delay in transmission of the audio, using standard live
audio streaming techniques. When a user selects a call in progress to begin monitoring, the audio is
streamed to that user live and in real-time. All audio is buffered so even if a call is five minutes in when a
user begins monitoring the call, the user may scroll back to any point in the calf and listen to the audio.
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Add Listener

The Observer is equipped with a remote monitoring feature that allows users to add a listener to the call
while the call is in progress to allow for true remote call forwarding and monitoring. The user simply types
in the phone number to which the call will be forwarded in the Add Listener field, as shown below.
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In addition, live calls can be forwarded to other phones using our Alerts feature. The ENFORCER® alerts
can be placed on specific Inmate PINs or specific destination numbers to indicate that the inmate or
number is currently involved in a conversation. Alerts can be sent to any investigator cefl phone, land line,
email, and/or pager. This alert will be triggered when an alerted number is dialed\connected from any
inmate phone regardless of which inmate dialed the number.
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Displaying a Geographical Map

By clicking the Show Map action button, The Observer displays a map that shows the location of the
site/facility as well as the destination of all calts (both in-progress and completed calls). Users can limit the
calls displayed by selecting the call type from the drop down menu (Active, Inactive, Alerts, Visitation, etc.)

Call Activity Map
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Live Monitoring Call Activity Map

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® will be

programmed with a customized call greeting played to the calied party upon answer. Upon detecting
answer, the system responds with "Hello, this is a collect call from [inmate name], an inmate at the

Harrison County Jail."

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. Inmates often attempt to

harass the public or commit fraud over the phone. To prevent this, The ENFORCER® can play randomly
interjected voice prompts, known as overlay messages, identifying that the call is from a correctional
facility. The content of these overlay messages, including the frequency of the messages and the
announcement volume, is completely programmable.
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These voice prompts can be custom recorded as requested by the facility, or a standard voice prompt may
be used, such as: “This call is from a correctional facility, and is subject to monitoring and recording.”
Voice overlay messages limit abuse of the general population and indicate where the call originated so
that any inappropriate calls can be easily reported to facility personnel.

8 The systam will prevent "Hook-switch dialing,” and other frauduient activities. Pleass
describe,

[esolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® will be
configured to only allow outgoing, station-to-station collect calling. All other call types are disabled and
therefore, the inmate is prohibited from choosing other calling methods. The ENFORCER® monitors all
calls and prohibits inmate fraud at every step of the call process. The ENFORCER® provides an exhaustive
list of features that detect and prevent fraudulent, illicit or unauthorized activity.

e PINs: Each time an inmate places a call, they are first required to enter their assigned PIN. By
associating a PIN number with every call, the system provides investigators and security personnel
with the ability to identify specific inmates when setting alerts, monitoring calls, retrieving call
recordings, searching call detail records, generating reports, etc.

e Custom Call Restrictions: Inmate calling can easily be limited to specific times of the day and set
lengths of time. During installation, the system is programmed to block calls to live operators,
toll-free lines, long-distance carriers, judges and correctional facility staff, etc. While these call
restrictions are set facility-wide, additional call restrictions can be set for individual inmates.

» Random Voice Overlays: The ENFORCER® can play randomly interjected voice prompts as
requested. These voice prompts can be custom recorded as requested by the facility, or a
standard voice prompt such as this may be used: "This call is from a correctional facility, and is
subject to monitoring and recording.” Voice overlays limit indicate where the call originated. Any
inappropriate calls can be easily reported to facility personnel.

» Real-Time Call Validation: ICSolutions’ call validation incorporates real-time validation
responses from Local Exchange Carriers, compliance with carriers who do not permit collect calls,
and managerial restrictions such as blocked-number lists.

Call validation counteracts fraud by correctly identifying the location of called numbers to prevent
the use of prepaid cell phones or pay phones to commit fraudulent activities. By validating
numbers, we have the most up-to-date information about a BTN.

* Continuous System Monitoring: As an additional fraud prevention tool, ICSolutions proactively
monitors system data by looking for fluctuations in call traffic and failed attempts that could
indicate fraud.

» No Incoming Calls: All inmate calls are processed by this centralized system and terminated over
outbound-dial only trunks. Additionally, the on-premise IP Gateways that provide talk battery to
the inmate telephones are incapable of processing an inbound call, and, as such, ICSolutions can
warrant that no inmate telephone shall be capable of receiving an incoming call.
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¢« No Chain Dialing or Hook-switch Flashing: Inmates are not permitted to obtain secondary dial
tone or to "chain dial” at any time. Any attempts to manipulate the inmate phone or hook-switch
in order to bypass system controls will result in immediate call disconnection, forcing the inmate
to begin a new call with all calf controls in full effect.

s No Three-Way Calls: The ENFORCER® automatically detects attempts by destination parties to
connect, or forward, calls to a third party. These detection features have highly configurable
parameters for changing the sensitivity to accommodate the requirements of each
installation. When a three-way call attempt is detected, the system can either

» flag the call for investigation;

o flag the call for investigation, and play a warning message to the inmate and called party; or

» flag the call for investigation, play a notification to the inmate and called party, and
terminate the call.

The ENFORCER® monitors each call connection for any inmate attempts to bypass the system
controls. If an inmate presses keys on the keypad following call connection, the system detects
this activity and terminates the call. Any call terminated for this reason is marked accordingly in
the call detail record.

9, The system shali allow call biocking of specific numbers for the entire agency and/ or
configurable by each site,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER offers
extensive blocking capabilities as a standard feature. Blocking can be performed on multiple levels, in
various scenarios, including:

¢ On-demand by authorized County or ICSolutions personnel with the appropriate access level
e  On specific phone numbers facility-wide using the Global Number Table

e  On specific phone numbers only for specific inmates in the Inmate’s PAN list

e By called parties during the call set-up process

= Automatically after a called party refuses the call a set number of times

e Blocking a range of phone numbers using the Wildcard blocking feature

The ENFORCER® enables authorized users to immediately enter blocked numbers into the system using

the user-friendly Administrator interface. Blocks may be added for a specific telephone number or group
of numbers.
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Important Block Features include:

e Block groups of numbers such as: 800, 888, 866, 911, 1411, 555-1212, 1010XXX, etc.
e Block individual numbers — unlimited quantity

e Blocks from your existing system will be imported during installation process

o Soft Block resulting from multiple refused calls

e REAL-TIME block activation

e Simple workstation block entry

¢ Blocked number report

Blocks can be added on site through the system workstation or via remote access by ICSolutions’ support
personnel using the Global Number Edit screen shown below. To implement a block, the user simply
searches for the specific phone number in the Global Number database, selects the "Block” category, and
clicks “Save Changes.” The block is applied immediately and in real-time.

Global Number Edit

Number 48 3 Speed Dial Name
1-202-528-7488 |
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CS Bleck
Call Type Al v
R =
Block | Fazie Email Alert(s g
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Pnvileged Dial pattem ﬁ Rate File
FroaVidso ¥ Hide Recorcing®®  Hide CDRs®@®
Fres Voicemail
Block Yoicemail
Max Duration (minutes Ignore DTMF € Digits 0 Time frame (secs} ©
Defaultis 15 Ignere Silence seconds ©

Notes
Celete  Cancel Changes ~ Save Changes
Last Updated: 2014-12-1% 12 27 By: hqdata

Global Number Edit - Add blocked Number

Standard blocks are established for each system at the time of installation. These include directory
assistance, 911, emergency, pay-per-call services, L010OXXX access codes, toll free numbers, and live
operators. In addition, ICSolutions’ project team will work with the site to populate the blocked number
table with facility personnel telephone numbers, and will work with the outgoing vendor to incorporate
any telephone numbers which were blocked due to complaints of harassment.
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Inmate-Specific Blocked Numbers

To block calls only from a specific inmate to a particular number add the number to that inmate’s PAN
(Personal Allowed Number List) and check in the "Block” column as shown below.

Inmate ID° 5447 TAUREAN DWAYNE FLOWERS
Save Changes PAN Hustery
13 digt speeg dials must stan xih a 1 for PANS)
Actice Hon-Blocked PANs 0 Achive Blocked PANs 4 Towd Active PANS 4 Tua o PANS 0

Addisss 1 Adidinss 2 Ciny Statn Tp A Phone
i1 % 12694256771 a stacey barker protected Fecly vl 4 v QYIS
Jworden
) , 1.269.589.7252 [] stacey barker ptecles Faein, vl2 a v ON2W2096
Jwoiden
} 5 1-269-753-9371 a dontey sest protecled oy 2l LTI v 0u23205) |
[warden
1.269.993.2743 a Fackty vz = . 0V2B2015
’ .

Edit PAN - Add Inmate-Specific Call Block
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Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER offers

extensive blocking capabilities as a standard feature as described in Requirement No. 9 in this Section
c3.

Additionally, the proposed ENFORCER® system may be configured to require a list of Personal Allowed
Numbers or PANSs. This is a list of defined telephone numbers that each inmate is permitted to call. Each
time the County activates the PAN feature for an inmate, you can select a maximum number of PANs to
allow on an inmate’s list. If you leave the field blank the default value is 20, but there is no practical limit

to the number of PANs that may be assigned.
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An inmate’s PAN list can be accessed by clicking on the PAN quick link at the bottom of an Inmate Profile
screen. As shown on the following page, the user can then view the existing PANs for a number, add or
delete PANSs, block or unblock a number, and view an inmate’s calling history for PAN numbers.
Additionally, a PAN list can be used as an inmate-specific override to a phone number that has been
blocked globally (i.e., for all other inmates).
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PAN Administration

In addition, The ENFORCER® system offers several tools to query and report PAN information. These
include:

» Display all PAN records for an inmate account.

e Display all Inmate ID's having access to a specific PAN.

» Display all free or no-charge PAN records.

e Display all PAN records having administration blocks.

= Display all PAN records having telephone company blocks.
e Print reports for the above queries.
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Allowed Number List — Self-Learning Mode

In order to minimize the time required to enter an allowed list for each inmate, the system provides a
useful "self-learning” feature. Upon assignment of a PIN, the inmate is given a defined time period
(usually 24 hours) to enter an allowed call list by dialing the numbers on any inmate telephone. It is not
necessary to complete a call to the number to add it to the list. Once the learning period is over, any
changes to the list must be made manually. Self-Learning can also be limited to a specified phone or
phones in order to provide a greater level of control over the phone number entry process.

i1. The system shall permit the called party to block future calls from the facility.

ESolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. During the call setup
process, the called party is given the option to block all calls from the facility. A called party block
completely overrides any PAN entries on individual inmates’ Authorized Telephone Number List. The
called party simply enters the appropriate digit on the keypad, and the block will go into effect globally.

When the called party answers they are presented the following prompts:

“Hello, you have a collect call from (inmate’s name) an inmate at (facility name).”
e "To accept this call press or say 5”

e “To refuse this call hang up now”

o "To block this call and future calls from this facility, press or say 9"

e “To hear the charges for this call press or say 2"

e “This call will be recorded and is subject to monitoring at any time.”

e “Thank you for using | C Solutions. You may begin speaking now.”
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When the called party places the block, the call detail record will reflect that the call was blocked by the
called party. The block will remain in effect until a facility user removes the block or requests the block to
be removed, or until the called party requests the block be removed via our Customer Service

department.
Global Number Edit
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Global Number Edit - Keypad Block
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Solutions Response:

-

Ate priviieges 1rom piacing a

tc manuaily re-enable

[CSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® supports
the suspension of inmate calling privileges by PIN. Authorized personnel may enter a timeframe (i.e. 24
hours) or a specific date/time when the suspension is to end. At that point, the suspended inmate may
only call legal counsel until the suspension period ends. When the suspension is over, calling privileges
are automatically restored by the system at the time designated by the authorized user.

Inmate suspensions are defined in the Inmate Profile screen. At the bottom of this screen is the Inmate

Suspension section highlighted by a red box.
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Harrison County, MS

Inmate Profile — Inmate Suspension
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By selecting the Suspensions button, users will be brought to the following screen which will enable them
to complete suspending call privileges.

Suspensions

Inmate ID: 336115  CHAR| SMITH

Stant st End or Duration =
Date Asap e Ena T Create
Curation

Phone Suspension iNo Suspersion ¥+ No Fate to Face
Video Suspension o Suspension v

Regular suspension Privileged talls allowed
Full suspension No talls allowed

Note/comment

(current and future suspensions are red, historical suspensions are white)

apeltersen (122016 11 18 0Y1Z2016 11 1809132016 00 0C 12 hours 41 minules Full Phone call  Disable  Suspension Role Suspended for bad behavior
To disable a suspension enter a ncte here and press the disable button for the apprepnate suspension above

Suspension of Calling Privileges

Displayed are two categories of Suspensions. ‘Full’ means the inmate will not be allowed to place any
calls, including calls to attorneys or free numbers. ‘Standard’ is the default setting and allows the inmate
to place calls only to attorneys or numbers that are identified as privileged numbers. Once the desired
type of suspension has been selected, users must define the length of time that this suspension should
take effect.

Select the appropriate Start Date for the suspension (either immediately, or in the future), and then select
either the End Date or the Duration (in hours, days, weeks, or months). Lastly, click the Notes/Comments
tab to add any further required information. Once all of this has been completed, select the Create
button. This will automatically make the suspension active. Authorized personnel may disable a
suspension manually at any time.
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13 The i shall allow the inmate to record their name one time and store this

recorded name for all future calls,

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® calling

platform can be configured to require each inmate to record his/her name when the inmate places the
first phone call using their assigned ID/PIN. This recording will be stored within The ENFORCER® system
and used for all subsequent phone calls made using that ID/PIN combination. This measure prevents
inmates from "passing messages” and ensures that the called party is provided with the inmate’s name

during the call greeting.

If desired, inmate names may be recorded by the optional site administrator or by facility personnel at the
time each inmate is booked. If there is an error during the recording or too much background noise at the
time the name is recorded, facility personnel may reset the name recording function for that particular
inmate using any ENFORCER® workstation.
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Clags Normal v Blme 0 11963 | -
2;5"'“ £ _ [Calis Evers [ ,J = Max PANs Allpwed Defaul 20 PANs enables &
Free Calls Allpwed 0 Remaining & | Disables Last Reset 0150123 | 2]
The Verifier
s« lsmes. N
llede Erableg v Dales ol

L

Verification Stats

.A.ccegled [N
Retry Request i
Rejertlea B

Caneel Changes | Save Tharges

Last Calls: Attempt D26:Z015 12 37 52 Sucress 0L25:2015 1020 38 Rejecl GZ122015 18 25 10

Balances: Cebit Acct $E LG

Inmate Account Detail - Assign/Edit PIN and Call Limits

In the event that The Verifier™™ is installed and operating, The Verifier™ module uses voice-printing to
verify the inmate’s identity in real time. The Verifier*™ is built into the proposed ENFORCER® calling
system, and it is designed specifically to assist the facility in the secure management of the Inmate Phone

System.
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The Verifier™™ can be set up for either Manual Enroliment or Auto Enrollment of each inmate voice. With
Manual Enrollment, the inmate must complete an initial enrollment process in order to store his/her voice
model in The ENFORCER® prior to placing any calls. Pre-recorded prompts guide the inmate through this
enroliment process. With Auto Enroliment, The ENFORCER® samples previously recorded inmate calls to
build the voice model for each inmate. Auto Enrollment saves the facility the step of having the entire
inmate population enroll their voices manually upon deployment of The Verifiers".

14. The system shall be able to provide a real time validation of calls that are forwarded.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
configured to prevent call forwarding as it is an illicit activity. Therefore, all forwarded calls are not
validated. When a call forwarding attempt is detected, the system will either flag the call for
investigation; flag the call for investigation, and play a warning message to the inmate and called
party; or flag the call for investigation, play a notification to the inmate and called party, and terminate
the call.

i%. The system must have the capability to move an inmate or group of inmates from ong
facility to ancther without the need to re-enter information.

[solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. With JMS integration, The
ENFORCER® automatically updates the inmate's status and location without additional manual input
required. The Inmate ID function reflects the status, location, and call controls of the inmate, whether
released, transferred, active, etc. based on the status in the booking system.

Manitor Phones

Inmate Grobal

nmale i #pe e bragpeses

—

Logout

Last Name First Name Middle Name
Released smith aaron ray
ALERTS
: . Email Address(es). (2]
PIN: (000160205392
b s Pager Number(s): (2]
ID: 100016020 | Passcode: (5392 ] f)
~ ST T Monitor Number(s):
Edit Pin/ Passcode .
i 3 - Payment Email(s). ”
Recorded Name:
- General @Y CVV Failures Ony €Y
Resvict [T Joats Everyl ] @  MaxPAsAlowed  Defaut 20 PANS erabled a
' Free Calls Afowed [0 |Remaining [0 |Disabled  Last Reset tone 2]
VV Status Vaiceld Enabled  + Statys: Not Trained
Threshold default: 0.042
CancelChanges | SaveChanges '

Inmate Status and Location in the Inmate Profile screen
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16, The system must allow departiment personnel to assign surveiilance alerts by individual
i or dialed number., These aleris should include, but not be limited to, the

inmate PI

rollowing features:

a. Alert ko an invesiigators cell phone or any direct dialed number,
b, Allow real time listening of conversation in wmgraas.
c. Allow the ability to disconnect the call in progiess.

d. Allow barge-in and talk capabilities and return back to listen only mode.
e. .-—‘.lu\.,w investigators to assign and enter a PIN when alert call is received.

f. Allow the ability to hide the alert firom other authorized users that have access to
the s \;;,a:u

g. Allow investigators to enter optios 1?! e-mail address to receive notification of calis

ites and to dialed numbers that are under surveillance.

ch L

by inm
. Allow investigators to enter optional cell phone number to receive texi notification
of calls by inmates and to dialed numbers that are under surveillance

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® provides
an Alert feature to aid investigators in up-to-the-minute inmate telephone activity. The ENFORCER®
alerts can be placed on specific Inmate PINs or specific destination numbers to indicate that the inmate or
number is currently involved in a conversation or to indicate that a Prepaid or Debit account has been

funded.

Number 88 5 ‘-peeu Dial Name

[__ 22-7502 | 52

Cescoption

Call Type Free call v
Category  undefined v
Block MotBiohed v P < Emafl Alertis)  help@icsolutions zam ¥ Allach
Fassive Acceptance =7 v Page &lert(s) 333-323-3323
Greeting Cff 7 v Iioniter Alertiss  222-222-2222
FAN Cuernde &7 Payment dlertis; 2]
Do Not Regord General Aot ©@F
Privileged B Oial pattemn X Rate File

Free Video
Free Veicemail
Block Veicemal

FoY Hige Re*:crr.iing@ Hide CC’RSQ

Iax Duraticn iminutes) 3 igrere DT 2} Cigits & Time frame {secs)
Default1s 15 {gnore Silence @betr;nds C
Notes

Delete  Cancel Changes  Save Charges

Last Updated: 2014-12-10 10 20 By: enf

Alert Settings on a Specific Phone Number
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Alerts can be sent to any investigator cell phone, land line, email, and/or pager. This alert will be triggered
when an alerted number is dialed\connected from any inmate phone regardiess of which inmate dialed
the number. The alerts available with The ENFORCER® are described in detail below.

Monitoring Alerts

The ENFORCER® can call an investigator on his or her telephone (or cell phone), and once provided with
an approved pass code, can immediately patch the investigator into an ENFORCER® monitoring session
for almost instantaneous access to inmate activity. This capability is sitent and undetectable by the inmate
and the called party.

Investigators can set The ENFORCER® to automatically transfer calls to them for monitoring wherever
they may be by using ICSolutions unique “Find Me, Follow Me" service. "Find Me, Follow Me" - allows call
alerts to phone multiple investigator telephone numbers (such as an office number, cell number, and
home number), trying each number in succession until the investigator answers and enters the correct
access code; this feature dramatically increases the probability that an investigator will be located and can
monitor a call of interest while it is still in progress.

Email/SMS Alerts

The ENFORCER® can send email or SMS messages to an administrative workstation or any public email
address when an alert is triggered. The email alert will contain the called phone number, the inmate name
and ID, the start date and time, a link to the call record, and the call recording.

Atached: U 49981 293-3400.mp3 (359 KE

From: enforcer@icsolutions.com {mailto:enforcer@icsolutions.com]
Sent: Wednesday, March 26, 2014 3:15 Ph4

To: Latisha Halmes

Subjert: Telephaone Alert; Placer County Sheriffs Office csn=49981293

Call csn: 43581293

inmate: 4278378 {COREY SKHTH) called

Phone: 15308522725

Call started at ahout: 2014-03-26 15:14:33 Recording of call attached.
http://PCRCA.icsenforcer.com/call_recs.php?csn=49981293

Information Contained in an Email Alert
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Pager Alerts
The ENFORCER® can issue numeric messages to paging services to alert an investigator that a call is in
progress.

Funding Alerts

The ENFORCER® allows investigators to set alerts on inmates of interest and/or telephone numbers of
interest. When a Debit or Prepaid account is funded that is associated with an inmate or telephone
number of interest, the designated investigators are immediately alerted via email. Email alerts contain
information such as Inmate ID and Name (for a Debit account), names and addresses of account holder
and account funder (for a Prepaid account), funding amount, and funding source (credit card, Western
Union, cashier’s check, or money order). If a credit card was used, the alert will also report the first and last
four digits of the credit card number.
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Monitoring Alerted Calls

Once an investigator is patched into an ENFORCER® monitoring session from an alert, the investigator
can monitor, "barge in," or terminate a call between an inmate and a called party by pressing the
appropriate digit on the keypad, as shown in the call flow beiow.

This featwre enables a law enforcement investigator
outside of the facility to monitor, “barge in,” or
terminate a call between an inmate and a called party.
This call is placed to the investigator if a Monitor
Alert iz defined in the ENFORCER, either in the
Inmate Profile (when inmate calls any number) of in
the Number Detail record (when any inmate calls the
called party nurnber).

investigator
Monitor Inmate
Call

&

ENFORCER
Dial Alert phone number

L

Hello, you have a security call YES
from <facility name>_ Please ,
enter your access code f YES

_§ Youentered an
invalid access code.

Inmate <inmate same= (s piacing a
call. To be connected to this call. |
press 1, or hang up. ]

Terminate
Investigator
call

4 Hang Up

Terminate

“ Investigator

¥ cafl
ENFORCER ' -
Connect call ; |
ENFORCER
Barge in on call 1
{both parties on §«¢ Barge I 2’ To barge in on this call,
call can hear the press '2 ' To tenminate the
Invastigator). inmate call, press ‘4.

|
Terminate Call 4’

ferminate
Investigator
call

13
ENFORCER This call was
. Tamminate § o] terrrinated by the e eI EEAlE
YEE "l Iomate Cal supervising officer. | o the inmate #
Investigator

terminates ihe call

NO

' Atengofcall-—————» lﬁ?;g};"gs' <
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i7.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Users may add notes or
comments to a free-form field associated with each call record, Inmate Profile, or detail record for a called
party number. This may include case numbers, investigator notes, or any information that the facility
wants to record for future use. All notes are searchable by inmate ID, Called Number, User, Date and Time,
or by any text entered into the note.

Inmate Notes

The ENFORCER® is configured to automatically add notes to an Inmate Profile when certain actions
occur, such as a user modifying an inmate passcode or changing an inmate status. These notes provide a
historical record of user actions, and become a permanent part of the Inmate Profile.

Status Lecatien & Last Name Fist Name Middle Nane

Actve v F SMITH <opyY

ALERTS

HEETIE | High Prosile o0 Emal Addressies) Attach
| Passcods BTIE | Pager Number(s )
Edit Pin ' Passcede  Pin Resel Monftor Numlers s
Recorded Name . Payment Emailis)
Class Norma! v Billing 10 [{1593 | Saneeal
Eﬁw"” E TeallsEeen @ 05 v Idax PANs Allowed Gefauh 26 PANs enabled M
Free Calls Allpwea 0 Remanirg § | Cisabled Last Rese! @01E0123 | ﬁx

The Vetifier
Mode Enabled v | Stalus

Verification Stats

Not
Enrolied

Accepéd ¢
Relr; Request [}
Rejected i}

Cancel Changes | Save Changes
Last Calls: Allempt 02/26/2015 12 57 82 Success 02282012 102555 Reject 121920951525 16 Fail (2262015 1257 52

Balances: Cebit Acct 20400

Chieh hare to skip downto Notes  Susp
Other helpful links ne cards)

Inmate Notes
Add Note

Inmate Notes in the Inmate Profile
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In this section, authorized personnel can easily add pertinent notes to an inmate’s profile by simply
typing-in the note in the free-standing field and then clicking the Add Note button. Notes could include
any details that may be helpful for another ENFORCER user who may access the Inmate Profile at a later
date. lhese may include

e Reason for an inmate's transfer to a different site
s Details about an inmate investigation
e Reason for placing a calling restriction on the inmate

Notes will then be displayed in a cascading-form underneath this section, as shown in the screen below.

inmate Notes

| Add Note |

User Date/Time CSNPhone Num Notes

beiark 06:09/11 15 59 43 generic note

belark 06/08/11 154 52°58 Status changed fram Actrie to Released
belark 06/03¢11 15.02:53 PasscedePin Klodified

Notes displayed in the Inmate Profile

In addition, The ENFORCER® is an ultra-intelligent call processing unit which is also configured to
automatically add notes to an Inmate Profile when certain actions occur, such as a user modifying an
inmate passcode or changing an inmate status. These notes provide a historical record of user actions,
and become a permanent part of the Inmate Profile.

Call Notes

Notes can also be attached to specific call records and recordings. After a user locates the call recordings

in the Call Info screen, the user can click the Note El icon next to that record to open a dialog box that
lets the user add a note to the cail detail record.

Seloct inmase Cafy Taif} Swtion  Tals Billed
o e perwao s e sssarmz e anTH Nt Sot Nere F URL o 000 000
l A . S — —— e el =
S K 2122015 12 <Eutar ot o prass canosi: Sgve “;EHJ
o rE-‘ L o . & o Fil
=l Carcal {1'(
2 FE {00
IR S 0 R S, 1]
[ 2 SKitTH Admin Zere Bal {piracell FLURL 1 oo seue

Notes Icon in Call Info screen
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This will display a notes section—pictured below—where users can type-in information that is attached to
that call recording. All notes are then searchable by inmate ID, Called Number, User, Date and Time, or by
any text entered into the note.

Enter note or press cancel:

o
3
T

b

Cancel

L

Notes Field

After the user enters a note and clicks Save, an additional black Note icon E appears to indicate that a
note has been added to the CDR. By adding a call note, the user can “bookmark” selected CDRs for future
reference, as well as provide information that may be helpful to another user who access the CDR later.

The ENFORCER® is configured to automatically add notes to a Number Detail Record when certain
actions occur, such as a called party requesting a block on a phone number. These notes provide a history
record of system-related events, call-related events, and user actions that occur on the number. These
notes become a permanent part of the Number Detail Record, and appear at the bottom of the record.

Notes
User Date / Time fnmate CSN Notes
belark 05/04/11 101005 All Sites changed to privileged and free call
jcarradine  10/19/10 07:25:06 All Sites: unblocked bin
cp 10/13/10 13:49:30 DOE703 6235006  called party block

Notes Added to a Number Detail Record in the Global Number Table

The user can also manually add notes to a Number Detail Record.

Motes

l Delete || Cancel Changes J[ Save ChangesJ
Last Updated: 2011-05-10 1614 By: bclark

Adding Notes Manually to the Number Detail Record
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Notes Query

The user can perform a search for any type of note using a wide range of search parameters in the Notes
tab. The Notes Query function lets you search for notes based on the origin or content of the note,
including:

e Inmate notes that were entered manually on the Inmate Profile by a user

o Inmate notes that were generated automatically by the system based on a user action (such as
transferring an inmate to a different physical site within the correctional facility, changing an
inmate PIN/passcode, merging an inmate record, or copying an inmate record)

s (Call notes generated automatically by the system based on events during a call (such as a called
party refusal to accept a call)

s Call notes entered manually for a specific CDR

¢ Notes (manual and automatic) associated with a specific called party number (displayed in a
Number Detail Record in the Global Number table)

o Call notes generated automatically when a user performs an action while monitoring a live call

= Account-related notes entered manually by a user (for collect or direct bill accounts only)

[amate (D Called Number CSN
User MNote Type Al v Note Categary Al v

From Q072015 To Q4102013 Containg
Search Change Celumins

Notes Search Parameters

When the user clicks Search, the search results appear.

Mote s Phese + | Inmate Type Created Author
Thls <3l was made by Floveis, T 59545137 L0 02:24:2015 |dtendziegl
Sounds iike Qanta 59545245) 1 Stonitor 022472015 |dtendzieq!
This oall w33 made by Flowers, T Haonito 02, 24,2015 |dtendziag!
This call was made by Flowers, T Monitor 02/24/2015 |diendzieg! -
This cali was made by Flawars, T S Mo 02724/ 2015 |dtendzieql
This ¢ail was made by Flowers, T Monltor 02,24/2013 |dtendzieqi
caifed sarty vlack Inmate Clgne | 92/16: 2015 cp
waited party biuck 59425917 1-2¢ Inmate Clone | S1/Z5/ 2015 i
all Sitasy Biocked per castomer reqt 1Y 21111 1-2¢ Giobal Mumber| 01:26:2015 shosion
called party biock 59560524(1-2¢ ’7| 3244 DARRO] [nmate Clone | U2/272015 [

Notes Search Results
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18. The system shall allow investigators to shara notes about a call or keep them private
if they choose and use text entries, such as a case number or a specific gang affiliation
in the case-notes as the search criteria to retrieve specific case-notes with the
associated call detail record as well as providing the ability to do a full text search
against the notes attachead to the cail.

So[utions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. System administrators have
the ability to share call records and recordings with remote users who may have limited access to call
records. The Share CDR feature allows a user to share selected CDRs with an outside user, who can log in
to The ENFORCER® remotely to access the same CDRs. This feature eliminates the need to burn CDRs or
call recordings to a CD in order to share them with an outside investigator.

Play selected cal || Bun/Save || ___Exportcallrecordstofle || Email cafl recordings |

Change Columns . | Printable :*Share CD‘F‘i_qI

Add To Listen Gusue

Share CDR feature in the Call Detail screen

Users may hide or share CDRs that include attached notes. The Hide CDR setting prevents inmate
information from appearing in a call record, such as when an inmate calls a Snitch Line to report an
incident. This setup protects the inmate’s identity, even from ENFORCER users. Hide CDRs can be checked
temporarily to allow inmates to report information to the phone number of an investigator working on a
specific case or issue.

Notes Query

The user can perform a search for any type of note using a wide range of search parameters in the Notes
tab. The Notes Query function lets you search for notes based on the origin or content of the note,
including:

e Inmate notes that were entered manually on the Inmate Profile by a user

e Inmate notes that were generated automatically by the system based on a user action (such as
transferring an inmate to a different physical site within the correctional facility, changing an
inmate PIN/passcode, merging an inmate record, or copying an inmate record)

o Call notes generated automatically by the system based on events during a call (such as a called
party refusal to accept a call)

e Call notes entered manually for a specific CDR

e Notes (manual and automatic) associated with a specific called party number (displayed in a
Number Detail Record in the Global Number table)

= Call notes generated automatically when a user performs an action while monitoring a live call

e Account-related notes entered manually by a user (for collect or direct bill accounts only)

Harrison County, MS Tab 6 ~ Page 45



m—— [NVMATE GALLING SOLUTIONS —=e———

[ovmate [D Calted Numpe: CSh
ser Mote Type All v Hote Category A v
From Bu072013 To Contains
Seareh Change Columns
Notes Search Parameters
VAL - H [
When the user clicks Search, the search results appear.
Action Note SN Phone =+ | Tnmate Type Created Author
<:| - This cail was made by Fowvers, T Manitos 02,24/ 2015 |dtendziegl
é‘ " Sounds like Qanta Monitor 1 24/ 2015 |drendzieg:
ﬁ Zali was made oy Flawers, T Manitor 02242015 |dtendzieq:
@ ’ Fais cait was made by Flowvers, T 2anicar 02, 24/2015 |drandzieg
a o = =
Bl s made OV i“onitof
"i ’ s mads Hanitor dtendzieqi
£0 calied party Dlock Tamate Cio ) op
J] i calied party blocy, Lamate Clon2 g
Ig . Al Sites: jockad per customer feql [HY 211l Glo amiar 5003501
«2ifed party Hlock lnmate Lione <0

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Call recordings are digitally
stored and are never purged from the system and do not expire. All recordings are stored online
for the life of the contract.

[Esolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Authorized users may play
a call directly from the Call Detail Report results screen by clicking the Play icon. Multiple calls may be
copied into a folder by clicking the checkbox in the Select column of the calls you wish to download; the
calls can be downioaded to a folder by clicking the "Save calls locally” button.

Tab 6 - Page 46 Harrison County, MS



*Solutions

From any Call Detail Report, selected calls may be quickly and easily exported or downloaded in MP3,
WAV, Speex or other audio formats. These records can be exported to CD, DVD, USB, local files, ZIP files
and email in the native format. The system allows an unlimited number of recording folders per user.

Authorized users can log in to The ENFORCER® to email a call recording directly from the Call Detail
results screen. After performing a call detail query, the user simply selects the recordings they wish to
email and clicks the Email call recordings button to attach the recording(s) to an email message.

21, The system must support unlimited recording foiders per user. The recording folders
must allow recordings to be downloaded in the recording's native format as well as
WAV and .MP3 formats. The recording folders must allow recordings to be downloaded
as a compiressed file.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Authorized users may play
a call directly from the Call Detail Report results screen by clicking the Play icon. Multiple calls may be
copied into a folder by clicking the checkbox in the Select column of the calls you wish to download; the
calls can be downloaded to a folder by clicking the “Save calls locally” button.

Select All Displayed CDRs
| -
gﬂ Add Call Note View Call Notes _ Play Call Recording  View Inmate Profile Sort Column

iy P! 100 of 7,369 entries < oravicus 107 3% 5 7§ Nev

h#—mm y‘u— mw/ﬂ’p T v Savon }.-{—n- Fina G muqnnnnmn CSMT Start (e

0 caid Hax ymvgy a0 05:23/2014

®P MINERT Prepaid toca k-2 R 0:00 50.00 b e s T
y s Tatata i " O il Station . " 06/23,2014
@0 PERRAIT [Rigds d3i0 Prepaid  [NSLIS - Ked C sa.c0 slowed  Hangup 0928 43
CY ) s pafion oropald  ugsar” Kol ¢ 500 56,00 Ouak] Mm@l 1M oieig0id
i Hax i
. . ctoms  InroLals . - . OK eal . = €6,21/2014
@@ @ i PZRRAULT et Fripy Homtty K4 0:0¢ 6,00 aHormd dgcent v Gotzzity
(oo VERRAULT e vrepald :2',:’;;'“0 K ¥ ¢y G0 %W:‘: Weluses 53(%;{;3“
o Inbralat; B ' y OK <cad Max ri : = 06/23,2014
HERAK Frepno e Kt i §0.60 Fevod ratiic) B 09-27°19
“FULKERSON 29080 Prepaid  Inwacell P-4 88 12:00 5236 ool tamal @ oozaizoT
i s . [V . = OK cad s Co23,20
HAKFS 234 p{pald e K-3 eo| -Ar <2 67 2lonad Hermal ! 09 2136
o~
FARMER Prapaid . Locar i % 0:00 £0.00 gﬁ\“‘:‘;‘ :"',3“! e o L 3 B aam
~. =
FULKERSON Prepald (nhxm‘\ r4 | 0.96¢ 50,00 %“f:‘;l Iri'ls\xﬁ'nJ Jl|l Eg Zg 3% :
FaSE(EM brepald  Locai P t 0100 5040 Sudcal]  paxgne o 0s/2aa0As
. ) OK ol Haxr 66/222334
FASSLER i Prepald Lacal [ o (R $C.60 Slewes "“ ™ / 6 o512
| ™ E /
.y . ™~ H
Select Calls for -View List of Users Who Look Up Called View Call Log
Save, Copy, or Share Have Listened to Call Party Name/Address

From any Call Detail Report, selected calls may be quickly and easily exported or downloaded in MP3,
WAV, Speex or other audio formats. These records can be exported to CD, DVD, USB, local files, ZIP files
and email in the native format. The system allows an unlimited number of recording folders per user.
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Email Call Recordings

Authorized users can fog in to The ENFORCER® to email a call recording directly from the Call Detail
results screen. After performing a call detail query, the user simply selects the recordings they wish to
email and clicks the Email cali recordings button to attach the recording(s) to an email message.

©  Search  iear

lEd [l ) 2] 04012015 Moz Search Tntena

uisk Seches v Loas  Savwe Celete Show Al

Share CCR - Charge Columps Resel tclumis Expert COR 15 File Prnt

wing 1 to 132 of 132 snuies Previgus 1 Next

+ Play Notes Start Times CSN lnmate ID - Last Mame Phone Number - CaR Type Variff Band  Station lfal'is«:s_
/ﬁ 01/31/2015

PTOER Fatiert Intraiata [MNTAKE

030107 Intrastate " a3
0] PAVINT  crnine, b LEFEVRE etz Lonar C 907
a1/a1, 2015 ve . (SEEYRE . . cshit It sLats A SR
O] 38+ 31151 121 (EFEYRE I ) Denit isessl cu 323
® Iholrete = LEFEVRE . Dsdir Lo i 303
O] A ! : BALORIDGE 2 2paia G 359

Cail Detail Results - Email Call Recordings

A pop-up window appears to enter the email address, subject, and body text of the email message:

Email Recordings

Email Recordings Pop-Up Window
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A maximum size can be set in the Max Size field. The file size for a compressed 15-minute recording is
approximately 2 MB. Once the user clicks Send, each call recording will be attached to the email message
as a separate mp3.

Share Call Recordings

System administrators have the ability to share call records and recordings with remote users who may
have limited access to call records. The Share CDR feature allows a user to share selected CDRs with an
outside user, who can log in to The ENFORCER® remotely to access the same CDRs. This feature
eliminates the need to burn CDRs or call recordings to a CD in order to share them with an outside
investigator.

Play selected call | BumiSave Export call records to fiie Email call recordings

I Change Columns il “Printable || Share COR | " Add To Listen Queue

Share CDR feature in the Call Info screen

Harrison County, MS Tab 6 - Page 49



—— [NVMATE CALLING SOLUTIONS ——

Tab 6 - Page 50 ! Harrison County, MS



C4. Additional Investigative Software

1. Please list and describe additional investigative tools available with the system,

[ésolutions Response:

Company has Read, Understands, and will comply. The primary investigative application that ICSolutions
will provide is The ENFORCER®'s browser-based application that allows control, monitoring, searching and
reporting of all inmate calls to any authorized user through a simple, point-and-click GUI (Graphical User
Interface).

The ENFORCER® has been designed and consistently maintained to deliver all of the investigative and
administrative tools our clients need. ICSolutions will continue to expand our system'’s capabilities
throughout the life of a contract with the County, and we welcome your input as a valued technology
partner. In addition to our standard investigative features, ICSolutions has described the investigative
tools available in the requirements that follow.

v Investigative Tools:
o 100% monitoring & recording of all non-confidential phone calls
Verifiable security encryption on call recordings — supported by free expert testimony

O

o Free inmate grievance / crime tip / PREA lines — eliminate paper kites

o  Officer check-in (optional)

o Link Analysis — analyze varying degrees of separation in order to establish links from

inmate to inmate or end user to end user

o Records Seal, High-Profile Inmate, Hide Recording, Share CDR, highly configurable User
Roles, User Access Logs, and other features to finely control and monitor who has access
to sensitive information — even to allow limited data sharing with other law enforcement
agencies
Call alerts (hot numbers, hot PINs)

o Financial alerts
Remote call forwarding to authorized investigators, with options to "barge in” and/or
disconnect

o Searchable call notes

o Unlimited Reverse Directory with satellite mapping

o More - if the technology exists, we can make it work with our ENFORCER® calling
system!

ICSolutions’' ENFORCER® offers an array of similar investigative tools that allow for analysis of inmate

calling activity — including graphical displays of linkages provided by our Link Analysis tool. Some of the
key investigative features of The ENFORCER® include:
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System Features

Onsite Reporting Capabilities | The ENFORCER® system provides centralized reporting capabilities,
allowing facility users fo generate reports immediately and in real time
The system comes preconfigured with an extensive list of standard reports.
Additionally, a facility user can generate real-time “ad hoc” reports by
defining his/her own query based on data of interest — allowing instant
access to any report you could ever need. And, although it's easy to define
your own report parameters in The ENFORCER®, ICSolutions is happy to
assist by creating any new, customized reports that are desired.
Authorized users can create any number of reports to analyze valuable call
data to identify calling patterns that could indicate fraud or illicit activity.
With just a few clicks, the COUNTY can access any standard ICSolutions
report, including those that analyze calling patterns, such as the Frequently
Called Numbers, Frequently Used PANs, and High-Volume Callers reports.

Remote Information Sharing | If the County desires, ICSolutions can provide the County with an easy way
to share information with other law enforcement and corrections agencies.
Because The ENFORCER® provides flexible and convenient remote access
for investigators, multiple investigators can access the system at the same
time without impacting on-going system operations or performance. The
County may grant other law enforcement agencies limited access to
inmate information for cooperative investigations.

Multi-Site Networking and The ENFORCER® system provides centralized reporting capabilities,
Reporting allowing facility users to generate reports immediately and in real time.
The system comes preconfigured with an extensive list of standard reports,
Additionally, a facility user can generate real-time “ad hoc” reports by
defining his/her own query based on data of interest — allowing instant
access to any report you could ever need. Depending upon the user’s
privileges, they are able to pull reports either for their specific facility or for
all facilities in a network of jails.

User Access Log The ENFORCER® offers an extensive list of standard and query based
reporting options to fit every administrative and investigative need. A User
Access Log Report details system access by user and lists changes made
during a defined date range. The high-level report shows the username,
user level and the last login date. Additional details by user may be
reported by clicking on the user name. Additional reporting options are
available upon request and will be customized to meet the County's needs.
Call Alerts (Hot numbers, hot | The ENFORCER® provides an Alert feature to aid investigators in up-to-
PINS) the-minute inmate telephone activity. The ENFORCER® alerts can be
placed on specific Inmate PINs or specific destination numbers to indicate
that the inmate or number is currently involved in a conversation. These
alerts can be delivered in the following ways:

¢ Monitoring Alerts - The ENFORCER® can call an investigator on his
or her telephone (or cell phone) and once provided with an approved
pass code can immediately patch the investigator into a The
ENFORCER® monitoring session for almost instantaneous access to
inmate activity. This capability is silent and undetectable by the inmate
and the called party.
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System Features

+ Email/SMS Alerts — The ENFORCER® can send email or SMS message
to an administrative workstation or any public email address when an
alert is triggered.

¢ Paging Alerts - The ENFORCER® can issue numeric messages to
paging services to alert an investigator.

“Find Me, Follow Me”

Find Me, Follow Me allows call alerts to phone multiple investigator
telephone numbers (such as an office number, cell number, and home
number), trying each number in succession until the investigator answers
and enters the correct access code; this feature dramatically increases the
probability than an investigator will be located and can monitor a call of
interest while it is still in progress.

Gang Management

| Reports on numbers dialed by multiple inmates or by multiple inmates out

of a pre-defined group (such as all inmates identified in the JMS as
members of a particular gang) is a standard part of The ENFORCER®'’s
Gang Affiliation tracking tools. The ENFORCER® can also provide a Gang
Call Analysis function, which shows additional members of the same gang
and compares calling activity, and provides detail of multiple offenders
calling the same number and their gang affiliations.

Remote Call Forwarding to
Authorized Investigators with
Ability to Barge In or
Disconnect Call

When a Hot Number or Hot PIN alert has been set, The ENFORCER® will
call an investigator on his or her telephone (or cell phone) and once
provided with an approved pass code can immediately patch the
investigator into a The ENFORCER® monitoring session for almost
instantaneous access to inmate activity. This capability is silent and
undetectable by the inmate and the called party. Once patched into the
call, the investigator has the ability to silently monitor, barge into the call
and speak to both parties, or disconnect the call.

Searchable Call Notes

Users may add notes or comments to a free-form field associated with
each call record, Inmate Profile, or detail record for a called party number.
This may include case numbers or investigator notes, or any information
that the facility wants to record for future use. All notes are searchable by
inmate ID, Called Number, User, Date & Time, or by any text entered into
the note.

The ENFORCER® is configured to automatically add notes to a Number
Detail Record when certain actions occur, such as a called party requesting
a block on a phone number. These notes provide a history record of
system-related events, call-related events, and user actions that occur on
the number. These notes become a permanent part of the Number Detail
Record, and appear at the bottom of the record.

Unlimited Reverse Directory
with Satellite Mapping

ICSolutions provides our clients with Unlimited Reverse Lookup capability.
This provides the facilities with integrated access to the desired reverse
directory capability. From within a call record, the user can easily point,
click and display the reverse directory info for the specified called number.
The database is accessed via a secure link to the Internet and is constantly
updated. ICSolutions will provide the subscription for the entire contract
term and any extension terms at no charge to the County.

Harrison County, MS
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System Features

Frequent Calling Reports The ENFORCER® comes programmed with a High Volume Users Report
and a Frequently Called Numbers Report. The High Volume Users Report
shows which inmates are placing an unusually high volume of calls. This
may be indicative of fraudulent use. The Frequently Called Numbers
Report shows which phone numbers have been receiving an unusually
high volume of inmate calls, sometimes from multiple inmates. This can
also be indicative of fraud or criminal activity occurring.
Reports Scheduler The ENFORCER® allows authorized users to run reports on a pre-defined
schedule that are emailed automatically to multiple email addresses. Pre-
configured reports can be run on a periodic basis, such as monthly,
weekly, or daily, and within specified date ranges. In the Report
Scheduling window, users can define the time, frequency, start and end
dates, and file types. Report files can, be sent to multiple email addresses
in either PDF or Excel format.
The Analyzer - Link Analysis Using Link Analysis, authorized facility staff will be able to search varying
degrees of separation in order to establish links from inmate to inmate or
end user to end user. Links are established when an end user (outside the
facility) interacts with one or more inmates through The ENFORCER®
system, or when multiple end users interact with the same inmate(s).
These linked “interactions” can include:
¢ Receiving phone calls
e Depositing funds into an inmate’s account
e Participating in any other optional service offered by ICSolutions ~
such as inmate email, inmate voicemail, or onsite visitation (when
visitation phones are connected to The ENFORCER® for
monitoring/recording)
Call Analysis With the Call Analysis feature, facility users may view the listing of all the
numbers a specific inmate has called, the number of calls and attempts,
and all other inmates who have called the same numbers.
Mobile Forensic Examiner To assist the County in analyzing cell phone data, ICSolutions can offer
PLUS Mohile Forensic Examiner PLUS® (MPE+) from AccessData. MPE+ is a
market leading stand-alone mobile forensics software solution that
delivers an intuitive interface, data visualization and smart device support
in a single forensic interface. MPE+ supports even the most challenging
mobile device profiles and features advanced carving, deleted data
recovery, SQLite database browsing, advanced analysis, filtering options,
and limitless possibilities with built-in query and script
building. ICSolutions has included more detailed information about the
Mobile Forensic Examiner PLUS product in Exhibit M.

The ENFORCER® has been designed and consistently maintained to deliver all of the investigative and
administrative tools our clients need. As demonstrated consistently over our company's 15-year history,
ICSolutions will continue to expand our system’s capabilities throughout the life of a contract with the
Harrison County, and we would welcome your input as a valued technology partner.
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A Cap s

vendor investigation software must b wholly owned by the proposar and not use 3
contractor or wvendor. This s foc ensure guality and ongoing comimitmant of
developmeni as technology progiasses

Solutions Response:
Company has Read, Understands, and will comply. The proposed ENFORCER® inmate call processing
system is wholly owned and operated by ICSolutions.

ICSolutions holds a high standard of quality with an in-house team of engineers dedicated to upgrading
and improving the ENFORCER® based on customer feedback. Many features that are currently availabie
on The ENFORCER® are the result of specific suggestions and requests from our clients. Regardless of
which client requests the new feature, the functionality is automatically made available to all clients at no
cost.

The ENFORCER® has been designed and consistently maintained to deliver all of the investigative and
administrative tools our clients need. As demonstrated consistently over our company's 15-year history,
ICSolutions will continue to expand our system’s capabilities throughout the life of a contract with the
County, and we would welcome your input as a valued technology partner.

The investigation software must be compietely integrated with the calling platform
and not reguiire the export and import of inmate call records, inmate account
inforsmation, or called party billing name and address ani’m mation related with the
County. Pleass describe your solution and related feature

Solutions Response:

Company has Read, Understands, and will comply. All investigative software can be completely integrated
with the calling platform and does not require the export and import of call records, account information
or BNA information. This allows instant access to the investigative tools available in The ENFORCER®.

The i westiﬁa Jon software must be community based so information is incorporated
from all facilities you service inclhuding the state run facilities, counties, and sinall jails.
Please dascribe your solulion and related features,

Solutions Response:
Company has Read, Understands, and will comply. With permission from outside facilities, The
ENFORCER® can easily analyze data from multiple facilities.

ICSolutions can provide you with the tools to share restricted information with other investigative
agencies. While some other vendors do provide data sharing with external investigators (FBI, counties,
other states, etc.), they do not give the Facility any control over what information each external user can
see and access. With The ENFORCER®, County administrators have finite control over which data users
can see and access. For investigative purposes, administrators can allow an external law enforcement
agent to view, listen to, and/or download only the data and call recordings that the County wants to share
with that agent.

Harrison County, MS Tab 6 - Page 55



—— [NMATE CALLING SOLUTIONS ——————————

Sharing data and call recordings with other agencies - for example, with neighboring counties or regional
jails, or with the FBI or other federal or state agency — is very easy with ICSolutions. The County will have
complete control over whether they would like to share information and if so, how much information is
shared, and with whom the sharing will occur. Participating agencies can choose to share not only call
data, but also call recordings and even biometric voice prints (where applicable).

Authorized jail personnel can give restricted permission to any individual or group of people, either
temporarily or long-term, to access information on their phone system. For each user or group of users,
authorized jail personnel can control what functions the user(s) will be able to perform and what kinds of
information they can see and hear.

wnyp 2 [P TP P DUV TR
MY 10 habort punllc onone

Solutions Response:

Company has Read, Understands, and will comply. ICSolutions will provide integrated access to reverse
directory information with our Reverse Lookup feature. From within a call record, the user can easily point,
click and display the reverse directory info for the specified called number. The database is accessed via a
secure link to the Internet and is constantly updated. ICSolutions will provide the subscription for the
entire contract term and any extension terms at no charge to the facility.

Personal Allowed/Blocked Numbers {(PANS)
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The address can be clicked to reveal

a map and recent satellite photo of
the location.

Reverse Lookup
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8, The investigation software must be able to provide a way to import data from cell
phones, including contacts, emaiis, text messages, call records, and pictures. Please
describe your solution and related features.

Solutions Response:

Company has Read, Understands, and will comply. To assist the County in analyzing cell phone data,
ICSolutions can offer Mobile Forensic Examiner PLUS® (MPE+) from AccessData. MPE+ is a market
leading stand-alone mobile forensics software solution that delivers an intuitive interface, data
visualization and smart device support in a single forensic interface. MPE+ supports even the most
challenging mobile device profiles and features advanced carving, deleted data recovery, SQLite database
browsing, advanced analysis, filtering options, and limitless possibilities with built-in query and script
building.

ICSolutions has included more detailed information about the Mobile Forensic Examiner PLUS product in
Exhibit M.

The investigation software must b able to analyze data between multiple correctional
facilities, so as not to limit the investigation to only the County. Please describe your
solution and refated features.

Solutions Response:
Company has Read, Understands, and will comply. With permission from outside facilities, The
ENFORCER® can easily analyze data from multiple facilities.

ICSolutions can provide you with the tools to share restricted information with other investigative
agencies. While some other vendors do provide data sharing with external investigators (FBI, counties,
other states, etc.), they do not give the Facility any control over what information each external user can
see and access. With The ENFORCER®, County administrators have finite control over which data users
can see and access. For investigative purposes, administrators can allow an external law enforcement
agent to view, listen to, and/or download only the data and call recordings that the County wants to share
with that agent.

Sharing data and call recordings with other agencies — for example, with neighboring counties or regional
jails, or with the FBI or other federal or state agency — is very easy with ICSolutions. The County will have
complete control over whether they would like to share information and if so, how much information is
shared, and with whom the sharing will occur. Participating agencies can choose to share not only call
data, but also call recordings and even biometric voice prints (where applicable).

Authorized jail personnel can give restricted permission to any individual or group of people, either
temporarily or long-term, to access information on their phone system. For each user or group of users,
authorized jail personnel can control what functions the user(s) will be able to perform and what kinds of
information they can see and hear.
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@olutions Response:

Company has Read, Understands, and will comply. The ENFORCER® provides an Alert feature to aid
investigators in up-to-the-minute inmate telephone activity. The ENFORCER® alerts can be placed on
specific Inmate PINs or specific destination numbers to indicate that the inmate or number is currently
involved in a conversation.
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Alert Settings on a Specific Phone Number
Alerts can be sent to any investigator cell phone, land line, email, and/or pager. This alert will be triggered

when a hot number is dialed\connected from any inmate phone irrespective of which inmate dialed the
number. The alerts available are described in detail below.
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Monitoring Alerts

The ENFORCER® can call an investigator on his or her telephone (or cell phone), and once provided with
an approved pass code, can immediately patch the investigator into an ENFORCER® monitoring session
for almost instantaneous access to inmate activity. This capability is silent and undetectable by the inmate
and the called party.

Investigators can set The ENFORCER® to automatically transfer calls to them for monitoring wherever
they may be by using ICSolutions unique “Find Me, Follow Me" service. "Find Me, Follow Me" — allows call
alerts to phone multiple investigator telephone numbers (such as an office number, cell number, and
home number), trying each number in succession until the investigator answers and enters the correct
access code; this feature dramatically increases the probability that an investigator will be located and can
monitor a call of interest while it is still in progress.

Email/SMS Alerts

The ENFORCER® can send email or SMS messages to an administrative workstation or any public email
address when an alert is triggered. The email alert will contain the called phone number, the inmate name
and ID, the start date and time, a link to the call record, and the call recording.

Aftached: U 49951293-3400.mp3 (359 KE)

From: enforcer@icsoiutions.cam {mailta:enforcer@icsolutions.com]
Sent: Wednesday, dMarch 26, 2014 3:15 Pit

To: Latisha Holmes

Subject: Telephone Alert; Placer County Sheriffs Office csn=49981293

Call csn: 49981293

tnrmnate: 4278378 (COREY SKAUTH] called

Phone: 15308522725

Call started at about: 2014-03-26 15:14.33 Recording of call attached.
http://PCRCA.Iicsenforcer.com/call_recs.php?csn=49981293

Information Contained in an Email Alert

Pager Alerts
The ENFORCER® can issue numeric messages to paging services to alert an investigator that a call is in
progress.
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Reports on Alerts

Any number or inmate on which an alert is set will be marked in the call detail record as such so that users
may generate reports on all associated calls. The ENFORCER® system provides centralized reporting
capabilities, allowing facility users to generate reports immediately and in real time. The system comes
preconfigured with an extensive list of standard reports. The following standard reports that pertain to
alerts are described below. Sample reports are also provided in Exhibit D.

Report Name Description

Inmate Alerts

Lists all alerts that have been activated for each inmate. The report lists site name, inmate ID,
inmate name (last, first, middle), phone number, name associated with the called number,
and phone number/email address for each alert type that has been set up.

Number Alerts

Lists all alerts that have been activated for a called phone number. The report lists site name,
phone number, name associated with the called number, and phone number/email address
for each alert type that has been set up.

Global Number

Provides a detailed report for all parameters that are found in the Global Number Table.
This report can generate items such as all blocked numbers, all free numbers, all do not
record (attorney) numbers, all notes, random note text searches, and all alerts.

Call Detail

Provides detailed information pertaining to called numbers including billed start time, dialed
number, site called from, whether the calt was recorded, cost of call, call type (payment
method), tariff type, duration of call, alerts assigned, cost of call, inmate ID, and inmate last
name. Searches can be performed by site location, a particular number, inmate id,
connected only, completion code, tariff type, 3-way events, call type, alerts, and date range.

ESolutions Response:

Company has Read, Understands, and will comply. Sharing data and call recordings with other agencies -
for example, with neighboring counties oi regional jails, or with the FBI or other federal or state agency —
is very easy with ICSolutions. The County will have complete control over whether they would like to share
information and if so, how much information is shared, and with whom the sharing will occur.
Participating agencies can choose to share not only cail data, but also cail recordings and even
biometric voice prints (where applicable).

Authorized jail personnel can give restricted permission to any individual or group of people, either
temporarily or long-term, to access information on their phone system. For each user or group of users,
authorized jail personnel can control what functions the user(s) will be able to perform and what kinds of
information they can see and hear.
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Share Call Records/Recordings

System administrators have the ability to share call records and recordings with remote users who may
have limited access to call records. The Share CDR feature allows a user to share selected CDRs with an
outside user, who can log in to The ENFORCER® remotely to access the same CDRs. This feature
eliminates the need to burn CDRs or call recordings to a CD in order to share them with an outside
investigator.

Play selected call [ BunSave |[ -:;tpor. call secnr& tof ﬁle ' Ema:l call recordmgs

Chahge Columns [ Prm!able 1

Shale COR B _ Add To Ltsten Queue .

Share CDR feature in the Call Detail screen

Call recordings are digitally stored and are never purged from the system. All recordings are stored
online for the life of the contract.

Authorized users may play a call directly from the Call Detail Report results screen by clicking the Play
icon. Multiple calls may be copied into a folder by clicking the checkbox in the Select column of the calls
you wish to download; the calls can be downloaded to a folder by clicking the “Save calis locally” button.
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! Add Call Note View Call Notes Play Call Recording  View Inmate Profile _Sort Column
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,: ®0 FASSLER @ Frepad Loca 4 Ry 000 soe O el Mexrng oy g / .
! /
Select Calls for View List of Users Who ™ Look Up Called View Call Log
Save, Copy, or Share Have Listened to Call Party Name/Address

From any Call Detail Report, selected calls may be quickly and easily exported or downloaded in MP3,
WAV, Speex or other audio formats. These records can be exported to CD, DVD, USB, local files, ZIP files
and email in the native format. The system allows an unlimited number of recording folders per user.
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Solutions Response:

Company has Read, Understands, and will comply. The ENFORCER® is equipped with multiple alert
features that generate notifications to Investigators. These notifications are classified and identified in the
call detail record, allowing the investigator to query these specific events to produce reports. These
reports can then be generated at pre-defined intervals according to a specific schedule, for example, a
report generated each morning that includes all alerts triggered during the previous day.

The ENFORCER® allows authorized users to run reports on a pre-defined schedule that are emailed
automatically to multiple email addresses. Pre-configured reports can be run on a periodic basis, such as
monthly, weekly, or daily, and within specified date ranges. Users simply click the ‘Schedule this Report’
check box to display the Report Scheduling Window.

Global Number

Choose Search Type | Shars Nymper v

Search Text :
Choose Bicek ‘4 !

Choose DNR "4 v
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Date  TueAug 25th 201501 O7om Choose Free Calt 4 v
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! [ Schedule this Report Export | Run | Choose ignore Silence | i vl
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Schedule this Report checkbox
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In the Report Scheduling window, users can define the time, frequency, start and end dates, and file types.
Report files can be sent to multiple email addresses in either PDF or Excel format. The ENFORCER®
generates the report according to selectable criteria specified in the Report Scheduling window, including:

e Report Recipient email address

o Time of day report is sent

e  One or more selected months

e One or more selected days of the week, such as every Monday

e One or more selected calendar days in a month for the selected months

s Start date to begin receiving the report

e Stop date to cancel the scheduled report (and clear its pre-defined schedule)
e Output format for the report (PDF file or CSV file)
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Report Scheduling window
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Solutions Response:

Company has Read, Understands, and will comply. Manuai Linkages and associations can be created in
The ENFORCER® using our Gang Affiliation Tracking Tool and the Notes feature. The ENFORCER® can
also provide a Gang Call Analysis function, which shows additional members of the same gang and
compares calling activity, and provides detail of multiple offenders calling the same number and their
gang affiliations. ICSolutions offers the ability to list gang affiliation within each inmate account as shown
below. This designation allows for reporting by this field within a facility or across all facilities.

TEST - lllinals DOC
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apy it 200 N

m i
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inmate Id: ftype name for suggestion
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g c— : Pager Number{s) J
D [MOS7 ;2]
New Passcotd Monitor N;l:ber[s)
Recorded Name Rl
- ¥ p——— Max PANs Allowed | ' Default 20
Class  Normal 3 Biling 1D 14999835 = pr pre—my gy
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The gang affiliation is tracked in the Inmate Profile and the Call Detail Record, which allows investigators to
run reports and analyze calling activity based on gang affiliation.

Users may add notes or comments to a free-form field associated with each call record, Inmate Profile, or
detail record for a called party number. This may include case numbers or investigator notes, or any
information that the facility wants to record for future use. All notes are searchable by inmate ID, Called
Number, User, Date & Time, or by any text entered into the note. All notes can be searched based on
specific text entered in the note, so if an investigator assigns a specific case ID number to the records they
are investigating, the call records will be “linked” in the system, as users may query all notes containing
that case ID.
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In addition, all changes made to an inmate's contact list (Personal Allowed Number list) are tracked in The
ENFORCER® and can be viewed in the Inmate Profile under PAN History or in User Access reporting. An
inmate’s PAN list can be accessed by clicking on the PAN quick link at the bottom of an Inmate Profile
screen. As shown on the following page, the user can then view the existing PANs for a number, add or
delete PANs, block or unblock a number, and view an inmate’s calling history for PAN numbers.

12, The system must identily callad sarty Lilling namz and address and Include these callac
Has as entities in the investigation software. Pleasa describe “;f@li”‘ sgiﬂwcm, velak fﬁ
fealures, and how many billing name and addrasses ave In your systam today,

Solutions Response:

Company has Read, Understands, and will comply. Called party information is saved in every call detail
record, including the name and address. From within a call record, the user can easily point, click and
display the reverse directory info for the specified called number. The Reverse Directory feature enables
investigators and outside agencies to obtain name/address and aerial location on a called party number.
The Reverse Directory database is accessed via a secure link to the Internet and is constantly updated.
ICSolutions will provide this information for the entire contract term and any extension terms at no cost to

the facility.

Reverse Directory information may be looked up from an inmate’s Personal Allowed/Blocked Numbers
List screen by clicking on the Details link for a selected number or from a Call Detail Record by clicking on
the phone number of the called party.

Personal Allowed/Blocked Numbers (PANsS)
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The address can be clicked to reveal
a map and recent satellite photo of
the location.

1545 A v

Reverse Lookup
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Solutions Response:

Company has Read, Understands, and will comply. The ENFORCER® is equipped with a unique call
analysis feature that allows authorized users to view and analyze call data to establish links between
multiple inmates and called parties. With the Call Analysis feature, facility users may view the listing of all
the numbers a specific inmate has called, the number of calls and attempts, and all other inmates who
have called the same numbers. And, as an added convenience, users may now link directly to The
Analyzer, our state-of-the-art calling pattern analysis tool that allows authorized facility staff to search
varying degrees of separation in order to establish links from inmate to inmate or end user to end user.

In the Call Analysis tab, users simply enter the inmate name, inmate ID, or phone number they wish to
query. The search results appear as shown below:

Inmate: Phone To Date: Limit:
26487 4 a0
Fmna Min, Additional [nmatas’ Campiated Oniy Calt Type: Ap *
Click this icon to open i i i iew C
o op Caillng Matrix Cllck.here to wewI\.aII
The Analyzer. Detail and Recordings
- A i
1unate ID Inmate Name Phone M)' Global Nwnber | Calls | Attempts | Other ifsage M#ll! Recs
29463 EMMANUEL OF TN & | 10202 i[al Mo i 3 l Show '-Iﬂsl
- e
29463 EFMANUEL Dy N w [1-248 i e fio 1 1 Linmpate Shew UCRs
[ - S~
29462 EMMAMUEL D) o 11-248 B R a 1 Sirew CORs
- -
29463 EMMANUEL D, o oa [1-313 LI N L] ¢ 3 Shew C0Rs
- -
29463 EMMANUJEL O e [1-313 Iy o 1 G Shaw CORs
a a
20463 EMMAMUEL 0w .0 & [1-313 3 a o a 2 Skow CORs
- [

Click this number to

view otherinmates

who have called the
sante number

Inmate Call Analysis feature

The search results display the inmate’s name, all phone numbers called (including attempted and
completed calls) and a link to display other inmates who have called the same number. The user may click
the "Show CDRs" button to display the call records and recordings associated with that specific phone
number. To automatically open The Analyzer, the user would simply click on the icon to the right of the
inmate or phone number, as shown in the screen above.
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1k, The invastigation sofiw:aee must be able o grovide calling frequency and statistics,
Pleise describe vour solution and ralsted features,

Solutions Response:

Company has Read, Understands, and will comply. With The ENFORCER's reporting function, authorized
users can create any number of reports to analyze valuable call data to identify calling patterns that could
indicate fraud or illicit activity. With just two clicks, the County can access any standard ICSolutions report,
including those that analyze calling patterns, such as the Frequently Called Numbers, Frequently Used
PANs, and High-Volume Callers reports (described in the table below). And, although it's easy to define
your own report parameters in The ENFORCER®, ICSolutions is happy to assist by creating any new,
customized reports that are desired.

Report Name Description

Provides detailed information pertaining to called numbers including
billed start time, dialed number, site called from, whether the call was
recorded, cost of call, call type (payment method), tariff type, duration
Call Detail of call, alerts assigned, cost of call, inmate ID, and inmate last name.
Searches can be performed by site location, a particular number, inmate
id, connected only, completion code, tariff type, 3-way events, call type,
alerts, and date range.

Provides a summary of calls by call type, completion code, and call
Call Record Statistics count. The report can be requested by site name or for all sites for a
user-specified date range.

Lists, by called number, all numbers that reside in an inmate PAN list
that have been called a high number of times. Beginning with the most
frequently-called number, the report lists the called number, called
party, number of instances (calls), and the number of sites from which
the number has been called.

Provides a list by called number of all inmates who frequently have
called a PAN. The report lists the called number, called party, the inmate
ID and name of each inmate who called the number, and the site from
which the inmate made the call.

Provides the total number of calls and total minutes of talk time to a
specific called phone number. The report can be generated by site or
threshold type (quantity of calls or total minutes). Results are listed by
phone number, called party name, number of calls, and minutes.
Provides a summary of high telephone volume usage by inmates. The
report can be generated by site or threshold type (quantity of calls or
total minutes). Results are listed by site name, inmate ID, inmate name
(last, first, middle), number of calls, and minutes count (total minutes).

Frequently Used PANs
Summary

Frequently Used PANs Detail

Frequently Called Numbers

Volume Users
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o provide an inmate's contact listing. Pie

ﬁSoiutions Response:

Company has Read, Understands, and will comply. An inmate’s PAN list can be accessed by clicking on the
PAN quick link at the bottom of an Inmate Profile screen. As shown on the following page, the user can
then view the existing PANs for a number, add or delete PANSs, black or unblock a number, and view an
inmate’s calling history for PAN numbers.

Personal Allowed/Blocked Numbers {PANs)
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PAN Administration

In addition, The ENFORCER® system offers several tools to query and report PAN information. These
include:

e Display all PAN records for an inmate account.

» Display all Inmate ID's having access to a specific PAN.

e Dispiay all free or no-charge PAN records

e Display all PAN records having administration blocks

o Display all PAN records having telephone company blocks
e Print reports for the above queries
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18, The invesiigation soilware must ba abie o m@wdﬂ a contact hswm vor called party
information. Flease desciiba y@m soiition and reiated fealuras

[@solutions Response:

Company has Read, Understands, and will comply. ICSolutions proposes to provide the facility with
Reverse Lookup capability. This provides the facility with integrated access to the desired reverse directory
capability. From within a call record, the user can easily point, click and display the reverse directory info
for the specified called number. The database is accessed via a secure link to the Internet and is constantly
updated. ICSolutions will provide the subscription for the entire contract term and any extension terms at
no charge to the facility. More detail is provided in response to Requirement C4.13.

a7, The investigation software must be able fo piovide & way o i ‘spm‘{ cell tower
information oblained from public phone companies such 25 ATRT and Verizon, Please
describe yvour soiution and related features,

Solutions Response:

Company has read and understands. While these specific features are available in a proprietary product
offered by only one vendor, ICSolutions’ ENFORCER® offers an array of similar investigative tools that
allow for analysis of inmate calling activity. ICSolutions has proposed MPE+ as a solution that allows
unparalleled access to investigative cellular data.

Mobile Forensic Examiner PLUS

To assist the County in analyzing cell phone data, ICSolutions can offer Mobile Forensic Examiner PLUS®
(MPE+) from AccessData. MPE+ is a market leading stand-alone mobile forensics software solution that
delivers an intuitive interface, data visualization and smart device support in a single forensic interface.
MPE+ supports even the most challenging mobile device profiles and features advanced carving, deleted
data recovery, SQLite database browsing, advanced analysis, filtering options, and limitless possibilities
with built-in query and script building. ICSolutions has included more detailed information about the
Mobile Forensic Examiner PLUS product in Exhibit M.

ida analysis based on seauencs dialing

73]

The invesiigation softwarg imust be able
§ dascribe your sojution and rglaied fe

25

Solutions Response:

Company has Read, Understands, and will comply. Upon detection of a fraud attempt (extra dialed digits,
silence on the line, etc.), the call is flagged for investigation in the call detail record. Standard fraud activity
reports from The ENFORCER® system can facilitate investigations into suspected fraud call attempts. For
example, the 3-Way Attempts report lists all three-way call attempts detected, along with all associated
call detail information. The Top 25 3-Way Destination Numbers shows the top 25 called numbers that
triggered three-way call detection.

With The ENFORCER's reporting function, authorized users can create any number of reports to analyze
valuable call data to identify calling patterns that could indicate fraud or illicit activity. With just a few
clicks, the County can access any standard ICSolutions report, including those that analyze calling
patterns, such as the Frequently Called Numbers, Frequently Used PANs, and High-Volume Callers reports
(described in the table below). And, although it's easy to define your own report parameters in The
ENFORCER®, ICSolutions is happy to assist by creating any new, customized reports that are desired.
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Solutions Response:

Company has Read, Understands, and will comply. Upon detection of a fraud attempt (extra dialed digits,
silence on the line, etc.), the call is flagged for investigation in the call detail record. Standard fraud activity
reports from The ENFORCER® system can facilitate investigations into suspected fraud call attempts. For
example, the 3-Way Attempts report lists all three-way call attempts detected, along with all associated
call detail information. The Top 25 3-Way Destination Numbers shows the top 25 called numbers that
triggered three-way call detection.

With The ENFORCER's reporting function, authorized users can create any number of reports to analyze
valuable call data to identify calling patterns that could indicate fraud or illicit activity. With just a few
clicks, the County can access any standard ICSolutions report, including those that analyze calling
patterns, such as the Frequently Called Numbers, Frequently Used PANs, and High-Volume Callers reports
(described in the table below). And, although it's easy to define your own report parameters in The
ENFORCER®, ICSolutions is happy to assist by creating any new, customized reports that are desired.

o provide analysis bazaed oo chain dialing,

Solutions Response:

Company has Read, Understands, and will comply. Inmates are not permitted to obtain secondary dial tone
or to “chain dial” at any time. Any attempts to manipulate the inmate phone or hookswitch in order to
bypass system controls will result in immediate call disconnection, forcing the inmate to begin a new call
with all call controls in full effect.

The ENFORCER® detects and prevents fraudulent dialing attempts and patterns in several ways.

e The ENFORCER® is configured to only accept a specific number of digits based on the options
selected during the call prompt process. If an inmate selects the option to make a domestic call,
the system allows the inmate to dial only 10 digits. After 10 digits are dialed, the keypad is disabled.

o If there are repetitive attempts to dial a PIN that are denied, The ENFORCER® will temporarily
disable PIN in suspicion of PIN fraud.

s Repetitive calling to the same number by multiple inmates could trigger three-way cali detection
thresholds.

All attempts at chain dialing will be blocked and logged in The ENFORCER® with the appropriate call

termination/disposition code. Authorized personnel may run reports on these parameters at any time
through the ENFORCER® user interface.
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21 The investigation software must be able to identify gaps in inmate calling behaviors,
which may be used to identify the possible existence of a contraband cell phone. Please
describe your solution and related features.

Solutions Response:

Company has Read, Understands, and will comply. In order to bring the latest in intelligence gathering to
client facilities using our calling and payment services, ICSolutions offers The Analyzer Link Analysis, our
data mining solution specifically designed for our services. This tool is designed with the investigative
needs of the corrections market in mind. ICSolutions has described our solution in response to
Requirement C4.24.

22, The investigation software must be able to identify concurrent phone usage. Please
describe your solution and related features.

So[utions Response:

Company has Read, Understands, and will comply. When any phone number is dialed, The ENFORCER®
tests to see if there is already a connection to that number from another phone in the agency. If a call
from Harrison County correctional facilities already exists, any and all subsequent attempts to call that
number are blocked as long as the first call is still in progress. The inmate will hear an automated message
similar to: “Your call cannot be completed at this time.” Exceptions to this screening process (such as for a
public defender or bail bondsman) may be noted in the Global Number Table by an authorized facility
user; multiple simultaneous connections may be made only to these "exception” telephone numbers.

23, The investigation software must be able to common contact between inmates or
paople not incarcerated. Please describe your solution and related features.

Solutions Response:

Company has Read, Understands, and will comply. With The ENFORCER's reporting function, authorized
users can create any number of reports to analyze valuable call data to identify calling patterns that could
indicate fraud or illicit activity. With just a few clicks, the County can access any standard ICSolutions
report, including those that analyze calling patterns, such as the Frequently Called Numbers, Frequently
Used PANs, and High-Volume Callers reports (described in the table below). And, although it's easy to
define your own report parameters in The ENFORCER®, ICSolutions is happy to assist by creating any
new, customized reports that are desired. Samples of the following reports are provided at the end of this
section.
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Report Name Description

Provides detailed information pertaining to called numbers including
billed start time, dialed number, site called from, whether the call was
recorded, cost of call, call type (payment method), tariff type, duration
Call Detail of call, alerts assigned, cost of call, inmate ID, and inmate last name.
Searches can be performed by site location, a particular number, inmate
id, connected only, completion code, tariff type, 3-way events, call type,
alerts, and date range.

Provides a summary of calls by call type, completion code, and call
Call Record Statistics count. The report can be requested by site name or for all sites for a
user-specified date range.

Lists, by calted number, all numbers that reside in an inmate PAN list
that have been called a high number of times. Beginning with the most
frequently-called number, the report lists the called number, called
party, number of instances (calls), and the number of sites from which
the number has been called.

Provides a list by called number of all inmates who frequently have
called a PAN. The report lists the called number, called party, the inmate
ID and name of each inmate who called the number, and the site from
which the inmate made the call.

Provides the total number of calls and total minutes of talk time to a
specific called phone number. The report can be generated by site or
threshold type (quantity of calls or total minutes). Results are listed by
‘phone number, called party name, number of calls, and minutes.

Lists all alerts that have been activated for each inmate. The report lists
site name, inmate ID, inmate name (last, first, middle), phone number,
name associated with the called number, and phone number/email
address for each alert type that has been set up.

Provides a PAN (personal allowed number) list for the inmate. The
report also includes any restrictions associated with a PAN (blocks, free
call, do not record, passive mode). A listing can be printed for an
individual inmate as well as for afl inmates.

Frequently Used PANs
Summary

Frequently Used PANs Detail

Frequently Called Numbers

Inmate Alerts

Inmate PANs

Provides a summary of high telephone volume usage by inmates. The
report can be generated by site or threshold type (quantity of calls or
total minutes). Results are listed by site name, inmate ID, inmate name
(last, first, middle), number of calls, and minutes count (total minutes).

Volume Users
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The investigation scftware must be able to identify linkages between multiple parties,
whether those parties are inmates or constituents. Please describe your solution and
related features.

Solutions Response:

Company has Read, Understands, and will comply. In order to bring the latest in intelligence gathering to
client facilities using our calling and payment services, ICSolutions offers The Analyzer link analysis, our
data mining solution specifically designed for our services. This tool is designed with the investigative
needs of the corrections market in mind.

Using The Analyzer, authorized facility staff will be able to search varying degrees of separation in order to
establish links from inmate to inmate or end user to end user. Links are established when an end user
(outside the facility) interacts with one or more inmates through The ENFORCER® system, or when
multiple end users interact with the same inmate(s). These linked “interactions” can include:

e Receiving phone calls

o Depositing funds into an inmate’s account

e Participating in any other optional service offered by ICSolutions — such as inmate email, inmate
voicemail, or onsite visitation (when visitation phones are connected to The ENFORCER® for

monitoring/recording)
Key features of The Analyzer include:

= Facility staff can explore important data using a dynamic visual map.

* The unique design of the visual map allows investigators to quickly find connections and patterns.

= Since The Analyzer is integrated with The ENFORCER®, The Analyzer is a web-based program.
Authorized facility staff can use it from their own desktop or laptop computer, in addition to
using onsite workstations.

This tool will automatically be applied to all calling and payment information. The County will have access
to The Analyzer reports in real time 24 hours a day, 7 days a week. These reports can be searched by date
range and include all calling and transaction information, including the called party (or depositor's)
address.
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Below is a sample The Analyzer visual map. The visual map shows all call recipients who interacted with
one or more of the same inmates. For more detail on any level of the map, the user simply clicks on an
inmate or called party icon to access more detail about the call and any associated patterns.
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The Analyzer Visual Map
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25. The investigation software must be able to show calling activiky on an easy to

timeline. Please describe your solution and related features.

26. The invesiigation sofiware si
inmates, but also called par ties and
related features,
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27. The investigation software musi be io show information on a map that
ir_-fe:::'qaw to add or remove information from the map as it may suite
investigation. Please describe your solution and related features.

28, The 1="at,fesiis,1_:1:.i on software musi be able to identify changes in associates (Inner
Delta)

29 The i'ﬂfestic:??ion software must be able to identify changes in inmate contact phone
numbers (conktact swa '-:}
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Solutions Response:
Company has read and understands Requirements 14 through 32. While these specific features are

> able to create manual associations/linkages wi

The investigative software must provide all of the reports below for one or

hich

more

alR

available in a proprietary product offered by only one vendor, ICSolutions' ENFORCER® offers an array of
similar investigative tools that allow for analysis of inmate calling activity — including graphical displays of
linkages provided by our Link Analysis tool. Some of the key investigative features of The ENFORCER® are

described in response to Requirement €4.1 and throughout this section.
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by or in the phone book of the
4, Comimunication Listing - §

of selected targets or betwee

So!utions Response:

Company has Read and Understands. With The ENFORCER's reporting function, authorized users can

create any number of reports to analyze valuable call data to identify calling patterns that could indicate

fraud or illicit activity. With just a few clicks, the County can access any standard ICSolutions report,

including those that analyze calling patterns, such as the Frequently Called Numbers, Frequently Used

PANSs, PAN lists per inmate, and High-Volume Callers reports (described in the table provided in

response to Requirement C4.23). And, although it's easy to define your own report parameters in The

ENFORCER®, ICSolutions is happy to assist by creating any new, customized reports that are desired.

Samples of the reports are provided directly below Requirement C11.1 and in Exhibit D.
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C6. Organization Analysis

Inner Circle Identification - 1dentify the most importani sel of interrelated contacks for
a seiected target based on repeated calling patterns, Contacts who are not involved in
patterns of communicating will be filtered cut piroviding a set of contacis who are likely
working together.

ey Circle Delia - Identify changes to a selected target's inner circle of associat-“
over a designated time span. This report compares the set of contacts m a target's
inner circle from the first selected date range to inner circle contacts in the sucond
selected date range, Select a subscripltion or subscriptions for a single target subject
of organization.
Who's the Boss - Identify the targets most likely to be the leader ot an organization
based on chains of communication that take place across all selected targets.
4. Sequence Analysis - Ideptify communications for a3 selected target that occurs in
sequence and may be relaied due ko the shorl time betwean ending communication
with one contact and starting communication with another. Tha sequence can contain
many communications as long as the time between each contact is within the specifiad
time span.

-t

i

(1

5. Pattern Analysis - Identify communication sequences that occur multiple times for a
selaected target. Generate a timeline distribution of the sequences and a conspiracy
analysis

G. Chain Analysis - Iglentify chains of communication that start with a call to or from the

seleciad set of targels. Comimunication chains consist of the set of communications
that result from a targsi calling contact 1 who then calls contact 2, and then contact 2
czlis contact 2 and so on within a specified time between calls, The chain can stask with
either a selectad target or the contact of an incoming call to a selected target.

C7. Subscription Usage Analysis R eports

1. Hole Detection - Tdeniify holes or gaps in communication activity that is greater than
a specified minimum time span for a selected target.,

Concurrent Phone Usage - identify when a set of selected subscriptions are being used

simultansously.

3. Contact Swap - Ldentify subscriptions that may be changing hands between muibipie
users by identifying sets of contacts that arve exclusive to certain periods of time,

.

C8. Common Communication Reports

1. Common Contact - Ldentify contacts that are common o any two selected taraets o
giroups of selected tai gels.
2, Concurreni Comimon Contact - Identify possibla 2-way calis by findina concurvent calis

to common contacts of two targets or groups of targets,
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C9 Linkage Reports
Entity Linkage - Generate a graphical linkage chart that shows the known connections
to a selected set of targets. Connection types are configurable and can consist of
comimunications, mail covers, associations, phone book records, etc.

2, Two Entity Linkage - Generate a graphical linkage chart that shows the known
connections between two sets of selected targets, Connection types are configurablie
and can consist of communications, maii covers, associations, phone book records, etc.

3. Interconnected Entity Linkage - Generate a graphicai linkage chart that shows the
known connections within a set of selected targets. Connection types are configurable
and can consist of communications, mail covers, associations, phone book records, etc,

4, Intercommunication - Identify all communications between targets in the selected
group of targets.

C10. Timeline Reports
1. Timeline - Generate a graphical timeline for the selected set of targets containing ail
related events with a date such as communications, mail covers, associations, atc.

C11. Correlation Reports
1. Cross Site Apalysis - Identify common subscriptions involved in both a selected target
case angd every available case or a second set of selected cases.

So[utions Response:

Company has Read and Understands Requirements C6 through C11. Using The Analyzer - Link Analysis in
conjunction with our Call Analysis and Reporting features of The ENFORCER, investigators can identify
much of the desired information described. Samples of the investigative reports are provided in response
below and as Exhibit D.

Using Link Analysis, authorized facility staff will be able to search varying degrees of separation in order to
establish links from inmate to inmate or end user to end user. Links are established when an end user
(outside the facility) interacts with one or more inmates through The ENFORCER® system, or when
multiple end users interact with the same inmate(s). These linked “interactions” can include:

* Receiving phone calls

e Depositing funds into an inmate’s account

e Participating in any other optional service offered by ICSolutions ~ such as inmate email, inmate
voicemail, or onsite visitation (when visitation phones are connected to The ENFORCER® for

monitoring/recording)
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The ENFORCER® is also equipped with a unique calling analysis feature that allows authorized users to
view and analyze call data to establish links between multipte inmates and called parties. With the Calling
Analysis feature, facility users may view the listing of all the numbers a specific inmate has called, the
number of calls and attempts, and all other inmates who have called the same numbers.

Inmate Calling Analysis

Please Enter Search Criteria

Inmata: Phone: From Date: Lmit:
29482 2082014 =0
Fing Mo, additional lamates: Compieted Ty ‘-' Al Tyoe. Am v
Click this icon to open i : Click here to view C
Rl P pe Cailmg Matrix ulc»('ners. to vnewALaIi
Data Detective. Detail and Recordings
R T - = - -4 =
Inmate 1D Inmate Nanie Phone ﬁ | Globol Mmanber | Calls | Attempts | Other Usage Mhbﬂl Recs
29463 ERSMANUEL OV VTN & |1-202 El Y o 1 & l Show '3CF'=I
- [
29463 EMMANUEL Dy M. 12248 I s o i 1 Linmats Shew CORs
- - ——
29463 EMMANMUEL D, M e [1-248 y . i Q 1 Shew CORs
s -
29463 EMMANUEL O o [1-313 1 - Mo < s Shey CORs
e e
29463 EMMANJEL Dy e . (19213 » I 1 Shew CCRs
® e
l
20463 EMMANYEL O L ON & |1-313 ] o ] 2 Show £CRs
™ e |

Click this sumber to

view other inmates

who have called the
same number,

Inmate Calling Analysis feature
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The ENFORCER® also provides a gang management tool that allows for further investigation of inmate
connections. Reports on numbers dialed by multiple inmates or by multiple inmates out of a pre-defined
group (such as all inmates identified in the JMS as members of a particular gang) is a standard part of The
ENFORCER®'s Gang Affiliation tracking tools. The ENFORCER® can also provide a Gang Calling Analysis
function, which shows additional members of the same gang and compares calling activity, and provides
detail of multiple offenders calling the same number and their gang affiliations. ICSolutions offers the
ability to list gang affiliation within each inmate account as shown below. This designation allows for
reporting by this field within a facility or across all facilities.

TEST - lilinols DOC

Bsciiions THE ENFORCER®

Tolvnght 100y
M i “mm
inmate K. type neme ke sgmetion)

Find
s Location Last Name First Name IMiddle Name
Active s iR -01-68 SMITH GABRIEL
Site :{.hg i'rhmuy Rivel Correctional “. Transfer SLERTS
M ber [ |
ain Hlumberl I—. == Emall Address(es) L2]
PN (05787755 Hi Profile )
e T ey e ey Pager Nummber(s)
D 05787 Passcode [755 | &
e Monitor Numberis A
New Passcode jautogen 4 >< Py s}
; |
Recorded Name Sener
= — Max PANs Miowed Default 20
Class  Mormal ¢ Biling ID {4999835( P — o g
- s Free Calls Allowed [ jRemalning |0 {Disabled Last Reset {none ;

Lans Every (U

sof LOS vatos Locos )1

Cancel Changes ' Save Changes
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The following shows the Gang Calling Analysis function which shows additional members of the same
gang and compares calling activity and provides detail of multiple offenders calling the same number and
their gang affiliations.

Gang Calling Analysis

Grng: Phone: | Fram Data: To Oatn: j T ume
ARYAN BROTHERHDOD T < li50

Find

Calling Matrix

Gang Name  (Inmate Mams Phane Numbsr Global Hun ‘Catty | pts Other I 'Show Call Recs
;ARVAN.BKO IHERHOOD [N FAULKNER  1-606-669-2622 ) No 0 s _ Show CD‘R‘SI i
1~765-457~A08‘7 No H 1 S‘how=CISRs --‘I
; 1-765-776-7287 No 1] 1 Show CDRS
ARYAN BROTHERHOOD | JUAN ESTEBAN 1 506-669-2622 P‘\ln L] = ? i SI:mW CISRS
ARYAN BROTHERHOOD | JULES ESTEBAN 17606766‘}262.2 No‘ a .e 2 L _S;\o-v;l CD;
1-765-450-6656 No 1 28 Show CDRs
654506095 No 0 1 . Show CDRs
‘ 1-765-883-5361 ! No \ 3 ' g Show CDRs
1:765:450-6659 No© O 2 Show CDRs |
1-765-450-6665 No o 1 Show C‘DRS

Gangs Also Calling |1-606-669-2622 |

—_— —_——

18TH STREET: 31 4 Show CDRs

LOS VATOS LOCOS 1 1 showcons

MASTERS OF DESTRUCTION 0 2| Show CDRs
SOUTHSIDE SCISSORS 49 206 Show CDRs
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With The ENFORCER's reporting function, authorized users can create any number of reports to analyze
valuable call data to identify calling patterns that could indicate fraud or illicit activity. With just a few
clicks, the County can access any standard ICSolutions report, including those that analyze calling
patterns, such as the Frequently Called Numbers, Frequently Used PANs, and High-Volume Callers
reports (described in the table provided). And, although it's easy to define your own report parameters in
The ENFORCER®, ICSolutions is happy to assist by creating any new, customized reports that are
desired. Samples of the following reports are provided at the end of this section.

Report Name Description

Call Detail

Provides detailed information pertaining to called numbers including
billed start time, dialed number, site called from, whether the call was
recorded, cost of call, call type (payment method), tariff type, duration
of call, alerts assigned, cost of call, inmate ID, and inmate last name.
Searches can be performed by site location, a particular number, inmate
id, connected only, completion code, tariff type, 3-way events, call type,
alerts, and date range.

Call Record Statistics

Provides a summary of calls by call type, completion code, and call
count. The report can be requested by site name or for all sites for a
user-specified date range.

Frequently Used PANs
Summary

Lists, by called number, all numbers that reside in an inmate PAN list
that have been called a high number of times. Beginning with the most
frequently-called number, the report lists the called number, called
party, number of instances (calls), and the number of sites from which
the number has been called.

Frequently Used PANs Detail

Provides a list by called number of all inmates who frequently have
called a PAN. The report lists the called number, called party, the inmate
ID and name of each inmate who called the number, and the site from
which the inmate made the call.

Frequently Called Numbers

Provides the total number of calls and total minutes of talk time to a
specific called phone number. The report can be generated by site or
threshold type (quantity of calls or total minutes). Results are listed by
phone number, called party name, number of calls, and minutes.

Inmate Alerts

Lists all alerts that have been activated for each inmate. The report lists
site name, inmate ID, inmate name (last, first, middle), phone number,
name associated with the called number, and phone number/email
address for each alert type that has been set up.

Inmate PANSs

Provides a PAN (personal allowed number) list for the inmate. The
report also includes any restrictions associated with a PAN (blocks, free
call, do not record, passive mode). A listing can be printed for an
individual inmate as well as for all inmates.

Volume Users

Provides a summary of high telephone volume usage by inmates. The
report can be generated by site or threshold type (quantity of calls or
total minutes). Results are listed by site name, inmate ID, inmate name
(last, first, middle), number of calls, and minutes count (total minutes).

Harrison County, MS
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SAMPLE INVESTIGATIVE REPORTS

Call Detail Report

Call Detad] Repori
e P — Sile: Newport L
sSolutions s
Compheton Falh Biled
Call St Dlaked Numbey Code Ree  Alerl Call ype Lot Tvpe  Sevonds — Tme Cost Tnmate ID Last Nanw
N0 L0%02 6] s [NV e 1) Noftm YIS Nii Yonsi Ini LATA & 1 s
R TEDADE RS SN a2 Nemmi YES D Debat Inierstate 95 2 030
RTTRDADE R [ EILR RN Nonan FIAN N Intra LATY (R0 013
1Al Nema TS NGO Lol in Sy
BURSILIEM Nem YEE NG Inire LATY 268 nas
RIEUATE RS al R 1Y Semat YES NG Dita tntra bATA i § Wi
102 JE 8 2108 103400 TSN N YES NG Hopu Intra b ATA It 3 HS
00D 2550 Juais LULR e 14T Nonmd vy i) Poepaud cothect Interstase 23 1 VL]
ALY TR 5K aATa4T Nomu A T Vit Inieraate h 3 0
L0 HES 20 [RIILIETANE T o YES ht Db Inira Ceil 2 ¥ [iht)]
RUITEDE MR RIEL 1SR 0 i ViR NP P Tnira LATA 74 1 i

Call Record Statistics Report

OL0272001 20004 - Page i
Call Reeord Statistics
Sufer Sowport Ik
Start_Vime = 817342000 00:00) [oad_Time = 02022011 213:30

eSolutions

Call Count

Site Name

Call fype

Completion Code
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Frequently Used PANs Summary Report

02022001 2010 - Page |

Frequently Used Pans Sunumary
Sites Newport DOC
Min PAN_Count = ALL

Phone Num Called Parey Num Instances Nuin Sites
B3 22401236 91 5
) 3-668-T383 156 4
£03 3574501 .5 s
H03-T78-032¢ il
6033241831 263 1
633 224-1 236 =2 3
60 1. 598 408n 25§ 4
PAN] 5

603-224-4220

Il‘-!Solutions

Phoue Num

Frequently Used PANs Detail Report

Called Party

HW022001 20 tn - Page |

Frequenth Used Pans
Sile: Newpert DO
Min PAN_Count = 10

Ilnmate

Nam Site

27-651-3963

0777542

Harrison County, MS

WATSON. TAHRON
BILODEAU, BRIAN
VALLEY TED
KYERJOSEPH
BROWN, RAYMOND
GILPATRICK. KELLY
WATSON. ANDRY
MOCCIA ANTHONY
VENEY. BRLUCE
PEREZ, MIGUEL
SMITH. TORRILY
SILVENT TOHN
BREHM ROBER
RICHARDSON. ANTHONY
SENTER. SEAN
SMITH. DENNIS
RENAUD. KEITH
JONES. IREVIS
CONVERSE. TIMOTHY
RABIDOU, KEVIN
MONTALBAN, JUAN
BASSETT. GRIFEGORY
DANSEREAL MICHAFEL
MILLER. DONALD
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Frequently Called Numbers Report

DO ta Y Paee
[ regquent)y Called Numbers Repor
SHe: Newparl DOC
St _Fime = 01 2001 Gl Fnd _fime = 02072000 23:39 Choose_Chresfobd Basis = Calts Threshold =

eSolutions .,

Sife Name Phone Nambei Natne Number of Calls Minaries
Jordl B 216 86 Rid
J R0 281- 2447 Au
1-9TEDUS- s fu2
1B 26240008 37
1+ 07800 S 1 2 336
Jmth L MNL ) 25 Il
Jomlhi R L] i%n

“ Solutions

Inmate Alerts Report

tninaie Sieris

Sile

Sewport DOt

AYRYIGIE 16 30, Page |

SHe Nanie Inmale 1D Lissi First Muondtor Pager [y
TREBIAN JERGDY
STUTES FIRK Al
ROUDLE BREXTON i
LABARGE ERi¢ Joskp
ACHESON P_ANL
GRANT Nt
WARREN Pit
James e S (AT TS |
[IVESGU LUK CLALIH Yy
WERSTIR MATTHEN 3 YES
SENTER v 0 YES
DROURKE WILLIAM HINR YRS il
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SCHIL GREG CARL i Cahechian
G RRRIRG RHAMON

LEONARD eI

CATTEAS DALE IOSEPH

DO GLAN CHRISTOPHER WALLIA Y LSRR
SHIL L1y ASHLEY sl

ALICEN SNANDRA LEIGH

FIOSKING KENDRICK ¢

MARTINSON STV EN NIOMAS

DALY CHRISTOPYIR SRR

[BH] WALLIA M WARNER JR
SCaLTC MICHAKR ANTHONY
PARKINSON ROSE MARIL
GadiNt SE MICHARL
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Inmate PANs Report

DY e L Paae |
Tamate Calling List
Shle: Nesport D
Imite 1D = AL Choase Xtatus = sctive Inniey Flis, Name = YLL Mddle Name = ALL Last Same = ALL CPName = ALL CF Phone = LT
"t-!Solutlons Cinise Ltk = A ’
Enrnate 11y fnmate Name I'hone Number 4" e Belatbiiship [N Phosa it Slie
THARRIN DEAN EYNETTE RONMMEL GIRLFRIEND N
DENNIS MURPHY FRIENTY NO
CHER FIOPKEY Mo Nu
NANCEY (LARRINGTON NO
ITLRGE PAUL RONALS T RGLEON SON NG
JOUNTULLER BRODIER N(Y
KA CHAVEZ FiaNCE NO
CINDY SULDESKI NGy
KENON JAMES IRIS GRANDAMA NOY
(-302. 2as. nna FRIENE NO
12 295 BIYTERLY MOM NGO
[HEIX CHMROL FRIEND NO
[REIR Y NOY
180235 Ne;
{- PHIL FRIEND NG
[ERITRAN RS BN AN AUNE NO
(802206 T U7 IFRAN FRIEND NG
RODNES DA N
RODNTY FRIEND NO
PAT IRIESND NG
N

#Solutions

Site Noame

Phone Number

Number Alerts Report

All Siies

AL Sies
Al Sites

il Sites
A Spes
il Sites
All Sites
AdlSites
\il Sites
Afl Sites

1-603-200-3448

1603 520 3058

SN0 203

603 3200800

A03-58 15861

SO0 BISTAIN
1603724981 3
A 3852025

HR-R02.200

-6 3-UU8- 301 1
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fLA7.08 - Page |
Phone Number \lerts
Sfle: Newport DO
Nane Alert Monitor Pager I2-Mail
Brent Warren B 32T 1819
HILARY
PLOURDLE Yis hk 13- 26- 3SR
YES
OCONNELL,
MEGAN YIS s 1 e state, nn us
YES 63-419-0362
YES nnspw L andos shate. nnuus
YES nnspwitiE nndoc.stte nnous
YIS
YIS nspw e andioc st o ud
YiS
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Volume Users Report

BLG200T INUS - Page
Hieh Yolume Uare

Stle: Nevipart DOL
. Strt_bime = X0 X 200 o bond_Vime = 0202201t 23:30 € hoose_hireshold Basis = Cadls Thivvshold =
¢Solutions

Site Name Innuate 1D 1_ast Name Firsl Name Middle Name Number of Calls Minutes Counl
LAPLACA LOUIS COREY ins 47
INSON CHRISTY HELEN 590 G
DAY LOR GREG ANTHONY hES 204
TRUH CLAY RRUCE Nl 30
COLLINS L BRIAN 48 N
SINGOIW HARRY MATTHEW 44 HT
JOHNSON MICHALY IERAMY 10 i
SCHILLINGER CARL GREG bE 1 LA
BROLUSSEAL MICHALL DANIEN W B
FREDERICKESEN AMICH A K PRIC ok bk
DESROCHERS MARIL iNa il N
ROLNDY RICHARD SHANI i) hh
DEAGLE FRANCIS STHEPHEN 0 5
BUNTEN MATH JOANNE 2 h7
NEALL PALY RYAN i 0
HARRIS THOMAS JASOIN 26 4
CHAMBLRLIN N RICHARD in a2
DESROCHERS Al DANTEL 26 14
WHITTEN RYAN CLAYTON i) i
BRADIORIY ROBLERT KENNITH k) i
DELDCUTG SOHN ROMNALD 5 10
SEOW JASLS WESTON 4 kL)
DAVIS ALLEN RICKY 1) 5%
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bt e

ot allow us

cifve amail notd

Solutions Response:

Company has Read, Understands, and will comply. The ENFORCER® allows authorized users to run
reports on a pre-defined schedule that are emailed automatically to multiple email addresses. Pre-
configured reports can be run on a periodic basis, such as monthly, weekly, or daily, and within specified
date ranges. Users simply click the ‘Schedule this Report’ check box to display the Report Scheduling
Window.

Global Number

Chocse Search Type  Phore Numoer w

Search Text

Choose Bleck [& v
Choose DNR (3w
Chogcse Privileged | & v
Date Tue Aug 25th. 2015 61 37om Chooss Free Calk [B <]
Choose Passive Accept |l 2
. Schedule this Repert Export || Run Choose Igncre Sitence A v
Choose igrore OTMF 41 Vi
Cncose Any Alert [ v
Choose Emait Alert | Al v
Choose Pager Alert | Aii v
Choose Monitar Alert | 4l v

Schedule this Report checkbox
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In the Report Scheduling window, users can define the time, frequency, start and end dates, and file types.
Report files can be sent to multiple email addresses in either PDF or Excel format. The ENFORCER®
generates the report according to selectable criteria specified in the Report Scheduling window, including:

*  Report Recipient email address

* Time of day report is sent

¢ One or more selected months

» One or more selected days of the week, such as every Monday

¢ One or mare selected calendar days in a month for the selected months

» Start date to begin receiving the report

¢  Stop date to cancel the scheduled report (and clear its pre-defined schedule)
» Output format for the report (PDF file or CSV file)

Schedule Name fdart] . Yborthly BaM swhr 2 v LastRun tas ol um
Rupott Seheduting Next Few Ropost Runtimes
fun Recort al .
Relipiert List blark@tsolubons tom
Jan Feb Mar >
N N Run Time Start Time End Time
Apr May Jur ~ R - - — ——
= hion Feb: 2006 08 FR Jan 206 GOO0O0 Sup Jan il 26 23159
Jul Lug 360 - ——— - = e —
= = o Fn. FERG 2NE 0 E 206 LEALL SweoJan 3l o &3
. Sk Tue Fa615, 2016 [E FM Jans, 2016 000G:00 Suc Jan 31 2015 330<a
hicr O PR 26, 200 S000R0 Sue Jurd), 015 235955
4
" 1 4 ] Fa BOFE e 2000 7 s Juidl Z46 23.59 96
§ £ ¢ o 2w U Tio g ia JUR 0 & 541 2w WA G A6
15;| 7 g 2 e Fer i 2017 OF Sup van 1, 2047 D7 e Jan3t X047
2 N M 2k B N B Str o rebd 20N OFBUM Jan i 2007 AD0UUL | ue Jan d) 201/
1 Thu Seb g 2017 OF Suh Jani 2017 Q02000 Tue Jan3t 2047
i Tus  4ugt 2017 OF Sal Jutd 2007 UGOOG0 nor Juidtozney
1 How
Never
HemrlF e ipe
ResobCancel e 4 Savi
Report Scheduling window
Alerts

The ENFORCER® provides an Alert feature to aid investigators in up-to-the-minute inmate telephone
activity. The ENFORCER® alerts can be placed on specific Inmate PINs or specific destination numbers to
indicate that the inmate or number is currently involved in a conversation or to indicate that a Prepaid or
Debit account has been funded. Alerts can be sent to any investigator cell phone, land line, email, and/or
pager. This alert wili be triggered when an alerted number is dialed\connected from any inmate phone
regardless of which inmate dialed the number.
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(TS

The ENFORCER® can send email or SMS messages to an administrative workstation or any public email
address when an alert is triggered. The email alert will contain the called phone number, the inmate name
and ID, the start date and time, a link to the call record, and the call recording.

attached . 49931 293.3400.mp3 (359 KB

From: enforcer@icsolutions.com {mailto:enfarcer@icsolutions.com]
Sent: Wednesday, March 26, 2014 3:15 Bas

To: Latisha Holmes

Subject: Telephone Alert; Placer County Sheriffs Office csn=43981293

Call ¢sn: 49981293

tnmate; 4278378 (COREY SMITH] called

Phone: 15308522725

Call started at about: 2014-03-26 15:14:33 Recording of call attached.
http://PCRCA.Icsenforcer.com/cail_recs.php?csn=49381293

Information Contained in an Email Alert

3 The Investigative software must analyze &l types of communication records inciuding
inmate calls, [exit massages, public phoneg, e-mall, angd any other forms of
comimunication,

Solutions Response:

Company has Read, Understands, and will comply. Using Link Analysis, authorized facility staff will be able
to search varying degrees of separation in order to establish links from inmate to inmate or end user to
end user. Links are established when an end user (outside the facility) interacts with one or more inmates
through The ENFORCER® system, or when multiple end users interact with the same inmate(s). These
linked "interactions” can include:

¢ Receiving phone calls

» Depositing funds into an inmate’s account

e Participating in any other optional service offered by ICSolutions — such as inmate email, inmate
voicemail, or onsite visitation (when visitation phones are connected to The ENFORCER® for

monitoring/recording)

Solutions Response:

Company has Read, Understands, and will comply. ICSolutions provides initial and ongoing training
throughout the life of the contract at no cost to the County. The majority of ICSolutions’ support
personnel have over a decade of experience in the corrections industry.
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Mr. Vince Laurita, who can assist with training, offers 3 years’ experience in law enforcement, serving as a
Police Officer, Investigator and SW.A.T. Team Commander. As Chief Homicide Investigator, he
maintained a 97% conviction rate, a rate which the FBI found impressive when they were recruiting him.
Vince joined the telecommunications industry in 1996, with a focus on developing videoconferencing
technology and markets. Drawing from his law enforcement background, Vince is adept at helping his
clients acquire and learn to effectively use cutting-edge technology to increase security and enhance
investigations at their facilities.

ICSolutions provides a customized hands-on training curriculum for each facility that we serve. Initial
classes are conducted on-site for multiple user groups. We also provide ongoing refresher and new
employee training throughout the life of the contract. Follow-up training is typically delivered once per
quarter (but can be customized to meet the Facility's needs), and can be delivered live or over the web.
Additionally, all system documentation, including User Manuals, Quick Reference Guides, etc., are
provided online as part of The ENFORCER® system.

5. The investiyative software must provide the user a way o group Homs of

rayiew and analysis.

interast for

Solutions Response:
Company has Read, Understands, and will comply. Items of interest can be grouped in multiple ways
using The Analyzer - Link Analysis, Call Analysis, and Reporting.

The Analyzer - Link Analysis

The Analyzer uses a visual map. The visual map shows all call recipients who interacted with one or more
of the same inmates. For more detail on any level of the map, the user simply clicks on an inmate or called
party icon to access more detail about the call and any associated patterns. Link Analysis is described in
further detail in response to Requirement C4.24 above.

Call Analysis

The ENFORCER® is also equipped with a unique Call Analysis feature that allows authorized users to view
and analyze call data to establish links between multiple inmates and called parties. With the Call Analysis
feature, facility users may view the listing of all the numbers a specific inmate has called, the number of
calls and attempts, and all other inmates who have called the same numbers. Call Analysis is described in
further detail in response to Requirement C4.13 above.

Reporting Features

With The ENFORCER's reporting function, authorized users can create any number of reports to analyze
valuable call data to identify calling patterns that could indicate fraud or illicit activity. With just a few
clicks, the County can access any standard ICSolutions report, including those that analyze calling
patterns, such as the Frequently Called Numbers, Frequently Used PANSs, and High-Volume Callers reports
(described in the table provided). And, although it's easy to define your own report parameters in The
ENFORCER®, ICSolutions is happy to assist by creating any new, customized reports that are desired.
Reports are described in detail under Requirement C11.1.
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5. The invastigative software must allow for users Lo create a secure data environmesni
for iimporting or adding external date during an investigalion

[¥solutions Response:

Company has Read, Understands, and will comply. Users may add notes or comments to a free-form field
associated with each call record, Inmate Profile, or detail record for a called party number. This may
include case numbers, investigator notes, or any information that the facility wants to record for future
use. All notes are searchable by inmate ID, Called Number, User, Date and Time, or by any text entered
into the note. Only authorized users with the appropriate level of access and a password can access this
information on The ENFORCER®. Call detail records for specific calls can be hidden from users who do
not have appropriate access.

In addition, The ENFORCER®'s design prevents the likelihood of security breaches. The ENFORCER®
operates on a Linux-based operating system, which is less susceptible to security threats than Windows-
based systems. The ENFORCER® system is deployed on a private, dedicated local network whereby the
ENFORCER® data served out to application users will be encrypted per SSL standards. The network over
which data travels is itself also encrypted.

Data will be stored in two locations: San Antonio and Atlanta. Access to the records for retrieval is
password protected and requires specifically assigned privileges from an authorized ICSolutions or County
Administrator. Access to any inmate information, billing records, payment information or client
information is granted for ICSolutions employees only on a need-to-know basis and requires signed
authorization from ICSolutions management before our Systems Administrators grant any such access.

Access to all data on the ITS database is read-only for all users and the system has built in applications to
test the integrity of data so that records and recording will be admissible in court.

The system operates behind enterprise-grade firewalls, which provide both perimeter and secondary
protection; therefore, the IP addressing is not exposed to the public. Netscreen supports a robust security
policy whereby it will only allow access to the system from registered domains and, as such, is not
susceptible to operating system security issues. This architecture eliminates the need for software or
operating system security patches, as the system is protected via a private, encrypted and firewall-
protected network.

Access to the network can be accomplished only by IP addresses registered with the system. Any

domain/IP address that is not registered will be denied access to the system. The Juniper firewall
automatically logs all denied connection requests, which are available to facility personnel upon request.
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ihe ability to add cusiom ¢

Solutions Response:

Company has Read, Understands, and will comply. Users may add notes or comments to a free-form field
associated with each call record, Inmate Profile, or detail record for a called party number. This may
include case numbers, investigator notes, or any information that the facility wants to record for future
use. All notes are searchable by inmate ID, Called Number, User, Date and Time, or by any text entered
into the note. Only authorized users with the appropriate level of access and a password can access this
information on The ENFORCER®.

Notes can be attached to specific call records and recordings. After a user locates the call recordings in

the Call Detail screen, the user can click the Note = icon next to that record to open a dialog box that
lets the user add a note to the call detail record.

A NI ST i Nore eriate  PSB K g 1:00
® A5 5004099 ::?naNumb; . et 0583, .
O WEEY s o T T
O EEES o e o s
® yf?;g/ﬁ‘b 57979366 tione ;tqao:)n 3:00

Notes Icon in Call Detail screen

This will display a notes section—pictured below—where users can type-in information that is attached to
that call recording. Ail notes are then searchable by inmate ID, Called Number, User, Date and Time, or by
any text entered into the note.

Enter note or press cancel: Save

Cancel

Notes Field

After the user enters a note and clicks Save, an additional black Note icon £ appears to indicate that a
note has been added to the CDR. By adding a call note, the user can "bookmark” selected CDRs for future
reference, as well as provide information that may be helpful to another user who access the CDR later.
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3, The investigative software must ulilize and Integrate with Location Basad Servicas,

Solutions Response:

Company has Read, Understands, and will comply. ICSolutions offers “Location Data” services powered by
LocationSmart®, which captures a called party's physical location at the time they accept an inmate
telephone call on a cellular telephone. This location capture and retrieval service requires a double opt-in
by the call recipient as part of the automated call setup process. In this scenario, the automated prompt
would state that, by accepting the call and dialing a specified digit on their cell phone keypad, the call
recipient consents to have his or her location captured. After dialing the digit, the cell phone user would
be prompted again to dial a specified digit, as opt-in confirmation. This same location capture application
can be configured — with carrier approval and appropriate warrant documentation - to retrieve
location data without the user opting-in.

ICSolutions has configured this application to be deployed as a strategic investigative gathering tool
whereby the location capture and retrieval service is triggered by an entry in the inmate or dialed number
alerting table. In this configuration, the County is only retrieving location information that is of investigate
value to the County while at the same time minimizing the transactional cost associated with this

service.

This Location Data application can also allow the County to monitor inmate calls that terminate within a
pre-set perimeter, utilizing the LocationSmart® “GEO Sensing” feature. GEO Sensing detects the exact
location of the cell phone at the time the call is delivered to the wireless devise and will then determine if
this wireless devise is located within a pre-defined geographical perimeter fence. ICSolutions retains and
stores the GEO Sensing results, which are written to the ENFORCER® database at time of call acceptance.
Additionally, calls that are accepted inside the perimeter can trigger an ENFORCER® alert, which would
instantly inform an investigator of the call of interest so that he or she may monitor the live call while it is
in progress. Investigators can also perform a search to retrieve all calls placed\accepted within a defined
time period to cell phones inside the perimeter.

2, The proposed system must hava the o
of tha callad parly when an inmats calls 2 zell phone.

m -

z

Solutions Response:

ICSolutions has read and understands the requirement as stated and provided a description of our
proposed solution Cell detection of the called parties’ location is a new technology that is still being
perfected and developed. However, ICSolutions has proposed MPE+ as a solution that allows unparalleled
access to investigative cellular data.

Mobile Forensic Examiner PLUS

To assist the County in analyzing cell phone data, ICSolutions can offer Mobile Forensic Examiner PLUS®
(MPE+) from AccessData. MPE+ is a market leading stand-alone mobile forensics software solution that
delivers an intuitive interface, data visualization and smart device support in a single forensic interface.
MPE+ supports even the most challenging mobile device profiles and features advanced carving, deleted
data recovery, SQLite database browsing, advanced analysis, filtering options, and limitless possibilities
with built-in query and script building. ICSolutions has included more detailed information about the
Mobile Forensic Examiner PLUS product in Exhibit M.
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Location Data Services, powered by LocAid

1CSolutions offers “Location Data” services powered by LocationSmart®, which captures a cailed party's
physical location at the time they accept an inmate telephone call on a cellular telephone. Please refer to
the previous requirement for more information.

10,

fhe proposed system must have the capability Lo identity the geographical lecatuon ¢i
cell phones at both the time of call acceptance and when the call ends
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<. Sendan alert when a specific phone number is terminating into a geo-fence. d. Send
an alert when a specific phone is used to place a call into a ges-fence.

22. The proposed system must provide the ability for authorized users to get the location
of a cell phone number on demand and in real time

23. The groposed system must provide a way for authorized users to upload a warrant or
court order document when searching for a phone number location on demand.

24, On demand coordinates must perform a real time dip at the time of the request and
must not use cached data.

25. On demand location coordinates must not be stored in the ITS

26. The proposed system must offer an alternative to GPS coordinates when identifying

the location of a phone number, as GPS requires cell phones to allow location tracking.
The proposed solution must work even when the device has location tracking disabled.

27. The proposed system must have the flexibility to anable or disable location tracking by
call type, such as:

Collect

Advance Connect

Dabit

Direct Bilf

Prapaid Card

Free calls
g. International Collect

28, The proposed sciution must provide the flexibility to use approved terms and
conditions language when authorized users gain access to this technology.

29 The proposed system must capture and store user information when they acknowledge
the terms and conditions of this service,

o NN NS

Solutions Response:

Company has read and understands Requirements 10 through 29. While these specific features are
available in a proprietary product offered by only one vendor, ICSolutions' ENFORCER® offers an array of
similar investigative tools that allow for analysis of inmate calling activity — including graphical displays of
linkages provided by our Link Analysis tool. Some of the key investigative features available with The
ENFORCER® include:

System Features

Onsite Reporting Capabilities | The ENFORCER® system provides centralized reporting capabilities,
allowing facility users to generate reports immediately and in real time. The
system comes preconfigured with an extensive list of standard reports.
Additionally, a facility user can generate real-time "ad hoc” reports by
defining his/her own query based on data of interest — allowing instant
access to any report you could ever need. And, although it’s easy to define
your own report parameters in The ENFORCER®, ICSolutions is happy to
assist by creating any new, customized reports that are desired.
Authorized users can create any number of reports to analyze valuable call
data to identify calling patterns that could indicate fraud or illicit activity.
With just a few clicks, the County can access any standard ICSolutions
report, including those that analyze calling patterns, such as the Frequently
Called Numbers, Frequently Used PANs, and High-Volume Callers reports.
Remote Information Sharing If the County desires, ICSolutions can provide the County with an easy way
to share information with other law enforcement and corrections agencies.
Because The ENFORCER® provides flexible and convenient remote access
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System Features
for investigators, multiple investigators can access the system at the same

time without impacting on-going system operations or performance. The
County may grant other law enforcement agencies limited access to inmate
information for cooperative investigations.

Multi-Site Networking and The ENFORCER® system provides centralized reporting capabilities,
Reporting allowing facility users to generate reports immediately and in real time. The
system comes preconfigured with an extensive list of standard reports.
Additionally, a facility user can generate real-time "ad hoc” reports by
defining his/her own query based on data of interest — allowing instant
access to any report you could ever need. Depending upon the user's
privileges, they are able to pull reports either for their specific facility or for
all facilities in a network of jails.

User Access Log The ENFORCER® offers an extensive list of standard and gquery based
reporting options to fit every administrative and investigative need. A User
Access Log Report details system access by user and lists changes made
during a defined date range. The high-level report shows the username,
user level and the last login date. Additional details by user may be reported
by clicking on the user name. Additional reporting options are available
upon request and will be customized to meet the County's needs.

Call Alerts (Hot numbers, hot | The ENFORCER® provides an Alert feature to aid investigators in up-to-the-
PINs) minute inmate telephone activity. The ENFORCER® alerts can be placed on
specific Inmate PINs or specific destination numbers to indicate that the
inmate or number is currently involved in a conversation. These alerts can
be delivered in the following ways:

» Monitoring Alerts - The ENFCRCER® can call an investigator on his or
her telephone (or cell phone) and once provided with an approved pass
code can immediately patch the investigator into a The ENFORCER®
monitoring session for almost instantaneous access to inmate activity.
This capability is silent and undetectable by the inmate and the called

party.

o Email/SMS Alerts — The ENFORCER® can send email or SMS message
to an administrative workstation or any public email address when an
alert is triggered.

» Paging Alerts - The ENFORCER® can issue numeric messages to
paging services to alert an investigator.
“Find Me, Follow Me” Find Me, Follow Me allows call alerts to phone multiple investigator
telephone numbers (such as an office number, cell number, and home
number), trying each number in succession until the investigator answers
and enters the correct access code; this feature dramatically increases the
probability than an investigator will be located and can monitor a call of
interest while it is still in progress.
LocationSmart - Location ICSolutions offers “Location Data” services powered by LocationSmart®,
Data Services which captures a called party's physical location at the time they accept an
inmate telephone call on a cellular telephone. This location capture and
retrieval service requires a double opt-in by the call recipient as part of the
automated call setup process. In this scenario, the automated prompt would
state that, by accepting the caii and dialing a specified digit on their cell
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System Features
phone keypad, the call recipient consents to have his or her location

captured. After dialing the digit, the cell phone user would be prompted
again to dial a specified digit, as opt-in confirmation. This same location
capture application can be configured — with carrier approval and
appropriate warrant documentation — to retrieve location data without
the user opting-in.

ICSolutions has configured this application to be deployed as a strategic
investigative gathering tool whereby the location capture and retrieval
service is triggered by an entry in the inmate or dialed number alerting
table. In this configuration, the County is only retrieving location
information that is of investigate value to the County while at the same time
minimizing the transactional cost associated with this service.

This Location Data application can also allow the County to monitor inmate
calls that terminate within a pre-set perimeter, utilizing the LocationSmart®
"GEQ Sensing” feature. GEO Sensing detects the exact location of the cell
phone at the time the call is delivered to the wireless devise and will then
determine if this wireless devise is located within a pre-defined geographical
perimeter fence. ICSolutions retains and stores the GEO Sensing results,
which are written to the ENFORCER® database at time of call acceptance.
Additionally, calls that are accepted inside the perimeter can trigger an
ENFORCER® alert, which would instantly inform an investigator of the call
of interest so that he or she may monitor the live call while it is in progress.
Investigators can also perform a search to retrieve all calls placed\accepted
within a defined time period to cell phones inside the perimeter.

Gang Management

Reports on numbers dialed by multiple inmates or by multiple inmates out
of a pre-defined group (such as all inmates identified in the JMS as
members of a particular gang) is a standard part of The ENFORCER®'s Gang
Affiliation tracking tools. The ENFORCER® can also provide a Gang Call
Analysis function, which shows additional members of the same gang and
compares calling activity, and provides detail of multiple offenders calling
the same number and their gang affiliations.

Remote Call Forwarding to
Authorized Investigators with
Ability to Barge In or
Disconnect Call

When a Hot Number or Hot PIN alert has been set, The ENFORCER® will
call an investigator on his or her telephone (or cell phone) and once
provided with an approved pass code can immediately patch the
investigator into a The ENFORCER® monitoring session for almost
instantaneous access to inmate activity. This capability is silent and
undetectable by the inmate and the called party. Once patched into the call,
the investigator has the ability to silently monitor, barge into the call and
speak to both parties, or disconnect the call.

Searchable Call Notes

Users may add notes or comments to a free-form field associated with each
call record, Inmate Profile, or detail record for a called party number. This
may include case numbers or investigator notes, or any information that the
facility wants to record for future use. All notes are searchable by inmate ID,
Called Number, User, Date & Time, or by any text entered into the note.
The ENFORCER® is configured to automatically add notes to a Number
Detail Record when certain actions occur, such as a called party requesting a
block on a phone number. These notes provide a history record of system-
related events, call-related events, and user actions that occur on the
number. These notes become a permanent part of the Number Detail
Record, and appear at the bottom of the record.

Harrison County, MS

Tab 6 - Page 97



— |NMATE GALLING SOLUTIONS ——————

System Features

Unlimited Reverse Directory ICSolutions provides our clients with Unlimited Reverse Lookup capability.
with Satellite Mapping This provides the facilities with integrated access to the desired reverse
directory capability. From within a call record, the user can easily point, click
and display the reverse directory info for the specified called number. The
database is accessed via a secure link to the Internet and is constantly
updated. ICSolutions will provide the subscription for the entire contract
term and any extension terms at no charge to the County.
Frequent Calling Reports The ENFORCER® comes programmed with a High Volume Users Report and
a Frequently Called Numbers Report. The High Volume Users Report shows
which inmates are placing an unusually high volume of calls. This may be
indicative of fraudulent use. The Frequently Called Numbers Report shows
which phone numbers have been receiving an unusually high volume of
inmate calls, sometimes from multiple inmates. This can also be indicative of
fraud or criminal activity occurring.
Reports Scheduler The ENFORCER® allows authorized users to run reports on a pre-defined
schedule that are emailed automaticatly to multiple email addresses. Pre-
configured reports can be run on a periodic basis, such as monthly, weekly,
or daily, and within specified date ranges. In the Report Scheduling window,
users can define the time, frequency, start and end dates, and file types.
Report files can be sent to multiple email addresses in either PDF or Excel
format.
The Analyzer - Link Analysis Using Link Analysis, authorized facility staff will be able to search varying
degrees of separation in order to establish links from inmate to inmate or
end user to end user. Links are established when an end user (outside the
facility) interacts with cne or more inmates through The ENFORCER®
system, or when multiple end users interact with the same inmate(s). These
linked “interactions” can include:

» Receiving phone calls

« Depositing funds into an inmate’s account

e Participating in any other optional service offered by ICSolutions — such

as inmate email, inmate voicemail, or onsite visitation (when visitation
phones are connected to The ENFORCER® for monitoring/recording)

Call Analysis With the Call Analysis feature, facility users may view the listing of all the
numbers a specific inmate has called, the number of calls and attempts, and
all other inmates who have called the same numbers.

Mobile Forensic Examiner To assist the County in analyzing cell phone data, ICSolutions can offer
PLUS Mobile Forensic Examiner PLUS® (MPE+) from AccessData. MPE+ is a
market leading stand-alone mobile forensics software solution that delivers
an intuitive interface, data visualization and smart device support in a single
forensic interface, MPE+ supports even the most challenging mobile device
profiles and features advanced carving, deleted data recovery, SQLite
database browsing, advanced analysis, filtering options, and limitless
possibilities with built-in query and script building. ICSolutions has included
more detailed information about the Mobile Forensic Examiner PLUS
product in Exhibit M.
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C12. Call Monitoring & Recording

1, The system shall maintain all call recordings centrally on SAN storage technology and
not use tape drives for storage of call recordings.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® enables
immediate, online retrieval of any recording at any time with no change of storage media. All recordings
are stored online for the life of the contract.

The ENFORCER® includes two separate, built-in arrays of mirrored hard disks for redundant long-term
recording storage. Call data and recordings are stored digitally on these internally redundant storage
devices for the entire contract duration, in two separate geographic locations (one data center in San
Antonio and the Keefe Data Center in St. Louis). This storage redundancy ensures that, even if a disaster
were to completely destroy one data center, the additional storage center would still be accessible for
disaster recovery.

Storing your call recordings — as well as the call data — online for the life of the contract ensures that you
will always have quick access to all of your call recordings and data. You will never need to archive calls or
data, nor will you have to rummage through archives to find the investigative information you need.

2. The stored call recordings should be maintained at the vendors central depository and
remain uncompressed until the County's authorized personnel requests them to be
downlcaded.

Sotutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions is proposing a
centralized solution which sends all CDRs and recordings to our Primary data center in San Antonio, which
are backed up at our secondary data center in St. Louis. All recordings are stored online for the life of
the contract. The ENFORCER® enables immediate, online retrieval of any recording via The ENFORCER®
user interface, at any time with no change of storage media.

Storing your call recordings — as well as the call data — online for the life of the contract ensures that you
will always have quick access to all of your call recordings and data. You will never need to archive calls or
data, nor will you have to rummage through archives to find the investigative information you need.

Access to the call recordings or call monitoring is executed through a series of user names, passwords and
account privileges. Any individual desiring access to the recording playback or call monitoring must have a
valid user name with sufficient privileges and a valid password. In addition, no individual is given direct
access to the actual recordings on disk in order to maintain absolute integrity. The system will pass copies
of its recordings to individuals through the call record selection process. Access to or manipulation of the
source recording is never allowed.

Harrison County, MS Tab 6 - Page 99



m—— |[NMATE GALLING SOLUTIONS —se—

I e storad online and availablz through the onling user interiace
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Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. All recordings are stored
online for the life of the contract. The ENFORCER® enables immediate, online retrieval of any recording
via The ENFORCER® user interface, at any time with no change of storage media.

Storing your call recordings — as well as the call data — online for the life of the contract ensures that you
will always have quick access to all of your call recordings and data. You will never need to archive calls or
data, nor will you have to rummage through archives to find the investigative information you need.

sonnel must be able o search oall racordings by dizlad number, daie, 1y

inmate sccount, or siie name.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Any individual desiring
access to the recording playback or call monitoring must have a valid user name with sufficient privileges
and a valid password. The ENFORCER® streams and copies recordings to system users through its
monitoring and playback functions. To maintain absolute integrity of recordings for admission in court,
The ENFORCER® allows only WORM (Write Once Read Many) storage. Access to or manipulation of the
source recording is never allowed.

The system has extensive search capabilities for Investigators. Call recordings can be retrieved based on:

¢ Inmate PIN/ID ¢ Inmate Station

s Date/Time Range e Living Unit (building, cell block, etc.)
» Called Number e (Call Completion Type

» Facility/Site »  Call Bill Type
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By clicking Change Columns in the results screen or More Search Criteria in the search screen the user is
provided with an extended list of call recording search options as shown below.

Call Details

‘©  search Clear

0012015 091082015
 Quick Searchss B V! Lewd | Save Cialate  Show 2
More Search Criteria
Bum |/ Save || Email Cail Recordings, | Si . )
o i P - sonerai
Completions | CSN Range ] CNR
Duiration End Type | Prvileged
o - Show Alerts only 1 Show OTH{F anty
- i
Users can add additional parameters . . . . =
t I detail der M LSk | 2 SmonGoup | Hation 1D
e c:. ? el 'querz_uni s OII-|e Station Name Trunk (D
ay a pull- v
Searc‘ Crltel:la to display a p i
down list or dialog box to define a B e
: Impaster ] Yaldatiory
value or 1ange for the parameter * o T
Biling
Billing 1D + Call Type ]' _ Card Number
Cest Range LID8B Code | Tariff Band
Called Party
Locaton ] Response Digits | Show 3-Way only
Slate Supervision Type

Call Detail Report - Select criteria for custom query

Facility parsonnel imust be able io simultanesusly live monitor conversations while tha
system is recording the conversations.

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. Multiple monitoring
sessions can occur at the same time without any impact to ongoing call processing or recording.

N -

oy T R, | STTe o v e il Bomand B
TR0y, GISCoNNeny, 4ng / 0

B, Faciliiv parzonnal must by

[ésolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® offers
real-time, live call monitoring of calls in progress. Call monitoring with The Observer is accessed through
the Monitor Phones tab of the ENFORCER's GUL The authorized user selects a station or trunk to monitor
with a click of the mouse, and then clicks the Listen button. This function is silent and undetectable by
either the inmate or called party. Multiple monitoring sessions can occur at the same time without any
impact to ongoing call processing or recording.

Authorized County personnel can monitor live calls in progress with a high level of audio quality from any
location, whether remote or on-site. The ENFORCER® is operated through an easy-to-use browser-
based GUI (graphical User Interface). Anyone with a password and log-in ID granted by County
administrators can access the system from any computer with an internet connection as if they were
opening a web-site.
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Once the operator has gained access to this display with the proper password and privileges, the
monitoring operation can be activated. The operator simply clicks on a call in progress, or telephone
station port, and the system begins streaming the audio to the workstation and plays through the
workstation speakers or attached headset.

The Observer
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E__- Talking Jod §1.45 BAILEY EMILY none
C U Talking Kt 52 3¢ JUNCAN Wil none
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Start | Angnac Dalay o _
Duration Phone Mumbar
Time 4auabie i Tanff Band | Locai
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Statior Call Typa
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Monitoring Live Calls - Calls in Progress screen with Call Detail displayed
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Critical Call Monitoring Functions include;

e Silent, undetectable monitoring
* Allows multiple simultaneous monitoring sessions

e @ ®

Search function to isolate calls of interest

Monitoring has no impact to recording function
Ability to monitor from a remote workstation or PC via LAN, WAN or Internet
Protection of privileged calls from monitoring

e Ability to disconnect call in progress while monitoring
e Abiiity to "barge in" to caiis in progress and speak to both parties

The Observer
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Call Station List

Display of Calls in Progress
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Monitoring sessions occur in true real time with no delay in transmission of the audio, using standard live
audio streaming techniques. When a user selects a call in progress to begin monitoring, the audio is
streamed to that user live and in real-time. All audio is buffered so even if a call is five minutes in when a
user begins monitoring the call, the user may scroll back to any point in the call and listen to the audio.

Add Listener

2 =1 x|
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4 10 iy
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W2 3TN

Call Player

The Observer is equipped with a remote monitoring feature that allows users to add a listener to the call
while the call is in progress to allow for true remote call forwarding and monitoring. The user simply types
in the phone number to which the call will be forwarded in the Add Listener field, as shown below.

The Observer
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In addition, live calls can be forwarded to other phones using our Alerts feature. The ENFORCER® alerts
can be placed on specific Inmate PINs or specific destination numbers to indicate that the inmate or
number is currently involved in a conversation. Alerts can be sent to any investigator cell phone, land line,
email, and/or pager. This alert will be triggered when an alerted number is dialed\connected from any
inmate phone regardless of which inmate dialed the number.

Displaying a Geographical Map

By clicking the Show Map action button, The Observer displays a map that shows the location of the
site/facility as well as the destination of all calls (both in-progress and completed calls). Users can limit the
calls displayed by selecting the call type from the drop down menu (Active, Inactive, Alerts, Visitation, etc.)

Call Activity Map
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Live Monitoring Call Activity Map
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Barge In

When an investigator is alerted or added as a listener to a particular call in progress, the investigator may
barge in on the call in progress to talk to both parties. This feature enables a law enforcement investigator
outside of the facility to monitor, "barge in," or terminate a call between an inmate and a called party by
pressing the appropriate digit on the keypad when prompted, as described in the call flow below.

This feature enables a law enforcement investigator
outside of the facdity to monitor, *barge m,” or
terminate a call between an inmate and a called party.
This call is placed to the investigalor it a Monitos

Investigator
Monitor Inmate
Call
Alert is defined in the ENFORCER, either in the
Inmste Profile {when inmate calls any number) or in
the Number Detail record (when any inmate catts the
called party number).

¥

Tl ENFORCER
Dral Atert phone number

¥
Hello, you have a security call YES
from <faciity name>_Please
enter your access code YES
¥
. You entered an
3 ) faibyra?
N "havald access eode. g
NO
g
. Inmate <nmate name> is placing a ; -
Terminate Goodbye
Investigator « Hang Up | U To be connected to this call,

call press 1, of hang up

Terminate
Invesiigator

age

4 call
ENFORCER
Connect call
ENFORCER
Barge in on call X
(both parties on Barge in 2’ To barge in on this cal,
call can hear the press ‘2. To terminate the
invesugator) inmate call, press ‘4.’

Termirate Call 4

¥
ENFORCER Thus eall was
- Terminate #] ‘erminated by the
=3 *] inmate Call supernising officer | e e inmate f
vestgator

NG -
Af end of call > Terminate -
d =l ! |
Inmate call
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7. The system must have the ability to have a selectable scan of all live calls in progress -
The scanning feature must have the ability enter a configurable time frequency in
which the system will play active calls and rotate through active calls for the set
amount of time for each call.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® offers
users the ability to monitor active calls in a scan mode so that users can listen to snippets of calls in
succession, as described above. In addition, users may view and monitor all calls in progress from The
Observer screen in The ENFORCER®. Calis may be filtered by station, facility, alert, or visitation. Each call
displays the station ID, called number, call duration, cost, inmate ID (which links to the Inmate Profile),
inmate name, and alert.

8. The system must provide a call history through live monitoring to allow personnel to
see recent activity for phone numbers and phones without navigating away from live
monitoring.

ESolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® allows
authorized users to view live calls in progress as well as call history. When the user selects "All Phones” in
the Call Status screen, the most recent activity for all stations is displayed, which includes calls that are
currently in progress ("active” stations) as well as the last call completed on stations where a call is not
currently in progress (“inactive” stations). When a user double-clicks that call, the call detail is displayed
directly below the Call Status screen.

9. The call detail reporting module shall provide guick link access to billing name and
address (BNA) when BNA is available,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions can provide the
facility with integrated Reverse Lookup at no cost to the County. From within a call record, the user can
easily point, click, and display the reverse directory info for the specified called number. The Reverse
Directory feature enables investigators and outside agencies to obtain name/address and aerial location
on a called party number.

The Reverse Directory database is accessed via a secure link to the Internet and is constantly updated.
ICSolutions will provide this information for the entire contract term and any extension terms at no cost to

the facility.
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Reverse Directory information may be looked up from an inmate’s Personal Allowed/Blocked Numbers List
screen by clicking on the Details link for a selected number or from a Call Detail Record by clicking on the

phone number of the called party.

Personal Allowed/Blocked Numbers (PANS)
et Piaan Nissbt Spood Binl Mamme Retotmrsbap  Doacripmon A-u,,‘: Outo Updased  pdatnst By In Use Dotell
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The address can be clicked to reveal
a map and recent satellite photo of
the location.

Reverse Lookup
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C13. Call Acceptance

1. The system will not aliow communication until with the called party until the call has
been accepted.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Whenever an inmate places
a call to a called party, the inmate is muted to prevent communication with the called party until the call is
connected. The ENFORCER® system offers several options for call delivery:

o Allow the inmate to hear call progress, but prevent the inmate from being heard by the called
party until acceptance is confirmed.

» Place the inmate on hold once the called party answers, preventing the inmate from hearing the
called party or being heard by the called party until acceptance is confirmed.

Regardless of which option is preferred, the inmate cannot communicate with the called party until the
call has been positively accepted. Both the inmate and called party are notified upon acceptance of the
call that the call may be recorded and monitored for security purposes. If the call is accepted by the called
party, the inmate hears “Thank you for using ICSolutions. This call may be monitored or recorded. You may
begin speaking now.”

2. The system shall detect the difference between an accepted call, and an answering
machine, busy signal, and other telephone activity. Please describe.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The called party must press,
dial, or say a digit to indicate positive acceptance. Positive call acceptance is required for all collect, debit,
and prepaid calls. The ENFORCER® system supports both DTMF and pulse-based call acceptance responses.
When the called party is instructed to accept or reject the call, the system “listens” for the appropriate DTMF
tones, spoken number or count of rotary-dial pulses.

The call will not be connected should the system detect irregular ringing signals, answering machines, digital
voice mail, cellular telephones, ring-back tones, pagers, operator intercepts, quick disconnects, chain dialing,
no voice from called party, etc. Billing begins when the called party answers and positively accepts call
charges. No charges are assessed for refused calls, no answer, busy, answering machines, faxes, or pagers.
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ESolutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. When the called party
answers they are presented the following prompts:

o "Hello, you have a collect call from (inmate's name) an inmate at (facility name).”
e “To accept this call press 5”

o “To refuse this call hang up now"

e “To block this call and future calls from this facility, press 9"

o "To hear the charges for this call press 2"

»  “This call will be recorded and is subject to monitoring at any time.”

o “Thank you for using | C Solutions. You may begin speaking now.”

ET

i, The calied party must actively socept the ¢al
dasignated telephone numbers.

withy ihe oplion 1o enable auto
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Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. When the called party
answers they are presented the following prompts:

“Hello, you have a collect call from (inmate’s name) an inmate at (facility name).”
o "To accept this call press 5"

» “To refuse this call hang up now"”

e “To block this call and future calls from this facility, press 9”

o "To hear the charges for this call press 2"

s "This call will be recorded and is subject to monitoring at any time.”

o “Thank you for using | C Solutions. You may begin speaking now.”

Passive or voice-activated call acceptance — whereby the call processor listens for a voice on the called paity
end of the line, and connects the call upon voice detection - is configurable and can be programmed per
dialed number by any authorized facility staff with appropriate ENFORCER® login credentials.

2

5. Bithing dozas nol begin untll the call iz accepted oy tha callad party.

So!utions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Billing begins when the called
party answers and positively accepts call charges. Charges are not assessed for refused calls, no answer,
busy, answering machines, faxes, or pagers.
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C14. System Security

1. The system must be pregrammed for auto shut-off at times designated by the County
and must be capable of being enabled by customer, site phone group and inmate.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER®’s Phone
Scheduler feature allows authorized users to pre-set specific on/off times for the phones that you choose.
The ENFORCER® can accommodate different schedules for days of the week, dates of the month and year,
as well as holidays, etc. Hours can be set as foliows:

» By phone or group of phones (booking area, living units, infirmary, recreation, etc. may each have
unique operating hours)

e For all phones in the facility

e Unique hours for defined holidays

e Unique hours by day of the week

e Unique hours for specified called numbers

The Phone Schedule option is accessed through the Site Admin tab on The ENFORCER's control bar.
From the Phone Schedule menu, authorized System Administrators may add or modify a Schedule
Group.

Weekly Phone Schedule

Groupname| Day Schedule Edit
Default®®  |Mon-Sun Holl0:00-24:00 Edit.

Trunks Mon-Sun  |no service i Edit... |
Trunks Hol regular service|| Edit. |

Add Schedule to Group  Booking v '| Add |

Weekly Phone Schedule - Add or Edit Groups
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Any authorized user may select the Edit button next to any of the respective group names they wish to
alter. By selecting Edit, the Weekly Phone Schedule for that specific phone group is displayed.

Weekly Phone Schedule

Group Day Schadule Edit
Default®d  ion|7 50-21 42 on all day | cif all day
Defaull  [Tue |0 0021 42 on all dav | off all da
Cefault Ved|7 00-2% ez o all dav | off all da
Cefault Thu |7 52 oir all day | off all day
efaut  [Fr T [ enaicay | off all da
Default Sat or all dav | off all day
Cefault Sun |7 0828 45 on all day | off all day
Cefault Hol |7 00.21 28 or all dav | off all dav | regular serace

Save Charges

Cancel Changes

Weekly Phone Schedule screen

This screen enables users to select what day and time this specific phone group will have service. Users
may select on all day or off all day to toggle operation on a daily basis, or set specific on/off times for a
specific day, as shown in the screen below.
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Weekly Phone Schedule

Groupname Day Schedule Edit

Default@  [Mon-Sun Holl0.00-2400 [ Edit |
Trunks Mon 8001500 | Edit. |
Trunks Tue-Sun no Service |WI
Trunks Hal reqular service |ET]

Add Schedule to Group Baoking ~ l"Ach |

Woeekly Phone Schedule — On/Off Times for a Specific Day
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2. County personnel must be able to manually shut down the system in case of emergency
and must be capable of being enabled by customer, site, phone group and/or
telephone.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® system is
configured to support the automatic and manual cut-off of the inmate phone system by individual phone
or housing unit configurations based on a pre-defined schedule or in the event of an emergency that
requires immediate shutdown of the inmate telephone system.

Phone Shut-Down — Electronic

The ENFORCER® calling platform enables users to shut-down the phones in a variety of ways. To
schedule a phone shut-down, the user fogs in to the ENFORCER and navigates to the Site Admin tab of
the ENFORCER and selects Phone Shutdown.

Investigatar

Phore Schedule
Sarmmis v Sohedule
Fhione Shutdosn
Fhione Dizable

ation Edit

Change Inmate 10

Enralliment Adrmin

Site Admin Tab — Phone Shutdown
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From this tab you will notice two separate options to shut-down the phones. By selecting Phone
Shutdown, The ENFORCER® will display a screen which enables users to schedule a shut-down.

Scheduled Station Shutdown

(e g for maintenance)

Station Group Stations Off Stations On Delete Schedule i Save Changes
ST 5 - Cancel Changes

Scheduled Station Shutdown

Note: This option is typically used in situations where maintenance is to be performed. Users may select
All Stations from the Station Group Column, or select other specified groups.

To shut-down phones immediately and in real-time, the user selects the Phone Disable tab. This will
display a screen from which a single station, multiple stations, or individual calls may be quickly switched
on/off through the workstation Call Status display.

ICS Demo

Beiion: THE ENFORCER" L

Te,ent 230510 3

Globad Monitor Reports 1CS Admin Tools Logout
Numbsrs Phones

Emergency/Temporary Phone Disable

Select one or more siles one or more slalien groups  ¢f cne of mere stations ana then click an action bulten to ag that action to these stalions 1115 ckay
te selecl from multiple columns Hold down Cld kev ard chick on stlems to un-select Cid key also can be used to select multiple ilems (Rea indic ales
statiens (hat are inactive 3

Disable Enable . Cutcff and Disable

Choose Sites: Chooss Station Groups: Choose Stations:
ICS Dema ADSEG LL
ADSEG SUPERKAX.
ALL

AULL

AULR

AURL

AURR

BLL

B ULL

Wake BULR

B URL

BURR

cLassiLL

CLASS ULL
CLASS ULR
CLASS URL
CLASS URR

cLL

STIGTMMOGD >

WwAWIVZEZC R~

Call Status - Emergency/Temporary Phone Disable
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Lhalr g Commais

To take a station offline, an investigator or operator would select the desired station port, and then click
either the Disable button, or the Cutoff and Disable button. The difference between these buttons are
significant as the Disable button will allow a station/phone in-use to complete the call it is processing
before termination; whereas the Cutoff and Disable button immediately terminates the station/phone
regardless whether it is in use or not.

It is important to note that all administrative changes made in The ENFORCER® system occur
instantaneously and in real time, so the time required for this action depends only upon the speed of the
operator.

Phone Shut-Down — Mechanical

Mechanical cut-off switches may be provided as an alternative to
phone shut down using the system workstation. These manual
overrides or “kill switches" are used to quickly turn the telephones
on/off on demand. Multi-phone kill switches will be installed at
N@N@é each control center or as specified by the facility.

$80009¢

Telcom Marketing Group
KS-6100 Kill Switch Box

3. The system shall be password protected to permit only authorized facility personnel
access to the system.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® controls
access to call record data, call recordings, call monitoring, reporting and all other system features by
requiring a unique username and log-in password to initiate a session. Each username is linked to a
customized set of privileges (functions) established by administrators when they granted that user access.
These privileges range from being able to create or modify inmate data to being able to display reports,
playback recordings, etc.

The network is protected by perimeter and secondary firewalls. Access to the WAN network can be
accomplished only by IP addresses registered with the system. Any domain/IP address that is not
registered will be denied access to the system. Our Juniper firewall automatically logs all denied
connection requests. These logs are accessible to ICSolutions' network monitoring staff. Should the
County wish to review these firewall access logs, personnel may contact our Technical Services Center 24 x
7 x 365 to request copies of these logs.
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Tha system must bave tha capability 1o enable and disable uny phoas a3k s facilivy
Trosn By sacurad Inlernel capaids combpuier,

[¥solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. As described in detail in
Requirement #2 above, The ENFORCER® calling platform enables users to shut-down the phones from
the system workstation in a variety of ways. To schedule a phone shut-down, the user logs in to the
ENFORCER and navigates to the Site Admin tab of the ENFORCER® and selects Phone Shutdown.

&
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Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions is proud to offer
Harrison County ICStracking®™, our Officer Check-In service. While many inmate telephone service providers
are now offering similar services, ICSolutions was actually the first in the industry to provide Officer Check-
In services to our clients!

Launched in the summer of 2007, ICStracking*™ offers the ability to capture and record corrections officers'’
location via the inmate telephones using an ID/PIN assigned to the officer. Each officer will use a nearby
inmate telephone to log in to the system and verify that they are working in that part of the facility. The
check-in event is logged by the system as a call record and can be reviewed, reported, or generate an alert
just like any other inmate phone call. There are no charges associated with this feature.

[y

by public
e urial 1

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® platform
is accessible via a secure browser-based graphical user interface (GUI). Investigators or any approved
remote users can access the platform from any internet-capable computer by launching a secure SSL
session (https) to the applicable system URL, which will forward the computer IP address to the perimeter
firewall. If the remote user is using a static IP address, and that IP address is already registered on the
firewall, the user will be granted a secure connection to The ENFORCER® network and prompted to enter
the approved username and password to access The ENFORCER® platform. If the originating IP address is
not registered on the perimeter firewall, the user will be re-directed to a hardened server that will register
the IP address and provide temporary access to The ENFORCER® network.

Additionally, users have the option to install a VPN client on their workstation / laptop that will launch a
secure tunnel through the public internet to The ENFORCER® network, regardless of the originating IP

address. Once connected to The ENFORCER®, users can access all functionality, including downloading
and burning call recordings to one or multiple disks.
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C15. Automated Information Services (AIS)

System must be bilingual for non-English speaking Constituents.

System must use Voice Recognition and Response for interactions.

System must offer inmate-facing applications which provide the distribution of inmate-
related information, which includes but is not limited to charges, court dates, and
bonds

System must offer a constituent-facing application, which provides distribution of
inmate and general facility information, such as court dates, charges, and bonds, in
addition to facility info, visitation policies, ete.

System aliows for two-way voicemall communication between friends and family and
inmates.

System must allow Constituents to fund phone service and trust fund accounts with an
automatic notification to the inmate or inmate application.

System must have the ability to customize settings based on Facility and Constituent
neeads.

W b b

ESolutions Response:
ICSolutions has read, agrees and will comply with Requirements 1 through 7 as stated.

The Attendant IVR (Information Line) for Constituents

At no cost to the County, and with no impact on
commissions or the cost of calling, ICSolutions can
implement an Interactive Voice Response (IVR) system
to provide public and inmate callers with automated
information. This can include basic jail information “The Attendant’ has provided many benefits,
(location, visitation hours, etc.) and, with a JMS ‘ not the least of which is increased efficiency
integration, inmate-specific information (inmate and reduced labor overhead for the Jail. It has
lookup, release dates, upcoming court dates, bond also eliminated public frustration caused by

inquiries, etc.). This inmate lookup feature is available at {apglaistmey ot WeiElexpeiencedliiien
these requests had to be answered manually
no cost to the County.

by Jail staff.” — Captain Shane Barker,
Summit County, Ohio

Client Testimonial

Summit County, OH

Our automated telephone inquiry system, called "The
Attendant,” is designed for detention center staff
members who often find themselves overwhelmed by
phone calls from individuals looking for information
about the jail and specific detainees. Freed from the task of answering multiple inquiries from inmates and
public callers, Jail staff can be more productive.

When integrated with the jail's database, the IVR directs callers to an automated voice response system
that provides up-to-date information on bond inquiries, inmate location and other disposition questions
via touch-tone phone. Freed from the task of answering multiple phone inquiries, jail staff can be more
productive. Inmates will also have access to the system by dialing a speed dial.

More than 80 of our clients had Securus prior to choosing ICSolutions as their ITS provider. Our
clients who want IVR have found The AttendantS™ meets or exceeds their needs.
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The Communticator Paperless Inmate Communications Portal

The Communicator completely eliminates the need for the County to handie and process paper kites. With
our paperless process, inmates can file grievances, request medical/dental appointments, submit PREA or
crime tip reports, or even file complaints about the Inmate Telephone System — all using secure voice
mailboxes on any standard inmate telephone.

O or v Seaih Clea

Last hesh v GQON2CISCO OO OO DLA02017 235939 ilore Search Cnlena
Create Mevw Message
Action Type Inmate CSN Inmate Site | Location BTN or Created Flrst Status
. D Name Created Ustened |
8y
(3 |uotification| 361498 [63158631| FOx, ROBERT | 3681 |HPOD-102-4| jweiand 04,19¢2017 ievar 1
ALAN 14:06
) & |Hotification| 361499 |63198620| FOX, ROBERT | 3681 |HPOD-102-4| iweland | 04/13/2017 Mever ey
ALAN 1415
@ : Matification 361498 |63158605| FOX, ROBERT 3631 |HPOD-102-4| jweland 03/17/2017 Mevar My
ALAN 14:06
» notification 63158480 2inmates iweland 03/14/2017 iever
j 15:13
(®  § |notification| 361498 |63158486| FOX, AGBERT | 3681 |HPOD-102-4| jweland 03/1472017 Nayar 124
ALAH 11:09
(0§ |uotification| 261498 |63158244| FOX, ROBERT | 3681 |HPOD-102-4| jweland 03/06/2017 Hever e
aLA 14:04

The Communicator Message screen

Depending upon the type of inmate report, the appropriate Facility staff will be automatically notified
when an inmate files a new grievance. Using text-to-speech technology, staff can type responses into The
ENFORCER®, and the response will be delivered to a secure voice mailbox for inmate retrieval.

The Communicator is a standard part of The ENFORCER® calling system and is provided &t no cost to the
County, and with no impact on our financial offer.

Inmate Voice Messaging

The Inmate Voice Messaging feature has been incorporated in the ENFORCER platform to allow Called
Party Voice Messaging by those with Prepaid Coilect accounts and a Message of the Day feature to
broadcast notification messages to one or more inmates at a facility.

Inmate Voicemail

ICSolutions can provide inbound inmate voicemail whereby messages may be automatically retrieved by

inmates through the inmate phone system and are available for access by facility personnel for security

purposes. The voicemail system requires the outside party to have an established PrePaid Collect account
t
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The outside party would access the voicemail system by dialing the published toli-free number. Once
connected to the voicemail platform, the outside party will be prompted to enter their PrePaid Collect
account information to confirm availability of funds. If funds are available, the system will prompt the user
to enter the inmate ID, or enter the first 3 letters of the inmate’s last name to retrieve an inmate listing.
The user will select an inmate from the listing and will be able to record a 30-second message.

Message of the Day **

Inmate Voice Messaging can also be used by authorized Jail staff to broadcast messages to one, many, or
all inmates in a correctional facility. The Jail personnel simply types the message into the ENFORCER®,
which then converts the message to synthesized speech and delivers it to the designated inmates’ voice

mailboxes.

Authorized Facility staff can create a "Message of the Day" that is delivered to inmates via inmate phone
during a specified time period. Facility staff can type the message into the ENFORCER®, and the message
is translated to a voice recording using text-to-speech technology; or staff can use traditional voice
recording to record their message. They then enter the time window (start/stop dates and times) during

which the message will be played to inmates.

Any time an inmate picks up any inmate phone during the designated timeframe, he or she will hear the
Message of the Day before call connection. When the message expires, it is no longer played to inmates,
with no further action necessary from Facility staff.

Inmate Id ivpe reme tr supgeetions
Find : M
Shovs message type Al ¥ lh stalys 20 - [_§“h“"’ |
| [ "BTNIos Caillor Crosta FirntlListon Listen ;

Play M5G  Type Ilnmote D  Inmate Name Lowlonc e User Timestomp T Count Status
) Voicemal 00010903 LEMISE pop 0862 011.06.08 15 06 bl 0

SMWERCHEK 4183
~ Notification 00010903 DEMISE POD I biclark 2011.06.07 16 37 Hever 0

SMERCHEK

1o
L) Notification 00(yaRa2EHISE et 2011-06-07 13 42 Mever 0

helark @ 2011.06.07 13:41

L) Voicemal  00( 2011-06-07 13 23 Hever 0

Effectre Monday, June 20, 2011 -asitation hours
will be extended to § 00 pm on Frday Saturday
and Sunday only MNews hawrs sall ramain m effect 2011-05-07 11 37 2011-08-07 13 42 ]
uptil further nolice
close

Volceman

Opens Standard Call Player

Inmate Messaging Screen - Message of the Day text
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The Facility can use the Message of the Day feature to share information with inmates facility-wide.
Additionally, with the Facility's permission, ICSolutions can create messages to inform inmates of new
product rollouts, Facility-approved rate maodifications, or other changes to inmate calling services.

Funding Announcements

The ENFORCER® can automatically notify inmates when funds have been added Lo their Debit calling
account, or to a Prepaid calling account that is tied to a telephone number the inmate has called in the
past. Announcements are automatically generated by The ENFORCER® system and delivered to a secure
voice mailbox that can be accessed only by the designated inmate with the appropriate PIN.

The repoits to the County will coniain 2 variety of call in the County's

eede.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® system
provides centralized reporting capabilities that enable facility users to generate both standard and custom
reports in real-time, with no intervention necessary from the vendor. For additional information, please
refer to our responses to the below requirements.

An authorized ENFORCER® user can generate real-time "ad hoc" reports by defining his/her own query
based on data of interest — allowing instant access to any report the Jail could ever need. Custom search
parameters can then be saved for use again in the future. The search can be saved for just the individual
user who set up the parameters, or globally for use by all authorized users.

Each call attempt results in the creation of a call detail record. The record includes extensive information
about the call that can be queried, including the following:

+ Date of call » Disposition of Call (accepted, denied,
» Start Time of Call incomplete etc.)

¢ End Time of Call e Call Termination Reason

o Call Duration o Call Charges (if accepted)

e Called Number (ANI) e Recording indicator

» Station & TrunkID e Three-way call detect indicator

o PIN (if applicable)

The ENFORCER® has extensive search capabilities which can be used by any user with a valid password
and the appropriate permissions — whether they log in remotely or from an onsite workstation. Call detail
records are stored on the system hard disks for the entire contract duration to provide the facility with
immediate access to historical call information throughout the contract term.

The system also comes preconfigured with an extensive list of standard reports. And, although it's easy to

define your own report parameters in The ENFORCER®, ICSolutions is happy to assist by creating any
new, customized reports that are desired.
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The following screen details the customization options available for call detail reports. Samples of the

most commonly used reports are provided in Attachment [ of this proposal.

THE ENFORCER”
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®Solutions s
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Numbers Phones

Call Details
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Q search  Oex
12642013 Iiore Searck Calena
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Bum  Save  Emal Call Recordings  Share COR - Thange Zolumns Reset sclumes  Expert CCR 1o File Pant

Call Detail Report - Select criteria for custom query

Numerous additional fields are stored within each call
reports and recording searches as shown below:

Call Details
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Select Change Columns to View More Parameters on the Call Detail Results screen
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The screen above shows the basic search fields date and time, Inmate PIN/ID, Called Number, Name, etc.
By clicking Change Columns in the results screen or More Search Criteria in the search screen the user is
provided with an extended list of call recording search options as shown below.

Users can add additional parameters to a call detail query by clicking on More Search Criteria. This will
display a pull-down list or dialog box to define a value or range for the parameter, allowing further
customization options of call detail queries.

Call Details

Q¢ Saarch | Tlear

OROR20 8

More Search Crtesa I

W | Load 41 Save Dalels  Show all
More Search Criteria
Ehutr Jove Emad Col Recordngs 5 -
Gengial
('_)L';mpkat-lorws I CNR
SN A UL I— - =1 e
Diiration Privilaged
Shov: Alerts only | Show DTIF anby
. Salt Zngm
Users can add additional parameters - ~ . .
! il detail der M Site Station Gioup \ Staton 10
o a call detail query under More YT T A S~y —
h 4 eZJ‘ nl Tl Statton Name Tounk IC
Search Criteria to display a pull-
. R play ap Yahdation
down list or dialog box to define a — A :
linpostar { Wtk iathoe)
value or range for the parameter — :
ihing
I
Bithng 10 i Sail Type | Card Number
C IDB Code Tariff Band
Caliza Pary
Localion ; Show 3-Way only
State
Call Details
©  Sseacch  Tiear
Hzte Search Grtera
Jursk Searches e oy Save | Delete  Show Al
— — S — :
| Cail fype: = M | Csii Range: *
| Duration ‘. | End Typa = by
| |
' 1
:I Response Digits ”i !l Cost Rangs ¢ x

U Bum | Save Emant Cail Recordings Share COR Charge Tolumng Reset columng o Export COR (¢ Fiie Pral

Call Detail Report - Select criteria for custom query

Tab 6 — Page 122 - Harrison County, MS



*Solutions

The system must be capable of providing web accessible reai-time and historical
reports with include but are not limited to:

Call activity Reports

Frequently Dialed Number Reports

3-Way Call Attempt Report

Dialed Number by More Than One Inmate Report
Call Volume by Phone Report

©nowy

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® provides
centralized reporting capabilities, allowing users to generate reports immediately and in real time. The
system comes preconfigured with an extensive list of standard reports. Additionally, a facility user can
generate real-time “ad hoc” reports by defining his/her own query based on data of interest — allowing
instant access to any report you could ever need. And, although it's easy to define your own report
parameters in The ENFORCER®, ICSolutions is happy to assist by creating any new, customized reports
that are desired. With The ENFORCER®'s reporting function, authorized users can create any number of
reports to satisfy their needs.

High Volume Users Report

This Report provides a Summary by Site of Inmate ID, Last Name, First Name, Middle Name, Number of
Calls and Minutes. The Threshold can be based on calls or minutes. To create this report, choose the Site
and appropriate Start and End Date. Click either Export or Run to generate the report.

Esa.uﬁo.,; The Enforcer
e e ] e ] P e OO el i el el ) e R

High Volume Users

High Volume User Report screen
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This is an example of the "high volume users” report and is a good indicator for fraudulent activity. It
includes the inmate id, last/first name of inmate, total number of calls and a total count of talk minutes.
Note: A call detail report should be generated for any inmate id's that have high volume activity in
number of calls.

02/04/2008 02:26 - Page |
High Velume Users

) ; Site: Escambia o . )
< Start_Time = 02/01/2008 00:00:00 End_Time = 62/02/2008 23:59:39 Choose_Threshold Basls = Calls
eSolutions Threstvld = ALL

Site Name Tumate 1D Last Name Flrst Name Middle Name Number of Calls  Minutes Couat
Escambia [RARNR) YOUNG MITCHELL 322 R
Escambia 178976 TRUNLLO KEVIN 178 2]
Excambia 140931 SMITH RONALD 174 44
Escambin [3234] RICE OSHANI 160 274
Escambia 181995 POWELL PHILLIP 131 6
Escambia 174657 SCOTT DAVID 130 0
Excambia 107376 MONEIL JOSEPH 143 H
Escambia 062831 FLOYD CARLOS 143 06
E~cambia 170216 CRENSHAW SANMY 142 10

Escumbia 113688 HOWARD STEPHEN 140 45

High Volume Users Report sample

Frequently Called Number Report

The following report is useful in identifying numbers which have been called most frequently. This is useful
in identifying potential unwanted activity. The following is a brief sample of a Frequently Called Number
report.

hfa-oiuiions The Enforcer Fcama Dut .
e Wince Anaiics | Ste AT Selngt Logout
it - ooy w - - - -

Frequently Called Numbers Report

Date Non Feb (th 2004 57 fam o

-

Frequent Called Numbers Report screen

Tab 6 - Page 124 Harrison County, MS



"'iSolutions

[

This is an example of the "frequently called numbers” report and is a good indicator for fraudulent activity.
It includes the called number, name (if applicable), total number of calls and a total count of talk minutes.
Note: A call detail report should be generated for any called numbers that have high volume activity in
number of calls.

02/04/2008 02:36 - Page 1
Frequonrlv Called Numbers Report

¢: Escambia Detention Center
Start_Time = 0./01/’00\ 00:00:00 End_Time = 02/02/2008 23:39:59 Choose_Threshold_Basis = Calls
'SOIUtIOHS Threshold = ALL

Phone Number Nanie Number of Calls — Minutes Count
1-850-291.7956 197 0
083 18 0
[-850-477-53729  BRUCE CAMACHO BAIL BONDS 13 Rt
1-830-438-3680  ASAP BAIL BONDS 84 99
1-830-433-7343 77 29
1-850-418-9720 ' 77 82
1-850-456-9646 Ti 68
1-850-292.9212 70 30
1-830-497-0466 69 199
[-830-456-7499 63 13
1 850-444-9052  SONNY REID BAIL BONDS 66 79

Frequently Called Numbers Report sample
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Three-Way Calling

Authorized users can run reports to display only three-way calls in the Call Info screen in The
ENFORCER®. Alt detected three-way calls are flagged as such in the call detail report. By selecting “Show
3-way only” in the expanded search criteria, users may run reports that specifically show calls where a
three-way event was detected. )

Bﬁ_o - THE ENFORCER Mors Search Criterts

Proras
Completions ; 4N Range (NA
Dwaton i Emil Ty Prrvieged
Show Alerts only . S BT ardy
O seanch
5 Shaton o Stavon |
12312014 21011015 Mora Search Crveria S —uiin STl
Stalion Name: e )
Quitk Searches v Loag Sae  Delete show al -
_- — - — Imposter Vakdaton
I | Show 3-Way only . “II g
Bing ID Call Type Sard Number
Bur  See  Emod Col Recordngs  Share CDR Change Columns  Resal columns  Export COR (5 Fils  Prnt Cost Range LI08 Code Tastl Band
Loy i3% of 132 2ntries Pl Called Par,
+ Pluy Males Sterd Thnss SN Dmate TD Last Mams  Plvoses Wimber Gl Ty Locatan .. Respanse Digis
State Supervsion Type
0170372015 i i1 4 . un e
® 0430807 PIPER Callect higers, % 210 +:00 3300 Shoveed tHormat
® gé{%’ﬁ” EFEVRE Debit Local 903 15:00 36 13 g’l"(mf;l'i' Time limit
410172015 I i Intratata - aK: <al)
® 09:31:31 LEFEVAE Debit et 323 5:00 3373 o wormat
® et LEFEVRE oabit Local 203 1500 3613 Moocal Time tiout %
® AL BALDRIDGE prepaig  [tenats 880 15:00 §5.75 gl Normal

Limit Search Parameters to Display 3-Way Calls Only
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Call Volume by Telephone

The ENFORCER®'s ad-hoc reporting feature allows authorized facility user to create customized reports at
any time, including Call Volume by Telephone. This information is also included in your monthly

commission report.

UL 2EL2 L3 38 g
Starion Activiry
e Site Couaty Jad
=Solutions Start_Time = 0111 2012 00:00 End_Tiwe = 01 11 1013 13-50
Stanon Accepr Rev
Stte Nawme Porr Sranon Name Actemnpt Cail:  Accept €all: Calls Rev Mun: Rev Amnt
B L £ 485
7 4 4 1800
i 3 4 1532
s x 2
13 & 3 O
i ¥ 1345
3 3 o
3 i i 448
G 1 i 14 4 7%
3 E 1 : 433
3 A A
- 1] 0 z o
s s 9 1] o
) = D
S i i = & 7 00
W Wall G 5 G .09
SPVROFFICE - EXNTOLL o o 042
Toral 32 4 <5 341 34039

In addition, samples

Harrison County, MS

of the most commonly used reports are provided in this proposal as Attachment .
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3. The system must be capable of providing other detailed reports which include byt are
not limited to:

Phone Location of originating call

Time of call

Telephone numbsr called

Most frequently zalled numbers

Length of call

TIdentify numbers called from a specific telephone
Identify telephone numbers called by a specific inmate

e*papgw

ESo!utions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® system
offers an extensive list of standard and query based reporting options to fit every administrative and
investigative need. The following is a list of the standard reports available on the system. Custom reports
can also be generated using the query-based call record function. Samples of the most commonly used
reports are provided in Attachment D of this proposal.

Additionally, The ENFORCER® platform offers great flexibility and convenience with regard to remote
access for investigators and law enforcement agencies. Multiple investigators can access the system
remotely at the same time without impacting on-going system operations or performance. While
connected, users may monitor live conversations, access recordings, search system data and generate
reports as though they were on-site. This capability facilitates cooperative investigations among law
enforcement and corrections agencies.

The following is a list of the standard reports available on The ENFORCER®. Samples of the most
commonly used reports are provided in Attachment D of this proposal.

Report Name Description

Provides a listing by inmate name of all “admin setup only” (60-second
free) calls made during a user-specified date range. For each call, the
report provides the inmate ID, inmate name, facility name, called
number, and called start time. 2
Provides counts for attorney phone numbers in the ENFORCER global
number list. For attorneys that have been approved, rejected, or are
pending approval, the report provides a quantity, percent of total, and
| total quantity of attorney phone numbers in ENFORCER.

Provides a list of all inmates for which a requested registration of an
attorney phone number has been denied by administrative personnel at
Attorney Registration Rejects the site. This assists the site in determining inmates who may be
fraudulently attempting to set up a non-recorded call to a number that
is actually not to an attorney's office.

Provides detailed information pertaining to called numbers including
billed start time, dialed number, site called from, whether the call was
recorded, cost of call, call type (payment method), tariff type, duration
Cali Detail of call, alerts assigned, cost of call, inmate ID, and inmate last name.
Searches can be performed by site location, a particular number, inmate
id, connected only, completion code, tariff type, 3-way events, call type,
alerts, and date range.

Admin Setup Only

Attorney Registration Status
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Report Name Description

Provides a summary of calls by call type, completion code, and call
count. The report can be requested by site name or for all sites for a
user-specified date range.

Call Record Statistics

Debit Balance

Shows the balance in the debit account for each inmate who has set up
a debit account to pay for phone calls. For each account, the report lists
the site name, inmate ID, inmate name, account number, call number,
inmate status (active/inactive), and account balance. The report can be
requested by site, inmate status, and balance amount (negative,
positive, non-zero). Also, the report can be sorted by inmate ID, inmate
name, or site.

Debit Statement

Shows all transactions for debit card and PIN-based debit including a
beginning and ending balance, cost and duration of calls, and deposits
made to an inmate’'s account.

Debit Activity

Shows all deposits, transactions, refunds, and closing balance for all
debit accounts for inmates

Debit Transaction

Provides a reconciliation record for all debit transactions for an Inmate
ID for a user-specified date range

Frequently Used PANs
Summary

Lists, by called number, all numbers that reside in an inmate PAN list
that have been called a high number of times. Beginning with the most
frequently-called number, the report lists the called number, called
party, number of instances (calls), and the number of sites from which
the number has been catled.

Frequently Used PANs Detail

Provides a list by called number of all inmates who frequently have
called a PAN. The report lists the called number, called party, the inmate
ID and name of each inmate who called the number, and the site from
which the inmate made the call.

Frequently Called Numbers

Provides the total number of calls and total minutes of talk time to a
specific called phone number. The report can be generated by site or
threshold type (quantity of calls or total minutes). Results are listed by
phone number, called party name, number of cails, and minutes.

Global Number

Provides a detailed report for all parameters that are found in the Global
Number Table. This report can generate items such as all blocked
numbers, all free numbers, all do not record (attorney) numbers, all
notes, random note text searches, and all alerts.

Global Number History

Provides historical records of all changes made to ANI phone number to
include an audit trail for users who made the changes

Inmate Alerts

Lists all alerts that have been activated for each inmate. The report lists
site name, inmate ID, inmate name (last, first, middle), phone number,
name associated with the called number, and phone number/email
address for each alert type that has been set up.

Inmate PANs

Provides a PAN (personal allowed number) list for the inmate. The
report also includes any restrictions associated with a PAN (blocks, free
call, do not record, passive mode). A listing can be printed for an
individual inmate as well as for all inmates.

Harrison County, MS
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Report Name

Inmate Status

Number Alerts

PIN Fraud

Prepaid Balance Summary

Description
Provides a listing of inmate IDs, passcodes, inmate account status
(active/inactive), site and location, the current number of PANs being
used and allowed, and any associated notes. The report can be
generated for a specific inmate or all inmates, and can be sorted by
inmate active/inactive status.

| been set up.

Lists all alerts that have been activated for a called phone number. The
report lists site name, phone number, name associated with the called
number, and phone number/email address for each alert type that has

Provides a listing of each call on which an inmate attempted to use an
incorrect PIN., For each call, the report lists the site, CSN, station ID,
station name, inmate name, inmate ID, passcode, the PIN number
attempted in the CDR, the actual PIN, and extra digits.

Provides account (phone numbers) for all called numbers that have an
established prepaid Account. The report includes the project number,
billing ID, account/phone number, balance, and current status of
active/non-active.

Recording Access

Provides a listing of all call records that have been listened to during a
user-specified date range. The report lists the user ID of the person who
listened to the call, the CSN, inmate ID and name of the inmate who
made the call, called number, and date the user listened to the call
record.,

Revenue

Revenue Summary

| calendar month either in PDF, Excel, or CSV format.

Provides call counts, durations, billed minutes, revenue and revenue
percentage for each call type, grouped by account (payment) type. The
report can be requested by specific site or for all sites for any previous
For each site defined to ENFORCER, provides revenue summary
information including facility name, number of call attempts, number of
completed calls, total minutes, and revenue percentage. For all these
categories, the report also provides month-to-date data.

Station Activity

Station Group Privileges

Provides a summary of all calls made for a user-specified date range.
The report can be generated by site. Results are listed by site name,
station (phone) port, station (phone) name, attempted calls, accepted
calls, accepted revenue calls, revenue minutes, and revenue amount.

Provides a listing of station groups (phones) that are assigned to
specific inmates (i.e., phones from which inmates are allowed to make
calls). The system default is to assign Inmates to use all station groups
unless specific assignments were made by the user. - -

Inmate Suspensions

Provides a listing of all inmate suspensions. The repoit lists site name,
inmate ID, inmate name (first, middle, last), whether the suspension is
full or partial, start/end date/time, and user notes (usually a description
of the reason for suspension).

Trunk Usage

Provides a summary of all calls that have been dialed and connected to
the network by trunk. The summary is defined by site name, trunk, out-
dialed Calls, accepted calls, and the percentage of accepted calls.

Volume Users

rovides a summary of high telephone volume usage by inmates. The
report can be generated by site or threshold type (quantity of calls or
total minutes). Results are listed by site name, inmate ID, inmate name
{fast, first, middle), number of calls, and minutes count (total minutes).
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4, Vendor shall attach sampies of their reports.

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. Samples of the most
commonly used reports are provided in Attachment D of this proposal.

5. The system shall have the ability to export reports in Excel, Adobe, and comma
separated formats.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. From any Call Detail Report,
authorized facility users may quickly and easily export or download call recordings and call data in
standard file formats. All reports are available in PDF and CSV outputs, which can be exported to Excel.

7. Vendor shall provide a secure access to all reports and calling activity within the facility
via the internet/web.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Authorized users may log in
to The ENFORCER® to gain access to call record data, call recordings, call monitoring and reporting. The
ENFORCER® platform is accessible via a secure browser-based graphical user interface (GUI). Security
clearance to gain access to call record data, call recordings, call monitoring and reporting is available via
the internet and managed through a series of usernames, passwords and account privileges in The
ENFORCER® system. When the browser based GUI is launched, the user must "login” (see following
example) to the system with a valid username and password.

=Solutions

Advanced Techinology

Enter Username and Password for: County Jail

Username

Password
@

iV 2 040}

ENFORCER® Login Screen
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Investigators or any approved remote users can access the platform from any internet-capable
computer by launching a secure SSL session (https) to the applicable system URL, which will forward the
computer IP address to the perimeter firewall. If the remote user is using a static IP address, and that IP
address is already registered on the firewall, the user will be granled a secuie connection lo The
ENFORCER® network and prompted to enter the approved username and password to access The
FNFORCFR® platfarm Tf the ariginating TP address is nat registered on the perimeter firewall, the user will
be re-directed to a hardened server that will register the IP address and provide temporary access to The
ENFORCER® network.

Additionally, users have the option to install a VPN client on their workstation / laptop that will launch a
secure tunnel through the public internet to The ENFORCER® network, regardless of the originating IP

address. Once connected to The ENFORCER®, users can access all functionality, including downloading
and burning call recordings to one or multiple disks.

In addition, each commission check will be accompanied by a Commission Report which summarizes the
total collect, prepaid collect and debit call activity for the applicable month. The monthly commission report
covers the number of days for that month. For example, August has 31 days, so the commission report for
August would cover the 1st through the 31st, whereas September has only 30 days, so the commission
report for September would cover the 1st through the 30th. Additional monthly reports can be provided
upon request, or authorized facility users may generate reports at any time by logging into The ENFORCER®
on the system workstation provided. A sample commission report is provided in Exhibit C.

e T an mny wry B3 g S cay g e ST v A ¢
47, Complimantary Sguinme

ESolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions is proposing a
completely turnkey inmate phone system, which includes all systems, telephones, software, and peripheral
hardware; and installation, maintenance and service of the proposed system. This level of support is part
of our turn-key proposal to each customer. As such, there will be no cost whatsoever to the County for
this service.

5

orovida pnon-coln, inmaie tiepnonss comno
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[ésolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Every part of ICSolutions
proposed system is designed for and in use at correctional facilities across the country. All proposed
phones are constructed of heavy gauge steel, with shockproof keypads that includes a shatterproof
Lexan handset and have no removable parts. All handset cords will be armored and have a poly-coated
steel lanyard, which can withstand a minimum 1000 foot-pounds of pull power. Tamper-preventive
security screws will be used on all telephones to guard against potential vandalism.
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e lexan handsets

e Factory Sealed with no removable parts

o Hearing Aid compatible (ELA. Standard RS504 compliant)
e Poly-coated armored handset cords

e Armored steel handset cord

e Optional handset cord lengths (12", 18" or 32" or custom)
e Built-in Confidencer to minimize background noise

s Sealed Housing protects unit from moisture

s  Optional external voiume controi

o Heavy duty chrome keypad

fu”ﬂ& wik

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
operated through an easy-to-use browser-based GUI (graphical User Interface). Anyone with a password
and log-in ID granted by County administrators can access the system from any computer running a
modern browser as if they were opening a website. Although ICSolutions’ offer includes a workstation for
use by the County, no additional PCs are required.

5§18 RS-
Al Ve

|I!Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. All proposed equipment is
approved and currently in use at correctional facilities across the United States.
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5, The proposed equipmant and system shail be scalable to meet the County’s growing
needs,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Given its modular
architecture, The ENFORCER® can easily accommodate expansions to the inmate population. ICSolutions
will work with the County to accommodate expansions to the phone system consistent with expansions to
the inmate population. If, at any point, the County plans to expand the jail or requests additional phones,
ICSolutions can add additional phones at any time by simply expanding the Adtran gateways installed at
the sites. Additional network capacity requires approximately 30 days’ notice for the LEC to deliver
additional bandwidth but does not require any system downtime.

6. Vendor equipment shall include backup power in the event of temporary ioss of
commercial power,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
delivered with a 2.2 KVA rated uninterruptible power supply (UPS) unit. In the event of a commercial
power outage, the inmate phones and The ENFORCER® system will continue to operate for up to 1 hour
in the absence of commercial power. ICSolutions also deploys line protection to further shield the system,
phones and lines from lightning and power surges.

ICSolutions’ network monitoring software is in constant communication with each ENFORCER® UPS. Our
UPS Monitor (UPSMon) software continually monitors the status, utility voltage, battery capacity,
remaining run-time and UPS Load of every ENFORCER® installed nationwide. The software runes
24/7/365 and automatically sends an email alert to ICSolutions' 24 hour technical support team anytime
there is a loss of utility power of any duration, to any ENFORCER® unit. Most utility power interruptions
are very brief. The UPS controlling software also performs a data-save and graceful shut-down of the
affected system one minute before primary battery power is exhausted.

In addition to running continuous, automated analyses; ICSolutions technicians can view the status of all
UPS units in service at any time from our NOC.

UPSMON - All Systems Status
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They can also pull up details including histories of all power fluctuations and disturbances to drill down
and diagnose oddities in network usage and performance:

T mcknmo1 UPS Status

Mon Aug 16 10:46:06 MDT 2010 Battery Capacity v Run Time Remaining v UFS Laad v
100 55 125
Nonitoring: mcknmO1l.1csolutions.com
UPS Model: Smart-UP3 1500 RM
UPS Mame: mcknm0l.icsolutions.com 30 a9 100
APCUPSD: Verszion NHot found U
Scatus: OMLINE
60 33 5
Last UP3 Self Test: NO
Last Test Date: Not found
40 22 50
Jrilicy Volrage: 118.0 VAC 20 11 25
Line Minimum: Not Ifound VAC
Line Maximum: Not found VAC
Output Freg: 60.0 Hz
0 0 0
UPS Temp: 37.8 'C v 100.0 % 54.0 mins 25.3 %
Recent Events
Fri Aug 13 04:49:42 MDT 2010 apcupsd 3.14.7 (1 August 2009) redhat 3tarbup succeeded A
Fri Aug 13 04:47:27 MDT 2010 apcupsd shutdown succeeded
Fri Aug 13 04:47:27 HDT 2010 apcupsd exiting, signal 15
Thu Aug 12 10:43:52 MDT 2010 .apcupsd 3.14.7 (1 August 2009) redhac ztactup succeeded
Thu Aug 12 10:41:10 MDT 2010 apcupsd exicing, signal 1§

Thu Aug 12

10:41:01 MDT 2910

UPs Séif Test complered: Batctery OK

UPSMon Detail - View System Details

In the unlikely event of a power failure at the primary data center, failover call processing will
automatically occur at the secondary data center. Because of this call processing redundancy in
geographically separate data centers, ICSolutions can guarantee 99.999% system uptime for the
County's ENFORCER® calling system.

Critical system data and call recordings are also stored in both the primary and secondary data center —
providing an additional layer of redundancy to protect the County from any possibility of data loss.

Harrison County,

MS
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7. Desciibe your systems ability to allow authorized user access to system User Utilities
from any Windows 7 based PC that has access to the internel.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® is
operated through an easy-to-use browser-based GUI (graphical User Interface). Anyone with a password
and log-in ID granted by County administrators can access the system from any computer running a
modern browser, including computers running Windows XP and later versions, as if they were
opening a website. The ENFORCER® provides flexible and convenient remote access for investigators.
Multiple investigators can access the system remotely at the same time without impacting on-going
system operations or performance. While connected, users may monitor live conversations, access
recordings, search system data and generate reports as though they were onsite. This facilitates
cooperative investigations among law enforcement and corrections agencies.

C18. Visitation Phone Monitoring and Recording

1. Vendor will provide details of the proposed visitation live call phone recording %
monitoring system. This detail shall inciude but not be fimited to the name of the
manufacturer/vendor used, if service and equipment are not provided directly by
Vendor, scheduling software, user interface, control/administrator interface,
integration requirements and remole network capabilities,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. At no cost to the County,
ICSolutions will provide monitoring and recording of visitation phones. We have described our solution in
detail below.

When visitation phone monitoring and recording is enabled, the visitation telephones are a part of The
ENFORCER® platform, just like the standard inmate telephones. The visitation phones are wired to The
ENFORCER® calling system and subject to the same administrative and investigative tools and controls.
We also install brand new visitation phones, with a keypad on the inmate side for PIN entry.

2. System should be integrated with inmate calling system

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions will provide a
completely turnkey visitation phone system that is fully integrated with The ENFORCER.
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3. System should include anti-tamper screws on a stainless steel wall plate, spiral-sound
stainless stesl armored cable, and anti-tamper transmitter/receiver installed in a small
encasement.

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions is proposing
two phone types to meet the visitation phone requirement.

The phones used will be Wintel 7429VST on the visitor
side and the Wintel 7005SS on the inmate side. Both
are stainless steel miniphones, but the 7005SS has a

-

keypad for the inmate to enter their PIN during the /
set-up for the conversation for call tracking, 4
\ | monitoring and recording purposes. ( ,,
| ' \I L’/.
Wintel 70055S Wintel 7429VST
(inmate side) (visitor side)

All proposed phones are constructed of heavy gauge steel, with shockproof keypads that includes a
shatterproof Lexan handset and have no removable parts. All handset cords will be armored and have a
poly-coated steel lanyard, which can withstand a minimum 1000 foot-pounds of pull power. Tamper-
preventive security screws will be used on all telephones to guard against potential vandalism.

4, System must have the ability to record all visitation conversations, or if PINs are
applied be able to record specific conversations.

ﬁSolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The call recording system
will operate and interface with the visitation telephone instruments the same as the inmate phones.
Tracking will be accomplished by inmate PIN, as the inmate will be prompted to enter their inmate PIN at
the beginning of the call.

The ENFORCER® system offers fully integrated digital recording capability with the option to record every
call or to track only those phones designated for recording. Call recordings are digitally stored on an array
of secure hard disks and will be available to the facility for immediate access throughout the contract
duration.
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The system has extensive search capabilities for Investigators. Call recordings can be retrieved based on:

s Inmate PIN/ID
¢ Date Range

= Called Number
o Facility

» Inmate Station

« Living Unit (building, cell block, etc.)
» Call Completion Type

s Call Bill Type

All visitation telephone stations will be connected to The ENFORCER® call processor and will have full
recording and monitoring capability, with the exception of privileged attorney calls as required by the

facility.

"'.5 olutions

THE ENFORCER"

Ll
ape

Launty
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at0z20ta 00 T f 1o Baarg =1) arch
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Zwes Galp Locally |
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Once the operator has gained access to this display with the proper password and privileges, the
monitoring operation can be activated. The operator simply clicks on a call in progress, or telephone

station port, and the
workstation speakers

system begins streaming the audio to the workstation and plays through the
or attached headset.

% ICSPlayer
- -
[#Solutions
Field info
C5N 3673979
Date/Time  2010-03-10 10:0..,
Inmate 10 000404409
Inmate Na... [RaN D MUNK
Dialed Nui.. 172732646032
Station Na... 4412
Header Le... 35.0
1 | » ]F Goto, ] Mute TimefTotal: I

TJioop Playbact

[ te? Inmate Waveform 46,666/1331.154

U s called Party Waveform  viaw (precent):

v
K

50% ° 1 125% ¢ 100% 7%} 75% 100,000 A
| | | E—TT A 2 TRee— Recording List 1
| (add)(Rarmove.) Edt) |Beain Somt){ End Samt (Cleac Samt! | _Add Recuidon ) Remeve Becordmn)  (Seve all..) |
.| Time (Sec) Comment CSHN Date/Time Inmate ID Inmate Name Dialed M... |
| | 35.000 End of audic header 3673979 2010-03-10 10:0... 000404409 IRAN D MUNKN 17273264
|| 4414961 Evidence

>

¢!
fSloppea. 8000hz, 2 channel(s’ C:\Documents and Settingsiuser00Wy Documents‘\DeskioplhcalN3673979_000404409_03-10-2010 _ _Ii
wonae T Search COHs |
!‘T:‘C'é‘_ at b
L5t fame N i

Tt

Trork 10

M Secs

End Type

Database Inquires can be
made by using the
ENFORCER Call Info Tab.

\

Specific Criteria can be
selected from the list to help
' _harrow down your searches )/

‘v Showm 3 Way ondy
Show DTME ondy
= - Show Abarty ondy
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Bility o monivor llve convarsations.

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. Call monitoring is accessed

through the Call Status tab of The ENFORCER's GUL The authorized user selects a station or trunk to
monitor with a click of the mouse, and then clicks the Connect button. This function is silent and
undetectable by either the inmate or called party. Multiple monitoring sessions can occur at the same
time without any impact to ongoing call processing or recording.

‘Dilplnf of Calls in Progress ¥1.034 EM
Phones * projects « Map -
Selecl Show Connect
Prajecl  Mevada DOC v 155 Talking 5ins Gales Locallme v
3ite  WSCC, Warm Springs Correclional Ce v Allphones e
Group:  All Stations v
t Listen
Stalus| Stalion ] Nurnber | Min [ Cosll Inmatg no I_Name Alell
rec 1A 1-775-846-1035 45 195 0059051 HUTCHINS, WMATT Comment
Stations will be labhaled the systam so that Alarm O
mnvest i 1lls as catis fron
] l ] ]
IH Cutofl
Disable
Enable
Print.
Close
v
Jun 14, 2011 8:59:18 AM GMT-05:00

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. The visitation is modular

and expandable. ICSolutions can add additional phones at any time. Software upgrades will be performed
in the same manner for visitation phones as inmate phones. Whenever an upgrade and/or enhancement
to The ENFORCER® finishes testing and is ready for wide release, the County will be notified of the new
release updates and provided documentation of the features and functions of the new software. New
software releases and enhancements are distributed through an IP connection, with no need for any
onsite disruption. Enhancements and upgrades to The ENFORCER® are predominantly driven by market

demand and specific client requests.
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7. Call details records must be stored of each visitation conversation.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The call recording system
will operate and interface with the visitation telephone instruments the same as the inmate phones.
Tracking will be accomplished by inmate PIN, as the inmate will be prompted to enter their inmate PIN at
the beginning of the call. Each call attempt results in the creation of a call detail record. The record
includes extensive information about the call, including the following:

s Date of call

e Start Time of Call

¢ End Time of Call

¢ Call Duration

e Station & Trunk ID

e PIN (if applicable)

e Recording indicator

e Three-way call detect indicator

Call detail records are stored for the entire contract duration to provide the facility with immediate
access to historical call information throughout the contract term.

All information included in the call detail record may be queried in The ENFORCER® to create an
extensive list of custom reports. Call detail records are stored for the entire contract duration to provide
the facility with immediate access to historical call information throughout the contract term.

Call Detail Report

Choose Site. Al v
Phone Number:
Inmate ID .
Choose Call Connected: Al v

| Date: Fri Feb 11th. 2011 05:34pm Choose Completion Code: ' 4ll v
— Choose Tariff Type Al v
|Exﬂ| |Rﬂ| Choose 3Way Events: . No Filter v
Choose Call Type - Al v
Choose Alerts  No Filter v
Start Time 02/11/20110000 7

End Time  ,02/11/2011 23 59 9

Enter any parameters and click RUN

Call Detail Records - Select criteria for custom query
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The ENFORCER® keeps a full data dictionary on each call attempt. After entering the parameters in the
Call Detail Report screen, the search results appear:
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Call Info - Search Calls - Standard Results screen

must have the ability to specify

i
(A RLWE

phones, which conversations wil
Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. All visitation telephone
stations will be connected to The ENFORCER® call processor and will have full recording and monitoring
capability, with the exception of privileged attorney calls as required by the facility. The facility can specify

which visitation phones are not recorded.

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. Visitation recording can be
disabled by an authorized user in real time by logging in to The ENFORCER.
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190, System must continue o allow visitation calls even in the avent the call platform goss
down

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The visitation phone pairs
are connected to the centralized call processing equipment utilizing the Adtran 924e IP Gateway. The
Adtran gateway is configured with a separate dedicated port for both the inmate side and the visitor side
of the visitation phone pair. In the unlikely event that the centralized platform is unavailable (complete
carrier outage) the Adtran gateway will detect the absence of a network and immediately fail over to a
secondary internal route that will directly connect the inmate visitation port to its paired visitor port. When
this configuration is triggered, the visitation session can continue; however, there will be no recording of
the session.

The centralized ENFORCER® is designed with a distributed processing architecture to minimize the risk of
system failure and reduce the risk that any single component could result in a complete system outage,
data loss, or inaccessibility of data. The most susceptible components are equipped with internal
redundancy and/or hot swappable spares (hard disks, cooling fans, power supplies) to ensure minimal risk
of service affecting failure and reduced time to repair. ICSolutions builds each ENFORCER® utilizing
Enterprise grade components which provide the highest level of performance and reliability. The Quality
Standard for The ENFORCER® is 99.999% system availability.

id, System must alicw multiple visitors o visit with a single inmate

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The visitation phone pairs
are connected to the centralized call processing equipment utilizing the Adtran 924e IP Gateway. The
Adtran gateway is configured with a separate dedicated port for both the inmate side and the visitor side
of the visitation phone pair. This configuration will support multiple handsets on the visitor side.

1z, Sysizm should allow visitalion communication to continua in the event the main
inmate teleplmns sysiem is shut down,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® system is
configured to support cut-off of the inmate phone system by individual phone or housing unit
configurations in the event of a riot or lockdown, or any other incident that requires emergency shutdown
of the inmate telephone system. The ENFORCER® will be configured to group visitation phones so that a
user can select inmate phones for system shutdown, while excluding visitation phones.
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C19. Voice Biometrics

1 Tha system should offer inmate voice biomeatric technology and associated reporting,
that validates identity based on the inmate PIN and / or recording, prioy to connecting
the call,

The system will provide biometric voice identification technoiogy to enroll, validate,
monitor, and continuocusly identify all inmates speaking on the phone,

el

3. The system will provide continuous, real time identification of inmates speaking on a
call, and continuous voice analysis for the entire duration of the call.

4. The system will display a numerical confidence rating of the actual identity of ail
inmates whose voices are detected on each call, whether the PIN owner or not.

Soiutions Response:
ICSolutions has read, agrees, and will comply with Requirements 1 through 4 in Section C19 as stated.

Latest Voice Biometric Technology

In addition to using PINs for fraud prevention, ICSolutions provides the latest voice biometric technology
to cover all aspects of the call and enable investigator case management, including The Verifier pre-call
biometric identity verification, Imposter real-time continuous voice detection and imposter
identification, and Argus Echo case management and post-cali voice analysis of both the inmate and
called party. With Argus, the DOC investigators will be able to download recordings at the same quick
speed as they can in The ENFORCER®.

The Verifier™"

At no cost to the State, ICSolutions will install The ENFORCER®'s Verifier’™ real-time inmate voice
verification module. The Verifier™ matches an inmate's "voice print” created during the booking or
intake process with his/her voice when initiating a phone call. The Verifier’™™ requires each inmate to speak
a phrase prior to placing a call to an outside party. In order for the inmate to place the call, the inmate’s

spoken voice must match a “model” of a voice print stored in The ENFORCER®.

The Verifier™ utilizes self-enrollment technology, whereby The ENFORCER® prompts the inmate to
repeat certain phrases to build the voice model for each inmate. Self-Enrollment saves the facility the
step of having the entire inmate population enroll their voices manually upon deployment of The
VerifiersM.
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The following standard reports for The Verifier’™ are available on-demand through The ENFORCER®:

o Enrollment Status - provides a listing of the Enrollment Status of all inmates by facility. The
report displays the Facility, Inmate ID, Inmate Name, Location, number of times enroliment
passed, overall pass rate, number of times enrollment failed, last call placed, enroliment date, and
the enrollment status (enrolled, not enrolled, or enroliment is disabled). The report can be run for
one or all facilities and filtered according to Enrollment Status.

e Verification Activity — provides a listing of the Verification Activity for call attempts and
completions. Every call detail record includes a completion code that indicates whether a
voiceprint has passed or failed. The report displays Call Start, Inmate ID, Inmate Last Name,
Dialed Number, and completion code. The report can be run for one or all facilities according to a
specified date range.

These features are built right in to The ENFORCER® platform, offering the State a voice biometric tool
that does not require separate software.

The Imposter

The Imposter module provides comprehensive, real-time continuous voice detection and imposter
identification and related analysis capabilities that enable you to reduce and/or control fraudulent calling
activity by inmates. For example, when an inmate places a call on behalf of another inmate and hands the
phone off after the call has connected, The Imposter will identify and log the event for real-time and future
use by an ENFORCER® user.

The Imposter leverages the same inmate voice enroliment recordings (voice prints) required at facilities
that use The ENFORCER® voice verification module, The Verifier. For all calls placed by inmates at the
facility, The Imposter module compares stored inmate voice enrollment recordings to voices on live calls to
detect any voice mismatch(es), identifying potential “imposters” on the call.

And, because the detection occurs in real time, an alert can be sent to interested investigators while
the call is still in progress.
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When fraudulent activity is suspected on an inmate call, The Imposter Detector’s "imposter detected” icon
+ will display in two places in The ENFORCER®, which when clicked triggers the Web Player to open with
detailed "suspected imposter” information for user retrieval and analysis. These places include

e The Observer live call monitoring screen while the call is in progress
e The saved call record for the call after the call is completed
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Determination tocation
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Imposter Identification on the Web Player
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Imposter Events Overview

The following table provides an overview of the events that take place when the possibility of imposter
activity is detected on an inmate call. In this table, the rightmost column describes the actions available to
an authorized user to analyze and save information about imposter activity on a call.

Call Event What The Imposter Available User Actions
Detector Does
Possible Posts ' icon in the In The Observer live call monitoring window:
imposter Action column on the s Open The Observer to locate the call in progress
s line item for the callin |4 Click & to monitor (listen to) the cali in progress

detected on an
inmate call in

The Observer live call
monitoring window while

s Option to terminate call if imposter activity is
suspected or confirmed

progress the call is in progress
e Call completed Posts ' in the Action In the Call Records search function:
normally column on the call record » Retrieve call record using ENFORCER® Cal/
OR (identifiable by unique CSN) Records search, in one of three ways:

after the call is completed or
terminated

¢ Call terminated by
monitoring user (if
imposter
suspected)

e Click =

> Search by inmate (inmate ID or name)

» Search by CSN (if known)

> Limit search by Validation type = Imposter
located behind More Search Criteria button
on Call Records search screen

in the Action column on the call record to

open the Web Player window

¢ Call record saved
for call

Posts detailed imposter
analytics for the call
recording to the Web
Player window

In The Web Player window for the call recording:

» Listen to offsets in call where imposter activity is
suspected

e Play back voice prints for any or all suspected

imposters to manually compare voice prints with
offsets for suspected imposters in the recording

s |dentify and save the identity of the actual imposter
or imposters (if applicable)

¢ Annotate the imposter dialog with a “verdict”
(imposter detected or not detected)

Suspected Imposter Call in The Observer Window

R ol 5 . g I L - 5
If suspected imposter activity is detected on a call in progress, the “imposter detected” * icon displays
immediately on The Observer screen in the Action column.
The Observer
Pauss Sammant i Cutoff | Disabis Snew Map !
Al Azt v All Statians v Agency #rme vV Changs Columns
Offhook:38  Talking:28  alert:D  DNR: L
Actlon Stwotus I_sutluu 10 Statlon Number L] Cot inrmata Name Host Alert csn
il =—— =3O = -

';__-' it Language 3104 Q-1 0:90 $0.00 cen0o none 72717843

_c _ri -l___ Talking 10122 8-9 LEFT 1-512-760-1729] 2:03 50.63 19120063 | Lane, Michael | cenvd none |72717825

E:__' 5 Talking 9197 AR 1-422-269-5992( 2:24 50.63 I Lamabart, Dustin cenl7 none |72717824

_l?_ ¥ Talking 3112 2:55 2053 14133970 | faclucano, VWilliam cends nmate |7271728720

[ Talking 10114 R-4 1:312:783-94982] 3:42 50.8% 1) 0 , Scott. Stefanie cen4 none 72717811

CUE | raming | 20 | c2  |i-5iz-552-9867] vids [ s210 [asiosior [ comesisatn | cents | none [roriszsel
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On a line item where = displays for a call in progress, you can click  in the Action column to open and

the listen to the live call. When you click > . an "abbreviated” disptay of the Web Player opens and begins
real-time playback of the conversation.

Argus Echo™

As an added bonus, ICSolutions is also pleased to offer the optional Argus Echo voice biometric product.
Echo provides a number of additional benefits, including:

e Echo provides for continuous voice identification, providing the investigators not only
verification of whom is speaking but also the identity of the inmates.

¢ Echo DOES NOT require supervised enrollment. Prints are automatically created and
continuously improved delivering the highest accuracy possible.

o Echo is able to create voice prints on request. This is a powerful tool to have when a suspect is not
an inmate and is using many different phone numbers. Once the print is created, the voice can be
searched through historical calls so investigators can listen to and extract potential intelligence.

e Echo is not only able to identify PIN sharing but also the identity of the PIN accomplice allowing
investigators to focus their investigative efforts.

¢ Queries can be run on the database by voice, identifying all the calls in which a targeted inmate
may have spoken on. In addition, a voice of a targeted NON-INMATE can also be run against
the database given investigators unparalleled intelligence gathering tools.

o Inthe event that Echo cannot positively identify the identity of an impostor, the system will stili
notify that the speaker was not the owner of the PIN.

ECHO Features:

Echo was designed and developed from the ground up by investigators for investigators providing tools
and processes that no other biometric processing system can match.

¢ Automatic Print Enrollment: Echo requires NO human intervention or assistance from Agency
staff in the creation of its Biometric Voice Print (BVPs). The system uses proprietary processes to
create BVPs from recordings. ECHO's voice prints can also be set to continuously improve,
ensuring that the BVP is of the highest quality at all times.

¢ Create Voice Prints on Request: Investigators can also request the creation of BVPs for subjects
under investigation.

o Built in Custom Player: Echo's player is web based and does not require any additional software
to run. It was designed specifically for investigators with the ability to:

Isolate tracks {combined, inmate, and civilian)

Make notes in each track

Speed up track play

Show Whisper™: Ability to highlight sections of the recording where the voice dropped

below a certain percentage. Likely revealing an attempt to pass illicit information in hush

tones.

O

o O O
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o Remove Silence: Ability to remove silence (dead space, no speaker talking) of a call for
speedier playback.

» Drill Down Reporting™: Echo’s charts allow the investigator to quickly find the information they
are looking by "Drilling Down" on each category to the level of interest. Charts provided include,
but are not limited to, the following information:

o Events of interest: PIN sharing and multi-speaker inmate calls

o PIN abuse by inmate

o Results system wide (or specific to a facility or other physical location)
o Ability to scheduie reports to be deiivered at a specified time frame

Repzrts > PN Abuse by inimale

PIN Ahuse By
e

v

¢ Identification of Inmate to Ex-Inmate Communication using Voice: Another unique
feature is the capability to look for inmate to ex-inmate communication using voice. Since
Echo can analyze and identify the speaker(s) on the called party side, it is able to identify
when an ex-inmate is speaking with someone on the inside the facility. This call type is likely
to contain actionable intelligence or be of interest for investigators to listen to.

» WorkFlow Management: Echo allows investigators to quickly and efficiently handle large
volumes of calls of interest by assigning the workload to their team using built in criteria. The
purpose of the workflow management module is to enable an authorized user (Admin or
otherwise) to schedule the distribution of Echo results (events) to first level investigators to
investigate the call recording for actionable intelligence. Such authorized user(s) will have the
ability to configure the system to automatically distribute call events across multiple groups
and/or users. Additionally, it is possible for the authorized user to override the default
schedule, once established, to redistribute workload based on resource availability and client
requests to focus investigative efforts on one facility or housing unit, or other criteria.

Harrison County, MS Tab 6 - Page 149



e— | NMATE GALLING SOLUTIONS —e———
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ihe system shall aliow automated operator collect calling.

[Esolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The proposed ENFORCER®
provides fully automated collect, prepaid collect and optional debit calling. Access to live operators is
neither required nor permitted at any time.

Wil be supject o e Same resuoictions and reacures as sta naare

oy Py NRITIC
[2I2DN0Na Tails

Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. ALL calls, including prepaid

and/or inmate debit calls, are subject to the same restrictions and security features as standard inmate
collect calls.
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3. The calied party shall be provided an option to request cost of the cali prior to accepting
the charges.

So[utions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. When the called party
answers they are presented the following prompts:

e “Hello, you have a collect call from (inmate’s name) an inmate at (facility name).”
e “To accept this call press or say 5"

s "To refuse this call hang up now”

e “To block this call and future calls from this facility, press or say 9”

o “To hear the charges for this call press or say 2"

e "This call will be recorded and is subject to monitoring at any time.”

4. The system will allow inmate families and friends to set-up alternate billing methods
directly with the vendor. Two of the methods the County would like to see offered are:

a. A system that will allow inmate families and friends to set-up an account directly
with the vendor.

b. A system that provides customers to prepay for cails from the facility.

c. Provider must offer Constituents no less than nine points-of-saje to accept
payments for services such as Western Union, MoneyGram, Provider’'s Customer
Service Center, Provider’'s IVR along with ancillary provider points-of-sale such as
Lobby and Booking Kiosks.

Direct Bill

Money Gram
Western Union
Lobby Kiosk
Booking Kiosk
AlS

Instant Pay

IVR

Customer Service

* [ ] L] e * ® € L]

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions provides
Prepaid and Debit calling to our clients across the country as an alternate payment method set-up directly
with ICSolutions for inmates’ loved ones. With more and more Americans relying solely on cell phones
that do not allow incoming collect calls, collect calling is a dying business. Any provider who cannot make
Debit and Prepaid calling work must necessarily deny a large number of perfectly legitimate call attempts.
This frustrates inmates and the community, has a negative impact on maintaining communication with
their families, and makes re-entry more difficult when they are released.

ICSolutions accepts payments for calls using all the methods outlined above. Payment and calling options
are described in detail below and through this section.
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In addition to traditional Collect calling, ICSolutions highly recommends Point-of-Sale Prepaid Collect
(called party prepaid), Call Center Debit, and Integrated Cardless Debit for Inmates. These programs allow
payment alternatives, call expense budgeting, and calling options for numbers that may not accept
traditional callect calls, such as cell phones.

Point-of-Sale Prepaid Collect (PSPC™)

ICSolutions' Prepaid program targets those customers whose calls are blocked due to carrier billing
limitations. As with collect, the called party pays for these calls. Coupled with a short complementary call,
PSPC allows short-term inmates to make calls immediately to facilitate their release and provides a
communications avenue to friends and families of long-term inmates. PSPC results in higher revenues
and fewer complaints by allowing calls to telephone numbers that are most likely blocked by your
current vendor.

The ICSolutions advantage is real-time access. When a call is placed to a number that would be blocked
for billing reasons, the called party is provided with the option for immediate access to our live
Customer Care call center to establish billing arrangements. Typically, an account is established in 15
minutes, and inmate calling access is immediately allowed.

Only ICSolutions’ Prepaid program includes proactive outreach and account set-up efforts and live
Customer Care call center professionals. This support enables ICSolutions to create more accounts and
complete more inmate calls than any other prepaid calling program.

Advantages of PSPC: Payment Methods Accepted:
e Real time account set-up e Credit Card
s Increased call volume and commission s Debit Card
revenue » e-Check
o Payment option for “unbillable calls” = Western Union®

s Eliminate complaints from CLEC customers

e Reduced inmate complaints

o Allows called party to budget phone
expense

e Allows calls to numbers that cannot accept
traditional collect calls

¢ (e.g, work phones, cell phones, unbillable
parties)
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Call Center Debit

When PINs are in place, ICSolutions also highly recommends its Call Center Debit program, which allows
inmates’ loved ones to fund an account associated with a specific inmate’s PIN. Once the account is
funded, the money belongs to the inmate and is tied to that inmate’s PIN, so the inmate can use these
funds to call any allowed telephone number. Upon the inmate's release, refunds are handled by
ICSolutions call center.

Utilizing our prepaid calling solutions, the requirement of billing arrangements with specific CLECs is no
longer necessary to complete collect calls to a particular destination number. The system will allow the

inmate a single complimentary fwo-minute call to each dialed number to explain account setup and
funding options. Once the free call has been completed, the called party has the option to be instantly
transferred to a live ICSolutions Billing Specialist, who can explain calling options and help the called
party to set up and fund a PrePaid account. Calling will be enabled within 15 minutes of account setup

and funding.

Whenever an attempted call is blocked, the called party is instantly connected with a knowledgeable
billing representative who can explain our prepaid program, establish a prepaid account, and facilitate
payment by credit card, e-Check, Western Union® or money order. Credit card and e-Check payments can
be processed and inmate calling enabled in just 15 minutes.

Payments may be made, real time via:
e Toll Free Telephone (888-506-8407) (24 Hours a Day)
e User-Friendly Website: www.icsolutions.com

Direct Billing

ICSolutions offers a direct billing option for select facilities, law offices and bail bonds companies. In order
to set up a direct billing account, the party can contact our customer service representatives at (800) 464-
8957 or email us at icsdirectbilling@icsolutions.com. This service is not available to the general public and
is only intended for law offices, bail bonds companies, and other ICSolutions-approved businesses.

Instant Pay

The ENFORCER® system is equipped with a robust IVR engine and has the capability to place the inmate
on hold while gathering and processing credit/debit card information from the called party. Once the
credit/debit card payment is authorized, The ENFORCER® system will connect the parties.

The FCC-approved $3.00 automated funding fee will apply to each call, plus the applicable per-minute
calling rate.

Integrated Cardless Debit

Integrated Cardless Debit is a fully integrated debit platform that allows inmates to place calls using the
funds established and maintained in their individual PIN-based accounts. ICSolutions will integrate with
the Facility's commissary to provide Integrated Cardless Debit. To enable this calling option, ICSolutions
will interface with the Facility’'s commissary to share information between systems and automate the
process.
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Access Corrections Kiosks

ICSolutions can also offer Access Corrections products at no cost, as part of the Inmate Telephone
Services contract — in the event that the Counties would like us to implement one or more of these
services in the future. These Access Corrections services are described below:

% Lobby Deposit Kiusks: Lobby Deposil Kiusks aie
multi-functional kiosks that allow visitors to add funds
to an inmate’s commissary/trust account, an inmate's
debit phone account, or to the visitor's prepaid phone
account — using cash, credit card, or debit card.
Multiple accounts can be funded with one transaction.
This provides convenience for friends and families,
saves time, and increases funding for inmate
accounts—and commission revenues for the Counties.
These kiosks are part of the total Secure Deposits
package which includes deposits via the web and by
telephone that ICSolutions provides through our
partners at Access Corrections.

o

» Secure Deposits online: In order to allow family and
friends to make deposits online, we operate a secure
website 24/7/365. Depositors can visit our Secure
Deposit website at www.inmatedeposits.com and
setup an account. All that is required to set up an ¢
account is an email address and a personal password. “&k .
If a user does not currently have an email account, the *r" - L
website will direct them to a free email provider such i: '

as Yahoo or Hotmail in order to create an email T

account. =

DEPOSITS

This secure website is the same website used for our Secure Mail™ program, so once an account is
created; the customer can use the same account for both Secure Mail and Secure Deposits. Depositors
have the following functions available to them:

e Recipient list — Users are allowed to create a recipient list that will allow them to add as many
inmates as they choose. This list allows the users to efficiently add funds to an inmate’s account.

e View deposit history — Each user is able to view their history for every deposit made from the
website to each inmate’s account.

e Edit account information — Users are able to enter in current information such as address and
telephone number that will be used to process all deposits made

e Add funds — Users are able to simply click on a button, provide their debit/credit card information
and make a deposit.

¢« Remove inmate — User can choose to remove the selected inmate from their recipient list at any
time.
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% Secure Deposits by phone: Access Corrections also offers a toll free phone number for friends and
family to deposit funds using their MasterCard or Visa debit/credit card into an inmate's account. Our
bilingual (English & Spanish) Customer Service Representatives (“CSR's") collect all account holder
information that is required to gain approval for the use of the credit card.

We have 96 in-house customer service representatives that are specifically trained to handle customer’s
phone deposits, transaction history, complaints and financial discrepancies. Our CSRs are available during
the heavy call traffic of 7:30AM to 7:00PM (CST) M-F. We also provide support after normal business hours
with a highly trained third party call center providing service from 7:00PM to 11:00PM (CST) M-F.

Secure Deposits also accepts payments from Western Union and other walk-in payment services.

Please refer to Exhibit K for more information about Access Corrections products.

5. Vendor shall provide the ability for inmate families and friends to accept and pay for
a single call with a credit or debit card without the need to establish an account
or transfer tc customer service,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions can offer Single
Payment call services, should the County so desire, at FCC-approved rates. These calls are funded
immediately using a Credit/Debit Card. The charge for these calls will be a $3.00 Processing Fee (FCC
approved), plus $0.21 per minute for actual conversation minutes. No transaction fees will be added to
these rates. To keep costs low for inmate phone system users, however, ICSolutions highly recommends
containing calls to traditional Collect, Prepaid Collect, and Inmate Debit calling types, which do not
impose the $3.00 Processing Fee.

6. Outline all vendor proposed convenience fees which are passed to family and friends,
This includes fees on any products listed in this document,

[8solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. Please refer to our pricing
in Tab 9 for detail regarding all costs and fees.

7 Vendor must allow calls to cell phones and have an ability to establish accounts for
such customers,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions provides
Prepaid and Debit calling to our clients across the country as an alternate payment method set-up directly
with ICSolutions for inmates’ loved ones. This has become exceptionally important over the last ten years
as more and more Americans rely solely on cell phones that do not ailow traditional collect calls.

In addition to traditional Collect calling, ICSolutions also highly recommends Point-of-Sale Prepaid Coliect
(called party prepaid) and Call Center Debit. These programs allow payment alternatives, call expense
budgeting, and calling options for numbers that may not accept traditional collect calls, such as cell
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phones. And, called parties can pay in advance for calls from the facility. These calling options are
described in response tc Requirement C16.4 above.

andor miush have the abililyy o pmy

e Ja3e3 dredn
14353 173708

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. ICSolutions utilizes its
Point-of-Sale-PrePaid Collect (PSPC) application to provide promotional calls to cell phones and also
provides a complimentary 60-second conversation on the first connection to that cell phone. At the end of
the free 60-second call, the called party has the option to connect instantly to a live operator in our
Customer Care Center, who will help the customer establish a PSPC account to fund future calling. The
called party is also given our toll-free number, should they wish to call back at a later time to establish an
account.

Additionally, ICSolutions has agreements with third party billing companies to support bulk SMS
messaging to these cellular devices. This SMS messaging service can be activated to complement or
replace the PSPC application; however, our 15 years of experience have shown us that the
complimentary conversation is the most effective communication vehicle and will maximize the
number of accounts established, resulting in the most communication opportunities between inmates
and their loved ones.

Complimentary Call

Using our prepaid calling solutions, the requirement of billing arrangements with specific CLECs is no
longer necessary to complete collect calls to a particular destination number. The system will allow the
inmate a single complimentary one-minute call to each dialed number to explain account setup and
funding options. Once the free call has been completed, the called party has the option to be instantly
transferred to a live ICSolutions Billing Specialist, who can explain calling options and help the called
party to set up and fund a PrePaid account. Calling will be enabled within 15 minutes of account setup
and funding.

When an inmate places a collect call for the first time to a number that cannot receive collect calls, such as
a cellular phone, The ENFORCER® system allows the call to go through; the phone cali is not blocked.
Then, when the called party accepts the call they will hear the following prompt:

o "We are unable to complete this call as a collect call. Please stay on the line for a one time
complimentary call provided by Inmate Calling Solutions. At the end of your call you will be
automatically connected to our call center so that you may make payment arrangements allowing
you to receive calls from (inmate's name) an inmate at (facility name).”

After one minute the call is terminated and the called party is connected to the ICSolutions call center to

set up a prepaid collect calling account for future calls. The called party is then connected to a live
customer service representative, ncver an automated operator, to set up a prepaid account.
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9. Vendor must allow constituents deposits/payments of non-fixed amounts.

[¥Solutions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated. Constituents may make
deposits in any amount; no fixed amounts are required.

10, Vendor must offer an automated promotional program to allow calls to be connected
and paid for instantly by non-traditional means when the cail would otherwise be
blocked due to lack of constituents having a calling account established with the ITSP
or not having adequate funds in their account to support an inmate call,

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. Utilizing our prepaid calling
solutions, the requirement of billing arrangements with specific CLECs is no longer necessary to complete
collect calls to a particular destination number. The system will allow the inmate a single complimentary
one-minute call to each dialed number to explain account setup and funding options. Once the free call
has been completed, the called party has the option to be instantly transferred to a live ICSolutions
Billing Specialist, who can explain calling options and help the called party to set up and fund a PrePaid
account. Calling will be enabled within 15 minutes of account setup and funding.

1. The system must be programmed for auto shut-off at times designated by the County
and must be capable of being enabled by customer, site phone group and inmate.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER®'s Phone
Scheduler feature allows authorized users to pre-set specific on/off times for the phones that you choose.
The ENFORCER® can accommodate different schedules for days of the week, dates of the month and
year, as well as holidays, etc. Hours can be set as follows:

* By phone or group of phones (booking area, living units, infirmary, recreation, etc. may each have
unique operating hours)

o For all phones in the facility

e Unique hours for defined holidays

e Unique hours by day of the week

« Unique hours for specified called numbers
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The Phone Schedule option is accessed through the Site Admin tab on The ENFORCER's control bar.
From the Phone Scheduie menu, authorized System Administrators may add or modify a Schedule

Group.

Weekly Phone Schedule

Groupname|  Day Schedule | Edit

Default®®  [Mon-Sun Holl0:00-2400 || Edhit.. |
Trunks Mon-Sun  |no semvice |_E_n_dlt__|
Trunks Hol requlat sarvice ]_5{_;1

Add Schiedule to Group Booking [ Add |

Weekly Phone Schedule - Add or Edit Groups

Any authorized user may select the Edit button next to any of the respective group names they wish to
alter. By selecting Edit, the Weekly Phone Schedule for that specific phone group is displayed.

Weekly Phone Schedule
Groupname| Day Schedule Edi
Defaultdd [Mon|7 0021 23 on all dav | off all ay
Cefault Tue |0 0021 42 on all day | off all day
Cefault \Wed| 7 00-2t 4o on all day | off all day
Cefault Thu |7 00-21 48 on all dav | off all gay
Cefault Fno |7 00-2% a8 on all day | off alt day
Default Sat i all day | off all day
Cefault Sul on all day | off all day
Cefault  [Hel o all day | off all day | regular service
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This screen enables users to select what day and time this specific phone group will have service. Users
may select on all day or off all day to toggle operation on a daily basis, or set specific on/off times for a
specific day, as shown in the screen below.

Weekly Phone Schedule

Groupname| Day Schedule E

dit
Default®®  [Mon-Sun,HollD:00-24:00 || Edit . |
| Trunks Mon 800-1800 | Edit. |
Trunks Tue-Sun no service I Edit... |

Trunks Hol regular service | Edit.. ’

Add Schedule to Group Booking v Lfic_h_:ij

Weekly Phone Schedule - On/Off Times for a Specific Day

Inmate-Specific Restrictions

Inmates can be given customized calling privileges and restrictions according to a variety of criteria based
on their inmate PIN. Inmates calling privileges can be customized in the following ways:

e Restricting calling from individual phones or groups of phones

s Restricting the number of calls an inmate can place in a specific timeframe (days, weeks, months)
s Restricting calling to a specific set of phone numbers (i.e., PAN lists)

e Restricting the number of free calls an inmate can make

e And more!
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As shown in the screen below, more specific restrictions can be set from the Inmate Account Profile. Once
the Status of the inmate account is changed to "Restricted” in the Inmate Account Profile, autharized users
may customize calling restrictions; note the "Restrict___ Calls Every___ (Day/Week/Month),” and "Free
Calls Allowed" fields below.

inmate Id eyce name e mppecton)
! FirgiNew

Statue Locatier . Last Name First Name Iviidale Name
PR v F ShisTH CoDY JAMES
ALERTS

PiN 36825713 | Hugh Profile Emaif Adcressies) Attach

L B3EE |Passcose BTIZ Pagec NU8)

Edii Prin - Passcece  Pin Raset Tdanitor Mumbatis

Recorded Nams e Payment Emailis)

Class  Narmar v Billing 1D [11883 | Cacairai

Wax PANS: Allpysd Cefault 20 PANs spabied 3

Free Calls Afloxed © Remaiming § | Disabled

I:n%mcg ] :_%C.a!!s Eeenp | x l

Inmate Account Profile

To block calls only from a specific inmate to a particular number add the number to that inmate’s PAN
(Personal Allowed Number List) and select the check box in the "Block” column as shown below.

Inmate 10: 3447  TAUREAN DWAYNE FLOWERS

a2 Changes Bath b rimite Ejbe. PAN bister,

2 grals must start suh a1 PANS

il s

Acye fenBlocksn PANS 0 Azuge Ble: ANs d Tolal ctiie PANe 4 Total Insclive PANs 0

O pcsvn (el Ta' Prbame LexWome  Reimfooshlp  Dvesiption Block Luu e Aot
Addroes 1 Address 2 Cy Suty Zp Phone
| Y 5 1.269.4256711 a stxce, tatar rectesled P sy v % ' v MM
| juoraen
1 1-269-584.2252 # ity carer protecled Ty v 2 a v (HYNS
. ’ rworder
1-269-753.8371 a mrly w25l pralacten . 4 . MAVERE
i ‘ jwosden
| iy 1269993 2743 ] bock vl o v DN
o I

Edit PAN - Add Inmate-Specific Call Block
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and must be capable of being enabled by customer,

telephone.

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® system is
configured to support the automatic and manual cut-off of the inmate phone system by individual phone
or housing unit configurations based on a pre-defined schedule or in the event of an emergency that
requires immediate shutdown of the inmate telephone system.

Phone Shut-Down - Electronic

The ENFORCER® calling platform enables users to shut-down the phones in a variety of ways. To schedule
a phone shut-down, the user logs in to the ENFORCER and navigates to the Site Admin tab of the
ENFORCER and selects Phone Shutdown.

Phone Schedule
Commissary Schedule

| down
hone Disae

Station Edit

Enroliment Admin
MOTD Admin

g
B

The Communicator Admin
The Informer Admin
The Visitor™ Admin >

: e = !

Site Admin Tab — Phone Shutdown
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From this tab you will notice two separate options to shut-down the phones. By selecting Phone
Shutdown, The ENFORCER® will display a screen which enables users to schedule a shut-down.

Scheduled Station Shutdown

ie g Ter mamterarce;

Station Group Stations Off Stations On Delete Schedule Save Changes

i Stakons S =
ke -3 - Cancel Changes

Scheduled Station Shutdown

Note: This option is typically used in situations where maintenance is to be performed. Users may select
All Stations from the Station Group Column, or select other specified groups.

To shut-down phones immediately and in real-time, the user selects the Phone Disable tab. This will

display a screen from which a single station, multiple stations, or individual calls may be quickly switched
on/off through the workstation Call Status display.

EmergencyTemporary Phone Disable

Select nie or more sites one o) more stalion groups of one or mere statiens ang then clich ar actan Bulten 2 2o that acuce te these stators 1Lis sha.
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Call Status - Emergency/Temporary Phone Disable
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To take a station offline, an investigator or operator would select the desired station port, and then click
either the Disable button, or the Cutoff and Disable button. The difference between these buttons are
significant as the Disable button will allow a station/phone in-use to complete the call it is processing
before termination; whereas the Cutoff and Disable button immediately terminates the station/phone
regardless whether it is in use or not.

It is important to note that all administrative changes made in The ENFORCER® system occur
instantaneously and in real time, so the time required for this action depends only upon the speed of the
operator.

Phone Shut-Down — Mechanical

Mechanical cut-off switches may be provided as an alternative to
phone shut down using the system workstation. These manual
overrides or “kill switches” are used to quickly turn the telephones
on/off on demand. Multi-phone kill switches will be installed at
&@WQ“ each control center or as specified by the facility.

900609

Telcom Marketing Group
KS-6100 Kill Switch Box
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i gnly 4

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® controls
access to call record data, call recordings, call monitoring, reporting and all other system features by
requiring a unique username and log-in password to initiate a session. Each username is linked to a
customized set of privileges (functions) established by administrators when they granted that user access.
These privileges range from being able to create or modify inmate data to being able to display reports,
playback recordings, etc.

. ) Users
Save angel
ey —
| _User laformation | Add/Edn Graanizations =
Username Email o B:escluncns com
Fursloame 'Chiy Lastname
Phere Organization  1CSaltons v

{ Password Details ]
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Confim Password

Foice Pagssword Change

“{ Roles and Restrictions : Aga/ Ecil Rotes =
Role Descrpion

Sys &dmin System Admimistralol

.... — e e e - Ad | Edit 3ies

I Al Sitas

[ Account settings |

is APl Account Disable Accoum !

Save Canesl

Account Settings - Assign/Revise User Function Privileges
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A standard set (or several sets) of privileges can be created for booking officers, investigators and
administrators prior to installation to speed up enrollment of all County users, but County staff with
"Administrator” access will always be able to alter or revise the privileges allowed to any user, can revoke
access, or can require a user to select a new password at any time through the easy-to-use browser-based

GUI (Graphical User Interface).

Clicking the "Edit Roles” »
Role / Access Definitions

button displays the Role S _ N
Definitions table. Oisabizd { ] Read Only qead/w: B |

L.
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System Administration - Customize Role/Access Definitions
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4, The system must have the capability to enable and disable any phone at the facility
from any secured internet capable computer.

So[utions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® calling
platform enables users to shut-down the phones in a variety of ways. To schedule a phone shut-down, the
user logs in to the ENFORCER and navigates to the Site Admin tab of the ENFORCER and selects Phone
Shutdown.

mm

Phone Schedule
Commissary Schedu

le
E [ =

+ al
- ]

The Visitor™ Admin >

Site Admin Tab - Phone Shutdown

From this tab you will notice two separate options to shut-down the phones. By selecting Phone
Shutdown, The ENFORCER® will display a screen which enables users to schedule a shut-down.

Scheduled Station Shutdown

(e g for maintenance)

Station Group Stations Off | Stations On Delate Schedule Save Changes
All Stations v e

Cancel Changes

Scheduled Station Shutdown
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Note: This option is typically used in situations where maintenance is to be performed. Users may select
Alll Stations from the Station Group Column, or select other specified groups.

To shut-down phones immediately and in real-time, the user selects the Phone Disable tab. This will

display a screen from which a single station, multiple stations, or individual calls may be quickly switched
on/off through the workstation Call Status display.

Emergency/Temporary Phone Disable

or butten 1o de that arbicn o those stations s okay
socan be used to select multiple items (Rea indicates
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A URL
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BLL

BULL

BULR

B URL
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o
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Call Status - Emergency/Temporary Phone Disable

To take a station offline, an investigator or operator would select the desired station port, and then click
either the Disable button, or the Cutoff and Disable button. The difference between these buttons are
significant as the Disable button will allow a station/phone in-use to complete the call it is processing
before termination; whereas the Cutoff and Disable button immediately terminates the station/phone
regardless whether it is in use or not.

It is important to note that all administrative changes made in The ENFORCER® system occur

instantaneously and in real time, so the time required for this action depends only upon the speed of the
operator.
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5. The system must be able to retain completed, uncompleted and unclaimed calls.

ESolutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The call detail is recorded
and stored for every call attempt, whether completed or not, and the related recording is available for all
non-confidential calls. ICSolutions will store all call data and recordings and make them available to
authorized users online for the life of the contract at no cost to the County.

6. Must be security controliable by IP address

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® platform
is accessible via a secure browser-based graphical user interface (GUI). Investigators or any approved
remote users can access the platform from any internet-capable computer by launching a secure SSL
session (https) to the applicable system URL, which will forward the computer IP address to the perimeter
firewall. If the remote user is using a static IP address, and that IP address is already registered on the
firewall, the user will be granted a secure connection to The ENFORCER® network and prompted to enter
the approved username and password to access The ENFORCER® platform. If the originating IP address is
not registered on the perimeter firewall, the user will be re-directed to a hardened server that will register
the IP address and provide temporary access to The ENFORCER® network.

Additionally, users have the option to install a VPN client on their workstation / laptop that will launch a
secure tunnel through the public internet to The ENFORCER® network, regardless of the originating IP

address. Once connected to The ENFORCER®, users can access all functionality, including downloading
and burning call recordings to ane or multiple disks.
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A o 1

7. Must have security templates that limit access by job role within the department

Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® controls
access to call record data, call recordings, call monitoring, reporting and all other system features by
requiring a unique username and log-in password to initiate a session. Each username is linked to a
customized set of privileges (functions) established by administrators when they granted that user access.
These privileges range from being able to create or modify inmate data to being able to display reports,

playback recordings, etc.
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A standard set (or several sets) of privileges can be created for booking officers, investigators and
administrators prior to installation to speed up enrollment of all County users, but County staff with
"Administrator” access will always be able to alter or revise the privileges allowed to any user, can revoke
access, or can require a user to select a new password at any time through the easy to use browser based
GUI (Graphical User Interface).

Clicking the "Edit Roles”
button dispiays the Role o
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System Administration - Customize Role/Access Definitions
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Solutions Response:

ICSolutions has read, agrees, and will comply with the requirements as stated. The ENFORCER® controls
access to call record data, call recordings, call monitoring, reporting and all other system features by
requiring a unique username and log-in password to initiate a session.
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7. CUSTOMER SERVICE

D1, Family and Friends Customer Service

1. Please describe your family and friends customer service operations and services.

So[utions Response:
ICSolutions has read, agrees, and will comply with the requirements as stated.

ICSolutions’ live customer service is available 24 hours a days, 365
days a year. Through our toll-free call center, customers will be
connected to our knowledgeable customer service representatives
who can help with billing questions, account setup, account status,
payments, and more. Our customer service representatives can off