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PART I - THE SCHEDULE 

SECTION B-SUPPLIES AND SERVICES AND PRICES/COSTS 

8.1 General 

The Contractor shall provide all of the contract line items (CLINs) incorporated 
herein. These CLINs specify pricing for each of the services, deliverables, and data 
items within the scope and performance work statement described in Section C of this 
Task Order. The Government expects to procure most or all of these CLINs on a time 
and materials basis. Deployment Projects (Performance Work Statement Section 
C.5.2) will be initiated and activated in accordance with the procedures set forth in 
Section G for the identified CLIN(s). 

B.2 Base and Option Periods 

The term of this task order is a one year base period and four (4) one year option 
periods. 

B.3 Task Order Pricing 

B.3.1 Time and Material Labor 

All work will be priced in accordance with the pricing set forth in the EAGLE 
contract, Section B.5 and Section J, Attachment J-5, Pricing Model. The labor rates in 
this section reflect the fully-burdened rates for each labor category and will apply to all 
direct labor hours. 

(a) Labor. The Section B.5 Labor Rate Table and Section J, Attachment J-5, 
Pricing Model shall represent fully-loaded hourly rates for each skill classification. The 
fully-burdened labor rates include all direct, indirect, general and administrative costs 
and profit associated with providing the required skill for performance at specified 
Government sites. The use of uncompensated overtime is not encouraged. 

(b) Government Site Rates. When performing at Government sites, the 
Government will provide only office space, furniture, and office equipment and supplies, 
as described in Section C.3 herein. 

(c) Contractor Site Rates. When performing at a Contractor site, the Contractor 
shall furnish fully-burdened labor rates which include loads for office space and all 
normal supplies and services required to support the work, as described in Section C.4 
herein. 
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(d} ODCs. During the life of the task order, the Government may order Other 
Direct Costs (ODCs) in an amount not to exceed $74 million for each 12 month 
performance period. Each ODC Contract Line Item Number (CLIN) and dollar amount 
represents a quarterly allocation and is optional. It is anticipated that ODCs will be 
funded quarterly using Working Capital Funds; hence, ODCs under this task order are 
subject to FAR 52.232.18-Availability of Funds. ODCs shall be reimbursed unless 
otherwise negotiated prior to issuance of any work order. ODCs consist of materials, 
subcontractor (other than labor) and task order-related travel costs, i.e .. relocation and 
temporary duty (TOY) to include travel, lodging and meals. The ODC percentages are 
indicated on the Section B.5 Labor Rate Table under the ODC rates. Deployment 
orders will include quantity of hours required at the proposed rates herein for each labor 
category, plus materials (ODCs) and the fixed ODC markup percentages. The cost of 
general-purpose items required for the conduct of the Contractor's normal business 
operations will not be considered an allowable ODC in the performance of work under 
this task order. See also Section G and Section H for limitations on materials and 
mandatory support documentation. Profit is not allowed on ODCs under this task order. 
All travel costs associated with this task order, if applicable, shall be in accordance with 
the Federal Travel Regulations (see Section G). 

B.3.2 Deployment Orders 

For deployment orders, the quantity of hours ordered from each labor category 
will be specified as deliverable hours billable at the rates specified in the Section B.5 
Labor Rate Table. Travel and ODCs will be estimated for each deployment order and 
burdened with the ODC markup percentage specified in the Section B.5 Labor Rate 
Table. Profit on travel and ODCs is not allowable. The cumulative extended total of all 
labor categories ordered plus travel and ODCs will define the deployment order ceiling 
price. Deployment orders may authorize adjustments between labor category quantities 
of up to 10%, within the established task labor ceiling price, without a change order. 
The government will not reimburse the Contractor for costs incurred beyond the ceiling 
price, for hours not delivered, for hours delivered but in excess of the quantities ordered 
for a particular labor category, or for travel and ODCs exceeding the ordered pool 
amount. Labor dollars will not be used to pay for ODCs nor ODC dollars used to pay for 
labor without a change order. Additional information on Deployment Order 
Requirements is provided in PWS Section C.1.11.1.7. 

B.4 UPDATED SECTION B.5 LABOR RATE TABLE 

The Contractor shall provide an updated, electronic Section B.5 labor rate table 
on an as needed basis to the Contracting Officer. The Section B.5 Labor Rate Table 
contains the labor categories and labor rates as well as any applicable information 
regarding the T&M rates. The updated Section B.5 table will be incorporated into the 
task order via task order modification as required. 
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B.5 LABOR RATE TABLE 

Fixed loaded labor rates shall include all direct labor costs, indirect costs, 
overhead , general and administrative (G&A) expenses, and profit. 

X1XX 

X2XX 

X3XX 
X4XX 

xsxx 

X6XX 

Government Site Rates 

Contractor Site Rates 

ODC Rates 

Travel Costs-Quarter 1 or 2 or 3 or 4 

Materials/Subcontracts (other than labor) 
Quarter 1 or 2 or 3 or 4 

* Subject to Availability of Funds 

(End of Section B) 

(to be inserted at task 
order award 

(to be inserted at task 
order award 

0.00% 
0.00% 

(to be determined 
when travel required) 

(to be determined 
when re uired 
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SECTION C-DESCRIPTION/SPECIFICATIONS/PERFORMANCE WORK 
STATEMENT 

C.1 PERFORMANCE WORK STATEMENT 

See Attachment J-1, Section J for the Performance Work Statement. 

(End of Section C) 
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SECTION D-PACKAGING AND MARKING 

0.1 PACKAGING AND MARKING 

The EAGLE contract clause D.1 - Packing, Packaging, Marking and Storage of 
Equipment is incorporated by reference and has the same force and effect as if it were 
restated in this task order. 

0.2 MARKINGS 

The EAGLE contract clause D.2 - Markings is incorporated by reference and has 
the same force and effect as if it were restated in this task order. 

0.3 EQUIPMENT REMOVAL 

Task order requirements for equipment removal are detailed in Performance 
Work Statement (PWS) Sections C.3 and C.5. 

(End of Section 0) 
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SECTION E-INSPECTION AND ACCEPTANCE 

This section sets forth requirements for inspection and acceptance of all 
equipment, systems, and services acquired under this Task Order and 
installed/performed by the Contractor. It establishes inspection and acceptance testing 
requirements that must be met before any systems, equipment or services, ordered 
under this contract are accepted by the Government. This section also applies to all 
replacement systems and equipment, substitute equipment, or other individual items of 
equipment ordered throughout the term of the Task Order. 

E.2 CLAUSES INCORPORATED BY REFERENCE 

This Task Order, as applicable, incorporates by reference one or more provisions 
or clauses listed below with the same force and effect as if they were given in full text. 
Upon request, the Contracting officer will make their full text available. Also, the full text 
can be accessed electronically at this internet address: 
http://acquisition.gov.far.index.html. The full text of the HSAM clause can be accessed 
electronically at this internet address: 
https://dhsonline. dhs. gov/portalfi html/de/sf. jhtml?doid=45071 . 

FAR Clause No. Title Date 
52.246-6 Inspection of Services - Time and Material or May 2001 

Labor-Hour 
HSAM Clause No. Title Date 
3046.672 Inspection, Acceptance and Receiving Report Dec 2006 

E.3 INSPECTION AND ACCEPTANCE 

(a) Inspection and acceptance of all work and services performed under this 
TO will be in accordance with the FAR and HSAM clauses incorporated in Section E.2, 
Clauses Incorporated by Reference as applicable, and Section C of this RFP. 

(b) Final acceptance of all deliverables and/or services performed as 
specified under this Task Order will be made in writing, at destination by the TO COTR. 
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E.4 SCOPE OF INSPECTION 

(a) All deliverables will be inspected for content, completeness, and accuracy 
and conformance to task order requirements by the TO COTR. Inspection may include 
validation of information or software through the use of automated tools and/or testing of 
the deliverables, as specified in Section C of this RFP. The scope and nature of this 
testing will be sufficiently comprehensive to ensure the completeness, quality and 
adequacy of all deliverables and services. 

(b) The government requires a period not to exceed ten (10) business days 
after receipt of services and final deliverable items for inspection and acceptance or 
rejection unless otherwise specified in Section C of this RFP. 

E.5 BASIS OF ACCEPTANCE 

(a) The basis for acceptance shall be in compliance with the requirements set 
forth in the task order Section C, the deployment order, the Contractor's proposal, the 
Contractor's EAGLE contract and other terms and conditions of this Task Order. 
Services and/or deliverable items rejected shall be corrected in accordance with the 
applicable clauses. 

(b) Commercial and non-developmental hardware items, software items, pre-
packaged solutions, and maintenance and support solutions will be accepted within ten 
(10) business days of delivery when performance is in accordance with delivery 
requirements. 

(c) Custom services and cost reimbursable items such as travel and ODCs 
will be accepted upon receipt of proper documentation as specified in Section G.8 for 
Travel and/or Section C of this RFP. If custom services are required such as software 
development, the final acceptance of the services or product, e.g., software program will 
occur when all discrepancies, errors or other deficiencies identified in writing by the 
government have been resolved, either through documentation updates, program 
correction, or other mutually agreeable methods. 

(d) Reports, documents and narrative type deliverables will be accepted when 
all discrepancies, errors or other deficiencies identified in writing by the government 
have been corrected. 
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(e) Non-conforming products or services will be rejected or revised as 
directed by the COTR. Unless otherwise agreed by the parties, deficiencies will be 
corrected within ten (10) business days of the rejection notice. If the deficiencies cannot 
be corrected within the specified period, the Contractor will immediately notify the TO 
Contracting Officer of the reason for the delay and provide a proposed corrective action 
plan within ten (10) business days. 

E.6 REVIEW OF DELIVERABLES 

(a) The government will provide written acceptance, comments and/or change 
requests, if any, within ten (10) business days from receipt by the Government of the 
initial deliverable, as indicated in Section C of this RFP. 

(b) Upon receipt of the Government comments, the Contractor shall have 
fifteen ( 15) business days to incorporate the government's comments and/or change 
requests and to resubmit the deliverable in its final form. 

(c) If written acceptance, comments and/or change requests are not issued 
by the Government within 10 business days of submission, the draft deliverable shall be 
deemed acceptable as written and the Contractor may proceed with the submission of 
the final deliverable product. 

E.7 WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT 

The Government shall provide written notification of acceptance or rejection of all 
final deliverables within 10 business days. Absent written notification, final deliverables 
will be construed as accepted. All notifications of rejection will be accompanied with an 
explanation of the specific deficiencies causing the rejection. 

(End of Section E) 
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SECTION F-DELIVERIES OR PERFORMANCE 

F.1 TASK ORDER TERM 

The term of this T&M task order is a one-year base period from effective date of 
award with four (4) one-year option periods. 

F.2 OPTION TO EXTEND THE TERM OF THE CONTRACT 
(FAR 52.217-9) (Mar 2000) 

(a) The Government may extend the term of this task order by written notice to 
the Contractor at any time within the term of the EAGLE contract, provided that the 
Government gives the Contractor a preliminary written notice of its intent to extend at 
least thirty (60) days before the contract expires. The preliminary notice does not 
commit the Government to an extension. 

(b) If the Government exercises this option, the extended task order shall be 
considered to include this option clause. 

(c) The total duration of this contract, including the exercise of any options under 
this clause, shall not exceed sixty (60) months. 

F.3 EVALUATION OF OPTIONS (FAR 52.217-5) (JUL 1990) 

Except when it is determined in accordance with FAR 17.206(b) not to be in the 
Government's best interests, the Government will evaluate offers for award purposes by 
adding the total price for all options to the total price for the basic requirement. 
Evaluation of options will not obligate the Government to exercise the option(s). 

F.4 OPTION TO EXTEND SERVICES (FAR 52.217-8) (NOV 1999) 

The Government may require continued performance of any services within the 
limits and at the rates specified in the contract. These rates may be adjusted only as a 
result of revisions to prevailing labor rates provided by the Secretary of Labor. The 
option provision may be exercised more than once, but the total extension of 
performance hereunder shall not exceed 6 months. The Contracting Officer may 
exercise the option by written notice to the Contractor within thirty (30) days prior to the 
end of the performance period. 
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(End of Clause) 

F.5 PLACE OF PERFORMANCE 

in: 
The contractor shall perform the work under this task order at locations specified 

• Section C of the Performance Work Statement, 
• Technical Exhibit C.1.2-002-01, Locations Supported Summary (Sensitive 

but Unclassified), 
• And at such other locations as may be approved in writing by the TO 

Contracting Officer, e.g., Help Desk - as specified in PWS Section C.5.5, 
must be on contractor's facilities located 50 miles outside of the 
Washington, DC metropolitan area and within the continental United 
States of America; and, Test Laboratory - as specified in PWS section 
C.5.4, if OHS chooses to provide Government furnished facility. 

F.6 DELIVERY OF REPORTS 

Unless otherwise specified in Section C, all reports shall be addressed to the 
COTR marked with the task order number, to the attention of the appropriate TO COTR 
recipient or as specified by the CO. 

(End of Section F) 
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SECTION G-CONTRACT ADMINISTRATION DATA 

G.1 TO CONTRACTING OFFICER (TO CO) 

The TO Contracting Officer (TO CO) is the only person authorized to make any 
changes, approve any changes in the requirements of this Task Order, obligate funds 
and authorize the expenditure of funds, and notwithstanding any provisions contained 
elsewhere in this task order, the said authority remains solely in the TO CO. In the 
event, the contractor makes any changes at the direction of any person other than the 
TO CO, the change will be considered to have been without authority and no 
adjustment will be made in the task order price to cover any increase in costs occurred 
as a result thereof. It is incumbent on the Contractor to make sure that this requirement 
is enforced, or work perfonmed will be performed at the Contractor's own risk. 

The following TO Contracting Officer is assigned to this Task Order: 

TO Contracting Officer: 

NAME: Charles Conrad 
PHONE NO.: (202) 447-5554 

charles.conrad@dhs.gov EMAIL: 

G.2 TO ADMINISTRATIVE CONTRACTING OFFICER (TO ACO) 

The TO Administrative Contracting Officer(s) (TO ACOs) is the person authorized 
to administer the requirements of this Task Order. In the event, the contractor makes 
any changes to the requirements at the direction of any person other than the TO ACO 
or the TO CO, the change will be considered to have been without authority and no 
adjustment will be made in the task order price to cover any increase in costs occurred 
as a result thereof. It is incumbent on the Contractor to make sure that this requirement 
is enforced, or work perfonmed will be performed at the Contractor's own risk. 
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The following TO Administrative Contracting Officer(s) are assigned to this Task Order: 

TO Administrative Contracting Officer: 

NAME: TBD 
PHONE NO.: TBD 
EMAIL: TBD 

G.3 CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE (COTR) 

G.3.1 COTR (HSAR 3052.242-72)(DEC 2003) 

(a) The Contracting Officer may designate Government personnel to act as 
the Contracting Officer's Technical Representative (COTR) to perform functions under 
the contract such as review or inspection and acceptance of supplies, services, 
including construction, and other functions of a technical nature. The Contracting 
Officer will provide a written notice of such designation to the Contractor within five 
working days after contract award or for construction, not less than five working days 
prior to giving the contractor the notice to proceed. The designation letter will set forth 
the authorities and limitations of the COTR under the task order. 

(b) The Contracting Officer cannot authorize the COTR or any other 
representative to sign documents, such as contracts, contract modifications, etc., that 
require the signature of the Contracting Officer. 

G.3.2 COTR Designation 

The TO Contracting Officer hereby designates the individual(s) named below as 
the Contract Officer's Technical Representative(s). Such designations(s) shall specify 
the scope and limitations of the authority so delegated. 

COTR: 

NAME: 
ADDRESS: TBD 
PHONE NO.:TBD 
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G.3.3 Changes in COTR Designation(s) 

The COTR may be changed at any time by the Government without prior notice 
to the Contractor. Notification of the change, including the name and phone number of 
the successor COTR, will be promptly provided to the Contractor by the TO Contracting 
Officer in writing. 

G.4 ORDERING 

G.4.1 Ordering Procedures 

Certain services to be furnished under this task order (as specified by CLIN(s)) 
shall be ordered by issuance of Deployment Orders. Such Deployment Orders may be 
issued from date of task order award up to sixty (60) months from date of task order 
award (if all options are exercised). Each designated Deployment Project shall be 
initiated only by issuance of a TO ACO approved Deployment Order. The work to be 
performed under these Deployment Orders must be within the scope of the task order. 
The Government is only liable for labor hours expended under the terms and conditions 
of this task order to the extent that a TO ACO approved Deployment Order has been 
issued and covers the required work. Charges for any work not authorized shall be 
disallowed. 

The COTR shall initiate the Deployment Order implementation process by 
preparing a statement of requirements or objectives to be achieved by completion of the 
Deployment Order in the form of a Deployment Order Request (DOR). The DOR will 
contain a detailed description of the functional or other objectives to be achieved, a 
schedule for completion of the Deployment Order, funding sources, and deliverables to 
be provided by the Deployment Order as well as a statement of work, independent 
government cost estimate or rough order of magnitude, other direct costs, anticipated 
labor mix/hours and location and any special requirements. 

The Contractor shall acknowledge receipt of each DOR and shall develop and 
forward to the COTR within ten (10) business days a Deployment Project Plan for 
accomplishing the assigned task within the period specified. The Deployment Project 
Plan shall define the scope, specific tasks and actions which are proposed to be taken 
by the Contractor to complete the Deployment Order, resumes of key personnel (as 
applicable), and a price estimate. The Deployment Project Plan shall provide the 
Contractor's interpretation of the scope of work, a description of the technical approach, 
work schedule and deliverables. The Contractor shall also identify all the 
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responsibilities of the Government which will affect the Deployment Order and any 
dependencies which may exist. The COTR will evaluate the Deployment Project Plan 
for consistency with the DOR and budget. Then, the COTR will submit 
recommendations to the TO ACO for approval/disapproval of the Deployment Project 
Plan. The TO ACO will approve (or reject) and send the Deployment Project Plan to the 
Contractor for further action. 

Based upon the contents of the Deployment Project Plan, the Contractor and the 
Government shall negotiate a ceiling price for the Deployment Project Plan, any 
changes in the scope of the work to be performed, the schedule or the deliverables to 
be provided in the Deployment Order. 

Within two (2) working days following the conclusion of the final negotiations related 
to the Deployment Project Plan, the Contractor shall submit a revised Deployment 
Project Plan which reflects the negotiated agreement. A revised Deployment Project 
Plan is then approved by the TO ACO who issues the Deployment Order. 

The Contractor shall begin work on the Deployment Order in accordance with the 
effective date indicated in the TO ACO approved Deployment Project Plan. 

G.4.2 Deployment Order Content 

Deployment Orders issued shall include, but not be limited to the following 
information, when applicable): 

(a) Date of order; 
(b) Task Order and Deployment Order numbers; 
(c) Task Order Reference/WBS; 
( d) Appropriation and accounting data; 
(e) Description of the services to be performed; 
(f) Description of end item(s) to be delivered; 
(g) DD Form 254 (Contract Security Classification Specification); 
(h) Contract Data Requirements List; 
(i) The individual responsible for inspection/acceptance; 
(j) Period of performance/delivery date; 
(k) Estimated number of labor hours for each applicable labor category; 
(I) The fixed price or ceiling price for the order; 
(m) List of Government furnished equipment, material, and information; and 
(n) Signature/Concurrence lines for Contractor and TO ACO. 
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All orders are subject to the terms and conditions of this task order. In the event 
of conflict between a Deployment Order and this Task Order, the Task Order shall 
control. 

If mailed, a Deployment Order is considered "issued" when the Government 
deposits the Deployment Order in the mail (electronic and/or postal/delivery service). 

G.4.3 Modification of Orders 

Following execution of the Deployment Order, the COTR shall notify the TO ACO 
of any need to change the Deployment Order which will impact the cost, schedule or 
deliverables content of the baseline work plan. In cases where technical instructions or 
other events may dictate a change from the baseline, Deployment Orders may be 
formally amended in writing by the TO ACO to reflect modifications to tasking. The 
Contractor is responsible for revising the work plan to reflect Deployment Order 
amendments within five (5) business days following negotiation or issuance of a change 
order. 

The ceiling price for each Deployment Order may not be changed except when 
authorized by a fully executed change order issued by the TO ACO. The Contractor 
shall not exceed the ceiling price established in each Deployment Order. When the 
Contractor has reason to believe that the total cost will exceed 15 percent of the 
projected cost specified in the Deployment Order, the Contractor shall notify the TO 
ACO and COTR. Such notification shall include an estimate of the additional amount 
and, if necessary, additional time required for completion of the ordered work. 

G.4.4 Deployment Order Period of Performance 

Deployment Orders may be placed during the period of performance of the task 
order, as identified in clause F.1. Agreed upon labor rates awarded for the task order 
shall prevail throughout the entire period of performance. Work performed on such 
orders after the end of the task order's period of performance will continue to be 
charged at the last effective rates. 

G.5 ACCOUNTABILITY OF COSTS/SEGREGATION OF TASKS/DEPLOYMENT 
ORDERS 
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All costs incurred by the Contractor under this task order shall be segregated by 
task/deployment order. The Contractor shall, therefore, establish separate job order 
accounts and numbers for each task/deployment order and shall record all incurred 
costs in the appropriate job order account assigned each task/deployment order. There 
shall be no commingling of costs between options. 

G.6 INVOICE REQUIREMENTS 

G.6.1 Payment Under Time-and-Materials and Labor-Hour Contracts 
(FAR 52.232-7) (FEB 2007) 

The Government will pay the Contractor as follows upon the submission of vouchers 
approved by the Contracting Officer or the authorized representative: 
(a) Hourly rate. 
(1) Hourly rate means the rate(s) prescribed in the contract for payment for labor that 
meets the labor category qualifications of a labor category specified in the contract that 
are-

(i) Performed by the Contractor; 
(ii) Performed by the subcontractors; or 
(iii) Transferred between divisions, subsidiaries, or affiliates of the Contractor 
under a common control. 

(2) The amounts shall be computed by multiplying the appropriate hourly rates 
prescribed in the Schedule by the number of direct labor hours performed. 
(3) The hourly rates shall be paid for all labor performed on the contract that meets the 
labor qualifications specified in the contract. Labor hours incurred to perform tasks for 
which labor qualifications were specified in the contract will not be paid to the extent the 
work is performed by employees that do not meet the qualifications specified in the 
contract, unless specifically authorized by the Contracting Officer. 
(4) The hourly rates shall include wages, indirect costs, general and administrative 
expense, and profit. Fractional parts of an hour shall be payable on a prorated basis. 
(5) Vouchers may be submitted once each month (or at more frequent intervals, if 
approved by the Contracting Officer), to the Contracting Officer or authorized 
representative. The Contractor shall substantiate vouchers (including any subcontractor 
hours reimbursed at the hourly rate in the schedule) by evidence of actual payment and 
by-

(i) Individual daily job timekeeping records; 
(ii) Records that verify the employees meet the qualifications for the labor 
categories specified in the contract; or 
(iii) Other substantiation approved by the Contracting Officer. 
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(6) Promptly after receipt of each substantiated voucher, the Government shall, except 
as otherwise provided in this contract, and subject to the terms of paragraph (e) of this 
clause, pay the voucher as approved by the Contracting Officer or authorized 
representative. 
(7) Unless otherwise prescribed in the Schedule, the Contracting Officer may 
unilaterally issue a contract modification requiring the Contractor to withhold amounts 
from its billings until a reserve is set aside in an amount that the Contracting Officer 
considers necessary to protect the Government's interests. The Contracting Officer may 
require a withhold of 5 percent of the amounts due under paragraph (a) of this clause, 
but the total amount withheld for the contract shall not exceed $50,000. The amounts 
withheld shall be retained until the Contractor executes and delivers the release 
required by paragraph (g) of this clause. 
(8) Unless the Schedule prescribes otherwise, the hourly rates in the Schedule shall not 
be varied by virtue of the Contractor having performed work on an overtime basis. If no 
overtime rates are provided in the Schedule and overtime work is approved in advance 
by the Contracting Officer, overtime rates shall be negotiated. Failure to agree upon 
these overtime rates shall be treated as a dispute under the Disputes clause of this 
contract. If the Schedule provides rates for overtime, the premium portion of those rates 
will be reimbursable only to the extent the overtime is approved by the Contracting 
Officer. 
(b) Materials. 
( 1) or the purposes of this clause-

(i) Direct materials means those materials that enter directly into the end product, 
or that are used or consumed directly in connection with the furnishing of the end 
product or service. 
(ii) Materials means-

(A) Direct materials, including supplies transferred between divisions, 
subsidiaries, or affiliates of the Contractor under a common control; 
(B) Subcontracts for supplies and incidental services for which there is not 
a labor category specified in the contract; 
(C) Other direct costs (e.g., incidental services for which there is not a 
labor category specified in the contract, travel, computer usage charges, 
etc.); and 
(D) Applicable indirect costs. 

(2) If the Contractor furnishes its own materials that meet the definition of a commercial 
item at 2.101, the price to be paid for such materials shall not exceed the Contractor's 
established catalog or market price, adjusted to reflect the-

(i) Quantities being acquired; and 
(ii) Actual cost of any modifications necessary because of contract requirements. 
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(3) Except as provided for in paragraph (b)(2) of this clause, the Government will 
reimburse the Contractor for allowable cost of materials provided the Contractor-

(i) Has made payments for materials in accordance with the terms and conditions 
of the agreement or invoice; or 
(ii) Ordinarily makes these payments within 30 days of the submission of the 
Contractor's payment request to the Government and such payment is in 
accordance with the terms and conditions of the agreement or invoice. 

( 4) Payment for materials is subject to the Allowable Cost and Payment clause of this 
contract. The Contracting Officer will determine allowable costs of materials in 
accordance with Subpart 31.2 of the Federal Acquisition Regulation (FAR) in effect on 
the date of this contract. 
(5) The Contractor may include allocable indirect costs and other direct costs to the 
extent they are-

(i) Comprised only of costs that are clearly excluded from the hourly rate; 
(ii) Allocated in accordance with the Contractor's written or established 
accounting practices; and 
(iii) Indirect costs are not applied to subcontracts that are paid at the hourly rates. 

(6) To the extent able, the Contractor shall-
(i) Obtain materials at the most advantageous prices available with due regard to 
securing prompt delivery of satisfactory materials; and 
(ii) Take all cash and trade discounts, rebates, allowances, credits, salvage, 
commissions, and other benefits. When unable to take advantage of the benefits, 
the Contractor shall promptly notify the Contracting Officer and give the reasons. 
The Contractor shall give credit to the Government for cash and trade discounts, 
rebates, scrap, commissions, and other amounts that have accrued to the benefit 
of the Contractor, or would have accrued except for the fault or neglect of the 
Contractor. The Contractor shall not deduct from gross costs the benefits lost 
without fault or neglect on the part of the Contractor, or lost through fault of the 
Government. 

(7) Except as provided for in 31.205-26(e) and (f), the Government will not pay profit or 
fee to the prime Contractor on materials. 
(c) If the Contractor enters into any subcontract that requires consent under the clause 
at 52.244-2, Subcontracts, without obtaining such consent, the Government is not 
required to reimburse the Contractor for any costs incurred under the subcontract prior 
to the date the Contractor obtains the required consent. Any reimbursement of 
subcontract costs incurred prior to the date the consent was obtained shall be at the 
sole discretion of the Government. 
(d) Total cost. It is estimated that the total cost to the Government for the performance 
of this contract shall not exceed the ceiling price set forth in the Schedule, and the 
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Contractor agrees to use its best efforts to perform the work specified in the Schedule 
and all obligations under this contract within such ceiling price. If at any time the 
Contractor has reason to believe that the hourly rate payments and material costs that 
will accrue in performing this contract in the next succeeding 30 days, if added to all 
other payments and costs previously accrued, will exceed 85 percent of the ceiling price 
in the Schedule, the Contractor shall notify the Contracting Officer giving a revised 
estimate of the total price to the Government for performing this contract with supporting 
reasons and documentation. If at any time during performing this contract, the 
Contractor has reason to believe that the total price to the Government for performing 
this contract will be substantially greater or less than the then stated ceiling price, the 
Contractor shall so notify the Contracting Officer, giving a revised estimate of the total 
price for performing this contract, with supporting reasons and documentation. If at any 
time during performing this contract, the Government has reason to believe that the 
work to be required in performing this contract will be substantially greater or less than 
the stated ceiling price, the Contracting Officer will so advise the Contractor, giving the 
then revised estimate of the total amount of effort to be required under the contract. 
(e) Ceiling price. The Government will not be obligated to pay the Contractor any 
amount in excess of the ceiling price in the Schedule, and the Contractor shall not be 
obligated to continue performance if to do so would exceed the ceiling price set forth in 
the Schedule, unless and until the Contracting Officer notifies the Contractor in writing 
that the ceiling price has been increased and specifies in the notice a revised ceiling 
that shall constitute the ceiling price for performance under this contract. When and to 
the extent that the ceiling price set forth in the Schedule has been increased, any hours 
expended and material costs incurred by the Contractor in excess of the ceiling price 
before the increase shall be allowable to the same extent as if the hours expended and 
material costs had been incurred after the increase in the ceiling price. 
(f) Audit. At any time before final payment under this contract, the Contracting Officer 
may request audit of the vouchers and supporting documentation. Each payment 
previously made shall be subject to reduction to the extent of amounts, on preceding 
vouchers, that are found by the Contracting Officer or authorized representative not to 
have been properly payable and shall also be subject to reduction for overpayments or 
to increase for underpayments. Upon receipt and approval of the voucher designated by 
the Contractor as the "completion voucher" and supporting documentation, and upon 
compliance by the Contractor with all terms of this contract (including, without limitation, 
terms relating to patents and the terms of paragraph (g) of this clause), the Government 
shall promptly pay any balance due the Contractor. The completion voucher, and 
supporting documentation, shall be submitted by the Contractor as promptly as 
practicable following completion of the work under this contract, but in no event later 
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than 1 year (or such longer period as the Contracting Officer may approve in writing) 
from the date of completion. 
(g) Assignment and Release of Claims. The Contractor, and each assignee under an 
assignment entered into under this contract and in effect at the time of final payment 
under this contract, shall execute and deliver, at the time of and as a condition 
precedent to final payment under this contract, a release discharging the Government, 
its officers, agents, and employees of and from all liabilities, obligations, and claims 
arising out of or under this contract, subject only to the following exceptions: 
(1) Specified claims in stated amounts, or in estimated amounts if the amounts are not 
susceptible of exact statement by the Contractor. 
(2) Claims, together with reasonable incidental expenses, based upon the liabilities of 
the Contractor to third parties arising out of performing this contract, that are not known 
to the Contractor on the date of the execution of the release, and of which the 
Contractor gives notice in writing to the Contracting Officer not more than 6 years after 
the date of the release or the date of any notice to the Contractor that the Government 
is prepared to make final payment, whichever is earlier. 
(3) Claims for reimbursement of costs (other than expenses of the Contractor by reason 
of its indemnification of the Government against patent liability), including reasonable 
incidental expenses, incurred by the Contractor under the terms of this contract relating 
to patents. 
(h) Interim payments on contracts for other than se1Vices. 
(1) Interim payments made prior to the final payment under the contract are contract 
financing payments. Contract financing payments are not subject to the interest penalty 
provisions of the Prompt Payment Act. 
(2) The designated payment office will make interim payments for contract financing on 
the not applicable [Contracting Officer insert day as prescribed by agency head; 
if not prescribed, insert "30th'1 day after the designated billing office receives a proper 
payment request. In the event that the Government requires an audit or other review of 
a specific payment request to ensure compliance with the terms and conditions of the 
contract, the designated payment office is not compelled to make payment by the 
specified due date. 
(i) Interim payments on contracts for se1Vices. For interim payments made prior to the 
final payment under this contract, the Government will make payment in accordance 
with the Prompt Payment Act (31 U.S.C. 3903) and prompt payment regulations at 5 
CFR part 1315. 
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It is the responsibility of the Contracting Officer Technical Representative 
(COTR) to ensure that all services/products have been delivered by the Contractor prior 
to invoice acceptance and payment. The Contractor shall submit all invoices in 
accordance with the address listed in section G.7. 

G.6.3 Invoice Attachments 

A separate invoice should be provided each month for the support billed to DHS. 
In addition, a fully completed Standard Form (SF) 1034, Public Voucher for Purchases 
and Services Other Than Personal, shall accompany each separate contractor invoice. 
Invoice content requirements are outlined in Table G-1 below. Each separate 
contractor invoice shall be accompanied by a cover sheet with the dollar amount billed, 
the cumulative dollar amount billed to date and the balance remaining for the task order. 
The contractor shall prepare and submit individual vouchers to DHS using the same 
criteria employed to obligate funding on the Task Order and individual Work Orders. 
The invoice shall have a valid Material Inspection and Receiving Report (DHS 700-21) 
signed by an authorized DHS government representative for all materials contained in 
the invoice. A copy of each signed DHS 700-21 shall be sent to the designated COTR 
authorized to evaluate contractual obligations on behalf of DHS. 

G.6.4 Invoice Requirement Data Elements 

A detailed list of invoice requirements is included in Table G-1 below. The list 
provides DHS required data elements for all invoices as well as individual requirements 
by a specific type of invoice (i.e. T&M or FFP). Details and format of invoices shall be 
consistent with structure specified by COTR. 
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Invoice Requirements-Table G-1 

All invoices submitted to OHS shall 
include: 

1. Vendor Name 
2. Invoice Number 

3. Invoice Date 
4. Date of Service/Equipment 

Provided 

5. PaymenWendor Address, 
Telephone Number, Other Contact 
Information 

6. Contract Month 

7. Fiscal Year 

8. Payment Due Date 
9. Contract Number 
10. Task Order Number 

11. Work Order Number (if applicable) 
12. OHS Functional/Budget 

Code/Accounting Data 

13. Cumulative Value to Date 

14. Total Amount Invoiced 
15. Vendor Point-of-Contact 
16. OHS Point-of-Contact 
17. Grand Total per Invoice 
18. Page Numbers 
19. Shipping and payment terms 

Time and Materials invoices 
shall (additionally) include: 

1. Labor Categories 
2. Contractors Name 
3. Number of Hours and 

FTE Billed 
4. Cost per Hour for Each 

Consultant 
5. Cost per Period for Each 

Labor Category 

6. Site Location of 
Deliverables 

7. Contract Line Item 
Number (CUN)/ PWS for 
each Labor Category 

8. Description of 
Equipment 

9. Unit Cost of Equipment) 
10. Quantity 
11. Total Direct Labor 

Charges 
12. Total Other Direct Costs 

13. Subtotal per Deliverable 

Source Selection Information - See FAR 2.10 l and 3.104 
Page 23 of70 

23 

Firm Fixed Price 
invoices shall 

(additionally) include: 

1 . Cost per period 
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. Total Other Direct 
Costs 



IT-NOVA 
Operations and Maintenance 

G.6.5 Material Order Status Report 

A report of all material/labor billed to DHS is required each month to track 
outstanding equipment in the "field" or residing at DHS HQ. The report shall include a 
status of the DHS 700-21, a government Point-of-Contact (POC), the equipment 
delivery location, equipment operational location, cost of each unit, lease duration/useful 
life, date of acquisition, type of equipment, system capabilities/specifications, and the 
bureau the equipment is supporting. The data must be provided in an application that is 
consistent with OHS approved software, preferably Microsoft Excel or Microsoft Access 
format. 

G. 7 ELECTRONIC INVOICE SUBMISSION 

Electronic invoices must be submitted to: 
www.DOB-lnvoice@DHS.GOV within thirty (30) days of services rendered. 

G.8 TRAVEL AND PER DIEM 

(a) Contractor personnel may be required to travel to support the requirements of 
this task order and as stated in individual tasks/Work Orders. Long distance and local 
travel will be required in the Continental United States (CONUS). For those work orders 
requiring travel, the Contractor shall include estimated travel requirements in the price 
estimate(s). The Contractor shall then coordinate specific travel arrangements with the 
individual TO COTR to obtain advance, written approval for the travel about to be 
conducted. The Contractor shall obtain advanced written approval for travel from the 
COTR prior to making specific travel arrangements. The Contractor's request for travel 
shall be in writing and contain the dates, locations and estimated costs of the travel. 
See PWS Section C.1.11.3 - Travel for additional information. 

(b) If any travel arrangements cause additional costs to the task/work order that 
exceed those previously negotiated, written approval by change order issued by the CO 
is required, prior to undertaking such travel. 

(c) The Contractor is expected to have a facility within the Washington, DC 
metropolitan area. Local travel reimbursement within a 50-mile radius from the 
contractor's facility or the Contractor's assigned duty station is not authorized. This 
includes travel, subsistence, and associated labor charges for travel time. Travel 
performed for personal convenience or daily travel to and from work at the Contractor's 
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facility or local Government facility (i.e., designated work site) shall not be reimbursed 
hereunder. Travel, subsistence, and associated labor charges for travel time for travel 
beyond a 50-mile radius of the Contractor's facility or assigned duty station are 
authorized; HOWEVER, all travel outside the Washington, DC metropolitan area must 
be previously approved by the COTR. 

(d) The Contractor shall, to the maximum extent practicable, minimize overall 
travel costs by taking advantage of discounted airfare rates available through advance 
purchase. Charges associated with itinerary changes and cancellation under 
nonrefundable airline tickets are reimbursable as long as the changes are driven by the 
work requirement. Costs associated with Contractor travel shall be in accordance with 
FAR Part 31.205-46, Travel Costs and applicable Federal Travel Regulation. No travel 
will be reimbursed without prior approval from the COTR. 

G.9 PURCHASE AGENT AUTHORITY 

The Contracting Officer may issue the Contractor a purchase agent authorization 
to use Government supply sources or other Government-issued contract vehicles in the 
performance of this task order. Title to all property acquired by the Contractor under 
such an authorization shall vest in the Government unless otherwise specified in the 
contract. Such property shall be considered Government Property. 

G.10 GOVERNMENT-FURNISHED FACILITIES AND EQUIPMENT 

OHS will provide administrative supplies and onsite office facilities for Contractor 
support personnel, to include, but not limited to, a workspace, workstation, desk, and 
phone. Dedicated OHS-provided laptops(s) and telephone(s) will be provided for the 
HQ support personnel. Refer to Section C.3 and C.4 for additional information. 

The contractor shall use the Government-furnished facilities and equipment only in 
connection with this task order. 

(END OF SECTION G) 
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SECTION H-SPECIAL TASK ORDER REQUIREMENTS 

H.1 GENERAL 

The Contractor shall comply with the terms and conditions of the EAGLE 
contract. 

H.2 TYPE OF TASK ORDER 

This is a Time and Materials type Task Order as defined in FAR Subpart 16.6. 

H.3 SUBCONTRACTING 

(a) The subcontracting plan small business subcontracting goals for large 
businesses under this Task Order are as follows: 

Type of Business Goal % of Total Planned 
Subcontracting Dollars 

Small Business (SB) 40% 
Small Disadvantaqed Businesses (SOB) 05% 
Women-Owned Small Businesses (WOSB) 05% 
Service-Disabled Veteran Owned Small 03% 
Business (SDVOSB) 

Veteran-Owned Small Business 03% 
(included in SDVOSB) 

HUBZone 03% 

(b) A subcontracting plan is required for this task order as prescribed in FAR 
52.219-9 and in accordance with Section L, Instructions herein. 

(c) The Contractor may add or delete subcontractors without the express written 
consent of the Government. Although the Contractor has the ability to add or delete 
Subcontractors without express written consent of the CO, in accordance with FAR 
52.244-2 - Subcontracts, if the Contractor does not have an approved purchasing 
system, the Contractor shall obtain written contract level Contracting Officer consent 
prior to subcontracting under a: 
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(1) Cost-reimbursement, T&M or labor hour type contract; or 
(2) Firm fixed price contract that exceeds $75 million. 

In such instances, contract level CO approval must be received prior to subcontracting. 
Any new T&M Subcontractor approved for addition to the task order shall be reimbursed 
via the labor rates set forth in Section B. No addition or adjustments will be made to 
account for added Subcontractors. 

(d) The subcontracting plan, dated [insert date], in response to the Task Order 
solicitation, and submitted in accordance with FAR 52 .219-9, is hereby approved and 
incorporated herein. 

H.4 FAIR OPPORTUNITY FOR FUTURE TASK ORDER COMPETITION 

All EAGLE contractors under the applicable Functional Category will be provided 
a "Fair "Opportunity" to be considered for award of the Task Order (IT-NOVA O&M) 
resulting from this competition. However, the government reserves the right to issue 
logical follow-on orders on a sole source basis subject to the Fair Opportunity 
exceptions to the successful offerer of this competition. 

Fair opportunity competitions will be conducted for future task orders unless an 
exception is allowed in accordance with the Fair Opportunity exceptions under FAR 
16.505, Ordering. For task orders with a value expected to exceed $3,000, the FAR 
16.505 statutory exceptions consist of: 

( d) The agency need for the supplies or services is so urgent that providing a fair 
opportunity would result in unacceptable delays. 

(ii) Only one awardee is capable of providing the supplies or services required at 
the level of quality required because the supplies or services ordered are unique 
or highly specialized. 
(iii) The order must be issued on a sole-source basis in the interest of economy 
and efficiency because it is a logical follow-on to an order already issued under 
the contract, provided that all awardees were given a fair opportunity to be 
considered for the original order. 
(iv) It is necessary to place an order to satisfy a minimum guarantee. 
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The warranty for all labor and materials furnished by the Contractor under this 
contract shall be for a period of ninety (90) days or if equipment is involved, the Original 
Equipment Manufacturer's warranty (OEM), or whichever is greater. 

H.6 INTERRELATIONSHIP OF ASSOCIATE CONTRACTORS 

OHS may enter into contractual agreements with other contractors (i.e., 
"Associate Contractors") in order to provide information technology requirements 
separate from the work to be performed under this task order, yet having links and 
interfaces to this task order. The Contractor may be required to coordinate with other 
such contractor(s) through the cognizant CO and/or designated representative in 
providing suitable, non-conflicting technical and/or management interfaces and in 
avoidance of duplication of effort. Information on deliverables provided under separate 
contracts/task orders may, at the discretion of the OHS and/or other Government 
agencies, be provided to such other contractor(s) for the purpose of such work. 

Where the contractor and an associate contractor fail to agree upon action to be 
taken in connection with their respective responsibilities, the contractor shall notify the 
COTR in writing of of unresolved disputes in receiving support from or providing support 
to customers or other third party contractors within two business days from the time the 
dispute occurs, unless otherwise specified in Section C. The contractor shall not be 
relieved of its obligations to make timely deliveries or be entitled to any other adjustment 
because of failure of the contractor and its associate to promptly refer matters to the CO 
or because of failure to implement CO directions. 

Compliance with this Special Contract Requirement is included in the task order 
price and shall not be a basis for equitable adjustment. Refer to Section C.1.8 for 
additional information. 

H.7 NON-PERSONAL SERVICES 

In accordance with FAR Subpart 7.5, Inherently Governmental Functions, no 
personal services shall be performed under this task order. No Contractor employee 
will be directly supervised by a Government employee. All individual contractor 
employee assignments, and daily work direction, shall be given by the applicable 
employee supervisor. If the Contractor believes any Government action or 
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communication has been given that would create a personal services relationship 
between the Government and any Contractor employee, the Contractor shall promptly 
notify the Contracting Officer of this communication or action. 

The Contractor shall not perform any inherently governmental actions as defined 
by FAR Subpart 7.5. No Contractor employee shall hold him or herself out to be a 
Government employee, agent, or representative. No Contractor employee shall state 
orally or in writing at any time that he or she is acting on behalf of the Government. In 
all communications with third parties in connection with this task order, Contractor 
employees shall identify themselves as Contractor employees and specify the name of 
the company for which they work. In all communications with other Government 
contractors in connection with this task order, the Contractor employee shall state that 
they have no authority to in any way change the task order and that if the other 
contractor believes this communication to be a direction to change their task order, they 
should notify the Contracting Officer for the task order and not carry out the direction 
until a clarification has been issued by the Contracting Officer. 

The Contractor shall ensure that all of its employees working on this task order 
are informed of the substance of this clause. Nothing in this clause shall limit the 
Government's rights in any way under any other provision of the task order, including 
those related to the Government's right to inspect and accept the services to be 
performed under this task order. The substance of this clause shall be included in all 
subcontracts at any tier. 

H.8 · QUALIFICATIONS OF EMPLOYEES 

The Contracting Officer may require dismissal from work of those employees which 
he/she deems incompetent, careless, insubordinate, unsuitable or otherwise 
objectionable, or whose continued employment he/she deems contrary to the public 
interest or inconsistent with the best interest of national security. The Contractor shall 
fill out, and cause each of its employees on the task order work to fill out, for submission 
to the Government, such forms as may be necessary for security or other reasons. 
Upon request of the Contracting Officer, the Contractor's employees shall be 
fingerprinted. Each employee of the Contractor shall be a citizen of the United States of 
America. Refer to Section C.1.7 for additional information. 

Source Selection Information - See FAR 2.10 I and 3. I 04 
Page 29 of70 

29 



IT-NOVA 
Operations and Maintenance 

H.9 PERSONNEL ACCESS 

All Contractor personnel requiring access to the Government's sites will be 
subject to the security clearance procedures set forth in Attachment J-3, Implementing 
Instructions for Compliance with HSAR clause 3052.204-71, "Contractor Employee 
Access" and Section C of this Task Order. 

H.10 NON-DISCLOSURE AGREEMENTS 

Non-Disclosure Agreements are required to be signed by all Contractor 
personnel when their role requires them to come into contact with Government 
procurement sensitive information, other sensitive information, or proprietary business 
information from other contractors (e.g., cost data, plans, and strategies). The recipient 
certifies in writing that they will take the necessary steps to prevent the unauthorized 
disclosure and use of information. The Contractor shall maintain the file of the signed 
Non-Disclosure Agreements which will be made available to the Government upon 
request. Please refer to Section J, Attachment J-6, Non-Disclosure Agreement. 

H.11 OHS REQUIREMENTS AND DUTIES FOR HANDLING SENSITIVE SECURITY 
INFORMATION (SSI) 

Requirements for Safeguarding and Control of SSl-For purposes of this 
Contract, all information that the DHS provides or causes to be provided to the 
Contractor as SSI in connection with its duties under this contract shall be covered by 
DHS policies and procedures for safeguarding and control of SSI until OHS specifically 
authorizes the Contractor in writing to treat any such information as public. This 
requirement shall be applicable to all subcontracting on the contract. 

Definition of Confidential Information-In addition to the SSI defined by OHS, SSI on 
this contract shall also include: (1) any specifications, know-how, strategies or technical 
data, processes, business documents or information, marketing research and other 
data, customer or client lists, or sources of information which are owned, used or 
possessed exclusively by or for the benefit of the DHS and based on SSI; (2) SSl­
derived work product(s); (3) all SSI obtained by the Contractor from a third party in 
connection with performance under this contract. 

Duty to Maintain SS I-Except as required by any law, court order, subpoena, or by the 
DHS, or as required to perform Contractor's duties under this Contract, neither 
Contractor nor its related entities shall disclose SSI to anyone without a valid need to 
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know, nor shall they use or allow the use of SSI to further any private interest other than 
those within the scope of this Contract. The Contractor shall immediately notify the 
OHS Contracting Officer in writing of any subpoena or court order requiring disclosure of 
SSI. 

H.12 OHS DATA PROTECTED BY THE PRIVACY ACT 

Data collected under this task order that pertains to individuals will belong solely 
to the Government and the Contractor shall have no property rights to this data 
whatsoever. In addition, information pertaining to individuals gathered under any 
resulting contract shall only be disclosed in accordance with the terms of the Privacy 
Act, 5 U.S.C.552a. 

H.13 ORDER OF PRECEDENCE 

This Task Order incorporates by reference EAGLE contract clauses under (c) 
Contract Clauses below. The Contractor's proposal dated [TBD] is hereby incorporated 
into the task order as Attachment (x] to Section J. Any inconsistency in this task order 
with the Government's requirements and the Contractor's proposal and EAGLE contract 
clauses shall be resolved by giving precedence in the following order: 

ORDER OF PRECEDENCE-UNIFORM CONTRACT FORMAT (OCT 1997) 

Any inconsistency in this solicitation or contract shall be resolved by giving 
precedence in the following order: 

(a) The Schedule (excluding the specifications). 
(b) Representations and other instructions. 
(c) Contract clauses. 
(d) Other documents, exhibits, and attachments. 
( e) The specifications. 

(END OF SECTION H) 
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PART II -TASK ORDER CLAUSES 

SECTION I -TASK ORDER CLAUSES 

1.1 FAR CLAUSES INCORPORATED BY REFERENCE 

This RFP or Task Order, as applicable, incorporates by reference one or more 
provisions or clauses from the EAGLE contract sections H and I, with the same force 
and effect as if they were restated in this task order. Upon request, the TO Contracting 
officer will make their full text available. Also, the full text can be accessed 
electronically at this internet address: http://www.arnet.gov. 

1.2 HSAR CLAUSES INCORPORATED BY REFERENCE 

This RFP or task order, as applicable, incorporates by reference one or more 
provisions or clauses listed below with the same force and effect as if they were given in 
full text. The full text may be accessed electronically at the Internet address: 
http://www.farsite.hill.af.mil/HSAR. 

HSAR Clause No. Title Date 
3052.204-70 Securitv DEC 2003 
3025.209-72 Oroanizational Conflicts of Interest JUN 2006 
3052.222-71 Strikes or Picketing Affecting Access to a OHS DEC 2003 

Facilitv 
3052.223-70 Removal or Disposal of Hazardous Substance- JUN 2006 

Applicable Licenses and Permits 
3052.228-70 Insurance DEC 2003 
3052.242-71 Dissemination of Contract Information DEC 2003 
3052.242-72 Contractino Officer's Technical Representative DEC 2003 
3052.245-70 Government Property Reoorts JUN 2006 

1.3 52.204-2 Security Requirements (Aug 1996) 

(a) This clause applies to the extent that this contract involves access to 
information classified "Confidential," "Secret," or "Top Secret." 
(b) The Contractor shall comply with-
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(1) The Security Agreement (DD Form 441), including the National 
Industrial Security Program Operating Manual (DOD 5220.22-M); and 
(2) Any revisions to that manual, notice of which has been furnished to the 
Contractor. 

(c) If, subsequent to the date of this contract, the security classification or 
security requirements under this contract are changed by the Government and if 
the changes cause an increase or decrease in security costs or otherwise affect 
any other term or condition of this contract, the contract shall be subject to an 
equitable adjustment as if the changes were directed under the Changes clause 
of this contract. 
( d) The Contractor agrees to insert terms that conform substantially to the 
language of this clause, including this paragraph (d) but excluding any reference 
to the Changes clause of this contract, in all subcontracts under this contract that 
involve access to classified information. 

1.4 52.204-9 Personal Identity Verification of Contractor Personnel (Nov 2006) 

(a) The Contractor shall comply with agency personal identity verification procedures 
identified in the contract that implement Homeland Security Presidential Directive-12 
(HSPD-12), Office of Management and Budget (OMB) guidance M-05-24, as amended, 
and Federal Information Processing Standards Publication (FIPS PUB) Number 201, as 
amended. 

(b) The Contractor shall insert this clause in all subcontracts when the subcontractor 
is required to have routine physical access to a Federally-controlled facility and/or 
routine access to a Federally-controlled information system. 

(End of clause) 

1.5 CONTINUITY OF SERVICES (FAR 52.237-3) (JAN 1991) 

(a) The Contractor recognizes that the services under this contract are vital to the 
Government and must be continued without interruption and that, upon contract 
expiration, a successor, either the Government or another contractor, may continue 
them. The Contractor agrees to-

(1) Furnish phase-in training; and 
(2) Exercise its best efforts and cooperation to effect an orderly and efficient 

transition to a successor. 
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(b) The Contractor shall, upon the Contracting Officer's written notice, (1) furnish 
phase-in, phase-out services for up to 90 days after this contract expires and 
(2) negotiate in good faith a plan with a successor to determine the nature and extent of 
phase-in, phase-out services required. The plan shall specify a training program and a 
date for transferring responsibilities for each division of work described in the plan, and 
shall be subject to the Contracting Officer's approval. The Contractor shall provide 
sufficient experienced personnel during the phase-in, phase-out period to ensure that 
the services called for by this contract are maintained at the required level of 
proficiency. 

(c) The Contractor shall allow as many personnel as practicable to remain on the job 
to help the successor maintain the continuity and consistency of the services required 
by this contract. The Contractor also shall disclose necessary personnel records and 
allow the successor to conduct on-site interviews with these employees. If selected 
employees are agreeable to the change, the Contractor shall release them at a mutually 
agreeable date and negotiate transfer of their earned fringe benefits to the successor. 

(d) The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs 
(i.e., costs incurred within the agreed period after contract expiration that result from 
phase-in, phase-out operations) and a fee (profit) not to exceed a pro rata portion of the 
fee (profit) under this contract. 

1.6 OFFICIALS NOT TO BENEFIT 

No member of or delegate to Congress, or resident commissioner, shall be 
admitted to any share or part of this contract, or to any benefit arising from it. However, 
this clause does not apply to this contract to the extent that this contract is made with a 
corporation for the corporation's general benefit. 

1.7 WHISTLEBLOWER PROTECTION FOR CONTRACTOR EMPLOYEES 

The contractor agrees not to discharge, demote or otherwise discriminate against 
an employee as a reprisal for disclosing information to a Member of Congress, or an 
authorized official of an agency or of the Department of Justice, relating to a violation of 
law related to this contract (including the competition for or negotiation of a contract). 
Definitions: (1) "Authorized official of the agency" means an employee responsible for 
contracting, program management, audit, inspection, investigation, or enforcement of 
any law or regulation relating to OHS procurement or the subject matter of the contract. 
(2) "Authorized official of the Department of Justice" means any person responsible for 
the investigation, enforcement, or prosecution of any law or regulation. 
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If the Contractor becomes unable to complete the task order work at the time(s) 
specified because of technical difficulties, notwithstanding the exercise of good faith and 
diligent efforts in the performance of the work called for hereunder, the Contractor shall 
give the Contracting Officer written notice of the anticipated delay and the reasons 
therefore. Such notice and reasons shall be delivered promptly after the condition 
creating the anticipated delay becomes known to the Contractor, but in no event less 
than forty-five (45) days before the completion date specified in this task order, unless 
otherwise directed by the Contracting Officer. When the notice is required, the 
Contracting Officer may extend the time specified in the Schedule for the period 
determined in the best interest of the Government. 

1.9 STOP WORK (FAR 52.242-15) (AUG 1989) 

(a) The Contracting Officer may, at any time, by written order to the Contractor, 
require the Contractor to stop all, or any part, of the work called for by this contract for a 
period of 90 days after the order is delivered to the Contractor, and for any further 
period to which the parties may agree. The order shall be specifically identified as a 
stop-work order issued under this clause. Upon receipt of the order, the Contractor shall 
immediately comply with its terms and take all reasonable steps to minimize the 
incurrence of costs allocable to the work covered by the order during the period of work 
stoppage. Within a period of 90 days after a stop-work is delivered to the Contractor, or 
within any extension of that period to which the parties shall have agreed, the 
Contracting Officer shall either-

( 1) Cancel the stop-work order; or 
(2) Terminate the work covered by the order as provided in the Default, or the 

Termination for Convenience of the Government, clause of this contract. 
(b) If a stop-work order issued under this clause is canceled or the period of the order 

or any extension thereof expires, the Contractor shall resume work. The Contracting 
Officer shall make an equitable adjustment in the delivery schedule or contract price, or 
both, and the contract shall be modified, in writing, accordingly, if-

(1) The stop-work order results in an increase in the time required for, or in the 
Contractor's cost properly allocable to, the performance of any part of this contract; and 

(2) The Contractor asserts its right to the adjustment within 30 days after the end of 
the period of work stoppage; provided, that, if the Contracting Officer decides the facts 
justify the action, the Contracting Officer may receive and act upon the claim submitted 
at any time before final payment under this contract. 
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(c) If a stop-work order is not canceled and the work covered by the order is 
terminated for the convenience of the Government, the Contracting Officer shall allow 
reasonable costs resulting from the stop-work order in arriving at the termination 
settlement. 

(d) If a stop-work order is not canceled and the work covered by the order is 
terminated for default, the Contracting Officer shall allow, by equitable adjustment or 
otherwise, reasonable costs resulting from the stop-work order. 

1.10 SENSITIVE UNCLASSIFIED INFORMATION 

(a) Sensitive information shall be restricted to specific contractors who: 

( 1) Have a need to know to perform contract tasks; 

(2) Meet personnel suitability security requirements to access sensitive information; and 

(3) Successfully complete a non-disclosure agreement (NOA). 

(b) The contractor shall develop and implement procedures to ensure that sensitive 
information is handled in accordance with OHS requirements and at a minimum, will 
address: 

(1) Steps to minimize risk of access by unauthorized persons during business and non­
business hours to include storage capability; 

(2) Procedures for safeguarding during electronic transmission (voice, data, fax) mailing 
or hand carrying; 

(3) Procedures for protecting against co-mingling of information with general contractor 
data system/files; 

(4) Procedures for marking documents with both the protective marking and the 
distribution limitation statement as needed; 

(5) Procedures for the reproduction of subject material; 

(6) Procedures for reporting unauthorized access; and 

(7) Procedures for the destruction and/or sanitization of such material. 
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1.11 ORGANIZATIONAL CONFLICT OF INTEREST (HSAR 3052.209-72) 
(JUN 2006) 

(a) Determination. The Government has determined that this effort may result in an 
actual or potential conflict of interest, or may provide one or more offerers with the 
potential to attain an unfair competitive advantage. The nature of the conflict of interest 
and the limitation on future contracting: 

The contractor, under the terms of this task order, or through the performance of 
the Performance Work Statement/Section C made a part of this task order, is 
neither obligated nor expected to deliver or provide material or perform work, which 
will place the contractor in an organizational conflict of interest, which could serve 
as a basis for excluding the contractor from supplying products or services to the 
Department of Homeland Security. Further, during the course of this task order, the 
Contracting Officer will not knowingly unilaterally direct the contractor to perform 
work, in contravention of the above understanding. The contractor is required to 
provide information regarding any situation in which the potential for an 
organizational conflict of interest exists. However, if the Contracting Officer 
discerns the potential for an organizational conflict of interest prior to the execution 
of any task or amendment thereto, the Contracting Officer shall notify the contractor 
per FAR 9.5, and the parties shall mutually take action to resolve any potential 
organizational conflict of interest. For the purposes of this clause, an organizational 
conflict of interest is understood to include tasking which involves the preparation of 
a complete specification of materials leading directly and predictably to competitive 
procurement of a system. 

(b) If any such conflict of interest is found to exist, the Contracting Officer may (1) 
disqualify the offeror, or (2) determine that it is otherwise in the best interest of the 
United States to contract with the offeror and include the appropriate provisions to 
avoid, neutralize, mitigate, or waive such conflict in the contract awarded. After 
discussion with the offerer, the Contracting Officer may determine that the actual conflict 
cannot be avoided, neutralized, mitigated or otherwise resolved to the satisfaction of the 
Government, and the offeror may be found ineligible for award. 

(c) Disclosure: The offeror hereby represents, to the best of its knowledge that: 

_ (1) It is not aware of any facts which create any actual or potential organizational 
conflicts of interest relating to the award of this contract, or 
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_ (2) It has included information in its proposal, providing all current information 
bearing on the existence of any actual or potential organizational conflicts of interest, 
and has included a mitigation plan in accordance with paragraph (d) of this provision. 

( d) Mitigation. If an offeror with a potential or actual conflict of interest or unfair 
competitive advantage believes the conflict can be avoided, neutralized, or mitigated, 
the offeror shall submit a mitigation plan to the Government for review. Award of a 
contract where an actual or potential conflict of interest exists shall not occur before 
Government approval of the mitigation plan. If a mitigation plan is approved, the 
restrictions of this provision do not apply to the extent defined in the mitigation plan. 

(e) Other Relevant Information: In addition to the mitigation plan, the Contracting Officer 
may require further relevant information from the offeror. The Contracting Officer will 
use all information submitted by the offeror, and any other relevant information known to 
OHS, to determine whether an award to the offeror may take place, and whether the 
mitigation plan adequately neutralizes or mitigates the conflict. 

(f) Corporation Change. The successful offeror shall inform the Contracting Officer 
within thirty (30) calendar days of the effective date of any corporate mergers, 
acquisitions, and/or dive stures that may affect this provision. 

(g) Flow-down. The contractor shall insert the substance of this clause in each first tier 
subcontract that exceeds the simplified acquisition threshold. 

(End of provision) 

1.12 KEY PERSONNEL OR FACILITIES (HSAR 3052.215-70) (DEC 2003) 

(a) The personnel or facilities specified below are considered essential to the work 
being performed under this contract and may, with the consent of the contracting 
parties, be changed from time to time during the course of the contract by adding or 
deleting personnel or facilities, as appropriate. 

(b) Before removing or replacing any of the specified individuals or facilities, the 
Contractor shall notify the Contracting Officer, in writing, before the change becomes 
effective. The Contractor shall submit sufficient information to support the proposed 
action and to enable the Contracting Officer to evaluate the potential impact of the 
change on this contract. The Contractor shall not remove or replace personnel or 
facilities until the Contracting Officer approves the change. 

The Key Personnel or Facilities under this Contract: 
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Refer to Section C, Technical Exhibit 1. 7-001 for Key Personnel Listing. 

1.11.1 All substitutes must have at least equal qualifications to those of the individual 
being replaced. 

1.13.2 All appointments of key personnel shall be approved by the Contracting Officer, 
and no substitutions of such personnel shall be made without the advance written 
approval of the Contracting Officer. 

1.11.3 Except as provided otherwise in this clause, at least thirty (30) days (sixty (60) 
days if security clearance is required) in advance of the proposed substitution, all 
proposed substitutions of key management personnel must be submitted in writing to 
the Contracting Officer, including the information required otherwise in this provision. 

1.11.4 Where individuals proposed as key management personnel become unavailable 
between the submission of the final proposal revisions and contract award, within five 
(5) days following task order award, the Contractor shall notify the Contracting Officer in 
writing of such unavailability and who will be performing, if required, as the temporary 
substitute. Within fifteen (15) days following task order award, the Contractor shall 
submit in writing to the Contracting Officer proposed substitutions for the unavailable 
individuals. 

1.11.5 Request for substitution of key management personnel must provide a detailed 
explanation of the circumstances necessitating substitution, a resume of the proposed 
substitute, and any other information requested by the Contracting Officer to make a 
determination as to the appropriateness of the proposed substitute's qualifications. All 
resumes shall be signed by the proposed substitute and his/her formal direct supervisor 
or higher authority. 

1.11 .6 The Contracting Officer shall promptly notify the Contractor in writing of his/her 
approval or disapproval of all requests for substitution of key management personnel. 
All disapprovals will require resubmission of another substitution by the Contractor 
within fifteen (15) days. 

1.13 AVAILABILITY OF FUNDS (FAR 52.232-18) (APR 1984) 

Funds are not presently available for portions of this contract. The Government's 
obligation under this contract is contingent upon the availability of appropriated funds 
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from which payment for contract purposes can be made. No legal liability on the part of 
the Government for any payment may arise until funds are made available to the 
Contracting Officer for this task order and until the Contractor receives notice of such 
availability, to be confirmed in writing by the Contracting Officer. 

1.14 3052.242-71 DISSEMINATION OF CONTRACT INFORMATION 
(DEC 2003) 

The Contractor shall not publish, permit to be published, or distribute for public 
consumption, any information, oral or written, concerning the results or conclusions 
made pursuant to the performance of this contract, without the prior written consent of 
the Contracting Officer. An electronic or printed copy of any material proposed to be 
published or distributed shall be submitted to the Contracting Officer. 

(End of clause) 

(END OF SECTION I) 
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PART II - PART Ill - LIST OF DOCUMENTS, EXHIBITS AND OTHER 
ATTACHMENTS 

SECTION J- LIST OF ATTACHMENTS 

The following attachments are available as shown in the table below: 
__ .,. .. 

' 
.. ... ' Attachment. Number ·· · · Title .. . 

"· '' ~ ..... .. .. .. ~--~-·· 

Attachment J-1 Performance Work Statement 
Attachment J-2 OHS Form 700-21 

•• \ :' · ' . ~: :- ·~:.: ~ :··:4 

Attachment J-3 Implementing Instructions for Compliance with HSAR Clause 

Attachment J-4 
Attachment J-5 
Attachment J-6 
Attachment J-6A 
Attachment J-68 

3052.204-71, "Contractor Employee Access" 
OHS Form 11000-6 - Non-Disclosure 
Pricing Model 
DD Form 254 Contract Security Classification Specification 
OHS HSDN - Security Classification Guide 
OHS - National Security IT Systems Certification and 
Accreditation Security Classification Guide 
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PART IV- REPRESENTATIONS AND INSTRUCTIONS 

SECTION K- REPRESENTATIONS, CERTIFICATIONS AND OTHER STATEMENTS 
OF OFFERORS 

K.1 REPRESENTATION- RELEASE OF CONTRACT INFORMATION 

This Task Order incorporates the representation from the original proposal 
submitted by the Contractor in accordance with EAGLE contract. 
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SECTION L 
INSTRUCTIONS, CONDITIONS AND NOTICES TO OFFERORS 

L.1 TYPE OF AWARD 

This task order competition will be conducted consistent with FAR Part 16.5 and 
the Government contemplates award of two (2) time and materials (T&M) type 
task orders from this solicitation. 

The offeror shall submit a price proposal by completing the CUN structure/ 
pricing model provided in Section B with the hourly labor (T&M) rates and Other 
Direct Costs (ODC) markup percentages provided in its EAGLE contract. The 
offeror may propose an alternative price proposal in addition to the price proposal 
required above. 

L.2 SOLICITATION AMENDMENTS 

Any Amendments or other information issued by the Department will be made 
available via FedConnect. 

L.3 DUE DILIGENCE/EXCHANGES OF INFORMATION 

(a) The Government intends to conduct a due diligence process to allow the 
successful offerors from the down-selection competition to survey the 
unclassified OHS locations and exchange information with OHS Office of the 
Chief Information Officer (OCIO) technical representatives. This process will 
allow the offerors to gain a better understanding of the OHS mission objectives, 
operations and existing conditions. These exchanges will also significantly 
increase the likelihood that the offerors will submit superior solutions. Exchanges 
will occur prior to the receipt of proposals. A major objective of this due diligence 
process is to provide each offeror and/or teaming partners one-on-one sessions 
with the OCIO and Task Order Contracting Officer (TOCO) and the ability to ask 
questions which will be treated as proprietary/confidential and will not released or 
made available to their competitors. 

(b) Requests for clarification that result in specific information necessary to 
submit proposals will be provided to all offerors. The Government will provide 
competing contractors equal access to data and information. However, the 
Government assumes no responsibility for any representation made by any of its 
officers or agents during due diligence. Contractor questions and Government 
responses furnished during due diligence are unofficial. 
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L.4 GENERAL INSTRUCTIONS 

(a) RFP and Section C - PWS Compliance 
The offerer shall ensure that technical and price proposals meet all requirements 
in the Request for Proposal and Section C, Performance Work Statement (PWS), 
i.e., instructions, terms and conditions, representations and certifications, 
performance and/or data requirements, etc. in addition to those items identified 
as evaluation factors and subfactors to be eligible for award. Any exceptions to 
the solicitation's terms and conditions must be fully explained and justified. 
Additionally, the proposal shall be clear, concise, and shall include sufficient 
detail for effective evaluation and for substantiating the validity of stated claims. 
Elaborate brochures or documentation, binding, detailed artwork, or other 
embellishments are unnecessary and are not desired. 

The Government will award a separate six month task order for Transition Ramp­
Up. The Transition Ramp-Up shall be priced separately in Volume 3, Price 
Proposal. Due to the number of contracts being transitioned over a 12 month 
period, the Government anticipates a subset of the Transition Ramp-Up tasks 
may be accomplished during both the transition ramp-up and the base year of 
the Task Order award. 

All Offerers must comply with the "Instructions for Compliance with HSAR clause 
3052.204-71, "Contractor Employee Access" provided as attachment J-3. 

(b) Point of Contact 
The TOCO is the sole point of contact for this acquisition. Address any 
questions or concerns you may have to the TOCO. Requests for clarification 
may be provided to the TOCO during the due diligence phase of this acquisition. 

(c) Proposal Acceptance and Validity Dates 
Proposal due date is specified in block 9 of the Standard Form 33, Solicitation, 
Offer and Award. Proposal Validity: The offerer agrees to hold its prices in its 
offer firm for at least 120 calendar days from the date specified for receipt of 
offers. The offerer shall make a clear statement in the proposal Volume Ill that 
the proposal is valid for no less than 120 calendar days from the date of its offer. 
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L.5 GENERAL INFORMATION 

(a) Debriefings 
If a non-selected offeror has questions as to why it was not selected for task 
order award, the offeror should contact the TOCO. The TOCO and non-selected 
offeror may discuss the reasons why that offeror was not selected, however, the 
TOCO may not (1) discuss other contractors' proposals, (2) compare contractors' 
proposals, or (3) allow the non-selected offeror access to the award decision 
documentation. 

(b) Protests 
In accordance with FAR Part 16.505 (a)(9), no protests are authorized in 
connection with the issuance or proposed issuance of a task order, except for 
protest on grounds that the order increases the scope, period, or maximum value 
of the contract. However, under FAR 16.505(b)(4), prime contractors may contact 
the customer-designated contract ombudsman with complaints on specific task 
orders on this contract. The designated DHS ombudsman for this contract is: 

Acting Director, Office of Procurement Policy and Oversight 
Department of Homeland Security 
Office of the Chief Procurement Officer 
245 Murray Lane, Bldg 410 
Washington, DC 20528 
(202) 447-5594 

(c) Discrepancies 
In an offeror believes that the requirements in these instructions contain an error, 
or omission, the offeror shall immediately notify the TOCO in writing with 
supporting rationale. 

(d) IT-NOVA Reference Library 
An IT-NOVA Reference Library will be made available to all prospective offerors 
that will provide select documents that were referenced but not available in the 
RFP. These documents will be made available via OHS Interactive, an agency 
intranet web site. Only one individual from each EAGLE prime contractor will be 
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provided access to this web site to review the select RFP information. The Prime 
EAGLE contractor must provide the TOCO the name and Social Security 
Number of the person designated by their organization to access the RFP online 
technical exhibits and documents. The designated person must possess an 
active suitability security clearance to be considered for access to the OHS 
interactive web site and prior to an account assignment by OHS. 

L.6 ORGANIZATION/PROPOSAL FORMAT/PAGE LIMITS 

Offerors shall submit proposals as set forth in the Proposal Organization Table 
below. The titles and contents of the volumes shall be defined in this table, all of 
which shall be within the required page limits indicated in the table below. The 
contents of each proposal volume are described in these instructions. Volumes I 
and II may be combined into one document but Volume Ill (Small Business 
Subcontracting Plan and Price Proposal) must be a submitted in a separate 
document. The Offeror shall submit a written hard copy of its Price Proposal and 
submit an electronic copy in MS Excel. Excel® files submitted by the Offeror 
shall include the formatting as provided in the sample model shown in Section B. 
The cells within the submitted files should contain all necessary functional 
formulas necessary for the Government to evaluate completeness, 
reasonableness, and realism. Volume IV, Oral Presentation slides shall be 
provided to the government on the date scheduled for presentation. 
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PROPOSAL SECTIONS FORMAT COPIES PAGE LIMIT 
VOLUME 

I: Technical Section 1: Executive MS Word Electronic 50 pages plus 25 slides 
Proposal Summary and MS Submission via Executive Summary 

Section 2: Technical PowerPoint FedConnect shall not exceed 10 
Capability pages and will not be 

included in paqe count 
II: Management Section 1: MS Word Electronic 100 pages plus 
Proposal Management and MS Submission via 35 slides 

Aooroach PowerPoint FedConnect 
II: Management Section 2: Staffing MS Word Electronic Page Limit included in 
Proposal Approach and MS Submission via Management Approach 

Section 3: (a) Overall PowerPoint FedConnect; (not to exceed 100 
Transition Plan 2 page limit per pages and 35 slides for 
(b) Transition Ramp- key personnel both Management and 
Up · resume Staffing Approach); 

Resumes and Section 3-
Transition Plan (a) and 
(b) not included in page 

count 
Ill: Price Proposal Section 1: Exceptions MS Word Electronic No page limit MS Word 

and Deviations and MS Submission via and 
Section 2: Contract Excel2003 FedConnect MS Excel Worksheets 
Documents (Small 
Business 
Subcontracting Plan 
for Large 
Businesses) 
Section 3: CUN Rate 
Table and Hourly 
Labor Rates 

IV: Oral Volume 4 - Oral MS 15 copies 60 Slides Hard copy and 
Presentation Presentation Slides PowerPoint submitted to electronic copy in MS 

OHS at Oral PowerPoint in 
Presentation compliance with 

session Volumes I and II above 
Table L6.1 

a) An official authorized to bind your organization must sign the proposal. 

b) Paper size shall be 8.5" by 11.0", except if the pricing and/or WBS 
spreadsheet pages required landscape printing on 8.5" by 14.0" paper. 
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c) All page limitations are based on single sided pages, 8.5 X 11 inch paper, 
single spaced, Arial or Times New Roman typeface no smaller than 12-point (smaller 
fonts are acceptable for graphics, figures, tables, footnotes and legends), and "1 inch 
margins. 

d) Proposals shall be received via FedConnect no later than (Time TBD) local 
time (Washington, DC) on (Date TBD). (Please note: The Government will not accept 
proposals sent by mail or fax.) 

L. 7 PROPOSAL CONTENT 

L.7.1 VOLUME 1 -TECHNICAL PROPOSAL (50 pages plus 25 slides for Volumes 1, 
Section 1) 

COVER LETIER, TABLE OF CONTENTS, AND STANDARD FORM-33 (SF-33) (not 
included in page count) 

Volume 1 will consist of the completed and signed SF-33 with a cover letter delineating 
any exceptions taken to the RFP terms and conditions. However, offerors are 
cautioned that any noncompliance with the terms and conditions of the RFP may cause 
their proposal to be determined unacceptable. A Table of Contents may also be 
included to facilitate review and evaluation of the proposal content. 

L.7.1(a) SECTION 1 - EXECUTIVE SUMMARY (10 pages, not included in page count) 

The offeror shall provide a concise summary of the entire proposal, including significant 
approach tradeoffs and risks, and highlight any key or unique features, excluding 
cost/price. Any summary material presented here shall not be considered as meeting 
the requirements for any portions of other sections or volumes of the proposal. 

NOTE: The evaluators will not take any information contained in the Executive 
Summary into consideration in the evaluation of any of the evaluation factors. Offerors 
should ensure that all information required for the evaluation of factors and sub factors 
in Section M are contained within other sections or volumes of the proposal. 

The offeror shall fill out a Cross Reference Matrix (CRM) indicating where the proposal 
addresses the solicitation requirements. An example format is shown below. The 
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purpose of the CRM is to show critical interrelationships and dependencies among the 
documents. The matrix ensures that all requirements are addressed, requirements do 
not conflict and proposal sections are internally consistent. 

Example Format: 

SOLICITATION CROSS REFERENCE MATRIX 

L.7.1(b) SECTION 2 - TECHNICAL CAPABILITY (50 pages, 25 slides, Technical 
Proposal) (Non-Price Factor 1) 

The offerer shall sufficiently describe its technical understanding and approach to 
performing all technical objectives as delineated in Section C, Performance Work 
Statement (PWS) in its written proposal and oral presentation under this task order. 
The following items shall be addressed: 

a) Non-Price Factor 1 - Technical Capability has three subfactors, as follows: 
Subfactor 1: Understanding of Requirements; 
Subfactor 2: Integrator Expertise; and 
Subfactor 3: Implementation. 

Subfactor 1: Understanding of Requirements: The offerer shall demonstrate 
an understanding of the Section C/PWS requirements and inherent complexity in 
meeting all the technical objectives of this procurement. The offerer must 
provide a comprehensive summary and narrative identifying how the full range of 
services in the task order PWS (Section C) shall be provided. The offerer shall 
also demonstrate an understanding of the services required in the PWS and its 
relationship to achieving the mission of the agency. 

Subfactor 2: Integrator Expertise: Offerer shall demonstrate its capability to 
integrate separate IT service requirements into a consolidated effort, resulting in 
advantages such as reductions in project overlaps, realized economies of scale, 
improved efficiency and service delivery, standardized support services, 
increased customer satisfaction, and meeting or exceeding industry standards. 
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Subfactor 3: Implementation: Offerer must provide an implementation 
approach that encompasses the anticipated logical sequence of tasks, 
methodology, techniques, and any other areas of consideration the offerer 
deems necessary to implement/execute Section C/PWS requirements and 
related deliverables. 

L.7.2 VOLUME 2 - MANAGEMENT PROPOSAL (100 pages plus 35 slides) 

The offerer shall describe its management approach to include management structure 
and division of responsibility to control the full range of support services to be provided 
under this task order in its written proposal and oral presentation. The management 
approach shall specifically address all aspects of program and performance 
management, including plans to manage deployment, transition, cost controls, 
governance structure, teaming arrangements/subcontractors, change and risk 
management, management tools, reporting systems, quality assurance, and 
performance metrics. Key management personnel shall be identified by position, skill 
type, overall qualifications and experience. The following items shall be addressed: 

L.7.2(a) SECTION 1 - MANAGEMENT APPROACH (Non-Price Factor 2) 

a) Non-Price Factor 2 - Management Approach 
Subfactor 1: Organization; 
Subfactor 2: Management Methodology; 
Subfactor 3: Transition Plan and Transition Ramp-Up; and 
Subfactor 4: Quality Control 

Subfactor 1: Organization. The offerer's proposed organizational approach 
delineates a coordinated, flexible and efficient workflow management and 
provides an organizational control and communication plan to accomplish the 
requirements in Section C including clearly defined roles, responsibilities and 
direct lines of control and communication; Project Manager's responsibility and 
authority to effectively control, monitor and manage the project. 

Subfactor 2: Management Methodology. Proposed methodology demonstrates 
proficiency in managing multiple IT services/requirements and meeting 
performance metrics under this task order and how the selected approach will 
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generate efficient services and increase customer satisfaction; plan to collect, 
analyze and maintain workload data per Section C.1.6. 

Subfactor 3: Transition Plan and Transition Ramp-Up. Section 3 of the 
Management Plan shall be divided into two sections - A: Overall Transition Plan 
and B: Transition Ramp-up. 

Section 3A: Overall Transition Plan shall provide a comprehensive transition plan 
that minimizes impacts on continuity of operations and identifies key issues and 
overcomes barriers to transition; plan shall establish feasible and timely transition 
schedule, milestones, measurable commitments, and estimated costs for 
transition (include in Price Proposal) and other tasks necessary to conduct and 
complete the transition during the designated time period. 

Section 3b: Transition Ramp-up shall address PWS Section C.1.12.1.1.3 
Transition Ramp-up. The Transition Ramp-Up Plan shall identify critical tasks 
and implementation strategies for expediently vetting and obtaining employees 
for security clearances, employee recruiting and/or staffing for required positions, 
conducting joint inventory of GFP and assets, establishing management 
processes and controls and other tasks the offeror deems necessary to initiate 
pre-transition and transition activities within the first six (6) months of task order 
award. 

Subfactor 4: Quality Control. Quality Control Plan to meet Section C/PWS 
requirements to ensure quality in the delivery of services from the transition of 
current contracts throughout the entire contract period of performance; plans 
must demonstrate proficiency, efficiency and cost effectiveness. 

L.7.2(b) SECTION 2- STAFFING APPROACH (Non-Price Factor 3) 

The staffing approach shall describe the offeror's proposed processes, procedures and 
controls to recruit, train, and retain a qualified/certified workforce including key 
personnel capable of supporting the scope of Section C/PWS as well as contingency 
plans to meet surge /emergency requirements and/or unforeseen personnel shortages 
in its written proposal and oral presentation. The offeror shall also describe its 
approach to obtaining personnel with the appropriate security clearances and the 
vetting process of proposed employees to facilitate the OHS clearance process during 
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the transition phase and task order period of performance. The following items shall be 
addressed: 

a) Non-Price Factor 3 - Staffing Approach: 
Subfactor 1: Staffing methods; and 
Subfactor 2: Key personnel qualifications 

Subfactor 1: Staffing Methods. Proposed approach to recruit, train and retain 
qualified/certified contractor personnel and ensure adequate staffing to perform 
the task order requirements from contract transition throughout the contract 
period of performance; accommodate varying staffing requirements over the life 
of the task order, including both long term ongoing tasks and special or 
emergency efforts of lesser duration to ensure continuous contractor support; 
approach to obtaining personnel with the appropriate security clearances and the 
vetting process of proposed employees to facilitate the OHS clearance process 
during the transition phase and task order period of performance. 

Subfactor 2: Key Personnel Qualifications. Describe proposed approach for 
ensuring each proposed key personnel position possesses the experience, 
education, training, technical expertise and certification required to sufficiently 
and/or proficiently perform the duties described in Section C (i.e., scope, 
complexity, technical tasks and expertise, leadership, anticipated workload, etc.) 
Correlate or map proposed key personnel to the experience and education 
requirements provided in the EAGLE contract. Provide resumes for Key 
Personnel meeting the above requirements. 

L.7.3 VOLUME 3 - PRICE PROPOSAL 

The price proposal shall be separate from the technical proposal. The price proposal 
must not contain technical information as described in Section L.3 and Section L.5. The 
price proposal shall be divided into the distinct sections identified below. Price 
information requested under this RFP is considered information other than cost and 
pricing data as defined in FAR 15.4. The price proposal shall include the information 
identified below. The Government intends to make an award without discussions. A 
Table of Contents may also be included to facilitate review and evaluation of the 
proposal content. 

L.7.3.1 SECTION 1 - EXCEPTIONS AND DEVIATIONS (5 pages) 
Source Selection lnfonnation - See FAR 2.101 and 3.104 
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Section 1 of Volume 3 will consist of the completed and signed SF-33 with a cover letter 
delineating any exceptions taken to this section of the RFP's terms and conditions. 
However, offerers are cautioned that any noncompliance with the terms and conditions 
of the RFP may cause their proposal to be determined unacceptable. 

L.7.3.2 SECTION 2 - SMALL BUSINESS PARTICIPATION (for Large Businesses only) 
(No page limit) 

a) Subcontracting Plan 

As a part of its proposal, all offerors (other than small businesses) shall prepare 
and submit an acceptable small business and small disadvantaged business 
subcontracting plan, as prescribed in FAR 52.219-9. In accordance with FAR 
19. 702(a)(1 ), an otherwise apparently successful offeror may become ineligible 
for award if such offeror fails to negotiate a subcontracting plan acceptable to the 
TOCO within the time limit prescribed by the TOCO. The goals stated in this 
RFP are applicable to this procurement and should be utilized for developing a 
subcontracting plan in response to this RFP. The offeror's subcontracting plan 
should be realistic, challenging and attainable. Offerers shall also provide a 
record of previous performance in carrying out the goals of subcontracting plans 
by including a copy of its FY2006 SF-294 and 295 subcontract reports. If the 
offeror has had no previous contracts requiring a subcontracting plan, please 
include a statement to that effect in the proposal. Provide a subcontracting plan 
to meet or exceed small business participation goals as set forth below. 
Offeror's are reminded that the approved subcontracting plan will be 
incorporated into the task order. The offeror must provide details, 
percentages, performance incentives, and evidence of corporate commitment for 
each business category addressed. 

TYPE OF BUSINESS 

Total Small Business 
Small Disadvantaged Business 
Women-Owned Small Business 
HUBZone Business 
Service Disabled Veteran-Owned Small Business 

Goal% of Total Planned 
Subcontracting Dollars 

40% 
5% 
5% 
3% 
3% 
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(SDVOSB) 
Veteran-Owned Small Business (included in SDVOSB) 3% 

b) The above goals are separate and independent goals, all of which offerors 
should assertively pursue to meet in the submission of their offer. For example: A 
woman-owned small business (WOSB) that subcontracts to a small disadvantaged 
business (SOB) contributes to the WOSB, SOB and Total Small Business goals. 

c) Liquidated damages for failure to achieve small business goals provided in 
your small business subcontracting plan will be determined in accordance with FAR 
52.219-16, Liquidated Damages - Subcontracting Plan (See EAGLE contract - Section 
I). 

L.7.3.3 SECTION 3- PRICE REASONABLENESS, AND COMPLETENESS 

L.7.3.3. 1 These instructions are to assist the offeror in submitting their price 
proposal in a manner that facilitates the government's evaluation of its offer for 
reasonableness, realism and completeness of the proposed prices. Compliance with 
these instructions is mandatory and failure to comply may render the offeror's price 
proposal ineligible for award. Offers should be sufficiently detailed to demonstrate their 
reasonableness. The burden of proof for credibility of proposed prices rests with the 
offeror. Offerors are strongly encouraged to propose more favorable termsfT&M rates 
than currently provided in its EAGLE contract Each offeror shall provide price 
proposals based upon its current EAGLE contract T&M rates for each labor category, 
ODCs and any proposed discount offered. Offerors are reminded that the range of 
FTEs provided in the Pricing Model are applicable to their Section J, Attachment J-5. 
Pricing Model. 

L.7.3.3.2 The Offeror shall submit pricing for the total life-cycle for the 5-year 
performance period. Prices shall be provided in accordance with the format included in 
Section J, Attachment J-5 and the proposal shall include other basis of estimate (BOE) 
information used to calculate the total life-cycle price. The Contract Line Item Number 
(CUN) Structure, Schedule B Prices, Section J, Attachment J-5 and BOE should be 
consistent and clearly relate to the Technical Proposal and Section C - PWS. Any 
limitations and assumptions in the price proposal shall be included by the offeror. 

L.7.3.3.2(a) Assumptions: All assumptions derived by the offeror relating to estimated 
prices shall be separately identified in the price section and shall reference applicable 
paragraph and page number in the technical and management sections of the proposal 
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that provides corresponding discussion of the particular assumption. During the life of 
the task order, the Government may order Other Direct Costs (ODCs) in an amount not 
to exceed $74 million for each 12 month performance period. Each ODC Contract Line 
Item Number (CLIN) and dollar amount represents a quarterly allocation and is optional. 
It is anticipated that ODCs will be funded quarterly using Working Capital Funds; hence, 
ODCs under this task order are subject to FAR 52.232.18-Availability of Funds. 

Source Selection Information - See FAR 2.10 I and 3.104 
Page 55 of 70 

SS 



IT-NOVA 
Operations and Maintenance 

SECTION L 
INSTRUCTIONS, CONDITIONS AND NOTICES TO OFFERORS 

L.7.3.3.2(b) Price Realism: A proposal is presumed to represent an offerer's best effort 
to respond to the solicitation. Any inconsistency, whether real or apparent, between 
promised performances and price, shall be explained in the proposal. For example, if 
the intended use of new and innovative techniques is the basis for an abnormally low 
estimate, the nature of these techniques and their impact on price should be explained. 
Any significant inconsistency, if unexplained, raises a fundamental issue of the offerer's 
understanding of the nature and scope of work required and maybe grounds for 
rejection of the proposal or grounds for adjusting the proposed price. 

L.7.3.3.2(c) Non-Required Data: Data beyond that required by this instruction shall not 
be submitted, unless the offerer considers it essential to document or support the price 
position. All information relating to the proposed price, including all required 
documentation, must be included in the section of the proposal designated as the Price 
Volume. Under no circumstances shall this information and documentation be included 
elsewhere in the proposal. 

L.7.3.3.2(d) Price Volume Submission Requirements: The offerer shall submit 
pricing for the total life-cycle of the 5-year performance period for the IT-NOVA O&M 
requirement. Prices shall be provided in accordance with the Pricing Model/format 
included in Schedule B of this RFP and will be incorporated into the subsequent task 
order award. 

L.7.3.3.2(e) Transition Ramp-Up: Offerers shall submit a separate pricing section in 
their Price Proposal identifying proposed prices for the six (6) month Transition Ramp­
Up tasks under Management Approach-Transition Plan. This portion of the Price 
Proposal shall provide the price details for Section 3(b) Transition Ramp-Up of the 
Volume II proposal. 

L.7.3.3.2(f) Alternate Price Proposals: Offerers may submit an alternative price 
proposal in addition to the price proposal required under this section. An alternative 
price proposal must comply with the CUN structure/Pricing Model provided in Section B 
and the requirements indicated under RFP Section L.3.3 and Section M.6.4. 

L. 7 .4 VOLUME 4 - Oral Presentations and Discussions (Non-Price Factors 1, 2 and 
3) (60 slides) 

a. The purpose of the oral presentations is to allow the Government to better 
understand the offerer's proposed technical solution and management approach as well 
as other aspects of the proposal. As such, Government participants may ask questions 
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throughout the presentation. Offerers will also be given the opportunity to ask the 
Government questions during this time. These exchanges will enhance the 
Government's understanding of the proposal, allow reasonable interpretation of the 
proposal, and/or facilitate the Government's evaluation process. The information 
obtained during the question and answer exchanges may be used by the offerer to cure 
proposal weaknesses or material omissions, materially alter the technical requirements 
of the proposal and/or otherwise revise the technical and price proposals. 

b. Each Offerer shall address the Technical Capability - Non-Price Factor 1, 
Management Approach - Non-Price Factor 2, Staffing Approach - Non-Price Factor 3 in 
an oral presentation. The Offeror is required to submit oral presentation charts (slides) 
on the day of Oral Presentation as indicated in Table L.6.1 above. The Offerer shall be 
required to respond to three (3) scenarios during oral presentations. The topics for 
these scenarios are 1) Blackberry Problems; 2) Wireless Networking; and 3) 
Emergency/COOP Operations. There will be no reference to rates or prices in Volume 
4 - Oral Presentation. 

Oral Presentations slides shall be clear, concise, and include sufficient detail for 
effective evaluation. The presentation/slides should not simply rephrase or restate the 
Government's requirements, but rather shall provide convincing rationale to address 
how the Offeror intends to meet these requirements. Offerors shall assume that the 
Government has no prior knowledge of their facilities and experience, and will base its 
evaluation on the information provided in the Offeror's oral presentation. 

c. The oral presentation will be held at 301-th and D Streets, S.W.-Washington, DC 
on September 9 and 10, 2007. Oral presentations and discussions will be conducted 
with the offerors selected under the down-selection phase of this competition as most 
highly qualified to perform the OHS O&M requirement and invited to submit a technical 
and price proposal in response to the RFP. The contracting officer will schedule oral 
presentations and discussions based on an estimated four (4) hour time frame. While 
the oral presentations are scheduled for 4 hours, they may continue beyond that time 
estimate to allow Government participants to gain a through understanding of the 
proposal. At the conclusion of oral presentations, discussions will commence. Offerors 
will be provided the opportunity to submit proposal revisions, due at 2:00 pm, EDT, the 
second calendar day following the conclusion of oral presentations and discussions. 

d. Contractor participating in oral presentations must provide all necessary audio­
visual materials. Presenting prime contractors and their team member may use the 4-
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hour period as they deem most advantageous to describe their proposed technical 
solution, management approach, staffing and pricing structures. 

e. The oral presentation shall be given by key personnel responsible for project 
performance such as program/project managers and supervisors. Prior to the oral 
presentation of the Offerer's proposal, each Offerer is permitted to present an optional 
10-minute corporate introduction; this portion of the presentation will not have any 
impact on evaluation of the technical capability or risk assessment. The 10-minute 
corporate introduction may be presented by an individual or team of not more than three 
(3) representatives at any level in the corporate structure, and will not count toward the 
representative or time limitations specified herein. Corporate introduction briefer(s) may 
remain in the briefing room during the oral presentations as a non-participant. 
It is required that individuals presenting be those identified as key personnel and/or 
senior management. It is important to the Government that the individuals responsible 
for performance of this task order are the ones representing the offerer at the oral 
presentations. Due to space limitation, 10 people are allowed to attend each 
presentation; 15 copies of the oral presentation in hard copy should be presented to the 
Government team on the day of the presentation. Oral presentations will be video 
taped by the Government. 

L.8 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE 

This solicitation incorporates one or more solicitation provisions by reference, with the 
same force and effect as if they were given in full text. Upon request, the TOCO will 
make their full text available. The full text of a provision may be accessed electronically 
at: http://www.arnet.gov/far/ 

PROVISION 
NO. 

52.216-29 

52.204-6 

DATE TITLE 

FEB 2007 TIME AND MATERIALS/LABOR-HOUR 
PROPOSAL REQUIREMENTS - NON-
COMMERCIAL ITEM ACQUISITION WITH 
ADEQUATE PRICE COMPETITION 

OCT 2003 DATA UNIVERSAL NUMBERING SYSTEM 
(Dl)NSJNUMBER 

- - - --- -- ----- ------ --
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PROVISION 
NO. 

52.222-24 

DATE TITLE 

FEB 1999 PREAWARD ON-SITE EQUAL OPPORTUNITY 
COMPLIANCE EVALUATION 
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L.9 EVALUATION OF COMPENSATION FOR PROFESSIONAL EMPLOYEES 
(FAR 52.222-46) (FEB 1993) 

(a) Recompetition of service contracts may in some cases result in lowering the 
compensation (salaries and fringe benefits) paid or furnished professional employees. 
This lowering can be detrimental in obtaining the quality of professional services needed 
for adequate contract performance. It is therefore in the Government's best interest that 
professional employees, as defined in 29 CFR 541, be properly and fairly compensated. 
As part of their proposals, offerors will submit a total compensation plan setting forth 
salaries and fringe benefits proposed for the professional employees who will work 
under the contract. The Government will evaluate the plan to assure that it reflects a 
sound management approach and understanding of the contract requirements. This 
evaluation will include an assessment of the offeror's ability to provide uninterrupted 
high-quality work. The professional compensation proposed will be considered in terms 
of its impact upon recruiting and retention, its realism, and its consistency with a total 
plan for compensation. Supporting information will include data, such as recognized 
national and regional compensation surveys and studies of professional, public and 
private organizations, used in establishing the total compensation structure. 

(b) The compensation levels proposed should reflect a clear understanding of 
work to be performed and should indicate the capability of the proposed compensation 
structure to obtain and keep suitably qualified personnel to meet mission objectives. 
The salary rates or ranges must take into account differences in skills, the complexity of 
various disciplines, and professional job difficulty. Additionally, proposals envisioning 
compensation levels lower than those of predecessor contractors for the same work will 
be evaluated on the basis of maintaining program continuity, uninterrupted high-quality 
work, and availability of required competent professional service employees. Offerors 
are cautioned that lowered compensation for essentially the same professional work 
may indicate lack of sound management judgment and lack of understanding of the 
requirement. 

(c) The Government is concerned with the quality and stability of the work force 
to be employed on this contract. Professional compensation that is unrealistically low or 
not in reasonable relationship to the various job categories, since it may impair the 
Contractor's ability to attract and retain competent professional service employees, may 
be viewed as evidence of failure to comprehend the complexity of the contract 
requirements. 
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(d) Failure to comply with these provisions may constitute sufficient cause to 
justify rejection of a proposal. 

(END OF SECTION L) 
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M.1 GENERAL 

(a) The Government is conducting this source selection in accordance with 
the fair opportunity ordering procedures contained in FAR Part 16. 

(b) The Government intends to award two (2) Time and Materials (T&M) task 
orders to the responsible offerer whose proposal represents the best value. Best value 
is defined in FAR Part 2, as the expected outcome of an acquisition that, in the 
Government's estimation, provides the greatest overall benefit in response to the 
requirement. The Government will select the best overall offer based on an integrated 
assessment of the evaluation factors listed in Section M.3. 

(c) When conducting the evaluation, the Government may use data included 
by Offers in their proposals, as well as data obtained from other sources. Each offeror 
is responsible for ensuring that the information provided is through, accurate, and 
complete. 

M.2 BASIS FOR AWARD 

The Government will award two (2) Time and Materials Task Order to the 
responsible offerer whose proposal is the most advantageous to the Government, price 
and other factors considered. The task orders will be awarded to the offerer who is 
deemed responsible in accordance with the FAR, whose proposal conforms to the 
solicitation requirements (including all stated terms, conditions, representations, 
certifications, and all other information required by Section L of this solicitation), and is 
judged, based on the evaluation factors, to represent the best value to the Government, 
considering both cost and non-cost factors. This may result in awards to a higher-price 
offerer where the decision is consistent with the evaluation factors and the Selection 
Official reasonably determines that the proposal represents the best value to the 
Government. While the Government Best Value Evaluation Team and the Selection 
Official will strive for maximum objectivity, the procurement selection process, by its 
nature, is subjective and, therefore, professional judgment is implicit throughout the 
entire process. 

M.3 EVALUATION FACTORS 

The Government will use the following factors to evaluate proposals and make a 
best value determination. 

Non-Price Factors: 
1. Technical Capability 

1. Understanding of Requirements 
2. Integrator Expertise 
3. Implementation 
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2. Management Approach 
1. Organization 
2. Management Methodology 
3. Transition Plan and Transition Ramp-up 
4. Quality Control 

3. Staffing Approach 
1. Staffing Methods 
2. Key Personnel Qualifications 

4. Proposal Risk 

Price Factor 
1. Price 

M.4 RELATIVE IMPORTANCE OF EVALUATION FACTORS 

a) Non-Price factors in Section M.3 above are of equal importance. Sub-factors 
under each Non-Price factor are of equal importance. 

b) The non-price factors in Section M.3, when combined, are significantly more 
important than the price factor. 

M.5 EVALUATION CRITERIA 

An evaluation of all proposals will be conducted in accordance with the criteria set forth 
below. Evaluation criteria consist of factors and sub-factors. The members of the 
evaluation panels will evaluate each proposal in relation to the price and non-price 
factors and sub-factors, then the evaluation panels will determine consensus ratings for 
each proposal. The evaluation panels will present their ratings and findings to the 
Selection Official (SO), whose sole authority it will be to make the final award decision. 

M.5.1 Factor 1 - Technical Capability 

a. Each Offeror's technical proposal and oral presentation will be evaluated to 
determine if the offeror provides a sound, compliant approach that meets the 
requirements of the IT-NOVA O&M Support Services function and demonstrates a 
thorough knowledge and understanding of those requirements and their associated 
risks. 

Source Selection lnfonnation - See FAR 2.10 I and 3.104 
Page 63 of70 

63 



IT-NOVA 
Operations and Maintenance 

SECTION M 
EVALUATION FACTORS FOR AWARD 

i. Subfactor 1: Understanding of Requirements. 

This sub-factor is met when the offeror's response to "understanding of 
requirement", demonstrates to the extent applicable, a sound and proficient 
understanding and application of this knowledge to: 

Section C/PWS requirements and the inherent complexity in meeting all the 
technical objectives of the procurement; comprehensive summary identifying 
how the full range of services in the task order PWS (Section C) shall be 
accomplished; services required in the PWS and its relationship to achieving 
the mission of the agency. 

ii. Subfactor 2: Integrator Expertise 

This sub-factor is met when the offeror's response to "integrator expertise", 
demonstrates to the extent applicable, a sound and proficient understanding and 
viable approach to: 

Capability to integrate separate IT service requirements into a consolidated 
effort, resulting in advantages such as reductions in project overlaps, realized 
economies of scale, improved efficiency and service delivery, standardized 
support services, increased customer satisfaction, and meeting or exceeding 
industry standards. 

iii. Subfactor 3: Implementation 

This sub-factor is met when the offeror's response to "implementation", 
demonstrates to the extent applicable, a sound and proficient understanding and 
viable approach to: 

Implementing activities/tasks that encompasses the anticipated logical 
sequence of tasks, methodology, techniques, and any other areas of 
consideration the offeror deems necessary to implement/execute Section 
C/PWS requirements and related deliverables. 

M.5.2 Management Approach 

The offeror's management proposal and oral presentation will be evaluated to 
determine the extent to which it demonstrates a comprehensive, sound, and reasonable 
approach to accomplish and manage the requirements as described in Section C of this 
solicitation. 
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Subfactor 1: Organization. 

This sub-factor is met when the offerer's response to "organization", 
demonstrates to the extent applicable, a sound and proficient understanding and 
viable approach to: 

Delineating a coordinated, flexible and efficient workflow management and 
provide an organizational control and communication plan to accomplish the 
requirements in Section C including clearly defined roles, responsibilities and 
direct lines of control and communication; Defining Project Manager's 
responsibility and authority to effectively control, monitor and manage the 
project. 

Subfactor 2: Management Methodology. 

This sub-factor is met when the offerer's response to "management 
methodology", demonstrates to the extent applicable, a sound and proficient 
understanding and viable approach to: 

Managing multiple services/requirements and meeting performance metrics 
under this task order and identifying how the selected approach will generate 
efficient services and increase customer satisfaction; collecting, analyzing 
and maintaining workload data per Section C.1.6; 

Subfactor 3: Transition Plan. 

This sub-factor is met when the offerer's response to "transition plan", 
demonstrates to the extent applicable, a sound and proficient understanding and 
viable approach to: 

Minimizing impacts on continuity of operations, identifying key issues and 
overcoming barriers to transition; transition schedule, milestones, measurable 
commitments, estimated price for transition (include in Price Proposal) and 
other tasks the offerer deems necessary to conduct and complete the 
transition during the designated time period. 

Subfactor 4: Quality Control Plan. 

This sub-factor is met when the offerer's response to "quality control plan", 
demonstrates to the extent applicable, a sound and proficient understanding and 
viable approach to: 
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Meeting Section C/PWS requirements and ensuring quality in the delivery of 
services from the transition of current contracts throughout the entire contract 
period of performance; plans demonstrate proficiency, efficiency and cost 
effectiveness. 

M.5.3 Staffing 

The offerer's proposal, oral presentation and scenarios will be evaluated to 
determine the extent to which it offers qualified and sufficient staffing to accomplish 
Section C requirements in the OHS dynamic IT environment while simultaneously 
maintaining the service level requirements as described in Section C of this solicitation. 

Subfactor 1: Staffing Methods. 

This sub-factor is met when the offerer's response to "staffing methods", 
demonstrates to the extent applicable, a sound and proficient understanding and 
viable approach to: 

Recruiting, training and retaining qualified/certified contractor personnel and 
ensuring adequate staffing to perform the task order requirements from 
contract transition throughout the contract period of performance; 
accommodating varying staffing requirements over the life of the task order, 
including both long term ongoing tasks and special or emergency efforts of 
lesser duration to ensure continuous contractor support; obtaining personnel 
with the appropriate security clearances and the vetting process of proposed 
employees to facilitate the OHS clearance process during the transition phase 
and task order period of performance. 

Subfactor 2: Key Personnel Qualifications. 

This sub-factor is met when the offerer's response to "key personnel 
qualifications", demonstrates to the extent applicable, a sound and proficient 
understanding and viable approach to: 

Providing key personnel possessing qualifications to meet Section C/PWS 
requirements and who demonstrates the necessary experience to perform the 
tasks required under the scope and complexity of the task order. 

M.6 EVALUATION 
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M.6.1 Rating Scale for Non-Price Factors 

The Government will rate non-price factors 1 through 3 using the adjectival 
ratings below. Narrative descriptions of the proposal evaluation findings will accompany 
the adjectival rating designations. 

Evaluation Rating Scale for Non-Price Factors 

ADJECTIVAL RATINGS 
RATING DEFINITION 

Exceptional (E) Exceeds specified minimum performance or capability requirements in a 
way beneficial to the government; proposal must have one or more 
strengths and no deficiencies to receive an exceptional. 

Acceptable (A) Meets specified minimum performance or capability requirements 
delineated in the Request for Proposal; proposal rated Acceptable must 
have no maior deficiencies but mav have one or more strenoths. 

Marginal (M) Does not clearly meet some specified minimum performance or capability 
requirements delineated in the Request for Proposal, but these 
weaknesses may be correctable. 

Unacceptable (U) Fails to meet specified minimum performance or capability requirements; 
proposal has one or more deficiencies. Proposals with an unacceptable 
ratinq are not awardable. 

M.6.2 Rating Scale for Non-Price Factor 4 - Proposal Risk 

The Government will rate the proposal risk assessed by the evaluation of non­
price factors 1 through 3 using the adjectival ratings below. Narrative descriptions of 
the proposal risk evaluation findings will accompany the proposal risk rating 
designations. 

RATING 
High 

Moderate 

Low 

PROPOSAL RISK ADJECTIVAL RATINGS 
DESCRIPTION .. · 

Likely to cause significant disruption of schedule, increased cost or 
degradation of performance. Risk may be unacceptable even with 
special contractor emphasis and close Government monitoring. 
Can potentially cause disruption of schedule, increased cost, or 
degradation of performance. Special contractor emphasis and close 
Government monitorinq will be likely be able to overcome difficulties. 
Has little potential to cause disruption of scheduled, increased cost 
or degradation of performance. Normal contractor effort and normal 
Government monitoring will likely be able to overcome any 
difficulties. 
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M.6.3 Extent of Small Business Participation 

(a) Subcontracting plans (other than small business) that do not meet the 
requirements of H.3 will be rejected. The Government will consider the methodology 
used to incorporate small business, percentages, performance incentives, evidence of 
corporate commitment, and the extent to which small businesses are included in areas 
of performance that are integral to RFP Section C. 

(b) The Small Business Subcontracting Plan will not be rated. It will be 
assessed a finding of Acceptable or Not Acceptable in accordance with the criteria set 
forth below. 

Acceptable. The Small Business Subcontracting Plan developed to meet 
criteria stated in (a) above is acceptable. 

Not Acceptable. The Small Business Subcontracting Plan developed to meet 
the criteria stated in (a) above is NOT acceptable. 

M.6.4 Price Proposal Evaluation 

M.6.4(a) The government will not rate or score price, but will evaluate each 
offerer's price proposal for realism, reasonableness, and completeness. This evaluation 
will reflect the offerer's understanding of the solicitation requirements and the validity of 
the offerer's approach to performing the work. Alternative price proposals, if considered 
by the Government will be evaluated on contract type risk, potential savings, other 
advantages or disadvantages to the government, and the discretion of the government. 

M.6.4(b) Realism. The government will evaluate the realism of the proposed 
price by assessing the compatibility of proposed price with proposal scope and effect. 
In the evaluation the government will consider the following: 

i. Do the proposed prices reflect a clear understanding of the requirements? 
ii. Do the proposed prices for performing various functional service 

requirements reflect the likely costs to the offerer in performing the effort 
with reasonable economy and efficiency? 

iii. Are proposed prices unrealistically high or low? 
1v. Are the proposed prices consistent with the technical and 

managemenUstaffing approach (e.g., if the offerer proposes a staff of x 
people, the price proposal must account for x people)? 

M.6.4(c) Reasonableness. In evaluating reasonableness, the government will 
determine if the offerer's proposed prices, in nature and amount, do not exceed those 
which would be incurred by a prudent contractor in the conduct of competitive business. 
The assessment of reasonableness will take into account the context of the source 

Source Selection Information··· See FAR 2.101 and 3.104 
Page 68 of70 

68 



IT-NOVA 
Operations and Maintenance 

SECTION M 
EVALUATION FACTORS FOR AWARD 

selection, including current market conditions and other factors that may impact price. 
In the evaluation the government will consider the following: 

i. Is the proposed price(s), ODCs and number of FTEs comparable to the 
prices and staffing requirements anticipated in the independent 
government cost estimate (IGCE)? 

ii. Is the level of effort or estimated number of T&M hours for each 
service functional area in Section C and the complete five year 
performance period comparable to the effort anticipated by the IGCE? 

iii. Is the proposed labor/skill mix comparable to the projected IGCE skill 
mix and/or sufficient to meet the Section C requirements based upon 
the offeor's technical and management/staffing approach? 

iv. Are the proposed price(s) and ODCs for separate functional service 
areas and the full five year performance period comparable to 
competitor's prices under this solicitation? 

M.6.4(d) Completeness. In evaluating completeness, the government will 
determine if the offerer's provides pricing data of sufficient detail to fully support the 
offer and permit the government to evaluate the proposal thoroughly. In the evaluation 
the government will consider the following: 

1. Do the proposed prices include all price elements the offerer is 
likely to incur in performing the effort? 

ii. Is there a labor listing/schedule that includes labor category and 
skill levels, to cover the 12 month base period and four (4) 12 
month options? 

iii. Are proposed prices traceable to requirements? 
iv. Do proposed prices account for all requirements? 
v. Are all proposed prices, including subcontract costs, fully supported 

with adequate data to permit a thorough evaluation? 

M.7 EVALUATION OF OPTIONS 

For award purposes, in addition to an offerer's response to the base period 
requirements, the Government will evaluate the offerer's technical, management, 
staffing, and price response to all contract option periods. Evaluation of the option 
periods will not obligate the Government to exercise the options. 

The maximum quantities/amounts for each optional ODC CUN is $14.5 million for three 
months (one quarter) of the 12-month performance period. The maximum aggregate 
amount of all ODCs issued under this task order shall not exceed $74,000,000 for each 
12-month period of performance of the task order. 

M.8 USE OF NON-GOVERNMENT ADVISORS 
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The Government will use the following non-Government advisors in the 
evaluation process: 

PMC 
Management Analysis, Incorporated 
Acquisition Solutions, Inc. 

These non-Government advisors will be authorized access to only that data and those 
discussions that are necessary to enable them to provide specific guidance on 
specialized matters on particular problems. As advisors they are not authorized to be 
voting members of any panel, or to make final decisions. Each non-Government 
advisor will sign a nondisclosure certificate. 
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SECTION J - LIST OF ATTACHMENTS 

The following attachments are available as shown in the table below: 

Attachment Number . 
Attachment J-1 
Attachment J-2 
Attachment J-3 

Attachment J-4 
Attachment J-5 
Attachment J-6 
Attachment J-6A 
Attachment J-68 

Title . 

Performance Work Statement 
OHS Form 700-21 
Implementing Instructions for Compliance with HSAR Clause 
3052.204-71, "Contractor Employee Access" 
OHS Form 11000-6 - Non-Disclosure 
PricinQ Model 
DD Form 254 Contract Security Classification Specification 
DHS HSDN - Securitv Classification Guide 
OHS - National Security IT Systems Certification and 
Accreditation Security Classification Guide 
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C.1 GENERAL INFORMATION 
C.1.1 INTRODUCTION 

The contractor shall provide Information Technology (IT) support services to the 
Department of Homeland Security (OHS) headquarters, the department's Associate 
Components, select field offices of the department's Major Components and to other 
federal, state, and local level government organizations through this Information 
Technology Networking Operations Virtual Alliance (IT-NOVA) Operations & Maintenance 
(O&M) Task Order under the Enterprise Acquisition Gateway for Leading Edge Solutions 
(EAGLE) Information Technology Support Services Contract. The support services include 
all network components, services, and monitoring; network and internet access; 
infrastructure transformation and support; applications management, delivery, and 
development; wireless communications systems management; communications and 
messaging; communications security (COMSEC); Continuity of Operations (COOP) 
planning; and IT operations disaster management. The contractor shall provide all labor to 
complete the services herein in accordance with the terms, conditions, and specifications of 
this Task Order. The contractor shall assume total responsibility for all requirements 
performed by incumbent contractors whose period of performance expires on or by the 
commencement date of this Task Order. In those instances where incumbent contractor 
periods of performance expire after the commencement date of this task order, the 
contractor shall assume responsibility of those requirements based upon the Government 
approved transition plan. 

C.1.2 BACKGROUND 

In March 2003, Congress passed the Homeland Security Act of 2003 (Public Law 107-296) 
creating a single department from 22 components that had previously resided in other 
agencies. One primary reason for the establishment of the Department of Homeland 
Security (OHS) was to provide the unifying core for the vast national network of 
organizations and institutions involved in efforts to secure our nation. 

To comply with the new legislative requirement, the President directed the OHS Secretary 
to integrate the 22 legacy components into one organization and the OHS Secretary stated 
the objective to centrally manage services, including Information Technology (IT). 

The OHS components are as follows: 

• Associate Components 

• Office of the Secretary 

• Citizenship and Immigration Services, Ombudsman (CISOMB) 

• Civil Rights and Civil Liberties (CRCL) 

• Countemarcotics Enforcement (CNE) 

• Domestic Nuclear Detection Office (ONDO) 

• Executive Secretariat (ESEC) 

• Federal Emergency Management Agency (FEMA) 

• Office of the General Counsel (OGC) 

• Gulf Coast Region (GCR) 

• Office of Health Affairs (OHA) 

• Office of Intelligence and Analysis (l&A) 
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• Military Advisor's Office (MIL) 

• National Protection and Programs Directorate (NPPD) 

• Office of Inspector General (OIG) 

• Office of Legislative Affairs (OLA) 

• Office of Operations Coordination (OPS) 

• Office of Policy (PLCY) 

• Chief Privacy Officer (PRIV) 

• Office of Public Affairs (OPA) 

• Science and Technology (S&T) 

• Major Components 

• Federal Law Enforcement Training Center (FLETC) 

• Transportation Security Administration (TSA) 

• United States Citizenship and Immigration Services (USCIS) 

• United States Coast Guard (USCG) 

• United States Customs and Border Protection (CBP) 

• United States Immigration and Customs Enforcement (ICE) 

• United States Secret Service (USSS) 
IE C.1 2-901 is a chart of the OHS organizational structure. TE C 1.2-002 is a Sensitive 
But Unclassified listing of the locations supported by this Task Order. 

The OHS Management Directorate is responsible for budgets and appropriations, 
expenditure of funds, accounting and finance, procurement, human resources, information 
technology systems, facilities and equipment, and the identification and tracking of 
performance measurements. Their mission is to ensure the DHS's more than 170,000 
employees have well-defined responsibilities and those managers and their employees 
have effective means of communicating with one another, with other governmental and 
nongovernmental bodies, and with the public, they serve. 

The OHS Office of the Chief Information Officer (OCIO) falls under the Management 
Directorate. Within the OCIO is the Information Technology Services Office whose 
mission is to provide IT services to the department. The contractor shall provide IT Support 
Services to the Information Technology Services Office throughout the duration of this Task 
Order. TE C.1.2-003 is a chart of the OCIO organizational structure. 

C.1.3 SPAN OF SUPPORT 

C.1.3.1 Service Model 

The OHS uses the Information Technology Service Library (ITIL) version 2 framework as 
the basis for its service model. The contractor shall adopt the ITIL version 3 service 
model framework (Service Strategies, Service Design, Service Transition, Service 
Operation, and Continual Service Improvement) for the execution of the OHS IT System 
Development Life Cycle (SDLC). 

C.1.3.2 Information Technology Services 

C.1.3.2.1 The Contactor shall provide the OHS a full line of Information Technology 
(IT), telecommunications, and related services to manage the baseline 
requirements defined in this Task Order. The contractor shall provide IT 
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infrastructure services that conform to specified standards for reliability. 
readiness, sustainability, supportability , availability, stability, security, flexibility, 
responsiveness and cost effectiveness. OHS Headquarters and OHS 
Associate Components shall receive the entire range of support and monitoring 
as described in this Task Order. OHS Major Components and other 
Federal/State/localfrribal Government organizations that have connectivity to 
at least one of the three OHS networks shall receive the entire range of support 
and monitoring as described in this Task Order with the exception of Desk Side 
Support. However. these entities may require Desk Side Support in 
emergency situations facilitated through logical follow-on Task Orders. TE 
C.1.3-002 identifies the number of supported users by network for the FY06 to 
FY13 time frame. 

C.1.3.2.2 The contractor shall demonstrate a proactive and technologically 
aggressive methodology to identify and pursue new IT advancements, forecast 
IT trends and provide a comprehensive system of support. The support shall 
include conducting frequent and thorough market research of new or updated 
IT technologies. equipment, and data acquisition and availability including 
software based reporting and performing subjective and comparative analysis 
to existing OHS technology. If authorized by the COTR. the contractor shall 
perform and conduct operational and theoretical performance evaluations of 
current IT capabilities and propose recommended IT advancements. 

C.1.3.2.3 To effectively meet their mission objectives. OHS requires a robust, reliable, 
scalable, integrated. secure. and flexible IT Infrastructure support Task Order 
that employs methodologies to achieve mission and business-critical systems 
and applications in accordance with the OHS business critical system reliability 
levels identified in Table 1 below. An integrated IT infrastructure Task Order 
will provide for a more cohesive IT support structure for OHS. Improved 
information sharing via a consolidated, enterprise wide IT infrastructure support 
will achieve OHS' strategic goals and business objectives that consist of: 
awareness, prevention, protection, response, recovery, service. and 
organizational excellence. 

C.1.3.2.3.1 IT Support Services shall be governed by the OHS reliability levels for 
critical and non-critical systems identified in Table 1 . 

Table 1 - Rellablllty for Critical and Non-Critical Systems 

99% Up to 87.6 Up to 5,256 Up to 315,360 

99.9% Up to 8.76 Up to 525.6 Up to 31 ,536 

99.99% Up to .876 Up to 52.559 Up to 3, 153.6 

99.999% Up to .0876 Up to 5.256 Up to 315.36 

C.1 .3.3 Network Services 

The contractor shall provide IT Support Services for Unclassified, Classified, and Top 
Secret Networks. The extent of the support services for each of the networks is as 
follows: 
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• Unclassified and Top Secret Networks: The Headquarters and Associate 
Component locations identified in rE C.1.2-002 receive all the services described 
in this Task Order 

• Classified Network - referred to as Homeland Security Data Network (HSDN): 
Certain Major Component field office locations, certain other Federal government 
organizations and select State and Local government organizations identified in 
LE C. L2-002 receive all the services described in this Task Order with the 
exception of Desk-Side Support; however, Desk-Side Support may be required 
on an exception basis or in emergency cases only. For security the field office 
locations are not named and their information is provided in an aggregated 
manner by state. 

C.1.3.4 Network Interfaces 

The contractor shall provide, and maintain operability, of interfaces to multiple networks 
such as the following: 

• OHS National Capital Region Metropolitan Area Network (MAN) 

• OHS National Capital Region Wide Area Network (WAN) 

• Homeland Security Information Network (HSIN) 

• Homeland Security Information Network - Secret (HSIN-S) 

• Director of National Intelligence - Secret (DNl-S) 

• Secret Internet Protocol Router Network (SIPRnet) 

• Joint Worldwide Intelligence Communications System (JWICS) 

C.1.4 GENERAL REQUIREMENTS 

C.1.4.1 Contractor Responslbllltles 

The Government requires that the contractor adhere to and follow all applicable executive 
orders, presidential directives, other federal and OHS laws, federal orders management 
policies, handbooks, guidelines, processes, and procedures provided in section C-6. The 
contractor shall take initiative to identify, respond to problems, and propose solutions for 
issues that have a potential negative impact to the mission environment. The contractor 
shall analyze the operational environment, identify and propose solutions to improve the 
efficiency and effectiveness of the Information Technology Services Office. 

C.1.4.1.1 Administrative Services: The contractor shall perform all related 
administrative services required to perform services such as, material 
requisitioning, Quality Control (QC), financial control (cost control and savings), 
status and tracking reports, and correspondence. The contractor shall also 
maintain accurate and complete records, files, and libraries of or access to 
documents to such as Federal, state, and local regulations, codes, laws, 
technical manuals, manufacturer's instructions, Standard Operating Procedures 
(SOPs), and recommendations, which are necessary and related to the 
functions being performed. The contractor shall support OHS during audits and 
inspections, and provide support and responses to audit and inspection items 
(internal and external). 

C.1.4.1.2 Submittal of Reports and Information: The contractor shall compile data, 
prepare required reports, and submit information as specified by the Contract 
Data Requirements Lists (CDRLs), Section C.8, and as presented in this Task 
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Order. The reports include daily, weekly, monthly and annual reports the 
contractor shall submit at the specified time. The COTR will forward the 
approved reports to the proper Government element. 

C.1.4.1.3 Ad hoc Requirements: Upon notification from the Government, the 
contractor shall provide management and technical information to the 
Government such as: (CORL C.1.4-1, Ad hoc Requirements) 

• Technical evaluation of suggestions 

• Input for staff studies 

• Fact sheets 

• Audits 

• Congressional inquiries 

• One-lime reports 

• Material, equipment, facilities, and other property listings or inventories 

• Equipment maintenance records 

• Recommendations for amending, revising, or originating Government 
regulations or policies within the scope of this Task Order 

• Information requested by the CO/COTR on other interfacing Task Orders 
that support this effort 

C.1.4.1.4 Paper File Archiving. The contractor shall prepare all correspondence in 
and maintain all files using OHS specific, and generally accepted commercial 
industry standards in accordance with the appropriate current National 
Archives and Record Administration (NARA), and General Records Schedule 
(36 Code of Federal Regulations (CFR) 122014 and 44 U.S.C. 3301). The 
website at http://www.a rch iv es. gov I records- rngmtia rd or/ records-schedules. htrn I 
contains the index of NARA schedules. All contractor files, records, and 
documents maintained in the performance of this Task Order are Government 
property and the contractor shall return them upon completion or termination of 
the work. However, internal proprietary contractor business files are not 
Government property. 

C.1.4.1.5 Electronic File Archiving: The contractor shall provide daily, weekly, and 
monthly electronic file and system backups with copies provided at both an on 
site and off site storage location, per Government established processes and 
procedures. 

C.1.4.1.6 Document Management: For all deliverables within this Task Order, the 
contractor shall implement document management to include version control 
and comment resolution such that each release has clear inventory of 
comments accepted/rejected as part of the version. 

C.1.4.1.7 Enterprise Architecture Compliance: All solutions and services shall meet 
OHS Enterprise Architecture policies, standards, and procedures as ii relates to 
this Task Order. Specifically, the contractor shall comply with the following 
Homeland Security Enterprise Architecture (HLSEA) requirements: 

• All developed solutions and requirements shall comply with the HLSEA 

• All IT hardware or software shall comply with the HLSEA Technical 
Reference Model (TRM) Standards and Products Profile 
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• The contractor shall submit all data assets. information exchanges and data 
standards. whether adopted or developed to the OHS Enterprise Data 
Management Office (EDMO) for review and insertion into the OHS Data 
Reference Model. 

C.1.4.2 Function-Specific Contractor Requirements 

C. 1.4.2. 1 Project Support: The purpose of this task is to provide project management 
support, monitoring. and lifecycle systems development methodologies for all 
OHS IT projects. 

C. 1.4.2. 1. 1 The contractor shall provide project management support to include 
executive level Information Assurance (IA}. planning, implementation. 
reporting and other services as required or directed. 

C. 1.4.2. 1.2 The contractor shall support projects by providing services such as: 
Development. coordination, scheduling. design validation, documentation, 
migration planning, writing service delivery guidance and other references. 
and weekly status reporting. 

C. 1.4.2. 1.3 The contractor shall attend the Weekly Project Team Meeting and 
provide a summary of the Weekly Status Report. The contractor shall 
prepare support documentation for the Weekly Project Team Meeting (e.g. 
project issue updates, action issue updates. and project plan/status updates) 
to support the summary presentation. 

C. 1.4.2.2 Systems Security: The contractor shall ensure systems security for 
network environments. applications. databases. Internet, Portal and Intranet 
that allows access only by authorized users. prevention of unauthorized 
release of information. prevention of degradation due to circumstances such as 
unauthorized internal use and external intrusion, maintenance of data integrity, 
and authorized utilization by the user community. 

C. 1.4.2.3 Change Management Requirements: The contractor shall manage the 
Change Management process in accordance with the OHS Change 
Management Policy Process and Procedures and will maintain the Change 
Management Database. The Government will provide detailed Configuration 
Management Database information after Task Order award. The contractor 
shall comply with the OHS Change Management requirements for all 
equipment. hardware, system software, applications software (both source and 
executable). data files. and control-language. 

C. 1.4.2.4 Deliverables 

C. 1.4.2.4. 1 Any change to the Task Order list of deliverables or the scheduled 
delivery date shall be coordinated with the COTR with a written copy to the 
CO for Task Order modification if required. 

C. 1 .4.2.4.2 The contractor shall notify the appropriate project and OHS personnel 
when a deliverable is ready for review and provide the document online. 

C. 1 .4.2.4.3 The contractor shall post. store and maintain all deliverables and all 
documentation produced pursuant to this Task Order on the OHS 
SharePoint Portal. The Project Management Office (PMO) shall be provided 
access to the Portal. 
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C.1.4.2.4.4 The contractor shall review deliverables at appropriate points in the 
development process to verify accuracy, completeness, and timeliness of 
each deliverable product. 

C.1.4.2.5 Enterprise Architecture (EA) Compliance: The contractor shall perform 
work in compliance with the EA Plan. The contractor shall support and comply 
with the standards and technologies of the OHS target architecture as 
described in the OHS EA Blueprint. The source website for the OHS EA 
Blueprint is provided in Section C-6. 

C.1.4.2.6 Maintenance and Outages: The contractor shall perfonn maintenance and 
other related activities that degrade or may degrade the performance of 
network environments, operating systems, databases and applications during 
outage periods that occur on weekends, federal holidays, or between the hours 
of 10:00 pm ET and 6:00 am ET on weekdays. The contractor shall avoid 
perfonning these maintenance and other activities during periods of the year 
that require continuous availability 24 hours each day. The COTR will notify 
the contractor a minimum of five business days prior to periods requiring 
continuous availability. 

C.1.4.2.7 Program Development: The contractor shall establish and maintain a 
program for the enhancement and improvement of information technology 
services. (CORL C.1.4-2, lnfonnation Technology Improvement Program) The 
contractor shall baseline the existing systems and infrastructure for items such 
as configuration and performance metrics. As part of the baseline the 
contractor shall submit a plan defining timelines and operations, improvements 
based upon findings and supported by and compared to industry standards and 
metrics. The Plan shall be re-baselined every year. The contractor shall 
conduct an analysis every six months or as required of future programmatic 
and cost requirements for information technology services for the OHS. A 
written analysis and recommendations shall be provided to the COTR within 
five business days of completing the analysis (CORL C.1.4-3, Future 
Programmatic and Cost Requirements for IT Services) The contractor must 
base the analysis upon an assessment of the current information technology 
capabilities, evaluations of the operations efficiency of infonnation technology, 
considerations regarding the adequacy of infonnation technology, market 
surveys of new and emerging technologies, and technological developments 
that could improve the cost effectiveness of the delivery of infonnation 
technology services. The contractor shall also consider the following factors in 
the analysis: 

• Known future requirements and program requirements established or 
stated by the OHS authorization language contained in Congressional 
Committee bills. 

• Appropriation language 

• Programs and directives received from the Department of Labor and Office 
of Management and Budget 

• Budgetary infonnation 

• lnfonnation and requests received from other sources that utilize 
infonnation technology services 
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C.1.4.2.7 .1 The contractor shall conduct an analysis that results in the identification 
of projects and initiatives necessary to support the needs of the OHS. The 
analysis shall also identify projects and initiatives that represent "State-of­
the-Art" advancements in the capability supporting the OHS. 

C.1.4.2.8 Standard Operating Procedures: The contractor shall. within 30 business 
days after award of the Task Order, prepare and submit separate Standard 
Operating Procedures (SOPs) for each of the Functional Areas listed in 
paragraph C.1.5.1.2. (CORL C.1.4-4, Standard Operating Procedures for Each 
Functional Area) The SOPs shall describe, at a minimum, the organization, 
methodology, approach, procedures. monitoring, auditing, problem escalation, 
documentation and reporting used by the contractor to accomplish the work 
required for the Functional Area. The COTR will review the Standard 
Operating Procedures and provide written comments to the contractor within 
ten business days following plan delivery to the COTR. The contractor shall 
address Government comments and deliver the final Standard Operating 
Procedures within five business days. 

C.1.4.2.9 Plans and Standard Operating Procedures: The contractor shall maintain 
and update all Plans and Standard Operating Procedures throughout the life of 
the Contract as changes occur or as directed by the COTR. The contractor 
shall submit in writing to the COTR changes in Plans and Standard Operating 
Procedures not less than 45 days prior to the desired date of implementation. 
The contractor shall not implement any changes until authorized in writing by 
the COTR. The contractor shall notify the Contracting Officer (CO) in writing of 
any changes that affect Task Order cost, Task Order requirements or terms 
and conditions and not implement these changes until receiving written 
approval from the CO. 

C.1.5 LAYOUT OF SECTION C 

C.1.5.1 Section C Contents 

C.1.5.1.1 Section C Structure: The following bullets identify the structure of Section 
C in this Task Order: 

• C-1 General Information 

• C-2 Definitions and Acronyms 

• C-3 Government-Furnished Property (GFP) and Services 

• C-4 Contractor-Furnished Property and Services 

• C-5 Scope of Work 

• C-6 Applicable Laws, Publications. and Forms 

• C-7 Technical Exhibits 

• C-8 Contract Data Requirements List (CORL) 
Paragraphs in Section C-1 all begin with the number "1," paragraphs in Section C-2 all 
begin with the number "2." and the pattern continues for the other sections. 

C.1.5.1.2 Functional Areas: Section C-5, Scope of Work, contains the Functional 
Areas which are organized into the following broad work categories: 

• 5.1 Applications Management and Support Services 

• 5.2 Deployment Support 
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• 5.3 Infrastructure Engineering Services 

• 5.4 Testing 

• 5.5 Operations and Maintenance for End User Support 

• 5.6 Video Teleconferencing 

• 5.7 Satellite/Cable TV Operations 

• 5.8 Phone and PBX Operations 

• 5.9 Network Management Center (NMC) 

• 5.10 Security Management Center (SMC) 

• 5. 11 Communications Security Management 

• 5.12 Other Communications Operations 

• 5.13 Wireless Management 

• 5.14 Training 

• 5. 15 IT Continuity Management 

C.1.5.2 Document Information 

C. 1.5.2. 1 Pagination: Pagination for all parts of the document is sequential with the 
prefix of "C" designating this as the Task Order Section of a Request for 
Proposal (RFP). Technical Exhibits have page numbers in relation to their TE 
title. For example, page three of TE C.5.2.-001 is shown as page number TE 
C.5.2.-001-03 to indicate that it is the third page of TE C.5.2.-001. 

C.1.5.2.2 Technical Exhibits: Technical Exhibits provide supplementary information 
in forms of text, tables, graphs, or maps. Any part of the Task Order may 
reference Technical Exhibits. Technical Exhibits for Section C have a 5-digit 
number that links them to a designated Task Order Section. For example, 
Technical Exhibit 5.3-002 is the second Technical Exhibit referenced from Sub­
Functional Area 5.3. Section C-7 contains all Technical Exhibits except those 
maintained on the OHS Interactive website. 

C. 1.5.2.3 Contract Data Requirements List (CORL): The contractor shall compile 
historical data, prepare required reports. and submit information as specified by 
CDRLs in this Task Order. CDRLs may be referenced from any part of the 
Task Order. CDRLs for Section C have a two-digit number, which links them to 
a designated Task Order Section, e.g .. CORL C.5.3-1, is the first CORL 
referenced in Section C.5.3. A listing of all CDRLs is located in Section C-8 of 
this Task Order. 

C. 1.5.2.4 Other Document Information: As a rule, the term "contractor" refers to the 
contractor who is contracted to provide service on this Task Order. The term 
"third party contractor" refers to all other contractors with whom the contractor 
may interact with in the performance of their duties on this Task Order. 

C.1.6 REQUIRED REPORTS AND MEETINGS 

C.1.6.1 Task Order Administration 

Workload Data Collection and Analysis: The contractor shall collect, analyze. maintain 
and provide to the COTR on a monthly basis and upon request workload data for all of 
the specific requirements identified in the Performance Requirements Summary (PRS) 
identified in TE c. 1.6-001. The contractor shall provide to the COTR for approval a 
proposed format indicating workload data within 20 business days of Task Order award. 
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The contractor shall track all workload data by functional service area from Task Order 
start date, throughout the life of the Task Order, and provide a monthly report of the data 
to the COTR. The contractor shall analyze monthly data and determine the level and 
frequency of data necessary to capture, and provide recommended initiation or 
adjustments of systems and methods to accurately capture the necessary detail of 
workload data. In addition, the contractor shall provide the COTR an annual workload 
data report that summarizes the monthly workload data, identifies trends and statistical 
variations, and provides a logistical forecast for future years, by the last business day of 
each fiscal year. (CORL C.1.6-1, Monthly and Annual Workload Data Reports) 

C.1.6.1.1 Performance Requirements: The contractor shall attain the performance 
requirements depicted in IE C.j.6-001, the PRS. The contractor can provide 
suggestions to the COTR for refinement and adjustment of the performance 
requirements during the transition period. The COTR will evaluate the 
suggestions and notify the contractor in writing of any changes to the 
performance requirements, at least 20 business days prior to implementing the 
adjusted performance requirements. 

C.1.6.2 Required Reports 

C.1.6.2.1 Weekly Status Report: The contractor shall submit a Weekly Status Report 
to the COTR no later than 9:00 am each Tuesday, including one hard copy and 
an electronic file of the report. The Weekly Status Report shall include the 
following: (CORL C.1.6-2, Weekly Status Report) 

• Activities and accomplishments in each functional area during the previous 
week 

• Task Order status (e.g., completed activities, current activities, activities 
planned for the following two weeks, issues or problems anticipated or 
encountered and proposed or implemented resolution) review of any 
associated project plan 

• Project related issues/problems by functional area and actions 
taken/planned to resolve those issues/problems, and cost impact, if any 

• Summary of any actual, planned or anticipated staffing changes 

• Summary of any actual, planned or anticipated changes to procedures 

• Summary of any actual or potential problems with procurement, asset 
management, and IT Infrastructure Library activities 

• Summary of any issues regarding the achievement of performance 
standards 

• Projected date when funds will be exhausted, if applicable 

• Activities planned for the next week 

• Actions required of OHS 

C.1.6.2.2 Monthly Performance Summary Report: The contractor shall provide the 
COTR with a Monthly Performance Summary Report evaluating their 
performance in terms of the Performance Standards. The contractor shall 
submit the report no later than the fifth business day of each month and must 
include the quantitative data and calculations. The report must provide 
sufficient detail to allow auditing to the databases and other performance 
records maintained by the contractor. The report must provide the results of 
monitoring and simulations including the number of occurrences, the number of 
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successful occurrences and the calculated percentage of successful 
occurrences. The report must list the date, time and duration of outages 
interruptions or periods of degradation for applications, network environments, 
and databases. (CORL C.1.6-3, Monthly Performance Summary Report) 

C.1.6.2.3 Monthly Quality Control Report: The contractor shall submit a Quality 
Control Report to the COTR no later than the 10th business day of each month. 
The report shall summarize the information included in the Monthly 
Performance Summary Report and include a list of the tasks inspected, the 
number of completed tasks sampled, and the number of tasks determined by 
the Government as acceptably performed. The contractor shall provide a copy 
of the metrics data along with analysis to the COTR as part of the report. The 
contractor shall also include a summary of customer evaluations including the 
number received. a description of any evaluations with negative comments or 
complaints and the corrective actions taken. The contractor shall identify any 
tasks that fail to meet the performance standards specified in the Contract and 
shall describe the actions taken to correct performance. (CORL C.1.6-4, 
Monthly Quality Control Report) 

C.1.6.2.4 List of Plans: TE C.1.6-002 contains a comprehensive list of plans that the 
contractor shall develop, maintain. and update. 

C.1.6.3 Required Meetings 

The contractor's key staff shall attend meetings and provide status reports as outlined 
below. Status reports are due even in the event of the cancellation of meetings. Due to 
the parties' geographical locations, status meetings may be accomplished via telephone 
conferencing with the agreement of the Government. 

C.1.6.3.1 Contract Administration Review (Monthly): The objective of the Contract 
Administration Review (CAR) is for OHS and the contractor to provide 
management consultation and assistance when resolving task order 
performance issues that will enhance efficiency and effectiveness and mission 
performance component-wide. Furthermore. the CAR will also ensure that 
O&M Task Order standards conform to DHS expectations. 

C.1.6.3.1.1 The contractor's key staff (e.g.. Program Manager and Project 
Managers) shall attend a monthly Contract Administration Review Status 
Meeting with representatives from the OCIO and Office of Procurement 
Operations - Information Technology Acquisition Center (OPO-ITAC). The 
contractor shall brief attendees on contractual issues that may impact Task 
Order performance or schedule. Action items from previous meetings (e.g .. 
open action items. long-term action items, and action items closed during 
period) shall be addressed at meetings. The contractor shall prepare and 
deliver the monthly meeting agenda by close of business at least two 
business days prior to the scheduled meeting. The CAR agenda shall 
contain the following items: (CORL C.1.6-5, Monthly Contract Administration 
Review Status Meeting Agenda) 

• Action items from previous status meetings 

• Open action items 

• Long-term action items 

• Action items closed during the period 
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• Items for discussion regarding status of funds expended 

• Items for discussion regarding leadership, services, process 
compliance and general assessments/comments 

• Items for discussion regarding customer service and performance 
evaluation 

C.1.6.3.1.2 The contractor shall prepare and distribute meeting minutes that 
document issues, decisions, assignments, and pending matters from the 
status meeting. (CORL C.1.6-6, Monthly Contract Administration Review 
Status Meeting Minutes) 

C.1.6.3.2 Program Management Review and Report (Quarterly): The objective of the 
Program Management Review (PMR) is to determine the state of the O&M 
program in a systematic on-going manner to manage risks. The health of the 
O&M program will consist of assessments in the following subject areas: 

• Leadership 

• Customer Support 

• Sound Business Judgment 

• Implementation of High Priority Actions 

• Policy Initiative 

• Statutory Compliance 

• Accuracy and Responsiveness Data Collection 

C.1.6.3.2.1 The contractor shall attend a quarterly Program Management Review 
(PMR) with representatives from the Office of the Chief Information Officer 
(OCIO) and the OPO-ITAC. The contractor shall prepare and deliver a 
meeting agenda. The contractor shall brief attendees on issues that may 
impact on-time completion of project milestones and deliverables. (CORL 
C.1.6-7, Quarterly Program Management Review Agenda) 

C.1.6.3.2.2 The contractor shall provide a status report for each meeting. The report 
will provide highlights of the accomplishments for the reporting period, 
activities anticipated for the next reporting period, outstanding issues and 
recommendations for resolution, and resolved issues since the previous 
reporting period. (CORL C.1.6-8, Quarterly Program Management Review 
Status Report) 

C.1.6.3.2.3 The contractor shall prepare and distribute a PMR status report with 
accompanying agenda documenting the status of issues, decisions, 
assignments, and pending matters from the PMR. The contractor shall 
prepare and deliver the quarterly status report and agenda by close of 
business at least two business days prior to the scheduled PMR. Each PMR 
status report and agenda shall contain a heading with the following 
information at a minimum: 

• Contract number 

• Task order number 

• Contractor name, PM name and phone number 

• Date of Award 

• Period of Performance 
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• Award Amount 

C.1.6.3.2.4 To assist DHS in compiling useful data on work performed under this 
contract, each status report shall contain the following support items: 

• A brief, factual summary description of system operations activities 

• A brief, factual summary of technical progress made for each task 
during the reporting period 

• Customer support metrics (general user queries, FOIA requests 
received, completed, and in progress) 

• Number of help-desk tickets opened, closed, and in progress 

• Level of Effort Metrics (for each task/activity performed include Level 
of Effort, Available Range of Hours, Actual Hours Used, Contract 
Occurrences, and Occurrences Remaining) Any significant problems 
and their impacts, causes, proposed corrective actions, and the effect 
that such corrective actions will have on the accomplishments of the 
contract/task order objectives 

• A status of overall project schedule and/or degree of completion of 
tasks/activities by time intervals 

• Status of user support activities 

• Significant concerns/risks/mitigation options and recommendations 

• Summary of Change Requests, Problem Reports, responses, and 
solutions 

C.1.6.3.2.5 The contractor shall prepare and distribute meeting minutes that 
document issues, decisions, assignments, and pending matters from the 
PMR. (CORL C.1.6-9, Program Management Review Meeting Minutes) 

C.1.6.4 Function Specific Reports and Documents 

C.1.6.4.1 Security Violation Report: The contractor shall prepare and submit a 
Security Violation Report to CIO Management and the Information Systems 
Security Manager (ISSM) within one hour of determining the occurrence of a 
security violation. The report must include a description of the security 
violation, the name and telephone number of the point-of-contact, the time of 
the security violation, the extent of the security violation, the potential threat 
that could arise from the violation. It must also include any potential or real 
data compromise or system degradation resulting from the security violation, 
and recommendations regarding resolution or resolution actions undertaken to 
address the impact of the security violation. (CORL C.1.6-10, Security 
Violation Report) 

C.1.6.4.2 Architectural Compliance Plan: The contractor shall prepare and submit to 
the COTR no later than 30 business days after Task Order award an 
Architectural Compliance Plan that demonstrates that the technologies utilized 
by the contractor conform to the target architecture. The contractor shall 
update and submit the Architectural Compliance Plan no later than the first 
business day of May and November in subsequent performance periods. 
(CORL C.1.6-11, Architectural Compliance Plan) 

C.1.6.4.3 Program Development Report: The contractor shall submit a Program 
Development Report to the COTR on the last business day of April and 
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October. The contractor shall base the report upon the program for the 
enhancement and improvement of information technology services. The report 
shall identify projects and initiatives recommended to support the needs of the 
OHS. The report shall also identify projects and initiatives that represent 
"State-of-the-Art" advancements in the capability to support the OHS. (CORL 
C.1.6-12, Program Development Report) 

C.1.6.4.4 Network and Application Diagrams: The contractor shall maintain the 
Network and Application Diagrams. The contractor shall submit updated 
diagrams to the COTR semi-annually no later than the first business day in 
June and December. The submission shall consist of a separate electronic file 
for each network, entity relationship and application. The name of the network 
or application shall appear in the filename and the tab of the worksheet. 
(CORL C.1.6-13, Network and Application Diagrams) 

C.1.7 CONTRACTOR PERSONNEL 

C.1.7.1 Key Personnel 

C.1. 7 .1.1 Project Manager/Alternate(s): The contractor shall provide an on-site 
Project Manager (PM) who shall be responsible for the performance of the 
work and provide overall direction to the personnel working under this EAGLE 
Task Order. The name and resume of this person and of an alternate(s}, who 
shall act for the manager when the on-site manager is absent, shall be 
designated in writing to the CO for approval prior to Task Order start date. The 
contractor shall provide a PM succession plan and keep it updated throughout 
the life of the Task Order. (CORL C.1. 7-1, Project Manager Succession Plan) 

C.1. 7.1.1.1 The PM shall be the contractor's authorized representative for the 
technical and administrative performance of all services required under this 
Task Order. The PM shall be the first Point of Contact (POC) for Task Order 
or administrative questions or difficulties that arise related to this Task 
Order. The PM shall be the primary point through which communications, 
work assignments, and technical direction flow between the Government 
and the contractor. 

C.1.7.1.1.2 The PM, or designated alternate, shall be available during normal work 
hours to meet with the OHS, in person or as otherwise agreed upon by the 
OHS, to discuss problem areas within 30 minutes. After normal duty hours, 
the manager or alternate shall be available in accordance with OHS 
approved escalation protocol procedures and in the event of disaster 
recovery or Continuity of Operations event. 

C.1.7.1.1.3 The PM shall be available during normal hours of operation, and during 
periods of no-notice emergencies, including localized acts of nature, 
accidents, and military or terrorist attacks, to plan, direct, and control the 
overall management and operational functions specified herein. The PM 
shall provide the necessary level of Task Order management and 
administrative oversight to achieve the quantitative and qualitative 
requirements of this Task Order. 

C.1.7.1.1.4 The PM or alternate shall have full authority to act for the contractor on 
all matters relating to daily operation of this Task Order. 

C-14 



Task Order 8/17/07 
PROCUREMENT SENSITIVE 

C.1.7.1.2 Other Key Personnel: The contractor shall provide key personnel as 
defined in TE C.1.7-001. In the event of key personnel departures, the 
contractor shall ensure support for all OHS requirements until permanent 
replacements are available. These replacements, on an acting or permanent 
basis, are required within 20 business days after the departure of a key 
individual. Final approval of key personnel is the responsibility of the OHS. 
The contractor shall provide a current succession plan for the key personnel 
positions. (CORL C.1. 7 -2, Key Personnel Succession Plan) 

C.1. 7.2 Personnel Staffing 

C.1.7.2.1 Employees: The contractor shall ensure that employees (other than 
managers) are competent in Operation and Maintenance of Information 
Technology systems to include project management, engineering, end user 
services, application services, infrastructure services, IT Continuity 
Management and security services. 

C.1.7.2.2 Staffing Roster: The contractor shall submit a staffing roster to the COTR 
monthly, no later than the 15th business day of each month. The staffing roster 
shall list the names of each employee working on the Task Order. The roster 
shall include as a minimum, the Contract Number, contractor Name, Employee 
Primary User ID, Employee Last Name, Employee First Name, Current OHS 
Security Classification, Work Location, Office Number, Phone Number, 
Emergency Point of Contact, Emergency Point of Contact Phone Number, 
Primary Project Number, and Secondary Project Number for each employee. 
The contractor shall notify the COTR of any additions, deletions, or changes 
within one business day after the change(s). (CORL C.1. 7-3, Staffing Roster) 

C.1.7.2.2.1 If the Contracting Office identifies an employee to the contractor as a 
potential threat to the health, safety, security, general well being, or 
operational mission of the OHS, the contractor shall not employ persons for 
work on this Task Order. The Government reserves the right to remove 
such persons. Where reading, understanding, and discussing safety and 
environmental warnings are an integral part of a contract employee's duties, 
that employee must be able to understand, read, write, and speak English. 

C.1.7.2.2.2 The contractor shall not employ any person who is an employee of the 
United States (U.S.) Government if employing that person would create a 
conflict of interest Contractor personnel shall meet relevant OHS security 
requirements as identified in OHS regulations and orders. The contractor 
shall provide a sufficient number of personnel possessing the skills, 
knowledge, training, and security clearance to perform the services required 
by this Task Order for each specific functional area. 

C.1.7.2.2.3 The contractor shall maintain agreed upon staffing levels at or above 
95% for the life of the Task Order. 

C.1. 7.2.3 Subcontractor Personnel: Subcontractors must comply with all employee 
provisions identified in the Task Order. 

C.1.7.3 Personnel Training 

C.1. 7.3.1 Personnel Proficiency: All contractor Personnel shall be trained, 
competent, and skilled in the performance of their assigned work. The 
contractor shall ensure they provide any necessary refresher training to their 
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employees in order to maintain required certification levels and proficiency to 
perform assigned duties. 

C.1. 7 .3.2 Employee Training: The contractor shall be responsible for all new and 
recurring training of contractor personnel in such a manner as to ensure 
performance of all tasks required by this Task Order. The contractor shall 
provide the Government an employee-training plan, identifying both initial and 
recurring training, including any OHS required training the contractor envisions 
to ensure personnel remain current in their areas of responsibility. (CORL 
C.1.7-4, Employee Training Plan) 

C.1. 7.3.2.1 The contractor shall conduct or provide to their employees detailed 
instruction on Government statutes, regulations, policies, and guidelines in 
areas such as employee conduct ethics, safety, security, health, fire 
prevention, and the environment as they pertain to the operations specified 
in this Task Order. This contractor shall conduct or provide this training 
upon initial employee hire, annually, and as directed by the Government. 
The contractor shall ensure all new employees attend OHS Security 
Education, Training, and Awareness training as described in OHS 
Management Directive (MD) 11053. 

C.1.7.3.2.2 The contractor shall develop, implement, and maintain written guidelines 
or standard procedures necessary for effective accomplishment of Task 
Order requirements. The contractor shall comply with all Privacy Act and 
other regulations governing personal and private information. 

C.1. 7.3.2.3 The contractor shall conduct any remediation training necessary to 
ensure competency of contractor employees. The contractor shall conduct 
remediation training in a manner to minimize adverse impact on contract 
performance and interruption of normal business processes. 

C.1.7.3.3 Knowledge Management: The contractor shall develop, maintain, update, 
and implement a knowledge management system for retention and referencing 
of processes, procedures, best practices, lessons learned, and any other 
information that can be used to enhance IT operations. The knowledge 
management system shall reside on the OHS intranet and be accessable to 
OHS IT management and the contractor's personnel. 

C.1.7.4 Personnel Security Requirements 

C.1.7.4.1 Access Requirements: The Government has the right to restrict and control 
access to its facilities, property, and data, including those identified in this Task 
Order. The contractor shall ensure all contractor employees pass OHS 
suitability screening requirements, and receive an Entry on Duty (EOD) date 
from the OHS Office of Security, prior to beginning performance. Personnel 
requiring clearances under the task order will not be eligible for billing to the 
Government prior to EOD determination. Contractor administrative/support 
staff personnel not requiring EOD determinations are available for billing to the 
government upon task order award. The Government will be the final authority 
in determining access privileges. The Government's exercise of its right to 
grant and revoke the access of particular individual( s) to its facilities. or parts 
thereof, shall not constitute a breach or change to the Task Order. Regardless 
of whether the contractor employs said individual(s), and regardless of whether 
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it precludes said individual(s) from performing work under the resulting Task 
Order. 

C.1.7.4.2 Personnel Security Clearances: Much of the scope of work required within 
the Task Order requires access to classified data and/or classified areas. 
Personnel requiring access to classified data and/or classified areas are 
required to have a current Secret, Top Secret, or Top Secret/Sensitive 
Compartmentalized Information (TS/SCI) access authorization clearance prior 
to the commencement of the work. All access authorization clearances must 
be active and in place prior to the start of any work on any tasking within this 
Task Order which requires a clearance. OHS has final authority on determining 
an individual's security clearance eligibility. The contractor shall submit 
requests for security clearances for staff. All personnel assigned to functions 
described in this document must be U.S. Citizens. Contractor administrative or 
technical personnel who will not require access to classified areas or 
information will not require access authorizations. The contractor shall identify, 
on the contractor Employee Roster, those employees who require access to 
restricted areas or classified information, and shall obtain and maintain the 
appropriate security clearances as identified in this solicitation. 

C.1.7.4.3 Personnel Access Badges: The contractor shall ensure all contractor 
personnel requiring access authorization have valid badges and shall collect 
and return badges for employees: 1) who are no longer working on the Task 
Order; 2) who no longer require access; 3) upon expiration of badges: or 4) 
when the Task Order expires or terminates. The contractor shall return badges 
to the appropriate OHS security office. The contractor shall notify the COTR 
by e-mail within one hour of any of these occurrences and return the badges to 
the appropriate OHS security office. 

C.1.7.4.4 Personnel Separation: The contractor shall ensure all contractor personnel 
who are no longer working on the Task Order, or when the Task Order expires 
or terminates, shall comply with OHS established contract employee separation 
procedures. 

C.1.8 CONTRACTOR INTERFACES 

C.1.8.1 Personnel Performing Securlty/Continulty/Quallty 

C.1.8.1.1 Coordination with Other Performing Activities: The contractor shall 
coordinate with Government and third party contractor personnel performing 
required services in areas associated with the requirements of this Task Order. 
Some examples of the required services are personnel performing security and 
continuity functions, audits, inspections, delivery services, construction, and 
telecommunication services. 

C.1.8.1.1.1 The OHS COTR will facilitate initial contact between the contractor and 
other third party contractors performing work for OHS, as necessary. The 
contractor shall provide support services to other third party contractors 
within the scope of this Task Order as required by the Government. 

C.1.8.1.1.2 The contractor shall notify the COTR in writing of unresolved disputes in 
receiving support from or providing support to customers or other third party 
contractors within two business days from the time the dispute occurs, 
unless otherwise specified in SLAs. (CORL C.1.8-1 Unresolved Dispute 
Information) 
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C.1.8.1.2 Inspection by Government Agencies: Per FAR 52.246-6 the contractor 
shall provide access to and cooperate with Government personnel conducting 
official inspections and surveys. Government personnel other than CO or 
Quality Assurance Personnel may periodically observe contractor operations. 
However, the CO is the only person that may obligate the Government or direct 
contractor operations. The following list identifies agencies performing 
inspections: 

• Quality Assurance Evaluators 

• Property Inspectors 

• The Inspector General (IG) 

• Other offices in the DHS such as the Facilities and Services Department 

• Other federal agencies such as the Occupational Safety and Health 
Administration (OSHA) 

• Environmental Protection Agency (EPA) 

• Government Accountability Office (GAO) 

• General Services Administration (GSA) 

• Defense Contracting Audit Agency (DCAA) 

• DHS Office of Security 
C.1.9 QUALITY ASSURANCE AND QUALITY CONTROL 

C.1.9.1 Quality Assurance 

C.1.9.1.1 Quality Assurance: The Government will evaluate the contractor's 
performance under this Task Order. For those tasks listed in the Performance 
Requirements Summary (PRS), TE C.1.6-001, the Quality Assurance 
Personnel (QAP) or evaluators will follow the methods of surveillance specified 
in this Task Order. The Government will conduct surveillance according to 
standard inspection procedures or other Task Order provisions. Any action 
taken by the CO because of surveillance will be according to the terms and 
conditions of this Task Order. 

C.1.9.1.1.1 The COTR will record the results of surveillance. The COTR will provide 
copies of surveillance reports to the contractor. The contractor shall sign the 
surveillance reports and return them to the COTR within two business days. 
The contractor shall annotate on the signed copy any exceptions or 
disagreement with the surveillance report. 

C.1.9.2 Quality Control 

C.1.9.2.1 Quality Control: The contractor shall provide a rev1s1on to the Quality 
Control Plan submitted as part of the Contractor's proposal, to the COTR for 
approval within 20 business days of Task Order award. The plan shall include 
a detailed description of the processes used during performance to ensure the 
services meet or exceed the requirements of the Task Order and contract. The 
plan shall address each mission essential objective of the PRS, and all others 
considered necessary to meet the Task Order requirements. The plan shall 
systematically provide for early identification of nonconforming services, 
develop, maintain, update and implement metrics to track performance trends, 
detail corrective action plans including milestones. (CDRL C.1.9-1, Quality 
Control Plan) 
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C.1.9.2.1.1 Revisions to the Quality Control Plan may be required at any time. The 
contractor shall make appropriate revisions and obtain acceptance of the 
revised plan from the COTR. The contractor shall provide revised copies of 
the Quality Control Plan to the COTR and Quality Assurance Personnel 
(QAP) upon approval from the COTR. 

C.1.9.2.1.2 The contractor shall maintain records of the work sampled and the 
results of the inspection for each discrete sample. The records shall allow 
the COTR to review each discrete sample and validate the determinations 
made during the performance of Quality Control. 

C.1.9.2.2 Customer Evaluation: The contractor shall create, maintain, and update a 
customer evaluation plan to include identifying and implementing customer 
satisfaction improvements, as part of the Quality Control Plan. The contractor's 
plan shall adhere to the ITIL framework for Service Delivery and Service 
Support. The contractor shall submit the final plan to the COTR for approval no 
later than 20 business days after Task Order award. The COTR may require 
changes to the plan at any time during the life of the Task Order. The 
contractor shall submit their changes within 20 business days of the requested 
change. (CORL C.1.9-2, Customer Evaluation Plan) 

C.1.10 PROPERTY CONTROL 

The contractor's property control procedures shall comply with FAR 52.245-5, Government 
Property (Cost-Reimbursement, Time-and-Material, or Labor-Hour Contracts). 

C.1.11 OPERATING ENVIRONMENT 

C.1.11.1 Operating Hours 

C.1.11.1.1 Hours of Operation and Government Holidays: The normal hours of 
operation are 8:00 A.M. to 5:00 P.M. Various functions within the Information 
Technology Services Office require 7X24X365 (366 for leap years) coverage 
as addressed in Table 2 below and in section C.5. 

Table 2 - Operating Hours 

Required Security 
Functional Service Area Work Hours Clearances 

Application and Management 8 AM to 5 P.M. 1 Suitability, Secret, Top 
Suooort Services Secret, Top SecreUSCI 

Deployment Support 8 A.M to 5 P.M. Suitability, Secret, Top 
Secret, Top SecreUSCI 

Infrastructure Engineering 8 A.M to 5 P.M. Suitability, Secret, Top 
Secret, Too SecreUSCI 

Testing BAM to5 P.M. Suitability, Secret, Top 
Secret, Top SecreUSCI 

Operations and Maintenance 7X24X365 (366 for Suitability, Secret, Top 
for End User Support: leap years) Secret, Top SecreUSCI 

Help Desk 5x12 desk side 
support operations, 

1 Monitoring is 24X7X365 (366 for leap years) 
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Required Security 
Functional Service Area Work Hours Clearances 

Desk Side Support 
with provision that 
designated VIPs are 
entitled to on call 
suooort 

Video Teleconferencing 8 A.M to 5 P.M. 2 Suitability, Secret, Top 
Secret, Too Secret/SCI 

Satellite/Cable TV Operations 8 A.M to 5 P.M. Suitability, Secret, Top 
Secret, Ton Secret/SCI 

Phone and PBX Operations 8 A.M to 5 P.M. 3 Suitability, Secret, Top 
Secret, Top Secret/SCI 

Network Management Center 7X24X365 Suitability, Secret, Top 

1366 for leao vears) 
Secret, Top Secret/SCI 

Security Management Center 7X24X365 Suitability, Secret, Top 

1366 for leap vears) 
Secret, Top Secret/SCI 

Communications Security 7X24X365 Suitability, Secret, Top 
(COMSEC) Management (366 for leap years) Secret, Top Secret/SCI 

Continuity Management 8 A.M to 5 P.M. Suitability, Secret, Top 
Secret, Too Secret/SCI 

C.1.11.1.2 The days specified in Table 3 below are the legal public holidays. The 
contractor will adhere to the Government holiday schedule. If the holiday falls 
on a Saturday, the recognized Federal holiday is the preceding Friday. If the 
holiday falls on a Sunday, the recognized Federal holiday is the following 
Monday. 

Table 3 - Federal Holidays 

Holldav 

New Year's Dav 

Martin Luther Kina's Birthdav 

President's Dav 

Memorial Dav 

Independence Dav 

Labor Dav 

Columbus Day 

Veteran's Dav 

Thanksaivina Dav 

Christmas Dav 

2 Limited coverage required 24X7X365 (366 for leap years) 
3 Limited support required 24X7X365 (366 for leap years) 
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Date 

1st dav of Januarv 

3rd Monday in Januarv 

3rd Monday in Februarv 

Last Monday in Mav 

4th of July 

1st Monday in September 

2nd Mondav in October 

11th of November 

4th Thursdav in November 

25th of December 
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C.1.11.1.3 Hours of Operation Other Than Normal: There will be mission situations 
that require the contractor to work other than normal hours. Such scheduling 
may require accomplishment of contractor work at times other than normal 
operation hours; the CO, or appropriate Government representative, will 
approve in writing work outside nonnal operation hours when required. 
Overtime shall only be pennitted when approved In writing by the CO. 

C.1.11.2 Operations Under Adverse Conditions 

C.1.11.2.1 Emergencies and Special Events: The contractor shall respond to 
emergencies as governed by procedures prescribed by the OHS in accordance 
with its applicable statutes, regulations, orders. policies, and guidelines. The 
OHS may have the need to extend contractor tour of duties, hours, and 
bringing on additional cleared contractor personnel in the event of a major 
emergency. The contractor shall provide surge personnel support, as directed 
by the CO, in response to emergencies or special events. Emergencies may 
consist of natural disasters, terrorist threats or events, elevation of the OHS 
threat level or as designated by the Department. In the event of any 
emergency, the CO may initiate contractor action by a verbal authorization. 
The CO will define a task order in a timely manner or as time permits after the 
emergency is contained or resolved. 

C.1.11.2.1.1 Ex1reme weather conditions and natural disasters (such as tornados, 
flooding, snow, and ice) may warrant temporary office evacuation or office 
closure. The contractor shall respond to extreme weather conditions 
according to OHS direction, and shall inform all employees of these 
instructions. During nonnal duty hours, the normal chain of management 
will provide notification of facility closures. During non-duty hours, local 
radio and television channels will provide notification. Facility closings shall 
in no way interfere with the contractor operation and maintenance of the 
critical systems. All contractor employees identified as essential personnel 
shall remain on duty or report for duty in accordance with the Emergency 
Situations and relevant Continuity of Operations (COOP), IT Contingency, IT 
Disaster Recovery/Business Continuity Plan. 

C.1.11.2.1.2 The contractor shall participate in all scheduled and unscheduled fire 
drills, Shelter in Place, and other scheduled safety and emergency-training 
exercises, which may necessitate interrupted services unless directed 
otherwise. The Government will consider such interruptions when assessing 
contractor perfonnance for the affected period. 

C.1.11.2.2 Building Occupant Emergency Plan Compliance: Contractor personnel 
shall comply with all building occupant emergency plan activities such as 
building evacuations and shelter in place. 

C.1.11.2.3 Personnel Response to IT Continuity Events: Key contractor personnel and 
contractor personnel with critical skills shall report to and perfonn duties at 
alternate sites during IT continuity events, as directed by the Government. The 
contractor shall provide personnel resources to respond to IT continuity events. 
The contractor should consider such things as cross-training and providing 
personnel who would be able to respond from outside the metropolitan area 
(i.e. individual with appropriate skill sets who would be unaffected by issues in 
the Baltimore-Washington metropolitan area). 
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C.1.11.2.4 Performance of Services during Crisis: The following services are essential 
during crises declared by the OHS Secretary or the President of the United 
States. All basic services and operations will continue as directed by the 
COTR. The contractor shall submit an essential personnel list, to include 
designated emergency POCs, to the COTR within ten business days after Task 
Order start and shall update monthly for changes throughout the life of the 
Task Order. The list shall contain the individual's name, address, home phone 
number, beeper number or cell phone number, security clearance, and duty 
title. Upon notification of a crisis by the COTR, the contractor shall perform the 
essential services identified in the CIO COOP Implementation Plan. The 
COTR will direct implementation of Services under this provision at any time as 
required to meet mission requirements. (CORL C.1.11-1, Essential Personnel 
Contact List) 

C.1.11.3 Travel 

C.1.11.3.1 Authorization and Restrictions: Contractor personnel may be required to 
travel to support the requirements of this Task Order. Long distance and local 
travel may be required in the Continental United States (CONUS). The 
Government expects the contractor to have a facility within the Washington DC 
Metropolitan area. The Government will not reimburse local travel within a 50-
mile radius from the contractor's facility or the contractor's assigned duty 
station. This includes travel, subsistence, and associated labor charges for 
travel time. The Government will not reimburse travel performed for personal 
convenience and daily travel to and from work at the contractor's facility. The 
Government will authorize travel, subsistence, and associated labor charges 
for travel beyond a 50-mile radius of the contractor's facility or assigned duty 
station; HOWEVER, the COTR shall previously approve all travel outside the 
Washington DC Metropolitan area. The Government will reimburse authorized 
travel in accordance with the Federal Travel Regulation. The Government will 
not reimburse travel without prior approval from the COTR. The contractor's 
request for travel shall be in writing or electronic as directed by the COTR and 
contain the dates, locations and estimated costs of the travel. 

C.1.11.3.2 Costs: The contractor shall, to the maximum extent practicable, minimize 
overall travel costs by taking advantage of discounted airfare rates available 
through advance purchase. Charges associated with itinerary changes and 
cancellations under nonrefundable airline tickets are reimbursable as long as 
the changes are driven by the work requirement. Costs associated with 
Contractor travel shall be in accordance with FAR Part 31.205-46, Travel Costs 
and applicable Federal Travel Regulation. If any travel arrangements cause 
additional costs to the contract that exceed those previously negotiated, written 
approval by contract modification issued by the CO is required prior to 
undertaking such travel. (CORL C.1.11-2 Travel Requests) 

C.1.12 CONTRACT TRANSITION 

C.1.12.1 Transition and Phase In 

C.1.12.1.1 Transition Plan: The contractor shall provide a revision to the Transition 
and Phase-In Plan submitted as part of the Contractor's proposal, to the COTR 
for approval within 20 business days of Task Order award. The Transition Plan 
shall include milestones, which will indicate how the contractor plans to migrate 
all existing services from the current providers, add new services, and 
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mm1m1zmg operational and project impacts, and when properly trained, 
qualified, and certified personnel will accomplish full assumption of all 
requirements identified in the Task Order by the completion of the transition 
period. The transition plan shall include start up, mobilization schedule, and 
transition depicting the chronological sequence of events, which the contractor 
shall accomplish beginning on Task Order start date. The contractor shall 
incorporate termination dates of existing contractor perfo1111ance periods and 
DHS planned major project dates into the transition plan. (See If C.1.J 2-001, 
Phased Te1111ination Dates and TE C.1.12-002, OHS Projects). The contractor 
shall demonstrate the ability to quickly staff the requirement in order to meet 
the transition schedules dictated by the expiring Task Orders. The contractor 
shall demonstrate the ability to ensure proposed personnel are vetted to ensure 
they meet DHS suitability and security clearance process (See paragraphs 
C.1.7.4.1 and C.1.7.4.2) thus aiding in a more expedient process. The 
contractor shall perform analyses and planning to develop the plans for 
transitioning the DHS services and sites to their operations. The guiding 
principle for this will be the use of innovation in developing and providing 
functionality to include transition and consolidation strategies for OHS assets 
both present and future, and the use of COTS application whenever 
advantageous to the Government. The Transition Plan shall include the plans 
for migrating assets, data, and services. The overall transition period shall not 
exceed 12 months. (CORL C.1.12-1, Contract Transition Plan) 

C.1.12.1.2 Transition Tasks: Starting the first day of the transition period, the 
contractor shall ensure necessary personnel actions, appropriate training, 
(including any required certifications), as well as non-personnel considerations 
such as materials and supplies, equipment, facilities, sub-contracts, leases, 
environmental issues, safety and security, etc. are accomplished in accordance 
with the accepted transition plan. The contractor shall perfo1111 relocations of 
equipment as directed by the COTR. 

C.1.12.1.3 Transition Ramp-up: The contractor shall fulfill the requirements (as 
applicable) in sections C.1.12.1.1 and C.1.12.1.2 within the first six months of 
the Task Order award. During this timeframe the contractor shall identify an 
implementation strategy and perform critical tasks to expediently obtain 
employee security clearances; recruit and staff required positions; conduct a 
joint inventory of Government Furnished Equipment (GFE) and IT assets; 
establish management processes and controls; and other tasks the contactor 
deems necessary to initiate pre-transition and transition tasks within the first six 
months of Task Order award. A subset of these tasks may be accomplished 
during both the transition ramp-up and the base year of the Task Order award. 

C.1.12.2 Phase Out 

C.1.12.2.1 Inventory: At the Phase-out of this Task Order the contractor and 
Government shall conduct a joint inventory assessment of property accounts 
for the contractor's staff (i.e. hand receipts of cell phones, blackberries, etc.) to 
ensure a full accounting of all Government property. The Government will hold 
the contractor liable for any damaged or lost equipment, and the contractor 
shall ensure all other Government equipment is in working order. 

C .1.12.2.2 Observations: The contractor shall pe1111it the successor contractor (and 
the successor contractor's employees) to observe and become familiar with 
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any and all operations specified in this Task Order for a minimum of 90 
business days, or for a COTR specified timeframe, prior to the expiration or 
termination of the Task Order. 

C.1.12.2.3 Maintenance of Systems, Files, and Data: The contractor shall maintain 
the full operational status of all Government systems and equipment, and 
continue all current work in progress until the successor contractor assumes 
full operational responsibility. The contractor shall not destroy, delete, or 
otherwise dispose of any files or data upon expiration or termination of the 
Task Order, without prior permission from the COTR. 

C.1.12.2.4 Cooperation: The contractor shall fully cooperate with the successor 
contractor and the Government so as not to interfere with their work or duties. 
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C.2 DEFINITIONS AND ACRONYMS 
C.2.1 DEFINITIONS 

The definitions set forth below are those unique or used in this Task Order. Definitions for 
technical terms or words which are included in this Task Order can be found in the technical 
documents referenced in the individual functional areas of the Task Order. The definitions 
provided below are oriented to DHS's Task Order. In many cases definitions are specific by 
situation. The total listing of definitions is not all-inclusive, but it has been derived from 
official publications (e.g., regulations and technical manuals and industry standards) when 
available. 

Note: In the event of a conflict between any definition in this section and a comparable 
definition in the Federal Acquisition Regulation, the latter shall prevail. 

A LAN: The OHS unclassified network 

Acceptance, Approved (as Directed, as Permitted, as Required): Where these words 
or words of similar import are used, it shall be understood that the direction, requirement, 
permission, approval, or acceptance of the Contracting Officer (CO) or Contracting 
Officer's Technical Representative (COTR) is intended, unless stated otherwise. 

Acceptable Quantity Level (AQL): Represents the required success rate for each 
output that comprises the total workload. The AQL is reasonable to allow for the 
possibility of unexpected problems that prevent some outputs from meeting the 
requirements of the performance standards. The AQL is a percentage value of the 
number of performances of each output that must adhere to the performance standard 
set for that output. AQLs are determined based on agency directives or historical records 
of Government performance. 

Accountability: The obligation of both the contractor and the Government to fulfill the 
requirements of this Task Order. This includes item such as the contractor's 
responsibility to maintain accurate and complete records of documents, funds and 
property. 

Accreditation: The formal declaration by a Designated Approving Authority (DAA) that 
an information system (IS) is approved to operate in a particular security mode using a 
prescribed set of safeguards to an acceptable level of risk. 

Approval: The process through which the Government provides authorization to the 
contractor to proceed with an action. An approved authorization must be in writing. 

Avallablllty: A measure of the degree to which an item is in an operable and 
committable stale at the start of any task or mission, when the task or mission is called 
for at an unknown (random) point in time. 

Authentication: A security process designed to establish the validity of a transmission, 
message or originator or to verify an individual's eligibility to receive specific categories of 
information. 

Authorization: The process of granting or denying access to system objects based on 
an individual or entities identities, roles or other qualifying characteristics (e.g. clearance 
level). 

Availability period: The amount of time the system(s), or the total system, is functioning 
so that the customer can get work done. 
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Baseline: A specification or product that has been formally reviewed and agreed upon, 
and thereafter serves as the basis for further development and can be changed only 
through formal change-control procedures or a type of procedure such as configuration 
management (CM). 

Basic Rate Interface (BRI): A level of service within the Integrated Services Digital 
Network (ISDN). The BRI includes a number of B-channels and a D-channel; B-channels 
carry data, voice, and other services and the D-channel carries control and signaling 
information. 

Biennially: One time every two years 

Bimonthly: One time every two months 

Biweekly: One time every two weeks 

C LAN: The OHS Top Secret network 

Certificate: Digital documents attesting to the binding of a public key to an individual or 
other entity. They allow verification of the claim that a given public key does in fact 
belong to a given individual. Certificates, also called digital certificates, are issued by a 
Certificate Authority and contain the public key and other identification information 
relating to the certificate requester. 

Certification: Certification is the comprehensive evaluation of the technical and non­
technical security features of an Information System (IS) and other safeguards, made in 
support of the accreditation process, to establish the extent to which a particular design 
and implementation meets a set of specified security requirements. 

Certified Information Systems Security Professional (CISSP): A professional 
certification in information systems security administered by the International Information 
Systems Security Certification Consortium (ISC)2

® 

Channel Seivice Unit/Data Seivlce Unit (CSU/DSU): A digital-interface device used to 
connect a router to a digital circuit such as a T1 or T3 line. 

Classified: Documents, data, information, systems, products, services, items, etc for 
which access is limited to those persons having a "need to know" and appropriate 
security clearance. 

Clearance: Authority permitting individuals cooperating in OHS work, and having a 
legitimate interest therein, access to classified technical information, material, or 
equipment or admission to restricted areas or facilities where such information or material 
is located. 

Commercial Off The Shelf (COTS): Describes software or hardware products that are 
ready-made and available for sale to the general public. 

Common Operating Environment (COE): A listing of components (hardware and 
software) that captures the concept of a common or shared operating environment 
across an enterprise or organization; provides a standard for the organization to be 
common operating environment (COE) compliant. 

Common Vulnerabilities and Exposures (CVE): An index of standardized names for 
vulnerabilities and other information security exposures. CVE aims to standardize the 
names for all publicly known vulnerabilities and security exposures. The CVE database is 
operated by the MITRE corporation, and is sponsored by the Department of Homeland 
Security. 
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Confidentiality: Assurance that information is not disclosed to unauthorized entities or 
processes. 

Configuration Management (CM}: A discipline applying technical and administrative 
direction and surveillance to: (a} identify and document the functional and physical 
characteristics of a particular item, system, etc; (b} control changes of those 
characteristics; and (c} record and report changes to processing and implementation 
status. 

Conflict of Interest (COi): According to OHS Clause 1337, "Conflict of interest means 
that because of other activities or relationships with other persons or organizations, a 
person or organization is unable or potentially unable to render impartial assistance or 
advice to the Government, that the person's or organization's objectivity in performing the 
Task Order is or might be otherwise impaired, or that the person or organization has or 
might acquire an unfair competitive advantage." 

Configuration: The functional or physical characteristics of equipment, systems, 
hardware or software set forth in technical documentation and achieved in a product. 

Conservation: The protection, improvement, and use of natural resources according to 
principles that will provide optimum public benefit and support of DHS's mission. 

Continuity of Operations (COOP). The COOP focuses on restoring and organization's 
(usually headquarters element) essential functions at an alternate site and performing 
those functions for up to 30 days before returning to normal operations. Because a 
COOP addresses headquarters-level issues, it is developed and executed independently 
from the Business Continuity Plan (SCP). Implementation of a viable COOP capability is 
mandated by POD 67, Enduring Constitutional Governmental and Continuity of 
Government Operations. FEMA, the Federal Government's executive agent for COOP, 
provides COOP guidance in FPC 65, Federal Executive Branch Continuity of Operations. 
Standard elements of a COOP include Delegation of Authority statements, Orders of 
Succession, and Vital Records and Databases. Because the COOP emphasizes the 
recovery of an organization's operational capability at an alternate site, the plan does not 
necessarily include IT operations. In addition, minor disruptions that do not required 
relocation to an alternate site are typically not addressed. However, COOP may include 
the BCP, Business Resource Plan (BRP), and disaster recovery plan as appendices. 
(Source: NIST 800-34, Contingency Planning for Information Systems} 

Contract Data Requirements List (CORL). Data required to be submitted by the 
contractor to the Government. A proper and correct submission of a CORL is evidenced 
by the following criteria: completeness, accuracy of data, preparation in accordance with 
applicable mandatory publication or other prescribing document, signature or initials by 
the certifying official, and correct and timely turn-in or distribution. 

Contract Modification: Any written alteration in the terms and conditions of the contract 
or Task Order, such as specifications, delivery point, rate of delivery, Task Order period, 
price, quantity, or other Task Order provisions. 

Contracting Officer (CO): An individual appointed in accordance with procedures 
prescribed by the Federal Acquisition Regulation with the authority to enter into, 
administer, and terminate contracts and make related determinations and findings. 

Contracting Officer's Technical Representative (COTR): The individual or individuals 
appointed by the Contracting Officer to act as the authorized Government representative 
and to oversee contractor performance. 
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Contractor: The term contractor, as used herein, refers to the principle/prime contractor. 

Contractor Furnished Equipment (CFE): That equipment that the contractor includes 
in its offer in order to perform the requirements of the Task Order, and that is not covered 
under Government-Furnished Property (GFP). 

Contractor-Furnished Property (CFP): Equipment and facilities provided by the 
Contractor to perform the Task Order requirements. 

Corrective Action: Consists of those efforts required to correct reported deficiencies 
and mitigate reoccurrence of defects. 

Critical Design Review (CDR): The CDR is a multi-disciplined technical review to 
ensure that the system under review can proceed into system fabrication, demonstration, 
and test; and can meet the stated performance requirements within cost (program 
budget), schedule (program schedule), risk, and other system constraints. Generally this 
review assesses the system final design as captured in product specifications for each 
configuration item in the system, and ensures that each product in the product baseline 
has been captured in the detailed design documentation. 

Customer: Any recipient of a service described in Section 5, Specific Work 
Requirements of the Task Order. 

Damage: A condition that impairs either value or utility of an article; may occur in varying 
degrees. Property may be damaged in appearance or in expected useful life without 
rendering it unserviceable or less useful. Damage also shows partial non-serviceability. 
Usually implies that damage is the result of some act or omission. 

Data Integrity: Condition that exists when data is unchanged from its source and has 
not been accidentally or maliciously modified, altered or destroyed. 

Database: A collection of records, in one or more files, which are often coded for rapid 
search and retrieval via computer. 

Defense Message System (OMS): The system of record for organizational messaging 
used by the Department of Defense. It is a modified commercial-off-the-shelf (COTS) 
application that provides multimedia messaging, directory, and security services. OMS 
uses the underlying Defense Information Infrastructure (011) network and security 
services in conjunction with National Security Agency (NSA) security products. 

Degauss: Destroy information contained in magnetic media by subjecting that media to 
high-intensity alternating magnetic fields, following which the magnetic fields slowly 
decrease. 

Degausser: Electrical device or hand-held permanent magnet that can generate a high 
intensity magnetic field to sanitize magnetic storage media. 

Denial of Service: Any action or series of actions that prevent any part of a system from 
functioning in accordance with its intended purpose. This includes any action that causes 
unauthorized destruction, modification or delay of service. 

Desktop Administration: Services provided in the operation and maintenance of an 
individual's desktop computer. This includes services such as installation of a new 
system, hardware upgrades, relocation and removal of hardware, installation and 
upgrade of software applications and operating system. It also includes configuration of 
hardware and software, backup and restore, performance monitoring and tuning, problem 
tracking and error detection, needs assessment, procurement, disposal, and inventory 
management. 
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Desktop Computer: Distributed computing resource, either networked or standalone, 
consisting of a CPU, keyboard, monitor, and a screen manipulation device, such as a 
mouse. This typically includes PCs, Apple Macintoshes, UNIX based workstations, X­
terminals and other terminals. This definition excludes mainframes, supercomputers and 
midrange computers. 

Desktop Configuration: The hardware and software characteristics associated with a 
desktop computer (UNIX, PC, Macintosh, and X-Terminal}. Hardware characteristics 
include: CPU, RAM, amount of disk storage, size of monitor, cards installed in the 
system unit, and devices attached directly to the system unit. Software characteristics 
include: identification of COTs application software in use on the workstation, operating 
system, and a description of any commonly distributed custom applications. 

Digital Video Disk (DVD): An optical disc storage media format that can be used for 
data storage. 

Discrepancy: A variance between contractually required and actual performance. 

Disposal: The disposition of excess assets (including intellectual and real property, 
industrial and personal property) by the Government in accordance with OHS regulations 
and the FAR. 

Document Type Definition (DTD): A DTD defines the legal building blocks of an XML 
document. It defines the document structure with a list of legal elements. 

Downtime: The amount of time when an end user's access to network services is 
impaired. Downtime for each incident shall be the period between the time of failure and 
the time that the system is returned to the Government fully operational. 

Due Diligence: The purpose of Due Diligence is for the contractor to validate the 
inventory and environment portrayed during the master Task Order award and account 
for any changes that have occurred between Task Order award and the Task Order start. 
If there is a discrepancy found which exceeds parameters, then a due diligence price 
adjustment will be submitted. The Due Diligence period shall be limited to not more than 
20 business days unless a longer period is granted by the CO. 

E-Government: One of the five key elements of the President's Management Agenda 
designed to make better use of information technology (IT) investments to eliminate 
billions of dollars of wasteful Federal spending, reduce Government's paperwork burden 
on citizens and businesses, and improve Government response time to citizens. A key 
goal is for citizens to be able to access Government services and information within three 
"clicks," when using the Internet. 

Electronic Signatures In Global and National Commerce Act (ESIGN): A U.S. Code 
that facilitates the use of electronic records and signatures in interstate and foreign 
commerce by ensuring the validity and legal effect of contracts entered into electronically. 

Emergency: The reporting of sudden, usually unforeseen, occurrences where life or 
property are in immediate danger and require immediate action. 

Employee: An employee includes both contractor employees and subcontract 
employees. 

Enterprise Acquisition Gateway for Leading Edge Solutions (EAGLE): The OHS 
contracts for Information Technology (IT) support services that will enable OHS business 
and program units to accomplish their mission objectives. 
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Enterprise Architecture (EA): A description including graphics of the systems and 
interconnections providing for or supporting various functions. EA defines the physical 
connection, location, and identification of such key nodes as circuit and network 
platforms, and allocates system and component performance parameters. Shows how 
multiple systems within a domain or an operational scenario link and interoperate, and 
may describe the internal construction or operations of particular systems in the systems 
architecture. 

Enterprise Change Control Board (ECCB): The board responsible for reviewing any 
incoming change requests, including both enhancements and defects. The first step 
focuses on triage, where high severity defects are assigned to the support team so that 
they can be dealt with by a hot fix. Lower severity defects and all enhancement requests 
will be evaluated by the board in order to determine which change requests are to be 
acted upon and which systems will be affected so that the change request may be 
assigned appropriately. 

Facilities: Property used for production, maintenance, research, development or testing. 
It includes plant equipment and real property. It does not include material, special test 
equipment, special tooling or agency peculiar property. 

FAR: Federal Acquisition Regulation. 

FASTLANE: FASTLANE is a high speed asynchronous transfer mode (ATM) encryptor 
for local and wide area network multimedia applications (i.e., voice, video, data, and 
imagery). FASTLANE supports permanent and switched virtual circuits, point-to-point 
and point-to-multi-point, simplex and duplex connections. It provides authentication and 
end-to-end protection of user information up to the Top Secret/Sensitive Compartmented 
Information level. 

Fiscal Year (FY): A period of 12 months beginning 1 October and ending 30 September 
of the following year. Fiscal year is designated by the calendar year in which it ends. 

Government Furnished Equipment (GFE): A term used in this Task Order to mean 
equipment in the possession of, or directly acquired by, the Government and 
subsequently made available for the use by the contractor solely in the performance of 
this Task Order. 

Government Furnished Property (GFP): A term used in this Task Order to mean 
property in the possession of, or directly acquired by, the Government and subsequently 
made available for the sole use of the contractor in the performance of this Task Order. 
Facilities, equipment, and materials in possession of, or acquired directly by the 
Government, and subsequently provided to the contractor. 

Government Off The Shelf (GOTS): Software developed for and owned by the 
Government. 

Guidance: A statement of direction such as, rules, laws, regulations, guidelines, and 
directives. 

Heterogeneous: Environment in which platform architectures may differ. 

Homogenous: Environment in which platform architecture is the same. 

HSDN LAN: The Homeland Secure Data Network that transmits classified information 

Information Technology Management (ITM): Activities related to management support 
of IT related policy development, strategic planning, capital planning, resource 
management, and special projects. 
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Infrastructure: Identifies the top-level design of communications, processing, and 
operating system (OS) software and describes the performance characteristics needed to 
meet database and application requirements. It includes processors, OS, service 
software, and standards profiles that include network diagrams showing communication 
links with bandwidth, processor locations, and capacities to include hardware builds 
versus schedule and costs. The active and passive components used to transfer 
information between two points. Infrastructure includes items such as cable plant, 
premise wiring, phone switch, routers, hubs, concentrators, Ethernet switches, and 
antennae. 

Inspection: Determination and identification of the condition of equipment, facilities, 
services, systems and all other work output, with reference to contractual requirements. 

Integration: The result of an effort that seamlessly joins two or more similar products 
(for example, individual system elements, components, modules, processes, databases, 
or other entities) to produce a new product. The new product functions as a replacement 
for two or more similar entities or products within a framework or architecture. 

Integrator: A public or private sector entity that develops, assembles, and executes a 
comprehensive solution to complex information technology requirements. 

Interoperability: The condition achieved when information can be exchanged directly 
and satisfactorily between two or more systems or components. The concept of having 
free and open methods to share data and IT services among different products of a 
similar functional capability. Interface standards are adhered to for the maintenance of 
service availability and consistent access methods. The use of proprietary features is 
discouraged. Functional categories for interoperability standards include: desktop 
systems; server systems; printing; network communications; word processing, 
spreadsheet and presentation applications; calendar and scheduling applications; 
application serving and license management. 

Intrusion Detection System: Provides an additional layer of assurance through the 
monitoring of network activity to detect and report suspicious, unauthorized, or harmful 
activities. 

Inventory Control: The process of managing, cataloging, and accounting for property 
provided under this Task Order. 

Inverse Multiplexor (IMUX): A device that breaks up a high-speed transmission into 
several low-speed transmissions, and vice versa. It is used to transmit LAN and 
videoconferencing traffic over lower-speed digital channels. 

Joint Inventory: A physical count of assets conducted by the contractor and the 
Government for establishing the quantity and condition of property accountable to the 
Contract. 

Key Management: The process of managing keys. This includes ensuring that key 
values generated have the necessary properties and making keys known in advance to 
the parties that will use them. The process also ensures that keys are protected as 
necessary against disclosure and/or substitution. 

Knowledge Management: The systematic process of finding, selecting, securing, 
organizing, distilling, and presenting information in a way that maintains an ongoing 
corporate knowledge. 

Local: Policy or information pertaining to a particular OHS facility. For example, local 
facility policy refers to the specific policies of each of the OHS facility locations. 
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Local Area Network (LAN): Data network system used to provide connectivity within a 
logical boundary. In most cases, the extent of a logical boundary can be defined by the 
service area associated with an assigned TCP/IP address space. This includes inter­
and intra-building cable plant or fiber plant, Metropolitan Area Network connections, 
backbones, and any active or passive components required to provide service from the 
desktop up to a LAN or WAN/ISP interface. 

Lot Size: Number of units or product of output from which a sample is derived. 

Maintenance: The work required to preserve and maintain a real property facility or 
piece of equipment in such condition that it may be effectively used for its designated 
functional purpose. Maintenance includes activities such as preventing damage that 
would be more costly to repair than to prevent, diagnosing failures, and performing 
corrective actions to ensure proper operation. 

Mission Critical Systems: The systems used to support critical functions such as: 
Emergency Warning Systems, Operational Voice Systems, Operational LAN Systems, 
Operational Intercommunication Systems, Operational Fire and Security Systems, 
Secure Voice Systems (COMSEC). 

Multiplexor: A device that merges several low-speed signals into one high-speed 
transmission and vice versa 

Network: A collection of Local Area Networks (LAN)s under the administrative control of 
one organization. Networks typically use backbone technology to interconnect LANs and 
are themselves interconnected with the transmission system. 

Network Interface: A network interface consists of the physical, logical and 
management connections where there is a distinct change in management responsibility 
or technical implementation. This can occur between two distinct networks or between a 
user device and its supporting network. 

National Institute of Standards and Technology (NIST): The Federal technology 
agency that works with industry to develop and apply technology, measurements, and 
standards. 

Normal Wear and Tear: Loss or impairment of appearance, effectiveness, worth, or 
utility of an item that has occurred solely because of normal and customary use of the 
item for its intended purpose. 

On-Site: Repairs or services performed at a customer's location. 

Organization: An administrative structure with a mission. The term is used in a very 
broad sense throughout this document. 

Other Direct Costs (ODC): Costs not previously identified as a direct material cost, 
direct labor cost, or indirect cost; a cost that can be identified specifically with a final cost 
objective that the Offeror does not treat as a direct material cost or a direct labor cost. 

Personal Computer (PC): Desktop and notebook computers. 

Personal Digital Assistant (POA): A small, portable, hand held computing device. 
PDAs offer communications capabilities to include voice, e-mail, SMS, text messaging, 
and web access. 

Performance Requirements Summary (PRS): The portion of the Task Order which 
documents Task Order requirements, the component requirements related to each Task 
Order requirement, and the standards and measures of performance. 
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Performance Standard: A selected characteristic of an output of a work process that 
can be measured in order to evaluate performance. 

Personally Identifying Information (Pll): Any piece of information which can potentially 
be used to uniquely identify, contact, or locate a single person. 

Personal Peripherals: Peripheral devices attached directly to individual desktops or 
workstations. These devices include printers, scanners, plotters, modems, external hard 
disks, etc. 

Phase-In Period: The period(s) during which the contractor contends with the transfer of 
performance responsibility from the existing provider to the contractor. During this period 
the contractor shall organize, plan, recruit personnel, train, mobilize, develop procedures, 
and accomplish all actions necessary to commence performance of the services at the 
end of the transition period. 

Phase-out Period: The approximately 90 business day period prior to completion of the 
Task Order. 

Preventive Maintenance: Systematic and cyclic check, inspection, servicing and repairs 
of deficiencies, as well as reporting of deficiencies beyond scope of preventative 
maintenance. Preventative maintenance includes accomplishment of routine 
maintenance and repair. 

Primary Rate Interface (PRI): A telecommunications standard for carrying multiple DSO 
voice and data transmissions between two physical locations. 

Program: An organized set of activities directed toward a common purpose, objective, 
or goal undertaken or proposed by an Agency to carry out assigned responsibilities. The 
term is generic and may be applied to many types of activities. Acquisition programs are 
programs whose purpose is to deliver a capability in response to a specific mission need. 
Acquisition programs may comprise multiple acquisition projects and other activities 
necessary to meet the mission need. 

Program Manager: The contractor representative who acts as the point of contact 
(POC) with the Government and coordinates Task Order management. 

Project: A single undertaking or task involving maintenance, repair, construction, or 
equipment-in-place, in which a facility or group of similar facilities are treated as an entity 
with a finite scope. 

Protocols: Protocols are conventions and algorithms for the transmittal of information 
over the network. Protocols exist at various layers of the stack and are often used to 
perform a specific function, a unique network service or application. Service protocols 
work in conjunction with the transport protocols to complete the required function(s). 
Examples of service protocols are the Simple Mail Transfer Protocol (SMTP), File 
Transfer Protocol (FTP), and Hypertext Transfer Protocol (HTIP). 

Quality Assurance (QA): Actions taken by the Government to inspect or check goods 
and services to determine that they meet or do not meet requirements of the Task Order. 
See Quality Assurance Surveillance Plan for further detail. 

Quality Assurance Personnel (QAP): The personnel responsible for surveying the 
contractor's performance. 

Quality Assurance Surveillance Plan (QASP): An organized written document used by 
Government for quality assurance surveillance. Document contains sampling/evaluation 
guides, checklists, and the Performance Requirements Summary (PRS). 
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Quality Control (QC): Those actions taken by a contractor to control the performance of 
services so they meet the requirements of the Task Order. See Quality Control Plan for 
further detail. 

Quality Control (QC) Plan: The contractor's system to control the equipment, systems, 
or services so that they meet the requirements of the Task Order. 

Random Sample: A sampling method whereby each service output in a lot has an equal 
chance of being selected. 

Remote Access: Logging into a computer system through a network or modem to 
execute a command or manipulate data on that system. 

Remote Communication: The services that allow a remote user to connect with an 
address assigned out of the DHS's internal assigned address space. Typical examples 
of this type of connectivity include: asynchronous modem/terminal server/dial-in service, 
HSDN and ISDN service, and some wireless modem services. 

Reportable Incident: Any event, suspected event, or vulnerability that could pose a 
threat to the integrity, availability, or confidentiality of systems, applications or data. 
Incidents may result in the possession of unauthorized knowledge, the wrongful 
disclosure of information, the unauthorized alteration or destruction of data or systems 
and violation of Federal or state laws. If such violations are detected or suspected, they 
are to be reported immediately to a security manager. 

Requirement: Effort mandated by this Task Order. issued by a DHS contracting officer 
(CO) and performed as directed by the CO or their representative (COTR) within the 
scope of the resulting Task Order. 

Restricted Area: Those areas designated by DHS that require control of personnel for 
security reasons and/or equipment for protection of personnel, property and information. 

Return to Service: The time taken to resolve the user's problem to the state that the 
end user has full functionality restored as specified in the Service Level Agreements and 
performance metrics. 

Routine Call: A request for service with a response time as defined in the Technical 
Exhibits. 

Sample: A sample consists of one or more service outputs drawn from a lot. the outputs 
being chosen at random. 

Scheduled Outage: The maintenance, testing, or other contractor-initiated activity that 
Impacts the user's ability to access network services. A scheduled outage is not 
considered downtime if the outage is not during business hours and occurs during the 
COTR approved maintenance window timeframe. 

Secure Telephone Equipment (STE): STE is the U.S. Government's current encrypted 
telephone communications system for wired or "landline" communications. It is intended 
to replace the older STU-Ill systm. STE is designed to use ISDN telephone lines which 
offer higher speeds of up to 128k bits per second and are all digital. The greater 
bandwidth allows higher quality voice and can also be utilized for data and fax 
transmission. STE sets are backwards compatible with STU-Ill phones. 

Secure Telephone Unit, Third generation (STU Ill): STU Ill are a line of secure 
telephones. 
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Security Systems: Defined to be only those that directly support a given communication 
service. Examples of systems that would be included are: policy enforcement points or 
PEP security systems, phone or fax encryption systems, authentication or certification 
systems, and World Wide Web or e-mail proxy systems. 

Sensitive: Documents, data, information, systems, products, services, items, etc 
requiring protection and control because of statutory requirements or regulations. 

Server Administration: Services provided in the operation and maintenance of servers. 
This includes services such as installation of a new server and additional hardware, 
installation and upgrade of software applications and network operating system, and 
configuration of hardware and software. This also includes account management, backup 
and restore, performance monitoring and tuning, security monitoring, problem tracking 
and error detection. 

Service Call: Any notification or request for service as defined in the Technical Exhibits. 

Service Category: A classification for a group of services associated with a specific 
functional use of a desktop computer. This is comprised of service characteristics for the 
type of support needed by an individual performing a specific desktop computer function. 
A suite of services will be packaged into a service category to define a service level 
agreement. 

Service Delivery Model: A Service Delivery Model places total responsibility on the 
contractor for ail component services and products needed to meet the customer's 
requirements. The customer then comes to the single contractor and selects from a menu 
of services that best meet their needs. Ail services provided are governed by a Service 
Level Agreement between the contractor and the customer that stipulates service quality 
measures, pricing, and customer recourse for poor performance. 

Service Level: A unit used to identify characteristics and metrics that define a particular 
type of support to be provided by the Contractor. Multiple service levels may be needed 
for a type of service, such as hardware maintenance, to provide various degrees of 
support needed by a computer user. 

Service Level Agreement (SLA): An agreement between the CIO's Office and its 
supported customer to provide services at stated performance level. 

Shall: The word "Shall" is used in connection with the contractor and specifies that the 
provisions are mandatory as defined by the FAR. 

Site Offices/Locations: Those support locations, offices, and facilities listed in TE 
C.1.3-002. 

Software Categories: Desktop software is divided into three types: operating system, 
utilities, and applications. Operating system software includes Windows XP, Windows 
VISTA, and their successors. Utility programs perform functions such as disk 
management, file backup/recovery, file compression, memory management, security, and 
virus protection. Application programs encompass a wide variety of programs required 
by the end users to perform their work. Examples of programs in this category are word 
processors, spreadsheets, email, groupware, desktop publishing, programming 
languages, compilers, data base managers, and engineering tools. 

Software Release: The date that a software developer makes their software product 
publicly available. This date is often used in determining when a software product is 
deployed to the computer desktop. 
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Standard Operating Procedure (SOP): A comprehensive narrative description of 
methods prepared by either the Government or contractor. A set of instructions covering 
those features of operations that lend themselves to a definite or standardized procedure 
without loss of effectiveness. The procedure is applicable unless ordered otherwise. 

Supplies: Items needed to equip, maintain, operate, and support the requirements of 
this Task Order and the resulting Task Order 

System: Any entity that has input, process, output and feedback. 

Tactical FASTLANE (TACLANE): Tactical FASTLANE® was developed by the National 
Security Agency (NSA) to provide network communications security on Internet Protocol 
(IP) and Asynchronous Transfer Mode (ATM) networks for the individual user or for 
enclaves of users at the same security level. 

Task Order: An order placed for services by the CO in accordance with the terms and 
conditions of the contract. 

Task Order Start Date: Effective date of the Task Order and beginning of the Phase-In 
Period as authorized by the CO at or following Task Order award. 

Test Readiness Review (TRR): TRR is a multi-disciplined technical review to ensure 
that a subsystem or system under review is ready to proceed into formal test. The TRR 
assesses test objectives, test methods and procedures, scope of tests, and safety and 
confirms that required test resources have been properly identified and coordinated to 
support planned tests. 

Throughput Capability: The rate at which data can be transferred over a network. The 
physical connection point into the operating network is able to support transferring 
information at this rate. It does not necessarily mean that the computer is powerful 
enough to transfer information at this rate. The performance requirements will 
correspond to the slower of either the sender or the receiver of the data transfer. The 
throughput is to be verified with a standard set of hardware and software. The validation 
procedure of throughput capability shall be performed at any time during the day. If the 
specifications are not met, the network shall be considered down. 

Transport Protocols: Protocols used specifically to provide the data transfer 
mechanisms necessary to establish and maintain a reliable communications link to 
transmit data across a network. These protocols are independent of the media and 
topology of the underlying sub networks. 

User: A person, organization, or other entity that employs IT related services provided 
under this Task Order and the resulting Contract. 

Utilities: Electricity, gas, water, sewage disposal, and steam are types of utilities used 
under the performance of this Task Order. 

Vulnerability Assessment/Risk Analysis: Identifying, characterizing, and testing 
potential security exposures. 

Wireless LAN Systems: The components and systems used to provide network 
connectivity without requiring 100% physical cable plant connectivity. Examples of these 
are Bluetooth, infrared, laser, and radio based interconnection services. 

Workstation: This is a networked or standalone computer. This computer is normally 
used for calculation or graphics intensive applications. It includes the CPU, monitor, 
keyboard, and a mouse or other screen manipulation devices. 

C-36 



Task Order 8/17/07 
PROCUREMENT SENSITIVE 

C.2.2 ACRONYMS 

ACRONYM TITLE 

ACD Automatic Call Directory 

ADPE Automated Data Processing Equipment 
. ..• 

AIS Automated Information System 

AMHS Automated Message Handling System 

APO Accountable Property Officer 

ATO Authorization to Operate 

NV Audio Visual 

BA Bachelor of Arts 

BMO Budget Management Office 

BOM Bill of Materials 

BPA Blanket Purchase Agreement 

BRI Basic Rate Interface 

BS Bachelor of Science 

C&A Certification and Accreditation 

CAP Contractor Acquired Property 

CAR Contract Administration Review 

CATV Cable Television 

CBP Customs and Border Protection 

CBT Computer-based Training 

CCB Change Control Board 

CCI COMSEC Controlled Items 

CDR Critical Design Review 

CORL Contract Data Requirements List 

CFE Contractor Furnished Equipment 
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ACRONYM TITLE 

CFF Contractor Furnished Facilities 

CFO Chief Financial Officer 

CFR Code of Federal Regulations 

CIA Central Intelligence Agency 

CIO Chief Information Officer 
>--------- -- -~ 

CISO Chief Information Security Officer 

CISSP Certified Information Systems Security Professional 

CM Configuration Management 

CMM Capabilities Maturity Model 

CND Computer Network Defense 

CNPPD Chemical and Nuclear Preparedness and Protection Division 

co Contracting Officer 

coco Contractor Owned, Contractor Operated 

COMSEC Communications Security 

CONOPS Concept of Operations 

COOP Continuity of Operations Plan 

COTR Contracting Officer's Technical Representative 

COTS Commercial Off The Shelf 

CPIC Capital Planning and Investment Control 

CSIRT Computer Security Incident Response Team 

CSU/DSU Channel Service Unit/Data Service Unit 

CVAM Controlled Vulnerability Assessment Methodology 

CVE Common Vulnerabilities and Exposures 

DAA Designated Accrediting Authority 
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ACRONYM TITLE 

DAG Discretionary Access Control 

DCAA Defense Contracting Audit Agency 

DCID Director of Central Intelligence Directive 

DHS Department of Homeland Security 

DISA Defense Information Systems Agency 
)-----~-----

DITSCAP DoD Information Technology Security Certification and 
Accreditation Process 

DMS Defense Message System 

DR Disaster Recovery 

DoD Department of Defense 

Dos Denial of Service 

DSN Database Source Networks 

DSS Digital Satellite Service 

DTD Document Type Definition 

DVD Digital Video Disk 

EA Enterprise Architecture 

EACOE Enterprise Architecture Center of Excellence 

EAGLE Enterprise Acquisition Gateway for Leading Edge Solutions 

ECCB Enterprise Change Control Board 

ECR Engineering Change Request 

EDI Electronic Data Interchange 

EDMO Enterprise Data Management Office 

EF Essential Functions 

EIWG Enterprise Interconnection and Policy Working Group 

EML Environmental Measurement Lab 
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ACRONYM TITLE 

EOD Entry on Duty 

EPA Environmental Protection Agency 

ERG Engineering Review Group 

ESIGN Electronic Signatures in Global and National Commerce Act 

ESM Enterprise System Management 
-- - -

ET Eastern Time 

EVM Earned Value Management 

FAR Federal Acquisition Regulation 

FDCC Federal Desktop Core Configuration 

FEMA Federal Emergency Management Agency 

FIPS Federal Information Processing Standards 

FFMS Federal Financial Management System 

FISMA Federal Information Security Management Act 

FITSAF Federal Information Technology Security Assessment 
Framework 

FOIA Freedom of Information Act 

FY Fiscal Year 

FYHSP Future Years Homeland Security Program 

GAO Government Accountability Office 

GFE Government-Furnished Equipment 

GFF Government-Furnished Facilities 

GFP Government-Furnished Property 

GFS Government-Furnished Services 

GISRA Government Information Security Reform Act 

GOGO Government Owned - Government Operated 
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ACRONYM TITLE 

GOTS Government Off The Shelf 

GPEA Government Paperwork Elimination Act 

GPO Group Policy Office 

GSA General Services Administration 

HAZMAT Hazardous Material 
---- - - --
HLSEA Homeland Security Enterprise Architecture 

HQ Headquarters 

HSDN Homeland Secure Data Network 

HSHR Homeland Security Presidential Directive 

HSRD Hot Standby Router Protocol 

l&A Identification and Authentication 

IATO Interim Authorization to Operate 

IAVA Information Assurance & Vulnerability Assessment 

IAW In Accordance With 

IC Intelligence Community 

ICE Immigration and Customs Enforcement 

ID Identification 

IDS Intrusion Detection System 

IG Inspector General 
-

IMAC Installation, Move, Add, Change 

IMAP Internet Message Access Protocol 

IMEI International Mobile Equipment Identity 

IMUX Inverse Multiplexor 

INFOCON Information Condition 
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ACRONYM TITLE 

IP Internet Protocol 

IRB Investment Review Board 

IS Information Systems 

ISA Interconnection Security Agreement 

ISDN Integrated Services Digital Network 
--

ISO International Standards Organization 

ISSM Information System Security Manager 

ISSO Information System Security Officer 

IT Information Technology 

ITAC Information Technology Acquisition Center 

ITIL Information Technology Infrastructure Library 

JRC Joint Requirements Council 

KDP Key Decision Points 

KPI Key Performance Indicator 

LAN Local Area Network 

LRU Lowest Replaceable Units 

MAN Metropolitan Area Network 

MCSE Microsoft Certified Systems Engineer 

MD Management Directive 

MOM Microsoft Operations Management 

NAC Nebraska Avenue Complex 

NARA National Archives and Record Administration 

NCS National Communications System 

NIST National Institute of Standards and Technology 
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ACRONYM TITLE 

NMC Network Management Center 

NSA National Security Agency 

O&M Operations and Maintenance 

OCA Office of Chief Administrative Officer 

OCIO Office of the Chief Information Officer 
-- ------

OEM Original Equipment Manufacturer 

OIM Office of Infrastructure Management 

OMS Office of Management and Budget 

OPO Office of Procurement Operations 

ORR Operational Readiness Review 

OSHA Occupational Safety and Health Administration 

OST Order Ship Time 

OTAR Over-The-Air Rekey 

OTAT Over-The-Air Transfer 

P31 Pre-planned Product Improvement 

PBX Private Branch Exchange 

PCO Property Control Officer 

PDA Personal Digital Assistant 

POD Presidential Decision Directive 

PDR Preliminary Design Review 

PEP Policy Enforcement Point 

Pll Personally Identifying Information 

PL Public Law 

PRS Performance Requirements Summary 
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ACRONYM TITLE 

PM Project Manager 

PMO Program Management Office 

PMP Project Management Plan 

PMR Program Management Review 

POAM Plan of Action and Milestones 
---

POC Point of Contact 

PRI Primary Rate Interface 

RAM Responsibilities Assignment Matrix 

RFID Radio Frequency Identification 

ROM Rough Order of Magnitude 

S&T Science and Technology 

QAE Quality Assurance Evaluator 

QAP Quality Assurance Personnel 

QASP Quality Assurance Surveillance Plan 

QC Quality Control 

SBU Sensitive but Unclassified 

SCI Sensitive Compartmentalized Information 

SDLC System Development Life Cycle 

SECDHS Secretary of the Department of Homeland Security 

SIM Security Information Management 

SIPRNET Secure Internet Protocol Router Network 

SLA Service Level Agreement 

SNMP Simple Network Management Protocol 

SMTP Simple Mail Transfer Protocol 
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ACRONYM TITLE 

SMC Security Management Center 

SME Subject Matter Expert 

SMS Systems Management Server 

SOP Standard Operating Procedure 

SP Special Publication 
- --

SRR System Requirements Review 

SSA System Security Administrator 

SSAA Systems Security Authorization Agreement 

STE Secure Telephone Equipment 

STU Ill Secure Telephone Unit, Third generation 

TACLANE Tactical FASTLANE 

TCP/IP Transmission Control Protocol/Internet Protocol 

TOA Table of Distribution and Allowances 

TE Technical Exhibit 

TRM Technical Reference Model 

TRR Test Readiness Review 

TS Top Secret 

TS/SCI Top Secret Sensitive Compartmented lnfonmation 

TSA Transportation Security Administration 

TSS Technical Source Selection 

URL Unifonm Resource Locator 

U.S. Unites States 

u.s.c. United States Code 

USM Undersecretary of Management 
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ACRONYM TITLE 

VIP Very Important Person 

VOiP Voice Over Internet Protocol 

VTC Video Teleconference 

WBS Work Breakdown Structure 

WCMS Web Content Management System 
- -

WSE Web Services Environment 
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C.3 GOVERNMENT - FURNISHED PROPERTY {GFP) AND SERVICES 
Government Furnished Property (GFP) is applicable to the performance of this Task Order. 
The contractor is authorized to use GFP at the Department of Homeland Security for the 
duration of this Task Order in accordance with the requirements of this Task Order. The 
Government shall provide, without cost to the contractor, facilities (office space with desk and 
chair), equipment (computer. access to printer, copier, and fax), materials (all related office 
supplies), and/or other services necessary to perform the requirements in the Task Order. 

C.3.1 SCOPE 

This Section describes the property and services the Government will furnish to the 
contractor for performance of the requirements of this Task Order. The Government will 
provide to the contractor the following access for use: ( 1) Government Furnished Property 
(GFP) for which the contractor is responsible and accountable; and (2) property only made 
available to the contractor, as listed below in this section. The contractor shall take all 
reasonable precautions and such other actions as may be directed by the Government, or 
in the absence of such direction, in accordance with sound business practice to safeguard 
and protect Government property in the contractor's possession or custody listed in this 
section. The contractor shall accept Government-provided automated information systems 
(AIS) hardware and software without exception. Government Furnished Equipment (GFE) 
may include Government-leased equipment or Government-owned equipment. Refusal to 
accept some or all of the GFP offered by the Government shall not relieve the contractor 
from Task Order performance, but will relieve the Government from the obligation of 
providing the same or similar GFP at a future date. 

The contractor shall not use GFP or services for any other purpose than those described in 
this Task Order. The contractor shall not remove GFP from OHS facilities or other 
supported areas without review and written approval of the CO or authorized 
representative. The provisions affecting GFP under this section shall be IAW FAR 52.245-
5. The Government may direct the contractor to develop and /or revise milestones for joint 
inventory and transfer of GFP. 

C.3.1.1 Government-Furnished Property 

C.3.1.1.1 The Government intends to share space with the contractor personnel in 
the Government facilities indicated in TE C.3.1-002 or as designed by the 
Government for the duration of this Task Order and only for the performance of 
this Task Order. This is not considered Government Furnished Property (GFP) 
requiring property administration IAW FAR 45 plus Supplements. 

C.3.1.1.2 Marking Property: The contractor shall not mark or affix any decals, 
emblems or signs portraying the contractor's name or logo to Government 
Equipment, Facilities, or Property except as directed by the COTR. 

C.3.1.2 Government-Furnished Services 

C.3.1.2.1 Telephone Service: The Government will furnish telephone service at 
contractor-occupied Government sites to include local and long-distance calls. 

C.3.1.2.1.1 The contractor shall comply with OHS rules and regulations regarding 
telephone use. The contractor shall reimburse the Government the cost of 
unofficial telephone service (e.g., telephone service not incidental to 
performance of the Task Order). 
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C .3 .1 .2 .1 .2 The contractor shall obtain prior Government review and written approval 
before connecting or disconnecting any Contractor Furnished Equipment 
(CFE) to Government-furnished communications systems or equipment. 

C.3.1.2.2 Local Area Network (LAN): The Government will provide limited access to 
the existing LAN at contractor-occupied Government facilities to include E-Mail 
capability. The contractor shall not use the LAN for purposes other than for 
work required under this Task Order. 

C.3.1.2.3 Paper Products: The Government will make available containers in shared 
Government facilities for the collection of recyclable paper. 

C.3.1.2.4 Reporting Discrepancies in Performance of Government Furnished Service 
Contracts: The contractor shall report discrepancies in performance of 
Government-provided services to the CO or COTR. (CORL C.3.1-1, 
Government Furnished Service Discrepancy Report) 

C.3.1.3 Supplies and Materials 

C.3.1.3.1 Existing Levels of Supplies and Materials: The Government will make 
available existing Government owned parts, supplies and material to the 
contractor for use in the performance of the requirements of this Task Order. 
The Government will furnish the existing levels of Government supplies and 
materials to the contractor following joint inventory during phase-in and the 
contractor shall provide existing levels of Government supplies and materials to 
the Government during phase-out. The Government will furnish replacement 
materials required to maintain the serviceability of production equipment on a 
time and materials basis. The government will furnish all items to the 
contractor as GFE to use under this Task Order. OHS purchases all hardware, 
software, warranties and parts using the FirstSource contract. 

C.3.1.4 Government-Furnished Equipment (GFE) 

The Government will provide GFE (such as telecommunications, computers, network 
components, storage devices, software, and peripherals) to the contractor to complete 
the duties of this Task Order with the exception of equipment for the Help Desk and 
unclassified Test Lab. 

C.3.1.4.1 Equipment Offered for Contractor Use: The Government will furnish 
property from the Product Guide provided at TE C.3.1-001. Original Equipment 
Manufacturer (OEM) Software is provided at TE C.3.1-002. The result of the 
last inventory of equipment in the metropolitan Washington D.C. area and other 
select locations is provided at TE C.3.1-003. 

C.3.1.4.2 Contractor Accountability 

C.3.1.4.2.1 Transfer of Accountability: The contractor shall become accountable for 
GFE when assigned. 

C.3.1.4.2.2 Property Administration: The contractor shall perform property 
administration in accordance with FAR Part 45. 

C.3.1.4.2.3 Report of Government Property: The contractor shall prepare and submit 
to the COTR an annual Report of Government Property as directed by the 
COTR. (CORL C.3.1-2, Government Property Report - Annual) 

C.3.1.4.3 Turn-In and Replacement 
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C.3.1.4.3.1 Tum-In of GFE: The contractor shall prepare a recommendation for 
excess when GFE is no longer required or suitable for its intended use, or 
has reached the end of its technical life. The contractor shall provide these 
recommendations to the COTR who will make the final detenmination of the 
disposition of the equipment. Upon approval, the contractor shall process 
the items in accordance with applicable Federal regulations, and 
Department of Homeland Security policies and regulations. All Government 
furnished property and IT equipment identified in this Task Order shall 
remain the property of the Government. 

C.3.1.4.3.2 Replacement of GFE: The contractor shall coordinate with the CO for 
replacement of GFE. Upon approval by the CO, the item(s) of equipment to 
be replaced will be deleted from the GFE listing. If required to maintain 
perfonmance standards, the Government will provide comparable GFE 
replacement. The contractor shall contact the Help Desk for problems 
regarding computers and peripherals. The Government will replace 
computers and peripherals. 

C.3.1.4.4 Initial Inventory Assessment and Accountability 

C.3.1.4.4.1 Initial Inventory Procedures: The contractor shall attend a phase-in GFP 
transfer and inventory meeting with the Government. The COTR will 
schedule the meeting prior to perfonmance period start date. 

C.3.1.4.4.2 The contractor shall conduct a phase-in 100% joint inventory within ten 
business days prior to Task Order start date. This inventory shall items such 
as facilities, to include keys; property received from the designated property 
control officers; and materiel items of work in progress; e.g., items in various 
stages of repair. This provision does not preclude prior inspection of GFP 
by the contractor. The operational or conditional status of all GFF and on­
site GFE shall be detenmined during the joint inventory. The contractor shall 
record any item found to be broken or not suitable for its intended purpose. 
The CO and the contractor shall certify as accurate the joint inventory. The 
contractor shall keep the inventory listing current. (CORL C.3.1-3, 
Government Property Inventory - Initial) 

C.3.1.4.4.3 The contractor and the COTR shall jointly inspect all GFE at the time of 
the inventory. The contractor shall note all valid discrepancies, and the 
Government may correct the discrepancies by one or more of the following 
methods at the Government's option. The Government may elect not to 
provide equipment to the contractor; or may correct noted discrepancies 
prior to perfonmance period start date; or may require the contractor to repair 
discrepancies subject to reimbursement by the Government. The COTR will 
detenmine validity. 

C.3.1.4.5 Withdrawal of GFE: The Government retains the right to withdraw any GFE 
at any time during the perfonmance of the Task Order. When possible, the 
Government will provide at least 30 business days notice of the impending 
withdrawal of GFE when deemed necessary or appropriate. 

C.3.1.4.6 Equipment and Software Manuals: After conducting a joint inventory, the 
Government will turn over to the contractor equipment operating manuals 
presently maintained by the Government. The contractor shall update these 
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documents as new issues are published. Updated manuals are the property of 
the Government upon completion or termination of this Task Order. 
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C.4 CONTRACTOR - FURNISHED PROPERTY AND SERVICES 
C.4.1 SCOPE 

The contractor shall furnish all materials, supplies, tools, services, temporary work places, 
and equipment required to perform this Task Order. except for the items specifically 
identified as Government-Furnished in Section C.3 of this Task Order. 

C.4.1.1 Contractor-Furnished Facilities (CFF) 

The Government will provide those facilities and installed equipment as listed and 
identified in Section C.3 of this Task Order. The contractor shall not place, construct, or 
otherwise provide additional buildings or facilities on OHS premises without prior CO 
approval. The contractor shall provide the Help Desk facility. The contractor may 
provide Test Lab facilities and the associated hardware and software via a separate 
logical follow-on Task Order for the Test Lab requirements specified in this Task Order. 

C.4.1.1.1 CFF Listing: The contractor shall provide to the CO or COTR an initial and 
updated list of Contractor Owned, Contractor Operated (COCO) facilities/real 
property used in performance of this Task Order. The contractor shall provide 
the location of the Help Desk and Test Lab used in performance of this Task 
Order to the CO or COTR. (CORL C.4.1-1, Contractor Owned, Contractor 
Operated Facilities List (used in Task Order performance)). 

C.4.1.1.2 Keys, Ciphers, Combinations, and Security Clearances: The contractor 
shall maintain records identifying those members of the contractor's workforce 
at Government facilities who shall be authorized the use of keys, codes, 
ciphers, combinations and security access. 

C.4.1.1.3 The contractor may be required to provide additional storage space for IT 
equipment and services associated with this Task Order. 
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C.5 SCOPE OF WORK 
The Information Technology Services Office provides support for OHS operations at various 
facilities and locations in, and around, the Metropolitan Washington D.C. area and at locations 
throughout the U.S. The number of supported locations is projected to increase throughout 
the U.S. If;_Q.1.2-1)02 provides facility locations and IE C.1.:?_c._Q02 provides the projected 
number of seats by Fiscal Year (FY) for each of the three Local Area Networks (LANs). 

In performing the Scope of Work identified herein, the contractor shall conduct all operations 
support for Information Technology Services Office with a proactive and technologically 
aggressive methodology. The methodology shall identify more effective, efficient or 
alternative forms of new IT advancements that would provide a heightened level of 
performance for OHS operations. The contractor shall forecast new IT trends and update, 
brief, and coordinate with OHS management to provide a comprehensive system of 
knowledge disclosure. The contractor shall use information from market research and market 
analysis findings to identify new or updated IT technologies, equipment, and data acquisition 
and availability as well as advancements in hardware, software and supporting system 
infrastructure. The contractor, as part of full knowledge transfer and disclosure shall perform 
subjective and comparative analysis to existing OHS technology identifying advancements 
and efficiencies. If authorized by the COTR, the contractor shall perform and conduct 
operational and theoretical performance evaluations of current IT capabilities with contractor 
identified, proposed or updated IT advancements. 

C.5.1 APPLICATIONS MANAGEMENT, SUPPORT, AND DEVELOPMENT 

The contractor shall manage and maintain all deployed applications for full functionality and 
continuous availability on all Department of Homeland Security (OHS) systems. The 
Government defines continuous availability as full functionality of all applications from the 
desktop client. All applications are run on OHS Data Center Servers. The contractor shall 
maintain full functionality of file and data storage and retrieval, printing, remote access, and 
messaging services to authorized users. A list of the supported applications is provided in 
the Product Guide Software Section at TE C.3.1-001, Government Furnished Equipment. 

C.5.1.1 Application Management Services 

C.5.1.1.1 The contractor shall manage and support required applications, provide 
reporting and documentation deliverables, and a single-point of accountability. 
The nature of applications maintenance for COTS operating systems and 
software is to provide patches, pushes, and OEM updates. 

C.5.1.1.2 The contractor shall provide software development/tailoring services as 
required to facilitate the creation and/or migration of applications into enterprise 
environments to include the Web Services Environment (WSE) for DHSOnline 
and DHSlnteractive, the Department's intranet and extranet portals. A list of 
the current custom applications is provided at TE 5.1-001. 

C.5.1.1.2.1 Requirement Analysis: The contractor shall provide requirement 
elicitation, analysis and management services in support of 
applications/databases/systems. The products of this effort are requirement 
documentation. 

C.5.1.1.3 Functionality Enhancement: The contractor shall provide the support effort 
of application development. Activities include defect correction, software 
tailoring to develop functionality enhancements and activities such as user 
profile management and training. 
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C.5.1.1.4 The contractor shall develop a proposed applications consolidation and 
rationalization plan to provide a utility computing platform. The contractor shall 
submit the plan to the COTR for approval. (CORL C.5.1-1, Applications 
Consolidation and Rationalization Plan) 

C.5.1.1 .4.1 The contractor's plan shall comply with DHS enterprise configuration and 
change management requirements. 

C.5.1.2 Status and Availability of Major Applications on the Network 

C.5.1.2.1 As required for determining network status, the contractor shall provide 
DHS an Up/Down Status Report of Major Applications on the Network 
indicating the availability and functionality of applications for end users (CORL 
C.5.1-2 Up/Down Status Report). Up/Down Status refers to network and server 
applications and not to desktop-resident applications. This report shall include 
an up/down status of all network and server applications. 

C.5.1.2.2 The contractor shall provide the COTR access to NMC systems for real-
time status of all major applications integral to the network at all times. 

C.5.1.3 Application Maintenance and Operation Documentation 

C.5.1.3.1 The contractor shall provide on a weekly basis, status reports for DHS 
applications that cover the following data points (CORL C.5.1-3, Application 
Maintenance and Operation Reports - Weekly) 

• Funding level 

• Significant Events/Outages 

• Summary of O&M activity 

C.5.1.3.1.1 The contractor shall also provide a root cause analysis report (within 48 
hours of the incident) to the Government following any outages on DHS 
Applications. (CORL C.5.1-4, Root Cause Analysis Report) The report shall 
include the following: 

• Root cause of outage 

• Remediation activities 

• Mitigation activities 

• Recommendation for platform enhancement to prevent recurrence 
C.5.1.4 Application Database and Systems Maintenance 

The contractor shall establish and maintain an application maintenance schedule. The 
contractor shall coordinate with the Government to schedule any application maintenance 
downtime sufficiently in advance to enable smooth operations during maintenance 
windows. Any scheduled jobs, any automated processes (Chronologic Jobs that operate 
at predefined time intervals or that occur following notifications), or periodically timed or 
batched tasks shall also be considered applications. 

C.5.1.4.1 The contractor shall identify the requirements for and install upgrades, 
updates, service packs, and patches. 

C.5.1.4.2 The contractor shall maintain security protection and reliability updates on 
operating systems. 
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C.5.1.4.3 The contractor shall identify and notify the COTR of any upgrades, updates, 
service packs, and patches determined to be incompatible with system or 
application specifications and proceed as directed by the COTR. 

C.5.1.4.4 The contractor shall provide recommendation for preempting and/or 
resolving any system performance issues. 

C.5.1.5 Performance Trends of Major Applications on the Network 

C.5.1.5.1 When requested by the Government, the contractor shall provide OHS a 
Performance Trend of Major Applications on the Network Report. (CORL 
C.5.1-5, Performance Trend of Major Applications on the Network Report) 

C.5.1.5.2 The contractor shall also maintain and provide historical data on the 
performance of each application to OHS in the form of trend reports. OHS will 
use these reports to assess the performance of each application. Data for 
trend reports shall be maintained in the knowledge database. 

C.5.1.5.3 The contractor shall collect, maintain and update this data. along with all 
other knowledge that can be used to enhance IT operations, in a COTR 
accessible knowledge database; data shall include date and time. 

C.5.1.6 Enterprise Desk Application Licensing 

C .5.1.6.1 The contractor shall evaluate the available and pre-existing OHS enterprise 
software license agreements and shall make use of them to the extent possible 
and practical. 

C.5. 1.6.2 The contractor shall track and deploy all software licenses required to 
perform the OHS mission and provide a list of the licenses to the COTR. The 
COTR may direct the contractor to administer the purchase of software on 
behalf of the Government off of OHS designated licensing Task Order vehicles. 

C.5.1.7 Collaborative Applications 

C.5. 1.7.1 The contractor shall make recommendation on purchases to support 
collaborate applications and functionality. The OHS will consider the 
recommendations and purchase approved collaborative applications through 
FirstSource and provide the applications as GFE 

C.5.1.7.2 The collaborative applications are items such as the following: 

• Secure e-mail for authorized users 

• A comprehensive suite of software tools to improve authorized users' 
abilities to share and collaborate on secure data both on OHS systems and 
on authorized, interconnected networks 

C.5.1.8 Application Development 

The contractor shall provide Application Development services as directed by the COTR. 
Application Development services shall be accomplished in response to Logical Follow­
On Task Orders on a case by case basis. 

C.5.1.9 Ensure New Acquisitions Include Common Security Configurations 

The contractor shall comply with Office of Management and Budget policy memorandum 
M-07-11, "Implementation of Commonly Accepted Security Configurations for Windows 
Operating Systems" which states: "agencies with these operating systems (Windows XP 
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and VISTA) and/or plans to upgrade to these operating systems must adopt these 
standard security configurations by February 1, 2008." The standards are as follows: 

• The contractor shall certify applications are fully functional and operate correctly as 
intended on systems using the Federal Desktop Core Configuration (FDCC). This 
includes Internet Explorer 7 configured to operate on Windows XP and Vista (in 
Protected Mode on Vista). 

• For the Windows XP settings see b.ltJ.J)/csrc;:~JJl.'it.9.Q.Yiitseqguidarice WinXP h.tr.Dl 
• For the Windows Vista settings see 1,1_t:tQ;i/csrc~rii~J.J:J.ov/itsec/quidance vjsta.html 

• The standard installation, operating, maintenance, update, and/or patching of 
software shall not alter the configuration settings from the approved FOCC 
configuration. The information technology should also use the Windows Installer 
Service for installation to the default "program files" director and should be able to 
silently install and uninstall 

• Application designed for normal end user shall run in the standard user context 
without elevated system administration privileges. 

C.5.2 DEPLOYMENT SUPPORT 

C.5.2.1 Provide Deployment Support 

The Government shall require deployment support services for short-term and long-term 
deployment projects. The contractor shall provide deployment support for all OHS sites, 
including sites requiring Sensitive but Unclassified (SBU), Homeland Secure Data 
Network (HSDN), and Top Secret access, with seamless conversion from any existing 
network assets, failover capability, high availability during transition and operation, and 
temporary relocation support. The contractor shall perform installation planning and 
scheduling, site documentation preparation (e.g. configuration drawings), equipment 
staging, installation, and checkout for OHS sites. The Government will provide a 
technical project manager for each deployment project. 

C.5.2.1.1 The contractor shall apply and adhere to IT Project Management policies 
and procedures for all deployment projects. 

C.5.2.1.2 The contractor shall collect and document customer requirements, review 
the scope of the effort with the customer, and determine the required 
equipment and mutually agreed upon pricing for delivery of those services. 

C.5.2.1.3 The contractor shall develop a Deployment Project Plan for each project 
and submit to the COTR for approval. (CORL C.5.2-1, Deployment Project 
Plan) 

C.5.2.1.4 The contractor shall develop a Rough Order of Magnitude (ROM) for the 
proposed services as part of the Deployment Project Plan, which the 
Government will use to develop additional task orders for build-out and 
deployment services under this Task Order. This initial tasking or the specific 
build-out task establishes the performance levels for subsequent task orders. 

C.5.2.1.5 The contractor shall conduct site surveys, prepare site reports, network 
diagrams, develop bill of materials (BOM), and any other required 
documentation associated with the completed site survey. 

C.5.2.1.6 The contractor shall evaluate, complete, and submit to the COTR for 
approval, a review and report on proposed workspace to determine if the 
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existing facilities infrastructure can adequately support the communications and 
information technology equipment. (CORL C.5.2-2, Proposed Workspace 
Report) 

C.5.2.1.7 The contractor shall provide the COTR and the customer organization with 
a trip report. (CORL C.5.2-3, Trip Report) 

C.5.2.1.8 The contractor shall prepare a detailed site report for each site that 
identifies equipment. internal and external interconnects, site integration plan. 
and site drawings and submit it to the COTR for approval when requested. 
(CORL C.5.2-4. Site Report) 

C.5.2.1.9 The contractor shall install new, enhanced, or replacements of hardware 

C.5.2.2 

and/or software and the physical infrastructure. as required (e.g .. wiring. cable 
plant) for OHS and other federal agencies systems and facilities as directed by 
the COTR. 

Develop Deployment Plan Template 

The contractor shall develop the OHS Deployment Plan Template and submit to the 
COTR for approval. (CORL C.5.2-5. OHS Deployment Plan Template) Using the 
approved template. the contractor shall develop, maintain, update and implement specific 
Deployment Project Plans. 

C.5.2.2.1 The contractor Deployment Plan shall, at a minimum. address the following: 

C.5.2.3 

• Deploy and maintain a stable and highly available system in accordance 
with appropriate performance standards 

• Utilize highly trained maintenance technicians and systems engineers to 
minimize repair calls and promote minimal user disruption 

• Demonstrate the availability to support geographically dispersed 
deployments. 

• Provide special support for reviewing of cabling plans throughout current 
and potential locations 

Site Activation 

Upon COTR direction, the contractor shall execute the Government approved solution 
identified in accordance with the Deployment Project Plan to ensure seamless 
installation/integration. The contractor shall develop a formal acceptance process and 
submit to the COTR for approval. (CORL C.5.2-B, Site Acceptance Process) The 
contractor shall provide Test Plans and Test Results to the COTR. (CORL C.5.2-7, Test 
Plans and Test Results Report) 

C.5.2.4 Facilltles Modifications 

The contractor shall provide facility modification services. when requested by the COTR, 
in accordance with all applicable executive orders, presidential directives. other federal 
and OHS laws. federal orders, management policies. handbooks, guidelines, processes, 
and procedures. All facility modifications shall be integral to and necessary for the 
successful performance of the IT services provided under this Task Order. 

C.5.2.4.1 The contractor shall identify and coordinate complete facilities infrastructure 
modifications according to the approved plan(s). 

C.5.2.5 Installation and Checkout 

C-56 



Task Order 8/17/07 
PROCUREMENT SENSITIVE 

C.5.2.5.1 The contractor shall perform installations and checkouts in accordance with 
the Deployment Project Plan. 

C.5.2.5.2 To provide seamless transition services and promote high system 
availability, the contractor shall perform onsite installation checks for all 
deployed equipment. These checks shall verify system and network operation 
and capability and be completed with results provided within ten days of 
system move or transition. 

C.5.2.5.3 The contractor shall provide to the COTR, a summary of results in 

C.5.2.6 

accordance with the Deployment Project Plan or as requested in a Status 
Report (CORL C.5.2-8, Deployment Project Plan/Status Report). 

Transition to O&M 

C.5.2.6.1 The contractor shall transition to O&M processes in accordance with DHS 
policy and procedure. 

C.5.2.7 Engineering and Project Management 

C.5.2.7.1 The contractor shall provide engineering and project management support 
for DHS deployment projects. 

C.5.2.7.2 The contractor shall attend and participate at project related meetings to 
resolve operational problems and issues as directed. 

C.5.3 INFRASTRUCTURE ENGINEERING SERVICES 

C.5.3.1 On-site Engineering Team 

The contractor shall provide a dedicated on-site engineering team that performs services 
to support DHS projects (e.g., new architecture or infrastructure designs, new 
deployments of network/systems, etc.), and provide support for operation and 
maintenance activities (maintenance of infrastructure, maintain stability of environment, 
monitoring, and technology refreshment etc.). 

C.5.3.1.1 The contractor Engineering Team Leader, and other technical personnel as 
appropriate, shall attend all meetings as directed by the COTR and contribute 
to specific technical working groups, change control boards and change 
management boards set up to address engineering operations and issues with 
OHS Components and other Government agencies. The contractor shall 
structure the technical requirements/knowledge base of the team based on the 
current needs of DHS. 

C.5.3.2 Systems Engineering Support 

The contractor shall perform the design, testing, implementation, configuration validation, 
operation, maintenance, administration, management, beckup, and recovery of OHS IT 
infrastructure systems, to include servers and storage devices, with an overarching 
system engineering function used to guide and direct the overall value and effectiveness 
of the system. This function shall provide support to further refine and improve on the 
solution as technology, business needs, and the DHS IT infrastructure mission evolve. 

Projects may consist of the building and deployment of new networks and infrastructure 
components such as databases, servers of many types, network storage devices, other 
network components, and desktops/workstations, as well as the removal of existing 
network features and infrastructure components. Projects may include features, which 
require the installation and removal of hardware such as switches, servers and routers, 
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databases, servers of many types, storage devices, desktops/workstations and 
installation and un-installation of infrastructure components. Projects also may include 
addition and removal of security features such as antivirus, auditing tools, and policy 
enforcement points (PEP)s. The contractor shall complete all work in each OHS 
environment classification: Unclassified, Secret and Top Secret. 

Engineering projects include tasks such as the following: 

• E-mail and messaging services 

• File share services 

• Active directory services 

• Storage area network services 

• Backup and archive technologies 

• Blackberry and wireless technologies 

• Management, configuration and utility servers 

• Network configuration and planning 

• Client platform designs including software images and hardware configurations 

• New infrastructure designs and user rollout support 
I 

• Network and server enhancements based on recommended best practices, and 
technical assessments 

C.5.3.3 Engineering Projects 

The contractor can expect to perform the following types of engineering projects: 

C.5.3.3.1 The contractor shall provide network engineering services associated with 
the replacement of infrastructure components or the implementation of 
improvements to the deployed network infrastructure planned or initiated by 
OHS. 

C.5.3.3.2 The contractor shall engineer, all telecommunication, Local Area Network 
(LAN), Wide Area Network (WAN) circuits and connectivity to OHS systems 
with Government organizations and designated OHS business partners. 

C .5 .3 .3 .3 The contractor shall perform Client Configuration Management 
Engineering, develop and manage the approved images and overlays on those 
devices managed by the contractor including engineering, building, deploying 
and maintaining OHS approved images for all LANs. 

C.5.3.3.4 The contractor shall provide Engineer and Build Solutions for deployments 
and engineering project management support for deployments of new facilities 
and upgrades of existing facilities throughout the OHS. Possible deployment 
projects include both new facilities and upgrades to existing facilities. 

C.5.3.3.5 The contractor shall conduct technology refreshment projects in 
accordance with OHS guidance and upon approval of the COTR. 

C.5.3.3.5.1 The contractor shall recommend new products and technology for 
supporting all layers of the IT infrastructure architecture. 

C.5.3.3.6 The contractor shall perform the engineering design for the Security 
Management Center (SMC) and design all systems to ensure positive 
authentication of each user before granting system access. The SMC in this 
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form does not exist today, and the contractor shall propose a solution for this 
requirement. 

C.5.3.3.6.1 The contractor shall perform support for sustaining forensics within the 
SMC. 

C.5.3.3.7 The contractor shall provide Video Tele-Conferencing Engineering Support 
to include design, conduct market research and document video capabilities 
needed in accordance with their assigned engineering support duties. 

C.5.3.3.7.1 The contractor shall make recommendations to the Government for 
acquiring video conferencing system hardware and software and for 
improvements to existing systems. 

C.5.3.3.8 The contractor shall perform Satellite/Cable TV Engineering including 
design, implement, and document facility and individual television 
infrastructure. 

C.5.3.3.9 The contractor shall perform Phone and Private Branch Exchange (PBX) 
Engineering including design, implement, and document the telephony 
infrastructure. 

C.5.3.3.10 The contractor shall provide engineering support for implementing and 
integrating applications developed by external OHS Contractors or internal 
OHS employees into OHS data centers. 

C.5.3.3.11 The contractor shall provide engineering support for Continuity of 
Operations (COOP) and Disaster Recovery (DR) to ensure OHS functions and 
capabilities are not lost or diminished during periods when services or 
components are unavailable. 

C.5.3.3.12 The contractor shall provide Security Architecture Engineering Support. 
The OHS security architecture provides policy enforcement support for all 
network enclaves. The contractor shall abide by and follow all Government 
and OHS directives regarding the selection of security products, the 
configuration and hardening of operating systems, and for all cryptographic 
devices. 

C.5.3.3.12.1 The contractor shall assist the Government in continuously updating and 
enhancing the OHS security architecture throughout the life of the Task 
Order. 

C.5.3.3.12.2 The contractor shall implement an Identification and Authentication (l&A) 
system for all users and shall implement a strong capability for 
administrative and remote users. 

C.5.3.3.12.3 The contractor shall implement a Discretionary Access Control (DAC) 
capability providing need-to-know based access for each COTR specified 
user of the applicable systems. 

C.5.3.4 Engineering Process and Methodology 

C.5.3.4.1 The contractor shall use an engineering development lifecycle methodology 
consistent with ITIL framework to support projects initiated by OHS. The 
contractor's methodology shall include the following as a minimum: 

• Requirements Definition 
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Detailed Systems Design Document 

OHS Enterprise Configuration Board Review 

System Testing 

Operational instructions 

8117/07 

Train operations personnel in new processes or activities as required 

Implementation Instructions and Document Delivery to Deployment and 
Operations 

Engineering Change Request (ECR) as required 

Obtain Operations Sign-off on Change and Deliver Documentation 

Concept of Operations (CONOPS) 

Project Implementation 

O&M Assistance 
Configuration Management (CM) 

C.5.3.4.2.1 The contractor shall support CM Boards and Project Teams through 
activities and deliverables such as project status reports, design documents, 
design validation, migration planning, service delivery guidance, and 
implementation support documents. 

C.5.3.4.2.2 The contractor shall develop, maintain, update, and implement CM plans 
and procedures; control configuration baselines and conduct functional and 
physical configuration audits and formal qualifications reviews. 

C.5.3.4.2.3 The contractor shall submit proposed changes to OHS systems or to 
project baselines, to the Change Control Board (CCB) and the Engineering 
Review Group (ERG), maintain a record of all submitted and approved 
changes, and maintain a schedule of deliverables showing both the 
scheduled and actual delivery dates. 

C.5.3.4.2.4 The contractor shall develop, maintain, update, and implement a 
Configuration Management Data Base (CMDB), an engineering release 
system, a configuration item development record (including the configuration 
index and change status listing), configuration status accounting, and 
support the CCB. 

C.5.3.4.2.5 The contractor shall maintain configuration management of all images 
and provide Gold Copy images to t~e Government as a deliverable to this 
task within five business days of any approved changes. (CORL C.5.3-1, 
Gold Copy Images) 

C.5.4 TESTING 

C.5.4.1 Test Support and Documentation 

The contractor shall establish and operate a test environment to perform hardware, 
software and systems testing. The test environment shall include testing for engineered 
systems including networks, video, and phone systems. The contractor shall supply 
systems engineering oversight, identification of readiness criteria for all system 
milestones, and verification and validation oversight to include test success criteria, test 
plans, and requirements verification traceability to demonstrate that all implementations 
meet requirements as stated in the requirements database. The contractor shall propose 
a test environment architecture and a standardized test template that supports OHS 
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engineering projects. This support shall also include the development of individual test 
plans for each individual test project approved by the COTR. (CORL C.5.4-1, Individual 
Test Plans) 

C.5.4.1.1 The contractor's test template shall define the scope and approach for 
testing and acceptance. At a minimum, the template shall address the 
following: initial receipt of hardware and software, unit level testing of software 
components for any developed software, hardware and software integration 
and installation testing, and system end-to-end testing in a simulated 
operational environment. 

C.5.4.1.1.1 The contractor's test template shall also include methodology and a 
systematic approach for testing external interfaces to agencies and entities. 

C.5.4.1.1.2 The test template shall describe the roles and responsibilities of the 
contractor, the DHS program office. users, stakeholders, and external 
systems, the test facilities used for each testing event, and the data and 
sources used during testing events. The template shall describe the test 
plans and procedures developed for each testing event, the testing events 
and sequences (schedule) in which they will occur, and the integration of the 
testing events and the security certification and accreditation activities. The 
contractor performing IT-NOVA O&M shall complete all of the 
documentation required for C&A. IT-NOVA Program Management Office 
personnel shall accomplish the actual C&A. 

C.5.4.2 Test and Development Lab 

The contractor may be required to establish, operate and maintain a test laboratory, 
using CFE. to support the DHS IT Infrastructure Systems. The contractor may provide its' 
own existing test lab to support this effort. The test lab shall be located in the 
Washington DC Metro area, and a segment of the test lab shall be capable of handling 
tests of Top Secret information. The Government will determine the exact requirements 
of this facility after the Task Order is awarded. The contractor shall provide personnel to 
operate and maintain a Government provided classified test lab in an undetermined 
Government facility. The Government will provide more information on the location and 
requirements of the classified test lab as it becomes available. 

C.5.4.2.1 The contractor shall provide support to developers and customers 
performing integration and test activities. The contractor shall provide support 
during the hours of 8:00 am ET to 5:00 pm ET, Monday - Friday, excluding 
Federal holidays. The contractor shall also provide support after hours, on 
weekends and on Federal holidays for purposes such as deployments, 
maintenance and extended testing support as directed by the COTR. 

C.5.4.2.2 The contractor shall make configuration changes in the test laboratory and 
production environments at the direction of the COTR. The contractor shall 
plan for future configuration changes and production deployments in 
coordination with the COTR. The contractor shall make configuration changes 
in compliance with security policies and procedures and change control 
procedures. Configuration changes shall be in accordance with controlled and 
repeatable procedures established by the contractor and approved by the 
COTR. 

C.5.4.2.3 The contractor shall document test procedures and configurations 
performed by the contractor relating to the support of testing activities. 
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C.5.4.2.4 The contractor shall track the status of actions and tasks performed by 
them in support of testing activities. 

C.5.4.2.5 The contractor shall notify the COTR regarding any issues or risks that 
affect the performance of current or scheduled test activities. The contractor 
shall notify the COTR within three business days of discovery of an identified 
issue or risk that could affect performance of the test activities. The contractor 
shall provide the COTR a complete description of the issue, diagnosis, 
resolution actions undertaken, and the impact on the timeframe for test 
activities. (CORL C.5.4-2, Test Lab Issues and Risks Report) 

C.5.4.2.6 The contractor shall perform Microsoft Exchange and Active Directory 
Configurations activities such as configuring Exchange and Active Directory; 
installing software; verifying currency of installed software; and configuring 
security settings, databases, and user accounts and permissions. 

C.5.4.2.7 The contractor shall install communications and network infrastructure 
components to support test requirements. 

C.5.4.2.8 The contractor shall create, update and maintain standard workstation 
images, commonly referred to as ghosts, to support deployment to the desktop. 
The images shall meet all stated standards for "as-is" current production 
environment and "to-be" production environment. The contractor shall provide 
the Integration and Testing with the standard mechanism for delivery of the 
application to the desktop. 

C.5.4.2.9 The contractor shall maintain web based applications in the test 
environment by performing activities such as installing upgrades, patches and 
service packs, assigning user names and passwords, and assigning user 
permissions. 

C.5.4.2.10 The contractor shall provide support to the Testing Lab by performing 
activities such as reviewing new application architecture, verifying that the 
application architecture supports the current OHS environment, and submitting 
findings to the COTR. (CORL C.5.4-3, Testing Lab Findings Report) 

C.5.4.2.11 The contractor shall perform a production readiness review in order to 
determine whether a system is ready for deployment into the production 
environment. 

C.5.5 OPERATIONS AND MAINTENANCE FOR END USER SUPPORT 

C.5.5.1 End User and Desk Side Support 

The contractor shall provide a detailed End User and Desk Side Support Concept of 
Operations that includes elements such as a detailed description of processes, 
procedures, policies, WBS, organization chart, work flow, detailed performance metrics, 
and evaluation criteria for the entire Help Desk operations including Tier 1, 2 and 3, and 
field site support (CORL C.5.5-1, End User and Desk Side Support Concept of 
Operations). 

The End User and Desk Side Support Concept of Operations Plan shall demonstrate a 
proactive and aggressive methodology to pursue new IT technological advancements 
and trends applicable to help desk and desk side support such as conducting frequent 
and thorough market research and analysis of new IT technologies and equipment 
including software based upon a subjective and comparative analysis to existing OHS 
technology. If authorized by the COTR, the contractor shall perform and conduct 
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operational and theoretical performance evaluations of current IT capabilities with 
contractor proposed IT advancements. 

The contractor's Concept of Operations Plan shall meet the following minimum 
requirements: Provide continuous operation 7X24X365 (366 for leap years) helpdesk and 
5x12 desk side support operations, with provision that designated VIPs are entitled to on 
call support, that includes call center support, Network Systems Monitoring, Tier 1 (Help 
Desk Services) including remote desktop management for Commercial Off The Shelf 
(COTS) and Government Off The Shelf (GOTS) applications and Tier 2 "(Desk Side 
Support) services as well as Tier 3 Engineering support for diagnosing and resolving end 
user problems unresolved by the second-level analysts. The Government reserves all 
rights stated for review and personnel disposition. fE C 5.5-001 provides one year's 
monthly Help Desk Ticket Data workload. The Following represents a portion of the 
workload for 2006 O&M services: 

Category Workload 

LAN - A E-mail Messages 72,335,644 

LAN - A Support Requests 86,565 

LAN - A Active Accounts 5,976 

LAN - HSDN E-mail Message 1, 105,254 

LAN - HSDN Support Requests 3,104 

LAN - HSDN Active Accounts 1,894 

LAN - CE-mail Messages 767,307 

LAN - C Support Requests 11,029 

LAN - C Active Accounts 1,350 

VTC Sessions 2,292 

Unclassified Voice Conference Bridge 21,628 

DMS Messages 228,413 

AMHS Messages 517,611 

Secure Fax 18,988 

PBX Support 16,059 

Total E-mail Messages 74,208,205 

Support Requests 100,698 

C.5.5.1.1 Help Desk Operations through Tier 3 Engineering Support: The contractor 
shall design the Help Desk to act as the primary interface to the end users of 
various COTS and custom-developed applications. DHS currently has email 
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and telephonic help desk contact capabilities. The contractor shall propose the 
contact methods (e.g. phone, fax, web, e-mail, chat) for contacting the help 
desk. The contractor shall provide seamless call distribution and call 
management support. In accomplishing this function, the DHS requires the 
contractor to provide a comprehensive, state-of-the-art, Help Desk solution that 
aligns with industry best practices, and that represents the best value to the 
Department and the Government. 

C.5.5.1.1.1 The contractor shall provide the help desk facility and its associated IT 
infrastructure at a location(s) that is located at least 50 miles outside of the 
metropolitan Washington D.C. area and inside the continental U.S. 

C.5.5.1.2 The contractor shall design, implement, and maintain a DHS approved 
COTS enterprise help desk system capable of interfacing and reporting to DHS 
systems as required. Additionally, this system shall provide a knowledge base 
for use by Tier 2, and 3 technicians and provide self-help for end users. All 
data generated, stored, and maintained in the system remains the property of 
the Government. 

C.5.5.1.3 The contractor shall provide on-site and field office support comprised of 
personnel with appropriate level of security clearances who will resolve 
complex technical problems of laptops, desktops, network peripheral devices, 
network components, storage devices, and troubleshooting of various software­
and hardware-related issues. 

C.5.5.1.4 The contractor shall provide infrastructure advanced operational support 
and infrastructure services to DHS. The contractor shall perform 
troubleshooting to isolate the source of, diagnose and/or resolve, or assist in 
the resolution of IT and telecommunications problems (end-to-end). 

C.5.5.2 Maintenance 

C.5.5.2.1 The contractor shall develop a Preventative Maintenance Plan, 
Preventative Maintenance Policies and Preventative Maintenance Procedures 
for all DHS IT and telecommunications fixed and mobile systems/equipment. 
The contractor shall provide to the COTR the plan within 40 business days of 
Task Order start, the policies within 60 business days and the procedures 
within 120 business days. (CORL C.5.5-2, Preventative Maintenance Plan, 
Policies and Procedures) 

C.5.5.2.2 The contractor shall perform preventative maintenance on DHS system 
components in accordance with the OHS approved Preventative Maintenance 
Plan, policies and procedures. This includes personnel to perform the support 
and maintenance of data center assets, except for OEM warranty and 
maintenance agreements. For all new installations, system upgrades or 
routine maintenance the contractor shall complete all requested administrative 
requirements and reports to the CCB for approval prior to implementation. All 
information shall be presented to the COTR. 

C.5.5.2.2. 1 The contractor shall coordinate with the Government to schedule any 
system maintenance downtime sufficiently in advance to enable smooth 
operations during maintenance windows. 

C.5.5.2.3 The contractor shall maintain the Microsoft Systems Management Server 
(SMS) Deployment solution, or newer equivalent technology, to support the 
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management and distribution of changes to the DHS computing environment. 
Using this technology the contractor shall: 

C.5.5.2.3.1 Perform software pushes and security patch management; provide an 
accurate account of software usage; and inventory network devices. 

C.5.5.2.3.2 Create, maintain and update application packages. 

C.5.5.2.3.3 If system changes are required the contractor shall follow the established 
DHS Change Control and Security Review processes prior to 
implementation. 

C.5.6 VIDEO TELECONFERENCING 

C.5.6.1 Video Teleconferencing (VTC) 

The contractor shall engineer, operate, and maintain Video teleconferencing and 
multimedia services and equipment. The contractor shall support customers who receive 
core services and customers who receive enterprise-level service as depicted in I£ 
~2-002. Conferencing and multimedia equipment includes support for secure and 
non-secure bridging systems, display and projection systems, electronic whiteboards, 
audio systems, DVD and video recording and replay, video switching systems, control 
systems, and video cameras. A list of the type of VTC equipment supported is provided 
at TE C.3.1:.001, Government Furnished Equipment. 

C.5.6.1.1 The contractor shall provide 7X24X365 (366 for leap years) support for set 
up and operation of VTC and multimedia systems for DHS buildings, provide 
user level maintenance support for VTC and multi-media systems, and operate 
video conferences at multiple locations. 

C.5.6.1.2 The contractor shall maintain, setup, monitor, and troubleshoot video 
equipment for users. The contractor shall assist customers with the use of 
video conferencing systems by providing personal instruction in the use of 
control interfaces and procedures. 

C.5.6.1.3 The contractor shall schedule and monitor all video teleconferencing 
sessions. 

C.5.6.1.4 The contractor shall maintain an inventory of video conferencing equipment 
owned and leased by DHS. 

C.5.6.1.5 The contractor shall maintain a DHS video conferencing contact list. 

C.5.6.1.6 The contractor shall maintain and operate a VTC management platform. 

C.5.6.1.7 The contractor shall install/replace and configure video conferencing 
equipment required by DHS Component customers. 

C.5.6.1.8 The contractor shall complete all work in each DHS environment 
classification: Unclassified, Secret and Top Secret. 

C.5.7 SATELLITE/CABLE TELEVISION OPERATIONS 

The contractor shall engineer, operate, and maintain satellite/cable television services and 
equipment. 

C.5.7.1 Operations 

C.5. 7 .1.1 The contractor shall complete all work in each DHS environment 
classification, Unclassified, Secret, Top Secret, and Top Secret/SCI. 
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C.5.7.1.2 The contractor shall perform periodic testing to ensure system operations. 

C.5.7.1.3 The contractor shall set up and maintain channel alignment of the head-in 
systems, coordinate system expansion and reconfiguration, interface and 
coordinate with the Digital Satellite Service (DSS) and cable contractors as 
necessary for maintenance and system reconfiguration. 

C.5.7.1.4 The contractor shall maintain, setup. monitor, and troubleshoot satellite 
and/or cable TV equipment for users. assist customers with the use of satellite 
and/or cable TV systems by providing personal instruction in the use of control 
interfaces and procedures. 

C.5.7.1.5 The contractor shall maintain and update an inventory of satellite and/or 
cable TVs and associated peripheral. connectivity and installation components 
and make available for COTR review upon request. 

C.5.7.1.6 The contractor shall develop, maintain, update and implement a OHS 
satellite and/or cable TV contact list. 

C.5. 7 .1. 7 The contractor shall install/replace and configure satellite and/or cable TV 
equipment as directed by the COTR or OHS Component customers. 

C.5.8 VOICE COMMUNICATIONS AND MESSAGING 

The contractor shall engineer, operate, and maintain voice communications. messaging 
services and equipment. 

C.5.8.1 Private Branch Exchange (PBX) Infrastructure 

The contractor shall provide administrative, operational. and management support for the 
OHS headquarters and associate component telecommunications. The contractor shall 
install, maintain and support the PBX Infrastructure within the Washington DC 
metropolitan area. This infrastructure includes components such as an Integrated 
Services Digital Network (ISDN), Voice over Internet Protocol (VOiP). analogue, digital 
and other communication devices at specified levels of classification. The contractor 
shall use FTS 2001 currently and transition to Networx for Phone and PBX operations. 

C.5.8.1.1 The contractor shall manage, update and make changes to systems. 

C.5.8.1.2 The contractor shall install, maintain. setup, monitor, and troubleshoot 
phone and PBX equipment for users, assist customers with the use of phone 
systems by providing personal instruction in the use of control interfaces and 
procedures, and install/replace and configure phone and PBX equipment 
required by OHS Headquarters and Component customers. 

C.5.8.1.3 The contractor shall maintain an inventory of phone and PBX equipment 
owned and leased by OHS. 

C.5.8.1.4 The contractor shall perform management and scheduling for conference 
bridges at unclassified and secure levels 

C.5.8.1.5 The contractor shall complete all work in each OHS environment 
classification: Unclassified. Secret and Top Secret. 

C.5.8.1.6 The contractor shall provide handset installation and configuration. 

C.5.8.1. 7 The contractor shall develop, maintain, update, implement and report on 
phone and PBX services such as providing the following: A OHS Dial Plan, 
Telephone Infrastructure Cabling plant (infrastructure) documentation, port 
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utilization reports. load balancing reports, route pattern reports. (CORL C.5.8-
1, Phone and PBX Services Report) 

C.5.8.1.7.1 The contractor shall maintain all documentation and records of telephony 
infrastructure. 

C.5.8.1.7.2 The contractor shall ensure all telephony infrastructure components 
conform to a standardized set-up and design and provide redundancy. 

C.5.8.1.8 The contractor shall continuously (or as directed) refresh the PBX. 
conference bridges and all tools and technologies for providing this support so 
that the Government is ensured the best value for its investment. to include all 
systems upgrades and patches to current release levels. 

C.5.8.2 Telephone Switchboard Operations Center 

The contractor shall provide contiguous hours 24X7X365 Telephone Switchboard 
Operation Center services for the DHS headquarters to The Secretary of the DHS. 
executive staff, employees, DHS contractors, and the public. The monthly call volume for 
the last year is provided at TE.C.5.8-001. 

C.5.8.2.1 The Switchboard shall be maintained and operated within the Washington, 
DC area in proximity to the switch. 

C.5.8.2.2 The contractor shall develop, maintain, update and implement an 
organizational reference and automatic call directory (ACD). 

C.5.8.2.2.1 The contractor shall create a knowledge base reference for operators 
that identifies DHS organizational elements, their responsibilities/services, 
and anticipated issues and/or keywords that may be used by members of 
the public when contacting the DHS. The contractor shall coordinate with 
each and every DHS Headquarters organization and create a proposed 
reference within 20 business days of Task Order start. The proposed 
reference shall be submitted to the COTR for review and approval prior to 
use of the reference. The contractor shall update the reference within five 
business days of DHS announcement of functional realignments or 
organizational moves and as directed by the COTR. (CORL C.5.8-2, 
Switchboard Knowledgebase Reference) 

C.5.8.2.2.2 The contractor shall create a proposed ACD and submit it to the COTR 
within 40 days of Task Order start. The contractor shall make changes to 
the proposed ACD as directed by the COTR and make the ACD operational 
within 10 business day of final approval. The ACD shall be subject to COTR 
directed changes throughout the life of the Task Order. (CORL C.5.8-3, 
Automatic Call Directory) 

C.5.8.2.3 The contractor shall provide an employee and office call directory service to 
DHS or DHS agency callers and connect callers who are members of the 
public to the requested/appropriate office or individual (phone extensions shall 
not be provided to the public). 

C.5.8.2.3.1 The contractor shall develop, maintain, update and implement an office 
and personnel directory. 

C.5.8.2.3.2 The contractor shall use the current office and personnel directory and 
the DHS Personal Profile data in Microsoft Outlook to identify phone 
extensions. 
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C.5.8.2.4 The contractor shall operate the teleconference bridge and will schedule 
teleconferences as requested and provide confirmation of scheduling to the 
requesters. 

C.5.8.2.5 The contractor shall assign an operations center project manager who will 
report to the Director of the OHS Executive Service Center. The contractor 
shall have a supervisor for the switchboard. 

C.5.8.2.6 The contractor shall provide automated reports monthly to the COTR on 
call pattern statistics. (CORL C.5.8-4, Call Pattern Statistics Report - Monthly) 
The reports shall include the following: 

• Call volume by day of week and duty hours (8:00 am to 7:00 pm ET) and 
non-duty hours. 

• Aggregate monthly call volume from internal (OHS) and external (public) 
sources 

• Aggregate monthly call volume of external calls and the specific ACD option 
selected 

C.5.8.2.7 The contractor shall develop, maintain, update and implement a Continuity 
of Operations (COOP) Plan for Switchboard Operations. (CORL C.5.8-5, 
Switchboard COOP Plan) 

C.5.8.2.8 The contractor shall train its staff on switchboard operations. 

C.5.8.2.8. 1 The training shall cover OHS call handling policy, equipment use, use 
and maintenance of references, and routing of calls to the appropriate office 
or person. 

C.5.8.2.8.2 The contractor shall develop, maintain, update and implement a training 
lesson plan and materials for the handling of calls in a professional manner 
and tone of voice. The contractor shall submit the initial and all updated 
lesson plans to the COTR for review and approval prior to using for training. 
(CORL C.5.8-6, Switchboard Training Lesson Plan) 

C.5.8.2.9 The contractor shall make recommendations necessary for upgrading the 
switchboard operation. 

C.5.8.3 Voice Over Internet Protocol (VOiP) 

The contractor shall facilitate the OHS transition and implementation of VOiP. 

C.5.8.4 Unified Messaging 

The contractor shall facilitate the OHS transition and implementation of unified 
messaging. 

C.5.9 NETWORK MANAGEMENT CENTER (NMC) 

C.5.9.1 NMC Operations 

The contractor shall monitor, manage, and perform problem resolution support of all OHS 
HQ components, which consist of network circuits and devices, computer systems, 
applications, and databases/file servers. The purpose of the Network Management 
Center is to monitor systems 7X24X365 (366 for leap years). The NMC/SMC facility is 
not currently built and the Government anticipates completion at the Nebraska Avenue 
Complex located in Washington, DC, Building 100, second floor during the second 
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quarter of FY08. The NMC/SMC will be located and maintained in a SCIF environment. 
The contractor shall use the NMC/SMC to monitor and manage all three network 
enclaves using industry standard applications and shall segregate; both logically and 
physically, maintain and operate NMC systems by security classification level. The 
contractor shall ensure that the NMC interfaces with the OHS Network Operations Center 
(NOC), including escalation procedures. The NOC is managed by Customs and Border 
Protection (CBP) and it is responsible for the the enterprise level issues that affect all 
components of the Department. The contractor shall operate and maintain the primary 
and backup NMC to monitor the following functions on a 7X24X365 (366 for leap years) 
basis: 

• Network operations 

• Security operations 

• Help Desk operations 

C.5.9.1.1 The contractor shall respond to network related problems and notify the 
COTR as specified in the OHS Escalation Policy. The contractor shall work in 
conjunction and cooperate with other LAN personnel and contractors 
supporting other IT infrastructure areas in order to respond to alarms, diagnose 
problems, and escalate issues to OHS NMC for fast, effective response before 
they cause costly unscheduled downtime or poor performance. 

C.5.9.1.2 The contractor shall monitor all network devices, environmental systems or 
peripheral devices which are managed or monitored using Simple Network 
Management Protocol (SNMP) and diagnostics tools currently in place, and to 
include any future additions to the hardware configuration to quickly detect, 
track, isolate, and resolve problems. 

C.5.9.1.3 The contractor shall perform troubleshooting techniques to isolate the 
source of, diagnose and/or resolve, or assist in the resolution of network 
problems (end-to-end) and root cause analysis. 

C.5.9.1.4 The contractor shall develop and submit the NMC Standard Operating 
Procedures (SOP) to the COTR for review and approval. (CORL C.5.9-1, NMC 
Standard Operating Procedures) 

C .5 .9 .1 .5 The contractor shall operate the NMC and support OHS COOP exercises. 
The contractor shall perform tests as requested by the COTR quarterly, at a 
minimum and as required by the OHS COOP Polley to verify failover from 
primary to backup NMC without any disruption of operational capability. 

C.5.9.1.6 The contractor shall identify the requirements for and install upgrades, 
updates, service packs, and patches. 

C.5.9.1. 7 The contractor shall maintain security protection and reliability updates on 
operating systems. 

C.5.9.1.8 The contractor shall identify and notify the COTR of any upgrades, updates, 
service packs, and patches determined to be incompatible with system or 
application specifications and proceed as directed by the COTR. 

C.5.9.1.9 The contractor shall monitor system operability and functionality, identify 
abnormal performance and degradation and complete resolution actions and 
return the system to normal performance. 
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C.5.9.1.10 The contractor shall monitor system capacity, maintain normal 
performance, and prevent system degradation resulting from usage exceeding 
system capacity. 

C.5.9.1.11 The contractor shall operate the NMC to respond to changes in loads on 
the network as necessary, in response to higher threat levels. 

C.5.9.1.12 The contractor shall report on the network and systems infrastructure using 
a GFE Enterprise Management Tool. The contractor shall report on network 
and system status as directed by COTR to include Network Diagrams that 
identify enterprise building, floor, room, rack and system for HQ and field sites. 
(CORL C.5.9-2, Network and Systems Infrastructure Report) 

C.5.9.1.13 The contractor shall notify and update the Help Desk of any network or 
system infrastructure issue or problem detected or managed by the NMC. 

C.5.9.1.14 The contractor shall manage status, errors, and inbound and outbound 
traffic statistics of all routing interfaces, bandwidth utilization, and errors of all 
inbound and outbound LAN /WAN circuits. 

C.5.9.1.15 The contractor shall manage the LAN/WAN routing protocol between the 
routers; perform port management, network capacity management (including 
planning and trending), and configuration management. 

C.5.9.1.16 The contractor shall maintain configuration LAN/WAN change 
documentation, and continually update schematics to reflect current network 
architectures. 

C.5.9.1. 17 The contractor shall support terminal equipment associated with special 
circuits as required and shall maintain and monitor connections to LAN tail 
sites. 

C.5.9.1. 18 The contractor shall maintain and monitor the secure wide area network 
connection to existing and/or future connections to other Intelligence 
Community's networks. 

C.5.9. 1. 19 NMC/SMC management shall provide Network Metrics Reports to the 
COTR. (CORL C.5.9-3, Network Metrics Reports) 

C.5.9. 1.20 The contractor shall maintain the outbound and inbound Internet access to 
ensure full operational capability for internal and external user contiguous 
hours access to the Internet 24X7X365 (366 for leap years) except during 
periods of Government approved planned outage. The contractor shall provide 
outbound access connectivity for the OHS staff to the Internet. The contractor 
shall provide In-bound public access connectivity to the OHS Public Website. 

C.5.9. 1.21 The contractor shall monitor Internet access, identify, and resolve 
interruptions to the Internet service. The contractor shall perform upgrades, 
implement changes, and install patches to components on the Internet servers. 
These shall include middleware updates, new Database Source Networks 
(DSNs), application updates, application additions, patches and hot fixes. 

C.5.9. 1.21.1 The contractor shall perform upgrades, implement changes and install 
patches to components of the Web Content Management System (WCMS), 
which publishes finished web site updates to the public web site. 
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C.5.9.1.21.2 The contractor shall perform all maintenance that will disrupt or could 
disrupt the availability of Internet services only during planned outage 
periods. 

C.5.9.1.21.3 The contractor shall maintain logs of Internet activity and make available 
for review as requested by the COTR. 

C.5.9.1.22 The contractor shall develop and utilize a system to receive, respond and 
resolve technical inquiries from the public regarding access to the OHS 
Website (currently http://www.dhs.gov). The OHS Webmaster receives 
inquires from the public and will forward those requiring technical assistance to 
the contractor. The OHS Webmaster will provide the requirements for technical 
assistance and establish a timeline, in conjunction with the contractor, for 
completion of the development, set-up and operation of the Public Interface 
Activities technical assistance system. 

C.5.9.1.22.1 The contractor shall post Internet notices alerting those accessing the 
OHS Website of interruptions or other problems causing degradation of 
access. 

C.5.9.1.23 The contractor shall provide Web page content assistance for authorized 
users, developers or content providers. The contractor assistance shall include 
verifying approval of the request for assistance, preparation of the content, 
complying with the requirements of Section 508, and deploying the content. 

C.5.9.1.24 The contractor shall adhere to the OHS perspective in Enterprise 
Interconnection and Policy Working Group {EIWG) with the DOD to facilitate 
the technical issues and governance processes related to the interconnection 
between the Secure Internet Protocol Router Network (SIPRNET) and OHS 
secure networks, address operational problems and assist in extending 
capabilities to federal information sharing initiatives. 

C.5.9.1.24.1 The contractor shall attend meetings of and contribute to specific 
technical operational working groups set up to address engineering and 
operations issues with OoD and other Governmental agencies, and leverage 
the contractor knowledge and resources with the Intelligence Community 
(IC) to ensure that OHS is aligned with emerging IC systems engineering 
and technology solutions. 

C.5.10 SECURITY MANAGEMENT CENTER (SMC) 

The OHS SMC shall provide continuous security monitoring to detect all potential adverse 
events within all OHS network and computer systems. The SMC shall provide day-to-day 
operations and maintenance of the OHS defense-in-depth security infrastructure. At 
Contract award, GFE will be provided to assist in Security structure build-out. The SMC in 
this form does not exist today, and the contractor shall propose a solution for this 
requirement. (See paragraph C.5.9.1 for the location and status of the NMC/SMC.) 

C.5.10.1 SMC Operations 

The contractor shall centrally manage OHS Information Technology Services Office 
Security Management. The SMC shall be co-located with the NMC to provide a fully 
integrated operations and security management function. 

C.5.10.1.1 The contractor shall provide security system administration, key 
management, security audit and analysis, security incident reporting and 
response, security intrusion detection, system vulnerability assessment, 
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responding to Information Security Vulnerability Notices {ISVMs), the most 
recent anti-virus signature updates, and end-user support to resolve security 
issues. 

C.5.10.1.2 The contractor shall prepare a OHS Information Technology Services Office 
Security Management Approach and SOPs, Checklists and a OHS Information 
Technology Services Office Security Plan, for operations within the SMC, and 
submit to the COTR for approval. (CORL C.5.10-1, Information Technology 
Services Office Security Management Approach and SOPs, Checklists and 
OHS Information Technology Services Office Security Plan) 

C.5.10.1.3 The contractor shall staff the SMC with subject matter experts to act as 
analysts to support 7X24X365 (366 for leap years) monitoring and response 
capability. 

C.5.10.1.4 The contractor shall identify the requirements for and install upgrades, 
updates, service packs, and patches. 

C.5.10.1.5 The contractor shall maintain security protection and reliability updates on 
operating systems. 

C.5.10.1.6 The contractor shall identify and notify the COTR of any upgrades, updates, 
service packs, and patches determined to be incompatible with system or 
application specifications and proceed as directed by the COTR. 

C.5.10.1.7 The contractor shall monitor system operability and functionality, identify 
abnormal performance and degradation and complete resolution actions to 
return the systems to normal performance. 

C.5.10.1.8 The contractor shall monitor system capacity, maintain normal 
performance, and prevent system degradation resulting from usage exceeding 
system capacity. 

C.5.10.2 Vulnerablllty Assessment 

C.5.10.2.1 The contractor shall perform threat and vulnerability assessments on all 
information system assets, including Public Facing operational IT systems, as 
part of its sustaining Security Systems Administration. The contractor shall 
generate a Vulnerability Assessment Report following each assessment that 
lists the vulnerabilities discovered, and their impacUthreat to the network {high, 
medium, and low). (CORL C.5.10-2, Vulnerability Assessment Report) The 
contractor's security team shall present high threat vulnerabilities and 
suggested mitigations to the Government prior to leaving the sites. The report 
shall include mitigation recommendations for all other vulnerabilities identified. 
The SMC shall report the status of actions to correct the high threat 
vulnerabilities to the System Security Administrators (SSAs), security manager, 
and the ISSO/ISSM on a monthly basis. 

C.5.10.2.2 The contractor shall identify specific security weaknesses on target 
systems, and provide recommended techniques and/or improvements to 
strengthen the security of the target system. 

C.5.10.2.3 The contractor shall scan OHS systems using GFE or vulnerability tools 
approved by the Government. 

C.5.10.2.4 The contractor's vulnerability assessment capability shall identify 
unauthorized access points or potential implementation weaknesses. 
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C.5.10.2.5 The contractor shall define and audit PEP policy and determine how the 
PEP handles application(s) traffic such as web, email, or telnet. Additionally, 
the integrated security team's OHS PEP Management Policy shall describe 
PEP updates and management. 

C.5.10.2.6 The contractor shall identify, review and analyze the vulnerabilities 
associated with each application and the cost-benefits associated with the 
methods used for securing the applications and provide the findings to the 
COTR. (CORL C.5.10-3, Application Vulnerability Cost-Benefit Analysis) 

C.5.10.2.7 The contractor shall develop a OHS PEP policy that identifies the 
necessary network applications, vulnerabilities associated with these 
applications, creation of applications traffic matrices identifying protection 
methods, and PEP rule-sets based on applications traffic matrices. 

C.5.10.3 Security Information Management (SIM) & Security Management Capability 

SIM is an automated capability that provides for the collection, analysis, alerting, 
reporting, and trending for all of the system components within a computing environment. 

C.5.10.3.1 The contractor shall establish, operate, and maintain an Information 
Technology Services Office security management capability suitable for the 
real-time monitoring and assessment of all assigned assets in accordance with 
OHS MD 4300 and Security Architecture Volume 2. Examples of these assets 
are PEPs, virtual private networks, routers, switches, server and end system 
computing elements. Additionally, the system shall collect event input from the 
IDS, anti-virus, and network management systems. OHS HQ shall procure 
initial GFE for all LAN environments. The contractor should propose tools to 
address capabilities that may not be either fully procured or implemented by 
the government prior to the award of IT NOVA. OHS determined that the ESM 
and other enterprise security management products manufactured by ArcSight 
will form the nucleus of the OHS HQ SIM. 

C.5.10.3.2 The SMC shall be responsible for day-to-day operations and maintenance 
of the defense-in-depth security infrastructure. The SMC shall be co-located 
with the Information Technology Services Office NMC to provide a fully 
integrated operations and security management functions. 

C.5.10.4 Security Systems Administration 

The contractor shall manage arid monitor all OHS security components including 
intrusion detection systems (IDSs) and PEPs. Security systems shall use an automated 
delivery function to the maximum extent possible to push anti-virus software signature 
updates to the desktops and provide the results to lnfonnation Technology Services 
Office NMC/SMC management for analysis. Security systems administration shall 
include the following: 

C.5.10.4.1 The contractor shall monitor OHS systems for intrusion activity, and be 
prepared to take appropriate steps to mitigate any suspected intrusion while 
maintaining the availability of the system for all authorized users. 

C.5.10.4.2 The contractor shall conduct computer forensics, law enforcement evidence 
collection and preservation efforts in support of the system. 

C.5.10.4.3 The contractor shall conduct assessments quarterly (or as directed) at all 
major nodes, such as gateways and regional centers where data is stored and 
report the results of such findings to the COTR. 
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C.5.10.4.4 The contractor shall perform anti-virus scans of the entire OHS networks in 
accordance with the proscribed procedures in OHS Approved Maintenance 
Downtime as described in Section C.5.6.4. 

C.5.10.5 Security Change Management 

The contractor shall centrally manage and control the implementation of corrective 
patches and service packs. 

C.5.10.5.1 For all new installations, system upgrades or routine maintenance, the 
contractor shall complete all requested administrative requirements and testing 
prior to submission to CCB for approval. 

C.5.10.5.2 The contractor shall assess OHS directed security patches or service packs 
before implementation to verify the need to implement and the impact upon the 
system. 

C.5.10.5.3 The contractor, in coordination with OHS, shall determine the schedule for 
deploying Information Assurance and Vulnerability Alerts (IAVAs}, patches, and 
service packs. 

C.5.10.5.4 The contractor shall provide monthly reports to the appropriate COTR on 
the success of the patch/service pack deployment, and any issues preventing 
completion. (CORL C.5.10-4, Patch/Service Pack Deployment Report) 

C.5.10.6 Security Log Access, Retention and Review 

C.5.10.6.1 In accordance with applicable OHS directives, the contractor shall maintain 
all security logs for the required retention period. Access to these logs shall be 
restricted to ISSM approved personnel. 

C.5.10.6.2 The contractor shall record all accesses to these logs, including an audit 
history of reads, changes, and deletions. 

C.5.10.6.3 The contractor shall protect logs under these restrictions to include all 
security logs (PEP, IDS, anti-virus), as well as domain controller, and all 
management systems as directed by the ISSM/ISSO. 

C.5.10.6.4 The contractor shall perform reviews and provide monthly reports (or as 
directed) on all system logs. (CORL C.5.10-5, System Log Security Review 
Report) 

C.5.10.7 System Security Administrators 

The contractor shall provide all System Security Administrators (SSA). Each SSA is an 
extension of the SMC in providing security oversight, monitoring, and reporting for OHS 
and is the principal POC for all security issues and support of Government ISSMs and 
ISSOs. 

C.5.10.8 Data Spills and Response 

The contractor shall employ guards and gateways to monitor, prevent, detect, respond, 
report and correct the unauthorized release of Secret or TS/SCI data. 

C.5.10.9 Incident Response 

The contractor shall create and maintain the capability to respond rapidly to any network 
event that could affect the Information Assurance /Information Protection posture of OHS. 
The contractor shall create and maintain SOPs and checklists to cover events such as 
network intrusions, data spills, introduction of malicious software, Denial of Service (DoS) 
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incidents, inappropriate network use. etc. The contractor shall base these SOPs and 
checklists upon existing OHS directives and guidance. 

C.5.10.9.1 The contractor shall maintain a trained Computer Security Incident 
Response Team (CSIRT), which may include systems administrators and other 
personnel. The contractor shall develop policy and processes related to the 
establishment and generation of the CSIRT. The CSIRT shall maintain a digital 
forensics capability that establishes and maintains an evidentiary chain of 
custody. 

C.5.10.9.2 The contractor shall utilize all available audit logs to support forensics 
activities, and shall develop SOPs for the conduct of forensics investigations 
that shall be submitted to the COTR for approval. (CORL C.5.10-6, Forensic 
Investigation SOPs) 

C.5.10.9.3 The contractor shall follow established reporting procedures when providing 
initial notification to the SSAs, Security Manager, ISSO, and Information 
System Security Manager (ISSM) of any network event or incident. 

C.5.10.9.4 The contractor shall provide Event and Incident Reports to the Government 
as directed in the OOD-Dir.8500 Series Computer Network Defense (CND). 
(CORL C.5.10-7, Event and Incident Reports) The Continuity of Operations 
Plan shall detail non-IT incident response, as identified in HSPD-5 and the 
OHS Initial National Response Plan. 

C.5.10.10 Information Condition (INFOCON) Management 

In response to potential threats to the OHS (and U.S. infrastructure assets in general), 
the Secretary of the OHS (SECDHS) may direct the elevation of the protection levels of 
the network and IT assets through the implementation of INFOCON levels. The 
INFOCON level is determined based upon an assessment of risk to the OHS networks. 
When directed by OHS, the Designated Accrediting Authority (DAA) will approve specific 
measures of protection for the networks. 

C.5.10.10.1 The contractor shall implement INFOCON conditions within the OHS, and 
will track the attainment of the directed INFOCON level across the networks. 

C.5.10.10.2 The contractor shall assist in the coordination of OHS INFOCON levels and 
that of ex1emal entities such as DOD as directed by the COTR. 

C.5.10.10.3 The contractor shall develop, submit to the COTR for approval and follow 
SOPs and checklists to track the changes in INFOCON level and the 
attainment of the directed INFOCON. (CORL C.5.10-8, INFOCON Level SOPs 
and Checklists) 

C.5.10.10.4 The Information Technology Services Office SMC shall create SOPs based 
upon OHS policies to support the OHS Computer Network Defense Continuity 
of Operations Plan. 

C.5.11 COMMUNICATIONS SECURITY (COMSEC) MANAGEMENT 

C.5.11.1 COMSEC Security 

C.5.11.1.1 The contractor shall provide on-site 7X24X365 (366 for leap years) 
COMSEC Support for services such as installation maintenance and 
administration of messaging systems (e.g., OMS, AMHS. receipt, transmission 
and/or distribution of all forms of communication media such as: faxes, 
messages, correspondence, etc). 
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C.5.11.1.2 The contractor shall operate encryption systems to support secure voice 
and video systems as required and assist Government personnel with receipt, 
inventory control, deployment, and securing of encryption systems. The 
contractor shall assist users in the operations of secure facsimile systems, and 
perform user level maintenance. 

C.5. 11.1.3 The contractor shall receive, distribute, inventory and administrator 
COMSEC account material. 

C.5.11.1.4 The contractor shall perform COMSEC technical tasks such as maintaining 
and updating messaging systems, installation and maintenance of all 
cryptographic equipment (e.g., TACLANE, FASTLANE, and KIV-7). 

C.5.11.1.5 The contractor shall provide a COMSEC Plan to address implementation 
and operational details in accordance with OHS and NSA policies and 
procedures and provide to the COTR. (CORL C.5.11-1, COMSEC Plan) 

C.5.11.1.6 The contractor shall establish and manage a COMSEC account in 
accordance with OHS guidelines and procedures. 

C.5.11.1.7 The contractor shall manage, update and maintain the Information 
Technology Services Office SMC COMSEC account and COMSEC controlled 
items (CCI) and all keying material. 

C.5.12 OTHER COMMUNICATIONS OPERATIONS 

C.5.12.1 Emergency Notification System 

The contractor shall program and operate Emergency Notification System 
(Communicator) and: 

C.5.12.1.1 The contractor shall provide user training as required. 

C .5 .12 .1 .2 The contractor shall interface and coordinate with the vendor for 
maintenance and software upgrades. 

C.5.12.1.3 The contractor shall provide data entry and system backup as required. 

C.5.12.2 Executive Telecommunications Support 

The contractor shall provide contiguous hours 24x7x365 secure and non-secure IT and 
communications services and support for the Secretary of the Department of Homeland 
Security (OHS), the Deputy Secretary and other designated OHS executive staff while 
they are traveling outside of the National Capital Area (NCA). 

C.5.12.2.1 The contractor shall provide daily operations support for fixed and mobile 
IT/Telecom equipment such as the following tasks: 

• Manage and control inventory 

• Operate, test, troubleshoot, and maintain equipment 

• Operate and ensure capability of mobile IT/Telecom vehicle 

• Maintain proficiency on existing and future IT/Telecom systems 

• Assist in design, development, analysis, integration, and evaluation of 
IT/Telecom systems 

• Plan and perform preventive maintenance inspections on IT/Telecom 
equipment that is installed at the ETS NAC facility, installed in secure 
mobile vehicle platforms, and used while traveling 
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• Perform equipment lifecycle management 

• Perform COMSEC and project management support 

• Synthesize customer needs with commercially available IT products into 
requirements that will allow the implementation of engineered IT/Telecom 
systems and processes 

• Provide operational assistance to OHS Senior Executives and staff 

C.5.12.2.2 The contractor shall provide travel operations support such as: 

• Coordinate with OHS staff advance arrival personnel at the travel sites 

• Transport IT/Telecommunications equipment to and from travel sites 

• Conduct site survey( s) for installation of travel systems 

• Install and remove IT/Telecom equipment from trip site 

• Provide point-to-point telecom support to travel teams 

• Coordinate their own travel logistics arrangements 

C.5.13 TRAINING 

The contractor shall provide professional, technical and end-user training. The contractor 
shall provide the training support for OHS IT operations to include user applications and 
network access, system administration, and security. The contractor shall develop training 
plans for DHS personnel, system users, and contractor personnel. The training plans shall 
be submitted to the COTR for approval prior to implementation. (CDRL C.5.13-1, Training 
Plan) The contractor shall maintain an electronic record of all training courses conducted 
and who attended. 

C.5.13.1 System Administrator Training 

The contractor shall provide appropriate training, training materials, and help desk 
support for the applications provided for OHS. The contractor shall work with the 
Government to develop a Training Plan that addresses the delivery of training to 
supervisors, and system administrators. The plan shall be in conformance with the SOPs 
and SLAs. 

C.5.13.1.1 The contractor shall provide the training curriculum and training materials 
for OHS applications and desktops. The training materials shall be suitable for 
both users and system administrators, and adopted from existing training 
materials for legacy applications integrated into DHS service. 

C.5.13.1.2 The contractor shall provide the delivery of the user training through a 
"train-the-trainer" approach to the maximum extent possible. The contractor 
shall provide training directly to the users at either contractor facilities or 
Government facilities. 

C.5.13.1.2.1 The contractor shall provide OHS training through training delivery 
methods such as the following: 

• Direct delivery of the training to user and system administrators at 
OHS facilities or other locations as directed by the Government 

• Direct delivery of special user training to personnel who will then act 
as trainers in the field 
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• Delivery of training to user through computer-based training (CBT) or 
other distance learning techniques that the contractor has found 
effective 

C.5. 13.1.3 The contractor shall provide documentation and manuals for COTS 
products that have them. 

C.5.13.2 Security Training 

The contractor shall develop, document, and administer a Security Training Plan and 
Curriculum providing annual required security awareness and operational security 
refresher training. Delivered training elements shall comply with OHS and other relevant 
external agency directives and policies for enforcement of Government security 
provisions. The appropriate COTR will review and approve the training curriculum prior 
to implementation. Implementation of the training may be either through instructed 
sessions or via computer-based self-paced training. The contractor may elect to provide 
this training in incremental elements depending upon component usage, and the training 
may be delivered via computer-based training, help files or instructed sessions following 
Government approval. 

C.5.13.2.1 The contractor shall provide training to users and operators to facilitate the 
usage of security components within the network and on the desktop. 

C.5.13.3 End-User Training 

The contractor shall develop, document, and conduct end-user training on all COTS, 
GOTS, and unique software. The appropriate COTR will review and approve the training 
curriculum prior to implementation. Implementation of the training may be either through 
instructed sessions or via computer-based self-paced training. The contractor may elect 
to provide this training in incremental elements depending upon component usage, and 
may be delivered via computer-based training, help files or instructed sessions following 
Government approval. 

C.5.14 WIRELESS MANAGEMENT 

The contractor shall provide services to the Wireless Management Office (WMO) to develop 
Wireless Communications Architecture (WCA) and Enterprise Architecture Governance. 
The contractor shall also provide Support Systems Engineering, support to Working 
Groups, Frequency Management and Spectrum Planning. 

The contractor shall provide support to the WMO in the following manner: 

• Work as an integrated member of the WMO team, and in close coordination and 
cooperation with the representatives of the OHS components, members of the 
Wireless Working Group (WWG), Enterprise Architecture (EA), and other OHS 
participants designated by the WMO or the WWG 

• Maintain a strategic mission focus on the overarching strategic priorities of the WMO 
as they work to meet the needs and obligations of OHS' WCA and EA programs 

• Perform specific actions and produce results that meet the goals of the WMO as 
coordinated and evaluated by the members of the WMO, WWG, EA, and the OHS CIO 

C.5.14.1 Wireless Communication Architecture Development 

C.5.14.1.1 The contractor shall enhance the pilot architecture and concept of 
operations that support deployable wireless communications, for use in the 
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event of a disaster, terrorist attack, or other crisis, and can be tested against 
past events (e.g., Hurricane Katrina, Los Angeles earthquakes, 9/11 ). 

C.5.14.1.2 The contractor shall integrate and reflect the relevant aspects of the 
following programs, where applicable and relevant: IWN, SAFECOM, Rescue 
21, Command 2010, Deepwater, NAIS, FNARS, CBP Modernization, SB I.net, 
HSARPA, 25 Cities, Gulf Coast, and others as appropriate. 

C.5.14.1.3 The contractor shall integrate critical interoperability standards into the 
Wireless Communications Enterprise Architecture Technical Reference Model 
(TRM) spanning all OHS wireless programs and infrastructure. 

C.5.14.1.4 The contractor shall identify infrastructure and assets that can be leveraged 
in support of the overall WCA, and realize synergies from shared resources 
during ail phases of the system lifecycle. 

C.5.14.2 Systems Engineering Support 

The contractor shall support Systems Engineering initiatives along with the affiliated work 
products through the following tasks: 

C .5.14.2.1 Ensure tactical communications investment meet common and unique 
mission needs. 

C.5.14.2.2 Improve interoperability while facilitating long-term investment goals. 

C.5.14.2.3 Develop models of existing and desired future frameworks. 

C.5.14.2.4 Provide analysis, decision support, risk mitigation and system engineering 
processes for migrating to the desired future framework. 

C.5.14.2.5 Develop a Systems Engineering (SE) framework for the WMO, its 
Programs and Projects. The initial framework shall be created and submitted 
to the COTR within 40 business days of Task Order start and update as 
changes occur. (CORL C.5.14-1 Wireless Systems Engineering Framework) 

C.5.14.2.6 Define and maintain Systems Engineering Gold Standards and best 
practices for ail aspects of wireless and general communications systems 
engineering and the associated software-based or other tools. 

C.5.14.2.7 Employ, maintain, improve and verify practices against Systems 
Engineering Gold Standards upon Government approval of the standards. 

C.5.14.2.8 Develop the definition and specification of Systems Engineering documents 
such as the Systems Engineering Management Pian (SEMP), Concept of 
Operations (CONOPS), Functional Baseline, System Specifications, System 
Development Specifications, and other applicable requirement documents to 
maintain Requirements traceability. (CORL 5.14-2, Wireless SEMP, Wireless 
CONOPS, Functional Baseline, System Specifications, System Development 
Specifications) 

C.5.14.2.9 Write statements of work and specifications for the development, 
deployment and maintenance of the IWN program and other OHS programs. 

C.5.14.2.10 Evaluate technical performance, develop verification strategies and perform 
Independent Verification & Validation, review/critique of deliverables of other 
contractors. 
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C.5.14.2.11 Employ WMO's existing Melis {brand) toolset and the WCA Framework to 
create architecture based on the DoDAF to capture WMO program and project 
objectives, CONOPS, and requirements. 

C.5.14.2.12 Provide technical direction and administrative support for the development 
of interoperability standards, such as the Wireless Inter-System Interface 
{WISI), Software Defined Radio (SWR), and other standards in support of OHS 
wireless interoperability objectives. 

C .5.14.2.13 Provide a full range of on-site engineering, technical, acquisition, and 
logistics support to ensure that fully integrated multimedia (e.g., voice, data, 
video) cable and wireless based tactical and strategic command, control. 
sensor, communication, security, and surveillance systems are properly 
developed, fielded by, and effectively operated in support of the OHS. 

C.5.14.2.14 Design, implement, and support private and public alerting systems, 
including AM, FM, TV. and satellite system broadcast capabilities and the 
appropriate subscriber devices. 

C.5.14.3 Working Group Support 

C.5.14.3.1.1 The contractor shall support the Wireless Working Group, Project 25, 
Project 34, Push-to-Talk on Cellular (POC), Standards Working Sessions, 
RFID summit meetings, and various conferences through meeting 
attendance, providing subject matter expertise, providing documents, 
developing materials for presentation and performing follow-up actions. 

C.5.14.4 Enterprise Architecture Governance Support 

The contractor shall support the OHS WMO to ensure that the wireless investments and 
other wireless projects brought before the EACOE comply with WM O's policies and 
strategic direction. 

C.5.14.5 Frequency Management Support 

The contractor shall perform frequency management functions as follows 

C.5.14.5.1 Assist with the daily selection, coordination. and processing of all radio 
frequency authorizations in support of OHS components. The selected 
frequencies shall be selected from the frequencies in the Government Master 
File. 

C.5.14.5.2 Develop frequency plans that meet new communications requirements and 
improve methodologies for interoperability among the OHS components and 
key federal. state, and local partners. 

C.5.14.5.3 Perform detailed frequency planning for OHS' migration to new wireless 
systems, utilizing 12.5 kHz channel bandwidth in accordance with the NTIA 
Manual of Regulations and Procedures for Federal Radio Frequency 
Management. 

C.5.14.5.4 Ensure that systems will neither cause nor receive harmful interference to 
or from other authorized users when placed in their intended operational 
environments. 

C.5.14.5.5 Ensure accuracy of all frequency assignments by conducing "five-year-
reviews" of records for all locations with installed narrowband equipment. 

C.5.14.6 Spectrum Planning 
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The contractor shall support Spectrum Planning as follows: 

C.5.14.6.1 Develop channel plans for implementations of OHS wireless systems, 
including OHS OneNet-Wireless, which feeds into a nationwide channel plan. 

C.5.14.6.2 Review current frequency plans and those under development to support 
the implementations of OHS OneNet-Wireless. 

C.5. 14.6.3 Develop recommended frequency changes to eliminate technical 
incompatibilities, improve interoperability, and reduce and/or minimize harmful 
interference. 

C.5.14.6.4 Refine the nationwide channel plan with the support of the WWG Spectrum 
Management Working Group (SMWG) to include identifying frequencies and 
developing a logical structure for nationwide channels (e.g., component specific 
channels, OHS common channels, interoperability channels). 

C.5.14.6.5 Develop a nationwide strategy to define optimal geographic spacing for 
frequency reuse zones; Identify the number of frequencies needed for a 
successful regional/zone system design, use temporary transition frequencies 
(if required), and use permanent narrowband frequencies of the new wireless 
systems. 

C.5.14.6.6 Prepare equipment and system certification documentation as required. 

C.5.14.6.7 Coordinate new, proposed frequencies within OHS and with other federal 
departments and government agencies. 

C.5.14.6.8 Prepare spectrum Planning analyses and documentation as directed. 

C.5.15 IT CONTINUITY MANAGEMENT 

The contractor shall perform continuity management actions affecting the Information 
Technology Service Office and all of its functions including the Network Management 
Center, Security Management Center, Front Office, Enterprise Business Management 
Office, Infrastructure Information Systems Security Manager (ISSM), Mission Critical 
Infrastructure Operations (MCIO), Enterprise Application Delivery and Operations, IT 
Continuity Management, Business Office Operations, Infrastructure Transformation Office, 
Wireless Management Office, and all network and telecommunications components. The 
contractor shall also provide continuity management and redundancy capability of the Help 
Desk. 

These programs/offices have 46 recoverable essential functions (EFs) with alternate site 
operations occurring at two sites as a minimum. The sites, to include redundant NMC, and 
SMC, are provided by OHS. EFs concern OHS, state/local Governments, law enforcement, 
and other executive branch directorates, and agencies. The OHS Continuity Planning 
framework is provided at TE C.5.15-001. 

The contractor shall provide IT integration capability for all departmental, intergovernmental, 
and non-governmental organizations (NGO) applications used on the LANs. 

C.5.15.1 Continuity Assessment 

C.5.15.1.1 The contractor shall perform an initial baseline analysis of existing IT 
continuity plans and programs. (CORL C.5.15-1, Business Continuity Initial 
Assessment) 
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C.5.15.1.2 After completing the baseline analysis, and its approval by the COTR, the 
contractor shall evaluate the baseline against the Business Continuity 
Framework to determine operational gaps. The contractor shall document the 
findings of the gap analysis and submit the findings to the COTR within 60 
business days of the baseline analysis approval by the COTR. (CORL C.5.15-
2, Business Continuity Framework Gap Analysis) 

C.5.15.2 Continuity Planning 

C.5.15.2.1 The contractor shall facilitate strategic planning with programs and offices 
annually, or as directed by the COTR. The outcome of the strategic planning is 
the Multi-Year Strategic Program Management Plan containing continuity 
planning goals and objectives to include performance measures for the period. 
(CORL C.5. 15-3, Multi-Year Strategic Program Management Plan) 

C.5. 15.2.2 The contractor shall update and maintain annually, or as directed by the 
COTR, the CIO COOP Implementation Plan. The contractor shall provide the 
document to the COTR for approval. (CORL C.5.15-4, CIO COOP 
Implementation Plan) 

C.5. 15.2.3 The contractor shall develop, maintain, update and implement the Incident 
Response and Management Plan, containing management activist and 
emergency response and escalation procedures. The contractor shall update 
the plan annually or as directed by the COTR, based on 
threat'exposure/business continuity strategy. (CORL C.5.15-5, Incident 
Response and Management Plan) 

C.5. 15.2.4 The contractor shall develop, maintain, update and implement the CIO 
Operational Recovery Plan and IT Disaster Recovery/Business Continuity 
Plans, at least annually for offices/programs. (CORL C.5. 15-6, CIO 
Operational Recovery Plan and IT Disaster Recovery/Business Continuity 
Plan) 

C.5.15.3 Continuity Reviews and Coordination 

C.5. 15.3. 1 The contractor shall participate in Enterprise Architecture Center of 
Excellence (EACOE) reviews, Enterprise Change Control Board (ECCB) 
reviews, and other compliance activities to identify the impact of these bodies' 
decisions and actions on IT continuity planning and advise these bodies' on 
continuity planning considerations. The contractor shall document the reviews 
continuity planning impacts and provide comments in accordance with the 
guidelines provided by the appropriate board. 

C.5. 15.3.2 The contractor shall schedule, plan and conduct a bi-weekly meeting of 
designated stake holders to discuss and coordinate requirements for the 
development and maintenance of the Disaster Recovery and IT Contingency 
Plan and coordinate the plans and activities for conducting COOP Exercises. 
The meeting participants shall also coordinate the actions taken to address 
findings resulting from COOP exercises. The contractor shall provide meeting 
minutes to the COTR within three business days of the meeting. (CORL 
C.5. 15-7, Plans and Exercises Coordination Meeting Minutes) 

C.5.15.4 Continuity Program Administration 

C.5. 15.4.1 The contractor shall develop, maintain, update and implement IT continuity 
policy, guidance, methodologies and tools. Updates shall occur at least 
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annually, in response to Homeland Security Presidential Directives (HSPDs), or 
as directed by the COTR. (CORL C.5.15-8, Continuity Policy, Guidance, 
Methodologies and Tools) 

C.5.15.4.2 The contractor shall update and maintain, at the direction of the COTR, the 
list of CIO essential functions and critical IT/telecommunication networks, 
systems, facilities, and critical positions. (CORL C. 5.15-9, Essential Functions, 
Critical IT/Telecommunication Networks, Systems, Facilities, and Critical 
Positions List) 

C.5.15.4.3 The contractor shall annually, or when significant changes occur to the 
essential function(s) or OHS IT infrastructure perform a continuity management 
review. Changes shall result in a threat and vulnerability exposure, Risk 
Assessment, Interdependency Analysis, Business Impact Analysis. The 
contractor shall ensure re-use of existing information when performing the 
aforementioned tasks. The contractor shall prepare a report and executive 
briefing identifying risk to the CIO. (CORL C.5.15-10, Continuity Management 
Review) 

C.5.15.4.4 The contractor shall conduct a review of the CIO COOP Implementation 
program, Operational Recovery/IT Contingency Plans, observe related tests, 
and provide feedback on program compliance in accordance with all applicable 
executive orders, presidential directives, other federal and OHS laws, federal 
orders management policies, handbooks, guidelines, processes, and 
procedures, as directed by the COTR. 

C.5.15.4.5 The contractor shall develop executive briefings as directed by COTR. 
(CORL C.5.15-11, Business Continuity Executive Briefings) 

C.5.15.5 Testing and Exercises 

C.5.15.5.1 The contractor shall develop test plans and provide training on the 
test/exercise plans annually or as directed by COTR. (CORL C.5.15-12, 
Test/Exercise Plans) 

C.5.15.5.2 The contractor shall participate in test/exercises and the after-action 
test/exercise reviews and document issues in an After Action Report. (CORL 
C .5 .15-13, Test/Exercise After Action Report) 

C.5.15.6 Electronic Records 

C.5.15.6.1 The contractor shall develop, maintain, update and implement the 
electronic vital records program to ensure critical records from all three 
networks are stored off premise. Records range from paper-based documents 
to the latest electronic-storage media. 

C.5.15.6.2 The off-site storage location(s) shall be located at least 50 miles from the 
production site, outside of the impact area of the production site, and inside the 
continental U.S. 

C.5.15.6.3 The frequency of records back-up is dependent on the record type and 
COTR direction. 

C.5.15.6.4 The retrievable and fully operational time frames shall fulfill the 
performance requirements for critical and non-critical systems as identified in 
Table 1 of the Task Order, Continuity of Government Condition (COGGON) 
level activation/reconstitution timeframes, or as designated by the COTR. 

C-83 



Task Order 8/17/07 
PROCUREMENT SENSITIVE 

C.5.15.6.5 The contractor shall test and ensure the records are retrievable and usable 
at least quarterly. The contractor shall provide a test report to the COTR within 
five business days of completing the test. (CORL C.5.15-14, Electronic Vital 
Records Program Test Report. 
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C.6 APPLICABLE LAWS, PUBLICATIONS, AND FORMS 
C.6.1 GENERAL INFORMATION 

C.6.1.1 Applicable Publications and Forms 

C.6.1.1.1 Most Government publications listed are available electronically and the 
Government will provide the non-electronic versions at the start of the Task 
Order. The contractor shall maintain a copy of all required publications listed in 
this Section and Technical Exhibits in accordance with Section C.1. The 
contractor shall post supplements or amendments to listed publications from 
any organizational level issued during the life of the Task Order as required. 

C.6.1.1.2 The contractor shall establish continuing publication requirements with the 
OHS publication distribution office. The contractor shall have customer 
accounts for all publications listed in this Task Order. 

C.6.1.1.3 The contractor shall immediately implement changes to publications that 
result in a decrease or no change to the Task Order price. Prior to 
implementing any revision, supplement, or amendment that may result in an 
increase in Task Order price, the contractor shall submit a price proposal to the 
COTR and obtain approval. The contractor shall submit said price proposal 
within 20 business days from the date the contractor receives notice of the 
revision, supplement, or amendment-giving rise to the increase in cost of 
performance. Failure of the contractor to submit a price proposal within 20 
business days from the date of receipt of any change shall entitle the 
Government to require performance in accordance with such change at no 
increase in Task Order price. 

C.6.1.1.4 The contractor shall ensure that all publications are posted and up-to-date. 
Upon completion of the Task Order, the contractor shall return to the 
Government all issued publications. 

C.6.1.2 Publication Conflict Resolution 

C.6.1.2.1 If there is a conflict between Section C and the cited references, Section C 
shall control. 

C.6.1.2.2 Any task set forth in any such reference which will call for the exercise of 
discretionary Government authority that cannot be delegated, will be subject to 
the final approval of the Government official having such authority. 

C.6.1.2.3 All publications and forms will be current issue. The contractor shall use 
existing stocks of forms until depleted. 

C.6.1.2.4 The publications and documents listed in this Section are current with dates 
as of the writing of this Task Order, not necessarily date of Task Order award. 
The Government will not modify this section of the Task Order during the 
tenure of the Task Order unless a Contract Price change is required based 
upon a new documentary requirement. 

C.6.2 FEDERAL PUBLICATIONS 

C.6.2.1 Federal Regulation and Guidelines 

All supplies and services provided under this Task Order shall conform to the applicable 
Federal Information Processing Standards Publications (FIPS PUBS) as specified on 
Web site http://www.itl.nist.gov/fipspubs/. The contractor shall also comply with 
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Electronic and Information Technology Standards as specified on Web site 
http :I /www. section 508. gov /index .cf m? F useAction °Content& ID= 3 

• Government Paperwork Elimination Act (GPEA) 
l}_!tp:l/www.whitehouse.gov/omblfedreg/gpea2.html 

• Federal Acquisition Regulation 

• Records management guidance for agencies implementing electronic 
signature technologies tLl1!Ulww.w.n'!ra.goy/rec2rds/Qolicy/gpea.html 

• Electronic Signatures in Global and National Commerce Act (ESIGN) 
h.ttQJ/www.whitehouse.gov/omb/memoranda/m00-15. html 

• OMB Circular A 130 
http://www.whitehouse.gov/QMB/circulars/a 1301a130.html 

C.6.3 OTHER PUBLICATIONS 

C.6.3.1 U.S. Congress-Public Law (PL) and United States Code (U.S.C.) 

C.6.3.2 

• PL 107-347 Section Ill. Federal Information Security Management Act 
(FISMA) of 2002, 2002 

• PL 107-305, Cyber Security Research and Development Act of 2002 

• PL 96-456, Classified Information Procedures Act of 1980 

• 5 U.S.C. 552, Freedom of Information Act; Public Information; Agency 
Rules, Opinions, Orders, Records, and Proceedings, 1967 

• 5 U.S.C. 552a, Privacy Act; Records Maintained on Individuals, 1974 

• 18 U.S.C. 1029, Fraud and Related Activity in Connection with Access 
Devices 

• 18 U.S.C. 1030, Fraud and Related Activity in Connection wtth Computers 

• 40 U.S.C. 1401 et seq., P.L. 104-106, Clinger Cohen Act of 1996 
(Information Technology and Management Reform Act of 1996) 

• 44 U.S.C. 3534, Federal Agency Responsibilities 

• 44 U.S.C. 3535, Annual Independent Evaluation 

• 44 U.S.C. 3537, Authorization of Appropriations 

• 44 U.S.C. 3541, P.L. 107-296, Federal Information Security Management 
Act of 2002 (FISMA) 

• 44 U.S.C. 3546, Federal Information Security Incident Center 

Executive Orders-Office of Management and Budget (OMB), Homeland 
Security Presidential Directive (HSPD) and Presidential Decision Directive 

• HSPD-7, Critical Infrastructure Identification, Prioritization, and Protection, 
2004 

• HSPD-20 National Continuity Policy, 2007 

• OMB Policy Memorandum M-07-11, Implementation of Commonly 
Accepted Security Configurations for Windows Operating Systems. 

• OMB Memorandum M-07-18, Ensuring New Acquisitions Include Common 
Security Configurations 

• OMB Circular A-130, Appendix Ill, Security of Federal Automated 
Information Systems, 2000 
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OHS Management Directive (MD) 

The DHS Interactive web site contains the DHS MDs 

• DHS MD 0000 Organization of the Office of the Secretary of Homeland 
Security 

• DHS MD 0002 Operational Integration Staff 

• DHS MD 0003 Acquisition Line of Business Integration and Management 

• DHS MD 0004 Administrative Service Line of Business Integration and 
Management 

• DHS MD 0005 Financial Management Line of Business Integration and 
Management 

• DHS MD 0006 Human Capital Line of Business Integration and 
Management 

• DHS MD 0007.1 Information Technology Integration and Management 

• DHS MD 0475 Information Collection Program 

• DHS MD 0480.1 Ethics/Standards of Conduct 

• DHS MD 0490.1 Federal Register Notices and Rules 

• DHS MD 0550.1 Record Management 

• DHS MD 0560 Real Property Management Program 

• DHS MD FORM 560-1 (3/05): Custody Receipt for Personal Property/ 
Property Pass 

• DHS MD FORM 560-3 (3/05): Property Transfer Receipt 

• DHS MD 0565 Personal Property Management Directive 

• DHS MD 0590 Mail Management Program 

• DHS MD 0720.1 Small Business Acquisition Program 

• DHS MD 0731 Strategically Sourced Commodities Policy and Procedures 

• DHS MD 0760.1 Purchase Card Program 

• DHS MD 0780 Contracting Officer's Technical Representative (COTR) 
Certification, Appointment & Responsibilities 

• DHS MD 0782 Acquisition Certification Requirement for Program Managers 

• DHS MD 0783 Ordering Official Certification 

• DHS MD 0784 Acquisition Oversight Program 

• DHS MD 1120 Capitalization and Inventory of Personal Property 

• DHS MD 1130.1 Electronic Funds Transfer for Disbursements, Collections 
and Deposits 

• DHS MD 1190.1 Billings and Collections 

• DHS MD 1210.1 Vendor Maintenance 

• DHS MD 1330 Planning, Programming, Budgeting and Execution 

• DHS MD 1400 Investment Review Process 

• Enclosure 1: Definitions 

• Enclosure 2: Guiding Principles 

• Enclosure 3: Exhibit 300 Light 
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• Enclosure 4: Request for MRC Review 

• Enclosure 5: IT Investment Review 

• Enclosure 6: Business Case Scoring Template 

• Enclosure 7: Phases and Business Case Elements 

• OHS MD 1510.1 Travel for Official Government Business 

• OHS MD 1560.2 Payment for Official Travel Expenses by Non-Federal 
Sources 

• OHS MD 3120.2 Employment of Non-Citizens 

• OHS MD 4010.2 Section 508 Program Management Office & Electronic and 
Information Technology Accessibility 

• Appendix A: Software Applications and Operating Systems 

• Appendix B: Web-Based Intranet and Internet Information and 
Applications 

• Appendix C: Telecommunications Products 

• Appendix D: Video and Multimedia Products 

• Appendix E: Self Contained, Closed Products 

• Appendix F: Desktop and Portable Computers 

• Appendix G: Functional Performance Criteria 

• Appendix H: Information, Documentation and Support 

• OHS MD 4030 Geospatial Management Office 

• OHS MD 4100.1 Wireless Management Office 

• OHS MD 4200.1 IT Capital Planning and Investment Control (CPIC) and 
Portfolio Management 

• Attachment 1: Guide to Information Technology Capital Planning and 
Investment Control 

• OHS MD 4300.1 Information Technology Systems Security 

• OHS MD 4400.1 OHS Web (Internet, Intranet, and Extranet Information) 
and Information Systems 

• OHS MD 4500.1 OHS E-Mail Usage 

• OHS MD 4510 Domain Names 

• OHS MD 4600.1 Personal Use of Government Office Equipment 

• OHS MD 4700.1 Personal Communications Device Distribution 

• OHS MD 4800 Telecommunications Operations 

• Attachment A: Frequently Asked Questions (FAQs) 

• Attachment B: Nomination and Designation of Designated Agency 
Representative (DAR) for Telecommunications Services 

• Attachment C: Designated Agency Representative (DAR) for 
Telecommunications Services Function Requirements 

• OHS MD 4900 Individual Use and Operation of OHS Information Systems/ 
Computers 

• Attachment A: Information Systems/Computer Access Agreement 
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• Attachment B: Logan Screen 

• OHS MD 5110.1 Environmental Compliance Program 

• OHS MD 5120.1 Environmental Management Program 

• OHS MD 5200.1 Occupational Safety and Health Programs 

• OHS MD 8200.1 Information Quality 

• OHS MD 9300.1 Continuity of Operations Programs and Continuity of 
Government Functions 

• OHS MD 11000 Office of Security 

• OHS MD 11005 Suspending Access to OHS Facilities, Sensitive 
Information, and IT Systems 

• OHS MD 11020.1 Issuance of Access Control Media 

• OHS MD 11021 Portable Electronic Devices in SCI Facilities 

• OHS MD 11030.1 Physical Protection of Facilities and Real Property 

• OHS MD 11041 Protection of Classified National Security Information 
Program Management 

• OHS MD 11042. 1 Safeguarding Sensitive But Unclassified (For Official Use 
Only) Information 

• OHS MD 11043 Sensitive Compartmented Information Program 
Management 

• OHS MD 11044 Protection of Classified National Security Information 
Classification Management 

• OHS MD 11045 Protection of Classified National Security Information: 
Accountability, Control, and Storage 

• OHS MD 11046 Open Storage Area Standards for Collateral Classified 
Information 

• OHS MD 11047 Protection of Classified National Security Information 
Transmission & Transportation 

• OHS MD 11048 Suspension, Denial, and Revocation of Access to 
Classified Information 

• OHS MD 11049 Protection of Classified National Security Information: 
Security Violations and Infractions 

• OHS MD 11050.2 Personnel Security and Suitability Program 

• OHS MD 11051 Department of Homeland Security SCIF Escort Procedures 

• OHS MD 11052 Internal Security Program 

• OHS MD 11053 Security Education, Training, and Awareness Program 
Directive 

• OHS MD 11056.1 Sensitive Security Information (SSI) 

• OHS MD 11060.1 Operations Security Program 

• OHS MD 11080 Security Line of Business Integration and Management 

C.6.3.4 OHS Regulations 

• Homeland Security Acquisition Regulation 305.242-71 
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CHS Guides 

• DHS SCG OS-001 {IT). Security Classification Guide - Homeland Security 
Data Network, February 2004 

• DHS SCG OS-002 (IT), Security Classification Guide - National Security IT 
Systems Certification and Accreditation. March 2004 

National Institute of Standards and Technology (NIST), Special 
Publications 

The web site www.nist.gov contains the NIST publications 

• 800-18, Guide for Developing Security Plans for Information Technology 
Systems, 1998 

• 800-23, Guideline to Federal Organizations on Security Assurance and 
Acquisition/Use of Tested/Evaluated Products, 2000 

• 800-26, Revised NIST SP 800-26 System Questionnaire with NIST SP 800-
53 References and Associated Security Control Mappings, 2005 

• 800-27. Engineering Principles for Information Technology Security (A 
Baseline for Achieving Security). Revision A. 2004 

• 800-30. Risk Management Guide for Information Technology Systems, 
2002 

• 800-31, Intrusion Detection Systems {IDS), 2001 

• 800-34, Contingency Planning Guide for Information Technology Systems, 
2002 

• 800-35, Guide to Information Technology Security Services, 2003 

• 800-36, Guide to Selecting Information Security Products, 2003 

• 800-37, Guide for the Security Certification and Accreditation of Federal 
Information Systems, 2004 

• 800-40, Procedures for Handling Security Patches, 2002 

• 800-41, Guidelines on PEPs and PEP Policy, 2002 

• 800-42, Guideline on Network Security Testing, 2003 

• 800-45, Guidelines on Electronic Mail Security, 2002 

• 800-47, Guide for Interconnecting Information Technology Systems, 2002 

• 800-50, Building an Information Technology Security Awareness and 
Training Program, 2003 

• 800-51, Use of the Common Vulnerabilities and Exposures (CVE) 
Vulnerability Naming Scheme, 2002 

• 800-53, Recommended Security Controls for Federal Information Systems, 
2005 

• 800-55, Security Metrics Guide for Information Technology Systems, 2003 

• 800-59, Guideline for Identifying an Information System as a National 
Security System, 2003 

• 800-60, Guide for Mapping Types of Information and Information Systems 
to Security Categories, 2004 
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• 800-61, Computer Security Incident Handling Guide, 2004 

• 800-64, Security Considerations in the Information System Development 
Life Cycle, 2004 

• 800-65, Integrating Security into the Capital Planning and Investment 
Control Process, 2005 

• 800-68, Draft NIST Special Publication 800-68, Guidance for Securing 
Microsoft Windows XP Systems for IT Professionals: A NIST Security 
Configuration Checklist, 2004 

• 800-70, The NIST Security Configuration Checklists Program 
Federal Information Processing Standards Publications (FIPS PUBS) 

The web site http://www.itl.nisto.£Jov/ful:>pubs/ contains FIPS publications. 

• FIPS 199, Standards for Security Categorization of Federal Information and 
Information Systems, 2003 

C.6.4 FORMS 

OHS will provide electronically a comprehensive list of all forms upon Task Order 
award. OHS will provide a URL address to access the OHS website for forms. 
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C.7 TECHNICAL EXHIBITS 
Technical Exhibit Title Numbering System: 

A Technical Exhibit (TE) is titled in relation to the Section from which it is first referenced 
and its order among TEs in that Section. For example, Section 3.1 has three Technical 
Exhibits titled TE C.3.1.-001, TE C.3.1-002, and TE C.3.1.-003. 

TE Page Numbering System: 

Since Section C.7 provides all Technical Exhibits except those maintained on the OHS 
Interactive website, all TEs are page numbered in relation to their TE title. For example, 
page one of TE C.5.2.-001 is shown as page number TE C.5.2.-001-01 to indicate that it is 
the first page of TE C.5.2.-001 from Task Order Section 5.2. 

List of Technical Exhibits: 

TE Description Task Order Paragraph 

C.1.2-001 OHS Oraanization Chart C.1.2 

c 1.2-002 Locations Supported Summary (Sensitive But C.1.2, Q5.61 
Unclassified) 

C.1 2-003 OHS OCIO Organization Chart C.1.2 

C.1 3-002 Seats bv Fiscal Year IFY) for LAN - A C.1.3.1.1. C.5 

C.1.3-002 Seats by Fiscal Year (FY) for LAN - HSDN C.1.3.1.1, C5 --
C.1.3-002 Seats by Fiscal Year (FY) for LAN - C C.1.3.1.1, C.5 

C.1.6-001 Performance Requirements Summary C.1.6 L c 1.6.1_2, 
C.1.9.1.1 

C.1.6-002 Plans developed, maintained, and updated by C.1.6.2.4 
Contractor 

C.1.7-001 Kev Personnel Positions and Descriptions C.1.7.1.2 

C.1.12-001 Current Contracts Period of Performance C.1.12.1.1 

C.1.12.002 Projects C.1.12.1.1 

C.3.1-001 Government Furnished Equipment C.3.1.4.1, C.5, C.5.1, 

Product Guide of IT Eouioment & Software C.5.6.1 

C.3.1-002 Government Furnished Equipment C.3.1.4.1 
Software 

c.3.1-003 Government Furnished Equipment C3.14.J. 
lnventorv 

C.3.1-004 Government Furnished Facilities C.3.1.4.1 

C.5.1-001 OHS Custom Annlications C.5. 1.1.2 

c 5.5-001 Help Desk Ticket volume C.5.5.1 

C.5.8-001 Switchboard Call Volume C.58.2 

C.5.15-001 Continuitv Plannina Framework C.5.15.1 
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C.8 CONTRACT DATA REQUIREMENTS LISTING (CORL) 
CORL Title Numbering System: 

A CORL is titled in relation to the Section and Paragraph number from which it is first 
referenced and its order among CDRLs in that Paragraph, For example: 

Section C.4.2, Paragraph 1 (Le .. C.4.2. 1) references two CDRLs. Those CDRLs are titled 
CORL CA.2-1 through CORL CA.2-2. 

The contractor shall provide electronic submittals of CDRLS using standard Microsoft Office 
applications. If no fonnat is specified in this Task Order, the contractor shall coordinate with 
the COTR to format style of deliverable. 

List of CORLs: 

CORL Task Order Title 
Number Paragraph 

C.1 A-1 C.1A.L3 Ad-Hoc Requirements 

C.1.4-2 C.1.4.2.7 lnfonnation Technology Improvement Program 

C.1.4-3 C.1A.2.7 Future Programmatic and Cost Requirements for IT 
Services 

C.1.4-4 C.1.4.2.8 Standard Operating Procedures For Each Functional Area 

C.1,6-1 C. 1.6. 1 Monthly and Annual Workload Data Reports 

C. 1.6-2 C. 1.6.2. 1 Weekly Status Report 
-~ 

C.1,6-3 C. 1.6.2.2 Monthly Perfonnance Summary Report 

C.1.6-4 C.1.6.2.3 Monthly Quality Control Report 

C.1.6-5 C.1.6.3.1.1 Monthly Contract Administration Review Status Meeting 
Agenda 

C. 1.6-6 C. 1.6.3, 1.2 Monthly Contract Administration Review Status Meeting 
Minutes 

c. 1.6-7 C. 1.6.3.2. 1 Quarterly Program Management Review Agenda 

C.1,6-8 C.1.6.3.2.2 Quarterly Program Management Review Status Report 

C. 1.6-9 C. 1.6.3.2.5 Quarterly Program Management Review Meeting Minutes 

C.1.6-10 C.1.6.4.1 Security Violation Report 

C.1.6-11 C.1.6.4.2 Architectural Compliance Plan 

C.1.6-12 C.1.6.4.3 Program Development Report 

C.1.6-13 C.1.6AA Network and Application Diagrams 

C.1.7-1 C.1.7.1.1 Project Manager Succession Plan 

C.1.7-2 C.1.7.1.2 Key Personnel Succession Plan 

C. 1.7-3 C.1.7.2.2 Staffing Roster 

C.1.7-4 C. 1.7.3.2 Employee Training Plan 
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CORL Task Order Title 
Number Paragraph 

C.1.8-1 C.1.8.1.1.2 Unresolved Dispute Information 

C.1.9-1 C.1.9.2.1 Quality Control Plan 

C.1.9-2 C.1.9.2.2 Customer Evaluation Plan 

C.1.11-1 C.1.11.2.4 Essential Personnel Contact List 

C.1.11-2 C.1.11.3.2 Travel Requests 

C.1.12-1 C.1.12.1.1 Contract Transition Plan 

C.3.1-1 C.3.1.2.4 Government Furnished Service Discrepancy Report 

C.3.1-2 C.3.1.4.2.3 Government Property Report - Annual 

C.3.1-3 C.3.1.4.4.2 Government Property Inventory - Initial 

C.4.1-1 C.4.1.1.1 Contractor Owned, Contractor Operated Facilities List (used 
in Task Order performance) 

C.5.1-1 C.5.1.1.4 Applications Consolidation and Rationalization Plan 
-
C.5.1-2 C.5.1.2.1 Up/Down Status Report 

C.5.1-3 C.5.1.3.1 Application Maintenance and Operation Reports - Weekly 

C.5.1-4 C.5.1.3.1.1 Root Cause Analysis Report 

C.5.1-5 C.5.1.5.1 Performance Trend of Major Applications on the Network 
Report 

C.5.2-1 C.5.2.1.3 Deployment Project Plan 

C.5.2-2 C.5.2.1.6 Proposed Workspace Report 

C.5.2-3 C.5.2.1.7 Trip Report 

C.5.2-4 C.5.2.1.8 Site Report 

C.5.2-5 C.5.2.2 OHS Deployment Plan Template 

C.5.2-6 C.5.2.3 Site Acceptance Process 

C.5.2-7 C.5.2.3 Test Plans and Test Results Report 

C.5.2-8 C.5.2.5.3 Deployment Project Plan/Status Report 

C.5.3-1 C.5.3.4.2.5 Gold Copy Images 

C.5.4-1 C.5.4.1 Individual Test Plans 

C.5.4-2 C.5.4.2.5 Test Lab Issues and Risks Report 

C.5.4-3 C.5.4.2.10 Testing Lab Findings Report 

C.5.5-1 C.5.5.1 End User and Desk Side Support Concept of Operations 

C.5.5-2 C.5.5.2.1 Preventative Maintenance Plan. Policies and Procedures 

C.5.8-1 C.5.8.1.7 Phone and PBX Services Report 
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CORL Task Order Tit le 
Number Paragraph 

C.5.8-2 C.5.8.2.2.1 Switchboard Knowledgebase Reference 

C.5.8-3 C.5.8.2.2.2 Automatic Call Directory 

C.5.8-4 C.5.8.2.6 Call Pattern Statistics Report - Monthly 

C.5.8-5 C.5.8.2.7 Switchboard COOP Plan 

C.5.8-6 C.5.8.2.8.2 Switchboard Training Lesson Plan 

C.5.9-1 C.5.9.1.4 NMC Standard Operating Procedures 

C.5.9-2 C.5.9.1.12 Network and Systems Infrastructure Report 

C.5.9-3 C.5.9.1.19 Network Metrics Reports 

C.5.10-1 C.5.10.1.2 Information Technology Services Office Security 
Management Approach and SOPs, Checklists and OHS 
Information Technology Services Office Security Plan 

C.5.10-2 C.5.10.2.1 Vulnerability Assessment Report 
~-

C.5.10-3 C.5.10.2.6 Application Vulnerability Cost-Benefit Analysis 

C.5.10-4 C.5.10.5.4 Patch/Service Pack Deployment Report 

C.5.10-5 C.5.10.6.4 System Log Security Review Report 

C.5.10-6 C.5.10.9.2 Forensic Investigation SOPs 

C.5.10-7 C.5.10.9.4 Event and Incident Reports 

C.5.10-8 C.5.10.10.3 INFOCON Level SOPs and Checklists 

C.5.11-1 C.5.11.1.6 COMSEC Plan 

C.5.13-1 C.5.13 Training Plan 

C.5.14-1 C.5.14.2.5 Wireless Systems Engineering Framework 

C.5.14-2 C.14.2.8 Wireless SEMP, Wireless CONOPS, Functional Baseline, 
System Specifications, System Development Specifications 

C.5.15-1 C.5.15.1.1 Business Continuity Initial Assessment 

C.5.15-2 C.5.15.1.2 Business Continuity Framework Gap Analysis 

C.5.15-3 C.5.15.2.1 Multi-Year Strategic Program Management Plan 

C.5.15-4 C.5.15.2.2 CIO COOP Implementation Plan 

C.5.15-5 C.5.15.2.3 Incident Response and Management Plan 

C.5.15-6 C.5.15.2.4 CIO Operational Recovery Plan and IT Disaster 
Recovery/Business Continuity Plan 

C.5.15-7 C.5.15.3.2 Plans and Exercises Coordination Meeting Minutes 

C.5.15-8 C.5.15.4.1 Continuity Policy, Guidance, Methodologies and Tools 

C.5.15-9 C.5.15.4.2 Essential Functions, Critical IT/ Telecommunications 
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CORL Task Order Title 
Number Paragraph 

Networks, Systems, Facilities, and Critical Positions List 

C.5.15-10 C.5.15.4.3 Continuity Management Review 

C.5.15-11 C.5.15.4.5 Business Continuity Executive Briefings 

C.5.15-12 C.5.15.5.1 Test/Exercise Plans 

C.5.15-13 C.5.15.5.2 Test/Exercise After Action Reports 

C.5.15-14 C.5.15.6.1 Electronic Vital Records Program Test Report 

CORL Deliverables: 

CORL Task 

Number 
Order Tltle Format Required Date Frequency Distribution 

Section 

C.1.4 GENERAL REQUIREMENTS 

C.1.4-1 C.1.4.1.3 Ad-Hoc Electronic As directed by As required COTR 
Requirements COTR 

~- -~ 

C.1.4-2 C.1.4.2.7 Information Electronic COB the fifth Annually COTR 
Technology business day 
Improvement after annual 
Program review 

C.1.4-3 C.1.4.2.7 Future Electronic COB the fifth Semi- COTR 
Programmatic and business day annually 
Cost after semi-
Requirements for annual review 
IT Services 

C.1.4-4 C.1.4.2.8 Standard Electronic Initial: 45 days Contract COTR 
Operating after award start and as 
Procedures for 

Final: 5 days 
required 

each Functional 
Area 

after OHS 
review 

C.1.8 REQUIRED REPORTS AND MEETINGS 

C.1.6-1 C.16.1 Monthly and Electronic Monthly as Monthly COTR 
Annual Workload directed by the 

Annually Data Reports COTR 

Annually on last 
business day of 
each fiscal year 

-
C.1.6-2 C.1.6.2.1 Weekly Status Written and 9:00 AM each Weekly COTR 

Report Electronic Tuesday 

C.1.6-3 C.1.6.2.2 Monthly Electronic COB the fifth Monthly COTR 
Performance business day of 
Summary Report each month 
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Order Title Format Required Data Frequency Dlatrlbutlon 

Section 

C.1.6-4 C.1.6.2.3 Monthly Quality Electronic COB the tenth Monthly COTR 
Control Report business day of 

each month 

C.1.6-5 C.1.6.3.1.1 Monthly Contract Electronic COB the tenth Monthly COTR 
Administration business day of 
Review Status each month 
Meeting Agenda 

C.1.6-6 C.1.6.3.1.2 Monthly Contract Electronic COB one Monthly Meeting 
Administration business day attendees 
Review Status after meeting 
Meeting Minutes 

C.1.6-7 C.1.6.3.2.1 Quarterly Program Electronic COB two Quarterly Meeting 
Management business days attendees 
Review Agenda prior to 

scheduled 
meeting 

C.1.6-8 C.1.6.3.2.2 Quarterly Program Electronic COB two Quarterly Meeting 
Management business days attendees 
Review Status after meeting 
Report 

-- >-----· 
C.1.6-9 C.1.6.3.2.5 Quarterly Program Electronic COB two Quarterly Meeting 

Management business days attendees 
Review Meeting after meeting 
Minutes 

C.1.6-10 C.1.6.4.1 Security Violation Electronic Within one hour As required CIO 
Report of detecting Management 

violation 

C.1.6-11 C.1.6.4.2 Architectural Electronic Initial: 30 days Semi- COTR 
Compliance Plan after Task Order annually 

award 

Semi-annual 
update: First 
business day of 
May& 
November 

C.1.6-12 C.1.6.4.3 Program Electronic Last business Semi- COTR 
Development day of April & annually 
Report October 

C.1.6-13 C.1.6.4.4 Network and Electronic First business Semi- COTR 
Application day in June & annually 
Diagrams December 

C.1.7 CONTACTOR PERSONNEL 

C.1.7-1 C.1.7.1.1 Project Manager Electronic Within 20 As required COTR 
Succession Plan business days of 

Task Order 
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CORL Task 

Number Order Tltle Format Required Date Frequency Distribution 
Section 

award 

C.1.7-2 C.1.7.1.2 Key Personnel Electronic Within 20 As required COTR 
Succession Plan business days of 

Task Order 
award 

C.1.7-3 C.1.7.2.2 Staffing Roster Electronic No later than the Monthly COTR 
15th business 
day of each 
month 

C.1.7-4 C.1.7.3.2 Employee Training Electronic Within 20 As required COTR 
Plan business days of 

Task Order 
award 

C.1.8 CONTRACTOR INTERFACES 

C.1.8-1 C.1.8.1.1.2 Unresolved Written Within two As required COTR 
Dispute business days 
Information from the time 

the dispute 
occurs 

C.1.9 QUALITY ASSURANCE AND QUALITY CONTROL 

C.1.9-1 c. 1.9.2. 1 Quality Control Electronic Within 20 As required COTR 
Plan business days of 

Task Order 
award 

c. 1.9-2 c. 1.9.2.2 Customer Electronic No later than 20 Within 20 COTR 
Evaluation Plan business days business 

after Task Order days of the 
award requested 

change 

C.1.11 OPERATING ENVIRONMENT 

C.1.11-1 c. 1.11.2.4 Essential Electronic 10 business Update as COTR 
Personnel Contact days after Task necessary 
List Order start 

C.1.11-2 C.1.11.3.2 Travel Requests Written or Prior to travel As required COTR 
Electronic 

C.1.12 CONTRACT TRANSITION 

C.1.12-1 c. 1.12. 1. 1 Contract Electronic Within 20 Update as COTR 
Transition Plan business days of necessary 

Task Order 
award 

C.3.1.2 GOVERNMENT FURNISHED SERVICES 

C.3. 1-1 C.3. 1.2.4 Government Electronic N/A As required COTR 
Furnished Service 
Discrepancy 
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Order Tltle Format Required Date Frequency Distribution 

Section 

Report 

C.3.1.4 GOVERNMENT FURNISHED EQUIPMENT 

C.3.1-2 C.3.1.4.2.3 Government Electronic As directed Annually COTR 
Property Report -
Annual 

C.3.1-3 C.3.1.4.4.2 Government Electronic Within ten Task Order COTR 
Property Inventory business days award 
- Initial prior to Task 

Order start date 

C.4.1.1 CONTRACTOR FURNISHED FACILITIES 

C.4.1-1 C.4.1.1.1 Contractor Electronic Within ten Update as COTR 
Owned, business days necessary 
Contractor prior to Task 
Operated Facilities Order start date 
List (used in Task 
Order 
performance) 

C.5.1 APPLICATIONS MANAGEMENT AND SUPPORT SERVICES 

C.5.1-1 C.5.1.1.4 Applications Electronic Within twenty Annually COTR 
Consolidation and business days and as 
Rationalization after Task Order required 
Plan start date 

C.5.1-2 C.5.1.2.1 Up/Down Status Electronic As required COTR 
Report 

C.5.1-3 C.5.1.3.1 Application Electronic First business Weekly COTR 
Maintenance and day of week 
Operation Reports 
-Weekly 

C.5.1-4 C.5.1.3.1.1 Root Cause Electronic Within 48 hours As required COTR 
Analysis Report of incident 

C.5.1-5 C.5.1.5.1 Performance 
Trend of Major 

Electronic As directed As required COTR 

Applications on 
the Network 
Report 

C.5.2 DEPLOYMENT SUPPORT 

C.5.2-1 C.5.2.1.3 Deployment Electronic Prepared for As required COTR 
Project Plan each project 

C.5.2-2 C.5.2.1.6 Proposed Electronic Within five Report as COTR 
Workspace Report business days of required 

conducting site 
survey 

C.5.2-3 C.5.2.1.7 Trip Report Electronic Within five As required COTR 
business davs of 
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Section 

trip conclusion 

C.5.2-4 C.5.2.1.8 Site report Electronic Within five As required COTR 
business days of 
site survey 

~ 
... ·--· .. ---~ 

C.5.2-5 C.5.2.2 Deployment Plan Electronic Within 20 Initial and COTR 
Template business days of updated as 

Task Order start required 

C.5.2-6 C.5.2.3 Site Acceptance Electronic Within 20 Initial and COTR 
Process business days of updated as 

Task Order start required 

C.5.2-7 C.5.2.3 Test Plans and Electronic Within 20 Initial and COTR 
Test Results business days of updated as 
Report Task Order start required 

C.5.2-8 C.5.2.5.3 Deployment Electronic As required for As required COTR 
Project each project 
Plan/Status 
Report 

C.5.3 INFRASTRUCTURE ENGINEERING SERVICES 

C.5.3-1 C.5.3.4.2.5 Gold Copy Images Electronic Within five As required COTR 
business days of 
any approved 
change 

C.5.4 TESTING 

C.5.4-1 C.5.4.1 Individual Test Electronic 60 days prior to Update as COTR 
Plans Task Order start changes 

Occur 

C.5.4-2 C.5.4.2.5 Test lab Issues Electronic Within three Report as COTR 
and Risks Report business days of required 

identification of 
problem or risk 

C.5.4-3 C.5.4.2.10 Testing Lab Electronic Within ten Report as COTR 
Findings Report business days of required 

findings 

C.5.5 OPERATIONS AND MAINTENANCE FOR END USER SUPPORT 

C.5.5-1 C.5.5.1 End User and Electronic Within five Initial and COTR 
Desk Side Support business days Annual 
Concept of prior to Task Review 
Operations Plan Order start 

C.5.5-2 C.5.5.2.1 Preventative Electronic Within 40 Initial and COTR 
Maintenance Plan, business days update 
Policies and after Task Order within five 
Procedures start business 

days of 
changes 
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C.5.8 PHONE AND PBX OPERATIONS 

C.5.8-1 C.5.8.1.7 Phone and PBX Electronic Within 60 days Update COTR 
Seivice Report of Task Order within five 

start business 
days of 
changes 

---· - - . ·- ~~ 

C.5.8-2 C.5.8.2.2.1 Switchboard Electronic Within 20 Update the COTR 
Knowledgebase business days of reference 
Reference Task Order start within five 

business 
days of OHS 
announcem 
ent of 
functional 
re-alignment 
or 
organization 
moves 

C.5.8-3 C.5.8.2.2.2 Automatic Call Electronic Within 40 As directed COTR 
Directory business days of 

Task Order start 

C.5.8-4 C.5.8.2.6 Call Pattern Electronic Within 30 days Monthly COTR 
Statistics Reports- of Task Order 
Monthly start 

C.5.8-5 C.5.8.2.7 Switchboard Electronic 60 days prior to Update as COTR 
COOP Plan Task Order start required 

upon 
changes 

C.5.8-6 C.5.8.2.8.2 Switchboard Electronic Initial within 40 Updates as COTR 
Training Lesson days of Task required 
Plan Order start 

C.5.9 NETWORK MANAGEMENT CENTER 

C.5.9-1 C.5.9.1.4 NMC Standard Electronic Within 60 days Update COTR 
Operating of Task Order within five 
Procedures start business 

days of 
changes 

C.5.9-2 C.5.9.1.12 Network and Electronic Within 60 days Update COTR 
Systems of Task Order within five 
Infrastructure start business 
Report days of 

changes 

C.5.9-3 C.5.9.1.19 Network Metrics Electronic No later than Daily COTR 
Reports 7:30AM each 

business day 

C-101 



Task Order 8/17/07 
PROCUREMENT SENSITIVE 

CORL 
Task 

Number Order Title Format Required Date Frequency Distribution 
Section 

C.5.10 SECURITY MANAGEMENT CENTER 

C.5.10-1 C.5.10.1.2 Information Electronic Within 60 days Update COTR 
Technology of Task Order within one 
Services Office start business 
Security day of 
Management changes 
Approach and 
SOPs, Checklists 
and a OHS 
Information 
Technology 
Services Office 
Security Plan 

C.5.10-2 C.5.10.2.1 Vulnerability Electronic PH Incidents: As COTR 
Assessment Within 30 vulnerabilitie 
Report minutes of s are 

identification of identified 
vulnerability 

Non Pll 
Incidents: Within 
two hours for 
critical. four 
hours for high, 
one day for 
medium, two 
days for low of 
identification of 
vulnerability 

C.5.10-3 C.5.10.2.6 Application Electronic Within five As required COTR 
Vulnerability Cost business days of 
Benefit Analysis direction 

C.5.10-4 C.5.10.5.4 Patch/Service Electronic Within one As COTR 
Pack Deployment business day of Deployment 
Reports Deployment s are 

performed 

C.5.10-5 C.5.10.6.4 System Log Electronic The first Monthly COTR 
Security Review business day 
Reports following the 

end of the 
previous month 

C.5.10-6 C.5.10.9.2 Forensics Electronic Within 60 days Update COTR 
Investigations of Task Order within one 
SOPs start business 

day of 
changes 

C.5.10-7 C.5.10.9.4 Event and Incident Electronic Pll Incidents: As incidents COTR 
Reports Within 30 are 
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minutes of identified 
identification of 
event or incident 

Non Pll 
Incidents: Within 
two hours for 
critical, four 
hours for high, 
one day for 
medium, two 
days for low of 
identification of 
event or incident 

C.5.10-8 C.5.10.10.3 INFOCON Level Electronic Within 60 days Update COTR 
SOPS and of Task Order within one 
Checklists start business 

day of 
changes 

C.5.11 COMMUNICATIONS SECURITY (COMSEC) MANAGEMENT 

C.5.11-1 C.5.11. 1.6 COMSEC Plan Electronic Within 60 days Update COTR 
of Task Order within one 
start business 

day of 
changes 

C.5.13 TRAINING 

C.5.13-1 C.5.13 Training Plan Electronic Within 60 days Update COTR 
of Task Order within one 
start business 

day of 
changes 

C.5.14 WIRELESS MANAGEMENT 

C.5.14-1 C.5.14.2.5 Wireless Systems Electronic Within 60 Initial with COTR 
Engineering business days of Updates 
Framework Task Order start 

C.5.14-2 C.5.14.2.8 Wireless SEMP & Electronic Within 60 Initial with COTR 
CON OPS, business days of Updates 
Baseline, System Task Order start 
& System and update as 
Development changes occur 
Specifications 

C.5.15 IT CONTINUITY MANAGEMENT 

C.5.15-1 C.5.15.1.1 Business Electronic Within 40 Once COTR 
Continuity Initial business days of 
Assessment Task Order start 

C.5.15-2 C.5.15.1.2 Business Electronic Within 60 Once COTR 
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Continuity business days of 
Framework Gap Business 
Analysis Contintuity Initial 

Assessment 
approval by 
COTR 

C.5.15-3 C.5.15.2.1 Multi-Year Electronic Annual Annually COTR 
Strategic Program suspense date and as 
Management Plan or within 60 directed 

business days of 
direction 

C.5.15-4 C.5.15.2.2 CIOCOOP Electronic Annual Annually COTR 
Implementation suspense date and as 
Plan or within 60 directed 

business days of 
direction 

C.5.15-5 C.5.15.2.3 Incident Response Electronic Annual Annually COTR 
and Management suspense date and as 
Plan or within 60 directed 

business days of 
direction 

C.5.15-6 C.5.15.2.4 CIO Operational Electronic Annual Annually COTR 
Recovery Plan suspense date and as 
and IT Disaster or within 60 directed 
Recovery/ business days of 
Business direction 
Continuity Plan 

C.5.15-7 C.5.15.3.2 Plans and Electronic Within 3 Bi-weekly COTR 
Exercises business days of 
Coordination meeting 
Meeting Minutes 

C.5.15-8 C.5.15.4.1 Continuity Policy, Electronic Annual Annually COTR 
Guidance, suspense date and as 
Methodologies or within 60 directed 
and Tools business days of 

direction 

C.5.15-9 C.5.15.4.2 Essential Electronic Annual Annually COTR 
Functions, Critical suspense date and as 
IT/Telecommuni- or within 3 directed 
cations Networks, business days of 
Systems, change 
Facilities, and 
Critical Positions 
List 

C.5.15- C.5.15.4.3 Continuity Electronic Annual Annually COTR 
10 Management suspense date and as 

Review or within 20 required 
business davs of 
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change 

C.5.15- C.5.15.4.5 Business Electronic As directed As required COTR 
11 Continuity 

Executive 
Briefings 

C.5.15- C.5.15.5.1 TesUExercise Electronic Within 60 days Update COTR 
12 Plans of Task Order within one 

start business 
day of 
changes 

C.5.15- C.5.15.5.2 TesUExercise Electronic Within 20 Annually COTR 
13 After Action business day of and as 

Report direction directed 

C.5.15- C.5.15.6.1 Electronic Vital Electronic Within five Quarterly COTR 
14 Records Program business days of 

Test Report completing the 
test 
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TE C.1.2-002 Locations Supported Summary 

See OHS Interactive Website for Locations Supported Summary 

(Information is Sensitive But Unclassified) 

TE C.1.2-002-01 
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TE C.1.3-003 Seats by Network 

Table 1: Projected Seat Count for LAN - Sensitive But Unclassified (LAN-A) 

Projected LAN Seat Count (By Customer View) 

Domestic 

Fiscal 
Nuclear 

Intelligence & Science & Grants & Undersecretary Detection 
Year Total Analysis PD Operations Technology Training of Management Office 

FY06 3527 331 700 115 691 290 1319 81 

FY07 4371 300 840 241 693 375 1702 220 

FYOB 5202 640 980 280 693 450 1919 240 

FY09 5626 640 1120 300 693 525 2068 280 

FY10 5969 640 1260 300 693 600 2176 300 

FY11 6028 640 1260 300 693 600 2215 320 

FY12 6050 640 1260 300 693 600 2217 340 

FY13 6070 640 1260 300 693 600 2217 360 

TE C.1.3-003-01 
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FY06 

FY07 

FYOS 

FY09 

FY10 

FY11 

FY12 

FY13 

PROCUREMENT SENSITIVE 

TE C.1.3-003 Seats by Network 

Table 2: Projected Seat Count for LAN - HSDN 

Seats are at 79 locations 

Projected Seat Count (By Customer View) 

Fiscal Year Total 

TE C. 1. 3-003-02 
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TE C.1.3-003 Seats by Network 

Table 3: Projected Seat Count for LAN - Top Secret (LAN - C) 

Projected LAN Seat Count (By Customer View) 

Domestic 
Nuclear 

Fiscal Intelligence & Science & Grants & Undersecretary Detection 
Year Total Analysis PD Operations Technology Training of Management Office 

FY06 516 348 40 76 33 0 19 0 

FY07 519 300 44 90 33 0 42 10 

FY08 912 640 48 138 33 0 43 10 

FY09 933 640 53 150 33 0 47 10 

FY10 933 640 53 150 33 0 47 10 

FY11 933 640 53 150 33 0 47 10 

FY12 933 640 53 150 33 0 47 10 

FY13 933 640 53 150 33 0 47 10 
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TE C.1.6-001 Performance Requirements Summary (PRS) 

TASKOROER MAXIMUM 

SECTION SECTION ESTlllATED ALLOWABLE SURVEILLANCE 

NUMBER TITLE/TOPIC WORKLOAD STANDARD ST AH DARO DESCRIPTION DEVIATION METHOD 

C.5.1.1.4 ?tans, reports, Quality The item is accurate. grammatically correct and adheres to the 10% for initial Random sampling 

C.5.1.2.1 documentation deliverable requirements Oo/o for final 

C.5.1.3.1 and other 
C.5.1.3.1.1 deliverables 
C.5.1.5.1 
C.5.2.1.3 
C.5.2.1.6 
C.5.2.1.7 
C.5.2.1.8 
C.5.2.2 
C.5.2.3 
C.5.2.5.3 
C.5.3.4.2.1 
C.5.3.4.2.2 
C.5.3.4.2.3 
C.5.4.1 
C.5.4.2.3 
C.5.4.2.5 
C.5.4.2.10 Timiness The item is provided to the designated government representative 5% 
C.5.5.1 no latter than fiV'e business days after OHS approval and adoption 
C.5.6.1.5 unless otherMse specified. 
C.5.7.1 
C.5.7.1.4 
C.5.7.1.6 
C.5.6.1.7 
C.5.6.1.7.1 
C.5.6.2.2 
C.5.6.2.3 
C.5.8.2.6 
C.5.8.2.7 
C.5.9.1.4 
C.5.9.1.12 
C.5.9.1.20 
C.5.9.1.22.3 

TE C.1.6-001-01 
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TE C.1.6-001 Performance Requirements Summary (PRS) 

TASK ORDER llAXlllUM 
SECTION SECTION ESTIMATED ALLOWABLE SURVEILLANCE 
NUMBER TITLE/TOPIC WORKLOAD STANDARD STANDARD DESCRIPllON DEVIAlJON llElliOD 

C.5.1. Applications Accessibility The contractor provided availability rates based on mission criticality 0.10% Random sampling 
C.5.1.1, and Systems as specified in the Task Order Section C .1 Table 1 for all 
C.5.1.1.1 availability. applications and systems at all times 7X24X365 (366 for leap 
C.5.1.1.2 reliability and years). The availability rate for each application or system is 
C.5.1.7 support determined by dividing the total time the application or system 
C.5.2.1.9 functioned properly by the total time of the measurement period. 
C.5.2.5.2 The composite availability rate shall be determined using an 
C.5.2.5.3 average based upon the y.ieJghted use of eadl appUcation or 
C.5.3.2 system. Application acceptance is a function of identified user 
C.5.3.3 and acceptance testing in accordance 'Nitti OHS requirements. 
subsections 
C.5.5.1 Tlllleliness Mission Applications - The contractor corrects pro~m within r.vo 3% Random sampUng 

C.5.5.1.1 hours of discovery or notification 

C.5.5.1.2 
C.5.5.1.3 
C.5.5.1.4 
C.5.52.3 
C.5.6.1.1 
C.5.6.1.2 
C.5.6.1.3 
C.5.6.1.6 
C.5.7 
C.5.7.1.2 
C.5.8 
C.5.8.1.2 
C.5.9.1 
C.5.9.1.21 
C.5.9.1.23 
C.5.11.1.1 
C.5.5.1.1 Customer See Timeliness Category I - VIP User. The contractor corrects problem 'Nithin two 1% Random Sampling 
C.5.5.1.2 Support Help Desk hours of discovery or notification 
C.5.5.1.3 Ticket Volume 
C.5.5.1.4 TE C.5.5.001 Category II - OHS End-User at Primary Location: The contractor 5% 

at OHS corrects problem ..,.,;thin eight hours of discovery or notification 

Interactive 
Category Ill - OHS End-User at Non-Primary Location: The 5% Website 
contractor corrects probiem within ten hours of discovery or 
notification 

TE C.1.6-001-02 
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TE C.1.6-001 Performance Requirements Summary (PRS) 

TASK ORDER llAXlllUM 

SECTION SECTION ES~~ ALLOWABLE SURVEILLANCE 

NUMBER lTTLEITOPIC STANDARD STANDARD DESCRIPTION DEVIATION METHOD 

C.5.1 Applications See Availability The contractor provided uninterrupted O&M support during the ~ specified in Random samp~ng 

C.5.2.5.2 and Help Desk timefrarnes speafied for the particutar section applicable 
C.5.2.7.1 Infrastructure Ticket Volume sections 

C.5.3.1 Support TE C.5.5.001 
C.5.3.2 at OHS 
C.5.4.2.1 Interactive 
C.5.4.2.7 Website for 
C.5.4.2.9 information on 
C.5.4.2.10 volume of work 
C.5.4.2.11 for each section 
C.5.6.1.6 
C.5.6.1.7 
C.5.7.1.4 
C.5.8.1.4 
C.5.8.1.6 
C.5.82.3 
C.5.8.2.4 
C.5.9.1.1 
C.5.9.1.2 
C.5.9.1.3 
C.5.9.1.5 
C.5.9.1.9 
C.5.9.1.11 
C.5.9.1.15 
C.5.9.1.22 
C.5.10.1.1 
C.5.10.2.2 
C.5.10.3.2 
C.5.10.4.1 
C.5.10.4.2 
C.5.10.4.4 
C.5.10.9 
C.5.10.10.2 
C.5.11.1.1 
C.5.11.1.2 
C.5.12.2 
C.5.14.5.1 
C.5.3.3.3 and Engineering See Timeliness The contractor completed all projects and 'oYOrk assignments and 5% Random sampling 
subsections Projects Projects List, the application or service was useat»e by the specified OHS 

TE C.1.12.002 community by assigned due dates. 
at OHS 
Interactive 
Website 

TE C.1.6-001-03 



Task Order 8117107 
PROCUREMENT SENSITIVE 

TE C.1.6-001 Performance Requirements Summary (PRS) 

TASK ORDER MAXIMUM 
SECTION SECTION ESTIMATED ALLOWABLE SURVEILLANCE 
NUMBER mLE/TOPIC WORKLOAD STANDARD ST AND ARD DESCRIPTION DEVIATION METHOD 

C.5.1.1.2 Requirements Quality The contractor COUected. documented, obtained customer 5% Random sampling 
C.52.1.2 Analysis reqUirements certification and performed analysis and management 
C.5.3. 1. 1 servk:e in compliance VYtth DHS Policy and Guidelines 

Timeliness The contractor provided analysis to the COTR within the timeframe 5% Random sampling 

C.5.1.1.2 Application and Quality The contractor provided accurate support for application 5% of Random sampling 
Web Service development services that allo'Ned each application to operate requJrements 
Enhancements Vtflhout interrupting business activities or causing performance per 

degradation Application 

Timeliness The contractor provided application support to the COTR within 5% Random sampUng 
timeframes specified. 

C.5.1.1.4.1 Configuration Quality The contractor accuratety configured the IT systems or managed 1% Random sampling 
C.5.4.2.2 and Change documentation in accordance 'Nith estabtished OHS configuration 
C.5.4.2.3 Management and change management requirements, policy, guidelines, and 
C.5.5.2.2 compliance processes. 
C.5.5.2.3.3 
C.5.9.1.16 TlmeUness The element was completed and submitted within establish CM 1% Random sampling 

C.5.10.1.6 time frames. 

C.5.10.5 
C.5.10.10.3 
C.5.1.2.1 Monitoring Quality The contractor provided current status monitoring for aU OHS major 0.50% Random sampling 
C.5.1.2.2 system applications. 
C.5.6.1.3 
C.5.8.1.10 Tlmeliness The contractor submitted the reports v.iithin the specified timeframes 0.50°/o Random samp~ng 
C.5.9.1.2 for review and complied 'Mth all timeframes for submission. 
C.5.9.1.9 
C.5.9.1.14 
C.5.9.1.17 
C.5.9.1.18 
C.5.9.1.22 
C.5.9.1.22.1 
C.5.9.10.1.3 
C.5.10.1.7 
C.5.10.1.8 
C.5.10.2.3 
C.5.10.3.1 
C.5.10.4.1 

C.5.1.4.1 Operations, The contractor Quality The contractor successfufty identified requirements for and installed 5% Random Sampilng 
C.5.1.5.3 Maintenance & shaU identify all upgrades, updates, service packs, and patches w'thout 
C.5.4.2.6 Upgrades the interrupting the business activities of OHS or causing degradation in 
C.5.5.2.2 requirements the performance of the netv.'Ork or applications 
C.5.5.2.3.1 for and install 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.6-001 Perfonnance Requirements Summary (PRS) 

TASK ORDER llAXlllUM 
SECTIOH SECTION ESTIMATED ALLOWABLE SURVEILLANCE 

NUMBER llTLE/TOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATIOH llETHOD 

C.5.5.2.3.1 Weekly & Quality The contractor accomplished comprete and accurate upgrades, 5% Random Sampling 

C.5.5.2.3.2 Monthly updates, service pack installations and patches in accordance 
C.5.7,1.3 configuratlon requirements negotiated ,,.,.;th the requestor for 
C.5.7.1.4 installations performed 
C.5.7.1.7 

The contractor completed timety upgrades, updates, service pack Random Sampling C.5.8.1.1 Timel:iness 5% 

C.5.8.1.8 instailations and patches 

C.5.8.2.9 
C.5.9.1.3 
C.5.9.1.6 
C.5.9.1.8 
C.5.9.1.13 
C.5.9.1.19 
C.5.9.1.22.2 
C.5.10.1.4 
C.5.10.1.6 
C.5.10.4.4 
C.5.10.5.1 
C.5.10.5.3 
C.5.11.1.5 
C.5.11.1.8 
C.5.12.1.4 
C.5.1.4.2 Security Quality The contractor a~owed no security violations that permitted access 0.01% 100% Inspection 

Remediation to the databases by unauthorized individuals, allowed the 
unauthorized release of data, caused loss of data integrrty, or 
caused data degradation due to circumstances such as external 
intrusion or improper use by authorized users. 

Timeliness The contractor corrected security violations and performed 0% 100% Inspection 
maintenance on operating systems within 30 minutes of discovery 
or notification. 

C.5.1.4.3 Notification & Quality The contractor successfulty identified incompatible requ'1rements 5% 100% Inspection 
C.5.4.2.5 Escatation and notified the COTR installed all upgrades. updates, service 
C.5.9.1.1 packs, and patches without interrupting the business activities of 
C.5.9.1.13 OHS or causing degradation in the performance of the network or 

applications 

Timeliness The contractor identified and notified the COTR no later than the 5% 1 OOo/o Inspection 
end of the business day fotlowiog the identification of incompatibility 

C.5.1.4.4 Analysis, Quality The contractor performed review, analysis and provided a 5% Random sampling 
C.5.1.6.1 Review, and recommendation to OHS 

Management 
Recornmen- Timeliness The contractor's recommendations shall be provided 'IJithin one 5% Random sampting 

dations hour of discovery or notification 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.6-001 Performance Requirements Summary (PRS) 

TASK ORDER MAXIMUM 
SECTIOH SECTION ESTIMATI;O ALLOWABLE SURVEILLANCE 
NUMBER TITLEITOPIC WORKLOAD STNIDARD ST NIDARD DESCRIPTION DEVIATION METliOD 

C.5.1.5.2 Knov.ledge QuaUty The contractor provided a system for maintaining the required data 25% initial 100% Inspection 
system based on OHS requirements, provided required system access and submittal and 

produced required deliverables from the system 0% tor final 

Tlmetlness The contractor completed the specifications of the plan vilthin the 1 0% for initial Random sampling 
established milestones. 0% tor final 

nrne!lness The contractor perfonned all updates within the designated 5% Random Sample 
timelines 

C.5.1.6.2 Asset Tracking Quality The contractor maintained accurate asset records regardless of 5% Random Sample 
adminJstrative assignment of the asset 

Timeliness The contractor entered asset data into the asset management 5% Random Sample 
system 'Mthin tiNo business days of receipt of asset 

C.5.2.1.1 Project Quality The contractor acceptably applied DHS lnfonnation Technology Revisions Random Sample 
C.5.3.1.1 Management (OHS in Project Management policies and procedures to all accomplished 
C.5.3.2 projects. Acceptable perfonnance of a project means that it has 'M"thin 5% of 
C.5.3.3 and been completed in accordance 'Nith the milestones, objectives and milestone 
subsections timelines established by the Project Management Policies. dates 
C.5.3.4.1 

Timeliness Acceptable performance of Deployment Projects requires that all 5% 100% Inspection 
projects are deployed and rendered completed and useable by the 
entire OHS community (or otherwise specified) no later than 
identified project time~nes. 

C.5.2.5.1 Compliance Quatity The contractor successfuUy completed installations and check--out 5% Random SampUng 
C.5.9.1.25 'NOfk in compliance 'Ntth established OHS MOs, policies, guidelines, 
C.5.10.9.3 processes, procedures or other requirements 'Mthout interrupting 
C.5.11.1.7 the business actMties of OHS or causing degradation Jn network 

performance 

Timeliness The contractor completed each installation and checkout within 1% Random Sarnpjing 
timefrarnes specified by the Deployment Project Ptan/COTR. 

5.3.4.1 Project Once v.ith QuaUty The contractor acceptably developed and applied an engineering 5% of projects Random Sampling 
Template updates as development lifecycie methodology template including procedures, unless 

required to support eadl project. Acceptable performance consisted of a approved by 
methodology containing factors that allowed each profect to be COTR 
comp!eted in accordance wtth the technical requirements, 
geography, milestones, objectives and timelines 'Nhile minimizing 
disruptions to users, systems, applications and OHS operations. 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.6-001 Performance Requirements Summary (PRS) 

TASK ORDER llAXJllUll 
SECTION SECTION ESTIMATED ALLOWABLE SURVEILLANCE 
NUll8ER TITLEfTOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION llETiiOD 

nmetiness The contractor provided the proposed template 'Nithin 20 business 25% 100% inspection 
days of Task Order start, and met all COTR specified timeframes 
for re'Nlites or changes. 

C.5.3.4.2.4 Configurafioo Quality The contractor ma'1ntained & updated the C MDB accurately 5% Random Sampling 
Management 

Timeliness The contractor perfOfmed all updates 'Mthin the designated 5% Random Sampling Data Base 
(CMDB) timelines 

C.5.3.4.2.5 Image Library Quaity The contractor created. updated and maintained an electronic 5% Random SampUng 
C.5.4.2.8 Ubrary of au images in accordance W'ith COTR Direction and OHS 

pot icy 

Timeliness The contractor shall maintain configuration management of au 5% 
images and provided Gold Copy images to the Government as a 
deliverable to this task within five business days of any approved 
changes 

5.5.1 End User and QuaUty The contractor developed, updated and maintained an accurate and 10% for initial 100% inspection 
Desk Side comprehensive plan, policies, and procedures. Acceptable and 0% for 
Support performance resu!t:ed in a comprehensive plan that provided a final 

detailed description of policies, procedures, work breakdo.....n 
structure (VVBS), process ffow charts, detailed performance metrics. 
evaluation/inspection methodology and criteria for the entire Help 
Desk operations inciuding Tier 1, 2 and 3., and field site support 

Timeliness The contractor provided the initial document INithin 40 business 5% 100% inspection 
days of Task Order start. 

C.5.9.1.23 Web page Quality The contractor provided Web page content that was Section 508 0% 100% Inspection 
content compliant 

C.5.10.2.1 Vulnerability Quality The contractor accuratety and correctly conducted aU required 5% Random Sampling 
C.5.10.2.2 Assessment assessments 
C.5.10.2.6 
C.5.10.4.3 Quarterly Timeliness The contractor INiU devise an audit review process that coieds and 0% Random Sampling 
C.5.10.5.2 reviews au critical IT systems no less than once every 90 days or as 

directed by the appropriate COTR. 

C.5.10.8 Data Spills and Quality The contractor's guards and gateways did not allow any 0% 100% inspection 
Response unauthorized releases of Secret or TS/SCI data 

C.5.11.1.4 COM SEC Quality The contractor maintained accurate records of the receipt and 0% 100% Inspection 
equipment distribution of COMSEC equipment and accurate records of 

COMSEC accounts 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.6-001 Perfonnance Requirements Summary (PRS) 

TASK ORDER llAXIMUll 
SECTION SECTION ESTIMATED ALLOWABLE SURVEILLANCE 
NUMBER TTTU:/TOPIC WORKLOAD STANDARD ST AND ARD DESCRIPTION DEVIATION METHOD 

C.5.12.1.1 Training Quality The contractor provided all required user training. Acceptable 1% Random Samp!lng 
C.5.14.1 and performance allo'Ned users to correctly operate tile system after 
subsections training. 
C.5.14.2.1 

Timeliness The contractor provided au training within the timelines specified by 5% Random Sampling 
theCOTR. 

C.5.12.1.2 Coordination Quality The contractor perfonned aU interface and coordination efforts for 1% Random Sampting 
C.5.12.14 demand maintenance and software upgrades. Acceptable 

performance aUows the system to be operationa! at au times. 

Timeliness The contractor performed all interface and coordination efforts 5% Random SampUng 
'Mthin the timeframes specified by the COTR. 

C.5.14 Training Quality The contractor maintained an accurate record of system user, 5% Random Sampling 
security, and end-user training 

nminess The contractor provided training records on time each year ti..vo 5% Random Sampling 
months prior to the end of the fiscal year or lhfien requested. 

C.5.15.1.1 Continuity Once TlmeJiness The contractor successfulfy performed the baseline infrastructure 0% 100% Inspection 
Assessment analysis 'Nithin 40 business days of Task Order start. Acceptab!e 

performance aUowed the contractor to document content of existing 
plans. 

C.5.15.1.2 Continuity Once Timeliness The contractor successtuuy evaluated the baseline infrastructure 5% 100% Inspection 
Assessment analysis against the Business Continuity Framework and identified 

the gaps bet.....een existing and required capab~ity. Acceptable 
perfonnance allo......ed the contractor to accurately document the gap 
analysis findings 'Nhich \¥0re submitted to the COTR within 60 
business days of the Task Order start date. 

C.5.15.2.1 Continurty Once Timeliness The contractor successfulty developed and finalized strategic plans Initial 10%, 100% Inspection 
Planning for required programs and offices. An initial strategic plan was Final 0% 

submitted within 40 business days of Task Order start and a 
finalized strategic plan was approved 'Nithin 20 business day of the 
OHS review of the initial plan. 

C.5.15.2.1 Continuity Annually Timeliness The contractor facilitated strategic planning 'Nith the program offices 
Planning and developed the Multi-Year Strategic Program Management Plan 

containing planning goals, objectives and performance measures 

C.5.15.2.2 Continuity Annually Quality The contractor successfuUy updated and maintained the CIO COOP 0% 100% Inspection 
Planning lmptementation Plan according to specified OHS requirements. 

Timeliness The contractor updated arid maintained the CIO COOP 
Implementation Plan within specified timeframes 

0% 100% Inspection 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.6-001 Performance Requirements Summary (PRS) 

TASK ORDER llAXlllUll 
SECTION SECTION ESTIMATED ALLOWABLE SURVEILLANCE 
NUllBER TITLEITOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION lllElliOD 

C.5.15.2.3 Continuity Quality The contractor successfulfy updated and maintained the IT Incident 0% 100% Inspection 
Planning Response and Management Plan according to specified OHS 

requirements. 

Tlrne!iness The contractor updated and maintained the IT Incident Response 0% 100% Inspection 
and Management Plan within specified timeframes. 

C.5.15.2.4 Continuity Quality The contractor successfully updated and maintained the CIO 0% 100% Inspection 
Planning Operational Recovery Plan according to specified OHS 

requirements. 

Timeliness The contractor updated and maintained the CIO Operational 5% 100% Inspection 
Recovery Plan within specified timeframes. 

C.5.15.3.1 Continuity Quality The contractor successfu}fy performed Enterprise Architecture 0% Random Sampling 
Planning Center of Excellence (EACOE) reviews. EnterpMse Change Control 

Board (ECCB) re1Jiev.is, and compliance activities for IT continuity 
p!annlng impact according to specified OHS requirements. 

TlffieilneSS The contractor completed all re\tte'M) and submitted findings within 0% Random SampUng 
specified timeframes. 

C.5.15.3.2 Continuity 26 two-hour TimetlneSS The contractor planned, scheduled and conducted bi-weekly 0% 100% Inspection 
RevieiNS and meetings per meetings for the coordination, development, and maintenance of 
Coordination year Disaster Recovery, IT contingency planning, and COOP exercise 

scenarios. The contractor provided minutes 'Mthin three business 
days of the meeting. 

C.5.15.4.1 Continuity AnnuaHy and Quality The contractor developed, maintained, updated and implemented IT Initial 10% 100% Inspection 
Program as required continuity policy, guidance. methodologies and tools that accuratety Final 0% 
Administration and compietefy included each requirement. 

C.5.15.4.2 Continuity Annually Quality The contractor accurately updated and maintained CIO fur.ctions 0% 100% Inspection 
Program according to specific requirements and COTR direction. Acceptable 
Administration pertonnance allo'Ned the contractor to support OHS 'Nithout 

interrupting the deployment or business activities of OHS or causing 
degradation in the pertonnanc.e of the supported services. 

C.5.15.4.3 Continuity Annually or Quality The contractor performed a continuity management review, Risk 0% 100% Inspection 
Program >Mlen Assessment. Interdependency Analysis, and Business Impact 
Administration signlficant IT Analysis that identify threat and vulnerability exposure. The 

infrastructure contractor prepared reports and executive briefings for the CIO that 
changes occur identify the risks. 

TimelJness The contractor performed the continuity management review, Risk 0% 100% Inspection 
ft.ssessment. Interdependency Anatysis, and Business Impact 
Analysis Vvtthin the required timeframe. 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.6-001 Performance Requirements Summary (PRS) 

TASK ORDER MAXIMUM 
SECTION SECTION ESTIMATED ALLOWABLE SURVEILLANCE 
NUMBER TITLE/TOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION METHOD 

C.5.15.4.4 Continuity Quarterty Timeliness The contractor successfully compieted a review of the CIO COOP 0% 100% Inspection 
Program update 15 lmpiementation program, Operational Reco>Jery/ IT Contingency 
Administration offices/46 Plans, within specified timeframes. Acceptab}e performance 

functions resulted from the contractor providing feedback on program 
compliance in accordance wrth OHS guide~nes and reporting the 
results to the COTR INithin specified timeframes. 

C.5.15.5.1 Testing and Semi-annually Quality The contractor successfully developed test p!ans and training 0% 100°k Inspection 
Exercises factors and administered them according to COTR direction. 

Acceptable perfonnance resulted from the contractor participating in 
aH after test exercise reviews and documenting all related iSSues in 
accordance with OHS guidelines for FIPS 199 availability and within 
specified timeframes. 

Timetiness Comply W'ith FISMA and FPC--65 requirements. 0% 100% Inspection 

C.5.15.5.2 Testing and Component Quality The contractor successfully participated in designated exercises lnrtiaJ 10%. 100% Inspection 
Exercises COOP according to COTR direction. Acceptat»e performance resulted Final 0% 

Exercises from the contractor participating in all tests/exercises and exercise 
average tWJ revie'Ns 
per year 

Timeliness The contractor documented au related issues in accordance 'With Initial 10%, 100% Inspection 
OHS guidelines and submitted an initial After Action Report within Ftnal 0% 
1 O business days of the tesUexercise condusion and a finalized 
report >Mthin 3 business day of the OHS report review. 

C.5.15.6.1 E}ectronic Ouarterty or as Quality The contractor successfully tested, updated and maintained the 0% 100% Inspection 
Records directed by electronic vital records programs for all LANs according to specified 

COTR OHS requirements. Acceptable performance allo'Ned the system to 
operate according to specified requirements "Without interrupting the 
business activities of OHS or causing degradation in the 
performance of associated business units (offices and programs) 
networks, systems, applicatiOns or provided services. 

TimeJiness Tue contractor tested, updated and maintained the electronic vital 0% 100% Inspection 
records program within specified timeframes and submitted all test 
artifacts to the COTR. The initial test report provided. Wthin 5 days 
and the final report ,,.,.;thin 1 O business days. 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.6-002 IT NOVA Plan Development, Maintenance and Updates 

Task Order Contractor 
Paragraph Plan Name/Description Provided Plan 

C.1.4.2.5 Enterprise Architecture Compliance Plan Yes 

C.1.6.4.2 Architectural Compliance Plan Yes 

C.1.7.1.1 PM Succession Plan Yes 

C.1.7.1.2 Key Personnel Succession Plan Yes 

C.1.7.3.2 Employee Training Plan Yes 

C.1.9.2.1 Quality Control Plan Yes 

C.1.9.2.2 Customer Evaluation Plan Yes 
- -

C.1.11.1.4 Building Occupant Emergency Plan No 

C.1.12.1.1 Transition Plan Yes 

C.1.5.1.1.3 Applications Consolidation and Rationalization Plan Yes 

C.5.2.1.3 Deployment Project Plan Yes 

C.5.2.4 Facility Modification Plan Yes 

C.5.5.1 Desk Side Support Concept of Operations Plan Yes 

C.5.5.2.1 Preventative Maintenance Plan Yes 

C.5.8.1.7 OHS Dial Plan Yes 

C.5.8.2.7 Switchboard Operations COOP Plan Yes 

C.5.8.2.8.2 Switchboard Training Lesson Plan Yes 

C.5.10.1.2 OHS Information Technology Services Office Yes 

C.5.10.9.4 DHS Initial National Response Plan No 

C.5.10.10.4 DHS Computer Networi< Defense Continuity of No 

C.5.11.1.6 COMSEC Plan Yes 

C.5.13.1.2 Project Management Plan Yes 

C.5.13 Training Plans Yes 

C.5.13.2 Security Training Plan Yes 

C.5.15.2.1 Multi-Year Strategic Program Management Plan Yes 

C.5.15.2.2 CIO COOP Implementation Plan Yes 

C.5.15.2.3 Incident Response Management Plan Yes 

C.5.15.2.4 CIO Operational Recovery Plan Yes 

C.5.15.2.4 Disaster Recovery /Business Continuity Plan Yes 

C.5.15.1 Test/Exercise Plans Yes 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.7-001 Key Personnel Positions and Descriptions 

Pro!ect Manager Level IV 

The Project Managers shall act as point of contact for all task-wide interaction, issues, and will 
represent the contractor at all post-award status meetings. The Project Managers shall be 
responsible for all issue resolution, program management, and other Task Order and 
management support that include providing comprehensive accountability for all requirements of 
the EAGLE task order. The Project Managers are responsible for overseeing Task Order 
performance. 

Functional Area: 

• All 
Duties: 

• Overall management responsibilities, including, all project oversight, resource management, 
risk management, service delivery and incident management 

• The PM will be responsible for the day-to-day management and leadership to the 
contractors' functional teams. 

• Overseeing & managing contractor responsibility to Government contractual agreements 

• Developing & managing client relationships at all levels of the organization 

Skills Required: 

• Experience as a manager for in IT organization or program, including experience managing 
both business & technical resources 

• Client interface experience; proven experience managing client expectations & relationships 

• Experience in performing detailed analysis and evaluation of information and to make 
informed to the Government. 

• Proven knowledge of IT infrastructure operations management, finance and governmental 
procurement. 

• Ability to represent management across all levels of the organization: peers, cross-functional 
and senior management. 

• Proven track record to identify potential project and process risks and formulate/implement 
effective mitigation plans. 

• Excellent written and oral communication and meeting facilitation skills required 

• Prior experience managing large, integrated teams including client and third-party vendors 

• Ability to manage in a dynamic work environment and ability to coordinate and perform 
multiple assignments 

• Experience delivering full lifecycle development initiatives with cross-functional development 
teams 

Proiect Control Specialist Level Ill Minimum 

The Project Control Specialists shall serve as the first level managers for a particular functional 
area and manage other Contractor personnel, mentor, manage, and resolve issues within their 
particular area. The team leads are responsible for requirements and deliverables under their 
purview. 
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Task Order 8/17/07 
PROCUREMENT SENSITIVE 

TE C.1.7-001 Key Personnel Positions and Descriptions 

Functional Areas: 

• C.5.3 Infrastructure Engineering Services and C.5.5 Operations and Maintenance for End 
User Support 

Duties: 

• Oversight of particular discipline(s) the individual is assigned to manage (e.g .. PMO. 
Technical) 

• Serve as a liaison between Government and Task Order line-of business; Establish and 
maintain strong working relationship Serve as a liaison between Government and Task 
Order line-of business 

• Ensure that Task Order requirements, deliverables and performance levels are maintained 
to ensure Task Order success 

• Coordinate resources, oversee work and projects delivered to the Government 

• Manage and report on infrastructure variances 

• Provide continuous improvement to process and procedures 

Skills: 

• Experience in coordinating and managing particular area to be lead (e.g., program, security, 
IT infrastructure area) 

• Ability to manage resources, quickly prioritize, and be proactive 

• Interpersonal skills to maintain and develop relationships within the Government, peers, 
subordinates, and customers 

• Detail oriented with focus on producing high quality work 

• Experience taking initiative and working proactively to complete tasks, solve problems and 
making decisions 

• Ability to absorb a lot of information at one time, work independently and manage workload 

• Excellent oral and written communication skills 

• Exceptional organizational skills with the ability to meet deadlines and prioritize 

• An understanding of the ITIL process I disciplines 

Disaster Recovery Speclallst Level II Minimum 

Functional Area: 

• C.5.15 IT Continuity Management 

• Duties and skills as specified in the EAGLE contract 

Systems Architect Level Ill Minimum 

Functional Area: 

• C.5.3 Infrastructure Engineering Services 

Duties: 
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PROCUREMENT SENSITIVE 

TE C.1.7-001 Key Personnel Positions and Descriptions 

• Participate in planning and design sessions with engineering management, architects, 
operations, deployment and customers 

• Drive decision-making efforts to consensus and ensure that steps are taken to actual 
implementation of key engineering decisions 

• Lead the effort to evolve a long term, scalable IT infrastructure architecture 

• Articulate the engineering architecture and promote OHS technology vision and strategy to 
both technical and non-technical audiences 

• Oversee technology decisions as they are introduced into the development, testing, and 
operational environments 

• Communicate across the senior management team on technology and technology decisions 

Skills: 

• Experience in IT system engineering as a lead architect 

• Experience building highly scalable websites and web-based applications 

• Experience scaling IT infrastructures, including networks, telecommunications, active 
directory, mail systems and application integration 

• Ability to articulate engineering design strategies related to scalability, performance, 
security, usability and development platforms 

• Exceptionally strong written and verbal communication skills, as well as good interpersonal 
skills and organizational skills 

• Ability and interest to closely collaborate with a wide-range of individuals to understand 
business needs and requirements and to understand how these can be met using a variety 
of different technologies 

Deployment Manager Level Ill Minimum 

Functional Area: 

• C.5.2 Deployment Support 

Duties: 

• Oversee a small project or phases of a larger project 

• Responsible for coordinating activities of project team, identifying appropriate resources 
needed, and developing schedules to ensure timely completion of project. 

• Communicates with Senior Project Manager regarding status of specific projects 

Skills: 

• Must be familiar with system's scope and project's objectives, as well as the role and 
function of each team member, in order to effectively coordinate the activities of the team. 

• Demonstrate the ability to make sound decisions, recognition of when issues to need be 
escalated to senior staff, provide guidance as related to project execution. 

• IT experience, with the ability to demonstrate a working knowledge of existing IT 
technologies (data and voice) and services, 
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PROCUREMENT SENSITIVE 

TE C.1.7-001 Key Personnel Positions and Descriptions 

• Project management experience, with the ability to execute activities derived from a project 
plan 

• Basic computer skills, word-processing, email, spreadsheets, etc. 

• Oral and written communication skills 

Systems Engineer (Senior\ Level Ill Minimum 

Functional Areas: 

• C.5.3 Infrastructure Engineering Services, C.5.5 Operations and Maintenance for End User 
Support, and C.5.9 Network Management Center 

• Duties and skills as specified in the EAGLE contract 

• Related technical certifications in networking, and hardware architecture, storage systems, 
or database for particular area, required 

IT Security Specialist !Senior\ Level Ill Minimum 

Functional Area: 

• C.5.10 Security Management Center 

• Duties and skills as specified in the EAGLE contract 

SME Level Ill Minimum 

Functional Area: 

• C.5.5 Operations and Maintenance for End User Support 

• Duties and skills as specified In the EAGLE contract 

Communication & Network Engineer Level IV 

The Engineer/Designer shall support the development of data center, network and 
communications systems, structured cabling, data center layout and LAN/WAN design. Design 
tasks include creation of plans, schematics, equipment selection, systems narratives and 
specifications. The ability to effectively and personably, communicate with, and organize staff 
and client activities is critical. 

Functional Areas: 

• C.5.3 Infrastructure Engineering Services, C.5.5 Operations and Maintenance for End User 
Support, and C.5.8 Phone and PBX Operations 

Duties: 

• Design and engineer data center projects, prepare reports and specifications, and provide a 
very high level of technical leadership. 

• Perform calculations, equipment selection, equipment specification, system design, system 
layout. facility management, due diligence, gap analysis, and feasibility reports. 

• Perform all work with minimal supervision and coordinate with all applicable parties, while 
maintaining customer satisfaction. 
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• Responsible for producing drawings consistent with DHS's drawing organization format & 
drawing standards. 

Skills: 

• Relevant experience in the, data center, network & communications design field 

• Ability to complete a variety of architectural and technical documents including drawing 
sections, single line diagrams. technical reports. engineering proposals for projects. 
engineering design sketches and renderings, observation reports, and Rough Order of 
Magnitude /Bill of Material documents 

• Demonstrated ability to handle multiple projects at one time with little oversight/direction and 
see projects through to completion 

• Possess detailed knowledge of equipment from various manufacturers and able to make 
proper selections independently. 

• Ability to perform calculations for his/her trade to support design and conduct field visits 

• AutoCAD and MS Visio proficiency is required; proficient in design and calculation software; 
MS Excel; MS Word 

• RCDD certification is beneficial 

Communications Network Manager Level Ill Minimum 

The Network Management Center (NMC) Lead will be responsible for ensuring the health and 
operation of the networks across the DHS enterprise. The position will require an experienced 
telecommunications professional capable of utilizing a variety of administrative, managerial and 
technical skills to develop process and procedures that ensure the network is monitored and 
managed to meet and exceed the Organization's SLA's. This individual is responsible for 
evaluating current NMC tools and determining enhancements. 

Functional Area: 

• C.5.9 Network Management Center 

Duties: 

• Lead a team whose primary role is to keep the network up and running to meet and exceed 
published service level agreements 

• Document process and procedures so that standard methods are used for isolating, 
troubleshooting and resolving network problems 

• Create and utilize reports that tracking of performance and when hardware/software related 
problems are impacting our network 

• Perform advanced outage troubleshooting when critical components are not operational 

• Provide monthly statistics on the performance of the network; maintenance dispatches 

Skills: 

• Experience working and leading a Network Management Center using HP OpenView and 
other management systems 

• Working knowledge of TCP/IP and Internet routing concepts, system administration 
experience with Windows 2000/2003 and XP 
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• Advanced understanding of networking equipment including Cisco 

• Strong communication skills and problem solving analytics 

• Comfortable working in cross-functional team environment, and possess excellent oral and 
written communication skills 

• Network Management certification 

COMSEC SME Level Ill Minimum 

The COMSEC SME is responsible for the proper management and security of all COMSEC 
materials and accounts as well as the daily operations of the Communications Center. 

Functional Area: 

• C.5.11 Communications security (COMSEC) Management 

Duties: 

• Maintains proper storage and adequate physical security of COM SEC material held by the 
account to include the destruction of classified material when authorized while maintaining 
Two-Person Integrity (TPI). 

• Provides authorized personnel with guidance and appropriate extracts on handling 
accountability and the disposition of COM SEC material. 

• Oversees the implementation of and compliance with all OTAR/OTAT procedures. 

• Ensures proper handling, accountability and disposition of all COMSEC material 

• Communicates with other DHS functional areas via Crisis Management Network 

Skills: 

• Experience leading a Communications Center 

• Proficient in DMS (Defense Messaging system) and AMHS (Automated Message Handling 
system) 

• Knowledge of INFOSEC security procedures and instructions required to check user 
authorization; reports INFOSEC security violations 

• Ability to set up COMSEC equipment with the understanding of OTAR/OTAT procedures 

• Ability to set up, configure and maintain encryption devices such as TACLANES, 
FASTLANES, KIV-7s, Red Eagles, etc. 

• Ability to troubleshoot, repair, reprogram or replace Secure Voice (STE, STU-Ill) equipment 
as required 

• Comfortable working in cross-functional team environment 

Systems Operations Manager Level Ill Minimum 

This position manages the Tier 1 support technicians. This position is responsible for managing, 
planning, developing, and supporting computer systems within the DHS and field sites. 
Additionally, this position is responsible for ensuring adherence to SLA, and operational policies 
and procedures. 

Functional Area: 
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• C.5.5 Operations and Maintenance for End User Support 

' Duties: 

• Oversees desktop systems operations, which includes hardware and software technology 
deployment and retirement of desktop and other distributed hardware 

• Ensures that identification, evaluation and resolution of system and software problems and 
malfunctions are performed in accordance with SLA and operational policies and 
procedures 

• Manage user support requests to evaluate and prioritize incoming requests for assistance 

Skills: 

• Experience leading an enterprise support organization 

• Excellent working knowledge of Internet, MS Office suite 

• Strong working knowledge of Windows Operating System environment and related tools 
such as Group Policies, and desktop/laptop imaging (Symantec Ghost) 

• Excellent problem solving, decision-making skills 

Systems Engineer (Senior) Level Ill Minimum 

This position manages the Tier 2 support technicians. This position is responsible for managing, 
planning, and support of computer systems at within the OHS HQ and field site. Additionally, 
this position is responsible for ensuring adherence to SLA, and operational policies and 
procedures. 

Functional Area: 

• C .5 .5 Operations and Maintenance for End User Support 

Duties: 

• The Operational Engineering Lead will manage the implementation, administration. 
maintenance and operation of OHS Local and Wide Networks 

• This position is responsible for planning and recommending network hardware, systems 
management software and architecture, ensuring compliance, as well as configuring and 
maintaining routers, switches, and appliances for the network systems, monitoring 
performance and ensuring capacity planning is performed and is proactive is assessing and 
making recommendations for improvement 

• Manage and monitor recurring operational run and maintenance activities involving Wintel 
Network technologies and platforms 

• Manage and monitor technical system administration staff assigned to the technologies and 
platforms 

• Coordinate, communicate and develop processes for leveraging and using resources to 
meet customer needs 

Skills: 

• IT or computer operations experience recommended 
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Help Desk Manager Level Ill 

Ensure the team utilizes the appropriate tools and processes in order to provide an exceptional 
level of customer service. Call avoidance and Root-cause Analysis strategies will be 
implemented to reduce or eliminate preventive service request occurrences. Best Practices 
such as these will allow customers to be more productive, and efficient, and allow the client's 
Customer Support Organization to handle more complex issues by reducing the number of 
occurrences and escalations. 

Functional Area: 

• C.5.5 Operations and Maintenance for End User Support 

Duties: 

• Supervising the day-to-day activities of the Help Desk Team to ensure client's standards for 
customer service are maintained 

• Implementing and overseeing all Best Practices for the Help Desk. 

• Conducting team meetings, communicating recommendations for improvement as 
necessary, and providing metric reports 

• Managing and monitoring service levels to ensure the Help Desk Team meets all service 
level agreements and continuously provides high-quality support services 

• Monitoring adherence to Help Desk procedures with regards to customer service and 
Quality Assurance 

• Assessing changes in workload and evaluating impact to service levels to make necessary 
adjustments 

• Reviewing and analyzing service requests, and call volume reports and implementing 
solutions to improve service delivery 

• Developing and improving upon support policies and proactive solutions 

Skills: 

• Experience as a Team Lead or Supervisor in an Enterprise Help Desk 

• Demonstrated analytical and problem solving skills 

• Outstanding customer service skills 

• Extensive understanding of Help Desk metrics and Best Practices; ability to utilize metrics to 
Identify opportunities for training and process improvement 

• Extensive experience supporting customers in multiple remote locations, utilizing all 
appropriate methods including the use of remote support tools in a LAN/WAN environment 

• ITIL Knowledge desired 

Help Desk Manager Level II 

This position will resolve end user desktop computer issues such as, printer troubleshooting and 
configuration, installing software and/or hardware peripherals, rollout of new software packages, 
upgrades and new desktop hardware. Troubleshoot subsequent problems; apply established 
techniques and, procedures. 
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Functional Area: 

• C.5.5 Operations and Maintenance for End User Support 

Duties: 

8/17/07 

• Ensure that Service Operations policies and procedures are followed, e.g. support request 
ticket documentation, documentation management, and technical standards. 

• Create and maintain a climate of continuous improvement, pro-actively identifying 
opportunities for service improvements and internal efficiencies 

• Motivating and leading the department to deliver a world-class service 

• Ensuring that the end-user demand for support is appropriately delivered, building 
relationships with 'customers' to gain feedback as to their level of satisfaction with the 
support service 

• Fann and build relationships with other teams to ensure optimum perfonnance across teams 
and therefore to enable the business to meet its control and growth agenda 

Skills: 

• Experience as a Team Lead or Supervisor in an Enterprise Helpdesk 

• Strong teamwork and leadership 

• Excellent organizational and follow-up skills with strong attention to detail 

• Outstanding customer service skills 

• Experience supporting customers in multiple remote locations, utilizing all appropriate 
methods including the use of remote support tools in a LAN/WAN environment 

Communications/Network Engineer Level IV 

This position is responsible for the day-to-day maintenance and facilitation of enterprise VTC 
services. The Lead must have a full working knowledge of video conferencing and visual 
infonnation systems related devices. The Lead installs, operates and troubleshoots integrated 
multimedia systems. 

Functional Area: 

C.5.6 Video Teleconferencing 

Duties: 

• Assist help desk personnel with the schedule, setup, and management of VTC sessions. 

• Responsible for Tier I & II troubleshooting of all VTC AN hardware, software, room 
equipment, and network connectivity issues 

• Respond to action items, impact requests for changes and conduct briefings and 
demonstrations of systems and/or technology as required 

• Provide weekly tracking and reporting on all projects and VTC/bridge activity 

• Provide technical oversight to the customer, identifying required spare parts; perform field 
service and/or technical assistance as required 
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Skills: 

• Experience as a Team Lead in VTC/Multi-media environment 

• Outstanding customer service skills 

• Technical background includes an understanding of all major video equipment. both JSDN 
and IP based VTC systems 

• Experience with video bridges and video endpoints 

• Possess knowledge in video bridges such as: Polycom MGC-50 and 100 and Gateways, 
video and audio protocols 

• Configuring. utilizing, troubleshooting, and correcting problems and failures with the video 
bridges. gateways. and bridges 

• Full understanding, ability to configure and utilize the following peripherals: Codecs, 
document cameras. and laptop interfaces 

• Possess knowledge and configuration skills in network components such as: CSU/DSU, 
IMUX. Gateways. Crypto equipment. Multiplexes. Fiber Transceivers. Cisco Routers. 
Switches 

• Must be familiar with how T1. PRI. BRI Circuits function 

• Experience with MCU's and endpoints. NV and video troubleshooting 

• Possess a knowledge of COMSEC devices such as: TACLANES, Kiv-7s and Kiv-19s, DTD's 

• VTC certification desired 

Voice Communications Manager Level Ill 

Lead the following functions within the realm of voice networking technologies: planning. 
engineering, testing, evaluation and integration services; large-scale project management. 
Provide senior level skills required in projects. upgrades. ACD. capacity planning and IP voice 
technologies. Facilitate and manage the implementation of voice and telecommunications 
infrastructure components 

Functional Area: 

• C.5.8 Phone and PBX Operations 

Duties: 

• Technical leadership and mentoring of Support Technicians. systems design validation. 
technical solution development and delivery, project management. deployment and 
advanced troubleshooting of Voice systems 

• Installation and Maintenance of a PBX platform 

• Installs. repairs and troubleshoots customer service orders 

• Performs moves. adds and changes 

• Provides high level of customer service when responding to a customer request or fulfilling 
project requirements 

• Able to program and perform upgrades to PBX independently 

• Able to take a lead role in large system maintenance and upgrade projects 
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• Performs configuration, scripting, testing and implementation of all telephony applications 

• Performs maintenance and support for all telecommunications equipment 

• Provides work direction and assists less senior team members to ensure proper 
configuration for telecommunications 

Skills: 

• Experience as a PBX engineer 

• Experience with multi-site configurations, in a consulting or large system maintenance and 
administration role 

• In depth knowledge of and experience supporting telephony applications and components, 
including switches, peripherals circuitry and routing 

• In depth understanding of telecommunications protocols such as ISDN and VOiP 

• Outstanding customer service skills 

• PBX certification desired 

Communications/Network Engineer Level IV 

Provide technical expertise in engineering, configuration, integration, and acceptance testing of 
various deployed equipment items found in the CA TV, Satellite Broadcasting and 
Telecommunications systems. 

Functional Area: 

C.5.3 Infrastructure Engineering Services 

Duties: 

• Work jointly with internal and client engineering personnel to develop tactical and strategic 
engineering solutions for large scale CA TV /Satellite video transport networks 

• Technical leadership and mentoring of Support Technicians, systems design validation, 
technical solution development and delivery, deployment and advanced troubleshooting of 
CATV/Satellite systems 

• Installation and Maintenance of a CA TV/Satellite platform 

• Installs, repairs and troubleshoots customer support requests 

• Performs moves, adds and changes 

• Provides high level of customer service when responding to a customer request or fulfilling 
support requirements 

• Able to program and perform upgrades to CA TV /Satellite systems independently 

• Performs maintenance and support for all CATV/Satellite equipment 

• Provides work direction and assists less senior team members to ensure proper 
configuration for telecommunications 
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Skills: 

• Experience as a CATV/Satellite engineer 

• Experience with multi-site configurations, in a consulting or large system maintenance and 
administration role 

• In depth knowledge of and experience supporting CA TV/Satellite systems to include head 
end 

• Outstanding customer service skills 

• CA TV /Satellite certification desired 

Business Case Analyst Level Ill Minimum 

Evaluate and recommend the implementation of various LAN/WAN hardware and software 
based on user requirements or improved technologies. 

Functional Area: 

• C.5.9 Network Management Center 

Duties: 

• Work collaboratively with various groups, components, and technical partners to identify 
solutions and long-term solutions using innovative technology 

• Evaluate, monitor, and perform analyses of forthcoming LAN/WAN hardware, software, and 
technologies 

• Work with architects, analysts, and developers to identify relevant technologies as they 
become available 

• Work with vendors to identify upgrade paths 

• Evaluate various equipment (e.g., PDA, workstation/laptop/printer, etc) to perform 
comparative analysis against existing equipment 

Skills: 

• Demonstrated knowledge of networking concepts and technologies 

• Must possess the communication and interpersonal skills necessary to interact with the 
group's internal and external customers 

• Working knowledge of market research methodologies (qualitative and quantitative) and 
skills (e.g. statistical analysis, interpretation of results, data visualization) 

• Experience managing client driven research projects 

• Outstanding customer service skills 
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Current Period of 
Contractor Description Contract Term Performance 

A LAN - SBU (Sensitive but Unclassified) 111/2007 to 

Provide IT support services and 12/3112007 

products for OHS HQ 
~------~ - ·---- -~ ~--------

B LAN - HSDN support 04/ 1212004 to 0110112006 to 
04/1112011 06/3012006 followed 

by 07101/07 to 
12/3112007 

c LAN - HSDN (partial) & LAN - C 1010112005 to 1010112006 to 
Operations & Maintenance 0913012008 0913012007 

c Secure and non secure telephone, 0611612004 to 0710912004 to 
VTC, multimedia, and TV Operations & 15106/2009 06115/2007 
Maintenance 

c Communications Center Operations & 05101 /2006 to 05/0112007 to 
Maintenance at NAG 04/3012008 0413012008 

D Mission Critical Infrastructure 0910612006 to 0910612006 to 
Operations (MCIO) Secure/Non-secure 0912812007 0912812007 
Video Teleconferencing (VTC) 
Operations and Data Communications." 

D Mission Critical Infrastructure 04/01/2006 to 04/01/2007 to 
Operations (MCIO) Secure Video 03/3112008 03/31/2008 
Operations 

E Mission Critical Infrastructure 09/30/2006 to 09/30/2006 to 
Operations (MCIO) !TAC IT Support 09/29/2008 09129/2008 
Services 

F COOP Planning, Program Directorate 03/30/2006 to 01/0112007 to 
Compliance and Governance 08/31/2008 12/31/2007 

G Executive Telecommunications Travel 0310612006 to 0310512007 to 
Services 0610512007 0610512007 

H Wireless Communications Architecture, 06/0512006 to 11117/2006 to 
Systems Engineering Technical Support 0610412007 0610412007 
and Architecture Program Management 
to the OHS Wireless Management 
Office (WMO) 
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See OHS Interactive Website for Projects List 

(Information Is applicable to Task Orders PMO and O&M) 

TE C.1.12-002-01 
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TE C.3.1-001 Government Furnished Equipment (GFE) 

The Product Gulde provided at this TE Identifies the most frequently requested IT 
products for the LAN - SBU (LAN -A) environment available through OHS IT-NOVA. 

Product Guide 
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Introduction _______________________ _ 

This Catalog serves as a cost estimate guide for the most frequently requested IT products for 
the A-LAN environment available through OHS IT-NOVA .. Version 2.0 of this Catalog will 
include additional services, regulatory data and process information to assist in accessing the 
services and products that are available to you. 

Standard Seat Components ________________ _ 

The Standard Image Software Bundle included on your workstation is reflected separately from 
the billing for equipment. The software pricing includes one year Software Assurance 
(maintenance), which provides you with free upgrades to any future versions of the product 
throughout the year of purchase. 

Software purchased for a single user that has both a desktop and a laptop may be duplicated on 
both machines without additional license. 

21.00 
8.00 

11.00 
602.04 

Symantec Anti-Virus 
WinZip 
Ghost 
Desktop Pro (includes operating system, plus the Microsoft Office Suite: Word, 
Outlook, Excel, Access, PowerPoint, Publisher, Office Tools) 

The standard workstation consists of either a Dell OptiPlex GX620 (SFF) desktop system or a 
Dell Latitude 0620 laptop with docking station, keyboard and mouse. The system specifications 
and estimated hardware costs are listed in the IT Products. 

Commodity items include a three-year warranty. The items listed in this section are the most 
frequently requested commodities and are approved for use by OHS. Pricing is based on 
market trends at the time of inventory procurement and are subject to change. 

Workstations 
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Desktop: Dell OptiPlex GX620 (SFF) 

Del(. OptiPfex GX620 (SFF) - Full Desktop Workstation 

Intel Pentium D 800MHz FSB socket Tw/Dual Core technology XO, EM64T 
2x1MB L2 cache and EIST; Four DIMM slots; Integrated Intel Graphics 
Media Accelerator 950 VGC, DVI Adapter card; 80 GB RPM: Broadcom 5751 
GB Ethernet LAN; 8 7 USB 2.0, 1 Ethernet (RJ45), 1 9-pin serial. 1 parallel. 
VGA out, stereo line-in, mic-in (front), speakers/line-out and headphone 
(front); Small form factor, 1 r TFT Flat Panel monitor; Keyboard, Mouse, 
Speakers 

Estimated Hardware Cost 1,300 

Laptop: Dell Latitude D620 (with docking station, keyboard, mouse) 

Del(• Latitude 0620 

Pentium M 750 (1 .86GHz} 14.1 XGA, Intel Extreme; 1GB, Double Data Rate 
2-533 SDRAM, 2 Dimms; 60GB Hard Drive 9.5MM, 5400RPM; Windows XP 
Professional, SP2 with media. Dell USB 2 Button Optical Mouse with Scroll 
for Latitude Notebooks, USB, Enhanced Multimedia Keyboard, Internal 56K 
Modem; 65W AC Adapter; 24X CDRW/DVD; Dell Wireless 1370 WLAN 
(802.11 b/g,54Mbps} mini PCI Card, US, D/Port, Port Replicator; 6-Cell/53 
WHr Primary Battery, Nylon Carrying Case; DNiew Notebook Stand; 
MicroSaver Security Cable; 6-Cell/53WHr Primary Battery; 128MB USB 2.0 

Graphics Desktop Workstation: OptiPlex GX620 Mini Tower 

OptiPlex GX620 Mini Tower (Graphics Workstation) 

(Item not maintained in inventory; can be ordered) 

Intel Pentium D Processor 960 (3.60 GHz, 2.x2M, 800 MHz FSB), Windows 
XP Professional, SP2, without media, NTFS File System for all operating 
systems, 4 GB DDR2 Non-ECC SDRAM, 533 MHz (4DIMM), (2) 24~ 
UltraSharp 2407FP Widescreen, Adjustable stand, VGA/DVI, PCle 256MB 
ATI Radeon X600, Dual Monitor DVI or VGA full height, (2) 250GB SATA 3.0 
GB/sand 8 MB DataBurst Cache, Dell USB Keyboard, no hot keys, Dell USB 
2-button Optical mouse with scroll, black, Integrated AC97 Audio, Dell A525 
30 watt 2.1 3-plece stereo speakers w/subwoofers (black), 16X DVD+/-RW 
and 16X DVD with Roxio Creator, Dell edition, no media, PS2 serial port 
adapter, full height, RoHS Compliant Lead-free chassis and motherboard, 
Diagnostics/Drivers CD enabled, Federal KYHD service; Gold Technical 
Support, OptiPlex, 3-year ltd warranty & NBD on-site service 

The following items represent some of the preferred products that have been priced based on 
previous market research and are maintained or may be procured based on these estimates. If 
pricing for bulk inventory or build-out, market research may be requested in order to receive 
additional discounts or favorable pricing. 

Representative Photo Product Description & Specifications 
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D --

_ __,___ 

Printers 

Representative Photo 

=-... · 

STANDARD MONITOR: Del(. UltraSharp 1707 Flat Panel Monitor 

Manufacturer Part# : CC280 
Dell Part# : 320-4567 

Black Flat Panel monitor LCD with Height Adjustable Stand, 1280x1024 
resolution, Digital DVl-0 and analog inputs, Four USB 2.0 high speed ports for 
connecting peripheral devices 

Dell'" UltraSharp 20. 1 • Flat Panel Monitor 

Manufacturer Part @2007FP 

1600 x 1200 resolution, DVI Connector, $-Video; 4 USB 2.0 high speed ports; 
height adjustability (130mm up/down). swivel (45° left/right). tilt (4° forward/21° 
backwards) 

De!!'" Ultra Sharp 24. 1 ·Flat Panel Monitor 

Manufacturer Part #2407WFP (Item not maintained in inventory; can be 
ordered) 

1600 x 1200 resolution, DVI Connector, S-Video; 4 USB 2.0 high speed ports; 
height adjustability (130mm up/down}, swivel (45° left/right), tilt (4° forward/21 ° 
backwards) 

--~-------··----

Product Description & Specifications 
HP OeskJet 460cl> color printer (MOBILE ONLY) 

Up to 17 ppm black& white; 16 ppm color. Monthly volume up to 500 pages. 
Manual duplex printing; Input capacity - 50 sheets. Media sizes supported: 
Legal, letter, executive, statement, index (5 x 8-in, 4 x 6-in, 3 x 5-in), photo (5 
x 7-in, 4 x 6-in), envelope(# 10, Monarch) 

HP Color LJ 2600n desktop color printer 

Manufacturer Part #Q6455A 

Dimensions: 16.02 x 17.83 x 14.6 in; Weight 40.5 lbs 

Up to 8 ppm, monthly volume up to 35,000 pages. Manual duplex printing, 1 
standard paper tray; accepted media: letter. legal, executive and envelope. 
16 MB memory 
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Representative Photo 

d . . 
Product Description & Specifications 

I-IP Color LJ 470011 network color printer 

Manufacturer Part #0.7492A 

Dimensions: 20.5 x 37.4 x 22.9 in (w/paper tray extended}; Weight 105.1 lbs 

100-sheet multipurpose tray and 500-sheet input tray 2 for a 600-sheet 
capacity • 500-sheet output bin • 128 MB RAM • One empty DIMM slot and 
two empty flash memory slots • HP Jetdirect Fast Ethernet embedded print 
server• Two open EIO slots 

HP Color LJ 5550dn duplexing color printer 

Manufacturer Part #0.3715A (Item not maintained in inventory; can be 
ordered} 

Dimensions: 22.7 x 27.7 x 25.2 in; Weight 114 lbs 

100-sheet multipurpose tray, 500-sheet input tray, 160 MB of printer 
memory, 533 MHz RISC processor, two open EIO slots and HP Jetdirect 
620n Fast Ethernet print server in one EIO slot; automatic two-sided printing 

Scanners & Fax Machines 
---------..-----~----.. -------- -

Representative Photo Product Description & Specifications 
Visioneer Strobe XP 100 Sheet-fod Scanner 

Manufacturer Part #SXP1001-DB 

Color portable sheet-fed scanner; 600 x 600 dpi; max scan size 8.5" x 14"; 
Weight 10.6 oz. Scan speed: 10 seconds per page 

HP ScanJet 5590 Digital Flatbed Scanner 

Manufacturer Part #L 1910A#201 

Dimensions - 19.21 x 13.39 x 6.38 inch 

Scan resolution, hardware - 2400 x 2400 dpi, Hi-Speed USB 2.0 port, 
Operating systems - Microsoft® Windows® 98, 98 SE, Me, 2000, XP 
Professional and Home Edition, Mac OS 

9.1 or higher. or Mac OS X 10.1 .5 or 10.2 or higher, ADF capacity & speed -
Standard, 50 sheets, 8 ppm, 4 ipm, Scan speed, preview - Up to 7 seconds, 
Scan task speed (4 x 6-in} - 4 x 6-in color photo to Word : less than 24 sec 4 x 
6-in color photo to e-mail: less than 18 sec 

Scan task speed (OCR) - OCR letter-size black and white text to MS Word: 
less than 36 sec 

three slides or four 35 mm negative frames. Scan resolution. enhanced -
2400 

TE C.3.1-001-06 



Task Order 
PROCUREMENT SENSITIVE 

TE C.3.1-001 Government Furnished Equipment (GFE) 

HP ScanJef 7650 Flatbed Scanner 

Manufacturer Part #L 1940A#201 

Dimensions -19.21x13.39 x 6.38 inch 

8/17/07 

Scan resolution. enhanced - 12 dpi to 999,999 enhanced dpi, 2400 x 2400 dpi , 
OCR letter-size black and white text to MS Word: less than 47 sec, 
Transparent materials adapter - Satellite; three slides or four 35 mm negative 
frames, Connectivity, standard - Hi-Speed USB 2.0 port, Scan speed, preview 
- 6 sec., Scan size, max - 8.5 x 14 in. through the ADF. Operating systems -
Microsoft® Windows® 98, 98 SE, Me. 2000, XP; MacOS Xv 10.2 and later 
ADF capacity & speed - Standard, 50 sheets, 12 ppm, 6 ipm (duplex); 3-year 
warranty 

Brother lntellifax Unclassified Facsimile Machine 

Manufacturer Part #FAX 2820 

Laser printer, copier and fax with 8 MB memory which can store up to 500 
pages for out-of-paper reception . Transmission Speed: 3 .5 sec/page (up to 14 
ppm); Paper Capacity: 250 pgs; Document Feeder: 20 sheets; 20 location one­
touch dialing; 200 speed dial locations; reduction/ enlargement; copy speed of 
14 cpm. 

/lex 195SF Secure Fax {Item not maintained in inventory; can be ordered) 

Ml L-STD-181-1610 & ST ANAG 5000 compliant, Laser printing. plain paper facsimile, 
Interface circuits are IAW MIL-ST[)..188-114. High resolution . 16, 32 and 64 kbps operatJon In 
handshake and broadcast compressed modes wittl and without FEC. Multi-page operation. EOT 
Signal 

Business Card Scanner 

May be ordered in Executive (single-use) model or CRM (multi-user) models. 
Compatible with MS Outlook/Exchange, Palm handhelds, smart phones. USB 
powered, 5 :Xx 3 %" x 1 %";weight 8 oz. 

TE C.3.1-001-07 



Task Order 
PROCUREMENT SENSITIVE 

TE C.3.1-001 Government Furnished Equipment (GFE) 

Phot<>eoplers 

Description 

Work Centre 245H with Offset Catch Tray and Hi-Capacity Feeder. Includes: two 550- -1 
sheet user-adjustable front loading paper trays, 100-sheet Bypass Tray, Office Finisher 
(50-sheet multi-position and stapling, 2,000 + 250-sheet trays), Scan/Email capabilities; 
3,600-Sheet High Capacity Paper Tray (1,600- and 2,000-sheet drawers); total paper 
capacity of 4,800 sheets and 300 sheet Offset Catch Tray 

Flat Rate Maintenance for 10,000-25,000 b&w copies (Band B) 

Work Centre 265H with Offset Catch Tray and Hi-Capacity Feeder. Includes two 550-sheet 
user-adjustable front loading paper trays, 100-sheet Bypass Tray. Office Finisher (50-sheet 
multi-position and stapling, 2,000 + 250-sheet trays), Scan/Email capabilities; 3,600-Sheet 
High Capacity Paper Tray (1,600- and 2,000-sheet drawers); total paper capacity of 4,800 
sheets and 300 sheet Offset Catch Tray 

Flat Rate Maintenance for 10,000-25,000 b&w copies (Band B) 

Work Centre Pro 2128 Color Copier/Copier. Includes two 520-sheet Paper Trays, Office 
Finisher (1,000 sheet stacker and 50-sheet multi-position stapling), High Capacity Feeder 
(two Trays with total 2,000-sheet capacity); total paper capacity of 3, 140 sheets and 
PrinUCopy/Scan Controller 

Flat Rate Maintenance for 10,000-25,000 b&w copies (Band B) 

TE C.3.1-001-08 
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Representative Photo Product Description & Specifications 
Po/ycom Soundslation2 Conference Phone with display 

Manufacturer Part # 2200-16200-001 

For small/medium-size rooms with three microphones and digitally tuned 
speaker. Optional accessories include: wireless mic, two external microphones 
(part# 2200-00696-001 ) 

lnFocus 4805 Mult1 -rnP-dia projector 

Manufacturer Part #653428 

Width 9.8"xDepth 12.5"xHeight 4.2"xWeight 6.8 lb., Projection Method - Front, 
Rear. Ceiling; On Screen Menu, Keystone Correction, Screen Distance 5'- 20'. 
Image Aspect Ratio 16:9 (Wide Screen), Image Size (diagonal) 32.3-256.7", 
750 ANSI lumens (Optional equipment: ceiling mount, carrying case, screen, 
cables) 

USB Flash Drives - I gb! 2gb 

Supports USB Specification 1.1/2.0, USB 2.0 data transfer rate up to 480Mbps 
at "High Speed" (USB 2.0 is 40X faster than USB 1.1) 

Speed: Read BM bit/sec, Write 6.4M bit/sec (Max}, Size: 0.63" x 1.02" x 3.42"; 

Multi--card USB Card reader 

-· Manufacturer Part #655629 

Transfers files from multi-media devices to computer. Compatible with: 
CompactFlash, SmartMooia, Memory Stick, Memory Stick Duo, Memory Stick 
PRO Duo, Memory Stick Pro. MMC, SD and xD-Picture Card. 

Secure Shredder (medium volume) - Destroylt 240 1 

Cross cut 3/32 x 5/8 shred size ; Security level 3, Shreds staples, paperclips, 
credit cards. Strip cut 3/15 shroo size; Security level 2, Shreds CDs, staples, 
paperclips, credit cards. Bin capacity 8 gallons, dimensions 10:Y:. I x 14Yz w x 
24:Y:. h. Auto start/stop; single, multifunction switch, wooden cabinet mounted 
on casters. 

DEFCON KL Notebook Koy Lock 

Manufacturer Part #AOOO 1666 

Six foot steel cable locking device with a pass through loop on one end and lock 
on the other end; uses security slot already built into notebook computer. Two 
keys provided. Size: 0.95" x 0 .88"; diameter-0.84"; cable diameter-0 . 16~; 
cable length - 6'; wt - 5.5 oz 
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Dell Travel Plug Adapter 

Manufacturer Part# : 33117/Dell Part# : A0436661 

Pocket-sized adapter provides power outlets for laptops, cell phones, chargers 
and similar electronic devices. 

Dell L:.1citude Laptop Charger 

Manufacturer Part#: PA-1900-020/ Dell Part Number 9T215 
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J'l_etworl<_~<>_'l!er 5.':fPPlies ------------------------------------------­

A limited inventory of cables, power supply units and Fiber NIC cards are available upon 
approved request for new items. Listed below is a small list of items for individual order. 
Network cables and supplies that are part of a build-out project will be managed separately. 

Warranty and maintenance supplies are available through O&M. 

Multi-mode SC/SC Fiber Patch Cables 

Fiber Patch Cables (multi-mode) 6' 

Ethernet Cables (8'), Category 6; booted 

USB Printer Cables (8') 

KVM Switchview PC 4-port KVM Switch 

Power supply for OTPN-800/400 (12 v) 

MITRJ Fiber NIC Card 
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Wireless Devices and Services 

Wireless devices include: cell phones, BlackBerries, pagers and PDAs. The pricing and 
services for each wireless device are included in this section. To receive these 
services/devices, the RFEIS worksheet must be completed and POCs approval. 

Banded Service for Cell Phones & Blackberries 

Monthly usage charges are determined by taking the total monthly minutes used for all wireless 
devices (secure and non-secure) and computing a single total charge based upon pre­
negotiated banded usage rates. Charges will be billed back to Component Organizations based 
upon their share of the total minutes used. 

Cell Phones 

There are four cell phone packages available that are detailed below: 

Basic Cell Phone 

The devices and carriers available under this 
package are: 

Mid-Level Cell Phone 

; The devices and carriers available under this 
1, package are: 

Secure Cell Phone 

Secure Cell Phone devices are available from your 
componenfs COMSEC Manager. 

I 

-- - ___ J 

TE C.3.1-001-012 

Standard Device(s) 

LG3300 

Motorola 1205 

Nokia 6010 

Nokia 6010 

Vendor 

Verizon 

Nextel 

Cingular 

T-Mobile 
··--·----· --- -- _l __ - -- --- - -

Standard Devlcelsl 

LG 4650 

Motorola 1530 

Samsung X497 

Samsung X495 

Standard Device 

QSEC-2700 

ruw 
Verizon 

Nextel 

Cingular 

T-Mobile 

Vendor 

COMSEC 
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Blackberry !Voice & Data) 

Product(s) 

• Verizon Model 7250 or 7130e 

• Nextel Model 7520 

• Cingular Model 7290, 8700, 7100 series 
i 
' • T-Mobile Model 7230 

I 

- - ~ 

8/17/07 

The features are comparable on the various models with slight differences between the models 
and carriers. The primary difference is aesthetics and some key functionality. 

Accessories 

• Accessory Kit (spare battery, travel charger, wall charger, case, earpiece) 

• Travel Charger or Car charger 

• Bluetooth 
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Software 

Software includes one year Software Assurance (maintenance), which provides free upgrades 
to any future versions of the product throughout the year of purchase. 

OHS has Enterprise Agreements established with organizations such as Microsoft and Oracle 
that solidifies competitive prices for their products. The EA agreements allow immediate 
deployment of the products with an approved Purchase Order that can be installed by the Desk 
side Support Technicians and licenses trued-up at specific intervals. The Products Catalog will 
be updated as new Enterprise Agreements are established. 

Pricing of the available software products are listed below. Please note that these prices do not 
include the cost of media which can be purchased separately: 

Product Description Part# 

Adobe Acrobat Professional 7 .0 AGC-
54016725RT 

Adobe Acrobat Standard 7.0 AGC-
54016535RT 

Adobe Illustrator AGC-
54017198RT 

Adobe Photoshop CS2 AGC-
54018226RT 

Adobe Studio8 (includes Macromedia Flash) 38000960DG 

Adobe Elements 4 AGC-
54018958RT 

Symantec Anti Virus Client 10.0.2000 License SGL-
10522833 

Ghost Client 10.0 SGL-
10485751 

WinZip NIC-N67 -0616 

(MEL) Press eLeaming - Desktop Win 32 Listed Languages lie/SA Pack 
M70-00098 VML 

Biz Talk Server Ent Listed Languages Lie/SA Pack MVL 1 Processor 
License F52-00434 

Content Mgmt Svr Ent Ed Listed Languages Lie/SA Pack MVL 1 Proc Lie V04-00057 

Data Analyzer Win32 Listed Languages Lie/SA Pack MVL HOZ-00031 

Exchange Svr Ent Listed Languages lie/SA Pack MVL 395-02611 
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Product Description Part# 

Exchange Svr Listed Languages Lie/SA Pack MVL 312-02356 

FrontPage Win32 Listed Languages Uc/SA Pack MVL 392-02065 

ISA Server Listed Languages Lie/SA Pack MVL 1 Processor License E84-00372 

MapPoint Win32 Listed Languages Lie/SA Pack MVL 021-00381 

MOM Application Mgmt Pack Listed Languages Lie/SA Pack MVL 1 Prcsr 
Lie M02-00072 

MSDN Ent Win32 Listed Languages Uc/SA Pack MVL 389-00153 
--

MSDN Unvrsl Win32 Listed Languages Lie/SA Pack MVL 534-02123 

Project Pro Win32 Listed Languages Uc/SA Pack MVL w/1 ProjectSvr CAL H30-00235 

Project Server Win32 Listed Languages Lie/SA Pack MVL H22-00478 

Publisher Win32 Listed Languages Lie/SA Pack MVL 164-02595 

SharePoint Portal Svr Listed Languages Lie/SA Pack MVL H04-00321 

SOL CAL Listed Languages Lie/SA Pack MVL Device CAL 359-00851 

SOL Svr Enterprise Edtn Listed Languages Lie/SA Pack MVL 810-01714 

SOL Svr Standard Edtn Listed Languages Uc/SA Pack MVL 228-01720 

SOL Svr Standard Edtn Listed Languages Lie/SA Pack MVL 1 Proc Lie 228-01721 

Sys Mgmt Svr Ent Ed Listed Languages Lie/SA Pack MVL 271-01147 

Visio Pro Win32 Listed Languages Lie/SA Pack MVL D87-01251 

Windows Svr Enterprise Listed Languages Lie/SA Pack MVL P72-00164 

Windows Svr Listed Languages Lie/SA Pack MVL P73-00202 

Windows Trmnl Svcs CAL Listed Languages Lie/SA Pack MVL Device 
CAL R19-00094 

Digital Image Suite Win32 Listed Languages Lie/SA Pack MVL S83-00062 

OneNote Win32 Listed Languages Lie/SA Pack MVL S26-00116 

OneNote Win32 Listed Languages lie/SA Pack MVL for Office SA S26-00384 

Press eLeaming - Develop Win 32 Listed Languages Lie/SA Pack MVL M70-00097 

Press eLearning - IT Pro Win32 Listed Languages Lie/SA Pack MVL M70-00099 

Project Std Win32 Listed Languages lie/SA Pack MVL 076-02036 

Virtual PC Win32 Listed Languages Lie/SA Pack MVL T31-00057 

Visio Std Win32 Listed Languages Lie/SA Pack MVL D86-01345 

Application Center Ent Listed Languages Lie/SA Pack MVL 1 Proc Lie D93-00215 

BizTalk Server Dev Listed Languages Lie/SA Pack MVL R04-00064 

Biz Talk Server Std Listed Languages Lie/SA Pack MVL 1 Proc Lie D75-00287 

BizTalk Supplier Acee! Listed Languages Uc/SA Pack MVL 1 Proc Lie G21-00034 
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Product Description Part# 
~· 

Commerce Svr Dev Listed Languages lie/SA Pack MVL Dev/Test 532-00725 

Commerce Svr Ent Listed Languages lie/SA Pack MVL 1 Pree Uc G20-00144 

Commerce Svr Std Listed Languages lie/SA Pack MVL 1 Pree Uc 532-00726 

Content Mgmt Svr Std Ed Listed Languages lie/SA Pack MVL 1 Pree Lie R92-00028 

Exchange Svr ExtrnConn Listed Languages lie/SA Pack MVL 394-00478 

Host Integration Svr Std Listed Languages Lie/SA Pack MVL 1 Pree Lie 660-00196 

Identity lntgrtn Svr Ent WinNT Listed Languages Lie/SA Pack MVL 1 Pree 
Lie R15-00007 

ISA Server Ent Edin Listed Languages lie/SA Pack MVL 1 Processor 
License F89-00452 

MBN Pro WinNT Listed Languages lie/SA Pack MVL V43-00042 

MBN Std WinNT Listed Languages lie/SA Pack MVL V42-00039 

MOM Ops Mgr Base Ent Ed Listed Languages lie/SA Pack MVL 
w/SQL2000Tech L09-00391 

MOM Ops Mgr Base Ent Ed Listed Languages Lie/SA Pack MVL 1 Pree 
Lie L09-00079 

Off Live Comm Svr ExtConn Listed Languages lie/SA Pack MVL U63-00005 

Off Live Comm Svr Listed Languages lie/SA Pack MVL U65-00044 

Off Live Comm Svr-CAL Listed Languages lie/SA Pack MVL Core CAL 
Promo Dev U64-00461 

Off Live Comm Svr-CAL Listed Languages Lie/SA Pack MVL Core CAL 
Promo User U64-00462 

Off Live Comm Svr-CAL Listed Languages Lie/SA Pack MVL Device CAL U64-00386 

Off Live Comm Svr-CAL Listed Languages Lie/SA Pack MVL User CAL U64-00416 

Project External Conn Win32 Listed Languages Lie/SA Pack MVL T76-00046 

Project Server CAL Win32 Listed Languages lie/SA Pack MVL Device 
CAL H21-00415 

Project Server CAL Win32 Listed Languages lie/SA Pack MVL User CAL H21-00594 

SPS Extrnl Conn Non Emply Listed Languages Lie/SA Pack MVL H32-00018 

SQL CAL Listed Languages lie/SA Pack MVL User CAL 359-01177 

SOL Svr Ent Edin Listed Languages Lie/SA Pack MVL 1 Pree Lie 810-01713 

SQL Svr Std Edtn Listed Languages Lie/SA Pack MVL 1 Pree Lie 228-01721 

Sys Mgmt Svr Ent Ed Listed Languages Lie/SA Pack MVL 
w/SQL2000Tech 271-01527 

T echnet Plus Single Svr Win32 Listed Languages Lie/SA Pack MVL R10-00017 

Technet Plus Single User Win32 Listed Languages lie/SA Pack MVL 099-00017 
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Product Description Part# 

Win Rghts Mgt Svc CAL WinNT Listed Languages lie/SA Pack MVL 
Device CAL T98-00826 

Win Rghts Mgt Svc CAL WinNT Listed Languages lie/SA Pack MVL User 
CAL T98-00827 

Win Rghts Mgt Svc ExtnConn WinNT Listed Languages Lie/SA Pack MVL T99-00395 

Win Rghts Mgt SvcCAL WinNT Listed Langs lie/SA Pck MVL CoreCAL 
Promo Dev T98-00923 

Win Rghts Mgt SvcCAL WinNT Listed Langs lie/SA Pck MVL CoreCAL 
Promo User T98-00924 

Windows Svr ExtmConn Listed Languages lie/SA Pack MVL R39-00387 

Windows Svr Web Listed Languages lie/SA Pack MVL P70-00013 

Windows Term Svr ExtmConn Listed Languages lie/SA Pack MVL R59-00354 

Windows Terminal Svr CAL Listed Languages lie/SA Pack MVL User CAL R19-00093 

Directorate Approving Authorities _____________ _ 
Authorized Federal approvers of requests for IT commodities or services are maintained by the 
Customer Liaison within the PMO. Contact hilary.1ackson@dhs.gov for the most updated list or 
to have an alternate approver added for your Component. The approver authorizes 
procurement or assignment of IT assets to the requestor and authorizes billing of these services 
and products to their Draw-Down account, as appropriate. 

Acronyms and abbreviations used within this document are documented below. 

A-LAN 

CPO 

OHS ISSM 

EOT 

10 

IT 

PMO 

O&M 

Non-secure Local Area Networ1< 

Information System Security Management 

Infrastructure Operations 

Information Technology 

Project Management Office 

IT Operations & Maintenance 
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OGG 

POC 

PR 

RFE/S 

ROM 

WCF 
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Office of the General Counsel 

Point of Contact 

Purchase Requisition 

Request for Equipment and/or Services worksheet 

Rough Order of Magnitude 

Working Capital Fund 

TE C.3.1-001-018 
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OEM Software 

See OHS Interactive Website for Software List 
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Inventory 

See OHS Interactive Website for Inventory List 

(Data Is provided with detailed Location information) 

TE C.3.1-003-01 
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See OHS Interactive Website for Facility Information 
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Future Years Homeland Security Program (FYHSP): 

This system provides a data warehouse of future year budget requests that are used to 
develop budgets for all of DHS 

CRCL Matters Tracking System: 

This system allows users to track external (non-employee) civil rights and civil liberty 
complaints 

TSA Matters Tracking System: 

This system is a customized version of the CRCL Matters. Its files and tomcat context 
are separate because of its customization 

MD 715 Tables: 

The system is a data warehouse of EEO data that is pulled from DHS Personnel tracking 
system which allows CRCL office to generate the MD 715 tables report for OMB. 

EEO Eagle: 

MBIT: 

This system allows members of each component of DHS (Headquarter, CBP, CIS, 
FEMA, FLETC, ICE, TSA, USSS and USCG) to enter complaint case related data into 
the Equal Employment Opportunity (EEO) System. 

The purpose of this tool is help DHS oversee, define, and measure all postal/mail 
operations in the organization. 

DHSOnline: 

DHSOnline s the corporate Intranet for DHS and the single source of information within 
DHS for news and announcements. DHSOnline has an easy to use content 
management interface that allows content managers from all of the DHS Components 
and mission areas to update content on their DHSOnline page(s). DHSOnline is 
currently used as the primary Intranet platform for DHS Headquarters, ICE and the 
United States Customs and Immigration Seivice (USCIS) 

DHSlnteractive: 

DHSlnteractive is the administrative collaboration tool for DHS. DHSlnteractive provides 
tools for sharing information across functional, geographical and departmental 
boundaries. All DHS employees and contractors can create work spaces on 
DHSlnteractive that allows them to facilitate the development and exchange of 
information using web based collaboration. DHS employees and contractors are able to 
sponsor people who do not have DHS accounts for access to DHSlnteractive. 
Workgroups can use DHSinteractive to share information with other government 
agencies, research facilities, etc. The DHSlnteractive platform will support up to 
Sensitive but Unclassified (SBU) content. 
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See OHS Interactive Website for Help Desk Ticket Volume 

(Data is too extensive to Include with Task Order) 

TE C.5.5-001-01 
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See OHS Interactive Website for Switchboard Call Volume Information 
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DEPARTMENT OF HOMELAND SECURITY DATE 

MATERIAL INSPECTION AND RECEIVING REPORT 

CONTRACT NO. 2. ORDER NO. 3. REPORT NO. 

4. MATERIAL AND/OR SERVICES INSPECTED 

5 CONTRACTOR 

6 MANUFACTURER 

7 PLACE OF INSPECTION 

8. CONTRACT LINE 
nATc~ QUANTITY 

ITEM NO(S) 
10. RECEIVED 10. READY 11. STARTED 12. COMPLETED 13. REJECTED 14. ACCEPTED (If applicable) 

I 
PREVIOUS THIS TOTAL TO 18. QUANTITY ON 
REPORTS REPORT DATE ORDER 

15. SUBMIITED 
19. ACCEPTED TO 

16. REJECTED DATE 

17 ACCEPTED 
20. BALANCE 

REMAINING 

21. REMARKS (Use Continuation Sheet for Additional Entries) 

22 INSPECTED BY 23. TITLE 

The materials and/or serices listed herein have been iinspected or certified test data has been examined, by me or under my 
supervision. The materials and/or services listed above as accepted conform to contract requirements. Those listed as rejected 
do not conform and may not be delivered, except as authorized under "Remarks." 

24. SIGNATURE OR NAME 125. TITLE 126. DATE 

DHS Form 700-21 (12-03) 
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Implementing Instructions for Compliance with HSAR clause 3052.204-71, "Contractor Employee 
Access" 

1. GENERAL 

Department of Homeland Security Acquisition Regulation (HSAR) clause 3052.204-71 requires that 
contractor personnel requiring unescorted access to government facilities, access to sensitive 
information, or access to government information technology (IT) resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract. 

Department of Homeland Security (OHS) policy requires a favorably adjudicated background 
investigation prior to commencing work on this contract for all contractor personnel who require 
recurring access to government facilities or access to sensitive information, or access to government IT 
resources. 

Contractor employees will be given a suitability determination unless this requirement is waived under 
Departmental procedures. Requirements for suitability determination are defined in paragraph 3.0. 

1.1 ADDITIONAL INFORMATION FOR CLASSIFIED CONTRACTS: 

formance of this contract requires the Contractor to gain access to classified National Security 
Jrmation (includes documents and material). Classified information is Government information 

which requires protection in accordance with Executive Order 12958, National Security Information 
(NS!) as amended and supplemental directives. 

The Contractor shall abide by the requirements set forth in the DD Form 254, Contract Security 
Classification Specification, an attachment to the contract, and the National Industrial Security Program 
Operating Manual (NISPOM) for protection of classified information at its cleared facility, if applicable, 
as directed by the Defense Security Service. If the Contractor is required to have access to classified 
information at a OHS or other Government Facility, it shall abide by the requirements set forth by the 
agency. 

1.2 GENERAL REQUIREMENT: 

The Contractor shall ensure these instructions are expressly incorporated into any and all subcontracts or 
subordinate agreements issued in support of this contract. 

2. CONTRACTOR PERSONNEL 

2.1 EMPLOYMENT ELIGIBILITY 

To comply with the requirements HSAR Clause 3052.204-71, and Department policy, the contractor 
't complete the following forms for applicable personnel who will be performing work under this 
tract as indicated: 



• Standard Form (SF) 85P, "Questionnaire for Public Trust Positions" 
• FD-258 fingerprint cards 
• OHS Form 11000-6, "Conditional Access to Sensitive But Unclassified Information Non­

Oisclosure Agreement". Required of all applicable contractor personnel. 
• OHS Form 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports 

Pursuant to the Fair Credit Reporting Act (FCRA)" 

2.2 CONTINUED ELIGIBILITY 

The Contracting Officer may require the contractor to prohibit individuals from working on contracts if 
the government deems their initial or continued employment contrary to the public interest for any 
reason, including, but not limited to, carelessness, insubordination, incompetence, or security concerns. 

2.3 TERMINATION 

The OHS Security Office shall be notified of all tenninations/resignations within five (5) days of 
occurrence. The Contractor shall return to the Contracting Officer Technical Representative (COTR) all 
OHS issued identification cards and building passes that have either expired or have been collected from 
terminated employees. If an identification card or building pass is not available to be returned, a report 
shall be submitted to the COTR, referencing the pass or card number, name of individual to who it was 

•ed and the last known location and disposition of the pass or card. 

3.0 SUITABILITY DETERMINATION 

OHS may, as it deems appropriate, authorize and grant a favorable entry on duty (EOO) decision based 
on preliminary suitability checks. The favorable EOD decision would allow the employees to 
commence work temporarily prior to the completion of the full investigation. The granting of a 
favorable EOO decision shall not be considered as assurance that a full employment suitability 
authorization will follow. A favorable EOO decision or a full employment suitability determination 
shall in no way prevent, preclude, or bar OHS from withdrawing or terminating access government 
facilities or information, at any time during the term of the contract. No employee of the Contractor 
shall be allowed unescorted access to a Government facility without a favorable EOO decision or 
suitability determination by the Security Office. 

Contract employees waiting for an EOD decision may begin work on the contract provided they do not 
access sensitive Government information. Limited access to Government buildings is allowable prior to 
the EOD decision if the Contractor is escorted by a Government employee. This limited access is to 
allow Contractors to attend briefings, non-recurring meetings and begin transition work. 

4.0 BACKGROUND INVESTIGATIONS 

1tract employees (to include applicants, temporaries, part-time and replacement employees) under the 
.tract, requiring access to sensitive information, shall undergo a position sensitivity analysis based on 



· ., duties each individual will perform on the contract. The results of the position sensitivity analysis 
ll identify the appropriate background investigation to be conducted. All background investigations 

will be processed through the OHS Security Office. Prospective Contractor employees shall submit the 
following completed forms to the OHS Security Office. The Standard Form 85P will be completed 
electronically, through the Office of Personnel Management's e-QIP SYSTEM. The completed forms 
must be given to the OHS Security Office no less than thirty (30) days before the start date of the 
contract or thirty (30) days prior to entry on duty of any employees, whether a replacement, addition, 
subcontractor employee, or vendor: 

a. Standard Form 85P, "Questionnaire for Public Trust Positions" 

b. FD Form 258, "Fingerprint Card" (2 copies) 

c. OHS Form 11000-6 "Conditional Access To Sensitive But Unclassified Information 
Non-Disclosure Agreement" 

d. OHS Form 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports 
Pursuant to the Fair Credit Reporting Act" 

Only complete packages will be accepted by the OHS Security Office. Specific instructions on submission 
of packages will be provided upon award of the contract. 

<idvised that unless an applicant requiring access to sensitive information has resided in the US for three 
.he past five years, the Government may not be able to complete a satisfactory background investigation. 

Non-U.S. citizens shall not be authorized to access or assist in the development, operation, management 
or maintenance of Department IT systems under the contract, unless a waiver has been granted by the 
Head of the Component or designee, with the concurrence of both the Department's Chief Security 
Officer (CSO) and the Chief Information Officer (CIO) or their designees. Within OHS Headquarters, 
the waiver may be granted only with the approval of both the CSO and the CIO or their designees. In 
order for a waiver to be granted: 

(1) The individual must be a legal permanent resident of the U.S. or a citizen oflreland, 
Israel, the Republic of the Philippines, or any nation on the Allied Nations List 
maintained by the Department of State; 

(2) There must be a compelling reason for using this individual as opposed to a U. S. 
citizen; and 

(3) The waiver must be in the best interest of the Government. 

4.1 ALTERNATIVE CITIZENSHIP REQUIREMENTS FOR NON-IT CONTRACTS 

For non-Classified or non-IT contracts the above citizenship provision shall be replaced with the 
'.enship provision below: 



~ 'Ch individual employed under the contract shall be a citizen of the United States of America, or an 
n who has been lawfully admitted for permanent residence as evidenced by a Permanent Resident 

'"-ard (USC IS I-55 1 ). Any exceptions must be approved by the Department's Chief Security Officer or 
designee. 

5.0 INFORMATION TECHOLOGY SECURITY CLEARANCE 

When sensitive government information is processed on Department telecommunications and automated 
information systems, the Contractor shall provide for the administrative control of sensitive data being 
processed. Contractor personnel must have favorably adjudicated background investigations commensurate 
with the defined sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having their access to 
Department IT systems and facilities terminated, whether or not the failure results in criminal prosecution. 
Any person who improperly discloses sensitive information is subject to criminal and civil penalties and 
sanctions under a variety oflaws (e.g., Privacy Act). 

Contractor access will be terminated for unauthorized use. The contractor agrees to hold and save OHS 
harmless from any unauthorized use and agrees not to request additional time or money under the contract 
for any delays resulting from unauthorized use or access. 

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT 

Before receiving access to IT resources under this contract the individual must receive a security briefing, 
which the Contracting Officer's Technical Representative (COTR) will arrange, and complete any 
nondisclosure agreement furnished by OHS. 

7.0 REFERENCES 

7.1 DHS Office of Security 

OHS, Office of Security 
Personnel Security Staff 
Attn: Ora Smith 
Washington DC 20528 
Telephone: (202) 447-5372 



DEPARTMENT OF HOMELAND SECURITY 

NON-DISCLOSURE AGREEMENT 

I,-----------------------' an individual official, employee, consultant, or subcontractor of or to 
___ (the Authorized Entity), intending to be legally bound, hereby consent to the terms in this 

Agreement in consideration of my being granted conditional access to certain information, specified below, that is owned 
by, produced by, or in the possession of the United States Government 

(Signer \Vil! acknowlt:dge the category or categories of information that he or she may have access to, and the signer's willingness to comply \\-'ith 
the standards for protection by placing his or her initials in front of the applicable category or categories.) 

Initials: 
Protected Critical Infrastructure Information (PCll) 

I attest that I am familiar with, and I will comply with all requirements of the PCll program set out in the Critical 
Infrastructure Information Act of2002 (Cl! Act) (Title II, Subtitle B, of the Homeland Security Act of2002, Public Law 
I 07-296, 196 Stat 2135, 6 USC I 0 I et seq.), as amended, the implementing regulations thereto (6 CFR Part 29), as 
amended, and the applicable PC!I Procedures Manual, as amended, and with any such requirements that may be 
officially communicated to me by the PCII Program Manager or the PC!! Program Manager's designee. 

Sensitive Security Information (SSI) 

I attest that I am familiar with, and I will comply with the standards for access, dissemination, handling, and 
safeguarding of SS! information as cited in this Agreement and in accordance with 49 CFR Part 1520, "Protection of 
Sensitive Security Information," "Policies and Procedures for Safeguarding and Control of SS!," as amended, and any 
supplementary guidance issued by an authorized official of the Department of Homeland Security. 

Other Sensitive but Unclassified (SBU) 

As used in this Agreement, sensitive but unclassified information is an over-arching term that covers any information, 
not otherwise indicated above, which the loss ot; misuse of, or unauthorized access to or modification of could adversely 
affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under 
Section 552a of Title 5, as amended, but which has not been specifically authorized under criteria established by an 
Executive Order or an Act of Congress to be kept secret in the interest of national defense or foreign policy. This 
includes information categorized by OHS or other government agencies as: For Official Use Only (FOUO); Official Use 
Only (OUO); Sensitive Homeland Security Information (SHSI); Limited Official Use (LOU); Law Enforcement 
Sensitive (LES); Safeguarding Information (SGI); Unclassified Controlled Nuclear Information (UCNI); and any 
other identifier used by other government agencies to categorize information as sensitive but unclassified. 

I attest that I am familiar with, and I will comply with the standards for access, dissemination, handling, and 
safeguarding of the information to which I am granted access as cited in this Agreement and in accordance with the 
guidance provided to me relative to the specific category of information. 

I understand and agree to the following terms and conditions of my access to the information indicated above: 

I. I hereby acknowledge that I have received a security indoctrination concerning the nature and protection of information to which l 
have been provide-d conditional access, including the procedures to be followed in ascertaining whether other persons to whom I 
contemplate disclosing this information have been approved for access to it, and that I understand these procedures. 

2. By being granted conditional access to the information indicated above, the United States Government has placed special 
confidence and trust in me and I am obligated to protect this information from unauthorized disclosure, in accordance with the 
tenns of this Agreement and the laws, regulations, and directives applicable to the specific categories of information to which lam 
granted access. 

3. I attest that I understand my responsibilities and that I am familiar with and will comply \vith the standards for protecting such 
information that I may have access to in accordance with the terms of this Agreement and the laws, regulations, and/or directives 
applicable to the specific categories of information to which I am granted access. I understand that the lJnited States Government 
n1ay conduct inspections, at any time or place, for the purpose of ensuring compliance with the conditions for access, dissemination, 
handling and safeguarding infom1ation under this Agreement. 
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4. I will not disclose or release any information provided to me pursuant to this Agreement without proper authority 
or authorization. Should situations arise that warrant the disclosure or release of such information I will do so 
·nly under approved circumstances and in accordance with the laws, regulations, or directives applicable to 

e specific categories of information. I will honor and comply with any and all dissemination restrictions cited or verbally 
relayed to me by the proper authority. 

5. (a) For PCII - (I) Upon the completion of my engagement as an employee, consultant, or subcontractor under 
the contract, or the completion of my work on the PCII Program, whichever occurs first, I will surrender promptly 
to the PCll Program Manager or his designee, or to the appropriate PCII officer, PCll of any type whatsoever 
that is in my possession. 
(2) If the Authorized Entity is a United States Government contractor performing services in support of the PCII Program, I 
will not request, obtain, maintain, or use PCII unless the PCII Program Manager or Program Manager's designee 
has first made in writing, with respect to the contractor, the certification as provided for in Section 29.8(c) of the 
implementing regulations to the CII Act, as amended. 
(b) For SSI and SBU - I hereby agree that material which I have in my possession and containing information covered by 
this Agreement, will be handled and safeguarded in a manner that affords sufficient protection to prevent the unauthorized 
disclosure of or inadvertent access to such information, consistent with the laws, regulations, or directives applicable to the 
specific categories of information. I agree that I shall return all information to which I have had access or which is in my 
possession I) upon demand by an authorized individual; and/or 2) upon the conclusion of my duties, association, or support 
to OHS; and/or 3) upon the determination that my official duties do not require further access to such information. 

6. I hereby agree that I will not alter or remove markings, which indicate a categoiy of information or require specific 
handling instructions, from any material I may come in contact with, in the case of SSI or SBU, unless such alteration or 
removal is consistent with the requirements set forth in the laws, regulations, or directives applicable to the specific 
categoiy of information or, in the case of PCII, unless such alteration or removal is authorized by the PCII Program 
Manager or the PCII Program Manager's designee. I agree that if I use information from a sensitive document or other 
medium, I will carry forward any markings or other required restrictions to derivative products, and will protect them in 
·he same matter as the original. 

I. I hereby agree that I shall promptly report to the appropriate official, in accordance with the guidance issued for 
the applicable categoiy of information, any loss, theft, misuse, misplacement, unauthorized disclosure, or other security 
violation, I have knowledge of and whether or not I am personally involved. I also understand that my anonymity will be 
kept to the extent possible when reporting security violations. 

8. If! violate the terms and conditions of this Agreement, such violation may result in the cancellation of my conditional 
access to the information covered by this Agreement. This may serve as a basis for denying me conditional access to other 
types of information, to include classified national security information. 

9. (a) With respect to SSI and SBU, I hereby assign to the United States Government all royalties, remunerations, and 
emoluments that have resulted, will result, or may result from any disclosure, publication, or revelation of the information 
not consistent with the terms of this Agreement. 
(b) With respect to PCll I hereby assign to the entity owning the PCII and the United States Government, all 
royalties, remunerations, and emoluments that have resulted, will result, or may result from any disclosure, 
publication, or revelation of PCll not consistent with the terms of this Agreement. 

10. This Agreement is made and intended for the benefit of the United States Government and may be enforced by the 
United States Government or the Authorized Entity. By granting me conditional access to information in this context, the 
United States Government and, with respect to PCll, the Authorized Entity, may seek any remedy available to it to enforce 
this Agreement including, but not limited to, application for a court order prohibiting disclosure of information in breach of 
this Agreement. I understand that if I violate the terms and conditions of this Agreement, I could be subjected to 
administrative, disciplinaiy, civil, or criminal action, as appropriate, under the laws, regulations, or directives applicable to 
the category of infonnation involved and neither the United States Government nor the Authorized Entity have waived any 
tatutoiy or common law evidentiaiy privileges or protections that they may assert in any administrative or court proceeding 
o protect any sensitive information to which I have been given conditional access under the terms of this Agreement. 
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11. Unless and until I am released in writing by an authorized representative of the Department of Homeland Security (if 
pennissible for the particular category of information), I understand that all conditions and obligations imposed upon me by 

•is Agreement apply during the time that I am granted conditional access, and at all times thereafter. 

. 2. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be 
unenforceable, all other provisions shall remain in full force and effect. 

13. My execution of this Agreement shall not nullify or affect in any manner any other secrecy or non-disclosure 
Agreement which I have executed or may execute with the United States Government or any of its departments or 
agencies. 

14. These restrictions are consistent with and do not supersede, conflict with, or otherwise alter the employee 
obligations, rights, or liabilities created by Executive Order No. 12958, as amended; Section 7211 of Title 5, United 
States Code (governing disclosures to Congress); Section 1034 of Title 10, United States Code, as amended by the 
Military Whistleblower Protection Act (governing disclosure to Congress by members of the military); Section 
2302(b)(8) of Title 5, United States Code, as amended by the Whistleblower Protection Act (governing disclosures of 
illegality, waste, fraud, abuse or public health or safety threats); the Intelligence Identities Protection Act of 1982 (50 
USC 421 et seq.) (governing disclosures that could expose confidential Government agents); and the statutes which 
protect against disclosure that may compromise the national security, including Sections 641, 793, 794, 798, and 952 
of Title 18, United States Code, and Section 4(b) of the Subversive Activities Act of 1950 (50 USC 783(b)). The 
definitions, requirements, obligations, rights, sanctions, and liabilities created by said Executive Order and listed 
statutes are incorporated into this agreement and are controlling. 

15. Signing this Agreement does not bar disclosures to Congress or to an authorized official of an executive agency 
or the Department of Justice that are essential to reporting a substantial violation of law. 

16. I represent and warrant that I have the authority to enter into this Agreement. 

17. I have read this Agreement carefully and my questions, if any, have been answered. I acknowledge that the 
riefing officer has made available to me any laws, regulations, or directives referenced in this document so that I 
1ay read them at this time, if I so choose. 

Typed/Printed Name: 

DEPARTMENT OF HOMELAND SECURITY 

NON-DISCLOSURE AGREEMENT 
Acknowledgement 

Government/Department/Agency/Business Address Telephone Number: 

I make this Agreement in good faith, without mental reservation or purpose of evasion. 

Signature: 

WITNESS: 
Typed/Printed Name: Government/Department/Agency/Business Address Telephone Number: 

Signature: 

This form is not subject to the requirements of PL. 104-13, "Papeiwork Reduction Act of 1995" 44 USC, Chapter 35. 
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Offero IT-I ' 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Transition Period 

(Government Site Rates) 

EAGLE 
Gov. Site , Discounted 
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I Overtime 
'Gov. Site 
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Hourly i. Proposed 1 Gov. Site 
I Hourly Rate , 

Extended I Hourly 
Price ** i Rate --- --- -- +----i- ------ -------------i---

! -----=- -~ ---j -=-=- _- . '. . . 
I I 

I 
' 

J_ -- -~- - --- __ ! __ 
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• 1 FTE equals 1920 hours 
" Extended Price equals Proposed FTE times Discounted Hourly Rate 
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OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Transition Period 
(Government Site Rates) 

PWS Sectio 

1_ Transition Period (6 months from date of award) 
--- - --- - ---]------------,-- -
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PWS Section TOTAL 

• 1 FTE equals 1920 hours 
" Extended Price equals Proposed FTE times Discounted Hour1y Rate 
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EAGLE FC2 Labor 

IT-I' , 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Transition Period 

(Contractor Site Rates) 

EAGLE 
Contractor . 

Offeror's Labor , Site Hourly . 
, I 

Discounted 
Contractor 
Site Hourly 

Cat_eg_()rie~ ____ ___;_ ___ Categori~ __ ;J:!-bor Rat; 
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Extended 
Price** 

PWSS£ 

Overtime 
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PrOject Manafl_er-_ ---- - :::: _ __:__:-:---- I r- ----- : -: --
~~:::~ ~::~~~~e:;:~JJr j -- ::::~-~----± ---; . -------~ -. __ -~--·~-~=~---==--::::.-=.-----
~~tik~ ~~ri-~~n~J~~ialist::::r ____ -------. .. ·~ I _-_-_--_ __:~,',, __ __ __ ! __ ·-_-_-_-::::- _

1

__ _ •• _ 

T echniCCl_I Writer/Editor -4. ___ _ _ _ __ --~---- ___ ::::_r_-_-_--_----__-::::_--~ =-·---
:rrain_ing Spec1~~t___ ___ , , 

1 Web Content Administrator ~-- ---- - - t- ~--- --- -- - - --- --- -r--~~------ -· ~- - ---- ----, ------
--- -- ---- j-

Dlsaster ReC()very_§pecia~st 
S stems En ineer 

-------,- -, _____ _ ---~-------- - ---+-----
* 1 FTE equals 1920 hours 
** Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 4 



Offero. 

EAGLE FC2 Labor 

IT-I -' 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Transition Period 

(Contractor Site Rates) 

PWSSt 

: Transition Period (6 months from date of award) 

Offerer's Labor 

,-------- ---- ---- ----- -- ---- -----

' EAGLE Discounted 
: Contractor i Contractor 
, Site Hourly 1, Proposed Site Hourly Extended 

: Overtime 
Contractor 

, Site Hourly 

Categories ___ Categories 
Junior Information Technologyf-

Price~ Rate __ 1 L_abo_r Ral!_J_ __ _FTE • _ __ 1__ Rate 
' I , 

"f~~nin9 S~cialist ____ '.__ _ 
Systems Administrator 
Voice Commul1ications-- -r- --
____ ------- - -; --· -- ------

Database Management 
1 

Management Specialist : i 

~~~'.~aj~~e~~PA~~lys~-~ -i- --~ __ -~--=-~ ___ -f-_--- =l-_-- ~~-----1- ---:-J_ ---~- ___ -
~~-~~~~:~fi~~:~;~!st -- - · ---- - ----- I- --- --:- ~-=-i~----- -- - :_ - - -___j- --· 

Communications/Network -1 -~--- -- -----1 --------~-- -----;-- -~------------i-- ---- - --

g:~:~f~i~:~c~a~~1~n -- -i-=--- -----=-~~[-~~- -~-~-~_:_-~ 1-=----- --=~-~---=-~- ~ ~--- --
~:a~a9Z~~t=~~~ec;hnicia~---_ ~---__ -. -+--=~--_r~ · ------;- -- - , ------ ------- -- --
Hardware Technician ·--,--- ------ ----- r--- -~- . --:~------_:_I-___ ==~-·-- --
SeniofHardwareTectinician -1- ----- --r--- - i--· __ T __________ - ·-----
lAN/Des_ksideSupp()rt~ ----- - I -- · 1-· -- -- - -- -- ----- --
Help Desk Manager . --- - - - --. --- - r--- . ---1 - -- --- ·r - - ----, 

Help Desk Specialisf ---- - --t _, -- -- r----- -- --
Sy-stem Operations-Man-ager ---- -- ·----- ---, --1 ·---

---+-- __j i System 6i)erator --- ---- · 1 -- · : · - --- -

Junior Systems AdminlSirator - - ··-·--+- '
1 

· ---- -- - T 
PWS Section TOTAL 

• 1 FTE equals 1920 hours 
** Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 5 



Offero. 

EAGLE FC2 Labor 
Categories 

Acirnir11strative SP;ldallst 
Sr:c_A_dmirii_strative SpeciaBst _ 
Computer Systems Analyst 
Associate configuration- - -
Management Specialist 
Intermediate Configuration 
Management Specialist , 
Cead configuration-- · - --; 

"'1anag_er:nent Specialist_ ! 

IT-I .\ PWS SectiG 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Base Period 
(Government Site Rates) 

Base Period (12 months from date of award) 
- -- - ---- - --- ---- --,,-------- -"-·---,,- --- ---

EAGLE ' Overtime 
Gov. Site 1 Discounted 1 

i Gov. Site 
Hourly Proposed i Gov. Site Extended i Hourly 

_ ~!_abor Ra_t_T _FTE _* ___ j Hou_rf}t~atej_ P_rice ** -----+-----Rii_tl) __ 

---- -------- i - - ----- ---,------- ~---t- - - --+------
t -- i ~=-i= __ -_:_r_-==- -r-

, I t-- _ _)_ __ - ---

Offeror's Labor 
__ __Catl!jlOrill_S 

' J_ 
I 

' I · ---r -- -- I ------- -i------- - ~-----

' 

i I 
___ __,!__ --- ---c _L _ ---t I--

Database Analyst/Programmerl ' ' ' 
lntormationResource - --r -- -- - , -r-- t -- ----, 

_J __ _ 

~~~r~=tfu~n~:£h~~~~y- --f -- ----- ---- + -+ --- ~-- ( _____ J 
Junlclritsecurl&s_pecialistj =-_~ _ _:--- -1 --- ·-. --1- ---- - --1 --- - +-
senio_r_IT Secu!ity Specialist I -·--+--1

1 

-------.----_--_--_· ___ ·-rl'·- ____ -__ -__ -_-_-___ 

1
-j __ -_--_ -_-~__:_-_ ~ P.rclject Con_.-frol Specialist --_ ~_, - _ -. _ - - --

1 

---

1---
ProjectMana-ger- ----- - -- --- - - ---- , , - - 1 -- ----- ; ------

ou_iilliy)1~suranee Analy~t - ~--- = =- - r-- --T_ -- --·· 1 ___ ---_J:- ==--~~=--
~~:::~~:~~a~6e~~r:i:si~ l_--=---= ~ -_- ~---=r- _ __:_ -+- -~ -

1 
- - - - -!-_---=-----_:_____ ~---=-=~ 

;~~~~~:::~r~~r~--t- ---·- --~---1 - i-------T --1=-- --- 1- ·-_ 
WebConteri!Administrator 1-- - ------ ---- -~ --,--- ---1-- --- -+-------- --1 ----
Disaster Recovery S-pecialist I -- --- - -- + - -- - ---- - ---- i - -- -1 
s-sterris-En ineer- -·· --- -r- ----- -- 1----- - ----r- - - -"-- -1--

• 1 FTE equals 1920 hours 
** Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3. 104 6 



IT-I ~ 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Base Period 
(Government Site Rates) 

PWS Secti' 

Base Period (12 months from date of award) -,----------- -- --- ----- ---

' EAGLE 1 Overtime 
Gov. Site Discounted ! Gov. Site 

EAGLE FC2 Labor Offeror's Labor Hourly ' Proposed Gov. Site Extended 
Categories _Categories_ Labor Rate ' FTE • ---'_H_ou~ROlte ____ f>rjce •• 

I , Hourly 
! Rate I ____ --

Junior lnformatio-n--technolo9Y :--- - ----- - · 

~?s~~~s~~i~~¥rator=-----=:-- - ----- -=~~-- -=~-·= -!--- =-=,------~- 1-=· 
Voice c;_omrnunic;ations _ _ ______ . -~---- _ __ _ -+ ··--- _ f _ _ _ 
Database Management 1 

ManagementSpecialist _ I I _j__ 
System [)evelo_per _ _ ___ , ____ _ _ ---·-- - --- [---- - +· - ' 

~~~ji~~i~f:n~~~{!~rk -~ - -~~ ---'.---=- --1 ===- ~ ~-=-----= --, --------:-:=-_-_] ____ _ 
Communications Specialist · · I ·· --r-
Communieations/Network ---- --- --- --- ---- ---- -----,- -- -· -- - - - - - - -- --

g:~:~~~=~{ ~:c~a~~~r, -- .- ==----- --·· =---=--=-=---~-~---- -- "---- -----,-
~;eniorbeploymen!Tecllnidani-- - - - - -~- · ---! - --1-~-- - J ---+- -
Hardware Specialist____ --- - - - _J__ _ _ J 
Rarciware-Techn1cian - , ___ ····-r-_ ------- --L-
-s-efilOf-Hardware-Techniciafi-- · - - --- -- 1 -----1-- -- ---- --
IAN/Deskside Support-··-- -- --- -- - -----+- -i - --
Help-Desk_M_anager - --- · 

+­Help Desk Specialist --- ,-- ---- -
System Operations-Manager · - - - - - -- - ----··----- ·----__ , -- ----- ---
System Operator -- , -- --- - -
Junior-$YstemsAdminTsirator~-- ------ , ____ ; ·---i __ ' 

PWS Section TOTAL 

• 1 FTE equals 1920 hours 
•• Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information -see FAR 3.104 7 



Offero. IT-~ ' 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Base Period 

(Contractor Site Rates) 

PWS Section 

Base Period (12 months from date of award) ----------, - ,,-~-----.----- ~~--------- ~ =--

EAGLE Discounted 
Contractor : Contractor 

EAGLE FC2 Labor Offeror's Labor 
1 
Site Hourly ', Proposed Site Hourly Extended 

Categories Categories i Labor Rate FTE • _[_ _ _ Rate ' Price ** 

~c~:i~l~~~iir:t~~§;:~~list ~·-- --=~ - --_- --- _[=-=-~=-~~-~-~ : 1 
-----

Overtime 
. Contractor 
' Site Hourly 

Rate 

computer System_s An_<lly_st c- ~-- __ --7 - -,----
~~~~~:~~~~~~~;---- -- --- _J _ r- -- -~~ - ---- - - --- -
Intermediate Configuration ,1 

Management Specialist 

---+--
l..ea-d configuration ------

Managem_ent Specialist_ __ 

' Database Analyst/Programmer I 

-i-
i 
I 

I I 
---------1 

Inform-alien Resou-rce-- · ---- - -----1 

Manage_f!11l_nt A_nalyst ___ 1 __ _ _ __ J _ j 

----1-----

-----:-----
lnformaticmTec;hnology __ --+ _________ _i 1,. ---=~ 1':_------J_unio_rlT §~urity Specialist ,__ ____ _ ____ ~ i 

- - -- -~ ---------- - t' I-

~fc,}t{~~J'tifbj_ri~~~=~~~list -,--- -- ----- :---~--- __ --:__-f---=--=--~-- -------
Project Manager - - - - --- - - -1- - -- -- 1 ---- --- -T ------j--

ouality Assurance-Analyst - ' - ----1 - ---+---

ouality-Assuance Manai)er- , -----

1

, -- - __ , 

Quality Assurance Specialist---, --- -- --- -:- - ---- ·---.--
Subject Ma-tter Expert- -- : · ---- -i --- - i ---- -------

£i~~E~:ti~~::::r~~r~~--- --~-=-~ -L=-=-~ -"-=~~-~=~- --- -:~-- _-- ;-- ---
Disaster-ReeoveriSpecialist ' --- - -- ---:- ---- --i- ----- -----
s stems-En rneer -- --- - - - - ---- ---+--- --- --- -- - ------

* 1 FTE equals 1920 hours 
** Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 8 



Offero. IT-~, A 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Base Period 
(Contractor Site Rates) 

i 

PWS Section 

! Base Period (12 months from date of award) 1-----------1-- - --------:-- - ----- ' -----

EAGLE ! , Discounted . Overtime 
Contractor i Contractor Contractor 

EAGLE FC2 Labor Offerer's Labor Site Hourly : Proposed Site Hourly Extended I Site Hourly 
Cate9ories __c;ategories __ _L,_abor Rill~- _ FTE • Rate Price " Rate 

JuniorTrilormation Tecflnolajy;--
1 

- --1 ---- 1
---

Training Specialist '1 I 1, 

~f~~~~~~i:i:~]3l~~::: ~-=-f_ ----- ~== 
1 

-- ____ :___ i--
~:~:;:~~~~a:,,ec:~~l__ ---+--- ---- --1 - -- - I -r ---- _,___ -r 

~~~\~~s~t~~~~~alysL_:_:_ L-= ~--=- ----=-=-1- ______ j- ____ ~t'· ----------=-
CommtJ_nj~ti_cins Network 

1 
___ j __ L __ __ _ 

Communications Specialist ' ______ 1 _____ _ 

g~~:~~~t~~~:~~ork - _: - - ___ - 1_-:_:_ _ _ --·: _ ·-- _)____ ,, 
Deployment Technician --~ -- -------r- -- 1---- --t- - --, -- --
SenioriSeployment Technic1anl -- ---- -------r --- --t--- --+· -

1 

!-
Hardware _§pec~st _ __--::-;-::::-_ ---:-_____ ---:-_---=. i=-- --T ---- - - -- --- ·-• _ _ l -- __ 

~=~1~a~~~~a~~1f:~hnician 1 
--- ----:-:----_-:::J,·, - _ --- __ 

1

1

1 

-· _ - -~I- ~---=~ •- ---- -----t -- -
LANiDesi<side support - -1 - -- - - ·--- - -- ---- -

Help Desk Manager - -~--_ -=----=-l ___ _:::-----:. __:---:--:::-:__::: 1-~ ~-- -:- -
Help-DeskSpeeiallsi _____ - ·~ ______ .·_-_-_-___ -_---+ .. _ _ T1. _______ +-I _ "----- ---sYsteffiOPeratforlSM-8n89er _ 1 _ ---L ~-----·--- ------, -
System Operator --- - --+ · r- - ----- 1 

JuniorSystemsAdministraiOr t-- 1- - ---1~ __ -j L_ j -- -

-I -------
--~----

--+ -----
-1----- _J__, __ _ 

--:--

PWS Section · TOTAL 

• 1 FTE equals 1920 hours 
" Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 9 



Offero. IT-t ~ 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Option 1 Period 
(Government Site Rates) 

EAGLE Option Period One (12 months ) 

PWS Secti< 

EAGLE FC2 Labor Offeror's Labor : G~~~~~e ~P~~~sed FTE: ·oi::~~:i -, E~ended l ~~:~~~= 
Administr~~~~~~~list ---, _ _ _ Ca~eg::e: _: L:bor ~at::~=_:_-• !

1

' _li_ou_rly Bat~___l'ri_<:_e •• __ 1-_ ~~llrlX Rate 

Sr~ Administrative Specialist - 1----- l 
Computer Systems Ana!Y~l - - -- - ----: - ! - -- - __ 

1 
Associate Configuration ------,-- ---~I -- ----- 1 L 
Management Specialist _ __j_ _ _ -----+ _ ____ :, _____ _ _ , _ 
1ritermediate configuration- , - ______ 1 i 
~e:~a~~~t;~~::iali~t__ ______ +----- ___ -+-
fl.1<Jn_<1gement Specialist _

1 
_ -j _____ ___ l _ --r--

~~~~!:~~~~a~~~~f~ogranim~ _ _ __ --1- ________ i _ _ _ -+- _ !---
Management Analyst ' I i 1 

~~~{E~~~e:~fyn~~~al~~1= __ - _ ~_'I'------ -u ~ -~ l,-- ------------~-- --~-----~---+---_-__ - _- ___ ----·-- -_-_ - - -- -+ -
seiilor IT secun!Y specialist -- 1 

- , 1-
Projeci ConTrOi Speoal!St -- 1-- ------- ---- i +--- -
d~l~~~!sifr~~~e ~~afYst~ '._____-_--=-: ~=-=--=-~t=---_:~-~ -~---=----=- +---- ----=-·-- ----__ 
O:ualitY AssuanceManager -- -- - - - -- _ -=J_-=--:_- --

1 

___ -=:: J=~~l, ~-----:= -I__:___::_ 
Quality Assuranee-Spedalisi- ---- ------ - -- ' ----t 

~~n;,~~~:::ram, -; ~-- -~- .~• · ·1 ~~= '~. · -;_~t ~--· ,·.· · .. ~1 --= 
I I -

---:--
--1-
---+ 

Disaster Recovery Specialist __ --__ --___ -_____ ---_-__ ~ = l. ___ -___ - - l - - -_- _- (:_-_-- --::__:::__----:J~_-_-_ -=---=~~-------Systems Engineer _____ --~ ,_ - ----

JunTorTriformallOn Technology-, - - 1 i 

Trainin Specialist I , 

• 1 FTE equals 1920 hours 
•• Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 10 



Offero. IT-I A. 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Option 1 Period 
(Government Site Rates) 

EAGLE Option Period One (12 months ) 

PWS Sectil 

, Gov. Site 
1 

-- ;- Discouilt&d-! - - --- -- ' - overtime--

EAGLE FC2 Labor Offeror's Labor : Hourly : Proposed FTE i Gov. Site ! Extended i Gov. Site 
Categories Categories _ _ ! Labor Rate ,_' _ • __ J Hou_rl}'_Ra~ l Price*'__i Hourly Rate 

0~~~:~5a~~~Ri~~~~s - ----- - - ---1- - _J - - - =--]-- --- ;-- -- -- 1 --- - --
Database Management - --- - ---,----- i ---- --+ 

Ma_nagement Si)_ec1a11st _ ___ _ _ __ _ _ ~ _ __ _ __ 

System [)eveloper -----~- ___ ---~--__ --_-- __ -_-_- -.':_-_ _ ___J___ 
Business Cas<l_fln_aly~t - - _ i 

Communications Network ---:-- --- - ------ -J_ - --- - -
g~~-~~~::::6~~~~~tj~~---1 -==~~--- --------1 - -~- ---- - -1 -=-~r -----= ~ =--=-
oe1:i10y:r11_ent Mana!ier __ _ ' ----~- == :__=~ -r - __ [ __ r- --~ -r::_-:_:__ __ f 
~=~1~;t;~~~~~~~Jt :flrnClan-1-- ---- ---- --t ~ 1 ------------=- ~ _::::::-___::: ~ -=--r -_ _ __L _~ 
~:~~~~;$~~~i~n_~-----~-=----=-----=--=~t _ . L -- l--~ -1~----=---1----
~~}be~~~~;!~u::%nicia_n J_ _ ___ _ __ _ _ - -j _ -i _ __ 
~::~ ~=:~ ~:~fi~t -- -~r_ _:-__::__- ==----=---:- J_-- :-_::- -r----- 4--~ -=I ---- _ [ _ --
System Operations Manager _ --- -- - - 1-- ---+ - -- - - 1-- i -- ----r- --- -
s}'steriloperator-- --- - --- --~~- - - _ - ! --~-1-- -_-_-_--::-:_::_r_::-- --- --, - :-- -- ---
Junior Systems Administrator : I -- ------t-

PWS Section TOTAL 

• 1 FTE equals 1920 hours 
•• Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information -see FAR 3.104 11 



Offero. 

• 1 FTE equals 1920 hours 

IT-t- A 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Option 1 Period 

(Contractor Site Rates) 

•• Extended Price equals Proposed FTE times Discounted Hourly Rate 
Source Selection Information - see FAR 3.104 

PWS Section. 

12 



Offeror. __ _ IT-t\ ' 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Option 1 Period 

(Contractor Site Rates) 

PWS Section: 

Option Period One (12 month.c_s,~) ~-
EAGLE --- · T-Oiscounfe<t · ---- - Overtime -

Contractor ; Contractor Contractor 

___ EAGcL!~~~~=b:r. _ . o~;;~~~;or ~:~o~~~~ Prop~~ ~J_ StteR~;eurly ~P_xtn_~c_:_d,:d c __ s_tt_e_,:.:;eurly 

~~ii~i~~n~~;~~;tTechnol~~' ___ _ _ _J _ _ __ _ _l __ ·- ______ _ 
~~~~~~~~i~i~t~~~- ! ---- - --·· r- : :--

___ -- ---- -- - - ---- ----- ~------ '--.----~-----,-- ,_ ---

Database Management · 
Management Specialist , [_ __ 

System Develor)er -· .- -~- --· ·--r-- ·---;- · 
r f- - _j___ 

sl.JSlness Case Analyst ---~==-=----= ---=----[_::::--_-_ ~=~- \ __ .. -
Communications Network- · I 

-"--
1 

' 
' 

1-­
[-- - -

-11 ---- - - -----

'Commun!Cationssr}eclalist I _____ t-- ~-::-:::: 1 --_-::__-__ --:::: _:_ 
com-municatlons!Networl< -- -- - - - - ----- ,- -- -

D~eployme11_tM_o:lnager- - --_ --~ - - -~------~---- ___ _ --=__:_- +~-- -- · 
[)eplo_ymentT_ElC:hf1ician _____ ·---- --:-- .. ---- -i--- ___ 1--·-- _ __ __, ______ _ 
Senior Deployment Technician. ' 1 

rHardwareSpecialisi-------------··--- - ~ ---· --,- -- -1-- ----·'·--·-- ---
Hardware technician- · --·· -- --- - --1 -- - +- --- --+- t--- -- -
f1~7~~rs~::~u~~~nician __ .. _ :::: -~ --== +--. =1~--==- ·~ r _--_ --=- .. -::::- -=-+---
Help-Desk Manager -- - - -- · ---- ··--- -----,-- .- - +- -- I · - - --·· 

--- ---- -- - - - -- ------ ·-- - - . --- -1-- ___ ,__ j ___ ----·---- ___ j __ ---
f:leip_[)es_kSpecialis_t __ _ _____ · ______ ,___ _ .. L ___ ___'___ _ 
System Operations Manager I 

1 

1J~~~fsfs'l:~l0~dmmTstr~tor ----~~--= -~- ~-~·- ____ ::::- -~- --- ---------=----~~ - -
PWS,Section TOTAL 

• 1 FTE equals 1920 hours 
•• Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information -see FAR 3.104 13 



Offero1. ___ __ IT-II.- .A PWS Section: ___ __ 

EAGLE FC2 Labor 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Option 2 Period 
(Government Site Rates) 

Option Period Two (12 months ) -:- ------ -- 1- ~---- -- i- - - -

I 

I ·1 

Gov. Site I Discounted. ! Overtime 
EAGLE 

Offeror's Labor Hourly '1 Proposed '· Gov. Site I Extended I Gov. Site 
Cate~ories _ _ __,_ Categori_es ___ __ -t-Labc)r_~atel-- __ FTE._' _ Hourly_ Rat!t_ Price_•• __ '!fOIJrlY Rate 

AdlTiinistratjveJ)_pecialist __ J __________ 
1
. ·-- __ r- __ . ____ 

1 
______ ! ____ _ 

66~i-m~~i~:::~~~~l~t + -- -- -- - - -: - -- - --- -1 - - -- t --- - -+-- - -
Associatei.::onfigurati~ -1-- - -- - - - --- 1--- -- --+ -- -- ----- ·- ---- -- ---- -
~~;r~~~~t~~f~t1;:;ion -~-- - -- --- ---i + ---- -- -- --
Manaqe111erit_S~cicllist_ . ___ L ___ __ 1 

1 

Lead Configuration I -- -- --- -T i- -- - - -t--
"'1~nagement_ S_pec;ialist __ _ _

1
__ __ __ f- . _ _ _ i _ _ _ _ _ --- J_ -- .~. 

Dat<1b<3se A_nalysVPrqir_afl)me_rj ________ . .~ __ I__ _I_ ___ _ __ __ _ __ __ 
Information Resource 

1 

I I ': 
Mamigem('lnt A_nalyst I + I 1 

r~~~~t°s/l~%e~~~t==L ____ --_ ---·~ _ --=-1=_ u--~--~+---- --~- i ~~ =1- - ~--t =~. -· =-
~~~=~{~~~~~~;~cialist_---~:--------~==-=- -~=-t-= --=-!= =-= =~ t= ~~~:=i=_-_-- _ +-_= __ _ 
Quality Assurance Analyst . . 1 . I 1 .. f- . 1 -- · 

_, __ ,, __ 

-~----- ----1-
Disaster Recovery Specialist s-StemS-Erllnee-r---------r--- -------- 1 , 

* 1 FTE equals 1920 hours 
*' Extended Pnce equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 14 



Offeror: ___ _ IT-NI... A 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Option 2 Period 
(Government Site Rates) 

PWS Section: 

L _____ _ Option Period Two (12 months ) 
I --- -,-- -- ----

1, ' 

EAGLE 
Gov. Site 

EAGLE FC2 Labor Offeror's Labor Hourly Proposed 

I i 

i Discounted ! 

1 Gov. Site 
1 

I Hourly Rate' 
Extended 
Price** 

Overtime 
Gov. Site 

Categories _ .cat~ori~-- · Labor Rate 1 FTE * 
J-U-niof fntOfmaffcin-TechnOlogy ~ -1 -------- -.-----"--- - i- --- ··- Hourly Rate 

Traini11R_~P<Olc1a1ist I __ 1 
System~,6.dJ11irlistrator ... -'- _ _ --· -~ . __ ~-- --i 
Voice Communications ' 

- ----;- -- ----

' - -- -~-

-------- -- --- - I -- --- I --- -- --- -

Database Management I I I 

Management Specialist 1 

System D."'Je~ope.r_ __ -__~ =-_:_ __ ___ _ ___ -~j_ ==-= !- ---=---=--t=~-= _:_-_~ 

i 
'-+----

I 

i:__-::_ -----
Business Case Analyst 
Communical1ons-NetWork- --,, -- -1 1 I - - L- - - 1 - -

communications Specialist-- --- ---- --, -- ' -- -~-- - -i --- ----,--- ---- --
~oll1-_municatl0ns}NeiWork - ~==--===---.~· =---=~- ... _:_:_::---~- .- ___ ;-:::__-----:-~~:~-
Deployment Manager I ' 1 ' 
- - ------ ------ ----- ----1-~----------------------+--~ I----- - --!-- -----~---;--- ----- -+----
Deployment Technician · .. . . i 1 

1 

senior Deployment f~hni~<>n)_--::-:::___:-::---_--~=---L · __ --~ _ _ ---_r=:-- -1_-- ------:- ---
~~~~:=~= f=~~~~n- - ~ -- ·-- -- - j_ - - - -r- - -t ··---· j -- -----
Senior Hardware-TechniClan- ---··----- ---··· ---+-- --- ,-- --r- · --- ·r-- --- ! 

. ' ' Lllr'J1oesksiciesLiP-P0ii ,_. - - ·-- -"- -- ··-,- --- -~- --- ----
Help beskManager ·--- -, - - - - - - ~ -- --- -- -j - - ___, -- - --
Help oeskspeciallSI ___ , ___ -- - - --,-· -- __)_ -- -1 - -- - - j1 

-- -- - -

~~!::~gfe~!:~rns Maria9er~ , ~- --1 - ~-~ ~~s-~_ -~-~'.·.·.11- -_ -_ --=:_l1-~- - . . ~: . --
Jurilor systems Administratorr-- - ___ j 

PWS Section . TOTAL. 

• 1 FTE equals 1920 hours 
•• Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information -see FAR 3.104 15 



Offeror: __ _ IT-NuvA PWS Section: __ _ 

EAGLE FC2 Labor 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Option 2 Period 
(Contractor Site Rates) 

Option Period Three (12 months) -r --- .. ----- ·---- -
i Discounted 

1 
1, Overtime EAGLE 

: Contractor I Contractor 1 i Contractor 
, Site Hourly ', Proposed Site Hourly I Extended 1

1 

Site Hourly Offeror's Labor 

Adrninlstr~iv~~~~~list-- r-- - c~~o_ri_es_ __· La_1:>or~al!, __ FTE* i--R,<1l!_ +_Pri_ce*' ·- i, Rate 

srAdf11irnsifative_si)eCia1iscr -· -_: ~ _ ----+- ·--:-+--~--·--~ -.· -==i _ __ 
1- ----- r --- --Compu_ter Sys_tems ,O.n~ly!;t_ _ , . _ +-- _ 

Associate Configuration T -i, I 

Management Specialist 1

, 

~termediatet~onfigura:ion -· r -- - - -!- -1 -·---- i-- ' ---- i ---- -

~;:~~:~!~~~~::~:!_ -~r-=--- --~- ··-- __ r ___ I - -- : --~ =-
I I ! ' I 

~1~~~'iti~~~~~~f~~rarl1merj--- __ ·--··-···· [ _____ j ____ +--- ___ .--1----- __ L --. 
~f o'i~~t:~rit :C~~~~~Y -- +-- -- -t -- - __ I - +j! --- ·· -- r--- . =- . -.I . -:::__ _ 

Jurnor IT Secunty Specialist I -- --- ----- --- 1---- ·--1- -"-------···-- - ---; 

~~~~i:l~:~r~:~~f~:t_l-=_---- ~·=-·=- - --~~~~-~ --- -L~ --=~~- ---=~ --+ _--~-- :~----
~~=f~;:;~~;~ i:~~Tut--t-----~- -= =---. . :~ -~=~- I- -=H 1--- -- _: -l ~ --~- :-~~--
§ublec_t_rviatter E_XP,E',rl __ ! _ _ _ _ .. _ _ _ __ ·-" -~ _ _ _ i _ .. - l __ I 
'fechnical Writelr/E_dilcJr ___ --+-- __ ···-- __ _ _ ____ _ _ _i __ ---::=__ ··--· _ __ i _ __--;- ------- . 

~::~~~~~~~~i~~a~i~~!- - -- ·· =::----- · -_j~~-= ~~-- -=l~-=~ :-}~== =-
S-sterns-En illeer___ f-- - ·- - -- , --,-- ·-- i-- ·- l ·- !---- -

• 1 FTE equals 1920 hours 
** Ex1ended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3. 104 16 



Offeror: __ _ IT-NlJV'A PWS Section: __ _ 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Option 2 Period 
(Contractor Site Rates) 

Option Period Three (12 months) -- - !--~- -- --- -.------ -- -- ~----

. EAGLE Discounted Overtime 
I Contractor i Contractor : Contractor 

' EAGLE FC2 Labor Offeror's Labor 
1 

Site Hourly i Proposed Site Hourly Extended I Site Hourly 
_ __ _ Cat!_!j()ries _ _ __ , ___ Categories Labor Rate 1 FTE • 1 Rate _!"rice__: ' Rate 
Junior Information Technology I r- - -- --"-- -- i -- -- --1 -~, 

Training Specialist i 1 ' I , I 
rSyst!_mS Admi_rl;strat():r-· - -; -- - ------ -- -- 1- - --1 -- r--- --- i -- ----- -- --- -
Voice_Cornmunications ---- r~-= --=-- --~=--------=-~------L-= ~·- -__ r ::_-- - =1

1-- L~L--_',,-- ---+ --- --I- - -- -- I -- ---

Database Management ! [ I · ! 

Manag_e111_ent Specia_list __ --,-- _ __ __ _ +- ____ 
1 

_ ___ - + _ _J_ - - --- --

.?ys!ern Developer _ _ -------, ___ __ __, _ _ _ L __ --+ _ -----+ ____ , 
El_usine~s_Case_Analyst _ _L__ _ _ __ ----1- ______ I ___ -r- _ i, _ ___ ' _____ _ 

{~~~G~:~%~~~~~°a'.i~s1-1-- ----- -----1- ---- 1-- t - - +--- ---- --
com-municatlons/Network -- r- --- --- ~- -- -
Deployment Manager- - ~- - - - ---- - t --- -
beptoYffientTeGhnici3rl- -----,-- -- -------- --- -- - 1---------

Senlorbeployment Technician!- - -- - -- ~__--_:__ _ 
Hardwar~Specialist--__ -----i~~=-- --1 - --
Hardware Technician 
Senior Hardware TechniCian' -- ---- - : , I 
LJ\N/Deskslde Support - -, ----- --_ _ -:___i _ _:___ __ -::-::_r ----- -- - -+=- -- --;-- ----- ,-- -- ---
~::~~~~f~;~~~~~t~--:- --t---~L~------- ---- f-- -- - - j- -t - -~-----::_:-=-
system -Operations i·lanager -t- - - -- - -- - ! - -- -1- T = _ j_ --- --1- ~~ 

~t~!1-~li:~l0~dm1rnstrator +-- -__ --:--____:~-- --L-_ _:_-:---_: - __ --- j:_--:- _j -=------~-_j_-_ 
I _______ J ,_ -- ---

PWS Section TOTAL . 

• 1 FTE equals 1920 hours 
- Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 17 



Offen IT- A 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Option 3 Period 

(Government Site Rates) 

PWS Sectior, 

_Op!i_on f>erlod!_hree (12 months_) __ _ 

EAGLE 1, 

Gov. Site Discounted f 

EAGLE FC2 Labor Offeror's Labor , Hourly 1

1 

Proposed Gov. Site ', Extended 
__ ,<::ateiiorie~_ ____ _ _ Cate9()riei;__. l_L,~bor,Rate • _ FTE_• _j__l:!ourly Rat~ _ _Prlce .. 

Overtime 
'Gov. Site 

Hourly 
Rate 

AdfT11_nlstrat1v€!Spec1<1lis_t l ____ __ -+,----·· ]_ __ -·-·-·· L_
1 

----'1---
Sr. Ad_mi·n· istra~ve_~j)Elcialis .. t 

1 

__ _ _ __ ____ _ ~ __ 
1
. ____ -~ __ _ -~,- . 

~~~~;~~~n~~:~~~~~lyst I ···---- -------- -- ----- -1-- -- :-- - :---
lntermediate-Configuratio_n_ .. -1-· ----------- ·· ,-- .--T --i · 
Management Specialist I j _ 
Lead Configuration- --- ;--- ·-·---- - - - _ __,_ i - 1.--
Management Specialist , __ J_ _ _ _ _ _ _ I ! _ __ _

1 
Database AnalysUProgrammerl ' i 
lnformaffon-Resource --· - --- - --- --- i --, ---- ·- ·~· - -1- -- L- -

M<inagement An9lyst. -· ___ __ .. ___ . ___ I I _ L_ _ _ _J__ ___ l- __ 
lnforrn_ation Technolo\!y_ --+ ·--- _ -------· _J_ _ ~ ·-- __ ] _ --+ _ 
J_uniorlT Security §pec_ialist __ .-- ___ ·-- --1. -----.;--- l .-. __ ~-- _______ _ 
Senior IT s_ecurity Specialist _I _ _ __ __ ___ I- _ _ ___ 1-- ___ , --· __ _ ---,-- . - I-- - -

~~=~J-~;~~~1e7pec1_ali~ ~1=-~--- -· _ ==----:t-~ .. _--~r- --=- 1--= J--~ ~ -=-· ·• -=--
g~::;~~::~~~~:;:~g~r--1 -----·. - -1---· - 1--- --1----- -+- +-----· 
~~jl:~t~!~:n~:;~eci<i!ist \- --~ _-----:_=-:_ J_-::_-:-:~-~- -=- 1~----:_~~-:_--::-__ -· \~--=-= 
- ---·· --- - -- . - - ·-- --- . --- ·-- - I· - ---- ---- -- - ---- --- r --- __ _, - -- - ---

Te_c:hnical Writer/Edito_r -· _J _ _ 1 i ___ _ _ '·- _. _ _ ~ _ _ _ I 

Trainjn.9_S_pecia~st ___ . ·-··f--- ----··--- i __ _;_ _ _:_t --· ~-- .. .. ~----
Web Content Administrator ' _ _ __ ___ _ _ _; : ______ j _ _, - , 
~i~~!~~ ~~cf~:; seecJali~t -~= -~- __ _ _ --+ --- __ i--· T ___ 

l ___ _ 

+- - -

-- +- - -

• 1 FTE equals 1920 hours 
.. Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 18 



Offer• IT-. A 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Option 3 Period 

(Government Site Rates) 

PWS Section 

L___ 
Option Period Three (12 months) ---- ------- -- -------r---

EAGLE , Overtime 
Gov. Site Discounted •Gov. Site 

EAGLE FC2 Labor Offeror's Labor Hourly Proposed Gov. Site Extended ! Hourly 
Categories Categories ' Labor Rate •_ _ FTE • __ ____l:t_ourly _Rate Price •• ' Rate 

Junior Information Technology-~--- -- ----- , 1 1 -

Tra~ning Specialist __ I ____ )____ _ _ ___ L_ __ -~ ______ _ 
Systems Administrator ' _ i,-- _ --~ ___________ ; __ __ _ i.- ___ _ 

Voice_Commu:;i1~tions_ : - --i--- 1 I 
Database Management I ----- ' -- ---- --, - --- - T -- - -- i- - ----- -

~~~!~eb1:C~r~:~a11~-- · _ _j__ ____ --r- ___ _ _ -~- f-----
susiness-caseAnafys-t - ' t. - - : -- - --i - - --~1,----
gb~~~~::::b~~~::~; ~- ---- -- L::_~-~--=-~-- -- l~--=--=-'---.-_ - __;_ - --
Cominunications/NetWork-- ' - - - ------i,-- - -- --1 ---- - - i--- 1----
- ---------- --- ·-------!- ' ~~--- - --~ ,,,, ____ -----1--- -

g:~:6~~~~:~:;ha~~i~n ------~--=---- -- ==-~_:_~=~+--___::_:-r_ =~=t ' -
~:~aC:~;~~aj~tTe~~n~c:nl-~ =---=-=- ---T.' ------r ___ -t- _ _ -+ _ \-
Harciware_ Te_c_hni_c _ _1_~ _ _ 1__ ·-- ___ ··- __ - - 1 

- - -,-- -------; ·-----

Senior Hardware Technician I ---,- --- ! - ----- =~ _____:_ ~1- _-- _ -;--
LAN/[)esksid_8_S~upport _ -_]__ -=----=--=---~ .. -. _J__::__ _ _ __ ,

1 

_ ·- _ --+.. _ 
~=:~-g=~~~;;a~~if-- -:------ ------- -+ ---- ,-
System-Operations Manager!- ---- -------; ~T::_ __ .:-= ~--=- -+----~ 
SystemOperator - -- --l·- -- --- ------, ------ • 1 ··- ------- ----

JuniorSystems Administraior - --- - - - +- ------! --+ -------i.' -
' ' 

PWS Section ",TOTAL _ ... ,/ . 

• 1 FTE equals 1920 hours 
.. Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 19 



OfferG IT-I \ 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Option 3 Period 

Contractor Site Rates 

PWS Secli< 

Option Period Three (12 months) 
EAGLE ,--- - -I Olscoiintect'-- - :-overtime· 

Contractor I 1 Contractor : ' Contractor 
I 

EAGLE FC2 Labor Offeror's Labor • Site Hourly j Proposed , Site Hourly ; Extended 1 Site Hourly 

Admir11~ir~~vt=~~:~~list __ _ --~~~9:!ies ____ ;_l-iillor Rate : ~ _FTE~----J-__=- _Rate __ -_ __ Price~ f--_Rate_ 

S~h_dmJnistrative_specialist -~ _ _________ -+---- _____ _;______ _ ________ -f 
;~~~~-g~~~g~~a~~~lyst_ 1 --- ·--.. ·---+------ 1--- -----·--t-----. 
r.Aana~ern_e_ri_t_Specialist ___ ',____ ________ -i--- ' __ --r---
lntermediate configuration I ---f -
r:a~i~~;gb~f;~~ialist_ i --- --- - -- --+ -· --! --- ---r . - 1-- ' 
Manageme_l1l_Speciali~-- i---- __ 1 _ __ 11 _____ -!-----+ 
Database Analyst/Programmer' ___ _ __ __ __ __ _'__ _ 

1 
_____ _ 

lnforrna-tionResol.Jrce-- -~ - --- ---~i -
Management Analyst : 1 I 

1ni0rrrlation fechnolo-gy -, ----_-__:::-_--=- __ --_-::_I_-_-=- t -- ---,- -t- ----
JuriiOr ITSecurity specianSI --- =r , ------ -++-
~~~~[t1~ln~~~ri:~~}ilist --~. - --- -- _, - -=--=--1-_ ~=r---__:_ -=-r ___ -- r . -= 
Project Manager--- - · - -- ---- 1 __ ~+~ -__ --- _--~ _: -__ _ 
oualitYAssuranceAnalysf-~- -- T-
oualrtYAssuance-Manager_____ ------ - -~- .. --- 1 
Quality-Assurance Specialist-; - --- ----- - - __ _I [ --- --- - I --- -
Subject Matter Expert- - ~ - - -----,- 1 I --- -· --- - 1 - --
TeCh-niGaT-wnteriEditOr- -- -:--·- -- - - - -- ---~-j- ----- - :-- -- -----~ :--------- ---- - ~~~------+-------

~=~iE~~~~f x~~lnistrator T - -··· -~ - .. -_::-_ - -1 - -~ =r ~ ·- ·-· -+-- _:: - ', = ., __ · -_ i---- ----= 
, I , .. ·-1- . ----r ---- ----- -- !--- -

* 1 FTE equals 1920 hours 
•• Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 20 



Offen 

EAGLE FC2 Labor 

IT-• .\ 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Option 3 Period 

(Contractor Site Rates 

PWS Secti, 

~ - -
Option Period Three (12 months ) 

EAGLE ~:~~~~::~-!- :-~~:~~::r 
Offeror's Labor Proposed I Site Hourly ' Extended I Site Hourly 

Categories ~at_ego_riE)ll__ 
Junior 1ntorrnalionTect1nology_: __ 

Contractor ~ 

, Site Hourly 1 

Labor Rate, FTE • ' Rate Price •• 1 Rate 
---r----- - -- ---r--- ~-------

Training Specialist 
Systems Ad-rrllnistrator 
volcecommunication_s_ -

---- ----1 -- -- ·-1-

----1 

--i--- -1--
, 

Database Management ----;-
Management Specialist_ 
§ys_t_em _Develo_P'lr ___ _ ____ _ 
Business Case Analyst 
corTimu-niGaliOris Ne-tWork~ -- ----- ------

+---- _)_ 
' 

----- - ~--

'1 

- I -- -
I 

---!----- -,---
--1-

---1 
- - -,---

' ---+ 
--- L_ __ 

-- ------
' 

-----,------

Communications Specialis(- ---------__ - -=._ _:_--1 ______ --L- __ -::'~-:___ --; --- -. j_::_~ _ 
communications/Network ' - ' , 
Dep1o;lmenHJaf!ager -- - - --- -- - - 1--- - r --=--- =r-=~-_:_- ---- -----T --- -

~~~!~;i:~~}~c~J1~:~firiician :-=---=-- -=---=---= --_:_--:-~- -- T --- - - ~ --- _ J__ __ _ 
Hardware spedalist ---- --~ -- - -- - -- -- --- ~-l- - -- -~I - -- -- -----, -- -
HardwareTect1nlCian-- ---r------ -- ---i - -- - - ---- - --- i -- ---

Senior Hardware_'fechnician_ [_~=--------=-----_--~-__:_ i _ ==-~------ =-=r--- -----=---T -- - -+ ---
~~~:~~s~=n~~~~ort - -~- - ~~-=-- ___ -! ----- I i_ ---= --------+-- -=---
Help Desk Specialist I 1 -- - _____ _l_ _______ L __ --
SysiemOperaticins Manager------- --- -- - - - -- r-- - -, i 

system operator-- -1 -- --- -- -- -- - - -- ---,- - -- - 1-- - -- -- -1--- --- -

Junior Systems Administrator ; - - -- -- -- -- ,_ - ---- - - -,--- - - --1 -
- --- _ _J - --- --

PWS Section ,, TOTAL 

• 1 FTE equals 1920 hours 
•• Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3.104 21 



Offen IT-• ~ PWS Section: 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Option 4 Period 
(Government Site Rates) 

Option Period Four (12 months ) 
--,------ ____ ,,_____ --- -----i--- - -

EAGLE 
! Gov. Site 

EAGLE FC2 Labor Offeror's Labor , Hourly , 
• Discounted i 

Proposed '1 Gov. Site ' Extended 

I Overtime 
'Gov. Site 
I Hourly 

__ Categ~ri_es 
Administrative Specialist 

: ___ __(:a!8_!!ories _ ' Labor Rate 
i 

---1 __ l__ 

FTE • ' Hourly Rate' Price •• +---- ------- ' Rate 1-- --

rsr AdministrativeSpeclal1st i ---- -- ---- - ------ -- ~ - ---- ---- + ---
Computer Systems Analyst 
Associate configuration- - -i---

! --- ---- i---

Management Specialist _ f--
f ntermediate configuration-- I 

~e:nda~d~;;~r~::ci~i~is_t - j - - --

~ag_e111_ent_S_pec __ ialist_ --+ ______ _ 

i-- --- --~ ------

' 
I 

-- -1--· -

------1 

' '' ---- -

I 

--; - - -- ---1 - I ---- --1--- ---~ - -- --

Database flnalystf Prowammerl _ _____ _ __ __ _ : , I 

Information Resource -r- -,--- -- -1-- -- - -+- ·-- ---; - ---+-
!'1anagement Analyst _ J ---~ I I _ I 

~t~~~~°J"e:~~~n~~alist - f - - - __ - _- -- ----J----- + = ~----=-~ - • ~--==-- i--
{~:~:'~;~i~?~c~~~list ) --- - - ~~-- - ----=--+-~ ----t-- : -__ =1--- --~ ~-- =-- -f~ ---~ 
6uaTityAssuranceAna1ysl-;-- -- - ----_____ -1 1-----+-----,--- --r--
g~!::~ ;;~~ia~t~;6r:~~+1 ~- =-----~ _ - : _____ - ~~ - - :-t- = - -, = :-=-=---r- -
Subject Matter Expert - , - - - - i ··:- i -- -- :- - --- - - -- -

'Technlcalwnter1Edito_r __ --L--=--- --=-----:_~:- ;_----=~! ---- r-------;---- -i--- -
Training Specialist ___ -- - ! i --- - ~---- --- -1 
We-b-Conient Administrator_! _ ---- -- -- "- --- --r- -- - _ T ___ -- ___ , 

Disaste-r Recovery spe(;ialist ~ - -- ' __ _ \ __ : - - - :, -
svstems Enqfneer - -- ,----- ----- -- -- --- - -- -- -- ,_ - - --

• 1 FTE equals 1920 hours 
•• Ex1ended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information - see FAR 3. 104 22 



Offer• IT-, A 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Option 4 Period 

(Government Site Rates) 

PWS Section: 

Option Period Four (12 months) 

EAGLE FC2 Labor Offeror's Labor 
Categories _____ Categories __ _ 

Junior Information lechnof0gy; 
}raininE__Specialisl_ _ __ )__ __ 
Systems A_cJ_ministrat()r ! 

Voice Communications I - - -- - -

Database Management ! -

Management Specialist 
'§ysiem [)eveloper- - - ::_::r--~-=---- _- _--_--_-- __ 

--------,------ - -- --- ----- ~-. ------ - ---

EAGLE 
Gov. Site , Discounted , 

'1 Hourly Proposed 1 Gov. Site : 
' ' · Labor Rate __ f!_E *_ _ _,Hourly Rat!' 

I 

---1 ---- --r 
- r -- -- --- --,, ----------- -

-+--- ----
' ' 

' 

! Overtime 
I Gov. Site 

Extended ', Hourly 
Price" Rate 

---1, ----

---- :---- --r ------------
I --- - __ ,_ -- --- i - ---- ---, --

~;~~~~;f;~,,~~~~ork ---j-- -- ~. - -_-_---1 _ _:__-__ -_---r_; _ ---=·------ _-_::__ 

g~~~~~::::~~:,~~:~st [__-_::_ _-- :----------~~- ~---- ___ -·----- _____ :--;_----~--
--1- ---

-~+- ---
' 

g~~:~~~=~: ~:c~3$~~n---_- T--___:_--_---=--_::_---__=:-- ---_ ;-_-_ -- -~ --- --_ _=:--:::_-::-_-__::_~T-------=-
Senior bei)loyment TechnicianT -- ----- -- ·--- -- - --- ',-- -- ~,- - :- --- -

~=i~:~~~f-:~~~~~,,------.: c-------=~=--=----- ---_:_---_ j - _=-::::_T ::.---=- _-_:___- _::::______-----:--~ __-_-=---_ 
Senior HarctWareTeehnician -· r-·---- - --- ---- --; -- ---;- --- ---1 -- ---- -- --- ---- - r------

~-·---- --LAN/beskside Support - __ , - - -- --- -- -- --- -- --- -- -- -- ----
-- --- -- - ----- ---- -1-- -- -- ---- -- ;-- --- -+--- ------ --1--- -
Help_Desk Manager __ · , 1 , , 

Help Desk Specialist -, - - -- - - - - -- - + __:_--_--__-_- --:.- _ ::_::_ --___:_--_L- =---- :-=::__::-:--____j--_ ___ _ 
System Operations Manager- t--- ------- -- -~ , 
System Operator - -- - I --- ---- --- --1 ----- -- l - - -- -. --- - - + -- --

Junior systems ilcimlnistrator-;-- - - - - - - -- i - - _ ___ _-_T - -- ~-=----- - T 
PWS Section TOT AL. 

• 1 FTE equals 1920 hours 
" Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection Information -see FAR 3.104 23 



IT- A 
OPERATIONS AND MAINTENANCE 

EAGLE FC2 LABOR CATEGORY TABLE 
Option 4 Period 

(Contractor Site Rates) 

PWS Sect1 

. Option Period Four (12 months ) 
EAGLE 1- -- ··-- i Discounted : --- · ····-~1. Overtime 

. I ' 

i Contractor ' ', Contractor 'I j Contractor 
EAGLE FC2 Labor Offeror's Labor 1 Site Hourly i Proposed : Site Hourly Extended i Site Hourly 

C<1t11gorie.!__ _ 1 .. Categ()rill5__ .. --~l.._abor Rate (_FTE *_ :_ _Ra!ll_ ~ PriC(! ** _l ___B<l_te _ 
Administra~ve Speciajist _ _ _ , I I ' I 

~~~~~~~i~~~r:~;~~~~~~t -1 _:-:::..=_:_-=-=-T- -~-F: --__:_1.:.= ~--1=:-.:. ~=-1-·---= -
Ass0clatecolltiguraiion ___ l __ . ---- -- -r - --1- -- , -- ---c -r--- -

Managem_e_nt Spe_cia/ist _ __. . . . ... . . ___ 1 i _ _ __ j____ _ _ c 
Intermediate Configuration ! -- ;---· --1 I ;--
Management Specialist J I 
LeadConfiguratio_n_. -- - 1- --·· 

1

1
-- - [. --- -, -- ·- --- 1----

Management Specialist ·- ·+- __ --······-· _1 -f __ __ ___ __ 
1 

____ !- ---· 

~tb~~~~:~~~6~~~w~mme_rf. -----· -- - - -1-- ... - + -·--· ·-1 -- L 
~rtr:;:i~ri~:C~ii~~~i-- ~- - --j-- 1--- -- -[-- -- . t-- +--. 
JJr,~~i 11~~eciJrity~i)eda1ist_ _ _L=:= -- - _-+- ~--- -::-_:_

1
: _- _ - -r -- --- -+-- -- -+- - -

Senior IT Security Specialist 1 I I - 1-- - - \-- - - - I --- --­
Projec!Conlrol'Speciaffst- r-- -- ·-·- -- _J_+-···-. -- · -- ' --- -- t- - - I -- -- -! ---­
ProjectManager - -- -- - - .. - --· -- -- -- --- - -- · ' - -1- -- - -,- -- - -,-- ---- -

g~:::~~!I~~~~e~~:;~~-~ -__-_ --_ --.:. .:. ~-- ----~ --_ _J~l-=-- -l _:=----- c.:.~_:_ 
Quality _!._5_Suran~pecia_list j _ . -·. _ - r ----_· - _ -i-- _ _ - - _-- _ _ I _ __ - _ _:_ I _ _ - _ 

;~~11!~z~1z~~;~~=--- ·::-i:.:.:-_:=.---.:.·.·-=-··· --i - ---- 1 --=--J=---= _[__ --i _.:. -
welJconterit/\dminisirator-r- -.·· ------_ j- --- - - ·-. · ,- -.-. -j-- · --- -1--
~~=~~~~~=~a_iistJ_-.:._:_ - ----=-- _ _:_-__-; ___ -- -~ =---=~~ ~~-T-- --l ___ . 

• 1 FTE equals 1920 hours 
•• Extended Price equals Proposed FTE times Discounted Hourly Rate 

Source Selection lnfonmation - see FAR 3. 104 24 



Offer 

EAGLE FC2 Labor 
Categories 

Junior 1n!Ormatlon 'feclinci1ogy 
Tr_aininj!_§pecialist _ _ __ _ 
Systems Administrator 
VoiCe Communications - --T 

IT- A PWS Sect. 

OPERATIONS AND MAINTENANCE 
EAGLE FC2 LABOR CATEGORY TABLE 

Option 4 Period 
(Contractor Site Rates) 

Offeror's Labor 
_ Categ()rles_ 

EAGLE i 
Contractor '! 

Option Period Four (12 months) 
-,oiscounted 1 -- --- ,--overtime --

' ; Contractor , Contractor 
' ' . Site Hourly 

1 

Proposed i Site Hourly i Extended Site Hourly 
·• Labor Rate ! FTE * : Rate Price ** , Rate ---------- 1-

1 

-----~---1 ---- - r------ ---, 
____ T __ _ 

M_ana_!ler 
- -----;------ ~----------

Database Management 
Mana_!lef11e_nt_ Speciafis_t _ __ _ _ __ 

j__ 
' 

§ysterri_[)e\'eloper_ _ 
Business Case Analyst 
communications Netwo-ri< 

--, 
' 

Manager , 
-----~---~--- ----- - --- ----+--,,- -----~----~---- ~~- r-----
Communications Specialist . 
COnlmUlli~catiOil_S_1NetVlork -----i-- --------- -- - ' -

- __,__ ___ --- --,' - -----

--t - -- ---- +-
' 

I ----r--------- T ------

-- I 
i : i' 

----~ --- -- -- t- ----- ---

---1-- --------t----~-- ----1- -----
' ' ------- 1- -- --;-- - --- -~- -

-t--

I 

' Engineer . i 
Depjoyment Manager- -----~,- - -- - -- - -- --1 ------- --- --. -------- ----1---- ---- --~- -- -- --

DeeJoyrri_E!_ntTech_n_ICian_ =--' _:___:= ~---=-= :=- -- -- -: --- _ _:-±-r- --- - ------ i 
I 

---'--

i Seni()/' DeployrnemtTechnicjan 1 , 
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Attachment J-6 

DEPARTMENT OF DEFENSE 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION 

-
(The requirements of the OoO Industrial Security Manual apply 

to all security aspects of this effort.) 

IT NOV A (O&M) 
1. CLEARANCE AND SAFEGUARDING 

a. FACILITY CLEARANCE REQUIRED 

Top Secret 
b. LEVEL OF SAFEGUARDING REQUIRED 

Top Secret 

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 

x a PRIME CONTRACT NUMBER 

3. THIS SPECIFICATION IS: (X and complete as appllcabl'lii..._ 1 

Oate(r~ x a. ORIGINAL (Comp/et• d11to in 1111 Ct;ltltlS) ~ 

b. REVISED (Suptus•d•t1 I R•vlslon No. ~ ( YYYYMMOO) 7 b. SUBCONTRACT NUMBER 

NA 
c SOLICITATION OR OTHER NUMBER 

RUI0-04-00249 
Due Oat• ( YWYMMOD) 

all prt;1rlOU$ gp.c•) ! "~ 

,,/,, '( 0) c. FINAL {CPmpfttt• it•m 5 in all C-9tl) 

4. IS THIS A FOLLOW-ON CONTRACT? YES ~ NO. lf'l'es,completethefollowln~r _ ·"'- - -

Classified materlal rec•lved Of genenited under ~~-----·---(P'Oe<<ling Contr<et Numbo;)I• umfe~•d to thi• follow{ oonu~ Y 
5.ISTHISAFINALDOFORM254? YES L1LJ NO. lfYe•,complet•tnefoHowmg: ,...(_ ~:---#--------! 

In Re•~e to the contractor'• reque•t dated ----~ ____ ,, ~ , retention of the Identified clau.lfied mat8fl&l I• auth~z~the period of 

6. CONTRACTOR (fncfud• ComtTHNcl.t •nd GoWlrnml!lnt Entity (CAGE) Cod•) ~ '- -

j;.~_,N~A~M~EC,AAD~DrnRRlE~SlsSC,AANNDDZZ"IP~COcO)io)iE~~~~~~~~~~~~~~~~~-rEac.(c),A~G~E~CJcD)io)ie'°l--Cc~. cco~{jjjii!llll(jjj ~i~!'fr.~rtTY""o~,F~Fl~C~E~{N~•~me~.~A~dd~'"-::-'.'.•~.~.~nd~Z~i~p~C~od~•~)~~---j 

1--7-. _S_U_B_C_O_N_T-RA_C_T_O_R---------------.L..----~~-~~r' 
::~·""""'""'"~ ~'T"""°"~·-··-··- -~~, 

/' v...,.. UAL PERFORMANCE 
i-:. ADDRESS, AND ZIP CODE B. C E CODE C. COGNIZANT SECURITY OFFICE (N•m11, Addr•n, 11ndZip Cod6) 

VARIOUS GOVERNMENT, AND (OHS) FACILJae~ ~·y 
AND AT OTHER CONTRACTOR LOCATIO~ T 

9. GENERAL IDENTIFICATION OF THE PROCUR, •ENT .J"' ,w.·-----1-------------------1 
Provide IT Operations & Maintenanc~~ 0 LAN environments (SBU, Secret & Top Secret), COMSEC 
support and COOP for th~eHS Headq~S°and Components directly supported by the OHS CIO. 

10. THIS CONTRACT WILL REQUIR SS I YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR W1LL: YES NO 
e. COMMUNICATIONS SECURITY {COM. C) INF TlO X •· HAVE ACCESS TO CLAS.SIFlEO INFORMATION ONLV AT ANOTHER CONTRACTOR'S 

• FACILITI OR A GOVERNMENT ACTIVITY 
x 

b. RESTRICTED DATA ........... ~1111;;;::-.l-,':c~~~~~--t~-x~t--,.--t--"--~·E~C~E~l~VE:-:-C=LA~SS-:::IF~l=ED:-::O=O~C~U~M~E=NT~S~O=N~L=Y:-::c::::c--~~~~~~~~t-~-t--x~-1 
c CRITICAL NUCLEAR WEAFt._N DESI I ION X c RECEIVE AND GENERATE CLASSIFIED MATERIAL 

-..~~~~~~-+-~+--+~~~~~~~~~~~~~~~~-+----1f---I 
x 

d FORMERLY RESTRICTED DAi"A'" J X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE 

(2) NoJl:.SCI 

f SF'fCIAL A SI ATION 

~,.ION 

h,{o~t'°RNMENT INFORMATION 

~fTED OtSSEM1NAT!ON INFORMATION 

0 OFFICIAL USE ONLY INFORMATION 

-

OD Form 254, DEC 1999 

x h. REQUIRE A COMSEC ACCOUNT 

X I. HAllE TEMPEST REQUIREMENTS 

X j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS 

x k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE 

x I. OTHER (Spflcify) 

x 

PREVIOUS EDITION IS OBSOLETE. 

x 
x 
x 
x 

x 
x 

x 
x 
x 

RESET 



Attachment J-6 IT NOVA (O&M) 

12. PUBLIC RELEASE. Any lnfOffil•tlon (ct~8!fled or uncla•slfled) pe-rt..lnlng to thi• contract sh•ll not be releaa.d for public di"9mlnati0fl except•• provided by the lndu•trl•I 
Security Manual or unle111 it ha• b-een approved fOI" public relea1e by apf)foprlate U.S. Government authOl"ity. Proposed publlo r&lea•es •hall be 1uhmltted fOI" apf)fov•I prior to release 

I] Dkoot ~ Thcoogh(SP<,;fy) TOP SECRET- SCI WILL NOT BE RELEASED TO PUBLIC 

T ctorate for Freedom of !nfonn•tloo and Security Ravlaw, Offic• of the A .. lal.ant Seor•tary of Dafam.• {Publ!c Affairs)* for re,,.law. 
•1. a of non-DoD U•8r •nclea r uests foc disclosure shall be tubmlttad to that a nc . 

13. »ECURITY GUIDANCE. The ~i;.imty cl~sSJficMion guidar1Ce rieeded for thu classified dfon 11 identifierl bdo.,,. !fany difficulty i1 encom11e-red m apprymg this guidAik:e or if any ot~r contributing fac 
rnd1cate•" need for changes in trus i>O.Hdance, 1n,., contractor i1 wthorized an<l encouraged to prOVlde recommended change> 10 ciWknge tile guidance or 1r.e cla:isifintion arngned to any informa1•on or rnaterial'~ll!!lliW .. 
g<:nerated und<'r (hi. contract, and 10 subrru\ Miy queSllon• for mle~pretalllm of tlu.t !>'lid!m:e to tftt- official identified bdov. Pending fin.a.! deci&lon, th!' inforrniuon mvolved shall be handled and protected lt the 'llig e 
clarnfiw11on assigned or rfnirnme.od¢:l (Fill m "-' t.ippmprwk j1Jr llw c/a.;..,!fieJ ~Jjurl Allach, or ji>r<h-UJ wi.kr ..eparwe ,mu;pondence. any Jr1<..-ummrs g1mk.< Htrocrs ufern1<:~J haem_ Ad.f adthilfJllUi page.<"-' /J<!eJ..•, 
IP/!l/!\'/JPcompl~I<' gilld.JJ1a) 

Per Executive Order 12829 "National Industrial Security Program" (NISP) and Executive Order 12958 "Classifie 
Security Information" as amended, all "'offerors" are hereby informed that this contract will require access to cl 'fie 
information, a requirement for security safeguards in addition to those provided in the security clause (52.204-2, Se 
Requirements) as indicated in the Scope of Work will be assigned upon award. Awardees must be covered~"•liiliilllil~ 
in this contract alvard and will be required to use the Contract Security Classification Specification, DD 

Ref. Item I Oa, 11 j. COM SEC and CO MS EC Account: COMSEC Access will involve the installation. 
equipment, systems, or keying material. Access to COMSEC requires a final US Government Cleara e. 01 
requires prior approval of OHS. The contractor upon award shall contact the OHS COMSEC Cont 
commercial (540) 542-3848, to receive current COMSEC guidance. 

Ref. Item I Ob. RD: RD requires "Q" clearance issued by DOE, which equates to a final US, g 
award will be required to contact the Office of Security, Administrative Security Divisio-n.111!"!'1• 
Subcontracting will require prior approval ofDHS Contracting Officer and OHS Office fSecu 

~ll·llearance. The contractor upon 
-5337 for briefing requirements. 

Ref. Item IOe. I) SCI and 2) Non-SCI -All contractor personnel are subject to s bi review d acceptance prior to beginning work 
on this contract IA W OHS MD 11055, regardless of security clearance status. nnel assigned to this contract shall 
possess security clearances issued by the Defense Security Service (DSS) co ith the level of required access to classified 
information that is directly in support of this contract. Immigrant aliens, p cleare nan interim basis, or personnel holding 
contractor-generated Confidential clearances are not eligible for access to c sifi fi nnation released or generated under this contract. 
Contractor personnel who are specifically designated as requiring ace o Sensitiv ompartmented Information (SCI) must be eligible 
uw'"' the provisions of DCID 6/4 without exception. Personnel will b for access by their OHS manager and verified by their 
< ·t Technical Representative. If approved for access, th ·11 re ·e indoctrination briefing by OHS security staff prior to being 
g. " access to SCI. All personnel security reporting re D 6/4 will be made directly to the OHS SSO. Prior to leaving 
this contract, personnel will be scheduled for debriefing or by calling (202) 447-0509. 

Ref. Item I Oj. FOUO: The contractor is responsibl o dling a marking FOUO, information in accordance with OHS Directive 
fficial Use Only) Information." dated January 6, 2005. Furthermore. OHS 

t receiving access to unclassified FOUO information. Contractors with 
Oat 202 772-5012. 

(MD 11042. I) "Safeguarding Sensitive but Uncla 1e (F 
contractors must sign a special Non-Disclosure 

uestions on handlin OHS FOUO shall co ct 
14. ADDITIONAL SECURITY REQUIREME eq n addltlon to ISM requirement., •r• establi-shed for thi-s contr•ct. (If Yos, YH x No 

· •8/f, or prOYichl •n approprlat11 stalllm.nt which irhmiffn fhg t1dditlon•I roqu/r11m•ne,. 
I •m 13 iftulditional spa<;• i•n..</N.) 

de the in•pectlon respoo•lblllty of the cogniunt 1ecurity office. No 
•rvlld out and tht1 activity r••pon-'bl• for in•~tions. Uu il•m 13 If ttddltlonal ~"is n-.dlld.) 

RE. Security requirements stated herein are complete and adequate for safeguarding the classified 
erated under this classified effort All questions shall be referred to the official named below. 

b. TITLE c. TELEPHONE (Include Area Code) 

17. REQUIRED DISTRIBUTION 

x a. CONTRACTOR 

b. SUBCONTRACTOR 

x c. COGNIZANT SECURITY OFFICE FOR PRIME ANO SUBCONTRACTOR 

"lATURE d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION 

x e. AOM\NlSTRATl\IE CONTRACTING OFFICER 

x f. OTHERS AS NECESSARY 

DD Form 254 (BACK), DEC 1999 



Attachment J-6 IT NOV A (O&M) 

Continuation to Block 13 of DD Form 254 contract Security Classification Specification to 
Solicitation for ITNOV A (O&M) 

Ref' 'tern l la. Contract performance for all SCI work is restricted to DHS Government buildings located in and 
at the metropolitan area of Washington, D.C., and at other locations in the metropolitan area of Wash DC. 
Co1wactor is authorized safeguarding and will be required to generate and receive classified up to Top Secret a the 
address indicated in Item 6 a., b, under the cognizance of DSS. All contractor personnel must be U.S. citizen~,"!111!1111~ 
been granted a final security clearance by the U.S. Government, have been approved as meeting suitabili criteria by 
DHS CSO, and have been indoctrinated by a Non Disclosure Agreement, Standard Form 312 for this 
prior to being given any access to such information released or generated under this contract. lmmi 
personnel cleared on an interim basis, or personnel holding contractor granted CONFIDENTIAi,.. .. lllliiliiiJlii.' 
eligible for access to classified information released or generated under this contract without 
the CSO through the DHS Personnel Division (DHS/PSD). The contractor and the Contra mg ce echnical 
Representative or other delegated representative will revalidate all SCI staffing requiremen under e contract with the 
CSO annually or when a revised DD Form 254 is issued, whichever is sooner. 

~·-~~·d Security Homeland 
''"""._, February 2004 and Department of 
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1 GENERAL 

1.1 PURPOSE 

This classification guide is issued for the purpose of identifying specific topics of 
information associated with the OHS Homeland Security Data Network (HSDN) 
requiring classification and protection in accordance with Executive Order 12958, 
"Classified National Security Information," as amended, and its implementing directives. 
The guide also provides topics of information that do not meet the standards and criteria 
for classification under E.O. 12958, as amended, but are nonetheless sensitive and 
require protection against unauthorized disclosure. Such sensitive but unclassified 
information shall be categorized as ''FOR OFFICIAL USE ONLY" (FOUO) and marked 
as applicable to reflect that status. 

1 2 AUTHORITY 

This guide is approved by Jack L. Johnson, Jr., Chief Security Officer, Department of 
Homeland Security, a delegated TOP SECRET Original Classification Authority. It is 
issued in accordance with Executive Order 12958, as amended, and Information 
Security Oversight Office (ISOO), Directive No. 1 (32 CFR, Part 2001/2004), "Classified 
National Security Information; Final Rule." 

1.3 SCOPE AND APPLICABILITY 

This document provides security classification guidance for information associated with 
HSDN. This guide shall be cited as the basis for classification. reclassification, and 
declassification of information and materials under OHS cognizance and control related 
to the HSDN. Changes in classification guidance required for operational necessity will 
be made immediately upon notification and concurrence of the approving authority and 
will be disseminated to original recipients of this guide. The provisions of this guide are 
applicable to all organizational entities and contractors associated with the Department 
of Homeland Security. 

1.4 OFFICE OF PRIMARY RESPONSIBILITY 

The Office of Primary Responsibility (OPR) for this guide is: 

Department of Homeland Security 
Office of Security 
Administrative Security Division 
Washington D.C. 20528 

Telephone: (202) 772-5012 
Fax: (202) 772-9990 
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2 POLICY 

2.1 GENERAL 

The HSDN system has been initiated to address the Department of Homeland Security 
(OHS) requirements for secure classified, computer-to-computer (C2C) connectivity. 
This access to classified data is an essential element in supporting intelligence. 
operational, and investigative components, field activities, interdiction, investigation, 
inspection, arrest efforts, scientific research, and emergency preparedness and 
response efforts of the Border and Transportation Security (BTS), Information Analysis 
and Infrastructure Protection (IAIP), Science and Technology (S&T), and the 
Emergency Preparedness and Response (EPR) directorates, United States Secret 
Service (USSS), United States Coast Guard (USCG), and OHS Headquarters (HQ) 
organizations. The HSON is a classified network environment for OHS and its 
components, with specific and controlled interconnections to Department of Defense, 
Intelligence Community and Federal Law Enforcement resources. It will be run 
internally within OHS and serve as a gateway to external partners. 

2.2 REASON FOR CLASSIFICATION 

Classification is reserved for specific categories of information or the compilation of 
related information meeting the standards and criteria for classification as defined in 
E.O. 12958, as amended, and falling within one or more of the categories of information 
eligible for classification per Section 1 .4 of the Order. The topics of information cited in 
this guide are classified pursuant to: 

Section 1.4( e ): scientific, technological, or economic matters relating to the 
national security, which includes defense against transnational terrorism; 

Section 1.4(g): vulnerabilities or capabilities of systems, installations, 
infrastructures, projects, plans, or protection services relating to the national 
security, which includes defense against transnational terrorism 

2.3 CLASSIFICATION BY COMPILATION 

A compilation of unclassified information is normally not classified. However, in certain 
circumstances, information that would otherwise be marked unclassified may become 
classified when combined or associated with other unclassified information, if the 
compiled information reveals an additional association or relationship that meets the 
standards and criteria for classification. Under such circumstances, it is the additional 
association or relationship revealed by the combination or compilation of information 
that is classified, not the individual items of information. Users of this SCG should be 
aware of such a possibility when compiling unclassified information. (See 2.4 Below) 

Likewise, the compilation of classified information will be classified, at a minimum, at the 
highest classification within the aggregated data, but may become a higher 
classification if the compiled information reveals an additional association or relationship 
that warrants a higher level of classification. (See 2.4 Below) 
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2.4 EXCEPTIONAL CIRCUMSTANCES 

Should a situation arise where a holder of information believes the information should 
be classified but it is not covered by this classification guide, or, a compilation of 
unclassified information should be classified or, if already classified. classified at a 
higher level, the information will be handled and safeguarded in accordance with the 
level of classification the holder believes it to be. 

In such instances, the information will be marked with the tentative level of classification 
and the notation "Pending Classification Review" 

The information will be transmitted, by a means approved for the level of classification, 
to the OPR identified in Section 1.4 of this guide, for a classification determination. 

2.5 CHALLENGES TO CLASSIFICATION 

If at any time security classification guidance contained herein is challenged, the items 
of information involved shall continue to be protected at the level prescribed by this 
guide until such time as a formal decision by an appropriate authority is made. 
Classification challenges should be addressed to the OPR identified in Section 1.4 of 
this guide. Appeal procedures to classification determinations are found in 32 CFR Part 
200112004, "Classified National Security Information," Directive No. 1, Final Rule. 

2.6 USE OF THIS GUIDE 

This guide is for the use of OHS employees and contractors performing derivative 
classification actions when addressing the elements of information covered by this 
guide. 

For the purpcse of marking documents containing classified information covered by this 
guide, derivative classifiers will cite "DHS SCG OS-001 (IT), Dated February 2004," on 
the "Derived From" line, followed by the declassification instruction as specified in the 
guide. For Example: 

Derived From: OHS SCG OS-001 (IT}, February 2004 
Declassify On: (Insert declassification instruction as cited for the particular 
Topic in the SCG) 

If classified information covered by this guide, as well as classified information from 
other classified sources, is included in the same document, the document will be 
marked as follows: 

Derived From. Multiple Sources 
Declassify On.· (Carry forward the single most restrictive declassification 
mstruction from all source documents) 

NOTE: If "Multiple Sources" are used for a derivatively classified document, a record of 
the sources used will be ma1nta1ned with the file copy of the document. 
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Where the declassification instruction of a source(s) is marked "OADR" or "Originating 
Agency Determination Required." or, the declassification instruction from a source(s) 
cites X-1 thru X-8, the declassification instructions for the newly created document will 
state: "Source Marked OADR," followed by the date of the most recent source; or, 
"Source Marked X-( applicable exemption number)" followed by the date of the most 
recent source, For example: 

Derived From: Multiple Sources 
Dec/ass On: Source Marked OADR, Date of Source Sep 21, 1995 

Derived From: Multiple Sources 
Dec/ass On: Source Marked X-1, Date of Source Sep 21, 2003 

2 7 CLASSIFIED PROCESSING 

Classified informaUon will not be processed on any automated IT equipment unless the 
equipment has been specifically accredited and approved for classified processing. 
Consult office/organizational element security officials for instructions on what 
equipment may be used_ 

2,8 MARKING 

Detailed instructions for marking classified materials can be found in the OHS Security 
Manual and the ISOO pamphlet titled "Marking." Training on marking classified 
materials can be obtained by contacting the OHS Office of Security at (202) 358-1438_ 
The ISOO Marking Pamphlet is available for download at 
t1ttn-Lwww,arch1ves,qovllsoo/index html. You can also download it from the DHS 
internal intra-net, OHSOnline, by going to the Security portal, Information Security, 
"ISOO Marking Booklet 2003_" 

2,9 REPRODUCTION AND DISSEMINATION 

This guide may be reproduced and disseminated within OHS as needed. However, to 
ensure receipt of updates, revisions, and classification changes, whenever the guide is 
disseminated beyond an initial addressee, notify the OPR. 

Coordinate dissemination to government agencies outside of OHS through the OPR. 

RELEASE OF IN FORMATION 

3, 1 PUBLIC RELEASE 

The fact that this guide indicates that some information may be unclassified does not 
imply that the information is automatically releasable to the public. Request for public 
release of information will be processed in accordance with the OHS MD Number 
0460_ 1, "Freedom of Information Act Compliance_" 
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This guide is designated "FOR OFFICIAL USE ONL y· and will not be released to the 
public. Requests for copies of this guide by non-governmental officials will be 
processed under the Freedom of Information Act. 

3.2 SENSITIVE UNCLASSIFIED INFORMATION 

The classification guide applies to information that requires protection to prevent 
damage to the national security and thus requires classification in accordance with E.O. 
12958, as amended. In addition to classified information, there are certain types of 
sensitive but unclassified information for which Executive Branch agencies require 
application of controls and protective measures for a variety of reasons. FOR 
OFFICIAL USE ONLY (FOUO) is the designation that is applied by OHS to sensitive but 
unclassified information that may be exempt from mandatory release to the public under 
Section 552 of Title 5, U.S.C., "Freedom of Information Act (FOIA): 

4 EFFECTIVE DATE AND IMPLEMENTATION 

This classification guide is effective immediately upon release. 
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' 1. GENERAL 
I TOPIC ,-----------
' 

FOR OFFICIAL USE ONLY 

Homeland Security Data Network 
Security Classification Guidance 

(OHS SCG OS-001 (IT)) 

CLASSIFICATION I DURATION I REMARKS ~ 

~--------- I _u:cLAss1~:~~--~~--- -~-----------------~-i 
"~Functions and mis::_ of HSD~--1 FOUO -1----N-/A-- t---- _ -----, 

a. Existenc,..e cf HSDN. 

, c_ HSDN accounting or r FOUO NJA i 
; appropriation data, bu~et I 
, es~mates. and/or funding levels. II 

~--------------~+------------~---+-------------- ---~ 
ct. HSDN program/pro1ect milastone FOUO (See Remari<s) I Milestone schedules of HSDN and HSDN 1 
schedule. (See Remarks) I associated programs, showo by 1 

I 

themselves,_ aro not _dassil'led unless the 
1nformati0n rs aSSOCJatad '.Nith other 
information classitled in accordance with 

I this guide. In this case, the information 
\ will be classified at the same level and 
i declassified in accordance with the 

instructions provided herein. I 

l:-.··~PH_a_s_~~-:-~-6~1t~~-~,-O-,--.-----_-_--_--_-_-_l_--__ -_-_-:~:~U:-~--~-----ir-, --~--e-cl_a_sSl-~--fyA_wh_e_n_ -r---- m - - • 

i the password is j I 
I changed and no I I 

'------------------+-----
g. List revealing the locations of 

i HSDN sites/remote tenTiinals. 
i 
' - ·------------~------------------__;_______ __________ _L~ 

2- SYSTEMS INFORMATION 
~--a-.-~:atiot1 of ser.-ers, routers. T ___ F_O_U_O __ ! ___ :/A 

~witches, or otno.r systams 
, 1n::tnagement equipment or devices. I 

I --- - ---~----+------------ -~_____,. _________ _ 

b_ Types of ser;ers. routers, 
switches. etc., being used a'l HSON. 

FOUO NIA 
' 
I 
I 

_______ l__ 
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_T""O"'Pl'-"'C'--------------.1-_<;1,,ASSIFICATION _I DURATION 
I 
! c. Remote dia1-up telephone 
J r.umbers. 

'I d_ (P addresses associated "Nitti 
1 HSDN 

' 
I 

··---·----·-- ·-·-··---i-

k. HSON CertificatJOf1 and 
Accreditation ( C&.A} documentation 
coota1ning :r;formation classified 
pursuant lo this guide 

I 

FOUO i NIA 

FOUO 

' I ·-----+-

FOUO 

FOUO 

··--r 
' 

I 
I 

' ' 

NIA 

NIA 

NIA 
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! CS.A documentation containing no 
~ information classified pursuant to this 
i gUfde INiH. at a minimum. be categonzed 

as FOUO. 
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TOPIC CLASSIFICATION 

1 System Test and Evaluation 
1 

(See Remarks) 
1ST&E) results containing I 

information classified pursuant to this 1 
. guide. i 

jDURATIO'-'-=N'--~+1.~RE=MAR~~KS~~~~ 
i, 

(See Remarl<s) 'i ClasS1fy and declassify in accordance 
'I with the applicable instructions provided 

in this guide. 

I ST&.E documentation containing no 

I 
lntorma1:1on classified pursuant to this 

, guide 'Will, at a minimum, be categorized 
I as FOUO. 

(Sae Section 3) 

I 
-~--------~-·--------....L.-.. 

! 3. VULNERABILffiES 
r----- o=..::...--~----- --r---

a_ !dentification of spocitic 
architecture or apptication 
vulnerabllltles which. if exploited, 

1 could result in the compromise of the 
i confidentiality, integrity or avaltability 

of HSDN. 

I -· ------_____________ ,, -----------r-
1 b- Details of an expto1table security 
I system vulnerability that. 1f disclosed. 
I coukl tead to the compromise of 
I cta5'l1fied information. 

I 

l-~···--
i c. Details of an exploitable physical 
\ secunty vulnerability that. rt 
i discfo.sed, could lead to the 
f compromise of ciasstfied information. 
I 

I 

SECRET 

SECRET 

SECRET 
CONFIDENTIAL 

Or 
FOUO 

I See Remari<.s) 

1 O years from 
date of discovery. 
or. upon 
confirmed 
elimination of the 
vulnerability, 
whichever occurs 
sooner, I See 

i Remarks) 

I 10 years from 
, date of discovery, 
J or. upon 
! confirmed 
I elimination of the 
\ vulnerability, 

I
i whichever occurs 

sooner. (See 
Remarks) 

I 

! If the vulnerability exists at multiple 
! locations, dedassffication will not occur 
I until the vulnerabil!ty has boon eliminated 

I at .u location •. 

i 
1 !f the vulnerability e,rjsts at multiple 

locatlons, declasslfication will not occur 
until the vtdnerabdity has been elJm!nated 
at au locations. 

I 
---i-·-··--

10 years from I Classify as Secrat ~ the exploitable 
data of disco vary, vulnerability offe-tS direct and unimpeded 
or, upon access to classified information with a 
confirmed I negligible chance of detection. 
elimination of the 
vulnerability, 
'Nhichever occurs 
sooner_ 

' 

I 
Classl. fy as Confide. ntial if the e. xpfoitable 
vulnerability offers potential access to 

I classified information with minimal effort. 

I, Categorize as FOUO if the exploitable 
! vulnerability is one of multiple layers of a 
'i defen.se in depth with minimal chance of 

an unauthorized person gaining access to 
. c!assifiod information 
I 
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d. Status of corrective action to 
address vulnerabilities of 
appflcations or operating systems 
(COTS or GOTS) that are used by 
and associated by name with HSDN. 
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CLASSIFICATION jJJURATION 
I 

SECRET [ 10 years from 
I date of discovery, 
j or, upon 
· confirmed 

elimination of the 
vulnerability, 
whichever occurs 
sooner 

! (See Remarks) 

·.· :~~tus of corrective action·t~----1--,,-~-~~~--·--·-1-----=- --
] address vulnerabil-lties of ' ' 
, 3pp!ications or operating systems 
' {COTS or GOTS) that are used by 

but not associated by name with 
HSDN. 

, f. '/ulnerabilitles of data Hnks that 
are used by and associated by name 
Nlth HSDN. 

SECRET i O years from 
date of discovery, 
or. upon 

i confirmed 
' elimination of the 

vulnerability, 
: whichever occurs 
1 sooner. (Sae 

' ' Remarks) 
I I 
I I , _____ "_ ---- -- - - -------~-----4----------~~----t------

I I . 
I g. Vulnerabilities of data links that UNCLASSIFIED 

I 

are used by but not associated by 

1 
nan1-e 'Mth HSDN. 

NIA 

I REMARKS ··--1 
: !f the vulnerability exists at multiple I 
I locations, declassification will not occur 1 

! until the vulnerability has been eliminated 
! at all locations. 

I 
I 

I ---------- -------------- ·1 

I If the vulnerability exists at multiple 

I 
locations. deciasslfication will not occur 
until the vulnerability has been eliminated 
at all locations. 

I 

I 

I 
I 
I 

I 
i 

I 
I ! 

---r-----~------------------~ 

: h_ HSDN system vuinerab1tities not 

I 
listed in this guide which, if exploited, 
could result In the compromise of 

'
1 

classffied Information or the 
i confidentiality, integrity or avRilability 
' of HSON. 

. 4. INCIDENTS 

a_ Existence of a penetration to 
HSON without further elaboration 

SECRET 

FOUO 

10 years from I If the vulnerability exists at multiple 
data of discove<y, I locations, daciasslfication will not occur 
or, upon until the \/\Jlnerability has been eliminated 
confirmed at all locations. 
elimination of the 
vulnerability, 
whichever occurs 
sooner. (See 
Remarks) 

I I 

.. --..L...--~------~'--------------------' 
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-f6l'fc----~---- ---L CLASSIFICATION I DURATION I REMARKS -==i 
! b. Details of a penetration or I SECRET · 10 years from 

date of dlscovery, 
or. upon 
confirmed and 
successful 
deployment or 
1nstaHation of 
countermeasures 
that prevent 
similar events 

!f the- vulnerability exists at multiple 
! locations. deciaSSification wm not occur I attempted penetration of HSON tllat 1 

1f disclosed. could lead to Ille 
comprornlse of classified 1nfonnat!on. 

t-·~·--

b. Jn-formation concerning the loss or ! 
m1shandhng of classified information: I 

• Report of the compromise I 
of classified information 

1
, 

'Mthout efaboration. 1 

• Report of the C',-Ompromise 
of classrfied infonnation that 
1s specific an-d detaUs the 
classified information 
compromised. 

r·----

• Report confirming that 
classified information 'Nas 
sent to an unauthonzed 
recipient or over an 
unclassified networ1c 

Report that 1dentrfies Oy 
:'lame i.he 1nd1vidua1 wtio 
obtained unauthonzed 
dGCBSS to daSSiflBd 
,nfonnution anaior the 
HSDN 

', from occurring. 
! whichever occurs 
i soonec (See 

--- ---+--ri<_•_l __ 
I 
I 

FOUO I NIA 

I 

i (See Ren1arks) ! (Sea Remarks) 

I 

I until the vulnerability has been eliminated 
at all locations. 

Classify and declassify in accordance 
v.tith the ct;01ssification/dadassificatlon 

1 instructions cited on the compromised 
materlaL 

-- --+--~~------j-----------l 
CONFIDENTIAL I, 

I 
I 

I 

5 years from date 
of incident. or, 
upon execution of 
a non-disclOsure 

·.

1 

agreement by the 
unauthorized 

1

1 
racfpf0.· nt or upon 
successful 
sanitization of the 

I 
classified material 
from tha system. 

I 
i 

CONFIDENTIAL I 5 years from date 
of incident, or. 
upon e1".ecuUon of 
a non-disclosure 

1 

agreement by fhe 
unauthorized 
recipient or upon 
successful 
sanitization of the 

i classified matena! 
'i from the system . 

. ------------ ---~-- ·- -·-- __ L ______ _ 
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. 5. CONTINUITY OF OPERATIONS .. 
c·-~·-·- ----1 ·~-----,-

: a. Disaster recover1 and continuity 
' of operations plans (COOP) that 
' associate HSON 1Nith specific 

alternative sites. 

· b. Disaster recovery and continuity 
of operations plans (COOP) that do 

1 
not associate HSDN 'Mth specific 

1 alternative srtes. 
______ l_ 
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DEFINITIONS 

Access. The ability and opportunity to obtain knowledge of classified information. 

Applicable Associated Markings. Markings, other than those which designate 
classification level, that are required to be placed on classified documents. These 
include the "Derived From" line, downgrading and declassification instructions, special 
control notices, Special Access Program caveats, etc. 

Automatic Declassification. The declassification of information based upon: ( 1) the 
occurrence of a specific date or event as determined by the original classification 
authority; or (2) the expiration of a maximum time frame for duration of classification 
established under Executive Order 12958, as amended. 

Classlficatlon. The act or process by which information is determined to be classified 
information. 

Classification Guidance. Any instruction or source that prescribes the classification of 
specific information. 

Classification Guide. A documentary form of classification guidance issued by an 
original classification authority that identifies the elements of information regarding a 
specific subject that must be classified and establishes the level and duration of 
classification for each such element. 

Classified National Security Information. Information that has been determined 
pursuant to E.O. 12958, as amended, or any predecessor order to require protection 
against unauthorized disclosure and is marked to indicate its classified status when in 
documentary form. Also known as classified information. 

Classifier. An individual who makes a classmcation determination and applies a 
security classification to information or material. A classifier may be an original 
classification authority (OCA) or a person who derivatively assigns a security 
classification based on a properly classified source or a classification guide. 

Communications Security (COMSEC). The protection resulting from all measures 
designed to deny unauthorized persons information of value that might be derived from 
the possession and study of telecommunications and to ensure the authenticity of such 
communications. COMSEC includes cryptosecurity, emission security, transmission 
security, and physical security of COMSEC materials and information. 

Compilation. An aggregation of pre-existing unclassified items of information. 
Compilations of information that are individually unclassified may be classified if the 
compiled information reveals an additional association or relationship that qualifies for 
classification pursuant to E.O. 12958, as amended, and is not otherwise revealed by the 
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individual information. Classification by compilation must meet the same standards and 
criteria as other original classification actions. 

Confidential Information. Information. the unauthorized disclosure of which 
reasonably could be expected to cause damage to the national security that the original 
classification authority is able to identify or describe. 

Configuration Management. The process involving identifying, controlling, accounting 
for. and auditing all changes made to the baseline system architecture. Included are 
hardware, firmware, and software. 

Cryptology. The branch of knowledge which treats the principles of cryptography and 
cryptanalytics; and the activities involved in producing signals intelligence (SIGINT) and 
maintaining communications security (COMSEC). 

Damage to the National Security. Harm to the national defense or foreign relations of 
the United States from the unauthorized disclosure of information. 

Declassificatlon. The authorized change in the status of information from classified 
information to unclassified information 

Declassification Authority. a. The official who authorized the original classification, if 
that official is still serving in the same position: b. the originator's current successor in 
function: c. a supervisory official of either; or d. officials delegated declassification 
authority in writing by the agency head or the senior agency official. 

Derivative Classification. Incorporating, paraphrasing, restating, or generating in new 
form information that is already classified, and marking the newly developed material 
consistent with the classification markings that apply to the source information. 
Derivative classification includes the classification of information based on classiflcation 
guidance provided in a security classification guide. The duplication or reproduction of 
existing classified information is not derivative classification. 

Document. Any physical medium in or on which information is recorded or stored. to 
include written or printed matter, audio-visual materials. and electromagnetic storage 
media. 

Event. An occurrence or happening that is reasonably certain to occur and that can be 
set as the signal for automatic declassification of information. 

For Official Use Only. The term used w1th1n OHS to identify sensitive but unclassified 
information, in any form. the release of which could cause harm to a persons privacy or 
welfare. adversely impact economic or industrial institutions or infrastructure, 
compromise programs or operations essential to the safeguarding of our national 
interests, or violate a statute. treaty, or other agreement enforceable by law. 
Information impacting the National Security of the United States and classified 
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Confidential, Secret, or Top Secret under Executive Order 12958, "Classified National 
Security lnfonnation," as amended, or its predecessor or successor orders, is not to be 
considered FOUO. FOUO is not to be considered classified infonnation. 

HSDN. Homeland Security Data Network (HSDN) is the Secret Classified Network for 
the Department of Homeland Security. 

Information. Any knowledge that can be communicated or documentary material, 
regardless of its physical fonn or characteristics, that is owned by, produced by or for, or 
is under the control of the United States Government. "Control" means the authority of 
the agency that originates information, or its successor in function, to regulate access to 
the information. 

Information Security. The system of policies, procedures, and requirements 
established under the authority of E.O. 12958, as amended, to protect infonnation that. 
if subjected to unauthorized disclosure, could reasonably be expected to cause damage 
to the national security. 

Material. Any product or substance on or in which information is embodied. 

National security. The national defense or foreign relations of the United States. 

Need-to-know. A determination made by an authorized holder of classified information 
that a prospective recipient requires access to specific classified information in order to 
perform or assist in a lawful and authorized governmental function. 

Original Classification. An initial determination that information requires, in the 
interest of national security, protection against unauthorized disclosure. 

Original Classification Authority. An individual authorized in writing, either by the 
President, or by agency heads or other officials designated by the President, to 
originally classify information. 

Regrade. To raise or lower the classification assigned to an item of information. 

Secret Information. lnfonnation, the unauthorized disclosure of which reasonably 
could be expected to cause serious damage to the national security that the original 
classification authonty 1s able to identify or describe. 

Telecommunications. The preparation. transmission, or communication of information 
by electronic means. 

Top Secret. Information, the unauthorized disclosure of which reasonably could be 
expected to cause exceptionally grave damage to the national security that the original 
classification authority is able to identify or descnbe. 

FOR OFFICIAL USE ONLY 17 



.. . . . . - .. . .. ..... . - . . .. . 
--·---·- ··----------· - ------ --------- -· --·--·-·-- -·- --··- ... - ~--··· ..... ----··-·-·-- ---- ·--

FOR OFFICIAL USE ONLY 

DEPARTMENT OF HOMELAND SECURITY 

NATIONAL SECURITY IT SYSTEMS CERTIFICATION AND 
ACCREDITATION 

SECURITY CLASSIFICATION GUIDE 

(OHS SCG OS-002 (IT)) 

March 2004 

Issued and Approved By: 

Signed 3/29/2004 Original Signed Copy Maintained at DHS Office of 
Security 

Jack L. Johnson, Jr. 

Chief Security Officer 

Department of Homeland Security 

March 29, 2004 

Date 

FOR OFFICIAL USE ONLY 

------·---------- ------------···----------- . ··-· · · .. . . -- . ·-··- . . . . ... . . . - ---·· ·-------· ·--------·---------.. . . -. . -··· ----·· ·--



OHS SCG OS-002 (IT) 

National Security IT Systems Certification & Accreditation 

March 2004 

Department of Homeland Security 

Office of Security 

Washington D.C. 20528 

Change Number Date of Change Notice 

FOR OFFICIAL USE ONLY 2 



1 

1.1 

1.2 

1.3 

1.4 

1.5 

2 

2.1 

2.2 

2.3 

2.4 

2.5 

2.6 

2.7 

2.8 

2.9 

3 

3.1 

3.2 

4 

NATIONAL SECURITY IT SYSTEMS CERTIFICATION & ACCREDITATION 
SECURITY CLASSIFICATION GUIDE 

TABLE OF CONTENTS 

GENERAL PAGE 

PURPOSE 4 

AUTHORITY 4 

SCOPE AND APPLICABILITY 4 

OFFICE OF PRIMARY RESPONSIBILITY 4 

RELATED GUIDANCE 5 

POLICY 

GENERAL 5 

REASON FOR CLASSIFICATION 5 

CLASSIFICATION BY COMPILATION 6 

EXCEPTIONAL CIRCUMSTANCES 6 

CHALLENGES TO CLASSIFICATION 6 

USE OF THIS GUIDE 6 

CLASSIFIED PROCESSING 7 

MARKING 7 

REPRODUCTION AND DISSEMINATION 7 

RELEASE OF INFORMATION 

PUBLIC RELEASE 8 

SENSITIVE UNCLASSIFIED INFORMATION 8 

EFFECTIVE DATE AND IMPLEMENTATION 8 

CLASSIFICATION GUIDANCE 9-13 

DEFINITIONS 14-17 

FOR OFFICIAL USE ONLY 3 



1 GENERAL 

1.1 PURPOSE 

This classification guide is issued for the purpose of identifying specific topics of 
information associated with the certification and accreditation (C&A) of information 
technology (IT) systems used for storing, transmitting, and processing classified 
national security information (classified information) and requiring classification and 
protection in accordance with Executive Order 12958, "Classified National Security 
Information,' as amended, and its implementing directives. The guide also provides 
topics of information that do not meet the standards and criteria for classification under 
E.O. 12958, as amended, but are nonetheless sensitive and require protection against 
unauthorized disclosure. Such sensitive but unclassified information shall be 
categorized as "FOR OFFICIAL USE ONLY" (FOUO) and marked as applicable to 
reflect that status. 

1.2 AUTHORITY 

This guide is approved by Jack L Johnson, Jr., Chief Security Officer, Department of 
Homeland Security, a delegated TOP SECRET Original Classification Authority. It is 
issued in accordance with Executive Order 12958, as amended, and Information 
Security Oversight Office (ISOO), Directive No. 1 (32 CFR, Part 2001/2004), "Classified 
National Security Information; Final Rule." 

1.3 SCOPE AND APPLICABILITY 

This document provides security classification guidance for information associated with 
the C&A of IT systems used for storing, transmitting, and processing classified 
information. This guide shall be cited as the basis for classification, reclassification, and 
declassification of information and materials under OHS cognizance and control related 
to the C&A process. Changes in classification guidance required for operational 
necessity will be made immediately upon notification and concurrence of the approving 
authority and will be disseminated to original recipients of this guide. The provisions of 
this guide are applicable to all organizational entities and contractors associated with 
the Department of Homeland Security. 

1.4 OFFICE OF PRIMARY RESPONSIBILITY 

The Office of Primary Responsibility (OPR) for this guide is: 

Department of Homeland Security 
Office of Security 
Administrative Security Division 
Washington D.C. 20528 

Telephone (202) 772-5012 
Fax: (202) 772-9990 
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1.5 RELATED GUIDANCE 

Classification guidance related too or associated with the topical guidance provided in 
this SCG can be found in OHS SCG OS-001 (IT), Homeland Security Data Network. A 
copy of the related guidance can be requested from the Office of Primary Responsibility 
identified in Section 1.4 above. 

2 POLICY 

2.1 GENERAL 

The Certification and Accreditation of OHS National Security IT Systems will be in 
accordance with MD-43008, OHS Policy Guide for National Security Systems. 
Certification of National Security IT Systems establishes the extent to which a particular 
IT design and implementation meets a specified set of security requirements. 
Certification primarily addresses software and hardware security safeguards, but also 
considers procedural, physical, and personnel security measures employed to enforce 
IT security policy. 

Accreditation is the official management authorization to operate an IT system based on 
a particular mode of operation; a prescribed set of security safeguards; a defined threat 
with stated vulnerabilities and safeguards; a given operational environment; a stated 
operational concept; a stated interconnection to other IT; an operational necessity; and 
an acceptable level of risk for which a Designated Approval Authority (DAA) has 
formally assumed responsibility. 

2.2 REASON FOR CLASSIFICATION 

Classification is reserved for specific categories of information or the compilation of 
related information meeting the standards and criteria for classification as defined in 
E.0. 12958, as amended, and falling within one or more of the categories of information 
eligible for classification per Section 1.4 of the Order. The topics of information cited in 
this guide are classified pursuant to: 

Section 1.4(e): scientific, technological, or economic matters relating to the 
national security, which includes defense against transnational terrorism; 

Section 1.4(g): vulnerabilities or capabilities of systems, installations, 
infrastructures, projects, plans, or protection services relating to the national 
security, which includes defense against transnational terrorism 

2.3 CLASSIFICATION BY COMPILATION 

A compilation of unclassified information is normally not classified. However, in certain 
circumstances, information that would otherwise be marked unclassified may become 
classified when combined or associated with other unclassified information, if the 
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compiled information reveals an additional association or relationship that meets the 
standards and criteria for classification. Under such circumstances, it is the additional 
association or relationship revealed by the combination or compilation of information 
that is classified, not the individual items of information. Users of this SCG should be 
aware of such a possibility when compiling unclassified information. (See 2.4 Below) 

Likewise, the compilation of classified information will be classified, at a minimum, at the 
highest classification within the aggregated data, but may become a higher 
classification if the compiled information reveals an additional association or relationship 
that warrants a higher level of classification. (See 2.4 Below) 

2.4 EXCEPTIONAL CIRCUMSTANCES 

Should a situation arise where a holder of information believes the information should 
be classified but it is not covered by this classification guide, or, a compilation of 
unclassified information should be classified or, if already classified, classified at a 
higher level, the information will be handled and safeguarded in accordance with the 
level of classification the holder believes it to be. 

In such instances, the information will be marked with the tentative level of classification 
and the notation "Pending Classification Review." 

The information will be transmitted, by a means approved for the level of classification, 
to the QPR identified in Section 1.4 of this guide, for a classification determination. 

2.5 CHALLENGES TO CLASSIFICATION 

If at any time security classification guidance contained herein is challenged, the items 
of information involved shall continue to be protected at the level prescribed by this 
guide until such time as a formal decision by an appropriate authority is made. 
Classification challenges should be addressed to the OPR identified in Section 1.4 of 
this guide. Appeal procedures to classification determinations are found in 32 CFR Part 
2001/2004, "Classified National Security Information," Directive No. 1, Final Rule. 

2.6 USE OF THIS GUIDE 

This guide is for the use of OHS employees and contractors performing derivative 
classification actions when addressing the elements of information covered by this 
guide. For the purpose of marking documents containing classified information covered 
by this guide, derivative classifiers will cite "OHS SCG OS-002 (IT), Dated March 2004," 
on the "Derived From" line, followed by the declassification instruction as specified in 
the guide. For Example: 

Derived From: OHS SCG OS-002 (IT), March 2004 
Declassify On: (Insert declassification instruction as cited for the particular 
Topic in the SCG) 

If classified information covered by this guide, as well as classified information from 
other classified sources, is included in the same document, the document will be 
marked as follows: 

Derived From: Multiple Sources 
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Declassify On: (Carry fotward the single most restrictive declassification 
instruction from all source documents) 

NOTE: If "Multiple Sources" are used for a derivatively classified document, a record of 
the sources used will be maintained with the file copy of the document. 
Where the declassification instruction of a source(s) is marked "OADR" or "Originating 
Agency Determination Required," or, the declassification instruction from a source(s) 
cites X-1 thru X-8, the declassification instructions for the newly created document will 
state: "Source Marked OADR," followed by the date of the most recent source; or, 
"Source Marked X-(applicable exemption number)" followed by the date of the most 
recent source. For example: 

Derived From: Multiple Sources 
Dec/ass On: Source Marked OADR, Date of Source Sep 21, 1995 

Derived From: Multiple Sources 
Dec/ass On: Source Marked X-1, Date of Source Sep 21, 2003 

2.7 CLASSIFIED PROCESSING 

Classified information will not be processed on any automated IT equipment unless the 
equipment has been specifically accredited and approved for classified processing. 
Consult office/organizational element security officials for instructions on what 
equipment may be used. 

2.8 MARKING 

Detailed instructions for marking classified materials can be found in the OHS Security 
Manual and the ISOO pamphlet titled "Marking." Training on marking classified 
materials can be obtained by contacting the OHS Office of Security at (202) 358-1438. 
The ISOO Marking Pamphlet is available for download at 
http://www.archives.gov/isoo/index.html. You can also download it from the OHS 
internal intra-net, DHSOnline, by going to the Security portal, Information Security, 
"ISOO Marking Booklet 2003." 

2.9 REPRODUCTION AND DISSEMINATION 

This guide may be reproduced and disseminated within OHS as needed. However, to 
ensure receipt of updates, revisions, and classification changes, whenever the guide is 
disseminated beyond an initial addressee, notify the OPR. 

Coordinate dissemination to government agencies outside of OHS through the OPR. 

RELEASE OF INFORMATION 

3.1 PUBLIC RELEASE 
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The fact that this guide indicates that some information may be unclassified does not 
imply that the information is automatically releasable to the public. Request for public 
release of infonmation will be processed in accordance with the OHS MD Number 
0460.1, "Freedom of Information Act Compliance." 

This guide is designated "FOR OFFICIAL USE ONLY" and will not be released to the 
public. Requests for copies of this guide by non-governmental officials will be 
processed under the Freedom of Information Act. 

3.2 SENSITIVE UNCLASSIFIED INFORMATION 

The classification guide applies to information that requires protection to prevent 
damage to the national security and thus requires classification in accordance with E.O. 
12958, as amended. In addition to classified information, there are certain types of 
sensitive but unclassified information for which Executive Branch agencies require 
application of controls and protective measures for a variety of reasons. FOR 
OFFICIAL USE ONLY (FOUO) is the designation that is applied by OHS to sensitive but 
unclassified information that may be exempt from mandatory release to the public under 
Section 552 of Title 5, U S.C., "Freedom of Information Act (FOIA)." 

4 EFFECTIVE DATE AND IMPLEMENTATION 

This classification guide is effective immediately upon release. 
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National Security IT Systems Certification & Accreditation 

Security Classification Guidance 
(OHS SCG OS-002 (IT)) 

1. GENERAL 
TOPIC CLASSIFICATION DURATION REMARKS 

a. Information revealing the location CONFIDENTIAL 15 Years From 
of a Special Compartmented Date of Origin 
lnfonmation Facility (SCIF) in 
association with the c:ategories of 
SCI information processed on 
classified IT system(s) in those 
locations. 

b. Information revealing the FOUO (See Remarks) lnfonmation will be designated as FOUO 
location of a collateral classified IT (See Remarks) unless it is otherwise classified under 
systems, sites, remote terminals, etc. authorities associated with a classified 

program or process that is itself 
classified. In this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 

c Classified IT systems accounting FOUO (See Remarks) lnfonmation will be designated as FOUO 
or appropriation data, budget (See Remarks) unless it is otherwise classified under 
estimates, and/or funding levels. authorities associated with a classified 

program or process that is itself 
classified. In this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 

d. Classified IT systems FOUO (See Remarks) Information will be designated as FOUO 
program/project milestone schedule. (See Remarks) unless it is otherwise classified under 

authorities associated with a classified 
program or process that is itself 
classified. In this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 

2. SYSTEMS INFORMATION 

a. Location of servers, routers. FOUO (See Remarks) Information will be designated as FOUO 
switches, or other systems (See Remarks) unless it is otherwise classified under 
management equipment or devices. authorities associated with a classified 

program or process that is itself 
class'1fied. Jn this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 
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TOPIC CLASSIFICATION DURATION REMARKS 

b_ Types of servers, routers, FOUO (See Remarks) Information will be designated as FOUO 
switches, etc., in use. (See Remarks) unless it is otherwise classified under 

authorities associated with a classified 
program or process that is itself 
classified. In this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 

C. Identification of software used on FOUO (See Remarks) Information will be designated as FOUO 
the system. (See Remarks) unless it is otherwise classified under 

authorities associated with a classified 
program or process that ls itself 
dassified. In this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 

d_ Type of Intrusion Detection FOUO (See Remarks) Information will be designated as FOUO 
software and/or hardware used on (See Remarks) unless it is otherwise classified under 
the system. authorities associated with a classified 

program or process that is itself 
classified. In this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 

e. Identification of cryptographic and FOUO (See Remarks) lnfonnation will be designated as FOUO 
encryption equipmenUinfrastructure. (See Remarks) unless it is otherwise classified under 

authorities associated with a classified 
program or process that is itself 
dassified. In this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 

f. Network Diagrams, drawings, flow FOUO (See Remarks) Information will be designated as FOUO 
charts that depict non-specific (See Remarks) unless it is otherwise classified under 
classified IT connectivity. authorities associated with a classified 

program or process that is itself 
classified. In this instance, classification 
and declassification will be applied in 
accordance with the program guidance. 

g. Network Diagrams. drawings, SECRET 15 Years from 
fiow charts that depict the ccmplete date of origin 
classified system IT connectivity, 
node information, port information, 
and geographic locations_ 
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TOPIC CLASSIFICATION DURATION REMARKS 

h. System Test and Evaluation (See Remarks) (See Remarks) Classify and declassify in accordance 
(ST&E) results containing with the applicable instructions provided 
infoITTlation classified pursuant to this in this guide. 
guide. 

ST&E documentation containing no 
information classified pursuant to this 
guide 'Will, at a minimum. be categorized 
as FOUO. 

(See Section 3) 

3. VULNERABILITIES 

a Identification of specific SECRET 1 O years from If the vulnerability exists at multiple 
architecture or application date of discovery, locations, declassification will not occur 
vulnerabillties which, ·1t exploited, or, upon until the vulnerability has been eliminated 
could result in the compromise of the confirmed at all locations, 
confidentiality, integrity or availability elimination of the 
of the classified IT system vulnerability, 

whichever occurs 
sooner. (See 
Remarks) 

b. Details of an exploitable security SECRET 10 years from If the vulnerability exists at multiple 
system vulnerability that, if disclosed, date of discovery, locations, dedassification will not occur 
could lead to the compromise of or, upon until the vulnerability has been eliminated 
classified information confirmed at all locations. 

elimination of the 
vulnerability, 
whichever occurs 
sooner. (See 
Remarks) 

c. Details of an exploitable physical SECRET 10 years from Classify as Secret if the exploitable 
security vulnerabilrty that, if CONFIDENTIAL date of discovery, vulnerability offers direct and unimpeded 
disclosed, could lead to the Or or, upon access to classified informaUon with a 
compromise of classified information. FOUO confirmed negligible chance of detect"1on. 

(See Remarks) elimination of the 
vulnerability, Classify as Confidential if the exploitable 
whichever occurs vulnerability offers potential access to 
sooner. classified information with minimal effort. 

Categorize as FOUO if the exploitable 
vulnerability is one of multiple layers of a 
defense in depth with minimal chance of 
an unauthorized person gaining access to 
classified information 
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TOPIC CLASS IF IC A TION DURATION REMARKS 

d. Status of corrective action to SECRET 10 years from If the vulnerabilfty exists at multiple 
address vulnerabilities of date of discovery, locations, declassification will not occur 
applications or operating systems or, upon until the vulnerability has been eliminated 
(COTS or GOTS) that are used by confirmed at all locations. 
and associated by name with the elimination of the 
classified IT system. vulnerability, 

whichever occurs 
sooner. 
(See Remar1<s) 

e. Status of corrective action to FOUO NIA 
address vulnerabilities of 
applications or operating systems 
(COTS or GOTS) that are used by 
but not associated by name with the 
classified IT system. 

f. Vulnerabilities of data links that SECRET 10 years from If the vulnerability exists at multiple 
are used by and associated by name date of discovery, locations, declassification will not occur 
with the class!fied IT system. or, upon until the vulnerability has been eliminated 

confirmed at all locations. 
elimination of the 
vulnerabilrty, 
whichever occurs 
sooner. (See 
Remar1<s) 

g. Vulnerabilities of data links that UNCLASSIFIED NIA 
are used by but not associated by 
name with the classified IT system. 

h. Classified IT system SECRET 10 years from If the vulnerability exists at multiple 
vulnerabilities not listed in this guide date of discovery, locations, declassification will not occur 
which, if exploited, could result in the or, upon untll the vulnerability has been eliminated 
compromise of classified information confirmed at all locations. 
or the confidentiality, integrity or elimination of the 
availability of HSDN. vulnerability, 

whichever occurs 
sooner. (See 
Remar1<s) 

4. INCIDENTS 

a. Existence of a penetration to the FOUO NIA 
classified IT system without further 
elaboration. 
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TOPIC CLASSIFICATION DURATION REMARKS 

b. Details of a penetration or SECRET 10 yea rs from If the vulnerability exists at multiple 
attempted penetration of a classified date of discovery, locations, declassification will not occur 
IT system that if disclosed, could or, upon until the vulnerability has been eliminated 
lead to the compromise of classified confinned and at all locations. 
information. successful 

deployment or 
installation of 
countermeasures 
that prevent 
similar events 
from occurring, 
whichever occurs 
sooner. (See 
Remarks) 

c. Information concerning the loss or 
mishandling of classified information: 

• Report of the compromise FOUO N/A 
of classified infonnation 
without elaboration. 

• Report of the compromise (See Remarks) (See Remarks) Classify and declassify in accordance 
of classified information that with the classification/declassification 
is specific and details the instructions cited on the compromised 
classified information material. 
compromised. 

• Report confirming that CONFIDENTIAL 5 years from date 
classified infonnation was of incident, or, 
sent to an unauthorized upon executlon of 
recipient or over an a non-disclosure 
unclassified network. agreement by the 

unauthorized 
recipient or upon 
successful 
sanitization of the 
classified material 
from the system. 

• Report that identifies by CONFIDENTIAL 5 years from date 
name the individual who of incident, or. 
obtained unauthorized upon execution of 
access to classified a non-disclosure 
information and/or the agreement by the 
classified IT system. unauthorized 

recipient or upon 
successful 
sanitization of the 
classified material 
from the system. 
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DEFINITIONS 

Access. The ability and opportunity to obtain knowledge of classified information. 

Accreditation. The official management authorization to operate an IT system based 
on a particular mode of operation; a prescribed set of security safeguards; a defined 
threat, with stated vulnerabilities and safeguards; a given operational environment; a 
stated operational concept; a stated interconnection to other IT; an operational 
necessity; and an acceptable level of risk for which the DAA has formerly assumed 
responsibility. 

Applicable Associated Markings. Markings, other than those which designate 
classification level, that are required to be placed on classified documents. These 
include the "Derived From" line, downgrading and declassification instructions, special 
control notices, Special Access Program caveats, etc. 

Automatic Declassification. The declassification of information based upon: (1) the 
occurrence of a specific date or event as determined by the original classification 
authority; or (2) the expiration of a maximum time frame for duration of classification 
established under Executive Order 12958, as amended. 

Certification. The comprehensive testing and evaluation of the technical and non­
technical IT security features, and other safeguards used in support of the accreditation 
process. 

Classification. The act or process by which information is determined to be classified 
information. 

Classification Guidance. Any instruction or source that prescribes the classification of 
specific information. 

Classification Guide. A documentary form of classification guidance issued by an 
original classification authority that identifies the elements of information regarding a 
specific subject that must be classified and establishes the level and duration of 
classification for each such element. 

Classified National Security Information. Information that has been determined 
pursuant to E.O. 12958, as amended, or any predecessor order to require protection 
against unauthorized disclosure and is marked to indicate its classified status when in 
documentary form. Also known as classified information. 

Classifier. An individual who makes a classification determination and applies a 
security classification to information or material. A classifier may be an original 
classification authority (OCA) or a person who derivatively assigns a security 
classification based on a properly classified source or a classification guide. 

FOR OFFICIAL USE ONLY 14 



Document. Any physical medium in or on which information is recorded or stored, to 
include written or printed matter, audio-visual materials, and electromagnetic storage 
media. 

Event. An occurrence or happening that is reasonably certain to occur and that can be 
set as the signal for automatic declassification of information. 

For Official Use Only. The term used within OHS to identify sensitive but unclassified 
information, in any form, the release of which could cause harm to a persons privacy or 
welfare, adversely impact economic or industrial institutions or infrastructure, 
compromise programs or operations essential to the safeguarding of our national 
interests, or violate a statute, treaty, or other agreement enforceable by law. 
Information impacting the National Security of the United States and classified 
Confidential, Secret, or Top Secret under Executive Order 12958, "Classified National 
Security Information," as amended, or its predecessor or successor orders, is not to be 
considered FOUO. FOUO is not to be considered classified information. 

Information. Any knowledge that can be communicated or documentary material, 
regardless of its physical form or characteristics, that is owned by, produced by or for, or 
is under the control of the United States Government. "Control" means the authority of 
the agency that originates information, or its successor in function, to regulate access to 
the information. 

Information Security. The system of policies, procedures, and requirements 
established under the authority of E.O. 12958, as amended, to protect information that, 
if subjected to unauthorized disclosure, could reasonably be expected to cause damage 
to the national security. 

Material. Any product or substance on or in which information is embodied. 

National security. The national defense or foreign relations of the United States. 

Need-to-know. A determination made by an authorized holder of classified information 
that a prospective recipient requires access to specific classified information in order to 
perform or assist in a lawful and authorized governmental function. 

Original Classification. An initial determination that information requires, in the 
interest of national security, protection against unauthorized disclosure. 

Original Classification Authority. An individual authorized in writing, either by the 
President, or by agency heads or other officials designated by the President, to 
originally classify information. 

Regrade. To raise or lower the classification assigned to an item of information. 
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Secret Information. Information, the unauthorized disclosure of which reasonably 
could be expected to cause serious damage to the national security that the original 
classification authority is able to identify or describe. 

Telecommunications. The preparation, transmission, or communication of information 
by electronic means. 

Top Secret. Information, the unauthorized disclosure of which reasonably could be 
expected to cause exceptionally grave damage to the national security that the original 
classification authority is able to identify or describe. 
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documents: {a) the Government'~ sobotatlon and yoor offer, aiid (b} this award/contract 

No further contractual document is necessary 

P.--crfb&d b~ GSA 
FAA (.(6 CFR) 53 214je) 
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REFERENCE NQ_ OF DOCUMENT BEING CONTINUED 
CONTINUATION SHEET HSHQDC - 06 -· 0- 00017/HSHQDC-08 -J - 00138 

\.tE OF OFFEROR OR CONTRACTOR 

CK.HEED MARTIN SERVICES INC 

1TEMNO 

(Al 

0001 

SUPPL!ES!SERV1CES 

(Bl 

DUNS Number: 805258373+0000 
Request for Proposals dated June 19, 2007 with 
Amendments 1 through 13, Section 2.0, Technical 
Capability of the contractor's proposal dated 
August 31, 2007 and September 19, 2007 and 
contractor's labor rate schedule dated May 30, 
2008 are hereby incorporated into this task order 
to form an integral part of this contract. 

The ceiling for this task order is $288,499,204. 
FOB: Destination 
Period of Performance: 06/01/2008 to 01/31/2013 

Base Year 
Operations and Maintenance Support Services 
(HSDI 

NTE $29,789,173.00 

Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
84 FY2008 
Funded: $12,625,516.00 
Accounting Info: 
SCAC008-000-IX-22-ll-02-000-02-05-0000-00-00-00-0C 
-GE-OE-25-41-EM0122 
Funded: $130,000.00 
Accounting Info: 
SCACOOB-000-IX-22-11-02-000-02-05-0000-00-00-00-0C 
-GE-OE-25-44-800024 
Funded: $400,000.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
44 FY2008 
Funded: $6,707,462.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-os-0000-00-00-00-00 GE OE 31 
18 FY2008 
Funded: $7,173,043.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
76 FY2008 
Funded: $2,331,776.00 
Accounting Info: 
RWC8049 RWC 
wF--99-01 oo-ooo-02-os-oooo-00-00-00--00 GE OE 25 
Continued .. 

NSN 7S4-0---01-152--8067 

QUANTITY UNIT UNIT PRICE 

(Cl (D) (El 

PAGE OF 

2 9 

AMOUNT 

(Fl 

9,789,173.00 

OPTIONAL FORM 336 (4--86) 
SJ>On"Oted by GSA 
FAR(48 CFR) SJ 110 



CONTINUATION SHEET 
REFERENCE NO OF DOCUMENT BEING CONTINUED 

HSHQDC-06-D-00017/HSHQDC-08-J-00138 

'"JE Of OFFEROR OR CONTRACTOR 

CKHEED MARTIN SERVICES INC 

1T£M NO 

{A) 

0002 

0003 

0004 

0005 

SUPPUES/SERVICES 

(8) 

74 FY2008 

Funded: $421,376.00 
Period of Performance: 06/05/2008 to 01/31/2009 

Base Year 
Operations and Maintenance Support Services ODC's 
HSD 
NTE $6,000,000 

Award Type: Time-and-materials 

Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 

84 FY2008 
Funded: $6,000,000.00 
Period of Performance: 06/01/2008 to 01/31/2009 

Base Year 
Spectrum Support Services 
ESD 
NTE $1,080,000 
Award Type: Time-and-materials 

Accounting Info: 
WLPG007-000-IX-22-12-00-000-02-05-0000-00-00-00-0C 

GE OE 25 44 WL0032 
Funded: $1,080,000.00 
Period of Performance: 06/01/2008 to 01/31/2009 

Base Year 
Spectrum ODCs 
ESD 
NTE $20,000 
Award Type: Time-and-materials 

Accounting Info: 
WLPG007-000-IX-22-12-00-000-02-05-0000-00-00-00-0C 

GE OE 25 44 WL0032 
Funded: $20,000.00 
Period of Performance: 06/01/2008 to 01/31/2009 

Base Year 
Infrastructure Transformation Program {ITP) 
ESD 
NTE $830,916.80 
Award Type: Time-and-materials 

Accounting Info: 
SCAC00?-000-IX-22-11-02-000-02-05-0000-00-00-00-0C 
·GE-OE-25-44-EP0012 
Continued .. 

QUANTITY UNIT UNIT PRICE 

{C) {D) IE) 

PAGE OF 

3 9 

AMOUNT 

{Fl 

6,000,000.00 

1,080,000.00 

20,000.00 

830,916.80 

Of'TIONAL FORM 336 (4-116) 
Sponsored by GSA 
FAA(.(BCFR.)53110 



CONTINUATION SHEET 
REFERENCE NO, OF DOCUMENT BEING CONTINUED 

HSHQDC-06-D-00017/HSHQDC-08-J-00138 

'ME OF OFFEROR OR CONTRACTOR 

CKHEED MARTIN SERVICES INC 

1fEM NO 

(Al 

0006 

0007 

0008 

0009 

SUPPLIES/SERVICES 

IB) 

Funded: $830,916.80 
Period of Performance: 06/01/2008 to 01/31/2009 

Base Year 
Infrastructure Transformation Program ODC's 
ESD 
NTE $40,000 
Award Type: Time-and-materials 

Accounting Info: 
SCAC007-000-IX-22-ll-02-000-02-05-0000-00-00-00-0C 

(GE) OE 25 44 EP0012 
Funded: $40,000.00 
Period of Performance: 06/01/2008 to 01/31/2009 

Base Year 
Security Support Services 
ESD 
NTE $690,977.20 

Award Type: Time-and-materials 

Amount: $452,987.00 

Accounting Info: 
IFSR008-000-IX-22-10-05-000-02-05-0000-00-00-00-0C 

-GE OE 25 44 SC0032 
Funded: $452,987.00 

Amount: $237,990.20 
Accounting Info: 
OINFOOB-000-IT-21-14-10-000-02-05-0500-00-00-00-0C 
-GE OE 25 44 SC0021 
Funded: $237,990.20 
Period of Performance: 06/01/2008 to 01/31/2009 

Base Year 
Security Support Services ODC's 
ESD 
NTE $40,000 
Award Type: Time-and-materials 

Accounting Info: 
OINFOOB-000-IT-21-14-10-000-02-05-0500-00-00-00-0( 
-GE OE 25 44 SC0021 
Funded: $40,000.00 
Period of Performance: 06/01/2008 to 01/31/2009 

Base Year 
DHS Headquarters coop Support and Exercises 
NTE $1,677,163 
Award Type: Time-and-materials 

Continued 

NSN 1540--01-152·8007 

QUANTITY UNIT UNrr PRICE 

(Cl (D) IE) 

PAGE OF 

4 9 

AMOUNT 

(Fl 

40,000.00 

690,977.20 

40,000.00 

1,677,163.00 

OPTIONAL FORM 336 (4-00) 
SP<ln110rnd b~ GSA 
FARj48CFR)51110 



CONTINUATION SHEET 
REFERENCE NQ_ OF DOCUMENT BEING CONTINUED 

HSHQDC-06-0-00017/HSHQDC-08-J-00138 

'ME OF OfFEROR OR CONTRACTOR 

CKHEED MARTIN SERVICES INC 

1fEMNO 

(A) 

0010 

0011 

0012 

0013 

SUPPUESfSERVICES 

IB) 

Accounting Info: 
NONE008-000-MA-20-0l-00-000-02-07~0800-00-00-00.,0( 

-GE-OE-25-44-000000 

Funded: $1,677,163.00 
Period of Performance: 06/01/2008 to 01/31/2009 

Option Year 1 
Operations and Maintenance Support Services 
HSD 
NTE $50,244,421.00 
Award Type: Time-and-materials 
Amount: $50,244,421.00(0ption Line Item} 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2009 to 01/31/2010 

Option Year 1 
Operations and Maintenance Support Services ODCs 
HSD 
NTE $6,000,000.00 
Award Type: Time-and-materials 
Amount: $6,000,000.00(0ption Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2009 to 01/31/2010 

Option Year 1 
Wireless Management Off ice 
ESD 
NTE $3,996,518.00 
Award Type: Time-and-materials 
Amount: $3,996,518.00(0ption Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2009 to 01/31/2010 

Option Year 1 
Wireless Management Office ODCs 
ESD 
NTE $120,000.00 
Award Type: Time-and-materials 
Amount: $120,000.00(0ption Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2009 to 01/31/2010 
Continued .. 

QUANTITY UNIT UNIT PRICE 

(C) (DI (E) 

PAGE OF 

5 9 

AMOUNT 

IF) 

0.00 

0.00 

0.00 

0.00 

OPTIONAL FORM 33fl (4-86) 
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FAR (4B CFR) SJ. 110 



CONTINUATION SHEET 
REFERENCE NQ_ OF DOCUMENT BEING CONTINUED 
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\AE OF OFFEROR OR CONTRACTOR 

:KHEED MARTIN SERVICES INC 

.1EMNO 

(A) 

0014 

0015 

SUPPLIESISERVICES 

IB) 

Option Year 2 
Operations and Maintenance support Services 
(HSD) 

NTE $51,371,156.00 
Award Type: Time-and-materials 
Amount: $51,371,156.00(0ption Line Item) 

Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 

84 FY2008 

Funded: $0. 00 

Accounting Info: 
SCACOOB-- 000 - IX-22-11-02-000-02- 05-0000- 00-00 - 00-0( 

-GE-OE-25-41-EM0122 

Funded: $0.00 

Accounting Info: 
SCACOOB-000-IX-22-11-02-000-02-05-0000-00-00-00-01 

-GE-OE-25-44-800024 

Funded: $0.00 

Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
44 FY2008 
Funded: $0.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GB OE 31 
18 FY2008 
Funded: $0.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00--000-02-05-0000-00-00-00-00 GE OE 25 

76 FY2008 
Funded: $0.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 

74 FY2008 
Funded: $0.oo 
Period of Performance: 02/01/2010 to 01/31/2011 

Option Year 2 
Operations and Maintenance Support Services ODCs 
HSD 
NTE $6,000,000.00 
Award Type: Time-and-materials 
Amount: $6,000,000.00(0ption Line Item) 
Product/Service Code: 0399 

Continued .. 

QUANTITY UNIT UNIT PRICE 

(C) (D) IE) 

PAGE OF 

6 9 

AMOUNT 

(Fl 

0.00 

0.00 

OPTIONAL FORM '.:\36 (4-M) 
~fl6(}(6d b~ GSA 
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'IAME OF OFFEROR OR CONTRACTOR 

CKHEED MARTIN SERVICES INC 

,EMNO 

(A) 

0016 

0017 

0018 

0019 

0020 

SUPPLIESISERVK:ES 

(B) 

Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2010 to 01/31/2011 

Option Year 2 
Wireless Management Off ice 
ESD 
NTE $4,115,942.00 
Award Type: Time-and-materials 
Amount: $4,115,942.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2010 to 01/31/2011 

Option Year 2 
Wireless Management Off ice ODCs 
ESD 
NTE $120,000.00 
Award Type: Time-and-materials 
Amount: $120,000.00{0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2010 to 01/31/2011 

Option Year 3 
Operations and Maintenance Support Services 
HSD 
NTE $52,442,323.00 
Award Type: Time-and-materials 
Amount: $52,442,323.00(0ption Line Item) 
Product/Service code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2011 to 01/31/2012 

Option Year 3 
Operations and Maintenance Support Services ODCs 
HSD 
NTE $6,000,000.00 
Award Type: Time-and-materials 
Amount: $6,000,000.00(0ption Line Item) 
Product/Service code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2011 to 01/31/2012 

Option Year 3 

Wireless Management Off ice 
Continued 

QUANTITY UNIT UNIT PRICE 

(C) IDI (E) 

PAGE OF 

7 9 

AMOUNT 

(F) 

0.00 

0.00 

0.00 

0.00 

0.00 

OPTIONAL FORM 3311 (4-W) 
SpomofOO try GSA 
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CONTINUATION SHEET 
REFERENCE NQ_ Of DOCUMENT BEING CONTINUED 

HSHQDC-06-D-00017/HSHQDC-08-J-00138 

"!AME OF OFFEROR OR CONTRACTOR 

ICKHEED MARTIN SERVICES INC 

.EMNO. 

(A) 

0021 

0022 

0023 

0024 

SUPPLIES/SERVICES 

(B) 

ESD 
NTE $4,238,554.00 

Award Type: Time-and-materials 
Amount: $4,238,554.00(0ption Line Item} 

Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2011 to 01/31/2012 

Option Year 3 
Wireless Management Office ODCs 
ESD 
NTE $120,000.00 

Award Type: Time-and-materials 
Amount: $120,000.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2011 to 01/31/2012 

Option Year 4 
Operations and Maintenance Support Services 
HSD 
NTE $53,075,751.00 
Award Type: Time-and-materials 
Amount: $53,075,751.00{0ption Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2012 to 01/31/2013 

Option Year 4 
Operations and Maintenance Support Services ODCs 

HSD 
NTE $6,000,000.00 
Award Type: Time-and-materials 
Amount: $6,000,000.00(0ption Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2012 to 01/31/2013 

Option Year 4 
Wireless Management Office 
ESD 
NTE $4,366,310.00 
Award Type: Time-and materials 
Amount: $4,366,310.00(0ption Line Item) 

Product/Service Code: D399 
Product/Service Description: OTHER ADP & 
Continued .. 

QUANTITY UNIT UNIT PRICE 

(C) (D) (E) 

PAGE OF 

8 9 

AMOUNT 

(F) 

0.00 

0.00 

0.00 

0.00 
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"IAME OF OfFEROR OR CONTRACTOR 

'CKHEED MARTIN SERVICES INC 

EMNO 

(A) 

0025 

SUPPLIES/SERVICES 

(B) 

TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2012 to 01/31/2013 

Option Year 4 
Wireless Management Off ice ODCs 
ESD 
NTE $120,000.00 
Award Type: Time-and-materials 
Amount: $120,000.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 
Period of Performance: 02/01/2012 to 01/31/2013 

The total amount of award: $288,499,205.00. The 
obligation for this award is shown in box lSG. 

QUANTITY UNIT UNIT PRICE 

IC) {D) {E) 

PAGf OF 

9 9 

AMOUNT 

{F) 

0.00 

OPTIONAL FORM J.'.l6 (4-%) 
Sponoornd by GSA 
FAA (-48 CFR) ~3 110 



ffi.....A 
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 11- CONTRACT ID CODE I PAOlE 

OF PAGES 

I s 
2 AMENOMENT/MOD!FICATION NO 3 EFFECTfVE DATE 4_ REQUISITION/PURCHASE REO ~ 15 PROJECT NO (If app/;cable) 

POCOOl See Block 16C 
ISSUED BY CODE DHS/OPO/ITAC 7 ADMINISTERED BY (ff other than lttm! BJ CODE lcHSc OPO/.LTAC 

. s. Dept. Gf Homeland Security Department 0 f Homela.nd Security 
Off ice of Prucurement Opera. t ions 1Jffice 7f Procurement Cps. I CTAC) 
Infor111ati·:;n Tech. A'-~quisiti--:in Div. 245 Murray Drive 
:: --15 Murr:i.y Lane, SW Bldg. 41'] 

Bt,1lding 410 Washington DC: 20 518 
·,,J a_ ~;hi n91 on D<:' 20528 
8 NAME AND ADDRESS OF CONTRACTOR (No 

,_ 
'aunt; Stste llnd ZJP C"""-J (<) 9A. AMENDMENT OF SOUC!TATION NO 

~ 

L,::)\KHSE[1 MAH TIN SEPVICE3 INC 
2 3 .i9 P.OUTE 70 WEST FLGOR 'W 98. DATED {SEE ITEM 11) 

'HERR\' HILL N,J 08002j315 

x 10A MODIFICATION OF CONTRACT/ORDER 00 
HSHQDC-06-D-00017 
HSHQDC-08-J-00138 
108. DATED (SEE ITEM 11) 

CODE 8052583710000 FAClUTY CODE 06/02/2008 

11. TI-OS ITEM OMLY .t.PPUES TO AMEHDMl!NTS Of SOUCITATlONS 

-, The above numbered sol!citatkvl Is amend6d as set forth in Item 14. Th& hour ar.d daQt speci1\Qd for receipt~ Olfers is e;('(end&d, f5 not e;('(ended 

Offooi must acknowledge receipt~ ttU& amendment prior to the hour and date specified lt1 the sollcltatlof1 ~as ameoded. by Of1e of the followlng methods: (a) By corn~ 

lt8rm 8 ar.d 15, and returning copiQ8 ot the amendment; (b) By~ r&eolpt of this amendment oo each copy ot tho oner Sl.lbinitt&d: OI (c) By 

sepinte letter Oft~ whlci'l lndudee. a refer&nce to the l-Ok:llatlon aod am&ndmont numti.rfl_ FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECENED AT 
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPEC!FIEO MAY RESULT IN REJECTION Of YOUR OFFER. If by 
virtue ot ttib amendtn611t yoo OM.ire to d-.aflQ9 an oft'er Mrearly ~,such ct\&nge may be made by l&legram or lettM, provld&d ead'l t~am or letter makes rmef&fiCEI 
to ttie soktlatioo and ltrjs amandm&nl, and iS receTvad prior to the opeoing hour and date spedl\&d 

12_ ACCOUNTING ANO APPROPRIATION DATA (Jfrnquirod) 

S"Oe Schedule 

13. THIS ITEM ONLY .lo.PPUES TO MOOlFICATIOH OF CONTRACTS/ORDERS. IT lllOOIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN: ITEM 1•. 

CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify euthorlty) THE CHANGES SET FORTH JN 1TEM 14 ARE MADE IN THE CONTRACT 
ORDER NQ_ IN ITEM 10A. 

8. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such es chsng&!J In paying o~, 
appropriation date, ate.) SET FORTH IN ITEM 1•. PURSUANT TO THE AUTHORITY Of FAR -43 103(b). 

\,; !HI::; ALA 1::;._,,,.__,...._..,,, •v ' 

X FAR 43.103 {a) (3) Mutual Agreement of Both Parties 
u 

E. IMPORTANT: ControctO< 

14. DESCRIPTION OF AMENOMENTIMOOIFlCATION (Organ/Md by UCF $ection f'IHdintp, includk1t] ~ation/contnfCi wbjed m"1t&r wh&f9 feQsibJ8.) 

DUNS Number: 805258373+0000 

The purpose of this modification is to appoint the task order Contracting Officer's 
Technical Representative (COTR) and Sub-COTRs, change Section 5.14 of the Performance 
Work Statement and and establish the ceiling price for the purchase of Citrix licenses. 
Please see page 2 for modification details. 
Period of Performance: 06;01./2008 to 01/31/2013 

E~cept dS prov~ herein, ~ tatms and conditions of the doctlffiOOt referenced In Item 91' or 10A. as he1~e changed. remains unchanged ;:ind lf1 fu~ force and effect 

15A NAME AND TITLE OF SIGNER (Type or prmt) 16A NAME ANO TITLE OF CONTRACT\NG OFFICER (rYP6 or print) 

41ri::1::11"21 l.-, r~'f'Jib~N-~ fi,;'.li::'-'1\rfo \f1!;x,stacce Fort me 
16C DATE SIGNED 

1 

9/ t c /,;ie: c '6: 
NSN 7540-01-152-8070 [,/_, 
PreVIOlis edltkin unusable 

STANDARD FORM 30 (REV 
Prescnbad by GSA 
FAR (48 CFR) 53 243 

10--83) 



Task Order HSHQDC-06-0-000171 
HSHQDC-08-J-00138 
POOOOI 

The purpose of this modification is to appoint the task order Contracting Officer's 
Technical Representative (COTR) and Sub-COTRs, replace Section 5.14 of the 
Performance Work Statement and establish the ceiling for the purchase of the CITRIX 
licenses. 

Modification 

l. Section G.3.2 COTR Designation of the task order is hereby changed to appoint Fawn 
Pettigrew as the COTR for task order HSHQDC-06-0-00017/ HSHQDC-08-J-00138. 
Tyrone Hamilton, Terrence Dixon, Robert Ellison, Dave Campbell, Rhonda Orndorff, 
Paul Beckman and Chris Lane are hereby appointed as Sub-COTRs for the task order. 

2. Section C. 5.14 Wireless Services Management of the task order Performance Work 
Statement is hereby modified as follows: 

C.5.14 Wireless Services Management 

The Contractor shall provide support to ESD Wireless Services (WS) to include wireless 
coordination support, frequency management support, and frequency spectrum planning. 

C.5.14. l Wireless Coordination Support 

The Contractor shall support ESD Wireless Services in facilitating the coordination of 
OHS wireless investments through the OHS Wireless Working Group (WWG). The 
Contractor shall perform the following tasks: 

C.5.14. l. l the Contractor shall provide support to include the development and tracking 
of program metrics, development and execution of program strategy, development of 
program governance documentation (e.g., MD4100 updates), and reporting. 

C .5.14.1.2 The Contractor shall support the WWG through process development, 
development of Governance documentation and templates, facilitation of meetings, and 
managing communications. 

C.5.14. l .3 The Contractor shall provide technical and operational subject matter expertise 
to support IT acquisition reviews and WWG investment/resource coordination efforts. 

C.5.14.2 Frequency Management Support 

The contractor shall perform frequency management functions as follows: 

C.5.14.2. l Provide proficient technical expertise for Spectrum Software tools and 
products such as Spectrum XX! and A TOI Hertz Warfare. 

2 



Task Order HSHQDC-06-D-OOO l 71 
HSHQDC-08-J-00l38 
POOOOI 

C.5.14.2.2 Assist with the daily selection, coordination, and processing of all radio 
frequency authorizations in support of OHS components. The selected/approved 
frequencies shall be registered by the contractor in the Government Master File, GMF. 

C.5.14.2.3 Assist in the development of frequency plans that meet new communications 
requirements and improve methodologies for interoperability among the OHS 
components and key federal, state, and local partners. 

C.5.14.2.4 Ensure that systems will neither cause nor receive harmful interference to or 
from other authorized users when placed in their intended operational environments. 

C.5.14.2.5 Ensure accuracy of all frequency assignments by conducing "five-year­
reviews" or "ten-year reviews" as required by NTIA regulations of all DHS GMF 
records. 

C.5.14.3 Frequency Spectrum Planning 

The contractor shall support Spectrum Planning as follows: 
C.5.14.3. l Develop and recommend frequency changes to eliminate technical 
incompatibilities, improve interoperability, and reduce and/or eliminate interference. 

C.5.14.3.2 Refine the nationwide channel plan with the support of the WWG to include 
identifying frequencies and developing a logical structure for nationwide channels (e.g., 
component specific channels, OHS common channels, interoperability channels). 

C.5.14.3.3 Develop a nationwide strategy to define optimal geographic spacing for 
frequency reuse zones; identify the number of frequencies needed for a successful 
regional/zone system design, use temporary transition frequencies (if required), and use 
permanent narrowband frequencies of the new wireless systems. 

C .5.14.3.4 Prepare equipment and system certification documentation as required by 
NTIA regulations. 

C.5.14.3.5 Coordinate new, proposed frequencies within OHS and with other federal 
departments and government agencies. 

C.5.14.3.6 Prepare spectrum Planning analyses and documentation as directed, including 
documentation for spectrum management support of the National Response Framework 
(NRF) Emergency Support Function #2 - Communications (ESF #2). 

C.5.14.4 Security Support 

C .5.14.4.1 The contractor shall prepare a DHS Information Technology Services Office 
(!TSO), Enterprise Services Division (ESD) Security Management Approach and SOPs, 
Checklists and a OHS Information Technology Services Office Security Plan, for ESD 
operations, and submit to the COTR for approval. (CORL C.5.10-1, Information 
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Technology Services Office Security Management Approach and SOPs, Checklists and 
OHS Information Technology Services Office Security Plan) 

C.5.14.4.2 The contractor shall identify and notify the COTR and the ESD Security 
Manager of any upgrades, updates, service packs, and patches determined to be 
incompatible with system or application specifications and proceed as directed by the 
COTR. 

C.5.14.4.3 The contractor shall identify specific security weaknesses on target systems, 
and provide recommended techniques and/or improvements to strengthen the security of 
the target system. 

C.5.14.4.4 The contractor shall manage and monitor all OHS security components 
including intrusion detection systems (IDSs) and PEPs. Security systems shall use an 
automated delivery function to the maximum extent possible to push anti-virus software 
signature updates to the desktops and provide the results to Information Technology 
Services Office NMC/SMC management for analysis. Security systems administration 
shall include the following: 

C .5.14.4.5 The contractor shall monitor OHS systems for intrusion activity, and be 
prepared to take appropriate steps to mitigate any suspected intrusion while maintaining 
the availability of the system for all authorized users. 

C.5.14.4.6 The contractor shall conduct computer forensics, law enforcement evidence 
collection and preservation efforts in support of the system. 

C.5.14.4.7 The contractor shall conduct assessments quarterly (or as directed) at all 
major nodes, such as gateways and regional centers where data is stored and report the 
results of such findings to the COTR and the ESD Security Manager. 

C .5.14.4.8 The contractor shall perform anti-virus scans of the entire OHS networks in 
accordance with the proscribed procedures in OHS Approved Maintenance Downtime as 
described in Section C.5.6.4. 

C.5.14.4.9 For all new installations, system upgrades or routine maintenance, the 
contractor shall ensure all requested administrative requirements, compliance with OHS 
Security Architecture and hardening guidance. The contractor shall test to ensure that 
installation will be able to sustain and /or improve the operational and security posture of 
the systems prior to submission to CCB for approval. 

C.5.14.4. l 0 The contractor, in coordination with OHS, shall determine the schedule for 
deploying Information Assurance and Vulnerability Alerts (IA V As), patches, and service 
packs and document completion to the COTR and the ESD Security Manager. 
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C.5.14.4.1 l The contractor shall provide monthly reports to the appropriate COTR and 
the ESD Security Manager on the success of the patch/service pack deployment, and any 
issues preventing completion. (CORL C.5.10-4, Patch/Service Pack Deployment Report) 

C.5.14.4. l 2 The contractor shall provide Weekly quad reports, in accordance with !TSO 
Standards, to the ESD Security Manager and other appropriate Technical Point of 
Contacts as directed by the COTR. 

C.5.14.4.13 In response to potential threats to the OHS (and U.S. infrastructure assets in 
general), the Secretary of the OHS (SECDHS) may direct the elevation of the protection 
levels of the network and IT assets through the implementation of INFOCON levels. The 
INFOCON level is determined based upon an assessment of risk to the OHS networks. 
When directed by OHS, the Designated Accrediting Authority (DAA) will approve 
specific measures of protection for the networks. 

C.5.14.4.14 The contractor shall implement INFOCON conditions within the OHS, and 
will track the attainment of the directed INFOCON level across the networks. 

C.5.14.4.15 The contractor shall assist in the coordination of OHS INFOCON levels and 
that of external entities such as DOD as directed by the ESD Security Manager and the 
COTR. 

C.5.14.4.16 The contractor shall develop, submit to the COTR for approval and follow 
SOPs and checklists to track the changes in INFOCON level and the attainment of the 
directed INFOCON. (CORL C.5.10-8, INFOCON Level SOPs and Checklists) 

C.5.14.4.17 The Information Technology Services Office SMC shall create SOPs based 
upon OHS policies to support the OHS Computer Network Defense Continuity of 
Operations Plan. 

C.5.14.5 Data Center Infrastructure 

C.5.14.5.1 The contractor will perform as the single point of contact for the Component, 
Managed Service Provider(s) (MSP) and OHS Data and Application Services Program 
Management Office. In this capacity the Contractor will "manage" the day-to-day 
interaction with the MSP to ensure the business needs of the Component are being 
satisfied. 

C.5.14.5.2 Component Point of Contact for data center Operations and Maintenance 
• Define/monitor Service Level Agreement's (SLA) required by the Component. 
• Escalate the systemic problems experienced by components to the OHS Data and 

Application Services Program Management Office 
• Collaborate with IT Service Delivery on application deployment 
• Educate IT Infrastructure on Component business 
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• Define and support business continuity requirements at the Data Centers 
C.5.14.5.3 Component IT Strategic Planning 

• Develop standards for migration planning 

• Develop and collaborate in the development of IT Infrastructure Strategies with 
IT planning and architecture 

• Provide input into IT planning and architecture on potential uses of emerging 
technologies on the conduct of Component Business 

• Define new requirements to IT planning and architecture 

C.5.14.5.4 Interact with the Managed Service Provider's Relationship Manager for: 
• Transition and migration planning 
• Day-to-day service delivery activities 

C.5.14.5.5 Interact with the Component's Infrastructure Leader for: 
• Physical consolidation planning and implementation 
• Day-to-day service delivery activities 
• Monitor component migration plan 

C.5.14.6 Office Management 

C.5.14.6. l The contractor shall take initiative to identify, respond to problems, and 
propose solutions for issues that have a potential negative impact to the mission 
environment. The contractor shall analyze the operational environment, identify and 
propose solutions to improve the efficiency and effectiveness of the Information 
Technology Services Office. 

C.5.14.6.2 Administrative Services: The contractor shall perform all related 
administrative services required to perform services such as, material requisitioning, 
documentation Quality Control (QC), status and tracking ofESD reports, develop and 
review correspondence for executive formatting/appropriateness; develop travel requests, 
develop and execute travel reimbursements, time and attendance monitoring, meeting 
coordination/scheduling and reception. The contractor shall maintain accurate and 
complete records, files, and libraries of or access to documents to such as Federal, state, 
and local regulations, codes, laws, technical manuals, manufacturer's instructions, 
Standard Operating Procedures (SOPs), and recommendations, which are necessary and 
related to the functions being performed. The contractor shall support OHS during audits 
and inspections, and provide support and responses to audit and inspection items (internal 
and external). 

C .5.14.6.3 Submittal of Reports and Information: The contractor shall compile data, 
prepare required reports, and submit information as directed by the COTR. The reports 
include daily, weekly, monthly and annual reports the contractor shall submit at the 
specified time. 
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C.5.14.6.4 Ad hoc Requirements: Upon notification from the Government, the contractor 
shall provide management and technical information to the Government such as: (CORL 
C. 1.4-l, Ad hoc Requirements) 

• Technical evaluation of suggestions 
• lnput for staff studies 
• Fact sheets 
• Audits 
• Congressional inquiries 
• One-time reports 
• Recommendations for amending, revising, or originating Government regulations 

or policies within the scope of this Task Order 
• Information requested by the CO/COTR on other interfacing Task Orders that 

support this effort 

C.5.14.6.5 Paper File Archiving: The contractor shall prepare all correspondence in and 
maintain all files using OHS specific, and generally accepted commercial industry 
standards. All files, records, and documents maintained in the performance of this Task 
Order are Government property and the contractor shall return them upon completion or 
termination of the work. 

C.5.14.6.6 Electronic File Archiving: The contractor shall provide daily, weekly. and 
monthly electronic file and system backups with copies provided at both an on site and 
off site storage location, per Government established processes and procedures. 

C .5 .14.6. 7 Document Management: For all deliverables within this Task Order, the 
contractor shall implement document management to include version control and 
comment resolution such that each release has clear inventory of comments 
accepted/rejected as part of the version. 

C. l.4- l 

C.5 .10-1 

CORL Deliverables: 

C.5.14.6.4 

C.5.14.4.l 

SECURITY SVl'tOR.T 

Ad hoc Requirements 

Information 
Technology Services 
Office Security 
Management Approach 
and SOPs, CheckJists 
and a OHS Information 
Technolo Services 

Electronic : As directed by As directed by 
Paper the COTR theCOTR 

Electronic I Within 60 days Update within 
Paper of Task Order one busines:i 

start day of changes 

As directed by 
the COTR 

COTR 

ESD Sub-COTR 
Security 
Manager 

7 



Office Security Plan 

C.5. 10-4 C.5.14.4.11 Patch·Service Pack Electronic 1 

Deployment Reports Paper 

C.5 .10-8 C.5.14.4.16 fNFOCON Level SOPs Electronic ! 
and Check.lists Paper 
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Within one As COTR 
business day Deployments ESD Sub-COTR 
of Deployment are performed 

Security 
Manager 

Within 60 days Update within COTR 
of Task Order one business ESD Sub-COTR 
start day of changes 

Security 
Manager 

3. In accordance with the Purchase Agent Authority provided on June 30, 2008, 
Lockheed Martin is authorized to purchase CJTRl)( licenses on behalf of DHS. The 
Contractor shall use the prices provided in the Lockheed Martin quotation dated July l 7, 
2008 to purchase the CITRIX licenses. Purchases made under this authorization shall be 
billed against the HSD ODC Clin 2 and shall not exceed the quotation price of 
$204,366.50. 

4. All other terms and conditions unless modified herein remain in full force and effect. 
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C.1 GENERAL INFORMATION 
C.1.1 INTRODUCTION 

The contractor shall provide Information Technology (IT) support services to the 
Department of Homeland Security (DHS) headquarters, the department's Associate 
Components, select field offices of the department's Major Components and to other 
federal, state, and local level government organizations through this Information 
Technology Networking Operations Virtual Alliance (IT-NOVA) Operations & Maintenance 
(O&M) Task Order under the Enterprise Acquisition Gateway for Leading Edge Solutions 
(EAGLE) Information Technology Support Services Contract. The support services include 
all network components, services, and monitoring; network and internet access; 
infrastructure transformation and support; applications management, delivery, and 
development; wireless communications systems management; communications and 
messaging; communications security (COMSEC); Continuity of Operations (COOP) 
planning; and IT operations disaster management. The contractor shall provide all labor to 
complete the services herein in accordance with the terms, conditions, and specifications of 
this Task Order. The contractor shall assume total responsibility for all requirements 
perfonmed by incumbent contractors whose period of performance expires on or by the 
commencement date of this Task Order. In those instances where incumbent contractor 
periods of performance expire after the commencement date of this task order, the 
contractor shall assume responsibility of those requirements based upon the Government 
approved transition plan. 

C.1.2 BACKGROUND 

In March 2003, Congress passed the Homeland Security Act of 2003 (Public Law 107-296) 
creating a single department from 22 components that had previously resided in other 
agencies. One primary reason for the establishment of the Department of Homeland 
Security (DHS) was to provide the unifying core for the vast national network of 
organizations and institutions involved in efforts to secure our nation. 

To comply with the new legislative requirement, the President directed the DHS Secretary 
to integrate the 22 legacy components into one organization and the DHS Secretary stated 
the objective to centrally manage services, including lnfonmation Technology (IT). 

The DHS components are as follows: 

• Associate Components 

• Office of the Secretary 

• Citizenship and Immigration Services, Ombudsman (CISOMB) 

• Civil Rights and Civil Liberties (CRCL) 

• Counternarcotics Enforcement (CNE) 

• Domestic Nuclear Detection Office (DNDO) 

• Executive Secretariat (ESEC) 

• Federal Emergency Management Agency (FEMA) 

• Office of the General Counsel (OGG) 

• Gulf Coast Region (GCR) 

• Office of Health Affairs (OHA) 

• Office of Intelligence and Analysis (l&A) 
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• Military Advisor's Office (MIL) 

• National Protection and Programs Directorate (NPPD) 

• Office of Inspector General (OIG) 

• Office of Legislative Affairs (OLA) 

• Office of Operations Coordination (OPS) 

• Office of Policy (PLCY) 

• Chief Privacy Officer ( PRIV) 
• Office of Public Affairs (OPA) 

• Science and Technology (S&T) 

• Major Components 

• Federal Law Enforcement Training Center (FLETC) 

• Transportation Security Administration (TSA) 

• United States Citizenship and Immigration Services (USCIS) 

• United States Coast Guard (USCG) 
• United States Customs and Border Protection (CBP) 

• United States Immigration and Customs Enforcement (ICE) 

• United States Secret Service (USSS) 
TE C.1.2-001 is a chart of the OHS organizational structure. TE C.1.2-002 is a Sensitive 
But Unclassified listing of the locations supported by this Task Order. 

The OHS Management Directorate is responsible for budgets and appropriations, 
expenditure of funds, accounting and finance, procurement, human resources, information 
technology systems, facilities and equipment, and the identification and tracking of 
performance measurements. Their mission is to ensure the DHS's more than 170,000 
employees have well-defined responsibilities and those managers and their employees 
have effective means of communicating with one another, with other governmental and 
nongovernmental bodies, and with the public, they serve. 

The OHS Office of the Chief Information Officer (OCIO) falls under the Management 
Directorate. Within the OCIO is the Information Technology Services Office whose 
mission is to provide IT services to the department The contractor shall provide IT Support 
Services to the Information Technology Services Office throughout the duration of this Task 
Order. TE C.1.2-003 is a chart of the OCIO organizational structure. 

C.1.3 SPAN OF SUPPORT 

C.1.3.1 Service Model 

The OHS uses the Information Technology Service Library (ITIL) version 2 framework as 
the basis for its service model. The contractor shall adopt the ITIL version 3 service 
model framework (Service Strategies, Service Design, Service Transition, Service 
Operation, and Continual Service Improvement) for the execution of the OHS IT System 
Development Life Cycle (SDLC). 

C.1.3.2 Information Technology Services 

C.1.3.2.1 The Contactor shall provide the OHS a full line of Information Technology 
(IT), telecommunications, and related services to manage the baseline 
requirements defined in this Task Order. The contractor shall provide IT 
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infrastructure services that conform to specified standards for reliability, 
readiness , sustainability, supportability, availability, stability, security, flexibility, 
responsiveness and cost effectiveness. OHS Headquarters and OHS 
Associate Components shall receive the entire range of support and monitoring 
as described in this Task Order. OHS Major Components and other 
Federal/State/LocalfTribal Government organizations that have connectivity to 
at least one of the three OHS networks shall receive the entire range of support 
and monitoring as described in this Task Order with the exception of Desk Side 
Support. However, these entities may require Desk Side Support in 
emergency situations facilitated through logical follow-on Task Orders. TE 
C.1.3-002 identifies the number of supported users by network for the FY06 to 
FY13 time frame. 

C.1.3.2.2 The contractor shall demonstrate a proactive and technologically 
aggressive methodology to identify and pursue new IT advancements, forecast 
IT trends and provide a comprehensive system of support. The support shall 
include conducting frequent and thorough mar1<et research of new or updated 
IT technologies, equipment, and data acquisition and availability including 
software based reporting and performing subjective and comparative analysis 
to existing OHS technology. If authorized by the COTR, the contractor shall 
perform and conduct operational and theoretical performance evaluations of 
current IT capabilities and propose recommended IT advancements. 

C.1.3.2.3 To effectively meet their mission objectives, OHS requires a robust. reliable, 
scalable, integrated, secure, and flexible IT Infrastructure support Task Order 
that employs methodologies to achieve mission and business-critical systems 
and applications in accordance with the OHS business critical system reliability 
levels identified in Table 1 below. An integrated IT infrastructure Task Order 
will provide for a more cohesive IT support structure for OHS. Improved 
information sharing via a consolidated, enterprise wide IT infrastructure support 
will achieve OHS' strategic goals and business objectives that consist of: 
awareness, prevention, protection, response, recovery, service, and 
organizational excellence. 

C.1.3.2.3.1 IT Support Services shall be governed by the OHS reliability levels for 

C.1.3.3 

critical and non-critical systems identified in Table 1. 

Table 1 - Reliability for Critical and Non-Critical Systems 

I ) ' • 

'

• ~.. ... .. 4.. -~ .... ,.--.,~-., ,~ ~ "· • • 'I·.. ,~ . - ·-. ". --- .... ".>' . 
0 

' • " 

0 

• ' ·, • •i J -r 6 ' w I .. • o I\ - ~f • l 
~ . . . . ' . . . ......... '. 

• ' . • ~~ . . • . · ..• ~·· • . ' • ,';i,;J l. 
, ' .. '· ;·. '· .~~~~ .... ~. ~·- 4 ~~J· 11'~, ·'.1· ~---J'...t~"l.:l{"f: 

99% 

99.9% 

99.99% 

99.999% 

Network Services 

Up to 87.6 

Up to 8.76 

Up to .876 

Up to .0876 

Up to 5,256 

Up to 525.6 

Up to 52.559 

Up to 5.256 

Up to 315,360 

Up to 31,536 

Up to 3, 153.6 

Up to 315.36 

The contractor shall provide IT Support Services for Unclassified, Classified, and Top 
Secret Networks. The extent of the support services for each of the networks is as 
follows: 
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• Unclassified and Top Secret Networks: The Headquarters and Associate 
Component locations identified in TE C.1.2-002 receive all the services described 
in this Task Order 

• Classified Network - referred to as Homeland Security Data Network (HSDN): 
Certain Major Component field office locations, certain other Federal government 
organizations and select State and Local government organizations identified in 
TE C.1.2-002 receive all the services described in this Task Order with the 
exception of Desk-Side Support; however, Desk-Side Support may be required 
on an exception basis or in emergency cases only. For security the field office 
locations are not named and their information is provided in an aggregated 
manner by state. 

C.1.3.4 Network Interfaces 

The contractor shall provide, and maintain operability, of interfaces to multiple networks 
such as the following: 

• DHS National Capital Region Metropolitan Area Network (MAN) 

• DHS National Capital Region Wide Area Network (WAN) 

• Homeland Security Information Network (HSIN) 

• Homeland Security lnfonnation Network - Secret (HSIN-S) 

• Director of National Intelligence - Secret (DNl-S) 

• Secret Internet Protocol Router Network (SIPRnet) 

• Joint Worldwide Intelligence Communications System (JWICS) 

C.1.4 GENERAL REQUIREMENTS 

C.1.4.1 Contractor Responsibilities 

The Government requires that the contractor adhere to and follow all applicable executive 
orders, presidential directives, other federal and DHS laws, federal orders management 
policies, handbooks, guidelines, processes, and procedures provided in section C-6. The 
contractor shall take initiative to identify, respond to problems, and propose solutions for 
issues that have a potential negative impact to the mission environment. The contractor 
shall analyze the operational environment, identify and propose solutions to improve the 
efficiency and effectiveness of the Information Technology Services Office. 

C.1.4.1.1 Administrative Services: The contractor shall perform all related 
administrative services required to perform services such as, material 
requisitioning, Quality Control (QC), financial control (cost control and savings), 
status and tracking reports, and correspondence. The contractor shall also 
maintain accurate and complete records, files, and libraries of or access to 
documents to such as Federal, state, and local regulations, codes, laws, 
technical manuals, manufacturer's instructions, Standard Operating Procedures 
(SOPs), and recommendations, which are necessary and related to the 
functions being perfonned. The contractor shall support OHS during audits and 
inspections, and provide support and responses to audit and inspection items 
(internal and external). 

C.1.4.1.2 Submittal of Reports and lnfonnation: The contractor shall compile data, 
prepare required reports, and submit infonnation as specified by the Contract 
Data Requirements Lists (CDRLs), Section C.8, and as presented in this Task 

C-4 



Task Order Revised 11 /26/08 
PROCUREMENT SENSITIVE 

Order. The reports include daily, weekly, monthly and annual reports the 
contractor shall submit at the specified time. The COTR will forward the 
approved reports to the proper Government element. 

C. 1.4. 1.3 Ad hoc Requirements: Upon notification from the Government, the 
contractor shall provide management and technical information to the 
Government such as: (CORL C. 1.4-1, Ad hoc Requirements) 

• Technical evaluation of suggestions 

• Input for staff studies 

• Fact sheets 

• Audits 

• Congressional inquiries 

• One-time reports 

• Material, equipment, facilities, and other property listings or inventories 

• Equipment maintenance records 

• Recommendations for amending, revising, or originating Government 
regulations or policies within the scope of this Task Order 

• Information requested by the CO/COTR on other interfacing Task Orders 
that support this effort 

C. 1.4. 1.4 Paper File Archiving. The contractor shall prepare all correspondence in 
and maintain all files using OHS specific, and generally accepted commercial 
industry standards in accordance with the appropriate current National 
Archives and Record Administration (NARA), and General Records Schedule 
(36 Code of Federal Regulations (CFR) 122014 and 44 U.S.C. 3301). The 
website at http://www.archives.gov/records-mgml/ardorirecords-schedules.html 
contains the index of NARA schedules. All contractor files, records, and 
documents maintained in the performance of this Task Order are Government 
property and the contractor shall return them upon completion or termination of 
the work. However, internal proprietary contractor business files are not 
Government property. 

C. 1.4. 1.5 Electronic File Archiving: The contractor shall provide daily, weekly, and 
monthly electronic file and system backups with copies provided at both an on 
site and off site storage location, per Government established processes and 
procedures. 

C. 1.4. 1.6 Document Management: For all deliverables within this Task Order, the 
contractor shall implement document management to include version control 
and comment resolution such that each release has clear inventory of 
comments accepted/rejected as part of the version. 

C. 1.4. 1. 7 Enterprise Architecture Compliance: All solutions and services shall meet 
OHS Enterprise Architecture policies, standards, and procedures as it relates to 
this Task Order. Specifically, the contractor shall comply with the following 
Homeland Security Enterprise Architecture (HLSEA) requirements: 

• All developed solutions and requirements shall comply with the HLSEA 

• All IT hardware or software shall comply with the HLSEA Technical 
Reference Model (TRM) Standards and Products Profile 
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• The contractor shall submit all data assets, information exchanges and data 
standards, whether adopted or developed to the OHS Enterprise Data 
Management Office (EDMO) for review and insertion into the OHS Data 
Reference Model. 

C. 1.4.2 Function-Specific Contractor Requirements 

C.1.4.2.1 Project Support: The purpose of this task is to provide project management 
support, monitoring, and lifecycle systems development methodologies for all 
OHS IT projects. 

C.1.4.2.1.1 The contractor shall provide project management support to include 
executive level Information Assurance (IA), planning, implementation, 
reporting and other services as required or directed. 

C.1.4.2.1.2 The contractor shall support projects by providing services such as: 
Development, coordination, scheduling, design validation, documentation, 
migration planning, writing service delivery guidance and other references, 
and weekly status reporting. 

C.1.4.2.1.3 The contractor shall attend the Weekly Project Team Meeting and 
provide a summary of the Weekly Status Report. The contractor shall 
prepare support documentation for the Weekly Project Team Meeting (e.g. 
project issue updates, action issue updates, and project plan/status updates) 
to support the summary presentation. 

C.1.4.2.2 Systems Security: The contractor shall ensure systems security for 
network environments, applications, databases, Internet, Portal and Intranet 
that allows access only by authorized users, prevention of unauthorized 
release of information, prevention of degradation due to circumstances such as 
unauthorized internal use and external intrusion, maintenance of data integrity, 
and authorized utilization by the user community. 

C.1.4.2.3 Change Management Requirements: The contractor shall manage the 
Change Management process in accordance with the OHS Change 
Management Policy Process and Procedures and will maintain the Change 
Management Database. The Government will provide detailed Configuration 
Management Database information after Task Order award. The contractor 
shall comply with the OHS Change Management requirements for all 
equipment, hardware, system software, applications software (both source and 
executable), data files, and control-language. 

C.1.4.2.4 Deliverables 

C.1.4.2.4.1 Any change to the Task Order list of deliverables or the scheduled 
delivery date shall be coordinated with the COTR with a written copy to the 
CO for Task Order modification if required. 

C.1.4.2.4.2 The contractor shall notify the appropriate project and OHS personnel 
when a deliverable is ready for review and provide the document online. 

C.1.4.2.4.3 The contractor shall post, store and maintain all deliverables and all 
documentation produced pursuant to this Task Order on the OHS 
SharePoint Portal. The Project Management Office (PMO) shall be provided 
access to the Portal. 
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C.1.4.2.4.4 The contractor shall review deliverables at appropriate points in the 
development process to verify accuracy, completeness, and timeliness of 
each deliverable product. 

C.1.4.2.5 Enterprise Architecture (EA) Compliance: The contractor shall perfonn 
work in compliance with the EA Plan. The contractor shall support and comply 
with the standards and technologies of the OHS target architecture as 
described in the OHS EA Blueprint. The source website for the OHS EA 
Blueprint is provided in Section C-6. 

C.1.4.2.6 Maintenance and Outages: The contractor shall perform maintenance and 
other related activities that degrade or may degrade the perfonnance of 
network environments, operating systems, databases and applications during 
outage periods that occur on weekends, federal holidays, or between the hours 
of 10:00 pm ET and 6:00 am ET on weekdays. The contractor shall avoid 
performing these maintenance and other activities during periods of the year 
that require continuous availability 24 hours each day. The COTR will notify 
the contractor a minimum of five business days prior to periods requiring 
continuous availability. 

C.1.4.2. 7 Program Development: The contractor shall establish and maintain a 
program for the enhancement and improvement of information technology 
services. (CORL C.1.4-2, Information Technology Improvement Program) The 
contractor shall baseline the existing systems and infrastructure for items such 
as configuration and performance metrics. As part of the baseline the con 
tractor shall submit an initial plan September 10, 2008 (has already occurred) 
defining timelines and operations, improvements based upon findings and 
supported by and compared to industry standards and metrics. The final IT 
Improvement Plan for the base year is due March 1, 2009. The Plan shall be 
re-baselined every year. The contractor shall conduct an analysis every six 
months or as required of future programmatic and cost requirements for 
information technology services for the OHS. A written analysis and 
recommendations shall be provided to the COTR within five business days of 
completing the analysis. An initial analysis will be performed and the report 
provided March 5, 2009 and subsequent analysis will be directed by the COTR. 
(CORL C.1.4-3, Future Programmatic and Cost Requirements for IT Services) 
The contractor must base the analysis upon an assessment of the current 
infonnation technology capabilities, evaluations of the operations efficiency of 
infonnation technology, considerations regarding the adequacy of infonnation 
technology, market surveys of new and emerging technologies, and 
technological developments that could improve the cost effectiveness of the 
delivery of information technology services. The contractor shall also consider 
the following factors in the analysis: 

• Known future requirements and program requirements established or 
stated by the OHS authorization language contained in Congressional 
Committee bills. 

• Appropriation language 

• Programs and directives received from the Department of Labor and Office 
of Management and Budget 

• Budgetary information 
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• Information and requests received from other sources that utilize 
information technology services 

C.1.4.2. 7.1 The contractor shall conduct an analysis that results in the identification 
of projects and initiatives necessary to support the needs of the OHS. The 
analysis shall also identify projects and initiatives that represent "State-of­
the-Art" advancements in the capability supporting the OHS. 

C.1.4.2.8 Standard Operating Procedures: The contractor shall, prepare and submit 
separate Standard Operating Procedures (SOPs) for each of the Functional 
Areas listed in paragraph C.1.5.1.2. . (CORL C.1.4-4, Standard Operating 
Procedures for Each Functional Area) The SOPs shall describe, at a minimum, 
the organization, methodology, approach, procedures, monitoring, auditing, 
problem escalation, documentation and reporting used by the contractor to 
accomplish the work required for the Functional Area. The COTR will review 
the Standard Operating Procedures and provide written comments to the 
contractor within ten business days following plan delivery to the COTR. The 
contractor shall address Government comments and deliver the final Standard 
Operating Procedures within five business days. 

C.1.4.2.9 Plans and Standard Operating Procedures: The contractor shall maintain 
and update all Plans and Standard Operating Procedures throughout the life of 
the Contract as changes occur or as directed by the COTR. The contractor 
shall submit in writing to the COTR changes in Plans and Standard Operating 
Procedures not less than 45 days prior to the desired date of implementation. 
The contractor shall not implement any changes until authorized in writing by 
the COTR The contractor shall notify the Contracting Officer (CO) in writing of 
any changes that affect Task Order cost, Task Order requirements or terms 
and conditions and not implement these changes until receiving written 
approval from the CO. 

C.1.5 LAYOUT OF SECTION C 

C.1.5.1 Section C Contents 

C.1.5.1.1 Section C Structure: The following bullets identify the structure of Section 
C in this Task Order: 

• C-1 General Information 

• C-2 Definitions and Acronyms 

• C-3 Government-Furnished Property (GFP) and Services 

• C-4 Contractor-Furnished Property and Services 

• C-5 Scope of Work 

• C-6 Applicable Laws, Publications, and Forms 
• C-7 Technical Exhibits 

• C-8 Contract Data Requirements List (CORL) 
Paragraphs in Section C-1 all begin with the number "1," paragraphs in Section C-2 all 
begin with the number "2," and the pattern continues for the other sections. 

C.1.5.1.2 Functional Areas: Section C-5, Scope of Work, contains the Functional 
Areas which are organized into the following broad work categories: 

• 5.1 Applications Management and Support Services 
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• 5.2 Deployment Support 

• 5.3 Infrastructure Engineering Services 

• 5.4 Testing 

• 5.5 Operations and Maintenance for End User Support 

• 5.6 Video Teleconferencing 

• 5. 7 Satellite/Cable TV Operations 

• 5.8 Phone and PBX Operations 

• 5.9 Network Management Center (NMC) 

• 5.10 Security Management Center (SMC) 

• 5.11 Communications Security Management 

• 5.12 Other Communications Operations 

• 5.13 Wireless Management 

• 5.14 Training 

• 5.15 IT Continuity Management 
Document Information 

Revised 11 /26/08 

C.1.5.2.1 Pagination: Pagination for all parts of the document is sequential with the 
prefix of "C" designating this as the Task Order Section of a Request for 
Proposal (RFP). Technical Exhibits have page numbers in relation to their TE 
title. For example, page three of TE C.5.2.-001 is shown as page number TE 
C.5.2.-001-03 to indicate that it is the third page of TE C.5.2.-001. 

C.1.5.2.2 Technical Exhibits: Technical Exhibits provide supplementary information 
in forms of tex1, tables, graphs, or maps. Any part of the Task Order may 
reference Technical Exhibits. Technical Exhibits for Section C have a 5-digit 
number that links them to a designated Task Order Section. For example, 
Technical Exhibit 5.3-002 is the second Technical Exhibit referenced from Sub­
Functional Area 5.3. Section C-7 contains all Technical Exhibits except those 
maintained on the OHS Interactive website. 

C.1.5.2.3 Contract Data Requirements List (CORL): The contractor shall compile 
historical data, prepare required reports, and submit information as specified by 
CDRLs in this Task Order. CDRLs may be referenced from any part of the 
Task Order. CDRLs for Section C have a two-digit number, which links them to 
a designated Task Order Section, e.g., CORL C.5.3-1, is the first CORL 
referenced in Section C.5.3. A listing of all CDRLs is located in Section C-8 of 
this Task Order. 

C.1.5.2.4 Other Document Information: As a rule, the term "contractor'' refers to the 
contractor who is contracted to provide service on this Task Order. The term 
"third party contractor" refers to all other contractors with whom the contractor 
may interact with in the performance of their duties on this Task Order. 

C.1.6 REQUIRED REPORTS AND MEETINGS 

C.1.6.1 Task Order Administration 

Workload Data Collection and Analysis: The contractor shall collect, analyze, maintain 
and provide to the COTR on a monthly basis and upon request workload data for all of 
the specific requirements identified in the Task Order.. The contractor shall provide to 
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the COTR for approval a proposed fonTiat and shall track all workload data by functional 
service area from Task Order start date, throughout the life of the Task Order, and 
provide a monthly report of the data to the COTR. The contractor shall analyze monthly 
data and detenTiine the level and frequency of data necessary to capture, and provide 
recommended initiation or adjustments of systems and methods to accurately capture the 
necessary detail of workload data. In addition, the contractor shall provide the COTR an 
annual workload data report that summarizes the monthly workload data, identifies trends 
and statistical variations, and provides a logistical forecast for future years, by the last 
business day of each fiscal year. (CDRL C.1.6-1, Monthly and C.1.6-1a Annual 
Workload Data Reports) 

C.1.6.1.1 PerfonTiance Requirements: The contractor shall attain the performance 
requirements depicted inthe task order. The contractor can provide 
suggestions to the COTR for refinement and adjustment of the perfonTiance 
requirements during the transition period. The COTR will evaluate the 
suggestions and notify the contractor in writing of any changes to the 
performance requirements, at least 20 business days prior to implementing the 
adjusted perfonTiance requirements. 

C.1.6.2 Required Reports 

C.1.6.2.1 Weekly Status Report: The contractor shall submit a Weekly Status Report 
to the COTR no later than 9:00 am each Tuesday, including one hard copy and 
an electronic file of the report. The Weekly Status Report shall include the 
following: 

• Activities and accomplishments in each functional area during the previous 
week 

• Task Order status (e.g., completed activities, current activities, activities 
planned for the following two weeks, issues or problems anticipated or 
encountered and proposed or implemented resolution) review of any 
associated project plan 

• Project related issues/problems by functional area and actions 
taken/planned to resolve those issues/problems, and cost impact, if any 

• Summary of any actual, planned or anticipated staffing changes 

• Summary of any actual, planned or anticipated changes to procedures 

• Summary of any actual or potential problems with procurement, asset 
management, and IT Infrastructure Library activities 

• Summary of any issues regarding the achievement of perfonTiance 
standards 

• Projected date when funds will be exhausted, if applicable 

• Activities planned for the next week 

• Actions required of DHS 

C.1.6.2.2 Monthly PerfonTiance Summary Report: The contractor shall provide the 
COTR with a Monthly PerfonTiance Summary Report evaluating their 
performance in tenTis of the PerfonTiance Standards. The contractor shall 
submit the report no later than the fifth business day of each month and must 
include the quantitative data and calculations. The report must provide 
sufficient detail to allow auditing to the databases and other perfonTiance 
records maintained by the contractor. The report must provide the results of 
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monitoring and simulations including the number of occurrences, the number of 
successful occurrences and the calculated percentage of successful 
occurrences. The report must list the date, time and duration of outages 
interruptions or periods of degradation for applications, network environments, 
and databases. 

C.1.6.2.3 Monthly Quality Control Report: The contractor shall submit a Quality 
Control Report to the COTR no later than the 10th business day after the end 
of the quarter beginning with Year 2009: Quarter 1: February 1 through April 30 
is due is May 14; Quarter 2: May 1 through July 31 is due August 14, 2009; 
Quarter 3: August 1 through October 31 is due November 16; Quarter 4: 
November 1 through January 31 2010 is due February 13, 2010, etc.). The 
report shall summarize the results obtained from quality assurance monitoring 
in accordance with the Contractors Quality Control Plan and include a list of the 
tasks inspected, the number of completed tasks sampled, and the number of 
tasks determined by the Government as acceptably performed. The contractor 
shall provide a copy of the metrics data along with analysis to the COTR as 
part of the report. The contractor shall also include a summary of customer 
evaluations including the number received, a description of any evaluations 
with negative comments or complaints and the corrective actions taken. The 
contractor shall identify any tasks that fail to meet the performance standards 
specified in the Contract and shall describe the actions taken to correct 
performance. (CORL C.1.6-4, Monthly Quality Control Report) 

C.1.6.2.4 List of Plans: TE C.1.6-002 contains a comprehensive list of plans that the 
contractor shall develop, maintain, and update. 

C.1.6.3 Required Meetings 

The contractor's key staff shall attend meetings and provide status reports as outlined 
below. Status reports are due even in the event of the cancellation of meetings. Due to 
the parties' geographical locations, status meetings may be accomplished via telephone 
conferencing with the agreement of the Government. 

C.1.6.3.1 Contract Administration Review (Monthly): The objective of the Contract 
Administration Review (CAR) is for OHS and the contractor to provide 
management consultation and assistance when resolving task order 
performance issues that will enhance efficiency and effectiveness and mission 
performance component-wide. Furthermore, the CAR will also ensure that 
O&M Task Order standards conform to OHS expectations. 

C.1.6.3.1.1 The contractor's key staff (e.g., Program Manager and Project 
Managers) shall attend a monthly Contract Administration Review Status 
Meeting with representatives from the OCIO and Office of Procurement 
Operations - Information Technology Acquisition Center (OPO-ITAC). The 
contractor shall brief attendees on contractual issues that may impact Task 
Order performance or schedule. Action items from previous meetings (e.g., 
open action items, long-term action items, and action items closed during 
period) shall be addressed at meetings. 

C.1.6.3.1.2 Section Intentionally Left Blank 
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C.1.6.3.2 Program Management Review and Report (Quarterly): The objective of the 
Program Management Review (PMR) is to determine the state of the O&M 
program in a systematic on-going manner to manage risks. 

C.1.6.3.2.1 The contractor shall attend a quarterly Program Management Review 
(PMR) with representatives from the Office of the Chief Information Officer 
(OCIO) and the OPO-ITAC. The contractor shall prepare and deliver a 
meeting agenda. The contractor shall brief attendees on issues that may 
impact on-time completion of project milestones and deliverables. 

C.1.6.3.2.2 The contractor shall provide a status report for each meeting. The report 
will provide highlights of the accomplishments for the reporting period, 
activities anticipated for the next reporting period, outstanding issues and 
recommendations for resolution, and resolved issues since the previous 
reporting period. (CORL C.1.6-8, Quarterly Program Management Review 
Status Report) 

C.1.6.3.2.3 The contractor shall prepare and distribute a PMR status report with 
accompanying agenda documenting the status of issues, decisions, 
assignments, and pending matters from the PMR. The contractor shall 
prepare and deliver the quarterly status report and agenda by close of 
business at least two business days prior to the scheduled PMR 

C.1.6.3.2.4 To assist OHS in compiling useful data on work perfonned under this 
contract, each status report shall contain the following support items: 

• A brief, factual summary description of system operations activities 

• A brief, factual summary of technical progress made for each task 
during the reporting period 

• Customer support metrics (general user queries, FOIA requests 
received, completed, and in progress) 

• Number of help-desk tickets opened, closed, and in progress 

• Level of Effort Metrics (for each task/activity performed include Level 
of Effort, Available Range of Hours, Actual Hours Used, Contract 
Occurrences, and Occurrences Remaining) Any significant problems 
and their impacts, causes, proposed corrective actions, and the effect 
that such corrective actions will have on the accomplishments of the 
contract/task order objectives 

• A status of overall project schedule and/or degree of completion of 
tasks/activities by time intervals 

• Status of user support activities 

• Significant concerns/risks/mitigation options and recommendations 

• Summary of Change Requests, Problem Reports, responses, and 
solutions 

C.1.6.3.2.5 The contractor shall prepare and distribute meeting minutes within 3 
business days after the meeting that document issues, decisions, 
assignments, and pending matters from the PMR. 

C.1.6.4 Function Specific Reports and Documents 

C.1.6.4.1 Security Violation Report: The contractor shall prepare and submit a 
Security Violation Report to CIO Management and the Information Systems 
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Security Manager {ISSM) within one hour of determining the occurrence of a 
security violation. The report must include a description of the security 
violation, the name and telephone number of the point-of-contact, the time of 
the security violation, the extent of the security violation, the potential threat 
that could arise from the violation. It must also include any potential or real 
data compromise or system degradation resulting from the security violation, 
and recommendations regarding resolution or resolution actions undertaken to 
address the impact of the security violation. 

C.1.6.4.2 Architectural Compliance Plan: The contractor shall prepare and submit to 
the COTR no later than 30 business days after Task Order award an 
Architectural Compliance Plan that demonstrates that the technologies utilized 
by the contractor conform to the target architecture. The contractor shall 
update and submit the Architectural Compliance Plan no later than the first 
business day of May and November in subsequent performance periods. 
(CORL C.1.6-11, Architectural Compliance Plan) 

C.1.6.4.3 Program Development Report: The contractor shall submit a Program 
Development Report to the COTR on the last business day of April and 
October of each year. The contractor shall base the report upon the program 
for the enhancement and improvement of information technology services. The 
report shall identify projects and initiatives recommended to support the needs 
of the OHS. The report shall also identify projects and initiatives that represent 
"State-of-the-Art" advancements in the capability to support the OHS. (CORL 
C.1.6-12, Program Development Report) 

C.1.6.4.4 Network and Application Diagrams: The contractor shall maintain the 
Network and Application Diagrams. The contractor shall submit updated 
diagrams to the COTR semi-annually no later than the first business day in 
June and December. The submission shall consist of a separate electronic file 
for each network, entity relationship and application. The name of the network 
or application shall appear in the filename and the tab of the worksheet. 
(CORL C.1.6-13, Network and Application Diagrams) 

C.1. 7 CONTRACTOR PERSONNEL 

C.1.7.1 Key Personnel 

C.1. 7.1.1 Project Manager/Alternate(s): The contractor shall provide an on-site 
Project Manager (PM) who shall be responsible for the performance of the 
work and provide overall direction to the personnel working under this EAGLE 
Task Order. The name and resume of this person and of an alternate(s), who 
shall act for the manager when the on-site manager is absent, shall be 
designated in writing to the CO for approval prior to Task Order start date. The 
contractor shall provide a PM succession plan and keep it updated throughout 
the life of the Task Order. (CORL C.1.7-1, Project Manager Succession Plan) 

C.1. 7. 1.1.1 The PM shall be the contractor's authorized representative for the 
technical and administrative performance of all services required under this 
Task Order. The PM shall be the first Point of Contact (POC) for Task Order 
or administrative questions or difficulties that arise related to this Task 
Order. The PM shall be the primary point through which communications, 
work assignments, and technical direction flow between the Government 
and the contractor. 
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C.1.7.1.1.2 The PM, or designated alternate, shall be available during normal work 
hours to meet with the OHS, in person or as otherwise agreed upon by the 
OHS, to discuss problem areas within 30 minutes. After normal duty hours, 
the manager or alternate shall be available in accordance with OHS 
approved escalation protocol procedures and in the event of disaster 
recovery or Continuity of Operations event. 

C.1.7.1.1.3 The PM shall be available during normal hours of operation, and during 
periods of no-notice emergencies, including localized acts of nature, 
accidents, and military or terrorist attacks, to plan, direct, and control the 
overall management and operational functions specified herein. The PM 
shall provide the necessary level of Task Order management and 
administrative oversight to achieve the quantitative and qualitative 
requirements of this Task Order. 

C.1. 7. 1.1.4 The PM or alternate shall have full authority to act for the contractor on 
all matters relating to daily operation of this Task Order. 

C.1. 7.1.2 Other Key Personnel: The contractor shall provide key personnel as 
defined in TE C.1. 7-001. In the event of key personnel departures, the 
contractor shall ensure support for all OHS requirements until permanent 
replacements are available. These replacements, on an acting or permanent 
basis, are required within 20 business days after the departure of a key 
individual. Final approval of key personnel is the responsibility of the OHS. 
The contractor shall provide a current succession plan for the key personnel 
positions. (CORL C.1. 7-2, Key Personnel Succession Plan) 

C.1.7.2 Personnel Staffing 

C.1. 7.2.1 Employees: The contractor shall ensure that employees (other than 
managers) are competent in Operation and Maintenance of Information 
Technology systems to include project management, engineering, end user 
services, application services, infrastructure services, IT Continuity 
Management and security services. 

C.1.7.2.2 Staffing Roster: The contractor shall submit a staffing roster to the COTR 
monthly, no later than the 15th business day of each month. The staffing roster 
shall list the names of each employee working on the Task Order. The roster 
shall include as a minimum, the Contract Number, contractor Name, Employee 
Primary User ID, Employee Last Name, Employee First Name, Current OHS 
Security Classification, Work Location, Office Number, Phone Number, 
Emergency Point of Contact, Emergency Point of Contact Phone Number, 
Primary Project Number, and Secondary Project Number for each employee. 
The contractor shall notify the COTR of any additions, deletions, or changes 
within one business day after the change(s). (CORL C.1. 7-3, Staffing Roster) 

C.1.7.2.2.1 If the Contracting Office identifies an employee to the contractor as a 
potential threat to the health, safety, security, general well being, or 
operational mission of the OHS, the contractor shall not employ persons for 
work on this Task Order. The Government reserves the right to remove 
such persons. Where reading, understanding, and discussing safety and 
environmental warnings are an integral part of a contract employee's duties·, 
that employee must be able to understand, read, write, and speak English. 
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C.1. 7.2.2.2 The contractor shall not employ any person who is an employee of the 
United States (U.S.) Government if employing that person would create a 
conflict of interest. Contractor personnel shall meet relevant OHS security 
requirements as identified in OHS regulations and orders. The contractor 
shall provide a sufficient number of personnel possessing the skills, 
knowledge, training, and security clearance to perform the services required 
by this Task Order for each specific functional area. 

C.1. 7.2.2.3 The contractor shall maintain agreed upon staffing levels at or above 
95% for the life of the Task Order. 

C.1. 7.2.3 Subcontractor Personnel: Subcontractors must comply with all employee 
provisions identified in the Task Order. 

C.1.7.3 

C.1.7.3.1 

Personnel Training 

C.1.7.3.2 

Personnel Proficiency: All contractor Personnel shall be trained, 
competent, and skilled in the performance of their assigned work. The 
contractor shall ensure they provide any necessary refresher training to their 
employees in order to maintain required certification levels and proficiency to 
perform assigned duties. 

Employee Training: The contractor shall be responsible for all new and 
recurring training of contractor personnel in such a manner as to ensure 
performance of all tasks required by this Task Order. 

C.1. 7.3.2.1 The contractor shall conduct or provide to their employees detailed 
instruction on Government statutes, regulations, policies, and guidelines in 
areas such as employee conduct ethics, safety, security, health, fire 
prevention, and the environment as they pertain to the operations specified 
in this Task Order. This contractor shall conduct or provide this training 
upon initial employee hire, annually, and as directed by the Government. 
The contractor shall ensure all new employees attend OHS Security 
Education, Training, and Awareness training as described in OHS 
Management Directive (MD) 11053. 

C.1. 7.3.2.2 The contractor shall develop, implement, and maintain written guidelines 
or standard procedures necessary for effective accomplishment of Task 
Order requirements. The contractor shall comply with all Privacy Act and 
other regulations governing personal and private information. 

C.1. 7.3.2.3 The contractor shall conduct any remediation training necessary to 
ensure competency of contractor employees. The contractor shall conduct 
remediation training in a manner to minimize adverse impact on contract 
performance and interruption of normal business processes. 

C.1.7.3.3 Knowledge Management: The contractor shall develop, maintain, update, 
and implement a knowledge management system for retention and referencing 
of processes, procedures, best practices, lessons learned, and any other 
information that can be used to enhance IT operations. The knowledge 
management system shall reside on the OHS intranet and be accessable to 
OHS IT management and the contractor's personnel. 

C.1. 7 .4 Personnel Security Requirements 

C.1. 7.4.1 Access Requirements: The Government has the right to restrict and control 
access to its facilities, property, and data, including those identified in this Task 
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Order. The contractor shall ensure all contractor employees pass OHS 
suitability screening requirements, and receive an Entry on Duty (EOD) date 
from the OHS Office of Security, prior to beginning performance. Personnel 
requiring clearances under the task order will not be eligible for billing to the 
Government prior to EOD determination. Contractor administrative/support 
staff personnel not requiring EOD determinations are available for billing to the 
government upon task order award. The Government will be the final authority 
in determining access privileges. The Governmenfs exercise of its right to 
grant and revoke the access of particular individual(s) to its facilities. or parts 
thereof, shall not constitute a breach or change to the Task Order. Regardless 
of whether the contractor employs said individual(s), and regardless of whether 
it precludes said individual(s) from performing work under the resulting Task 
Order. 

C.1.7.4.2 Personnel Security Clearances: Much of the scope of work required within 
the Task Order requires access to classified data and/or classified areas. 
Personnel requiring access to classified data and/or classified areas are 
required to have a current Secret, Top Secret, or Top Secret/Sensitive 
Compartmentalized Information (TS/SCI) access authorization clearance prior 
to the commencement of the work. All access authorization clearances must 
be active and in place prior to the start of any work on any tasking within this 
Task Order which requires a clearance. OHS has final authority on determining 
an individual's security clearance eligibility. The contractor shall submit 
requests for security clearances for staff. All personnel assigned to functions 
described in this document must be U.S. Citizens. Contractor administrative or 
technical personnel who will not require access to classified areas or 
information will not require access authorizations. The contractor shall identify, 
on the contractor Employee Roster, those employees who require access to 
restricted areas or classified information, and shall obtain and maintain the 
appropriate security clearances as identified in this solicitation. 

C.1. 7.4.3 Personnel Access Badges: The contractor shall ensure all contractor 
personnel requiring access authorization have valid badges and shall collect 
and return badges for employees: 1) who are no longer working on the Task 
Order; 2) who no longer require access; 3) upon expiration of badges; or 4) 
when the Task Order expires or terminates. The contractor shall return badges 
to the appropriate OHS security office. The contractor shall notify the COTR 
by e-mail within one hour of any of these occurrences and return the badges to 
the appropriate OHS security office. 

C.1. 7.4.4 Personnel Separation: The contractor shall ensure all contractor personnel 
who are no longer working on the Task Order, or when the Task Order expires 
or terminates, shall comply with OHS established contract employee separation 
procedures. 

C.1.8 CONTRACTOR INTERFACES 

C.1.8.1 Personnel Performing Security/Continuity/Quality 

C.1.8.1.1 Coordination with Other Performing Activities: The contractor shall 
coordinate with Government and third party contractor personnel performing 
required services in areas associated with the requirements of this Task Order. 
Some examples of the required services are personnel performing security and 
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continuity functions, audits, inspections, delivery services, construction, and 
telecommunication services. 

C.1.8.1.1.1 The DHS COTR will facilitate initial contact between the contractor and 
other third party contractors performing work for DHS, as necessary. The 
contractor shall provide support services to other third party contractors 
within the scope of this Task Order as required by the Government. 

C.1.8.1.1.2 The contractor shall notify the COTR in writing of unresolved disputes in 
receiving support from or providing support to customers or other third party 
contractors within two business days from the time the dispute occurs, 
unless otherwise specified in SLAs. 

C.1.8.1.2 Inspection by Government Agencies: Per FAR 52.246-6 the contractor 
shall provide access to and cooperate with Government personnel conducting 
official inspections and surveys. Government personnel other than CO or 
Quality Assurance Personnel may periodically observe contractor operations. 
However, the CO is the only person that may obligate the Government or direct 
contractor operations. The following list identifies agencies performing 
inspections: 

• Quality Assurance Evaluators 

• Property Inspectors 

• The Inspector General (IG) 

• Other offices in the DHS such as the Facilities and Services Department 

• Other federal agencies such as the Occupational Safety and Health 
Administration (OSHA) 

• Environmental Protection Agency (EPA) 

• Government Accountability Office (GAO) 

• General Services Administration (GSA) 

• Defense Contracting Audit Agency (DCAA) 

• DHS Office of Security 
C.1.9 QUALITY ASSURANCE AND QUALITY CONTROL 

C.1.9.1 Quality Assurance 

C.1.9.1.1 Quality Assurance: The Government will evaluate the contractor's 
performance under this Task Order. The Government will conduct surveillance 
according to standard inspection procedures or other Task Order provisions. 
Any action taken by the CO because of surveillance will be according to the 
terms and conditions of this Task Order. 

C.1.9.1.1.1 The COTR will record the results of surveillance. The COTR will provide 
copies of surveillance reports to the contractor. The contractor shall sign the 
surveillance reports and return them to the COTR within two business days. 
The contractor shall annotate on the signed copy any exceptions or 
disagreement with the surveillance report. 

C.1.9.2 Quality Control 

C.1.9.2.1 Quality Control: The contractor shall provide a reV1s1on to the Quality 
Control Plan submitted as part of the Contractor's proposal, to the COTR for 
approval within 20 business days of Task Order award. The plan shall include 
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a detailed description of the processes used during performance to ensure the 
services meet or exceed the requirements of the Task Order and contract. The 
plan shall address each mission essential objective of the PRS, and all others 
considered necessary to meet the Task Order requirements. The plan shall 
systematically provide for early identification of nonconforming services, 
develop, maintain, update and implement metrics to track performance trends, 
detail corrective action plans including milestones. (CORL C.1.9-1, Quality 
Control Plan) 

C.1.9.2.1.1 Revisions to the Quality Control Plan may be required at any time. The 
contractor shall make appropriate revisions and obtain acceptance of the 
revised plan from the COTR. The contractor shall provide revised copies of 
the Quality Control Plan to the COTR and Quality Assurance Personnel 
(OAP) upon approval from the COTR. 

C.1.9.2.1.2 The contractor shall maintain records of the work sampled and the 
results of the inspection for each discrete sample. The records shall allow 
the COTR to review each discrete sample and validate the determinations 
made during the performance of Quality Control. 

C.1.9.2.2 Customer Evaluation: The contractor shall create, maintain, and update a 
customer evaluation plan to include identifying and implementing customer 
satisfaction improvements, as part of the Quality Control Plan. The contractor's 
plan shall adhere to the ITIL framework for Service Delivery and Service 
Support. The contractor shall submit the final plan to the COTR for approval no 
later than 20 business days after Task Order award. The COTR may require 
changes to the plan at any time during the life of the Task Order. The 
contractor shall submit their changes within 20 business days of the requested 
change. 

C.1.10 PROPERTY CONTROL 

The contractor's property control procedures shall comply with FAR 52.245-5, Government 
Property (Cost-Reimbursement, Time-and-Material, or Labor-Hour Contracts). 

C.1 .11 OPERA TING ENVIRONMENT 

C.1.11.1 Operating Hours 

C.1.11.1.1 Hours of Operation and Government Holidays: The normal hours of 
operation are 8:00 AM. to 5:00 P.M. Various functions within the Information 
Technology Services Office require 7X24X365 (366 for leap years) coverage 
as addressed in Table 2 below and in section C.5. 

Table 2 - Operating Hours 
.. . . · Required Security 

Function• s.rvtce Ataa . . WorkH®r'a ·.~ 

Application and Management 8 A.M to 5 P.M. 1 Suitability, Secret, Top 
Suooort Services Secret, Too Secret/SCI 

Deployment Support 8 A.M to 5 P.M. Suitability, Secret, Top 
Secret, Top Secret/SCI 

Infrastructure Enaineerina 8 A.M to 5 P.M. Suitabilitv, Secret, Too 

1 Monitoring is 24X7X365 (366 for leap years) 
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Testing 

Operations and Maintenance 
for End User Support: 

Help Desk 

Desk Side Support 

Video Teleconferencing 

Satellite/Cable TV Operations 

Phone and PBX Operations 

Network Management Center 

Security Management Center 

Communications Security 
(COMSEC) Management 

Continuity Management 

8 A.M to 5 P.M. 

7X24X365 (366 for 
leap years) 

5x12 desk side 
support operations, 
with provision that 
designated VIPs are 
entitled to on call 
suooort 

8 A.M to 5 P.M.2 

8 A.M to 5 P.M. 

8 A.M to 5 P.M.3 

7X24X365 

( 366 for leap years) 

7X24X365 

(366 for leap years) 

7X24X365 

(366 for leap years) 

8 A.M to 5 P.M. 

Revised 11 /26/08 

Suitability, Secret, Top 
Secret, Top Secret/SCI 

Suitability, Secret, Top 
Secret, Top Secret/SCI 

Suitability, Secret, Top 
Secret, Top Secret/SCI 

Suitability, Secret. Top 
Secret, Top Secret/SCI 

Suitability, Secret. Top 
Secret, Top Secret/SCI 

Suitability, Secret, Top 
Secret. Top Secret/SCI 

Suitability, Secret. Top 
Secret, Top Secret/SCI 

Suitability, Secret, Top 
Secret, Top Secret/SCI 

Suitability, Secret. Top 
Secret, Top Secret/SCI 

C.1.11.1 .2 The days specified in Table 3 below are the legal public holidays. The 
contractor will adhere to the Government holiday schedule. If the holiday falls 
on a Saturday, the recognized Federal holiday is the preceding Friday. If the 
holiday falls on a Sunday, the recognized Federal holiday is the following 
Monday. 

Table 3 - Federal Holidays 

_._, -- :: : . Holl .,. · .:.: .:·- : .... "'" . Date 
1--~~~~~ . .:;,.;,,,;..~L.-------'-~~--1~~"--'--~~-=..=;;;;.,.....~__..~~~-"4 

New Year's Da 

Martin Luther Kin 

President's Da 

Memorial Da 

2 Limited coverage required 24X7X365 {366 for leap years) 
3 Limited support required 24X7X365 (366 for leap years) 
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lndeoendence Dav 4th of Julv 

Labor Dav 1st Mondav in Seotember 

Columbus Dav 2nd Mondav in October 

Veteran's Dav 11th of November 

Thanksoivino Dav 4th Thursdav in November 

Christmas Dav 25th of December 

C.1.11.1.3 Hours of Operation Other Than Normal: There will be mission situations 
that require the contractor to work other than normal hours. Such scheduling 
may require accomplishment of contractor work at times other than normal 
operation hours; the CO, or appropriate Government representative, will 
approve in writing work outside normal operation hours when required. 
Overtime shall only be permitted when approved in writing by the CO. 

C .1.11.2 Operations Under Adverse Conditions 

C.1.11.2.1 Emergencies and Special Events: The contractor shall respond to 
emergencies as governed by procedures prescribed by the DHS in accordance 
with its applicable statutes, regulations, orders, policies, and guidelines. The 
DHS may have the need to extend contractor tour of duties, hours, and 
bringing on additional cleared contractor personnel in the event of a major 
emergency. The contractor shall provide surge personnel support, as directed 
by the CO, in response to emergencies or special events. Emergencies may 
consist of natural disasters, terrorist threats or events, elevation of the DHS 
threat level or as designated by the Department. In the event of any 
emergency, the CO may initiate contractor action by a verbal authorization. 
The CO will define a task order in a timely manner or as time permits after the 
emergency is contained or resolved. 

C.1.11.2.1.1 Extreme weather conditions and natural disasters (such as tomados, 
flooding, snow, and ice) may warrant temporary office evacuation or office 
closure. The contractor shall respond to extreme weather conditions 
according to DHS direction, and shall inform all employees of these 
instructions. During normal duty hours, the normal chain of management 
will provide notification of facility closures. During non-duty hours, local 
radio and television channels will provide notification. Facility closings shall 
in no way interfere with the contractor operation and maintenance of the 
critical systems. All contractor employees identified as essential personnel 
shall remain on duty or report for duty in accordance with the Emergency 
Situations and relevant Continuity of Operations (COOP), IT Contingency, IT 
Disaster Recovery/Business Continuity Plan. 

C.1.11.2.1.2 The contractor shall participate in all scheduled and unscheduled fire 
drills, Shelter in Place, and other scheduled safety and emergency-training 
exercises, which may necessitate interrupted services unless directed 
otherwise. The Government will consider such interruptions when assessing 
contractor performance for the affected period. 
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C.1.11.2.2 Building Occupant Emergency Plan Compliance: Contractor personnel 
shall comply with all building occupant emergency plan activities such as 
building evacuations and shelter in place. 

C.1.11.2.3 Personnel Response to IT Continuity Events: Key contractor personnel and 
contractor personnel with critical skills shall report to and perform duties at 
alternate sites during IT continuity events. as directed by the Government. The 
contractor shall provide personnel resources to respond to IT continuity events. 
The contractor should consider such things as cross-training and providing 
personnel who would be able to respond from outside the metropolitan area 
(i.e. individual with appropriate skill sets who would be unaffected by issues in 
the Baltimore-Washington metropolitan area). 

C.1.11.2.4 Performance of Services during Crisis: The following services are essential 
during crises declared by the OHS Secretary or the President of the United 
States. All basic services and operations will continue as directed by the 
COTR. The contractor shall submit an essential personnel list, to include 
designated emergency POCs, to the COTR within ten business days after Task 
Order start and shall update monthly for changes throughout the life of the 
Task Order. The list shall contain the individual's name, address, home phone 
number, beeper number or cell phone number, security clearance, and duty 
title. Upon notification of a crisis by the COTR. the contractor shall perform the 
essential services identified in the CIO COOP Implementation Plan. The 
COTR will direct implementation of Services under this provision at any time as 
required to meet mission requirements. (CORL C.1.11-1, Essential Personnel 
Contact List) 

C.1.11.3 Travel 

C.1.11.3.1 Authorization and Restrictions: Contractor personnel may be required to 
travel to support the requirements of this Task Order. Long distance and local 
travel may be required in the Continental United States (CONUS). The 
Government expects the contractor to have a facility within the Washington DC 
Metropolitan area. The Government will not reimburse local travel within a 50-
mile radius from the contractor's facility or the contractor's assigned duty 
station. This includes travel, subsistence, and associated labor charges for 
travel time. The Government will not reimburse travel performed for personal 
convenience and daily travel to and from work at the contractor's facility. The 
Government will authorize travel, subsistence, and associated labor charges 
for travel beyond a 50-mile radius of the contractor's facility or assigned duty 
station; HOWEVER, the COTR shall previously approve all travel outside the 
Washington DC Metropolitan area. The Government will reimburse authorized 
travel in accordance with the Federal Travel Regulation. The Government will 
not reimburse travel without prior approval from the COTR. The contractor's 
request for travel shall be in writing or electronic as directed by the COTR and 
contain the dates, locations and estimated costs of the travel. 

C.1.11.3.2 Costs: The contractor shall, to the maximum extent practicable, minimize 
overall travel costs by taking advantage of discounted airfare rates available 
through advance purchase. Charges associated with itinerary changes and 
cancellations under nonrefundable airline tickets are reimbursable as long as 
the changes are driven by the work requirement. Costs associated with 
Contractor travel shall be in accordance with FAR Part 31.205-46, Travel Costs 
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and applicable Federal Travel Regulation. If any travel arrangements cause 
additional costs to the contract that exceed those previously negotiated, written 
approval by contract modification issued by the CO is required prior to 
undertaking such travel. Contractor personnel traveling to support Task order 
requirements shall provide a Trip Report to the COTR within 2 business days of 
completing travel. A summary of trips taken within each month shall be 
included in the monthly reports. 

C.1.12 CONTRACT TRANSITION 

C.1.12.1 Transition and Phase In Section Intentionally Left Blank 

C.1.12.1.1 Transition Plan: Section Intentionally Left Blank. 

C.1.12.1.2 Transition Tasks: Section Intentionally Left Blank 

C.1.12.1.3 Transition Ramp-up: Section Intentionally Left Blank 

C.1.12.2 Phase Out 

C.1.12.2.1 Inventory: At the Phase-out of this Task Order the contractor and 
Government shall conduct a joint inventory assessment of property accounts 
for the contractor's staff (i.e. hand receipts of cell phones, blackberries, etc.) to 
ensure a full accounting of all Government property. The Government will hold 
the contractor liable for any damaged or lost equipment, and the contractor 
shall ensure all other Government equipment is in working order. 

C.1.12.2.2 Observations: The contractor shall permit the successor contractor (and 
the successor contractor's employees) to observe and become familiar with 
any and all operations specified in this Task Order for a minimum of 90 
business days, or for a COTR specified timeframe, prior to the expiration or 
termination of the Task Order. 

C.1.12.2.3 Maintenance of Systems, Files, and Data: The contractor shall maintain 
the full operational status of all Government systems and equipment, and 
continue all current work in progress until the successor contractor assumes 
full operational responsibility. The contractor shall not destroy, delete, or 
otheiwise dispose of any files or data upon expiration or termination of the 
Task Order, without prior permission from the COTR. 

C.1.12.2.4 Cooperation: The contractor shall fully cooperate with the successor 
contractor and the Government so as not to interfere with their work or duties. 
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C.2 DEFINITIONS AND ACRONYMS 
C.2.1 DEFINITIONS 

The definitions set forth below are those unique or used in this Task Order. Definitions for 
technical terms or words which are included in this Task Order can be found in the technical 
documents referenced in the individual functional areas of the Task Order. The definitions 
provided below are oriented to DHS's Task Order. In many cases definitions are specific by 
situation. The total listing of definitions is not all-inclusive, but it has been derived from 
official publications (e.g., regulations and technical manuals and industry standards) when 
available. 

Note: In the event of a conflict between any definition in this section and a comparable 
definition in the Federal Acquisition Regulation, the latter shall prevail. 

A LAN: The OHS unclassified network 

Acceptance, Approved (as Directed, as Permitted, as Required): Where these words 
or words of similar import are used, it shall be understood that the direction, requirement, 
permission, approval, or acceptance of the Contracting Officer (CO) or Contracting 
Officer's Technical Representative (COTR) is intended, unless stated otherwise. 

Acceptable Quantity Level (AQL): Represents the required success rate for each 
output that comprises the total workload. The AOL is reasonable to allow for the 
possibility of unexpected problems that prevent some outputs from meeting the 
requirements of the performance standards. The AOL is a percentage value of the 
number of performances of each output that must adhere to the performance standard 
set for that output. AOLs are determined based on agency directives or historical records 
of Government performance. 

Accountability: The obligation of both the contractor and the Government to fulfill the 
requirements of this Task Order. This includes item such as the contractor's 
responsibility to maintain accurate and complete records of documents, funds and 
property. 

Accreditation: The formal declaration by a Designated Approving Authority (DAA) that 
an information system (IS) is approved to operate in a particular security mode using a 
prescribed set of safeguards to an acceptable level of risk. 

Approval: The process through which the Government provides authorization to the 
contractor to proceed with an action. An approved authorization must be in writing. 

Availability: A measure of the degree to which an item is in an operable and 
committable state at the start of any task or mission, when the task or mission is called 
for at an unknown (random) point in time. 

Authentication: A security process designed to establish the validity of a transmission, 
message or originator or to verify an individual's eligibility to receive specific categories of 
information. 

Authorization: The process of granting or denying access to system objects based on 
an individual or entities identities, roles or other qualifying characteristics (e.g. clearance 
level). 

Availability period: The amount of time the system(s), or the total system, is functioning 
so that the customer can get work done. 
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Baseline: A specification or product that has been formally reviewed and agreed upon, 
and thereafter serves as the basis for further development and can be changed only 
through formal change-control procedures or a type of procedure such as configuration 
management (CM). 

Basic Rate Interface (SRI): A level of service within the Integrated Services Digital 
Network (ISDN). The BRI includes a number of B-channels and a D-channel; B-channels 
carry data, voice, and other services and the D-channel carries control and signaling 
infonmation. 

Biennially: One time every two years 

Bimonthly: One time every two months 

Biweekly: One time every two weeks 

CLAN: The OHS Top Secret network 

Certificate: Digital documents attesting to the binding of a public key to an individual or 
other entity. They allow verification of the claim that a given public key does in fact 
belong to a given individual. Certificates, also called digital certificates, are issued by a 
Certificate Authority and contain the public key and other identification information 
relating to the certificate requester. 

Certification: Certification is the comprehensive evaluation of the technical and non­
technical security features of an information System (IS) and other safeguards, made in 
support of the accreditation process, to establish the extent to which a particular design 
and implementation meets a set of specified security requirements. 

Certified Information Systems Security Professional (CISSP): A professional 
certification in information systems security administered by the International Information 
Systems Security Certification Consortium (ISC)'® 

Channel Service Unit/Data Service Unit (CSU/DSU): A digital-interface device used to 
connect a router to a digital circuit such as a T1 or T3 line. 

Classified: Documents. data, information, systems, products, services, items, etc for 
which access is limited to those persons having a "need to know" and appropriate 
security clearance. 

Clearance: Authority permitting individuals cooperating in OHS work, and having a 
legitimate interest therein, access to classified technical information, material, or 
equipment or admission to restricted areas or facilities where such information or material 
is located. 

Commercial Off The Shelf (COTS): Describes software or hardware products that are 
ready-made and available for sale to the general public. 

Common Operating Environment (COE): A listing of components (hardware and 
software) that captures the concept of a common or shared operating environment 
across an enterprise or organization; provides a standard for the organization to be 
common operating environment (COE) compliant. 

Common Vulnerabilities and Exposures (CVE): An index of standardized names for 
vulnerabilities and other information security exposures. CVE aims to standardize the 
names for all publicly known vulnerabilities and security exposures. The CVE database is 
operated by the MITRE corporation, and is sponsored by the Department of Homeland 
Security. 
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Confidentiality: Assurance that information is not disclosed to unauthorized entities or 
processes. 

Configuration Management (CM): A discipline applying technical and administrative 
direction and surveillance to: (a) identify and document the functional and physical 
characteristics of a particular item, system, etc; (b) control changes of those 
characteristics; and (c) record and report changes to processing and implementation 
status. 

Conflict of Interest (COi): According to DHS Clause 1337, "Conflict of interest means 
that because of other activities or relationships with other persons or organizations, a 
person or organization is unable or potentially unable to render impartial assistance or 
advice to the Government, that the person's or organization's objectivity in performing the 
Task Order is or might be otherwise impaired, or that the person or organization has or 
might acquire an unfair competitive advantage." 

Configuration: The functional or physical characteristics of equipment, systems, 
hardware or software set forth in technical documentation and achieved in a product. 

Conservation: The protection, improvement, and use of natural resources according to 
principles that will provide optimum public benefit and support of DHS's mission. 

Continuity of Operations (COOP). The COOP focuses on restoring and organization's 
(usually headquarters element) essential functions at an alternate site and performing 
those functions for up to 30 days before returning to normal operations. Because a 
COOP addresses headquarters-level issues, it is developed and executed independently 
from the Business Continuity Plan (SCP). Implementation of a viable COOP capability is 
mandated by PDD 67, Enduring Constitutional Governmental and Continuity of 
Government Operations. FEMA, the Federal Government's executive agent for COOP, 
provides COOP guidance in FPC 65, Federal Executive Branch Continuity of Operations. 
Standard elements of a COOP include Delegation of Authority statements, Orders of 
Succession, and Vital Records and Databases. Because the COOP emphasizes the 
recovery of an organization's operational capability at an alternate site, the plan does not 
necessarily include IT operations. In addition, minor disruptions that do not required 
relocation to an alternate site are typically not addressed. However, COOP may include 
the SCP, Business Resource Plan (BRP), and disaster recovery plan as appendices. 
(Source: NIST 800-34, Contingency Planning for Information Systems) 

Contract Data Requirements List (CORL). Data required to be submitted by the 
contractor to the Government. A proper and correct submission of a CDRL is evidenced 
by the following criteria: completeness, accuracy of data, preparation in accordance with 
applicable mandatory publication or other prescribing document, signature or initials by 
the certifying official, and correct and timely turn-in or distribution. 

Contract Modification: Any written alteration in the terms and conditions of the contract 
or Task Order, such as specifications, delivery point, rate of delivery, Task Order period, 
price, quantity, or other Task Order provisions. 

Contracting Officer (CO): An individual appointed in accordance with procedures 
prescribed by the Federal Acquisition Regulation with the authority to enter into, 
administer, and terminate contracts and make related determinations and findings. 

Contracting Officer's Technical Representative (COTR): The individual or individuals 
appointed by the Contracting Officer to act as the authorized Government representative 
and to oversee contractor performance. 
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Contractor: The term contractor, as used herein, refers to the principle/prime contractor. 

Contractor Furnished Equipment (CFE): That equipment that the contractor includes 
in its offer in order to perform the requirements of the Task Order, and that is not covered 
under Government-Furnished Property (GFP). 

Contractor-Furnished Property (CFP): Equipment and facilities provided by the 
Contractor to perform the Task Order requirements. 

Corrective Action: Consists of those efforts required to correct reported deficiencies 
and mitigate reoccurrence of defects. 

Critical Design Review (CDR): The CDR is a multi-disciplined technical review to 
ensure that the system under review can proceed into system fabrication, demonstration, 
and test; and can meet the stated performance requirements within cost (program 
budget), schedule (program schedule), risk, and other system constraints. Generally this 
review assesses the system final design as captured in product specifications for each 
configuration item in the system, and ensures that each product in the product baseline 
has been captured in the detailed design documentation. 

Customer: Any recipient of a service described in Section 5, Specific Work 
Requirements of the Task Order. 

Damage: A condition that impairs either value or utility of an article; may occur in varying 
degrees. Property may be damaged in appearance or in expected useful life without 
rendering it unserviceable or less useful. Damage also shows partial non-serviceability. 
Usually implies that damage is the result of some act or omission. 

Data Integrity: Condition that exists when data is unchanged from its source and has 
not been accidentally or maliciously modified, altered or destroyed. 

Database: A collection of records, in one or more files, which are often coded for rapid 
search and retrieval via computer. 

Defense Message System (OMS): The system of record for organizational messaging 
used by the Department of Defense. It is a modified commercial-off-the-shelf (COTS) 
application that provides multimedia messaging, directory, and security services. OMS 
uses the underlying Defense Information Infrastructure (011) network and security 
services in conjunction with National Security Agency (NSA) security products. 

Degauss: Destroy information contained in magnetic media by subjecting that media to 
high-intensity alternating magnetic fields, following which the magnetic fields slowly 
decrease. 

Degausser: Electrical device or hand-held permanent magnet that can generate a high 
intensity magnetic field to sanitize magnetic storage media. 

Denial of Service: Any action or series of actions that prevent any part of a system from 
functioning in accordance with its intended purpose. This includes any action that causes 
unauthorized destruction, modification or delay of service. 

Desktop Administration: Services provided in the operation and maintenance of an 
individual's desktop computer. This includes services such as installation of a new 
system, hardware upgrades, relocation and removal of hardware, installation and 
upgrade of software applications and operating system. It also includes configuration of 
hardware and software, backup and restore, performance monitoring and tuning, problem 
tracking and error detection, needs assessment, procurement, disposal, and inventory 
management. 
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Desktop Computer: Distributed computing resource, either networked or standalone, 
consisting of a CPU, keyboard, monitor, and a screen manipulation device, such as a 
mouse. This typically includes PCs, Apple Macintoshes, UNIX based workstations, X­
terminals and other terminals. This definition excludes mainframes, supercomputers and 
midrange computers. 

Desktop Configuration: The hardware and software characteristics associated with a 
desktop computer (UNIX, PC, Macintosh, and X-Terminal). Hardware characteristics 
include: CPU, RAM, amount of disk storage, size of monitor, cards installed in the 
system unit, and devices attached directly to the system unit. Software characteristics 
include: identification of COTs application software in use on the workstation, operating 
system, and a description of any commonly distributed custom applications. 

Digital Video Disk (DVD): An optical disc storage media format that can be used for 
data storage. 

Discrepancy: A variance between contractually required and actual performance. 

Disposal: The disposition of excess assets (including intellectual and real property, 
industrial and personal property) by the Government in accordance with OHS regulations 
and the FAR. 

Document Type Definition (OTO): A OTO defines the legal building blocks of an XML 
document. It defines the document structure with a list of legal elements. 

Downtime: The amount of time when an end user's access to network services is 
impaired. Downtime for each incident shall be the period between the time of failure and 
the time that the system is returned to the Government fully operational. 

Due Diligence: The purpose of Due Diligence is for the contractor to validate the 
inventory and environment portrayed during the master Task Order award and account 
for any changes that have occurred between Task Order award and the Task Order start. 
If there is a discrepancy found which exceeds parameters, then a due diligence price 
adjustment will be submitted. The Due Diligence period shall be limited to not more than 
20 business days unless a longer period is granted by the CO. 

E-Government: One of the five key elements of the President's Management Agenda 
designed to make better use of information technology (IT) investments to eliminate 
billions of dollars of wasteful Federal spending, reduce Government's paperwork burden 
on citizens and businesses, and improve Government response time to citizens. A key 
goal is for citizens to be able to access Government services and information within three 
"clicks," when using the Internet. 

Electronic Signatures in Global and National Commerce Act (ESIGN): A U.S. Code 
that facilitates the use of electronic records and signatures in interstate and foreign 
commerce by ensuring the validity and legal effect of contracts entered into electronically. 

Emergency: The reporting of sudden, usually unforeseen, occurrences where life or 
property are in immediate danger and require immediate action. 

Employee: An employee includes both contractor employees and subcontract 
employees. 

Enterprise Acquisition Gateway for Leading Edge Solutions (EAGLE): The OHS 
contracts for Information Technology (IT) support services that will enable OHS business 
and program units to accomplish their mission objectives. 

C-27 



Task Order Revised 11 /26/08 
PROCUREMENT SENSITIVE 

Enterprise Architecture (EA): A description including graphics of the systems and 
interconnections providing for or supporting various functions. EA defines the physical 
connection, location, and identification of such key nodes as circuit and network 
platforms, and allocates system and component performance parameters. Shows how 
multiple systems within a domain or an operational scenario link and interoperate, and 
may describe the internal construction or operations of particular systems in the systems 
architecture. 

Enterprise Change Control Board (ECCB): The board responsible for reviewing any 
incoming change requests, including both enhancements and defects. The first step 
focuses on triage, where high severity defects are assigned to the support team so that 
they can be dealt with by a hot fix. Lower severity defects and all enhancement requests 
will be evaluated by the board in order to determine which change requests are to be 
acted upon and which systems will be affected so that the change request may be 
assigned appropriately. 

Facilities: Property used for production, maintenance, research, development or testing. 
It includes plant equipment and real property. It does not include material, special test 
equipment, special tooling or agency peculiar property. 

FAR: Federal Acquisition Regulation. 

FASTLANE: FASTLANE is a high speed asynchronous transfer mode (ATM) encryptor 
for local and wide area network multimedia applications (i.e., voice, video, data, and 
imagery). FASTLANE supports permanent and switched virtual circuits, point-to-point 
and point-to-multi-point, simplex and duplex connections. It provides authentication and 
end-to-end protection of user information up to the Top SecreVSensitive Compartmented 
Information level. 

Fiscal Year (FY): A period of 12 months beginning 1 October and ending 30 September 
of the following year. Fiscal year is designated by the calendar year in which it ends. 

Government Furnished Equipment (GFE): A term used in this Task Order to mean 
equipment in the possession of, or directly acquired by, the Government and 
subsequently made available for the use by the contractor solely in the performance of 
this Task Order. 

Government Furnished Property (GFP): A term used in this Task Order to mean 
property in the possession of, or directly acquired by, the Government and subsequently 
made available for the sole use of the contractor in the performance of this Task Order. 
Facilities, equipment, and materials in possession of, or acquired directly by the 
Government, and subsequently provided to the contractor. 

Government Off The Shelf (GOTS): Software developed for and owned by the 
Government. 

Guidance: A statement of direction such as, rules, laws, regulations, guidelines, and 
directives. 

Heterogeneous: Environment in which platform architectures may differ. 

Homogenous: Environment in which platform architecture is the same. 

HSDN LAN: The Homeland Secure Data Network that transmits classified information 

Information Technology Management (ITM): Activities related to management support 
of IT related policy development, strategic planning, capital planning, resource 
management, and special projects. 
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Infrastructure: Identifies the top-level design of communications, processing, and 
operating system (OS) software and describes the performance characteristics needed to 
meet database and application requirements. It includes processors, OS, service 
software, and standards profiles that include network diagrams showing communication 
links with bandwidth, processor locations, and capacities to include hardware builds 
versus schedule and costs. The active and passive components used to transfer 
information between two points. Infrastructure includes items such as cable plant, 
premise wiring, phone switch, routers, hubs, concentrators, Ethernet switches, and 
antennae. 

Inspection: Determination and identification of the condition of equipment, facilities, 
services, systems and all other work output, with reference to contractual requirements. 

Integration: The result of an effort that seamlessly joins two or more similar products 
(for example, individual system elements, components, modules, processes, databases, 
or other entities) to produce a new product. The new product functions as a replacement 
for two or more similar entities or products within a framework or architecture. 

Integrator: A public or private sector entity that develops, assembles, and executes a 
comprehensive solution to complex information technology requirements. 

Interoperability: The condition achieved when information can be exchanged directly 
and satisfactorily between two or more systems or components. The concept of having 
free and open methods to share data and IT services among different products of a 
similar functional capability. Interface standards are adhered to for the maintenance of 
service availability and consistent access methods. The use of proprietary features is 
discouraged. Functional categories for interoperability standards include: desktop 
systems; server systems; printing; network communications; word processing, 
spreadsheet and presentation applications; calendar and scheduling applications; 
application serving and license management. 

Intrusion Detection System: Provides an additional layer of assurance through the 
monitoring of network activity to detect and report suspicious, unauthorized, or harmful 
activities. 

Inventory Control: The process of managing, cataloging, and accounting for property 
provided under this Task Order. 

Inverse Multiplexor (IMUX): A device that breaks up a high-speed transmission into 
several low-speed transmissions, and vice versa. II is used to transmit LAN and 
videoconferencing traffic over lower-speed digital channels. 

Joint Inventory: A physical count of assets conducted by the contractor and the 
Government for establishing the quantity and condition of property accountable to the 
Contract. 

Key Management: The process of managing keys. This includes ensuring that key 
values generated have the necessary properties and making keys known in advance to 
the parties that will use them. The process also ensures that keys are protected as 
necessary against disclosure and/or substitution. 

Knowledge Management: The systematic process of finding, selecting, securing, 
organizing, distilling, and presenting information in a way that maintains an ongoing 
corporate knowledge. 

Local: Policy or information pertaining to a particular OHS facility. For example, local 
facility policy refers to the specific policies of each of the OHS facility locations. 
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Local Area Network (LAN): Data network system used to provide connectivity within a 
logical boundary. In most cases. the extent of a logical boundary can be defined by the 
service area associated with an assigned TCP/IP address space. This includes inter­
and intra-building cable plant or fiber plant, Metropolitan Area Network connections, 
backbones, and any active or passive components required to provide service from the 
desktop up to a LAN or WAN/ISP interface. 

Lot Size: Number of units or product of output from which a sample is derived. 

Maintenance: The work required to preserve and maintain a real property facility or 
piece of equipment in such condition that it may be effectively used for its designated 
functional purpose. Maintenance includes activities such as preventing damage that 
would be more costly to repair than to prevent, diagnosing failures. and performing 
corrective actions to ensure proper operation. 

Mission Critical Systems: The systems used to support critical functions such as: 
Emergency Warning Systems. Operational Voice Systems. Operational LAN Systems. 
Operational Intercommunication Systems. Operational Fire and Security Systems. 
Secure Voice Systems (COMSEC). 

Multiplexor: A device that merges several low-speed signals into one high-speed 
transmission and vice versa 

Network: A collection of Local Area Networks (LAN)s under the administrative control of 
one organization. Networks typically use backbone technology to interconnect LANs and 
are themselves interconnected with the transmission system. 

Network Interface: A network interface consists of the physical, logical and 
management connections where there is a distinct change in management responsibility 
or technical implementation. This can occur between two distinct networks or between a 
user device and its supporting network. 

National Institute of Standards and Technology (NIST): The Federal technology 
agency that works with industry to develop and apply technology, measurements. and 
standards. 

Nonmal Wear and Tear: Loss or impairment of appearance. effectiveness. worth, or 
utility of an item that has occurred solely because of normal and customary use of the 
item for its intended purpose. 

On-Site: Repairs or services performed at a customer's location. 

Organization: An administrative structure with a mission. The term is used in a very 
broad sense throughout this document. 

Other Direct Costs (ODC): Costs not previously identified as a direct material cost. 
direct labor cost. or indirect cost; a cost that can be identified specifically with a final cost 
objective that the Offerer does not treat as a direct material cost or a direct labor cost. 

Personal Computer (PC): Desktop and notebook computers. 

Personal Digital Assistant (PDA): A small, portable, hand held computing device. 
PDAs offer communications capabilities to include voice, e-mail, SMS, text messaging, 
and web access. 

Performance Requirements Summary (PRS): The portion of the Task Order which 
documents Task Order requirements, the component requirements related to each Task 
Order requirement, and the standards and measures of performance. 
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Performance Standard: A selected characteristic of an output of a work process that 
can be measured in order to evaluate performance. 

Personally Identifying Information (Pll): Any piece of information which can potentially 
be used to uniquely identify, contact, or locate a single person. 

Personal Peripherals: Peripheral devices attached directly to individual desktops or 
workstations. These devices include printers, scanners, plotters, modems, external hard 
disks, etc. 

Phase-in Period: The period(s) during which the contractor contends with the transfer of 
performance responsibility from the existing provider to the contractor. During this period 
the contractor shall organize, plan, recruit personnel, train, mobilize, develop procedures, 
and accomplish all actions necessary to commence performance of the services at the 
end of the transition period. 

Phase-out Period: The approximately 90 business day period prior to completion of the 
Task Order. 

Preventive Maintenance: Systematic and cyclic check, inspection, servicing and repairs 
of deficiencies, as well as reporting of deficiencies beyond scope of preventative 
maintenance. Preventative maintenance includes accomplishment of routine 
maintenance and repair. 

Primary Rate Interface (PRI): A telecommunications standard for carrying multiple DSO 
voice and data transmissions between two physical locations. 

Program: An organized set of activities directed toward a common purpose, objective, 
or goal undertaken or proposed by an Agency to carry out assigned responsibilities. The 
term is generic and may be applied to many types of activities. Acquisition programs are 
programs whose purpose is to deliver a capability in response to a specific mission need. 
Acquisition programs may comprise multiple acquisition projects and other activities 
necessary to meet the mission need. 

Program Manager: The contractor representative who acts as the point of contact 
(POC) with the Government and coordinates Task Order management. 

Project: A single undertaking or task involving maintenance, repair, construction, or 
equipment-in-place, in which a facility or group of similar facilities are treated as an entity 
with a finite scope. 

Protocols: Protocols are conventions and algorithms for the transmittal of information 
over the network. Protocols exist at various layers of the stack and are often used to 
perform a specific function, a unique network service or application. Service protocols 
work in conjunction with the transport protocols to complete the required function(s). 
Examples of service protocols are the Simple Mail Transfer Protocol (SMTP), File 
Transfer Protocol (FTP), and Hypertext Transfer Protocol (HTIP). 

Quality Assurance (QA): Actions taken by the Government to inspect or check goods 
and services to determine that they meet or do not meet requirements of the Task Order. 
See Quality Assurance Surveillance Plan for further detail. 

Quality Assurance Personnel (QAP): The personnel responsible for surveying the 
contractor's performance. 

Quality Assurance Surveillance Plan (QASP): An organized written document used by 
Government for quality assurance surveillance. Document contains sampling/evaluation 
guides, checklists, and the Performance Requirements Summary (PRS). 
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Quality Control (QC): Those actions taken by a contractor to control the performance of 
services so they meet the requirements of the Task Order. See Quality Control Plan for 
further detail. 

Quality Control (QC) Plan: The contractor's system to control the equipment, systems, 
or services so that they meet the requirements of the Task Order. 

Random Sample: A sampling method whereby each service output in a lot has an equal 
chance of being selected. 

Remote Access: Logging into a computer system through a network or modem to 
execute a command or manipulate data on that system. 

Remote Communication: The services that allow a remote user to connect with an 
address assigned out of the OHS's internal assigned address space. Typical examples 
of this type of connectivity include: asynchronous modem/terminal server/dial-in service, 
HSON and ISON service, and some wireless modem services. 

Reportable Incident: Any event, suspected event, or vulnerability that could pose a 
threat to the integrity, availability, or confidentiality of systems, applications or data. 
Incidents may result in the possession of unauthorized knowledge, the wrongful 
disclosure of information, the unauthorized alteration or destruction of data or systems 
and violation of Federal or state laws. If such violations are detected or suspected, they 
are to be reported immediately to a security manager. 

Requirement: Effort mandated by this Task Order, issued by a OHS contracting officer 
(CO) and performed as directed by the CO or their representative (COTR) within the 
scope of the resulting Task Order. 

Restricted Area: Those areas designated by OHS that require control of personnel for 
security reasons and/or equipment for protection of personnel, property and information. 

Return to Service: The time taken to resolve the user's problem to the state that the 
end user has full functionality restored as specified in the Service Level Agreements and 
performance metrics. 

Routine Call: A request for service with a response time as defined in the Technical 
Exhibits. 

Sample: A sample consists of one or more service outputs drawn from a lot, the outputs 
being chosen at random. 

Scheduled Outage: The maintenance, testing, or other contractor-initiated activity that 
impacts the user's ability to access network services. A scheduled outage is not 
considered downtime if the outage is not during business hours and occurs during the 
COTR approved maintenance window timeframe. 

Secure Telephone Equipment (STE): STE is the U.S. Government's current encrypted 
telephone communications system for wired or "landline" communications. It is intended 
to replace the older STU-111 systm. STE is designed to use ISON telephone lines which 
offer higher speeds of up to 128k bits per second and are all digital. The greater 
bandwidth allows higher quality voice and can also be utilized for data and fax 
transmission. STE sets are backwards compatible with STU-Ill phones. 

Secure Telephone Unit, Third generation (STU Ill): STU Ill are a line of secure 
telephones. 

C-32 



Task Order Revised 11 /26/08 
PROCUREMENT SENSITIVE 

Security Systems: Defined to be only those that directly support a given communication 
service. Examples of systems that would be included are: policy enforcement points or 
PEP security systems, phone or fax encryption systems, authentication or certification 
systems, and World Wide Web or e-mail proxy systems. 

Sensitive: Documents, data, information, systems, products, services, items, etc 
requiring protection and control because of statutory requirements or regulations. 

Server Administration: Services provided in the operation and maintenance of servers. 
This includes services such as installation of a new server and additional hardware, 
installation and upgrade of software applications and network operating system, and 
configuration of hardware and software. This also includes account management, backup 
and restore, performance monitoring and tuning, security monitoring, problem tracking 
and error detection. 

Service Call: Any notification or request for service as defined in the Technical Exhibits. 

Service Category: A classification for a group of services associated with a specific 
functional use of a desktop computer. This is comprised of service characteristics for the 
type of support needed by an individual performing a specific desktop computer function. 
A suite of services will be packaged into a service category to define a service level 
agreement. 

Service Dellvery Model: A Service Delivery Model places total responsibility on the 
contractor for all component services and products needed to meet the customer's 
requirements. The customer then comes to the single contractor and selects from a menu 
of services that best meet their needs. All services provided are governed by a Service 
Level Agreement between the contractor and the customer that stipulates service quality 
measures, pricing, and customer recourse for poor performance. 

Service Level: A unit used to identify characteristics and metrics that define a particular 
type of support to be provided by the Contractor. Multiple service levels may be needed 
for a type of service, such as hardware maintenance, to provide various degrees of 
support needed by a computer user. 

Service Level Agreement (SLA): An agreement between the CIO's Office and its 
supported customer to provide services at stated performance level. 

Shall: The word "Shall" is used in connection with the contractor and specifies that the 
provisions are mandatory as defined by the FAR. 

Site Offices/Locations: Those support locations, offices, and facilities listed in TE 
C.1.3-002. 

Software Categories: Desktop software is divided into three types: operating system, 
utilities, and applications. Operating system software includes Windows XP, Windows 
VISTA, and their successors. Utility programs perform functions such as disk 
management, file backup/recovery, file compression, memory management, security, and 
virus protection. Application programs encompass a wide variety of programs required 
by the end users to perform their work. Examples of programs in this category are word 
processors, spreadsheets, email, groupware, desktop publishing, programming 
languages, compilers, data base managers, and engineering tools. 

Software Release: The date that a software developer makes their software product 
publicly available. This date is often used in determining when a software product is 
deployed to the computer desktop. 
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Standard Operating Procedure (SOP): A comprehensive narrative description of 
methods prepared by either the Government or contractor. A set of instructions covering 
those features of operations that lend themselves to a definite or standardized procedure 
without loss of effectiveness. The procedure is applicable unless ordered otherwise. 

Supplies: Items needed to equip, maintain, operate, and support the requirements of 
this Task Order and the resulting Task Order 

System: Any entity that has input, process, output and feedback. 

Tactical FASTLANE (TACLANE): Tactical FASTLANE® was developed by the National 
Security Agency (NSA) to provide network communications security on Internet Protocol 
(IP) and Asynchronous Transfer Mode (ATM) networks for the individual user or for 
enclaves of users at the same security level. 

Task Order: An order placed for services by the CO in accordance with the terms and 
conditions of the contract. 

Task Order Start Date: Effective date of the Task Order and beginning of the Phase-In 
Period as authorized by the CO at or following Task Order award. 

Test Readiness Review (TRR): TRR is a multi-disciplined technical review to ensure 
that a subsystem or system under review is ready to proceed into formal test. The TRR 
assesses test objectives, test methods and procedures, scope of tests, and safety and 
confirms that required test resources have been properly identified and coordinated to 
support planned tests. 

Throughput Capability: The rate at which data can be transferred over a network. The 
physical connection point into the operating network is able to support transferring 
information at this rate. It does not necessarily mean that the computer is powerful 
enough to transfer information at this rate. The performance requirements will 
correspond to the slower of either the sender or the receiver of the data transfer. The 
throughput is to be verified with a standard set of hardware and software. The validation 
procedure of throughput capability shall be performed at any time during the day. If the 
specifications are not met, the network shall be considered down. 

Transport Protocols: Protocols used specifically to provide the data transfer 
mechanisms necessary to establish and maintain a reliable communications link to 
transmit data across a network. These protocols are independent of the media and 
topology of the underlying sub networks. 

User: A person, organization, or other entity that employs IT related services provided 
under this Task Order and the resulting Contract. 

Utilities: Electricity, gas, water, sewage disposal, and steam are types of utilities used 
under the performance of this Task Order. 

Vulnerability Assessment/Risk Analysis: Identifying, characterizing, and testing 
potential security exposures. 

Wireless LAN Systems: The components and systems used to provide network 
connectivity without requiring 100% physical cable plant connectivity. Examples of these 
are Bluetooth, infrared, laser, and radio based interconnection services. 

Workstation: This is a networked or standalone computer. This computer is normally 
used for calculation or graphics intensive applications. It includes the CPU, monitor, 
keyboard, and a mouse or other screen manipulation devices. 
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C.2.2 ACRONYMS 
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ACD Automatic Call Directory 

ADPE Automated Data Processing Equipment 

AIS Automated Information System 

AMHS Automated Message Handling System 

APO Accountable Property Officer 

ATO Authorization to Operate 

AN Audio Visual 

BA Bachelor of Arts 

BMO Budget Management Office 

BOM Bill of Materials 

BPA Blanket Purchase Agreement 

BRI Basic Rate Interface 

BS Bachelor of Science 

C&A Certification and Accreditation 

CAP Contractor Acquired Property 

CAR Contract Administration Review 

CATV Cable Television 

CBP Customs and Border Protection 

CBT Computer-based Training 

CCB Change Control Board 

CCI COMSEC Controlled Items 

CDR Critical Design Review 

CORL Contract Data Requirements List 

CFE Contractor Furnished Equipment 
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ACRONYM TITLE: 

CFF Contractor Furnished Facilities 

CFO Chief Financial Officer 

CFR Code of Federal Regulations 

CIA Central Intelligence Agency 

CIO Chief Information Officer 

CISO Chief Information Security Officer 

CISSP Certified Information Systems Security Professional 

CM Configuration Management 

CMM Capabilities Maturity Model 

CND Computer Network Defense 

CNPPD Chemical and Nuclear Preparedness and Protection Division 

co Contracting Officer 

coco Contractor Owned, Contractor Operated 

COMSEC Communications Security 

CONOPS Concept of Operations 

COOP Continuity of Operations Plan 

COTR Contracting Officer's Technical Representative 

COTS Commercial Off The Shelf 

CPIC Capital Planning and Investment Control 

CSIRT Computer Security Incident Response Team 

CSU/DSU Channel Service Unit/Data Service Unit 

CVAM Controlled Vulnerability Assessment Methodology 

CVE Common Vulnerabilities and Exposures 

DAA Designated Accrediting Authority 
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ACRONYM TITLE 

DAC Discretionary Access Control 

DCAA Defense Contracting Audit Agency 

DCID Director of Central Intelligence Directive 

I OHS Department of Homeland Security 

DISA Defense Information Systems Agency 

DITSCAP DoD Information Technology Security Certification and 
Accreditation Process 

OMS Defense Message System 

DR Disaster Recovery 

DoD Department of Defense 

Dos Denial of Service 

DSN Database Source Networks 

DSS Digital Satellite Service 

OTO Document Type Definition 

DVD Digital Video Disk 

EA Enterprise Architecture 

EA COE Enterprise Architecture Center of Excellence 

EAGLE Enterprise Acquisition Gateway for Leading Edge Solutions 

ECCB Enterprise Change Control Board 

ECR Engineering Change Request 

EDI Electronic Data Interchange 

EDMO Enterprise Data Management Office 

EF Essential Functions 

EIWG Enterprise Interconnection and Policy Working Group 

EML Environmental Measurement Lab 
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ACRONYM TITLE 

EOD Entry on Duty 

EPA Environmental Protection Agency 

ERG Engineering Review Group 

ESIGN Electronic Signatures in Global and National Commerce Act 

ESM Enterprise System Management 

ET Eastern Time 

EVM Earned Value Management 

FAR Federal Acquisition Regulation 

FDCC Federal Desktop Core Configuration 

FEMA Federal Emergency Management Agency 

FIPS Federal Information Processing Standards 

FFMS Federal Financial Management System 

FISMA Federal Information Security Management Act 

FITSAF Federal Information Technology Security Assessment 
Framework 

FOIA Freedom of Information Act 

FY Fiscal Year 

FYHSP Future Years Homeland Security Program 

GAO Government Accountability Office 

GFE Government-Furnished Equipment 

GFF Government-Furnished Facilities 

GFP · Government-Furnished Property 

GFS Government-Furnished Services 

GISRA Government Information Security Reform Act 

GOGO I Government Owned - Government Operated 
I 
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GOTS Government Off The Shelf 

GPEA Government Paperwork Elimination Act 

GPO Group Policy Office 

GSA General Services Administration 

HAZMAT Hazardous Material 
~· 

HLSEA Homeland Security Enterprise Architecture 

HQ Headquarters 

HSDN Homeland Secure Data Network 

HSHR Homeland Security Presidential Directive 

HSRD Hot Standby Router Protocol 

l&A Identification and Authentication 

IATO Interim Authorization to Operate 

IAVA Information Assurance & Vulnerability Assessment 

IAW In Accordance With 

IC Intelligence Community 

ICE Immigration and Customs Enforcement 

ID Identification 

IDS Intrusion Detection System 

IG Inspector General 

IMAC Installation, Move, Add, Change 

IMAP Internet Message Access Protocol 

IMEI International Mobile Equipment Identity 

IMUX Inverse Multiplexor 

INF OCON Information Condition 
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IP Internet Protocol 

IRB Investment Review Board 

IS Information Systems 

ISA Interconnection Security Agreement 

ISDN Integrated Services Digital Network 

ISO International Standards Organization 

ISSM Information System Security Manager 

ISSO Information System Security Officer 

IT Information Technology 

ITAC Information Technology Acquisition Center 

ITIL Information Technology Infrastructure Library 

JRC Joint Requirements Council 

KDP Key Decision Points 

KPI Key Performance Indicator 

LAN Local Area Network 

LRU Lowest Replaceable Units 

MAN Metropolitan Area Network 

MCSE Microsoft Certified Systems Engineer 

MD Management Directive 

MOM Microsoft Operations Management 

NAC Nebraska Avenue Complex 

NARA National Archives and Record Administration 

NCS National Communications System 

NIST National Institute of Standards and Technology 
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NMC Network Management Center 

NSA National Security Agency 

O&M Operations and Maintenance 

OCA Office of Chief Administrative Officer 

OCIO Office of the Chief lnfonnation Officer 

OEM Original Equipment Manufacturer 

OIM Office of Infrastructure Management 

OMB Office of Management and Budget 

OPO Office of Procurement Operations 

ORR Operational Readiness Review 

OSHA Occupational Safety and Health Administration 

OST Order Ship Time 

OTAR Over-The-Air Rekey 

OTAT Over-The-Air Transfer 

P31 Pre-planned Product Improvement 

PBX Private Branch Exchange 

PCO Property Control Officer 

PDA Personal Digital Assistant 

POD Presidential Decision Directive 

PDR Preliminary Design Review 

PEP Policy Enforcement Point 

Pll Personally Identifying Information 

PL Public Law 
·-

PRS Perfonnance Requirements Summary 
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PM Project Manager 

PMO Program Management Office 

PMP Project Management Plan 

PMR Program Management Review 

POAM Plan of Action and Milestones 

POC Point of Contact 

PRI Primary Rate Interface 

RAM Responsibilities Assignment Matrix 

RFID Radio Frequency Identification 

ROM Rough Order of Magnitude 

S&T Science and Technology 

QAE Quality Assurance Evaluator 

QAP Quality Assurance Personnel 

QASP Quality Assurance Surveillance Plan 

QC Quality Control 

SBU Sensitive but Unclassified 

SCI Sensitive Compartmentalized Information 

SDLC System Development Life Cycle 

SECDHS Secretary of the Department of Homeland Security 

, SIM Security Information Management 

SIPRNET Secure Internet Protocol Router Network 

SLA Service Level Agreement 

SNMP Simple Network Management Protocol 

SMTP 1 Simple Mail Transfer Protocol 
i 
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SMC Security Management Center 

SME Subject Matter Expert 

! 
SMS Systems Management Server 

SOP Standard Operating Procedure 

SP Special Publication 

SRR System Requirements Review 

SSA System Security Administrator 

SSAA Systems Security Authorization Agreement 

STE Secure Telephone Equipment 

STU Ill Secure Telephone Unit, Third generation 

TACLANE Tactical FASTLANE 

TCP/IP Transmission Control Protocol/Internet Protocol 

TOA Table of Distribution and Allowances 

TE Technical Exhibit 

TRM Technical Reference Model 

TRR Test Readiness Review 

TS Top Secret 

TS/SCI Top Secret Sensitive Compartmented Information 

TSA Transportation Security Administration 

TSS Technical Source Selection 

URL Uniform Resource Locator 

U.S. Unites States 

U.S.C. United States Code 

USM Undersecretary of Management 
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VIP Very Important Person 

VOiP Voice Over Internet Protocol 

VTC Video Teleconference 

WBS Work Breakdown Structure 

WCMS Web Content Management System 

WSE Web Services Environment 
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C.3 GOVERNMENT - FURNISHED PROPERTY (GFP) AND SERVICES 
Government Furnished Property (GFP) is applicable to the performance of this Task Order. 
The contractor is authorized to use GFP at the Department of Homeland Security for the 
duration of this Task Order in accordance with the requirements of this Task Order. The 
Government shall provide, without cost to the contractor, facilities (office space with desk and 
chair), equipment (computer, access to printer, copier, and fax), materials (all related office 
supplies), and/or other services necessary to perform the requirements in the Task Order. 

C.3.1 SCOPE 

This Section describes the property and services the Government will furnish to the 
contractor for performance of the requirements of this Task Order. The Government will 
provide to the contractor the following access for use: ( 1) Government Furnished Property 
(GFP) for which the contractor is responsible and accountable; and (2) property only made 
available to the contractor, as listed below in this section. The contractor shall take all 
reasonable precautions and such other actions as may be directed by the Government, or 
in the absence of such direction, in accordance with sound business practice to safeguard 
and protect Government property in the contractor's possession or custody listed in this 
section. The contractor shall accept Government-provided automated information systems 
(AIS) hardware and software without exception. Government Furnished Equipment (GFE) 
may include Government-leased equipment or Government-owned equipment. Refusal to 
accept some or all of the GFP offered by the Government shall not relieve the contractor 
from Task Order performance, but will relieve the Government from the obligation of 
providing the same or similar GFP at a future date. 

The contractor shall not use GFP or services for any other purpose than those described in 
this Task Order. The contractor shall not remove GFP from OHS facilities or other 
supported areas without review and written approval of the CO or authorized 
representative. The provisions affecting GFP under this section shall be IAW FAR 52.245-
5. The Government may direct the contractor to develop and /or revise milestones for joint 
inventory and transfer of GFP. 

C.3.1.1 Government-Furnished Property 

C.3.1.1.1 The Government intends to share space with the contractor personnel in 
the Government facilities indicated in TE C.3.1-002 or as designed by the 
Government for the duration of this Task Order and only for the performance of 
this Task Order. This is not considered Government Furnished Property (GFP) 
requiring property administration IAW FAR 45 plus Supplements. 

C.3.1.1.2 Marking Property: The contractor shall not mark or affix any decals, 

C.3.1.2 

emblems or signs portraying the contractor's name or logo to Government 
Equipment, Facilities, or Property except as directed by the COTR. 

Government-Furnished Services 

C.3.1.2.1 Telephone Service: The Government will furnish telephone service at 
contractor-occupied Government sites to include local and long-distance calls. 

C.3.1.2.1.1 The contractor shall comply with OHS rules and regulations regarding 
telephone use. The contractor shall reimburse the Government the cost of 
unofficial telephone service (e.g., telephone service not incidental to 
performance of the Task Order). 
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C.3.1.2.1.2 The contractor shall obtain prior Government review and written approval 
before connecting or disconnecting any Contractor Furnished Equipment 
(CFE) to Government-furnished communications systems or equipment. 

C.3.1.2.2 Local Area Network (LAN): The Government will provide limited access to 
the existing LAN at contractor-occupied Government facilities to include E-Mail 
capability. The contractor shall not use the LAN for purposes other than for 
work required under this Task Order. 

C.3.1.2.3 Paper Products: The Government will make available containers in shared 
Government facilities for the collection of recyclable paper. 

C.3.1.2.4 Reporting Discrepancies in Performance of Government Furnished Service 
Contracts: The contractor shall report discrepancies in performance of 
Government-provided services to the CO or COTR. 

C.3.1.3 Supplies and Materials 

C.3.1.3.1 Existing Levels of Supplies and Materials: The Government will make 
available existing Government owned parts. supplies and material to the 
contractor for use in the performance of the requirements of this Task Order. 
The Government will furnish the existing levels of Government supplies and 
materials to the contractor and the contractor shall provide existing levels of 
Government supplies and materials to the Government during phase-out. The 
Government will furnish replacement materials required to maintain the 
serviceability of production equipment on a time and materials basis. The 
government will furnish all items to the contractor as GFE to use under this 
Task Order. OHS purchases all hardware, software, warranties and parts using 
the FirstSource contract. 

C .3.1.4 Government-Furnished Equipment (GFE) 

The Government will provide GFE (such as telecommunications, computers, network 
components, storage devices, software, and peripherals) to the contractor to complete 
the duties of this Task Order with the exception of equipment for the Help Desk and 
unclassified Test Lab. 

C.3.1.4.1 Equipment Offered for Contractor Use: The Government will furnish 
property from the Product Guide provided at TE C.3.1-001. Original Equipment 
Manufacturer (OEM) Software is provided at TE C.3.1-002. The result of the 
last inventory of equipment in the metropolitan Washington D.C. area and other 
select locations is provided at TE C.3.1-003. 

C.3.1.4.2 Contractor Accountability 

C.3.1.4.2.1 Transfer of Accountability: The contractor shall become accountable for 
GFE when assigned. 

C.3.1.4.2.2 Property Administration: The contractor shall perform property 
administration in accordance with FAR Part 45. 

C.3.1.4.2.3 Report of Government Property: The contractor shall prepare and submit 
to the COTR an annual Report of Government Property as directed by the 
COTR. (CORL C.3.1-2, Government Property Report - Annual) 

C.3.1.4.3 Turn-In and Replacement 
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C.3.1.4.3.1 Tum-In of GFE: The contractor shall prepare a recommendation for 
excess when GFE is no longer required or suitable for its intended use, or 
has reached the end of its technical life. The contractor shall provide these 
recommendations to the COTR who will make the final determination of the 
disposition of the equipment. Upon approval, the contractor shall process 
the items in accordance with applicable Federal regulations, and 
Department o(Homeland Security policies and regulations. All Government 
furnished property and IT equipment identified in this Task Order shall 
remain the property of the Government. 

C.3.1.4.3.2 Replacement of GFE: The contractor shall coordinate with the CO for 
replacement of GFE. Upon approval by the CO, the item(s) of equipment to 
be replaced will be deleted from the GFE listing. If required to maintain 
performance standards, the Government will provide comparable GFE 
replacement. The contractor shall contact the Help Desk for problems 
regarding computers and peripherals. The Government will replace 
computers and peripherals. 

C.3.1.4.4 Initial Inventory Assessment and Accountability 

C.3.1.4.4.1 Initial Inventory Procedures: 

C.3.1.4.4.2 The contractor shall conduct inventory of government property such as 
keys; property received from the designated property control officers; and 
materiel items of work in progress; e.g., items in various stages of repair. 
This provision does not preclude prior inspection of GFP by the contractor. 
The operational or conditional status of all GFF and on-site GFE shall be 
determined and the contractor shall record any item found to be broken or 
not suitable for its intended purpose. The contractor shall keep the 
inventory listing current. (CORL C.3.1-3, Government Property Inventory­
Initial) 

C.3.1.4.4.3 The contractor shall inspect all GFE at the time of the inventory. The 
contractor shall note all valid discrepancies, and the Government may 
correct the discrepancies by one or more of the following methods at the 
Government's option. The Government may elect not to provide equipment 
to the contractor; or may correct noted discrepancies prior to performance 
period start date; or may require the contractor to repair discrepancies 
subject to reimbursement by the Government. The COTR will determine 
validity. 

C.3.1.4.5 Withdrawal of GFE: The Government retains the right to withdraw any GFE 
at any time during the performance of the Task Order. When possible, the 
Government will provide at least 30 business days notice of the impending 
withdrawal of GFE when deemed necessary or appropriate. 

C.3.1.4.6 Equipment and Software Manuals: After the inventory, the Government will 
turn over to the contractor equipment operating manuals presently maintained 
by the Government. The contractor shall update these documents as new 
issues are published. Updated manuals are the property of the Government 
upon completion or termination of this Task Order. 
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C.4 CONTRACTOR - FURNISHED PROPERTY AND SERVICES 
C.4.1 SCOPE 

The contractor shall furnish all materials, supplies, tools, services, temporary work places, 
and equipment required to perform this Task Order, except for the items specifically 
identified as Government-Furnished in Section C.3 of this Task Order. 

C.4.1.1 Contractor-Furnished Facilities (CFF) 

The Government will provide those facilities and installed equipment as listed and 
identified in Section C.3 of this Task Order. The contractor shall not place, construct, or 
otherwise provide additional buildings or facilities on OHS premises without prior CO 
approval. The contractor shall provide the Help Desk facility. The contractor may 
provide Test Lab facilities and the associated hardware and software via a separate 
logical follow-on Task Order for the Test Lab requirements specified in this Task Order. 

C.4.1.1.1 CFF Listing: The contractor shall provide to the CO or COTR an initial and 
updated list of Contractor Owned, Contractor Operated (COCO) facilities/real 
property used in performance of this Task Order. The contractor shall provide 
the location of the Help Desk and Test Lab used in performance of this Task 
Order to the CO or COTR. (CORL C.4.1-1, Contractor Owned, Contractor 
Operated Facilities List (used in Task Order performance)). 

C.4.1.1.2 Keys, Ciphers, Combinations, and Security Clearances: The contractor 
shall maintain records identifying those members of the contractor's workforce 
at Government facilities who shall be authorized the use of keys, codes, 
ciphers, combinations and security access. 

C.4.1.1.3 The contractor may be required to provide additional storage space for IT 
equipment and services associated with this Task Order. 
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C.5 SCOPE OF WORK 
The Information Technology Services Office provides support for OHS operations at various 
facilities and locations in, and around, the Metropolitan Washington D.C. area and at locations 
throughout the U.S. The number of supported locations is projected to increase throughout 
the U.S. TE C.1 2-002 provides facility locations and TE C.1.3-002 provides the projected 
number of seats by Fiscal Year (FY) for each of the three Local Area Networks (LANs). 

In performing the Scope of Work identified herein, the contractor shall conduct all operations 
support for Information Technology Services Office with a proactive and technologically 
aggressive methodology. The methodology shall identify more effective, efficient or 
alternative forms of new IT advancements that would provide a heightened level of 
performance for OHS operations. The contractor shall forecast new IT trends and update, 
brief, and coordinate with OHS management to provide a comprehensive system of 
knowledge disclosure. The contractor shall use information from market research and market 
analysis findings to identify new or updated IT technologies, equipment, and data acquisition 
and availability as well as advancements in hardware, software and supporting system 
infrastructure. The contractor, as part of full knowledge transfer and disclosure shall perform 
subjective and comparative analysis to existing OHS technology identifying advancements 
and efficiencies. If authorized by the COTR, the contractor shall perform and conduct 
operational and theoretical performance evaluations of current IT capabilities with contractor 
identified, proposed or updated IT advancements. 

C.5.1 APPLICATIONS MANAGEMENT, SUPPORT, AND DEVELOPMENT 

The contractor shall manage and maintain all deployed applications for full functionality and 
continuous availability on all Department of Homeland Security (OHS) systems. The 
Government defines continuous availability as full functionality of all applications from the 
desktop client. All applications are run on OHS Data Center Servers. The contractor shall 
maintain full functionality of file and data storage and retrieval, printing, remote access, and 
messaging services to authorized users. A list of the supported applications is provided in 
the Product Guide Software Section at TE C.3.1-001, Government Furnished Equipment. 

C.5.1.1 Application Management Services 

C.5.1.1.1 The contractor shall manage and support required applications, provide 
reporting and documentation deliverables, and a single-point of accountability. 
The nature of applications maintenance for COTS operating systems and 
software is to provide patches, pushes, and OEM updates. 

C.5.1.1.2 The contractor shall provide software development/tailoring services as 
required to facilitate the creation and/or migration of applications into enterprise 
environments to include the Web Services Environment (WSE) for DHSOnline 
and DHSlnteractive, the Department's intranet and extranet portals. A list of 
the current custom applications is provided at TE 5. 1-001. 

C.5.1.1.2.1 Requirement Analysis: The contractor shall provide requirement 
elicitation, analysis and management services in support of 
applications/databases/systems. The products of this effort are requirement 
documentation. 

C.5.1.1.3 Functionality Enhancement: The contractor shall provide the support effort 
of application development. Activities include defect correction, software 
tailoring to develop functionality enhancements and activities such as user 
profile management and training. 
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C.5.1.1.4 The contractor shall develop a proposed applications consolidation and 
rationalization plan to provide a utility computing platform. The contractor shall 
submit the plan to the COTR for approval. (CORL C.5.1-1, Applications 
Consolidation and Rationalization Plan) 

C.5.1.1.4.1 The contractor's plan shall comply with OHS enterprise configuration and 
change management requirements. 

C.5.1.2 Status and Availability of Major Applications on the Network 

C.5.1.2.1 As required for determining network status, the contractor shall provide 
OHS an Up/Down Status Report of Major Applications on the Network 
indicating the availability and functionality of applications for end users . 
Up/Down Status refers to network and server applications and not to desktop­
resident applications. This report shall include an up/down status of all network 
and server applications. 

C.5.1.2.2 The contractor shall provide the COTR access to NMC systems for real-
time status of all major applications integral to the network at all times. 

C.5.1.3 Application Maintenance and Operation Documentation 

C.5.1.3.1 The contractor shall provide on a weekly basis, status reports for OHS 
applications that cover the following data points 

• Funding level 

• Significant Events/Outages 

• Summary of O&M activity 
C.5.1.3.1.1 The contractor shall also provide a root cause analysis report (within 48 

hours of the incident) to the Government following any outages on OHS 
Applications. The report shall include the following: 

• Root cause of outage 

• Remediation activities 

• Mitigation activities 

• Recommendation for platform enhancement to prevent recurrence 
C.5.1.4 Application Database and Systems Maintenance 

The contractor shall establish and maintain an application maintenance schedule. The 
contractor shall coordinate with the Government to schedule any application maintenance 
downtime sufficiently in advance to enable smooth operations during maintenance 
windows. Any scheduled jobs, any automated processes (Chronologic Jobs that operate 
at predefined time intervals or that occur following notifications), or periodically timed or 
batched tasks shall also be considered applications. 

C.5.1.4. 1 The contractor shall identify the requirements for and install upgrades, 
updates, service packs, and patches. 

C.5.1.4.2 The contractor shall maintain security protection and reliability updates on 
operating systems. 

C.5.1.4.3 The contractor shall identify and notify the COTR of afly upgrades, updates, 
service packs, and patches determined to be incompatible with system or 
application specifications and proceed as directed by the COTR. 
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C.5.1.4.4 The contractor shall provide recommendation for preempting and/or 
resolving any system performance issues. 

C.5.1.5 Perfonmance Trends of Major Applications on the Network 

C.5.1.5.1 When requested by the Government, the contractor shall provide OHS a 
Performance Trend of Major Applications on the Network Report. (CORL 
C.5.1-5, Performance Trend of Major Applications on the Network Report) 

C.5.1.5.2 The contractor shall also maintain and provide historical data on the 
performance of each application to OHS in the form of trend reports. OHS will 
use these reports to assess the performance of each application. Data for 
trend reports shall be maintained in the knowledge database. 

C.5.1.5.3 The contractor shall collect, maintain and update this data, along with all 
other knowledge that can be used to enhance IT operations, in a COTR 
accessible knowledge database; data shall include date and time. 

C.5.1.6 Enterprise Desk Application Licensing 

C.5.1.6.1 The contractor shall evaluate the available and pre-existing OHS enterprise 
software license agreements and shall make use of them to the extent possible 
and practical. 

C.5.1.6.2 The contractor shall track and deploy all software licenses required to 
perform the OHS mission and provide a list of the licenses to the COTR. The 
COTR may direct the contractor to administer the purchase of software on 
behalf of the Government off of OHS designated licensing Task Order vehicles. 

C.5.1. 7 Collaborative Applications 

C.5.1. 7.1 The contractor shall make recommendation on purchases to support 
collaborate applications and functionality. The OHS will consider the 
recommendations and purchase approved collaborative applications through 
FirstSource and provide the applications as GFE 

C.5.1. 7.2 The collaborative applications are items such as the following: 

• Secure e-mail for authorized users 

• A comprehensive suite of software tools to improve authorized users' 
abilities to share and collaborate on secure data both on OHS systems and 
on authorized, interconnected networks 

C.5.1.8 Application Development 

The contractor shall provide Application Development services as directed by the COTR. 
Application Development services shall be accomplished in response to Logical Follow­
On Task Orders on a case by case basis. 

C.5.1.9 Ensure New Acquisitions Include Common Security Configurations 

The contractor shall comply with Office of Management and Budget policy memorandum 
M-07-11, "Implementation of Commonly Accepted Security Configurations for Windows 
Operating Systems" which states: "agencies with these operating systems (Windows XP 
and VISTA) and/or plans to upgrade to these operating systems must adopt these 
standard security configurations by February 1, 2008." The standards are as follows: 

• The contractor shall certify applications are fully functional and operate correctly as 
intended on systems using the Federal Desktop Core Configuration (FDCC). This 
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includes Internet Explorer 7 configured to operate on Windows XP and Vista (in 
Protected Mode on Vista). 

• For the Windows XP settings see http://csrc.nist.gov/itsec/guidance WinXP.html 

• For the Windows Vista settings see http://csrc.nist.gov/itsec/guidance vista.html 

• The standard installation, operating, maintenance, update, and/or patching of 
software shall not alter the configuration settings from the approved FDCC 
configuration. The information technology should also use the Windows Installer 
Service for installation to the default "program files" director and should be able to 
silently install and uninstall 

• Application designed for normal end user shall run in the standard user context 
without elevated system administration privileges. 

C.5.2 DEPLOYMENT SUPPORT 

C.5.2.1 Provide Deployment Support 

The Government shall require deployment support services for short-term and long-term 
deployment projects. The contractor shall provide deployment support for all OHS sites, 
including sites requiring Sensitive but Unclassified (SBU), Homeland Secure Data 
Network (HSDN), and Top Secret access, with seamless conversion from any existing 
network assets, failover capability, high availability during transition and operation, and 
temporary relocation support. The contractor shall perform installation planning and 
scheduling, site documentation preparation (e.g. configuration drawings), equipment 
staging, installation, and checkout for OHS sites. The Government will provide a 
technical project manager for each deployment project. 

C.5.2.1.1 The contractor shall apply and adhere to IT Project Management policies 
and procedures for all deployment projects. 

C.5.2.1.2 The contractor shall collect and document customer requirements, review 
the scope of the effort with the customer, and determine the required 
equipment and mutually agreed upon pricing for delivery of those services. 

C.5.2.1.3 The contractor shall develop a Deployment Project Plan for each project 
and submit to the Government Operations and Maintenance (O&M) and/or 
Engineering Branch Chief as applicable for approval. 

C.5.2.1.4 The contractor shall develop a Rough Order of Magnitude (ROM) for the 
proposed services as part of the Deployment Project Plan, which the 
Government will use to develop additional task orders for build-out and 
deployment services under this Task Order. This initial tasking or the specific 
build-out task establishes the performance levels for subsequent task orders. 

C.5.2.1.5 The contractor shall conduct site surveys, prepare site reports, network 
diagrams, develop bill of materials (BOM), and any other required 
documentation associated with the completed site survey. 

C.5.2.1.6 The contractor shall evaluate, complete, and submit to the Government 
Operations and Maintenance (O&M) and/or Engineering Branch Chief as 
applicable for approval, a review and report on proposed workspace to 
determine if the existing facilities infrastructure can adequately support the 
communications and information technology equipment.) 

C.5.2.1. 7 The contractor shall provide the COTR and the customer organization with 
a trip report. 
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C.5.2.1.8 The contractor shall prepare a detailed site report for each site that 
identifies equipment, internal and external interconnects, site integration plan, 
and site drawings and submit it to the Government Operations and 
Maintenance (O&M) and/or Engineering Branch Chief as applicable for 
approval when requested. 

C.5.2.1.9 The contractor shall install new, enhanced, or replacements of hardware 
and/or software and the physical infrastructure, as required (e.g., wiring, cable 
plant) for OHS and other federal agencies systems and facilities as directed by 
the COTR. 

C.5.2.2 Develop Deployment Plan Template 

The contractor shall develop the OHS Deployment Plan Template and submit to the 
COTR for approval. (CORL C.5.2-5, OHS Deployment Plan Template) Using the 
approved template, the contractor shall develop, maintain, update and implement specific 
Deployment Project Plans. 

C.5.2.2.1 The contractor Deployment Plan shall, at a minimum, address the following: 

C.5.2.3 

• Deploy and maintain a stable and highly available system in accordance 
with appropriate performance standards 

• Utilize highly trained maintenance technicians and systems engineers to 
minimize repair calls and promote minimal user disruption 

• Demonstrate the availability to support geographically dispersed 
deployments. 

• Provide special support for reviewing of cabling plans throughout current 
and potential locations 

Site Activation 

Upon COTR direction, the contractor shall execute the Government approved solution 
identified in accordance with the Deployment Project Plan to ensure seamless 
installation/integration. The contractor shall develop a formal acceptance process and 
submit to the COTR for approval. (CORL C.5.2-6, Site Acceptance Process) The 
contractor shall provide Test Plans and Test Results to the Government Operations and 
Maintenance (O&M) and/or Engineering Branch Chief as applicable. ( 

C.5.2.4 Facilities Modifications 

The contractor shall provide facility modification services, when requested by the COTR, 
in accordance with all applicable executive orders, presidential directives, other federal 
and OHS laws, federal orders, management policies, handbooks, guidelines, processes, 
and procedures. All facility modifications shall be integral to and necessary for the 
successful performance of the IT services provided under this Task Order. 

C.5.2.4.1 The contractor shall identify and coordinate complete facilities infrastructure 
modifications according to the approved plan(s). 

C.5.2.5 Installation and Checkout 

C.5.2.5.1 The contractor shall perform installations and checkouts in accordance with 
the Deployment Project Plan. 

C.5.2.5.2 To provide seamless transition services and promote high system 
availability, the contractor shall perform onsite installation checks for all 
deployed equipment. These checks shall verify system and network operation 
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and capability and be completed with results provided within ten days of 
system move or transition. 

C.5.2.5.3 The contractor shall provide to the COTR, a summary of results in 
accordance with the Deployment Project Plan or as requested in a Status 
Report 

C.5.2.6 Transition to O&M 

C.5.2.6.1 The contractor shall transition to O&M processes in accordance with OHS 
policy and procedure. 

C.5.2.7 Engineering and Project Management 

C.5.2.7. 1 The contractor shall provide engineering and project management support 
for OHS deployment projects. 

C.5.2.7.2 The contractor shall attend and participate at project related meetings to 
resolve operational problems and issues as directed. 

C.5.3 INFRASTRUCTURE ENGINEERING SERVICES 

C.5.3.1 On-site Engineering Team 

The contractor shall provide a dedicated on-site engineering team that performs services 
to support OHS projects (e.g., new architecture or infrastructure designs, new 
deployments of network/systems, etc.), and provide support for operation and 
maintenance activities (maintenance of infrastructure, maintain stability of environment, 
monitoring, and technology refreshment etc.). 

C.5.3.1.1 The contractor Engineering Team Leader, and other technical personnel as 

C.5.3.2 

appropriate, shall attend all meetings as directed by the COTR and contribute 
to specific technical working groups, change control boards and change 
management boards set up to address engineering operations and issues with 
OHS Components and other Government agencies. The contractor shall 
structure the technical requirements/knowledge base of the team based on the 
current needs of OHS. 

Systems Engineering Support 

The contractor shall perform the design, testing, implementation, configuration validation, 
operation, maintenance, administration, management, backup, and recovery of OHS IT 
infrastructure systems, to include servers and storage devices, with an overarching 
system engineering function used to guide and direct the overall value and effectiveness 
of the system. This function shall provide support to further refine and improve on the 
solution as technology, business needs, and the OHS IT infrastructure mission evolve. 

Projects may consist of the building and deployment of new networks and infrastructure 
components such as databases, servers of many types, network storage devices, other 
network components, and desktops/workstations, as well as the removal of existing 
network features and infrastructure components. Projects may include features, which 
require the installation and removal of hardware such as switches, servers and routers, 
databases, servers of many types, storage devices, desktops/workstations and 
installation and un-installation of infrastructure components. Projects also may include 
addition and removal of security features such as antivirus, auditing tools, and policy 
enforcement points (PEP)s. The contractor shall complete all work in each OHS 
environment classification: Unclassified, Secret and Top Secret. 
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Engineering projects include tasks such as the following: 

• E-mail and messaging services 

• File share services 

• Active directory services 

• Storage area network services 

• Backup and archive technologies 

• Blackberry and wireless technologies 

• Management, configuration and utility servers 

• Network configuration and planning 

• Client platform designs including software images and hardware configurations 

• New infrastructure designs and user rollout support 

• Network and server enhancements based on recommended best practices, and 
technical assessments 

C.5.3.3 Engineering Projects 

The contractor can expect to perform the following types of engineering projects: 

C.5.3.3.1 The contractor shall provide network engineering services associated with 
the replacement of infrastructure components or the implementation of 
improvements to the deployed network infrastructure planned or initiated by 
DHS. 

C.5.3.3.2 The contractor shall engineer, all telecommunication, Local Area Network 
(LAN), Wide Area Network (WAN) circuits and connectivity to DHS systems 
with Government organizations and designated DHS business partners. 

C.5.3.3.3 The contractor shall perform Client Configuration Management 
Engineering, develop and manage the approved images and overlays on those 
devices managed by the contractor including engineering, building, deploying 
and maintaining DHS approved images for all LANs. 

C.5.3.3.4 The contractor shall provide Engineer and Build Solutions for deployments 
and engineering project management support for deployments of new facilities 
and upgrades of existing facilities throughout the OHS. Possible deployment 
projects include both new facilities and upgrades to existing facilities. 

C.5.3.3.5 The contractor shall conduct technology refreshment projects in 
accordance with DHS guidance and upon approval of the COTR. 

C.5.3.3.5.1 The contractor shall recommend new products and technology for 
supporting all layers of the IT infrastructure architecture. 

C.5.3.3.6 The contractor shall perform the engineering design for the Security 
Management Center (SMC) and design all systems to ensure positive 
authentication of each user before granting system access. The SMC in this 
form does not exist today, and the contractor shall propose a solution for this 
requirement. 

C.5.3.3.6.1 The contractor shall perform support for sustaining forensics within the 
SMC. 
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C.5.3.3. 7 The contractor shall provide Video Tele-Conferencing Engineering Support 
to include design, conduct market research and document video capabilities 
needed in accordance with their assigned engineering support duties. 

C.5.3.3.7.1 The contractor shall make recommendations to the Government for 
acquiring video conferencing system hardware and software and for 
improvements to existing systems. 

C.5.3.3.8 The contractor shall perform Satellite/Cable TV Engineering including 
design, implement, and document facility and individual television 
infrastructure. 

C.5.3.3.9 The contractor shall perform Phone and Private Branch Exchange (PBX) 
Engineering including design, implement, and document the telephony 
infrastructure. 

C.5.3.3.10 The contractor shall provide engineering support for implementing and 
integrating applications developed by external OHS Contractors or internal 
OHS employees into OHS data centers. 

C.5.3.3.11 The contractor shall provide engineering support for Continuity of 
Operations (COOP) and Disaster Recovery (DR) to ensure OHS functions and 
capabilities are not lost or diminished during periods when services or 
components are unavailable. 

C.5.3.3.12 The contractor shall provide Security Architecture Engineering Support. 
The OHS security architecture provides policy enforcement support for all 
network enclaves. The contractor shall abide by and follow all Government 
and OHS directives regarding the selection of security products, the 
configuration and hardening of operating systems, and for all cryptographic 
devices. 

C.5.3.3.12.1 The contractor shall assist the Government in continuously updating and 
enhancing the OHS security architecture throughout the life of the Task 
Order. 

C.5.3.3.12.2 The contractor shall implement an Identification and Authentication (l&A) 
system for all users and shall implement a strong capability for 
administrative and remote users. 

C.5.3.3.12.3 The contractor shall implement a Discretionary Access Control (DAC) 
capability providing need-to-know based access for each COTR specified 
user of the applicable systems. 

C.5.3.4 Engineering Process and Methodology 

C.5.3.4.1 The contractor shall use an engineering development lifecycle methodology 
consistent with ITIL framework to support projects initiated by OHS. The 
contractor's methodology shall include the following as a minimum: 

• Requirements Definition 

• Detailed Systems Design Document 

• OHS Enterprise Configuration Board Review 

• System Testing 
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• Operational instructions 

• Train operations personnel in new processes or activities as required 

• Implementation Instructions and Document Delivery to Deployment and 
Operations 

• Engineering Change Request (ECR) as required 

• Obtain Operations Sign-off on Change and Deliver Documentation 

• Concept of Operations (CONOPS) 

• Project Implementation 

• O&M Assistance 
C.5.3.4.2 Configuration Management (CM) 

C.5.3.4.2.1 The contractor shall support CM Boards and Project Teams through 
activities and deliverables such as project status reports, design documents, 
design validation, migration planning, service delivery guidance, and 
implementation support documents. 

C.5.3.4.2.2 The contractor shall develop, maintain, update, and implement CM plans 
and procedures; control configuration baselines and conduct functional and 
physical configuration audits and formal qualifications reviews. 

C.5.3.4.2.3 The contractor shall submit proposed changes to OHS systems or to 
project baselines, to the Change Control Board (CCB) and the Engineering 
Review Group (ERG), maintain a record of all submitted and approved 
changes, and maintain a schedule of deliverables showing both the 
scheduled and actual delivery dates. 

C.5.3.4.2.4 The contractor shall develop, maintain, update, and implement a 
Configuration Management Data Base (CMDB), an engineering release 
system, a configuration item development record (including the configuration 
index and change status listing), configuration status accounting, and 
support the CCB. 

C.5.3.4.2.5 The contractor shall maintain configuration management of all images 
and provide Gold Copy images to the Government as a deliverable to this 
task within five business days of any approved changes. 

C.5.4 TESTING 

C.5.4.1 Test Support and Documentation 

The contractor shall establish and operate a test environment to perform hardware, 
software and systems testing. The test environment shall include testing for engineered 
systems including networks, video, and phone systems. The contractor shall supply 
systems engineering oversight, identification of readiness criteria for all system 
milestones, and verification and validation oversight to include test success criteria, test 
plans, and requirements verification traceability to demonstrate that all implementations 
meet requirements as stated in the requirements database. The contractor shall propose 
a test environment architecture and a standardized test template that supports OHS 
engineering projects. This support shall also include the development of individual test 
plans for each individual test project approved by the COTR. 

C.5.4.1.1 The contractor's test template shall define the scope and approach for 
testing and acceptance. At a minimum, the template shall address the 
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following: initial receipt of hardware and software, unit level testing of software 
components for any developed software, hardware and software integration 
and installation testing, and system end-to-end testing in a simulated 
operational environment. 

C.5.4.1.1.1 The contractor's test template shall also include methodology and a 
systematic approach for testing external interfaces to agencies and entities. 

C.5.4.1.1.2 The test template shall describe the roles and responsibilities of the 
contractor, the OHS program office, users, stakeholders, and external 
systems, the test facilities used for each testing event, and the data and 
sources used during testing events. The template shall describe the test 
plans and procedures developed for each testing event, the testing events 
and sequences (schedule) in which they will occur, and the integration of the 
testing events and the security certification and accreditation activities. The 
contractor performing IT-NOVA O&M shall complete all of the 
documentation required for C&A. IT-NOVA Program Management Office 
personnel shall accomplish the actual C&A. 

C.5.4.2 Test and Development Lab 

The contractor may be required to establish, operate and maintain a test laboratory, 
using CFE, to support the OHS IT Infrastructure Systems. The contractor may provide its' 
own existing test lab to support this effort. The test lab shall be located in the 
Washington DC Metro area, and a segment of the test lab shall be capable of handling 
tests of Top Secret information. The Government will determine the exact requirements 
of this facility after the Task Order is awarded. The contractor shall provide personnel to 
operate and maintain a Government provided classified test lab in an undetermined 
Government facility. The Government will provide more information on the location and 
requirements of the classified test lab as it becomes available. 

C.5.4.2.1 The contractor shall provide support to developers and customers 
performing integration and test activities. The contractor shall provide support 
during the hours of 8:00 am ET to 5:00 pm ET, Monday - Friday, excluding 
Federal holidays. The contractor shall also provide support after hours, on 
weekends and on Federal holidays for purposes such as deployments, 
maintenance and extended testing support as directed by the COTR. 

C.5.4.2.2 The contractor shall make configuration changes in the test laboratory and 
production environments at the direction of the COTR. The contractor shall 
plan for future configuration changes and production deployments in 
coordination with the COTR. The contractor shall make configuration changes 
in compliance with security policies and procedures and change control 
procedures. Configuration changes shall be in accordance with controlled and 
repeatable procedures established by the contractor and approved by the 
COTR. 

C.5.4.2.3 The contractor shall document test procedures and configurations 
performed by the contractor relating to the support of testing activities. 

C.5.4.2.4 The contractor shall track the status of actions and tasks performed by 
them in support of testing activities. 

C.5.4.2.5 The contractor shall notify the COTR regarding any issues or risks that 
affect the performance of current or scheduled test activities. The contractor 
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shall notify the COTR within three business days of discovery of an identified 
issue or risk that could affect performance of the test activities. The contractor 
shall provide the COTR a complete description of the issue, diagnosis, 
resolution actions undertaken, and the impact on the timeframe for test 
activities. 

C.5.4.2.6 The contractor shall perform Microsoft Exchange and Active Directory 
Configurations activities such as configuring Exchange and Active Directory; 
installing software; verifying currency of installed software; and configuring 
security settings, databases, and user accounts and permissions. 

C.5.4.2. 7 The contractor shall install communications and network infrastructure 
components to support test requirements. 

C.5.4.2.8 The contractor shall create, update and maintain standard workstation 
images, commonly referred to as ghosts, to support deployment to the desktop. 
The images shall meet all stated standards for "as-is" current production 
environment and "to-be" production environment. The contractor shall provide 
the Integration and Testing with the standard mechanism for delivery of the 
application to the desktop. 

C.5.4.2.9 The contractor shall maintain web based applications in the test 
environment by performing activities such as installing upgrades, patches and 
service packs, assigning user names and passwords, and assigning user 
permissions. 

C.5.4.2.10 The contractor shall provide support to the Testing Lab by performing 
activities such as reviewing new application architecture, verifying that the 
application architecture supports the current OHS environment, and submitting 
findings to the COTR. 

C.5.4.2.11 The contractor shall perform a production readiness review in order to 
determine whether a system is ready for deployment into the production 
environment. 

C.5.5 OPERATIONS AND MAINTENANCE FOR END USER SUPPORT 

C.5.5.1 End User and Desk Side Support 

The contractor shall provide a detailed End User and Desk Side Support Concept of 
Operations that includes elements such as a detailed description of processes. 
procedures, policies, WBS, organization chart, work flow, detailed performance metrics, 
and evaluation criteria for the entire Help Desk operations including Tier 1, 2 and 3, and 
field site support (CORL C.5.5-1, End User and Desk Side Support Concept of 
Operations). 

The End User and Desk Side Support Concept of Operations Plan shall demonstrate a 
proactive and aggressive methodology to pursue new IT technological advancements 
and trends applicable to help desk and desk side support such as conducting frequent 
and thorough market research and analysis of new IT technologies and equipment 
including software based upon a subjective and comparative analysis to existing OHS 
technology. If authorized by the COTR, the contractor shall perform and conduct 
operational and theoretical performance evaluations of current IT capabilities with 
contractor proposed IT advancements. 
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The contractor's Concept of Operations Plan shall meet the following minimum 
requirements: Provide continuous operation 7X24X365 (366 for leap years) helpdesk and 
5x12 desk side support operations, with provision that designated VIPs are entitled to on 
call support, that includes call center support, Network Systems Monitoring, Tier 1 (Help 
Desk Services) including remote desktop management for Commercial Off The Shelf 
(COTS) and Government Off The Shelf (GOTS} applications and Tier 2 "(Desk Side 
Support) services as well as Tier 3 Engineering support for diagnosing and resolving end 
user problems unresolved by the second-level analysts. The Government reserves all 
rights stated for review and personnel disposition. TE C.5.5-001 provides one year's 
monthly Help Desk Ticket Data workload. The Following represents a portion of the 
workload for 2006 O&M services: 

I Category Workload 

LAN - A E-mail Messages 72,335,644 

LAN - A Support Requests 86,565 

LAN - A Active Accounts 5,976 

LAN - HSDN E-mail Message 1,105,254 

LAN - HSDN Support Requests 3,104 

LAN - HSDN Active Accounts 1,894 

LAN - C E-mail Messages 767,307 

LAN - C Support Requests 11,029 

LAN - C Active Accounts 1,350 

VTC Sessions 2,292 

Unclassified Voice Conference Bridge 21,628 

DMS Messages 228,413 

AMHS Messages 517,611 

Secure Fax 18,988 

PBX Support 16,059 

Total E-mail Messages 74,208,205 

Support Requests 100,698 

C.5.5.1.1 Help Desk Operations through Tier 3 Engineering Support: The contractor 
shall design the Help Desk to act as the primary interface to the end users of 
various COTS and custom-developed applications. DHS currently has email 
and telephonic help desk contact capabilities. The contractor shall propose the 
contact methods (e.g. phone, fax, web, e-mail, chat) for contacting the help 
desk. The contractor shall provide seamless call distribution and call 
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management support. In accomplishing this function, the DHS requires the 
contractor to provide a comprehensive, state-of-the-art, Help Desk solution that 
aligns with industry best practices, and that represents the best value to the 
Department and the Government. 

C.5.5.1.1.1 The contractor shall provide the help desk facility and its associated IT 
infrastructure at a location(s) that is located at least 50 miles outside of the 
metropolitan Washington D.C. area and inside the continental U.S. 

C.5.5.1.2 The contractor shall design, implement, and maintain a OHS approved 
COTS enterprise help desk system capable of interfacing and reporting to DHS 
systems as required. Additionally, this system shall provide a knowledge base 
for use by Tier 2, and 3 technicians and provide self-help for end users. All 
data generated, stored, and maintained in the system remains the property of 
the Government. 

C.5.5.1.3 The contractor shall provide on-site and field office support comprised of 
personnel with appropriate level of security clearances who will resolve 
complex technical problems of laptops, desktops, network peripheral devices, 
network components, storage devices, and troubleshooting of various software­
and hardware-related issues. 

C.5.5.1.4 The contractor shall provide infrastructure advanced operational support 
and infrastructure services to OHS. The contractor shall perform 
troubleshooting to isolate the source of, diagnose and/or resolve, or assist in 
the resolution of IT and telecommunications problems (end-to-end). 

C.5.5.2 Maintenance 

C.5.5.2.1 The contractor shall develop a Preventative Maintenance Plan, 
Preventative Maintenance Policies and Preventative Maintenance Procedures 
for all DHS IT and telecommunications fixed and mobile systems/equipment. 
The contractor shall provide to the COTR the plan within 40 business days of 
Task Order start, the policies within 60 business days and the procedures 
within 120 business days. (CORL C.5.5-2, Preventative Maintenance Plan, 
Policies and Procedures) 

C.5.5.2.2 The contractor shall perform preventative maintenance on DHS system 
components in accordance with the DHS approved Preventative Maintenance 
Plan, policies and procedures. This includes personnel to perform the support 
and maintenance of data center assets, except for OEM warranty and 
maintenance agreements. For all new installations, system upgrades or 
routine maintenance the contractor shall complete all requested administrative 
requirements and reports to the CCB for approval prior to implementation. All 
information shall be presented to the COTR. 

C.5.5.2.2.1 The contractor shall coordinate with the Government to schedule any 
system maintenance downtime sufficiently in advance to enable smooth 
operations during maintenance windows. 

C.5.5.2.3 The contractor shall maintain the Microsoft Systems Management Server 
(SMS) Deployment solution, or newer equivalent technology, to support the 
management and distribution of changes to the DHS computing environment. 
Using this technology the contractor shall: 
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C.5.5.2.3.1 Perfonn software pushes and security patch management; provide an 
accurate account of software usage; and inventory network devices. 

C.5.5.2.3.2 Create, maintain and update application packages. 

C.5.5.2.3.3 If system changes are required the contractor shall follow the established 
OHS Change Control and Security Review processes prior to 
implementation. 

C.5.6 VIDEO TELECONFERENCING 

C.5.6.1 Video Teleconferencing (VTC) 

The contractor shall engineer, operate, and maintain Video teleconferencing and 
multimedia services and equipment. The contractor shall support customers who receive 
core services and customers who receive enterprise-level service as depicted in TE 
C.1.2-002. Conferencing and multimedia equipment includes support for secure and 
non-secure bridging systems, display and projection systems, electronic whiteboards, 
audio systems, DVD and video recording and replay, video switching systems, control 
systems, and video cameras. A list of the type of VTC equipment supported is provided 
at TE C.3.1-001, Government Furnished Equipment. 

C.5.6.1.1 The contractor shall provide 7X24X365 (366 for leap years) support for set 
up and operation of VTC and multimedia systems for OHS buildings, provide 
user level maintenance support for VTC and multi-media systems, and operate 
video conferences at multiple locations. 

C.5.6.1.2 The contractor shall maintain, setup, monitor, and troubleshoot video 
equipment for users. The contractor shall assist customers with the use of 
video conferencing systems by providing personal instruction in the use of 
control interfaces and procedures. 

C.5.6.1.3 The contractor shall schedule and monitor all video teleconferencing 
sessions. 

C.5.6.1.4 The contractor shall maintain an inventory of video conferencing equipment 
owned and leased by OHS. 

C.5.6.1.5 The contractor shall maintain a OHS video conferencing contact list. 

C.5.6.1.6 The contractor shall maintain and operate a VTC management platform. 

C.5.6.1. 7 The contractor shall install/replace and configure video conferencing 
equipment required by OHS Component customers. 

C.5.6.1.8 The contractor shall complete all work in each OHS environment 
classification: Unclassified, Secret and Top Secret. 

C.5.7 SATELLITE/CABLE TELEVISION OPERATIONS 

The contractor shall engineer, operate, and maintain satellite/cable television services and 
equipment. 

C.5.7.1 Operations 

C.5. 7.1.1 The contractor shall complete all work in each OHS environment 
classification, Unclassified, Secret, Top Secret, and Top Secret/SCI. 

C.5.7.1.2 The contractor shall perform periodic testing to ensure system operations. 
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C.5. 7.1.3 The contractor shall set up and maintain channel alignment of the head-in 
systems, coordinate system expansion and reconfiguration, interface and 
coordinate with the Digital Satellite Service (DSS) and cable contractors as 
necessary for maintenance and system reconfiguration. 

C.5. 7.1.4 The contractor shall maintain, setup, monitor, and troubleshoot satellite 
and/or cable TV equipment for users, assist customers with the use of satellite 
and/or cable TV systems by providing personal instruction in the use of control 
interfaces and procedures. 

C.5.7.1.5 The contractor shall maintain and update an inventory of satellite and/or 
cable TVs and associated peripheral, connectivity and installation components 
and make available for COTR review upon request. 

C.5. 7.1.6 The contractor shall develop, maintain, update and implement a OHS 
satellite and/or cable TV contact list. 

C.5. 7.1.7 The contractor shall install/replace and configure satellite and/or cable TV 
equipment as directed by the COTR or OHS Component customers. 

C.5.8 VOICE COMMUNICATIONS AND MESSAGING 

The contractor shall engineer, operate. and maintain voice communications, messaging 
services and equipment. 

C.5.8.1 Private Branch Exchange (PBX) Infrastructure 

The contractor shall provide administrative. operational, and management support for the 
OHS headquarters and associate component telecommunications. The contractor shall 
install, maintain and support the PBX Infrastructure within the Washington DC 
metropolitan area. This infrastructure includes components such as an Integrated 
Services Digital Network (ISDN). Voice over Internet Protocol (VOiP). analogue, digital 
and other communication devices at specified levels of classification. The contractor 
shall use FTS 2001 currently and transition to Networx for Phone and PBX operations. 

C.5.8.1.1 The contractor shall manage, update and make changes to systems. 

C.5.8.1.2 The contractor shall install, maintain, setup, monitor, and troubleshoot 
phone and PBX equipment for users. assist customers with the use of phone 
systems by providing personal instruction in the use of control interfaces and 
procedures, and install/replace and configure phone and PBX equipment 
required by OHS Headquarters and Component customers. 

C.5.8.1.3 The contractor shall maintain an inventory of phone and PBX equipment 
owned and leased by OHS. 

C.5.8.1.4 The contractor shall perform management and scheduling for conference 
bridges at unclassified and secure levels 

C.5.8.1.5 The contractor shall complete all work in each OHS environment 
classification: Unclassified, Secret and Top Secret. 

C.5.8.1.6 The contractor shall provide handset installation and configuration. 

C.5.8.1. 7 The contractor shall develop, maintain, update, implement and report on 
phone and PBX services such as providing the following: A OHS Dial Plan, 
Telephone Infrastructure Cabling plant (infrastructure) documentation, port 
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utilization reports, load balancing reports, route pattern reports. (CORL C.5.8-
1, Phone and PBX Services Report) 

C.5.8.1. 7.1 The contractor shall maintain all documentation and records of telephony 
infrastructure. 

C.5.8.1. 7.2 The contractor shall ensure all telephony infrastructure components 
conform to a standardized set-up and design and provide redundancy. 

C.5.8.1.8 The contractor shall continuously (or as directed) refresh the PBX, 
conference bridges and all tools and technologies for providing this support so 
that the Government is ensured the best value for its investment, to include all 
systems upgrades and patches to current release levels. 

C.5.8.2 Telephone Switchboard Operations Center 

The contractor shall provide contiguous hours 24X7X365 Telephone Switchboard 
Operation Center services for the OHS headquarters to The Secretary of the OHS, 
executive staff, employees, OHS contractors, and the public. The monthly call volume for 
the last year is provided at TE C.5.8-001. 

C.5.8.2.1 Section intentionally left blank. 

C.5.8.2.2 Section intentionally left 

C.5.8.2.2.1 Section intentionally left blank. 

C.5.8.2.2.2 The contractor shall create a proposed ACD and submit it to the COTR 
by November 15, 2008 (has already occurred). The contractor shall make 
changes to the proposed ACD as directed by the COTR and make the ACD 
operational within 10 business day of final approval. The ACD shall be 
subject to COTR directed changes throughout the life of the Task Order. 
(CORL C.5.8-3, Automatic Call Directory) 

C.5.8.2.3 The contractor shall provide an employee and office call directory service to 
OHS or OHS agency callers and connect callers who are members of the 
public to the requested/appropriate office or individual (phone extensions shall 
not be provided to the public). 

C.5.8.2.3.1 The contractor shall develop, maintain, update and implement an office 
and personnel directory. 

C.5.8.2.3.2 The contractor shall use the current office and personnel directory and 
the OHS Personal Profile data in Microsoft Outlook to identify phone 
ex1ensions. 

C.5.8.2.4 The contractor shall operate the teleconference bridge and will schedule 
teleconferences as requested and provide confirmation of scheduling to the 
requesters. 

C.5.8.2.5 The contractor shall assign an operations center project manager who will 
report to the Director of the OHS Executive Service Center. The contractor 
shall have a supervisor for the switchboard. 

C.5.8.2.6 The contractor shall provide automated reports monthly to the COTR on 
call pattern statistics. (CORL C.5.8-4, Call Pattern Statistics Report - Monthly) 
The reports shall include the following: 
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• Call volume by day of week and duty hours (8:00 am to 7:00 pm ET) and 
non-duty hours. 

• Aggregate monthly call volume from internal (OHS) and external (public) 
sources 

• Aggregate monthly call volume of external calls and the specific ACD option 
selected 

C.5.8.2.7 The contractor shall develop, maintain, update and implement a Continuity 
of Operations (COOP) Plan for Switchboard Operations. (CORL C.5.8-5, 
Switchboard COOP Plan) 

C.5.8.2.8 The contractor shall train its staff on switchboard operations. 

C.5.8.2.8.1 The training shall cover OHS call handling policy, equipment use, use 
and maintenance of references, and routing of calls to the appropriate office 
or person. 

C.5.8.2.8.2 The contractor shall develop, maintain, update and implement a training 
lesson plan and materials for the handling of calls in a professional manner 
and tone of voice. The contractor shall submit the initial and all updated 
lesson plans to the COTR for review and approval prior to using for training. 

C.5.8.2.9 The contractor shall make recommendations necessary for upgrading the 
switchboard operation. 

C.5.8.3 Voice Over Internet Protocol (VOiP) 

The contractor shall facilitate the OHS transition and implementation of VOiP. 

C.5.8.4 Unified Messaging 

The contractor shall facilitate the DHS transition and implementation of unified 
messaging. 

C.5.9 NETWORK MANAGEMENT CENTER (NMC) 

C.5.9.1 NMC Operations 

The contractor shall monitor, manage, and perform problem resolution support of all OHS 
HQ components, which consist of network circuits and devices, computer systems, 
applications, and databases/file servers. The purpose of the Network Management 
Center is to monitor systems 7X24X365 (366 for leap years). The NMC/SMC facility is 
not currently built and the Government anticipates completion at the Nebraska Avenue 
Complex located in Washington, DC, Building 100, second floor during the second 
quarter of FY08. The NMC/SMC will be located and maintained in a SCIF environment. 
The contractor shall use the NMC/SMC to monitor and manage all three network 
enclaves using industry standard applications and shall segregate; both logically and 
physically, maintain and operate NMC systems by security classification level. The 
contractor shall ensure that the NMC interfaces with the OHS Network Operations Center 
(NOC), including escalation procedures. The NOC is managed by Customs and Border 
Protection (CSP) and it is responsible for the the enterprise level issues that affect all 
components of the Department. The contractor shall operate and maintain the primary 
and backup NMC to monitor the following functions on a 7X24X365 (366 for leap years) 
basis: 

• Network operations 
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• Security operations 

• Help Desk operations 
C.5.9.1.1 The contractor shall respond to network related problems and notify the 

COTR as specified in the OHS Escalation Policy. The contractor shall work. in 
conjunction and cooperate with other LAN personnel and contractors 
supporting other IT infrastructure areas in order to respond to alarms. diagnose 
problems, and escalate issues to OHS NMC for fast, effective response before 
they cause costly unscheduled downtime or poor performance. 

C.5.9.1.2 The contractor shall monitor all network devices, environmental systems or 
peripheral devices which are managed or monitored using Simple Network 
Management Protocol (SNMP) and diagnostics tools currently in place, and to 
include any future additions to the hardware configuration to quickly detect, 
track, isolate, and resolve problems. 

C.5.9.1.3 The contractor shall perform troubleshooting techniques to isolate the 
source of, diagnose and/or resolve, or assist in the resolution of network 
problems (end-to-end) and root cause analysis. 

C.5.9.1.4 The contractor shall develop and submit the NMC Standard Operating 
Procedures (SOP) to the COTR for review and approval. (CORL C.5.9-1, NMC 
Standard Operating Procedures) 

C.5.9.1.5 The contractor shall operate the NMC and support OHS COOP exercises. 
The contractor shall perform tests as requested by the COTR quarterly, at a 
minimum and as required by the OHS COOP Policy to verify failover from 
primary to backup NMC without any disruption of operational capability. 

C.5.9.1.6 The contractor shall identify the requirements for and install upgrades, 
updates, service packs, and patches. 

C.5.9.1. 7 The contractor shall maintain security protection and reliability updates on 
operating systems. 

C.5.9.1.8 The contractor shall identify and notify the COTR of any upgrades, updates, 
service packs, and patches determined to be incompatible with system or 
application specifications and proceed as directed by the COTR. 

C.5.9.1.9 The contractor shall monitor system operability and functionality, identify 
abnormal performance and degradation and complete resolution actions and 
return the system to normal performance. 

C.5.9.1.10 The contractor shall monitor system capacity, maintain normal 
performance, and prevent system degradation resulting from usage exceeding 
system capacity. 

C.5.9.1.11 The contractor shall operate the NMC to respond to changes in loads on 
the network as necessary, in response to higher threat levels. 

C.5.9.1.12 The contractor shall report on the network and systems infrastructure using 
a GFE Enterprise Management Tool. The contractor shall report on network 
and system status as directed by COTR to include Network Diagrams that 
identify enterprise building, floor, room, rack and system for HQ and field sites. 

C.5.9.1.13 The contractor shall notify and update the Help Desk of any network or 
system infrastructure issue or problem detected or managed by the NMC. 
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C.5.9.1.14 The contractor shall manage status, errors, and inbound and outbound 
traffic statistics of all routing interfaces, bandwidth utilization, and errors of all 
inbound and outbound LAN /\/VAN circuits. 

C.5.9.1.15 The contractor shall manage the LAN/\/VAN routing protocol between the 
routers; perfonm port management, network capacity management (including 
planning and trending), and configuration management. 

C.5.9.1.16 The contractor shall maintain configuration LAN/\/VAN change 
documentation, and continually update schematics to reflect current network 
architectures. 

C.5.9.1.17 The contractor shall support tenminal equipment associated with special 
circuits as required and shall maintain and monitor connections to LAN tail 
sites. 

C.5.9.1.18 The contractor shall maintain and monitor the secure wide area network 
connection to existing and/or future connections to other Intelligence 
Community's networks. 

C.5.9.1.19 NMC/SMC management shall provide Network Metrics Reports to the 
COTR. 

C.5.9.1.20 The contractor shall maintain the outbound and inbound Internet access to 
ensure full operational capability for internal and external user contiguous 
hours access to the Internet 24X7X365 (366 for leap years) except during 
periods of Government approved planned outage. The contractor shall provide 
outbound access connectivity for the DHS staff to the Internet. The contractor 
shall provide In-bound public access connectivity to the DHS Public Website. 

C.5.9.1.21 The contractor shall monitor Internet access, identify, and resolve 
interruptions to the Internet service. The contractor shall perfonm upgrades, 
implement changes, and install patches to components on the Internet servers. 
These shall include middleware updates, new Database Source Networks 
(DSNs ), application updates, application additions, patches and hot fixes. 

C.5.9.1.21.1 The contractor shall perfonm upgrades, implement changes and install 
patches to components of the Web Content Management System (WCMS), 
which publishes finished web site updates to the public web site. 

C.5.9.1.21.2 The contractor shall perfonm all maintenance that will disrupt or could 
disrupt the availability of Internet services only during planned outage 
periods. 

C.5.9.1.21.3 The contractor shall maintain logs of Internet activity and make available 
for review as requested by the COTR. 

C.5.9.1.22 The contractor shall develop and utilize a system to receive, respond and 
resolve technical inquiries from the public regarding access to the DHS 
Website (currently http://www.dhs.gov). The DHS Webmaster receives 
inquires from the public and will forward those requiring technical assistance to 
the contractor. The DHS Webmaster will provide the requirements for technical 
assistance and establish a timeline, in conjunction with the contractor, for 
completion of the development, set-up and operation of the Public Interface 
Activities technical assistance system. 
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C.5.9.1.22.1 The contractor shall post Internet notices alerting those accessing the 
OHS Website of interruptions or other problems causing degradation of 
access. 

C.5.9.1.23 The contractor shall provide Web page content assistance for authorized 
users, developers or content providers. The contractor assistance shall include 
verifying approval of the request for assistance, preparation of the content, 
complying with the requirements of Section 508, and deploying the content. 

C.5.9.1.24 The contractor shall adhere to the OHS perspective in Enterprise 
Interconnection and Policy Working Group (EIWG) with the DOD to facilitate 
the technical issues and governance processes related to the interconnection 
between the Secure Internet Protocol Router Network (SIPRNET) and OHS 
secure networks, address operational problems and assist in extending 
capabilities to federal information sharing initiatives. 

C.5.9.1.24.1 The contractor shall attend meetings of and contribute to specific 
technical operational working groups set up to address engineering and 
operations issues with DoD and other Governmental agencies. and leverage 
the contractor knowledge and resources with the Intelligence Community 
(IC) to ensure that OHS is aligned with emerging IC systems engineering 
and technology solutions. 

C.5.10 SECURITY MANAGEMENT CENTER (SMC) 

The OHS SMC shall provide continuous security monitoring to detect all potential adverse 
events within all OHS network and computer systems. The SMC shall provide day-to-day 
operations and maintenance of the OHS defense-in-depth security infrastructure. At 
Contract award, GFE will be provided to assist in Security structure build-out. The SMC in 
this form does not exist today, and the contractor shall propose a solution for this 
requirement. (See paragraph C.5.9.1 for the location and status of the NMC/SMC.) 

C.5.10.1 SMC Operations 

The contractor shall centrally manage OHS Information Technology Services Office 
Security Management. The SMC shall be co-located with the NMC to provide a fully 
integrated operations and security management function. 

C.5.10.1.1 The contractor shall provide security system administration, key 
management, security audit and analysis, security incident reporting and 
response, security intrusion detection, system vulnerability assessment, 
responding to Information Security Vulnerability Notices (ISVMs ), the most 
recent anti-virus signature updates, and end-user support to resolve security 
issues. 

C.5.10.1.2 The contractor shall prepare a OHS Information Technology Services Office 
Security Management Approach and SOPs, Checklists and a OHS Information 
Technology Services Office Security Plan, for operations within the SMC, and 
submit to the COTR for approval. (CORL C.5.10-1, Information Technology 
Services Office Security Management Approach and SOPs, Checklists and 
OHS Information Technology Services Office Security Plan) 

C.5.10.1.3 The contractor shall staff the SMC with subject matter experts to act as 
analysts to support 7X24X365 (366 for leap years) monitoring and response 
capability. 
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C.5.10.1.4 The contractor shall identify the requirements for and install upgrades, 
updates, service packs, and patches. 

C.5.10.1.5 The contractor shall maintain security protection and reliability updates on 
operating systems. 

C.5.10.1.6 The contractor shall identify and notify the COTR of any upgrades, updates, 
service packs, and patches determined to be incompatible with system or 
application specifications and proceed as directed by the COTR. 

C.5.10.1. 7 The contractor shall monitor system operability and functionality, identify 
abnormal performance and degradation and complete resolution actions to 
return the systems to normal performance. 

C.5.10.1.8 The contractor shall monitor system capacity, maintain normal 
performance, and prevent system degradation resulting from usage exceeding 
system capacity. 

C.5.10.2 Vulnerability Assessment 

C.5.10.2.1 The contractor shall perform threat and vulnerability assessments on all 
information system assets, including Public Facing operational IT systems, as 
part of its sustaining Security Systems Administration. The contractor shall 
generate a Vulnerability Assessment Report following each assessment that 
lists the vulnerabilities discovered, and their impact/threat to the network (high, 
medium, and low). The contractor's security team shall present high threat 
vulnerabilities and suggested mitigations to the Government prior to leaving the 
sites. The report shall include mitigation recommendations for all other 
vulnerabilities identified. The SMC shall report the status of actions to correct 
the high threat vulnerabilities to the System Security Administrators (SSAs), 
security manager, and the ISSO/ISSM on a monthly basis. 

C.5.10.2.2 The contractor shall identify specific security weaknesses on target 
systems, and provide recommended techniques and/or improvements to 
strengthen the security of the target system. 

C.5.10.2.3 The contractor shall scan OHS systems using GFE or vulnerability tools 
approved by the Government. 

C.5.10.2.4 The contractor's vulnerability assessment capability shall identify 
unauthorized access points or potential implementation weaknesses. 

C.5.10.2.5 The contractor shall define and audit PEP policy and determine how the 
PEP handles application(s) traffic such as web, email, or telnet. Additionally, 
the integrated security team's OHS PEP Management Policy shall describe 
PEP updates and management. 

C.5.10.2.6 The contractor shall identify, review and analyze the vulnerabilities 
associated with each application and the cost-benefits associated with the 
methods used for securing the applications and provide the findings to the 
COTR. (CORL C.5.10-3, Application Vulnerability Cost-Benefit Analysis) 

C.5.10.2.7 The contractor shall develop a OHS PEP policy that identifies the 
necessary network applications, vulnerabilities associated with these 
applications, creation of applications traffic matrices identifying protection 
methods, and PEP rule-sets based on applications traffic matrices. 

C.5.10.3 Security Information Management (SIM) & Security Management Capability 
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SIM is an automated capability that provides for the collection, analysis, alerting, 
reporting, and trending for all of the system components within a computing environment. 

C.5.10.3.1 The contractor shall establish, operate, and maintain an Information 
Technology Services Office security management capability suitable for the 
real-time monitoring and assessment of all assigned assets in accordance with 
OHS MD 4300 and Security Architecture Volume 2. Examples of these assets 
are PEPs, virtual private networks, routers, switches, server and end system 
computing elements. Additionally, the system shall collect event input from the 
IDS, anti-virus, and network management systems. OHS HQ shall procure 
initial GFE for all LAN environments. The contractor should propose tools to 
address capabilities that may not be either fully procured or implemented by 
the government prior to the award of IT NOVA. OHS determined that the ESM 
and other enterprise security management products manufactured by ArcSight 
will form the nucleus of the OHS HQ SIM. 

C.5.10.3.2 The SMC shall be responsible for day-to-day operations and maintenance 
of the defense-in-depth security infrastructure. The SMC shall be co-located 
with the Information Technology Services Office NMC to provide a fully 
integrated operations and security management functions. 

C.5.10.4 Security Systems Administration 

The contractor shall manage and monitor all OHS security components including 
intrusion detection systems (IDSs) and PEPs. Security systems shall use an automated 
delivery function to the maximum extent possible to push anti-virus software signature 
updates to the desktops and provide the results to Information Technology Services 
Office NMC/SMC management for analysis. Security systems administration shall 
include the following: 

C.5.10.4.1 The contractor shall monitor OHS systems for intrusion activity, and be 
prepared to take appropriate steps to mitigate any suspected intrusion while 
maintaining the availability of the system for all authorized users. 

C.5.10.4.2 The contractor shall conduct computer forensics, law enforcement evidence 
collection and preservation efforts in support of the system. 

C.5.10.4.3 The contractor shall conduct assessments quarterly (or as directed) at all 
major nodes, such as gateways and regional centers where data is stored and 
report the results of such findings to the COTR and the ESD Security 
Manager. 

C.5.10.4.4 The contractor shall perform anti-virus scans of the entire OHS networks in 
accordance with the proscribed procedures in OHS Approved Maintenance 
Downtime as described in Section C.5.6.4. 

C.5.10.5 Security Change Management 

The contractor shall centrally manage and control the implementation of corrective 
patches and service packs. 

C.5.10.5.1 For all new installations, system upgrades or routine maintenance, the 
contractor shall complete all requested administrative requirements and testing 
prior to submission to CCB for approval. 
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C.5.10.5.2 The contractor shall assess OHS directed security patches or service packs 
before implementation to verify the need to implement and the impact upon the 
system. 

C.5.10.5.3 The contractor, in coordination with OHS, shall determine the schedule for 
deploying Information Assurance and Vulnerability Alerts (IAVAs), patches, and 
service packs. 

C.5.10.5.4 The contractor shall provide monthly reports to the appropriate COTR on 
the success of the patch/service pack deployment, and any issues preventing 
completion. (CORL C.5.10-4, Patch/Service Pack Deployment Report) 

C.5.10.6 Security Log Access, Retention and Review 

C.5.10.6.1 In accordance with applicable OHS directives, the contractor shall maintain 
all security logs for the required retention period. Access to these logs shall be 
restricted to ISSM approved personnel. 

C.5.10.6.2 The contractor shall record all accesses to these logs, including an audit 
history of reads, changes, and deletions. 

C.5.10.6.3 The contractor shall protect logs under these restrictions to include all 
security logs (PEP, IDS, anti-virus), as well as domain controller, and all 
management systems as directed by the ISSM/ISSO. 

C.5.10.6.4 The contractor shall perform reviews and provide monthly reports (or as 
directed) on all system logs included within! the Monthly Workload Report. 

C.5.10.7 System Security Administrators 

The contractor shall provide all System Security Administrators (SSA). Each SSA is an 
extension of the SMC in providing security oversight, monitoring, and reporting for OHS 
and is the principal POC for all security issues and support of Government ISSMs and 
ISSOs. 

C.5.10.8 Data Spills and Response 

The contractor shall employ guards and gateways to monitor, prevent, detect, respond, 
report and correct the unauthorized release of Secret or TS/SCI data. 

C.5.10.9 Incident Response 

The contractor shall create and maintain the capability to respond rapidly to any network 
event that could affect the Information Assurance /Information Protection posture of OHS. 
The contractor shall create and maintain SOPs and checklists to cover events such as 
network intrusions, data spills, introduction of malicious software, Denial of Service (DoS) 
incidents, inappropriate network use, etc. The contractor shall base these SOPs and 
checklists upon existing DHS directives and guidance. 

C.5.10.9.1 The contractor shall maintain a trained Computer Security Incident 
Response Team (CSIRT), which may include systems administrators and other 
personnel. The contractor shall develop policy and processes related to the 
establishment and generation of the CSIRT. The CSIRT shall maintain a digital 
forensics capability that establishes and maintains an evidentiary chain of 
custody. 

C.5.10.9.2 The contractor shall utilize all available audit logs to support forensics 
activities, and shall develop SOPs for the conduct of forensics investigations 

C-71 



Task Order Revised 11 /26/08 
PROCUREMENT SENSITIVE 

that shall be submitted to the COTR for approval. (CORL C.5.10-6, Forensic 
Investigation SOPs) 

C.5.10.9.3 The contractor shall follow established reporting procedures when providing 
initial notification to the SSAs, Security Manager, ISSO, and Information 
System Security Manager (ISSM) of any network event or incident. 

C.5.10.9.4 The contractor shall provide Event and Incident Reports to the Government 
as directed in the DOD-Dir.8500 Series Computer Network Defense (CND). 
The Continuity of Operations Plan shall detail non-IT incident response, as 
identified in HSPD-5 and the OHS Initial National Response Plan. 

C.5.10.10 Information Condition (INFOCON) Management 

In response to potential threats to the OHS (and U.S. infrastructure assets in general), 
the Secretary of the OHS (SECDHS) may direct the elevation of the protection levels of 
the network and IT assets through the implementation of INFOCON levels. The 
INFOCON level is determined based upon an assessment of risk to the OHS networks. 
When directed by OHS, the Designated Accrediting Authority (DAA) will approve specific 
measures of protection for the networks. 

C.5.10.10.1 The contractor shall implement INF OCON conditions within the OHS, and 
will track the attainment of the directed INFOCON level across the networks. 

C.5.10.10.2 The contractor shall assist in the coordination of OHS INFOCON levels and 
that of external entities such as DOD as directed by the COTR. 

C.5.10.10.3 The contractor shall develop, submit to the COTR for approval and follow 
SOPs and checklists to track the changes in INFOCON level and the 
attainment of the directed INFOCON. (CORL C.5.10-8, INF OCON Level SOPs 
and Checklists) 

C.5.10.10.4 The Information Technology Services Office SMC shall create SOPs based 
upon OHS policies to support the OHS Computer Network Defense Continuity 
of Operations Plan. 

C.5.11 COMMUNICATIONS SECURITY (COMSEC) MANAGEMENT 

C.5.11.1 COMSEC Security 

C.5.11.1.1 The contractor shall provide on-site 7X24X365 (366 for leap years) 
COMSEC Support for services such as installation maintenance and 
administration of messaging systems (e.g., OMS, AMHS, receipt, transmission 
and/or distribution of all forms of communication media such as: faxes, 
messages, correspondence, etc). 

C.5.11.1.2 The contractor shall operate encryption systems to support secure voice 
and video systems as required and assist Government personnel with receipt, 
inventory control, deployment, and securing of encryption systems. The 
contractor shall assist users in the operations of secure facsimile systems, and 
perform user level maintenance. 

C.5.11.1.3 The contractor shall receive, distribute, inventory and administrator 
COMSEC account material. 

C.5.11.1.4 The contractor shall perform COMSEC technical tasks such as maintaining 
and updating messaging systems, installation and maintenance of all 
cryptographic equipment (e.g., TACLANE, FASTLANE, and KIV-7). 
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C.5.11.1.5 The contractor shall provide a COMSEC Plan to address implementation 
and operational details in accordance with OHS and NSA policies and 
procedures and provide to the COTR. (CORL C.5.11-1, COMSEC Plan) 

C.5.11.1.6 The contractor shall establish and manage a COMSEC account in 
accordance with OHS guidelines and procedures. 

C.5.11.1.7 The contractor shall manage, update and maintain the Information 
Technology Services Office SMC COMSEC account and COMSEC controlled 
items (CCI) and all keying material. 

C.5.12 OTHER COMMUNICATIONS OPERATIONS 

C.5.12.1 Emergency Notification System 

The contractor shall program and operate Emergency Notification System 
(Communicator) and: 

C.5.12.1.1 The contractor shall provide user training as required. 

C.5.12.1.2 The contractor shall interface and coordinate with the vendor for 
maintenance and software upgrades. 

C.5.12.1.3 The contractor shall provide data entry and system backup as required. 

C.5.12.2 Executive Telecommunications Support 

The contractor shall provide contiguous hours 24x?x365 secure and non-secure IT and 
communications services and support for the Secretary of the Department of Homeland 
Security (OHS), the Deputy Secretary and other designated OHS executive staff while 
they are traveling outside of the National Capital Area (NGA). 

C.5.12.2.1 The contractor shall provide daily operations support for fixed and mobile 
ITfTelecom equipment such as the following tasks: 

• Manage and control inventory 

• Operate, test, troubleshoot, and maintain equipment 

• Operate and ensure capability of mobile ITfTelecom vehicle 

• Maintain proficiency on existing and future ITfTelecom systems 

• Assist in design, development, analysis, integration, and evaluation of 
ITfTelecom systems 

• Plan and perform preventive maintenance inspections on ITfTelecom 
equipment that is installed at the ETS NAC facility, installed in secure 
mobile vehicle platforms, and used while traveling 

• Perform equipment lifecycle management 

• Perform COMSEC and project management support 

• Synthesize customer needs with commercially available IT products into 
requirements that will allow the implementation of engineered ITfTelecom 
systems and processes 

• Provide operational assistance to OHS Senior Executives and staff 
C.5.12.2.2 The contractor shall provide travel operations support such as: 

• Coordinate with OHS staff advance arrival personnel at the travel sites 

• Transport ITfTelecommunications equipment to and from travel sites 
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• Conduct site survey(s) for installation of travel systems 

• Install and remove ITfTelecom equipment from trip site 

• Provide point-to-point telecom support to travel teams 

• Coordinate their own travel logistics arrangements 
C.5.13 TRAINING 

The contractor shall provide professional, technical and end-user training. The contractor 
shall provide the training support for OHS IT operations to include user applications and 
network access, system administration, and security. The contractor shall develop training 
plans for OHS personnel, system users, and contractor personnel. The training plans shall 
be submitted to the COTR for approval prior to implementation. (CORL C.5.13-1, Training 
Plan) The contractor shall maintain an electronic record of all training courses conducted 
and who attended. 

C.5.13.1 System Administrator Training 

The contractor shall provide appropriate training, training materials, and help desk 
support for the applications provided for OHS. The contractor shall work with the 
Government to develop a Training Plan that addresses the delivery of training to 
supervisors, and system administrators. The plan shall be in conformance with the SOPs 
and SLAs. 

C.5.13.1.1 The contractor shall provide the training curriculum and training materials 
for OHS applications and desktops. The training materials shall be suitable for 
both users and system administrators, and adopted from existing training 
materials for legacy applications integrated into OHS service. 

C.5.13.1.2 The contractor shall provide the delivery of the user training through a 
"train-the-trainer" approach to the maximum extent possible. The contractor 
shall provide training directly to the users at either contractor facilities or 
Government facilities. 

C.5.13.1.2.1 The contractor shall provide OHS training through training delivery 
methods such as the following: 

• Direct delivery of the training to user and system administrators at 
OHS facilities or other locations as directed by the Government 

• Direct delivery of special user training to personnel who will then act 
as trainers in the field 

• Delivery of training to user through computer-based training (CST) or 
other distance learning techniques that the contractor has found 
effective 

C.5.13.1.3 The contractor shall provide documentation and manuals for COTS 
products that have them. 

C.5.13.2 Security Training 

The contractor shall develop, document, and administer a Security Training Plan and 
Curriculum providing annual required security awareness and operational security 
refresher training. Delivered training elements shall comply with OHS and other relevant 
external agency directives and policies for enforcement of Government security 
provisions. The appropriate COTR will review and approve the training curriculum prior 
to implementation. Implementation of the training may be either through instructed 
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sessions or via computer-based self-paced training. The contractor may elect to provide 
this training in incremental elements depending upon component usage, and the training 
may be delivered via computer-based training, help files or instructed sessions following 
Government approval. 

C.5.13.2.1 The contractor shall provide training to users and operators to facilitate the 
usage of security components within the network and on the desktop. 

C.5.13.3 End-User Training 

The contractor shall develop, document, and conduct end-user training on all COTS, 
GOTS, and unique software. The appropriate COTR will review and approve the training 
curriculum prior to implementation. Implementation of the training may be either through 
instructed sessions or via computer-based self-paced training. The contractor may elect 
to provide this training in incremental elements depending upon component usage, and 
may be delivered via computer-based training, help files or instructed sessions following 
Government approval. 

C.5.14 WIRELESS SERVICES MANAGEMENT 

The Contractor shall provide support to ESD Wireless Services (WS) to include wireless 
coordination support, frequency management support, and frequency spectrum planning. 

C.5.14.1 Wireless Coordination Support 

The Contractor shall support ESD Wireless Services in facilitating the coordination of OHS 
wireless investments through the DHS Wireless Working Group (WWG). The Contractor 
shall perform the following tasks: 

C.5.14.1.1 The contractor shall provide support to include the development and 
tracking of program metrics, development and execution of program 
strategy, development of program governance documentation (e.g., 
MD4100 updates) and reporting.) 

C.5.14.1.2 The contractor shall support the WWG through process development, 
development of Governance documentation and templates, facilitation of 
meetings, and managing communications. 

C.5.14.1.3 The contractor shall provide technical and operational subject matter 
expertise to support IT acquisition reviews and WWG 
investment/resource coordination efforts. 

C.5.14.2 Frequency Management Support 

The contractor shall perform frequency management functions as follows. 

C.5.14.2.1 Provide proficient technical expertise for Spectrun Software tools and 
products such as Spectrum XXI and A TDI Hertz Warfare. 

C.5.14.2.2 Assist with the daily selection, coordination, and processing of all radio 
frequency authorizations in support of OHS components. The 
selected/approved frequencies shall be registered by the contractor in the 
Government Master File, GMF. 
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C.5.14.2.3 Assist in the development of frequency plans that meet new 
communications requirements and improve methodologies for interoperability 
among the OHS components and key federal, state, and local partners. 

C.5.14.2.4 Ensure that systems will neither cause nor receive harmful interference to 
or from other authorized users when placed in their intended operational 
environments. 

C.5.14.2.5 Ensure accuracy of all frequency assignments by conducing "five-year-
reviews" or "ten-year reviews" as required by NTIA regulations of all DHS GMF 
records. 

C.5.14.3 Frequency Spectrum Planning 

The contractor shall support Spectrum Planning as follows: 

C.5.14.3.1 Develop and recommend frequency changes to eliminate technical 
incompatibilities, improve interoperability, and reduce and/or 
eliminateinterference. 

C.5.14.3.2 Refine the nationwide channel plan with the support of the WWG to include 
identifying frequencies and developing a logical structure for nationwide 
channels (e.g.. component specific channels, DHS common channels, 
interoperability channels). 

C.5.14.3.3 Develop a nationwide strategy to define optimal geographic spacing for 
frequency reuse zones; identify the number of frequencies needed for a 
successful regional/zone system design, use temporary transition frequencies 
(if required), and use permanent narrowband frequencies of the new wireless 
systems. 

C.5.14.3.4 Prepare equipment and system certification documentation as required by 
NTIA regulations. 

C.5.14.3.5 Coordinate new, proposed frequencies within DHS and with other federal 
departments and government agencies. 

C.5.14.3.6 Prepare spectrum Planning analyses and documentation as 
including documentation for spectrum management support of the 
Response Framework (NRF) Emergency Support Function 
Communications (ESF #2). 

C.5.14.4 Security Support 

directed 
National 

#2 

C.5.14.4.1 The contractor shall prepare a DHS Information Technology Services Office 
(ITSO), Enterprise Services Division (ESD) Security Management Approach and SOPs, 
Checklists and a DHS Information Technology Services Office Security Plan, for ESD 
operations, and submit to the COTR for approval within 60 days of Modification P00001 
(9/10/08) . 

C.5.14.4.2 The contractor shall identify and notify the COTR and the ESD Security 
Manager of any upgrades, updates, service packs, and patches determined to be 
incompatible with system or application specifications and proceed as directed by the 
COTR. 
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C.5.14.4.3 The contractor shall identify specific security weaknesses on target systems, 
and provide recommended techniques and/or improvements to strengthen the security of 
the target system. 

C.5.14.4.9 For all new installations, system upgrades or routine maintenance, the 
contractor shall ensure all requested administrative requirements, compliance with DHS 
Security Architecture and hardening guidance. The contractor shall test to ensure that 
installation will be able to sustain and /or improve the operational and security posture of 
the systems prior to submission to CCB for approval. 

C.5.14.4.1 O The contractor, in coordination with OHS, shall determine the schedule for 
deploying Information Assurance and Vulnerability Alerts (IAVAs), patches, and service 
packs and document completion to the COTR and the ESD Security Manager. 

C.5.14.4.11 The contractor shall provide monthly reports to the appropriate COTR and 
the ESD Security Manager on the success of the patch/service pack deployment, and 
any issues preventing completion. (CORL C.5.10-4, Patch/Service Pack Deployment 
Report) 

C.5.14.4.12 The contractor shall provide Weekly quad reports, in accordance with ITSO 
Standards, to the ESD Security Manager and other appropriate Technical Point of 
Contacts as directed by the COTR. 

C.5.14.4.13 In response to potential threats to the OHS (and U.S. infrastructure assets in 
general), the Secretary of the OHS (SECDHS) may direct the elevation of the 
protection levels of the network and IT assets through the implementation of 
INFOCON levels. The INFOCON level is determined based upon an assessment of risk 
to the OHS networks. When directed by DHS, the Designated Accrediting Authority 
(DAA) will approve specific measures of protection for the networks. 

C.5.14.4.14 The contractor shall implement INFOCON conditions within the OHS, and 
will track the attainment of the directed INFOCON level across the networks. 

C.5.14.4.15 The contractor shall assist in the coordination of OHS INFOCON levels and 
that of external entities such as DOD as directed by the ESD Security Manager and the 
COTR. 

C.5.14.4.16 The contractor shall develop, submit to the COTR for approval and follow 
SOPs and checklists to track the changes in INFOCON level and the attainment of the 
directed INFOCON. (CORL C.5.10-8, INFOCON Level SOPs and Checklists) 

C.5.14.4.17 The Information Technology Services Office SMC shall create SOPs based 
upon DHS policies to support the DHS Computer Network Defense Continuity of 
Operations Plan. 

C.5.14.5 Data Center Infrastructure 

C.5.14.5.1 The contractor will perfonm as the single point of contact for the 
Component, Managed Service Provider(s) (MSP) and OHS Data and Application 
Services Program Management Office. In this capacity the Contractor will "manage" the 
day-to-day interaction with the MSP to ensure the business needs of the Component are 
being satisfied. 

C.5.14.5.2 Component Point of Contact for data center Operations and Maintenance 

• Define/monitor Service Level Agreement's (SLA) required by the Component. 

C-77 



Task Order Revised 11 /26/08 
PROCUREMENT SENSITIVE 

• Escalate the systemic problems experienced by components to the OHS Data and 
Application Services Program Management Office 

• Collaborate with IT Service Delivery on application deployment 

• Educate IT Infrastructure on Component business. 

• Define and support business continuity requirements at the Data Centers 

C.5.14.5.3 Component IT Strategic Planning 

• Develop standards for migration planning 

• Develop and collaborate in the development of IT Infrastructure Strategies with IT 
planning and architecture. 

• Provide input into IT planning and architecture on potential uses of emerging 
technologies on the conduct of Component Business. 

• Define new requirements to IT planning and architecture. 

C.5.14.5.4 Interact with the Managed Service Provider's Relationship Manager for: 

• Transition and migration planning 

• Day-to-day service delivery activities 

C.5.14.5.5 Interact with the Component's Infrastructure Leader for 

• Physical consolidation planning and implementation 

• Day-to-day service delivery activities 

• Monitor component migration plan 

C.5.14.6 Office Management 

C.5.14.6.1 The contractor shall take initiative to identify, respond to problems, and propose 
solutions for issues that have a potential negative impact to the mission environment. The 
contractor shall analyze the operational environment, identify and propose solutions to 
improve the efficiency and effectiveness of the Information Technology Services Office. 

C.5.14.6.2 Administrative Services: The contractor shall perform all related administrative 
services required to perform services such as, material requisitioning, documentation Quality 
Control (QC), status and tracking of ESD reports, develop and review correspondence for 
executive formatting/appropriateness; develop travel requests, develop and execute travel 
reimbursements, time and attendance monitoring, meeting coordination/scheduling and 
reception. The contractor shall maintain accurate and complete records, files, and libraries 
of or access to documents to such as Federal, state. and local regulations, codes, laws, 
technical manuals, manufacturer's instructions, Standard Operating Procedures (SOPs), 
and recommendations, which are necessary and related to the functions being performed. 
The contractor shall support OHS during audits and inspections, and provide support and 
responses to audit and inspection items (internal and external). 

C.5.14.6.3 Submittal of Reports and Information: The contractor shall compile data, prepare 
required reports, and submit information as directed by the COTR. The reports include 
daily, weekly, monthly and annual reports the contractor shall submit at the specified time. 
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C.5.14.6.4 Ad hoc Requirements: Upon notification from the Government. the contractor 
shall provide management and technical information to the Government such as: (CORL 
C.1.4-1, Ad hoc Requirements) 

• Technical evaluation of suggestions 

• Input for staff studies 

• Fact sheets 

• Audits 

• Congressional inquiries 

• One-time reports 

• Recommendations for amending, revising, or originating Government regulations or 
policies within the scope of this Task Order 

• Information requested by the CO/COTR on other interfacing Task Orders that 
support this effort 

C.5.14.6.5 Paper File Archiving. The contractor shall prepare all correspondence in and 
maintain all files using OHS specific, and generally accepted commercial industry 
standards. All files, records. and documents maintained in the performance of this Task 
Order are Government property and the contractor shall return them upon completion or 
termination of the work. 

C.5.14.6.6 

C.5.14.6.7 Document Management: For all deliverables within this Task Order. the 
contractor shall implement document management to include version control and comment 
resolution such that each release has clear inventory of comments accepted/rejected as 
part of the version. 

C.5.15 IT CONTINUITY MANAGEMENT 

The contractor shall perform continuity management actions affecting the Information 
Technology Service Office and all of its functions including the Network Management 
Center. Security Management Center. Front Office. Enterprise Business Management 
Office. Infrastructure Information Systems Security Manager (ISSM), Mission Critical 
Infrastructure Operations (MCIO). Enterprise Application Delivery and Operations, IT 
Continuity Management, Business Office Operations, Infrastructure Transformation Office, 
Wireless Management Office. and all network and telecommunications components. The 
contractor shall also provide continuity management and redundancy capability of the Help 
Desk. 

These programs/offices have 46 recoverable essential functions (EFs) with alternate site 
operations occurring at two sites as a minimum. The sites, to include redundant NMC, and 
SMC. are provided by OHS. EFs concern OHS, state/local Governments. law enforcement. 
and other executive branch directorates, and agencies. The OHS Continuity Planning 
framework is provided at TE C.5.15-001. 

The contractor shall provide IT integration capability for all departmental. intergovernmental, 
and non-governmental organizations (NGO) applications used on the LANs. 

C.5.15.1 Continuity Assessment 
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C.5.15.1.1 The contractor shall perfonn an initial baseline analysis of existing IT 
continuity plans and programs. (CORL C.5.15-1, Business Continuity Initial 
Assessment) 

C.5.15.1.2 After completing the baseline analysis, and its approval by the COTR, the 
contractor shall evaluate the baseline against the Business Continuity 
Framework to detennine operational gaps. The contractor shall document the 
findings of the gap analysis and submit the findings to the COTR within 60 
business days of the baseline analysis approval by the COTR. (CORL C.5.15-
2, Business Continuity Framework Gap Analysis) 

C.5.15.2 Continuity Planning 

C.5.15.2.1 The contractor shall facilitate strategic planning with programs and offices 
annually, or as directed by the COTR The outcome of the strategic planning is 
the Multi-Year Strategic Program Management Plan containing continuity 
planning goals and objectives to include perfonnance measures for the period. 
(CORL C.5.15-3, Multi-Year Strategic Program Management Plan) 

C.5.15.2.2 The contractor shall update and maintain annually, or as directed by the 
COTR, the CJO COOP Implementation Plan. The contractor shall provide the 
document to the COTR for approval. (CORL C.5.15-4, CJO COOP 
Implementation Plan) 

C.5.15.2.3 The contractor shall develop, maintain, update and implement the Incident 
Response and Management Plan, containing management activist and 
emergency response and escalation procedures. The contractor shall update 
the plan annually or as directed by the COTR, based on 
threat/exposure/business continuity strategy. (CORL C.5.15-5, Incident 
Response and Management Plan) 

C.5.15.2.4 The contractor shall develop, maintain, update and implement the CJO 
Operational Recovery Plan and IT Disaster Recovery/Business Continuity 
Plans, at least annually for offices/programs. (CORL C.5.15-6, CJO 
Operational Recovery Plan and IT Disaster Recovery/Business Continuity 
Plan) 

C.5.15.3 Continuity Reviews and Coordination 

C.5.15.3.1 The contractor shall participate in Enterprise Architecture Center of 
Excellence (EACOE) reviews, Enterprise Change Control Board (ECCB) 
reviews, and other compliance activities to identify the impact of these bodies' 
decisions and actions on IT continuity planning and advise these bodies' on 
continuity planning considerations. The contractor shall document the reviews 
continuity planning impacts and provide comments in accordance with the 
guidelines provided by the appropriate board. 

C.5.15.3.2 The contractor shall schedule, plan and conduct a bi-weekly meeting of 
designated stake holders to discuss and coordinate requirements for the 
development and maintenance of the Disaster Recovery and IT Contingency 
Plan and coordinate the plans and activities for conducting COOP Exercises. 
The meeting participants shall also coordinate the actions taken to address 
findings resulting from COOP exercises. The contractor shall provide meeting 
minutes to the COTR within three business days of the meeting. 

C.5.15.4 Continuity Program Administration 
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C.5.15.4.1 The contractor shall develop, maintain, update and implement IT continuity 
policy, guidance, methodologies and tocls. Updates shall occur at least 
annually, in response to Homeland Security Presidential Directives (HSPDs), or 
as directed by the COTR. (CORL C.5.15-8, Continuity Policy, Guidance, 
Methodologies and Tools) 

C.5.15.4.2 The contractor shall update and maintain, at the direction of the COTR, the 
list of CIO essential functions and critical IT/telecommunication networks, 
systems, facilities, and critical positions. (CORL C. 5.15-9, Essential Functions, 
Critical IT!Telecommunication Networks, Systems, Facilities, and Critical 
Positions List) 

C.5.15.4.3 The contractor shall annually, or when significant changes occur to the 
essential function(s) or OHS IT infrastructure perform a continuity management 
review. Changes shall result in a threat and vulnerability exposure, Risk 
Assessment, Interdependency Analysis, Business Impact Analysis. The 
contractor shall ensure re-use of existing information when performing the 
aforementioned tasks. The contractor shall prepare a report and executive 
briefing identifying risk to the CIO. (CORL C.5.15-10, Continuity Management 
Review) 

C.5.15.4.4 The contractor shall conduct a review of the CIO COOP Implementation 
program. Operational Recovery/IT Contingency Plans. observe related tests, 
and provide feedback on program compliance in accordance with all applicable 
executive orders, presidential directives, other federal and OHS laws, federal 
orders management policies. handbooks, guidelines, processes, and 
procedures, as directed by the COTR. 

C.5.15.4.5 The contractor shall develop executive briefings as directed by COTR. 

C.5.15.5 Testing and Exercises 

C.5.15.5.1 The contractor shall develop test plans and provide training on the 
test/exercise plans annually or as directed by COTR 

C.5.15.5.2 The contractor shall participate in test/exercises and the after-action 
test/exercise reviews and document issues in an After Action Report 

C.5.15.6 Electronic Records 

C.5.15.6.1 The contractor shall develop, maintain. update and implement the 
electronic vital records program to ensure critical records from all three 
networks are stored off premise. Records range from paper-based documents 
to the latest electronic-storage media. 

C.5.15.6.2 The off-site storage location(s) shall be located at least 50 miles from the 
production site, outside of the impact area of the production site, and inside the 
continental U.S. 

C.5.15.6.3 The frequency of records back-up is dependent on the record type and 
COTR direction. 

C.5.15.6.4 The retrievable and fully operational time frames shall fulfill the 
performance requirements for critical and non-critical systems as identified in 
Table 1 of the Task Order, Continuity of Government Condition (COGGON) 
level activation/reconstitution timeframes. or as designated by the COTR. 
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C.5.15.6.5 The contractor shall test and ensure the records are retrievable and usable 
at least quarterly. The contractor shall provide a test report to the COTR within 
five business days of completing the test. (CORL C.5.15-14, Electronic Vital 
Records Program Test Report. 

C-82 



Task Order Revised 11 /26/08 
PROCUREMENT SENSITIVE 

C.6 APPLICABLE LAWS, PUBLICATIONS, AND FORMS 
C.6.1 GENERAL INFORMATION 

C.6.1.1 Applicable Publications and Forms 

C.6.1.1.1 Most Government publications listed are available electronically and the 
Government will provide the non-electronic versions at the start of the Task 
Order. The contractor shall maintain a copy of all required publications listed in 
this Section and Technical Exhibits in accordance with Section C.1. The 
contractor shall post supplements or amendments to listed publications from 
any organizational level issued during the life of the Task Order as required. 

C.6.1.1.2 The contractor shall establish continuing publication requirements with the 

C.6.1.1.3 

OHS publication distribution office. The contractor shall have customer 
accounts for all publications listed in this Task Order. 

The contractor shall immediately implement changes to publications that 
result in a decrease or no change to the Task Order price. Prior to 
implementing any revision, supplement, or amendment that may result in an 
increase in Task Order price, the contractor shall submit a price proposal to the 
COTR and obtain approval. The contractor shall submit said price proposal 
within 20 business days from the date the contractor receives notice of the 
revision, supplement, or amendment-giving rise to the increase in cost of 
performance. Failure of the contractor to submit a price proposal within 20 
business days from the date of receipt of any change shall entitle the 
Government to require performance in accordance with such change at no 
increase in Task Order price. 

C.6.1.1.4 The contractor shall ensure that all publications are posted and up-to-date. 

C.6.1.2 

C.6.1.2.1 

Upon completion of the Task Order, the contractor shall return to the 
Government all issued publications. 

Publication Conflict Resolution 

If there is a conflict between Section C and the cited references, Section C 
shall control. 

C.6.1.2.2 Any task set forth in any such reference which will call for the exercise of 
discretionary Government authority that cannot be delegated, will be subject to 
the final approval of the Government official having such authority. 

C.6.1.2.3 All publications and forms will be current issue. The contractor shall use 
existing stocks of forms until depleted. 

C.6.1.2.4 The publications and documents listed in this Section are current with dates 
as of the writing of this Task Order, not necessarily date of Task Order award. 
The Government will not modify this section of the Task Order during the 
tenure of the Task Order unless a Contract Price change is required based 
upon a new documentary requirement. 

C.6.2 FEDERAL PUBLICATIONS 

C.6.2.1 Federal Regulation and Guidelines 

All supplies and services provided under this Task Order shall conform to the applicable 
Federal Information Processing Standards Publications (FIPS PUBS) as specified on 
Web site http://www.itl.nist.gov/fipspubs/. The contractor shall also comply with 
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Electronic and Information Technology Standards as specified on Web site 
http://www.section508.gov/index.cfm?FuseAction=Content&ID=3 

• Government Paperwork Elimination Act (GPEA) 
http://www.whitehouse.gov/omb/fedreg/gpea2.html 

• Federal Acquisition Regulation 

• Records management guidance for agencies implementing electronic 
signature technologies http://www.nara.gov/records/policy/gpea.html 

• Electronic Signatures in Global and National Commerce Act (ESIGN) 
http:/ /www.whitehouse.gov/omb/memoranda/m00-15. html 

• OMB Circular A 130 
http://www.whitehouse.gov/OMS/circulars/a 130/a 130.html 

C.6.3 OTHER PUBLICATIONS 

C.6.3.1 U.S. Congress-Public Law (PL) and United States Code (U.S.C.) 

C.6.3.2 

• PL 107-347 Section Ill, Federal Information Security Management Act 
(FISMA) of 2002, 2002 

• PL 107-305, Cyber Security Research and Development Act of 2002 

• PL 96-456, Classified Information Procedures Act of 1980 

• 5 U.S.C. 552, Freedom of Information Act; Public Information; Agency 
Rules, Opinions, Orders, Records, and Proceedings, 1967 

• 5 U.S.C. 552a, Privacy Act; Records Maintained on Individuals, 1974 

• 18 U.S.C. 1029, Fraud and Related Activity in Connection with Access 
Devices 

• 18 U.S.C. 1030, Fraud and Related Activity in Connection with Computers 

• 40 U.S.C. 1401 et seq., P.L. 104-106, Clinger Cohen Act of 1996 
(Information Technology and Management Reform Act of 1996) 

• 44 U.S.C. 3534, Federal Agency Responsibilities 

• 44 U.S.C. 3535, Annual Independent Evaluation 

• 44 U.S.C. 3537, Authorization of Appropriations 

• 44 U.S.C. 3541, P.L. 107-296, Federal Information Security Management 
Act of 2002 (FISMA) 

• 44 U.S.C. 3546, Federal Information Security Incident Center 

Executive Orders-Office of Management and Budget (OMS), Homeland 
Security Presidential Directive (HSPD) and Presidential Decision Directive 

• HSPD-7, Critical Infrastructure Identification, Prioritization, and Protection, 
2004 

• HSPD-20 National Continuity Policy, 2007 

• OMS Policy Memorandum M-07-11, Implementation of Commonly 
Accepted Security Configurations for Windows Operating Systems. 

• OMS Memorandum M-07-18, Ensuring New Acquisitions Include Common 
Security Configurations 

• OMS Circular A-130, Appendix Ill, Security of Federal Automated 
Information Systems, 2000 
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OHS Management Directive (MD) 

The OHS Interactive web site contains the OHS MDs 

• OHS MD 0000 Organization of the Office of the Secretary of Homeland 
Security 

• OHS MD 0002 Operational Integration Staff 

• OHS MD 0003 Acquisition Line of Business Integration and Management 

• OHS MD 0004 Administrative Service Line of Business Integration and 
Management 

• OHS MD 0005 Financial Management Line of Business Integration and 
Management 

• OHS MD 0006 Human Capital Line of Business Integration and 
Management 

• OHS MD 0007. 1 Information Technology Integration and Management 

• DHS MD 0475 Information Collection Program 

• OHS MD 0480. 1 Ethics/Standards of Conduct 

• OHS MD 0490. 1 Federal Register Notices and Rules 

• DHS MD 0550. 1 Record Management 

• OHS MD 0560 Real Property Management Program 

• OHS MD FORM 560-1 (3/05): Custody Receipt for Personal Property/ 
Property Pass 

• OHS MD FORM 560-3 (3/05): Property Transfer Receipt 

• DHS MD 0565 Personal Property Management Directive 

• OHS MD 0590 Mail Management Program 

• OHS MD 0720. 1 Small Business Acquisition Program 

• DHS MD 0731 Strategically Sourced Commodities Policy and Procedures 

• OHS MD 0760. 1 Purchase Card Program 

• OHS MD 0780 Contracting Officer's Technical Representative (COTR) 
Certification, Appointment & Responsibilities 

• OHS MD 0782 Acquisition Certification Requirement for Program Managers 

• OHS MD 0783 Ordering Official Certification 

• OHS MD 0784 Acquisition Oversight Program 

• DHS MD 1120 Capitalization and Inventory of Personal Property 

• OHS MD 1130. 1 Electronic Funds Transfer for Disbursements, Collections 
and Deposits 

• DHS MD 1190.1 Billings and Collections 

• DHS MD 1210. 1 Vendor Maintenance 

• OHS MD 1330 Planning, Programming, Budgeting and Execution 

• OHS MD 1400 Investment Review Process 

• Enclosure 1 : Definitions 

• Enclosure 2: Guiding Principles 

• Enclosure 3: Exhibit 300 Light 
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• Enclosure 4: Request for MRC Review 

• Enclosure 5: IT Investment Review 

• Enclosure 6: Business Case Scoring Template 

• Enclosure 7: Phases and Business Case Elements 

• OHS MD 1510.1 Travel for Official Government Business 

• OHS MD 1560.2 Payment for Official Travel Expenses by Non-Federal 
Sources 

• OHS MD 3120.2 Employment of Non-Citizens 

• OHS MD 4010.2 Section 508 Program Management Office & Electronic and 
Information Technology Accessibility 

• Appendix A: Software Applications and Operating Systems 

• Appendix B: Web-Based Intranet and Internet Information and 
Applications 

• Appendix C: Telecommunications Products 

• Appendix D: Video and Multimedia Products 

• Appendix E: Self Contained, Closed Products 

• Appendix F: Desktop and Portable Computers 

• Appendix G: Functional Performance Criteria 

• Appendix H: Information, Documentation and Support 

• OHS MD 4030 Geospatial Management Office 

• OHS MD 4100.1 Wireless Management Office 

• OHS MD 4200.1 IT Capital Planning and Investment Control (CPIC) and 
Portfolio Management 

• Attachment 1: Guide to Information Technology Capital Planning and 
Investment Control 

• OHS MD 4300.1 Information Technology Systems Security 

• OHS MD 4400.1 OHS Web (Internet, Intranet, and Extranet Information) 
and Information Systems 

• OHS MD 4500.1 OHS E-Mail Usage 

• OHS MD 4510 Domain Names 

• OHS MD 4600.1 Personal Use of Government Office Equipment 

• OHS MD 4700.1 Personal Communications Device Distribution 

• OHS MD 4800 Telecommunications Operations 

• Attachment A: Frequently Asked Questions (FAQs) 

• Attachment B: Nomination and Designation of Designated Agency 
Representative (DAR) for Telecommunications Services 

• Attachment C: Designated Agency Representative (DAR) for 
Telecommunications Services Function Requirements 

• OHS MD 4900 Individual Use and Operation of OHS Information Systems/ 
Computers 

• Attachment A: Information Systems/Computer Access Agreement 
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• Attachment B: Logan Screen 

• OHS MD 5110.1 Environmental Compliance Program 

• OHS MD 5120.1 Environmental Management Program 

• OHS MD 5200.1 Occupational Safety and Health Programs 

• OHS MD 8200.1 Information Quality 

• OHS MD 9300.1 Continuity of Operations Programs and Continuity of 
Government Functions 

• OHS MD 11000 Office of Security 

• OHS MD 11005 Suspending Access to OHS Facilities, Sensitive 
Information, and IT Systems 

• OHS MD 11020.1 Issuance of Access Control Media 

• OHS MD 11021 Portable Electronic Devices in SCI Facilities 

• OHS MD 11030.1 Physical Protection of Facilities and Real Property 

• OHS MD 11041 Protection of Classified National Security Information 
Program Management 

• OHS MD 11042.1 Safeguarding Sensitive But Unclassified (For Official Use 
Only) Information 

• OHS MD 11043 Sensitive Compartmented Information Program 
Management 

• OHS MD 11044 Protection of Classified National Security Information 
Classification Management 

• OHS MD 11045 Protection of Classified National Security Information: 
Accountability, Control, and Storage 

• OHS MD 11046 Open Storage Area Standards for Collateral Classified 
Information 

• OHS MD 11047 Protection of Classified National Security Information 
Transmission & Transportation 

• OHS MD 11048 Suspension, Denial, and Revocation of Access to 
Classified Information 

• OHS MD 11049 Protection of Classified National Security Information: 
Security Violations and Infractions 

• OHS MD 11050.2 Personnel Security and Suitability Program 

• OHS MD 11051 Department of Homeland Security SCIF Escort Procedures 

• OHS MD 11052 Internal Security Program 

• OHS MD 11053 Security Education, Training, and Awareness Program 
Directive 

• OHS MD 11056.1 Sensitive Security Information (SSI) 

• OHS MD 11060.1 Operations Security Program 

• OHS MD 11080 Security Line of Business Integration and Management 

C.6.3.4 OHS Regulations 

• Homeland Security Acquisition Regulation 305.242-71 
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C.6.3.5 OHS Guides 

• DHS SCG OS-001 (IT), Security Classification Guide - Homeland Security 
Data Network, February 2004 

• DHS SCG OS-002 (IT), Security Classification Guide - National Security IT 
Systems Certification and Accreditation. March 2004 

C.6.3.6 National Institute of Standards and Technology (N1sn. Special 
Publications 

The web site www.nist.gov contains the NIST publications 

• 800-18, Guide for Developing Security Plans for Information Technology 
Systems, 1998 

• 800-23, Guideline to Federal Organizations on Security Assurance and 
Acquisition/Use of Tested/Evaluated Products, 2000 

• 800-26, Revised NIST SP 800-26 System Questionnaire with NIST SP 800-
53 References and Associated Security Control Mappings, 2005 

• 800-27, Engineering Principles for Information Technology Security (A 
Baseline for Achieving Security), Revision A, 2004 

• 800-30, Risk Management Guide for Information Technology Systems, 
2002 

• 800-31, Intrusion Detection Systems (IDS), 2001 

• 800-34, Contingency Planning Guide for Information Technology Systems, 
2002 

• 800-35, Guide to Information Technology Security Services, 2003 

• 800-36, Guide to Selecting Information Security Products, 2003 

• 800-37, Guide for the Security Certification and Accreditation of Federal 
Information Systems, 2004 

• 800-40, Procedures for Handling Security Patches, 2002 

• 800-41, Guidelines on PEPs and PEP Policy, 2002 

• 800-42, Guideline on Network Security Testing, 2003 

• 800-45, Guidelines on Electronic Mail Security, 2002 
• 800-47, Guide for Interconnecting Information Technology Systems, 2002 

• 800-50, Building an Information Technology Security Awareness and 
Training Program, 2003 

• 800-51, Use of the Common Vulnerabilities and Exposures (CVE) 
Vulnerability Naming Scheme, 2002 

• 800-53, Recommended Security Controls for Federal Information Systems, 
2005 

• 800-55 , Security Metrics Guide for Information Technology Systems, 2003 

• 800-59, Guideline for Identifying an Information System as a National 
Security System, 2003 

• 800-60, Guide for Mapping Types of Information and Information Systems 
to Security Categories, 2004 
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• 800-61, Computer Security Incident Handling Guide, 2004 

• 800-64, Security Considerations in the Information System Development 
Life Cycle, 2004 

• 800-65, Integrating Security into the Capital Planning and Investment 
Control Process, 2005 

• 800-68, Draft NIST Special Publication 800-68, Guidance for Securing 
Microsoft Windows XP Systems for IT Professionals: A NIST Security 
Configuration Checklist, 2004 

• 800-70, The NIST Security Configuration Checklists Program 

C.6.3.7 Federal Information Processing Standards Publications (FIPS PUBS) 

The web site http://www.itl.nist.gov/fipspubs/ contains FIPS publications. 

• FIPS 199, Standards for Security Categorization of Federal Information and 
Information Systems, 2003 

C.6.4 FORMS 

OHS will provide electronically a comprehensive list of all forms upon Task Order 
award. OHS will provide a URL address to access the OHS website for forms. 
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C.7 TECHNICAL EXHIBITS 
Technical Exhibit Title Numbering System: 

A Technical Exhibit (TE) is titled in relation to the Section from which it is first referenced 
and its order among TEs in that Section. For example, Section 3.1 has three Technical 
Exhibits titled TE C.3.1.-001, TE C.3.1-002, and TE C.3.1.-003. 

TE Page Numbering System: 

Since Section C. 7 provides all Technical Exhibits except those maintained on the OHS 
Interactive website, all TEs are page numbered in relation to their TE title. For example, 
page one of TE C.5.2.-001 is shown as page number TE C.5.2.-001-01 to indicate that it is 
the first page of TE C.5.2.-001 from Task Order Section 5.2. 

List of Technical Exhibits: 

•. ''·.TE \;i'"-0S-'-k'' - ~ "'' ~·.,c,;;,.~···•·.••+;i,.·.; .•. ,~~·•c• -,_,_: ;if~S- :-~;-- ~~-~- .•• <· ,J~~.9"·.~.e~ .. 
C.1.2-001 OHS Organization Chart C.1.2 

C.1.2-002 Locations Supported Summary (Sensitive But C.1.2, C.5.6.1 
Unclassified) 

C.1.2-003 OHS OCIO Oraanization Chart C.1.2 

C.1.3-002 Seats bv Fiscal Year IFY) for LAN - A C.1.3.1.1. C.5 

C.1 3-002 Seats by Fiscal Year (FY) for LAN - HSDN C.1.3.1.1, C.5 

C.1.3-002 Seats by Fiscal Year (FY) for LAN - C C.1.3.1.1, C.5 

C.1.6-001 Performance Requirements Summary C.1.6.1, C.1.6.1.2, 
C.1.9.1.1 

C.1.6-002 Plans developed, maintained, and updated by C.1.6.2.4 
Contractor 

C.1.7-001 Kev Personnel Positions and Descriotions C.1.7.1.2 

C.1.12-001 Current Contracts Period of Performance C.1.12.1.1 

C.1.12.002 Projects C.1.12.1.1 

C.3.1-001 Government Furnished Equipment C.3.1.4.1, C.5, C.5.1, 

Product Guide of IT Eauipment & Software C.5.6.1 

C.3.1-002 Government Furnished Equipment C.3.1.4.1 

Software 

C.3.1-003 Government Furnished Equipment C.3.1.4.1 

Inventory 

C.3.1-004 Government Furnished Facilities C.3.1.4.1 

C5.1-001 OHS Custom Annlications C.5.1.1.2 

C.5.5-001 Helo Desk Ticket volume C.5.5.1 

C.5.8-001 Switchboard Call Volume C.5.8.2 

C.5.15-001 Continuity Planning Framework C.5.15.1 

C-90 
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Accordingly, the following changes are hereby made to Task Order HSHQDC-08-J-00138: 

I. Revise Section F.l - TASK ORDER TERM to read: 

Base Year: The task order term is revised from June I, 2008 through January 31. 2009 to read 
June I. 2008 through April 10, 2009. If exercised, the period of performance for the option years 
is revised to read as follows: 

Option I: 

Option 2: 
Option 3: 
Option 4: 

Revised from February 1.2009 through January 31, 2010 
To read April 11,2009 through January 31, 2010 
February 1.2010 through January 31,2011 (No Change) 
February 1,2011 through January 31. 2012 (No Change) 
February 1,2012 through January 31, 2013 (No Change) 

2. The contractor will utilize Option Year I rates for all labor categories during the extended Base 
Year performance period from February 1,2009 through April 10,2009. 

3. Revise Section G.l- TO CONTRACTING OFFICER (TO CO) as follows: 

Change TO Contracting Officer from: 
NAME: Charles Conrad 
PHONE NO.: (202) 447-5554 
EMAIL: charles.conrad@dhs.gov 

Change TO Contracting Officer to read: 
NAME: Rebecca A. Taylor 
PHONE NO.: (202) 447-5480 
EMAIL: rebecca.ataylor@dhs.gov 

4. Delete Section G.2 - TO ADMINISTRATIVE CONTRACTING OFFICER (TO ACO) in its 
entirety. Section G.2 will remain blank as a place holder in the task order. 

5. Add five (5) IT-NOV A Task Order Unique Labor Categories to enable the contractor to recruit 
and retain personnel with Top Secret/Secured Compartmented Information (TS/SCl) clearance 
levels. IT-NOVA Task Order Unique Labor Category titles and rates are shown at Table I. 

Table 1. Government Site Rates 
IT -NOVA Task Qrder Base I Option I Option I Option I Option 

Unlg!!!l La!!Qr C!!t!l!l!!ries Year Year 1 Year 2 Year 3 Year 4 
Applications Engineer (Senior) 
Business Process Reengineering Spec 
(Senior) 
Computer Systems Analyst (Senior) 
Information Engineer (Principal) 
Information Technology Senior Consultant 

2 

(b) (4)
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6. The total amount of Base Year Contract Line Item Numbers (CLINS) 0001through0009 remains 
unchanged at $35,868,230.00. 

7. The value and total amount funded/obligated to the task order remains unchanged at 
$35,868,230.00 

8. The ceiling for this task order remains unchanged at $288,499,204.00. 

9. The following proposals submitted by the contractor are hereby incorporated into this task order to 
form an integral part of this contract, which proposals are entitled: 

• "IT-NOVA - Lockheed Martin Revised Re-Baseline Proposal" dated January 29, 2009; 
• "IT-NOV A - Lockheed Martin Revised Pricing Model" dated January 29, 2009; 
• "Lockheed Martin Proposal for Additional Labor Categories" dated December 11, 2008. 

10. All other terms and conditions remain the same. 



January 28, 2009. 

Department of Homeland Security (DHS) 
Office of Procurement Operations/ITAC 
245 Murrav Drive 
Building 410 
Washington, DC 20528 

Attention: Rebecca Taylor, Contracting Officer 

L 0 C K H E E D !If A R r I-ii~~ 

Subject: 
Reference: 

IT -NOVA - HSHQDC-06-D-00017/HSHQDC-07-J-OO138 
IT-NOVA - Lockheed Martin (LM) Revised Re-Baseline Proposal 

Dear Ms. Tavlor: 

Lockheed Martin (LM) is pleased to enclose a re-baseline proposaL Please be advised that: 

• LM has revised the proposal in consideration of adding five (5) new labor categories to the 
full scope of the task order (across aU applicable PWS sections). 

• LM has proposed a labor mix that does not exceed the existing NTE ceiling. 

• The attached proposal assumes option year one pricing commencing February 1,2009. 
• The attached proposal contains a blend of actual, estimated, and projected data. 

• -Ibe five new labor categories have been separated in the proposal to enable ease of review 
and identification. 

• In consideration of the ceiling threshold LM has priced out according to the highest 
proposed labor category, with the intent that during the course of the performance period 
1M will seek to hire agxinst aU labor categories. l1\! will continuously work with the 
government to integtate the labor categories as needed. 

• 1lY! has satisfied the government's request to propose as many labor categories that may be 
utilized throughout the life of the task order. It is possible that LM will not utilize each 
proposed labor category during the base period of the task order. However as previously 
mentioned, in coordination with the government, LM plans to incorporate labor categories 
as needed throughout the life of the task order. 

Should you have any furiher questions or concerns please feel free to contact me at 301-352-2640 or 
via email at  

Sincerely, 

~7UdtiaHt4 
Zanetta Williams, CPCM 
Sr. Staff, Contracts 

1 

(b) (4)
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LOCKH •• D MAIiTI. + 
lVe nt!n'r f{;r;.,:ef who \-1.'(' 're working for -,., /,' 

I. Overview 

Adjustments to PWS category skill mixes were made to numerous PWS elements with the 
understanding that by PWS and at the Task Order level the Contract value would remain 
unchanged. The justifications for all proposed changes are written below in the individual detail 
of the PWS elements. Overall IT NOVA program PWS summaries of the changes are identified 
in the table below. 

Original Bid Repriced Proposal 
PWS Name FTEs PWS Name 

C.I,3,4 Program Mgmt Office (PMO) C.I,3,4 Program Mgmt Office (PMO) 

C.S.I Applications Mgmt Services C.51 Applications Mgmt Services 

C.5.2 Deployment Support C.5.2 Deployment Support 
C.5.3 Infrastructure Engineering Services C.S.3 Infrastructure Engineering Services 

C.5.4 Testing C.S.4 Testing 
C.5.S Operations & Maintenance C.S.S Operations & Maintenance 

C.5.6 Video Teleconferencing C.S.6 Video Teleconferencing 
C.5.7 Satellite/Cable TV Operations C.5.7 Satellite/Cable TV Operations 
C.5.8 Phone &PBX Operations C.S.8 Phone &PBX Operations 

C.5.9 Network Mgmt Center (NMC) C.5.9 Network Mgmt Center (NMC) 
C.S.IO Security Mgmt Center (SMC) C.S.IO Security Mgmt Center (SMC) 
C.5.11 COMSEC Security C.S.11 COMSEC Security 
C.5.12 Other Communications Operations C.S.12 Other Communications Operations 
C.5.13 Training C.S.13 Training 

C.5.14 Wireless Mgmt C.5.14 Wireless Mgmt 
C.5.15 Continuity Mgmt C.S.IS Continuity Mgmt 

Sub Sub 
Totals Totals 

The proposed changes to the current staffing levels were developed based upon our current 
experience through actual daily tasking. The development of the new labor mix for the various 
PWS elements was the result of the inclusion of 5 additional EAGLE labor categories to the IT­
NOV A Task Order: 

Applications Engineer (Senior) 
Business Process Reengineering Spec (Senior) 
Computer Systems Analyst (Senior) 
Information Engineer (Principal) 
Information Technology Senior Consultant 

Lockheed Martin Proprietary Information 

FTEs 

(b) (4) (b) (4)
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PWS C.S.3 Infrastructure Engineering Services 

 

 

The proposed changes are designed to take advantage of operational efficiencies expected from 
the deployment of new technology, personnel with new skill sets and the re-engineering effort of 
process and procedures. 

  

   
 

Lockheed Martin Proprietary Information 3 

(b) (4)
(b) (4)

(b) (4)

(b) (4)
(b) (4)
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The complexity of the DHS/HQ operating environment mandates processes that are highly 
integrated with DHSIHQ, its subordinate components, and operating partners such as CBP. 
These processes, whether automated or manual must ensure the integrity of the systems and the 
inherent dependencies during normal operations, issue resolution, and system enhancements. In 
order to ensure this integrity and to achieve required operational efficiencies, it is imperative that 
each process and procedure be effective, robust, and maintains the dependencies of each 
operating partner. 

The proposed exchange of labor categories will through the focused re-engineering effort and 
streamlining of current process and procedures in order to achieve the operational efficiencies 
expected from existing technology, the deployment of new technology, and the availability of 
human resources. 

LDckheed Martin Proprietary Information 4 

(b) (4)

(b) (4)
(b) (4)



Lockheed Martin Corporation IT-NOVA Program 

1123/2009 

Lockheed Martin Proposal 
For Additional Labor Categories 

Department of Homeland Security 
Office of the Chief Information Officer (OCIO) 

Information Technology Services Office 
HQ Services Division 

December 11, 2008 

Lockheed Martin Proprietary [nfonnation Page I of 11 
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REFERENCE HO. Of DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-D-00017 /HSHQDC-08-J -00138/ P00006 

NAME OF OfFEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

lTEMNO 

(A) 

0001 

SUPPllESISEFMCES 

(B) 

Department of Homeland Security 
24 5 Murray Lane 
Bldg. 410 
Washington DC 20520 

FOB: Destination 
Period of Performance: 06/01/2008 to 01/31/2013 

Change Item 0001 to read as follows(amount shown 
is the obligated amount): 

Base Year 
Operations and Maintenance Support Services (HSD) 
This CLIN shall not exceed the amount of 
$29, 789, 173.00. Funding shall be obligated in 
the following amounts: 
1. Operations and Maintenance Support Services 
(HSD) $29,564,505.00 
2. Survey, Design, Integration, Deployment and 
Training of Remedy Asset Management and Change 
Management Modules $224,668.00 
Period of Perfonnance: 06/01/2008 to 05/03/2009 

Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
84 FY2008 
Funded: $0.00 
Accounting Info: 
SCACOOB-000-IX-22-11-02-000-02-05-0000-00-00-00-00 
-GE-OE-25-41-EM0122 
Funded: $0. 00 
Accounting Info: 
SCAC008-000-IX-22-ll-02-000-02-05-0000-00-00-00-00 
-GE-OE-25~44-S00024 

Funded: $0.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
4 4 CY2008 
Funded: $0. 00 
Accounting Info: 
RWC804 9 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 31 
18 FY2008 
Funded: $0. 00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
76 FY2008 
Continued ... 
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REFERENCE NO Of DOCUMENT BEINGCONTINUEO 

CONTINUATION SHEET HSHQDC-06-0-00017/HSHQDC-08-J-00138 I P00006 

fiiWE OF OFFEROA OFt CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO. 

(Al 

0002 

0003 

0004 

Funded: ;;o. 00 
Accounting Info: 

SUPPLIESISERVICE8 

18) 

RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
74 FY2008 
Funded: $0. 00 

Change Item 0002 to read as follows(amount shown 
ls the obligated amount): 

Base Year 
Operations and Maintenance Support Services ODC 1 s 
HSD 
NTE $1,700,000.00 
Period of Performance: 06/01/2008 to 05/03/2009 

Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
84 FY2008 
Funded: $0, 00 

Change Item 0003 to read as follows(amount shown 
is the obllgated amount): 

Base Year 
Spectrum support Ser•.rices 
ESD 
NTE $1,080,000 
Period of Performance: 06/01/2008 to 05/03/2009 

Accounting Info: 
WLPG007-000-IX-22-12-00-000-02-05-0000-00-00-00-00 

GE OE 25 44 WL0032 
Funded: $0, 00 

Change Item 0004 to read as follows(amount shown 
is the obligated amount) : 

Ba~e Year 
Spectrum ODC~ 
ESD 
NTE $20,000 
Period of Performance: 06/01/2008 to 05/03/2009 

Accounting Info: 
WLPG007-000-IX-22-12-00-000-02-05-0000-00-00-00-00 

GE OE 25 44 WL0032 
Funded: $0. 00 

Continued ... 

OUANTITY~IT 

(C) (DI 
UNIT PRJCE 

IE) 

Of 

AMOUNT 

IF) 

OPTIOHAL l"OAU !3e 1'-815) .,.._,,,, .... 
l"AA ('48 CFR} "-110 

8 

0.00 

0.00 

o.oo 



REFERENCE NQ_ OF IX>CUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-0 6-D-000 l 7 /HSHQDC-08-J··00138 /P00006 

fi.l.ME OF OFFEROR OR CONTRACTOR 
LOCKHEED MARTIN SERVICES INC 

ITEM NO 

(A) 

0005 

0006 

0007 

SUPPLIESISE.RVICES 

(B) 

Change Item 0005 to read as follows(amount shown 
is the obligated amount): 

Base Year 
Infrastructure Transformation Program {ITP) 
ESD 
NTE $830,916.80 
Period of Performance: 06/01/2008 to 05/03/2009 

Accounting Info: 
SCAC007-000-IX-22-ll-02-000-02-05-0000-00-00-00-00 
-GE-OE-25-44-EP0012 
Funded: $0. 00 

Change Item 0006 to read as follows(amount shown 
is the obligated amount) : 

Base Year 
Infrastructure Transformation Program ODC's 
ESD 
NTE $40,000 
Period of Performance: 06/01/2008 to 05/03/2009 

Accounting Info: 
scAcoo7-ooo-rx-22-11-02-ooo-02-05-oooo-oo-oo-oo-oo 

(GE) OE 25 44 EP0012 
Funded: $0. 00 

Change Item 0007 to read as follows(amount 3hown 
is the obligated amount) : 

Base Year 
Security support Services 
ESD 
NTE $690,977.20 
Period of Performance: 06/01/2008 to 05/03/2009 

Amount: $452,987.00 
Accounting Info: 
IFSR008-000-IX-22-10-05-000-02-05-0000-00-00-00-00 
-GE OE 25 44 SC0032 
Funded: $0. 00 

Amount: $237,990.20 
Accounting Info: 
OINFOOB-000-IT-21-14-10-000-02-05-0500-00-00-00-00 
-GE OE 25 44 SC0021 
Funded: $0.00 

Change Item 0008 to read as follows(amount shown 
Continued ... 
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REFERENCE HO Of" DOCUMENT BEING CON'l'ViUEO 

CONTINUATION SHEET HSHQDC-06-D-00017/HSHQDC-08-J-00138 / P00006 

NAME OF OffEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEMNO 

(Al 

0008 

0009 

8UPPllESJSERvtCES 

(B) 

is the obligated amount) : 

Base Year 
Security Support Services CDC's 
ESD 
NTE $40,000 
Period of Performance: 06/01/2008 to 05/03/2009 

Accounting Info: 
OINF008-000-IT-21-14-10-000-02-05-0500-00-00-00-00 
-GE OE 25 44 SC0021 
Funded: $0.00 

Change Item 0009 to read as follows(amount shown 
is the obligated amount): 

Base Year 
OHS Headquarters Coop Support and Exercises 
NTE $1,677,163 
Period of Performance! 06/01/2008 to 05/03/2009 

Accounting Info: 
NONEOOB-OOO-MA-20-01-00-000-02-07-0800-00-00-00-00 
-GE-OE-25-44-000000 
Funded: $0 .00 

QUANT1TY kJNrr 
(C) D) 

UNIT PRICE 

(E) 

AGE OF 

5 8 

AMOUNT 
(F) 
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Accordingly, the following changes are hereby made to Task Order HSHQDC-08-J-00138: 

1. The Task Order HSHQDC-08-J-00138 base year period of performance is hereby extended at no 
cost to the Government. The base year period of performance is hereby changed from June l, 
2008 through April l 0, 2009 to June l, 2008 through May 3, 2009. 

2. The Lockheed Martin proposal dated March 20, 2009 for Survey, Design, Integration, 
Deployment and Training of Remedy Asset Management and Change Management Modules is 
hereby incorporated into the task order at no additional cost to the Government. The labor costs 
for the installation of the Survey, Design, Integration, Deployment and Training of Remedy Asset 
Management and Change Management Modules shall be billed against CUN 0001 Operations and 
Maintenance Support Services (HSD) with a total cost not to exceed the amount of $224,668.00. 
A sixty (60) calendar day period beginning on April l l, 2009 will be allotted for the Lockheed 
Martin Survey, Design, Integration, Deployment and Training of Remedy Asset Management and 
Change Management Modules personnel to clear the DHS Entry on Duty (EOD) process. 

3. [n accordance with Section L 11 "Key Personnel of Facilities" of the task order, Technical Exhibit 
1. 700 Key Personnel Listing, effective as of April 7, 2009 is hereby incorporated into this task 
order. (See Attachment I) 

4. Revise Section F.1 - TASK ORDER TERM to read: 

Base Year: The task order term is revised from June I, 2008 through April 10, 2009 to read June 
1, 2008 through May 3, 2009. If exercised, the period of performance for the option years is 
revised to read as follows: 

Option 1: 

Option 2: 
Option 3: 
Option 4: 

Revised from April 11, 2009 through January 31, 2010 
To read May 4, 2009 through January 31, 2010 
February 1, 2010 through January 31, 2011 (No Change) 
February 1, 2011 through January 31, 2012 (No Change) 
February 1, 2012 through January 31, 2013 (No Change) 

5. The total amount of Base Year Contract Line Item Numbers (CLINS) 0001 through 0009 remains 
unchanged at $35,868,230.00. 

6. The value and total amount funded/obligated to the task order remains unchanged at 
$35,868,230.00 

7. The ceiling for this task order remains unchanged at $288,499,204.00. 

8. All other terms and conditions remain the same. 



IIuriIer lIbor CIIItory 

1 ~Manager 

2 Deputy Progam Manager 

3 Projed Control Specialist 

4 DisasIer Recovery SpeciaIis! 

5 Deployment MMager 

6 Systems Archit8c:t 

7 Systems Engineer 

8 SME Level III 

9 IT Security SpeciIilslLevelIIi 

10 Comm & Netwa1< EngiMer Level IV 

11 Comm IN! Mgr I..eveIIiI 

12 COI.ISEC SlIE Level III 

13 Systems Cps Mgr I..eveIIII 

14 Systems eng;r-1..eveI11I 

15 Help Desk Mgr (RC) Level III 

16 Held Des!< Mgr (End User) I..eveIIII 

17 Comm Netwa1< Engineer Level IV 

18 Voice Comm Mgr Level III 

19 Coolm Netwa1< Enginee< (CATV) Level IV 
20 !los Cas Anayst Level III 

21 Wireless Canrm.nicallons 

~ 
Executive Cornms MMager 

23 Remedy c-iderIIion T_ 
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2S Remedy ContIdotatIon ~

Attachment 1 

Page 2 of2 

HSHQDC-06-D-00017! HSHQDC-08-J-OO!38 
Page 2 of 2 

(b) (4)



04/30/2009 14:40 3El3522607 LOO<f-£ED MARTIN 

)0007 
006 S"tl Block .! lo::C:...._ __ r~illlllii'ilRiii:iY°:iW<iiW.ruimlo-'C(>5r!;;;;Oi;;;;;;~;;; 

DHS/OPO/nA::..._ __ 7. 

o.s. ~t. of Homeland Ssc,rity 
OtficQ o! Procurement Operction.1 
Information TGch. AcqtJisit;cm Div. 
2 4 5 Mu:rray Lsn•, SW 
Building HO 
W••hinqton DC 20528 

LOC!Ul!:ED l'!l\RTIN SERVI~ IN: 
2339 ROUTE 70 Wl!:ST E"LOOR 3~ 

CHERRY HILL NJ 08002331' 

U.S. O<>pt. of Homeland Socurity 
Offlc~ of Procurement Operatic~ 
Jnformation T~ch. Acqui~ition Div. 
2~5 Murray LAne, SW 
Building 410 
ff&•hinqton DC 20,29 
(x) loA. OF lruCm< NO. 

NO 

"'"· 

'AGE 02/17 

I'_,..,"°"" - os10212008 

~Ull.i-itl~~~~~~=========--
Olhl mor... ~ to1o1t1t1on • ..-dod • • 1 '°""'" """1.t. 1hl 10 .. n dlM IP« '*' fl!;1t nlOlllpt t:1 °""' o•~ n 11 ~ ~ 

Olfn!'nUlll .. ezM• l'fotCMd .. ~ ~~~~~#Id 11't~ lt't II 1 tollcl~ ttt Mlmtl1Ctid, by cll'ltdtn.~~ (•I By~ 
IW!ts8r411,irc:I~ ~dlhlf~ {bl~d:r'!OIMU11~(1ff'lil~CS'l~OClf1P'dhl;rff#~ltttd;or(~8)­

~--otlMO'Wn~lndudN •IWflft 1Mto1'M ~ tild ~IU' ~ ~Al.UN OI' 'l"OUt:~ TO 81 Jlle:oetv!D A.T 
nt1 l't.AOe. De&IOHAlE !'Oft M ~ t I' tJll'ffft8 PRfQR Tt: fl ti! HOl,.R AND IATt Sl"'ecFD MAY "'SULT ti R'-l&CTION <:# VO\.R. QRtEt ftJ'/ 
'o'ltl.lt d"'* ~ ~ ~ ICI ~., """•"*lldy Mlmltllld, •~aw., IM'!" "rruidO b, ~ or~. ptO'ridtd wd'I-.,.., erlt!tw ~ ~ 

iotNtolcbtlQl"rRll'lllt~n"r.u .,..pr1ol°i);h~il' vs'!ddlllll.,, ------------------------ ___ _ 
12ACCOUN'i'ibNCl~TI6H&T.a.17r~ Nft Increase: $42,283,315.74 
SQii!: Schedul• 

----tll:' c. rmm~mll:ll'1"11::>;~1:111!'8~ M iitllifUID m~i\JHWWW1t1 '™""'-""""'"""",------------------ ----

x FAR 52 • .217-9 "Opt.i :in to gxt•n(:_ the Te:r;n ..... o.;;f_;t;;:hc:~c....:cc.:o.:.n_;t_;•c:~:.:•:.:t:.."-------------- ----
a. ~AHTr ~ 01tnc l!l•~tot'W !Nt~· l'ldNtlan oow.11;1ihr~~ 

1~.De.~OF'~T lN~~UC,"ic'K:rl~ ~ . •QijltfldSJIJlfCt,.,,.,.._.,...~.J 
DUNS Numbar: 805<~83?3+0010 

ThQ purpo9e Qf this modifi ::stion i.s to exereia' Option :fear 1 o! Ta:sk Or.d•r 
RSHQOC-08-J-001381 increa8a the ta~k orjer val~' and amount o! obligated !unding; delQtQ 

Section. B - contract Line rtam NumberH (CLINS) 0010 throuqh 002~~ "dd r•-numbQred CLINS to 
Sectlon Bt del&t• Section :: - St•t*lnQnt o! Wot) d.atQd November. 26, 2008; incorporata 
S"c.tiol'\ C - Statement of l)rk dated April 15, L009: "n.d revise Sect;iort G.6 - Invoice 
Re qui :t9ment:a. 

i.oJfi.eCiild Martin propo••l er titled~ "IT··!- OVA eric c Propo•oJl for Option Ye$J:' 1" dat'1'!d April 
20, 2009 .l~ incorporated i:-tto thi• ta~1k order. ~ccordin9ly. th" to1lowinq net.ions are 
~•cutCid throuqh th:l.e Medi fica.tion P01JC 07: 
Continued ... 
S,.. M ptCMdlicl hlrttl, .. fntl fl'1d l;IOl'dticrw, ~hi~~"'°' d n a.n Mot OA, ti~~~~~ In u bw .id lllhd. 

,g_, .... _, __ ~ ~= ~~:;·;·(~=~-·- ,.,_=-~-,0-·,0~1 
,· ~FOR)IJO~. 1C !13) 
_..,_ 
~ ..... (48 CFRJ 5a,~ 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-D-00017 /HSHQDC-08-,J-00138/ POIJOO'J 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO 

!A) 

0010 

SUPPLIES/SERVICES 

(Bi 

1. Option Year 1 for the pericd of May 4, 2009 
through January 31, 2010 is hereby exercised. 
This is done in accordance with FAR 52.217-9 
"Option to Extend the Term of the Contract" 
(March 2000). 

2. The task order value and amount of funding 
obligated is hereby increased from $35,868,230.00 
by $42,283,315.74 to $78,151,545.74. The 
Contractor shall not exceed the total obligated 
funding amount of $78,151,545.74. 

3. The ceiling for this task order remains 
unchanged at $288,499,204.00. 

4. Section B - Supplies/Services is revised to 
delete Contract Line Item Nwnbers (CLINS) 0010 
through 0025 in their entirety. Newly renumbered 
CLINS 1001 through 1004; 2001 through 2004; 3001 
through 3004; and 4001 through 4004 are hereby 
added to correctly identify CLIN option yea~ 
nurnberinq. 

5. Sectic)n 
26, 2008 is 

C - Statement of Work 
hereby deleted in its 

dated November 
entirety. 

6. Section C - Statement of Work dated April 15, 
2009 is hereby incorporated lnto the task order 
and includes new Section C. 9 '~-Performance 
Metrics Definition Document. 

7 Section G.6 - Invoice Requirements is revised 
to add new subparagraph Section G.6.6 -
Billing/Invoice Instructions. (see page 14 of 
this Modification P00007) 

8. All other terms and conditions remain 
unchanged. 
Discount Terms: 

Net 30 
FOB: Destination 
Period of Performance: 06/01/2008 to 01/31/2013 

Change Item 0010 to read as follows(arnount shown 
is the obligated amount) : 

DELETE CLIN - This CLIN has been rf~numbered. {See 
CLIN 1001) 
Option ·tear l 
Continued ... 

QUANTITY !.;NIT 

1C) (D) 

I 

UNIT PRICE 

(El 

AGE 

2 

OF 

AMOUNT 

(F) 

OPTK>NA.L FORM 338 (.._.llo5) 

~byGSA 
FAR(46CFR)~110 

16 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-D-00017 /HSHQDC-08-cT ·00138 I P00007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO SUPPLIES/SERVICES 

(Al IBI 

Operations and Maintenance Support 
HSO. 
lunount: $0. 00 (Option Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER 
TELECOMMUNICATIONS SERVICES 

Services 

ADP & 

Ch2:1nge Item 0011 to read as follow.s(amount 
is the obligated amount) : 

shown 

0011. DELETE CLJN . This CLIN has be on renumbered. (See 

CLIN 1002) 

Option Year 1 

Operations '3.Dd Maintenance Support Servicc;s ODCs 
HSD. 
NTE $6,000,000.00 
Amount: $0.00(0ption Line Item} 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

Change Item 0012 to read as follows(amount shown 
is the obligated amount): 

0012 DELETE CLIN - This CLIN has been renumber<=:d. (See 
CLIN 1003 I 
Option Year 1 

Wireless Managemenr_ Office 
ESD 
Amount: $0.00(0ption Line Item) 
Product/Service Code: 0399 

Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

Change Item 0013 to read as follows(amount shown 
is the obligated amount): 

0013 OELETE CLIN - This CLIN has been renumbered. (See 
CLIN 1004) 
Option Year 1 
Wireless Management Office OD Cs 
ESD 
Amount: $0 .00 (Option Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

Change Item 0014 to read as follows (amount shewn 
is the obligated amount): 

Continued ... 

NSN 7$.W--01-1$2-8067 

QUANTlfY 

(Cl 
~NIT UNIT PRICE 

IOI IE) 

AGE OF 

3 

M40UNT 

1'.F'i 

OPTIONAL FORM 336 (4-lle) 
~byGM 
FAR(~8CFR)5.3110 

16 

0.00 

0.00 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQOC-06--D-00017 /HSHQDC-08-J--00l38/P00007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SEP.VICES INC 

ITEM NO 

(Al 

0014 

0015 

SUPPLIES/SERVICES 

(8) 

DELETE CLIN -This CLIN has been renurnbered. (See 

CLIN 2001) 
Option Year 2 
Operations and Maintenance Support Services 
(H2,0) 

Amount: $0.00(0ption Line Item) 

Accounting Info: 
PWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
84 FY2008 
Funded; $0.00 
Accounting Info: 
SCACOOB-000-lX-22-11-02-000-02-05-0000-00-00-00-00 
-GE-OE-25-41-EM0122 
Funded: $0. 00 
Accounting Info: 
SCACOOB-000-IX-22-ll-02-000-02-05-0000-00-00-00-00 
-GE-OE-25-44-800024 
Funded: $0.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
4 4 FY2008 
Funded: $0. 00 
Accountinq Info: 
PWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 31 
18 FY2008 
Funded: $0. 00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
76 FY2008 
Funded: $0.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
74 FY2008 
Funded: $0 .00 

Change Item 0015 to read as follows(amount shown 
is the obligated amount): 

DELETE CLIN - This CLIN has been renumbered. (See 

CLIN :2002) 
Option Year 2 
Operations rtnd Maintenance Support Services ODCs 
HSD 

Amount: $0.00(0ption Linn Item) 
Continued ... 

NSN 7S.0.01-152-8067 

QUANTITY ~NIT 

(Cl (DJ 

UNIT PRICE 

IE) 

AGE OF 

4 16 

AMOUNT 

IF) 

OPTIONAL FORM 3.38 (•Hl6} 
SponSOf&d try GSA 
FAR(~ CFR) 53 110 

0.00 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTlNUED 

CONTINUATION SHEET HSHQDC-06 ,D-00017/HSHQDC-08-,T-0013 8 I 200007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO SUPPLIES/SERVICES 

(Ai IBI 

Product/Service Code: 0399 
Product I SerT.fice Description: OTHER ADP & 

TELECOMMUNICATIONS SERI/ICES 

Change Item 0016 to read as follows(Cl.mount shown 
is the obligated amount): 

r)()l 6 DELETE CLIN This CLTN has been renurnb0red. (See 
CLIN 2003) 

Option Year 2 
Wireless Management Office 
ESD 
Amount: $0.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

ChcJ.nge Item 0017 to read as follows(amount shown 
is the obligated amount): 

0017 DELETE CLIN - This CLIN has been renumbered. (See 

CLIN 2004 l 
Option Year 2 
Wireless Management Office ODCs 
ESD 
Arnoun-c: $0.00{0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

Change Item 0018 to read as follows(amount shown 
is the obligated amount): 

0018 DELETE CLIN -This CLIN has been renwnbered. (See 
CLIN 3001) 

Option Year 3 
Operations and Maintenance Support Services 
HSD 
Amount: $0.00(0ption Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

Change Item 0019 to read as follows(amount shown 
is the obligated amount): 

0019 DELETE CLIN - This CLIN has been renwnbered. {See 
CLIN 3002) 
Option Year 3 
Operations and Maintenance Support Services ODCs 
Continued ... 

QUANTITY 

(C) 

lJNIT UNIT PRICE 

(D) (£) 

AGE 

I 

OF 

AMOUNT 
IF) 

OPTfON.'.L FORU 336 (4·Be) 
-by GSA 
FAR (48 CFR) 53,110 

16 

CJ. L)Q 

0. :JO 

0.00 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-D-00017 /HSHQDC-08-J-00138/P00007 

NAME OF OFfEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO SUPPLIES/SERVlCES 

!A) (B) 

HSD 
A.mount: $0.00(0ption Line Item) 
Product/Service Code: 0399 
Product/ Service Description: OT BER ADP & 

TELECOMMUNICATIONS SERVICES 

Change Item 0020 to read as follows la.mount shown 
ls the obligated amount): 

0020 DELETE CLIN - This CLIN has been renumbered. (See 
CLIN 3003) 

Option Year 3 
Wireless Management Office 
ESD 
Amount: $0.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SEHVICES 

Change Item 0021 to read as follows(amount shown 
ls the obligated a.mount) : 

0021 DELETE CLIN - This CLIN has been renumbered. (See 
CLIN 3004) 
Option Year 3 
Wireless Manaqement Office oocs 
ESD 

Amount: $0.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOM:MUNICATIONS SERVICES 

C..:hange Item 0022 to read as follows(amount shown 
is the obligated amount): 

0022 DELETE CLIN - This CLIN has been renumbered. (See 
CLIN 4001 I 
Option Year 4 
Operations and Maintenance Support Services 
HSD 
Amount: $0.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

Change I-rem 0023 co read as follows(amount shown 
is the obligated amount) : 

0023 DELETE CLIN - This CLIN has been renumbered. (See 
CLIN 4002 I 
Continued ... 

NSN 75'40.-01-152·8067 

QUANTITY 

!C) 
UNIT UNIT PRICE 

ID) (E) 

AGE OF 

6 

AMOUNT 

IF) 

OPTIONAL FORl.4 336 (-4--86) 
Sponll-Ofed by GSA 
FAR (48 CfR) 53.110 

16 

0.00 

0.00 

0.00 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-D-00017 /HSHQDC-08-J-00138/P00007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO 

(A) 

U024 

0025 

1001 

Option Year 4 

SUPPLIES/SERVICES 

18) 

Operations and Maintenance Support Services ODCs 
HSD 
Amount: $0.00(0ption Line Item) 

Product/Service Cede: 0399 

Product/Service Description: OTHER ADP & 
T£LECOMMONICI'"'I'IONS SERVICES 

Change Item 0024 to read as follows(amount shown 
is the obli9ated amount:): 

DELETE CLIN 
CLIN 4 003) 

Opt ion Year 4 

This c:LIN has been renumbered. (See 

Wireless Management Office 
ESD 
Amount: $0.00(0pti.-:in Line Item) 
Product/Ser·Jice Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMM:UNICATIONS SEP.VICES 

Change Item 0025 to read as follows(amount shown 
is the -:=ibl igated amount): 

DELETE CL IN 

CLIN 4004) 
Option Year 4 

This CLIN has been renumbered. (See 

Wireless Management Off ice ODCs 
ESD 
Amount:: $0. 00 (Option Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS ~)ERVICES 

Add Item 1001 as follows: 

Option Year 1 

Operation and Maintenance Support Service HSD: 
PWS Sections: C.1,3,4 and C.5.1 through C.5.13 
and c.S.15 
NTE $36,879,910.88 
Period of Performance: 05/04/2009 through 
01/31/2010 
Product/Service Code: 0399 

Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 

Accounting Info: 
RWC90·19 RWC 
WF-99-01-00-000-02-05-0400-05-00-00-00 GE OE 25 
Continued ... 

QUANTITY UNIT 

(Cl (D) 

UNIT PRICE 

(El 

AGE OF 

7 

AMOUNT 

1F) 

16 

Cl. 00 

0.00 

36, 879, 910. 88 

OPTIONAL FORM 336 (4-00) 
spon~or&d by GSA 
FAR(4BCFR)!i3110 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC.-0 6-D-000l7/HSHQDC-08-J-00138 /P00007 

NAME OF OFFEROR QR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO 

(Al 

1002 

76 FY2009 

SUPPLIES/SERVICES 

IB) 

Funded: $3,042,780.43 
Accounting Info: 
RWC9049 RWC 
WF-99-01-00-000-02-05-0400-05-00-00-00 GE OE 31 
18 FY2009 
Funded: $9, 360, 24S .10 
Accounting Info: 
RWC9049 RWC 
WF-99-01-00-000-02-05-0400-05-00-00-00 GE OE 25 
84 FY2009 
Funded: $14,533,729.08 
Accounting Info: 
RWC9049 RWC 
WF-99-01-00-000-02-05-0400-05-00-00-00 GE OE 25 
44 FY2009 
Funded: $8,752,699.29 
Accounting Info: 
RWC9049 RWC 
WF-99-01-00-000-02-05-0400-05-00-00-00 GE OE 25 
74 FY2009 
Funded: $549,861.84 
Accounting Info: 
BCEP-NONE009-000-MA-20-01-00-000-02-07-0800-00-00-
00-00-000000 
Funded: $640,595.14 

Add Item 1002 as follo'.-.rs: 

Option Year 1 
Operation and Maintenance Support Service HSD 
oocs 
(Travel and Direct Materials associated directly 
with the performance under this task order.): 
PWS Sections: C.5.1 through C.5.13 and C.5.15 
NTE $2,303,404.86 
Period of Performance: 05/04/2009 through 
01/31/2010 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMM:UNICATIONS SERVICES 

Accounting Info: 
RWC9049 RWC 
WF-99-01-00-000-02-05-0400-05-00-00-00 GE OE 25 
41 FY2009 
Funded: $1,500,000.00 
Accounting Info: 
BCEP-NONEOO 9-000-MA-20-01-00-000-02-07-0800--00-00-
00-00--000000 
Continued ... 

QUANTITY ~NIT 

(C) {D) 

UNIT PRICE 

(E) 

AGE OF 

8 16 

AMOUNT 

IF) 

2,303,404.86 

OPTIONAL FORM 336 (4-88) 
Spoo$0red try GSA 
FAR(4BCFR}~110 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-0-000l7/HSHQDC-08-,J-0013 8 I P00007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO 

IA) 

100.3 

1004 

2001 

Funded: $803,404.86 

SUPPLIES/SERVICES 

18) 

Add Item 1003 as follows: 

Option Year l 
Wireless Management Office ESD: 
PWS Section: C.5.14 
NTE $2,948,574.72 
Period of Performance: 05/04/2009 through 
01/31/2010 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 

Accounting Info: 
SCAC009-000-IX-22-ll-02-000-02-05-0400-04-00-00-00 
-GE-0E-25-76-FY2009 
Funded: $2,565,276.00 
Accounting Info: 
WLPGOOX-000-IX-22-12-00-000-02-05-0400-04-00-00-00 
-GE-OE-25-76-FY2009 
Funded: $383,298.72 

Add Item 1004 as follows: 

Option Year 1 
Wireless Management Office ESD ODCs 
(Travel and Direct Materials associated directly 
with the performance under this task order.): 
PWS Section: C.5.14 
NTE $151,425.28 
Period of Performance: 05/04/2009 through 
01/31/2010 
Product/Service Code: 0399 

Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 

Accounting Info: 
SCAC009-000-IX-22-ll-02-000-02-05-0400-04-00-00-00 
-GE-OE-25-76-FY2009 
Funded: $90,000.00 
Accounting Info: 
WLPGOOX-000-IX-22-12-00-000-02-05-0400-04-00-00-00 
-GE-OE-2 5- 7 6- FY2 00 9 

Funded: $61,425.28 

Add Item 2001 as follows: 

Option Year 2 
Operation and Maintenance Support Service HSD: 
Continued ... 

QUANTITY UNIT 

IC) (D) 

UNIT PRICE 

(E) 

AGE OF 

9 16 

AMOUNT 

IF) 

2,948,574.72 

151,425.28 

OPTtONAL FORM 3-Je ("4..{16) 

$ponso/l!<l hy GSA 
FAR(48CFR)5J110 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-0-00017 /HSHQDC-0S-J-00138/P00007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN 3ERVICES INC 

ITEM NO 

{Al 

2002 

SUPPL!ESISERVlCES 

(B) 

PWS Sections: C.l,3,4 and C.5.1 through C.5.13 
and C.5.15 
NTE $51,371,156.00 
Period of Performance: 02/01/2010 through 
01/ 31/2011 
Amo'-.,;.nt: ·~sl,371,156.00i.Option Line Item) 

Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
84 FY2008 
Funded: $0.00 
Accounting Info: 
SCAC008-000-IX-22-ll-02-000-02-05-0000-00-00-00-00 
-GE-OE-25-41-EM0122 
Funded: $0. 00 
Accounting Info: 
SCAC008-000-IX-22-ll-U2-000-02-05-0000-00-00-00-00 
-GE-OE-25-44-S00024 
Funded: $0. 00 
Accounting Info: 
RWC8049 PWC 
WF-99-0l-00-000-02-05-0000-00-00-00-00 GE OE 25 
44 FY2008 
Funded: $0. 00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 31 
18 FY2008 
Funded: $0. 00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
76 FY2008 
Funded: $0.00 
Accounting Info: 
RWC8049 RWC 
WF-99-01-00-000-02-05-0000-00-00-00-00 GE OE 25 
74 FY2008 
Funded: $0.00 

Add Item 2002 as follows: 

Option Year 2 
Operation and Maintenance Support Service HSD 
ODCs 
(Travel and Direct Materials associated directly 
with the performance under this task order. l : PWS 
Sections: C.5.1 through C.5.13 and 
C.5.15 ............ NTE $6,000,000.00 
Continued .. . 

NSN 7~01-1 ~2-~7 

QUANTITY µNtT 

IC) ID! 
UNIT PRICE 

IE) 

AGE OF 

10 16 

AMOUNT 

IF) 

OPTION,.l.L FORM 331! (.4--86) 
SjXln~ by GSA 
F'AR (48 CFR) !i3 110 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-D-00017 /HSHQDC-08-J-00138/P00007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SEP.VICES INC 

ITEM NO SUPPLIES/SERVICES 

!Al (Bl 

Period of Performance: 02/01/2010 through 
01/31/2011 
Arnoun t: $6,000,000.00{0ption Line Item) 
Product I Ser·1ice Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMt1UNICAT IONS SERVICES 

Add Item 2003 as follows: 

2003 Option Year 2 
Wireless Management Offic<o:~ ESD: PWS Section: 
c. s. 14 
NTE $4,115,942.00 
Period of Performance: 02/01/2010 through 
01/31/2011 
Amount: $4,115,942.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

Add Item 2004 a. 3 follows: 

2004 Option Year 2 

Wireless Management Office ESD ODCs (Travel and 
Direct Materials associated directly with the 
performance 11nder this task order.): PWS Secticn: 
C.5.14 .............. NTE $120,000.00 
Period of Performance: 02/01/2010 through 
01/31/2011 
Amount: $120,000.00!0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICAlIONS SERVICES 

Add Item 3001 as follows: 

3001 Option Year 3 
Operation and Maintenance Support Service HSD: 
PWS Sections: c .1, 3, 4 and c. 5 .1 through C.5.13 
and C.S.15 
NTE $52,442,323.00 
Period of Performance: 02/01/2011 through 
01/31/2012 
Amount: $52,442,323.QO(Option Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHEF: ADP & 

TELECOMMUNICATIONS SERVICES 

Add Item 3002 as follows: 

Continued ... 

QUANTITY 

!Cl 

UNIT UNIT PR!CE 

{DI {E) 

AGE OF 

11 

AMOUNT 

I Fl 

OPT~NAL FORM J38 (4·00) 
Sponicr&d by GSA 
FAA ('i-8 CFR) 53 110 

16 

0.00 

0.00 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-0 6- o-00017/HSHQDC-08-J-00138 I P00007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SERVICES INC 

ITEM NO 

(A} 

3002 

3003 

3004 

4001 

Option Year 3 

SUPPLIES/SERVICES 

(B) 

Operation and Maintenance Support Service HSO 
ODCs 
(Travel and Direct Materials associated directly 
with the performance under this task order.): PWS 
Sections: C.5.1 through C.5.13 and 
C.5.15 ...... NTE $6,000,000.00 
Period of Performance: 02/01/2011 through 
Ol/Jl/2012 
Amount: $6,000,000.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 

TELECOMMUNICATIONS SERVICES 

Add Item 3003 as follows: 

Option Year 3 
Wireless Management Office ESD: PWS Section: 
C.5.14 
NTE $4,238,554.00 
Period of Performance: 02/01/2011 through 
01/31/2012 
Amount: $4,238,554.00{0ption Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 

Add Item 3004 as follows: 

Option Year 3 
Wireless Management Off ice ESD ODCs 
(Travel and Direct Materials associated directly 

·with the performance under this task order.): FWS 
Section: C.5.14 
NTE $120,000.00 
Period of Performance: 02/01/2011 through 
01/31/2012 
Amount: $120,000.00(0ption Line Item) 
Product/Service Code: D399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 

Add Item 4001 as follows: 

Option Year 4 
Operation and <1aintenance Support Service HSD: 
PWS Sections: C.1,3,4 and C.5.1 through C.5.13 
and C.5.15 
NTE $53,075,751.00 
Period of Performance: 02/01/2012 through 
Continued ... 

NSN 7540-01-152-8067 

QUANTITY UNIT 

IC} IDI 

UNIT PRICE 

IE} 

AGE OF 

12 

AMOUNT 

(F} 

OPTIONAL FORM 336 (~-86) 
Sponwred by GSA 
FAR (48 CFR) ~3. 110 

16 

0.00 

0.00 

0.00 

0.00 



REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSHQDC-06-D-00017 /HSHQDC-08-J-00138/P00007 

NAME OF OFFEROR OR CONTRACTOR 

LOCKHEED MARTIN SEP.VICES INC 

ITEM NO 

!Al 

4002 

4003 

4004 

01/31/2013 

SUPPLIES/SERVICES 

(Bl 

Amount: $53,075,751.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SEP1/ICES 

Add Item 4002 as follows: 

Option Year 4 
Operation ci.nd Maintenance Support Service HSD 
ODCs 
(Travel and Direct Materials associated directly 
with the performance under this task order.): PWS 
Sections: C.5.1 through C.5.13 and C.5.15 

NTE $6,000,000.00 
Period of Performance: 02/01/2012 through 
01/31/2013 
Amount: $6,000,000.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service 0(!Scription: OTHER ADP & 

TELECOMMUNICATIONS ::-;ERVICES 

Add Item 4003 as follows: 

Option Year 4 
Wireless Management Office ESD: PWS Section: 
c. 5. 14 
NTE $4,366,310.00 Period of Performance: 
02/01/2012 through 01/31/2013 
Amount: $4,366,310.00(0ption Line Item) 
Product/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 

Add Item 4004 as follows: 

Option Year 4 
Wireless Management Office ESD ODCs 
(Travel and Direct Materials associated directly 
with the performance under this task order.) : PWS 
Section: C.5.14 
NTE $120,000.00 Period of Performance: 
02/01/2012 through 01/31/2013 
Amount: $120,000.00(0ption Line Item) 
Produc~/Service Code: 0399 
Product/Service Description: OTHER ADP & 
TELECOMMUNICATIONS SERVICES 

QUANTlfY UNIT 

!Cl IOI 
UNIT PRICE 

IE) 

OF 

AMOUNT 

IFI 

NSN 75't0..01·151-8007 OPTfONAl FORU 300 1<1-Sl:l) 
Spon~l<ltryGSA 

FP.R(-'ISCFR)!>3110 

16 

0.00 

(). 00 

0.00 



HSHQDC-06-0-000 I 7/HSHQDC-08-J-00138/Modification P00007 14 

9. Revise Section 0.6 - Invoice Requirements by the addition of new subparagraph G.6.6 - Billing/Invoice 
Instructions, which reads as follows: 

G. 6.6 Billing/Invoice Instructions 

A. Billing shall occur at the CUN level. 
I. Billing shall be a representation of the total labor hours and total amount 

per CUN (for CLINS with associated labor categories); 
2. The Contractor is allowed to mix approved labor categories, in accordance 

with the most recent COTR approved staffing plan, as necessary to 
provide services required under this task order. 

B. Invoices shall include two forms per invoice. 

Form #1: The cover page shall be the SF1034, Public Voucher for Purchases and 
Services Other Than Personal 
a. The SF I 034 shall only reference one invoicing period. 
b. The SF I 034 shall include only one invoice number. 
c. The SF I 034 shall only reference CLIN numbers and respective 

totals for each CUN 
d. For services supplied, the total amount billed shall include all IT­

NOV A Costs incurred per CLIN per the invoicing period and all 
previous month's subcontractor costs. 

C. Form #2: The second page shall be a cost element summary that includes cost details 
submitted to the Government (separately) within cost detail binders titled "IT-NOVA 
(insert month) Costs Binder". The cost detail binders shall only be submitted to the 
task order COTR and CO via hand delivery. 

$ 
CLIN# COMMITIED 

$ --·-·~·-···-· 

I AWARDED EXPENDED 
'$ I · UNOBLIGATED 1 REMAINING 

I 

I 
1001 I I I -\-.-.. - .. --

I 

I I 1002 
1 

1003 I ··-

I 1004 I I 

I 
i 

I TOTAL I I 
I I 

I 

I 

I 



HSHQDC-06-0-000I7/HSHQDC-08-J-OO138/Modiftcation P00007 15 

IStandara-FOmlUS~--, 

I 
VOUCHER NO -~~l 

Revised October 1987 Form #1 I Deportment of the 
Treasury PUBLIC VOUCHER FOR PURCHASES AND 

I I SERVICES OTHER THAN PERSONAL TFM 4-2000 

' 

,034-122 

I 
U.S DEPARTMENT. BUREAU. OR ESTABLISHMENT ANO LOCATION DATE VOUCHER PREPARED SCHEDULE NO 

i 
CONTRACT NUMBER AND DATE PAID BY ! 

I ' I 

I 

L-- I 
REQUISITION NUMBER ANO DATE 

' 

PAYEE'S 
NAME 
ANO 

ADDRESS 

' 

SHIPPED FROM TO WEIGHT 

I 
I DATE INVOICE RECENEO 

--1 
I 

DISCOUNT TERMS 

_J 
PAYEE'S ACCOUNT NUMBER 

I 
GOVERNMENT Bil NUMBER 

! 

I I NUMBER DATE OF I ARTICLES OR SERVICES QUAN· UNIT PRtCE I AMOUNT 
, AND DATE o~e~;~~e' !Entel ~fl, I/am num0er DI contrKt or F-.:ieraJ fupPJy TITY I OF ORDER ~~. Mid~ lnform.tnn dHmed ~.ury) COST PER 

(Billing For Services Supplied. Total amount billed 
I (Overall Total From 
' Cost Element 

Period) includes all IT-NOVA (Insert Month) costs ' Summary sheet) 
incurred and all (lnaert Month) supporting cost 
details have been submitted to the Government 
(separately) as the "IT-NOVA (lneert Month) 
Costs Binders·. Please see attached (Insert 
Month) Cost Element Summary. 

I 
i \U&e continuation $heets If necessary) (P•vu mu.t NOT use th• •pace below) TOTAL 

I PAYMENr APPROVED FOR \ EXCHANGE RA TE DIFFERENCES 

I D PROVISIONAL =$ "'$1 00 

0 COMPLETE BY' 

0 PARTIAL 

0 FINAL Amovnl VM!filld: Q)ITK! to< 

0 PROGRESS TITLE {Sign"1~ O£lfllt181•) 

0 ADVANCE 

Pursuent to authori vsated 1n me, I certify that thu1 voucher is correct and proper fOf payment 

(Date) (Authorized CertifyinQ Otricer/ (11tle) 

ACCOUNTING CLASSIFICATION 

I, I CHECK NUMBER ON ACCOUNT OF U.S. TREASURY CHECK NUM8ER I ON (Namt1 of bank) 

I -------1 

1,, l'.::~"'"'-~""' ._M_O< __ ~, DATE ___ __,___P_A-YE_E_'------~-P-E-R----------~ 
I 

1
11 ·~~ •ba>ly to ~1111/r u1d ..,.r.onty 10 ~·'"' ~.., ""• ~~. o,;e ~....-..only" "'"ceUIO)I, <>1,,.,_ 1ne ) 

I 

~n~olfqrwils.ogr>U11~~"1?"ov>d!IO.o,,.,-ho1oft'lc> .. IM9 
1 wra~ • YO;t(;l'ltf .-1~~ int~.....,.,. Qt 1 <~ or COl"p!Jflll'9!'1. 111',.....,. ot Ille puoon ... ~i<lg !,.,. <'.:Oll1~n~ ot OVIXJ•litt 

o..,,. .. "4111811"-. c.-p,ior "'w!iKti"' ~·- "'.ni ~ ""'••...,..,. ·;,,,.,Cot compi,,.,. . .-rJolwl s.r...n s~· 01 
1°f•K<IJ"'" U I"' C.OM FNIY bol 

Prev1ot.11 edition usable 

TITLE 

NSN 7650--00..Sl-<4---4206 

I 'AIVACY ACT llTATl!MENT 
: ~ lf'.fr.irrriallOfl r~ed on lhit lorrn 11 r..:rwed und9f the provist0nt rJf 31 USC a2b and 82c, ror the purpot;e of dilbls11ng Fedlir.t in-on-v Tn. dctmat1on 
I reqv.1t9d •I to identify it...~ cr-..:MOf W1d tti.. •rnounl1 to b9p~d FlolJur•IO fu'f'!lththi-1 ~ ri ~' ascti•g.11 ot rr. ~"*11. oOl>gation 



HSHQDC-06-0-000I7/HSHQDC-08-J-OO138/Modification P00007 

Form #2 
Sample Cost Element 

Program Name: 

Delivery Order #: 

Base Year PoP: 

Month: 

Task Order Number 

Biiiing Period: 

1001 
(0010) 
1002 
(0011) 
1003 
(0012) 
1004 
(0013) 

Total Amount: 

(Month) 
COST ELEMENT SUMMARY 

IT NOVA 

HSHQDC-08-J-00138 

June Regular Voucher 

CUN Title Total Labor Hours 

Cost Incurred In June Volume 

Voucher# Voucher Date Amount 

Total 

Overall Total 

16 

VOUCHER# 

Total Dollar 
Amount 

Page# 



AMENDMENT OF SOLICIT A TIONIMODIFICA TION OF CONTRACT I' CO~CT ID CODE !PA:E Of PAvt-S 

I -, 
2 AMENDMENTIMOOIF!CAflON NO 3 (FFECTNE DATE 4 REQUISITION/PURCHASE REQ NO 15 PROJECT NO (!fa(J()Jicable) 

P00 1JrJ8 o-,i / 21 /2009 RUI0--09-HS130 

6 ISSUfD BY COD£ DHS/OPO;ITAC 7 ADMINISTERED BY 1/fofhf!r than Item 6) CODE !DHS/OPO/ ITAC 

[J. s. D•_,pt. ,-Jf ~lornfC'ldnd Security fJ. s. Dept. cf Bomeldnd Security 
t f i(:(' of Pro(_~\l re~rnen t .Jperat.ions Oft ice of Procurement Operations 

_nforrndtion T..::ch. Acquisition Div. Inforroat ion Tech. Acqui.sit.ivn Di 'i. 
245 Murray Lane, SW 245 Murray Lane, SW 
Buildin·J 410 Building 410 
Woshinqton DC 20~,28 Washington DC 20528 
8 NAME AND ADDRESS OF CONTRACTOR rNo. strwt, LOtfflfy, Sbh ¥'1d ZIP~) (x) 

f-

9A AMENDMENT OF SOLICITATION NO 

LOCKHEED MAFTIN SERVICES INC 
2319 ROUTE 70 WEST FLOOR 3W 98 DATED fSEE ITEM 11) 

CHERRY HILL NJ 1)80023315 

x 10A MODIFICATION OF CONTRACT/ORDER NO 
HSHQDC-06-0-00017 
HSHQDC-08-J-00138 
1ae DATED (SEE ITEM 13) 

CODE 8052583730000 FACILITY CODE 0610212008 

n. -
- -

.~Theatiov& !'l.l1Tlblll'9d&llk:ll:li!lorl lssm~a. 5etforth !n ltMn 14. Thehour$1'\ddet9~forrecelptol0ff9r'I I_ ,IS•~. is not~-

Otfw& mus! ~~at lhl• Nneodmlll'Tt priOr to the ~ lilOd ~ ~In thll aoiicitatlon or• emendkl, by one ~the followioQ ~: {•) By compf9ting 

1tema a and 1S, andrMlxrtlnO cop199 ofthlt~ (b) By~ ~C(thla ~enton eeic:t\<:.09Y~~offetllbnittect, or(c} By 

~letter or t~ whd'l '1ciudN a rvl'erenol to the tolicbtion Wld am&ndmflnl runben1. FAILURE OF YOUR ACKNOl/f\.EDGEMENT TO BE RECENED AT 
THE PLACE OESIGMA TED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR ANO DATE SPECIFIED MAY RESULT IN REJECT«)H OF YOUR OF~R. If by 
virture oftt'd amdf'ldment you dnn to ciWlge an offer~ !-Ubmltted, wt:h d'l#ige mey be made by feleigrtlm Of lett«. ~eeici'i !~or lettarmak• nJferenc:e 
to tt'l* ~ .-Id tflll: amendment, Wld la rec.iv«! pnor to ttw opeo'rog hour and date .pecffled 

12 ACCOUNTING ANO APPROPRIATION DATA (tf1'9QU1red) 

See Schedule 
13. llfJS fTEM OHLY APPLIES TO llOOtFlCATIC»>I Of" COtlTAACT&'OftD~ IT MOOIAES THE CONTRACT!OROER MO. AS DE8CIVB&D IN ITEll 14. 

CHECK 0HE A THIS CHAHGE ORDER IS ISSUED PURSUANT TO- ($p9cffy authonty) THE CHANGES SET FORTH IN ITEM 14 AAE MADE IN THE CONTRACT 
ORDER NO IN ITEM 10A.. 

B. THE ABOVE NUMBERED CONTRACT/ORDER rs MODIFIED TO REFLECT THE ADMINISTAATNE CHANGES(~ as cflarlQes in paying omc., 
appropnatiOn dale, !ilC) SET FORTH IN ITEM 1'4, PURSUANT TO THE AUTHORITY Of FAR 43.103(.b) 

x 
(.; 1nl:S - I~ - - ,,.,._. 

LJ_ '-'' m:;;n (~J' <i/JllJ 

14 DESCRrpnoN OF AMENOMENT!MOOIFICATION (Otgsnjzad by UCF ~ 1*dflfJS, including solldr.tJonlr:;ontra suf:ljed, mstMrwhe,. ~bllt,) 

DUNS Number: 805258373+0000 

The purpose of this administrative modification is to (1) name a new Contracting Officer's 

Technical Representative [COTR) and Task Manager; (2} state a new billing address; (3) add 

updated Contract Security Classification Specification DD Form 254s; and (4) add revised 

Key Personnel Listing to Task Order HSHQOC-08-J-00138. 

See Page 2 for modlfL·-=ation details. 

Period of Performance: 06/01/2008 ~-o Dl/31/2013 

15A NAME ANO TITLE OF SIGWER (T~ orprlnl) 16.&._ N.ll.ME ANO T!Tlf OF CONTRACTING OFFICER (Type or~rin1) 

15B CONTRACTORIOFFEROR 

540---01-152-0070 
Prev!OUI &Olbor1 ~ 

1SC DATE SIGNED 

Rebeq:a A. Taylor 

•J STANDARD FORM JO iREV 10-83) 
Prflefib&CI by GSA 
FAR (48 CFRJ 53 243 



HSHQDC-06-D-OOOl 7/HSHQDC-08-J-00138 
Modification P00008 

SF-30 CONTINUATION SHEET 

I. Revise Section G.3.2 - COTR Designation to remove Lattia Baker and designate Gerald R. 
Warren as the Task Order COTR. Mr. Warren may be contacted as follows: 

Name: 
Phone: 
Email: 

Gerald R. (Rob) Warren 
202-447-0644 
Gerald. Warrenlwdhs. gov 

2. Gregory Capella is hereby designated Task Manager for oversight on Section C.5.1 -
Applications Management, Support, and Development portion of the task order. Mr 
Capella may be contacted as follows: 

Name: 
Phone: 
Email: 

Gregory Capella 
202-447-0644 
Gregory.Caoella@dhs.gov 

3. Revise Section G.7- Electronic Invoice Submission as follows: 

Change From: Electronic invoices must be submitted to: \VWw.DOB-InvoiceslZVDHS.GOV 
within thirty (30) days of services rendered. 

2 

Change to Read: Electronic invoices must be submitted to: OFO-lnvoicelil:DHS.GOV within 
thirty (30) days of services rendered. 

4. In accordance with Section 1.11 - Key Personnel or Facilities, revised key personnel listing 
is hereby incorporate into this task order, titled, "Key Personnel for IT-NOVA as of24 June 
2009". (see Attachment 1) 

5. Add fourteen (14) DoD Contract Security Classification Specifications (DD Forms 254) to 
the task order that were revised by the OHS Office of Security. (see Attachment 2) 

6. The value and total amount funded/obligated to the task order remains unchanged at 
$78,151,545.74. 

7. The ceiling for this task order remains unchanged at $288,499,204.00. 

8. All other terms and conditions remain unchanged. 



Humbef labor CoIegoIy 

1 Program Manager 

2 Deputy Program Manager 

3 PrOject ContrOl Specialist 

4 Disaster RecoverY' Specialist 

5 Deployment Manager 

6 Systems Arrnllect 

7 Systems Engineer 

8 SME Level III 

9 IT Security Specialist Level III 

10 Comm & NetwDl1\ Engmeer Level IV 

11 Comm NW Mgr Level III 

12 COMSEC SME Level III 

13 Syslems Ops Myr Level III 

14 Systems Engineer Lel,lell il 

15 Help Desk Mgr IRe) Level III 

16 Held Desk Mgr (End User) Level III 

17 Comm Network tngmter Level IV 

18 V'OtCB Comm Mgr level ill 

19 Ccrnm Network Engineer (CATV) Level IV 

20 Bus Cas A.nal y5\ Level HI 

21 W"eiess Communications 

22 Executive Comms Manager 

23 Remedy Consideration Trainer 

, " t « " •• " • A • -i -,',-+ 
,WI, r/"0!.<'i .",., ,,' "",hl.'lg lu' 

Key Personnel for IT-NOVA 
As of: 24 June 2009 

HSHQDC-06-D-OOO 17IHSHQDC-08-J-OO 138 
Modification P00008 

Attachment I 

Interim Proposed Key 
Originally Proposed Key PaBonneI PropoIed Key P8l$Ollnel for Base Period 

PaBonneI (propoadd aubstItutionI (propoMd aubstiIutiont boIded) 
boIded 

.. .. ... ... -_. ..-

Page 10[2 

(b) (4)



24 Remedy Consideration Trainer 

25 Remedy Consideration Trainer 

26 Remedy Consideration 
Sr. Systems EnginHr 

27 Remedy Consideration 

-28 -~ 
1---;;_ Sr. syStem. EnginHr 

Remedy Consideration Systems 
Engineer 

29 Remedy Con&lderatlon Systems 
EllQineer 

30 Remedy Consideration Systems 
EnginHr 

31 Remedy Con&lderatlon Systems 
engineer 

Page 20£1 

HSHQDC-06-D-OOO 17 IHSHQDC-08-J-OO 138 
Modification P00008 

(b) (4)



ATTACHMENT 2 - 56 pages 
Updated Contract Security Classification Specifications (DD FORM 254s) 

Page Subcontractor Name 

HSHQDC -08-J-00 1 38/Modficiation P00008 

(b) (4)



,:l 'NT PAC T SECURITY CLASSIFlCATtON SPECIFICATION 

:. " , ,-,,;,/</()tT><J IlIS of 'M OvD (ndlllllWl .'Atcurit)- A4~<u r ¥!pty 
10 .J4 I;l)Jt!Crl Jf ~W .. ~) 

~0', KII EEJ) MAI<Ti:< SERV ICES, INC 
~ : ,~" )( I.. J' •. }' i'f: ~ {J ow £:.')T 
· ... flU<Hy HILL ~J U8002 '] JI5 

I 
, " - ~ ,. ':. 
", ' .. ; :ll1cn ",' H.:Hndand :>ecoTiry (DHS) various 

':: ,' ,o,d: ::l iJ1t' 'Nashmgron , DC merropolit3n 
0'.: 

77<>09 

JY798 

""'-" 
DEFENSE SECURITY SERVICE 
J07 fELLOWSHIP ROAD STE 115 
MT LAUREL, NJ 08054-12J3 

DEFENSE SECURITY SERVICE 
127 DODD BLVD. 
LANGLEY AFB, VA 23665, 1906 

. :, .. i 'I 'J~ Ije 11 Opt:nJJlons & Maintenance (cchn ica! support 10 Lockheed Martin in support of the IT·NOVA DHS Eagk 
·· .;h {; ~J cr ~'h is is 11\ n!'sVonse to Lockheoo Martin's requirerocoLs 10 provide support to IT Operations Maintenance and 

(.' , ;", ,F :',)r U,e UHS t{eltdquart~rs and Components dLrectJy supported by the DHS DeIO . 

.. . " .... -. --~-. ... ~;.. .. . ; ,.u, ..... r )-:p/ 

PREVIOUS EDI, I()!II IS O fl SOi..E U : 
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, ,-ai_:c -~E:'L-EASE ---- Ariy ~ii/Or,n;wQn (da,i;lfi,;;rc;-u,;;:i,.~ Pfr1ainlrig_IO_llllt contract $/'\a..11 not b9 r•lta~-iQ, pubilC~on ~~r -'\ pto~-;-r1~­
~. ·rw ",u -~'' ~I S~c.i.111y Milnu~ ,Jf unies& 11 has 0.., tipprov&I)' for~ l'Oi•$tO bY appropri8!0 1J $ Gol/'errtmon! 11!.lth-Only Proj)oMOd ;:.c..blic 1e1Qv:.e' 5haJI 

o", . ..,1111'1u<! 1ci, :ipi;in.i.111F pr!Of lo rolealtl D Ona CXJ Through (SPOGiY} NONE AUTHORIZED. 
\ .0l.L5i_CON1JlACTOR HAS OBTAINEQ AUTHORITY TO RELEA§£ FROM Ill f; QEPARThflNT OF HOMELAND 
:f C URO'Y CONTHACTQR SHAU COORQINAU WITH 00 COTR Al"'Q THI Off] CE OF SECURJTY CASDt ON ALL 
( H -\N(_;~s TOJlUS GUIDANCE, 

;rid r,, •Wl<-·<at<> k,r Fra~om cf lnlom-.aUCln alld S.cunty R:.111ew. 0111e11 of rt. ~il.-ril S.cr.t.ry °' ~r.nu1 /Public Affair,)' flJ(' rlW!cw 
· · 1:-,.., ;;.i,., o! rror Dc:O u~~r Ag.c~s. requoJl4 f<X di.cro.w., 111'1•~- ~ 1®m11tetl to ltl.nl 11goncy . 

."{<.'.'u1(:TY_C.Ol6.i.NCf .. rtlll $()(;\J11ty ct;u:l.ll'lc.Qtloo gurlla~ nHcl.O for th1s ctnc:!l'lt>d .ttoi1 ill .dQntlf*' bltfov... If any csitncutty ir. flrt«i1.H1l1reo .:r.-apC,IY,~---- -1 
~ ·~w-0-l''"o )I f .,Jp)' 01her conl.F'tlutlng laetor ln.J>cato1 • nw:d /or~ In lhla ~""*·the eontrrcior it eulh0tr1ed IM"ld enCOJ.Jr1g.d lo provfdtl I 

,,,.,r,<.J<.:J ~ll.J1 ,g._is 10 chiillong• the g1.110•noo or ltl11 cl£1U!!ir:ati0ll U»9'19d to Mly 1nrarmo1Jon a.r matlJ.JW! turn1cf\N Of ~ral8d tJr.cJer llu.$ COl'\trilef: , 
_,,_· J ,1 u,:,~ ""' <.;.iesL.on~ for lr1lerptotallon ot lt!11 gui!1ar\Q to !he Offlc1-1 ldontln.d De~. P•nd!ng llnal 0.C!&!on, lh1111lf0f"1•tion !n'<Ol~ed fhall be 

-, J:~··.J ~''"J ).Jf~·11.';1,'tl .o! me t<ig~! lov.i ol das~ilk.atioM illl..l/gned or ,..oomrT'IW!dld. (Fifi In"' ~I• fort~ W•~ .tfOft AM•cll. orforwara cir~r 
· ·-'~ :c:,n.:.o,r;;vr.11!/Jc.t, ~nY r:JQO.Jl™ffl/l.'r;IJ"JWeatsa• rttt•,..flel:rC n.'l!Jln, Md addition.al ~a llS ~&O.d lo prowde ~i. ~anc .. } 

1 ;<,cl !t<:"tn IUu: c'OMSEl.~ Access Y.'tll involve the installation, maintenance, or us.e ofcrypto-equipment, syslcn1.s, or 
, (:, 1:1g 1n:H·::r~J.l. Acces::> to COMSEC requires a final US Goverrunent Clearance. Disclosure to Subcontractor require~ 
,,, ""' 'i'i'' u ,J/ vf IJHS. The contractor upon awerd shall contact the DHS COMSEC Control Office 1fRecord (COR) at 

,_,1!:1·:c:1\.iJI 1 :,.t\J) 542-3848, to ret;e1ve current COMSEC guidance. 

I 
Ref trem IOt> l2). Personnel: All contracror personnel requ1nng access to non-SCI Infonnation must be: l 1.S. C111zens, 

1

, 

1,,_," r: IJ\,_·~·n ,::;rJ..nteJ a f' INAL SECRET security clearance by the U.S. Government, prior to bemg given any access to such 
::1fon11;111on r~lt:J.Sed ur generated under this contract. Immigrant aliens, personnel cleared on an interim basis or 
jJ::r-Gnnel hv/J1ng ,~oncrJcror granted CONFJDENTrAL clearances are not eligible for access to informarion under this 
._ .1:· Jtrl(' L !\\Jn-SCI Infonnation associated with th is contract shall not be released to subcontractors without the 

1 .. ~'11::1::s1(1n uf the DHS CSO. Note f Oe (1) and J 1a. Access to all classified information (SCI) will be at OHS facilities 
,, r · ~ , Fu~ rhe pw rpnsi;:j of this contra(.:t, the contractor is not authorized to process and/or store any classified infonn.aoon 

i u: ,·._1J1\1,1c:r,Jr lucar1ons. 

\LAZAR. OHS OFFIC OF SECul;, 'i -1 
,\M MA "AGER INDUSTRIAL SECURITY 

· i-ALJo:,rrol.iAl :;i::Curufv REQUIREMENTS. Requ1111menii~~lo 1SM r!!qwernenta. Vf l!l~•d fortlti.r conlrtci_ (If Y•.s, ~~ 
,_,.,,ur., the ,.-err,ne<>f ;,,;;rwra<;fU<;i clo1UMS m tho~ a\xumttnl 11!#¥. or~.,~ ~I wf'lk,h ld.ntlfle1 lhe eddiliQf'.-1 ~meol&- Provt<J. a .:-ooy! 

''" ''"l~"·"m~,-11$ ro 11,,.. rx>i)llf1<tn/ t61CL#'lfy otflcw_ U$• rt~ IJ lf1~ ~ ~ ~ J 

r<'JPCC-Tl0N5 E.ef!'l.!;n!,. ()(~~~! ~~~-;;~:;;;lpOmiblllyolth.r:t1f¥1/utJl ~Qffa. t).,.. .. --~ No 
,,{I~' '"•Wi-J<f, -110 .w11{ffy ~'if;~·· or~• ~IJ!.lfilndthotKll'rlfy~!lll:ilfl.b'~ UM ff•m 131frn11JiVonMSIRfcY1$n..O.d.J 

I 
: ,_' /..' J 1 f-1z~-r--;Q'NAf.o s1GNATURf 3..curlt) n• qulr~ts 1bat•a helllfn an complei. snit ..:i.qu•ll for s•t•g1.11rdlng th• c-li11Uln1!1d lnfO(fll<1lfo11 10 w . -~1 

:J,J "' .,,._,,,r111uq ~·•<J•• thlci cbs$1"9d lll'rorl,. Alf qu•11ion1 s.NtU i,.. rWIHf'fld ttJ U.. otf1~1I natf\'9'd b.,Jo-w, / 

b TITLE ', 11-~l 'l-'"i.1t -JF 1~t::.1-lT1Pr'INC i.JFl'"ICIAL 

::L)'}/,\.1\D J f-'!NDER I FACILITY SECURJTY OFFJCER (HOF) l
e. TECEfSHoNEr1ncl!.J;h~a~--! 

(856) 486-5266 ' 

·- -·-·-- ---------'---

'.ilFElJ .\lfa.RTIN :iERVICES, INC 
''-1}.()'.'il 'f; ,Vt:ST 

i1 y lliLL, ',IJ OM002 

[_____ _______ ---
! t T R!QG1Rib 6\Sf'R\8UTIOM 
r--"',-,-•"""=-"'°"'="r""=----------~­

~ Sue.cDNTIUCTOA 

I X :. COQflVHT sECURfl'Y('H'l=ICl" ~on P~ME ,.v.iosuaco,,rr""'-cTOA 

f------- <:!. v 3 .o.crrvrn- RESPONSIOLE l'"OA OVERSEAS SEC~!IY .o.Ut.llt1SJrt)./1Cr-,i 

f ._ ~IS'l'R.ol fNE COt-!Tl'V.CTI"'IC> ~ICll'I. 
____J_-_X_~'-o_,,.,_,.. __ ""_""' __ ,_._.,,._v_ -------- -------·----
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CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002·3315 
r ~CE CO!JE 77609 CONTRACT# HSHQOC-06·0·00017 HQHSDC-07..J-00138 
,llKON f'RACT# 

IU 11rn1 !Oj: ·contractors >hall control and safeguard FOUO in accordance with DHS Directive (MD 
·I 'L' I, ··s.rkguarding Sensitive but Unclassified (For Official Use Only) Infonnation," dated Jan 6, 2005. 
1) ! tS '- .111tc1ctvrs rnust sign a special Non-Disclosure Agreement before receiving access to FOVO information. 
• .• n1t1.1,1''" 'k1th 4uc;r1ons 011 handling OHS FOUO shall contact DHS OS ASD at (202) 447-514!." 

i(<'f. l<em I la: Cuntract performance for all work is restricted to DHS Government buildings located in and 
''"'·Hid the ""'trvpolitan area ofWasbmgton, D.C., and at other locations in the metropolitan area of Wash DC 
.\II ,,,ntractor personnel must be U.S. citizens, have been granted a final security clearance by the U.S. 
1;vv•,rnJ1Jent, have been approved as meeting suitability criteria by DHS CSO, and have been indoctrinated by a 
". •)11 r 11sc I osure Agroemen~ Standard Form 3 I 2 for this specific program prior to being given any access to such 
11:fcirrn:tt1on released or generated under this contract. Immigrant aliens, personnel cleared on an interim basis, 
1 pe1 ,0cncl holding contractor granted CONFIDENTIAL clearances, are not eligible for access to cl"ss1fied 

11, (,-,nr1.:ioon ri.:!e21s~d or generated under this contract without the express permission of the CSO through the 
1 if-!') f'·-·r)·0111>:i D1v1s1on (DHS/PSD)_ 1'he contractor and the Contracting Officer Technical Representative or 

,,1l!vr ,k'IL·~<ito:J 1epre:.;entative w1!1 revalidate aJI staffing requirements under the conrract with tht! CSO annually 
',:ic ,1 :-ev1si:d L>f) Fonn 254 is issued, '.1.ihichever is sooner. 
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CONTRACT SECURITY CLASSIFICA'IIOfj 5P~CIFICA"OH 

r..~fJlm.ODD~.s:~ ... ..,~ 1ICo " •• pMh __ ~ 

181 I HSHQOC -06·D-00017 HQHSDC-08-J-OOI J8 

72000026~7 

. -; . ~ ". 

-_. 

COFORM 254, DEC lIit 

77609 DEFENSE SEClJRITY 

l O~ I~. 

l07 Fl!LLOWSHJP Jl.OAO STe I I! 
MT LAVREL. NJ 08054-I2JJ 

12S00AXMMO PI\UWAY. STe)l8 
SUNNYVALE. CA 9-4035-4030 

PREVIOUS €DITlOf'l IS OBSOLETE.. 
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.. -,:; ' 

!12~P1J8i.1C RELtiiit Any Jr.formation (dli.Uitled w ~ ~ lo ti4 con\f1toct ~ 001 be r~ lo/ public dll~llof! •J(Ce.pl a prov•O&d --1 
I by~ ~u.I ~Manual at ul'lfosa it RM ~n ~ '°' PUblk: rolie_. by fQO(Qplilt. U.S. Government~ PrQ(IO'ffd t:lJt:IMi; role&,o:s s.hall 

""'"""""'•"' opprny~ - io-- 0 DhcJ CXJ """'"",_, NONE AUTHORIZED. SCI WILL NOT BE 

~~t;~,j:?~~~OsrAtNED AUiffORUY TO RJ•¥•§1. nlQM THJ pUARJMEl'!f Of llOMELAf'!D S[CUR!IT; i 
CON!RACIOR SHALL COOBQINATE WITH IHI CQTB AND IHI OFf!Cl~URJXV IASPl ON AU CHANCES TO THIS GUI QA NC& 

10 lhe Oi~ f01 FfMdGrnW IDJormatkin and $.a.irtty RtYt.w, Offl09 ct h Ms.lltant of~ {Pubio M•ri)~ for r.....i.w. I 
·1n Ille cue ol l'al-0o0 UMr AQ~s.. r9<1,ufftl. fOf dlK:\tlhr• fhal o., ~to lllM ~· 

' ' 
. lJ. secuR1TY Gti!OAN"te: The ncurlty ~lftcab'on ~ ~ llar1th ct-..-intd dOrt II ilillOi&d bifbw. ff fltTf'i dl/nculty l:t ~I<! In lfJPIYlng:I 
~ ~\daflco 01 if ilnY oilier C(Wltribu'1g ~ lndic.ta • r-..d for~· In ~ ~. ~~Is aul:hartz.a w1d ~ lo provm 
r.~ '"~: k> ch~ 1n. QVldanct 01 lf'M daulblton ~ lo "11-Y Worl'l'llidon or m...n.t tVl'ltf.iwd ~ ~11led i.iodW ttw COfltr'l'd; , 
and to sut:irr'lll any ~:slon.1 b' ~n olttltt: ~ldanct to !he- offloW ldlirllll«l ~. Pending fifla;/ ~Ion, the irtlorrnatlon iiwotved 5hatl b& 
n.ndled at\4Prot9ciaod ti lh9 ~ le'w'91<M ~Uoo ~orr.commel'ldH. (Fllin~ ~•lorlh•ct.Mifiedelfort. Mad'I. or~urlder 
,.Plllf9IO OOIT9~. MIY~~Jdr9cts~hotWI-Md~~ - ~lopmwc#~~n«.) 

Ref. Jtem JOa: COMSEC Acce58 will involve the imtallation, maintenance, or use ofcrypttrequipment, systems, or 
keying material. Access to COMSEC requires a final US Government Clearance. Disclosure to Subcontractor requires 
prior approval of OHS. The contractor upon award shall contact tbc OHS COMSEC Control Office if Record (COR) at 
commercial (540) 542-3848, to receive current COMSEC guidan<;e. 

Ref. Item !Oc (I). Personnel: All contractor personnel •ssigned to thi• contract shall possess security clearances issued 
by the Defense Security Service (OSS) commensurate with th< level of required ae<:ess to classified information that is 1 

direct1y in support of this contract [mmigrant aliens, personnel cleared on an interim basis, or personnel holding I 
contracror~generated Confidential clearances are not eligible for access to classified infomration released or generated I 
under trus contract. Contractor personnel who are specifically designated as requiring access to s~nsitivc CompartmenCed 
Information (SCI) must be eligible under the provisions ofDCID 614 witboul exception. Personnel will be submitted for 
access by their OHS manager Md verified by their Contract Technical Representative. If approved for access, they will 
"'ceive an indoctrination briefing by OHS security staff prior to being gronted &CCC'-' to SCI. All personnel socuri1y be 
scheduled for debriefing with the OHS SSO by calling (202) 282-8643, Note !Oe (I) and I la. Access to all clagsified 
information (SCf)will be al DHS facilities only. ~the purposes oflhiscontnlCI; lhi>contniclor is not authorized to 
process and/or store any classified information at contractor locations. 

• El~~~ ... ousitht1i.m.~rt~a1v.~uci.nronb. nr.s ONo 
lilKf JdwOy sp«i/Jc WMS' or #lmllno ~ '1Clt *'4~ ~ IWIPCJffiltb\t IQ-~ l.W ~ 1J I~ !J()llr:. /$ ~) 

~NCIJ l) APPROVES TH~ "NEEJ>. To-KNOW' AT THE SCI LEVEL• 
L-- Z. ,c.. , Clffr.ancu: AccNS to JntllllJQ6nos Information requin;$ a final US Government cl&aranc& 

u ntracllng r&quite• p · spprove/ of the Ge.<, SMlllllJO: SpecJal brlol1ng• and procedure• .,,, 'OQUlr<td, 

1

1 ;, CERnF1CAriON AHO S1GNATIJRi$;;-"un1y ~-*'" b..,,,..,. ~Mid~ tor~""-oil.N~ ~ bbe ,-.J...," "'~ ~ ttii. au.in.ct '8ort. NI Cf'iUtlOM •trat be t..twTW to.,,,_ ~1 MIMd ti.low 

ii- TYPED NAME OF CERTIFYING OFFICLAJ. b c. T tlnt::lt.>O"ll'N Coo.) 

! EDWARD J PINDER FAClLITY SECURJTY OFFICER (HOF) (8l6) 486-l266 
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CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
CAGE CODE: 77609 CONTRACT# HSHQOC--06-0--00017 HQHSOC-07-J-00138 

Reference Item !Oe (I): Acc..s to 111 Sensitive Compartmented Information (SCn will ~ at DHS facilities 
only. For the purposes of this contract, the contractor is not authorized to process and/or store any classified 
information ar contractor locations. 
a. All SCI will be handled in accordance with special security requirements, which will be furnished by lhe 
designated resf>Ofljible special security office (SSO). 
b. SCl will not be released to contractor employees without specific release approval of the originator of the material 
as outlined in governing directives; based on prior approval and certification of "nced-to~know" by the designated 
contractor. 
c. All Contractor penonnel requiring access to SCI as part oft/tis contract effort must be approved and indoctrinated 
by DHS. Requests for Access will be submitted by the government project manager who can validate lhe 
justification for access. 
d. Inquiries pertaining to classification guidance on SCI will be directed to the Special Security Offrcer (SSO). 
e. SCI furnished in support of this contract remains !he property of !he Department of Homeland Security (DHS), 
agency, or component originator. Upon completion or cancelJation of the contract, SCI furnished will be returned to 
the dirn:t custody of the supporting SSO, or destroyed IA W instructions outlined by !he Contract Officer. 

f. Visits by contractor employees wjJI only be certified by OHS when such visits are conducted as part of the contract 
effort. 

Rer Hem IOJ: "Contractors shall control and safeguard FOUO in accordance with DHS Directive (MD I I 042.1) 
"Safegu;irding Sef!Sitive but Unclassified (for Official Use Only) fnfurmation," dated Jan 6, 2005. DHS contractors mu.st 
1ign a special Non-DiscJos:ure Agreement before receiving access to FOUO information. Contractors with questions on 
handlmg DHS FOUO shall cont.act DHS OS ASD at (202) 447-5341." 

Ref. Item llL Contract performance for all SCI worlc is ~cted !o DHS Government buildings located in and around 
the metropolitan area of Washington, D.C., and at other locations in the metropolitan orea of Wash DC. All contractor 
personneJ must be U,S. citizens, have been granted a final security clearance by the U.S. Government, have been 
approved as meeting suitability criteria by DHS CSO, and have been indoctrinated by a Non Disclosure Agreemen~ 
Standard Fomi 312 for !his specific program prior to being siven any access to such information released or generated 
under this contract lnunigrant aJiens, persowteJ cleared on an interim basis. or personnel holding contractor granted 
CONFIDENTIAL clearances, are not elisible for"""°" to classified information released or gen<0rated under this contract 
without the express permission of!he CSO through the DHS Personnel Division (DHS/PSD). The contractor and the 
Contracting Officer Technical Representative or other delegated representative will revalidate all SCI staffing 
requirements undcT the contract with the CSO annually or when a revised DD Form 254 is issued, whichever i.s sooner. 
SCI WILL NOT BE RELEASED TO PUBLIC. 
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CONTRACT SECURITY CLASSIACAnON SPECIFICAnON 

(T~ "'~J' oI'~ DoC {rd~ Sltariy IJMwIll fIIPPI'1 
1O "'~oIlhi.t1Ifort) 

t8J HSHQOC·06-D·006 17 HQHSOC.Q8.).OO138 o 20071210 

I c, ..... ·'"" , ..... "" , __ " .. _ ... ..-HStiOOC.Q6·Q.QOO17 HOHSPC'()7·).Q0739 ,-... c.w.act"""'" . ,-.." u", -... ,,,n,,,,, 

Departmenc of Homeland Security (DHS) vilfioUi 
locations within the Washingl0n. OC metropolitan 
a!ea. 

102J7 

- " 
SECURITY SERVICE 

)07 FELLOWSHIP ROAD STE 115 
MT. LAUREL, I'll 08054-1 23 ) 

DEFENSE SECURITY SERVICE 
14428 ALBEMARLE POINT PLACE, STE 140 
CHANl'ILLY, VA 20151 

(U) Provide IT technical support 10 Lockheed Martin in support of the IT·NOVA DHS Eagle Task 
Order. Thj~ is in response to Lockheed Martin"! requirements to provide support to IT Operations Maintenance and COOP 
for the DHS Headquarters and Components direcUy supported by the DPoS OCIO. 

J. on ... ~ ($pHt#n. 

OOFORM 254,O!C " .. PREVIOUS EOtTlO" IS OBSOL.ETE . 
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r12 ptJe:LJC Rause, /iily ~tnrormaifuli (dan!hd 0t ~ pmajnlng to ltl1' contt»CI ~ nol IMI rel..w:I #Ofputliic dlll~iotl DC$1)1 • p-r0~~ 

I i,.y lh• !ndUAli&I Stcunty M.rinuai or""' .... 11 NI• beWt ~d ror ~ IWMM by "PP'~ U,S, GO'Vwn~! autilotlty. Pro~ public ref~ctll shall 

o•..-"'""""-"'°''",.,,... 0 o'"" l.XJ r-r- NONEAUTHORJZED.SCIWILLNOTBE 

I ~:L1t!s~£.~0cioU:~!io8IAlNWAUIHQRITI TO RfiLp;ASE FROM mg OErARTMg;f'!T OF HOMELANp StCVBfIT: 
c~oNf8ACTQR SffALL COQRQJNAii. WITH THS: COTB AND THI omcr O[S£CURfIT fASDl ON ALL CHANGF,SIO THIS Gt!!pANCE 

I 
10 tho Oireet«•tl fOf Frff(k)fn of lriorrn-1i0fl and S.CUriy R.<.tie.r, amc. of the ~1-tt S.Uttary ol ~ (PubHc Atfllh)• tor ~~irfw 
• 1n !l'I• caw of r.on-DQO !)Mt~-. reqvatl for dllJClo&urt tll.U t>. M.tbmltled lo t~ ·~ ~ 

h"Sl¥CUR1TY GUIOANC~ ~ sec;vnty ciawtuuon 'IJkJencol l'\ffded for Wlii ctp:$1i!t<I etrort ii ~n&d bie:lO'H. ;f any diffbilty ,, ar.co<.ir1tCtr~d 111 apply1f'l9 --- .
1 \ ''"' \N& gl..lidW)U or if 81'1y oUlef con1~ 1.:;tor 11-.JQ\n • f'>99d ftx ctia~ in 1Nt g~, I~ contractor i. 111(/'lor~ttd .net MlCOU.r~ to pr-OVK3• 

recommertded en,n~a: ~ ~ng• lt"9 guldlif"Q or li'l9 d~ ~1$11iJ11KI io eny Woonation or rm.-tal lKni&hsd or gsn•rated Wl'ldor !/'l•s con11ai:;I, / 
MO kl 5\.lbmtt bf~$ fO( 1n<91J1!'9Wiori of lh'I guidra to !fl• offlcilll lde:/'lllfl5d ~. P~ t'M d.oalon, ~ ~ ~l!ld shall be 
hlJndlird .iind proltclad olt the hlg""1 l.....i cJf dnMr1e1;11Dn a1J11Qnlld ot ~ (l=W., q ~ k1' lM du.$)~ •ft'Of'I. Att..cti, or !or.wl1d villi•' 
~&r3lo r;;o~m::A, &n)I ~ff.wactl ~~herWt, Add ~p.a.ga -a nHCf9dio pn:MCJtt ~ '}uft1aflc..) 

Ref. Ittm tOa: COMS.CC Access wiU involve the installation, maintenance, or use of crypto-equipment, sy:1ten1s, or 
keying material. Access. to COMSEC requifes: a final US Government Clearance. Disclosure to Subcontractor requires 
prior approval of OHS. The contnictor upon award shaU contact the OHS COMSEC Control Office if Record (CORJ at 
commercial (540) 542-3848, to receive current COMSEC guidanee. 

Ref. Item JOe (1). Personnel: All contractor personnel assigned to this contract shall possess security clearances issued 
by the Defense Security Service (DSS) commensunte with the level of required access to classified infom1ation that is 
directly in support of this contract. Immigrant aliens, personnel cleared on an interim basis. or personnel holding 
contractor~generated Confidential clearances are not elig:fblc for access to classified information released or generated 
under this contract Contractor personnel who arc specificaJly designated as requiring access to Sensitive Compartmented 
lnfom1ation (SCI) musr be eligible under the provisions ofDCID 6/4 withoct exception. Personnel will be submitted for 
access by their OHS manager and verified by their Contract Technical Representative. ff approved for access, they will 
receive an indoctrinarion briefing by OHS security staff prior to being granted acce.ss to SCL AH personnel security be 
scheduled for debriefing with the OHS SSO by calling (202) 282-8643. Note !Oc (I) and I la. Access to all classified 
information (SCI) will.be. at OHS facilities onJy, For the purposes ofthls contract, the conlractor is not autlwriud to 
process anQ/or store any classified infonnation at contractor locations. 

14. ADDmONAL SECURITY REQVIRl!MENTS. Requl~ in tlddltbl lo ISM ~ti, .,. ~ '°' thJa con not. (ff Yff, LJy.. (!)No 
tdtK#Jl'I tr.~~ elau.1 ... in t1>9 ~ ~ llW. 'JI Pff)vkl# Mt~ Nl~ni ..nlch ~ lt1- NdllaMI ~mfH'lh:. ProWt» • copy 

'1111- rllq~lo/1-~ MCl.riyofl'a. l.b•hm lJl«ldtb,.;.,,...r.llf*#d.) 

'1. AOQRESS ~lip C;.h) 

LOCKHEED MARTIN SERVICES, !NC 
2JJ9 ROUTE 70 WEST 
CHERRY HILL, NJ 08002 

OM 

~ i\JiCONTAACTOA: 

a. COONa.AHT' SEiCIJRJfi' OF"FICE FOR PRIM'° AHO StMCDHffiACTOA 
--------1-'-.Jli U.$. .-.CTTVIT'r' R~! FOff OVERSEAS SEctJRJT'I' ,+.QMIN:JSl'P.>.flON 

•- ~T~Tllll[ CQNTJU.Cf~ OFFIC£11f 

~~~~~~:kl,..-~~:[~1;)y::_~"2tJo~~9L_~..l_~~'·o~""'~MM _ _,,....~~Y~~~~~~~~~ 
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CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR JW, CHERRY HILL. NJ 08002-3315 
CAGE CODE 77609 CONTRACT# HSHQDC-06-0--00017 HQHSDC--07-J--00138 

Reference Item 10. (I): Access to •JI Sen•ltlve Comp•rtmented lnformatlon (SCI) will be at OHS facilities 
only. For the purposes of this contract, the contractor is aot authorized to process and.lor store any classified 
infonnatlon at contractor locations. 
"· All SCI will be handled in >ecordance with special security r<:quirements, which will be furnished by the 
designatod respon,ible special security office (SSO). 
b. SCI will not De released to contractor employees without gpecific release approvaJ of the originator of the material 
as outlined in governing directives; based on prior approval and certification of "need-to-know" by the design<lted 
contractor. 
c. Al I Contractor pe=nnel requiring access to SCI as part of this contract effort must be approved aud indootrinate-0 
by OHS. Requests for Acee .. will be submined by the government project manager who can validate the 
justification for access. 
d. Inquiries pertaining to classification guidance oo SC! wiU l>e directed to the Special Security Oflic,.. (SSO). 
e. SCI furnished in support of thi' contract remains the property of the Department of Homeland Security (OHS), 
agency, or component originator. Upon completion or canceUation of the contract, SCI furnished will be returned to 
the direct custvdy oflhe supporting SSO, or destroyed IA W instructions outlined by the Contract Officer. 

f Visits by contractor employees will only be certified by OHS when such \lisits are conducted as part of the contract 
effort. 

Ref Item !OJ: "Contractors shall control and safeguaro FOUO in accordance with OHS Directive (MD 11042.1) 
"Safeguarding Seruitive but Unclassified (For O!fici.>I Use Only) fnfortnjltiO!l," dated Jan 6, 2005. OHS contracton; must 
sign a special Non-Disclosure Agreement before receiving access to FOUO information Contractors with questions on 
handling OHS FOUO shall contact DHS OS ASD at (202) 44 7-5341." 

Ref. Item 11 a. Contract performance for all SCI worlc is restricted to DHS Government buildings located in and around 
the metropolitan area of Wa>hington, D.C., and at other locations in the metropolitan area of Wash DC. AU contractor 
personnel must be U.S. citizens,' have been granted a final =urity clearance by the U.S. Government, have been 
approved as meeting suitability criteria by OHS CSO, and nave been indoctrinated by a Non Disclosure Agreement, 
Standard Form J 12 for this specific program prior to being given any access to such infomiation released or generated 
under this contract. Immigrant aliena, personnel cleared on an intiorim buis, orpersoDDCI holding contractvr granted 
CONFIDENTIAL clearances, aro not eligible for 8C<lCS8 to cl.,•ified information relcucd or generated under this contract 
without the express permission of the CSO through the DHS Personnel Division (DHSIPSD). The contractor and the 
Contracting Officer Technical Representative or other delegated representative will revalidate all SC! staffing 
requirements under the contract with the CSO annually or when a revised DD Form 2 54 is issued, whichever is sooner. 
SCI WILL NOT BE RELEASED TO PUBLIC. 
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CONTRACT SECURITY Cv.ssIFICATION SPECIACATION 

( n". ~ of". DoD I~ S«.u*y~ IIPIJiI'I 
kJ Mf pP«1. 0/ fhlJ .&If) 

o HSHQDC-{)6·D-000 17 HQHSDC-08-J-OOIJ8 o 

--_ ...... _--------

20071210 

C~ n-wtIflalleuoMd 01' ~ UJldar HS.tiQDC-Q6..p.ooo i 1 HOHSOC=P7 -1. 00739 {~CotIlr.a Nurrt»I1Il rran~ 10 ttq ,~CW\ oorltract 

>1:1< Y ,\..,"'>. INC 

Department of HomeiaDd Security (DHS) various 
JOC81tonS within the Washington, DC metropolitan 
area. 

ovno 

DEFENSe SI!CtJRITI' 
307 FELLOWSHIP ROAD STE 115 
MT. LAUREL, NJ 08054·1233 

DEFENSE SECURlTY SERVIce 
14428 ALBI!RMARLE POINT PLACE, STe 140 
CHA.N1lLLY, VA 20151 

(U) Prcl'IiOe IT Iedlolall S<JPPOf\ 10 J.ockhMd Mtlltln n suppolt 01111. IT-NOVA OMS &g Tasll 
OnIer Th.s ,.In re!Ij)OIla 10 LocIthHd Marlk1's requi"emen1l1o jWOIIIde suppart 10 IT Operallonl M.IrtIaNo.... tid COOP 

\he OHS HMdq..t.,. and tomponema d~ upporltod by \he OI-IS OCIO. 

OOFOItM 2.54, DEC"9I PR!V10US EOITIOH' 19 OSSOlET!: . 
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PtJ sue RELi!ASI!. Arty &ll'Ofm.11on IClaMl&d ()(' ~) P9r1Mning lo !hit CClt\tr.ci .nan Mit ti. r-'eu.d lor public c:!hsnml/\8f\Of't excapt IH Pl~ 
by ltlt !1'Cluttnlll S.O,,nty Manual or uni.nil hu t1'Mrl ~ fOf _e re-..0 by awwt~ U.S. Go..-.trYl'llJif\I avll\orlty Prop!»t(I pvWk: r&i.atea .s.Ju11! 

,..-... _,,, ...... "'_ D ,,_ ua -1- Nom:AUTHoruZED.sc1w1uN0TsE 
RELEASED TO PUBLIC. 

l 
\iNLfSS CQNTMCTOB HAS OBIAIN[D AllTHQgln TO R'&LWI FROM mt; DICABDfJNT or HQMILANQ SICUB!IY; 
( 'OOJRACTQB SHALL COORQINATI WJDf Tflt.CQIB ANp Jlil QWCE OfSCOJRITY tc\SQJ QN ALLCllANGKS JO THIS GUIQANCE. 
ta lh• OirKt~fl JOI' FTffdom of lnfonNltlon and Security Rr.Mw. Qmo. of th-. ~t s.etwtary at~ (Pub/le Affah)" kif',...,~. 
·1rt th<:i caMi al JiOll..000 Uuf ~nciu, reQuuts lor d:l9iCklwr• m.1111 b9 Mmiu.d IC \hat~ 

1 J s£CliRrfYGUioMCe... Thi"~Yciii.sinc.100 ~ ~ l'cr ltlll CiM:l&d a&rt b IOltrlMtlO beklw. 1r any alfflc.ulty 11 .:OO:iur.1.rea 11t app1~ 
thts guidanc# Of rf ""Y oflet COMllul#ig fwc\of indk:.a&H • l'lMd for cl'IM;ff 1r1 lhtl ~.~~~la Ntl'laizlld ~~to ~v~ 
r.-cCJl't"m'lltflO ~;to c:h.111~ UW QI.<~ or 11'19 UauiflglbJ •Uign.t lo ffl'( lrffofma\ioll Of m~ fumlat.d or g.i-..rSfMI una.r thl• CO<l!riiici, 
..00 lo wtllftil 11'1)1 q~ kit i~n ol Wt. '>'d~ to~ Qttkial IQMtfhcj Debit. Pffdltg l'if1lll O.CWOO. 1heo 1ntonnlillon lnvQ1"1Ki w~ b9 
'1andltd ancl pr~ MN hJQl'wat i.....i qi CiliM!bliofl ~ °' •9CUfl\IT'*1IOIMi. ,,..,.., •~for /M dAl!IWilid effort. Atl•ch. or h;;,r,ti.t11rrJ unci., 
s•PW•1* corrt:~. &ll;'~M·~~n-.h Add~.,. •• n.w/kito~~~/'IOI..) 

Ref. Hem !Oa: COMSEC Access will involve the installation, maintenance, or use of crypt°""quipment, systems, or 
keying material. Access to COMSEC requires a final US Government Clcmince. Disclosure to Subcontractor requires 
prior approval of OHS. The contractor upon award sh&ll contact the DHS COMSEC Control Office if Record (COR) at 
commercial (540) 542-3848, to ree¢ive current COMSEC guidance. 

Ref. Item lOe (I). Personnel: All contractor personnel assigned to this contract shall possess security clearances issued 
by the Defense Security Service (DSS) commensurate with the level of required access to classified information that tS 

directly in support of this contract Immigrant aliens, personnel cleared on an interim basis, or personnel holding 
contractor-generated Confidential clearances are not eligible for access to classified information released or generated I 

' under this contract Contractor personnel who a.re specifically designated as requiring access to Sensitive Con1partmente-d 
Information (SCI) must be eligible under the provisions ofDC!D 6/4 without exception. Personnel will be submitted for 
access by their OHS manager and verified by their Contract Technical Representative. If approved for access, they will 
receive an indoctrination briefing by DHS security staff prior to being i"&Dted access to SCI. All personnel security be 
schodulod for debriefing with the DHS SSO by calling (202) 282-8643. Note IOe (l) and Ila. Access to all classified 
information (SCJ) will be at DHS facilities only. For the purposes of this contrac~ the contractor is not authonzcd to 
proc~ss and/or store any classified information at contractor locations. 

AR, OHS OFFICE 0 
PROGRAM ANAGBR INDUST 
(202} 447-5346 

14. AJ>OlTIOHA&. ilCIJRITY UQU.IREMENTS. R~. In edctlbi to ISM~ • .,...~ lot lhb connce. (If Vu, 'Y•• No ~ 
tdorrJlfy l1W ~~a..... fl a. COf'ltl9d ~ _,, °'~art~ ~ ~ k»ttllltn tM ~,..,.;i;;;;,.,,,,,r. P1'0l!tJe •copy 
~ ~ ,.q.N#Mt'llS lo tn. ~ NCUril)I ollbt. LIA ""1r 13 I M:ldlJonel 1P91!111 '- rwt«ltlt:L) 

Ei.m.nta °'.,_ contract .,. 04JWt» ~ llWj)eCllon ~ "'~ ~ ffO.llty omc.- nr.. O Na 
~ ~ MN1 or Mr'tHnt• CM\'fld ~Md !he~ ,.JpOnalW for~ /M /twrl 13 * MlrJfflOM/ $peotl iS ~) 

i ~CURS AND APPROVl!S THE! "NfiED-TO-KNOW- AT THE! SCI U!Vl!L • 1 

I - Chtanncss: Acee" lo lnt•l/igefl~ lnm<maooo requires a final US Government clearance I 
. Su ·ng roqu/fll• pri a Ill of tl>l1 GCA. Briflflnfltl: SpecioJ bnoltni}s and procoauros are rflq!J1rea 

.
I ti. CIRTiir'ICAllOH ANO S'GMAT\.IM: Security requf~ at.led t'l.,eln u. e~ •nd MhquQ f ot Mfltfilual'dlng 1n. cl ... tt~ nfonn.Won fQ be : I 
! 1•1•_••" or~'-' un.a.r thla ca..Mted f//rott All qutistfWM u..., _~• t.rwtM fo IJ»oft\cial ~ ~low. ---

[---;TYPED NAME OF CERTl,.-Yll'IK; QFFICIAl. 0. c:. T LE ON lndUtWkff COO.) 

I WW AIU> J. PINDER FAC!LITY SECURITY OFFICER (HOF) (856) 486·52~--·-

a. AOORfSS (~ ZJp c:odttj Dl!TRlllUTIOH ---i 
LOCKHEED MARTIN SERVICES, !NC j 

2339 ROUTE 70 WEST 
CHERRY HJlL, NJ 08002 c. c~ ~HJTY Ol'FICE. FOR PRuE MO sverowrR>.crOA 1' 

d. U.,. M:TIV1TY IUsPONSl!l.E FOR OVfR~ SEC~N ~Tt\lt.TION 

X I. OThVIS AS 1ECU8NtY __ ,_J 
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CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 23311 ROUTE 70 WEST FLOOR 3W, CHERRY Hill, NJ 08002-3315 
CAGE CODE: 77609 CONTRACT# HSHQDC-06-0-00017 HQHSDC-07.J-00138 

Reference Item !Oe (I): Access to all Sensitive Compartmented Information (SCI) will be at DHS facilities 
onJy. For the purposes of this contract, the contractor is not authorized to process and/or store any classified 
infonnation at contractor locations, 
a. All SCI will be handled in accordance with special security requirements, which will be furnished by the 
designated responsible special security office (SSO). 
b. SCI will not be released to contractor employees without specific release approval of the onginalor of the material 
as outlined in governing directives; based on prior approval and certification of "needwto-know11 by the designated 
contractor. 
c. All Contractor personnel requiring access to SCI as part of this contract effort must be approved and indoctrinated 
by DHS. Requests for Acee .. will be submitt<d by the government project manager who can validate the 
justification for access. 
d. Inquiries pertaining to classification goidllnce on SCI will be directed to the Special Security Officer (SSO). 
e. SCI furnished in support of this contract remains the property of the Department of Homeland Security (DHS), 
agency, or component originator. Upon completion or cancellation of the contnw~ SCI furnished wiU be returned to 
the direct custody of the supporting SSO, or destroyed IA W instructions outlined by the Contract Officer. 

f Visits by contractor en1ployees wiJJ only be certified by OHS when such visits are conducted as part of the contract 
effort. 

Ref Item 1 OJ: "Contractors shall control and safeguard FOUO in accordance with DHS Directive (MD 11042. I) 
"Safeguarding Sensitive but Unclassified (For Officil!l Use Only) lnfonnation,." dated Jl!Jl ~' 2005. DHS contractors must 
sign a special Non-Disclosure Agreement before receiving access to POUO infollilJltion. Contractors with questions on 
handling DHS FOUO shalt contact DHS OS ASD at (202) 447-5341."' 

Ref. llem I la. Contract perfonnance for all SCI wod is restricted to DHS Government buildings located in and around 
the metropolitan a"'8 of Washington, D.C., and at other locations in the metropolitan area of Wash DC. All contractor 
personnel must be U.S. citizens, have been granted• final •ecurity clearance by the U.S. Government, have been 
approved as meeting suitability criteria by DHS CSO. and have been indoctrinated by a Non Disclosure Agreement. 
Standard Fonn 3 J 2 for this specific program prior to being given any access to such information released or generated 
under this contract Immigrant aliens, personnel cleared on an interim basis, or personnel holding contractor granted 
CONFIDENTIAL clearances. are not eligible for access to classified information rel.......J or generated under this contract 
without the express permission of the CSO through the DHS Penonnel Division (DHS/PSD). The contractor and the 
Contracting Officer Technical Rep,,,.entative or other delegated representative will revalidate all SCI staffing 
requirements uader the contract \vlth the CSO annually or when a revi3ed DD Fonn 254 is i~ued, whichever is sooner_ 
SCI WILL NOT BE RELEASED TO PUBLIC. 
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CONTRACT SECURITY CLASSIFICATION SPECIFICATION 

(1M fl8~ofUwDol) I""urtrllll~MamtI!JIPfJIY 
/0" ~ oflhi. «IOrl) 

!:s:I HSHQDC·06·D·OOO I7 HQHSDC-OS·J·OOIJ8 o 20071210 

[/3 

Claurn.d rf\iIttriaII ~e\14d 01 ~ .... r HSHOOC'()<t-P.QQQ17 HOHSDC-97·J-00739 (~~ Ntt..mlJe" III ~~ 10 LhiI foIIow.-on COfllt-=t 

Department of Homelaad Security (DHS) various 
IQoI.:otions within Ibe Wa.thington. DC meuopoliraa 
area. 

n609 

IEEX6 

DEFENSE SECURITY SER VICE 
J07 FELLOWSHIP ROAD STE [15 
MT. LAUREL, NI08054-1233 

DEFENSE SECURITY 
938 ELKR1DGE LANDING ROAD, STE J ' O 
L1NTliICUM, MD 21090· 2917 

(U) Provid. IT Operations & Maintenance lechnical support to Lod<heed Martin in support of the IT·NOVA OHS Eagle Task 
Order. This is In respon.., 10 Lockheed Mar1jn'. requirements to provide support 10 IT Operations Maintenance and COOP 
for the DHS Headquarters and Components directly aupported by the DHS OCIO. 

I. OTHillI~. 

OOFORM 2S4.DEC un PREVIOUS EDlTlOI"I 19 0850UIT£ 
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r 1 i----pueuc R1!°L!A.Si:- ----Air, illlbrlnation {ciu.aiti.d rx ~ ~ng lo lhlt: COl'llraat shit not be /"Maud for pubfk: 0Ju1tmination •«t?t H P'OV10KI 1 
I
. by the ind11:W-.4 s..urtfy Man\19' Of uni.u it hu bHn ~kif l)Ubllc f'M ... ~ IU:IPl"Qflfim(• u.S. GO'llemmen1 Mlthorl'f. Propowo pvbk 1el911Ms sh.ii 

oe •ut>min.d.,, __ ., ,..._ 0 a;,.., lXJ ,.,,,..,., r._1 NONE AUTHORIZED. SCI WILL NOT BE ' 

~L~~!!;J?~:!!~081AINED AlITHQRlIY IO Rg\4MI fROM THE DEPr\BTh1J.Nl Of HOMELAND S§Cl/BITY; ( 
CONTRACTORJiffALL COOftDINATK WITH IHI com ANDIHJ OWCI Of Sf£UBJIT CASO> ON ALL CHANGES .TO THIS GlllQANCf;, I 

io t"-(:ilmorau bf!~ of l~ormMion and~ Rl"\'iisw, omco Ttn. Assillrit ~ ol Dtll'etlM /Pubic AtJenr for r~fWI 
I ·1n lh• en• of flOfHloD UHr Agencilt•, r.QUntt IQI dl&<*l--. mat b4 aubmH&ild lo that "9WIC)'. 

( .. iJ SECURITY GUIDA.NCI!- Tt. a.ecurtty t1aUlflcatlon gul<1anca nffde(I for lhll dli .. lfied ~la~ o.low. rf any d!fflculty;. ltfleount.afed >11 ii~Pj:l~ r 
Int. ~or If ¥rf oltle'f ~ f.::U:. lncicatH a oeitd for changM In ll'I*' ~- !he CQt11rK:tt.w,. aut~ed .-'Id •rcourag&d lo PJ'Ovl0'9 
roco~ ~ to c:r..ilenge IN guidaJ'ICI °' tnf. ~Dn ~to .ny inklfmaUon or~~ or ~tM.O ufld« !Ns c:o!Waci; 
.vw::1 to •vbmll mny ~ kw k'N.,:nllltlon of thl9 ~ to tile otrlclli' ldonllli.a bebw. P9tldlng ftnW ~. the intonnalbn ~d m.t1 be 
~ anij prtrtect.d a1 !Ii• hlcil*t ....._I at ~llol'I ~or r~ (Rik'!,,.~ 1aa,. ~ tft'ort. AttKtt. Of~ wrr:Jor 
i•par91t ~~ any~~'*-i1. Add~pagesu nHo.dlD~ ~'6gulduiu) 

Ref. Item J Oa: COMSEC Access will involve the installation, 1naintenance, or use of crypto-equiprnent, systenlS, or 
keying material. Access to COMSEC requires a final US Oovemmont Clearance. Disclosure to Subcontractor require. 
prior approval ofDHS. The contractor upon award shall contact the OHS COMSEC Control Office if Record (CORJ at 
commercial (540) 542-3848, to receive current COMSEC guidance. 

Ref. Item IOe (I). Personnel: All contractor personnel .. signed to this contract shall possess security clearances issued 
by the Defense Security Service (OSS) coJTU1lC11Burate with the level of required access to classified information that os 
directly in support o:fthis contract lmmigrant aliens, personnel cleared on an interim basis, or personnel holding 
contractor~generated Confidential clearances arc not eligible for access to classified infonnation released or generated 
under this contract Contractor personnel who are specifically desiitJBted as requiring access to Sensitive Compartmented 
lnfonnarion (SC!) must be eligible under the provisions of DCJD 6/4 without exception. Personnel will be submitted for 
access by their DHS manager and verified by their Contract Technical Representative. [f approved for access, they will 
receive an indoctrination briefing by DHS security staff prior to being granted access to SCI. All personnel security be 
scheduled for debriefing with the OHS SSO by calling (202) 282-8643. Nole !Oe (I) and I la. Access to all clasSJfred 
infonnation (SCI) will be at OHS facilities only. For-the purposes of this contract, the e<>Atractor is not authorrz.cd to 
process and/or store any classified information at contractor locations. 

~«w.ciontracl-.ovt»ht1t>n.P9(:1110n ... ~O(..,.~~~ HY ... ~ 
lr#fd(~ atWU Ol'Mmenu ~Wendi/» ~!"PMlit* Irr mp.ctlon-. U. IM'lf 1.)lf ~ ~ h ~) 

'SIC~·~~ONCU D APPROVES THE! WEED-Tl>KNOW- AT THE SCI LEVEL• 

. -.J-_:;~~i:,~nf;~~~f,;,;'-i;;,;~;· Clffnnc.s: Acee&! to Intel~ Information require~ a final US Government cJearanc9, 
- vol of I/le GCA. Srloflngs: Sp«/o/ bMfing• and procodu- are requ1f'Od. 

i:!· C!RTIFICATION A.MD SfONATIJR!. S.Wr:lty t9qUfrWMt'lttl IUt.d ,_,.mi ~let.e and .-d9qu.le for ~dktg tlM clualfltld lnfOl"l'l'WIUon tc t>. ! 
~lau.d «gWffnt.dundar this dliadftfli at'fott. AA qUffUons Mall be rW«rW to tn. ontclal named bfitow. ~ 

I ~. :E::2 ~=G o.e~~ ·-· .,, FACILITY SECURITY OFFICER (HOF) __ • =-=~=~! ~-- J 

LOCKHEED MARTIN SERVICES. INC 
2JJ9 ROUTE 70 WEST 
CH ERR HILL, NJ 08002 (. COG~T Si~TY Q9F-ICE ~QI":~ W«) W&CQHTFIACf~ 

d U.S. ACTf\lfTV RfSf"ONSrat! FOR OV!R~AS SECtlRJT\' A{)t,ljNISTR./ITIQN 
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CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
CAGE CODE 77609 CONTRACT# HSHQOC-06-0-00017 HQHSOC-07.J-00138 

Reference hem IOe (I): Acceu to all Seo•ltlve Compartmented lnfonnatlon (SCI) will be at OHS facilities 
only. For the purposes of this contract, the contractor is not authorized to process and/or ston:: any classified 
1nfonnation at con~tor locations. 
a. All SCI will be handled in accordance with special security requirements, which will be furnished by the 
designated responsible special security office (SSOJ. 
b. SCI will not be released to contractor employoos without specific releue approval of the onginator of the material 
as outlined in governing directives; based on prior approval and certification of "need~to~know" by rhe designated 
contractor. 
c, All Contractor personncJ requiring access to SCI as part of this contract effort must be approved and indoctrinated 
by OHS. Requests for Access will be submitted by the government project manager who can validate the 
jusrification for access. 
d. lnquiri"" pertaining to classification guidance on SCJ will be directed to the Special Security Officer (SSO). 
e SCI furnished in support of this contract remains the property of the Department of Homeland Secunty (OHS), 
agency, or component originator. Upon completion or cancellation of the contract, SCI furnished will be returned to 
the direct custody of the supporting SSO, or destroyed IA W instructions outlined by the Contract Officer. 

f. Visit. by contractor employees will only be certified by OHS when such visits are conducted as part of the contract 
effort. 

Ref Item 10): "Contractors shall control and safeguard FOUO in accordance with OHS Directive (MD 11042. I) 
"Safeguarding Sensitive but Unclassified (!'or Of!ici~ Vse Only) {~formation,• dated Jan 6, 2005. OHS contractors rnust 
sign a special Non·Disc!osure Agrc~ment before receiving &ecess to FOUO information_ Contractors with questions on 
handling OHS FOUO shall contact DHS OS ASD at (202) 447-5341." 

Ref. Item l ta. Contract perfonnance for all SC[ work is re11tricted to DHS Government buildings located in and around 
the metropolitan area of Washington, 0.C., and at otha locations in the metropolitan area of Wash DC. All contractor 
personnel must be U.S. citizens, have been granted a final security clearance by the US. Government, have been 
approved as meeting suitability criteria by DHS CSO, and have been indoctrinated by a Non Disclosure Agreement, 
Standard Fonn 312 for this specific program prior to being given any access to such infomation releued or gonerated 
under this contract Immigrant aJiena, pernonnel cleared on an interim basis, or perncnnel holding contractor granted 
CONFIDENTIAL clearances, are not eligible for access to classified infonnation released or generated under this contract 
without the express penmission of the CSO through the OHS Personnel Division (DHSIPSD). The contractor and the 
Contracting Officer Technical Representative or other delegated representative will revalidate ail SCI staffmg 
requirements under the contract with the CSO annWJIJy or when a revised DD Fonn 254 is issued, whiC"hever is sooner. 
SCI WILL NOT BE RELEASED TO PUBLIC. 
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CONTRACT SECURITY CLASSIRCATION SPECIFICATION 

,'TM r~r.m.nJs of t/'J(r 000 IrrawhVI s.wm., ~ ~ 
to ... ~,oIf1MJ~ 

o HSHQDC·06-D·OOOI 7 HQHSDC-08-J-OOI)K o 

77609 DEFENSE SECURITY 

D~ent of Homehmd S~urit'i (DHS) various 
locations wJtrun lbe Washington, DC metropolitan 
area. 

)07 FELLOWSHIP ROAD STE 115 
MT. LAUREL, NJ 08054-1233 

IJU52 DBFENSE SECURITY "~II<.VIIL~ 
\34(J BRADDOCK PLACE. 5'" fLOOR 
ALEXANDRIA. VA 22314 

(U) IT Openllfonl \aCI1"te.lauppon \I) Loc"'-d Mlt1ln In ,uppon cllM IT-NOVA DHS Bog. TUlI 
OMler. This Is In fespc!l1$l lo LtH;jc_ Martin'. reqW-_c. to provide support 10 IT Ope<atlons Mainlemlnce and COOP 
for lI\e OHS Hladquln.., end COmpollenla dlr8Clly suppoo18d byltre DHS OCIO. 

DOFORM ZS' . OEC tt" PREVlOVS EDmOH IS OBSOLETE; , 
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' 

I 12· PUBLiC REil.i.Sr --A;;y~ (ct .. ~.,,~) 1)9!~ lo lhil oont/ad ..__ nol b. r.l•.nad fo..- P'Jbllc cl1.C6<11loalilwl~up1 .. ~ ~---

1 

by in. rndu'lNI Secuf1ly MWluaJ Of un!tiM II hu ~a~O' for~ rel•aH by~ U.S. Gavwl'lfllent auihoxi1r- F'i'"Of)Olod pub~c: 1e1Uu' shell 

"'""""""" """""°'~ """'"' ....... D """ lXJ Th<-(-) :'<ONE AVTHORIZEO. SCI WILL NOT BE 
1 KELEASEO TO PUBLIC. 
I UNI AAS CorrtJUCTOR HAS OfTAJNJD c\UTHORJD' IO RIL£ASJ PltQM ml plf=ARTMINT Of ffOMJLAND SECURITY; 

CONTRACTOR SHA.l.L CQQBQJNITT WITH '[HJ CQTB AND THE Oll!CE Of SJ:CU~ (ASQl ON ALL CHANCJS IQ THIS CU!DA.NCE. 
ta th11 Director1i. for Frffdolrl o( lriomiatJol'I aina $eocurily FW.-lew, otta ofth<t ~ S.Oetal)I al 111\U {Pubilc AH-sj' ror rev;.w 
·r 11 ltl• c11M of l'IOl').Qo0 l..1$.e-r A~. r1Hj1,1t11i. for r::illdoMlr• ll'td btt !>Ul;)m019<110 ttlal ageocy 

-1?) 3ECURffY GUi64NC£ fti. ~ c:111sifbtlan ~~ n~ lot ll'ff cioil.&llflltd OfG't ls ldenliilod bak1w If 8"1)' chtflculty i~ 1~tlfed ~ ;iipPtying~----
'~ 'ill.od11u;;1 0< i1 11ny OU-- <:0t11nbvt"'11 tKtOt ~a ~d kw changn in It! .. ~. lhll contracior '' Ott.llhoriZ.0 .mcl ~~od to fl'!"O"r.0. 
rC-COl'r1T10ndOO chaflgn; lo \lhallilng• lhoe gl.lld#IQ Of 11'1 CIM&.llcalian UllQl'*J to &ny l/'Jklfm.uon or m~ lu.mls,Nod Of ~~ ur.dli' til'.I corll'rl-Ct 
.r)(I to tubmll ;my quKtJoos kw lnlafP(•ta.WJo of liMll ~to~ olficJlll Id~ btikM. P.ndtng !Nil dlci-.lon, tn. inloim.llon il"11o'UllN!O st..it ~ 
'l31ldl.0 tmd Pt~ed •I !M 1i!9he1l lev• of cia1Jtl\aillorl ~ or 1 ltW~. (~I# kl••~ for~ ~111ed .trort. l\Ua>en, Of' !or,;,~ umj., 
s.pMIJl• c:on'S~. #1'))1 ~~.t/NtFat:h,..~ ~Add ~pegu. a~ lo pn:N1de complrM ~.) 

Ref. Item J011: COMSEC Access will involve the 1nstallatlon,. maintenance, or use of crypro-equipment, .sy'items, or 
keying matenal. Access 10 COMSEC requires• final US Government Clearance. Disclosure to Subcontrai;;tor requires 
prior approval of DHS. The contractor upon award shall contact the OHS COMSEC Control Office 1f Record (COR) at 
commercial (540) 542-3848, to rc<:eive current COMSEC ,illidance. 

Rer. Item lOe (1). Personnel: All contractor personnel assigned to this contract shall possess security clearances issued 
by the Defense Security Service (DSS) commensurate with tbe level of required access to classified infonnation that is 
directly in support of this contracL Immigrant alicna1 personaeJ cleared oa an interim basis. or personnel holding 
contractor-genC01tcd Confidential clearances are not eligible for access lo classified infonnation released or generated 
under tlus contract Contractor pern>nnel who are specifically designated as requiring access lo Sensitive Compartmented/ 
Information (SCI) must be eligible under the provisions of DCID 614 without exC<>ption. Pet>0nne! will be submmcd for . 
access by their DHS manager and verified by their Contract Technical Representative. If approved for access, they will I 
rece1Ye an indoctrination briefing by OHS security staff prior to being granted access to SCI. All personnel security be 
scheduled for debriefing with the DHS SSO by calling (202) 282-8643. Note IOe (I) and I lo. Access lo all ciasSJfiod 
1nfonnation (SCI) will be at DHS fac1lities only. For the purposes oft.bis-contract; the contractor is not authorized to 
proc~ss >ind/or store any classified infonnation at contractor locations. 

1_<202) 44 7 -5346 

I
, f4. AODfTIOHAL $ICURITY ftl!QUIREMENTS. ~. #! ~ ra ISM 1~ • .,. -~ fOT ttiai contract {II Y••. Yn 
~IM ~~det.I ... inU..ccNed~~ QrptOvW/eMJ~~I Whidfldwllitlult# ~~· ·-I l}/l/W ~lo u,. Wflliual ~alb. U• MMJ tJ '~~It~) 

e-..."'"'""""'..,.,...-,...__...~.,.,._.,.,. __ . MY .. i--r;;;;·-·J 
(-+--..:.~~~~~;~~dilru:«~ OtlrWdolillwwJIM~~for~ UNllMt 13K~~ .. ~! L-..J ,.., j 

CONCl.l S D APPROVES THE "NEl!I>-To-KNOW- Ar T~ SCI LEVEL• ; 
_ z ,. • , ClffrMIC#.' Acc.u to Intelligence lttfomntUon ffJQuiJ?Js a fin'-'/ US GoY«lll71ent clearance 1 

S 1>con1ra<ting raquires · appro"81 of Ill• GCA. Brloflng.: SpecJtil briefings IJnd proce®- am roquk9<1. 

I
'. 1 '·. CERTIFICATION AJilO SGNATt.JRa. SKutk)' nlql'lr..,,.ntl Sm.ct htirWn .,_ ~· .rM1 adequ• for •afegldrdlng the claNlfJed Wonnrio1t to ;---- . 
r•J.efMd °' ~ Wld« UW. cr..•m.ct .wot't AM quutlon11 ~ be ""'1tred tit tit. ollcW n111'Md beiow. 

i ii TYPED "'-AME OF CERTIFYING OFFICIAL I Cl, tmi! c. PHONE (tndude ... ,... CcOeJ -·-I EDWARD}. PINDER FAC!LITY SECURITY OPFICER (HOF) (856) 486-5266 I 
---~------~~~~~~i'lU~-·~u~n~o~··~-~-:::::::_::::::::::::::::::: j ,a,QQRESS (fl'ICtucJ. Zip COO.) __ -~-----~ 

LOCKHEED MARTIN SERVICES, INC 
: 339 ROUTE 70 WEST 
C}lER.R Y HJLL J 08002 ~coo~ •~r..,. Ol'FIC$. F~ ~ .a.>lCJ so&COt•frRACrOA 

~~iojjiilir~f';;.,,f-c.::.7. ------------t:=i ... vs.~ ~Ille FOR OV£fl!IEM sfet.IRlrr AOMl'llSTRArlON 

~~-<f.I.'{ '?J.!T/f1) ud'f__~X~'-o™-_"'_"""'_......,_ KJ,OE~ 
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CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
CAGE CODE 77609 CONTRACT# HSHQDC-06-0-00017 HQHSOC-07.J.00138 

Reference Item !Oe (I): Acceu to an Serultlve Compartmeated lnfonnatlon (SCI) will be at OHS fadlilles 
only. For the purposes of this contract, the contractor is not authorized to process and/or store any c!assdied 
information at contractor loc.ations. 
a. A ii SC! will be handled in accordan<:e wilh special security requirements, which will be furnished by The 
designated re;ponsible special security office (SSO). 
b scr will llot be released to contractor employees without specific release approval of rhe originator of the materi:il 
as outlined in governing directive.s; based on prior approval and certification of "need-to.kno,v" by the designated 
contractor. 
c. Al r Contractor personnel requiring access to SCI a.s part of this contract effort mu.!t be approved and indoctnnated 
by OHS. Rcquosu for Access will be submiucd by the govtmmeot project manager who can validate the 
justification for access. 
d. Inquiries pertaining to classification guidance on SCI will be directed to the Special Security Officer (SSO). 
e. SCI furnished in support of this contract remains the property of the Department of Homeland Security (OHS), 
agency, or component originator. Upon completion or cancellation of the contract, SCI furnjsbed wilJ be returned to 
the direct custody of the supporting SSO, or destroyed IA W in!lrtJctions outlined by the Contract Officer. 

f Visits by contractor empJoyees wiJJ only be certified by DHS when .5uch visits are conducted~ part of the contract 
dfort. 

Ref Item JOj: "Contractor.i shall control and safeguard FOUO in accordance with DHS Directive (MD 11042. J) 
"Safeguarding Sensitive buLUnclassificd (For Official Use Onl)l) lnfoDllatian,." dated.Jan 6, ZOOS. OHS contractors must 
sign a special Non-Disclosure Agreement before receivins access ro POUO information. Contractor! with questions on 
handling OHS FOUO shall conta<:t DHS OS ASD at (202) 447-5341." 

Ref. Item I la. Contract performance for all SCI work is restricted to DHS Oovemm<:nt buildings located in and around 
the metropolitan uu ofWaahington, D.C., and at olher lo.;ations in the metropolitan area of Wash DC. All contractor 
personnel must be US, citizens, have been gnwted a final security clearance by the U.S. Government, have been 
Jpprovcd IL'I meeting suitability criteria by OHS CSO, and have been indoctrinated by a Non Disclos!ITTI Agreement. 
Standard Fonn J 12 for this specific prograna prior to being given any access to such infonnation released or generated 
under this contra.ct. Immigrant aHem, personnel cleared on an in1erim basis, or penonael holding contractor granted 
CONFIDENTIAL clearances, are not eligible for access to classified information released or generated under this contra<! 
without the expceu permission oflhe CSO through the DHS Personnel Division (OHSIPSO). The contractor and the 
Contracting Officer Technical Representative or other delegated representative will revalidate all SCI staffing 
requirements under the contract wilh lhe CSO annually or when a revised OD Form 254 is rssued, whichever is sooner. 
SCI WILL NOT BE RELEASED TO PUBLIC. 
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,AND' 

, ; I c' u,,' ... ,'-~nfC.,'r, of !ht1 ()QD Ir4"slrl.1 s.clfflfy M;,(wlIllPfJ'f 
!l) u .. ~U oJ/ho, "ffotf) 

o I" OR'""', 

• ,."" AF""C 00 'ORM ,><, 'c..I.L-J "" Ll:LJ NO. "y,. ,_ "" ''''o.ing 
. ~~:,_., ID J c' '-v,,·,,~"kH'l fl.'1:jlJV3i dDtQd 1lI1l1ntron 01 tho ~!I,*,~fi!ld:n1flWtW it; MIlhorilea 'or the PI"flOd of" 

" " K IIEW M.,KTlN SERVICES, INC 
,\', :\l)t T!"~: \VE)T 
i:,"I',:' '} [l!ll f'iJ ,)1002 DI5 

. c;:;c:;;c. ,;" '~n" "'Of, 

, ' ,'" . " 
I' I,,: '-':111, ,Ii, !lll',',,:1I1d Sn_lHity (DHS) va-flOUS 

,'t ) .. ::, ,,'III n In\.. '.v:'hh~llgt(;n, DC m~lropt)rd,.dn 

1 ;7~~ =c. 1 DEFENsi ~~:;~n'~;;VICE 
JU7 FELLOWSHIP ROAD STE III 
MY LAUREL, I'll 08054-1233 

IUJ05'~ IOEFENSESECURm'SE;;;"ICE "'" 

, . 
" 

14428 ALBEMARLE POINT PLACE. STE 1'0 
CHANTILLY, VA 20111 

I, >"~',, ' ,~'"~ 
U' I~r()'/ de IT uperatlons & Maintenance technical support to Lockheed Martin in support of the IT-NOVA DHS Eagle Task 
~ jr<, T! ilb 'e; In (e~pC)n5e to Lockheed Martin's requirements to provide support to IT Operations Maintenance and COOP 

,," I I Ie; cled,jqudners dnd Componenls directly supported by the DHS OCIO, 

. l~.;~ 
,""", 'WJA" 

,<,,,.,"~,,,,, 

'c-, ,1,1 '-" .. ' '').' ,,_'to 
. 1 .... ('" . 

',I ,;4 r.lE'~ 1)9'3 

""'''''''' 
"" 

Ilil U 
o [jl ~, 

PReVJ[)US EDmON IS OBSOlETE 
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.,.J LL:~ kc:1..wi.sE. -::::-;, ,nfO,-rnalJOr-(ci~.,r,ttet ,..., ..,.,cla»;f-'J pu~mg 10 •nis contr&ci lh~f~ bot' r~•..4 ror putiJlc i:i1Q,-~·11-~ciPl ~a -
···~,1,,,.i ·-.:<Ju.1nli 1.i.11·1,..,j l)I 1ml.,i;1o !I l'.1• ~11 Ol~OlfOo;/ for publk: reil•ac• by appropf"lllil U.S G<;,v~fll IJIJ1horlly Propo~ P'Ubli... '~e;:ne1 Y·•ll 

,.~·'''k..::u,,1µ1JIV'•'-'li;n<Y1or1tJ<.t.au• 0 0vrct [XJ r~yn/~J NONE AUTHORIZED. SCI WILLN<)T BE 
, r·1 f.\sEo ro PLBLtC, 

., ' t '-J~fi!·l~At'J ()R HAS OBij,J/'IED A!ITHOBID' WRELEAS[ fRQM THE 01CfARTM£N1 Of HOMELAND S!:C!JB!TY· 
'L'~_JF~-_\t"JUC< )HALL COORDINATE WITH THE c01n AND Tttg QffJCE Of'S!CUBIT\ IASQl Q1j ALL CHANGES TO TH!S G\'!0.\N('f:, 
,/ 11• , , ,., "'di• !u• f"r'"41Ul><l• ol 1nl0orn.,,tiori ¥1'::! Sec uni)' Rh·,...., Otflot ol rt!# Au<.;larl( S.crehM)' o4 Dtf.,.~ (P1Jbjk; Affairs)' 1()( 11•N• ;· 
ii·' .Lit.-,/, ·..-1• i: . .iQ UH1r A9efl.C.e1. roqtJni.5 for ~re WWII•~ ~/lm1tled 10 /ti~! ~ency 

", f Cr 1f.IJ rfGUillMff rh·a 7CCUTiiY~uon guldence 11a.deo tor ltlis claasllied 11/fort It id1ntJrted o.iow 11 wny aJtficW!y ~ GncOl.lfl1~rl\! lf1 l»P'•)'ln(} 
.~,, )',.:J<J,, .• ,, Qf I <Jny cA/lCf c.onlt1b\..illnq flC',Ofind!eai.. .;i ~for c;n.,~ >n lhlt iJ~. U'ieeofl1~1' ~ed "11~ e~r&g..:l to l)ro>fdr!I 

'~'"'-~u,-.: .. c ,;,.;nqof to cha/l'"'Q• llie gw1d~• OJ' \hi ~rtic..llotl ;;iu1~ lo aft</ ln/ormellon or ma!artal rwn1shod f)f 9Qr!tral•d una•r Lils -;on1rac!, 
, ,r :.: ,uv 11 "'If l.;<l.ict<hun" 101 lni•rpre!•li.or> of tl'Jis QUIO~ 10 u... Cfltaal latlntn'l.cl b•0\11- Pel'!d\r,g 111111 dtocl11on, ~ lnlorm•liO.n lnvot~l'd md ~ 
. id _"\J (l'''J ~rulttt;:tud rj( 11·c t't!gt11;1,t l!W<!l ol cJe.svticltion eSslll'f'"ld ur l"llc;ommendla. (!'ii.,'"~· fQf Iii. da:u1ri1<:1 ~- l\U;;ich, o< lbiw~o "'>J"r 
'!•'' ,,,. , .;1~ ;/AJ,i<Jl>l•CP, 411)' cl6UATHiln/1'/guJOt.~ • .('(fiM;U toJ",_/lf:MJ ,.,.fH'I. A.ck/ ~iofud p~ .. fl~ LCJ pro....a. oom{:HI• QIJll1•t>U) 

.<~-t. l te111 l Oa: CUJ\.fSEC A-.:cc:ss will involve the Installation, maintenance. or Uje of cryplo-cquipment, systems, or 
·:- ng 1n;irie-11,_jj A1.:i..:cs~ 10 COM SEC req1Jircs a final US Government Clearance. DiSf..;fosurc to Subcuntractor rt:4u1res 
1._:1 :1p1.rov1J 0( ()HS rhe conrracror upon award s:hall contact the DHS COM SEC Control Office if Record (COR) <it 

1ner .. «ii ,_ ')...;()) 5-12- J848, tu receive i;:urrent COM SEC guidance. 

11. cf 1 tt·111 I Oc: (I). Personnel: All contractor personnel assigned to this contract shall possess sccunty clearances issued 
i , ~J1 .. · f_1.:1'c11~·c ~:i;;-curity Sen11ct: (DSS) commensurate with the level of required access to classilied lnform,1tion that rs 
, ·, 1: ct. r1 y ,n ,upport of tl11s ,;on tract. Immigrant alien~. personnel cleared on an interim basis, or personnel holding 

1· t .1t:iur cr:neratcd Confidential (;ICN1tnces are not eligible for acce55 ro classified information released or generated i 
r,d:-1 iL.., .-, .. HHr:ict Concractor pc:rsonnc:I \\/ho are specifically designated as requiring access to Sensitiv!!' Compartr:tented: 
,~ 111L-ll1c.»1 ('S( -/) rnusl be eligible under the provisions of DCID 6/4 without e:<cept1on_ Pl!rs-OOnel will be submitted for · 

1_._,, 1·1i:1r I JH.S 1nauagcr and ver1flt!d by thcir Contract Technical Rcpresentative. If Jpprovcd for access. they '"'di 
··:, .__· ,r, 1 ,Juc'.nn;if1on bneting by OHS securiry st.Jff prior to being granted access to SCI. A/1 personnel secunty be 
·"'H:ku fur dcbnetlng ,virh the OHS SSO by calling (202) 282~8643. Note IOe (I} and I ta. Access 10 <ill classtfieJ 

, u r r: : ff( 'fl 1S(·1 J \Y ill bt: ~tf DHS factliti~ only For the purposes of this contract, the- contractor 1s not <tut.hon Led to 
'~: ~:.> Jfl•J/(_,r ,f(lfC .in} classified infonnation at contractor locations. 

11 1c_;E J . 
• , '- 1 )( i r.: 

r 
I 

'uo1lhJNA!... ;ECURTi-YR£0LitR!lirlENT9. R~~ntl, in~ lo ISM r~m.m1, ar. nt.bllsh#d lo<lhis COl'h'M:t (If Y•._. LJYq rn~~- -; 
··, ,,,., ·-"''•'IUo'll c;.ntrJa!Ja/C-loouse• .n rfl•«>nl~ docwnenlfls.ff, or~ an.,;pn;ltJtM• sla!~M oilfrlt:hl<ie~the ·~~· P~~ CCV'>'I 
m;v•"J"'""IS iw //--,• .-vgnd!¥ll sva;nfy ctnc.. Uff /fMn !Ji~ l/JifC# I•~) 

1 

'·~: )r ._::(t:, r,t="Y!NG OFFICIAL 

·1 I I f-J;ilJER 

! b TITlE ·-- - -

;ACILITY SECUJUTY OFFICER (HOJ-J 
/c Ti!lePH01<1e r1nc1w~---:;;;:;~c;;~;1M -
I (856)486· 5266 

I 
-- ------~~ __ _)_ __ ~- --- 17.REQ JREDDfiTAl8UTION -

1---- ------~~-
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O_rl}JNUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY Hill, NJ 08002-3315 
1 \(, L l ODE 77609 CONTRACT# HSHQOC.06-0-00017 HQHSOC-07-J--00136 

H~.f t.: 1 l'nce hi:n1 l Ot- ( J): . .\ccess to aU SensitJve Compartmtnted InformaUoo (SCI) wfJI be at DHS facHities 
1d"' - ,r th~ ~1u:pu~cii. of this contract, the contractor is not aulhorized to process and/or :-;tore any c/;tSs1fi!":d 

,,r. 11111!")11 Jl u11tra1."forlocations . 

. -\JI -~-,~ J '~ ·11 be h.indled in Jccordance with special security requiren1ents, which will be furnished hy thL" 
l 1i.,r,_·d 1c:>pons1ble :>pi::i;;;1al security uffice {SSOJ, 
( __ I '" ,J [ 1'd.A be 1elt"<::1.Jt'.U to i.:vntrac[or employees wi1hour 5J)ecific release approval of the onginator of the matcri<Jr 
1 .. ·111.r,J rn ,:;;uvcnung direct11:es; ba!:led on prior approv::1I and cerrificarion of"need-ro-know" by the designated 

, "r 11 h'l<Jr 

\ii '· ·l· 1>11 :H_ t,Jr pc:rs:onnc{ requ 1nng access to SCI as part of this contract effort must be approved and 1ndoctn nJ1ed 
I·:,· lJHS Requests for Access will be submitted by 1hi: government project manager who can validalt! thi: 
Jd'.>Utl.;a(JVfl tOr ,JCCl:SS . 

. 1 l•"/uiri~' pertoining ro classification guidance on SCI will be directed to the Special Security Officer (SSO) . 

. ·. :--iL'l 1urn1$hed 1n support of this contract remains the property of the Department of Homeland S~urity (DHS), 
~'.L·;-: ._'y, , )f '2~)mponenr orlginator. Upon completion or cancellation of the contract, SCl furnished will bC' rc!umtd to 

11 "~ J 1 r'.:l I 1:wstcJy ·Jf the :;upporting SSO, or destroyed IA W instructions outlined by rhe ('on tract Officer . 
. t.,. h, 1:un!r:J1:tor ernp/oyee.s will only be certified by OHS when such visits are conducted as pan of the contidcl 

,/,· l 

i\t·f ftl'1n lOj. ··conrracturs shall control and safeguard FOUO in accordance with DHS Directive (MD I i042 I) 
·: , :'':flLi.nJHlg ScnJ;tlvc but Unclassified (For Official Use Only) I.nfonnatioo,~· dated Jan 6, 2005-DHS contractors must 

1 ,f.ll'-r.:1:J/ ,"\ion-D1::1c!osure Agreement before receiving acce.ss to FOUO information. Contractors with questions on 
·:,.n.:· '.)/IS f()[;Q >hull conU!ct DHS OS ASDat(202)447·5341." 

ru-f !rem I Ju ( 'ontract performance for all SCI work is restricted to OHS Government buildings locared in and around 
· ·,.~ ri ·.·tr•;pol1t.:1n a.rea of Washington, DC., and at other locations in the metropolitan area of Wash DC. All contractor 

,,,11(' 1 rnu:>t be U.S 1.:1tizens, have! been granted a final securi1y clearance by the U.S. Government, have been 
·d ·'- :nc-~ri11,g ·;.11rnbiltty {.;1i1eria by DHS CSO, and have been indoctrinated by a Non Disclosure Agreement, 

'.I. 1 :1d r .:-rn i I .2 tOr tnis specttic program prior to being given any access to such information releasi:d or generated 
11 ~;: :111.:. \ Jll1f::.tt.".r Um1ugrant a Liens, personnel cleared on an interim basis, or personnel holding contractor granted 

, Ir If Jr. :-.(rJ A! \·lear:wces, aie not eligible for access lo classified infonnation released or generated under lhis conrracr 
, 1 d1·."·' the ~'<pre.--;s pcm1i'>sion of the CSO through the DHS Personnel Division (DHS/PSD'). The contractor and rht> 

.nf1c.J,'T1ng Ufficer Ttchn1caJ RepresentatiYe or other delegated representative wilf revalidate all SCI staffing 
,,,, ... 1. ~rnr:nG under the contract with the CSO annuaJly or wben a revised DD Form 254 is issued, whichever is sooner 

· , I ',VII L i\O r BE RELEASED TO PUBLIC. 
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VI; I R-\C r SECURITY CLASSIFICATION SPECIFIC"TION 

'~ 'I ~J .. ,.'eV ''''' 'J' " ' Irw DoD ",du..tIJl)/ ml.".( ~I~ ~ 
f ( ' <In ,,:>~, r.i al lrJ~ ,,/foil } 

, . 

'( 'Kii EW MAK TIN SERViCES, fNC 
. .) , .• ) th)LTF '0 WEST 

'l d ; ,~ I{Y H l L, '1J C<~UI)'.:! . 3J 15 

• ) :~, .. I'j, ... 'II! , (t h)IB.: ianu St"~:ur i ly (OHS) V3I IOUS 

.. I n ~ .. II, ,, the W.vbin glon . DC mel rupvjit;UJ 
. ;:;,\ 

:7609 

OIOF • 

o 

DEFENSE SECURITY SERVIC E 
307 FEUOWSHIP ROAD STE 115 
MT. LA UREL, NI 08054-1 2)] 

r 
DEfENSE SECURITY SER VICE 
PO, BOX JS403b 
PATRICK "FB, fl 129l5.ooJ6 

20\17 12 l4) 

. ' : r rn'J f ' ''~ I r ']pt.! ra tions & Maintenance technical support to Lockheed Martin in support or the IT· NOVA OHS Eagle Task 
Co, >~ r r ",,;,~ ,n (~'i ponse 10 Lockheed Martin 's requirements to proYKje support to IT Operations Maintenance and COOP 
' .. ~ ' I t' u t-l S H~"dQtlarters and Components directty supported by the DHS OCtO. 

,., "' : ~ , 

":,.",,,\ ; 

•..... , ",' 

PR.s;V IOU S i::D rrJO N IS OB!WLETE 
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- ,,;_, 1-JLl-l'- ttEt:"Wr-- 4..,~ 111lomta11on fcia!ls1IJ.ed rx "'1d.n/ .. d} ~~1n1ng to ihb Coiitr.ct ~alt not 0o ~l11a1«1 to1 µ~le d1'::><ioiri"illiit.Qn t~c•pl,-;:--p~ 
,. Ju~t, ,, $1.-.,,;ui1t~ Mdf'>IMI or 1J1118$~ 11 L.«1t~11pprn~tld for~ 111!•••• Oy opproptia!e U.S. Govommtnt .umonl)' Prop-o!OtJ p1,1bhc r•l&.;~e,; 3/"\af 

', ., ,. · -!1rJ lw .J.Copru·.o·, p1lor to '"°111••• D Oiied LX.J Ttvoogh (SpK.Jt> NONE AUTHORIZED. SCI WllL NOT BE 
"El £,\SEO fO PUBLIC. 

-~1 t >' t 1 
),,, fR;CTOH HAS O!JJAINED A!JIUOBITT TO R£LEA,.5K FROM THE pt:PARTM£NT OF HOMELAND SE(l RITY· 

', :(~J{j('TOR SlfAI l l'OORDINAif WITH THE COTR ANp fHE QEffC~ Of SECURlT\ !ASp1 ON ALL CttANC£.S TO THIS Gl.il06i''H ~ 
,1 -.~ c · .~.1c;1 .1~ 1v1 Fr<Mo.Jum \lf tnlwmaUo.n Jnd S&cul'll'f' R~~w. Qtr>eo ol 1n. Aut.!Wll SKntary ol O.ffilN (P~b41c Aff.11rt)' IOI <ev••w ' 

.• ,,, ,1 .,,,,.r"-10 'J~"' A<Jer.<:c~s »:•Q\.J"111s 1or ijj~ci 1nau ti. ~Atiecl 10th.vii ~ency 

.t ;_:--li1--J r Y tiviOM.iCE-·n;;-._;~,,,. d,11u1.,cat1or '1V1dance '1eitd9d loi- IM ciittr·~od Of1or1 ~ ideolt1idb9'.iow rt ,.rry d1fh:ulty ~ .:n·cou;;iefed-;;;~;1~·,:y-­
bi··'L'"'''c" 'A I .:tr~ ·_,11101 ·::vritll~tm\;l lilo;;!Of <iidlwl9t. • rlothfd f\)( ~"9"• on lliQ; guk::l1'J'llC:a. IN! curH.Jacto• 111t1ulhonze<l111'1d IHlCOVl"llg.0 !O prov<dtt 

"''' ,1.e·":11oJ .11Jn~5, '"' ~l'\;iU•"9• tl'1v guf<latlQ(I 0< lho C~U!li'catlon MSi9'W'd to !ll"IY '1'11ormatlafl or motorl$11 !urrnsti.d or ~1.ite-d under this wn1rdo.I, 
' ' l]>lrl•I "''~ 1L~LIQnS IQ( l!flillptOfaHoo ol th.it 9umoc. {Cl ll'a clN~ ld9ntlftl.O b9!0¥t'. PQfldlng r.naJ dOQ.,g(l, thtl inf(lf1'n.atlOl'I n .. 01\1~ 111J~ ti" 
'~~ .u J .,,.,: .. •;led o111r>b hlgr •• t( le~ ol ~sl!Jlcal>00 ill~&ign•d O<' recotnmend.O. (Fil .n •• •pProprl•f• ferr the L:Ja~$Jll«! 111ri:irt. AU~h co1 .\.t!Y.>JN . .Jl~f~r 

~ ~, " ... 11- ":'kfx..;' >du11<.v. '"'Y OOcu•rHlllf~gul6#~••tracts t$f~ ~ A:Jd ~lJoll-' ~·• as ,..~kl {J'OV>de o~t• gt.Jid•nc..J 

!<.cL Itnn IOa: COMSEC Access will involve the 1nstaHation, maintenance, or use ofcrypto·equipn1ent, :;ystcnis, ur 
. -·:- l'l,<; r11Ld<:na[ Acce:is to COMSEC requires a final US Government Clearance. Disclusure to Subcontnictor requires 
, , ,,,, "ppro'1'd of OHS. The contractor upon award shall contact the OHS COMSBC Control Office if Record (COR) df 

,·1ll111l-rc·1:1I , ·;..it)) 542-5348, ro receive cunent COMSEC guidance. 

IZ..:f. lccin JOc (I). Personnel: All contractor personnel assigned to thi!! contract shall possess security clt!?Lfances issued 
; , rile l"!e'.-u1:)~ Sccunty 'Service (0SS) commensurate with the level of required access ro classified 1nfonnat1on lh<it 1s 

1.-:i!v ill ~.up port of this contract. Immigrant aliens, personnel cleared on an interim basis. or personnel holding 
>:Iii _i,~r.J:-g<:nr:rJred Contidenrial clearances are not eligible for access to classified information released or gi:nerate<l 
·,·J: r 1 i: ::-. ~·~1ilrac1 C uotractor personnel who a.re specifically designated as requiring access to Sensaive Compartn-;cr.teJ; 
•. _-i ,11-1>, 1 1 )( l 1 111u~1 be eligible under rhe provisions of DCID 614 without excep£1on. Personnel will be submitted for 

,_. ,, ~- '~1r fJHS n1Jndger Jnd ventied by 1he1r ('ontrnct Technical Representative. ff approved for access, they will i 
•• l' · ·, ,· .11 rndudrin11r1on briefing by OHS :;ecurity staff prior to being granted access to SCI. AJI personnel security be 
;h,JukJ IA J,b11ding with ihe OHS SSO by calling (202) 282-8643, Note JOe (I) and I la. Access to all classdicd 

111 fOi"l'l e1c10n i SCI) will be ill DH.S factlitie!-·only. Fo-r the purposes of thfs contract, the- contractor is not authorized to 
,·1 ,, .:,:-; .ir:d1ur c>!ore any classified information ar coatnictvr location~. 

f-q-1 
r'i<t i( JR 

__',r-:-l7~]..fl- : 

4 , DI not-tAi ;:eCuR!Tv REQOlRfMfNTS R~~o~l•, J11 lddklon lo ISM r..:,.i:u11monrt, ~ n'-llDHahltd rw till$ eonrraci (If '(f1, QY•• f'7iNc>~-' 
~ J 'Y II" J''"/!Jllll>I '11 In.a~ d~•,,, l!M !X;IO(racl <1ocUmert rtnlt, Of~.,,~ '1MM!'141fll which~• It!.- MkJltioOIP r~I.. "Pro:i·dtJ. ~opy J 

, ~._, .,q.1ro•n ... 11i1 ro ow OO(Jrr'Uf!f "1Ctlnty"o/r!QI :JN lflilm tJI~~ l.r r>#I~) ~ 

11!;.PE'CrlO;;s ~~1.i <Alhia o.;(.11 Lr..::I ru• <JI.JI~ lh•ntp.ci/on rKpOJWJOjllty Mllwt~OQIJIJW'll•~omc.. • ---- F'fy .. o~~ -
r '"~ -.-<Jid• , 'Joc;tlfy ~.tt;"r+i#d~or~mo1Jf1"4IYM;iovft/Jd~~.f.).-,..~for~ Unilf.mlJ'~~~~f'O') 

'U,'fo,OSJ< PJJ C<JffCURS "f"DjA_!PROVES THE "NEEO.TO-KNOW- AT THE SCHEVEL • 
.-~,... -___ ~.!:-~ Clearances: Acee.SS to lnttJfligence mf-orrrnttion requires a flnal US GoVrJrnment clearance 

,,_.oc~ . ·; ding n:Y.1u1res pnor spproval of the GCA Srieffng•: SpBCIBI bneftngll and proc&dures are requirod. 

---------
1 1,;Afl·)tJ AJ,o S1CNA fURE. S•,uriir ,..qulr.mtrt1b st.t•d n.r.in ar• compl<t11 1t1d itdtqu9"' lor ul•gtn1rdlng 011 d•~11tl•d lrrlormal/u-n to ta 
,- i'-'""'"tu.J ·~.-"1•' \J'll• Clillatitl•cf effort. A.II qw.5t1Qna •n..11 b4 r.tetnd lo th9 otfti;lel namtd b•Jow, 

,01,L•.Jf 'f:,i'.1~)'INGOFFl(;l.Al 

t·,··:\.·il J f-'/NlJER 

- 1 ti',~1,,,~.--- -~ - ---
i 

·c fELEPHOl\iE 1tm:iW~diii;--~--, 

FACILITY SECURJTY OFFICER (HOF) ! (856) 486-5266 

111~1.:1 1 1\.L--l.i\ff."'-/"iER\'ICES fl'JC 
1«1' ii '1J 1tv'f:)f 

r n/l L, NJ :1,~UU.; 

::1~~,1.'tf9.:~:;ft.- Z<lw~v 

CON,AA(OTOR - ---- -

SLIBCOl'(TJt.4CTOR' 

lOGHl&\Nf secu~TY O~l'tci ~QR PRIM ii .1.'-1() SU!iCa.ITR.l.C:T 01'1 

U I ACTM11' A:E!P(lNSll!Lf FOR 0'-/fPl!fAS ~EC\.IPlrl' AOM!f'llS fJ\.I, TIC+/ 

':._x___J e AOM!NlST".AT"-'! CClH""~T!HO QFFlCER 

I 2'i._ 11 OT'fiRS "5 NECESSAAY - -- - --
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';QN r itJJ,!~ TION SHEET FOR BLOCK 13 . 

. Cf',11EEO MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
1 c. L l tJIJE 77609 CONTRACT# HSHQOC--06-0--00017 HQHSDC-07..J-00138 

J{efC'ri'ncc ftt'm JUe (I): A.cce1s to all Sensitive Compartmented Joformatfon {SCI) wllJ be at OHS facililies 
,nJy, 1··,.Jr rhe purposes of this contra.ct, the contracror is not authonzed to process and/or store any c/as.-ortlcJ 
. ·: .. > nr:.1ll•Jll Jf c...:vntractor locations. 

\ ,J ·::1~·1 ,,..,t/J be handled in accordance wi'th DpeciaJ security requirements, which will be furnished by ~he 

1 !;JlJltJ r\..";ponsrble special security office (SSO). 
<··1 .viii 110t he rde.tsed to i:untra<.·tor employees wirhout specific release approval of !he originator of the 1nut<!nJJ 

·,ur,in·:J in govt>m111e, directives; "Jased un prior approval and cenifica!1on of "need-to-know" by the dcsignat-:d 

·,JI c\in1rJ.\·tor pi:;r;onncJ rcqtunng dCCe~ to SCI as pa.rt of th.is contract effort inust be approved and 1ndoctnnated 
I "ll I::. Re4t:e!il.!.'. for A.:cess wdl be subm1tll."t.I by the government project manager who can vafid~te tile 

' ntili1..'.ilJ1..Jll lor j(L'CSS, 

,J lriqurr>c'S pl'rtaining to c/ass1ticarion guidance on SC'J will be directed to the Special Security Officer (SSO). 
--: <c ! rurn1.sht:rJ rn !iUpport of this contract remains the property of the Department of Homeland Security {DHS), 

, (1c i ,Jr ,·umpun~nl originator, Upon complct1on or cancellatjon of che contract, SCI furnished will be retumeJ ro 
'11--· J 1 rc:Lt cu~rody vf rhc supporting SSO, or destroyed IA W instructions outlined by rhe Coniract Officer 

.:t~ 'JJ onrracror e-1nployces will only be certified by OHS when such visits a.re conducted as part of the contract 
' J , ~ ! 

1C:f IH~u1 IOj Cvntraccors shall control and sufeguard FOUO in accordance with DiiS Directive (i\1D 11042 l) 
,J 1 :-gttJ.rding ScnsitJvt' but llnclass1fied (Foi Official Use Only) lnfonnation," dated J~n 6,_ 200' DH$ co_nfrac_1ors mu.st 

'' : ' ,pc.'C1~l 'un·f)rsclosure Agreement bCforc receiving acceSS tO F0U6 infonTiation, Contractors with que~!Jons Oil 

. "' ,.,,,~ /;H~ t'UUO ,hall contact OHS OS ASD at (202)447-534]." 

i<c'I. ltt~Ht I LL Conlract performance for all SCI work is restricted to OHS Government building£ located in and around 
:r1'" 11·1.:tr0poli1::in ..irea of Washington, D.C., and at other locations in the metropolitan area of \Vash DC. All contractor 

1·:0Jlrt(:/ rnu.st be US. citizens, have t>een granted a final security clearance by the US. Government, have been 
.,.,-1-·, 1_. /,:J .is ni..-i:ring :>uitability cntena by DHS CSO, and have been indoctrinated by a Non Dis,Josure Agreement, 
, ! .1 •• ~.Jrd Forni 112 fur this !Specific program prior to being given any access to 5uch infonnation released or generated 
,'.,,J\,.'.f d11:. 1.vutrJct Immigrant alien$, personnel cleared on an interim basi.s, or personnel holding con1rac1or granted 
ut·.FJDE\ITIAL cfearance5, are not t:ligible for access to classified information released or generated under this contract 

, 1h•,ut tbe express permission orthe CSO through the DHS Personnel Division (DHS/PSD). The contractor and the 
11r 1 h: 1 11~ {)flicer Te-chnicaJ Representative or other delegated representative will revalidate all SC'I staffing 
;u., ~ rn·-: :ts urJJ(.:r the controct with the CSO annua!Jy or when a revised DD Form 254 is issued, whichever is sooner 

,, J "ILi ,'/OT ll£ RELEASED ro PUBLIC. 
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CONTRACT SECURITY CLASSIFICATION SPECIFICATION 

, • • ~ · "-lw .m .. fTl f of I/'lill Out) II K1u~n41 s.C<J/'l1)' ~ ~fJ/'t 

10 ;lli oIspwdS '" I~ eI10ttI 

! . • 

.on:HEED MARTIN SERVICES. INC 
' \ j t; Hd LTE 10 WfNT 
,. :: ,FERV hill. NJ il80U2 ·])13 

1:~',1 !1111-=!l! c fH t1Blelmd Security (DHS) various 
,,' ; I tdll; ~ ... dhln the Washington, DC mc:!ropolilan 

II .: ,J 

176Q9 

OKDOS 

20U'lQ I I) 

DEfENSE 
)01 FELLOWSHIP ROAD STS liS 
MT LAUREL. NJ 08054·12)) 

DEfENSE SECLiRITY SERVICE 
938 ELKRIDGE LANDING ROAD. srs Jill 
LINTHICUM. /dD 21090-2911 

II) Provide IT Op<IOJtions & Maintenancc technical support to l ock.heed Manjn in support of the IT· NOV A OHS Eagle 
r I,k. U.Jt':r This is in response to lockheed Martin's requirements to provide support to IT Operations Maintenance i:lod 
'()U I' for ~ i ll! DHS Headquarters and Components directly supponed by the DHS OClO. 

·i:·lo.m--

PREVIOUS EOrTlO Pf IS OBSOLItTE. 
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t'UOL!v RELEASE Any '"'ormoihQo {cias111/~ o.--t1fd;!S/iiod)~iiiih-r\g'to th!1--C0iiil•:Jlh.i11 not b.~.d fOf publK: d'nom.fl.40on ucep1 as pro•dtd - I, 
-'> 1lle ,,.(,_,.,,1,,~ ~lilcu11ty M•rl\.lal or units., rt 11aa O.•n ;ipprovoa for~ re~ by &~I• VS- Gowmmtnl •utl'lo<lty. ProP<»*d ~bile r1<lfta.5e8 s.k'.)IJ 

"'" ,._.IJ•11ofh;d/,xn~1ov-1prtotlor.itaw 0 Dntt lXJ Thro~(~) NONE AUTHORIZED. 
1~-r:"'tl"..'-.~ CUNTRAl-rOB HAS OBTAJNEp AUil{QRITY TO R&LEASE FROM THE DEPARTMENT OF HOMELAND 
-; 1-_J,J.!.!illY' CONIRA(.70R SHAI L COORDINAJ£ wrru THE COTB ANO TRE QFFJCE OF SECURID' fASD> ON All 
.!!.:Li(~~S TO THIS GUIDANCE, 
,r•• '.":.1~rit:r~io foi Fr.,<>\fom of 1nlorm&tl0t1 11M S~ A°"~w. Ofb of ttwr "3.sl:1!<ltll Secrolary of Q,feoM• (Pt;blk. Alfe1r.1)' ror '"~­

, ,,_" v1 '·" 0-JO LJ~tjf Aqeno••- r~v•t. for <l<f,cios\I(• s.tlalJ b• 1L1bmttt~ to lh.i iigency 

.~:1:Jfl., ri· GiJIDA>.iCI:---:1,f •~fttY iJa..all•uillon-~9 -:;-~i:i"itli$'~~ eff-on :1 iCJ91'ltl!ed t,,eki-W' If Niy ;JJtflc:uJly ,, •r.covntil1-eij ;;., ~Jl~r·\Y­
,., JU"J..,.-c., ,;, ·! ,...~ ·-Jl~ ..:ortlflbuUng ladOI' ·l'idk.al .. a "14'.ct for en.noes 111 th~ g!Jl(j1nc., !ho cootrac.t.ot 15 a..r1J'l(iftr.O<t •'ld 01'CP\lra9t1cl to p1ovocte 

,...;,.r..,rie,,Jc4 char>q.,s. lo ch~leo{io I~ ~Jd•n,c.a Of !110 ci~rcetioon uaignDiJ to liflY !fllorrn;Jl!on Of male-rial funv.n.od or g•norat.O url-d•r u,,1 ~onlrii~I: 
,, ,1 11) ._,1.,n1! .~11y qlJt!SlfOr:.- lor l/ll~rprO(a!lOll ol tt'IJIJ gu,d~C. to 11"1• otr1<:1;U IQenU~•d ~ Pa-llQing fln.ol dediJot!. lh• lfllOl'lT1i1Uon !(IVOl:vlK! ihalt tor 

" 1, ,J,.!<l dt''1 p1.:.t<1ch1r.J "'In• highest i.v•l oi ci.n'41'k:litton ~uignoi:I Of r~Mee. ,fl«"' lt.J ~I• fw /~ cJMslfled ~011. ~h. o< fOIW•r<1,,tt~r 
"'""'''' ~'~ c'11rQ>iJl.;'-<.'1''lC•. •nr dr>culT/Of1'$1f;!.llti•1S1Wrod.:1 rtf•n!JIK;Jld ~-Add #rlti<Jl~ ~· u ~lo providfl ccmp/fl• r;!/ldlllc.) 

---' 

Ref. ltt!m 1Ui11: COMSEC Access wtll involve the instalJation, maintenance, or use ofcrypto~equJpment, sysrcms, or 
kt'_y1ng mcJtenal Access to COMSEC requires a final US Government Clearance. Disclosure lo Subcon1rac1or requires 
pnor "ppruval of DHS The contractor upon award shall contact the OHS COM SEC Control Office if Record (CORJ •t 
·'· mrn•:rcial (540) 542-3848, to receive current COMSEC guidance. 

l{t;f. ften1 I Oe ( 2). Personnel~ All conttsctor per!onnel requiring access to non~SCl Informatica must be: U S. Citizens; I 
1~J~i: Dt:..:n gran!c;d a FINAL SECRBT secu.rity clearance b~ the U.~. Government, pnor to being ~Jv~ any access to such!; 
1i!unll'-lf',u11 rC'icased or generated under this contract. lmm1g:rant altens. personnel cleared on o.n 1ntenm basis ur ! 

pe: ~unnt!! huld1ng contractor granted CONFlDENTIAL clearances are not eligible for access to information under this 1 

.1111rJ.,_,1 1',on-SCI Infonnation associated with this contract shall not be released. to subcontractors without the 
,·rin•s~.ivn of rhe OHS CSO. !'lote J Oe ( J) and I la. Access to all classified lnformocion (SCI) will be at OHS facilities 

Jil Iv For the rurposes of this contract, rhc contractor is not authorized to process and/or store any clas.sified information 
.«nlfai.:tor /ol.'at1ons 

1-'1 _q 
RJTY I 

·~- :,uL:·if10NAL SECuPJir RSQUJftEMEHTS. ~eQ\111•1N-11tt, ittad"cfflion .lo 1su~11, v.-~n.d forU.CQlltr~. (llY••· Qv"" ~--. 
_,.,rr/lt-, "'o wrtm~ wi!hc!WI cltlv-sn In tho CQnfnK:tdocf.lf'l>Ml4 ,,_..Ill'~ WI~ ttM:emenf wflich lr:MnllJn ff* #fkMlollltl f8<Pfmwlf:s PrCJYit:» • CQ(ly I 

.11/i.,. 1v41.;m'>1•iont$fu 1~ c090<'ant Ht"~ot!'ic• 1.J1•t•m IJl-.rJ~t;PllOll i.llHdetl.) 

!N:iPf::t,; fl•,jNS £lctl1Bf"lll Wth1, contr•ci 4lr& OiAri'i• lfltl fl~!Ofl J.-•POfttibolllfy CJ/I"- cogn/Qlllt ~ oMc:. --- - tJ Y•.f--ra ~o 
1 ,,., .c,4,;lfl ¥1C"1•nf1f<y !f-l'~JfflUur61.-mMl/sclH'>'fldoJA~lf"N ~~niionSlbtlillorin~. U.i•hm f3il~ts~1.:11>0'1dN) 

- ---------·--- --- - --i 
. ~ ·: lofi f!FILAflUN ANO j/GNA f\JRE S.C-1.lrlty rsqull'ffn-fl\C.. •lated "•,..,n.,... "'"',.;.'- .,,d ·~m tot • .r.gv•rdfrig lh• cl•••Jtl•d JnfOttn..tlOfl lo 0. 
• c ,~., •·"d ~' 1~,,~,.11.a ,~nd1tr !Ill• ·--l•••lll•d ~.AM q~atlQtll tltall b4 r.r.r.d ~!hi offlci.I ria~ bililow. 

( c rellPHONE (lnckJa. Aft.1 CwiJ•) 

: (8j6) 486-5166 

----,~,~,•.~0T.o~u~,~ .. =o-.o~ .. ~t~•~ii=u~t"'1o~•~__L_ 
rg-~c~.,.-- ------

·,, ,1u1J rf :1.·, i,i,_. EST ~X_ ~~0N'llW:'"0" 
J C p_k Y HJl . , \JJ 080{12 r X 1 c. C0C>ioll:AAT Sl!Cl.JfUlY CW'ICI! FOf:I PR!J4: ANO ~VSCQ/olTAA! f:/R 

~" ~i-- -- --- t--1'°' ..c<Mr"'""'"""""'ov'"""'"'""""""'~""""~ \. , -.OUMS1'RA n'!li COHT~C~!NQ OFF UR 

1 i.rA ___ L_'ttittlJ 1Nt>1j_ __ __J.x_,: 0
'"'"'"'"''""""' _______ _ 

i.--tt.J~M2~.1 )0f'C!999 

, .. ~: ! r1.1,l.jf ,;f' 1>CR r1FYrNG QF!'ICW. ·-----r O. nn!--·· ------· 

LLk\/l(l; H'.'IDER ! fACILITYSECURJTYOFFICER1HOF) 

L --

·--1 
' 

UlcW MA)( rt'.'/ SERv ICES, fNC 

' 
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i;:oNTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
c ~,;ti CODf 77609 CONTRACT# HSHQDC-06·0-00017 HQHSDC-07-J-00138 
; L llC:'O"ITRACT# 

f(ef J tem IOj: ·'Contractors shall control and safeguard FOUO in accordance with OHS Directive (MD 
, ~2 ! J ·s.,feguarding Sensitive but Unclassified (For Offic1aJ Use Only) Jnformation," dated Jan 6, 2005 

',iJ" c.1•1tracrors must sign a 3pecial Non-Disclosure Agreement before receiving access to FOUO information 
.. i:rr."'<'r' ,v1th questtons on handling OHS FOUO shall contact OHS OS ASD at (202) 447-534 I " 

!<cf. l!t'm J la: Contract performance for aJI work is restricted to OHS Government buildings located m and 
lfnu11<J rhc metropolitan area of Washington, O.C., and at other locallons in the metropolitan area of Wash DC. 
.\II cc>ntractor personnel mw;t be U.S. citizens, have been granted a final security clearance by the U.S. 
1 im ernmrnt, have been approved as meeting suitability criteria by OHS CSO, and have been indoctnnated by a 
'iufl Di>dosure Agreement, Standard Fonn .112 for this specific program prior to being given any access to s•Jch 
11du1-mar1on released or generated under this contract. Immigrant aliens, personnel cleared on an interim basis, 
,r rcrsunnd holding contractor granted CONFIDENTIAL clearances, are not eligible for access to classified 
""ormahOn released ur generated under this contract without the express permission of the CSO through the 
[)HS Personnel Division (DHStPSD), The contractor and the Contracting Officer Technical Representanve or 
, 1her Jdcgared representanve will revalidate all stalftng requirements under the contract with the CSO annually 
iJJ ,\,hen :i rt:vised DD Fonn 254 is issued, whichever 1~ SOOr?er. 
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CONTRACT SE~~~~ ~::;~S~:ICATION SPECIFICATION 
'ANO 

I' F'CJUTY 

'/>" ''''I<l,,'''m(~IIJI ,~f u-... i),JD IIld/)S/rlal ~cW1ly MMr~ JW/l' 
IN~~~OF 

I 
10 .ill ""p.n-m ,1I/h'S 1111011) 

""','.":, I' 
I ~~."~'~." " '", I, ~_-'_~ ,,a,c:,, "I!~\U/;K _ 

. 

[< : r'o ,- f-k' L'~ . (lb-D-IJO{) I 7 H(,!HSDC ·O!:f·}·OO t J 8 0 2008060J 

t-t-:,~h<. - (.(,' .... " .. I NIJl,jill::R .... -~-) / ... _'" I ' '"""~O<JI 

1.1 ' ~ f I) r2l 20090 I " 
,~" 'I, 0' 1 "'" "'" '''''''''''') 0 

1° '_I ",,",",.m '""_" I 

J ,'. 
,". ,,,, " I' '~"V" w - ~ ,e, LQJNO "'~ 

:'_, ,_'("./.) ", ... 1"" ,<jJ 1l,~I;IJ UI 'itinerate\! 1JI'1001 t!St1QQC -Qtl.Q:·QQQJ7 tlQti:S~-07 ·J~OO7J2 (Pr~d~ Con/r/J.Ct Numb.t) tl 1r."Jrrr~ 10 ftl.S ~_"loo.ot..;){1 '~O!ll(~r 

1 '. IS Tn,' • Fi""'- I LJ.L..J '.. ~ NO. , '" I "-,) u<' __ ,."U;O 10 In0 ''''' ... , "'''''''" '" .,., '10<1 

i' , 
1 ;7609 ! :c;~H"EW'M';"RT;; SERVICES. INC DEFENSE SECURITY SERVICE 

.' 11,Y HUVfE 70 WEST 307 FELLOWSHIP ROAO STE III 
C'HFRH Y HILL. N) 1)~U02 H!~ MT. LAUREL. NJ 08054,1233 

1 :JC;£L~J.", w,'-", 
; lMAD5 I DEfENSE SECU~'j"TYSE~iCE~ ~ ,. ~I 

938 ELKRJDGS LAND/NG ROAD. STE ) I 0 
LINTHICUM, MD 2/090·2917 

'-,', " ,m :' ,-,~ I , ,~,"C_I 

: !"j),.' '111',111 <)1 Hi'iTI~i.lJld )'Cu.JrI[y (OHS) various 
JI._II~' ".jl/IIII II!<: A,,c)hlJlg(u/I, DC mc[(Opolitall 

, , 

I ,}",'~';;,,je IT Ope;~ons & Maintenance technlcsi support /0 Lockheed Martin in support ot the IT·NOVA DHS Eagle Task 
0r .t}r T!Ii~ I~ In rtlsponse to Lockheed Martin's reqwrements to provide support to IT OperatJons Maintenance and COOP 
'" I/le 'JHS Headquartars and Components diracily supported by the DHS OCIO. 

:w ~ 1 : 0 ;rJ!B::.~~, . _D COl 0 
,.,," '~"",," : .",·,IC,:-;'" ", 

,'1,1.'. ".'L~ f4. ··-,C",. """" 
.,' , 

,. ,.::c;, 'OHO.Y 
, ;cCI) =. ~ "",-,"'0 

/.,:;. -~.> . -
U !lSI ~C<",' • u rEl 

" 
__ ';- ~:, ;;i ,.v.v. , 0" ,~ 

, 1111,; -~.I-' '.,IN 

ric"'" -_-;-t;'-N""C~' I 
- ·J'-f -(; - , 1: 

::' -"'- -~:"'" ''':, I OT~,'S~1- L 
- [~-

~ ,c', w 

,JVe <JfiM ,)4 DEC !~9i PREVIOUS £DmON IS OBSOLE'r! 
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rr · ttllc K~--[i:A.sE:- ,.:~-.nr,;r;=n.;ti0,7i~li.,sffl•O' o,.--.,.:ld.).,$,~dJ"Pert~;)QIQ'!Nt-oonti~ ~-rlO! bo.t f11hu,iw.; for ~bile Jine•Tl!nal1')<1 •~e11p1 ~' proY.;;!id~--
c, ,Hv ''li«•L '"I ·_;.,,,;1.o~y Manual oJ# l)n/11~s -I ~s °"""'' •PPTC...lld rOf P\ltljk: 'l!llflU• Dy •µoi-opri.1111 U 3 Gov11mm1111t wtf\orlty PrOPQSitd p..blle rot111'>:1•U ~hall 

!..-.. ;v• • .tH!Hd hr Jl)PfV.111 µjor lu rttJ11.;s;11 D ~ CXJ T~ro...gM (~} NONE AlJTHORJZEO. SCJ WILL NOT HI£ 
H.tL~.\SEO TO Pl!BLIC. 
11i!J_ "" CO!'.TR3('TQR tl,\S OlilAlNEQ AUJHORIT)' IO RIWSE fROM THE DEPARTMENT OE HOMELAND sgcUBJD; 
\. 'i'_~IOR -"llf!LL (OORp!NATg WITH THE S:OJB AND THE 0Ef!C£ Of SECURITY (ASP) ON ALL CHANGES IO THIS CUJQANrr.. 
'. iJ.e D11ucl•-"Jlu for Froodom ol lnfonrdllon and S&o.iril~ R&vicw, ot!\c9at1\11 .a.umtflt Sectet.-y of Osl&nae (i:iubJ!c; Afl'1lr~)" fOf rtVI- ' 
,,, if·",-,."' •JI'"-'' L·JO Us151 Agll1011l, r&Ql.J•lt$10f 115C)O.(lf• ->11.11 ~ WbmiUed !O \nat aQliU1Cy. 

-~i;: t:'-JKf1 y-GlJIOANCE -r-;:-.., -,;;;urify_ cl.iu'lb~Ol'l Qt_ij<Ja/tCt nooded fO( U\Js clitl.llf'lt<I attQn !5 ,U&nttfl9d i;)l;Jlow '.f Mt<f ctiffiC\Jlly ll 'tf'\CCW\i.r.O.., .ll'.li)i-~------· 
·•·~ r.rl••-~l" ,,, 1 --111y '-'ll"lo&t c.unl1ibul111\,1 faet;)f lnOJCllM a "ffd IOI ,h..mt;lta lfl lhia QU<l1nc., In. con!UIGl-Ofls dU!honzed ~ lll)Q)t;1;11l)ltd to pro't"lll& 

- · "- ''"'"<J -~iiurl<J"~ ro ;11t111e11~ ltlo '1Uk1!U"« 0t lt\e ciauific•llon NC~6d lo any Waormallon or m.-i.rta1 fur'1IGl'le'd or t;t&neroi.td undll" ~ ctiC1lr;id, 
_ .. _.:-,.,-,.1 j11·, •1LI41:,11on" for I rrl~•~tion of thlJ 11Jl.dallC9 to lh• o(fl(:l,.J hl01'1t~ o.Jow F'1r.Q'lri9 li11Ji! 'JeC1•10n. tr!-. >(IJOfl'l'>a!1on '""'°''".-d sh•~ 0., 

• ''--'' <: if"1 1-· "'"''·l•:<l Q! !h" Nghttd '~hal of cJat.st~l)f'1 ois11gn.0 Of 1'!Con1moodod (FJ/111'1 ""IJflllropr/M• lw If!• clulr~ .,/'fon. AJt.x;h, or!cr,.,1ur1 '"f<kr 
,-~ ''""''-'11"•~ ~''r drxumr:n1.11gi.i..:1.-J.'9J<.1rads 1•IW-••lf;fKJ ~ A4a ·~ ~" aJ ~ftdfJd lO ~ cornpi9/~ '}IJlfi•nc•J 

1< t I I h'iH J 1Ja: \-:OJ\-1S EC Ai.:ces.'> will 1nvoh1e the 1nstal/atJon, maintenance, or u.$e of crypto~equ ipment, systen1s, or 

k .", ,iit: 1n:tl•:n:.il. A,·ce.':is to COMSEC requires a final US Gu...-emment Clearance. Disclosure to Subcontractor re.quin:~ 
,r1ur ipµr·JvJJ of OHS The contractor upon award shall contact the- OHS COMSEC Control Office 1{ Record (COR) .J.t 

•r11111i:r,.;1 .. d (5-iO) 542-3848, to receive currenr COMSEC guidance. 

!{t'f, ltc u1 I Oc ( J ). Personnel: AJI contractor personnel assigned to this contract shall po.ssess security clearances issued 
by tJ1c> DcJen!'>t: Security Service (DSS) commc:nS'\Jrate with the level of required access to cJa.Jsified infonnation that is 
J1re-1.·r!v .n suppo1t of this contracl. Jrrunigrant aliens, personnel cleared on an interim basis, or personnel holding J 

'.)!l tr ,11.·f.__ir- ,'1<:ncrare<l Contident1al clearances are not eligible for access to classified inforn1ation re leas~ or generated 1' 

.1i Jc1 tl11::; ... u1 lfJ(t Cuntrar;tor personnel who are spe-cific.alJy designated as requirina access to Sc:nsitive Comparttnented 
(.)f 1n;;11nn ( Sl'IJ 1nu:st be c=lig1ble under the pro...-isions of DCJD 614 without exception. Personnel will be ~ubmitted for 

.,._ ,_c'.,~ b ,, their OHS 1nanager and verified by their Contract Technical. Representarive. ff approved for access, rhey \vi JI 
1':i··.:1 . .: .in 1r.\1,)ctr1n..1r1on brri:fing by OHS security staff prior to being granted access ro SCI. All personnel security be 

_he. IL krJ (.-_«- dt:bn~tin~ wl(h the OHS SSO b_y c:aJlins (202) 282-8643. Note !Oe (1) and 11 a . . 4.ccess to all cla.'\SI fied 
· _., 111;i1,on ( .-.;c·11 wlit be at OHS facdities·onJy_ Por-rhe purposes of this- contract, the-contractor ig not authonz:ed to 

,-, .-.·,·, .111J.1 A ;:vie ,JiJY classified information ar contractor locations . 

. -~--~~~ .Sf& ... I -1 ~ ' 
'U'iE J LAZAR, DHS OFFICE SECURITY 
"W-ii ;R, .• 1 MA NAUER ff"DUSTRJAL SECURITY 
-,-~iJ!_, --t.1~·-3·16 

, .- Woi noNAl ~ecuRrrr R£QUIREMENT3. R~r1m.nu, ., lrtOdltlon. 1a ISM ~""*fltll ... ,,, •U.~d IO' tNs conttaci. (ff v .. ~--ny .. -l'X'iN;; ----1 
Jl n11f1 lh6 j.Jtl!!Jt>tKJI ~c.ritntat.41 dlu~ 111 /ft.-~ ~ flUlll. OI' ~Ml~ •tatfl!T'llff\( llfhlch Mt"t~• Oto a~ ,,,,;;J;;'rntMt.s. A;;'ld• • i.:vpy 

"'·~il,-,,<;..,.1&nwnlitolh•c(llJO<Ulll~y~. l.,J.s•~ 1JI~~~~.) 
1 

r< 11,l• .. Afl'JN At-ID :.;K;NAl'l.JRE 3~urlty ,,_.qv-lr•m.nt. 1t.1a.1'1 l\ull!ln.,.. CO«lpltltl Ind ·~t. tor~ th• cta._.1n.11 frttornuitkm ;abc 
_.,, J _, , ... ,~· ~1...i·_,,,d•r !his c1 ... 11lfl.d .n'o'1. An "IV.•UOfl• ah.1111 ti. rwt.trw/to cti.otflc:-J•I named below. 

JU.1 1 l'fi"-,'LH::J< 

-~ ~- --f~Ne r1ne:lufJOclrh co'1tl) 

' FACILITY SECURITY OFFICER (HOF) I (856) •86-5266 

111 ktiiOtRlo olsTRlBUTION 
I 
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CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
t ,\CE CODE 77609 CONTRACT# HSHQDC-06-0-00017 HQHSOC-07..J-00138 

t«frren<'e Item lOe (!): Access to all Sensltlve Compartmented fofonnation (SCI) will be at OHS facilities 
•)Illy. f',-Jr {he purposes of this contract, the coatractor is oot authorized to process and/or store any classified 
·ri L111n:iuun at contractor locations 

,<Ii SC! w_I! be handled in accordance with special security requirements, which will be furnished by the 
k:·.· ~~LJ!e:J rcspuns1blc ::.-pec1aJ security office (SSO). 

,, ,-;c1 will nvt bt: released ro contractor r:mployees without specific release approval of the originator of the matcri<JI 
.J::. uutJ1ned 10 governing: directives; based on prior approval and certification of ''need-to-know" by the designated 
,;l.J!:<:"JC!OL 

. _,\tJ Cvn!ractor personnel requiring access to SCI As part of this contract effort must be approved and indoctrinated 
1,) L>HS Requests for Access ....,.-JH be submitted by the government project manager who can validat.c the 
_1i1snncz.it1on for access 

I ~:yuirics pertaining to classification guidance on SCI will be directed to the Special Security Officer (SSO). 
':ll:I nirni·;h~<l 1n :iuppon of this contract remains the property of the Department of Homeland Security (DHS), 
'.·r,~ '.•, ur o;on1ponent originator. Upon completion or cancellation of the contract, SCI furnished will be returned to 

'. :1e 1J 1 c .. -t -.-ustody 0f rhe supporting SSO, or destroyed l AW instructions outlined by the Contract Officer. 
1 , --:1t·, c1,> ....:0ncr~c-tor ctnp!oyt:es will only be certified by DHS when such visits are conduc[ed as part of the contrai.:1 

JkJ1T 

H .. ..:f lrtn1 10j ·contractors shall control and safeguard FOUO in accordance with OHS Directive (MD 11042.l) 
· ,·J(c;:1:·~UJrl1111g ::lcn::dt1v~ but UncJassified (For Official Use.0-01.y) Information/' datedJan 6, 2005. OHS contractoro must 

11:-·,n :i ~;pe:ciJ/ Nun~Disclosure Agreement before receiving acc.ess to FOUO information. Contractors with questions on 
.. rnJl111g OHS FOUO shall contact OHS OS ASD at (202) 447-534!." 

R:.:f. I cent 1 la. Contract perfonnance for a!J SCI work is restricted co DHS Government buildings located in and around 
ch,: rnc-ttoµolitan Jrt:a of Washington, 0.C., and at other locations in the metropolitan area of \Vash DC. All contractor 
:ji:r:.0nne1 must be U.S . .:itizens., have been granted a final security clearance by the U.S. Government, have been 
1':prv.-:oJ ,L 1Jl<:'et!ng suitability criteria by OHS CSO, and have been indoctnnated by a Non Disclosure Agreement, 

r:i11JJrd Fu1111 J 12 for rhis specific program prior to being given any access to such information released or generated 
.1,J<.:1 :hi!:i i.:untra\.'t. hnm1grant aliens, personnel cleared on an interim basis, or pefsonnel holding contractor granled 
'1_, ,'--J Fl DE NTlA L cl\!arances, are not ehgib!e for access to classified infonnation released or generated under this contract 
.:l11•,ut !lie nµrc'° penrn>SJOn oftbe CSO through the OHS Personnel Division (DHS/PSD)_ The contractor and the 
.:11tr:..i:.:r:ng (ifficer Technical Representative or other delegated representative will revalidate all SCJ staffing 

:''·~d11-(;"rnents •..1uder the contract with the CSO annually or when a revised DD Form 254 is issued, whichever is sooner. 
',( l I\ II.I. NOT llE RELEASED TO PUBLIC. 
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'UNTRACT SE';;~R-;;; ~~S~~ICAnON SPECIFICATION 
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, , ·i",01,.",,,,,,,, ~~1.~,,_..J 01 r)llflNill&C Unauf tiS!1QQ~:Qfi~D-OQQ! 7 tlQtiS~·Q1 +00132 (Pr~ Cc.ItiracJ M.Jm6Itr) ~ IrDn,ferr.w to ttllS fol/o,.;'<Jfl CO"lf~( I 

'5 ,""" A fiNAL 00 fO'''' ,><, l.U.......J YES L/iLJ NO.' .... ,""""'" 
r ,~,',,",,,ISO! I') ~l" • ~""''''' 01 "" I ,-" j~ 

I •. "~ I . 

/ : '~~f~ 1~;"2; ;>";;';R'TI~"':~ERVICES, INC / ;7609 / DEFENSE SECUIuTYSsRVi'CE -" •• -
. )'/ j-»l'l F "Ij 'Ni:S! 307 FELLOWSHIP ROAD STE 115 

I:L'JIHY HILL, N),.181)02 DI5 MT LAUREL. NJ 08054-1233 

.,'..'!'-

: ;FKGO / DEFENSE SECU;;'TY SER \ 
A_U. _,. I~; 

495 SUMMER STREET, STE lOO 
BOSTON, MA 02210-2192 

. ".',L . , 
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~ I ' '. 
I b. CAGE COO. I· "._," I. ,"""u. ""',. "-, 

I : ,t '",,', r d HUIL<.:l.lIld S'.!(.:unty (DHS) various 
h, ~i, -.tllw\ L,c': \\idSnlJlglon, DC metropolnan 
I l'a 

-' ~U.J ''-'''L J' 1 -I I I 

it I ;ll,) /ld15 ; r (:'~erations & Maintenance technical support to lockheed Martin in support of the IT-NOVA DHS Eagle Task 
f' ~ c' f rhl:> IS in response to Lockheed Martin's requfrements to provide support to IT Operations Maintenance and COOP 

'CI t/,c C)HS He,jdquarters and Components directly supported by the DHS OCIO. 

,'? !, I, 'I ,., , W °U ~ '" u . ', .• 'C,,~ ",'''0"' "C'ck" , 
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· 1·-, :•UUL1C-i-fEi..Gl.ST----;;n~i.umal10fl (tlNt.ir~ or \J{rt;ta;,iiJh<f} Pf;tftalrilng kl thlt cont1act chall not be 10!1111sed /or public dltl•cmfiol;on o-~ccpl'" pro"'Oe'1 
_, 1 h; ,,.:J,,~\/1<11 .)11~~nr1 Marttia/ or ur1kts$ It has t:ie.11 approved /0tpUbllett11t"aso by 1W()l)ll&lo U.S. Go"omm.n/ llJLl"lorlty PropDM-0 pu.t;Jlc re(e•'Ol!S 5hall 

,,,, .. ,,_.,,.,,1,,,J 1c-r~.,,-i,..3J ~nor ro rY~il3e 0 llir«1 [X) Throu¢i (Sp&dly) NONE AUTHORIZED. SCI WILL NOT 8[ 
lU lf~'ED TO l'lJBLIC. 
1>iJ_.1;,:-j;,~~Q!JR HAS U8IAiN£D A!iJHORJIY TO RELEASE FROM THI DEPARIMf;NT Of HOr.t[LANO SECURIJ'r; 
_'._._.,Jii...~ltiL.l \V F J S N I iHJ4.NC£ j 
''·«· L••r1tc'"'-"1'c ror FrtJti.:om of lnfor~lion •WO Security R&Y•ttW, Offic• of tl'l9 AuJst~ ~ll!UY of Dofanse (Publk Arrill/"$)' (or r•l'l•w 

., .. ~ :c1'.~' •A' Ori DoO ..,1$(H Ai;iltfl~ll. r~lS lot i:Hsd°'5<1rlil shill/ b9 SUt>mlf\ad to lhat llg&/)CY 

- :,c ( l;~R1T'f -IU10AJ.ice.- ihti ~1>t1c;.ii1Y d~Siiiiei-i!Qli ~k:!~• 111~ iOr !1111ciu~.a111011 ls ;d•nlVl•d balow If <Ill) 0'1Hicut1.y '* ~coonltrtd It'> ;\pply1n.;; 
·r,,', J•'i-l'-''''.::-t> ~-, 11 ;;ny Gll'ltl1 c.;,,1Lr1bu!lng lact0< Indicate' a NJad for r::ti.l"9fl' in \his guidMi~. tl'ltl ccot.t.ctar rs 'lulhortz"1 tind •ncovragll'd lo pro~ 
,,· ·Jrr'n"" .. 1,.c 0l.Jn9~ tu dl<lik!r>ge '.he !luldenco Of th• cJanilicatjoo ;US1911td kl any mfµfTT'lltlori or matona/ luroiahoo or gcnllruled undt!r 1t11$ contr..:t. 
,cJ 1·.; ·".Jffl11 d l)- l)vt!a.llL><U /or l(llerpr"h11'°'1 of this gulCWict to 111• cfflc::lel ldilllU!led billow. Pending Arial d&ei~ai. !hoe 1ntorm1Uon lnYOiv&d ~ria/I 0. 
,, "".,,·: :,r,,.J µ1,.1<lct&O .ii 1hc h•ghctsl 1,,..01 of cla.,,.t1ftce.Uon 11~$1pn.l11 or ni-c~. (FiJ1 ill u iSWfOpl'ifi9 fOfC"'- daulfii<l tfrort AIUch, a< /Of'Ai1Jrd wndfl-( 

.,, ~,,, , .,ra;µ.:r-d1Jnc• . .Jl'JY OOCumo;i111:r;.1!i'lJio'e.stvwact1 rvf•renc•a ~-Ada ~p9ge' Ill: rrqde-1110 P<Ullldtt compkle QLJtrJMu::io.) 

l«·L Itcu1 tO:::i; COi\fSEC AcL·ess will involve :he installahoa, maintenance, or use ofcrypto-equipment, systerns, or 
I. i: c:111<'. 1nukriaJ Access ro COMSEC requires a final US Government Clearance. Disclosure to Subcontractor requires 
:-'r :-l,r .:µprov:i! of OHS. 'fhe contraccor upon award shall contact the DHS COMSEC Control Office if Record {C0R) al 

, «1Tc111ercr::d 1540) 542-3848, to receive current COM SEC guidance. 

at::r f ren1 I De (I). Personnel: All contractor personnel assigned to this contract shall possess security clearances issued 
(), rl·.; i'!\..'fCns<: s~..:unty Service (DSS) commensurate with the level of required access to classified lnforn1ation that is 
,f1n":tly •n support of this contract. rmmigrant aliens, personnel cleared on an interim basis, or personnel holding 
· 1>:1:nict 1Jr~gl.!ntratcd Confidential clearances are not eligible for access to classified information released or generntt:d 
·Joder ;h1:> (<Jnrrac! C'ontractor personnel who are speciticaHy designated as requiring access to Sensitive Compartn1cntedf 

. t,_.,,11Jt1,··n (SCI} rnust be eligible- under the provisions of DCJD 614 without exception. Personnel will be submitted tOr 
1 

,i;. r-:·,._, b, rJ-,<:1r OHS m<.1nager and verified by their Contract Technical Representative ff approved for access, they \\"JJJ 
-·. ·: .H1 1nJ<..v1rin:..:d1011 briefing by IJHS security stnfTprior to being granted access to SC.f. AIJ pc:r$onnel s:ecurity be 

, 1·,,Julc,.1 i'cr .1ch11cfmg v,ith the DHS SSO by calling (202) 282-8643, Note IOe (!)and I la. Access lo all classiccd 
11 l·Jl'l11i-1l1cn f'..)C]) will be at OHS facilities onJy. For the purposes-of this contract, the contractor is not authonzed ro 

--~' ~ ;1:1.L'or ,lun: any i:las..,;ified information at contractor locations. 

\~U.'.) 447_.;346 

r ~ ;i..,:.wf1~Al~iEC'URITTR~QiJ1RiMEHTS. Roquir•!Mflta in oddiliClfl w ISM 1'9q!Jlr•~n1s.,.,. ••tablW-..CJ /0£ ~ contraci. (If Y•1. Qr ... ------rzJNO 
o.1"1mfy 'he {">rtrn..rnf ,;orC!f/ICfwl ci.N~ i1) ttwr cord,.q ~ifs.II.°' J)rOvld9 .w1 ~19 stal9mm1 Whi~ lfifmllf'IH IM acldltJon•I ~m.rrti. Provffh •copy 

;/ 'f1i)tQq(.Jtl>WOill~ /Cir,,. COf}Nlttflt3~ otr1cil. Ut•&m 131~~~1!~_) 

1, C,/' ;;:,C~1 I(_)~--- s .. ~'Tl':l'f1h c)(-tr-lj: ccntrac1 °"' ~~~c:llO--;:;-;-;'Po11.11bAlt)- ol ~ cO(Jlliunl MO.II~ olflcli. - 0 ,,,. TI No 
, , d ,r(", -~,.i,>oi1u1 'J'!,11'1fy •.PCClnc arbOJ or tlllfJmtJfll;s c~ <>ill :Mrilh#act/Ylt)' 1•¥pD11_,,_ fOf mspcc/Jonl. Uu if6m 1J It fKkllhon-' Jp&cf" n•fKfed; 

"fJl•-'/J5fSSPt5CONCURS1'0 APPROVES THE ·Nf!EO.TO-KNOW" AT THE SCI LEVEL• 
_·_-;Z::.~'-------- (~I /Q .:>7 _,Clearances: Accsss to lntelligenco information ~Ulf7J$ a final US Governmen/ clearance 

·:/-1_1, :/,-'!( 1:n"irt>qu1res prior18;;proval of ths GCA. Brlttrtngs: Spedai briefings and procedures are required. 

~1< r .F ,c,, r101.- MO SIONA TUR!. Security r•qulrtmMIS •t.l•d lar.Jn •r• COin~ uid .W.qu•t• for uf~u•rdl09 th• cf.,sW•a lnto-rm.uon to ti• 
' , ~;,•J Ji ,;onvr ~ lfJi:S u11d•r !111111 cl•s;l'Jf/q.U •f1ort. Ai I qu••Uon& 1"4.ll b• r•rwr.d to lh• offlclal nlon'lsd below. 

r~r: ·,;·:,f _,P 'E.-<flFllUG (lfFICIAL 

~,'.\·\kl> I 1'1 /:-iOER 
b nTLE 

F ACIL!TY SECURJTY OFFICER (HOF) 
-rT€L €~:5(~~~~~·2~6~-~J- ---

J 

I 
- - ~ 

___ L ____ _ 
I 11. Rt:OtilRED OfSiRIBUTION 

l_ _____ , __ - ~ 
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CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
, u,E CODE 77609 CONTRACT# HSHQOC-06-0-00017 HQHSDC-07..J-00138 

Her(·tcn..:e !re111 JOe (1): Access to all Sensitive Compartmented Information (SCI) "viii bear DlfS facililies 
,; 11 Jy. /.",H 1hc purp(Hes of rhts contract, the contractor is not authorized to process and/or stort: any ... /assitied 
;iJ J1 u1.1(1Vil .lf cont.rJ.ctor locations. 

-\il SL'l .-..ill be ha.nJled in accordance with special security requirements, which will be furnished by Ch1! 
. 1 ·: .. 1 µ,n.itc-d responsible special s1Xunty office (SSO). 
b -:;c· i' will not be- released (o contractor employees without specific release approval of the originator uf the 1natenal 
,-, uutl,ned 1n governing dire\:tives; based on prior approval and certification of "need-ro-kno,v'1 by the di:signatcd 
.(J11Cr8Llor 
~· :\I J ( _.ontr:.ic-tor personnel requiring access to SCI as part of this contract effort must be approved and indoctrinated 
ll\' JJHS R~u~sts for Access will be submitted by the government project manager who can validate th~ 

ius11tic:it1on frlr ac..;css . 

. I !11qu.11es pt11a1nlllg to classification guidance on SCI will be directed ro the Special Security Officer (SSO). 
· 'iL'I h.mmhed in 'upport of this contract remains the property of the Department of Homeland Security (DHS), 
.'._' ~1~1.-.« ·Jf r,\;nipuncnt ong1nator Upon cornpJetion or cancellation of the contract, SCI furnished wifl be returned to 
· "•: ,ti ri:·.'t _:·J~t<J.J/ of the 'iupporting SSO, or destroyed IA W instructions outlined by the Contract Officer 
\', ,;t:, 1-J\ <.-<._r1!lrJ1...tor cn1ployee.s will only be ctrtified by OHS when such visits are condu<:ted <-JS part of the contract 

i{ef I (L'1n I Oj' ''C·Jntn1c!ors shDll control and safeguard FOUO in accordance with OHS Directive (MD l ! 042. 1) 
·,'·1f.:gt1._,1Ju1g Si:milivc but Unclassified (For Official Use Only} Information," dated Jan 6, 2005. OHS contracturs mus! 
.• :11 .1 _;~1~<.:1<-lJ Non-Oi;;closure Agreement before receiving access to FOUO infomiation. Contractors with questions on 

!,J,,Jhnp, DllS FOUO shall contact DHS OS ASD at (202) 447-5341." 

H.ef. lt~m I I 1:1. Contract perfonnance for all SCI work is restricted to DHS Govemnient bu.ildings located in and around 
u1c rnetropolitan area of Washington, D.C., and at other locations in the metropolitan area of Wash DC. AIJ contractor 
p.;rc;onnel mus! b~ U.S. citizens, have been granred a final security clearance by the U.S. Government, have been 
11 .;J111'v (·J J.S r11cct1ng suru1bility ~nteria by OHS CSO, and have been indoctrinated by a Non Disclosure Agreement. 

1:111· ! 1rd l·>:.rn1::: l 2 for this specific prognun prior to being given any access to such information released or geoer<Jted 
·,· . ..:<:r th!c. .,_·cH1tr:1..;1 [1n.n11graat aliens, personnel cleared on an interim basis, or personnel holding contractor granted 
' · ··\ J; ll')f_ N f' L-\l \.'.le:u;1nces, are not eligible for access to classified information released or generated under Ill.is contrai:t 

"n/,, tit thee "pres.s pennisston of the CSO through the DHS Personnel Division (DHS/PSD). The contractor and the 
, •1: 1r .11.·r ing Officer Technical Repn:sentative or other deJegated representativ~ will revalidate aJI SCI f:itaffing 

1 ··q1.-11 eniL·nrs under the contract with the CSO annually or when a revised DD Fonn 254 is issued, whichever is sooner. 
-,c I \VIL L .~OT BE RELEASED TO PUBLIC. 
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";0 1'1 fRACT SECURITY CLASSIFICATION SPECIFICATION 

' " ' <:i,JlJli) I ' I<>IltJ 0f /hOI CoD Indu:il/l41 SKtJrl l MefllJ6/ . pp/'; 
:0 iJJ/ '~Cf" ~ , ''''1$ Qlfonj 

I • !::>r; (}£)C ~ U)-()· , tJ01 7 IIQHSOC-08-1-0013 8 

, t/1'- K i IE t' D MA k TI :-.l SEl<VICES, INC 
: \ ~,) !{ '~)l : TI : 1'., 'N EST 

,1 :':'Li·, Y t l!L L. NJ J W02·J J I5 

, . , I' d " , I :L,ml' l.s.; :d SeC :': flty (OHS) varrous 
. • . 1: .', ,~;, ~ ) 'he " / l..~dl " gW!l, DC U\1!t1opo litan 

77609 

IM7Y6 

o 

DEFENSE SECURITY 
)07 FELLOWSHJP ROAD STE 115 
MT. LA URfL, '1J 08054- 123) 

DEFENSE SECLiRITY SERVICE 

, 
20070928 

9)8 ELKRIDGE LANDING ROAD. STE )I U 
LINTHICUM. MD 21 090·2917 

~ ,, 0',; I ' 'Jpt: raU'JflS ~ Maintenance technkal support to Lockheed Martin in support of the IT -NOVA DHS Ea9'~ fasK. 
'.-..!d I /) ,j: $ .r. f l!~pons~ to Lockheed Martin's requirements to provide support to IT Operations Maintenance and COOP 

' ( ~ " t o;! tJ r IS r h:!<:IdQllarters and Components directly supported by the DHS OCIO . 

. ' ~ " , 

PR[ VIOL:S EOIT ION I S OeSOl.fLT E 
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c·~BT"~~ RE"l-iA~·-- - -A~i)'-;JQ;ll,-atl ... n ici.:!lsi-,i,;Jd-Or-~s~J P•l1a.'l"lfl9 lo triil coo!tW th.all no! be r•le&.Md IOI public dlsfeml;i~ eJ1cepl <!$ p.-ov>di:w 
;·, r-,, "'"'"T'-.11 :4c ,my 1..t.mwfli or LJn!"'' ii h01• ti.en 11~cd ror ~ r.i ...... by •?!=>fCIP<iat• U.S. Govemrr-..nl aulflonly Propo~d pvl)llc rvt..tte& i.r,,.11 

LJc: ~Lbm,1:1;1J 1,~·~~,a1~rlO(10 r..i•~• 0 One( lJ!j Tht~ fSPt~) NONE AUTHORIZED. SCI WILL NOT BE 
flHE.\SED TO PUBLIC. 
'Jik:Ls::. CO.~IMCTOB HAS ORTAINEp ALJTHOR.ID' TO gELftASI fROM THE DErARTMENJ Of HOMELAND SECVND; 
''ONfRACIOR SHALL COORQINA!i wm1 THE COTB AND THE: OfffC£ OfSECVRrn IASQ) ON ALL CHANGES ro Tll!S GU!O!\NC[ 

·'"J i1''"~l-i•i1ta fi.,,r FrtttNu<l1 of tnfomialloll 1md Soo.ir11y Revltw. Office of the ~tanl SltUelary ol 08ftn .. (P\JW:C Affaiu)• for lllv~w 
•f.~ ... ~,. JI .1«1<-0r>O U'ar '°'G>t!)(jO!I, r•QUl!l:il~ for d14Ql)$1.fflt Jill~ lJ4 Sl.Jl>mft19d 10 !hilt a~. 

H_-: 1Jr-;-n-;: r:; Li<j-ANCE f rn1 1l!CLJnly cll!Ulfica~on guid11nc. Mudtld fO< !hfs ctaa~lf'otd effort ~ •d&niif'ed bejow_ 1r an;a;:tilQ/l!y 1s encovnt&crsd .n appl;ino;i 

,.,, 1'"1'L" ,,, -1 :m't .;u,t:f ~trltru11nq 1-(jcior 1rwJ!c.at•• • nMd for ~h.3n91tt lo t/111 gu\dd-rlte. U'\11 con~or ''authorized ;1nd ericou1agCld lo pio·,oe'° 
. ,_,.,-,,°"'"JuJ ;.1'-'ngo' 10 ;.hotlcrige- !Jia 9u1darn::• Gr the O~lif!Clltloo assl9f'!l<I to any /IJIOllTl•tlon OI malM111 fum1:iiliod or geno"i.d und•r tl'u ~racl. 

· ,' ·'· ·-~~'' '' ~·-'f qv<>~IXl<~ lot 1:1lerprf!taUor1 oft/11$ guld~ to !hf.I official ~~lod b~ow PancW\g llNI d1tc:.111Qn. lt\e 1t1fonnat/or11rivoi...-~d i1131l 00 
,, ·~·· ~··· "'',.; ,_,, ,1ut1~0 '1-1 the nl-gh.tft lev"I ul d.lu1r1"'0on •1.11iQr..e.c or r4'oomrrt11iidt!O. (Fill in••~,. for/JI• da•~•O effort Alt.adl, Of Joiw:artl •.m.Jer 

• ,i.o1 '-"· u ·~•!f"J~"ca ,;n,v dor;umrm/sig4!dl!ll•w&as 111f~n0fl<:i ~fl!lll. ~Od &ddhorwJ. P-Sll•• a n•«i•li to pro...-icflJ compi.1~ ~nc. J 

:< t·I H c1n I [)a: Ct)MSF:C Access will involve !he: installation, n1a1ntenaoce, or use of crypto-equipment, systems. or 
_, 1n,~ nLl\t'r!JI Ac~ess to COMSEC requires a finaJ US Government Clearance. Disclo::.ure to Subcontrnctor require·5 

1,; .· ·1 .lfJJJ<"U\-JI of OHS, The contractor upon award shall contact the OHS COMSEC Control Office if Record tCOR) a1 

1,11:1wr·~1al (5~0) 542 -J848, to receive current COMSEC guidance. 

/\cf. Hein I Oe ( 1 ). Personnel: Alf contractor personnel assigned to this contract shall possess security clearances issued 
1,,. rhe U..:fCn ... e Seeurit)' Service (DSS) commensurate with the level of required access to classjfied infom1ation that ls 
J;r·:lrly :n support ofth1.s contract. lmmigrant aliens, personnel cleared on an interim basis, or personnel holding 

_- .• r:11~1c-1or-gcnerared Confidential clearances are not eligible for access to classified information released or generated 
_11cJcr tl11::. cunu-:,,;t. C~o11tracror personnel who are speciticaJJy designated as requiring access to Sensitive Compartmenti:.:d 1 

i-_ 111 .. ,1_,,_:c 1.SCI) 1nu.~1 be r;!1igibJe under the provisions of DCID 614 without exception. Personnel >viii be submitted fur 
'. _; b': i J1~u L>HS 1n:inagi:r and verified by their Contract Technical Representative. If approved for access, rhcy wi 11 

','<~'- ,,_. IJl .r.dU(i: tnatidn brit:fing by OHS security staff prior to being granted access to scr. All personnel security be-
11·.'·JiJ/ ·,! r;;r Liet;1i:f111g 'N:th the DHS SSO by calling (202) 282~8643. Note JOe (I) and J la. Access to all c!Js::>ified 

;:1'-1 :·.~11•-1 1J tSC'J) ·.i.-·J!J bear DHS facilities only. For the purpo.'les ofthis---cont.raof, tho con-lntclor is not aurhonze<l to 
, . , .. ,.; :i11d,0r _,tore Jny ...:lassified inf0rrnation at contractor locations. 

;:;,,,~. ( -'f ~? 
ALl\ZAR, OHS OFFICEFSECURITY 
:\1 M,\NAGER INDUSTRIAL SECURJTY 

,~/ __ ]j_f4/·~·,346 I 

- ·~ ADf:Ji716NAL--seclJltiTY REO\JiReMi.HTS. RaqW•metilA, U1 addltloll .1o1S>.1 -r~~. a1• .. taW~ fl)('~conlfX!_ (tf'r'sJ". QYn [!JNO --~ 
.1c·1-1dy tile 0'rilrwJ/ .;vnJr«;t.wl ci-llUHI in lht1 oonfl'N cJccumwi dMll, or~ an~• ltatenw\t Wtlk;/I ~J(J$ /ho ~ teqlit&~ Prav/f:N •copy I 
, ''" ,(,.,i,1nJm.J1lf:lo rn~ ~li1l'll$~ olf~. l.J••tem 1Jtwt~~ ~~.) 

I• ,J fCT~ON~ t:J.,ro11111ts o/tll!'J conlr..:;I W. IXJl$id~ ff!fl •llliJ)e<:lloti fHpom:jbfljfy Q/!M COfl'l-llJM~.:i!kw n,, •• 0 /'fo ~-1 
" ~-', Ir'. 'I 1 !to11Wy ~fk ~l'!J0'$0f"Mml•flt.i C<llfv.doul.MOtt.adivityr-.~frxlns~ UH ft~ fl f/~kinaill'«'W 13 ~•d.) 

·oHU SIS$P..IHXJNCURfeb;PPROVES THE "llEECJ..TO-KNOW' AT THE SCI LEVEL• 
' K _ ~_______%_ If' o , Clearance$' Access to /ntetlir;;ence 1nformati0n re-qu1ros a finaf US GovernmfJnl 1;/earance 

· ur{:W11r:id1ng rer.p • .11n:is r;nor approval of the GCA Brl11flngs: S(Jf'CJal bnefings and proc~ures arf! requlfed. 

--~-·--.. - ------------ ------------- ---i 
.CR r1F11.:1, TIO/./ AND SIGNAT'JRE. S•i;:Urlty r.-q!Jlr&f?Wnll t:t.lt.d ti.rein.,.. ~P-kf• •Md adequat. ror .. r.gulfdlng tt'le C-l•1~fi4'd lnfc;imaU.:in lob• 

, ,,;~·J ,., .;.:.-i1.1f-1r1o1J ""'-h11 fh!' cl~••IO.d -'fort.. NI qu11tlont1 l~I bit- r•f.trr.d to U.. otnctal n~ ~. 

• --"[Ll tfr-.,-,11_: r_'f CERflFtlN(. OFl"ICIAL 

· IJ'.'>--" J{i.J J i'l!'-olJER 
f b: ;in"'·-----------------.. ,~. "'"LEP"°'H"'oNE (l~-AllU ~-,-

FAC!LJTY SECURITY OFFJCER (HOF) (856) 486-5266 

! 11 RfQOIRfD DlSTRISUTION ffi:- ::::ro~ -- - -
X 1 e (;QGNtZANT SECURITY OFFICE FOR PRIME A.ND SIJIJCONTRACfOR 

d U 'J. ACTMTY RES~NSl!!lle FCA O~SEAS SECGRIN ,lt,OMIM-Sm,t,rtO~ 

• J.OMl~~Tr.-'E C0,..TltA.CTINGOff1CER 

X f Ol'HtlU "-S '-IEC.i3SAAY 
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CONTINUATION SHEET FOR BLOCK 13. 

L:JCKl!EED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR JW, CHERRY HILL, NJ 08002-3315 
c .1c. L CUDt 77609 CONTRACT# HSHQDC-06-0-00017 HQHSDC-07-J-00138 

1~,L·fer.:11.:e lti:rn lOi: (1): Access to all Sensitive Compartmented Information (SCI) will be at DHS facilities 
·,illy 1.-,_,r '.Lr~ purp1)ses of thLs contract, the contractor is not authorized to process an<l!or store any dass1r1cJ 
'''l ,1111 .. <.t111 ,it ,·u1;t:-:Jctor locations. 

\ll -,1_ I ... 111 be h<indlc:<l lO a\.:cordance w1lh spectal security require1nents, which will be furnished hy th~ 

, .·.1:.1t·-.:·J i-r>,~JcHb1bl'! lp~c1ul ;;~curity office (SSO). 
- '-- l ,, di 1'· 1. b~· rc:k;tSed to contractor c:mployees \vithout specific release approval of th~ origioator of the matenal 
.:.uL,11,L·J in governing: directives; based on prior approval and certification of "need-to-know" by the dcs1gnatc<l 

',iJl(fJ.ClVf 

, .-\!! (\;,1nra~tor personnel requiring access to SCI as part of this contract effort must be approved and indoctrinated 
by fJHS Requi;;sts for ;\ccess will be subtrutted by the government project manager who can validate the 
11;:;t\fica.uon for access 
J Jr,qutrie<> pertaining to classification guidance on SCI will be directed to the Special Security Officec (SSO) 

;l..l (un11::.:hi:d in support of this contract remains the property of the Department of Homeland Security (OHS), 
··: .c y ,Jr 1..:un1p0ntnt originator Upon con1pletion or cancellation of the contract, SCI furnished will be rerumed :o 

li1c 1 ·;re·! i:il·JJy of the supporting SSO, or desrroyed IA W instructions outhned by the Contract Officer 
.-,.t: .·1, .Jutr:ictor einpioyecs ·.vill only be certified by OHS when such visits are conducted as purt of the: contract 

' ' 

J\rf J1c1n IOj. ·c----.untri"\clurs sha.JI !;ontrol and safeguard FOUO in accordance with OHS Directive (MD 11042._l) 
, 1,_.:_'.C1.uJin~ Si:cL;iti·,e hut Uncla..:>sified (For Official _Use On,lyj ln(orination," dated Jan 6, 2005. OHS contractors n1us1 

1: n ;p<.'.C"1.d Nun· D1sl.:l1Jsure Agreement before receiving access to FOUO infonnation. Contractors with questtons on 
. "1Jlnc '.>HS rOlJO sh<1ll contact OHS OS ASD •t (202) 447-5341." 

H'°(. ltcrn I la. CuntraL:t performance for all SCI work is restncted to OHS Government building..'\ located in and around 
1h·: 1netropvl1rnn art!a of Washington, D.C., and at other locations in the metropolitan area of Wash DC. AH contractor 

._.,, ... 1101.:I rnu:;r be US cttizens, have: been granted a final Security clearance by the: U.S. Guvernmeot, have been 
.''IJI·." e.l :i:.. 1nr..:t.:1':1g ;juiu.bllity critecia by OHS CSO, and have been indoctrinated by a Non Disclosure Agreeuient, 

'-'--'1 ::,rJ F<"'-1!11Jt2 for this specific program prior to being given any access to such information released or generated 
.ndci this t.'1Jntrai.:-l Immigrant aliens, personnel cleared oo an interim basis, or personnel holding contractor granted 
'~·~,flDEN l"IAL clcarancc:s, are not eligible for access to etas.sifted infonnation released or generated under this contract 

.. in JU! the a pres.; perrrnssion of the CSO through the OHS Pmonnel Division (OHSIPSD). The contractor and the 
._,1:\1 :.i.:ring t}!Tii::er T cchnical Representative or other delegated representative will revalidate aJI SCI statling 

,:i.;.111 ::111er1t> 'lr,Jer the cunrract with the CSO annually or when a revised DO Forn1 254 is issued, whichever is sooner 
· l I \\lit NOT BL RELEASED TO PUBLIC. 
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cON fR,\CT SECURITY CLASSIFICATION SPECIFICATION 

'>", """, ... ,,(t>'·~'I:S uI rn. DoD Im:iustFltJl ~~ ~"1A1 ~ 
1(,) iW olsp¢("l$ of Ws ~f1orl) 

: ~'"" "OR r" 

i): . 

~,~ T~ :U'0Hc,)T"tRwJMllEA 

" "'''',, A 

Ie' "I 

1:[:XR'l H1LL, NJ UcW02-JJJ5 

I ~7~'; coo> I DEfENS~ ~E~RlTY SER ',~:~ 
307 FELLOWSHIP ROAD STE [[S 

MT. LA UREL, NJ 08054- [233 

1° )~ 'I ,~I 

OTKNI DEFENSE SECuRJIT'SERVicE 
[4428 ALBEMARlE POINT PLACE, SUITE [40 
CHANTILLY, VA20151 

.• ',"cAc'c"'," 'VI' 
, I "fr.II, ,d>J ! T {Jpd3tlons & Maintenance technICS) support to Lockheed Martin in support of the IT-NOVA OHS Eagle Task 

ri',!':: ,:" 1/1 'GSlJvn~e to Lockheed Martin's requirements to proVide support to rT Operations Maintenatlce and COOP 
jlr~ H~·,,'Jqcar1ers and Components directly supported by the DHS OCIO, 

"~we , 
." HOUS' , 

o 0 

PREVIOUS I!:OITION IS OBSOU:U: 
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~·0cl :c· 1-<.l~EAs-1t -·-~-;,,.--;;:;ror;n;.1i;;O(d.lu1lftld l}r l)nC}~:;;ilOJ) paf1amlfl9 iO~r1ct &11 nol n. releutll:llOi- ~1J11e u1s~1m1na11on e~cep1 u Pf')~;c.;ci-­
·'-'L ;1r:~.· Jcc;i.;11tr \lanudl J• .,nk;~s 11 NC 06tln approYed fer ~c rell<MO b)I ~opri~1 U.S. Gov1tmm1nt 11ulhonty_ PropClXla PIJl)l~ cvleMet; Hldli 

,- .1 .. ·•uu /,., ,~1-i"-''"'"'' µrloi ro rl!lea\I 0 ~ lXJ Throl.J<,;'(I (Spoclfy) NONE AU'l'HORIZED. SCI WlLL NO'r 81:!: 
1'/Ll 'otll fO Pl:BLIC. 
, _'!1.J.:.0~\-~Rc\CTOR HASOBT=tlNEQ AUTHOR!IT TO RELEASE fBOM THE OEPABTitlJNT Of HOMELAND SP;CURITY· 
. _ _!_)_e:<_1J.L~lQR SHALL CQQROINAll Wlnt THE C.Q[KAND THE OFFICE QfSJCl!Rll)' L°'Sp1 ON AJ I CHANCES TOTH!,$ Q!JllJAr--! 'f,, 

, 1 1 ,- r;,,.,,_:urJ!., for 1--rt;i ... don1 of tntorrnatloti l'ld S.curify Rvv1ew. Ott'lce of the ~IJ/staril 5-.:;r.tary of Deronse (Publ>e Alh1iq1)' fCH' ,,.,,_ ,1 

·,,, .11., .• i~·.! _,r n.;,n DUO User "'~enc!.s, reqi.,uilsli lor OISciCWra ~/'J~I oe, 5ubrr.nl80 !o !hat ~sncy 

_:,~_-c·,_-R in-l~uiO ANCE:"Dlo--;-e·Cvnty c~$ili<;~1ion l/tlfdanu n•~.,,; tor 1t111 da"ib.a •trorl i. !d.nOO.o' o.iow. It ~ny On'flCl.offy ,s oocO\.Onlcired on eoplY1"9 
·~ J'-'d;:ii-n::d ·-.>< '' ,,, • ., ott1~1 contr!Dlitmg f<lci"Of vidk;alot: 11 rieed for~ In !hi• gi.i1dlloc.9. I,... contrticio< i$ st1tlloraad ;mti ~raglod IO prOYI06 

••l·n1dndM c·:1"1\\j8> t<; Ghri~nge th8 ~danc• or l/\• CIMll!lclltlon ~eel to !Jl',y lnf0fl'tl1ltlofl or ma.\enail ~n.d ar generat•d und~r !/\Is contrecl; 
nl.J I•, ,v".-rn1: dl'f •Jve¥11CJr\' 10r 1nlerpntalion QI (h!J gt.ildW'Ctl IQ 11\e 0~ '4ofltIDtd bilfOW. Pending l'lolltl o;leocl.llOI'\, !f\tl o<tfon"naliofl lrwofv..:f fh3ll :1\1 

- J, J1<>, ,,,c; µ101u.;:(!IO ii !~ h1gt1est ~l'el ot Cl.ll1-'lf\(:.lll.IOn ""~or ~~mtll-o.d. {Fil in u ~•forth• C1•.1.1fied fllr0r1 Altilch, CJ/' forward vn<Jer 
(''-'' J'0 .·!r'c~X<'-"ttr!Cil. any d-oc'-Jrflen/;s/yuta.ll•d~ r.l'#rtl~ tiHwfll NJr1 .a.HJonaJ Pl!Qff aa ~to PrO~id• C~•to g~~) 

l<..:f. I l .:111 1 O';J: COi'vfSEC A.ccess wtJJ involve the installation, maintenance, or use of crypto-equipment, systems, or 
"~··11.1~ .nJt:;n.1L A..:i.:css to COMSEC requires a final US Government Clearance. Disclosure to Subcontractor requires 
111 1r- ,tpJ)rc.JJ of DHS. The contractor upon award shall contact the DHS COMSEC Control Office if Record (CORJ Jf 

:n:·.-i: 'JI ·)--ttJ) 542-3848, to receive current COMSEC guidance. 

I ~ej. I f1·111 ! ()(> (I}. Personnel: All contractor personnel assigned to this contract shall possess security clearances issued 
r, v tf1e Uc(i::11.;,c .)eL:uriry Service (DSS) commensurate with the level of required access to classified information that is 
J,r,'L !!v 111 ,:.ppon vt' this contract. Immigrant a.liens, per.1onnel cleared on an interim basis, or personnel holding 

• L1 ,J y IL..'I • );',;:1L·r Jtcd C unfiden!1ul clearances are not eligible for access to classified infonnation released or generated 
1.J :1 (hJ~. · ··fllt"o:H,:t Con1ractor per.i:onne/ who are specifically de3ignared as requiring access to S!:n.sitive Co1npartmen1c-d/ 

: 1 ,J\ '1.'>( _;_:·must be eligible under the provisions of DCID 614 without exception. Personnel will be submitted for ) 
: lk.r 1 >HS m.Jnuger and ventied by their Contract Technical Representative. If approved for acce.o;;s, they will I 

,·1, !1; 'i.dti( tnnatH..n bneflng by DHS security staff prior to being granted access to SCI. All personnel se-i;:unty be I 
-· i dukJ u~, J-,bneting with the DHS SSO by calling (202) 282-8643. Note JOe (I) and I la, Access to all classified 
: i1, · 1 'l ,-111t.1 r. ,_SC 1) w i 11 be at DHS facilities only. For the purposcs-of-thi-s-contract, lhc confractor is-not authorized to 
- .. ,._: .,.., ·irni'1:i1· ·;fore Jny :Jassificd information at contractor locations. 

(j:::}[ J 
-'1-'t 

•llGR.UI i 

':2! l-~7 53·16 ! 
: AVD11-i(;fi"Ai ii:CuR-i"rv REQUIREMENTS Re.qumi.men11, 111~11 Jo ISM ~nt.-. .-. -atabQMd ~lhi•con-O;ac1. (lfYll'I. QY-•• t!JNO ____ i 
J,,, ./,,, '''"' ·""'/l',•i'l1i ,-... 11U.,r:tWJ .;ISU"el In IM CQf41"1'C1~n/ ltSdll, or provide Mil ,appltl~ s-tatemtJrn ~ ~· lfi. .o.flfiunlll fftq!Jlt9/)'lfffl(t Pro~KH a capy ( 
'.''~· "'<·- t<rFih1:' 1'-' ri"' u;y11t..1J:'./ tllN;:l.ll'lfy Ol'Jla. I.ls• ltlHn fJ d 8id~ ~Is ~fld.) , 

.-- -;:c il<;ft~/,..-~1.,m.,,-,-t,; Arn.·,· ;;.:;;~;;-~~-~,;:;do-/~ fNpotcMn tMporulbiNI)- oft~ C0\1\/Utlt fiCurl!y oJh - - -.- /lYu o~'lo -
;, _. ,,.,,.,, _,_.,.~nl.Jfy :>fX-""<:1/fc .1rci•.1> ~ lll•"""1f!i cNWC ovt Ind lhil ..:INiy r.~!/JW kw lf1${.i<lctJon.'$. U.J# H.m 11 lf lfddito•.al SPJICH is ~(ICI i 

·u11s,o SJl'f)-eGNCUR A DAPPROVES THE "NEED-TO.KNOW" AT THE SCI LEVEL" 

i 
~ ' 
I 

! 

:11 i-.f- :i,.,_ r,GN ,i,~0- sic1.1A ruffe. Secunty r(lquU"w,.•nls 1t.al•d htr•ln .,.. ~·i. •nd •ll'9qu•t9 for nf~u.uding I~ cl~u:1fled rnf(Jl";,,~t;;;"to~~--~i 
,..:J "' ~vila~I•<J cnU•f th1i ,;,.!J$1in.-d !ll'rort All qta•tlOfl• Shall b9 ref•rnd to Ch. offtelal named tr.low. 
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CONllNUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
l u-;i: CODE 77609 CONTRACT# HSHQOC-06-0-00017 HQHSOC-07..J-00138 

H.l·t1.:1 l'n~e lto;n1 JO~ (1): 1\ccess to Bii Sensitive Compartmented Information (SCI) wiJI be at OHS facilities 
·11dy. r 11 rhi: purpo,~es of rhis contract, rhe contractor is not authorized to process and/or store any classified 
1.i"1 ihJ[1'.'n _Jt -.·u1111actor locations. 

-\il ". 1-.·r ·.~r/l he l1andled in accordance with special security requirements, which will be furnished by the 
.!,· .1,~;1:.1t,·< r"-·-"ponsiblc special sc::cunly office (SSO)-

', (' ! ,q iJ nur be released to contractor employees \Vithout specific release approval of the originator of the materinl 
b 'Jutli0"-J in guvcrn1ng d1re\:lives, based on prior approval and certification of "need.ro~know" by lhe dcsignared 
. ;nU i:ldur 

-\/l ('u1ilrJclor personnel requiring access to SCI as part of this contract effort must be approved and indoctrinared 
-, , J >HS Rl-ques!s for AcCt!SS will be submitted by the government project manager \Vho can validate the 
u:,l\ficclt1·)11 for access 
1 \nqwrit:-> pertaining to classification guidance on SCI will be directed to lhe Special Security Officer (SSO) 

sc-J fl1r·n1:>hed in support of this contract remains the property of the Department of Homeland Security (DHSI, 
, ,, c11·-), -,1r component originator Upon completion or cancellation of the contract, SCl furnished will be rcrurned to 

'Ji-: Jrr 1:c!, usk1dy of th-: supporting SSO, or destroyed !AW instructions outlined by the Contract Officer. 
:.,1 b L') ·_IJfilLt-.:tor employees will only be certified by DHS when such visits are conducted as part of the controc1 

If J:l 

Her l1<. .. '1n J Uj ·contracrors shall control and safeguard FOUO in accordance with DHS Directive (MD 11042 l} 
1.iL· ~u .. 1i-J1ng- '..lc:1LSit1 vt: but Unclassified. (For Offii;ia/ Use Only) lnfonrwtion,'' dated Jan 6_} 2005 OHS contrac_tors musr 

.. _·_1: .i. ·. ;:ev1JI ~.,.n-D 1sc lo>ure Agreement before receiving accesS to Folio JnfoITnar1on. Contractors \V1th questions on 
, ,,,J ""'' lJH S f·L>tJO oilall contact DHS OS ASD at (202) 447-534 I " 

l\ef. lre111 J J a ·:_'untrao.:t performance for aJI SC( work is restricted to OHS Government buildings located in and around 
r: .L-tr cpof1t.Jn Jri:a of Washington, D.C ., and at other locations in the metropolitan area of Wash DC. All contracror 
. '1111[·1 1nu,;f c.e LIS c11izen!:i, have be-en granted a finut security clearance by the U_S. Government, have been 

·','!·.! cJ J:» u1cct1ng suitability i..:riteria by DHS CSO, and have been Indoctrinated by a Non Discloi>ure Agree1nenc, 
t·:r:..l.1rJ r\,nn j 12 tOr lhi& specific program prior to being given any access to !Jucb information released or generated 

_, J~'r 1h1s colitract. l1nm1grant aliens, personnel cle.ared on an interim basis, or personneJ holding contractor granted 
')i-..J Fl f)E -'\JTf AL clearances, are not eligible for access to classified infonnation released or generated under this contract 

. rthcut the express pern11ssion of the CSO through the DHS Personnel Division (DHSIPSD). The contractor and the 
1 11rtr:..icr1ng Otlicer 'fechnical Representative or other deJe-gated representative will revalidate all SCl staffing 
~·,_;uirer11cnts under the 1.:ontract with the CSO annually or when a revised DD Form 254 is issued, whichever is sooner. 
''I IVILL NOT BE RELEASED TO PUBLIC. 
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l' 'AND 
",,,,,TRACT SECURITY CLASSIFICATION SPECIFICATION 

r ',,- ,(","iII~frw.lfS cI /h.cI D<JD lnGu~1n;jJ $lfCur.ry UlJf1tJ,1 apply 
10 !;i U{)6C1l 01 t/ks */k)11j 

""""" ,~, "'~'" 
J JhO_:.226,J 

", "",,, "";~''',"'HHv''''''H 

I" '"H' ,.",,",,;,~, en""," 

• ~c ,;,_,,",' 

P,'fu,,~nt ll(fL,mt:!;:lnd Security (DHS) various 
r l'l)" ,\J,hlJT Ih~· \VJ::ihington, DC metropolitan 

, , 

,,"FAC "'"""';"'00" I 

0 1
' 2007092R 

2oo901lJ 
O.·I"~"'" 

I ;6CUI'''''' I DEfENSE SECURITY sEi~lcr'" ~".-, 
14428 ALBEMARLE POINT PLACE, SUITE 140 
CHANTILLY, VA 20151 

t • """ coo, I < 

J I~ " , "(-," '-.1e 11 (Jqe(3tJonS & Maintenance technical support to Lockheed Martin In support of the IT-NOVA DHS Eagle Task 
I J,;I J! II~ I';' II! response 1Q Lockheed Martin's reqUIrements to provide support to IT Operations Maintenance and COOP 

,J, I::,~. ~)'i~ hlnequ.::rters and Components directly supported by the DHS OCIO. 

PREVIOUS I::OITIOI'I IS OBSOLETE 
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CONTINUATION SHEET FOR BLOCK 13. 

tOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
C \•~E (ODE 77609 CONTRACT# HSHQDC·OB-D-00017 HQHSDC-07-J-00138 

Ud-trt:ni::e lti:m tOe (1): ,\ccess to aJJ Sell$Hive Compartmented lnformatJon (SCI) will be at OHS facilities 
ndy. Fe·:- 1he purpo:-;i:s 0f this i;;ontract, the contract.or is not authorized to process and/or store o1.ny cbssitied 
.:f._,rn~_:i110n JI ;:untractor locations. 

,\j] \ 1 ~/ -,yi/J be handled 1n accordance with special security requiremenIB, which wi!J be furnished by the" 
.J,~ -.1 snJt.;J re,punsiblc ::.1Ji::c1aJ Sl!Curity office (SSO} 
ll. ~)CI v..rJ! not be rele~sed to contractor en1ptoyees without specific release approval of the ongJnator of the material 
1; 01J:l1nl·d in governing directives; based on prior i:lpproval and certification of "need.to-know" by the designated 

,J!CL.J.-.'tur 

.i.,J C~,ntra..:tvr personnel requiring access to SCf as part of this contract effort must be approved and indoctrinated 
1 J!--LS Requests for Access wilJ be submitted by the government project manager who can validate the 

. : ~riJl,:1t10n t01 J.ccess. 
l11 ... p:1ri~; pertaining to classification guidance on SCI will be directed to rhe Special Security Officer (SSO). 

c· S( J furnished in support of this contract remains the property of the Department of Homeland Security (DHSL 
t'('_·r1cy. :::•r cornponent originator. Upon completion or cancellation of the contract.- SCI furnished wil1 be returned to 

1/Je ·J1r1;ct ,;ul;itoJy vf the supporting SSO, or desrroyed JAW instructions outlined by lhc Contract Officer 
;1r::o by ~·ontr;i.ctor ~1nployees will only be certified by OHS when such visits are conducted as part of the contrai..'.t 

: (,Ji I 

[;,, 1 11,·111 IOj 'C,Jn!ractors shall i:untrul and safeguard FOUO in accordance wirh DHS Directive (MD 11042.1) 
.JC'V,Ll,.il\]1,-1g )t'11.:.>itive but Uncla!lsified (For Q_flic_iaJ u~ O_nly) l!lf9~Ji9n,_" Q_at~Q_l!tn .6,_ 2005,__DHS <;p.nJr_actocs JllU$l 

_,,, _, ,pc.: .. 1/ Nu11-Di~r.;lusure Agre..:ment before receiving access to FOUO information. Contractors \vjfh questions on 
, -" 1;;;,g UHS F(Jl.'0 shall contact DHS OS ASD at (202) 447-5341 " 

!-' • .: J. Jli:111 I Ju. C \111tract performance for all SCI work is restricted to OHS Government buildings located in and around 
· r11c110puli!J.n :.irea of Washington, D.C., and at other locations in the metropolitan area of Wash DC. All contractor 

f'r.·r·.1.n1nd rn:.i:;1 ~e US_ citizens, have been granted a final security clearance by tfle U.S. Government, have been 
·r ,, __ ,,,,,,•rJ .t.i n1t'Lling suitability criteria by OHS CSO, and have been indoctrinated by a Non Disclosure Agreement, 
_;1U:i1d Forni J ! 2 tOr this specific program prior to being given any access to such information released or gr.;nerated 

.. 1.cicr tins -.:on tract. lmn1igrant ali~us, personnel cleared on an interim basis, or personnel holding contractor granted 
'; '\FIDENTlr\L clearances, are not eligible for access to classified infommtion released or generated unt.lt:r this contract 

"nho·._it rh<: -:.x.press penn1ssion of the CSO through the DHS Personnel Division (DHS/PSD). The contractor and the 
1:-11lr .J1,'!)ng Offic-;;r Technical Representative or other delegated representative will revalidate aU SCI staffing 
·1 :1r:-:Y.l·nts ._;r.der rhe contract with rhe CSO annually or when a revised DD Form 254 is issued, whichever is sooner. 

" I \I ILL .~or IJE RELEASED TO PUBLIC. 
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AMENDMENT OF SOLICITATIONIMODIFICATION OF CONTRACT I' CONTRACT 10 CODt I PAGE OF PAGES 

1 I 2 
2 AMENDMENT/MODIFICATION NO 3_ EFFECTIVE DA TE 4 REQUISITION/PURCHASE REQ_ NO 15 PROJECT NO (If appbcsble) 

P00009 09/04/2009 RlJPA-09-00034 

6. !$SUED BY CODE DHS/OPO/ITAC 7 ADMINISTERED BY (ff other than lt&m 6) CODE IDHS/OPO/ITAC 

Dept. of Homeland Security U.S. Dept. of Homeland Security 
ice of Procurement Operations Office of Procurement Operations 

_.,formation Tech. Acquisition Div. Information Tech. Acquisition Div. 
245 Murray Lane, SW 24 5 Murray Lane, SW 
Building 410 Building 410 
Washington DC 20528 Washington DC 20528 
8 NAME AND '1.DDRESS Of CONTRACTOR (No., ~~t. county, statfl Eld ZIP COO.) (X) 9A AMENDMENT Of SOLICITATION NO 

-
LOCKHEED MARTIN SERVICES INC 
2339 ROUTE '70 WEST FLOOR -5w 98 DA TED {SEE ITEM 11) 

CHERRY HILL NJ 080023315 

x 10A. MODIFICATION OF CONTRACT/ORDER NO 
HSHQDC-06-0-00017 
HSHQDC-08-J-00138 
106 DATED (SEE ITEM 13) 

CODE 8052583730000 FACILITY CODE 06/02/2008 

11. '"~"- - -
TM atxw& numbered sohcllatlOn IS amended ae set forth 1n Item 14 The hour and data sp&Cified for receipt of Offers 

- -
l __ ise:deod&d. l _·,JSnoterjended 

Offer& must ocknow\edgl!il rec&lpl: cA this amenan9f'lt prior to the hour and datl!I specified 111 lh& Wlicrtatlon or 8S amendl!ld, by one of the fol!owhg rnetl'lod3- (e) By completing 

tterns 8 end 15. and raturning coplM cA the am{l{l()nant: (bl By lildmow-ledglng ~of this amendmant Oil each copy of the ofT9f 11.bnitt&d; or (c) By 

separate lett&r oc te~ which !ndudes a reference to the sol!citatlon and am~ rombers FAILURE OF YOUR ACKNOMEDGEMENT TO BE RECENED AT 
THE PlACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT !N REJECTION OF YOUR OFFER lfby 
vwtue of this emeodmW you desire to d1ange an otfllf alrMdy sobmltted, such chaoge may be made by tele.grMI or ~. prov!d8d aad1 t&legram or letter makes rsf9fenee 
to !tie solicil&tlon and thi1 am&rrlment, and 11 received prior to the opening hcllX end date ~pecified 

12 ACCOUNTING MIO APPROPRlA TION DAT A (ff requirad) 

See Schedule 
13. n«S ITEM ONLY APPLIES TO MODIFK:ATION OF CONTRACTSIOftDERS. IT MOOIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECKOh'E A THIS CHANGE ORDER IS ISSUED PURSUANT TO (Sp.;Jcify authonty) THE CHANGES SET FORTH IN ITEM 14 ARE MADE lN THE CONTRACT 
ORDER NO IN ITEM 1 OA 

B THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE AOM!NfSTRATIVE CHANGES (sueh 8S Ch8{)1}6S m paying ofrice, 
approprration date. etc) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b) 

x 
C. 1nlS SUt"r- EMEJ'j1Al AGRc;c:MENT !S ENTERED INTv r-Un~U/'\1'11 TO AUTHORl1 1 vr 

E.. lllllPORTANT: Contract!X 'X° Is not 1----: ~required to sign th!a document and return 0 

14 DESCRIPTION OF AMENDMENTIMOOIFICATIOH (°'1Jan1UK:i by UCF section lleadJ(){JS, including so/Jdl:ationlcontntet subject msl:tetwhere fe/JSible.) 

DUNS Number: 805258373+0000 

The purpose of this administrative modification is to: (1) Name an Alternate Contracting 

Officer's Technical Representative (COTR); {2) Revise Statement of Work Section C.7 -

Technical Exhibits; and (3) Add two subcontractor Contract Security Classification 

Specification DD Form 254s. 

See Page 2 for modification details. 

Period of Performance: 06/01/2008 to 01/31/2013 

15A NAME ANO TITLE OF SIGNER (Type orpnnt} 16A NAME ANO TITLE Of CONTRACTING OFFICER (Type or pn'nt) 

'.::q CONTRACTORIOFFEROR 

-- ----- - - --
(~of {J9Non •uthotiz«i lo &71) 

NSN 754Q.-01-152-8070 
Pre\/fOUS &dJt!on U!ll!!lebie 

Rebecca A. Taylor 

15C DATE SIGNED 

tftTANOARD FORM 30 {REV 1D-83) 

Prescribed by GSA 
FAR 148 CFR} 53 243 



HSHQDC-06-D-00017/HSHQDC-08-J-00138 
Modification P00009 

SF-30 CONTINUATION SHEET 

I. Revise Section G.3.2 - COTR Designation to designate Roger Kessler as Alternate COTR 
in the absence ofCOTR, Gerald R. Warren. Mr. Kessler may be contacted as follows: 

Name: 
Phone: 
Email: 

Roger Kessler 
866-459-5385 

2. At Section C.7 -Technical Exhibits, the List of Technical Exhibits on Page C-93 of the 
IT-NOVA statement of work is revised to delete Technical Exhibit TE C. I. 12-002, entitled, 
"Current Contracts Period of Performance" in its entirety. Accordingly, delete Page C-93 
dated 4/15/09 in its entirety and insert revised Page C-93 dated 9/4/09. (See Attachment 1) 

2 

3. Revise ATTACHMENT 2 - Contract Security Classification Specifications (DD FORM 
254) shown at Modification P00008 to add two more subcontractor names to the list: About 
Web, LLC and EMC 2 Corporation. (See Attachment 2) 

4. The value and total amount funded/obligated to the task order remains unchanged at 
$78,151,545.74. 

5. The ceiling for this task order remains unchanged at $288,499,204.00. 

6. All other terms and conditions remain unchanged. 



ATTACHMENT 1 - Modification P00009 

Task Order HSHQOC-08-J-00138 

PROCUREMENT SENSITIVE 

C.1 TECHNICAL EXHIBITS 
Technical Exhibit Title Numbering System: 

914109 

A Technical Exhibit (TE) is titled in relation to the Section from which it is first 
referenced and its order among TEs in that Section. For example, Section 3.1 has 
three Technical Exhibits titled TE C.3.1.-001, TE C.3.1-002, and TE C.3.1.-003. 

TE Page Numbering System: 

Since Section C.7 provides all Technical Exhibits except those maintained on the 
OHS Interactive website, all TEs are page numbered in relation to their TE title. For 
example, page one of TE C.5.2.-001 is shown as page number TE C.5.2.-001-01 to 
indicate that it is the first page of TE C.5.2.-001 from Task Order Section 5.2. 

List of Technical Exhibits: 

TE 

c; 1 2-001 

CI 2-003 

c 1 3-003 

c 1 3-003 

c 1 3-003 

c; _J __ §_:QQJ_ 

C 1 i 'JO 1 

(;, .3 : 1JC4 

Description 

OHS Oraanization Chart 

Locations Supported Summary (Sensitive 
But Unclassified) 

OHS OCIO Oraanization Chart 

Seats bv Fiscal Year IFYl for LAN - A 

Task Order 
Paragraph 

(~ 1 3 1 

Seats bv Fiscal Year IFY\ for LAN - HSON C 1 3 1 1, C 5 

Seats bv Fiscal Year IFYl for LAN - C C 1 3. 1 1, C 5 

Performance Requirements Summary 

Plans developed, maintained, and updated 
bv Contractor 

Kev Personnel Positions and Descriotions 

Government Furnished Equipment 

Product Guide of IT Eauioment & Software 

Government Furnished Facilities 

DHS Custom Annlications 

C-93 

c 9 1 1 

C.1.7 1 2 

1 " 
·::• 



ATTACHMENT 2 
Contract Security Classification Specifications (DD FORM 2548) 

ATTACHMENT 2 at MODIFICATION P00008 is revised to add two more names to list 
of Contract Security Classification Specifications (DO FORM 254s): 

• - New pages 57 to 60 
• - New pages 61 to 63 

Page Subcontractor Name 

2 
6 
10 
14 
18 
22 
26 
30 
34 
38 

L 41 
i 45 , 

49 
53 
57 
61 

HSHQOC-08-J-00 I 38iModficiation P00009 
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(b) (4)
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m-_"'''' ___ -_ 
.~ __ ",....r.o 

H.Sl1fQI~)6..[1-OO0 17 HQIlSI)C.(II · J-OO 131 

c..-. ______ USH0QC.Q6. p.oool 7 HOHSocgz.J.QQ119~ __ "_,, .. __ 

LOCDIl!ED MAIlTlN SERVlCE3, INC 
:l3J9 ROl111! 70 WI!ST 

17609 OlHJolSB SBCtJUrY 
J07 PEU.OWSI:III' IDAD liTE I U 
Jo61'. UUUL. NJ 0I0S4-1233 CHEIUlY RD.L, NS 08002-3315 

~;:::::::::::::::::=rf,I~~~;:~O:~~~B~si~~~~~~~;;;;~::::::~ 

0..-_' o(HotM' .... SoatdIy (DHS) "IriouI 
........... wilhitllbc WooItiDatat>. DC aoraupollloa 

~ o/JL1 

931 ElIaidF l.-liIta Ild. So. 310 
'''''''''''IID, MD 2109G-2.917 

(V) Pro'fIcM IT ()pet 1ltIot. tec:flnallUpport to l.odIheed MIIr1In In IUppart d the IT -NOVA OHS EItgIe ,..k 
Order. ThIs Ia In .... ~ to l.DcI<hMd r.urun', req,*.,ten!a ID prvvIde IUppgrt 10 IT 01* ..... MIlL ,._ .net COOP 
foe the OHS H.-l~ m CcmporwU cIredIy ouppcrted by 1he OHS OC10 • 

...... -
DOFOR. 254.0EC U" PREVIOUS EDlnON l8 0890LI'TE. 
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Ref. Item lOa: <X>MSEC Ac:caa will involve the installation. maintenance, or use of c::rypto-equipmeot, systc:rns, or 
keying material. Acccu to COM SEC requiJ'cs a final US Governmeot Cleanmce. Discl08'Ul'C to Subcontractor requires 
prior approval of OHS. The contractor upon award sbail contact the OHS COMSEC Control Offke if Record (<X>R) at 
comme1"Cial (S40) 542-3848, to receive current COMSEC guidance. 

Rd. Item lOe (1). Ptl'IOllDel: All conlraetor pc:nonoel amened to tJlia contract shall posacaa security clcaruces issued 
by the Def MSC Security Savice (DSS) commcmurate with the level of rcquirecl access to claasificd information that iJ 
directly in support of this contract. lmmipnt aliena, personnel cleared on an inlerim basis. or penouncJ holding 
contractor-generated Confidaotia1 cleanmcea ce not eligible for acceea to claAi.ficd information rclcaacd or acoczatcd 
under this contract. Contractor pc:noonc1 who are specifically designated as requirina accea to Seaaitive C'.ompartmcoted 
Information (SCI) must be di&J'blc under the provisions ofDCID 6/4 without excqrticn PenoDncl will be submitted for 
accas by their OHS manaacs- and verified by their Contract Technical R.cpreleotative. If approved for acceas. they will 
receive an iDdoctrination briefin& by DHS security ataff priOI' to being granted accesa to SCL All pcnoond security be 
scheduled for dcbriefini with the OHS SSO by calling (202) 282""8643. Note 10e (1) and llL Accees to all classified 
information (SCJ) will be at OHS facilities only. For the pwposea of tlm contract, the cootrac:tor is oot authorized to 
process and/or store any classified infonnation at coatractor Jocatiom. 

t/dZ!if~ 
JOSE J. SALAZAR. OHS OFFICE OF SECURITY 
PROORAM MANAGER INDUSTRIAL SECURITY 
(202) 447-5346 

f4.ADOITIONA1. l!cualt'Y ~ ~ .,__,., ~18"M r~-~*"11*-.ct. {lfV... 
~.,,.,.,.,,.,.~._ 1na...C01hat~._.. or~., ~.-.iwc ...a.lcllllONdiW,,.~l'llQl<hm..-.. 
«lh9~10ln.~~~ u.....,,,,,...,,.,._. .. ~J • cqiv 

1&. Cl!~T10H NCO llGMATI.llU. a.owlty ....,.,_. ..... ._... _ _,...end ....... fot ~ 0.. ----.....-....,_ IDM 
rei..ed or....,.adundetOIM -..Hied .-rari. Alf~ na lie nlllnWID •olftc!ll _..,.below. 

• · TYPt!O NAM!! OF camFYING OFACW. 
EDWARD J. PINDER 

d. AOOf!ESS Qrldtll» ~Code) 

LOCKHEED MARTIN SERVICES, INC 
2339 ROUTE 70 WEST 
l . .. r .ILI<.. mu., NJ 08002 

F ACILJTY SECURITY OFFICER (HOF) 

b.~ 
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CONDNUAIJON SHEET FOR BLQCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 'SW, CHERRY HILL, NJ 08002·3315 
CAGE CODE: neos CONTRACf# HSHQDC.06.0-00017 HQHSDC-07.J.00138 

Reference Item lOe (1): Aa:ea to all Seultlve Compartmellted lnfonmtloa (SCI) will be at DBS fadlltia 
only. For the purposes of this contract. the contractor is not authorized to process and/or 3lore any classified 
infonnation at contractor locations. 
a. All SCI will be handled in accordaDce with special security rcquiremeots, which will be furnished by the 
desijplatod responsible opecial security office (SSO). 
b. SCI will not be rdcaaod lo cootractor employees without specific rdeasc approval of the originator of the material 
as outlined in governing directives; baaed on prior approval and certificatioo of 'need-to-know" by the designated 
contractor. 
c. All Coatractor pcnonnel requiring acceas lo SCI u part of thl1 conlncl effort must be approved and indoctrinated 
by OHS. Requests for Accca will be submitted by the government project man•r who can validate the 
jUltification for eccess. 
d. Inquiries pertaining to clessificatioo guidance on SCI will be di=tod to the Special Security~ (SSO). 
c. SCI f\unisbed in support of this eoo1r11ct mnaim the property of the Dcpartm:u of Homeland Security (OHS), 
agency, or component originatcr. Upon cotqJ!etion or canccllalion of the contract, SCI fumilhod will be returned to 
the direct custody of the supporting SSO, or destroyed IA W instructionl outlined by the Contnict Officer. 

f. Visita by contractor employees will only be certified by OHS when IUCb visit& are conducted u part of the COlllr8ct 
effOrt. 

Ref Item lOJ: "Conttactots shall control and safquard FOUO in accordance with OHS Dind:ive (MD 11042.1) 
"Safeguarding Sensitive but Unclassified (For Official Use Only) Infonnatioo,' dated Jan 6, 200S. OHS contnicton must 
sign a special Non-Disclosure Agtecment before receiving access lo FOUO infonnatlon. Coatractors with qucstlom on 
band1ing OHS FOUO shall contact OHS OS ASD at (202) 447-5341." 

Ref, Item Ila. Contract pcformance for all SCI work is restrk:tcd to OHS OoV<:IIllIIWi 1,,,;Llings located in and around 
the metropolitan 8tf8 of Washington, O.C~ aDd at Olhcc locations in the metropolitan area ofWa.h DC. All contractor 
pmoonel Jrallt be U.S. dtizeos, have been granted a final security clearance by the U.S. Government, have been 
approved u meeting suitability criteria by OHS CSO, and have hem iDdocttinaUd by a Non Disclosure Agreement, 
Standard Form 312 for this specific !JiOlll&W prior lo being given any acceu lo auch infurmation rd-..d or~ 
under this contiact. 1mmianmt aliens, personnel cleaml on an interim basis, or penonnel holding conlr8ctor if81l!cd 
CONFIDENTIAL clearaoces, are not olJsi"blo for access to chmified information rdmed or ge>u::raled under this ooottact 
without the expreu permiasion of the CSO through the OHS Pmonnel DivWon (DHS/PSD). The CODtiactoc and the 
Contnlcting Officer Technical R~~ or olhcr delegated n:prcsculativc will rcvalldatc all SCI staffing 
rcquiremc:nts Wider the cootract with the CSO amwa1Jy or when a reviacd DD Fonn 254 is issued, wbicbcvcr is sooner. 
SCI WD..L NOT BE RELEASED TO PVBUC. 
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CONTRACT SECURITY CLASSIFICATION SPECIFICATION 

(Thtt r.qultelMltt1l 01",. DoD II'Id1nt1tW S«vrlty ~u.,.ppIy .... _O( ... ~ 
181 HSHQDC-06-D-OOO 17 HQHSDC-llS-J-OO 138 

7200004982 

20090721 

_ -'"' _",_ ..... HSHOD<d!6·!).OOQIZ HOHSDC9H:007J9 '" ' " QIoohcf_It_ ... iONo __ 

LOCJO!El!D MARTIN SERVICES, INC 
2339R0UTE70WEST 
CRE.R.RY lill!., NJ OBOO2,3JIS 

Department of Homeland Security (DHS) various 
locations within the Washington, DC metropolitan 
area. 

71609 

06CT2 

DEFENSE SECUlUTY 
307 FBLLOWSHIP ROAD m II' 
MT. u.UR.B!., NJ 0805-4·123] 

DEFENSE SECURITY SERVICE 
14428 Albemarle Point Place, Ste 140 
CbantilIy, VA 20151 

(U) IT Operations & Malnhln'/lQ tecIInlcalwpport to Lockheed M,rtIn In support of tile IT -NOVA OHS Eagle Tock 
Order. This Is In response to Lcx:kha.d Martin', requirementllD pruvlde support to IT Opel'lltions Maintenance and COOP 
for the OHS Headquarte,. and Components dlrac:tly suPported by the OHS OCIO 

OOFORII2H , OEC U99 PREVIOUS EDITION 18 0890 1..8T&. 
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R My Information {clasf or pertaJnlng to eontract Iha.II not b9 rellllu.d fur pubjlc d\t.aemlnll!on exctpt as 
by ttl• lndunfal S«:urtty Minuet or un!*" it t\aa bnl'l appmv9d for~ r ... e by appropriate U.S. ~mt:nt autnottty. Propoled publk: releuea Shall 

be,.,,,.,_IW,PP"'Y .. prioftof11- D ~ LX.l ThlOUQ!\- NONEAUTHORIZED.SCIWILLNOTBE 
RELEASED TO PUBLIC. 
VNLISS CONUIACTOB Has OBTAINED AlfTHQBDY TO REI.EASE fRQM DIE DEPARTMENT OE HOMELAND St:C!fRITT; 
CONTRACTOR SHAY, COORDJNAll wrm THE ~DIE OIDCE OF S£C1lR~®) ON Al.Ii CHANGES TO nus GUWAl'ofCE. 
lo U. 0nctonrte for Ftwdom of lnfot'maUOn and S.C:Urfty Revtlw, of the Aaafltant Seeretwy of (Pubic Al'fll "t fof ~-
•Jn the cue Of non~OoO User AgenclN, ~ for dltclostn 1hllll be tubmlttad to Iha! avency 

13. a u SecJrtty c:taumca g du effort Is below. any enoatntered 1n •~lying 
thJ1 QUldWlee or If 1ny othar CXlfltrlbutlng flc:tor illdicatlM a M9d for r;hm ngea tn this giuldanoe, U'tt: connctor ls alllhorized Ind 90C;:O\.lraged to l)rOYidl 
~ndld changet: to c:hallengl' the guidance or th• cluaiflc.uon U&1QMd to lt'I)' lrtfonnatlon Of rnatertaf fumltn.d or QMBf':lted under Eh~ contrxt·, 
•nd to IUt>mlt any queatton1 for~ of this guid&flo. to the Ofl'lclaJ ~ l*ow. Pandingi nn.1 d9clllon, the information ~ lhaff be 
ha:ndi.d Wtt2 protad8d at the hlghalt lnel of c:ftalticadon utUgned or rec:oni~. (RI in a •ppt'OPl'ia19 for Iha c:lus.Hled effort. Attldi, or~ under 
separate -._.dMce, ony~"'1._,,_ ....,.., ... ,,.,.,,,. __ .,_,. -to-comp/1(1 f}IJidon(».J 

Rer. Item lOa: COMSEC Access will involve the installation, maintenance, or use of crypto-cquipment, systems, or 
keying material. Access to COMSEC requires a final US Government Clearance. Disclosure to Subcontractor requires 
prior approval of OHS. The contractor upon award shall contact the OHS COMSEC Control Office if Record (COR) at 
commercial (540) 542-3848, to receive current COMSEC guidance. 

Rer. Item lOe (1). Personnel: All contractor porsoMel assigned to this contract shall possess security clearances issued 
by the Defense Security Service (DSS) commensurate with the level of required access to classified information that is 
directly in support of this contract Immigrant aliens, personnel cleared on an interim basis, or personnel holding 
contractor-generated Confidential clearances are not eligible for access to classified infonnation released or generated 
under this contract. Contractor personnel who are specifically designated as requiring access to Sensitive Compartmented 
Information (SCI) must be eligible under the provisions of DCID 6/4 without exception. Personnel will be submitted for 
access by their DHS manager and verified by their Contract Technical Representative. 1f approved for access, they will 
receive an indoctrination brief'tng by OHS security staff prior to being granted access to SCI. All personnel security be 
scheduled for debriefing with the DHS SSO by calling (202) 282-8643. Note lOe (1) and lla. Access to all classified 
information (SCI) will be at OHS facilities only. For the purposes of this contract, the contractor is not authorized to 
process and/or store any classified information at contractor locations. 

14. ADDITIONAL. SECURJTY REQUIREMENTS. Requkemwitl, In •dll6on ID ISM 1'9quirementl, .,. establl.ltted for this conlnact. (ti YN. Ya No 
identify the pa1lnent conhctvel cllL.US in the connct doCUmQflt ltalllf. ot fJl'OVk» an ~ atattment whJc/l ldentl&n tfHI sddllionM ~ts. Provide ' CIJf1'I 
dtM ~lo the cognlzantneunly omot, Use Item 13 taddllJor!MSPICf Is needed,) 

11, CERTF\CATION AHO SIGNATURE. Sec:wtty rtqU'lr9m.nbl .-tat.d h4ftln ~ o~ Inell .-qua ror •af-uu.rdlng th• claulfted lnfonn.tUon to bti 
retuPd or g.Mnlt.-d under ttlfs cl.ustned dort. All queattons o.n be "1hltrW to the omcMJ Nim.al bet ow. 

a TYPED NAME OF CERTIFYING OFFIC1AL b. TfrlE c_ 

EDWARD J. PINDER FACILITY SECVRJTY OFFICER (HOF) 

d. ADDRESS Ondudo lip Cod4) UTION 

LOCKHEED MARTIN SERVICES, INC 
2339 ROUTE 70 WEST 

~~C~HE~RRi'iY~t!::;·~N~J~~~J;'~r---;r;,:-~~~~~~~ • d. U.S. ACTTVfTY RE~IBLE FOR O\l'El\SEAS ~~ MJMHSTRATION 

.. ~TIVE COtffAACTIHO OFFICER 

• ] '],.[ iJI., iaP 
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DO F ORU ZH{BACK), DEC 1999 

CONTINUATION SHEET FOR BLOCK 13. 

LOCKHEED MARTIN SERVICES INC 2339 ROUTE 70 WEST FLOOR 3W, CHERRY HILL, NJ 08002-3315 
CAGE CODE: 77609 CONTRACT# HSHQOC-06-0.00017 HQHSDC-07-J-00138 

Reference Item lOe (1): Access to aU Sensitive Compartmented Information (SCI) wiU be at DHS facilities 
only. For the purposes of this contract, the contractor is not authorized to process and/or store any classified 
information at contractor locations. 
a. All SCI will be handled in accordance with special security requirements, which will be furnished by the 
designated responsible special security office (SSO). 
b. SCI will not be released to contractor employees without specific release approval of the originator of the material 
as outlined in governing directives; based on prior approval and certification of "need-to-know" by the designated 
contractor. 
c. All Contractor personnel requiring access to SCI as part of this contract effort must be approved and indoctrinated 
by DHS. Requests for Access wiU be submitted by the government project manager who can validate the 
justification for access. 
d. Inquiries pertaining to classification guidance on SCI will be directed to the Special Security Officer (SSO). 
e. SCI furnished in support of this contract remains the property of the Depsrtment of Homeland Security (OHS), 
agency, or component originator. Upon completion or cancellation of the contract. SCI furnished will be returned to 
the direct custody of the supporting SSO, or destroyed IA W instructions outlined by the Contract Officer. 

f. Visits by contractor employees will only be certified by DHS when such visits are conducted as part of the contract 
effort. 

Refltem !OJ: "Contractors shall control and safeguard FOUO in accordance with OHS Directive (MD 11042. l) 
"Safeguarding Sensitive but Unclassified (For Official Use Only) Information,' dated Jan 6, 2005. DHS contractors must 
sign a special Non-Disclosure Agreement before receiving access to FOUO information. Contractors with questions on 
handling OHS FOUO shall contact DHS OS ASD at (202) 447-5341." 

Ref. Item lla. Contract performance for all SCI work is restricted to OHS Government buildings located in and around 
the metropolitan area of Washington, D.C., and at other locations in the metropolitan area of Wash DC. AU contractor 
personnel must be U.S. citizens, have been granted a final security clearance by the U.S. Government. have been 
approved as meeting suitability criteria by OHS CSO, and have been indoctrinated by a Non Disclosure Agreement, 
Standard Form J 12 for this specific program prior to being given any access to such information released or generated 
under this contract. Immigrant aliens, personnel cleared on an interim basis, or personnel holding contractor granted 
CONFIDENTIAL clearances, are not eligible for access to classified infonnation released or generated under this contract 
without the express pennission of the CSO through the OHS Personnel Division (DHS/PSD). The contractor and the 
Contracting Officer Technical Representative or other delegated representative wiJI revalidate all SCI staffing 
requirements under the contract with the CSO annually or when a revised DD Form 254 is issued, whichever is sooner. 
SCI WILL NOT BE RELEASED TO PUBLIC. 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT I' CONTRACT 10 CODE ! PAGE uF PAGES 

i I 8 
2 AMENDMENTiMODWfCATION NO 3 EFFECTNE DATE ~ REQUISITION/PURCHASE REQ NO 15 PROJECT 00 ilfappl!Cable) 

POOOlC See Block 16C RUI0-09-HS142 

6 ISSUED BY CODE DHS/OPOIITF~C 7 ADMINISTERED BY (If other than llf!m 6) CODE jDHS/OPO/ ITAC 

U.S. Jept. of Homeland Security U.S. Dept. of Homeland Security 
Off ice of Procureme:-it Operatic;ns Office of Procurement: Operations 
Information Tech. Acquisition D.l "J. Infcrmation Tech. Ac-::n11si ti on Div. 
245 Murray Lane, SW 245 Murray Ldne, SW 
Building 410 Building 41,} 

Washington DC 20528 Washington DC .'.0528 
8 NAME ANO ADDRESS OF CONTRACTOR (No !Xr'Mt, ~"'11;<. si. IOd ZIP C<Xli!IJ (•) 

c-
9A AMENDMENT OF SOLICITATION NO 

L OCKHEED MAP TIN SERVICES INC 

'33 9 ROUTE 70 WEST FLOOP 3W 98 0ATEOiSEEITEM11) 

'HERRY c HILL NJ 0800233l'=' 

x 10A MODIFICATION OF CONTRACT/ORDER NO 
HSHQDC-06-0-00017 
HSHQDC-08-J-00138 
108 DATED (SEE ITEM 13} 

CODE 8052583730000 FACIUTY cooe 0610212008 
,, •v 

,,._, 
'The~ rumba..-~ &OllC!tatiori IS .-n&rlded a& Mii fonh ITT Item 14 The twx. »nd dale speof>Eld lor r808opt of Off!ITT l ___ , .s extandt;iod 1 ~not exlended 

Oft"!n must~ r&C&ipt of this am~ prior to !he hour ¥td dall!I sp&.:(lol!ld in~ 5~..:::rta!IOfl c.- as 0018"tded, by°""' ofltll!I fclbw!og melhods (11) By complttrng 

ltam1 8 .xi 15, lllld rl!liUrn!flg c.opiae r:A the eml!lfldml!lnt; (b) By act;r\Owll!ldg~ r~ oflhil aml!lrUnl!lnl on eadl copy°' the oH9r iUbmrtl&d or (c) Sy 

saparac• lflct« Of~~~ Q ~l!IOCe to th!I sollc~a!IOO and llm~ numbers- FAILURE OF YOUR ACKNOVvtEOGEMENT TO SE RECEl\.IED AT 
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR ANO DATE SPECIFtEO M.AY RESULT IN REJECTION OF YOUR OFFER If by 
OOu. of th!S ~ 'iOi.J ~"lo chlliflQ'l!l llfl offl!lf a~ sul;)rt .. tted, sucl1 ct\.angl!I may ti& rn~ tiy tl!llegf9rn or ~ow. prov!O&d l!l8d\ ll!l!egram 0t le-tt&r rnak•• ro'8r6f!Ce 
10 the so&clletion and this amlll"ldtnenl. Mld" ~ pnor !o the opening hour Mid ctatl!l 'PeClft9d 

12 ACCOUNTING AND APPROPRIATION DATA (/f ~uinid) Net Inc .::-~a Se : $ 2' 918' s 60 • 0 0 
see Schedule 

13. THIS IT9I ONLY APPUES TO MOOlRCA TION OF CONTRACTSKlROERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14. 

CHECK ONE A THIS CHANGE ORDER IS ISSUED PURSUANT TO (Specify a11/tlonty) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT 
ORDER NO IN ITEM 10A 

B THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT TliE ADMINISTRATIVE CHANGES (such as cllan<)ftS rn {)8yingoff~. 
~Pf>!Opnallon dale. elc.) SET FORTH IN ITEM 14. PURSUANT TO THE AUTHORITY OF FAR 43 103(b) 

...,... -,_,,,._,_ ..... N ! 1;:::, c;N, ,..,,._., "'' u t"'U,,...,...,A111 I l\J A..,.,·~'" ..,, 

X FAR 43,103(a! 131 

E. IMPORTANT: """' 1 

1~ DESCRIPTION OF AMENDMENTIM001FICATION (Otgamzed by UCF S9C't!on headings, 1ncludmg soilotaOOrl!contract SLJbjoct maltef"whero fea!iible) 

DUNS Number: 805258373+0000 

1. The purpose of this modification is ':o provide additional funding to Contract Line Item 

Nurn.ber (CLIN) 1002 - Option Year 1: Operation and Mainr:enance Support Service HSD OOCs. The 

funding will support purchases of new/renewal software licenses and trav~l. 

In addition, Fl\H Cl,;ius~ 52.232-22, "Limitati-~·n of Funds" ::.s added to nevi Section I.15 

a~d Section B.3.l(d1 

See Paqes 2-7 for cont1nu~tion of mod~fi23tior: details. 

·:::'ontinued 

15A NM4E ANO TITLE OF SIGNER (Type 0rpnnt) 16A NM4E ANO TITLE OF CONTRACTING OFFICER (Type orpnnt) 

Hebec~a A. Taylor 

16C DATE StGNED 

SEP 2 5 2009 
ANDARO FORM-30 ~V lQ..83) 

Pr~crt'>9d by GSA 
FAR (48 CFR) 53 243 



REFERENCE NO OF DOCUMENT BE=ING CONTINUED 

CONTINUATION SHEET HS:J·~)Cc-r16- D- (!1_~ (1 ::_-_!" H3H1,:;,r.v::·;-08- J-1: 01 ?8 / POrJO t 0 

NAME OF OFFEROR OR CONTRACTOR 

:::_,c·CK!1EEU :--.LI\PTIN SEP'.JlCES INC 

~NO 

A\ 

[Jiscc;_int Terres: 

SUPPLIESISERV!CES 

(B1 

Net JD 
FOB: Des~1na~icn 

Peri~d 0f Perfcr~ance: 06/0l,'2008 ta 01;31/2013 

Change It~m 1002 to read as follows'.amount s~~wn 

is ~he -~bl~Jated a~cur,tl: 

()ption -f~e±r 1 

Operation and MaintenancP Supp0rt Service HSD 
OLCs 
tTravel and Direct ~aterials associated directly 
witI'. the pt::"rfeirmance under this task ord<?r. \: 
PWS Sections: C.S.l through C.5.13 and C.5.15 

This ModificaLlon P00010 provides $2,918,860.00 
in additi·:)r:al funding to suppcrt tra'J8l and 
new/renewal software licenses as described at 
pages 6-8, ''Modification to Task Order 
HSHQDC-08-,J-00138, IT-NOVA O&M C-.:;ntract". The 

$2,918,860.00 is earnarked as follows: 

Travel .............................. $78,400.~5 
Software ~icenses .................. $2,840,459.35 

The Nc-'t c:,;-::-E.Y>=:eed (t-J':'E} amount of CLlN 1002 is 
in·-=-~reased :rorn $2,-Jj3,404.86 by $2,Y::.8,:S6\-1.'J0 co 
:?S,222,264.86. 

?eriod of Performance: OS/04/2009 through 
Cil/31/2010 
Product/Servic8 Code: 0399 
Product/Service Gescript~on: 0THER ADP & 
TELECCkJMIJl'J rr:,;TIONS SE:E'JICES 

Accounting Info: 
RWC9049 PWC 

WF-99-01-00-000-02-05-0400-05-00-00-00 GE 0E 25 
41 FY2009 
Fur.d•::d: SrJ. 00 
,~\CC<::<1nting ln::o: 
BCEF-NONE009-000-MA-20-Ql-00-000-02-07-0SCJ-00-00-
C, 0- (I 0--- 0 Q 0 0 1:; 0 

~11nded: $0. 00 
l'"-:cour:tin'] Ir:fc: 
PWC01149-?WC-WR-99-C1l oo-ooo-o:-0s-0400-os-01)-QJ-OO 
-SE-nE-25-41-~Y:O•l~ 

Fun~ed: ~2,~18,860.0U 

QUANTITY UNIT 

(C) 

UNIT PR!CE 

(E'.'1 

AGE OF 

2 

AMOUNT 

( r·1 

NSN !540--01- '. 52-81)'37 OPTIONAL FORM 33€ ._4-86) 

Sponsored by GSA 
FAR i4S CFR) 53 T 10 
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SF-30 CONTINUATION SHEET 

I. Add FAR Clause 52.232-22, entitled ''Limitation of Funds" to new Section 1.15. In 
accordance with Homeland Security Acquisition Manual (HSAM) 3032. 702, incremental 
fonding for Cost-Reimbursement contracts or for the Material portion of a Time and 
Materials type contract is allowed, provided Clause 52.232-22 is included as appropriate. The 
new section reads as follows: 

1.15 FAR 52.232-22 LIMITATION OF FUNDS (APR 1984) 

(a) The parties estimate that performance of this contract will not cost the Government more than 
( 1) the estimated cost specified in the Schedule or, (2) if this is a cost-sharing contract, the Government's 

share of the estimated cost specified in the Schedule. The Contractor agrees to use its best efforts to 
perform the work specified in the Schedule and all obligations under this contract within the estimated 
cost, which, if this is a cost-sharing contract, includes both the Government's and the Contractor's share 

of the cost. 
(b) The Schedule specifies the amount presently available for payment by the Government and allotted 

to this contract, the items covered, the Government's share of the cost if this is a cost-sharing contract, 
and the period of performance it is estimated the allotted amount will cover. The parties contemplate that 
the Government will allot additional funds incrementally to the contract up to the full estimated cost to the 
Government specified in the Schedule, exclusive of any fee. The Contractor agrees to perform, or have 
performed, work on the contract up to the point at which the total amount paid and payable by the 

Government under the contract approximates but does not exceed the total amount actually allotted by 
the Government to the contract. 

(c) The Contractor shall notify the Contracting Officer in writing whenever it has reason to believe that 
the costs it expects to incur under this contract in the next 60 days, when added to all costs previously 
incurred, will exceed 75 percent of (1) the total amount so far allotted to the contract by the Government 
or, (2) if this is a cost-sharing contract, the amount then allotted to the contract by the Government plus 
the Contractor's corresponding share. The notice shall state the estimated amount of additional funds 
required to continue performance for the period specified in the Schedule. 

(d) Sixty days before the end of the period specified in the Schedule, the Contractor shall notify the 
Contracting Officer in writing of the estimated amount of additional funds, if any, required to continue 
timely performance under the contract or for any further period specified in the Schedule or otherwise 
agreed upon, and when the funds will be required. 

(e) If, after notification, additional funds are not allotted by the end of the period specified in the 
Schedule or another agreed-upon date, upon the Contractor's written request the Contracting Officer will 
terminate this contract on that date ·,n accordance with the provisions of the Termination clause of this 

contract. If the Contractor estimates that the funds available will allow rt to continue to discharge its 
obligations beyond that date, it may specify a later date in its request, and the Contracting Officer may 
terminate this contract on that later date. 

(f) Except as required by other provisions of this contract, specifically citing and stated to be an 
exception to this clause-

( 1) The Government is not obligated to reimburse the Contractor for costs incurred in excess of the 

total amount allotted by the Government to this contract: and 
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(2) The Contractor is not obligated to continue performance under this contract (including actions 
under the Termination clause of this contract) or otherwise incur costs in excess of-

(i) The amount then allotted to the contract by the Government or; 

(ii) If this is a cost-sharing contract, the amount then allotted by the Government to the contract 
plus the Contractor's corresponding share, until the Contracting Officer notifies the Contractor in writing 

that the amount allotted by the Government has been increased and specifies an increased amount, 
which shall then constitute the total amount allotted by the Government to this contract. 

4 

(g) The estimated cost shall be increased to the extent that (1) the amount allotted by the Government 
or, (2) if this is a cost-sharing contract, the amount then allotted by the Government to the contract plus 
the Contractor's corresponding share, exceeds the estimated cost specified in the Schedule. If this is a 
cost-sharing contract, the increase shall be allocated in accordance with the formula specified in the 
Schedule. 

(h) No notice, communication, or representation in any form other than that specified in 
paragraph (f)(2) of this clause, or from any person other than the Contracting Officer, shall affect the 
amount allotted by the Government to this contract. In the absence of the specified notice, the 
Government is not obligated to reimburse the Contractor for any costs in excess of the total amount 
allotted by the Government to this contract, whether incurred during the course of the contract or as a 
result of termination. 

(i) When and to the extent that the amount allotted by the Government to the contract is increased, any 
costs the Contractor incurs before the increase that are in excess of-

( 1) The amount previously allotted by the Government or; 
(2) If this is a cost-sharing contract, the amount previously allotted by the Government to the 

contract plus the Contractor's corresponding share, shall be allowable to the same extent as if incurred 
afterward, unless the Contracting Officer issues a termination or other notice and directs that the increase 
is solely to cover terminat'ron or other specified expenses. 

U) Change orders shall not be considered an authorization to exceed the amount allotted by the 
Government specified in the Schedule, unless they contain a statement increasing the amount allotted. 

(k) Nothing in this clause shall affect the right of the Government to terminate this contract. If this 
contract is terminated, the Government and the Contractor shall negotiate an equitable distribution of all 

property produced or purchased under the contract, based upon the share of costs incurred by each. 
(I) If the Government does not allot sufficient funds to allow completion of the work, the Contractor is 

entitled to a percentage of the fee specified in the Schedule equalling the percentage of completion of the 
work contemplated by this contract. 

(End of clause) 

2. Revise paragraph (d) ODCs at Section B.3.1 Time and Material Labor to add FAR Clause 
52.232-22 Limitation of Funds; which section will read as follows: 

(d) ODCs. During the life of the task order, the Government may order Other Direct 
Costs (ODCs) in an amount not to exceed $74 million for each 12 month performance 
period. Each ODC Contract Line Item Number (Cl.IN) and dollar amount represents a 
quarterly allocation and is optional. It is anticipated that ODCs will be funded quarterly 
using Working Capital Funds; hence, ODCs under this task order are subject to FAR 
52.232.18-Availability of Funds and FAR 52.232-22-Limitation of Funds. ODCs shall 
be reimbursed subject to FAR clause 52.232-22. ODCs consist of materials, 
subcontractor (other than labor) and task order-related travel costs, i.e .. relocation and 
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temporary duty (TOY) to include travel, lodging and meals. The ODC percentages are 
indicated on the Section B.5 Labor Rate Table under the ODC rates. Deployment orders 
will include quantity of hours required at the proposed rates herein for each labor 
category. plus materials (ODCs) and the fixed ODC markup percentages. The cost of 
general-purpose items required for the conduct of the Contractor's normal business 
operations will not be considered an allowable ODC in the performance of work under 
this task order. See also Section G and Section H for limitations on materials and 
mandatory support documentation. Profit is not allowed on ODCs under this task order. 
All travel costs associated with this task order. if applicable, shall be in accordance with 
the Federal Travel Regulations (see Section G). 

3. The value and total amount funded/obligated to the task order is increased from 
$78,151,545.74 by $2.918,860.00 to $80,070,405.74. 

4. The ceiling for this task order remains unchanged at $288,499,204.00. 

5. All other terms and conditions remain unchanged. 

5 
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Modification to Task Order HSHQDC-08-J-00138 
IT-NOVA O&M Contract 

Period of Perfonnance: 
May 4, 2009 - January 31,2010 

(Effective date for this requirement: September 25, 2009) 

Travel- $78,400.65 

Travel in this contract is in support of the following: 

• Training 
• Conferences 
• Deployment Support 
• Overseas Travel 

Per direction of the COTR, travel may include but is not limited to: 

• Site A for DHS Coop Exercises 
• Designated Federal Security Events 
• Various Sites outside the Washington Metropolitan Area to include EPIC -- El 

Paso, TX; Atlantic City, NJ; Immigration and Customs Enforcement's TIC 
facility in Stennis, MS; Data Center I; Data Center 2 

• Over-seas travel- London, England (COMSEC) 
• ConferenceslTraining - Charlotte, NC; Boston, MA; San Diego, CA; Orlando, 

FL 

Software Licenses --  

6 

Below are the existing and new software identified to support the DHS mission. The 
Contractor affinns that there is not any known travel costs associated with the installation 
of software. These software licenses are described and broken down as follows: 

• Renewal Software Licenses 
• a- Alillual maintenance costs for telephone systems at Vennont 

Ave., Glebe Road, New York Ave., 7'h & D Street, Fairfax Drive, 1125 
15 th Street, Nebraska Ave. 

•  (archiving of emails, reducing online storage), 
NetBackup (software used to backup the DIIS I1Q environment). 

•  

 
Manager. First year maintenance and upgrades included. 

•  
 

 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
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•  in for active directory per enabled user account 
license/maintenance. First year maintenance and upgrades includes. 

• New Software Licenses 

7 

• device manager is an integral part of the end-to-end nature 
of the total solution by giving help desk personnel and administrators of 
the BlackBerry'B) Enterprise Solution access to real-time information about 
BlackBerry smart phones, enabling them to find lost or stolen handsets, 
proactively monitor and diagnose issues, and audit devices for rogue third 
party applications - all leading to significant cost savings, improved 
service levels and corporate compliance. 

• - Virtual Private Network (VPN) software supporting remote 
users and tele-work initiative. 

•  Professional Edition. 
Provides utilities to model, edit, transform, and debug XML related 
technologies. This software also offers file converter, debuggers, support 
for , and major databases. 

•  
s an administrative tool that allows easy integration and reporting of 

Active Directory + Exchange 200x into a single tool, allowing administrative 
changes to mUltiple accounts and domains in a few mouse clicks. 

•  
 is a software application suite that manages network 

equipment.  can do the following: 
I. Perfonnance monitoring 
2. Netllow monitoring 
3. IP Address management 
4. Engineering Technical tools 
5. Network Equipment Config Management 
6. Network Equipment Syslog Management 

• 
•  

is a tile archiving solution that can be used as a data migration or tiered 
solution. This software based tool can run as a policy engine via limits to tier storage 
offlo another location based on set policies. 

•  
(I) Software tool that can be used to monitor and manage DMX 
arrays along with other arrays. This software tool allows for alerts and 
specialized reports to be created also. 
(2) this software tool utilizes the function of de-duplication on 
servers. 

New Projects -
• 

• This will provide the licenses tor the existing 
and hardware platforms. 

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)

(b) (4)
(b) (4)
(b) (4)

(b) (4)

(b) (4)

(b) (4)
(b) (4)
(b) (4)

(b) (4)
(b) (4)

(b) (4)

(b) (4)
(b) (4)
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