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PART | - THE SCHEDULE
SECTION B—SUPPLIES AND SERVICES AND PRICES/COSTS

B.1 General

The Contractor shall provide all of the contract line items (CLINs) incorporated
herein. These CLiINs specify pricing for each of the services, deliverables, and data
items within the scope and performance work statement described in Section C of this
Task Order. The Government expects to procure most or all of these CLINs on a time
and materials basis. Deployment Projects (Performance Work Statement Section
C.5.2) will be initiated and activated in accordance with the procedures set forth in
Section G for the identified CLIN(s).

B.2 Base and Option Periods

The term of this task order is a one year base period and four (4) one year option
periods.

B.3 Task Order Pricing

B.3.1 Time and Material Labor

All work will be priced in accordance with the pricing set forth in the EAGLE
contract, Section B.5 and Section J, Attachment J-5, Pricing Model. The labor rates in

this section reflect the fully-burdened rates for each labor category and will apply to all
direct labor hours.

(a) Labor. The Section B.5 Labor Rate Table and Section J, Attachment J-5,
Pricing Model shall represent fully-loaded hourly rates for each skill classification. The
fully-burdened fabor rates include all direct, indirect, general and administrative costs
and profit associated with providing the required skill for performance at specified
Government sites. The use of uncompensated overtime is not encouraged.

(b) Government Site Rates. When performing at Government sites, the

Government wili provide only office space, furniture, and office equipment and supplies,
as described in Section C.3 herein.

(c) Contractor Site Rates. When performing at a Contractor site, the Contractor
shall furnish fully-burdened labor rates which include loads for office space and all

normal supplies and services required to support the work, as described in Section C.4
herein.
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(d)y  ODCs. During the life of the task order, the Government may order Other
Direct Costs (ODCs) in an amount not to exceed $74 million for each 12 month
performance period. Each ODC Contract Line ltem Number (CLIN} and dollar amount
represents a quarterly allocation and is optional. It is anticipated that ODCs will be
funded quarterly using Working Capitat Funds; hence, ODCs under this task order are
subject to FAR 52.232.18-Availability of Funds. ODCs shall be reimbursed unless
otherwise negotiated prior to issuance of any work order. ODCs consist of materials,
subcontractor (other than labor) and task order-related travel costs, i.e., relocation and
temporary duty (TDY) to include travel, lodging and meals. The ODC percentages are
indicated on the Section B.5 Labor Rate Table under the ODC rates. Deployment
orders will include quantity of hours required at the proposed rates herein for each labor
category, plus materials (ODCs) and the fixed ODC markup percentages. The cost of
general-purpose items required for the conduct of the Contractor's normal business
operations will not be considered an allowable ODC in the performance of work under
this task order. See also Section G and Section H for limitations on materials and
mandatory support documentation. Profit is not allowed on ODCs under this task order.
All travel costs associated with this task order, if applicable, shall be in accordance with
the Federal Travel Regulations (see Section G).

B.3.2 Deployment Orders

For deployment orders, the quantity of hours ordered from each labor category
will be specified as deliverable hours billable at the rates specified in the Section B.5
Labor Rate Table. Travel and ODCs will be estimated for each deployment order and
burdened with the ODC markup percentage specified in the Section B.5 Labor Rate
Table. Profit on travel and ODCs is not allowable. The cumulative extended total of all
labor categories ordered plus travel and ODCs will define the deployment order ceiling
price. Deployment orders may authorize adjustments between labor category quantities
of up to 10%, within the established task labor ceiling price, without a change order.
The government will not reimburse the Contractor for costs incurred beyond the ceiling
price, for hours not detivered, for hours delivered but in excess of the quantities ordered
for a particular labor category, or for travel and ODCs exceeding the ordered pool
amount. Labor dollars will not be used to pay for ODCs nor ODC dollars used to pay for
fabor without a change order. Additional information on Deployment Order
Requirements is provided in PWS Section C.1.11.1.7.

B.4 UPDATED SECTION B.5 LABOR RATE TABLE

The Contractor shall provide an updated, electronic Section B.5 labor rate table
on an as needed basis to the Contracting Officer. The Section B.5 Labor Rate Table
contains the labor categories and labor rates as well as any applicable information
regarding the T&M rates. The updated Section B.5 table will be incorporated into the
task order via task order modification as required.
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SECTION C—DESCRIPTION/SPECIFICATIONS/PERFORMANCE WORK
STATEMENT

C.1 PERFORMANCE WORK STATEMENT

See Attachment J-1, Section J for the Performance Work Statement.

(End of Section C)
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SECTION D—PACKAGING AND MARKING

D.1  PACKAGING AND MARKING

The EAGLE contract clause D.1 — Packing, Packaging, Marking and Storage of
Equipment is incorporated by reference and has the same force and effect as if it were
restated in this task order.

D.2 MARKINGS

The EAGLE contract clause D.2 — Markings is incorporated by reference and has
the same force and effect as if it were restated in this task order.

D.3 EQUIPMENT REMOVAL

Task order requirements for equipment removal are detailed in Performance
Work Statement (PWS) Sections C.3 and C.5.

(End of Section D)
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SECTION E—INSPECTION AND ACCEPTANCE
E.1 GENERAL

This section sets forth requirements for inspection and acceptance of all
equipment, systems, and services acquired under this Task Order and
installed/performed by the Contractor. It establishes inspection and acceptance testing
requirements that must be met before any systems, equipment or services, ordered
under this contract are accepted by the Government. This section also applies to all
replacement systems and equipment, substitute equipment, or other individual items of
equipment ordered throughout the term of the Task Order.

E.2 CLAUSES INCORPORATED BY REFERENCE

This Task Order, as applicable, incorporates by reference one or more provisions
or clauses listed below with the same force and effect as if they were given in full text.
Upon request, the Contracting officer will make their full text avaitable. Also, the full text
can be accessed electronically at this internet address:
hitp://acquisition.gov.far.index.html. The full text of the HSAM clause can be accessed
electronically at this internet address:
https://dhsonline.dhs.gov/portal/jhtmi/dc/sf.ihtmI?doid=45071.

FAR Clause No. Title Date

52.246-6 Inspection of Services — Time and Material or May 2001
LLabor-Hour

HSAM Clause No. Title Date

3046.672 Inspection, Acceptance and Receiving Report Dec 2006

E.3 INSPECTION AND ACCEPTANCE

(a) Inspection and acceptance of all work and services performed under this
TO will be in accordance with the FAR and HSAM clauses incorporated in Section E£.2,
Clauses incorporated by Reference as applicable, and Section C of this RFP.

(b)  Final acceptance of all deliverables and/or services performed as
specified under this Task Order will be made in writing, at destination by the TO COTR.
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E.4 SCOPE OF INSPECTION

(a)  All deliverables will be inspected for content, completeness, and accuracy
and conformance to task order requirements by the TO COTR. Inspection may include
validation of information or software through the use of automated tools and/or testing of
the deliverables, as specified in Section C of this RFP. The scope and nature of this
testing will be sufficiently comprehensive to ensure the completeness, quality and
adequacy of all deliverables and services.

(b)  The government requires a period not to exceed ten (10) business days
after receipt of services and final deliverable items for inspection and acceptance or
rejection unless otherwise specified in Section C of this RFP.

E.5 BASIS OF ACCEPTANCE

(a)  The basis for acceptance shall be in compliance with the requirements set
forth in the task order Section C, the deployment order, the Contractor's proposal, the
Contractor's EAGLE contract and other terms and conditions of this Task Order.
Services and/or deliverable items rejected shall be corrected in accordance with the
applicable clauses.

(b) Commercial and non-developmental hardware items, software items, pre-
packaged solutions, and maintenance and support solutions will be accepted within ten
(10) business days of delivery when performance is in accordance with delivery
requirements.

(c) Custom services and cost reimbursable items such as travel and ODCs
will be accepted upon receipt of proper documentation as specified in Section G.8 for
Travel and/or Section C of this RFP. [f custom services are required such as software
development, the final acceptance of the services or product, e.g., software program will
occur when all discrepancies, errors or other deficiencies identified in writing by the
government have been resolved, either through documentation updates, program
correction, or other mutually agreeable methods.

(d)  Reporis, documents and narrative type deliverables will be accepted when
all discrepancies, errors or other deficiencies identified in writing by the government
have been corrected.

Source Selection Information — See FAR 2.101 and 3.104
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(e)  Non-conforming products or services will be rejected or revised as
directed by the COTR. Unless otherwise agreed by the parties, deficiencies will be
corrected within ten (10) business days of the rejection notice. If the deficiencies cannot
be corrected within the specified period, the Contractor will immediately notify the TO
Contracting Officer of the reason for the delay and provide a proposed corrective action
plan within ten (10) business days.

E.6 REVIEW OF DELIVERABLES

(a)  The government will provide written acceptance, comments and/or change
requests, if any, within ten (10) business days from receipt by the Government of the
initial deliverable, as indicated in Section C of this RFP.

(b)  Upon receipt of the Government comments, the Contractor shall have
fifteen (15) business days to incorporate the government's comments and/or change
requests and to resubmit the deliverable in its final form.

(c) If written acceptance, comments and/or change requests are not issued
by the Government within 10 business days of submission, the draft detiverable shall be
deemed acceptable as written and the Contractor may proceed with the submission of
the final deliverable product.

E.7 WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT

The Government shall provide written notification of acceptance or rejection of all
final deliverables within 10 business days. Absent written notification, final deliverables
will be construed as accepted. All notifications of rejection will be accompanied with an
explanation of the specific deficiencies causing the rejection.

(End of Section E)
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SECTION F—DELIVERIES OR PERFORMANCE
F.1 TASK ORDER TERM

The term of this T&M task order is a one-year base period from effective date of
award with four (4) one-year option periods.

F.2 OPTION TO EXTEND THE TERM OF THE CONTRACT
(FAR 52.217-9) (Mar 2000)

(@) The Government may extend the term of this task order by written notice to
the Contractor at any time within the term of the EAGLE contract, provided that the
Government gives the Contractor a preliminary written notice of its intent to extend at
least thirty (60) days before the contract expires. The preliminary notice does not
commit the Government to an extension.

(b) If the Government exercises this option, the extended task order shall be
considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under
this clause, shall not exceed sixty (60) months.

F.3 EVALUATION OF OPTIONS (FAR 52.217-5) (JUL. 1990)

Except when it is determined in accordance with FAR 17.206(b) not to be in the
Government’s best interests, the Government will evaluate offers for award purposes by
adding the totai price for all options to the total price for the basic requirement.
Evaluation of options will not obligate the Government to exercise the option(s).

F.4 OPTION TO EXTEND SERVICES (FAR 52.217-8) (NOV 1999)

The Government may require continued performance of any services within the
limits and at the rates specified in the contract. These rates may be adjusted only as a
result of revisions to prevailing labor rates provided by the Secretary of Labor. The
option provision may be exercised more than once, but the total extension of
performance hereunder shall not exceed 6 months. The Contracting Officer may
exercise the option by written notice to the Contractor within thirty (30) days prior to the
end of the performance period.

Source Selection Information — See FAR 2.101 and 3.104
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(End of Clause)
F.5 PLACE OF PERFORMANCE

The contractor shall perform the work under this task order at locations specified

¢ Section C of the Performance Work Statement,

¢ Technicail Exhibit C.1.2-002-01, Locations Supported Summary (Sensitive
but Unclassified),

* And at such other locations as may be approved in writing by the TO
Contracting Officer, e.g., Help Desk — as specified in PWS Section C.5.5,
must be on contractor's facilities jocated 50 miles outside of the
Washington, DC metropolitan area and within the continental United
States of America; and, Test Laboratory — as specified in PWS section
C.5.4, if DHS chooses to provide Government furnished facility.

F.6 DELIVERY OF REPORTS

Unless otherwise specified in Section C, all reports shall be addressed to the
COTR marked with the task order number, to the attention of the appropriate TO COTR
recipient or as specified by the CO.

(End of Section F)
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SECTION G—CONTRACT ADMINISTRATION DATA

G.1 TO CONTRACTING OFFICER (TO CO)

The TO Contracting Officer (TO CO) is the only person authorized to make any
changes, approve any changes in the requirements of this Task Order, obligate funds
and authorize the expenditure of funds, and notwithstanding any provisions contained
elsewhere in this task order, the said authority remains solely in the TO CO. In the
event, the contractor makes any changes at the direction of any person other than the
TO CO, the change will be considered to have been without authority and no
adjustment will be made in the task order price to cover any increase in costs occurred .
as a resuit thereof. It is incumbent on the Contractor to make sure that this requirement
is enforced, or work performed will be performed at the Contractor's own risk.

The following TO Contracting Officer is assigned to this Task Order:

TO Contracting Officer:

NAME: Charles Conrad
PHONE NO.: (202) 447-5554
EMAIL: charles.conrad@dhs.gov

G.2 TO ADMINISTRATIVE CONTRACTING OFFICER (TO ACO)

The TO Administrative Contracting Officer(s) (TO ACOs) is the person authorized
to administer the requirements of this Task Order. In the event, the contractor makes
any changes to the requirements at the direction of any person other than the TO ACO
or the TO CO, the change will be considered to have been without authority and no
adjustment will be made in the task order price to cover any increase in costs occurred
as a result thereof. It is incumbent on the Contractor to make sure that this requirement
is enforced, or work performed will be performed at the Contractor's own risk.
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The following TO Administrative Contracting Officer(s) are assigned to this Task Order:

TO Administrative Contracting Officer:

NAME: TBD
PHONE NO.: BD
EMAIL: TBD

G.3 CONTRACTING OFFICER’S TECHNICAL REPRESENTATIVE (COTR)

G.3.1 COTR (HSAR 3052.242-72)(DEC 2003)

(a) The Contracting Officer may designate Government personnel to act as
the Contracting Officer's Technical Representative (COTR) to perform functions under
the contract such as review or inspection and acceptance of supplies, services,
including construction, and other functions of a technical nature. The Contracting
Officer will provide a written notice of such designation to the Contractor within five
working days after contract award or for construction, not less than five working days
prior to giving the contractar the notice to proceed. The designation letter will set forth
the authorities and fimitations of the COTR under the task order.

(b) The Contracting Officer cannot authorize the COTR or any other
representative to sign documents, such as contracts, contract modifications, etc., that
require the signature of the Contracting Officer.

G.3.2 COTR Designation

The TO Contracting Officer hereby designates the individual(s) named below as
the Contract Officer's Technical Representative(s). Such designations(s) shall specify
the scope and limitations of the authority so delegated.

COTR:
NAME:

ADDRESS: T8D
PHONE NO.. TBD

Source Selection Information — See FAR 2.101 and 3.104
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G.3.3 Changes in COTR Designation(s)

The COTR may be changed at any time by the Government without prior notice
to the Contractor. Notification of the change, including the name and phone number of

the successor COTR, will be promptly provided to the Contractor by the TO Contracting
Officer in writing.

G.4 ORDERING

G.4.1 Ordering Procedures

Certain services to be furnished under this task order (as specified by CLIN(s))
shall be ordered by issuance of Deployment Orders. Such Deployment Orders may be
issued from date of task order award up to sixty (60) months from date of task order
award (if all options are exercised). Each designated Deployment Project shall be
initiated only by issuance of a TO ACO approved Deployment Order. The work to be
performed under these Deployment Orders must be within the scope of the task order.
The Government is only liable for labor hours expended under the terms and conditions
of this task order to the extent that a TO ACO approved Deployment Order has been
issued and covers the required work. Charges for any work not authorized shall be
disallowed.

The COTR shall initiate the Deployment Order implementation process by
preparing a statement of requirements or objectives to be achieved by completion of the
Deployment Order in the form of a Deployment Order Request (DOR). The DOR will
contain a detailed description of the functional or other objectives to be achieved, a
schedule for completion of the Deployment Order, funding sources, and deliverables to
be provided by the Deployment Order as well as a statement of work, independent
government cost estimate or rough order of magnitude, other direct costs, anticipated
fabor mix/hours and jocation and any special reguirements.

The Contractor shall acknowledge receipt of each DOR and shall develop and
forward to the COTR within ten {(10) business days a Deployment Project Plan for
accomplishing the assigned task within the period specified. The Deployment Project
Plan shall define the scope, specific tasks and actions which are proposed to be taken
by the Contractor to complete the Deployment Order, resumes of key personnel (as
applicable), and a price estimate. The Deployment Project Plan shall provide the
Contractor's interpretation of the scope of work, a description of the technical approach,
work schedule and deliverables. The Contractor shall also identify all the
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responsibilities of the Government which will affect the Deployment Order and any
dependencies which may exist. The COTR will evaluate the Deployment Project Plan
for consistency with the DOR and budget. Then, the COTR will submit
recommendations to the TO ACO for approval/disapproval of the Deployment Project

Plan. The TO ACO will approve (or reject) and send the Deployment Project Plan to the
Contractor for further action.

Based upon the contents of the Deployment Project Plan, the Contractor and the
Government shall negotiate a ceiling price for the Deployment Project Plan, any
changes in the scope of the work to be performed, the schedule or the deliverables to
be provided in the Deployment Order.

Within two (2) working days following the conclusion of the final negotiations related
to the Deployment Project Plan, the Contractor shall submit a revised Deployment
Project Plan which reflects the negotiated agreement. A revised Deployment Project
Plan is then approved by the TO ACO who issues the Deployment Order.

The Contractor shall begin work on the Deployment Order in accordance with the
effective date indicated in the TO ACO approved Deployment Project Plan.

G.4.2 Deployment Order Content

Deployment Orders issued shall include, but not be limited to the following
information, when applicable):

(a) Date of order;

(b) Task Order and Deployment Order numbers;

(¢) Task Order Reference/WBS;

{(d) Appropriation and accounting data;

(e) Description of the services to be performed;

{f) Description of end item(s) to be delivered;

{g) DD Form 254 (Contract Security Classification Specification),

(h} Contract Data Requirements List;

(i) The individual responsible for inspection/acceptance;

() Period of performance/delivery date;

(k) Estimated number of labor hours for each applicable labor category;
(I) The fixed price or ceiling price for the order;

(m) List of Government furnished equipment, material, and information; and
{n) Signature/Concurrence lines for Contractor and TO ACO.

Source Selection information — See FAR 2.101 and 3.104
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Al orders are subject to the terms and conditions of this task order. In the event

of conflict between a Deployment Order and this Task Order, the Task Order shall
control.

if mailed, a Deployment Order is considered "issued" when the Government
deposits the Deployment Order in the mail (electronic and/or postal/delivery service).

G.4.3 Modification of Orders

Following execution of the Deployment Order, the COTR shall notify the TO ACO
of any need to change the Deployment Order which will impact the cost, schedule or
deliverables content of the baseline work plan. In cases where technical instructions or
other events may dictate a change from the baseline, Deployment Orders may be
formally amended in writing by the TO ACO to reflect modifications to tasking. The
Contractor is responsible for revising the work pian to reflect Deployment Order

amendments within five (5) business days following negotiation or issuance of a change
order.

The ceiling price for each Deployment Order may not be changed except when
authorized by a fully executed change order issued by the TO ACO. The Contractor
shall not exceed the ceiling price established in each Deployment Order. When the
Contractor has reason to believe that the total cost will exceed 15 percent of the
projected cost specified in the Deployment Order, the Contractor shall notify the TO
ACO and COTR. Such notification shall include an estimate of the additional amount
and, if necessary, additional time required for completion of the ordered work.

G.4.4 Deployment Order Period of Performance

Deployment Orders may be placed during the period of performance of the task
order, as identified in clause F.1. Agreed upon labor rates awarded for the task order
shall prevail throughout the entire period of performance. Work performed on such
orders after the end of the task order’s period of performance will continue to be
charged at the last effective rates.

G.5 ACCOUNTABILITY OF COSTS/SEGREGATION OF TASKS/DEPLOYMENT
ORDERS
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All costs incurred by the Contractor under this task order shall be segregated by
task/deployment order. The Contractor shall, therefore, establish separate job order
accounts and numbers for each task/deployment order and shall record all incurred
costs in the appropriate job order account assigned each task/deployment order. There
shall be no commingling of costs between options.

G.6 INVOICE REQUIREMENTS

G.6.1 Payment Under Time-and-Materials and Labor-Hour Contracts
(FAR 52.232-7) (FEB 2007)

The Government will pay the Contractor as follows upon the submission of vouchers
approved by the Contracting Officer or the autheorized representative:

(a) Hourly rate.

(1) Hourly rate means the rate(s) prescribed in the contract for payment for labor that

meets the labor category qualifications of a labor category specified in the contract that
are—

(1) Performed by the Contractor;

(i) Performed by the subcontractors; or

(iti) Transferred between divisions, subsidiaries, or affiliates of the Contractor

under a common control.
{2) The amounts shall be computed by multiplying the appropriate hourly rates
prescribed in the Schedule by the number of direct labor hours performed.
(3) The hourly rates shall be paid for all labor performed on the contract that meets the
labor qualifications specified in the contract. Labor hours incurred to perform tasks for
which labor qualifications were specified in the contract will not be paid to the extent the
work is performed by employees that do not meet the qualifications specified in the
contract, unless specifically authorized by the Contracting Officer.
(4) The hourly rates shall include wages, indirect costs, general and administrative
expense, and profit. Fractionat parts of an hour shall be payable on a prorated basis.
(5) Vouchers may be submitted once each month {or at more frequent intervals, if
approved by the Contracting Officer), to the Contracting Officer or authorized
representative. The Contractor shall substantiate vouchers (including any subcontractor
hours reimbursed at the hourly rate in the schedule) by evidence of actual payment and
by—

(i) Individual daily job timekeeping records;

(i) Records that verify the employees meet the qualifications for the labor

categories specified in the contract; or

(iii) Other substantiation approved by the Contracting Officer.
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(6) Promptly after receipt of each substantiated voucher, the Government shall, except
as otherwise provided in this contract, and subject to the terms of paragraph (e) of this
clause, pay the voucher as approved by the Contracting Officer or authorized
representative.

{7) Unless otherwise prescribed in the Schedule, the Contracting Officer may
unilaterally issue a contract modification requiring the Contractor to withhold amounts
from its billings until a reserve is set aside in an amount that the Contracting Officer
considers necessary to protect the Government's interests. The Contracting Officer may
require a withhold of 5 percent of the amounts due under paragraph (a) of this clause,
but the total amount withheld for the contract shall not exceed $50,000. The amounts
withheld shall be retained until the Contractor executes and delivers the release
required by paragraph (g) of this clause.

(8) Unless the Schedule prescribes otherwise, the hourly rates in the Schedule shall not
be varied by virtue of the Contractor having performed work on an overtime basis. If no
overtime rates are provided in the Schedule and overtime work is approved in advance
by the Contracting Officer, overtime rates shall be negotiated. Failure to agree upon
these overtime rates shall be treated as a dispute under the Disputes clause of this
contract. If the Schedule provides rates for overtime, the premium portion of those rates

will be reimbursable only to the extent the overtime is approved by the Contracting
Officer.

(b) Materials.
(1) or the purposes of this clause—
(i) Direct materials means those materials that enter directly into the end product,
or that are used or consumed directly in connection with the furnishing of the end
product or service.
(i) Materials means—
(A) Direct materials, including supplies transferred between divisions,
subsidiaries, or affiliates of the Contractor under a common control;
(B) Subcontracts for supplies and incidental services for which there is not
a labor category specified in the contract;
(C) Other direct costs (e.g., incidental services for which there is not a
tabor category specified in the contract, travel, computer usage charges,
etc.); and
(D) Applicable indirect costs.
(2) If the Contractor furnishes its own materials that meet the definition of a commercial
item at 2.101, the price to be paid for such materials shail not exceed the Contractor's
established catalog or market price, adjusted to reflect the—
(1) Quantities being acquired; and
(i) Actual cost of any modifications necessary because of contract requirements.
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(3) Except as provided for in paragraph (b)(2) of this clause, the Government will
reimburse the Contractor for allowable cost of materials provided the Contractor——
(i) Has made payments for materials in accordance with the terms and conditions
of the agreement or invoice; or
(i) Ordinarily makes these payments within 30 days of the submission of the
Contractor's payment request to the Government and such payment is in
accordance with the terms and conditions of the agreement or invoice.
(4) Payment for materials is subject to the Allowable Cost and Payment clause of this
contract. The Contracting Officer will determine allowable costs of materials in
accordance with Subpart 31.2 of the Federal Acquisition Regulation (FAR) in effect on
the date of this contract.

(5) The Contractor may include allocable indirect costs and other direct costs to the
extent they are—
(i) Comprised only of costs that are clearly excluded from the hourly rate;
(i) Allocated in accordance with the Contractor's written or established
accounting practices; and
(i} Indirect costs are not applied to subcontracts that are paid at the hourly rates.
(6) To the extent able, the Contractor shall—
(i) Obtain materials at the most advantageous prices available with due regard to
securing prompt delivery of satisfactory materials; and
(i) Take all cash and trade discounts, rebates, allowances, credits, salvage,
commissions, and other benefits. When unable to take advantage of the benefits,
the Contractor shall promptly notify the Contracting Officer and give the reasons.
The Contractor shall give credit to the Government for cash and trade discounts,
rebates, scrap, commissions, and other amounts that have accrued to the benefit
of the Contractor, or would have accrued except for the fault or neglect of the
Contractor. The Contractor shall not deduct from gross costs the benefits lost
without fault or neglect on the part of the Contractor, or lost through fault of the
Govermment.
(7) Except as provided for in 31.205-26(e) and (f), the Government will not pay profit or
fee to the prime Contractor on materials.
(c) If the Contractor enters into any subcontract that requires consent under the clause
at 52.244-2, Subcontracts, without obtaining such consent, the Government is not
required to reimburse the Contractor for any costs incurred under the subcontract prior
to the date the Contractor obtains the required consent. Any reimbursement of
subcontract costs incurred prior to the date the consent was obtained shall be at the
sole discretion of the Government.
(d) Total cost. It is estimated that the total cost to the Government for the performance
of this contract shall not exceed the ceiling price set forth in the Schedule, and the
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Contractor agrees to use its best efforts to perform the work specified in the Schedule
and all obligations under this contract within such ceiling price. If at any time the
Contractor has reason to believe that the hourly rate payments and material costs that
will accrue in performing this contract in the next succeeding 30 days, if added to all
other payments and costs previously accrued, will exceed 85 percent of the ceiling price
in the Schedule, the Contractor shall notify the Coniracting Officer giving a revised
estimate of the total price to the Government for performing this contract with supporting
reasons and documentation. If at any time during performing this contract, the
Contractor has reason to believe that the total price to the Government for performing
this contract will be substantially greater or less than the then stated ceiling price, the
Contractor shall so notify the Contracting Officer, giving a revised estimate of the total
price for performing this contract, with supporting reasons and documentation. If at any
time during performing this contract, the Government has reason to believe that the
work to be required in performing this contract will be substantially greater or less than
the stated ceiling price, the Contracting Officer will so advise the Contractor, giving the
then revised estimate of the total amount of effort to be required under the contract.

(e) Ceiling price. The Government will not be obligated to pay the Contractor any
amount in excess of the ceiling price in the Schedule, and the Contractor shall not be
obligated to continue performance if to do so would exceed the ceiling price set forth in
the Schedule, uniess and untit the Contracting Officer notifies the Contractor in writing
that the ceiling price has been increased and specifies in the notice a revised ceiling
that shall constitute the ceiling price for performance under this contract. When and to
the extent that the ceiling price set forth in the Schedule has been increased, any hours
expended and material costs incurred by the Contractor in excess of the ceiling price
before the increase shall be allowable to the same extent as if the hours expended and
material costs had been incurred after the increase in the ceiling price.

(H Audit. At any time before final payment under this contract, the Contracting Officer
may request audit of the vouchers and supporting documentation. Each payment
previously made shall be subject to reduction to the extent of amounts, on preceding
vouchers, that are found by the Contracting Officer or authorized representative not to
have been properly payable and shall also be subject to reduction for overpayments or
to increase for underpayments. Upon receipt and approval of the voucher designated by
the Contractor as the “completion voucher” and supporting documentation, and upon
compliance by the Contractor with all terms of this contract (including, without timitation,
terms relating to patents and the terms of paragraph (g) of this clause), the Government
shall promptly pay any balance due the Contractor. The completion voucher, and
supporting documentation, shall be submitted by the Contractor as promptly as
practicable following completion of the work under this contract, but in no event later
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than 1 year (or such longer period as the Contracting Officer may approve in writing)
from the date of completion.

(g) Assignment and Release of Claims. The Contractor, and each assignee under an
assignment entered into under this contract and in effect at the time of final payment
under this contract, shall execute and deliver, at the time of and as a condition
precedent to final payment under this contract, a release discharging the Government,
its officers, agents, and employees of and from all liabilities, obligations, and claims
arising out of or under this contract, subject only to the following exceptions:

(1) Specified claims in stated amounts, or in estimated amounts if the amounts are not
susceptible of exact statement by the Contractor.

(2) Claims, together with reasonable incidental expenses, based upon the liabilities of
the Contractor to third parties arising out of performing this contract, that are not known
to the Contractor on the date of the execution of the release, and of which the
Contractor gives notice in writing to the Contracting Officer not more than 6 years after
the date of the release or the date of any notice to the Contractor that the Government
is prepared to make final payment, whichever is earlier.

(3) Claims for reimbursement of costs (other than expenses of the Contractor by reason
of its indemnification of the Government against patent liability), including reasonable

incidental expenses, incurred by the Contractor under the terms of this contract relating
{o patents.

(h) Interim payments on contracts for other than services.

(1) Interim payments made prior to the final payment under the contract are contract
financing payments. Contract financing payments are not subject to the interest penalty
provisions of the Prompt Payment Act.

(2) The designated payment office will make interim payments for contract financing on
the not applicable [Contracting Officer insert day as prescribed by agency head;
if not prescribed, insert “30th”] day after the designated billing office receives a proper
payment request. In the event that the Government requires an audit or other review of
a specific payment request to ensure compliance with the terms and conditions of the
contract, the designated payment office is not compelled to make payment by the
specified due date.

(i) Interim payments on conlracts for services. For interim payments made prior to the
final payment under this contract, the Government will make payment in accordance
with the Prompt Payment Act (31 U.S.C. 3903) and prompt payment regulations at 5
CFR part 1315.
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G.6.2 Invoice Approval

It is the responsibility of the Contracting Officer Technical Representative
(COTR) to ensure that all services/products have been delivered by the Contractor prior
to invoice acceptance and payment. The Contractor shall submit all invoices in
accordance with the address listed in section G.7.

G.6.3 Invoice Attachments

A separate invoice should be provided each month for the support biiled to DHS.
In addition, a fully completed Standard Form (SF) 1034, Public Voucher for Purchases
and Services Other Than Personal, shall accompany each separate contractor invoice.
Invoice content requirements are outlined in Table G-1 below. Each separate
contractor invoice shall be accompanied by a cover sheet with the dollar amount billed,
the cumutative dollar amount billed to date and the balance remaining for the task order.
The contractor shall prepare and submit individua! vouchers to DHS using the same
criteria employed to obligate funding on the Task Order and individual Work Orders.
The invoice shall have a valid Material Inspection and Receiving Report (DHS 700-21)
signed by an authorized DHS government representative for all materials contained in
the invoice. A copy of each signed DHS 700-21 shali be sent to the designated COTR
authorized to evaluate contractual obligations on behalf of DHS.

G.6.4 Invoice Requirement Data Elements

A detailed list of invoice requirements is included in Table G-1 below. The list
provides DHS required data elements for all invoices as well as individual requirements
by a specific type of invoice (i.e. T&M or FFP). Details and format of invoices shall be
consistent with structure specified by COTR.
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Invoice Requirements—Table G-1

Time and Materials invoices Firm Fixed Price
Al invoices submitted to DHS shall shall (additionally) include: invoices shall
include: (additionally) include:
1. Vendor Name 1. Labor Categories 1. Cost per period
2. Invoice Number 2. Contractors Name 2. Number of Periods
3. Number of Hours and 3. Site location of
3. Invoice Date FTE Billed Deliverables
4. Date of Service/Equipment 4. Cost per Hour for Each #. Description of Billed
Provided Consultant Services/Equipment
5. Cost per Period for Each [5. Contract Line ltem
Labor Category Number
5. PaymentVendor Address, (CLINYPWS for
Telephone Number, Other Contact each CLIN, if
Information applicable
6. Site Location of 6. Total Other Direct
6. Contract Month Deliverables Costs
7. Contract Line ltem
Number (CLIN)/ PWS for
7. Fiscal Year each Labor Category
8. Description of
8. Payment Due Date Equipment
9. Contract Number 9. Unit Cost of Equipment)
10. Task Order Number 10. Quantity

11. Total Direct Labor
11. Work Order Number (if applicable} Charges

12. DHS Functional/Budget 12. Total Other Direct Costs
Code/Accounting Data
13. Cumulative Value to Date 13. Subtotal per Deliverable

14. Total Amount invoiced

15. Vendor Point-of-Contact

16. DHS Point-of-Contact

17. Grand Total per Invoice

18. Page Numbers

19. Shipping and payment terms
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G.6.5 Material Order Status Report

A report of all material/labor billed to DHS is required each month to track
outstanding equipment in the “field” or residing at DHS HQ. The report shall include a
status of the DHS 700-21, a government Point-of-Contact (POC), the equipment
delivery location, equipment operational location, cost of each unit, lease duration/useful
life, date of acquisition, type of equipment, system capabilities/specifications, and the
bureau the equipment is supporting. The data must be provided in an application that is

consistent with DHS approved software, preferably Microsoft Excel or Microsoft Access
format.

G.7 ELECTRONIC INVOICE SUBMISSION

Electronic invoices must be submitted to:
www.DOB-Invoice@DHS . GOV within thirty (30) days of services rendered.

G.8 TRAVEL AND PER DIEM

(a) Contractor personnel may be required to travel to support the requirements of
this task order and as stated in individual tasks/Work Orders. Long distance and local
travel will be required in the Continental United States (CONUS). For those work orders
requiring travel, the Contractor shall include estimated travel requirements in the price
estimate(s). The Contractor shall then coordinate specific travel arrangements with the
individual TO COTR to obtain advance, written approval for the travel about to be
conducted. The Contractor shall obtain advanced written approval for travel from the
COTR prior to making specific travel arrangements. The Contractor's request for travel
shall be in writing and contain the dates, locations and estimated costs of the travel.
See PWS Section C.1.11.3 ~ Travel for additional information.

(b) If any trave! arrangements cause additional costs to the task/work order that
exceed those previously negotiated, written approval by change order issued by the CO
is required, prior to undertaking such travel.

(c) The Contractor is expected to have a facility within the Washington, DC
metropolitan area. Local travel reimbursement within a 50-mile radius from the
contractor’s facility or the Contractor's assigned duty station is not authorized. This
includes travel, subsistence, and associated labor charges for travel time. Travel
performed for personal convenience or daily travel to and from work at the Contractor’s
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Page 24 of 70

24



IT-NOVA
Operations and Maintenance

facility or local Government facility (i.e., designated work site) shall not be reimbursed
hereunder. Travel, subsistence, and associated labor charges for travel time for travel
beyond a 50-mile radius of the Contractor’s facility or assigned duty station are
authorized; HOWEVER, all travel outside the Washington, DC metropolitan area must
be previously approved by the COTR.

(d) The Contractor shall, to the maximum extent practicable, minimize overali
travel costs by taking advantage of discounted airfare rates available through advance
purchase. Charges associated with itinerary changes and canceliation under
nonrefundable airline tickets are reimbursable as long as the changes are driven by the
work requirement. Costs associated with Contractor travel shall be in accordance with
FAR Part 31.205-46, Travel Costs and applicable Federal Travel Regulation. No travel
will be reimbursed without prior approval from the COTR.

G.9 PURCHASE AGENT AUTHORITY

The Contracting Officer may issue the Contractor a purchase agent authorization
to use Government supply sources or other Government-issued contract vehicles in the
performance of this task order. Title to all property acquired by the Contractor under
such an authorization shall vest in the Government unless otherwise specified in the
contract, Such property shall be considered Government Property.

G.10 GOVERNMENT-FURNISHED FACILITIES AND EQUIPMENT

DHS will provide administrative supplies and onsite office facilities for Contractor
support personnel, to include, but not limited to, a workspace, workstation, desk, and
phone. Dedicated DHS-provided laptops(s) and telephone(s) will be provided for the

HQ support personnel. Refer to Section C.3 and C.4 for additional information.

The contractor shall use the Government-furnished facilities and equipment only in
connection with this task order.

(END OF SECTION G}
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SECTION H—SPECIAL TASK ORDER REQUIREMENTS

H.1 GENERAL

The Contractor shall comply with the terms and conditions of the EAGLE
contract.

H.2 TYPE OF TASK ORDER

This is a Time and Materials type Task Order as defined in FAR Subpart 16.6.

H.3 SUBCONTRACTING

{a) The subcontracting plan small business subcontracting goals for large
businesses under this Task Order are as follows:

Type of Business Goal % of Total Planned
Subcontracting Dollars
Small Business (SB) 40%
Small Disadvantaged Businesses (SDB) 05%
Women-Owned Small Businesses (WOSB) 05%
Service-Disabled Veteran Owned Small 03%
Business (SDVOSB)
Veteran-Owned Small Business 03%
(included in SDVOSB)
HUBZone 03%

{b) A subcontracting plan is required for this task order as prescribed in FAR
52.219-9 and in accordance with Section L, Instructions herein.

(c) The Contractor may add or delete subcontractors without the express written
consent of the Government. Although the Contractor has the ability to add or delete
Subcontractors without express written consent of the CO, in accordance with FAR
52.244-2 — Subcontracts, if the Contractor does not have an approved purchasing
system, the Contractor shall obtain written contract level Contracting Officer consent

prior to subcontracting under a:
Source Selection Information -- See FAR 2,101 and 3,104
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(1) Cost-reimbursement, T&M or labor hour type contract; or

(2) Firm fixed price contract that exceeds $75 million.
In such instances, contract level CO approval must be received prior to subcontracting.
Any new T&M Subcontractor approved for addition to the task order shall be reimbursed
via the {abor rates set forth in Section B. No addition or adjustments will be made to
account for added Subcontractors.

(d) The subcontracting plan, dated [insert date], in response to the Task Order
solicitation, and submitted in accordance with FAR 52.219-9, is hereby approved and
incorporated herein.

H.4 FAIR OPPORTUNITY FOR FUTURE TASK ORDER COMPETITION

All EAGLE contractors under the applicabie Functional Category will be provided
a “Fair "Opportunity” to be considered for award of the Task Order (IT-NOVA O&M)
resulting from this competition. However, the government reserves the right to issue
logical follow-on orders on a sole source basis subject to the Fair Opportunity
exceptions to the successful offeror of this competition.

Fair opportunity competitions will be conducted for future task orders unless an
exception is allowed in accordance with the Fair Opportunity exceptions under FAR
16.505, Ordering. For task orders with a value expected to exceed $3,000, the FAR
16.505 statutory exceptions consist of:

(d) The agency need for the supplies or services is so urgent that providing a fair
opportunity would result in unacceptable delays.

(ii) Only one awardee is capable of providing the supplies or services required at

the level of quality required because the supplies or services ordered are unigue

or highly specialized.

(iiiy The order must be issued on a sole-source basis in the interest of economy

and efficiency because it is a logical follow-on to an order already issued under

the contract, provided that all awardees were given a fair opportunity to be

considered for the original order.

(iv) It is necessary to place an order to satisfy a minimum guarantee.
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H.5 WARRANTY PERIOD

The warranty for all labor and materials furnished by the Contractor under this
contract shall be for a period of ninety (90) days or if equipment is involved, the Original
Equipment Manufacturer's warranty (OEM), or whichever is greater.

H.6 INTERRELATIONSHIP OF ASSOCIATE CONTRACTORS

DHS may enter into contractual agreements with other contractors (i.e.,
“Associate Contractors”) in order to provide information technology requirements
separate from the work to be performed under this task order, yet having links and
interfaces to this task order. The Contractor may be required to coordinate with other
such contractor(s) through the cognizant CO and/or designated representative in
providing suitable, non-conflicting technical and/or management interfaces and in
avoidance of duplication of effort. Information on deliverables provided under separate
contracts/task orders may, at the discretion of the DHS and/or other Government
agencies, be provided to such other contractor(s) for the purpose of such work.

Where the contractor and an associate contractor fail to agree upon action to be
taken in connection with their respective responsibilities, the contractor shall notify the
COTR in writing of of unresolved disputes in receiving support from or providing support
to customers or other third party contractors within two business days from the time the
dispute occurs, unless otherwise specified in Section C. The contractor shal! not be
relieved of its obligations to make timely deliveries or be entitled to any other adjustment
because of failure of the contractor and its associate to promptly refer matters to the CO
or because of failure to implement CO directions.

Compliance with this Special Contract Requirement is included in the task order
price and shall not be a basis for equitable adjustment. Refer to Section C.1.8 for
additional information.

H.7 NON-PERSONAL SERVICES

In accordance with FAR Subpart 7.5, inherently Governmental Functions, no
personal services shall be performed under this task order. No Contractor employee
will be directly supervised by a Government employee. All individual contractor
employee assignments, and daily work direction, shall be given by the applicable
employee supervisor. If the Contractor believes any Government action or
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communication has been given that would create a personal services relationship
between the Government and any Contractor employee, the Contractor shall promptly
notify the Contracting Officer of this communication or action.

The Contractor shall not perform any inherently governmental actions as defined
by FAR Subpart 7.5. No Contractor employee shall hold him or herself out to be a
Government employee, agent, or representative. No Contractor employee shall state
orally or in writing at any time that he or she is acting on behalf of the Government. In
all communications with third parties in connection with this task order, Contractor
empioyees shall identify themselves as Contractor employees and specify the name of
the company for which they work. In all communications with other Government
contractors in connection with this task order, the Contractor employee shall state that
they have no authority to in any way change the task order and that if the other
contractor believes this communication to be a direction to change their task order, they
should notify the Contracting Officer for the task order and not carry out the direction
until a clarification has been issued by the Contracting Officer.

The Contractor shall ensure that all of its employees working on this task order
are informed of the substance of this clause. Nothing in this clause shall limit the
Government's rights in any way under any other provision of the task order, including
those related to the Government's right to inspect and accept the services to be
performed under this task order. The substance of this clause shall be included in all
subcontracts at any tier.

H.8 - QUALIFICATIONS OF EMPLOYEES

The Contracting Officer may require dismissal from work of those employees which
he/she deems incompetent, careless, insubordinate, unsuitable or otherwise
objectionable, or whose continued employment he/she deems contrary to the public
interest or inconsistent with the best interest of national security. The Contractor shall
fill out, and cause each of its employees on the task order work to fill out, for submission
to the Government, such forms as may be necessary for security or other reasons.
Upon request of the Contracting Officer, the Contractor's employees shall be
fingerprinted. Each employee of the Contractor shall be a citizen of the United States of
America. Refer to Section C.1.7 for additional information.

Source Selection Information — See FAR 2,101 and 3.104
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H.9 PERSONNEL ACCESS

Al Contractor personnel requiring access to the Government's sites will be
subject to the security clearance procedures set forth in Attachment J-3, Implementing
Instructions for Compliance with HSAR clause 3052.204-71, “Contractor Employee
Access” and Section C of this Task Order.

H.10 NON-DISCLOSURE AGREEMENTS

Non-Disclosure Agreements are required to be signhed by all Contractor
personnel when their role requires them to come into contact with Government
procurement sensitive information, other sensitive information, or proprietary business
information from other contractors (e.g., cost data, plans, and strategies). The recipient
certifies in writing that they will take the necessary steps to prevent the unauthorized
disclosure and use of information. The Contractor shall maintain the file of the signed
Non-Disclosure Agreements which will be made available to the Government upon
request. Please refer to Section J, Attachment J-6, Non-Disclosure Agreement.

H.11 DHS REQUIREMENTS AND DUTIES FOR HANDLING SENSITIVE SECURITY
INFORMATION (SSi)

Requirements for Safeguarding and Control of SSI—For purposes of this
Contract, all information that the DHS provides or causes to be provided to the
Contractor as SSI in connection with its duties under this contract shall be covered by
DHS policies and procedures for safeguarding and control of SSI until DHS specifically
authorizes the Contractor in writing to treat any such information as public. This
requirement shall be applicable to all subcontracting on the contract.

Definition of Confidential Information—In addition to the SS| defined by DHS, SSlon
this contract shall also include: (1) any specifications, know-how, strategies or technical
data, processes, business documents or information, marketing research and other
data, customer or client lists, or sources of information which are owned, used or
possessed exclusively by or for the benefit of the DHS and based on SSI; (2) SSI-
derived work product(s); (3) all SSI obtained by the Contractor from a third party in
connection with performance under this contract.

Duty to Maintain SSI—Except as required by any law, court order, subpoena, or by the
DHS, or as required to perform Contractor’'s duties under this Contract, neither
Contractor nor its related entities shall disclose SSI to anyone without a valid need to
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know, nor shall they use or allow the use of SSI to further any private interest other than
those within the scope of this Contract. The Contractor shall immediately notify the

DHS Contracting Officer in writing of any subpoena or court order requiring disclosure of
SSi.

H.12 DHS DATA PROTECTED BY THE PRIVACY ACT

Data collected under this task order that pertains to individuals will belong solely
to the Government and the Contractor shall have no property rights to this data
whatsoever. In addition, information pertaining to individuals gathered under any
resuiting contract shall only be disclosed in accordance with the terms of the Privacy
Act, 5 U.S.C.552a.

H.13 ORDER OF PRECEDENCE

This Task Order incorporates by reference EAGLE contract clauses under (¢)
Contract Clauses below. The Contractor’'s proposal dated [TBD] is hereby incorporated
into the task order as Attachment [x] to Section J. Any inconsistency in this task order
with the Government’s requirements and the Contractor's proposal and EAGLE contract
clauses shall be resolved by giving precedence in the following order:

ORDER OF PRECEDENCE—UNIFORM CONTRACT FORMAT (OCT 1997)

Any inconsistency in this solicitation or contract shall be resolved by giving
precedence in the following order:

(a) The Schedule (excluding the specifications).

{b) Representations and other instructions.

(¢} Contract clauses.

(d) Other documents, exhibits, and attachments.

(e) The specifications.

(END OF SECTION H)
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PART Il - TASK ORDER CLAUSES
SECTION 1 - TASK ORDER CLAUSES
i1 FAR CLAUSES INCORPORATED BY REFERENCE
This RFP or Task Order, as applicable, incorporates by reference one or more
provisions or clauses from the EAGLE contract sections H and |, with the same force
and effect as if they were restated in this task order. Upon request, the TO Contracting

officer will make their full text available. Also, the full text can be accessed
electronically at this internet address: http.//www.arnet.qov.

L2 HSAR CLAUSES INCORPORATED BY REFERENCE

This RFP or task order, as applicable, incorporates by reference one or more
provisions or clauses listed below with the same force and effect as if they were given in
full text. The full text may be accessed electronically at the Internet address:
http://www farsite hill. af. mil/HSAR.

HSAR Clause No. Title Date

3052.204-70 Security DEC 2003

3025.209-72 Organizational Conflicts of Interest JUN 2006

3052.222-71 Strikes or Picketing Affecting Access to a DHS DEC 2003
Facility

3052.223-70 Removal or Disposal of Hazardous Substance- | JUN 20086
Applicable Licenses and Permits

3052.228-70 Insurance DEC 2003

3062.242-71 Dissemination of Contract Information DEC 2003

3052.242-72 Contracting Officer's Technical Representative DEC 2003

3052.245-70 Government Property Reports JUN 2006

1.3 52.204-2 Security Requirements (Aug 1996)
(a) This clause applies to the extent that this contract involves access to

information classified “Confidential,” “Secret,” or “Top Secret.”
{b) The Contractor shall comply with—
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(1) The Security Agreement (DD Form 441), including the National
Industrial Security Program Operating Manual (DOD 5220.22-M); and
(2) Any revisions to that manual, notice of which has been furnished to the
Contractor.
(c) If, subsequent to the date of this contract, the security classification or
security requirements under this contract are changed by the Government and if
the changes cause an increase or decrease in security costs or otherwise affect
any other term or condition of this contract, the contract shali be subject to an
equitable adjustment as if the changes were directed under the Changes clause
of this contract.
{d) The Contractor agrees to insert terms that conform substantially to the
language of this clause, including this paragraph (d) but exciuding any reference
to the Changes clause of this contract, in all subcontracts under this contract that
involve access to classified information.

.4  52.204-9 Personal ldentity Verification of Contractor Personnel (Nov 2006)

(a) The Contractor shall comply with agency personal identity verification procedures
identified in the contract that implement Homeland Security Presidential Directive-12
(HSPD-12), Office of Management and Budget (OMB) guidance M-05-24, as amended,
and Federal Information Processing Standards Publication (FIPS PUB) Number 201, as
amended.

(b) The Contractor shail insert this clause in all subcontracts when the subcontractor
is required to have routine physical access to a Federally-controlled facﬂ&ty and/or
routine access to a Federally-controlled information system.

(End of clause)

1.5 CONTINUITY OF SERVICES (FAR 52.237-3) (JAN 1991)

(a) The Contractor recognizes that the services under this contract are vital to the
Government and must be continued without interruption and that, upon contract
expiration, a successor, either the Government or another contractor, may continue
them. The Contractor agrees to—

(1) Furnish phase-in training; and
(2) Exercise its best efforts and cooperation to effect an orderly and efficient
transition to a successor.
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{b)} The Contractor shall, upon the Contracting Officer's written notice, (1) furnish
phase-in, phase-out services for up to 90 days after this contract expires and
(2) negotiate in good faith a plan with a successor to determine the nature and extent of
phase-in, phase-out services required. The plan shall specify a training program and a
date for transferring responsibilities for each division of work described in the plan, and
shall be subject to the Contracting Officer's approval. The Contractor shall provide
sufficient experienced personnel during the phase-in, phase-out period to ensure that
the services called for by this contract are maintained at the required level of
proficiency.

(c) The Contractor shall allow as many personnel as practicable to remain on the job
to help the successor maintain the continuity and consistency of the services required
by this contract. The Contractor also shall disclose necessary personnel records and
allow the successor to conduct on-site interviews with these employees. If selected
employees are agreeable to the change, the Contractor shall release them at a mutually
agreeable date and negotiate transfer of their earned fringe benefits to the successor.

{d) The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs
{i.e., costs incurred within the agreed period after contract expiration that resuit from
phase-in, phase-out operations) and a fee (profit) not to exceed a pro rata portion of the
fee (profit) under this contract.

1.6  OFFICIALS NOT TO BENEFIT

No member of or delegate to Congress, or resident commissioner, shall be
admitted to any share or part of this contract, or to any benefit arising from it. However,
this clause does not apply to this contract to the extent that this contract is made with a
corporation for the corporation’s general benefit.

.7  WHISTLEBLOWER PROTECTION FOR CONTRACTOR EMPLOYEES

The contractor agrees not to discharge, demote or otherwise discriminate against
an employee as a reprisal for disclosing information to a Member of Congress, or an
authorized official of an agency or of the Department of Justice, relating to a violation of
law related to this contract (including the competition for or negotiation of a contract).
Definitions: (1) “Authorized official of the agency” means an employee responsible for
contracting, program management, audit, inspection, investigation, or enforcement of
any law or regutation relating to DHS procurement or the subject matter of the contract.
(2) “Authorized official of the Department of Justice” means any person responsible for
the investigation, enforcement, or prosecution of any law or regulation.
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1.8 NOTICE OF DELAY

If the Contractor becomes unable to complete the task order work at the time(s)
specified because of technical difficulties, notwithstanding the exercise of good faith and
diligent efforts in the performance of the work called for hereunder, the Contractor shall
give the Contracting Officer written notice of the anticipated delay and the reasons
therefore. Such notice and reasons shall be delivered promptly after the condition
creating the anticipated delay becomes known to the Contractor, but in no event less
than forty-five (45) days before the completion date specified in this task order, unless
otherwise directed by the Contracting Officer. When the notice is required, the
Contracting Officer may extend the time specified in the Schedule for the period
determined in the best interest of the Government.

1.9 STOP WORK (FAR 52.242-15) (AUG 1989)

(a) The Contracting Officer may, at any time, by written order to the Contractor,
require the Contractor to stop all, or any part, of the work called for by this contract for a
period of 90 days after the order is delivered to the Contractor, and for any further
period to which the parties may agree. The order shall be specifically identified as a
stop-work order issued under this clause. Upon receipt of the order, the Contractor shall
immediately comply with its terms and take all reasonable steps to minimize the
incurrence of costs allocable to the work covered by the order during the period of work
stoppage. Within a period of 90 days after a stop-work is delivered to the Contractor, or
within any extension of that period to which the parties shall have agreed, the
Contracting Officer shal! either—

(1) Cancel the stop-work order; or
(2) Terminate the work covered by the order as provided in the Default, or the
Termination for Convenience of the Government, clause of this contract.

(b) If a stop-work order issued under this clause is canceled or the period of the order
or any extension thereof expires, the Contractor shall resume work. The Contracting
Officer shall make an equitable adjustment in the delivery schedule or contract price, or
both, and the contract shall be modified, in writing, accordingly, if—

(1) The stop-work order results in an increase in the time reqguired for, or in the
Contractor's cost properly allocable to, the performance of any part of this contract; and

{2) The Contractor asserts its right to the adjustment within 30 days after the end of
the period of work stoppage; provided, that, if the Contracting Officer decides the facts
justify the action, the Contracting Officer may receive and act upon the claim submitted
at any time before final payment under this contract.
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(c) If a stop-work order is not canceled and the work covered by the order is
terminated for the convenience of the Government, the Contracting Officer shall allow
reasonable costs resulting from the stop-work order in arriving at the termination
settlement.

(d) If a stop-work order is not canceled and the work covered by the order is
terminated for default, the Contracting Officer shall allow, by equitable adjustment or
otherwise, reasonable costs resuiting from the stop-work order.

110  SENSITIVE UNCLASSIFIED INFORMATION

{(a) Sensitive information shall be restricted to specific contractors who:

(1) Have a need to know to perform contract tasks;

(2) Meet personnel suitability security requirements to access sensitive information; and

(3) Successfully complete a non-disclosure agreement (NDA).

{b) The contractor shall develop and implement procedures to ensure that sensitive
information is handled in accordance with DHS requirements and at a minimum, will
address:

(1) Steps to minimize risk of access by unauthorized persons during business and non-
business hours to include storage capability;

{(2) Procedures for safeguarding during electronic transmission (voice, data, fax) mailing
or hand carrying;

(3) Procedures for protecting against co-mingling of information with general contractor.
data system/files;

(4) Procedures for marking documents with both the protective marking and the
distribution limitation statement as needed;

(5) Procedures for the reproduction of subject material

(6) Procedures for reporting unauthorized access; and

(7) Procedures for the destruction and/or sanitization of such material.
Source Selection Information - See FAR 2,101 and 3.104
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111 ORGANIZATIONAL CONFLICT OF INTEREST (HSAR 3052.209-72)
(JUN 2006)

(a) Determination. The Government has determined that this effort may result in an
actual or potential conflict of interest, or may provide one or more offerors with the
potential to attain an unfair competitive advantage. The nature of the conflict of interest
and the limitation on future contracting:

The contractor, under the terms of this task order, or through the performance of
the Performance Work Statement/Section C made a part of this task order, is
neither obligated nor expected to deliver or provide material or perform work, which
will place the contractor in an organizational conflict of interest, which could serve
as a basis for excluding the contractor from supplying products or services to the
Department of Homeland Security. Further, during the course of this task order, the
Contracting Officer will not knowingly unilaterally direct the contractor to perform
work, in contravention of the above understanding. The contractor is required to
provide information regarding any situation in which the potential for an
organizational conflict of interest exists. However, if the Contracting Officer
discerns the potential for an organizational conflict of interest prior to the execution
of any task or amendment thereto, the Contracting Officer shall notify the contractor
per FAR 8.5, and the parties shall mutually take action to resolve any potential
organizationai conflict of interest. For the purposes of this clause, an organizational
conflict of interest is understood to include tasking which involves the preparation of

a complete specification of materials leading directly and predictably to competitive
procurement of a system.

(b) If any such conflict of interest is found to exist, the Contracting Officer may (1)
disqualify the offeror, or (2) determine that it is otherwise in the best interest of the
United States to contract with the offeror and include the appropriate provisions to
avoid, neutralize, mitigate, or waive such conflict in the contract awarded. After
discussion with the offeror, the Contracting Officer may determine that the actual conflict
cannot be avoided, neutralized, mitigated or otherwise resolved to the satisfaction of the
Government, and the offeror may be found ineligible for award.

(c) Disclosure: The offeror hereby represents, to the best of its knowledge that:

(N 1tis not aware of any facts which create any actual or potential organizational
confiicts of interest relating to the award of this contract, or

Source Selection Information ~ See FAR 2.101 and 3.104
Page 37 of 70

37



IT-NOVA
Operations and Maintenance

____(2) It has included information in its proposal, providing all current information
bearing on the existence of any actual or potentia! organizational conflicts of interest,
and has included a mitigation plan in accordance with paragraph (d) of this provision.

(d} Mitigation. If an offeror with a potential or actual conflict of interest or unfair
competitive advantage believes the conflict can be avoided, neutralized, or mitigated,
the offeror shall submit a mitigation plan to the Government for review. Award of a
contract where an actual or potential conflict of interest exists shall not occur before
Government approval of the mitigation plan. If a mitigation plan is approved, the
restrictions of this provision do not apply to the extent defined in the mitigation plan.

(e) Other Relevant Information; In addition to the mitigation plan, the Contracting Officer
may require further relevant information from the offeror. The Contracting Officer will
use all information submitted by the offeror, and any other relevant information known to
DHS, to determine whether an award to the offeror may take place, and whether the
mitigation plan adequately neutralizes or mitigates the conflict.

(f) Corporation Change. The successful offeror shall inform the Contracting Officer
within thirty (30) calendar days of the effective date of any corporate mergers,
acquisitions, and/or dive stures that may affect this provision.

(g) Flow-down. The contractor shall insert the substance of this clause in each first tier
subcontract that exceeds the simpiified acquisition threshold.

(End of provision)

112 KEY PERSONNEL OR FACILITIES (HSAR 3052.215-70) (DEC 2003)

(a) The personnel or facilities specified below are considered essential to the work
being performed under this contract and may, with the consent of the contracting
parties, be changed from time to time during the course of the contract by adding or
deleting personnei or facilities, as appropriate.

(b) Before removing or replacing any of the specified individuals or facilities, the
Contractor shall notify the Contracting Officer, in writing, before the change becomes
effective. The Contractor shall submit sufficient information to support the proposed
action and to enable the Contracting Officer to evaluate the potential impact of the
change on this contract. The Contractor shall not remove or replace personnel or
facilities until the Contracting Officer approves the change.

The Key Personnel or Facilities under this Contract:
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Refer to Section C, Technical Exhibit 1.7-001 for Key Personnel Listing.

[.11.1 All substitutes must have at least equal qualifications to those of the individual
being replaced.

1.13.2 All appointments of key personnel shall be approved by the Contracting Officer,
and no substitutions of such personnel shall be made without the advance written
approval of the Contracting Officer.

1.11.3 Except as provided otherwise in this clause, at least thirty (30) days (sixty (60)
days if security clearance is required) in advance of the proposed substitution, all

proposed substitutions of key management personnel must be submitted in writing to
the Contracting Officer, including the information required otherwise in this provision.

1.11.4 Where individuals proposed as key management personnel become unavailable
between the submission of the fina! proposal revisions and contract award, within five
(5) days following task order award, the Contractor shall notify the Contracting Officer in
writing of such unavaifability and who will be performing, if required, as the temporary
substitute. Within fifteen (15) days following task order award, the Contractor shalt
submit in writing to the Contracting Officer proposed substitutions for the unavailable
individuals.

1.11.5 Request for substitution of key management personnel must provide a detailed
explanation of the circumstances necessitating substitution, a resume of the proposed
substitute, and any other information requested by the Contracting Officer to make a
determination as to the appropriateness of the proposed substitute's qualifications. All
resumes shall be signed by the proposed substitute and his/her formal direct supervisor
or higher authority.

I.11.6 The Contracting Officer shail promptly notify the Contractor in writing of his/her
approval or disapproval of ali requests for substitution of key management personnel.
All disapprovals will require resubmission of another substitution by the Contractor
within fifteen (15) days.

.13 AVAILABILITY OF FUNDS (FAR 52.232-18) (APR 1984)

Funds are not presently available for portions of this contract. The Government's
obligation under this contract is contingent upon the availability of appropriated funds
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from which payment for contract purposes can be made. No legal liability on the part of
the Government for any payment may arise until funds are made available to the
Contracting Officer for this task order and until the Contractor receives notice of such
availability, to be confirmed in writing by the Contracting Officer.

.14 3052.242-71 DISSEMINATION OF CONTRACT INFORMATION
(DEC 2003)

The Contractor shall not publish, permit to be published, or distribute for public
consumption, any information, oral or written, concerning the results or conclusions
made pursuant to the performance of this contract, without the prior written consent of
the Contracting Officer. An electronic or printed copy of any material proposed to be
published or distributed shall be submitted to the Contracting Officer.

(End of clause)

(END OF SECTION )
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PART IV — REPRESENTATIONS AND INSTRUCTIONS
SECTION K- REPRESENTATIONS, CERTIFICATIONS AND OTHER STATEMENTS
OF OFFERORS

K.1 REPRESENTATION - RELEASE OF CONTRACT INFORMATION

This Task Order incorporates the representation from the original proposal
submitted by the Contractor in accordance with EAGLE contract.
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Page 42 of 70

42



L.1

L.2

L.3

IT-NOVA
Operations and Maintenance
SECTION L
INSTRUCTIONS, CONDITIONS AND NOTICES TO OFFERORS

TYPE OF AWARD

This task order competition will be conducted consistent with FAR Part 16.5 and
the Government contemplates award of two (2) time and materials (T&M) type
task orders from this solicitation.

The offeror shall submit a price proposal by completing the CLIN structure/
pricing model provided in Section B with the hourly labor (T&M) rates and Other
Direct Costs {ODC) markup percentages provided in its EAGLE contract. The

offeror may propose an alternative price proposal in addition to the price proposal
required above.

SOLICITATION AMENDMENTS

Any Amendments or other information issued by the Department will be made
available via FedConnect.

DUE DILIGENCE/EXCHANGES OF INFORMATION

(a) The Government intends to conduct a due diligence process to aliow the
successful offerors from the down-selection competition to survey the
unclassified DHS locations and exchange information with DHS Office of the
Chief Information Officer {OCIQO) technical representatives. This process will
allow the offerors to gain a better understanding of the DHS mission objectives,
operations and existing conditions. These exchanges will also significantly
increase the likelihood that the offerors will submit superior solutions. Exchanges
will occur prior to the receipt of proposals. A major objective of this due diligence
process is to provide each offeror and/or teaming partners one-on-one sessions
with the OCIO and Task Order Contracting Officer (TOCO) and the ability to ask
questions which will be treated as proprietary/confidential and will not released or
made available to their competitors.

(b) Requests for clarification that result in specific information necessary to
submit proposals will be provided to all offerors. The Government will provide
competing contractors equal access to data and information. However, the
Government assumes no responsibility for any representation made by any of its
officers or agents during due diligence. Contractor questions and Government
responses furnished during due diligence are unofficial.
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GENERAL INSTRUCTIONS

(a) RFP and Section C - PWS Compliance

The offeror shall ensure that technical and price proposals meet all requirements
in the Request for Proposal and Section C, Performance Work Statement (PWS),
i.e., instructions, terms and conditions, representations and certifications,
performance and/or data requirements, etc. in addition to those items identified
as evaluation factors and subfactors to be eligible for award. Any exceptions to
the solicitation’s terms and conditions must be fully explained and justified.
Additionally, the proposal shall be clear, concise, and shall include sufficient
detail for effective evaluation and for substantiating the validity of stated claims.
Elaborate brochures or documentation, binding, detailed artwork, or other
embellishments are unnecessary and are not desired.

The Government will award a separate six month task order for Transition Ramp-
Up. The Transition Ramp-Up shall be priced separately in Volume 3, Price
Proposal. Due to the number of contracts being transitioned over a 12 month
period, the Government anticipates a subset of the Transition Ramp-Up tasks
may be accomplished during both the transition ramp-up and the base year of
the Task Order award.

All Offerors must comply with the “Instructions for Compliance with HSAR clause
3052.204-71. "Contractor Empioyee Access” provided as attachment J-3.

(b)  Point of Contact

The TOCO is the sole point of contact for this acquisition. Address any
questions or concerns you may have to the TOCO. Requests for clarification
may be provided to the TOCO during the due diligence phase of this acquisition.

(c) Proposa!l Acceptance and Validity Dates

Proposal due date is specified in block 9 of the Standard Form 33, Solicitation,
Offer and Award. Proposal Validity. The offeror agrees to hold its prices in its
offer firm for at least 120 calendar days from the date specified for receipt of
offers. The offeror shall make a clear statement in the proposal Volume Il] that
the proposal is valid for no less than 120 calendar days from the date of its offer.
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GENERAL INFORMATION

{(a) Debriefings

If a non-selected offeror has questions as to why it was not selected for task
order award, the offeror should contact the TOCO. The TOCO and non-selected
offeror may discuss the reasons why that offeror was not selected, however, the
TOCO may not (1) discuss other contractors’ proposals, (2) compare contractors’

proposais, or (3) allow the non-selected offeror access to the award decision
documentation.

(b) Protests

In accordance with FAR Part 16.505 (a){9), no protests are authorized in
connection with the issuance or proposed issuance of a task order, except for
protest on grounds that the order increases the scope, period, or maximum value
of the contract. However, under FAR 16.505(b)(4), prime contractors may contact
the customer-designated contract ombudsman with complaints on specific task
orders on this contract. The designated DHS ombudsman for this contract is:

Acting Director, Office of Procurement Policy and Oversight
Department of Homeland Security

Office of the Chief Procurement Officer

245 Murray Lane, Bldg 410

Washington, DC 20528

(202) 447-5594

(c) Discrepancies
In an offeror believes that the requirements in these instructions contain an error,

or omission, the offeror shall immediately notify the TOCQO in writing with
supporting rationale.

(d) IT-NOVA Reference Library

An {T-NOVA Reference Library will be made available to ail prospective offerors
that will provide select documents that were referenced but not available in the
RFP. These documents will be made available via DHS Interactive, an agency
intranet web site. Only one individual from each EAGLE prime contractor will be
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provided access to this web site to review the select RFP information. The Prime
EAGLE contractor must provide the TOCO the name and Social Security
Number of the person designated by their organization to access the RFP online
technical exhibits and documents. The designated person must possess an
active suitability security clearance to be considered for access to the DHS
interactive web site and prior to an account assignment by DHS.

ORGANIZATION/PROPOSAL FORMAT/PAGE LIMITS

Offerors shall submit proposals as set forth in the Proposal Organization Table
below. The titles and contents of the volumes shall be defined in this table, all of
which shall be within the required page limits indicated in the table below. The
contents of each proposal volume are described in these instructions. Volumes |
and Il may be combined into one document but Volume Il (Small Business
Subcontracting Plan and Price Proposal) must be a submitted in a separate
document. The Offeror shall submit a written hard copy of its Price Proposal and
submit an electronic copy in MS Excel. Excel® files submitted by the Offeror
shall include the formatting as provided in the sample model shown in Section B.
The cells within the submitted files should contain all necessary functional
formulas necessary for the Government to evaluate completeness,
reasonableness, and realism. Volume 1V, Oral Presentation slides shall be
provided to the government on the date scheduled for presentation.
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PROPOSAL SECTIONS FORMAT COPIES PAGE LIMIT ]
VOLUME
I: Technical Section 1: Executive MS Word Electronic 50 pages plus 25 slides
Proposal Summary and MS Submission via Executive Summary
Section 2: Technical PowerPoint FedConnect shall not exceed 10
Capability pages and will not be
included in page count
{I: Management Section 1: MS Word Electronic 100 pages plus
Propasal Management and MS Submission via 35 shdes
Approach PaowerPoint FedConnect
II: Management Section 2: Staffing MS Word Electronic Page Limitincluded in
Proposal Approach and MS Submission via | Management Approach
Section 3: (a) Overall | PowerPoint FedConnect; (not to exceed 100
Transition Plan 2 page timit per | pages and 35 slides for
{b) Transition Ramp- key personnel both Management and
Up " resume Staffing Approachy);
Resumes and Section 3-
Transition Plan (a) and
{b) not included in page
count
It Price Proposal Section 1; Exceptions | MS Word Electronic No page limit MS Word
and Deviations and MS Submission via and
Section 2. Contract Excel 2003 FedConnect MS Excel Worksheets
Documents (Small
Business
Subcontracting Plan
for Large
Businesses)
Section 3: CLIN Rate
Table and Hourly
Labor Rates
IV: Cral Volume 4 - QOral MS 15 copies 60 Slides Hard copy and
Presentation Presentation Slides PowerPoint submitted to electronic copy in MS
DHS at Oral PowerPoint in
Presentation compliance with
Sassion Volumes | and Il above
Table L.6.1

a) An official authorized to bind your organization must sign the proposal.

b) Paper size shall be 8.5" by 11.0", except if the pricing and/or WBS
spreadsheet pages required landscape printing on 8.5" by 14.0" paper.
Source Selection Information - See FAR 2.101 and 3.104
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c) All page limitations are based on single sided pages, 8.5 X 11 inch paper,
single spaced, Arial or Times New Roman typeface no smaller than 12-point (smailer

fonts are acceptable for graphics, figures, tables, footnotes and legends), and "1 inch
margins.

d) Proposals shall be received via FedConnect no later than (Time TBD) local
time (Washington, DC) on (Date TBD). (Please note: The Government will not accept
proposais sent by mail ar fax.)

L.7 PROPOSAL CONTENT

L.7.1 VOLUME 1 - TECHNICAL PROPOSAL (50 pages plus 25 slides for Volumes 1,
Section 1)

COVER LETTER, TABLE OF CONTENTS, AND STANDARD FORM-33 (SF-33) (not
included in page count)

Volume 1 will consist of the completed and signed SF-33 with a cover letter delineating
any exceptions taken to the RFP terms and conditions. However, offerors are
cautioned that any noncompliance with the terms and conditions of the RFP may cause
their proposal to be determined unacceptable. A Table of Contents may also be
included to facilitate review and evaluation of the proposal content.

L.7.1(a) SECTION 1 - EXECUTIVE SUMMARY (10 pages, not included in page count)

The offeror shall provide a concise summary of the entire proposal, including significant
approach tradeoffs and risks, and highlight any key or unique features, excluding
cost/price. Any summary material presented here shall not be considered as meeting
the requirements for any portions of other sections or volumes of the proposal.

NOTE: The evaluators will not take any information contained in the Executive
Summary into consideration in the evaluation of any of the evaluation factors. Offerors
should ensure that all information required for the evaluation of factors and sub factors
in Section M are contained within other sections or volumes of the proposal.

The offeror shall fill out a Cross Reference Matrix (CRM) indicating where the proposal
addresses the solicitation requirements. An example format is shown below. The
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purpose of the CRM is to show critical interrelationships and dependencies among the
documents. The matrix ensures that all requirements are addressed, requirements do
not conflict and proposal sections are internally consistent.

Example Format:

SOLICITATION CROSS REFERENCE MATRIX
Solicitation Section/Paragraph | Proposal Volume/Section/Paragraph
Solicitation Section/Paragraph | Proposal Volume/Section/Paragraph
. Solicitation Section/Paragraph | Proposal Volume/Section/Paragraph

L.7.1(b) SECTION 2 - TECHNICAL CAPABILITY (50 pages, 25 slides, Technical
Proposal) (Non-Price Factor 1)

The offeror shall sufficiently describe its technical understanding and approach to
performing all technical objectives as delineated in Section C, Performance Work
Statement (PWS) in its written proposal and oral presentation under this task order.
The following items shall be addressed:

a) Non-Price Factor 1 — Technical Capability has three subfactors, as follows:
Subfactor 1: Understanding of Requirements;

Subfactor 2: Integrator Expertise; and

Subfactor 3: Implementation.

Subfactor 1: Understanding of Requirements: The offeror shall demonstrate
an understanding of the Section C/PWS requirements and inherent complexity in
meeting all the technical objectives of this procurement. The offeror must
provide a comprehensive summary and narrative identifying how the full range of
services in the task order PWS (Section C) shall be provided. The offeror shall
also demonstrate an understanding of the services required in the PWS and its
relationship to achieving the mission of the agency.

Subfactor 2: Integrator Expertise: Offeror shall demonstrate its capability to
integrate separate IT service requirements into a consolidated effort, resulting in
advantages such as reductions in project overlaps, realized economies of scale,
improved efficiency and service delivery, standardized support services,
increased customer satisfaction, and meeting or exceeding industry standards.
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Subfactor 3: Implementation: Offeror must provide an implementation
approach that encompasses the anticipated logical sequence of tasks,
methodology, techniques, and any other areas of consideration the offeror

deems necessary to implement/execute Section C/PWS requirements and
related deliverables.

L.7.2 VOLUME 2 - MANAGEMENT PROPOSAL (100 pages plus 35 slides)

The offeror shall describe its management approach to include management structure
and division of responsibility to control the full range of support services to be provided
under this task order in its written proposal and oral presentation. The management
approach shall specifically address all aspects of program and performance
management, including ptans to manage deployment, transition, cost controls,
governance structure, teaming arrangements/subcontractors, change and risk
management, management tools, reporting systems, quality assurance, and
performance metrics. Key management personnel shall be identified by position, skill
type, overall qualifications and experience. The following items shall be addressed:

L.7.2(a) SECTION 1 — MANAGEMENT APPROACH (Non-Price Factor 2)

a) Non-Price Factor 2 — Management Approach
Subfactor 1: Organization;
Subfactor 2: Management Methodology;
Subfactor 3: Transition Plan and Transition Ramp-Up; and
Subfactor 4: Quality Control

Subfactor 1: Organization. The offeror's proposed organizational approach
delineates a coordinated, flexible and efficient workflow management and
provides an organizational control and communication plan to accomplish the
requirements in Section C including clearly defined roles, responsibilities and
direct lines of control and communication; Project Manager's responsibility and
authority to effectively control, monitor and manage the project.

Subfactor 2: Management Methodology. Proposed methodology demonstrates
proficiency in managing multiple T services/requirements and meeting
performance metrics under this task order and how the seiected approach will
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generate efficient services and increase customer satisfaction; plan to collect,
analyze and maintain workload data per Section C.1.6.

Subfactor 3: Transition Plan and Transition Ramp-Up. Section 3 of the
Management Plan shall be divided into two sections - A: Overall Transition Plan
and B: Transition Ramp-up.

Section 3A: Overall Transition Plan shall provide a comprehensive transition plan
that minimizes impacts on continuity of operations and identifies key issues and
overcomes barriers to transition; plan shall establish feasible and timely transition
schedule, milestones, measurable commitments, and estimated costs for
transition (include in Price Proposal) and other tasks necessary to conduct and
complete the transition during the designated time period.

Section 3b: Transition Ramp-up shall address PWS Section C.1.12.1.1.3
Transition Ramp-up. The Transition Ramp-Up Plan shall identify critical tasks
and implementation strategies for expediently vetting and obtaining employees
for security clearances, employee recruiting and/or staffing for required positions,
conducting joint inventory of GFP and assets, establishing management
processes and controls and other tasks the offeror deems necessary to initiate
pre-transition and transition activities within the first six (6) months of task order
award.

Subfactor 4: Quality Control. Quality Control Plan to meet Section C/PWS
requirements to ensure quality in the delivery of services from the transition of
current contracts throughout the entire contract period of performance; plans
must demonstrate proficiency, efficiency and cost effectiveness.

L.7.2(b) SECTION 2 - STAFFING APPROACH (Non-Price Factor 3)

The staffing approach shall describe the offeror’s proposed processes, procedures and
controls to recruit, train, and retain a qualified/certified workforce including key
personnel capable of supporting the scope of Section C/PWS as well as contingency
plans to meet surge /emergency requirements and/or unforeseen personnel shortages
in its written proposal and oral presentation. The offeror shalf also describe its
approach to obtaining personnel with the appropriate security clearances and the
vetting process of proposed employees to facilitate the DHS ciearance process during
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the transition phase and task order period of performance. The foliowing items shall be
addressed:

a) Non-Price Factor 3 — Staffing Approach:
Subfactor 1; Staffing methods; and
Subfactor 2; Key personnel qualifications

Subfactor 1: Staffing Methods. Proposed approach to recruit, train and retain
qualified/certified contractor personnel and ensure adequate staffing to perform
the task order requirements from contract transition throughout the contract
period of performance; accommodate varying staffing requirements over the life
of the task order, including both long term ongoing tasks and special or
emergency efforts of lesser duration to ensure continuous contractor support;
approach to obtaining personnel with the appropriate security clearances and the
vetting process of proposed employees to facilitate the DHS clearance process
during the transition phase and task order period of performance.

Subfactor 2: Key Personnel Qualifications. Describe proposed approach for
ensuring each proposed key personnel position possesses the experience,
education, training, technical expertise and certification required to sufficiently
and/or proficiently perform the duties described in Section C (i.e., scope,
complexity, technical tasks and expertise, leadership, anticipated workload, etc.)
Correlate or map proposed key personnel to the experience and education
requirements provided in the EAGLE contract. Provide resumes for Key
Personnel meeting the above requirements.

L.7.3 VOLUME 3 - PRICE PROPOSAL

The price proposal shall be separate from the technical proposal. The price proposal
must not contain technica! information as described in Section L.3 and Section L.5. The
price proposal shall be divided into the distinct sections identified below. Price
information requested under this RFP is considered information other than cost and
pricing data as defined in FAR 15.4. The price proposal shall include the information
identified below. The Government intends to make an award without discussions. A
Table of Contents may also be included to facilitate review and evaluation of the
proposal content.

L.7.3.1 SECTION 1 - EXCEPTIONS AND DEVIATIONS (5 pages)
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Section 1 of Volume 3 will consist of the completed and signed SF-33 with a cover letter
delineating any exceptions taken to this section of the RFP's terms and conditions.
However, offerors are cautioned that any noncompliance with the terms and conditions
of the RFP may cause their proposal to be determined unacceptable.

L.7.3.2 SECTION 2 - SMALL BUSINESS PARTICIPATION (for Large Businesses only)
{(No page limit)

a) Subcontracting Plan

As a part of its proposal, all offerors (other than small businesses) shall prepare
and submit an acceptable smali business and small disadvantaged business
subcontracting plan, as prescribed in FAR 52.219-9. In accordance with FAR
18.702(a)(1), an otherwise apparently successful offeror may become ineligible
for award if such offeror fails to negotiate a subcontracting plan acceptable to the
TOCO within the time limit prescribed by the TOCO. The goals stated in this
RFP are applicable to this procurement and should be utilized for developing a
subcontracting plan in response to this RFP. The offeror's subcontracting plan
should be realistic, challenging and attainable. Offerors shall also provide a
record of previous performance in carrying out the goals of subcontracting plans
by including a copy of its FY2006 SF-294 and 295 subcontract reports. If the
offeror has had no previous contracts requiring a subcontracting plan, please
include a statement to that effect in the proposal. Provide a subcontracting plan
to meet or exceed small business participation goals as set forth below.
Offeror's are reminded that the approved subcontracting plan will be
incorporated into the task order. The offeror must provide details,
percentages, performance incentives, and evidence of corporate commitment for
each business category addressed.

TYPE OF BUSINESS Goal % of Total Planned
Subcontracting Dollars

Total Small Business 40%

Small Disadvantaged Business 5%

Women-Owned Small Business 5%

HUBZone Business 3%

Service Disabled Veteran-Owned Small Business 3%

Source Selection Information — See FAR 2.101 and 3.104
Page 53 of 70

53



IT-NOVA
Operations and Maintenance
SECTIONL
INSTRUCTIONS, CONDITIONS AND NOTICES TO OFFERORS

(SDVOSB)
Veteran-Owned Small Business (included in SDVOSB) 3%

b) The above goals are separate and independent goals, all of which offerors
should assertively pursue to meet in the submission of their offer. For example: A
woman-owned small business (WOSB) that subcontracts to a small disadvantaged
business (SDB) contributes to the WOSB, SDB and Total Smali Business goals.

¢) Ligquidated damages for failure to achieve small business goals provided in
your small business subcontracting plan will be determined in accordance with FAR
52.219-16, Liquidated Damages — Subcontracting Plan (See EAGLE contract - Section
).

L.7.3.3 SECTION 3 - PRICE REASONABLENESS, AND COMPLETENESS

L.7.3.3.1 These instructions are to assist the offeror in submitting their price
proposal in a manner that facilitates the government’'s evaluation of its offer for
reasonableness, realism and completeness of the proposed prices. Compliance with
these instructions is mandatory and failure to comply may render the offeror's price
proposal ineligible for award. Offers should be sufficiently detailed to demonstrate their
reasonableness. The burden of proof for credibility of proposed prices rests with the
offeror. Offerors are strongly encouraged to propose more favorable terms/T&M rates
than currently provided in its EAGLE contract. Each offeror shall provide price
proposals based upon its current EAGLE contract T&M rates for each labor category,
ODCs and any proposed discount offered. Offerors are reminded that the range of

FTEs provided in the Pricing Model are applicable to their Section J, Attachment J-5,
Pricing Maodel.

L.7.33.2 The Offeror shall submit pricing for the total life-cycle for the 5-year
performance period. Prices shall be provided in accordance with the format included in
Section J, Attachment J-5 and the proposal shall inciude other basis of estimate (BOE)
information used to calculate the total life-cycle price. The Contract Line ltem Number
(CLIN) Structure, Schedule B Prices, Section J, Attachment J-5 and BOE should be
consistent and clearly relate to the Technical Proposal and Section C — PWS. Any
limitations and assumptions in the price proposal shall be included by the offeror.

L.7.3.3.2(a) Assumptions: All assumptions derived by the offeror relating to estimated
prices shall be separately identified in the price section and shall reference applicabie

paragraph and page number in the technical and management sections of the proposal
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that provides corresponding discussion of the particular assumption. During the life of
the task order, the Government may order Other Direct Costs (ODCs) in an amount not
to exceed $74 million for each 12 month performance period. Each ODC Contract Line
Itern Number (CLIN) and doliar amount represents a quarterly allocation and is optional.
It is anticipated that ODCs will be funded quarterly using Working Capital Funds; hence,
ODCs under this task order are subject to FAR 52.232.18-Availability of Funds.
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L.7.3.3.2(b) Price Realism: A proposal is presumed to represent an offeror's best effort
to respond to the solicitation. Any inconsistency, whether real or apparent, between
promised perforrnances and price, shall be explained in the proposal. For example, if
the intended use of new and innovative techniques is the basis for an abnormally low
estimate, the nature of these techniques and their impact on price should be explained.
Any significant inconsistency, if unexplained, raises a fundamental issue of the offeror’s
understanding of the nature and scope of work required and maybe grounds for
rejection of the proposal or grounds for adjusting the proposed price.

L.7.3.3.2(c) Non-Required Data: Data beyond that required by this instruction shall not
be submitted, unless the offeror considers it essential to document or support the price
position. All information relating to the proposed price, including all required
documentation, must be included in the section of the proposal designated as the Price
Volume. Under no circumstances shall this information and documentation be included
elsewhere in the proposal.

L.7.3.3.2(d) Price Volume Submission Requirements: The offeror shall submit
pricing for the total life-cycle of the 5-year performance period for the IT-NOVA O&M
requirement. Prices shall be provided in accordance with the Pricing Modelfformat
included in Schedule B of this RFP and will be incorporated into the subsequent task
order award.

L.7.3.3.2(e) Transition Ramp-Up: Offerors shall submit a separate pricing section in
their Price Proposal identifying proposed prices for the six (6) month Transition Ramp-
Up tasks under Management Approach-Transition Plan. This portion of the Price
Proposal shall provide the price details for Section 3(b) Transition Ramp-Up of the
Volume |l proposal.

L.7.3.3.2(f) Alternate Price Proposals: Offerors may submit an alternative price
proposal in addition to the price proposal required under this section. An alternative
price proposal must comply with the CLIN structure/Pricing Model provided in Section B
and the requirements indicated under RFP Section L.3.3 and Section M.6.4.

L..7.4 VOLUME 4 - Oral Presentations and Discussions (Non-Price Factors 1, 2 and
3) (60 slides)

a. The purpose of the oral presentations is to allow the Government to better
understand the offeror’s proposed technical solution and management approach as well
as other aspects of the proposai. As such, Government participants may ask questions
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throughout the presentation. Offerors will also be given the opportunity to ask the
Government questions during this time. These exchanges will enhance the
Government’s understanding of the proposal, allow reasconable interpretation of the
proposal, and/or facilitate the Government’s evaluation process. The information
obtained during the question and answer exchanges may be used by the offeror to cure
proposal weaknesses or material omissions, materially alter the technical requirements
of the proposal and/or otherwise revise the technical and price proposals.

b. Each Offeror shall address the Technical Capability - Non-Price Factor 1,
Management Approach — Non-Price Factor 2, Staffing Approach — Non-Price Factor 3 in
an oral presentation. The Offeror is required to submit oral presentation charts (slides)
on the day of Oral Presentation as indicated in Table L.6.1 above. The Offeror shall be
required to respond to three (3) scenarios during oral presentations. The topics for
these scenarios are 1) Blackberry Problems; 2) Wireless Networking; and 3)
Emergency/COOP Operations. There will be no reference to rates or prices in Volume
4 - Qral Presentation.

Oral Presentations slides shall be clear, concise, and include sufficient detail for
effective evaluation. The presentation/slides should not simply rephrase or restate the
Government's requirements, but rather shall provide convincing rationale to address
how the Offeror intends to meet these requirements. Offerors shall assume that the
Government has no prior knowledge of their facilities and experience, and will base its
evaluation on the information provided in the Offeror's oral presentation.

C. The oral presentation will be heid at 301-7" and D Streets, S.W.-Washington, DC
on September 9 and 10, 2007. Oral presentations and discussions will be conducted
with the offerors selected under the down-selection phase of this competition as most
highly qualified to perform the DHS O&M requirement and invited to submit a technical
and price proposal in response to the RFP. The contracting officer will scheduie oral
presentations and discussions based on an estimated four (4) hour time frame. While
the oral presentations are scheduled for 4 hours, they may continue beyond that time
estimate to allow Government participants to gain a through understanding of the
proposal. At the conclusion of oral presentations, discussions will commence. Offerors
will be provided the opportunity to submit proposal revisions, due at 2:00 pm, EDT, the
second calendar day following the conclusion of oral presentations and discussions.

d. Contractor participating in oral presentations must provide all necessary audio-
visual materials. Presenting prime contractors and their team member may use the 4-
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hour period as they deem most advantageous to describe their proposed technical
solution, management approach, staffing and pricing structures.

e. The oral presentation shall be given by key personnel responsible for project
performance such as program/project managers and supervisors. Prior to the oral
presentation of the Offeror's proposal, each Offeror is permitted to present an optional
10-minute corporate introduction; this portion of the presentation will not have any
impact on evaluation of the technical capability or risk assessment. The 10-minute
corporate introduction may be presented by an individual or team of not more than three
(3) representatives at any level in the corporate structure, and will not count toward the
representative or time limitations specified herein. Corporate introduction briefer(s) may
remain in the briefing room during the oral presentations as a non-participant.

It is required that individuals presenting be those identified as key personnel and/or
senior management. [tis important to the Government that the individuals responsible
for performance of this task order are the ones representing the offeror at the oral
presentations. Due to space limitation, 10 people are allowed to attend each
presentation; 15 copies of the oral presentation in hard copy should be presented to the
Government team on the day of the presentation. Oral presentations will be video
taped by the Government.

L.8 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE

This solicitation incorporates one or more solicitation provisions by reference, with the
same force and effect as if they were given in full text. Upon request, the TOCO will
make their fuil text available. The full text of a provision may be accessed electronically
at: http.//www.arnet.gov/far/

PROVISION DATE TITLE
NO.
52.216-29 FEB 2007 TIME AND MATERIALS/LABOR-HOUR

PROPOSAL REQUIREMENTS — NON-
COMMERCIAL ITEM ACQUISITION WITH
ADEQUATE PRICE COMPETITION

52.204-6 OCT 2003 | DATA UNIVERSAL NUMBERING SYSTEM
(DUNS) NUMBER
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PROVISION DATE TITLE
NO.
52.222-24 FEB 1999 PREAWARD ON-SITE EQUAL OPPORTUNITY

COMPLIANCE EVALUATION
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L.9 EVALUATION OF COMPENSATION FOR PROFESSIONAL EMPLOYEES
(FAR 52.222-46) (FEB 1993)

(a) Recompetition of service contracts may in some cases result in lowering the
compensation (salaries and fringe benefits) paid or furnished professional employees.
This lowering can be detrimental in obtaining the quality of professional services needed
for adequate contract performance. It is therefore in the Government’s best interest that
professional employees, as defined in 29 CFR 541, be properly and fairly compensated.
As part of their proposals, offerors will submit a total compensation plan setting forth
salaries and fringe benefits proposed for the professional employees who will work
under the contract. The Government will evaluate the plan to assure that it reflects a
sound management approach and understanding of the contract requirements. This
evaluation will include an assessment of the offeror’s ability to provide uninterrupted
high-quality work. The professional compensation proposed will be considered in terms
of its impact upon recruiting and retention, its realism, and its consistency with a total
plan for compensation. Supporting information will include data, such as recognized
national and regional compensation surveys and studies of professional, public and
private organizations, used in establishing the total compensation structure.

{b) The compensation levels proposed should reflect a clear understanding of
work to be performed and should indicate the capability of the proposed compensation
structure to obtain and keep suitably qualified personnel to meet mission objectives.
The salary rates or ranges must take into account differences in skills, the complexity of
various disciplines, and professional job difficulty. Additionally, proposals envisioning
compensation levels lower than those of predecessor contractors for the same work will
be evaluated on the basis of maintaining program continuity, uninterrupted high-quality
work, and availability of required competent professional service employees. Offerors
are cautioned that lowered compensation for essentially the same professional work
may indicate lack of sound management judgment and lack of understanding of the
requirement.

(c) The Government is concerned with the quality and stability of the work force
to be employed on this contract. Professional compensation that is unrealistically low or
not in reasonable relationship to the various job categories, since it may impair the
Contractor’s ability to attract and retain competent professional service employees, may
be viewed as evidence of failure to comprehend the complexity of the contract
requirements.
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{d) Failure to comply with these provisions may constitute sufficient cause to
justify rejection of a proposal.

(END OF SECTION L)
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M.1 GENERAL

(a) The Government is conducting this source selection in accordance with
the fair opportunity ordering procedures contained in FAR Part 16.

(b)  The Government intends to award two (2) Time and Materials (T&M) task
orders to the responsible offeror whose proposal represents the best value. Best value
is defined in FAR Part 2, as the expected outcome of an acquisition that, in the
Government’s estimation, provides the greatest overall benefit in response to the
requirement. The Government will select the best overall offer based on an integrated
assessment of the evaluation factors listed in Section M.3.

(c) When conducting the evaluation, the Government may use data included
by Offers in their proposals, as well as data obtained from other sources. Each offeror

is responsible for ensuring that the information provided is through, accurate, and
complete.

M.2 BASIS FOR AWARD

The Government will award two (2) Time and Materials Task Order to the
responsible offeror whose proposal is the most advantageous to the Government, price
and other factors considered. The task orders will be awarded to the offeror who is
deemed responsible in accordance with the FAR, whose proposal conforms to the
solicitation requirements (including all stated terms, conditions, representations,
certifications, and all other information required by Section L of this solicitation), and is
judged, based on the evaluation factors, to represent the best value to the Government,
considering both cost and non-cost factors. This may result in awards to a higher-price
offeror where the decision is consistent with the evaluation factors and the Selection
Official reasonably determines that the proposal represents the best value to the
Government. While the Government Best Value Evaluation Team and the Selection
Official will strive for maximum objectivity, the procurement selection process, by its
nature, is subjective and, therefare, professional judgment is implicit throughout the
entire process.

M.3 EVALUATION FACTORS

The Government will use the following factors to evaluate proposals and make a
best value determination.

Non-Price Factors:

1. Technical Capability
1. Understanding of Requirements
2. Integrator Expertise
3. Implementation
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2. Management Approach
1. Organization
2. Management Methodology
3. Transition Plan and Transition Ramp-up
4. Quality Control

3. Staffing Approach
1. Staffing Methods
2. Key Personnel Qualifications

4. Proposal Risk

Price Factor
1. Price

M.4 RELATIVE IMPORTANCE OF EVALUATION FACTORS

a} Non-Price factors in Section M.3 above are of equal importance. Sub-factors
under each Non-Price factor are of equal importance.

b) The non-price factors in Section M.3, when combined, are significantly more
important than the price factor.

M.5 EVALUATION CRITERIA

An evaluation of all proposals will be conducted in accordance with the criteria set forth
below. Evaluation criteria consist of factors and sub-factors. The members of the
evaluation panels will evaluate each proposat in refation to the price and non-price
factors and sub-factors, then the evaluation panels will determine consensus ratings for
each proposal. The evaluation panels will present their ratings and findings to the
Selection Official (SO), whose sole authority it will be to make the final award decision.

M.5.1 Factor 1 - Technical Capability

a. Each Offeror's technical proposal and oral presentation will be evaluated to
determine if the offeror provides a sound, compliant approach that meets the
requirements of the IT-NOVA O&M Support Services function and demonstrates a
thorough knowledge and understanding of those requirements and their associated
risks.
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Subfactor 1: Understanding of Requirements.

This sub-factor is met when the offeror's response to “understanding of
requirement”, demonstrates to the extent applicable, a sound and proficient
understanding and application of this knowledge to:

Section C/PWS requirements and the inherent complexity in meeting alf the
technical objectives of the procurement; comprehensive summary identifying
how the full range of services in the task order PWS (Section C) shall be
accomplished; services required in the PWS and its relationship to achieving
the mission of the agency.

Subfactor 2: Integrator Expertise

This sub-factor is met when the offeror’s response to “integrator expertise”,
demonstrates to the extent applicable, a sound and proficient understanding and
viable approach to:

'Tr]

Capability to integrate separate IT service requirements into a consolidated
effort, resulting in advantages such as reductions in project overlaps, realized
economies of scale, improved efficiency and service delivery, standardized
support services, increased customer satisfaction, and meeting or exceeding
industry standards.

. Subfactor 3: Implementation

This sub-factor is met when the offeror’s response to “implementation”,
demonstrates to the extent applicable, a sound and proficient understanding and
viable approach to:

Implementing activities/tasks that encompasses the anticipated logical
sequence of tasks, methodology, techniques, and any other areas of
consideration the offeror deems necessary to implement/execute Section
C/PWS requirements and related deliverables.

M.5.2 Management Approach

The offeror's management proposal and cral presentation will be evaluated to

determine the extent to which it demonstrates a comprehensive, sound, and reasonable
approach to accomplish and manage the requirements as described in Section C of this
solicitation.
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Subfactor 1: Organization.

This sub-factor is met when the offeror's response to “organization”,
demonstrates to the extent applicable, a sound and proficient understanding and
viable approach to:

Delineating a coordinated, flexible and efficient workflow management and
provide an organizational control and communication plan to accomplish the
requirements in Section C including clearly defined roles, responsibilities and
direct lines of control and communication; Defining Project Manager's
responsibility and authority to effectively control, monitor and manage the
project.

Subfactor 2: Management Methodology.

This sub-factor is met when the offeror's response to “management
methodology”, demonstrates to the extent applicable, a sound and proficient
understanding and viable approach to:

Managing multiple services/requirements and meeting performance metrics
under this task order and identifying how the selected approach will generate
efficient services and increase customer satisfaction; collecting, analyzing
and maintaining workload data per Section C.1.5;

Subfactor 3: Transition Plan.

This sub-factor is met when the offeror's response to “transition plan”,
demonstrates to the extent applicable, a sound and proficient understanding and
viable approach to:

Minimizing impacts on continuity of operations, identifying key issues and
overcoming barriers to transition; transition schedule, milestones, measurable
commitments, estimated price for transition (include in Price Proposal) and
other tasks the offeror deems necessary to conduct and complete the
transition during the designated time period.

Subfactor 4: Quality Control Plan.

This sub-factor is met when the offeror's response to "quality control plan”,
demonstrates to the extent applicable, a sound and proficient understanding and
viable approach to:
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Meeting Section C/PWS requirements and ensuring quality in the delivery of
services from the transition of current contracts throughout the entire contract

period of performance; plans demonstrate proficiency, efficiency and cost
effectiveness.

M.5.3 Staffing

The offeror's proposal, oral presentation and scenarios will be evaluated to

determine the extent to which it offers qualified and sufficient staffing to accomplish
Section C requirements in the DHS dynamic IT environment while simultaneously
maintaining the service level requirements as described in Section C of this solicitation.

M.6

Subfactor 1: Staffing Methods.

This sub-factor is met when the offeror's response to “staffing methods”,
demonstrates to the extent applicable, a sound and proficient understanding and
viable approach to:

Recruiting, training and retaining qualified/certified contractor personnel and
ensuring adequate staffing to perform the task order requirements from
contract transition throughout the contract period of performance;
accommodating varying staffing requirements over the life of the task order,
including both long term ongoing tasks and special or emergency efforts of
lesser duration to ensure continuous contractor support; obtaining personnel
with the appropriate security clearances and the vetting process of proposed
employees to facilitate the DHS clearance process during the transition phase
and task order period of performance.

Subfactor 2: Key Personnel Qualifications.

This sub-factor is met when the offeror’s response to "key personnel
qualifications”, demonstrates to the extent applicable, a sound and proficient
understanding and viable approach to:

Providing key personnel possessing qualifications to meet Section C/PWS
requirements and who demonstrates the necessary experience to perform the
tasks required under the scope and complexity of the task order.

EVALUATION
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M.6.1 Rating Scale for Non-Price Factors

The Government will rate non-price factors 1 through 3 using the adjectival

ratings below. Narrative descriptions of the proposal evaluation findings will accompany
the adjectival rating designations.

Evaluation Rating Scale for Non-Price Factors

ADJECTIVAL RATINGS

RATING DEFINITION

Exceptional (E) Exceeds specified minimum performance or capability reqmrements ina
way beneficial to the government; proposal must have one or more
strengths and no deficiencies to receive an exceptional.

Acceptable (A) Meets specified minimum performance or capability requirements
delineated in the Request for Proposal; proposal rated Acceptable must
have no major deficiencies but may have one or more strengths.

Marginal {M) Does not clearly meet some specified minimum performance or capability
requirements delineated in the Request for Proposal, but these
weaknesses may be correctable.

Unacceptable (U) | Fails to meet specified minimum performance or capability requirements;
proposal has one or more deficiencies. Proposals with an unacceptable
rating are not awardable.

M.6.2 Rating Scale for Non-Price Factor 4 — Proposal Risk

The Government will rate the proposal risk assessed by the evaluation of non-
price factors 1 through 3 using the adjectival ratings below. Narrative descriptions of
the proposal risk evaluation findings will accompany the proposal risk rating
designations.

PROPOSAL RISK ADJECTIVAL RATINGS

RATING : DESCRIPTION .

High Likely to cause significant disruption of schedule increased cost or
degradation of performance. Risk may be unacceptabte even with

special contractor emphasis and close Government monitoring.
Moderate Can potentially cause disruption of schedule, increased cost, or
degradation of performance. Special contractor emphasis and close
Government monitoring will be likely be able to overcome difficulties.

Low Has little potential to cause disruption of scheduled, increased cost
or degradation of performance, Normal contractor effort and normal
Government monitoring will likely be able tc overcome any
difficulties.
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M.6.3 Extent of Small Business Participation

{(a) Subcontracting plans (other than small business) that do not meet the
requirements of H.3 will be rejected. The Government will consider the methodology
used to incorporate small business, percentages, performance incentives, evidence of
corporate commitment, and the extent to which small businesses are included in areas
of performance that are integral to RFP Section C.

{b) The Small Business Subcontracting Plan will not be rated. It will be
assessed a finding of Acceptable or Not Acceptable in accordance with the criteria set
forth below.

Acceptable. The Small Business Subcontracting Plan developed to meet
criteria stated in (a) above is acceptable.

Not Acceptable. The Small Business Subcontracting Plan developed to meet
the criteria stated in (a) above is NOT acceptable.

M.6.4 Price Proposal Evaluation

M.6.4(a) The government will not rate or score price, but will evaluate each
offeror’s price proposal for realism, reasonableness, and completeness. This evaluation
will reflect the offeror’s understanding of the solicitation requirements and the validity of
the offeror’s approach to performing the work. Alternative price proposals, if considered
by the Government will be evaluated on contract type risk, potential savings, other
advantages or disadvantages to the government, and the discretion of the government.

M.6.4(b) Realism. The government will evaluate the realism of the proposed
price by assessing the compatibility of proposed price with proposal scope and effect.
In the evaluation the gavernment will consider the following:

i. Do the proposed prices reflect a clear understanding of the requirements?

ii. Do the proposed prices for performing various functional service
requirements reflect the likely costs to the offeror in performing the effort
with reasonable economy and efficiency?

iii.  Are proposed prices unrealistically high or low?

iv.  Are the proposed prices consistent with the technical and
management/staffing approach (e.g., if the offeror proposes a staff of x
people, the price proposal must account for x people)?

M.6.4(c) Reasonableness. In evaluating reasonableness, the government will
determine if the offeror's proposed prices, in nature and amount, do not exceed those
which would be incurred by a prudent contractor in the conduct of competitive business.
The assessment of reasonableness will take into account the context of the source
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selection, including current market conditions and other factors that may impact price.
In the evaluation the government will consider the following:

i. Is the proposed price(s), ODCs and number of FTEs comparable to the
prices and staffing requirements anticipated in the independent
government cost estimate (IGCE)?

i. s the level of effort or estimated number of T&M hours for each
service functional area in Section C and the complete five year
performance period comparable to the effort anticipated by the IGCE?

ii. Is the proposed labor/skill mix comparable to the projected IGCE skill
mix and/or sufficient to meet the Section C requirements based upon
the offeor's technical and management/staffing approach?

iv.  Are the proposed price(s) and ODCs for separate functional service
areas and the full five year performance period comparabte to
competitor's prices under this solicitation?

M.6.4(d) Completeness. In evaluating compieteness, the government will
determine if the offeror’s provides pricing data of sufficient detail to fully support the
offer and permit the government to evaluate the proposal thoroughly. In the evaluation
the government will consider the following:

i. Do the proposed prices include all price elements the offeror is
likely to incur in performing the effort?

ii. Isthere a labor listing/schedule that includes labor category and
skill levels, to cover the 12 month base period and four (4) 12
month options?

iii. Are proposed prices traceable to requirements?

iv. Do proposed prices account for all requirements?

v. Are all proposed prices, including subcontract costs, fully supported
with adequate data to permit a thorough evaluation?

M.7 EVALUATION OF OPTIONS

For award purposes, in addition to an offeror's response to the base period
requirements, the Government will evaluate the offeror's technical, management,
staffing, and price response to all contract option periods. Evaluation of the option
periods will not obligate the Government to exercise the options.

The maximum guantities/amounts for each optional ODC CLIN is $14.5 million for three
months (one quarter) of the 12-month performance period. The maximum aggregate
amount of all ODCs issued under this task order shall not exceed $74,000,000 for each
12-month period of performance of the task order.

M.8 USE OF NON-GOVERNMENT ADVISORS
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The Government will use the following non-Government advisors in the
evaluation process:
PMC
Management Analysis, Incorporated
Acquisition Solutions, Inc.

These non-Government advisors will be authorized access to only that data and those
discussions that are necessary to enable them to provide specific guidance on
specialized matters on particular problems. As advisors they are not authorized to be
voting members of any panel, or to make final decisions. Each non-Government
advisor will sign a nondisclosure certificate.
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ATTACHMENTS

SECTION J - LIST OF ATTACHMENTS

The following attachments are avaitable as shown in the table below:

Attachment Number | Title _

Attachment J-1 Performance Work Statement

Attachment J-2 DHS Form 700-21

Attachment J-3 implementing Instructions for Compliance with HSAR Clause
3052.204-71, “Contractor Employee Access”

Attachment J4 DHS Form 11000-8 — Non-Disclosure

Attachment J-5 Pricing Mode!

Attachment J-6 DD Form 254 Contract Security Classification Specification

Attachment J-6A DHS HSDN — Security Classification Guide

Attachment J-6B DHS — Nationa! Security {T Systems Certification and
Accreditation Security Classification Guide
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C.1 GENERAL INFORMATION
C.1.1  INTRODUCTION

The contractor shall provide Information Technology (IT) support services to the
Department of Homeland Security (DHS) headquarters, the department's Associate
Components, select field offices of the department's Major Components and to other
federal, state, and local level government organizations through this Information
Technology Networking Operations Virtual Alliance (IT-NOVA) Operations & Maintenance
{O&M) Task Order under the Enterprise Acquisition Gateway for Leading Edge Solutions
(EAGLE) Information Technology Support Services Contract. The support services include
all network components, services, and maonitoring; network and internet access;
infrastructure transformation and support; applications management, delivery, and
development;, wiretess communications systems rmanagement; communications and
messaging; communications security (COMSEC); Continuity of Operations (COOP)
planning; and IT operations disaster management. The contractor shall provide all iabor to
complete the services hersin in accordance with the terms, conditions, and specifications of
this Task Order. The contractor shall assume total responsibility for all requirements
performed by incumbent contractors whose period of performance expires on or by the
commencement date of this Task Order. In those instances where incumbent contractor
periods of performance expire after the commencement date of this task order, the
cantractor shall assume responsibility of those requirements based upon the Government
approved transition plan.

C.1.2 BACKGROUND

in March 2003, Congress passed the Homeland Security Act of 2003 (Public Law 107-296)
creating a single department from 22 components that had previously resided in other
agencies. One primary reason for the establishment of the Department of Homeland
Security (DHS) was to provide the unifying core for the vast national network of
organizations and institutions involved in efforts to secure our nation.

To comply with the new legislative requirement, the President directed the DHS Secretary
to integrate the 22 legacy components into one organization and the DHS Secretary stated
the objective to centrally manage services, including Information Technology (IT).

The DHS components are as follows:

* Associate Components
s Office of the Secretary
s Citizenship and Immigration Services, Ombudsman (CISOMB)
+ Civil Rights and Civil Liberties (CRCL)
+ Countemarcotics Enforcement (CNE)
» Domestic Nuclear Detection Office (DNDQ)
» Executive Secretariat (ESEC)
+ Federal Emergency Management Agency (FEMA)
+ Office of the General Counsel {OGC)
¢ Gulf Coast Region (GCR)
» Office of Health Affairs (OHA)
» Office of Intelligence and Analysis (1&A)
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+ Military Advisor's Office (MiL)

+ National Protection and Programs Directorate (NPPD)
+ Office of Inspector General (OIG)

o Office of Legislative Affairs (OLA)

o Office of Operations Coordination (OPS)

+ Office of Policy (PLCY)

« Chief Privacy Officer (PRIV)

o Office of Public Affairs (OPA)

« Science and Technology (S&T)

¢ Major Components
+ Federal Law Enforcement Training Center (FLETC)
« Transportation Security Administration {TSA)
+ United States Citizenship and Immigration Services (USCIS)
+ United States Coast Guard (USCG)
s United States Customs and Border Protection (CBP)
¢ United States Immigration and Customs Enforcement (ICE)
+ United States Secret Service (USSS)

But Unclassified listing of the locations supported by this Task Order.

The DHS Management Directorate is responsible for budgets and appropriations,
expenditure of funds, accounting and finance, procurement, human resources, informatlon
technology systems, facilities and equipment, and the identification and tracking of
performance measurements. Their mission is to ensure the DHS's more than 170,000
employees have well-defined responsibilities and those managers and their employees
have effective means of communicating with one another, with other govermmental and
nongovernmental bodies, and with the public, they serve.

The DHS Office of the Chief Information Officer (OCIO} falls under the Management
Directorate. Within the OCIC is the Information Technology Services Office whose
mission is to provide IT services o the department. The contractor shall provide IT Support
Services to the Information Technology Services Office throughout the duration of this Task
Order. TE C.1.2-003 is a chart of the OCIO organizational structure.

C.1.3 SPAN OF SUPPORT
c1.3.1 Service Model

The DHS uses the Information Technology Service Library (ITIL) version 2 framework as
the basis for its service model. The contractor shall adopt the ITIL version 3 service
model framework (Service Strategies, Service Design, Service Transition, Service
Operation, and Continual Service Improvement) for the execution of the DHS IT System
Development Life Cycle (SDLC).

C.1.3.2 Information Technology Services

C.1.3.21 The Contactor shall provide the DHS a full line of information Technology
(IT), telecommunications, and related services to manage the baseline
requirements defined in this Task Order. The contractor shall provide IT
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+ Unclassified and Top Secret Networks: The Headquarters and Associate
Component locations identified in TE C.1.2-002 receive all the services described
in this Task Order

s Classified Network - referred to as Homeland Security Data Network (HSDN):
Certain Major Component field office locations, certain other Federal government
organizations and seiect State and Local government organizations identified in
exception of Desk-Side Support; however, Desk-Side Support may be required
on an exception basis or in emergency cases only. For security the field office
locations are not named and their information is provided in an aggregated
manner by state.

C.1.3.4 Network Interfaces

The contractor shall provide, and maintain cperability, of interfaces to multiple networks
such as the following:

« DHS National Capital Region Metropolitan Area Network (MAN)
» DHS Nationai Capital Region Wide Area Network (WAN)

+ Homeland Security Information Network (HSIN)

» Homeland Security information Network — Secret (HSIN-S)

« Director of National Intelligence — Secret (DNI-S)

s Secret Internet Protocol Router Network (S{PRnet)

s Joint Worldwide Intelligence Communications System (JWICS)

C.1.4 GENERAL REQUIREMENTS
C.1.4.1  Contractor Responsibilities

The Government requires that the contractor adhere to and follow all appilicable executive
orders, presidential directives, other federal and DHS laws, federal orders management
policies, handbooks, guidelines, processes, and procedures provided in section C-8. The
contractor shall take initiative to identify, respond to problems, and propose solutions for
issues that have a potential negative impact to the mission environment. The contractor
shall anaiyze the operational environment, identify and propose solutions to improve the
efficiency and effectiveness of the Information Technology Services Office.

C.1.4.14 Administrative Services: The contractor shall perform all related
administrative services required to perform services such as, materal
requisitioning, Quality Control (QC), financial control (cost control and savings),
status and tracking reporis, and correspondence. The contractor shall also
maintain accurate and complete records, files, and libraries of or access to
documents to such as Federal, state, and local regulations, codes, laws,
technical manuals, manufacturer's instructions, Standard Operating Procedures
(SOPs), and recommendations, which are necessary and related to the
functions being performed. The contractor shall support DHS during audits and
inspections, and provide support and responses to audit and inspection items
(internal and external).

C141.2 Submittai of Reports and Information: The contractor shall compile data,
prepare required reports, and submit information as specified by the Contract
Data Reguirements Lists (CDRLs), Section C.8, and as presented in this Task
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Order. The reports include daily, weekly, monthly and annual reports the
contractor shall submit at the specified time. The COTR will forward the
approved reports to the proper Government element.

Ad hoc Requirements: Upon ngctification from the Government, the
contractor shall provide management and technicat information to the
Government such as: (CDRL C.1.4-1, Ad hoc Requirements)

» Technical evaluation of suggestions

+ Input for staff studies

» Fact sheets

o Audits

s Congressional inquiries

+ One-time reports

+ Material, equipment, facilities, and other property listings or inventories
+ Equipment maintenance records

+ Recommendations for amending, revising, or originating Government
ragulations or policies within the scope of this Task Order

+ Information requested by the CO/COTR on other interfacing Task Orders
that support this effort

Paper File Archiving. The contractor shall prepare all correspondence in
and maintain all files using DHS specific, and generally accepted commercial
industry standards in accordance with the appropriate current National
Archives and Record Administration (NARA), and General Records Schedule
(36 Code of Federal Regulations {(CFR)} 122014 and 44 U.S.C. 3301). The
website at http/fwww archives.gov/records-mgmifardor/records-scheduies hitmi
contains the index of NARA schedules. All contractor files, records, and
documents maintained in the performance of this Task Order are Government
property and the contractor shall return them upon completion or termination of
the work. However, internal proprietary contractor business files are not
Government property.

Electronic File Archiving: The contractor shall provide daily, weekly, and
monthly aelectronic file and system backups with copies provided at both an on
site and off site storage location, per Government established processes and
procedures.

Document Management. For all deliverables within this Task Order, the
contractor shall implement document management to include version control
and comment resolution such that each release has clear inventory of
comments acceptedirejected as part of the version.

Enterprise Architecture Compliance: All solutions and services shall meet
DHS Enterprise Architecture policies, standards, and procedures as it relates to
this Task Order. Specifically, the contractor shall comply with the following
Homeland Security Enterprise Architecture (HLSEA) requirements:

» All developed solutions and requirements shall comply with the HLSEA

e All IT hardware or software shall comply with the HLSEA Technical
Reference Mode! (TRM) Standards and Products Profile
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s The contractor shall submit all data assets, information exchanges and data
standards, whether adopted or developed to the DHS Enterprise Data
Management Office (EDMO) for review and insertion into the DHS Data
Reference Model.

C.1.4.2  Function-Specific Contractor Requirements

C.1421 Project Support: The purpose of this task is to provide project management
support, monitoring, and lifecycle systems development methodologies for all
DHS IT projects.

C.1.4.21.1 The contractor shail provide project management support to include
exacutive level Information Assurance (IA), planning, implementation,
reporting and other services as required or directed.

C.1.42.12 The contractor shall support projects by providing services such as:
Development, coordination, scheduling, design validation, documentation,
migration planning, writing service delivery guidance and other references,
and weekly status reporting.

C.1.4213 The contractor shall attend the Weekly Project Team Meeting and
provide a summary of the Weekly Status Report. The contractor shail
prepare support documentation for the Weekly Project Team Meseting (e.g.
project issue updates, action issue updates, and project plan/status updates)
to support the summary presentation,

C1422 Systems Security: The contractor shall ensure systems security for
network environments, applications, databases, Internet, Portal and Intranet
that allows access only by authorized users, prevention of unauthorized
release of information, prevention of degradation due to circumstances such as
unauthorized intemnal use and external intrusion, maintenance of data integrity,
and authorized utilization by the user community.

C.1423 Change Management Requirements: The contractor shall manage the
Change Management process in accordance with the DHS Change
Management Policy Process and Procedures and will maintain the Change
Management Database. The Government will provide detailed Configuration
Management Database information after Task Order award. The contractor
shall comply with the DHS Change Management requirements for all
equipment, hardware, system software, applications software (both source and.
executable), data files, and control-language.

C14.24 Deliverables

C.1.424.1 Any change to the Task Order list of deliverables or the scheduled
delivery date shail be coordinated with the COTR with a written copy to the
CO for Task Order modification if required.

C.1.4.24.2 The contractor shall notify the appropriate project and DHS personnel
when a deliverable is ready for review and provide the document oniine.

C.1.4243 The contractor shall post, store and maintain ail deliverabies and all
documentation produced pursuant to this Task Order on the DHS
SharePuoint Portal. The Project Management Office (PMO) shall be provided
access to the Portal.
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C.1.4244 The contractor shall review deliverables at appropriate points in the

C.1.4.2.5

C1.426

C1427

development process to verify accuracy, completeness, and timeliness of
each deliverabla product.

Enterprise Architecture (EA) Compliance: The contractor shall perform
wark in compliance with the EA Plan. The contractor shall support and comply
with the standards and technologies of the DHS target architecture as
described in the DHS EA Blueprint. The source website for the DHS EA
Blueprint is provided in Section C-6.

Maintenance and Outages: The contractor shall perform maintenance and
other related activities that degrade or may degrade the performance of
network environments, operating systems, databases and applications during
outage periods that occur on weekends, federal holidays, or between the hours
of 10:00 pm ET and 6:00 am ET on weekdays. The contractor shall avoid
performing these maintenance and other activities during periods of the year
that require continuous availability 24 hours each day. The COTR will notify
the confractor a minimum of five business days prior fo periods requiring
continuous availability.

Program Development: The contractor shall establish and maintain a
program for the enhancement and improvement of information technology
services. (CDRL C.1.4-2, Information Technology Improvement Program) The
contractor shall baseline the existing systems and infrastructure for iterns such
as configuration and performance metrics. As part of the baseline the
contractor shall submit a plan defining timelines and operations, improvements
based upon findings and supported by and compared to industry standards and
metrics. The Plan shall be re-baselined every year. The contractor shall
conduct an analysis every six months or as required of future programmatic
and cost requirements for information technology services for the DHS. A
written analysis and recommendations shall be provided to the COTR within
five business days of completing the analysis (CDRL C.1.4-3, Future
Programmatic and Cost Requirements for IT Services) The contractor must
base the analysis upon an assessment of the current information technology
capabiiities, evaluations of the operations efficiency of information technology,
considerations regarding the adequacy of information technology, market
surveys of new and emerging technologies, and technological developments
that could improve the cost effectiveness of the delivery of information
technology services. The contractor shall also consider the following factors in
the analysis:

» Known future requirements and program requirements established or
stated by the DHS authorization ianguage contained in Congressional
Committee bilis.

+ Appropriation language

e Programs and directives received from the Department of Labor and Office
of Management and Budget

¢« Budgetary information

+ Information and requests received from other sources that utilize
information technology services
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C.14.2.7.1 The contractor shall conduct an analysis that resuits in the identification

C1428

C.1.429

of projects and initiatives necessary o support the needs of the DHS. The
analysis shall also identify projects and initiatives that represent “State-of-
the-Art” advancements in the capability supporting the DHS.

Standard Operating Procedures: The contractor shall, within 30 business
days after award of the Task Order, prepare and submit separate Standard
Operating Procedures (SOPs) for each of the Functional Areas listed in
paragraph C.1.5.1.2. (CDRL C.1.4-4, Standard Operating Procedures for Each
Functional Area) The SOPs shall describe, at a minimum, the organization,
methodology, approach, procedures, monitoring, auditing, problem escalation,
documentation and reporting used by the contractor to accomplish the work
required for the Functional Area. The COTR will review the Standard
Operating Procedures and provide written commaents to the contractor within
ten business days following plan delivery to the COTR. The contractor shall
address Government comments and deliver the final Standard Operating
Procedures within five business days.

Plans and Standard Operating Procedures: The contractor shall maintain
and update all Plans and Standard Operating Procedures throughout the life of
the Contract as changes occur or as directed by the COTR. The contractor
shall submit in writing to the COTR changes in Plans and Standard Operating
Procedures not less than 45 days prior to the desired date of implementation.
The contractor shall not implement any changes until authorized in writing by
the COTR. The contractor shall notify the Contracting Officer (CO) in writing of
any changes that affect Task Order cost, Task Order requirements or terms
and conditions and not implement these changes until receiving written
approval from the CO.

C.1.5 LAYOUT OF SECTION C

C.1.541
C1.511

Section C Contents

Section C Structure: The following bullets identify the structure of Section
C in this Task Order:

¢« C-1 General Information

*« C-2 Definitions and Acronyms

+ (-3 Govermnment-Furnished Property (GFP) and Services
s C-4 Contractor-Furnished Property and Services

¢ (-5 Scope of Work

¢« (C-6 Applicable Laws, Publications, and Forms

« (-7 Technical Exhibits

e C-8 Contract Data Requirements List (CDRL)

Paragraphs in Section C-1 all begin with the number “1,” paragraphs in Section C-2 all
begin with the number “2,” and the pattern continues for the cther sections.

C.1.5.1.2

Functional Areas: Section C-5, Scope of Work, contains the Functional
Areas which are organized into the following broad work categories:

« 5.1 Applications Management and Support Services
« 5.2 Deployment Support
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+» 5.3 Infrastructure Engineering Services

e 54 Testing

* 5.5 Operations and Maintenance for End User Support
» 5.6 Video Teleconferencing

+« 5.7 Satellite/Cable TV Operations

+« 5.8 Phone and PBX Operations

s 59 Network Management Center (NMC)

+« 510 Security Management Center (SMC)

» 511 Communications Security Management
» 512 Other Communications Operations

» 513 Wireless Management

» 5.14 Training

» 515 |T Continuity Management
Document Information

Pagination: Pagination for all parts of the document is saquential with the
prefix of “C” designating this as the Task Order Section of a Request for
Proposal (RFP). Technical Exhibits have page numbers in relation to their TE
titte. For example, page three of TE C.5.2.-001 is shown as page number TE
C.5.2.-001-03 to indicate that it is the third page of TE C.5.2.-001.

Technical Exhibits: Technical Exhibits provide supplementary information
in forms of text, tables, graphs, or maps. Any part of the Task Order may
reference Technical Exhibits. Technical Exhibits for Section C have a 5-digit
number that links them to a designated Task Order Section. For exampie,
Technical Exhibit 5.3-002 is the second Technical Exhibit referenced from Sub-
Functional Area 5.3. Section C-7 contains all Technical Exhibits except those
maintained on the DHS Interactive website.

Contract Data Requirements List (CDRL): The contractor shall compile
historical data, prepare required reports, and submit information as specified by
CDRLs in this Task Order. CDRLs may be referenced from any part of the
Task Order. CDRLs for Section C have a two-digit number, which links them to
a designated Task Order Section, s.g., CORL C.53-1, is the first CDRL
referenced in Section C.5.3. A listing of all CDRLs is located in Section C-8 of
this Task Order.

Other Document Information: As a rule, the temm “contractor” refers to the
contractor who is contracted to provide service on this Task Order. The term
“third party contractor’ refers to ali other contractors with whom the contractor
may interact with in the performance of their duties on this Task Order.

C.1.6 REQUIRED REPORTS AND MEETINGS

C.1.6.1

Task Order Administration

Workicad Data Collection and Analysis: The contractor shall collect, analyze, maintain

and prov

ide to the COTR on a monthly basis and upon request workload data for all of

the specific requirements identified in the Performance Requirements Summary (PRS)

identified

in TE C.1.6-001. The contractor shall provide to the COTR for approval a

proposed format indicating workioad data within 20 business days of Task Order award.
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The contractor shall track all workload data by functional service area from Task Order
start date, throughout the life of the Task Order, and provide a monthly report of the data
to the COTR. The contractor shall analyze monthly data and determine the level and
frequency of data necessary {o capture, and provide recommended initiation or
adjustments of systems and methods to accurately capture the necessary detail of
workload data. In addition, the contractor shall provide the COTR an annual workload
data report that summarizes the monthly workload data, identifies trends and statistical
variations, and provides a logistical forecast for future years, by the last business day of
each fiscal year. (CDRL C.1.6-1, Monthly and Annuat Workload Data Reports)

C.1.6.11 Performance Requirements: The contractor shall attain the performance
requirements depicted in TE _C.1.6-001, the PRS. The contractor can provide
suggestions to the COTR for refinement and adjustment of the performance
requirements during the transition period. The COTR will evaluate the
suggestions and notify the contractor in writing of any changes to the
performance requirements, at least 20 business days prior to implementing the
adjusted performance requirements,

C.1.6.2 Required Reports

C.1.6.21 Weekly Status Report: The contractor shall submit a Weekly Status Report
to the COTR no later than 9:00 am each Tuesday, including one hard copy and
an electronic file of the report. The Weekiy Status Report shall inciude the
following: (CDRL C.1.6-2, Weekly Status Report)

¢ Activities and accomplishments in each functional area during the previous
week

o Task Order status (e.g., completed activities, cuirent activities, activities
planned for the following two weeks, issues or problems anticipated or
encountered and proposed or implemented resolution) review of any
associated project plan

s« Project related issues/problems by functional area and actions
taken/planned to resclve those issues/problems, and cost impact, if any

s Summary of any actual, planned or anticipated staffing changes
+« Summary of any actual, planned or anticipated changes to procedures

« Summary of any actual or paotential problems with procurement, asset
management, and IT Infrastructure Library activities

« Summary of any issues regarding the achievement of performance
standards

+ Projected date when funds will be exhausted, if applicable
» Activities planned for the next week
s Actions required of DHS

C.1.6.2.2 Monthly Performance Summary Report: The contractor shall provide the
COTR with a Monthly Performance Summary Report evaluating their
performance in terms of the Performance Standards. The contractor shall
submit the report no later than the fifth business day of each month and must
include the quantitative data and calculations. The report must provide
sufficient detail to allow auditing to the databases and other performance
records maintained by the contractor, The report must provide the results of
monitoring and simulations including the number of occurrences, the number of
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successful occurrences and the calculated percentage of successful
occurrences. The report must list the date, time and duration of outages
interruptions or periods of degradation for appiications, network environments,
and databases. (CDRL C.1.6-3, Monthly Performance Summary Report)

Monthly Quality Control Report: The contractor shall submit a Quality
Control Report to the COTR no later than the 10th business day of each month.
The report shall summarize the information included in the Monthly
Performance Summary Report and include a list of the tasks inspected, the
number of completed tasks sampiled, and the number of tasks determined by
the Government as acceptabily performed. The contractor shall provide a copy
of the metrics data along with analysis to the COTR as part of the report. The
contractor shall also include a summary of customer evaluations including the
number received, a description of any evaiuations with negative comments or
complaints and the corrective actions taken. The contractor shall identify any
tasks that fail to meet the performance standards specified in the Contract and
shall describe the actions taken to correct performance. (CORL C.1.6-4,
Monthly Quality Control Report)

List of Ptans: TE C.1.6-002 contains a comprehensive list of plans that the
contractor shall develop, maintain, and update.

Required Meoetings

The contractor's key staff shall attend meetings and provide status reports as outlined
below. Status reports are due even in the event of the cancellation of meetings. Due to
the parties' geographical locations, status meetings may he accomplished via telephone
conferencing with the agreement of the Government.

C1.63.1

Contract Administration Review (Monthly): The objective of the Contract
Administration Review (CAR) is for DHS and the contractor to provide
management consultation and assistance when resolving task order
performance issues that will enhance efficiency and effectiveness and mission
performance component-wide. Furthermore, the CAR will also ensure that
O&M Task Order standards conform to DHS expectations.

C.1.8.3.1.1 The contractors key staff (e.g., Program Manager and Project

Managers) shall attend a monthly Contract Administration Review Status
Meeting with representatives from the OCIO and Office of Procurement
Operations — Information Technology Acquisition Center (OPO-ITAC). The
contractor shall brief attendees on contractual issues that may impact Task
Order performance or schedule. Action items from previous meetings (e.g.,
open action items, long-term action items, and action items closed during
period) shall be addressed at meetings. The contractor shall prepare and
deliver the monthly meeting agenda by close of business at least two
business days prior to the scheduled meeting. The CAR agenda shali
contain the following items: (CORL C.1.6-5, Monthly Contract Administration
Review Status Meeting Agenda)

* Action items from previous status meetings
+ Open action items

+ Long-term action items

¢ Action items closed during the peried
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+ {temns for discussion regarding status of funds expended

+« ftems for discussion regarding leadership, services, process
compliance and general assessments/comments

s [tems for discussion regarding customer service and performance
avaluation

C.1.6.3.1.2 The contractor shall prepare and distribute meeting minutes that

C.1.63.2

document issues, decisions, assignments, and pending matters from the
status meeting. (CDRL C.1.6-6, Monthly Contract Administration Review
Status Meeting Minutes)

Program Management Review and Report (Quarterly). The objective of the

Program Management Review (PMR) is to determine the state of the O&M
program in a systematic on-going manner to manage risks. The health of the
O&M program will consist of assessments in the following subject areas:

.

»

*

L 2

t.eadership

Customer Support

Sound Business Judgment

Implementation of High Priority Actions

Policy tnitiative

Statutory Compliance

Accuracy and Responsiveness Data Collsction

C.1.6.3.2.1 The contractor shall attend a quarterly Program Management Review

{PMR} with representatives from the Office of the Chief information Officer
{OCIO} and the OPO-ITAC. The contractor shall prepare and deliver a
meeting agenda. The contractor shall brief attendees on issues that may
impact on-time completion of project milestones and deliverables. (CDRL
C.1.6-7, Quarterly Program Management Review Agenda)

C.16.3.2.2 The contractor shall provide a status report for each meeting. The report

will provide highlights of the accomplishments for the reporting period,
activities anticipated for the next reporting period, outstanding issues and
recommendations for resolution, and resolved issues since the previous
reporting period. (CDRL C.1.6-8, Quarterly Program Management Review
Status Report)

C.1.6.3.2.3 The contractor shall prepare and distribute a PMR status report with

accompanying agenda documenting the status of issues, decisions,
assignments, and pending matters from the PMR. The contractor shail
prepare and deliver the quarterly status report and agenda by close of
business at least two business days prior to the scheduled PMR. Each PMR
status report and agenda shall contain a heading with the following
information at a minimurm:

+ Contract number

+ Task order number

+ Contractor name, PM name and phone number

» Date of Award

« Period of Performance
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e Award Amount

C.1.6.3.24 To assist DHS in compiling useful data on work performed under this

contract, each status report shatl contain the following support items:

¢ A brief, factual summary description of system operations activities

» A brief, factual summary of technical progress made for each task
during the reporting period

» Customer support metrics (general user queries, FOIA requests
received, completed, and in progress)

+ Number of help-desk tickets opened, closed, and in progress

s Level of Effort Metrics (for each task/activity performed include Level
of Effort, Available Range of Hours, Actual Hours Used, Contract
Occurrences, and Occurrences Remaining) Any significant problems
and their impacts, causes, proposed corrective actions, and the effect
that such corrective actions will have on the accomplishments of the
contract/task order objectives

¢ A status of overall project schedule andf/or degree of completion of
tasks/activities by time intervals

« Status of user support activities
s Significant concems/risks/mitigation options and recommendations

+ Summary of Change Reguests, Problem Reports, responses, and
solutions

C.1.6.3.2.5 The contractor shall prepare and distribute mesting minutes that

C.1.6.4
C.1.6.4.1

C.164.2

C.1.643

document issues, decisions, assignments, and pending matters from the
PMR. (CDRL C.1.6-9, Program Management Review Meeting Minutes)

Function Specific Reports and Documents

Security Violation Report: The contractor shall prepare and submit a
Security Violation Report to ClIO Management and the Information Systems
Security Manager (ISSM) within one hour of determining the occurrence of a
security violation. The report must include a description of the security
violation, the name and telephone number of the point-of-contact, the time of
the security violation, the extent of the security violation, the potential threat
that could arise from the viclation. It must also include any potential or real
data compromise of systam degradation resulting from the security violation,
and recornmendations regarding resolution or resolution actions undertaken to
address the impact of the security violation, (CDRL C.1.6-10, Security
Violation Report)

Architectural Compliance Plan: The contractor shall prepare and submit to
the COTR no later than 30 business days after Task Order award an
Architectural Compliance Plan that demonstrates that the technologies utilized
by the contractor conform to the target architecture. The contractor shall
update and submit the Architectural Compliance Plan no later than the first
business day of May and November in subsequent performance periods.
(CDRL C.1.6-11, Architectural Compliance Plan)

Program Development Report: The contractor shall submit a Program
Development Report to the COTR on the last business day of April and
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October. The contractor shall base the report upon the program for the
enhancement and improvement of information technology services. The report
shall identify projects and initiatives recommended to support the needs of the
DHS. The report shall also identify projects and initiatives that represent
“State-of-the-Art” advancements in the capability to support the DHS. (CDRL
C.1.6-12, Program Development Report)

Network and Application Diagrams: The contractor shall maintain the
Network and Application Diagrams. The contractor shall submit updated
diagrams to the COTR semi-annually no later than the first business day in
June and December. The submission shall consist of a separate electronic file
for each network, entity relationship and application. The name of the network
or application shall appear in the filename and the tab of the worksheet.
(CDRL C.1.6-13, Network and Application Diagrams)

C.1.7 CONTRACTOR PERSONNEL

Cc1.71
C.1.7.1.1

Key Personnsl|

Project Manager/Alternate{s): The contractor shall provide an on-site
Project Manager (PM) whe shall be responsible for the performance of the
work and provide overal!l direction to the personnel working under this EAGLE
Task Order. The name and resume of this person and of an alternate(s), who
shall act for the manager when the on-site manager is absent, shall be
designated in writing to the CO for approval prior to Task Order start date. The
contractor shall provide a PM succession plan and keep it updated throughout
the life of the Task Order. (CDRL C.1.7-1, Project Manager Succession Ptan)

C.1.71.11 The PM shall be the contractor's authorized representative for the

technical and administrative performance of all services required under this
Task Order. The PM shall be the first Point of Contact (POC) for Task Order
or administrative questions or difficulties that arise related to this Task
Order. The PM shall be the primary point through which communications,
work assignments, and technical direction flow between the Government
and the contractor.

C.1.7.1.1.2 The PM, or designated alternate, shall be available during normal work

hours to meet with the DHS, in person or as otherwise agreed upon by the
DHS, to discuss problem areas within 30 minutes. After normal duty hours,
the manager or altemate shall be available in accordance with DHS
approved escalation protocol procedures and in the event of disaster
recovery ar Continuity of Operations event.

C.1.71.1.3 The PM shall be available during normal hours of operation, and during

c1.7.

pariods of no-notice emergencies, including localized acts of nature,
accidents, and military or terrorist attacks, to plan, direct, and control the
overall management and operational functions specified herein. The PM
shall provide the necessary level of Task Order management and
administrative oversight to achieve the quantitative and qualitative
requirements of this Task Order.

1.1.4 The PM or alternate shall have full authority to act for the contractor on
all matters relating to daily operation of this Task Order.
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Other Key Personnel: The contractor shall provide key personnel as
defined in_TE C.1.7-001. In the event of key personnel departurss, the
contractor shall ensure support for all DHS requirements until permanent
replacements are available. These replacements, on an acting or permanent
basis, are required within 20 business days after the departure of a key
individual. Final approval of key personne! is the responsibility of the DHS.
The contractor shall provide a current succession plan for the key personnei
positions. (CDRL C.1.7-2, Key Personnel Succeassion Plan)

Personnel Staffing

Employees: The contractor shall ensure that employees {other than
managers) are competent in Operation and Maintenance of Information
Technology systems to include project management, engineering, end user
services, application services, infrastructure services, IT Continuity
Management and saecurity services.

Staffing Roster: The contractor shall submit a staffing roster to the COTR
monthly, no later than the 15th business day of each month. The staffing roster
shall list the names of each employee working on the Task Order. The roster
shall include as a minimum, the Contract Number, contractor Name, Employee
Primary User ID, Employee Last Name, Employee First Name, Current DHS
Security Classification, Work Location, Office Number, Phone Number,
Emergency Pcint of Contact, Emergency Point of Contact Phone Number,
Primary Project Number, and Secondary Project Number for each employee.
The contractor shail notify the COTR of any additions, deletions, or changes
within one business day after the change(s). (CDRL C.1.7-3, Staffing Roster)

C.1.7.2.2.1 If the Contracting Office identifies an employee to the contractor as a

potential threat to the health, safety, security, general well being, or
operational mission of the DHS, the contractor shall not employ persons for
work on this Task Order. The Govemnment reserves the right to remove
such persons. Where reading, understanding, and discussing safety and
snvironmental warnings are an integral part of a contract employee's duties,
that employee must be able to understand, read, write, and speak English.

C.1.7.2.2.2 The contractor shall not employ any person who is an employee of the

United States (U.S.) Government if employing that person would create a
conflict of interest. Contractor personnel shail meet relevant DHS security
requirements as identified in DHS regulations and orders, The contractor
shall provide a sufficient number of personnel possessing the skills,
knowledge, training, and security clearance to perform the services required
by this Task Order for each specific functional area.

C.1.7.2.2.3 The contractor shall maintain agreed upon staffing levels at or above

C.1.7.23

Cc1t173
C.1.7.31

95% for the tife of the Task Order.

Subcontractor Personnel: Subcontractors must comply with all employee
provisions identified in the Task Order.

Personnel Training

Personnel Proficiency: All  contractor Personnel shall be trained,
competent, and skilled in the performance of their assigned work. The
contractor shaill ensure they provide any necessary refresher training to their
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amployees in order to maintain required certification levels and proficiency to
perform assigned duties.

Employee Training: The contractor shall be responsible for all new and
recurring training of contractor personnel in such a manner as to ensure
performance of all tasks required by this Task Order. The contractor shall
provide the Government an empioyee-training plan, identifying both initial and
recurring training, including any DHS required training the contractor envisions
to ensure personnel remain current in their areas of responsibility. (CDRL
C.1.7-4, Employee Training Plan)

C.1.7.3.2.1 The contractor shail conduct or provide to their empioyees detailed

instruction on Government statutes, regulations, poiicies, and guidelines in
areas such as employee conduct ethics, safety, security, health, fire
prevention, and the environment as they pertain to the operations specified
in this Task Order. This contractor shall conduct or provide this training
upon initial employee hire, annually, and as directed by thé Government.
The contractor shall ensure all new employees attend DHS Security
Education, Training, and Awareness training as described in DHS
Management Directive (MD} 11053,

C.1.7.3.2.2 The contractor shall develop, implement, and maintain written guidelines

or standard procedures necessary for effective accomplishment of Task
Order requirements. The contractor shall comply with all Privacy Act and
other reguiations govemning personal and private information.

C.1.7.3.2.3 The contractor shall conduct any remediation training necessary to

C.1.7.3.3

C.1.74
C.1.7441

ansure competency of contractor employees. The contractor shall conduct
remediation training in a manner to minimize adverse impact on contract
performance and interruption of normal business processes.

Knowledge Management: The contractor shall develop, maintain, update,
and implement a knowledge management system for retention and referencing
of processes, procedures, best practices, lessons learned, and any other
information that can be used to enhance IT operations. The knowledge
management system shall reside on the DHS intranet and be accessable to
DHS IT management and the contractor’s personnel.

Personnel Security Requirements

Access Requirements: The Government has the right to restrict and control
access to its facilities, property, and data, including those identified in this Task
Order. The contractor shall ensure all contractor employees pass DHS
suitability screening requirements, and receive an Entry on Duty (EOD) date
from the DHS Office of Security, prior to beginning performance. Personnel
requiring clearances under the task order will not be siigible for billing to the
Government prior to EOD determination. Contractor administrative/support
staff personnel not requiring EOD determinations are availabie for billing to the
government upon task order award. The Government will be the final authority
in determining access privileges. The Government's exercise of its right to
grant and revoke the access of particular individual(s) to its facilities, or parts
thereof, shall not constitute a breach or change to the Task Order. Regardless
of whether the contractor employs said individuai(s), and regardiess of whether
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it precludes said individual{s) from performing work under the resuiting Task
Order.

Personnel Security Clearances: Much of the scope of work required within
the Task Order requires access !0 classified data and/or classified areas.
Personnel requiring access to classified data and/or classified areas are
required to have a current Secret, Top Secret, or Top Secret/Sensitive
Compartmentalized Information (TS/SCI} access authorization clearance prior
to the commencement of the work. All access authorization clearances must
be active and in place prior to the start of any work on any tasking within this
Task Order which requires a clearance. DHS has final authority on determining
an individual's security clearance eiigibility. The contractor shall submit
requests for security clearances for staff. All personnel assigned to functions
describad in this document must be U.S. Citizens. Contractor administrative or
technical personnel who will not require access to classified areas or
information will not require access authorizations. The contractor shall identify,
on the contractor Employee Roster, those employees who require access 1o
restricted areas or classified information, and shall obtain and maintain the
appropriate security clearances as identified in this solicitation.

Personnel Access Badges: The contractor shall ensure all contractor
personnel requiring access authorization have valid badges and shall collect
and returmn badges for employees: 1) who are no longer working on the Task
Order; 2) who no longer require access; 3) upon expiration of badges; or 4)
when the Task Order expires or terminates. The contractor shall retum badges
to the appropriate DHS security office. The contractor shail notify the COTR
by e-mail within one hour of any of these occurrences and retum the badges to
the appropriate DHS security office.

Personnel Separation: The contracter shall ensure all contractor personnel
who are no longer working on the Task Order, or when the Task Order expires
or terminates, shall comply with DHS established contract employee separation
procedures.

CA1.8 CONTRACTOR INTERFACES

c.1.81
c.1.8.11

Personnel Performing Security/Continuity/Quality

Coordination with Other Performing Activities: The contractor shall
coordinate with Government and third party contractor personnel performing
required services in areas associated with the requirements of this Task Order.
Some examples of the required services are personnel performing security and
continuity functions, audits, inspections, delivery services, construction, and
telecommunication services.

C.1.8.1.1.1 The DHS COTR will faciiitate initial contact between the contractor and

other third party contractors performing work for DHS, as necessary. The
contractor shall provide support services to other third party contractors
within the scope of this Task Order as required by the Government.

C.1.8.1.1.2 The contractor shall notify the COTR in writing of unresolved disputes in

receiving support from or providing support to customers or other third party
contractors within two business days from the time the dispute occurs,
unless otherwise specified in SLAs. (CDRL C.1.8-1 Unresolved Dispute
information)
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Inspection by Government Agencies: Per FAR 52 246-6 the contractor
shall provide access to and cooperate with Government personnei conducting
official inspections and surveys. Government personnel other than CO or
Quality Assurance Personnel may periodically observe contractor operations.
However, the CO is the only person that may obligate the Government or direct
contractor operations. The foilowing list identifies agencies performing
inspections:

+ Quality Assurance Evaiuators

« Property Inspectors

« The Inspector General (IG)

+ Other offices in the DHS such as the Facilities and Services Department

+ Other federal agencies such as the Occupational Safety and Health
Administration (OSHA)

« Environmental Protection Agency (EPA)

¢« Government Accountability Office (GAQO)

« General Servicas Administration {(GSA)

+« Defense Contracting Audit Agency {DCAA)
+ DHS Office of Security

C.1.9 QUALITY ASSURANCE AND QUALITY CONTROL

c.1.91
C.1.9.11

Quality Assurance

Quality Assurance: The Govemment will evaluate the contractor's
performance under this Task Order. For those tasks listed in the Performance
Requirements Summary (PRS), TE C.1.6-001, the AQuality Assurance
Persannel (QAP) or evaluators will follow the methods of surveillance specified
in this Task Order. The Government will conduct surveillance according to
standard inspection procedures or other Task Order provisions. Any action
taken by the CO because of surveillance will be according to the terrms and
conditions of this Task Order.

C.1.9.1.1.1 The COTR will record the results of surveillance. The COTR will provide

c.1.9.2
C.1.921

copies of surveillance reports to the contractor. The contractor shall sign the
surveillance reports and return them to the COTR within two business days.
The contractor shall annotate on the signed copy any exceptions or
disagreement with the surveillance report.

Quality Control

Quality Control: The contractor shali provide a revision to the Quality
Control Plan submitted as part of the Contractor's proposal, to the COTR for
approval within 20 business days of Task Order award. The plan shall include
a detailed description of the processes used during performance to ensure the
services meet or exceed the requirements of the Task Order and contract. The
plan shall address each mission essential objective of the PRS, and all athers
considered necessary to meet the Task Order requirements. The pian shall
systematically provide for early identification of nonconforming services,
develop, maintain, update and implement metrics to track performance trends,
detail corrective action plans including milestones. {(CDRL C.1.9-1, Quality
Cantrol Plan)
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C.1.9.2.1.1 Revisions to the Quality Centrol Plan may be required at any time. The
contractor shall make appropriate revisions and obiain acceptance of the
revised plan from the COTR. The contractor shall provide revised copies of
the Quality Controt Plan to the COTR and Quality Assurance Pearsonnel
(QAP} upon approval from the COTR.

C.1.9.2.1.2 The contractor shall maintain records of the work sampled and the
results of the inspaction for each discrete sample. The records shall allow
the COTR to review each discrete sample and validate the determinations
made during the performance of Quality Control.

C.1922 Customer Evaluation: The contractor shall create, maintain, and update a
customer evaluation pian to include identifying and implementing customer
satisfaction improvements, as part of the Quality Control Plan. The contractor’s
plan shall adhere to the ITIL framework for Service Delivery and Service
Support. The contractor shall submit the final plan to the COTR for approvai no
later than 20 business days after Task Order award. The COTR may require
changes to the plan at any time during the life of the Task Order. The
contractor shall submit their changes within 20 business days of the requested
change. (CDRL C.1.9-2, Customer Evaluation Plan)

C.1.10 PROPERTY CONTROL

The contractor's property control procedures shall comply with FAR 52.245-5, Government
Property (Cost-Reimbursement, Time-and-Material, or Labor-Hour Contracts).

C.1.11 OPERATING ENVIRONMENT
C.1.11.1 Operating Hours

C1.11.11  Hours of Operation and Government Holidays: The normal hours of
operation are 8:00 AM. to 5:00 P.M. Various functions within the Information
Technology Services Office require 7X24X365 (366 for leap years) coverage
as addressed in Table 2 below and in section C.5.

Table 2 - Operating Hours

Requlred Security
Functional Service Area Work Hours Clearances
Application and Management | 8 AMto 5 PM.’ Suitability, Secret, Top
Support Services Secret, Top Secret/SCI
Deployment Support BAMto5PM. Suitability, Secret, Top
Secret, Top Secret/SCI
infrastructure Engineering BAMtoS5PM. Suitability, Secret, Top
Secret, Top Secret/SCI
Testing 8AMto5P.M. Suitability, Secret, Top
Secret, Top Secret/SCI
Operations and Maintenance | 7X24X365 (366 for Suitability, Secret, Top
for End User Support: ieap years) Secret, Top Secret/SCI
Help Desk 5x12 desk side
support operations,

' Monitoring is 24X7X365 (366 for leap years)
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Required Securlty
Functlonal Service Area Work Hours Clearances
. with provision that
Desk Side Support designated VIPs are
entitled to on call
support
Video Teleconferencing 8AMto5P.M? Suitability, Secret, Top
Secret, Top Secret/SCI
Satellite/Cable TV Operations | 8 AMto 5 P.M. Suitability, Secret, Top
Secret, Top Secret/SCI
Phone and PBX Operations | 8 AMto5P.M.° Suitability, Secret, Top
Secret, Top Secret/SCI
Network Management Center | 7X24X365 Suitability, Secret, Top
(366 for leap years) Secret, Top Secret/SCI
Security Management Center | 7X24X365 Suitability, Secret, Top
(366 for leap years) Secret, Top Secret/SCI
Communications Security 7X24X365 Suitability, Secret, Top
(COMSEC) Management (366 for leap years) Secrat, Top Secret/SCI
Continuity Management BAMto5PM. Suitabiiity, Secret, Top
Secret, Top Secret/SCI

C1.1112

The days specified in Table 3 below are the legal public holidays. The

contractor will aghere o the Government holiday schedule. If the holiday fails
on a Saturday, the recognized Federal holiday is the preceding Friday. If the
holiday falls on a Sunday, the recognized Federal holiday is the following

Monday.

Table 3 — Federal Holldays

Hollday

Date

New Year's Day

1st day of January

Martin Luther King's Birthday

3rd Monday in January

President's Day

3rd Monday in February

Memorial Day

Last Monday in May

Independence Day

4th of July

Labor Day

1st Monday in September

Columbus Day

2nd Monday in October

Veteran's Day

11th of November

Thanksgiving Day

4th Thursday in November

Christmas Day

25th of December

2 Limited coverage required 24X7X365 (366 for leap years)
3 Limited support required 24X7X365 (366 for leap years)
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C.1.11.1.3 Hours of Operation Other Than Normal: There will be mission situations
that require the contractor to work other than normal hours. Such scheduling
may require accomplishment of contractor work at times other than normal
operation hours; the CO, or appropriate Government representative, will
approve in writing work outside normal operation hours when required.
Qvertime shall only be permitted when approved in writing by the CO,

C.1.11.2 Operations Under Adverse Conditlons

C.1.11.21 Emergencies and Special Events; The contractor shall respond to
emergencies as governed by procedures prescribed by the DHS in accordance
with its applicable statutes, regulations, orders, policies, and guidelines, The
DHS may have the need to extend contractor tour of duties, hours, and
bringing on additional cleared contractor personnel in the event of a major
emergency. The contractor shall provide surge personnel support, as directed
by the CO, in response to emergencies or special events. Emergencies may
consist of natural disasters, terrorist threats or events, slevation of the DHS
threat level or as designated by the Department. In the event of any
emergency, the CO may initiate contractor action by a verbal authorization.
The CO will define a task order in a timely manner or as time permits after the
emergency is contained or resolved.,

C.1.11.2.1.1 Extreme weather conditions and natural disasters (such as tornados,
flooding, snow, and ice) may warrant temporary office evacuation or office
closure. The contractor shall respond to extreme weather conditions
according to DHS direction, and shall inform all employees of these
instructions. During normal duty hours, the normal chain of management
will provide notification of facility closures. During non-duty hours, local
radio and television channels will provide notification. Facility closings shall
in no way interfere with the contractor operation and maintenance of the
critical systems. All contractor employees identified as essential personnel
shall remain on duty or report for duty in accordance with the Emergency
Situations and relevant Continuity of Operations (COOP), iT Contingency, IT
Disaster Recovery/Business Continuity Plan.

C.1.11.21.2 The contractor shall participate in all scheduled and unscheduled fire
drills, Shelter in Place, and other scheduled safety and emergency-training
exercises, which may necessitate interrupted services uniess directed
otherwise. The Government will consider such interruptions when assessing
contractor performance for the affected period.

C.1.11.2.2 Building Occupant Emergency Plan Compliance: Contractor personnel
shall compiy with all building occupant emergency plan activities such as
building evacuations and shelter in place.

C.1.11.2.3 Personnel Response to IT Continuity Events: Key contractor personnel and
contractor personnel with critical skills shall report to and perform duties at
alternate sites during IT continuity events, as directed by the Government. The
contractor shall provide personnel resources to respond to IT continuity events,
The contractor should consider such things as cross-fraining and providing
personnel who would be able to respond from outside the metropolitan area
(i.e. individual with appropriate skill sets who would be unaffected by issues in
the Baltimore-Washington metropolitan area).
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C.1.11.24 Performance of Services during Crisis: The following services are essential
during crises declared by the DHS Secretary or the President of the United
States. All basic services and operations will continue as directed by the
COTR. The contractor shall submit an essential personnel list, to include
designated emargency POCs, to the COTR within ten business days after Task
Order start and shall update monthly for changes throughout the life of the
Task Order. The list shall contain the individual's name, address, home phone
number, beeper number or cell phone number, security clearance, and duty
title. Upon notification of a crisis by the COTR, the contractor shail perform the
essential services identified in the CIO COOP implementation Plan. The
COTR will direct implementation of Services undsr this provision at any time as
required to meet mission requirements. (CDRL C.1.11-1, Essential Parsonnel
Contact List)

CA1.113 Travel

C.1.11.3.1  Authorization and Restrictions: Contractor personnel may be required to
travel to support the requirements of this Task QOrder. Long distance and local
travel may be required in the Continental United States (CONUS). The
Government expects the contractor to have a facility within the Washington DC
Metropolitan area. The Government will not reimburse local travel within a 50-
mile radius from the contractor's facility or the contractor's assigned duty
station. This includes travel, subsistence, and associated labor charges for
travel time. The Government will not reimburse travel performed for personal
convenience and daily travel to and from work at the contractor's facility. The
Government will authorize travel, subsistence, and associated labor charges
for travel beyond a 50-mile radius of the contractor's facility or assigned duty
station; HOWEVER, the COTR shall previously approve ali travei outside the
Washington DC Metropolitan area. The Government will reimburse authorized
travel in accordance with the Federal Travel Regulation. The Government will
not reimburse travel without prior approvat from the COTR. The contractor’s
request for travel shall be in writing or electronic as directed by the COTR and
contain the dates, locations and estimated costs of the travel.

C.1.11.3.2 Costs: The contractor shall, to the maximum extent practicable, minimize
overall travel costs by taking advantage of discounted airfare rates available
through advance purchase. Charges associated with itinerary changes and
canceilations under nonrefundable airfine tickets are reimbursable as iong as
the changes are driven by the work requirement. Costs associated with
Contractor travel shall be in accordance with FAR Part 31.205-46, Travel Costs
and applicable Federal Travel Regulation. If any travel arrangements cause
additional costs to the contract that exceed those previously negotiated, written
approval by contract modification issued by the CO is required prior to
undertaking such travel. (CDRL C.1.11-2 Travel Requests)

C.1.12 CONTRACT TRANSITION
C.1.12.1 Transition and Phase In

C.1.12.1.1  Transition Plan: The contractor shall provide a ravision to the Transition
and Phase-in Plan submitted as part of the Contractor's proposal, to the COTR
for approval within 20 business days of Task Order award. The Transition Plan
shall include milestones, which will indicate how the contractor plans to migrate
all existing services from the current providers, add new services, and
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minimizing operational and project impacts, and when properly trained,
qualified, and certified personnel will accomplish full assumption of all
requirements identified in the Task Order by the completion of the transition
pericd. The transition plan shall include start up, mobilization schedule, and
transition depicting the chronclogical sequence of events, which the contractor
shall accomplish beginning on Task Order start date. The contractor shall
incorporate termination dates of existing contractor performance periods and
Phased Termination Dates and TE C.1.12-002, DHS Projects). The contractor
shall demonstrate the ability to quickly staff the requirement in order to meet
the transition schedules dictated by the expiring Task Orders. The contractor
shall demonstrate the ability to ensure proposed personnel are vetted to ensure
they meet DHS suitability and security clearance process (See paragraphs
C1.741 and C.1.7.4.2) thus aiding in a more expedient process. The
contractor shall perform analyses and planning to develop the plans for
transitioning the DHS services and sites to their operations. The guiding
principle for this will be the use of innovation in developing and providing
functionality to include transition and consolidation strategies for DHS assets
both present and future, and the use of COTS application whenever
advantageous to the Government. The Transition Plan shall include the plans
for migrating assets, data, and services. The overall transition period shall not
exceed 12 months. (CDRL C.1.12-1, Contract Transition Plan)

C.1.12.1.2 Transition Tasks: Starting the first day of the transition period, the

contractor shall ensure necessary personnel actions, appropriate training,
(including any required certifications), as well as non-persennel considerations
such as materials and supplies, equipment, faciliies, sub-contracts, leases,
environmental issues, safety and security, etc. are accomplished in accordance
with the accepted transition plan. The contractor shall perform relocations of
equipment as directed by the COTR.

C.1.12.1.3 Transition Ramp-up: The contractor shall fulfill the requirements (as

applicable} in sections C.1.12.1.1 and C.1.12.1.2 within the first six months of
the Task Order award. During this timeframe the contractor shall identify an
implementation strategy and perform critical tasks to expediently obtain
employee security clearances; recruit and staff required positions; conduct a
joint inventory of Govemment Furnished Equipment (GFE) and IT assets;
establish management processes and controls; and other tasks the contactor
deems necessary to initiate pre-transition and transition tasks within the first six
months of Task Order award. A subset of these tasks may be accompiished
during both the transition ramp-up and the base year of the Task Order award.

C.1.12.2 Phase Out
C.1.12.21 Inventory: At the Phase-out of this Task Order the contractor and

Government shall conduct a joint inventory assessment of property accounts
for the contractor's staff (i.e. hand receipts of cell phanes, biackberries, etc.) to
ensure a full accounting of all Government property. The Government wili hold
the contractor liable for any damaged or lost equipment, and the contractor
shall ensure all cther Government equipment is in working order.

C.1.12.22 Observations: The contractor shall permit the successor contractor (and

the successor contractors smployees) to observe and become familiar with
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any and all operations specified in this Task Order for a minimum of 90
business days, or for a COTR specified timeframe, prior to the expiration or
termination of the Task Order.

C.1.12.2.3 Maintenance of Systems, Files, and Data: The contractor shall maintain
the full operational status of all Government systems and equipment, and
continue all current work in progress until the successor contractor assumes
full operationat responsibility. The contractor shall not destroy, delete, or
otherwise dispose of any files or data upon expiration or termination of the
Task Order, without prior permission from the COTR.

C.1.12.24 Cooperation: The contractor shall fully cooperate with the successor
contractor and the Government so as not to interfere with their work or duties.
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C.2 DEFINITIONS AND ACRONYMS
C.21  DEFINITIONS

The definitions set forth below are those unique or used in this Task Order. Definitions for
technical terms of words which are included in this Task Order can be found in the technical
documents referenced in the individual functional areas of the Task Order. The definitions
provided below are oriented to DHS's Task Order. {n many cases definitions are specific by
situation. The total listing of definitions is not all-inciusive, but it has been derived from
official publications (e.g., regulations and technical manuais and industry standards) when
available.

Note: in the event of a conflict between any definition in this section and a comparable
definition in the Federal Acquisition Regulation, the latter shall prevail.

A LAN: The DHS unclassified network

Acceptance, Approved (as Directed, as Permitted, as Required): Where these words
or words of similar import are used, it shall be understood that the direction, requirement,
permission, approval, or acceptance of the Contracting Officer {(CO) or Contracting
Officer's Technical Representative (COTR) is intended, unless stated otherwise.

Acceptable Quantity Level (AQL): Represents the required success rate for each
output that comprises the total workioad. The AQL is reasonable to aliow for the
possibility of unexpected problems that prevent some outputs fromm meeting the
requirements of the performance standards. The AQL is a percentage value of the
number of performances of each output that must adhere to the performance standard
set for that output. AQLs are determined based on agency directives or historical records
of Government performance.

Accountability: The obligation of both the contractor and the Government to fuffill the
requirements of this Task Order. This includes item such as the contractor's
responsibility to maintain accurate and complete records of documents, funds and
property.

Accreditation: The formal declaration by a Designated Approving Authority (DAA) that
an information system (IS) is approved to operate in a particular security mode using a
prescribed set of safeguards to an acceptabie level of risk.

Approval: The process through which the Government provides authorization to the
contractor to proceed with an action. An approved authorization must be in writing.

Avallabllity: A measure of the degree to which an item is in an operable and
committable state at the start of any task or mission, when the task or mission is called
for at an unknown {random} point in time.

Authentication: A securily process designed to astablish the validity of a transmission,
message or onginator or to verify an individual's eligibility to receive specific categories of
information.

Authorization: The process of granting or denying access to system objects based on
an individual or entities identities, roles or other qualifying characteristics (e.g. clearance
level).

Availability period: The amount of time the system(s), or the total system, is functioning
so that the customer can get work done.
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Baseline: A specification or product that has been formally reviewed and agreed upon,
and thereafter serves as the basis for further deveiopment and can be changed only
through formal change-control procedures or a type of procedure such as configuration
management (CM).

Basic Rate Interface (BRI): A level of service within the integrated Services Digital
Network (ISDN). The BRI includes a number of B-channels and a D-channel; B-channels
carry data, voice, and other services and the D-channel carries control and signaling
information,

Biennlally: One time every two years
Bimonthly: One time every two months
Biweekly: One time every two weeks
C LAN: The DHS Top Secret network

Certificate: Digital documents attesting to the binding of a public key to an individual or
other entity. They allow verification of the claim that a given public key does in fact
belong to a given individual. Certificates, also called digital certificates, are issued by a
Certificate Authority and contain the public key and other identification information
relating to the certificate requester.

Cortification: Certification is the comprehensive evaluation of the technical and non-
technical security features of an information System (IS) and other safeguards, made in
support of the accreditation process, to establish the extent to which a particular design
and implementation meets a set of specified security requirements.

Certiflad Information Systems Security Professional (CISSP): A professional
certification in information systems security administered by the International Information
Systems Security Certification Consortium (ISC)*®

Channel Service Unit/Data Service Unit (CSU/DSU): A digital-interface device used fo
connect a router to a digital circuit such as a T1 or T3 iine.

Classifiad: Documents, data, information, systems, products, services, items, etc for
which access is limited to those persons having a "need to know" and appropriate
sacurity clearance.

Clearance: Authority permitting individuals cooperating in DHS work, and having a
legitimate interest thersin, access to classified technical information, material, or
aquipment or admission to restricted areas or facilities where such information or material
is located.

Commercial Off The Shelf (COTS): Describes software or hardware products that are
ready-made and available for sale to the general public.

Common Operating Environment (COE): A listing of components (hardware and
software) that captures the concept of a common or shared operating environment
across an enterprise or organization; provides a standard for the organization to be
common operating environment (COE} compliant.

Common Vulnerabilities and Exposures (CVE): An index of standardized names for
vulnerabilities and other information security exposures. CVE aims to standardize the
names for all publicly known vulnerabilities and security exposures. The CVE database is
operated by the MITRE corporation, and is sponsored by the Department of Homeland
Security.
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Confidentiality: Assurance that information is not disclosed to unauthorized entities or
processes.

Configuration Management (CM): A discipline applying technical and administrative
direction and surveillance to: (a) identify and document the functional and physical
characteristics of a particular item, system, etc; (b} control changes of those
characteristics; and (c) record and report changes to processing and implementation
status.

Conflict of Interest (COl): According to DHS Clause 1337, "Conflict of interest means
that because of other activities or relationships with other persons or organizations, a
person or grganization is unable or potentially unable to render impartial assistance or
advice to the Government, that the person's or organization’s objectivity in performing the
Task Order is or might be otherwise impaired, or that the person or organization has or
might acquire an unfair competitive advantage.”

Configuration: The functional or physical characteristics of equipment, systems,
hardware or software set forth in technical documentation and achieved in a product.

Conservation: The protection, improvement, and use of natural resources according to
principles that will provide optimum pubiic benefit and suppart of DHS’s mission.

Continuity of Operations (COOP). The COOP focuses on restoring and organization’s
(usually headquarters element) essential functions at an alternate site and performing
those functions for up to 30 days before retuming to normal operations. Because a
COOP addresses headquarters-level issues, it is developed and executed independently
from the Business Continuity Plan (BCP). Implementation of a viable COOP capability is
mandated by PDD 67, Enduring Constitutional Governmental and Continuity of
Government Operations. FEMA, the Federal Government's executive agent for COOP,
provides COOP guidance in FPC 65, Federal Executive Branch Continuity of Operations.
Standard elements of a COOP include Delegation of Authority statements, Orders of
Succession, and Vital Records and Databases. Because the COOP emphasizes the
recovery of an organization's operational capability at an altemate site, the plan does not
necessarily include {T operations. |n addition, minor disruptions that do not required
relccation to an alternate site are typicaily not addressed. However, COOP may include
the BCP, Business Resource Plan (BRP), and disaster recovery plan as appendices.
(Source: NIST 800-34, Contingency Planning for Information Systams)

Contract Data Requirements List (CDRL). Data required to be submitted by the
contractor to the Government. A proper and correct submission of a CDRL is evidenced
by the following criteria: completeness, accuracy of data, preparation in accordance with
applicabte mandatory publication or other prescribing document, signature or initials by
the certifying official, and correct and timely tumn-in or distribution.

Contract Modification: Any written alteration in the terms and conditions of the contract
or Task Order, such as specifications, delivery point, rate of delivery, Task Order period,
price, quantity, or other Task Order provisions.

Contracting Officer (CO): An individual appointed in accordance with procedures
prescribed by the Federal Acquisition Regulation with the authority to enter into,
administer, and terminate contracts and make related determinations and findings.

Contracting Officer's Technical Representative (COTR): The individuat or individuais
appointed by the Contracting Officer to act as the authorized Government representative
and to oversee contractor performance.
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Contractor: The term contractor, as used herein, refers to the principle/prime contractor.

Contractor Furnished Equipment (CFE): That equipment that the contractor includes
in its offer in order to perform the requirements of the Task Order, and that is not covered
under Government-Furnished Property (GFP).

Contractor-Furnished Property (CFP}: Equipment and facilities provided by the
Contractor to perform the Task Order requirements.

Corractive Action: Consists of those efforts required to correct reported deficiencies
and mitigate reoccurrence of defects.

Critical Design Review (CDR): The CDR is a multi-disciplined technical review to
ensure that the system under review can proceed into system fabrication, demenstration,
and test; and can meet the stated performance reguirements within cost (program
budget}, schedule (program schedule}, risk, and other system constraints. Generally this
review assesses the systemn final design as captured in product specifications for each
configuration item in the system, and ensures that each product in the product baseline
has been captured in the detailed design documentation.

Customer: Any recipient of a service described in Section 5, Specific Work
Requirements of the Task Order.

Damage: A condition that impairs either value or utility of an article; may occur in varying
degrees. Property may be damaged in appearance or in expected useful life without
rendering it unserviceable or less useful. Damage also shows partial non-serviceability.
Usually implies that damage is the result of some act or omission.

Data Integrity: Condition that exists when data is unchanged from its source and has
not been accidentally or maiiciously modified, altered or destroyed.

Database: A collection of records, in one or more files, which are often coded for rapid
search and retrieval via computer.

Defense Message System (DMS): The system of record for organizational messaging
used by the Department of Defense. It is a modified commercial-off-the-shelf (COTS)
application that provides multimedia messaging, directory, and security services. DMS
uses the underlying Defense Information Infrastructure (DIl) network and security
services in conjunction with National Security Agency (NSA) security products.

Degauss: Destroy information contained in magnetic media by subjecting that media to
high-intensity altemating magnetic fields, foliowing which the magnetic fieids slowly
decreass.

Degausser: Electrical device or hand-held permanent magnet that can generate a high
intensity magnetic field to sanitize magnetic storage media.

Denial of Service: Any action or series of actions that prevent any part of a system from
functioning in accordance with its intended purpose. This includes any action that causes
unauthorized destruction, modification or delay of service.

Desktop Administration: Services provided in the operation and maintenance of an
individual’s desktop computer. This includes services such as instailation of a new
system, hardware upgrades, relocation and removal of hardware, installation and
upgrade of software applications and operating system. |t also includes configuration of
hardware and software, backup and restore, performance monitoring and tuning, problem
tracking and error detection, needs assessment, procurement, disposal, and inventory
management.
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Desktop Computer: Distributed computing resource, either networked or standalone,
consisting of a CPU, keyboard, monitor, and a screen manipulation device, such as a
mouse. This typically includes PCs, Apple Macintoshes, UNIX based workstations, X-
terminals and other terminals. This definition excludes mainframes, supercomputers and
midrange computers.

Desktop Configuration: The hardware and software characteristics associated with a
desktop computer (UNIX, PC, Macintosh, and X-Terminal). Hardware characteristics
include: CPU, RAM, amount of disk storage, size of monitor, cards installed in the
system unit, and devices attached directly to the system unit. Software characteristics
inciude: identification of COTs application software in use on the workstation, operating
system, and a description of any commoniy distributed custom applications.

Digital Video Disk (DVD): An optical disc storage media format that can be used for
data storage.

Discrepancy: A variance between contractually required and actual parformance.

Disposal: The disposition of excess assets {including intellectual and real property,
industrial and persanal property) by the Government in accordance with DHS regulations
and the FAR.

Document Type Definitlon {(DTD): A DTD defines the legal building blocks of an XML
document. It defines the document structure with a list of legal elements.

Downtime: The amount of time when an end user's access to network services is
impaired. Downtime for each incident shall be the period betwean the time of failure and
the time that the system is returned to the Governmaent fully operational.

Due Diligence: The purpose of Due Diligence is for the contractor to validate the
inventory and environment portrayed during the master Task Order award and account
for any changes that have occurred batween Task Order award and the Task Order start.
if there is a discrepancy found which exceeds parameters, then a due diligence price
adjustment will be submitted. The Due Diligence period shall be limited to not more than
20 business days unless a longer periad is granted by the CO.

E-Government: One of the five key elements of the President's Management Agenda
designed to make better use of information technology (IT) investments to eliminate
hillions of dollars of wasteful Federal spending, reduce Government's paperwork burden
on citizens and businesses, and improve Government response time to citizens. A key
goal is for citizens to be able to access Government services and information within three
“clicks,” when using the Internet.

Electronic Signatures In Global and Natlonal Commerce Act (ESIGN): A U.S. Code
that facilitates the use of electronic records and signatures in interstate and foreign
commerce by ensuring the vaiidity and legal effect of contracts entered into electronicaily.

Emaergency: The reporting of sudden, usually unforeseen, occurrences where life or
praperty are in immediate danger and requira immediate action.

Employee: An employee includes both contractor employees and subcontract
employees,

Enterprise Acquisition Gateway for Leading Edge Solutions (EAGLE): The DHS
contracts for Information Technology (IT) support services that will enable DHS business
and program units to accomplish their mission objectives.
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Enterprise Architecture (EA): A description including graphics of the systems and
interconnections providing for or supporting various functions. EA defines the physical
connection, location, and identification of such key nodes as circuit and network
platforms, and allocates system and component performance parameters. Shows how
multiple systems within a domain or an operational scenario link and interoperate, and
may describe the internal construction or operations of particular systems in the systems
architecture.

Enterprise Change Control Board (ECCB): The board responsible for reviewing any
incoming change requests, inciuding both enhancements and defects. The first step
focuses on triage, whare high severity defects are assigned to the support team so that
they can be dealt with by a hot fix. Lower severity defects and all enhancement requests
will be evaluated by the board in order to determine which change requests are to be
acted upon and which systems will be affected so that the change request may be
assigned appropriately.

Facilities: Property used for production, maintenance, research, development or testing.
It includes plant equipment and real property. It does not include material, special test
equipment, special tooling or agency peculiar property.

FAR: Federal Acquisition Regulation.

FASTLANE: FASTLANE is a high speed asynchronous transfer mode (ATM) encryptor
for local and wide area network multimedia applications (i.e., voice, video, data, and
imagery). FASTLANE supports permanent and switched virtual circuits, point-to-point
and point-to-multi-point, simplex and duplex connections. [t provides authentication and
end-to-end protection of user information up to the Top Secret/Sensitive Compartmented
Information level. :

Fiscal Year (FY): A period of 12 months beginning 1 October and ending 30 September
of the following year. Fiscal year is designated by the calendar year in which it ends.

Government Furnished Equipment (GFE): A term used in this Task Order to mean
equipment in the possession of, or directly acquired by, the Government and
subsequently made available for the use by the contractor solely in the performance of
this Task Order.

Governmant Fumished Property {GFP): A term used in this Task Order to mean
property in the possession of, or directly acquired by, the Govemmaent and subsequently
made available for tha sole use of the contractor in the performance of this Task Order.
Facilities, equipment, and materials in possession of, or acquired directly by the
Government, and subsequently provided to the contractor.

Government Off The Shelf (GOTS): Software developed for and owned by the
Government.

Guidance: A statement of direction such as, rules, laws, regulations, guidelines, and
directives.

Heterogeneous: Environment in which platform architectures may differ.
Homogenous: Environment in which platform architecture is the same.
HSDN LAN: The Homeland Secure Data Network that transmits classified information

Information Technology Management (ITM): Activities related to management support
of IT related policy development, strategic planning, capital planning, resource
management, and special projects.
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Infrastructure: Identifies the top-level design of communications, processing, and
operating system (OS) software and describes the performance characteristics needed to
meet database and application requiremenis. 1t includes processors, OS, service
software, and standards profiles that include network diagrams showing communication
links with bandwidth, processor locations, and capacities to include hardware builds
versus schedule and costs. The active and passive components used o transfer
information between two points. Infrastructure includes items such as cable plant,
premise wiring, phone switch, routers, hubs, concentrators, Ethernet switches, and
antennae.

Inspaction: Determination and identification of the condition of equipment, facilities,
services, systems and all other work output, with reference to contractual requirements.

Integration: The result of an effort that seamlessly joins two or more similar products
(for example, individual system elements, components, modules, processes, databases,
or other entities) to produce a new product. The new product functions as a replacement
for two or more similar entitias or products within a framewaork or architecture.

Integrator: A public or private sector entity that develops, assembles, and executes a
comprehensive solution to complex information technology requirements.

Interoperability: The condition achieved when information can be exchanged directly
and satisfactorily between two or more systems or components., The congept of having
free and open methods to share data and IT services among different products of a
similar functional capability. Interface standards are adhered to for the maintenance of
service availability and consistent access methods. The use of proprietary features is
discouraged. Functional categories for interoperability standards include: desktop
systems; server systems; printing; network communications; word processing,
spreadsheet and presentation applications; calendar and scheduling applications;
application serving and license management.

Intrusion Detection Systam: Provides an additional layer of assurance through the
monitoring of network activity to detect and report suspicious, unauthorized, or harmful
activities.

Inventory Control: The process of managing, cataloging, and accounting for property
provided under this Task Order.

inverse Multiplexor (IMUX): A device that breaks up a high-speed transmission into
several low-speed transmissions, and vice versa., It is used to transmit LAN and
videoconferencing traffic over lower-speed digital channels.

Joint Inventory: A physical count of assets conducted by the contractor and the
Government for establishing the quantity and condition of property accountable to the
Contract.

Key Management: The process of managing keys. This includes ensuring that key
values generated have the necessary properties and making keys known in advange to
the parties that will use them. The process also ensures thai keys are protected as
necessary against disclosure and/or substitution.

Knowledge Management: The systematic process of finding, selecting, securing,
organizing, distilling, and presenting information in a way that maintains an ongoing
corporate knowledge.

Local: Policy or information pertaining to a particuiar DHS facility. For example, local
facility policy refers to the specific policies of each of the DHS facility locations.

C-31



Task Order 8/17/07
PROCUREMENT SENSITIVE

Local Area Network (LLAN): Data network system used to provide connectivity within a
logical boundary. In most cases, the extent of a logical boundary can be defined by the
service area associated with an assigned TCP/IP address space. This includes inter-
and intra-building cable piant or fiber ptant, Metropolitan Area Network connections,
backbones, and any active or passive components required to provide service from the
desktop up to a LAN or WAN/ISP interface.

Lot Size: Number of units or product of output from which a sample is derived.

Maintenance: The work required to preserve and maintain a real property facility or
piece of equipment in such condition that it may be effectively used for its designated
functional purpose. Maintenance inciudes activities such as preventing damage that
would be more costly to repair than to prevent, diaghosing faillures, and performing
corrective actions to ensure proper operation.

Mission Critical Systems: The systems used to support critical functions such as:
Emergency Warning Systems, Operational Voice Systems, Operationai LAN Systems,
Operational Intercommunication Systems, Operational Fire and Security Systems,
Secure Voice Systems (COMSEC).

Multiplexor: A device that merges several low-speed signals into one high-speed
transmission and vice versa

Network: A collection of Local Area Networks (lLAN)s under the administrative controi of
one organization. Networks typicailly use backbone technology to interconnect LANs and
are themselvas interconnected with the transmission system.

Network Interface: A network interface consists of the physical, logical and
management connections where there is a distinct change in management responsibility
or technical implementation. This can occur between two distinct networks or between a
user device and its supporting network.

National Institute of Standards and Technology (NIST): The Federal technology
agency that works with industry to develop and apply technoiogy, measurements, and
standards.

Normal Wear and Tear: Loss or impairment of appearance, effectiveness, worth, or
utility of an item that has occurred solely because of normal and customary use of the
itern for its intended purpose,

On-Site: Repairs or services performed at a customer’s location.

Organization: An administrative structure with a mission. The term is used in a very
broad sense throughout this document.

Other Direct Costs (ODC): Costs not previously identified as a direct material cost,
direct labor cost, or indirect cost; a cost that can be identified specifically with a final cost
objective that the Offeror does not treat as a direct material cost or a direct Iabor cost.

Personal Computer (PC): Deasktop and notebook computers.

Parsonal Digital Assistant (PDA): A small, portable, hand held computing device.
PDAs offer communications capabilities to include voice, e-maif, SMS, text messaging,
and web access.

Performance Requirements Summary (PRS): The portion of the Task Order which
documents Task Order requirements, the compeonent requirements related to each Task
Order requirement, and the standards and measures of performance.
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Performance Standard: A selected characteristic of an output of a work process that
can be measured in order to evaluate performance.

Personally Identifying Information (Pll}: Any piece of information which can potentially
be used to uniquely identify, contact, or locate a single person.

Personal Peripherals: Peripheral devices attached directly to individual desktops or
workstations. These devices include printers, scanners, plotters, modems, external hard
disks, etc.

Phase-In Perlod: The period(s) during which the contractor contends with the transfer of
performance responsibility from the existing provider to the contractor. During this period
the contractor shall organize, plan, recruit personnel, train, mobilize, develop procedures,
and accomplish all actions necessary to commence performance of the services at the
end of the transition period,

Phase-out Period: The approximately 90 business day period prior to completion of the
Task Order.

Preventive Maintenance: Systematic and cyclic check, inspection, servicing and repairs
of deficiencies, as well as reporting of deficiencies beyond scope of preventative
maintenance. Preventative maintenance includes accomplishment of routine
maintenance and repair.

Primary Rate Interface (PRI):. A telecommunications standard for carrying multiple DSO
voice and data transmissions between two physical locations.

Program: An organized set of activities directed toward a common purpose, objective,
or goal undertaken or proposed by an Agency to carry out assigned responsibilities. The
term is generic and may be applied to many types of activities. Acquisition programs are
programs whose purpose is to deliver a capability in response to a specific mission need.
Acquisition programs may comprise muitiple acquisition projects and other activities
necessary to meet the mission need.

Program Manager: The contractor representative who acts as the point of contact
{POC) with the Government and coordinates Task Order management.

Project: A single undertaking or task involving maintenance, repair, construction, or
equipment-in-place, in which a facility or group of similar facilities are treated as an entity
with a finite scope.

Protocols: Protocols are conventions and algorithms for the transmittal of information
over the network. Protocols exist at various layers of the stack and are often used to
perform a specific function, a unique network service or application. Service protocols
work in conjunction with the transport protocols to complete the required function(s).
Examples of service protocols are the Simple Mail Transfer Protocol (SMTP), File
Transfer Protocol (FTP), and Hypertext Transfer Protocol (HTTP).

Quality Assurance (QA): Actions taken by the Government to inspect or check goods
and services 1o determine that they meet or do not meet requirements of the Task Qrder.
See Quality Assurance Surveillance Plan for further detail.

Quality Assurance Personnel (QAP): The personnel responsibie for surveying the
cantractor's performance.

Quality Assurance Surveillance Plan {QASP): An organized written document used by
Government for quality assurance surveillance. Document contains sampling/evaluation
guides, checklists, and the Performance Requirements Summary {(PRS).
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Quality Control {QC): Those actions taken by a contractor to control the perfermance of
services so they meet the requirements of the Task Order. See Quality Control Ptan for
further detail.

Quality Control {(QC) Plan: The contractor's system to controi the equipment, systems,
or services so that they meet the requirements of the Task Order.

Random Sample: A sampling method whereby each service output in a lot has an equal
chance of being selected.

Remote Access: Logging into a computer system through a network or modem to
execute a command or manipulate data on that system.

Remote Communication: The services that allow a remote user to connect with an
address assigned out of the DHS's internal assigned address space. Typical examples
of this type of connectivity include: asynchronous modem/terminal server/dial-in service,
HSDN and ISDN service, and some wireless madem services.

Reportable Incident: Any event, suspectad event, or vulnerability that could pose a
threat to the integrity, availability, or confidentiality of systems, applications or data.
Incidents may resuit in the possession of unauthorized knowiedge, the wrongful
disclosure of information, the unauthorized alteration or destruction of data or systems
and violation of Federal or state laws. If such violations are detected or suspected, they
are to be reported immedtately to a security manager.

Requirement: Effort mandated by this Task Order, issued by a DHS contracting officer
{CO) and performed as directed by the CQO or their representative (COTR) within the
scope of the resulting Task Order.

Rastricted Area: Those areas designated by DHS that require control of personnel for
security reasons and/or equipment for protection of personnel, property and information.

Return to Service: The time taken to resolve the user's problem to the state that the
end user has full functionality restored as specified in the Service Level Agreements and
performance metrics,

Routine Call: A request for service with a response time as defined in the Technical
Exhibits.

Sample: A sample consists of one or more service outputs drawn from a lot, the outputs
being chosen at random.

Scheduled Outage: The maintenance, testing, or other contractor-initiated activity that
impacts the user's ability to access network services. A scheduled outage is not
considered downtime if the outage is not during business hours and occurs during the
COTR approved maintenance window timeframe.

Sacure Telephone Equipment (STE): STE is the U.S. Government's current encrypted
telephone communications system for wired or "landline” communications. 1t is intended
to replace the older STU-Ill systm. STE is designed to use |SDN telephone lines which
offer higher speeds of up to 128k bits per second and are all digital. The greater
bandwidth allows higher quality voice and can also be utllized for data and fax
transmission. STE sets are backwards compatible with STU-IIl phones.

Secure Telephone Unit, Third generation (STU M): STU ill are a line of secure
telephones.
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Security Systems: Defined to be only those that directly support a given communication
service. Examples of systems that would be inciuded are: policy enforcement points or
PEP security systems, phone or fax encryption systems, authentication or certification
systems, and World Wide Web or e-mail proxy systems.

Sensitive: Documents, data, information, systems, products, services, items, etc
requiring protection and controi because of statutory requirements or regulations.

Server Administration: Services provided in the operation and maintenance of servers.
This includes services such as installation of a new server and additional hardware,
installation and upgrade of software applications and network operating system, and
configuration of hardware and software. This also includes account management, backup
and restore, performance monitoring and tuning, security monitoring, problem tracking
and error detection.

Searvice Call: Any notification or request for service as defined in the Technical Exhibits.

Service Category: A classification for a group of services associated with a specific
functional use of a desktop computer. This is comprised of service characteristics for the
type of support needed by an individual performing a specific desktop computer function.
A suite of services will be packaged into a service category to define a service level
agreement.

Service Delivery Model: A Service Delivery Model places total responsibility on the
contractor for all component services and products needed to meet the customer’s
requirements. The customer then comes to the single contractor and selects from a menu
of services that best meet their needs. All servicas provided are governed by a Searvice
Level Agreement between the contractor and the customer that stipulates service quality
measures, pricing, and customer recourse for poor performance.

Sarvice Level: A unit used to identify characteristics and mefrics that define a particufar
type of support to be provided by the Contractor. Multiple service levels may be needed
for a type of service, such as hardware maintenance, to provide various degrees of
supportt needed by a computer user.

Service Leval Agreement (SLA): An agreement between the CIO's Office and its
supported customer to provide services at stated performance level.

Shall: The word "Shall” is used in connection with the contractor and specifies that the
provisions are mandatory as defined by the FAR,

Site Offices/Locations: Those support locations, offices, and facilities listed in TE
¢.1.3-002.

Software Categories: Desktop software is divided into three types: operating system,
utitities, and applications. Operating system software includes Windows XP, Windows
VISTA, and their successors. Ulility programs perform functions such as disk
management, file backup/recovery, file compression, memory management, security, and
virus protection. Application programs encompass a wide variety of programs required
by the end users to perform their work. Examples of programs in this category are word
processors, spreadsheets, email, groupware, desktop publishing, programming
languages, compilers, data base managers, and engineering tools.

Software Release: The date that a software developer makes their software product
publicly available. This date is often used in determining when a software product is
deployed to the computer desktop.
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Standard Operating Procedure (SOP): A comprehensive narrative description of
methods prepared by either the Government or contractor. A set of instructions covering
those features of operations that lend themseives to a definite or standardized procedure
without loss of effectiveness. The procedure is applicable unless ordered otherwise.

Supplies: ltems needed to equip, maintain, operate, and support the requiresments of
this Task Order and the resulting Task Order

System: Any entity that has input, process, output and feedback.

Tactical FASTLANE {TACLANE): Tacticai FASTLANE® was developed by the National
Security Agency (NSA) to provide network communications security on Internet Protocol
(IP) and Asynchronous Transfer Mode (ATM) networks for the individual user or for
enclaves of users at the same security level.

Task Order: An order placed for services by the CO in accordance with the terms and
conditions of the contract.

Task Order Start Date: Effective date of the Task Order and beginning of the Phase-In
Period as authorized by the CO at or following Task Order award.

Taest Readiness Review (TRR): TRR is a multi-disciplined technical review to ensure
that a subsystem or system under review is ready to proceed into formal test. The TRR
assesses test objectives, test methods and procedures, scope of tests, and safety and
confirms that required test resources have been properly identified and coordinated to
support planned tests.

Throughput Capability: The rate at which data can be transferred over a network. The
physical connection point into the operating network is able to support transferring
information at this rate. It does not necessarily mean that the computer is powerful
enough to transfer information at this rate. The performance requirements will
correspond to the slower of either the sender or the receiver of the data transfer. The
throughput is to be verified with a standard set of hardware and software. The validation
procedure of throughput capability shalt be performed at any time during the day. If the
specifications are not met, the network shall he considered down.

Transport Protocols: Protocols used specifically to provide the data transfer
mechanisms necessary to establish and maintain a reliable communications link to
transmit data across a network., These protocois are independent of the media and
topology of the underlying sub networks.

User: A person, organization, or other entity that employs IT related services provided
under this Task Order and the resulting Contract.

Utilities: Electricity, gas, water, sewage disposal, and steam are types of utilities used
under the performance of this Task Order.

Vulnerability Assessment/Risk Analysis: Identifying, characterizing, and testing
potential security exposures.

Wireless LAN Systems: The components and systems used fo provide network
connectivity without requiring 100% physical cable piant connectivity. Examples of these
are Bluetooth, infrared, laser, and radio based interconnection services.

Workstation: This is a networked or standalone computer. This computer is normaily
used for calculation or graphics intensive applications. It includes the CPU, monitor,
keyboard, and a mouse or other screen manipulation devices.
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C.2.2 ACRONYMS

ACRONYM TITLE
ACD Automatic Call Directory
ADPE Automated Data Processing Equipment
AlS Automated Information System N
AMMHS Automated Message Handling System
APQO Accountable Property Officer
ATO Authorization to Operate
AN Audie Visual
BA Bachelor of Arts
BMO Budget Management Office
BOM Bill of Materials
BPA Blanket Purchase Agreement
BRI Basic Rate Interface
BS Bachelor of Science
C&A Certification and Accreditation
CAP Contractor Acquired Property
CAR Contract Administration Review
CATV Cable Television
cBpP Customs and Border Protection
CBT Computer-based Training
ccB Change Control Board
CCli COMSEC Controlied items
CDR Critical Design Review
CDRL Contract Data Requirements List
CFE Contractor Fumished Equipment
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ACRONYM TITLE
CFF Contractor Furnished Facilities
CFO Chief Financial Officer
CFR Code of Federal Regulations
CIA Central Inteliigence Agency
ClO Chief Information Officer
Ciso Chief Information Security Officer o
CISSP Certified Information Systems Security Professional
CM Configuration Management
CMM Capabilities Maturity Model
CND Computer Network Defense
CNPPD Chemical and Nuclear Preparedness and Protection Division
CO Contracting Officer
COCO Contractor Owned, Contractor Operated
COMSEC Communications Security
CONOPS Concept of Operations
COOP Continuity of Operations Plan
HCOTR Contracting Officer's Technical Representative
COTS Commercial Off The Shelf
CPIC Capital Planning and Investment Control
CSIRT Computer Security incident Response Team
CSu/DSU Channel Service Unit/Data Service Unit
CvAM Controlled Vulnerability Assessment Methodology
CVE Common Vulnerabilities and Exposures
DAA Designated Accrediting Authority
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ACRONYM TITLE
DAC Discrationary Access Control
DCAA Defense Contracting Audit Agency
DCID Director of Central intelligence Directive
DHS Department of Homeland Security
DISA Defense Information Systems Agency
DITSCAP DoD Information Technology Security Certification and
Accreditation Process
DMS Defense Message System
DR Disaster Recovery
DoD Department of Defense
mDoS Denial of Service
DSN Database Source Networks
D&S Digitai Satellite Service
DTD Document Type Definition
DVD Digital Video Disk
EA Enterprise Architecture
EACQOE Enterprise Architecture Center of Excelience
EAGLE Enterprise Acquisition Gateway for Leading Edge Solutions
ECCB Enterprise Change Control Board
ECR Engineering Change Request
EDI Electronic Data Interchange
EDMO Enterprise Data Management Office
EF Essential Functions
EIWG Enterprise Interconnection and Policy Working Group
EML Environmental Measurement Lab

C-39



Task Order 8/17/07
PROCUREMENT SENSITIVE

ACRONYM TITLE
EOD Entry on Duty
EPA Environmental Protection Agency
ERG Engineering Review Group
ESIGN Electronic Signatures in Global and National Commerce Act
ESM Enterprise System Management
ET - Eastern Time
EVM Eamed Value Management
FAR Federal Acquisition Regulation
FDCC Federal Desktop Core Configuration
FEMA Federal Emergency Management Agency
FIPS Federal Information Processing Standards
FFMS Federal Financial Management System
FISMA Federal Information Security Management Act
FITSAF Federal Information Technology Security Assessment
Framework
FOIA Freedom of Information Act
FY Fiscal Year
FYHSP Future Years Homeland Security Program
GAOQ Government Accountability Office
GFE Government-Furnished Equipment
GFF Government-Furnished Facilities
GFP Govemment-Furnished Property
GFS Government-Furnished Services
GISRA Government [nformation Security Reform Act
GOGO Government Owned — Government Operated
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ACRONYM TITLE
GOTS Government Off The Shelf
GPEA Government Paperwork Elimination Act
GPO Group Policy Office
GSA General Services Administration
HAZMAT Hazardous Material
ﬁ;—LSEA Hometand Security Enterprise Architecture
HQ Headquarters ]
HSDN Homeland Secure Data Network
HSHR Homeland Security Presidential Directive
HSRD Hot Standby Router Protocol
I&A Identification and Authentication
IATO Interim Authorization to Operate
IAVA Information Assurance & Vulnerability Assessment
AW In Accordance With
Ic Intelligence Community
iCE Imrigration and Customs Enforcement
1D identification
iDs Intrusion Detection System
IG Inspector General
IMAC Installation, Move, Add, Change
IMAP Internet Message Access Protocol
IMEI International Mobile Equipment {dentity
IMUX Inverse Multiplexor
INFOCON Information Condition
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ACRONYM TITLE
IP intemet Protocol
IRB Investment Review Board
s Information Systems
ISA Interconnection Security Agreement
ISDN Integrated Services Digital Network
ISO International Standards Organization
ISSM information System Security Manager
ISSO information System Security Officer
IT Information Technology
ITAC Information Technology Acquisition Center
ITIL Information Technology Infrastructure Library
JRC Joint Requirements Council
KDP Key Decision Points
KPI Key Performance Indicator
LAN Local Area Network
LRU Lowest Replaceable Units
MAN Metropolitan Area Network
MCSE Microsoft Certified Systems Engineer
MD Management Directive
MOM Microsoft Operations Management
NAC Nebraska Avenue Complex
NARA National Archives and Record Administration
NCS National Communications System
NIST National tnstitute of Standards and Technology

C-42



Task Order

8/17107
PROCUREMENT SENSITIVE

ACRONYM TITLE
NMC Network Management Center
NSA National Security Agency
O&M Operations and Maintenance
OCA Office of Chief Administrative Officer
OCIO Office of the Chief Information Officer
OEM QOriginal Equipment Manufactur—er
OIM Office of Infrastructure Management
oMB Office of Management and Budget
OPO Office of Procurement Operations
ORR Operational Readiness Review
OSHA Occupational Safety and Health Administration
OST Crder Ship Time
OTAR Over-The-Air Rekey
OTAT Over-The-Air Transfer
P3l Pre-planned Product Improvement
PBX Private Branch Exchange
PCO Property Control Officer
PDA Personal Digital Assistant
PDD Presidential Decision Directive
PDR Preliminary Design Review -
PEP Policy Enforcement Point
PH Personally ldentifying Information
PL Public Law
PRS Performance Requirements Summary
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ACRONYM TITLE
PM Project Manager
PMO Program Management Office
PMP Project Management Plan
PMR Program Management Review
POAM Plan of Action and Milestones
POC Point of Contact
PRI Primary Rate Interface
RAM Responsibilities Assignment Matrix
RFID Radio Frequency identification
ROM Rough Order of Magnitude
S&T Science and Technoiogy
QAE Quality Assurance Evaluator
QAP Quality Assurance Personnel
QASP Quality Assurance Surveillance Plan
QC Quality Control
SBU Sensitive but Unclassified
SCi Sensitive Compartmentalized Information
SDLC System Development Life Cycle
SECDHS Secretary of the Department of Homeland Security
SIM Security Information Management
SIPRNET Secure Internet Protocol Router Network
SLA Service Level Agreement
SNMP Simple Network Management Protocol
SMTP Simple Mail Transfer Protocol
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ACRONYM TITLE
SMC Security Management Center
SME Subject Matter Expert
SMS Systems Management Server
SOP Standard Operating Procedure
SP Special Publication
SRR System Requirements Review
SSA System Security Administrator
SSAA Systems Security Authorization Agreement
STE Secure Telephone Equipment
STU Y Secure Telephone Unit, Third generation
TACLANE Tactical FASTLANE
TCP/IP Transmission Control Protocol/Intemet Protocol
TDA Table of Distribution and Allowances
TE Technical Exhibit
TRM Technical Reference Model
TRR Test Readiness Review
PTS Top Secret
TS/SCI Top Secret Sensitive Compartmented Information
TSA Transportation Security Administration
TS3 Technical Source Selection
URL Uniform Resource Locator
u.s. Unites States
Uus.c. United States Code
USM Undersecretary of Management

C-45



Task Order

B8MT/I07
PROCUREMENT SENSITIVE

ACRONYM TITLE
VvIP Very Important Person
VOIP Voice Over Internet Protocol
VTC Video Teleconference
wWBS Work Breakdown Structure
WCMS Weab Content Management System
WSE Web Services Environment
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C.3 GOVERNMENT - FURNISHED PROPERTY (GFP) AND SERVICES

Government Furnished Property (GFP) is applicable to the performance of this Task Order.
The contractor is authorized to use GFP at the Department of Homeland Security for the
duration of this Task Order in accordance with the requirements of this Task Order. The
Goavernment shall provide, without cost to the contractor, facilities (office space with desk and
chair), equipment {(computer, access to printer, copier, and fax), materials (all related office
supplies), and/or other services necessary to perform the requirements in the Task Order.

C.31 SCOPE

This Section describes the properly and services the Government will furnish to the
contractor for performance of the requirements of this Task Order. The Government wili
provide to the contractor the following access for use: (1) Government Furnished Property
(GFP) for which the contractor is responsibie and accountable; and (2) property only made
available to the contractor, as listed below in this section. The contractor shall take all
reasonable precautions and such other actions as may be directed by the Government, or
in the absence of such direction, in accordance with sound business practice to safeguard
and protect Government property in the contractor's possession or custody listed in this
section. The contractor shall accept Government-provided automated information systems
(AlS) hardware and software without exception. Govermment Fumished Equipment (GFE)
may include Government-leased equipment or Government-owned equipment. Refusal to
accept some or all of the GFP offered by the Government shall not relieve the contractor
from Task Order performance, but will relieve the Gavernment from the obligation of
providing the same or similar GFP at a future date.

The contractor shali not use GFP or services for any other purpose than those described in
this Task Order. The contractor shall not remove GFP from DHS facilities or other
supported areas without review and written approval of the CO or authorized
representative. The provisions affecting GFP under this section shall be IAW FAR 52.245-
5. The Government may direct the contractor to develop and /for revise milestones for joint
inventory and transfer of GFP.

C314 Government-Furnished Property

C.3.1.11 The Government intends to share space with the contractor personnel in
the Govemment facilities indicated in TE _C.3.1-002 or as designed by the
Government for the duration of this Task Order and only for the performance of
this Task Order. This is not considsred Government Furnished Property (GFP)
requiring property administration IAW FAR 45 plus Supplements.

C31.1.2 Marking Property: The contractor shall not mark or affix any decals,
emblems or signs portraying the contractor's name or logo to Government
Equipment, Facilities, or Property except as directed by the COTR.

C.3.1.2 Government-Furnished Services

31,21 Telephone Service: The Government will furnish telephone service at
contractor-occupied Government sites to include local and long-distance calls.

C.3.1.2.1.1 The contractor shall comply with DHS rules and regulations regarding
telephone use. The contractor shall reimburse the Government the cost of
unofficial telephone service (e.g., telephone service not incidental to
performance of the Task Order).
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C.3.12.1.2 The contractor shall abtain prior Government review and written approval
hefore connecting or disconnecting any Contractor Furnished Equipment
(CFE) to Government-furnished communications systems or equipment.

C.3.1.22 Local Area Network (LAN): The Government will provide limited access to
the existing LAN at contractor-occupied Government facilities o include E-Mail
capability. The contractor shall not use the LAN for purposes other than for
work required under this Task Order,

C.3.1.23 Paper Products: The Government will make available containers in shared
Government facilities for the collection of recyclable paper.

C3124 Reporting Discrepancies in Performance of Government Furnished Service
Contracts: The contractor shall report discrepancies in performance of
Government-provided services to the CO or COTR. (CDRL C.3.1-1,
Government Furnished Service Discrepancy Report)

C.3.1.3  Supplies and Materlals

C.3.1.31 Existing Levels of Supplies and Materials: The Government will make
available existing Govemment owned parts, supplies and material to the
cantractor for use in the performance of the requirements of this Task Order.
The Government will fumish the existing levels of Government supplies and
materials to the contractor foilowing joint inventory during phase-in and the
contracter shall provide existing levels of Government supplies and materials to
the Government during phase-out. The Government will furnish replacement
materials required to maintain the sarviceability of production equipment on a
time and materials bhasis. The government will furnish all items to the
contractor as GFE to use under this Task Order. DHS purchases ali hardware,
software, warranties and parts using the FirstSource contract.

C.3.1.4 Government-Furnished Equipment (GFE)

The Govemnment will provide GFE (such as telecommunications, computers, network
components, storage devices, software, and peripherals) to the contractor to complete
the duties of this Task Order with the exception of equipment for the Help Desk and
unclassified Test Lab.

C.3.14.1 Equipment Offered for Contractor Use: The Government wiil fumish
property from the Product Guide provided at TE C.3.1-001. Original Equipment
Manufacturer (OEM) Software is provided at TE C.3.1-002. The result of the
last inventory of equipment in the metropolitan Washington D.C. area and other
select locations is provided at TE €.3.1-003.

C.3.142 Contractor Accountability

C.3.14.2.1 Transfer of Accountability: The contractor shall become accountable for
GFE when assigned.

C.3.14.22 Property Administration. The contractor shall perform property
administration in accordance with FAR Part 45.

C.3.1423 Report of Government Property: The contractor shall prepare and submit
to the COTR an annual Report of Government Property as directed by the
COTR. (CDRL C.3.1-2, Government Property Report — Annual)

C.3.143 Turn-ln and Replacement
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C.3.1.431 Tum-In of GFE: The contractor shall prepare a recommendation for

excess when GFE is no longer required or suitable for its intended use, or
has reached the end of its technical life. The contractor shall provide these
recommendations to the COTR who will make the final determination of the
disposition of the equipment. Upon approval, the contractor shall process
the items in accordance with applicable Federal regulations, and
Department of Homeland Security poficies and regulations. All Government
furnished property and IT equipment identified in this Task Order shall
remain the property of the Government.

C.3.14.3.2 Replacement of GFE: The contractor shall coordinate with the CO for

C3.144

reptacement of GFE. Upon approval by the CO, the iterm{s) of equipment to
be replaced will be deleted from the GFE listing. If required to maintain
performance standards, the Government will provide comparable GFE
replacement. The contractor shall contact the Help Desk for problems
regarding computers and peripherals. The Government will replace
computers and peripherals.

Initial Inventory Assessment and Accountabiity

C.3.1.4.4.1 |Initial inventory Procedures: The contractor shall attend a phase-in GFP

transfer and inventory meeting with the Government. The COTR will
schedule the meeting prior to performance pericd start date.

C.3.144.2 The contractor shall conduct a phase-in 100% joint inventory within ten

business days prior to Task Order start date. This inventory shal! items such
as facilities, to include keys; property received from the designated property
control officers; and materiel iterns of work in pragress; e.g., items in various
stages of repair. This provision does not preclude prior inspection of GFP
by the contractor. The operational or conditional status of alk GFF and on-
site GFE shall be determined during the joint inventory. The contractor shali
record any item found to be broken or not suitable for its intended purpose.
The CO and the contractor shall certify as accurate the joint inventory. The
contractor shall keep the inventory listing current. (CDRL €.3.1-3,
Government Property inventory - Initial)

C.3.14.4.3 The contractor and the COTR shall jointly inspect all GFE at the time of

C3.145

C3.1.48

the inventory. The conftractor shall note all valid discrepancies, and the
Government may correct the discrepancies by one or more of the following
methods at the Government's option. The Government may elect not to
provide equipment to the contractor; or may correct noted discrepancies
prior to performance period start date; or may require the contractor to repair
discrepancies subject to retimbursement by the Government. The COTR will
determine validity.

Withdrawal of GFE: The Government retains the right to withdraw any GFE

at any time during the performance of the Task Order. When possible, the
Government will provide at least 30 business days notice of the impending
withdrawal of GFE when deemed necessary or appropriate.

Equipment and Software Manuals: After conducting a joint inventory, the

Government will turn over fo the contractor equipment operating manuals
presently maintained by the Government. The contractor shall update these
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documents as new issues are published. Updated manuals are the property of
the Government upon completion or termination of this Task Order.
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C.4 CONTRACTOR - FURNISHED PROPERTY AND SERVICES
C41 SCOPE

The contractor shall furnish ali materials, supplies, tools, services, temporary work places,
and equipment required to perform this Task Order, except for the items specifically
identified as Government-Furnished in Section C.3 of this Task Order.

C.41.1  Contractor-Furnished Facilities (CFF)

The Govermmment will provide those facilities and installed equipment as listed and
identified in Section C.3 of this Task Order. The contractor shalt not place, construct, or
otherwise provide additional buildings or facilities on DHS premises without prior CO
approval. The contractor shall provide the Help Desk facility. The contractor may
provide Test Lab facilities and the associated hardware and software via a separate
logical follow-on Task Order for the Test Lab requirements specified in this Task Order.

C4111 CFF Listing: The contractor shail provide to the CO or COTR an initial and
updated list of Contractor Owned, Contractor Operated (COCO) facilities/real
property used in performance of this Task Order. The contractor shali provide
the location of the Help Desk and Test Lab used in performance of this Task
Crder to the CO or COTR. (CDRL C.4.1-1, Contractor Owned, Contractor
Operated Facilities List (used in Task Order perfarmance)).

c4a411.2 Keys, Ciphers, Combinations, and Security Clearances: The contractor
shall maintain records identifying those members of the contractor's workforce
at Government facilities who shall be authorized the use of keys, codes,
ciphers, combinations and security access.

C.4.1.1.3 The contractor may be required to provide additional storage space for iT
equipment and services associated with this Task Order.
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C.5 SCOPE OF WORK

The Information Technology Services Office provides support for DHS operations at various
facilities and locations in, and around, the Metropolitan Washington D.C. area and at {ocations
throughout the 1J.S. The number of supported locations is projected to increase throughout

number of seats by Fiscal Year {(FY) for each of the three Local Area Networks (LANs).

In performing the Scope of Work identified herein, the contractor shall conduct all operations
support for Information Technology Services Office with a proactive and technologically
aggressive methodofogy. The methodology shall identify more effective, efficient or
alternative forms of new IT advancements that would provide a heightened level of
performance for DHS operations. The contractor shall forecast new IT trends and update,
brief, and coordinate with DHS management to provide a comprehensive system of
knowledge disclosure. The contractor shall use information from market research and market
analysis findings to identify new or updated IT technologies, equipment, and data acquisition
and availability as well as advancements in hardware, software and supporting system
infrastructure. The contractor, as part of full knowledge transfer and disclosure shail perform
subjective and comparative analysis to existing DHS technology identifying advancements
and efficiencies. If authorized by the COTR, the contractor shall perform and conduct
operational and theoretical performance evaluations of current IT capabilities with contractor
identified, proposed or updated IT advancements.

C.5.1  APPLICATIONS MANAGEMENT, SUPPORT, AND DEVELOPMENT

The contractor shall manage and maintain al! deployed applications for full functionality and
continuous avaitability on all Department of Homeland Security (DHS) systems. The
Government defines continuous availability as full functionality of all applications from the
desktop client. All applications are run on DHS Data Center Servers. The contractor shall
maintain full functionality of file and data storage and retrieval, printing, remote access, and
messaging services to authorized users. A list of the supported applications is provided in
the Product Guide Software Section at TE C.3.1-001, Government Fumished Equipment.

C.5.11  Application Management Services

C.51.11 The contractor shall manage and support required applications, provide
reporting and documentation deliverables, and a singte-point of accountability.
The nature of applications maintenance for COTS operating systems and
software is to provide patches, pushes, and OEM updates.

C511.2 The contractor shall provide software developmentftailoring services as
required to facilitate the creation and/or migration of applications into enterprise
environments to include the Web Services Environment (WSE) for DHSOnline
and DHSInteractive, the Department’s intranet and extranet portals. A list of
the current custom apgplications is provided at TE 5.1-001.

C.5.1.1.21 Requirement Analysis: The contractor shall provide requirement
elicitation, analysis and management services in  support of
applications/databases/systems. The products of this effort are requirement
documentation.

€51.13 Functionality Enhancement: The contractor shall provide the support effort
of application development, Activities include defect correction, software
tailoring to develop functionality enhancements and activities such as user
profile management and training.
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C5114 The contractor shali develop a proposed applications consolidation and
rationalization plan to provide a utility computing platform. Thea contractor shail
submit the plan to the COTR for approval. (CDRL C.5.1-1, Applications
Consolidation and Rationalization Plan)

C.5.1.1.4.1 The confractor's plan shall comply with DHS enterprise configuration and
change management requirements.

€.5.1.2  Status and Availability of Major Applications on the Network

Ch1.241 As required for determining network status, the contractor shall provide
DHS an Up/Down Status Report of Major Applications on the Network
indicating the availability and functionality of applications for end users (CDRL
C.5.1-2 Up/Down Status Report). Up/Down Status refers to network and server
applications and not to desktop-resident applications. This report shall include
an up/down status of all network and server applications.

C5122 The contractor shall provide the COTR access to NMC systems for real-
time status of all major applications integral to the network at all times.

C.5.1.3 Application Maintenance and Operation Documentation

C.51.3.1 The contractor shall provide on a weekly basis, status reports for DHS
applications that cover the following data points (CORL C.5.1-3, Application
Maintenance and Operation Reports — Weekiy)

» Funding level
+ Significant Events/Outages
« Summary of O&M activity

C.5.1.3.1.1 The contractor shall also provide a root cause analysis report (within 48
hours of the incident) to the Government following any outages on DHS
Appiications. (CDRL C.5.1-4, Root Cause Analysis Report) The report shall
include the following:

¢ Root cause of outage

* Remediation activities

« Mitigation activities

+ Recommendation for platform enhancement to prevent recurrence

C.5.1.4  Application Database and Systems Malntanance

The contractor shall establish and maintain an application maintenance schedule. The
contractor shall coordinate with the Government to schedule any application maintenance
downtime sufficiently in advance to enable smooth operations during maintenance
windows. Any scheduled jobs, any automated processes (Chronologic Jobs that operate

at predefined time intervals or that occur following notifications), or periodically timed or
batched tasks shall also be considered applications.

C.5141 The contractor shall identify the requirements for and install upgrades,
updates, service packs, and patches.

C.5.14.2 The contractor shall maintain security protection and reliability updates on
operating systems.
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C5143 The contractor shall identify and notify the COTR of any upgrades, updates,
service packs, and patches determined to be incompatible with system or
application specifications and proceed as directed by the COTR.

Cbhi144 The contractor shall provide recommendation for preempting andfor
resolving any system performance issues.

C.5.1.5 Pearformance Trends of Major Applications on the Network

C.5.1.51 When requested by the Government, the contractor shail provide DHS a
Performance Trend of Major Applications on the Network Report. (CDRL
C.5.1-5, Performance Trend of Major Applications on the Network Report)

C5.1562 The contractor shall also maintain and provide historical data on the
performance of each application to DHS in the form of frend reports. DHS wiill
use these reports {o assess the performance of each application. Data for
trend reports shall be maintained in the knowledge database.

C5153 The contractor shall coilect, maintain and update this data, along with all
ather knowledge that can be used to enhance IT coperations, in a COTR
accessible knowledge database; data shall include date and time.

C.5.1.6  Enterprise Desk Application Licensing

C.5.161 The contractor shall evaluate the avaitable and pre-existing DHS enterprise
software license agreements and shalli make use of them to the extent possible
and practical.

C.518.2 The contractor shall track and deploy ail software licenses required to
perform the DHS mission and provide a list of the licenses to the COTR. The
COTR may direct the contractor to administer the purchase of software on
behalf of the Government off of DHS designated licensing Task Order vehicles.

C.5.1.7 Collaborative Applications

C51.71 The contractor shall make recommendation on purchases to support
collaborate applications and functionality. The DHS will consider the
recommendations and purchase approved collaborative applications through
FirstSource and provide the applications as GFE

C.51.7.2 The collaborative applications are items such as the foilowing:

¢+ Secure e-mail for authorized users

s« A comprehensive suite of software tools to improve authorized users'
abilities fo share and collaborate on secure data both on DHS systems and
on authorized, interconnected networks

C.5.1.8 Application Development
The contractor shall provide Application Development services as directed by the COTR.

Application Development services shail be accomplished in response to Logical Follow-
On Task Orders on a case by case basis.

C.5.1.9 Ensure New Acquisitions Include Common Security Configurations

The contractor shall comply with Office of Management and Budget policy memorandum
M-07-11, “Implementation of Commonly Accepted Security Configurations for Windows
Operating Systems™ which states: "agencies with these operating systems (Windows XP
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and VISTA) and/cr plans to upgrade to these operating systems must adopt these
standard security configurations by February 1, 2008.” The standards are as follows:

+ The contractor shall certify applications are fully functional and operate correctly as
intended on systems using the Federal Desktop Core Configuration (FDCC). This
includes Internet Explorer 7 configured to operate on Windows XP and Vista (in
Protected Mode on Vista).

« For the Windows XP settings see hitp://csrc nist.gov/itsec/guidance WinXP himl
o Forthe Windows Vista settings see hitp:/csre nist.goviitsec/quidance vista html

+ The standard installation, operating, maintenance, update, and/ar patching of
software shall not alter the configuration settings from the approved FOCC
configuration. The information technology shouid also use the Windows Installer
Service for installation to the defauit “program files” director and should be abie to
silently install and uninstatl

+ Application designed for normal end user shail run in the standard user context
without elevated system administration privileges.

C.5.2 DEPLOYMENT SUPPORT
C.5.21 Provide Deployment Support

The Government shall require deployment support services for short-term and long-term
deployment projects. The contractor shall provide depioyment support for alf DHS sites,
including sites requiring Sensitive but Unclassified (SBU), Homeland Secure Data
Network (HSDN), and Top Secret access, with seamiess conversion from any existing
network assets, failover capability, high availability during transition and operation, and
temporary relocation support. The contractor shall perform installation planning and
scheduling, site documentation preparation {e.g. configuration drawings), equipment
staging, installation, and checkout for DHS sites. The Govermnment will provide a
technical project manager for each deployment project.

C.52141 The contractor shall apply and adhere to IT Project Management policies
and procedures for all deployment projects.

Cc521.2 The contractor shall collect and document customer requirements, review
the scope of the effort with the customer, and determine the required
equipment and mutually agreed upon pricing for delivery of those services.

C.5.213 The contractor shall develop a Deployment Project Plan for each project
and submit to the COTR for approval. (CDRL C.5.2-1, Deployment Project
Plan)

C5214 The contractor shall develop a Rough Order of Magnitude (ROM) for the
proposed services as part of the Deployment Project Plan, which the
Government will use to develop additional task orders for build-out and
deployment services under this Task Order. This initial tasking or the specific
build-out task establishes the performance levels for subsequent task orders.

C52.15 The contractor shall conduct site surveys, prepare site reports, network
diagrams, develop bill of materials (BOM}, and any other required
documentation associated with the completed site survey.

Cb5218 The contractor shall evaluate, complete, and submit to the COTR for
approval, a review and report on proposed workspace to determine if the
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existing facilities infrastructure can adequately support the communications and
information technology equipment. (CDRL C.5.2-2, Proposed Workspace
Report)

C.5217 The contractor shalt provide the COTR and the customer organization with
a trip report. (CDRL C.5.2-3, Trip Report)

c5218 The contractor shall prepare a detailed site report for each site that
identifies equipment, internal and external interconnects, site integration ptan,
and site drawings and submit it to the COTR for approvali when requested.
{CDRL C.5.2-4, Site Report)

c5219 The contractor shall install new, enhanced, or replacements of hardware
and/or software and the physical infrastructure, as required (e.g., wiring, cable
plant) for DHS and other federal agencies systems and facilities as directed by
the COTR.

C.5.2.2 Develop Deployment Plan Template

The contractor shall develop the DHS Deployment Plan Template and submit to the
COTR for approval. (CDRL C.5.2-5, DHS Deployment Plan Template) Using the
approved template, the contractor shall develop, maintain, update and implement specific
Deployment Project Plans.

C.5h221 The contractor Deployment Plan shali, at a minimum, address the following:

¢« Deploy and maintain a stable and highly available system in accordance
with appropriate performance standards

s Utilize highly trained maintenance technicians and systems engineers to
minimize repair calls and promote minimal user disruption

« Demonstrate the availabiiity to support geographically dispersed
deployments.

+ Provide special support for reviewing of cabling plans throughout current
and potential locations

C.5.2.3 Site Actlvation

Upon COTR direction, the contractor shall execute the Government approved solution
identified in accordance with the Deployment Project Plan to ensure seamless
installation/integration. The contractor shall develop a formal acceptance process and
submit to the COTR for approval. (CDRL C.5.2-6, Site Acceptance Process) The
contractor shall provide Test Plans and Test Results to the COTR. (CDRL C.5.2-7, Test
Plans and Test Results Report)

Cc.5.24 Facilities Modifications

The contractor shall provide facility medification services, when requested by the COTR,
in accordance with all applicable executive orders, presidential directives, other federal
and DHS laws, federal orders, management policies, handhooks, guidelines, processes,
and procedures. All facility modifications shall be integral to and necessary for the
successful performance of the IT services provided under this Task Order.

C.5h241 The contractor shall identify and coordinate complete facilities infrastructure
modifications according to the approved pian(s).

C.5.2.5 Installation and Checkout
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C.5251 The contractor shall perform installations and checkouts in accordance with
the Deployment Project Plan.

C5252 To provide seamless transition services and promote high system
availability, the contractor shall perform onsite installation checks for all
deployed equipment. These checks shall verify system and network operation
and capability and be completed with results provided within ten days of
system move or transition.

C5h253 The contractor shall provide to the COTR, a summary of results in
accordance with the Deployment Project Plan or as requested in a Status
Report (CDRL C.5.2-8, Deployment Project Plan/Status Report).

C.5.2.6 Transition to O&M

Ccb526.1 The contractor shall transition to O&M processes in accordance with DHS
policy and procedure.

Cc.5.27 Engineering and Project Managemaent

ch27A1 The contractor shall provide engineering and project management support
for DHS deployment projects.

Ch.27.2 The contractor shall attend and participate at project related meetings to
resolve operational problems and issues as directed.

C.5.3 INFRASTRUCTURE ENGINEERING SERVICES
C.5.31 On-site Engineering Team

The contractor shall provide a dedicated on-site engineering team that performs services
to support DHS projects (e.g., new architecture or infrastructure designs, new
depioyments of network/systems, etc.}, and provide support for operation and
maintenance activities (maintenance of infrastructure, maintain stability of environment,
monitoring, and technology refreshment etc.).

C.5.3.1.1 The contractor Engineering Team Leader, and other technical personnel as
appropriate, shall attend all meetings as directed by the COTR and contribute
to specific technical working groups, change control boards and change
management boards set up to address engineering operations and issues with
DHS Components and other Government agencies. The contractor shall
structure the technical requirements/knowledge base of the team based on the
current needs of DHS.

C.5.3.2 Systems Engineering Support

The contractor shall perform the design, testing, implementation, configuration validation,
operation, maintenance, administration, management, beckup, and recovery of DHS IT
infrastructure systems, to inciude servers and storage devices, with an overarching
system engineering function used to guide and direct the overall value and effectivenass
of the system. This function shall provide suppart to further refine and improve on the
solution as technology, business needs, and the DHS IT infrastructure mission evolve.

Projects may consist of the building and deployment of new networks and infrastructure
components such as databases, servers of many types, network storage devices, other
network components, and desktops/workstations, as well as the removal of existing
network features and infrastructure components. Projects may include features, which
require the installation and removal of hardware such as switches, servers and routers,
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databases, servers of many types, storage devices, desktops/workstations and
installation and un-installation of infrastructure components. Projects also may include
addition and removal of security features such as antivirus, auditing tools, and policy
enforcement points (PEP)s. The contractor shall complete all work in each DHS
anvironment classification: Unclassified, Secret and Top Secret.

Engineering projects include tasks such as the following:

+ E-mail and messaging services

+ File share services

+ Active directory services

e Storage area network services

+ Backup and archive technologies

¢ Blackberry and wireless technologies

+ Management, configuration and utility servers

s Network configuration and planning

« Client platform designs including software images and hardware configurations
+ New infrastructure designs and ufser rollout support

+ Network and server enhancements based on recommended best practices, and
technical assessments

C.5.3.3 Engineering Projects
The contractor can expect to perform the following types of engineering projects:

C.5.3.3.1 The contractor shail provide network engineering services associated with
the replacement of infrastructure components or the implementation of
improvements to the deployed network infrastructure planned or initiated by
DHS.

C.5332 The contractor shall engineear, all telecommunication, Local Area Network
(LAN), Wide Area Network (WAN) circuits and connectivity to DHS systems
with Government organizations and designated DHS business partners.

5333 The contractor shall perform Client Configuration Management
Engineering, devselop and manage the approved images and overtays on those
devices managed by the contractor including engineering, building, deploying
and maintaining DHS approved images for all LANs.

5334 The contractor shall provide Enginesr and Build Solutions for deployments
and engineering project management support for deployments of new faciiities
and upgrades of existing facilities throughout the DHS. Possible deployment
projects include both new facilities and upgrades to existing facilities.

C5335 The contractor shall conduct technology refreshment projects in
accordance with DHS guidance and upon approval of the COTR.

C.5.3.3.5.1 The contractor shall recommend new products and technclogy for
supporting all layers of the IT infrastructure architecture.

C53386 The contractor shall perform the engineering design for the Security
Management Center (SMC) and design all systems to ensure positive
authentication of each user before granting system access. The SMC in this
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form does not exist today, and the contractor shall propose a solution for this
requirement.

C.5.3.3.6.t The contractor shall perform support for sustaining forensics within the
SMC.

C.5.33.7 The contractor shail provide Video Tele-Conferencing Engineering Support
to include design, conduct market research and document video capabilities
needed in accordance with their assigned engineering support duties.

C.5.3.37.1 The contractor shall make recommendations to the Government for
acquiring video conferencing system hardware and software and for
improvements to existing systems.

C.53.38 The contractor shall perform Satellite/Cable TV Engineering including
design, implement, and document facility and individual television
infrastructure.

Cb5339 The contractor shall perform Phone and Private Branch Exchange (PBX)
Engineering including design, implement, and document the telephony
infrastructure.

C.5.3.3.10 The contractor shalfl provide engineering support for implementing and
integrating applications developed by external DHS Contractors or internal
DHS employees into DHS data centers.

C.5.3.311 The contractor shafl provide engineering support for Continuity of
Operations (COOP) and Disaster Recovery {DR) to ensure DHS functions and
capabilities are not lost or diminished during pericds when services or
components are unavailabie.

C.533.12 The contractor shall provide Security Architecture Engineering Support.
The DHS security architecture provides policy enforcement support for all
network enclaves. The contractor shall abide by and follow all Government
and DHS directives regarding the sslection of security products, the
configuration and hardening of operating systems, and for all cryptographic
devices.

C.5.3.3.12.1 The contractor shall assist the Government in continuously updating and
enhancing the DHS security architecture throughout the life of the Task
Order.

C.5.3.3.12.2 The contractor shall implement an identification and Authentication (18A)
system for all users and shall impiement a strong capability for
administrative and remote users.

C.5.3.3.12.3 The contractor shall implement a Discretionary Access Control (DAC)
capability providing need-to-know based access for each COTR specified
user of the applicable systems.

C.5.3.4 Engineering Precess and Methodology

€.534.1 The contractor shall use an engineering development iifecycle methodology
consistent with {TIL. framework to support projects initiated by DHS. The
contractor's methodology shall include the following as a minimum:

+ Requirements Definition

C-59



Task Order

C53.42

8/17/07
PROCUREMENT SENSITIVE

Detailed Systems Design Document

DHS Enterprise Configuration Board Review

System Testing

Operational instructions

Train operations parsonnel in new processes or activities as required

Implementation Instructions and Document Delivery to Deployment and
Operations

Engineering Change Request (ECR) as required

Obtain Qperations Sign-off on Change and Deliver Documentation
Concept of Operations (CONOPS)

Project Impiementation

O&M Assistance

Configuration Management (CM)

C.5.34.21 The contractor shall support CM Boards and Project Teams through

activities and deliverables such as project status reports, design documents,
design validation, migration planning, service delivery guidance, and
implementation support documents.

C.5.34.22 The contractor shail develop, maintain, update, and implement CM plans

and procedures; control configuration baselines and conduct functional and
physical configuration audits and formal qualifications reviews.

C.5.34.2.3 The coniractor shail submit proposed changes to DHS systems or to

project baselines, to the Change Control Board (CCB) and the Engineering
Review Group (ERG), maintain a record of all submitted and approved
changes, and maintain a schedule of deliverables showing both the
scheduled and actual delivery dates.

C.53424 The contractor shall develop, maintain, update, and implement a

Configuration Management Data Base (CMDB), an engineering release
system, a configuration item development record (including the configuration
index and change status listing), configuration status accounting, and
support the CCB.

C.5.34.25 The contractor shall maintain configuration management of all images

and provide Gold Copy images to the Government as a deliverable to this
task within five business days of any approved changes. (CDRL C.5.3-1,
Gold Copy Images)

C.5.4 TESTING

C.5.41

Test Support and Documentation

The contractor shall establish and operate a test environment to perform hardware,
software and systems testing. The test environment shail include testing for engineered
systems including networks, video, and phone systems. The contractor shall supply
systems engineering oversight, identification of readiness criteria for all system
milestones, and verification and validation oversight to include test success criteria, test
plans, and requirements verification traceability to demonstrate that all implementations
meet requirements as stated in the requirements database. The contractor shall propose
a test environment architecture and a standardized test template that supports DHS
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engineering projects. This support shall also include the development of individual test
plans for each individual test project approved by the COTR. (CDRL C.5.4-1, individual
Test Plans)

C.5411 The contractor's test template shall define the scope and approach for
testing and acceptance. At a minimum, the template shall address the
following: initial receipt of hardware and software, unit level testing of software
components for any developed software, hardware and software integration
and installation testing, and system end-to-end testing in a simulated
operational environmaent,

C.54.1.1.1 The contractor's test template shall also include methodology and a
systematic approach for testing external interfaces to agencies and entities.

C.5.4.1.1.2 The test template shall describe the roles and responsibilities of the
contractor, the DHS program office, users, stakeholders, and external
systems, the test facilities used for each testing event, and the data and
sources used during testing events. The template shall describe the test
plans and procedures deveioped for each testing event, the testing events
and sequences {schedule} in which they will occur, and the integration of the
testing events and the security certification and accreditation activities. The
contractor performing IT-NOVA O&M shall complete all of the
documentation required for C&A. IT-NOVA Program Management Office
personnel shall accomplish the actual C&A.

C.54.2 Test and Development Lab

The contractor may be required to establish, operate and maintain a test laboratory,
using CFE, to support the DHS IT Infrastructure Systems. The contractor may provide its’
own existing test lab to support this effort. The test lab shall be located in the
Washington DC Metro area, and a segment of the test lab shall be capable of handiing
tests of Top Secret information. The Government will determine the exact requirements
of this facility after the Task Order is awarded. The contracter shall provide personnel to
operate and maintain a Gaovernment provided classified test lab in an undetermined
Government facility. The Government will provide more information on the location and
requirements of the classified test lab as it becomes available.

C.5421 The contractor shall provide support to developers and customers
performing integration and test activities. The contracter shall provide support
during the hours of 8:00 am ET to 5:00 pm ET, Monday - Friday, excluding
Federal holidays. The contractor shall also provide support after hours, on
weekends and on Federal holidays for purposes such as depioyments,
maintenance and extended testing support as directed by the COTR.

Cb5422 The contractor shall make configuration changes in the test laboratory and
production environments at the direction of the COTR. The contractor shall
plan for future configuration changes and production deployments in
coordination with the COTR. The contractor shall make configuration changes
in compliance with security policies and procedures and change control
procedures. Configuration changes shall be in accordance with controlled and
repeatable procedures established by the contractor and approved by the
COTR.

C5423 The contractor shall document test procedures and configurations
performed by the contractor relating to the support of testing activities.
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Cbh54.24 The contractor shall track the status of actions and tasks performed by
themn in support of testing activities.

C5425 The contractor shall notify the COTR regarding any issues or risks that
affect the performance of current or scheduled test activities. The contractor
shall notify the COTR within three business days of discovery of an identified
issue or risk that could affect performance of the test activities. The contractor
shall provide the COTR a complete description of the issue, diagnosis,
resolution actions undertaken, and the impact on the timeframe for test
activities. (CDRL C.5.4-2, Test Lab Issues and Risks Report)

5426 The contractor shall perform Microsoft Exchange and Active Directory
Configurations activities such as configuring Exchange and Active Directory;
instatling software; verifying currency of installed software; and configuring
security settings, databases, and user accounts and permissions.

c54.27 The contractor shall install communications and network infrastructure
components to support test requirements.

C5428 The contractor shall create, update and maintain standard workstation
images, commonly referred to as ghosts, to support depioyment to the desktop.
The images shall meet all stated standards for “as-is” current production
environment and “to-be” producticn environment. The contractor shall provide
the Integration and Testing with the standard mechanism for delivery of the
application to the desktop.

C5429 The contractor shall maintain web based applications in the test
environment by performing activities such as installing upgrades, patches and
service packs, assigning user names and passwords, and assigning user
permissions.

C.54.210 The contractor shall provide support to the Testing Lab by performing
activities such as reviewing new application architecture, verifying that the
application architecture supports the current DHS environment, and submitting
findings to the COTR. (CDRL C.5.4-3, Testing Lab Findings Report)

C.54.211 The contractor shall perform a production readiness review in order to
detarmine whether a system is ready for deployment into the production
environment.

C.5.5 OPERATIONS AND MAINTENANCE FOR END USER SUPPORT
C.5.5.1 End User and Desk Side Support

The contractor shall provide a detailed End User and Desk Side Support Concept of
Operations that includes elements such as a detailed description of processes,
procedures, policies, WBS, organization chart, wark flow, detailed performance metrics,
and evaluation criteria for the entire Help Desk operations including Tier 1, 2 and 3, and
field site support (CDRL C.5.5-1, End User and Desk Side Support Concept of
Operations).

The End Usefr and Desk Side Support Concept of Operations Plan shall demonstrate a
proactive and aggressive methodology to pursue new IT technological advancements
and trends applicable to help desk and desk side support such as conducting frequent
and thorough market research and analysis of new T technologies and equipment
including software based upon a subjective and comparative analysis to existing DHS
technology. If authorized by the COTR, the confractor shall perform and conduct
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operational and theoretical performance evaluations of current IT capabilites with
contractor proposed IT advancements.

The contractor's Concept of Operations Plan shall meet the following minimum
requirements: Provide continuous operation 7X24X365 (366 for leap years) helpdesk and
5x12 desk side support operations, with provision that designated VIPs are entitled to on
call support, that includes call center support, Network Systems Monitoring, Tier 1 (Help
Desk Services) including remote deskiop management for Commercial Off The Shelf
(COTS) and Government Off The Shelf (GOTS) applications and Tier 2 “(Desk Side
Support) services as well as Tier 3 Engineering support for diagnosing and resolving end
user problems unresclved by the second-ievel anatysts. The Government reserves all
rights stated for review and personnei disposition. TE C.5.5-001 provides one year's
monthly Help Desk Ticket Data workload. The Following represents a portion of the
workioad for 2006 Q&M services:

Category Workload
LAN - A E-mail Messages 72,335,644
LAN - A Support Requests 86.565
LAN — A Active Accounts 5,976
LAN ~ HSDN E-mail Message 1,105,254
LAN -~ HSDN Support Requests 3,104
LAN — HSDN Active Accounts 1,894
LAN — C E-mail Messages 767,307
LAN — C Support Requests 11,029
LAN - C Active Accounts 1,350
VTC Sessions 2,292
Unclassified Voice Conference Bridge 21,628
DMS Messages 228,413
AMHS Messages 517,611
Secure Fax 18,988
PBX Support 16,0569
Totai E-mail Messages 74,208,205
Support Requests 100,698

c55141 Help Desk Operations through Tier 3 Engineering Support;: The contractor
shall design the Help Desk to act as the primary interface to the end users of
various COTS and custom-developed applications. DHS currently has email
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and telephonic help desk contact capabilities. The contractor shall propose the
contact methods (a.g. phone, fax, web, e-mail, chat) for contacting the help
desk. The contractor shall provide seamiess call distribution and call
management support. In accomplishing this function, the DHS requires the
contractor to provide a comprehensive, state-of-the-art, Help Desk solution that
aligns with industry best practices, and that represents the best value to the
Department and the Government.

C.5.5.1.1.1 The contractor shall provide the help desk facility and its associated IT

C5561.2

C5513

C5514

C.5.5.2
5521

C.65622

infrastructure at a location(s) that is located at least 50 miles outside of the
metropolitan Washington D.C. area and inside the continenta! U.S.

The contractor shall design, implement, and maintain a DHS approved
COTS enterprise help desk system capable of interfacing and reporting to DHS
systems as required. Additionally, this system shall provide a knowledge base
for use by Tier 2, and 3 technicitans and provide self-help for end users. All
data generated, stored, and maintained in the system remains the property of
the Government.

The contractor shall provide on-site and field office support comprised of
personnel with appropriate ievel of security clearances who will resolve
complex technical problems of laptops, desktops, network peripheral devices,
network components, storage devices, and troubleshooting of various software-
and hardware-related issues.

The contractor shall provide infrastructure advanced operational support
and infrastructure services to DHS. The contractor shall perform
troubleshooting to isolate the source of, diagnose and/or resolve, or assist in
the resolution of IT and telecommunications problems (end-to-end).

Maintenance

The contractor shall develop a Preventative Maintenance Plan,
Preventative Maintenance Policies and Preventative Maintenance Procedures
for all DHS IT and telecommunications fixed and mobile systems/equipment.
The contractor shall provide to the COTR the plan within 40 business days of
Task Order start, the policies within 60 business days and the procedures
within 120 business days. (CDRL C.5.5-2, Preventative Maintenance Plan,
Policies and Procedures)

The contractor shall perfform preventative maintenance on DHS system
components in accordance with the DHS approved Preventative Maintenance
Ptan, policies and procedures. This includes personnel to perform the support
and maintenance of data center assetis, except for OEM warranty and
maintenance agreements. For all new Iinstallations, system upgrades or
routine maintenance the contractor shall complete all requested administrative
requirements and reports to the CCB for approval prior to implementation. All
information shall be presented to the COTR.

C.5.52.2.1 The contractor shail coordinate with the Government to schedule any

Ch5523

system maintenance downtime sufficiently in advance to enable smooth
operations during maintenance windows.

The contractor shall maintain the Microsoft Systems Management Server
(SMS3) Deployment solution, or newer equivalent technology, to support the
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management and distribution of changes to the DHS computing environment.
Using this technology the contractor shall:

C.5.52.3.1 Perform software pushes and security patch management; provide an
accurate account of software usage; and inventory network devices.

C.55.2.3.2 Create, maintain and update application packages.

C.5.5.2.3.3 If system changes are required the contractor shall foliow the established
DHS Change Control and Security Review processes prior to
implementation.

C.5.6 VIDEO TELECONFERENCING
C.5.6.1 Video Teleconferencing (VTC)

The contractor shall engineer, operate, and maintain Videg teleconferencing and
multimedia services and equipment. The contractor shali support customers who receive
core services and customers who receive enterprise-level service as depicted in TE
C.1.2-002. Conferencing and multimedia equipment includes support for secure and
non-securs bridging systems, display and projection systems, electronic whiteboards,
audio systems, DVD and video recording and replay, video switching systems, control
systerns, and video cameras. A list of the type of VTC equipment supported is provided
at TE C.3.1-001, Government Furnished Equipment.

C.56.1.1 The contractor shalt provide 7X24X365 (366 for leap years) support for set
up and operation of VTC and multimedia systems for DHS buildings, provide
user level maintenance support for VTC and muiti-media systems, and operate
video conferences at multiple locations.

C561.2 The contractor shall maintain, setup, monitor, and troubleshoot video
equipment for users. The contractor shall assist customers with the use of
video conferencing systems by providing personal instruction in the use of
control interfaces and procedures. -

C56.13 The contractor shall scheduie and monitor all video {eleconfersncing
sessions.

C.56.14 The contractor shall maintain an inventory of video conferencing equipment
owned and leased by DHS.

C.56.15 The contractor shall maintain a DHS video conferencing contact list.
Cb56.16 The contractor shall maintain and operate a VTC management platform.

Ccb56.17 The contractor shall install/replace and configure video conferencing
equipment raequired by DHS Component customers.

C.56.18 The contractor shall complete all work in each DHS environment
classification: Unclassified, Secret and Top Secret.

C.5.7 SATELLITE/CABLE TELEVISION OPERATIONS

The contractor shall engineer, operate, and maintain satellite/cable television services and

equipment.
c.571 Operations
Ch7.11 The contractor shall complete all work in each DHS environment

classification, Unclassified, Secret, Top Secret, and Top Secret/SCI.
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C57.1.2 The contractor shall perform periodic testing to ensure system operations,

C5713 The contractor shall set up and maintain channei alignment of the head-in
systems, coordinate system expansion and reconfiguration, interface and
coordinate with the Digital Satellite Service (DSS) and cable contractors as
necessary for maintenance and system reconfiguration.

C5714 The contractor shall maintain, setup, monitor, and troubleshoot satellite
and/or cable TV equipment for users, assist customers with the use of sateliite
and/or cable TV systems by providing personal instruction in the use of controi
interfaces and procedures.

C57.15 The contractor shall maintain and update an inventory of satellite and/or
cable TVs and associated peripheral, connectivity and installation components
and make available for COTR review upon request.

C57.16 The contractor shall develop, maintain, update and implement a DHS
satellite and/or cable TV contact list.

C.571.7 The contractor shall instail/replace and configure satellite and/or cable TV
equipment as directed by the COTR or DHS Component customers.

C.5.8 VOICE COMMUNICATIONS AND MESSAGING

The coniractor shall engineer, operate, and maintain voice communications, messaging
services and equipment.

C.5.8.1 Private Branch Exchange (PBX) Infrastructure

The contractor shall provide administrative, operational, and management support for the
DHS headquarters and associate component telecommunications. The contractor shall
install, maintain and support the PBX Infrastructure within the Washington DC
metropolitan area. This infrastructure includes components such as an Integrated
Services Digital Network (ISDN), Voice over Internet Protocol (VOIP), analogue, digital
and other communication devices at specified levels of classification. The contractor
shall use FTS 2001 currently and transition to Networx for Phone and PBX operations.

5811 The contractor shall manage, update and make changes to systems.

C.b5h.8.1.2 The contractor shall install, maintain, setup, monitor, and troubleshoot
phone and PBX equipment for users, assist customers with the use of phone
systems by providing personal instruction in the use of control interfaces and
procedures, and install/replace and configure phone and PBX equipment
required by DHS Headquarters and Component customers.

c5813 The contractor shall maintain an inventory of phone and PBX equipment
owned and leased by DHS.

C5814 The contractor shall perform management and scheduling for conference
bridges at unclassified and secure levels

Cc5815 The contractor shall complete all work in each DHS environment
classification: Unclassified, Secret and Top Secret.

C.58.186 The contractor shall provide handset installation and configuration.

C5817 The contracter shall develop, maintain, update, implement and report on
phone and PBX services such as providing the following: A DHS Dial Plan,
Telephone Infrastructure Cabiling plant (infrastructure} documentation, port
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utilization reports, load balancing reports, route pattern reports. (CDRL C.5.8-
1, Phone and PBX Services Report)

C.5.8.1.7.1 The contractor shall maintain all documentation and records of telephony
infrastructure.

C.5.8.1.7.2 The contractor shall ensure alt telephony infrastructure components
conform to a standardized set-up and design and provide redundancy.

C5818 The contractor shall continuously (or as directed) refresh the PBX,
conference bridges and all tools and technoiogies for providing this support so
that the Government is ensured the best value for its investment, to include all
systems upgrades and patches to current release levels.

C.5.8.2 Telephone Switchboard Operations Center

The contractor shall provide contiguous hours 24X7X365 Telephone Switchboard
Operation Center services for the DHS headquarters to The Secretary of the DHS,
executive staff, employees, DHS contractors, and the public. The monthly call volume for
the last year is provided at T& €.5.8-001.

c.58.21 The Switchboard shall be maintained and operated within the Washington,
DC area in proximity to the switch.

Cch5822 The contractor shall develop, maintain, update and implement an
organizational reference and automatic call directory (ACD).

C.5.82.2.1 The contractor shall create a knowledge base reference for operators
that identifies DHS organizational elements, their responsibilities/services,
and anticipated issues and/or keywords that may be used by members of
the public when contacting the DHS. The contractor shall coordinate with
each and every DHS Headquarters organization and create a proposed
reference within 20 business days of Task Order start. The proposed
reference shall be submitted to the COTR for review and approval prior to
use of the reference. The contractor shall update the reference within five
business days of DHS announcement of functional realignments or
organizational moves and as directed by the COTR. (CDRL C.5.8-2,
Switchboard Knowledgebase Reference)

C.5.8.2.2.2 The contractor shall create a proposed ACD and submit it to the COTR
within 40 days of Task Order start. The contractor shall make changes to
the proposed ACD as directed by the COTR and make the ACD operaticonal
within 10 business day of final approval. The ACD shall be subject to COTR
diracted changes throughaut the flife of the Task Order. (CDRL C.5.8-3,
Automatic Call Directory)

C.5823 The contractor shall provide an employee and office call directory service to
DHS or DHS agency callers and connect callers who are members of the
public to the requested/appropriate office or individual (phone extensions shali
not be provided to the public).

C.5.8.2.3.1 The contractor shall deveiop, maintain, update and implement an office
and personnel directory.

C.5.8.2.3.2 The contractor shaill use the current office and personnel directory and
the DHS Personal Profile data in Microsoft Outlook to identify phone
extensions.
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C.58.24 The contractor shall operate the teleconference bridge and will schedule
teleconferences as requested and provide confirmation of scheduling to the
requesters.

C.5.8.25 The contractor shall assign an operations center project manager who will
report to the Director of the DHS Executive Service Center. The contractor
shall have a supervisor for the switchboard.

C5828 The contractor shall provide automated reports monthly to the COTR on
cali pattern statistics. (CDRL C.5.8-4, Cali Pattern Statistics Report — Monthly)
The reports shall include the following:

« Call volume by day of week and duty hours (8:00 am to 7:00 pm ET} and
non-duty hours.

¢ Aggregate monthly call volume from internal (DHS) and external (public)
sources

+ Aggregate monthly call volume of external calls and the specific ACD option
selected

ch5827 The contractor shall develop, maintain, update and implement a Continuity
of Operations (COQOP) Plan for Switchboard Operations. (CDRL C.5.8-5,
Switchboard COOP Plan)

5828 The contractor shall train its staff on switchboard operations.

C.5.8.2.8.1 The training shall cover DHS call handiing policy, equipment use, use
and maintenance of references, and routing of cails to the appropriate office
of person.

C.5.8.2.8.2 The contractor shall deveiop, maintain, update and implement a training
lesson plan and materials for the handling of calls in a professional manner
and tone of voice. The contractor shall submit the initial and all updated
lesson plans to the COTR for review and approval prior to using for training.
(CDRL C.5.8-8, Switchboard Training Lessoen Plan)

5829 The contractor shall make recommendations necessary for upgrading the
switchboard operation.

C.5.8.3  Voice Over Internet Protocol (VOIP)
The contractor shall facilitate the DHS transition and implementation of VOIP,
C.5.8.4 Unifled Messaging

The contractor shall facilitate the DHS transition and implementation of unified
messaging.

C.5.9 NETWORK MANAGEMENT CENTER {NMC)
C.5.9.1 NMC Operations

The contractor shall monitor, manage, and perform problem resolution support of all DHS
HQ components, which consist of network circuits and devices, computer systems,
applications, and databasesffile servers. The purpose of the Network Management
Center is to monitor systems 7X24X365 (366 for leap years). The NMC/SMC facility is
not currently built and the Government anticipates completion at the Nebraska Avenue
Complex located in Washington, DC, Building 100, second floor during the second
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quarter of FY08. The NMC/SMC will be located and maintained in a SCIF environment,
The contractor shali use the NMC/SMC to monitor and manage all three network
enclaves using industry standard applications and shall segregate; both logically and
physically, maintain and operate NMC systems by security classification level. The
contractor shall ensure that the NMC interfaces with the DHS Network Operations Center
(NQQ), including escalation procedures, The NOC is managed by Customs and Border
Protection (CBP) and it is responsible for the the enterprise level issues that affect all
components of the Department. The contractor shail operate and maintain the primary
and backup NMC to monitor the following functions on a 7X24X365 {366 for leap years)
basis:

s Network operations
s Security operations
» Help Desk operations

C.5.9.11 The contractor shall respond to network related problems and notify the
COTR as specified in the DHS Escalation Policy. The contractor shall work in
conjunction and cooperate with other LAN personnel and contractors
supporting other {T infrastructure areas in order to respond to alarms, diagnose
problems, and escalate issuas to DHS NMC for fast, effective response before
they cause costly unscheduled downtime or poor performance.

C.591.2 The contractor shall monitor all network devices, environmental systems or
peripheral devices which are managed or monitored using Simple Network
Management Protocol (SNMP) and diagnostics tools currently in place, and to
inciude any future additions to the hardware configuration to quickly detect,
track, isolate, and resolve problems.

C59.13 The contractor shall perform troubleshooting techniques fo isolate the
source of, diagnose and/or resolve, or assist in the resolution of network
problems {end-to-end) and root cause analysis.

C59.14 The contractor shall develop and submit the NMC Standard Operating
Procedures (SOP) to the COTR for review and approval. (CDRL C.5.9-1, NMC
Standard Operating Procedures)

C5915 The cortractor shall operate the NMC and support DHS COOP exercises.
The contractor shall perform tests as requested by the COTR quarterly, at a
minimum and as required by the DHS COOP Policy to verify failover from
primary to backup NMC without any disruption of operational capability.

C59.16 The contractor shall identify the requirements for and install upgrades,
updates, service packs, and patches.

C58.17 The contractor shall maintain security protection and reliability updates on
operating systems.

C.59138 The contractor shall identify and notify the COTR of any upgrades, updates,
sarvice packs, and patches determined to be incompatible with system or
application specifications and proceed as directed by the COTR.

C5919 The contractor shall monitor system operability and functionality, identify
abnormal performance and degradation and complete resolution actions and
return the system to normal performance.
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C.5.9.1.10 The contractor shall monitor system capacity, maintain normal
performance, and prevent system degradation resulting from usage exceeding
system capacity.

C.5.9.1.11 The contractor shall operate the NMC to respond to changes in loads on
the network as necessaty, in response to higher threat levels.

C.5.9.1.12 The contractor shall report on the network and systems infrastructure using
a GFE Enterprise Management Tool. The contractor shalt report on network
and system status as directed by COTR to include Network Diagrams that
identify enterprise building, floor, room, rack and system for HQ and field sites.
(CDRL C.5.9-2, Network and Systems Infrastructure Report)

C.5.9.1.13 The contractor shall notify and update the Help Desk of any network or
system infrastructure issue or problem detected or managed by the NMC.

C.5.9.1.14 The contractor shall manage status, errors, and inbound and outbound
traffic statistics of all routing interfaces, bandwidth utilization, and errors of all
inbound and outbound LAN /WAN circuits.

C.5.9.1.15 The contractor shall manage the LAN/WAN routing protocol between the
routers; perform port management, network capacity management (including
planning and trending), and configuration management.

C5.9.1.16 The contractor shall maintain configuration LAN/WAN change
documentation, and continually update schematics to reflect current network
architectures.

C.5.9.1.17 The contractor shall support terminal equipment associated with special
circuits as required and shall maintain and monitor connections to LAN tail
sites.

C.5.9.1.18 The contractor shall maintain and monitor the secure wide area network
connection to existing and/or future connections to other Intelligence
Community’'s networks.

C.5.9.1.18 NMC/SMC management shall provide Network Metrics Reports to the
COTR. (CDRL C.5.9-3, Netwark Metrics Reports)

C.5.9.1.20 The contractor shall maintain the outbound and inbound Internet access to
ensure full operational capability for intemal and extemal user contiguous
hours access to the Intermnet 24X7X365 (366 for leap years) except during
periods of Government approved planned outage. The contractor shall provide
outbound access connectivity for the DHS staff to the Internet. The contractor
shall provide In-bound public access connectivity to the DHS Public Website.

C.5.9.1.21 The contractor shall monitor Internet access, identify, and resolve
interruptions to the Internet service. The contractor shall perform upgrades,
implement changes, and install patches to components on the intermnet servers.
These shall include middleware updates, new Database Source Netwaorks
(DSNs), application updates, application additions, patches and hot fixes,

C.5.9.1.21.1 The contractor shall perform upgrades, implement changes and instail
patches to components of the Web Content Management System (WCMS),
which publishes finished web site updates to the public web site.
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C.5.9.1.21.2 The contractor shall perform all maintenance that will disrupt or could
disrupt the avaitability of Internet services only during planned outage
periods.

C.5.9.1.21.3 The contractor shall maintain logs of Internet activity and make available
for review as requested by the COTR.

C.5.9.1.22 The contractor shall develop and utilize a system to receive, respond and
resolve technical inquiries from the public regarding access to the DHS
Website (currently hitp.//iwww.dhs.gov). The DHS Webmaster receives
inquires from the public and will forward those requiring technical assistance to
the contractor. The DHS Webmaster will provide the requirements for technical
assistance and establish a timeline, in conjunction with the contractor, for
completion of the development, set-up and operation of the Public Interface
Activities technical assistance systam.

C.5.9.1.221 The contractor shall post Intermnet notices alerting those accessing the
DHS Website of interruptions or other problems causing degradation of
access.

C.5.8.1.23 The contractor shall provide Web page content assistance for authorized
users, developers or content providers. The contractor assistance shall include
verifying approval of the request for assistance, preparation of the content,
complying with the requirements of Section 508, and deploying the content.

C.59.1.24 The contractor shall adhere to the DHS perspective in Enterprise
interconnection and Policy Working Group (EFWG) with the DOD to facilitate
the technical issues and governance processes related to the interconnection
between the Secure Internet Protocol Router Network (SIPRNET) and DHS
secure networks, address operational problems and assist in extending
capabilities to federal information sharing initiatives.

C.5.9.1.24.1 The contractor shall attend meetings of and contribute to specific
technical operational working groups set up to address engineering and
operations issues with DoD and other Governmental agencies, and leverage
the contractor knowledge and resources with the Intelligence Community
(IC) to ensure that DHS is aligned with emerging IC systems engineering
and technology solutions.

€.5.10 SECURITY MANAGEMENT CENTER (SMC)

The DHS SMC shall provide continuous security monitoring to detect ali potential adverse
events within all DHS network and computer systems. The SMC shall provide day-to-day
operations and maintenance of the DHS defense-in-depth secusity infrastructure. At
Contract award, GFE will be provided to assist in Security structure build-out. The SMC in
this form does not exist today, and the contractor shall propose a solution for this
requirement. (See paragraph C.5.9.1 for the location and status of the NMC/SMC.)

C.5.10.1 SMC Operations

The contractor shall centrally manage DHS Information Technoiogy Services Office
Security Management. The SMC shall be co-located with the NMC to provide a fully
integrated operations and security management function.

C.5.10.1.1 The contractor shall provide security system administration, key
management, security audit and analysis, security incident reporting and
response, security intrusion detection, system vulnerability assessment,
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responding to Information Security Vulnerability Notices (ISVMs), the most
recent anti-virus signature updates, and end-user support to resolve security
issues.

C.5.10.1.2 The contractor shall prepare a DHS Information Technology Services Ofifice
Security Management Approach and SOPs, Checklists and a DHS Information
Technology Services Office Security Plan, for operations within the SMC, and
submit to the COTR for approval. (CDRL C.5.10-1, Information Technology
Services Office Security Management Approach and SOPs, Checklists and
DHS Information Technology Services Office Security Plan)

C.5.10.1.3 The contractor shall staff the SMC with subject matter experts to act as
analysts to support 7X24X365 (366 for leap years) monitoring and response
capability.

C.5.10.1.4 The contractor shall identify the requirements for and install upgrades,
updates, service packs, and patches.

C.5.10.1.5 The contractor shall maintain security protection and reliability updates on
operating systems.

C.5.10.1.6  The contractor shall identify and notify the COTR of any upgrades, updates,
service packs, and patches determined to be incompatible with system or
application specifications and proceed as directed by the COTR.

C.5.10.1.7 The contractor shall monitor system operability and functionality, identify
abnormal performance and degradation and complete resolution actions to
return the systems to normal performance.

C.5.10.1.8 The contractor shall monitor system capacity, maintain normal
perfarmance, and prevent system degradation resuiting from usage exceeding
system capacity.

C.5.10.2 Vulnerability Assessment

C.5.10.21 The contractor shall perform threat and vulnerability assessments on ail
information system assets, including Public Facing operational iT systems, as
part of its sustaining Security Systems Administration. The contractor shall
generate a Vulnerability Assessment Report following each assessment that
lists the vulnerabilities discovered, and their impact/threat to the network (high,
medium, and low). (CDRL C.5.10-2, Vuinerability Assessmant Report) The
contractor's security team shall present high threat vulnerabilittes and
suggested mitigations to the Government prior to leaving the sites, The report
shall include mitigation recommendations for all other vulnerabilities identified.
The SMC shall report the status of actions to correct the high threat
vulnerabilities to the System Security Administrators (SSAs), security manager,
and the ISSO/ISSM on a monthly basis.

C.5.1022 The contractor shall identify specific security weaknesses on target
systems, and provide recommended techniques and/or improvements to
strengthen the security of the target system.

C.5.10.2.3 The contractor shail scan DHS systems using GFE or vulnerability tools
approved by the Government.

C.5.10.24 The contractors vulnerability assessment capability shall identify
unauthorized access points or potential implementation weaknesses.
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C.5.10.2.5 The contractor shall define and audit PEP policy and determine how the
PEP handles application(s) traffic such as web, email, or telnet. Additionally,
the integrated security team’s DHS PEP Management Policy shall describe
PEP updates and managemsnt.

C.5.10.2.6 The contractor shall identify, review and analyze the wvulnerabifities
associated with each application and the cost-benefits associated with the
methods used for securing the applications and provide the findings to the
COTR. (CDRL C.5.10-3, Application Vulnerability Cost-Benefit Analysis)

C.5.10.27 The contractor shall develop a DHS PEP policy that identifies the
necessary network applications, vulnerabilities associated with these
applications, creation of applications traffic matrices identifying protection
methods, and PEP rule-sets based on applications traffic matrices.

C.5.10.3 Security Information Management (SIM) & Security Management Capabiiity

SIM is an autormated capability that provides for the collection, analysis, alerting,
reporting, and trending for all of the system components within a computing environment.

C.5.10.3.1 The contractor shall establish, operate, and maintain an Information
Technology Services Office security management capability suitable for the
real-time monitoring and assessment of all assigned assets in accordance with
DHS MD 4300 and Security Architecture Volume 2. Examples of these assets
are PEPs, virtual private networks, routers, switches, server and end system
computing elements. Additionally, the system shall collect event input from the
IDS, anti-virus, and network management systems. DHS HQ shall procure
initial GFE for all LAN environments. The contractor should propose tools to
address capabilities that may not be either fully procured or implemented by
the govermnment prior to the award of IT NOVA. DHS determined that the ESM
and other enterprise security management products manufactured by ArcSight
will form the nucleus of the DHS HQ SIM.

C.5.10.3.2 The SMC shall be responsible for day-to-day operations and maintenance
of the defense-in-depth security infrastructure. The SMC shall be co-located
with the [Information Technoiogy Services Office NMC to provide a fully
integrated operations and security management functions.

C.5.10.4 Security Systems Administration

The contractor shall manage and monitor all DHS security components including
intrusion detection systems (ID8s) and PEPs. Security systems shall use an automated
delivery function to the maximum extent possible to push anti-virus software signature
updates to the desktops and provide the resuits to information Technolegy Services
Office NMC/SMC management for analysis. Security systems administration shall
include the following:

C.5.10.4.1  The contractor shail monitor DHS systems for intrusion activity, and be
prepared to take appropriate steps to mitigate any suspected intrusion while
maintaining the availability of the system for all authorized users.

C.5.10.4.2 The contractor shall conduct computer forensics, law enforcement evidence
collection and preservation efforis in support of the system.

C.5.104.3 The contractor shall conduct assessments quarterly {or as directed) at all
major nodes, such as gateways and regional centers where data is stored and
report the results of such findings to the COTR.
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C.5.10.4.4  The contractor shall perform anti-virus scans of the entire DHS networks in
accordance with the proscribed procedures in DHS Approved Maintenance
Downtime as described in Section C.5.6.4.

C.5.10.5 Security Change Management

The contractor shall centrally manage and control the implementation of corrective
patches and service packs.

C.5.10.5.1 For all new installations, system upgrades or routine maintenance, the
contractor shall complete all requested administrative requirements and testing
prior to submission to CCB for approval.

C.5.10.5.2 The contractor shall assess DHS directed security patches or service packs
before implementation to verify the need to implement and the impact upon the
system.

C.5.10.5.3 The contractor, in coordination with DHS, shall determine the schedule for
deploying information Assurance and Vuinerabiiity Alerts (IAVAs), patches, and
service packs.

C.5.10.54 The contractor shall provide monthly reports to the appropriate COTR on
the success of the patch/service pack deployment, and any issues preventing
completion. (CDRL C.5.10-4, Patch/Service Pack Daployment Report)

C.5.10.6 Security Log Access, Retentlon and Review

C.5.10.6.1 In accordance with applicable DHS directives, the contractor shall maintain
all security iogs for the required retention period. Access to these logs shail be
restricted to |ISSM approved personnel.

C.5.10.6.2 The contractor shall record all accesses to these logs, including an audit
history of reads, changes, and delations.

C.5.10.6.3 The contractor shall protect logs under these restrictions to include all
secunty logs (PEP, IDS, anti-virus), as weil as domain controiler, and all
management systems as directed by the ISSM/ISSO.

C.5.10.64 The contractor shall perform reviews and provide monthly reports (or as
directed) on all system logs. (CDRL C.5.10-5, System Log Security Review
Report)

C.5.10.7 System Security Administrators

The contractor shall provide all System Security Administrators (SSA). Each SSA is an
axtension of the SMC in providing security oversight, monitoring, and reporting for DHS
and is the principal POC for all security issues and support of Government ISSMs and
iISSOs.

C.5.10.8 Data Spills and Response

The contractor shall employ guards and gateways to monitor, prevent, detect, respond,
report and correct the unauthorized release of Secret or TS/SCI data.

C.5.10.9 Incident Response

The contractor shall create and maintain the capability to respond rapidly to any network
event that couid affect the information Assurance /Information Protection posture of DHS.
The contractor shall create and maintain SOPs and checklists to cover events such as
network infrusions, data spills, introduction of malicious software, Denial of Service (DoS)
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incidents, inappropriate network use, etc. The contractor shall base these SOPs and
checklists upon existing DHS directives and guidance.

C.5.10.9.1 The contractor shall maintain a tfrained Computer Security Incident
Response Team {CSIRT}), which may include systems administrators and other
personnei. The contractor shall develop policy and processes related to the
astablishment and generation of the CSIRT. The CSIRT shall maintain a digital
forensics capability that establishes and maintains an evidentiary chain of
custody.

C.5.10.9.2 The contractor shall utilize all available audit logs to support forensics
activities, and shall develop SOPs for the conduct of forensics investigations
that shali be submitted to the COTR for approval. (CORL C.5.10-8, Forensic
Investigation SOPs)

C.5.10.9.3 The contractor shall follow established reporting procedures when providing
initial notification to the SSAs, Security Manager, 1SS0, and Information
System Security Manager (ISSM} of any network event or incident.

C.5.10.9.4 The contractor shall provide Event and Incident Reports to the Government
as directed in the DOD-Dir.8500 Series Computer Network Defense (CND).
(CDRL C.5.10-7, Event and Incident Reports) The Continuity of Operations
Plan shall detail non-IT incident response, as identified in HSPD-5 and the
DHS initial National Response Pian,

C.5.10.10 Information Condition {INFOCON) Management

{n response to potential threats to the DHS (and U.S. infrastructure assets in general),
the Secretary of the DHS (SECDHS) may direct the elevation of the protection levels of
the network and IT assets through the impiementation of INFOCON levels. The
INFOCON level is determined based upon an assessment of risk to the DHS networks.
When directed by DHS, the Designated Accrediting Authority (DAA) will approve specific
measures of protection for the networks.

C.6.10.10.1 The contractor shall impiement INFOCON conditions within the DHS, and
will track the attainment of the directed INFOCON level across the networks.

C.5.10.10.2 The contractor shall assist in the coordination of DHS INFOCON levels and
that of external entities such as DOD as directed by the COTR.

C.5.10.10.3 The contractor shall develop, submit to the COTR for approval and follow
S0Ps and checklists to track the changes in INFOCON level and the
attainment of the directed INFOCON. (CDRL C.5.10-8, INFOCON Level SOPs
and Checklists)

C.5.10.10.4 The Information Technology Services Office SMC shali create SOPs based
upon DHS policies to support the DHS Computer Network Defense Continuity
of Operations Plan.

C.5.11 COMMUNICATIONS SECURITY (COMSEC) MANAGEMENT
C.5.11.1 COMSEC Security

C.5.11.1.1 The contractor shall provide on-site 7X24X365 (366 for leap years)
COMSEC Support for services such as installation maintenance and
administration of messaging systems (e.g., DMS, AMHS, receipt, transmission
and/or distribution of all forms of communication media such as: faxes,
messages, correspandence, etc).
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C.5.11.1.2 The contractor shall operate encryption systems to support secure voice
and video systems as required and assist Government personne! with receipt,
inventory control, deployment, and securing of encryption systems. The
contractor shall assist users in the operations of secure facsimite systems, and
perform user level maintenance.

C.51113 The contractor shall receive, distribute, inventory and administrator
COMSEC account matenial.

C.51114 The contractor shall perform COMSEC technical tasks such as maintaining
and updating messaging systems, installation and maintenance of all
cryptographic equipment (e.g., TACLANE, FASTLANE, and KIV-7).

C.5.11.1.5 The contractor shall provide a COMSEC Plan to address implementation
and operational details in accordance with DHS and NSA policies and
procedures and provide to the COTR. (CDRL C.5.11-1, COMSEC Plan)

C.511.1.6 The contractor shall establish and manage a COMSEC account in
accordance with DHS guidelines and procedures.

C.511.1.7 The contractor shall manage, update and maintain the Information
Technology Services Office SMC COMSEC account and COMSEC controlied
items (CCi} and all keying material.

C.5.12 OTHER COMMUNICATIONS OPERATIONS
C.5.121 Emergency Notificatlon System

The contractor shall program and operate Emergency Notification System
(Communicator) and:

C.5.12.11  The contractor shall provide user training as required.

C51212 The contractor shall interface and coordinate with the vendor for
maintenance and software upgrades.

C.5.12.1.3 The contractor shall provide data entry and system backup as required.
C.5.12.2 Executlve Telecommunications Support

The contractor shall provide contiguous hours 24x7x365 secure and non-secure IT and
communications services and suppont for the Secretary of the Department of Homeland
Security (DHS), the Deputy Secretary and other designated DHS executive staff while
they are traveling outside of the National Capital Area (NCA).

C.5.12.21 The contractor shall provide daily operations support for fixed and mobile
IT{Talecom equipment such as the following tasks:
+ Manage and control inventory
* Operate, test, troubleshoot, and maintain equipment
* Operate and ensure capability of mobile (T/Telecom vehicle
» Maintain proficiency on existing and future iT/Telecom systems

+« Assist in design, development, analysis, integration, and evaluation of
IT/Telecom systems

» Plan and perform preventive maintenance inspections on {T/Telecom
equipment that is installed at the ETS NAC facility, installed in secure
mobile vehicle platforms, and used while traveling
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+ Perform equipment lifecycle management
+ Perform COMSEC and project management support

s Synthesize customer needs with commaercially available IT products into
requirements that wiil allow the implementation of engineered IT/Telecom
systems and processes

» Provide operational assistance to DHS Senior Executives and staff
C.5.12.2.2 The contractor shali provide travel operations suppoit such as:

» Coordinate with DHS staff advance arrival personne! at the travel sites
+ Transport IT/Telecommunications equipment to and from travel sites

+ Conduct site survey(s) for installation of travel systams

» Install and remove IT/Telecom equipment from trip site

» Provide point-to-point telecom support to travel teams

» Coordinate their own travel logistics arrangements
C.513 TRAINING

The contractor shall provide professional, technical and end-user training. The contractor
shall provide the training support for DHS IT operations to include user applications and
network access, system administration, and security. The contractor shall develop training
plans for DHS personnel, system users, and contractor personnel. The training plans shall
be submitted to the COTR for approval prior to implementation. (CORL C.5.13-1, Training
Plan} The contractor shall maintain an electronic record of all training courses conducted
and who attended.

C.5.13.1 System Administrator Training

The contractor shall provide appropriate training, training materials, and help desk
support for the applications provided for DHS. The contractor shall work with the
Government to develop a Training Plan that addresses the delivery of training to
supervisors, and system administrators. The plan shall be in conformance with the SOPs
and SLAs.

C.5.13.1.1  The contractor shall provide the training curriculum and training materials
for DHS applications and desktops. The training materials shali be suitable for
both users and system administrators, and adopted from existing training
materials for legacy applications integrated into DHS service.

C.5.13.1.2 The contractor shall provide the delivery of the user training through a
“train-the-trainer” approach to the maximum extent possible. The contractor

shali provide training directly to the users at either contractor facilities or
Govemment facilities.

C.5.13.12.1 The contractor shall provide DHS training through training delivery
methods such as the following:

» Direct delivery of the training to user and system administrators at
DHS facilities or ather locations as directed by the Government

« Direct delivery of special user training to personnel who will then act
as trainers in the fleld
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« Delivery of training to user through computer-based training (CBT) or
other distance learning techniques that the contractor has found
effective

C.5.13.1.3 The contractor shall provide documentation and manuals for COTS
products that have them.

C.5.13.2 Security Training

The contractor shail develop, document, and administer a Security Training Plan and
Curriculum providing annual required security awareness and operational security
refresher training. Delivered training elements shall comply with DHS and other relevant
externai agency directives and policies for enforcement of Government security
provisions. The appropriate COTR will review and approve the training curriculum prior
to impiementation. Implementation of the training may be sither through instructed
sessions or via computer-based self-paced training. The contractor may elect to provide
this training in incremental elements depending upon component usage, and the training
may be delivered via computer-based training, help files or instructed sessions following
Government approval.

C.5.13.2.1  The contractor shall provide training to users and operators to facilitate the
usage of security components within the network and on the desktop.

C.5.13.3 End-User Training

The contractor shall develop, document, and conduct end-user training on all COTS,
GOTS, and unique software. The appropriate COTR wilt review and approve the training
curriculum prior to impiementation. implementation of the training may be either through
instructed sessions or via computer-based seif-paced training. The contractor may elect
to provide this training in incremental elements depending upon component usage, and
may be delivered via computer-based training, help files or instructed sessions foilowing
Government approval.

C.5.14 WIRELESS MANAGEMENT

The contractor shall provide sarvices to the Wireless Management Office (WMO) to develop
Wireless Communications Architecture (WCA) and Enterprise Architecture Governance.
The contractor shall also provide Support Systems Engineering, support to Working
Groups, Frequency Management and Spectrum Planning.

The contractor shall provide support to the WMO in the following manner:
e  Work as an integrated member of the WMO team, and in close coordination and
cooperation with the representatives of the DHS components, members of the

Wireless Working Group (WWG), Enterprise Architecture (EA}, and other DHS
participants designated by the WMO or the WWG

+ Maintain a strategic mission focus on the overarching strategic priorities of the WMO
as they work to meet the needs and obligations of DHS’ WCA and EA programs

+ Perform specific actions and produce results that meet the goals of the WMO as
coordinated and evaluated by the members of the WMO, WWG, EA, and the DHS CIO

C.5.14.1 Wireless Communication Architecture Developmait

C.5.14.11 The contractor shaill enhance the pilot architecture and concept of
operations that support depioyable wireless communications, for use in the

Cc-78



Task Order 8M17/07
PROCUREMENT SENSITIVE

event of a disaster, terrorist attack, or other crisis, and can be tested against
past events (e.g., Hurricane Katrina, Los Angeles earthquakes, 9/11).

C.5.14.1.2 The contractor shall integrate and reflect the relevant aspects of the
following programs, where applicable and relevant: IWN, SAFECOM, Rescue
21, Command 2010, Deepwater, NAIS, FNARS, CBP Modernization, SBl.net,
HSARPA, 25 Cities, Gulf Coast, and others as appropriate.

C.5.14.1.3 The contractor shall integrate critical interoperability standards into the
Wireless Communications Enterprise Architecture Technical Reference Model
{TRM) spanning ail DHS wireless programs and infrastructure.

C.5.14.1.4 The contractor shall identify infrastructure and assets that can be leveraged
in support of the overall WCA, and realize synergies from shared resources
during all phases of the system lifecycle.

C.5.14.2 Systems Enginearing Support

The contractor shall support Systems Engineering initiatives along with the affiliated work
products through the following tasks:

C.5.14.21 Ensure tactical communications investment meet common and unique
mission needs.

C.5.14.2.2 Improve interoperability while facilitating long-term investment goals.
C.5.14.23 Develop modeis of existing and desired future frameworks.

C.5.14.24 Provide analysis, decision support, risk mitigation and system engineering
processes for migrating to the desired future framework.

C51425 Develop a Systems Engineering (SE) framework for the WMO, its
Programs and Projects. The initial framework shall be created and submitted
to the COTR within 40 business days of Task Order start and update as
changes occur. (CDRL C.5.14-1 Wireless Systems Engineering Framework)

C514.26 Define and maintain Systems Engineering Gold Standards and best
practices for all aspects of wireless and general communications systems
engineering and the associated software-based or other tools.

C.5.14.27 Employ, maintain, improve and verify practices against Systems
Engineering Gold Standards upon Government approval of the standards.

C.5.14.28 Develop the definition and specification of Systems Engineering documents
such as the Systems Engineering Management Plan (SEMP), Concept of
Operations (CONOPS), Functional Baseline, System Specifications, System
Development Specifications, and other applicable requirement documents to
maintain Requirements traceability. (CDRL 5.14-2, Wireless SEMP, Wireless
CONOPS, Functional Baseline, System Specifications, System Development
Specifications)

C.514.29 Write statements of work and specifications for the development,
deployment and maintenance of the IWN program and other DHS programs.

C.5.14.2.10 Evaluate technical performance, develop verification strategies and perform
Independent Verfication & Validation, review/critique of deliverabies of other
contractors.
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C.5.14.2.11 Employ WMO's existing Metis (brand) toolset and the WCA Framework to
create architecture based on the DoDAF to capture WMO program and project
objectives, CONOPS, and requirements.

C5.14.2.12 Provide technical direction and administrative support for the development
of interoperability standards, such as the Wireless Inter-System Interface
(WIiS!), Software Defined Radio (SWR), and other standards in support of DHS
wireless interoperability objectives.

C5.14.2.13 Provide a full range of on-site engineerng, technical, acquisition, and
logistics support to ensure that fully integrated multimedia (e.g., voice, data,
video) cable and wireless based tactical and strategic command, control,
sensor, communication, security, and surveillance systems are properly
developed, fielded by, and effectively operated in support of the DHS,

C.5.14.2.14 Design, implement, and support private and public alerting systems,
inciuding AM, FM, TV, and satellite system broadcast capabilities and the
appropriate subscriber devices.

C.5.14.3 Working Group Support

C.5.14.3.1.1 Tha contractor shall support the Wireless Working Group, Project 25,
Project 34, Push-to-Talk on Celiular (POC), Standards Working Sessions,
RFID summit meetings, and various conferences through meeting
attendance, providing subject matter expertise, providing documents,
developing materials for presentation and performing foliow-up actions.

C.5.14.4 Enterprise Architecture Governance Support

The contractor shall support the DHS WMO to ensure that the wireless investments and
other wireless projects brought before the EACOE comply with WMO'’s policies and
strategic direction.

C.5.14.5 Frequency Management Support
The contractor shall perform frequency management functions as follows

C.5.14.5.1  Assist with the daily selection, coordination, and processing of ail radio
frequency authorizations in support of DHS components. The selected
frequencies shall be selected from the frequencies in the Government Master
File.

C.5.14.5.2 Develop frequency plans that meet new communications requirements and
improve methodologies for interoperability among the DHS components and
key federal, state, and local partners.

C.5.14.5.3 Pearform detailed frequency planning for DHS' migration to new wireless
systems, utilizing 12.5 kHz channel bandwidth in accordance with the NTIA
Manuali of Regulations and Procedures for Federal Radio Freguency
Management.

C.5.14.54 Ensure that systems will neither cause nor receive harmful interference to
or from other authorized users when placed in their intended operaticnal
environments.

C.5.1455 Ensure accuracy of all frequency assignments by conducing "five-year-
reviews” of records for all locations with installed narrowband equipment.

C.5.14.6 Spectrum Planning
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The contractor shall support Spectrum Pianning as follows:

C.5.146.1 Develop channel plans for impiementations of DHS wireless systems,
including DHS OneNet-Wireless, which feeds into a nationwide channel plan.

C.5.14.6.2 Review current frequency plans and those under development to support
the implementations of DHS OneNet-Wireless.

C.5.146.3 Develop recommended frequency changes to eliminate technical
incompatibilities, improve interoperability, and reduce and/or minimize harmful
interfarence.

C.5.146.4 Refine the nationwide channel plan with the support of the WWG Spectrum
Management Working Group (SMWG) to include identifying frequencies and
developing a logical structure for nationwide channels (e.g., component specific
channels, DHS common channels, interoperability channeis).

C.5.1465 Develop a nationwide strategy to define optimal geographic spacing for
frequency reuse zones; identify the number of frequencies needed for a
successful regional/zone system design, use temporary transition frequencies
{if required), and use permanent narrowband frequencies of the new wireless
systems.

C.5.14.6.8 Prepare equipment and system certification documentation as required.

C.5.146.7 Coordinate new, proposed frequencies within DHS and with other federal
departments and government agencies.

C.5.146.8 Prepare spectrum Planning analyses and documentation as directed.
C.5.15 IT CONTINUITY MANAGEMENT

The contractor shall perform continuity management actions affecting the Information
Technology Service Office and all of its functions including the Network Management
Center, Security Management Center, Front Office, Enterprise Business Management
Office, Infrastructure Information Systems Security Manager {ISSM), Mission Critical
Infrastructure Operations (MCIQ), Enterprise Application Delivery and Operations, IT
Continuity Management, Business Office Operations, Infrastructure Transformation Office,
Wireless Management Office, and all netweork and telacommunications components. The
contractor shall also provide continuity management and redundancy capability of the Help
Desk.

These programs/offices have 46 recoverable essential functions (EFs) with alternate site
operations occurring at two sites as a minimum. The sites, to include redundant NMC, and
SMC, are provided by DHS. EFs concern DHS, state/local Governments, law enforcement,
and other executive branch directorates, and agencies. The DHS Continuity Planning
framework is provided at TE C.5.15-001.

The contractor shall provide IT integration capability for all departmental, intergovernmental,
and non-governmental organizations (NGQ) applications used on the LANs.

C.5.15.1 Continuity Assessment

C.5.15.1.1 The contractor shall perform an initial baseline analysis of existing IT
continuity plans and programs. (CDRL C.5.15-1, Business Continuity initial
Assessment)
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C.5.15.1.2 After completing the baseline analysis, and its approval by the COTR, the
contractor shall evaluate the baseline against the Business Continuity
Framework to determine operational gaps. The contractor shall document the
findings of the gap analysis and submit the findings to the COTR within 60
business days of the baseline analysis approval by the COTR. (CDRL C.5.15-
2, Business Continuity Framework Gap Analysis)

C.5.15.2 Continuity Planning

C.5.16.2.1 The contractor shall facilitate strategic planning with programs and offices
annually, or as directed by the COTR. The outcome of the strategic planning is
the Multi-Year Strategic Program Management Plan containing continuity
ptanning goals and objectives to include performance measures for the period.
{(CDRL C.5.15-3, Multi-Year Strategic Program Management Plan)

C.5.15.2.2 The contractor shall update and maintain annually, or as directed by the
COTR, the CIO COOP Implementation Plan. The contractor shall provide the
document to the COTR for approval. (CDRL C.5.15-4, CIO CQOP
Implementation Plan)

C.5.15.2.3 The contractor shall develop, maintain, update and implement the Incident
Response and Management Plan, containing mahagement activist and
emergency response and escalation procedures. The contractor shall update
the pilan annually or as directed by the COTR, based on
threat/exposure/business continuity strategy. (CDRL C€.5.15-5, Incident
Response and Management Plan)

C.5.15.24 The contractor shall develop, maintain, update and implement the CIO
Operational Recovery Plan and IT Disaster Recovery/Business Continuity
Plans, at least annually for offices/programs. (CDRL C.5.15-6, CIO
Operational Recovery Plan and IT Disaster Recovery/Business Continuity
Plar)

C.5.15.3 Continuity Reviews and Coordination

C.5.15.3.1 The contractor shall participate in Enterprise Architecture Center of
Excellence (EACOE) reviews, Enterprise Change Control Board (ECCB)
reviews, and other compliance activities to Identify the impact of these bodies’
decisions and actions on IT continuity planning and advise these bodies’ on
continuity planning considerations. The contractor shall document the reviews
continuity planning impacts and provide comments in accordance with the
guidelines provided by the appropriate board.

C.5.156.3.2 The contractor shall schedule, plan and conduct a bi-weekly meeting of
designated stake holders to discuss and coordinate requirements for the
developmeant and maintenance of the Disaster Recovery and IT Contingency
Plan and coordinate the plans and activities for conducting COOP Exercises.
The meeting participants shall also coordinate the actions taken to address
findings resulting from COOP exercises. The contractor shall provide meeting
minutes to the COTR within three business days of the meeting. (CDRL
C.5.15-7, Plans and Exercises Coordination Meeting Minutes)

C.5.15.4 Continuity Program Administration

C.5.15.4.1  The contractar shall develop, maintain, update and implement IT continuity
policy, guidance, methodologies and tools. Updates shall occur at least
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annually, in response to Homeland Security Presidential Directives (HSPDs), or
as directed by the COTR. (CDRL C.5.15-8, Continuity Policy, Guidance,
Methodologies and Tools)

C.5.15.4.2 The contractor shall update and maintain, at the direction of the COTR, the
list of CIO essential functions and critical IT/telecommunication networks,
systems, facilities, and critical positions. (CDRL C. 5.15-9, Essential Functions,
Critical [T/Telecommunication Networks, Systems, Facilities, and Critical
Positions List)

C.5.15.4.3 The confractor shall annually, or when significant changes occur to the
esseantial function(s) or DHS IT infrastructure perform a continuity management
review. Changes shall result in a threat and vulnerability exposure, Risk
Assessment, interdependency Analysis, Business Impact Analysis. The
contractor shall ensure re-use of existing information when performing the
aforementioned tasks. The contractor shall prepare a report and executive
briefing identifying risk to the CIO. (CDRL C.5.15-10, Continuity Management
Review)

C.5.1544 The contractor shall conduct a review of the CIO COOP Implementation
program, Operational Recovery/IT Contingency Plans, observe related tests,
and provide feedback on program compliance in accordance with all applicable
executive orders, prasidential directives, other federal and DHS laws, federal
orders management policles, handbooks, guidelines, processes, and
procedures, as directed by the COTR.

C.5.15.45 The contractor shall develop executive briefings as directed by COTR.
(CDRL C€.5.15-11, Business Continuity Executive Briefings)

C.5.15.5 Testing and Exercises

C.5.15.5.1 The contractor shall develop test plans and provide training on the
test/exercise plans annually or as directed by COTR. (CDRL C.5.15-12,
Test/Exearcise Plans)

C.5.1552 The contractor shall participate in test/exercises and the after-action
test/exercise reviews and document issues in an After Action Report. (CDRL
C.5.15-13, Test/Exarcise After Action Report)

C.5.15.6 Electronic Records

C.5.15.61 The contractor shall develop, maintain, update and implement the
electronic vital records program to ensurg critical records from ail three
networks are stored off premise. Records range from paper-based documents
to the latest electronic-storage media.

C.5.15.6.2 The off-site storage location(s) shall be located at least 50 miles from the
production site, outside of the impact area of the production site, and inside the
continental U.S.

C.5.15.6.3 The frequency of records back-up is dependent on the record type and
COTR direction.

C.5.15.6.4 The retrievable and fully operational time frames shall fulfil the
performance requirements for critical and non-critical systems as identified in
Table 1 of the Task Order, Continuity of Government Condition {COGCON)
level activation/reconstitution timeframes, or as designated by the COTR.
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C.5.15.6.5 The contractor shall test and ensure the records are retrievable and usable
at least quarterly. The contractor shall provide a test report to the COTR within
five business days of completing the test. {(CDRL C.5.15-14, Electronic Vital
Records Program Test Report.
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C.6 APPLICABLE LAWS, PUBLICATIONS, AND FORMS
C.6.1 GENERAL INFORMATION
C.6.1.1  Applicable Publications and Forms

C6.1.1.1 Most Government publications listed are available electronically and the
Government will provide the non-elactronic versions at the start of the Task
Order. The contractor shall maintain a copy of all required publications listed in
this Section and Technical Exhibits in accordance with Section C.1. The
contractor shall post supplements or amendments to listed publications from
any organizationat level issued during the life of the Task Ordar as required.

cB.1.1.2 The contractor shall establish continuing publication requirements with the
DHS publication distribution office. The contractor shall have customer
accounts for all publications listed in this Task Order.

C61.13 The contractor shall immediately implement changes to publications that
result in a decrease or no change to the Task Order price. Prior to
implementing any revision, supplement, or amendment that may resuit in an
increase in Task Qrder price, the contractor shall submit a price proposal to the
COTR and obtain approval. The contractor shall submit said price proposal
within 20 business days from the date the contractor receives notice of the
revision, suppftement, or amendment-giving rise to the increase in cost of
performance. Failure of the contractor to submit a price proposal within 20
business days from the date of receipt of any change shall entitle the
Government to require performance in accordance with such change at no
increase in Task Order price,

C6.1.14 The contractor shall ensure that all publications are posted and up-to-date.
Upon compietion of the Task Order, the contractor shall retum to the
Government all issued publications.

C.6.1.2 Publication Conflict Resolution

C.6.1.2.1 If there is a conflict between Section C and the cited references, Section C
shall control.

C6.1.22 Any task set forth in any such reference which will cail for the exercise of
discretionary Government authority that cannot be delegated, wiil be subject to
the final approval of the Government official having such authority.

CB6.1.23 All publications and forms will be current issue. The contractor shall use
axisting stocks of forms until depleted.

c6.1.24 The publications and documents listed in this Section are current with dates
as of the writing of this Task Order, not necessarily date of Task Order award.
The Govemmaent will not modify this section of the Task Order during the
tenure of the Task Order uniess a Contract Price change is required based
upon a new documentary requirement.

C.6.2 FEDERAL PUBLICATIONS
c.6.21 Federal Regulation and Guidelines

All supplies and services provided under this Task Order shall conform to the applicable
Federal Information Processing Standards Publications (FIPS PUBS) as specified on
Web site htip//www itlnist.govifipspubs/.  The contractor shall also comply with
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Electronic and Information Technology Standards as specified on Web site
http://Amww section508 goviindex.cfm?FuseAction=Content&iD=3

Govermnmaent Paperwork Elimination Act (GPEA)
hitp:/iwww whitehouse . goviomb/fedreg/apeaZ htmi
Federal Acquisition Regulation

Records management guidance for agencies implementing elactronic
signature technologies http://www nara.qov/records/policy/gpea. html

Electronic Signatures in Global and Nationat Commerce Act (ESIGN)
http://www . whitehouse.gov/omb/memoranda/m00-15 . html

OMB Circular A130
hitp/fwww . whitehouse.qoviOMB/circulars/a130/a130.htmi

C.6.3 OTHER PUBLICATIONS
C.6.3.1 U.S. Congress-Public Law (PL) and United States Code (U.5.C.)

-

-

PL 107-347 Section ill, Federal Information Security Management Act
(FISMA) of 2002, 2002

PL 107-305, Cyber Security Research and Development Act of 2002
PL 96-456, Classified Information Procedures Act of 1980

5 U.8.C. 552, Freedom of Information Act; Public Information; Agency
Rules, Opinions, Orders, Records, and Proceedings, 1967

5 U.S.C. 552a, Privacy Act, Records Maintained on Individuals, 1974

18 U.S.C. 1029, Fraud and Reiated Activity in Connection with Access
Devices

18 U.S.C. 1030, Fraud and Related Activity in Connection with Computers

40 U.S.C. 1401 et seq., P.L. 104-108, Clinger Cohen Act of 1996
{Information Technology and Management Reform Act of 1996)

44 UJ.8.C. 3534, Federal Agency Responsibilities
44 1J.5.C. 3535, Annual Independent Evaluation
44 1U.8.C. 3537, Authorization of Appropriations

44 U.S.C. 3541, P.L. 107-296, Federal Information Security Management
Act of 2002 (FISMA)

44 U.S.C. 3546, Federal Information Security Incident Center

C.6.3.2 Executive Orders—Office of Management and Budget (OMB), Homeland
Sacurity Presidential Directive (HSPD) and Presidential Decislon Directive

HSPD-7, Critical Infrastructure Identification, Priontization, and Protection,
2004

HSPD-20 National Continuity Policy, 2007

OMB Policy Memorandum M-07-11, implementation of Commonly
Accepted Security Configurations for Windows Operating Systems.

OMB Memorandum M-07-18, Ensuring New Acquisitions Include Common
Security Configurations

OMB Circular A-130, Appendix lll, Security of Federal Autormated
Information Systems, 2000
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C.6.3.3 DHS Management Directive (MD)
The DHS Interactive web site contains the DHS MDs

DHS MD 0000 Organization of the Office of the Secretary of Homeland
Security

DHS MD 0002 Operational Integration Staff
DHS MD 0003 Acquisition Line of Business Integration and Management

DHS MD 0004 Administrative Service Line of Business Integration and
Management

PDHS MD 0005 Financial Management Line of Business Integration and
Management

DHS MD 0006 Human Capital Line of Business integration and
Management

DHS MD 0007.1 Information Technology Integration and Management
DHS MD 0475 information Collection Program

DHS MD 0480.1 Ethics/Standards of Conduct

DHS MD 0490.1 Federal Register Notices and Rules

DHS MD 0550.1 Record Management

DHS MD 0560 Real Property Management Program

DHS MD FORM 560-1 (3/05). Custody Recsipt for Personal Property/
Property Pass

DHS MD FORM 560-3 (3/05): Property Transfer Receipt

DHS MD 0565 Personal Property Management Directive

DHS MD 0590 Mail Management Program

DHS MD 0720.1 Small Business Acquisition Program

DHS MD 0731 Strategically Sourced Commaodities Policy and Procedures
DHS MD 0760.1 Purchase Card Program

DHS MD 0780 Contracting Officer's Technical Representative (COTR)
Certification, Appointment & Responsibilities

DHS MD 0782 Acquisition Certification Requirement for Program Managers
DHS MD 0783 Ordering Official Certification

DHS MD 0784 Acquisition Oversight Program

DHS MD 1120 Capitalization and Inventory of Personai Property

DHS MD 1130.1 Electronic Funds Transfer for Disbursements, Collections
and Deposits

DHS MD 1190.1 Billings and Collections
DHS MD 1210.1 Vendor Maintenance
DHS MD 1330 Planning, Programming, Budgeting and Execution
DHS MD 1400 Investment Review Process
» Enclosure 1: Definitions
s Enclosure 2: Guiding Principles
» Enclosure 3: Exhibit 300 Light
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» Enclosure 4: Request for MRC Review

¢« Enclosure 5: 1T Investment Review

e Enclosure 6: Business Case Scoring Template

¢ Enclosure 7: Phases and Business Case Elements
DHS MD 1510.1 Travel for Official Government Business

DHS MD 1560.2 Payment for Official Travel Expenses by Non-Federal
Sources

DHS MD 3120.2 Employment of Non-Citizens

DHS MD 4010.2 Section 508 Program Management Office & Electronic and
Iformation Technology Accessibility

» Appendix A: Software Applications and Operating Systems

+ Appendix B: Web-Based Intranet and Internet Information and
Applications

¢ Appendix C: Telecommunications Products

+ Appendix D: Video and Multimedia Products

s Appendix E; Self Contained, Closed Products

s Appendix F: Desktop and Portable Computers

e Appendix G: Functional Performance Criteria

+ Appendix H: Information, Documentation and Support
DHS MD 4030 Geospatial Management Office
DHS MD 4100.1 Wireless Management Office

DHS MD 4200.1 T Capital Planning and Investment Control (CPIC) and
Portfolio Management

» Attachment 1: Guide to Information Technology Capital Planning and
Investment Control

DHS MD 4300.1 Information Technology Systems Security

DHS MD 4400.1 DHS Web (Internet, Intranet, and Extranet Information)
and Information Systems

DHS MD 4500.1 DHS E-Mail Usage
DHS MD 4510 Domain Names
DHS MD 4600.1 Personal Use of Government Office Equipment
DHS MD 4700.1 Personal Communications Device Distribution
DHS MD 4800 Telecommunications Operations

+ Attachment A: Frequently Asked Questions (FAQs)

« Aftachment B: Nomination and Designation of Designated Agency
Representative (DAR} for Telecommunications Services

« Attachment C: Designated Agency Representative (DAR) for
Telecommunications Services Function Requirements

DHS MD 4900 Individual Use and Operation of DHS Information Systems/
Computers

s Aftachment A: Information Systems/Computer Access Agreement
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s Attachment B:; Logon Screen
DHS MD 5110.1 Environmental Compliance Program
DHS MD 5120.1 Environmental Management Program
DHS MD 5200.1 Occupational Safety and Health Programs
DHS MD 8200.1 Information Quality

DHS MD 9300.1 Continuity of Operations Programs and Continuity of
Government Functions

DHS MD 11060 Office of Security

DHS MD 11008 Suspending Access to DHS Facilities, Sensitive
information, and IT Systems

DHS MD 11020.1 Issuance of Access Control Media
DHS MD 11021 Portable Electronic Devices in SCI Facilities
DHS MD 11030.1 Physical Protection of Facilities and Real Property

DHS MD 11041 Protection of Classified National Security Information
Program Managernent

DHS MD 11042.1 Safeguarding Sensitive But Unclassiflied {For Official Use
Only) Information

DHS MD 11043 Sensitive Compartmented Information Program
Management

DHS MD 11044 Protection of Classified Nationai Security Information
Classification Management

DHS MD 11045 Protection of Classified Nationat Security Information:
Accountability, Control, and Storage

DHS MD 11046 Open Storage Area Standards for Collateral Classified
Information

DHS MD 11047 Protection of Classified National Security Information
Transmission & Transportation

DHS MD 11048 Suspension, Denial, and Revocation of Access to
Classified Information

DHS MD 11049 Protection of Classified National Security Information:
Security Violations and Infractions

DHS MD 11050.2 Personnel Security and Suitability Program
DHS MD 11051 Department of Homeland Security SCiF Escort Procedures
DHS MD 11052 Internal Security Program

DHS MD 11053 Security Education, Training, and Awareness Program
Directive

DHS MD 11056.1 Sensitive Security Information {S81)
DHS MD 11060.1 Operations Security Program
DHS MD 11080 Security Line of Business Integration and Management

C.6.3.4 DHS Regulations

Homeland Security Acquisition Regulation 305.242-71
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DHS Guides

DHS SCG 08-001 (IT), Security Classification Guide ~ Homeland Security
Data Network, February 2004

DHS SCG 08-002 (IT), Security Classification Guide — National Security IT
Systems Certification and Accreditation, March 2004

Natlional Institute of Standards and Technology (NIST), Special
Publications

The web site www.nist.gqov contains the NIST publications

800-18, Guide for Developing Security Plans for information Technology
Systems, 1998

800-23, Guideline to Federal Organizations on Security Assurance and
Acquisition/Use of Tested/Evaluated Products, 2000

B00-26, Revised NIST SP 800-26 System Questionnaire with NIST SP 800-
53 References and Associated Security Control Mappings, 2005

800-27, Engineering Principles for Information Technology Security (A
Baseline for Achieving Security), Revision A, 2004

B0O0-30, Risk Management Guide for Information Technology Systems,
2002

800-31, Intrusion Detection Systems (IDS), 2001

800-34, Contingency Planning Guide for Information Technology Systems,
2002

800-35, Guide to Information Technology Security Services, 2003
800-36, Guide to Selecting Information Security Products, 2003

800-37, Guide for the Security Certification and Accreditation of Federal
Information Systems, 2004

800-40, Procedures for Handling Security Patches, 2002

800-41, Guidelines on PEPs and PEP Policy, 2002

800-42, Guideline on Network Security Testing, 2003

B00-45, Guidelines on Electronic Mail Security, 2002

800-47, Guide for [nterconnecting Information Technology Systems, 2002

800-50, Building an Information Technology Security Awareness and
Training Program, 2003

800-51, Use of the Common Vulnerabilities and Expostres (CVE)
Vulnerability Naming Scheme, 2002

800-53, Recommended Security Controls for Federal Information Systems,
2005

B00-55 , Security Metrics Guide for Information Technology Systems, 2003

800-59, Guideline for identifying an Information System as a National
Security Systemn, 2003

800-60, Guide for Mapping Types of Information and Infornation Systemns
to Security Categories, 2004



Task Order

8M1vio7
PROCUREMENT SENSITIVE

800-61, Computer Security Incident Handling Guide, 2004

800-64, Security Considerations in the information System Development
Life Cycle, 2004

B00-65, Integrating Security into the Capital Planning and Investment
Control Process, 2005

800-68, Draft NIST Special Publication 800-68, Guidance for Securing
Microsoft Windows XP Systems for iT Professionals: A NIST Security
Configuration Checklist, 2004

800-70, The NIST Security Configuration Checklists Program

C.6.3.7 Federal Information Processing Standards Publications (FIPS PUBS)
The web site hitp://www ith.nnist. gov/fipsgubs/ contains FiPS publications.

C.64 FORMS

FIPS 199, Standards for Security Categorization of Federal Information and
Information Systems, 2003

DHS will provide electronically a comprehensive list of all forms upon Task Order
award. DHS will provide a URL address to access the DHS website for forms.
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C.7 TECHNICAL EXHIBITS

Technical Exhibit Title Numbering System:

A Technical Exhibit (TE) is titled in relation to the Section from which it is first referenced
and its order among TEs in that Section. For example, Section 3.1 has three Technical
Exhibits titled TE C.3.1.-001, TE C.3.1-002, and TE C.3.1.-003.

TE Page Numbering System:

Since Section C.7 provides all Technical Exhibits except those maintained on the DHS
Interactive website, all TEs are page numberad in relation to their TE title. For example,
page one of TE C.5.2.-001 is shown as page number TE C.5.2.-001-01 to indicate that it is
the first page of TE C.5.2.-001 from Task Order Section 5.2

List of Technical Exhibits:

TE Description Task Order Paragraph
C.1.2-001 DHS Organization Chart c.1.2
C.1.2-002 Locations Supported Summary (Sensitive But €12,€56.1
Unclassified)
C 1.2-003 DHS OCIO Organization Chart c.1.2
C.1.3-002 Seats by Fiscal Year (FY) for LAN — A C1311.C5
G.1.3-002 Seats by Fiscal Year (FY) for LAN — HSDN C131.1,C5 ]
C.1.3-902 Seats by Fiscal Year (FY) for LAN - C c1311C5
C.1.6-001 Performance Requirements Summary C1.6.1, ¢C1.6.1.2,
C.1.9.1.1
C.1.6-002 Plans developed, maintained, and updated by C16.24
Contractor
C.1.7-001 Key Personnel Positions and Descriptions C.1.7.1.2
C.1.12-001 Current Contracts Period of Performance c1121.1
€.1.12.002 Projects ci1211
C.3.1-001 Government Furmnished Equipment C3.14.1,C5, C.51,
Product Guide of IT Equipment & Software €.586.1
C.3.1-002 Government Furnished Equipment ¢314.1
Software
€.3.1-003 Govemment Furnished Equipment C.3.1.4.1
Inventory
C.3.1-004 Government Furnished Facilities |_(3.3.1 4.1
C.5.1-001 DHS Custom Applications Co 112
C5.5-001 Help Dask Ticket volume C.551
C.5.8-001 Switchboard Call Volume Cha2
C.5.15-001 Continuity Planning Framework C.515.1
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TE C.5.15-001 Continuity Planning Framework
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TE C.5.16-001 Continuity Planning Framework
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TE C.5.15-001 Continuity Planning Framework
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C.8 CONTRACT DATA REQUIREMENTS LISTING (CDRL)
CDRL Title Numbering System:

A CDRL is titled in relation to the Section and Paragraph number from which it is first
raferenced and its order among CDRLs in that Paragraph. For example;

Section C.4.2, Paragraph 1 (i.e., C.4.2.1) references twe CDRLs. Those CDRLs are titled
CDRL C.4.2-1 through CDRI. €.4.2-2,

The contractor shall provide electronic submittals of CDRLS using standard Microsoft Office
applications. if no format is specified in this Task Order, the contractor shall coordinate with
the COTR to format style of deliverable.

List of CORLs:
CDRL Task Ordear Title
Number | Paragraph

C.1.41 LC'1 413 Ad-Hoc Requirements

C.1.4-2 C1427 Information Technology Improvement Program

C.14-3 C.1427 Future Programmatic and Cost Requirements for IT
Servicas

C.14-4 C1428 Standard Operating Procedures For Each Functional Area

C.1.6-1 C.1.6.1 Monthly and Annual Workload Data Reports

C.1.6-2 C.16.21 Weekly Status Report

 C.1.6-3 C.1.8.22 Monthly Performance Summary Report T

C.16-4 C18.23 Monthly Quality Control Report

C.16-5 C.1.6.3.1.1 [ Monthly Contract Administration Review Status Meeting —
Agenda

C.1.6-6 C.1.6.3.1.2 | Monthly Contract Administration Review Status Meeting
Minutes

C.1.6-7 C.1.6.3.21 | Quarterly Program Management Review Agenda

C.1.6-8 C.1.6.3.2.2 | Quarterly Program Management Review Status Report

C.1.6-9 C.1.6,3.25 | Quarterly Program Management Review Meeting Minutes

C.1.6-10 C.1.6.4.1 Security Violation Report

C.1.6-11 C.164.2 Architectural Compliance Plan

C.1.6-12 C.1843 Program Development Report

C.16-13 C.1644 Network and Application Diagrams

Cc1.71 CA7.11 Project Manager Succession Plan

C1.7-2 C1.71.2 Key Personnel Succession Plan

C1.7-3 C.1.722 Staffing Roster

C1.7-4 C.1.7.3.2 Employee Training Plan
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CDRL Task Order Title
Number | Paragraph
C.1.841 C.1.8.1.1.2 | Unresolved Dispute Information
C.1.8-1 c1.9.21 Quality Control Plan
C.1.9-2 C1.8.22 Customer Evaluation Plan
C.1.111 C.1.11.24 Essential Personnel Contact List
C1.11-2 C.1.11.3.2 Travel Requests
C112-1 | CA.121.1 | Contract Transition Plan T
C.3.1-1 C3124 Govermnment Furnished Service Discrepancy Report
C.3.1-2 C.3.1.423 | Govemment Property Report — Annual
"C.3.1-3 |C3.14.4.2 | Government Property inventory — Initial
C.4.1-1 Cd4111 Contractor Owned, Contractor Operated Facilities List (used
in Task Order performance)
C.5.1-1 Ch1.1.4 Applications Consolidation and Rationalization Plan
C5.1-2 C.51.2.1 bUp/Down Status Report
C.5.1-3 C.5.1.3.1 Application Maintenance and Operation Reports -~ Weekly
C.5.1-4 C.5.1.3.1.1 | Root Cause Analysis Report
C.5.1-5 C.5.1.51 Performance Trend of Major Applications on the Network
Report
5241 C5213 Deployment Project Plan
C.5.2-2 Ch52186 Proposed Workspace Repori
C.56.2-3 C521.7 Trip Report
C.5.2-4 5218 Site Report
C.5.2-5 C.5.2.2 DHS Deployment Plan Template
Cb526 C.b5.23 Site Acceptance Process
C.5.2-7 523 Test Plans and Test Results Report
C.5.2-8 C.5.253 Deployment Project Plan/Status Report
C.5.3-1 C.534.25 | Gold Copy images
C.54-1 C.541 Individual Tast Plans
Ch54-2 Ch5425 Test Lab Issues and Risks Report
C54-3 C.54.2.10 Testing Lab Findings Report
C.5.5-1 C.5,56.1 End User and Desk Side Support Concept of Operations
C.5.5-2 C.5521 Preventative Maintenance Plan, Policies and Procedures
C.5.8-1 C58.1.7 Phone and PBX Services Report
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CDRL Task Order Title
Number | Paragraph

C.5.8-2 C.5.822.1 | Switchboard Knowledgebase Refersnce

C.5.83 C.5.8.2.2.2 | Automatic Call Directory

C.5.8-4 C58286 Calf Pattern Statistics Report — Monthly

C.58-5 C58.27 Switchboard COOP Plan

C.5.8-6 C.5.8.2.8.2 | Switchboard Training Lesson Plan

C.5.9-1 C558.14 NMC Standard Operating Procedures

C.59-2 C.59.1.12 Network and Systems Infrastructure Report

C583 C.5.9.1.19 Network Metrics Reports

C.5.101 C.510.1.2 information Technology Services Office Security
Management Approach and SOPs, Checklists and DHS
Information Technology Services Office Security Plan

C.510-2 C.5.10.2.1 Vulnerability Assessment Report

€.5.10-3 C.5.10.2.6 Application Vuinerability Cost-Benefit Analysis

C.5.10-4 C51054 Patch/Service Pack Deployment Report

C.5.10-5 C.5.106.4 System Log Security Review Report

C.5.10-6 C.5.10.9.2 Forensic Investigation SOPs

C.5.10-7 C.5.10.64 Event and incident Reports

C.5.10-8 C.5.10.10.3 | INFOCON Level SOPs and Checkiists

C.5.111 C511.1.6 COMSEC Plan

C.5.13-1 C.5.13 Training Plan

C.5.14-1 C.5.14.25 Wireless Systems &ngineering Framework

C.5.14-2 c.14.2.8 Wireless SEMP, Wireless CONOPS, Functional Baseline,
System Specifications, System Development Specifications

C.5.1541 C.5.15.1.1 Business Continuity Initial Assessment

C515-2 | C.51512 Businass Continuity Framework Gap Analysis

C.5.15-3 C.5.15.2.1 Multi-Year Strategic Program Management Plan

C.5.15-4 51522 CIO COOP implementation Plan

C.5155 C.51523 Incident Response and Management Plan

C.5.15-6 C.515.24 ClO Operational Racovery Plan and IT Disaster
Recovery/Business Continuity Plan

C.5.15-7 C.5.153.2 Plans and Exercises Coordination Meeting Minutes

C.5.15-8 C.5.15.4.1 Continuity Policy, Guidance, Methodologies and Toois

C.5.15-9 C.5.15.4.2 Essential Functions, Critical IT/ Telecommunications
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CDRL Task Order Title
Number | Paragraph
Networks, Systems, Facilities, and Critical Positions List
C.5.15-10 | C.5.1564.3 Continuity Management Review
C515-11 | C.515645 Business Continuity Executive Briefings
C.515-12 1 C.5.15.51 Test/Exercise Plans
C.515-13 | C5.155.2 Test/Exercise After Action Reports
C.5.15-14 [ C.5.15.6.1 Electronic Vital Records Program Test Report
CDRL Deliverables:
CDRL | 2%
: Order Title Format | Required Date | Frequency | Distribution
Number !
Section | .
Cc14 GENERAL REQUIREMENTS
C.1.4-1 C.1413 Ad-Hoc Electronic | As directed by As required | COTR
Requirements COTR
C.1.4-2 C.14.27 fnformation Efectronic COB the fifth Annually COTR
Technology business day
Improvement after annual
Program review
C.14-3 C.1.4.2.7 Future Electronic COB the fifth Semi- COTR
Programmatic and business day annuafly
Cost after semi-
Reguirements for annual review
IT Services
C.144 Cc.1428 Standard Electronic Initial: 46 days | Contract COTR
Operating after award start and as
Procedures for . required
each Functiona! Final: 5 days
A after DHS
rea X
review
C.1.8 REQUIRED REPORTS AND MEETINGS
C.1.6-1 C.16.1 Monthiy and Electronic Monthly as Monthly COTR
Annual Worklcad directed by the Annuall
Data Reports COTR y
Annually on last
business day of
each fiscal year
C.1.6-2 c.18.241 Weekly Status Written and | 9:00 AM each Weekly COTR
Report Electronic | Tuesday
C.1.6-3 1622 Monthly Electronic | COB the fifth Monthly COTR
Performance business day of
Summary Report each month
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CDRL Task
Order Title Format | Required Date | Frequency | Distribution
Number
Section
C.1.6-4 C.1.6.2.3 Monthly Quality Electronic | COB the tenth Monthly COTR
Control Report business day of
each month
C.1.8-8 C.1.6.3.1.1 | Monthly Contract Electronic | COB the tenth Monthly COTR
Administration business day of
Review Status each month
Meeting Agenda
C.16-6 C.1.6.3.1.2 | Monthly Contract Electronic COB one Monthiy Meseting
Administration business day attendees
Review Status after meeting
Mesting Minutes
C.1.6-7 C.1.6.3.2.1 | Quarterly Program | Electronic COB two Quarterly Meeting
Management business days attendees
Review Agenda prior to
scheduled
meeting
C.1.6-8 C.16.3.2.2 | Quarterly Program | Electronic | COB two Quarterly Meeting
Management business days attendees
Review Status after meating
Report
C.1.6-9 C.1.6.3.2.5 ! Quarterly Program | Electronic | COB two Quarterly Meeting
Management business days attendees
Review Mesting after meeting
Minutes
C.1.6-10 | C.1.6.41 Security Viciation | Electronic Within one hour | As required | CIO
Report of detecting Management
violation
C168-11 | C.16.42 Architectural Electronic Initial: 30 days | Semi- COTR
Compliance Plan after Task Order | annually
award
Semi-annual
update: First
business day of
May &
November
C16-12 | C1643 Program Electronic iL.ast busingss Semi- COTR
Development day of April & annually
Report October
C16-13 | C.18644 Network and Efectronic First business Semi- COTR
Application day in June & annually
Diagrams December
cA7 CONTACTOR PERSONNEL
C.1.71 C17.11 Project Manager Electronic | Within 20 As required ) COTR
Succession Plan business days of
Task Order
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cDRL | Jask
Order Title Format | Required Date | Frequency | Distribution
Number
Section
award
C.1.7-2 C1712 Key Parsonnel Electronic | Within 20 As required | COTR
Succession Plan business days of
Task Order
award
C1.7-3 C1.7.22 Staffing Roster Electronic No later than the | Monthly COTR
15th business
day of each
month
C.1.74 Cc.17.32 Employee Training ! Electronic Within 20 As required | COTR
Plan business days of
Task Order
award
c.18 CONTRACTOR INTERFACES
C.1.8-1 C.1.8.1,1.2 | Unresoived Written Within two As required | COTR
Dispute business days
Information from the time
the dispute
accurs
C.1.9 QUALITY ASSURANCE AND QUALITY CONTROL
C.1.941 C.1.9.21 Quality Control Electronic | Within 20 As required | COTR
Plan business days of
Task Order
award
C.1.9-2 Cc.19.22 Customer Electronic Ne later than 20 | Within 20 COTR
Evaluation Plan business days business
after Task Order | days of the
award requested
change
C.1.11 OPERATING ENVIRONMENT
C.1.11-1 | C.1.11.2.4 | Essential Electronic 10 business Update as COTR
Personnel Contact days after Task | necessary
List Order start
C.1.11-2 | C.1.11.3.2 | Travel Requests Written or | Prior to travel As required | COTR
Electronic
C.1.12 CONTRACT TRANSITION
C1.12-1 | C.1.1211 Contract Electronic Within 20 Update as COTR
Transition Plan business days of | necessary
Task Order
award
C.31.2 GOVERNMENT FURNISHED SERVICES
C.3.11 C.3124 Govermnment Electronic N/A As required | COTR

Fumished Service

Discrepancy
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CODRL Task
Order Title Format | Required Date | Frequency | Distribution
Number
Section
Report
C.31.4 GOVERNMENT FURNISHED EQUIPMENT
C.3.1-2 C.3.1423 | Government Electronic | As directed Annually COTR
Property Report -
Annual
C.3.1-3 C.3.1.4.42 | Government Electronic Within ten Task Order | COTR
Property inventory business days award
— Initial prior to Task
Order start date
C4.1.1 CONTRACTOR FURNISHED FACILITIES
C4.11 C41.1.1 Conftractor Electronic | Within ten Update as COTR
Owned, business days nacessary
Contractor prior to Task
Operated Facilities Order start date
List (used in Task
Order
performance)
C.51 APPLICATIONS MANAGEMENT AND SUPPORT SERVICES
C.5.1-1 C5114 Applications Electronic | Within twenty Annually COTR
Consolidation and busingss days and as
Rationatization after Task Order | required
Plan start date
C.51-2 c51.21 Up/Down Status Electronic As required ;| COTR
Reaport
C.51-3 C.51.3.1 Application Electronic First business Weekly COTR
Maintenance and day of week
Operation Reports
- Weekly
C.5.14 C.5.1.3.1.1 | Root Cause Electronic Within 48 hours | Asrequired | COTR
Analysis Report of incident
c5.1-5 |C5151 | Performance Electronic | As directed As required | COTR
Trend of Major
Applications on
the Network
Report
C.5.2 DEPLOYMENT SUPPORT
C.5.2-1 C5213 Deployment Electronic Prepared for As required | COTR
Project Plan each project
C.52-2 C52186 Proposed Electronic | Within five Report as COTR
Workspace Report business days of | required
conducting site
survey
C52-3 Ch5217 Trip Report Electronic | Within five As required HJOTR
business days of
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CDRL | Jask
Order Title Format | Required Date | Frequency | Distribution
Number
Section
trip conciusion
Cc524 c5218 Site report Elsctronic | Within five As required | COTR
business days of
site survey
C52-5 cs22 Deployment Plan Electronic Within 20 Initiat and COTR
Template business days of { updated as
Task Order start | required
C.526 523 Site Acceptance Electronic Within 20 Initial and COTR
Process business days of | updated as
Task Order start | required
C.5.2-7 €523 Test Plans and Electronic Within 20 Initiat and COTR
Test Resuits business days of | updated as
Report Task Order start | required
C.5.2-8 C5253 Deployment Electronic As required for As required | COTR
Project aeach project
Pian/Status
Report
C.53 INFRASTRUCTURE ENGINEERING SERVICES
C.5.31 C534.25 | Gaold Copy Images | Electronic Within five As required | COTR
business days of
any approved
change
C54 TESTING
C.5.4-1 C.54.1 individual Test Electronic 60 days prior to | Update as COTR
Plans Task Order start | changes
Occur
C.54-2 5425 Test Lab Issues Electronic Within three Report as COTR
and Risks Report business days of | required
identification of
problem or risk
C54-3 C.5.4.2.10 | Testing Lab Electronic Within ten Report as COTR
Findings Report business days of ; required
findings
C.55 OPERATIONS AND MAINTENANCE FOR END USER SUPPORT
C.5.51 C551 End User and Electronic Within five Initial and COTR
Desk Side Support business days Annual
Concept of prior to Task Review
Operations Plan Order start
C.5.5-2 C552.1 Preventative Electronic Within 40 initial and COTR
Maintenance Plan, business days update
Policies and after Task Order | within five
Procedures start businass
days of
changes
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CDRL Task
Order Title Format | Required Date | Frequency | Distribution
Number
Section
C.58 PHONE AND PBX OPERATIONS
C.5.8-1 ch5817 Phone and PBX Electronic Within 60 days Update COTR
Service Report of Task Order within five
start businass
days of
changes
C.58-2 C5822.1 | Switchboard Electronic Within 20 Update the COTR ]
Knowledgebase business days of | reference
Refarencs Task QOrder start | within five
business
days of DHS
announcem
ent of
functional
re-alignment
or
organization
moves
€.58-3 C.58222 | Automatic Call Electronic Within 40 As directed COTR
Directory business days of
F Task Order start
C.5.84 C.5826 Call Pattern Electronic Within 30 days Monthly COTR
Statistics Reports- of Task Order
Monthly start
C.5.8-5 C.58.27 Switchboard Electronic 60 days prior to | Update as COTR
COOP Plan Task Order start | required
upon
changes
C.5.8-6 C.58.282 | Switchboard Electronic Initial within 40 Updates as | COTR
Training Lesson days of Task required
Plan Order start
C.59 NETWORK MANAGEMENT CENTER
C.5.8-1 cC5814 NMC Standard Electronic | Within 60 days Update COTR
Operating of Task Order within five
Procedures start business
days of
changes
C.59-2 C.5.9.1.12 | Network and Electronic Within 60 days Update COTR
Systems of Task Order within five
Infrastructure start business
Report days of
changes
C59-3 C.5.9.1.19 | Network Metrics Electronic No tater than Daily COTR

Reports

7:30AM each
business day
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CDRL Task
Order Title Format | Required Date | Frequency | Distribution
Number
Section
C.5.10 SECURITY MANAGEMENT CENTER
€510-1 | C510.1.2 | Information Electronic ;| Within 60 days Update COTR
Technology of Task Order within one
Services Office start business
Security day of
Management changes
Approach and
SOPs, Checklists
and a DHS
Information
Technology
Services Office
Security Plan
C.5.10-2 | C510.2.1 | Vulnerability Electronic Pli Incidents: As COTR
Assessment Within 30 vulnerabilitie
Report minutes of s are
identification of identified
vulnerability
Non Pl
Incidents: Within
two hours for
critical, four
hours for high,
one day for
medium, two
days for jow of
identification of
vulnerability
C.5.10-3 | C5102.6 | Application Electronic Within five As required | COTR
Vulnerability Cost business days of
Benefit Analysis direction
C510-4 | C51054 | Patch/Service Electronic Within one As COTR
Pack Deployment business day of | Deployment
Reports Deployment s are
performed
C.510-5 | C510684 | System Log Electronic The first Monthly COTR
Security Review business day
Reports following the
end of the
previous month
C.5.10-6 | C.5.10.9.2 | Forensics Electronic Within 60 days Update COTR
investigations of Task Order within cne
SOPs start business
day of
changes
C.5.10-7 | C.5109.4 | Eventand Incident | Electronic Pil Incidents: As incidents | COTR
Reports Within 30 are
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CDRL | Jask
Order Title Format | Required Date | Frequency | Distribution
Number
Section
minutes of identified
identification of
event or incident
Non PII
incidents: Within
two hours for
critical, four
hours for high,
one day for
medium, two
days for low of
identification of
event or incident
C.5.10-8 | C510.10.3 { INFOCON Lavel Electronic Within 60 days Update COTR
S0Ps and of Task Order within ane
Checklists start business
day of
changes
c.5.11 COMMUNICATIONS SECURITY (COMSEC) MANAGEMENT
C511-1 | C511.16 | COMSEC Plan Electronic | Within 60 days Update COTR
of Task Order within one
start business
day of
changes
C.5.13 TRAINING
C.5.13-1 | C5.13 Training Plan Electronic | Within 60 days Update COTR
of Task Order within one
start business
day of
changes
C.5.14 WIRELESS MANAGEMENT
C.5.14-1 C51425 | Wireless Systermns | Electronic Within 60 initial with COTR
Engineering business days of | Updates
Framework Task Ordar start
C514-2 1 C514.28 | Wireless SEMP & | Electronic Within 60 Initial with COTR
CONOPS, business days of | Updates
Baseline, System Task Order start
& System and update as
Development changes occur
Specifications
C.5.15 IT CONTINUITY MANAGEMENT
Ch151 {C5151.1 Business Electronic Within 40 Once COTR
Continuity initial business days of
Assessment Task Order start
C515-2 | C51512 | Business Electronic Within 60 Once COTR

—
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Task Order 8/17/07
PROCUREMENT SENSITIVE
cor. | Jask
Order Title Format | Required Date | Frequency | Distribution
Number s
actlon
Continuity business days of
Framework Gap Business
Analysis Contintuity Initial
Assessment
approval by
COTR
C.5.15-3 | C515.21 Multi-Year Electronic Annual Annually COTR
Strategic Program suspense date and as
Management Plan or within 60 directed
businass days of
direction
C.5.154 | C.51522 | CiOCOOP Electronic | Annual Annually COTR
fmplementation suspense date and as
Plan or within 60 directed
business days of
direction
C.5.15-5 | C515.23 | Incident Response | Electronic Annual Annually COTR
and Management suspense date and as
Plan or within 60 directed
business days of
direclion
C.515-6 [ C51524 | CiO Operationai Electronic | Annual Annually COTR
Recovery Plan suspense date and as
and IT Disaster or within 60 directed
Recovery/ business days of
Business direction
Continuity Plan
C.5.15-7 | C.5.15.3.2 | Plans and Electronic | Within 3 Bi-weekly COTR
Exercises business days of
Coordination meeting
Meeting Minutes
C.5.15-8 | C5.154.1 | Continuity Policy, | Electronic | Annual Annually COTR
Guidance, suspense date and as
Methodologies or within 60 directed
and Tools business days of
direction
C.5.15-9 : C5154.2 | Essential Electronic | Annual Annually COTR
Functions, Cntical suspense date and as
ITTelecommuni- or within 3 directed
cations Networks, business days of
Systems, change
Facilities, and
Critical Positions
List
C.5.15- C.5.154.3 | Continuity Electronic Annual Annually COTR
10 Management suspense date and as
Review or within 20 required

business days of

C-104
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PROCUREMENT SENSITIVE
CDRL Task
Order Title Format | Required Date | Frequency | Distrlbution
Number
Section
change
C.5.15- C.5.154.5 | Business Electronic As directed As required | COTR
11 Continuity
Executive
Brisfings
C.515 C.5.16.5.1 | Test/Exercise Electronic | Within 80 days Update COTR
12 Plans of Task Order within one
start business
day of
changes
C.5.15- C.5.15.5.2 | Test/Exercise Electronic | Within 20 Annually COTR
13 After Action business day of | and as
Report direction directed
C.5.15- C.5.156.6.1 | Electronic Vital Electronic | Within five Quarterty COTR
14 Records Program business days of

Test Report

completing the
test

C-105
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PROCUREMENT SENSITIVE

TE C.1.2-001 Department of Homeland Security Organization Chart
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Task Order 8/17/07
PROCUREMENT SENSITIVE

TE C.1.2-002 Locations Supported Summary

See DHS Interactive Website for Locations Supported Summary

(Information is Sensitive But Unclassified)

TE C.1.2-002-01
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PROCUREMENT SENSITIVE

TE C.1.2-003 DHS IT Qrganization Chart
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Task Order
PROCUREMENT SENSITIVE
TE C.1.3-003 Seats by Network
Table 1: Projected Seat Count for LAN — Sensitive But Unclassified (LAN-A)
Projected LAN Seat Count (By Customer View)
Domestic
Fiscal . Nucle‘ar
Inteiligence & Science & Grants & Undersecretary Detection
Year Total Analysis PD Operations Technology Training of Management Office
FY06 3527 331 700 115 691 290 1319 81
FY07 4371 300 B40 241 693 375 1702 220
FY08 5202 €40 980 280 693 450 1919 240
FY09 5626 640 1120 300 693 525 2068 280
FY10 5869 6840 1260 300 693 600 2176 300
FY11 6028 640 1260 300 693 600 2215 320
FY12 6050 640 1260 300 693 600 2217 340
FY13 6070 640 1260 300 693 600 2217 360

TE C.1.3-003-01




Task Order

PROCUREMENT SENSITIVE

TE C.1.3-003 Seats by Network

Table 2: Projected Seat Count for LAN — HSDN
Seats are at 79 locations

Projected Seat Count (By Customer View)

Fiscal Year Totai
FY06 1550
FY07 1630
FY08 1710
FY09 1800
FY10 1880
FY11 1960
FY12 2040
FY13 2120

TE C.1.3-0603-02
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Task Order
PROCUREMENT SENSITIVE
TE C.1.3-003 Seats by Network
Table 3: Projected Seat Count for LAN — Top Secret (LAN - C)
Projected LAN Seat Count (By Customer View)
Domestic
Nuclear
Fiscal intelligence & Science & Grants & Undersecretary Detection
Year Total Analysis PD Operations Technotogy Training of Management Office
FY06 516 348 40 76 33 0 19 0
FYo7 519 300 44 g0 33 0 42 10
FYos 912 840 48 138 33 0 43 10
FY09 933 640 53 150 33 0 47 10
FY10 933 640 53 150 33 0 47 10
FY11 933 640 53 150 33 0 47 10
FY12 933 640 53 150 33 v 47 10
FY13 933 640 53 150 33 0 47 10

TE C.1.3-003-03
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PROCUREMENT SENSITIVE

TE C.1.6-001 Performance Requirements Summary (PRS)

8/17/07

SECTION
TITLE/TOPIC

ESTIMATED
WORKLOAD

STANDARD

STANDARD DESCRIFTION

MAXIMUM
ALL OWABLE
DEVIATION

SURVEILLANCE
METHOD

Plans, reports,
documentation
and other
deliverables

Quality

The item is accurate, grammatically comect and adheres to the
deliverable requirements

10% for initial
0% for finat

Timfness

The itemn is provided to the designated govermment representative
no latter than five business days after DHS approvat and adoption
unless othermwise specified.

5%

Random sampiling

TE C.1.6-001-01




Task Order 8/17/07
PROCUREMENT SENSITIVE
TE C.1.6-001 Performance Requirements Summary (PRS)
TASK ORDER MAXIMUM
SECTION SECTION ESTIMATED ALLOWABLE | SURVEILLANCE
NUMBER TITLEMOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION METHOD
C.5.1 Applications Actessibility The contractor provided availability rates based on mission criticality | 0.10% Random sampling
C.5.1.1, and Systems as specified in the Task Order Section C.1 Table 1 for all
C51.1.1 availability, applications and systems at all times 7X24X365 (366 for keap
C.5112 reliability and years). The availability rate for each application or system is
C.51.7 support determined by dividing the total time the appiication or system
C.5216 functicned properly by the total time of the measurement period.
Cc5252 The composite availability rate shall be determined using an
C.5253 average based upon the weighted use of each application or
£.53.2 system. Application acceptance is a function of identified user
C.533and acceptance testing in accordance with DHS requirements.
subsections -
C.5.5.1 Tirneliness Mission Applications — The contractor corrects problem within two I% Random sampling
C.55.1.1 hours of discovery or notification
C551.2
C.5513
C.5514
C5523
C.56.1.1
C.5.6.1.2
C5613
Ch618
Ccs57
C5712
Cs58
£.58.1.2
C.59.1
c.59.1.21
C.59.1.23
C511.1.1
C.565.1.1 Customer See Timeliness Category i - VIP User: The contractor corrects problem within two 1% Random Sampling
C551.2 Support Help Desk hours of discovery or notification
C.5513 Ticket Volume
5514 TE C.5.5.001 Category Il - DHS End-User at Primary Location: The contractor 5%
at DHS corrects problem wathin eight hours of discovery or natification
w:tl;:ggve Category }il - DHS End-User at Non-Primary Location: The 5%

confractor corrects problem within ten hours of discovery or
notification

TE C.1.6-001-02




Task Order

PROCUREMENT SENSITIVE

TE C.1.6-001 Performance Requirements Summary (PRS}

8117107

TASK ORDER
SECTION
NUMEBER

SECTION
TITLE/TOPIC

ESTIMATED

STANDARD

STANDARD DESCRIPTION

MAXIMUM
ALLOWABLE
DEVIATION

SURVEILLANCE
METHOD

C.5.1
c.h.2582
C.5271
C.5.31
C.5.3.2
C.5421
C.5427
C5429
C.542.10
C54211
C5618
C.h61.7
Ch71.4
C5814
£.58.16
C.5.823
C.5824
C.59.1.1
C.59.12
C5913
C.5915
C.5919
Cc59.1.11
C.5.8.1.15
C.5.81.22
C.5.10.1.1
c.5.10.22
C.5.10.3.2
C.5.1041
C.5.104.2
C.510.4.4
C.510.9
C.5.10.10.2
C.h11.11
O b U 4
c5122
C.5.14.51

Applications
and
Infrastructure

Suppoit

See

Help Desk
Ticket Volurme
TE C.5.5.001

at DHS
Interactive
Website for
inforration on
volume of work
for each section

Availability

The contractor provided uninterrupted O&M support during the
timeframes specified for the particular section

As specified in
applicable
sections

Random sampling

C.533.3and
subsections

Engineering
Projects

See

Projects List,
TE C.1.12.002
at DHS
interactive
Website

Timelingss

The contractor compieted all projects and work assignments and
the application or service was useabie by the specified DHS
community by assigned due dates.

5%

Random sampling

TE C.1.6-001-03
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Task Order
PROCUREMENT SENSITIVE
TE C.1.6-001 Performance Requirements Summary (PRS)
TASK ORDER MAXIMUM
SECTION SECTION ESTIMATED ALLOWABLE | SURVEILLANCE
NUMBER THLETOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION METHOD

c51.1.2 Requirements Quality The contractor collected, documented, obtained customer 5% Random sampling
c.521.2 Analysis requirements certification and performed analysis and management
C.5.3.1.1 servica in compliance with DHS Policy and Guidelines

Timelinass The contractor provided analysis 1o the COTR within the timeframe 5% Random sampling
C51.1.2 Application and Quality The contractor provided accurate support for application 5% of Random sampling

Web Service development services that allowed each application to operate requirements
Enhancements without interrupting business activities or causing performance per
degradation Application
Timeliness The contractor provided application support to the COTR within 5% Random sarnpling
timeframes specified.

C.51.1.41 Configuration Quality The contractor accurately configured the 1T systems or managed 1% Random sampling
C5422 and Change documentation in accordance with established DHS cenfiguration
€5423 Management and change management requirements, policy, guidelines, and
C.5522 compliance PrOCesses.
C.55233 .
C.591.186 Timeliness The element was compteted and submitted within establish CM 1% Random sampiing
C.5.10.1.6 timeframes.
C.5.10.5
C.5.10.10.3
C.5121 Monitoring Quiality The contractor provided curent status monitoring for alt DHS major | 0.50% Random sampling
5122 system applications.
£56.13
C.5.8.1.10 Timeliness The confractor submitted the reports within the specified timeframes | 0.50% Random sampting
ggg:g for review and complied with alt timeframes for submission.
C.59.1.14
59117
€.5.9.1.18
C.58.1.22
C.5.9.1.22.1
C.5.9.10.1.3
C.510.1.7
C5.10.48
C.510.23
C.5.10.31
C.5.10.4.1
C.5.1.4.1 Operations, The contractor Quiality The contractor successfully identified requirements for and installed | 5% Random Sampling
C.5.153 Maintenance & | shall identify all upgrades, updates, service packs, and paiches without
5426 Upgrades the interrupting the business activities of DHS or causing degradation in
Cb5522 requirements the performance of the network of applications
C.55.2.31 for and instail

TE C.1.6-001-04
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Task Order
PROCUREMENT SENSITIVE
TE C.1.6-001 Performance Requirements Summary (PRS)
TASK ORDER MAXIMUM
SECTION SECTION ESTIMATED . ALLOWABLE | SURVEILLANCE
NUMBER TITLESTOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION METHOD
C55231 Weekly & Quality The contractor accomplished complete and accurate upgrades, 5% Randormn Sampling
C.55232 Monthly updates, service pack installations and patches in accordance
C.57.13 configuration requirements negotiated with the requestor for
C5714 installations performed
gg;: : Timeliness The contracior completed timely upgrades, updates, service pack 5% Random Sampting
5818 installations and pafches
C.5.8.29
C.59.13
C59186
C59.18
C.59.1.13
C.5.9.1.19
C.589.1.222
C.510.1.4
C.5.101.86
C.5.10.4.4
C.5.10.5.1
C.5.10.5.3
C.511.15
C.511.1.8
C.51214
Ch5142 Security Quatlity The contractor allowed no security violations that permitted access 0.01% 100% inspection
Remediation to the databases by unauthorized individuals, allowed the
unauthorized release of data, caused loss of data integrity, or
caused data degradation due to circumstances such as extemnal
intrusion or improper use by authorized users.
Timeliness The contractor corrected secunty violations and performed 0% 100% Inspection
maintenance on operating systems within 30 minutes of discovery
or notification.
5143 Notification & Quality The contractor successfully identified incompatible requirements 5% 100% Inspection
C.54.25 Escalation and notified the COTR installed ail upgrades, updates, service
C.5811 packs, and patches without interrupting the business activities of
C.59.1.13 DHS or causing degradation in the performance of the network or
applications
Timeliness The contractor identified and notified the COTR no later than the 5% 100% Inspection
end of the business day following the identification of incompatibility
C5144 Analysis, Quaiity The contractor performed review, analysis and provided a 5% Random sampling
C.5.16.1 Review, and recommendation to DHS
Management —
Recommen- Timediness The contrastor's recommendations shall be provided within one 5% Random sampling
dations hour of discovery or notification

TE C.1.6-001-05
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Task Order
PROCUREMENT SENSITIVE
TE C.1.6-001 Performance Requirements Summary (PRS)
TASK ORDER MAXHMUM
SECTION SECTION ESTIMATED ALLOWABLE | SURVEILLANCE
NUMBER TILETCPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION METHOD
c5152 Knowledge Quality The contractor provided a system for maintaining the required data | 25% initial 100% Inspection
system based on DHS requirements, provided required system access and | submittal and
preduced required deliverabies from the system 0% for final
Timeliness The contractor completed the specifications of the plan within the 10% for initial | Rarklom sampling
established milestones. 0% for final
Timeliness The contractor performed all updates within the designated 5% Random Sample
timelines
5162 Asset Tracking Quality The contractor maintained accurate asset records regardless of 5% Rarndom Sample
administrative assignment of the asset
Timealiness The contractor entered asset data into the asset management 5% Random Sample
system within two business days of receipt of asset.
c.5211 Project Quality The coniractor acceptably applied DHS Information Technology Revisions Random Sample
C.53.1.1 Management (DHS IT) Project Management policies and procedures to all accomplished
c.53.2 projects. Acceptable performance of a project means that it has within 5% of
C5.33and been completed in accordance with the milestones, objectives and milestone
subsections timedines established by the Project Management Policies, dates
C.5.34.1
Timediness Acceptable performance of Deployment Projects requires that all 5% 130% Inspection
projects are deployed and rendered completed and useabie by the
entire OHS community (or otherwise specified} ne later than
identified project timelines.
C.5.251 Compliance Quality The contractor successfully completed instaltations and check-out 5% Random Sampling
C.59.1.25 work in compliance with established DHS MDs, policies, guidelines,
C.5.10.9.3 processes, procedures or other requirements without interrupting
C511.1.7 the business activities of DHS or causing degradation in network
perfarmance
Timeliness The conlractor completed each instaliation and checkout within 1% Random Sampling
timeframes specified by the Deployment Project PlanCOTR.
5341 Project Once with Quality The contractor acceptably developed and appiied an engineering 5% of projects | Random Sampling
Template updates as development lifecycle methodalogy template including procedures, unless
required to support each project. Acceptable performance consisted of a approved by
methodotogy containing factors that allowed each project to be COTR

completed in accordance with the technical requirements,
geography, milestones, objectives and timelines while minimizing
disruptions to users, systems, applications and DHS operations.

TE C.1.6-001-06
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PROCUREMENT SENSITIVE

TE C.1.6-001 Performance Requirements Summary (PRS)

TASK ORDER MAXIMUM —’
SECTION SECTION ESTIMATED ALLOWABLE | SURVEILLANCE
NUMBER TITLE/TOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION METHOD

Timeliness The contractor provided the proposed template within 20 business 25% 100% inspection
days of Task Order start, and met all COTR specified timeframes
for rewtites or changes.
C53424 Confgurafion Quality The contractor maintained & updated the CMDB accurately 5% Random Sampling
Management
Dataag:se Timeliness The contractor performed all updates within the designated 5% Random Sampling
(CMDB) timelines
C.534.25 Image Library Quakty The contractor created, updated and maintained an electronic 5% Random Sampiing
C.5428 library of all images in accordance with COTR Direction and DHS
policy
Timeliness The coniractor shall maintain configuration management of all 5%
images and provided Gold Copy images to the Government as a
deliverable to this task within five business days of any approved
changes
551 End User and Quality The contractor developed, updated and maintained an accurate and | 109% for initial 100% inspection
Desk Side comprehensive plan, policies, and procedures. Acceptable and 0% for
Support performance resulted in a comprehensive plan that provided a finai
detailed description of policies, procedures, work breakdown
structure (WBS), process flow charls, detailed performance metrics,
evaiuationfinspection methodology and criteria for the entire Heip
Desk operations incluging Tier 1, 2 and 3., and field site support
Timeliness The contractor provided the initial document within 40 business 5% 100% inspection
days of Task Order start.

€.58.1.23 Web page Quality The contractor provided Web page content that was Section 508 0% 100% inspection

content compliant

C.5.10.21 Vuinerabilify Quality The contractor accurately and comrectly conducted all required 5% Random Sampling

C5102.2 Assessment assessments

C.5.10.2.6

C.5.104.3 Quarterty Timeliness The contractor will devise an audit review process that coliects and 0% Random Sampling

C.5.10.52 reviews all critical IT systems no less than once every 90 days of as

directed by the appropriate COTR.
c.5.108 Data Spills and Quality The contracter's guards and gateways did not allow any 0% 100% inspection
Response unauthorized releases of Secret or TS/SCI data
51114 COMSEC Quality The contractor maintained accurate records of the receipt and 0% 100% Inspection
equipment distribution of COMSEC equipment and accurate records of
COMBEC accounts

TE C.1.6-001-07



Task Qrder

PROCUREMENT SENSITIVE

TE C.1.6-001 Performance Requirements Summary (PRS)

8/17/Q7

TASK ORDER
SECTION
NUMBER

SECTION
TITLETORIC

ESTIMATED
WORKLOAD

STANDARD DESCRIPTION

MAXIMUM
ALLOWABLE
DEVATION

SURVEILLANCE
METHOD

Cc.51211
C.5.14.1 and
subsections
C.5,14.2.1

Training

STANDARD
Quiality

The contractor provided all required user training, Acceptable
performance allowed users 1o comectly operate the system after
training.

1%

Random Sampling

Timeliness

The contractor provided all training within the timelines specified by
the COTR.

5%

Random Sampling

oOoq
nr
PRI
el
N
Y]

Coordination

Quality

The contractor performed all interface and coordination efforts for
demand maintenance and software upgrades. Acceptable
performance allows the system to be operational at all times.

1%

Random Sampling

Timelinass

The contractor performed all interface and coordination efforts
within the timeframes specified by the COTR.

5%

Random Sampling

C.5.14

Training

Quality

The contractor maintained an accurate record of system user,
security, and end-user training

5%

Random Sampling

Tirnliness

The contractor provided training records on time each year two
months prior to the end of the fiscal year or when requested,

5%

Random Sampling

C.5.15.1.1

Continuity
Assessment

Timeliness

The contractor successfully performed the baseline infrastructure
analysis within 40 business days of Task Order stant. Acceptable
performance allowed the contractor to document content of existing
plans.

0%

100% Inspection

C51514.2

Continuity
Assessment

Timeliness

The contractor successfully evaluated the basetine infrastructure
analysis against the Business Continuity Framework and identified
the gaps between existing and required capability. Acceptable
performance allowed the coniractor to accurately document the gap
analysis findings which were submitted to the COTR within 60
business days of the Task Crder start date.

5%

100% Inspection

C.5.15.21

Continurty
Planning

Timeliness

The contractor successfully deveioped and finalized strategic plans
for required programs and offices. An indtial strategic plan was
submitted within 40 business days of Task Crder start and a
finalized strategic plan was approved within 20 business day of the
DHS review of the initial plan.

Initial 10%,
Final 0%

100% Inspection

C.5.16.21

Continuity
Planning

Timeliness

The confractor facilitated strategic planning with the program offices
and developed the Multi-Year Strategic Program Management Plan
containing planning goals, objectives and performance measures

C.5.1622

Continuity
Planning

Quality

The contractor successfully updated and maintained the CIQ COOP
Implemantation Plan according to specified DHS requirements.

0%

100% Inspection

Timeliness

The contractor updated and maintained the CIO COOP
Implermentation Plan within specified timeframes

0%

100% inspection

TE C.1.6-001-08
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Task Crder
PROCUREMENT SENSITIVE
TE C.1.6-001 Performance Requirements Summary (PRS)
TASK ORDER MAXIMUM
SECTION SECTION ESTIMATED ALLOWABLE | SURVEILLANCE
NUMBER TITLE/TOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION METHOD
C.51523 Continuity Quality The contractor successfully updated and maintained the IT Incident | 0% 100% Inspection
Planning Response and Management Plan according to specified DHS
requirements,
Timeliness The contracior updated and maintained the IT incident Response 0% 100% Inspection
and Management Plan within specified timeframes.
C.5.15.24 Continuity Quality The contractor successfully updaied and maintained the CIO 0% 100% Inspection
Planning Operational Recovery Plan according to specified DHS
requirements.
Timeliness The contractor updated and maintained the ClO Operational 5% 100% Inspection
Recovery Plan within specified imeframes.
C.5.15.3.1 Continuity Quiakity The contractor successfully performed Enterprise Architecture 0% Random Sampling
Planning Center of Excellence (EACQE) reviews, Enterprise Change Control
Board (ECCB) reviews, and compliance activities for IT continuity
planning impadt according to specified DHS requirements.
Timeliness The contractor completed alf reviews and submitted findings within 0% Random Sampling
specified timeframes.
C.5.163.2 Continuity 26 two-hour Timeliness The contractor planned, scheduled and conducted bi-weekly 0% 100% Inspection
Reviews and meetings per meetings for the coordination, development, and maintenance of
Coordination year Disaster Recovery, |T coningency planning, and COOP exercise
scenarios. The contractor provided minutes within three business
days of the maeting. .
C.5.154.% Continuity Annuaity and Quality The contractor developed, maintained, updated and implemented T | Initial 10% 100% Inspedction
Program as regulred continuity policy, guidance, methodologies and teols that accuratelty | Final 0%
Administration and completely included each requirement.
C.5.15.4.2 Continuity Annually Quality The contractor accurately updated and maintained CI10 functions 0% 100% Inspection
Program accoiding to specific requirements and COTR direction. Acceptable
Administration performance aliowed the contractor to support DHS without
interrupting the deployment or business adlivities of DHS or causing
degradation in the performance of the supported senvices.
C.5.15.4.3 Continuity Annuaily or Quality The confractor performed a continuity management review, Risk 0% 100% Inspection
Program when Agsessment, interdependency Analysis, and Business impact
Administration significant IT Analysis that identify threal and vulnerability exposure. The
infrastructure contractor prepared reports and executive briefings for the CIO that
changes occur identify the risks,
Timelinass The contractor performed the continuity managerment review, Risk 0% 100% Inspection

Assessment, interdependency Analysis, and Business Impact
Analysis within the required timeframe.

TE C.1.6-001-09
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Task Order
PROCUREMENT SENSITIVE
TE C.1.6-001 Performance Requirements Summary (PRS)
TASK ORDER MAXIMUM
SECTION SECTION ESTIMATED ALl OWABLE | SURVEILLANCE
NUMBER TITLE/TOPIC WORKLOAD STANDARD STANDARD DESCRIPTION DEVIATION METHOD
Ch51544 Continuity Quarterly Timeliness The contractor successfully completed a review of the CIO COOP 0% 100% Inspection
Program update 15 implementaticn program, Operational Recovery/ IT Contingency
Administration offices/46 Plans, within specified tmeframes. Acceptable performance
functions resufted from the contractor providing feedback on program
compliance in accordance with DHS guidelines and reporting the
resuits to the COTR wathin specified timeframes,
C.5.15.5.1 Testing and Semi-annually Quality The contractor successfully developed test plans and training 0% 100% Inspection
Exercises factors and administered them according te COTR direction.
Acceptable performance resuited from the contractor participating in
all after test exercise reviews and documenting all related issues in
accordance with DHS guidelines for FIPS 199 avaitability and within
specified imeframes.
Timetiness Comply with FISMA and FPC-65 requirements. 0% 100% Inspection
C.5.155.2 Testing and Component Quality The contractor successfully participated in designated exercises Initial 10%. 100% Inspection
Exercises COGCP according to COTR direction. Acceplable performance resutted Final 0%
Exercises from the contractor participating in all tests/exercises and exercise
average two reviews
per year e - - - — ~
Timelinass The contractor docurnented all related issues in accordance with Initial 10%, 100% Inspection
DHS guidelines and submitted an initiai After Action Report within Final 0%
10 business days of the test/exercise conclusion and a finalized
repart within 3 business day of the DHS report review.
£.5.15.6.1 Electronic Quarterty or as | Quality The contractor successfully tested, updated and maintained the 0% 100% Inspection
Records directed by electronic vital records programs for ail LANS according to specified
COTR DHS requirements, Acceptable performance allowed the system to
operate according to specified requirements without inferrupting the
business activities of DHS or causing degradation in the
performance of associated business units (offices and programs)
networks, systems, applications or provided services,
Timeliness The contractor tested, updated and maintained the electronic vital 0% 100% Inspection

records program within specified timeframes and submitted ail fest
artifacts to the COTR. The initial test report provided within 5 days
and the final report within 10 business days.
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PROCUREMENT SENSITIVE

8/M17/07

TE C.1.6-002 IT NOVA Plan Development, Maintenance and Updates

Task Order Contractor
Paragraph Plan Name/Dascription Provided Plan
C1425 Enterprise Architecture Compliance Plan Yes
C.164.2 Architectural Compliance Plan Yes
Ct7.1.1 PM Succession Plan Yes
C1.712 Key Personnet Succession Plan Yes
C1.73.2 Emptloyee Training Plan Yes
C.1.9.21 Quality Control Plan Yes
C.1.9.22 Customer Evaluation Plan Yes
C1.1114 Building Occupant Emergency Plan No
C1.12.1.14 Transition Plan Yes
C.1.51.13 Applications Consolidation and Rationalization Plan Yeas
5213 Deployment Project Plan Yes
C524 Facility Modification Plan Yas
C.5.5.1 Desk Side Support Concept of Operations Plan Yos
C552.1 Preventative Maintenance Plan Yes
C.581.7 DHS Dial Plan Yes
C.5827 Switchboard QOperations COOP Plan Yes
Ch8282 Switchboard Training Lesson Plan Yos
C.5.10.1.2 DHS Information Technology Services Office Yes
C5.1094 DHS initial National Response Plan No
C.5.10.10.4 DHS Computer Network Defense Continuity of No
C51116 COMSEC Plan Ves
C513.1.2 Project Management Plan Yes
C.5.13 Training Plans Yes
C.5.13.2 Security Training Plan Yos
C51521 Muiti-Year Strategic Program Management Plan Yes
C.5.15.2.2 CIQ COOP Implementation Plan Yes
C.5.15.23 Incident Response Management Plan Yeos
C515.24 CtO Operational Recovery Plan Yes
C.5.1524 Disaster Recovery /Business Continuity Plan Yes
C.5.15.1 Test/Exercise Plans Yeos
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TE C.1.7-001 Key Personnel Positions and Descriptions

Project Manaaer Level [V

The Project Managers shall act as point of contact for all task-wide interaction, issues, and will
represent the contractor at all post-award status mestings. The Project Managers shail be
responsible for all issue resolution, program management, and other Task Order and
management support that include providing comprehansive accountability for all requirements of
the EAGLE task order. The Project Managers are responsible for overseeing Task Order
performance.

Functional Area:

o Al

Duties:

¢ Overall management responsibilities, including, all project oversight, resource management,
risk management, service delivery and incident management

+ The PM will be responsibie for the day-to-day management and leadership to the
contractors’ functional teams.

+ Overseeing & managing contractor responsibility to Government contractual agreements
s Developing & managing client relationships at all levels of the organization

Skills Requirad:

* Experience as a manager for in IT organization or program, including experience managing
both business & technical resources

s Client interface experience; proven experience managing client expectations & reiationships

» Experience in performing detailed analysis and evaluation of information and to make
informed to the Government.

» Proven knowledge of IT infrastructure operations management, finance and governmental
procurement.

* Ability to represent management across all levels of the organization: peers, cross-functional
and senior managemsnt.

= Proven track record to identify potential project and process risks and formulate/implement
effective mitigation plans.

+ Excellent written and oral communication and meeting facilitation skills required
+ Prior experience managing large, integrated teams including client and third-party vendors

» Ability to manage in a dynamic work environment and ability to coordinate and perform
multiple assignments

+ Experience delivering full lifecycle development initiatives with cross-functional development
teams

Project Control Specialist Level lll Minimum

The Project Control Specialists shall serve as the first level managers for a particular functional
area and manage other Contractor personnel, mentor, manage, and resolve issuas within their
particular area. The team leads are responsible for requirements and deliverables under their
purview,
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PROCUREMENT SENSITIVE

TE C.1.7-001 Key Personnel Positions and Descriptions

Functional Areas:

C.5.3 Infrastructure Engineering Services and C.5.5 Operations and Maintenance for End
User Support

Duties:

Oversight of particular disciptine(s) the individual is assigned to manage (e.q., PMO,
Technical)

Serve as a liaison between Government and Task Order line-of business; Establish and
maintain strong working relationship Serve as a liaison between Government and Task
Order line-of business

Ensure that Task Order requirements, deliverables and performance levels are maintained
to ensure Task Order success

Coordinate resources, oversee work and projects deliverad to the Government
Manage and report on infrastructure variances
Provide continuous improvement to process and procedures

Skills:

Experience in coordinating and managing particular area to be lead (e.g.. program, security,
IT infrastructure area)

Ability to manage resources, quickly prioritize, and be proactive

Interpersonal skills to mairtain and develop relationships within the Government, peers,
subordinates, and customers

Detail ariented with focus on producing high quality work

Experience taking initiative and working proactively to complete tasks, solve problems and
making decisions

Ability to absorb a ot of information at one time, work independently and manage workload
Excellent oral and written communication skills

Exceptional organizational skills with the ability to meet deadlines and prioritize

An understanding of the ITIL process / disciplines

Disaster Recovery Speclalist Level Il Minimum

Functional Area:

C.5.15 IT Continuity Management
Duties and skills as specified in the EAGLE contract

Systems Architect Level Il Minimum

Functional Area:

C.5.3 Infrastructure Engineering Services

Duties:
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TE C.1.7-00t Key Personnel Positions and Descriptions

s Participate in planning and design sessions with engineering managerment, architects,
operations, deployment and customers

« Drive decision-making efforts to consensus and ensure that steps are taken to actual
implementation of key engineering decisions

s Lead the effort to evolve a long term, scalable IT infrastructure architecture

* Articulate the engineering architecture and promote DHS technology vision and strategy to
both technical and non-technical audiences

+ Oversee technology decisions as they are introduced into the development, testing, and
operational environments

« Communicate across the senior management team on technology and technology decisions
Skills:

¢« Experience in IT system engineering as a lead architect
« Experience building highly scalable websites and web-based applications

« Experience scaling IT infrastructures, including networks, telecommunications, active
directory, mait systems and application intsgration

« Ability to articulate engineering design strategies related to scalability, performance,
security, usabiity and development platforms

+« Exceptionally strong written and verbal communication skiils, as well as good interpersonal
skills and organizational skitls

s Ability and interest to closely collaborate with a wide-range of individuals to understand
business needs and requirements and to understand how these can be met using a variety
of different technologies

Deployment Manager Level [l Minimum

Functional Area:

» (.5.2 Deployment Support

Duties:

* Qversee a small project or phases of a larger project

» Respansible for coordinating activities of project team, identifying appropriate resources
neaeded, and developing schaedules to ensure timely completion of project.

¢ Communicates with Senior Project Manager regarding status of specific projects
Skills:
» Must be familiar with system's scope and project's objectives, as well as the role and

function of each team member, in order to effectively coordinate the activities of the team.

+ Demonstrate the ability to make sound decisions, recognition of when issues to need be
escalated to senior staff, provide guidance as related to project execution.

« |T experience, with the ability to demonstrate a working knowledge of existing IT
technologies (data and voice) and services,
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* Project management experience, with the ability to execute activities derived from a project
ptan

« Basic computer skills, word-processing, email, spreadsheets, etc.
o Oral and written communication skills

Systems Engineer (Senior) Level Hl Minimum

Functional Areas:

« .53 infrastructure Engineering Services, C.5.5 Operations and Maintenance for End User
Support, and C.5.9 Network Management Center

+ Duties and skills as specified in the EAGLE contract

« Related technical certifications in networking, and hardware architecture, storage systems,
or database for particuiar area, required

iT Securi ecialist (Senior) Lavel Il Minimum
Functional Area:

+ (C.5.10 Security Management Center
 Duties and skills as specified in the EAGLE contract

SME Level Il Minimum
Functional Area:

s (C.5.5 Operations and Maintenance for End User Support
+ Duties and skills as specified in the EAGLE contract

Communication & Network Engineer Level IV

The Engineer/Designer shall support the development of data center, network and
communications systems, structured cabling, data center layout and LAN/WAN design. Design
tasks include creation of plans, schamatics, equipment selection, systems narratives and
specifications. The ability to effectively and personably, communicate with, and organize staff
and client activities is critical.

Functional Areas:

+ C.5.3 Infrastructure Engineering Services, C.5.5 Operations and Maintenance for End User
Support, and C.5.8 Phone and PBX Operations

Duties:

+ Design and engineer data center projects, prepare reports and specifications, and provide a
very high levei of technical leadership.

s Perform calculations, equipment selection, equipment specification, system design, system
layout, facility management, due diligence, gap analysis, and feasibility reports.

« Perform all work with minimal supervision and coordinate with all applicabie parties, while
maintaining customer satisfaction.
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TE C.1.7-001 Key Personnel Positions and Descriptions

» Responsible for producing drawings consistent with DHS's drawing organization format &
drawing standards.

Skills:

» Relevant experience in the, data center, network & communications design field

+ Ability to complete a variety of architectural and technical documents including drawing
sections, single line diagrams, technical reports, engineering proposals for projects,
engineering design sketches and renderings, observation reports, and Rough Order of
Magnitude /Bill of Material documents

« Demonstrated ability to handle multiple projects at one time with little oversight/direction and
see projects through to completion

+ Possess detalled knowledge of equipment from various manufacturers and able to make
proper selections independently.

+ Ability to perform calculations for his/her trade o support design and conduct field visits

« AutoCAD and MS Visio proficiency is required; proficient in design and calculation software;
MS Excel; MS Word

+ RCDD certification is beneficial

Communications Network Manager Level Il Minimum

The Network Management Center (NMC) Lead will be responsible for ensuring the health and
operation of the networks across the DHS enterprise. The position will require an experienced
telecommunications professional capable of utilizing a variety of administrative, managerial and
technical skills to develop process and procedures that ensure the network is monitored and
managed to meet and exceed the Organization's SLA’s. This individual is responsible for
evaluating current NMC tools and determining enhancements.

Functional Area:

*« (.59 Network Management Center
Duties:

» Lead a team whose primary role is to keep the network up and running to meet and exceed
published service lavel agreements

+» Document process and procedures so that standard methods are used for isolating,
troubleshooting and resolving network problerns

s Create and utilize reports that tracking of performance and when hardware/scoftware reiated
problems are impacting our network

» Perform advanced outage troubleshooting when critical components are not operational
» Provide monthly statistics on the performance of the network; maintenance dispatches

Skills:

+ Experience working and feading a Network Management Center using HP OpenView and
other management systems

¢ Working knowledge of TCP/IP and Internet routing concepts, system administration
experience with Windows 2000/2003 and XP
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» Advanced understanding of networking equipment including Cisco
+ Strong communication skills and problem solving analytics

» Comfortable working in cross-functional team environment, and possess excellent oral and
written communication skills

¢ Network Management certification

COMSEC SME Leavel il Minimum

The COMSEC SME is responsible for the proper management and security of all COMSEC
materials and accounts as well as the daily operations of the Communications Center.

Functional Area:
+ C.5.11 Communications securty (COMSEC) Management
Duties:

e Maintains proper storage and adequate physical security of COMSEC material held by the
account to include the destruction of classified materiat when authorized while maintaining
Two-Person Integrity (TPI).

« Provides authorized personnel with guidance and appropriate extracts on handling
accountability and the disposition of COMSEC material.

= Oversees the implementation of and compliance with ali OTAR/OTAT procedures.
« Ensures proper handling, accountability and disposition of all COMSEC material
« Communicates with other DHS functional areas via Crisis Management Networi

Skills:
+ Experience leading a Communications Center

e Proficiant in DMS (Defense Messaging system) and AMHS (Automated Message Handling
system)

» Knowladge of INFOSEC security procedures and instructions required to check user
authorization; reports INFOSEC security violations

e Ability to set up COMSEC equipment with the understanding of OTAR/OTAT procedures

e Ability to set up, configure and maintain encryption devices such as TACLANES,
FASTLANES, KiV-7s, Red Eagles, etc.

+ Ability to troubleshoot, repair, reprogram or replace Secure Voice (STE, STU-lll) equipment
as required

e Comfortable working in cross-functional team environment

Systems Operations Manager Level Ill Minimum

This position manages the Tier 1 support technicians. This position is responsible for managing,
planning, developing, and supporting computer systems within the DHS and field sites.
Additionally, this position is responsible for ensuring adherence to SLA, and operational policies
and procedures.

Functional Area:
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s« (.55 Operations and Maintenance for End User Support

b
Duties:

« Oversees desktap systems operations, which includes hardware and software technology
deployment and retirement of desktop and other distributed hardware

+ Ensures that identification, evaluation and resolution of system and software problems and
malfunctions are performed in accordance with SLA and operational policies and
procedures

« Manage user support requests to evaluate and prioritize incoming requests for assistance
Skills:

+ Experience leading an enterprise support organization
+« Excellent working knowledge of Internet, MS Office suite

« Strong working knowiedge of Windows Operating System environment and related tools
such as Group Policias, and desktop/laptop imaging (Symantec Ghost)

¢ Excellent problem soiving, decision-making skills

Systems Engineer (Senior) Level lll Minimum

This position manages the Tier 2 support technicians. This position is responsible for managing,
planning, and support of computer systems at within the DHS HQ and field site. Additianally,
this position is responsible for ensuring adherence to SLA, and operational policies and
procedures.

Functional Area:

« (C.5.5 Operations and Maintenance for End User Support

Duties:

« The Operational Engineering Lead will manage the implementation, administration,
maintenance and operation of DHS Locai and Wide Networks

« This position is responsible for pianning and recommending network hardware, systems
management software and architecture, ensuring compliance, as well as configuring and
maintaining routers, switches, and appliances for the network systems, monitoring
performance and ensuring capacity planning is performed and is proactive is assessing and
making recommendations for improvement

« Manage and monitor recurring operational run and maintenance activities involving Wintel
Network technologies and platforms

» Manage and monitor technical system administration staff assigned to the technologies and
platforms

+ Coordinate, communicate and develop processes for leveraging and using resources to
meet customer needs

Skills:

» |T or computer operations experience recommended
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TE C.1.7-001 Key Personnel Positions and Descriptions

Help Desk Manager Level [l

Ensure the team utilizes the appropriate tools and processes in order to provide an exceptional
leve! of customer service. Call avcidance and Root-cause Analysis sirategies will be
implemented to reduce or eliminate preventive service request occurrences. Best Practices
such as these will aliow customers to be maore productive, and efficient, and allow the client's
Customer Support Qrganization to handie more complex issues by reducing the number of
occurrences and escalations.

Functional Area:

e C.5.5 Operations and Maintenance for End User Support

Duties:

« Supervising the day-to-day activities of the Help Desk Team to ensure client’s standards for
customer ssarvice are maintained

» |mplementing and overseeing all Best Practices for the Help Desk.

+ Conducting team meetings, communicating recommendations for improvement as
necessary, and providing metric reports

+ Managing and monitoring service levels to ensure the Help Desk Team meets all service
tevel agreements and continuously provides high-quality support services

« Monitoring adherence to Help Desk procedures with regards to customer service and
Quality Assurance

+ Assessing changes in workload and evaluating impact to service levels to make necessary
adjustments

+ Reviewing and analyzing service requests, and call volume reports and implemanting
solutions to improve service delivery

+ Developing and improving upon support policies and proactive solutions
Skills:

« Experience as a Team Lead or Supervisor in an Enterprise Help Desk
+« Demonstrated analytical and problem solving skills
+ Qutstanding customer service skitls

+ Extensive understanding of Help Desk metrics and Best Practices; ability to utilize metrics to
Identify opportunities for training and process improvement

+ Extensive experience supporting customers in multiple remote locations, utilizing all
appropriate methods including the use of remote support toois in a LAN/WAN environment

ITIL Knowledge desired

Help Desk Manager Level

This position will resolve end user desktop computer issues such as, printer troubleshooting and
configuration, installing software and/or hardware peripherals, rollout of new software packages,
upgrades and new desktop hardware. Troubleshoot subsequent problems; apply established
techniques and, procedures.
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Functional Area:

+ (C.5.5 Operations and Maintenance for End User Support

Duties:

» Ensure that Service Operations policies and procedures are followed, e.g. support request

ticket documentation, documentation management, and technical standards.

« Create and maintain a climate of continuous improvement, pro-actively identifying
opportunities for service improvements and internal efficiencies

« Motivating and leading the department to deliver a world-class service

+ Ensuring that the end-user demand for support is appropriately delivered, building
relationships with ‘customers’ to gain feedback as to their tevel of satisfaction with the
support service

+ Form and build relationships with other teams to ensure optimum performance across teams
and therefore to enable the business to meet its control and growth agenda

Skills:

+ Experience as a Team Lead or Supervisor in an Enterprise Helpdesk

» Strong teamwork and leadership

» Excellent organizational and follow-up skills with strong attention to detail
+ Outstanding customer service skills

+ Experience supporting customers in multiple remote locations, utitizing all appropriate
methods including the use of remote support tools in a LAN/WAN envirocnment

Communlcations/Network Engineer Level IV

This position is responsible for the day-to-day maintenance and facilitation of enterprise VTC
services. The Lead must have a full working knowledge of video conferencing and visual
information systems related devices. The Lead installs, operates and troubleshoots integrated
multimedia systems.

Functional Area:
C.5.6 Video Teleconferencing

Duties;

+ Assist help desk personnel with the schedule, setup, and management of VTC sessions.

+ Responsible for Tier | & Il troubleshooting of all VTC A/V hardware, software, room
equipment, and network connectivity issues

+« Respond to action items, impact requests for changes and conduct briefings and
demaonstrations of systems and/or technology as required

+ Provide weekly tracking and reporting on all projects and VTC/bridge activity

+ Provide technical oversight to the customer, identifying required spare parts; perform field
service and/or technical assistance as required
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Skills:

¢ Experience as a Team Lead in VTC/Multi-media environment
¢ OQutstanding customer service skills

» Technical background includes an understanding of all major video equipment, both ISDN
and IP based VTC systems

+ Experience with video bridges and video endpoints

» Possess knowledge in video bridges such as: Polycom MGC-50 and 100 and Gateways,
video and audio protocols

+ Configuring, utilizing, troubleshooting, and correcting problems and failures with the video
bridges, gateways, and bridges

« Full understanding, ability to configure and utilize the following peripherals: Codecs,
document cameras, and laptop interfaces

+ Possess knowledge and configuration skills in network components such as: CSU/DSU,
IMUX, Gateways, Crypto equipment, Multiplexes, Fiber Transceivers, Cisco Routers,
Switches

+ Must be familiar with how T1, PRI, BRI Circuits function
s Experience with MCU's and endpoints. A/V and video troubleshoacting

+« Possess a knowledge of COMSEC devicas such as: TACLANES, Kiv-7s and Kiv-19s, DTD's
« VTC certification desired

Voice Communications Manager Level Ilf

Lead the following functions within the realm of voice networking technologies: planning,
engineering, testing, evaluation and integration services; large-scale project management.
Provide seniar level skilis required in projects, upgrades, ACD, capacity planning and IP voice
technologies. Facilitate and manage the implementation of voice and telecommunications
infrastructure compaonents

Functional Area:
» (C.5.8 Phone and PBX Operations
Duties:

+ Technical leadership and mentoring of Support Technicians, systems design validation,
technical solution deveiopment and delivery, project management, deployment and
advanced troubleshooting of Voice systems

« Installation and Maintenance of a PBX platform
+ Installs, repairs and troubleshoots customer service orders
+ Performs moves, adds and changes

+ Provides high level of customer service when responding to a customer request or fulfilling
project requirements

* Able to program and perform upgrades to PBX independently
» Able to take a lead role in large system maintenance and upgrade projects
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+ Performs configuration, scripting, testing and implementation of ail telephony applications

+ Performs maintenance and support for all telecommunications equipment

+ Provides work direction and assists less senior team members to ensure proper
configuration for telecommunications

Skills:

e Experience as a PBX engineer

« Experience with multi-site configurations, in a consulting or large system maintenance and
administration role

« in depth knowledge of and experience supporting telephony applications and components,
including switches, peripherals circuitry and routing

» |n depth understanding of telecommunications protocols such as ISDN and VOIP
» Outstanding customer service skilis
+ PBX certification desired

Communications/Network Engineer Level IV

Provide technicai expertise in engineering, configuration, integration, and acceptance testing of
various deployed equipment items found in the CATV, Sateilite Broadcasting and
Telecommunications systems.

Functional Area:
C.5.3 Infrastructure Engineering Services

Duties:
+» Work jointly with intemal and client engineering personnetl to develop tactical and strategic
enginaering solutions for large scale CATV/Satellite video transport networks

+ Technical leadership and mentoring of Support Technicians, systems design validation,
technical solution development and delivery, deployment and advanced troubleshooting of
CATV/Satsllite systems

s Installation and Maintenance of a CATV/Satellite platform
« Installs, repairs and troubleshoots customer support requests
» Performs moves, adds and changes

+ Provides high level of cusiomer service when responding to a customer request or fulfilling
support requirements

* Able to program and perform upgrades to CATV/Satellite systems independently
+ Performs maintenance and support for all CATV/Satellite equipment

* Provides work direction and assists less senior team members to ensure proper
configuration for telecommunications
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Skills:

« Experience as a CATV/Satellite engineer

+ Experience with multi-site configurations, in a consuiting or iarge system maintenance and
administration role

+ In depth knowledge of and experience supporting CATV/Satellite systems to include head
end

s Qutstanding customer service skills
e CATV/Satellite certification desired

Business Case Analyst Level Il Minimum

Evaluate and recommend the implementation of various LAN/WAN hardware and software
based on user requirements or improved technologies.

Functionatl Area:

+ C.5.9 Network Management Center

Duties:

+«  Work collaboratively with various groups, components, and technical partners to identify
solutions and long-term soiutions using innovative technology

+ Evaluate, monitor, and perform analyses of forthcoming LAN/WAN hardware, software, and
technologies

« Work with architects, analysts, and developers to identify relevant technologies as they
become available

» Work with vendors to identify upgrade paths

s Evaluate various equipment {e.qg., PDA, workstation/laptop/printer, etc) to perform
comparative analysis against existing equipment

Skills:

« Demonstrated knowledge of networking concepts and technologies

+ Must possess the communication and interpersonat skills necessary to interact with the
group's internal and external customers

e Working knowledge of market research methodologies (qualitative and quantitative) and
skills {e.g. statisticai analysis, interpretation of results, data visualization)

s Experience managing client driven research projects
+ Qutstanding customer service skills
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Current Period of
Contractor Description Contract Tarm Performance

A LAN — SBU (Sensitive but Unclassified) 1/1/2007 to
Provide IT support services and 12/31/2007
products for DHS HQ

B LAN - HSDN support 04/12/2004 to 01/01/2006 to

04/11/2011 06/30/2006 followed
by 07/01/07 to
12/31/2007

cC LAN —- HSDN {partial) & LAN - C 10/01/2005 to 10/01/2008 to
Operations & Maintenance 09/30/2008 09/30/2007

c Secure and non secure telephaone, 08/16/2004 to 07/09/2004 to
VTC, muitimedia, and TV Operations & | 15/06/2009 08/15/2007
Maintenance

c Communications Center Operations & 05/01/2006 to 05/01/2007 to
Maintenance at NAC 04/30/2008 04/30/2008

D Mission Critical Infrastructure 09/06/2006 to 08/06/2006 to
Operations {(MCIO) Secure/Non-secure | 09/28/2007 09/28/2007
Video Teleconferencing (VTC)

Operations and Data Communications.”

D Mission Critical infrastructure 04/01/2006 to 04/01/2007 to
QOperations (MCIO) Secure Video 03/31/2008 03/31/2008
Operations

E Mission Critical Infrastructure 09/30/2006 to 09/30/2006 to
Operations (MCI0) {TAC IT Support 09/29/2008 09/29/2008
Services

F COOP Planning, Program Directorate 03/30/2006 to 01/01/2007 to
Compliance and Governance 08/31/2008 12/31/2007

G Executive Telecommunications Travel 03/06/2006 to 03/05/2007 to
Services 06/05/2007 06/05/2007

H Wireless Communications Architecture, | 06/05/2006 to 11/17/2008 to
Systems Engineering Technical Support | 06/04/2007 06/04/2007
and Architecture Program Management
to the DHS Wirsless Management
Office (WMOQ)
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TE C.1.12-002 Projects

See DHS Interactive Website for Projects List
(Information is applicable to Task Orders PMQ and O&M)
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TE C.3.1-001 Government Furnished Equipment (GFE)

The Product Guide provided at this TE identifies the most frequently requested IT
products for the LAN —~ SBU (LAN - A) environment available through DHS IT-NOVA.

Product Guide

Version 1.1
October 1, 2006
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TE C.3.1-001 Government Furnished Equipment (GFE)
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Introduction

This Catalog serves as a cost estimate guide for the most frequently requested IT products for
the A-LAN environment available through DHS IT-NOVA. . Version 2.0 of this Catalog will
include additional setvices, regulatory data and process information to assist in accessing the
servicaes and products that are available to you.

Standard Seat Components

The Standard Image Software Bundle inciuded on your workstation is reflected separately from
the billing for equipment. The software pricing inciudes one year Software Assurance
{maintenance), which provides you with free upgrades to any future versions of the product
throughout the year of purchase.

Software purchased for a single user that has both a desktop and a laptop may be duplicated on
both machines without additional license.

21.00  Symantec Anti-Virus
8.00 WinZip
11.00 Ghost

602.04 Desktop Pro (inciudes operating system, pius the Microsoft Office Suite: Word,
Qutlook, Excel, Access, PowerPoint, Publisher, Office Tools)

The standard workstation consists of either a Dell OptiPlex GX820 (SFF) desktop system or a
Dell Latitude D620 laptop with docking station, keyboard and mouse. The systemn specifications
and estimated hardware costs are listad in the IT Products.

IT PRODUCTS

Commodity items include a three-year waranty. The items listed in this section are the most
frequently requested commodities and are approved for use by DHS. Pricing is based on
market trends at the time of inventory procurement and are subject to change.

Worksgg_@!ons i
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Photocoplers"

i ;
| Description |

} Work Centre 245H with Offset Catch Tray and Hi-Capacity Feeder. Includes: two 550- J
sheet usar-adjustable front loading paper trays, 100-sheet Bypass Tray, Office Finisher ‘
i (50-sheet multi-position and stapling, 2,000 + 250-sheet trays), Scan/Email capabilities;
| 3,600-Sheet High Capacity Paper Tray (1,600- and 2,000-shest drawers); total paper
capacity of 4,800 sheets and 300 sheet Offset Catch Tray

Flat Rate Maintenance for 10,000-25,000 b&w copies (Band B)

Work Centre 265H with Offset Catch Tray and Hi-Capacity Feeder. Includes two 550-sheet
! user-adjustable front loading paper trays, 100-sheset Bypass Tray, Office Finisher (50-sheet :
multi-position and stapling, 2,000 + 250-sheet trays), Scan/Email capabilities; 3,600-Sheet
High Capacity Paper Tray {1,600- and 2,000-shest drawers}, total paper capacity of 4,800
sheets and 300 sheet Offset Catch Tray

Flat Rate Maintenance for 10,000-25,000 b&w copies {(Band B)

‘ Wark Centre Pro 2128 Color Copier/Copier. Includes two 520-sheet Paper Trays, Office
Finisher {1,000 sheat stacker and 50-shaet muiti-position stapling), High Capacity Feeder
(two Trays with total 2,000-sheset capacity); total paper capacity of 3,140 sheets and
Print/Copy/Scan Controller

Fiat Rate Maintenance for 10,000-25,000 b&w copies (Band B)
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" Network &_ﬂéwer Supplies

A limited inventory of cables, power supply units and Fiber NIC cards are available upon
approved request for new items. Listed below is a small list of itemns for individuat order.
Network cables and supplies that are part of a buiid-out project will be managed separately.

Warranty and maintenance supplies are available through O&M.
Multi-mode SC/SC Fiber Patch Cables

Fiber Patch Cables (multi-mode) &'
Ethermet Cables (8%}, Category 6; booted
USB Printer Cables (8')

KVM Switchview PC 4-port KVM Switch
Power supply for OTPN-800/400 {12 v)

MITRJ Fiber NIC Card

TE C.3.1-001-011
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Wireless Devices and Serviceos

Wireless devices include: cell phones, BiackBerries, pagers and PDAs. The pricing and
services for each wireless device are inciuded in this section. To receive these
services/devicas, the RFE/S worksheet must be completed and POCs approval.

Banded Service for Cell Phones & Blackberries

Monthly usage charges are determined by taking the total monthly minutes used for all wireless
devices (secure and non-secure) and computing a singte total charge based upon pre-
negotiated banded usage rates. Charges will be billed back to Component Organizations based
upon their share of the total minutes used.

Cell Phones
There are four cell phone packages available that are detailed below:

Basic Cell Phone

The devices and carriers available under this | Standard Devicefs) = Vendor |

_ package are: | LG3300  Verzon |
' Motorola 1205 i Nextel !
J‘ Nokia 6010 ‘ Cingular I

; J Nokia 6010 i T-Mobile

[Mid-Level Cell Phore T T oToT T

' The devices and carriers available under this |  Standard Devices) | Vendor

! package are: [ LG 4650 Verizon

i l Motorola 1530 'l Nextsl

! Samsung X497 ] Cingular

il J Samsung X495 i T-Mobile |

;’s"ecu'r'; Cell Phone S |
' Secure Cell Phone devices are available from your } Standard Dsvice
| component's COMSEC Manager. | QSEC-2700

- .
g Vendor '
]
!

COMSEC |
iﬁ
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Blackbarry {Voice & Data)

Product{s)
Verizon Model 7250 or 7130e
Nextel Model 7520 !

Cingular Model 7290, 8700, 7100 series
» T-Mobile Medel 7230 i

The features are comparable on the various modeis with slight differences betwesn the models
and carriers. The primary difference is aesthetics and some key functionality.

Acceassories

»  Accessory Kit (spare battery, travel charger, wall charger, case, earpiece)
» Travel Charger or Car charger
= Bluetooth

TE C.3.1-001-013
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Software includes one year Software Assurance (maintenance), which provides free upgrades
to any future versions of the product throughout the year of purchase.

DHS has Enterprise Agreements established with arganizations such as Microsoft and Oracle
that solidifies competitive prices for their products. The EA agreements allow immediate
deployment of the products with an approved Purchase Order that can be installed by the Desk
side Support Technicians and licenses trued-up at specific intervals. The Products Catalog will
he updated as new Enterprise Agreements are established.

Pricing of the available software products are listed below. Please note that these prices do not

include the cost of media which can be purchased separately:

Product Description Part #
Adobe Acrobat Professionai 7.0 AGC-
54016725RT
Adobe Acrobat Standard 7.0 AGC-
54016535RT
Adobe lllustrator AGC-
54017198RT
Adobe Photoshop CS2 AGC-
54018226RT
Adobe Studio8 (includes Macromedia Flash) 38000960DG
Adobe Elements 4 AGC-
54018958RT
Symantec Anti Virus Client 10.0.2000 License SGL-
10522833
Ghost Client 10.0 SGL-
10485751
WinZip NIC-NG&7-0616
gwaLL) Press elLeaming - Desktop Win 32 Listed Languages Lic/SA Pack M70-00098
BizTalk Server Ent Listed Languages Lic/SA Pack MVL 1 Processor
License F52-00434
Content Mgmt Svr Ent Ed Listed Languages Lic/SA Pack MVL 1 Proc Lic V04-00057
Data Analyzer Win32 Listed Languages Lic/SA Pack MVL HO2-00031
Exchange Svr Ent Listed Languages Lic/SA Pack MVL 395-02611

TE C.3.1-001-014
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Product Description Part #
Exchange Svr Listed Languages Lic/SA Pack MVL 312-02356
FrontPage Win32 Listed Languages Lic/SA Pack MVL 392-02065
ISA Server Listed Languages Lic/SA Pack MVL 1 Processor License E84.00372
MapPoint Win32 Listed Languages Lic/SA Pack MVL B21-00381
MOM Application Mgmt Pack Listed Languages Lic/SA Pack MVL 1 Prcsr
Lic M02-00072
MSDN Ent Win32 Listed Languages Lic/SA Pack MVL 389-00153
WSDN Unvrsl Win32 Listed Languages Lic/SA Pack MVL 534-02123
Project Pro Win32 Listed Languages Lic/SA Pack MVL w/1 ProjectSvr CAL H30-00235
Project Server Win32 Listed Languages Lic/SA Pack MVL H22-00478
Publisher Win32 Listed Languages Lic/SA Pack MVL 164-02595
SharePoint Portal Svr Listed Languages Lic/SA Pack MVL HO04-00321
SQL CAL Listed Languages Lic/SA Pack MVL Device CAL 359-00851
SQL Svr Enterprise Edin Listed Languages Lic/SA Pack MVL 810-01714
SQL Svr Standard Edtn Listed Languages Lic/SA Pack MvL 228-01720
SQL Svr Standard Edtn Listed Languages Lic/SA Pack MVL 1 Proc Lic 228-01721
Sys Mgmt Svr Ent Ed Listed Languages Lic/SA Pack MVL 271-01147
Visio Pro Win32 Listed Languages Lic/SA Pack MVL D87-01251
Windows Svr Enterprise Listed Languages Lic/SA Pack MVL P72-00164
Windows Svr Listed Languages Lic/SA Pack MVL P73-00202
Windows Trmn! Svcs CAL Listed Languages Lic/SA Pack MVL Device
CAL R19-00094
Digital Image Suite Win32 Listed Languages Lic/SA Pack MVL S$83-00062
OneNote Win32 Listed Languages Lic/SA Pack MVL 526-00116
OneNote Win32 Listed Languages Lic/SA Pack MVL for Qffice SA 526-00384
Press el.eaming - Develop Win 32 Listed Languages Lic/SA Pack MVL M70-00097
Press eLearning - IT Pro Win32 Listed Languages Lic/SA Pack MVL M70-00099
Project Std Win32 Listed Languages Lic/SA Pack MVL 076-02036
Virtual PC Win32 Listed Languages Li¢/SA Pack MVL T31-00057
Visio Std Win32 Listed Languages Lic/SA Pack MVL D86-01345
Application Center Ent Listed Languages Lic/SA Pack MVL 1 Proc Lic D93-00215
BizTalk Server Dev Listed Languages Lic/SA Pack MVL R04-00064
BizTalk Server Std Listed Languages Lic/SA Pack MVL 1 Proc Lic D75-00287
BizTalk Supplier Accel Listed Languages Lic/SA Pack MVL 1 Proc Lic G21-00034

TE C.3.1-001-015
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Product Description Part #

' Commerce Svr Dev Listed Languages Lic/SA Pack MVL Dev/Test 532-00725
Commerce Svr Ent Listed Languages Lic/SA Pack MVL 1 Proc Lic G20-00144
Commerce Svr Std Listed Languages Lic/SA Pack MVL 1 Proc Lic 532-00726
Content Mgmt Svr Std Ed Listed Languages Lic/SA Pack MVL 1 Proc Lic RS2-00028
Exchange Svr ExtrnConn Listed Languages Lic/SA Pack MVL 394-00478
Host integration Svr Std Listed Languages Lic/SA Pack MVL 1 Proc Lic 660-00196
Identity Intgrtn Svr Ent WIinNT Listed Languages Lic/SA Pack ML 1 Proc
Lic R15-00007
ISA Server Ent Edtn Listed Languages Lic/SA Pack MVL 1 Processor
License F89-00452
MBN Pro WInNT Listed Languages Lic/SA Pack MvL V43-00042
MBN Std WinNT Listed Languages Lic/SA Pack MVL V42-00038
MOM Ops Mgr Base Ent Ed Listed Languages Lic/SA Pack MVi.
w/SQL2000Tech L09-00381
MOM Ops Mgr Base Ent Ed Listed LL.anguages Lic/SA Pack MVL 1 Proc
Lic I.09-00079
Off Live Comm Svr ExtConn Listed Languages Lic/SA Pack MVL Us3-00005
Off Live Comm Svr Listed Languages Lic/SA Pack MVL U65—0004F
Off Live Comm Swvr-CAL Listed Languages Lic/SA Pack MVL. Core CAL
Promo Dev U64-00461
Off Live Comm Svr-CAL Listed Languages Lic/SA Pack MVL Core CAL
Promo User U64-00462
Off Live Comm Svr-CAL Listed Languages Lic/SA Pack MVL Device CAL U64-00386
Off Live Comm Svr-CAL Listed Languages Lic/SA Pack MVL User CAL U64-00416
Project External Conn Win32 Listed Languages Lic/SA Pack MVL T76-00046
Project Sarver CAL Win32 Listed Languages Lic/SA Pack MVL Device
CAL H21-00415
Project Server CAL Win32 Listed Languages Lic/SA Pack ML User CAL H21-00594
SPS Exirnl Conn Non Emply Listed Languages Lic/SA Pack MVL H32-00018
SQL CAL Listed Languages Lic/SA Pack MVL User CAL 359-01177
SQL. Svr Ent Edtn Listed Languages Lic/SA Pack MVL 1 Proc Lic 810-01713
SQL Svr Std Edtn Listed Languages Lic/SA Pack MVL 1 Proc Lic 228-01721
Sys Mgmt Svr Ent Ed Listed Languages Lic/SA Pack MVL
w/SQL2000Tech 271-01527
Technet Plus Single Svr Win32 Listed Languages Lic/SA Pack MVL R10-00017
Technet Plus Single User Win32 Listed Languages Lic/SA Pack MVL Q99-00017
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Product Description Part #
Win Rghts Mgt Svc CAL WIinNT Listed Languages Lic/SA Pack MVL
Device CAL T98-00826
Win Rghts Mgt Sve CAL WinNT Listed Languages Lic/SA Pack MVL User
CAL T98-00827
Win Rghts Mgt Sve ExtnConn WinNT Listed Languages Lic/SA Pack MVL T99-00395
Win Rghts Mgt SveCAL WInNT Listed Langs Lic/SA Pck MVL CoreCAL
Promo Dev T98-00923
Win Rghts Mgt SvcCAL WInNT Listed Langs Lic/SA Pck MVL CoreCAL
Promo User T98-00924
Windows Svr ExtmConn Listed Languages Lic/SA Pack MVL R39-00387
Windows Svr Web Listed Languages Lic/SA Pack MVL P70-00013
Windows Term Svr ExtmCenn Listed Languages Lic/SA Pack MVL R59-00354
Windows Terminal Svr CAL Listed Languages Lic/SA Pack MVL User CAL R19-00093

Directorate Approving Authorities

B/17/07

Authorized Federal approvers of requests for IT commodities or services are maintained by the
Customer Liaison within the PMO. Contact hilary jackson@dhs.gov for the most updated list or
to have an alternate approver added for your Component. The approver authorizes
procurement or assignment of |T assets to the requestor and authorizes billing of these services

and products to their Draw-Down account, as appropriate.

Glossary

Acronyms and abbreviations used within this document are documented below.

A-LAN Non-secure Local Area Network

CPO

DHS [SSM information System Security Management
EOQT

10 infrastructure Operations

iT Information Technology

PMO Project Management Office

C&M IT Operations & Maintenance

TE C.3.1-001-017



Task Order 8/17/07
PROCUREMENT SENSITIVE

TE C.3.1-001 Government Furnished Equipment (GFE)

0oGC Office of the General Counsel

POC Point of Contact

PR Purchase Requisition

RFE/S Request for Equipment andfor Services worksheet
ROM Rough Order of Magnitude

WCF Working Capitat Fund
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OEM Software

Seea DHS Interactive Website for Software List
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Inventory

See DHS Interactive Website for Inventory List

(Data is provided with detailed Location information)
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See DHS interactive Website for Facility Information

TE C.3.1-004-01



Task Order 817107
PROCUREMENT SENSITIVE

TE €.5.1-001 DHS Custom Applications

Future Years Homeland Security Program (FYHSP):

This system provides a data warehouse of future year budget requests that are used to
develop budgets for all of DHS

CRCL Matters Tracking System:

This system allows users to track external (non-employee}) civil rights and civil liberty
complaints

TSA Matters Tracking System:

This system is a customized version of the CRCL Matters. Iis files and tomcat context
are separate because of its customization

MD 715 Tables:

The system is a data warehouse of EEQ data that is pulled from DHS Personnel tracking
system which allows CRCL office to generate the MD 715 tables report for OMB.

EEQ Eagle:

This system allows members of each component of DHS (Headquarter, CBP, CIS,
FEMA, FLETC, ICE, TSA, USSS and USCG) to enter complaint case related data into
the Equal Employment Opportunity (EEQ) System.

MBIT:

The purpose of this tool is help DHS oversee, define, and measure all postal/mail
operations in the organization.

DHSOnline;

DHSOnline s the corporate intranet for DHS and the single source of information within
DHS for news and announcements. DHSOnline has an easy {fo use content
management interface that allows content managers from all of the DHS Components
and mission areas to update content on their DHSOnline page(s). DHSOnline is
currently used as the primary Intranet platform for DHS Headquarters, ICE and the
United States Customs and Immigration Service (USCIS)

DHSinteractive:

DHSInteractive is the administrative collaboration tool for DHS. DHSInteractive provides
tools for sharing information across functional, geographical and departmental
boundaries. All DMS employees and contractors can create work spaces on
DHSinteractive that allows them to facilitate the development and exchange of
information using web based collaboration. DHS employees and contractors are able to
sponsor people who do not have DHS accounts for access to DHSInteractive.
Workgroups can use DHSInteractive to share information with other government
agencies, research facilities, etc. The DHSInteractive platform will support up to
Sensitive but Unclassifled (SBU} content.

TE C.5.1-001-01
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See DHS Interactive Website for Help Desk Ticket Volume
(Data is too extensive to include with Task Order)
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Seo DHS Interactive Website for Switchboard Call Velume Information
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1tmplementing Instructions for Compliance with HSAR clause 3052.204-71, “Contractor Employee
Access”

1. GENERAL

Department of Homeland Security Acquisition Regulation (HSAR) clause 3052.204-71 requires that
contractor personnel requiring unescorted access to government facilities, access to sensitive
information, or access to government information technology (IT) resources are required to have a
tavorably adjudicated background investigation prior to commencing work on this contract.

Department of Homeland Security (DHS) policy requires a favorably adjudicated background
investigation prior to commencing work on this contract for all contractor personnel who require
recurring access to government facilities or access to sensitive information, or access to government [T
resources.

Contractor employees will be given a suitability determination unless this requirement is waived under
Departmental procedures. Requirements for suitability determination are defined in paragraph 3.0.

1.1 ADDITIONAL INFORMATION FOR CLASSIFIED CONTRACTS:

formance of this contract requires the Contractor to gain access to classified National Security

ormation (includes documents and material), Classified information is Government information
which requires protection in accordance with Executive Order 12958, National Security Information
(NSI) as amended and supplemental directives.

The Contractor shall abide by the requirements set forth in the DD Form 254, Contract Security
Classification Specification. an attachment to the contract, and the National Industrial Security Program
Operating Manual (NISPOM) for protection of classified information at its cleared facility, if applicable,
as directed by the Defense Security Service. If the Contractor is required to have access to classified
information at a DHS or other Government Facility, it shall abide by the requirements set forth by the
agency.

1.2 GENERAL REQUIREMENT:

The Contractor shall ensure these instructtons are expressly incorporated into any and all subcontracts or
subordinate agreements issued in support of this contract.

2, CONTRACTOR PERSONNEL
2.1 EMPLOYMENT ELIGIBILITY
To comply with the requirements HSAR Clause 3052.204-71, and Department policy, the contractor

st complete the following forms for applicable personnel who will be performing work under this
tract as indicated:



» Standard Form (SF) 85P, “Questionnaire for Public Trust Positions”

s« FD-258 fingerprint cards

+» DHS Form 11000-6, “Conditional Access to Sensitive But Unclassified Information Non-
Disclosure Agreement”. Required of all applicable contractor personnel.

« DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports
Pursuant to the Fair Credit Reporting Act (FCRA)”

2.2 CONTINUED ELIGIBILITY

The Contracting Officer may require the contractor to prohibit individuals from working on contracts if
the government deems their initial or continued employment contrary to the public interest for any
reason, including, but not limited to, carelessness, insubordination, incompetence, or security concerns.

2.3 TERMINATION

The DHS Security Office shall be notified of all terminations/resignations within five (5) days of

occurrence. The Contractor shall return to the Contracting Officer Technical Representative (COTR) all

DHS issued identification cards and building passes that have either expired or have been collected from

terminated employees. If an identification card or building pass is not available to be returned, a report

shall be submitted to the COTR, referencing the pass or card number, name of individual to who it was
‘ed and the last known location and disposition of the pass or card.

3.0 SUITABILITY DETERMINATION

DHS may, as it deems appropriate, authorize and grant a favorable entry on duty (EOD) decision based
on preliminary suitability checks. The favorable EOD decision would allow the employees to
commence work temporarily prior to the completion of the full investigation. The granting of a
favorable EOD decision shall not be considered as assurance that a full employment suitability
authorization will follow, A favorable EOD decision or a full employment suitability determination
shall in no way prevent, preclude, or bar DHS from withdrawing or terminating access government
facilities or information, at any time during the term of the contract. No employee of the Contractor
shall be allowed unescorted access to a Government facility without a favorable EOD decision or
suitability determination by the Security Office.

Contract employees waiting for an EOD decision may begin work on the contract provided they do not
access sensitive Government information. Limited access to Government buildings is allowable prior to
the EOD decision if the Contractor is escorted by a Government employee. This limited access is to
allow Contractors to attend briefings, non-recurring meetings and begin transition work.

4.0 BACKGROUND INVESTIGATIONS

itract employees (to include applicants, temporaries, part-time and replacement employees) under the
tract, requiring access to sensitive information, shall undergo a position sensitivity analysis based on



" = duttes each individual will perform on the contract. The results of the position sensitivity analysis

[l identify the appropriate background investigation to be conducted. All background investigations
will be processed through the DHS Security Office. Prospective Contractor employees shall submit the
following completed forms to the DHS Security Office. The Standard Form 85P will be completed
electronically, through the Office of Personnel Management’s e-QIP SYSTEM. The completed forms
must be given to the DHS Secunty Office no less than thirty (30} days before the start date of the

contract or thirty (30) days prior to entry on duty of any employees, whether a replacement, addition,
subcontractor employee, or vendor:

a. Standard Form 85P, “Questionnaire for Public Trust Positions™
b. FD Form 258, “Fingerprint Card” (2 copies)

¢. DHS Form 11000-6 “Conditional Access To Sensitive But Unclassified Information
Non-Disclosure Agreement”

d. DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports
Pursuant to the Fair Credit Reporting Act”

Only complete packages will be accepted by the DHS Security Office. Specific instructions on submission
of packages will be provided upon award of the contract.

advised that unless an applicant requiring access to sensitive information has resided in the US for three
.he past five years, the Government may not be able to complete a satisfactory background investigation.

Non-U.8. citizens shall not be authorized to access or assist in the development, operation, management
or maintenance of Department IT systems under the contract, unless a waiver has been granted by the
Head of the Component or designee, with the concurrence of both the Department’s Chief Security
Officer (CSO) and the Chief Information Officer (CIO) or their designees. Within DHS Headquarters,
the waiver may be granted only with the approval of both the CSO and the CIO or their designees. In
order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U. S. or a citizen of Ireland,
Israel, the Republic of the Philippines, or any nation on the Allied Nations List
maintained by the Department of State;

(2) There must be a compelling reason for using this individual as opposed to a U. S.
citizen; and

(3) The waiver must be in the best interest of the Government.
4.1 ALTERNATIVE CITIZENSHIP REQUIREMENTS FOR NON-IT CONTRACTS

For non-Classified or non-1T contracts the above citizenship provision shall be replaced with the
zenship provision below:



" ~ch individual employed under the contract shall be a citizen of the United States of America, or an
n who has been lawfully admitted for permanent residence as evidenced by a Permanent Resident

vard (USCIS I-55 1). Any exceptions must be approved by the Department’s Chief Security Officer or
designee.

5.0 INFORMATION TECHOLOGY SECURITY CLEARANCE

When sensitive government information is processed on Department telecommunications and automated
information systems, the Contractor shall provide for the administrative control of sensitive data being

processed. Contractor personnel must have favorably adjudicated background investigations commensurate
with the defined sensitivity level.

Contractors who fail to comply with Department security policy are subject to having their access to
Department IT systems and facilities terminated, whether or not the failure results in criminal prosecution.
Any person who improperly discloses sensitive information is subject to ¢riminal and civil penalties and
sanctions under a variety of laws (e.g., Privacy Act).

Contractor access will be terminated for unauthorized use. The contractor agrees to hold and save DHS
harmless from any unauthorized use and agrees not to request additional time or money under the contract
for any delays resulting from unauthorized use or access.

INFORMATION TECHNOLOGY SECURITY TRAINING AND OVERSIGHT

Before receiving access to [T resources under this contract the individual must receive a security briefing,
which the Contracting Officer’s Technical Representative (COTR) will arrange, and complete any
nondisclosure agreement furnished by DHS.

7.0 REFERENCES
7.1 DHS Office of Security

DHS, Office of Security
Personnel Security Staff
Attn: Ora Smith
Washington DC 20528
Telephone: (202) 447-5372



DEPARTMENT OF HOMELAND SECURITY

NON-DISCLOSURE AGREEMENT

i, , an individual official, employee, consuitant, or subcontractor of or to

(the Authorized Entity), intending to be legally bound, hereby consent to the terms in this
Agreement in consideration of my being granted conditional access to certain information, specitied below, that is owned
by, produced by, or in the possession of the United States Government.

{Signer will acknowledge the category or categories of information that he or she may have access to, and the signer’s willingness to comply with
the standards for protection by placing his or her initials in front of the applicable category or categories.)

Initials. Protected Critical infrastructure information {PCIl}

[ attest that | am familiar with, and | will comply with all requirements of the PCII program set out in the Critical
Infrastructure Information Act of 2002 (CII Act) (Title I1, Subtitle B, of the Homeland Security Act of 2002, Public Law
107-296, 196 Stat. 2135, 6 USC 101 et seq.), as amended, the implementing regulations thereto (6 CFR Part 29), as
amended, and the applicable PCH Procedures Manual, as amended, and with any such requirements that may be
officially communicated to me by the PCII Program Manager or the PCII Program Manager’s designee.

Initials: Senslitive Security Informatton {SSi)

[ attest that [ am familiar with, and { will comply with the standards for access, dissemination, handling, and
safeguarding of SSI information as cited in this Agreement and in accordance with 49 CFR Part 1520, “Protection of
Sensitive Security Information,” “Policies and Procedures for Safeguarding and Control of S81,” as amended, and any
supplementary guidance issued by an authorized official of the Department of Homeland Security.

Initials:

Other Sensitive but Unclassified (SBU)

As used in this Agreement, sensitive but unclassified information is an over-arching term that covers any information,
not otherwise indicated above, which the loss of, misuse of, or unauthorized access to or modification of could adversely
affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under
Section 552a of Title 5, as amended, but which has not been specifically authorized under criteria established by an
Executive Order or an Act of Congre'ss to be kept secret in the interest of national defense or foreign policy. This
includes information categorized by DHS or other government agencies as: For Official Use Only (FOUQ); Official Use
Only (OUQ); Sensitive Homeland Security Information (SHSI); Limited Official Use {LOU); Law Enforcement
Sensitive {LES); Safeguarding Information (SG1); Unclassified Controlled Nuclear Information (UCNI); and any

other identifier used by other government agencies to categorize information as sensitive but unclassified.

| attest that | am familiar with, and T wiil comply with the standards for access, dissemination, handling, and
safeguarding of the information to which [ am granted access as cited in this Agreement and in accordance with the
guidance provided to me relative to the specific category of information.

[ understand and agree to the following terms and conditions of my access to the information indicated above:

1. [ hereby acknowledge that 1 have received a security indoctrination concerning the nature and protection of information to which |
have been provided conditional access, including the procedures to be followed in ascertaining whether other persons to whom |
contemnplate disclosing this information have been approved for access to it, and that | understand these procedures,

2. By being granted conditional access to the information indicated above, the United States Government has placed special
confidence and trust in me and [ am obligated to protect this information from unauthorized disclosure, in accordance with the

terms of this Agreement and the laws, regulations, and directives applicable to the specifi ¢ categories of information to which I am
granted access,

3. I attest that | understand my responsibilities and that | am familiar with and will comply with the standards for protecting such
information that | may have access to in accordance with the terms of this Agreement and the laws, regulations, and/or directives
applicable to the specifi ¢ categories of information to which | am granted access. | understand that the United States Govermment
may conduct inspections, at any time or place, for the purpose of ensuring compliance with the conditions for access, dissemination,
handling and safeguarding information under this Agreement.
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4. I will not disclose or release any information provided to me pursuant to this Agreement without proper authority
or authorization. Should situations arise that warrant the disclosure or release of such information [ will do so
‘nly under approved circumstances and in accordance with the laws, regulations, or directives applicable to

& specific categories of information. | will honor and comply with any and all dissemination restrictions cited or verbally
relayed to me by the proper authority.

5. {a) For PCII - (1} Upon the completion of my engagement as an employee, consultant, or subcontractor under

the contract, or the completion of my work on the PCH Program, whichever occurs first, I will surrender promptly

to the PCH Program Manager or his designee, or to the appropriate PCII officer, PCII of any type whatscever

that is in my possession.

{2) If the Authorized Entity is a United States Government contractor performing services in support of the PCII Program, |
will not request, obtain, maintain, or use PCII unless the PCII Program Manager or Program Manager's designee

has first made in writing, with respect to the contractor, the certification as provided for in Section 29.8{c) of the
implementing regulations to the CHf Act, as amended.

(b} For SS1 and SBU - I hereby agree that material which [ have in my possession and containing information covered by
this Agreement, will be handled and safeguarded in a manner that affords sufficient protection to prevent the unauthorized
disclosure of or inadvertent access to such information, consistent with the laws, regulations, or directives applicable to the
specific categories of information. I agree that [ shall return all information to which | have had access or which is in my
possession 1) upon demand by an authorized individual; and/or 2) upon the conclusion of my duties, association, or support
to DHS; and/or 3) upon the determination that my official duties do not require further access to such information,

6. I hereby agree that | will not alter or remove markings, which indicate a category of information or require specific
handling instructions, from any material I may come in contact with, in the case of SS1 or SBU, unless such alteration or
removal is consistent with the requirements set forth in the laws, regulations, or directives applicable to the specitic
category of information or, in the case of PCII, unless such alteration or removal is authorized by the PCI! Program
Manager or the PCII Program Manager’s designee. | agree that if I use information from a sensitive document or other

medium, [ will carry forward any markings or other required restrictions to derivative products, and will protect them in
‘he same matter as the original,

/. 1 hereby agree that [ shall promptly report to the appropriate official, in accordance with the guidance issued for

the applicable category of information, any {oss, theft, misuse, misptacement, unauthorized disclosure, or other security
vielation, T have knowledge of and whether or not | am personally involved. | also understand that my anonymity will be
kept to the extent possible when reporting security violations.

8. I I violate the terms and conditions of this Agreement, such vielation may result in the cancellation of my conditional
access to the information covered by this Agreement. This may serve as a basis for denying me conditional access to other
types of information, to include classified national security information.

9. (a) With respect to SSI and SBU, [ hereby assign to the United States Government all royalties, remunerations, and
emotuments that have resulted, will result, or may result from any disclosure, publication, or revelation of the information
not consistent with the terms of this Agreement.

{b) With respect to PCII | hereby assign to the entity owning the PCII and the United States Government, all

royalties, remunerations, and emoluments that have resulted, will result, or may result from any disclosure,

publication, or revelation of PCII not consistent with the terms of this Agreement.

10. This Agreement is made and intended for the benefit of the United States Government and may be enforced by the
United States Government or the Authorized Entity. By granting me conditional access to information in this context, the
United States Government and, with respect to PCH, the Authorized Entity, may seck any remedy available to it to enforce
this Agreement including, but not limited to, application for a court order prohibiting disclosure of information in breach of
this Agreement. | understand that if { violate the terms and conditions of this Agreement, I could be subjected to
admimistrative, disciptinary, civil, or criminal action, as appropriate, under the laws, regulations, or directives applicable to
the category of information involved and neither the United States Government nor the Authorized Entity have waived any
tatutory or common law evidentiary privileges or protections that they may assert in any administrative or court proceeding
.0 protect any sensitive information to which [ have been given conditional access under the terms of this Agreement.
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11. Unless and until | am released in writing by an authorized representative of the Department of Homeland Security (if
permissible for the particular category of information), [ understand that all conditions and obligations imposed upon me by
iis Agreement apply during the time that | am granted conditional access, and at all times thereafter.

.2. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be
unenforceable, all other provisions shall remain in full force and effect.

13. My execution of this Agreement shall not nullify or affect in any manner any other secrecy or non-disclosure
Agreement which | have executed or may execute with the United States Government or any of its departments or
agencies.

14. These restrictions are consistent with and do not supersede, conflict with, or otherwise alter the employee
obligations, rights, or liabilities created by Executive Order No. 12958, as amended; Section 7211 of Title 5, United
States Code (governing disclosures to Congress); Section 1034 of Title 10, United States Code, as amended by the
Military Whistleblower Protection Act (governing disclosure to Congress by members of the military); Section
2302(b)(8) of Title 5, United States Code, as amended by the Whistleblower Protection Act (governing disclosures of
itlegality, waste, fraud, abuse or public health or safety threats); the Intelligence Identities Protection Act of 1982 (50
USC 421 et seq.) (governing disclosures that could expose confidential Government agents); and the statutes which
protect against disclosure that may compromise the national security, including Sections 641, 793, 794, 798, and 952
of Title 18, United States Code, and Section 4(b) of the Subversive Activities Act of 1950 (50 USC 783(b)). The
definitions, requirements, obligations, rights, sanctions, and liabilities created by said Executive Order and listed
statutes are incorporated into this agreement and are controlling.

15. Signing this Agreement does not bar disclosures to Congress or to an authorized official of an executive agency
or the Department of Justice that are essentiat to reporting a substantial violation of law.

16. | represent and warrant that [ have the authority to enter into this Agreement,
17. I have read this Agreement carefully and my questions, if any, have been answered. | acknowledge that the

riefing officer has made available to me any laws, regulations, or directives referenced in this document so that |
ay read them at this time, if | so choose.

DEPARTMENT OF HOMELAND SECURITY
NON-DISCLOSURE AGREEMENT
Acknowledgement

Typed/Printed Name: Government/Department/Agency/Business Address | Telephone Number:

I make this Agreement in good faith, without mental reservation or purpose of evasion.

Signature:

WITNESS:

Typed/Printed Name: Government/Department/Agency/Business Address | Telephone Number:

Signature:

This form is not subject to the requirements of P.L. 104-13, “Paperwork Reduction Act of 1995” 44 USC, Chapter 35,
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Each offaror should pay specinl attentlon to completing the attached price shaets to
facititate BHS' evaluation of their price proposal. Sections L and M of the RFP provide
additionat Instructions on the Price Proposal requirements and evalustion criteris, (t
is the responeibility of the offeror to provide gomplete, accurate, and compreherneive
information and supporting detali for tha basis of astimate for your price quote, This
irformation must be realistic and reasonable. All assumptions must be olearty
identifisd and support the basie of astimate. It s the Government's intent to evaluate
this information, and whare nacesssary, make a most probable cost determination
based on the reasonableness and realism of ench offsror's prices In ordar to reach
recommendations and a decision on the best value to the Governmant.
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G S

The pnce propossl musl reflact the [abor categores proposed

'for sach PWS requirement  £ach proposed lbor category
i ‘.must ba mapped lo tha EAGLE Iabor catagonres and houry
| ‘bbor rates in your EAGLE contrac)

7. SPECIFICINSTRUCTIONS
!»Thu labor calegory spraatzhestd mutl indicats the proposed

“labor catagones for ali PWS requiremants  Thess
spresdshests ahoukd show 1he (ol e equivatenciss (FTE)

Labor Category YWorkshests -and prcs summanas for ali penode. Government Site (GS)
‘homy tabor rates ars o be proposed for all PWS requirements
|txcop(c5.5. Contracior Slia (C8) hourty aDor ratas are {o be
\proposed for PWS C 5 53 only

} JThe G5 Labor Category workahaesls must provids the proposed
, howrty Iabor rates for PWE work 1o e parformed st DHS

© Goyemment Sty (G51 Lagqr.Bates facilies The GS tabs dantdiled by Transdlon. Base, Option

1 L 1.2,3,4 must include the propossd FTEs wnd discountsd houry
|labor rutas  The Exisnded Price coturnn s denved by
I mukipyng the proposd FTE Umes e discountes houry cate |

The C6& Labor Category worksheals mux provide the proposad
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Offerc

IT- A
OPERATIONS AND MAINTENANCE

Transition Period
{(Government Site Rates)

PWS Sectio

EAGLE FC2 LABOR CATEGORY TABLE

EAGLE FC2 Labor
Categories

Administrative Specialist _

Sr. Admmlstratlvq Specialist |
Co_mputer Systems Analyst

Offeror's Labor
__Categories

_Transition Period (6 months from date of award)

: EAGLE

~ Gov. Site
Hourly '
abor Rate | L F

Associate Configuration
Management Specialist

intermediate Configuration
|Management Specialist

Lead Configuration
Management Specialist

Database Analyst/Programmer,

Information Resource
|Management Analyst
information Technoiogy |

Junior IT Security Spectall_st B

Senior IT Security Specialist

Pro;ect Control Specialist 7_}
Project Manager ]

_Hourly Rate _:

! ‘

| } Overtime
- Gov. Site

Extended | Hourly

Price™ | Rate |

Discounted
Gov. Site |

Quality Assurance Analyst

Quality Assuance Manager |

| Quality Assurance Spectahst
 Subject Matter er Expert

| Technical Writer/Editor

 Training Speciafist

Web Content Admmtstrator

Disaster Recovery Specialist 1

*1 FTE equats 1920 hours

** Extended Price equals Praposed FTE times Discounted Hourly Rate

Source Selection Information - see FAR 3.104



Offero

IT-1 A
OPERATIONS AND MAINTENANCE
EAGLE FC2 LABOR CATEGORY TABLE
Transition Period
(Government Site Rates)

PWS Sectio

Systems Engineer

Training Speciatist

System ‘Developer

Hardware Spemattst

[Help Desk Manager

System Operator

EAGLE FC2 Labor

Systems Admm_istrato_r
Voice Communications

Business Case Analyst i
|Communications Network
Communications Specialist
Communications/Network
Depioyment Manager

Deployment Technician

Hardware Technician B
Senior H_ardware Techmman .
LAN/Deskside Support L

Help De: Desk SpeCIaiast

Categories

[ Junior Information - Technoiogy

Database Management |

T
I
'

|
__ Transition Period (6 months from date of award)

Senior Deployment Technician| \

Junior Systems Administrator

I
EAGLE : : Overtime
Gov. Site | . Discounted | | Gov. Site
Offeror's Labor Hourly | Proposed . Gov.Site | Extended | Hourly
_Categories | LaborRate | FTE* | HourlyRate | Price* | Rate
,,,,, R S
— - S _ [ S P S S S _ ‘ I
ons_ . P S S N S
|
S _ U S I i
""""" T T Tt o f — \
R - —— —— N N e - 74? ]
77777 e e e L B S
ons/Network _ | - B S D A R
— = b - e
il —
. R - i - — -
U —— e 4 —i .
...... S - ————— e —— _ - P ]
t T T - : +
e - S - - ___f,, -
R — - T‘ - — — e
E i e R S A
PWS Section TOTAL - -

*1FTE equals 1920 hours

** Extended Price equals Proposed FTE times Discounted Hourly Rate

Source Selection Information - see FAR 3.104



Offeror.

IT-N A
OPERATIONS AND MAINTENANCE
EAGLE FC2 LABOR CATEGORY TABLE
Transition Period

PWS S¢

EAGLE FC2 tabor
Categories

Adm_mistrative Specaahst
Sr. Administrative Speciaist
Computer Systems Analyst
Associate Configuration
Management Specialist
Intermediate Configuration
[Managerment Specialist
Lead Configuration

Information Resource
| Management Analyst

information Technofogy

Database Analyst/Programmer

_[_____ S I R

!

Management Specialist |

(Contractor Site Rates)

_Transition Period (6 months from date of award)

|

|

i . i

| EAGLE

. Contractor .

 Site Hourly | Proposed

! Labor Rate FTE*
TR

Discounted
Contractor |
Offeror's Labor Site Hourly

Categories

Extended
Price ™

~ Overtime

% Contractor

| Site Hourly
. Rate

[ Junior IT Security _SpeCIallst

Senior IT Security Specialist |

Project Control Specialist

Project Manager

| Quality Assuance Manager

Quality Assurance Specialist

Subject Matter Expert

Technical Writer/Editor

Training Speuahst B

[Web Content Administrator

Disaster Recovery Specialist |
Systems Engineer

Quality Assurance Analyst

"

* 1 FTE equals 1920 hours

“* Extended Price equals Proposed FTE times Discounted Hourly Rate

Source Selection Information - see FAR 3.104



Offero. iT-1 A
OPERATIONS AND MAINTENANCE
EAGLE FC2 LABOR CATEGORY TABLE
Transition Period

PWS S

(Contractor Site Rates)

\
|
3 | ___Transition Period {6 months from date of award) |
i ! |
EAGLE ‘ Discounted - 1 Overtime
,‘ . Contractor | . Contractor | ' Contractor
EAGLE FC2 Labor | Offeror's Labor  Site Hourly | Proposed Site Hourly | Extended | Site Hourly
Categories ~ Categories LaborRate; FTE* | Rate | Price™ Rate |
Junior Information Technology | . ! |
| Training Specialist S S ___i_ S R - . B
| Systems Administrator S "——'i o _|7 S L
Voice Cpinmumcatlons ] S S o G
Database Management ‘ | ; '
Management Specialist 477 I E I Y
System Developer R S R l__ ~ __# o _]1 L o ]
Business Case Analyst | - T i3 L : | B ]
[Communications Network _# o T S B T
Communications Specialist . [ 7 — S e S
|Communications/Network T _T - T T
 Deployment Manager . I
Deployment Technician L e -
Senior Deployment TéchmcnanT - R o o S
[Hardware Specialist | T T 'Tfi I R
Hardware Technician I/ /4 T - =
| Senior Hardware Technician I__ e (T -
LAN/Deskside Support e 4—— I S o
IHelp Desk Manager e e i
Help Desk Speciafist 7T - T
System Operations Manager | o T I T T T
System Operator o T T I S - N
Junior Systems Administrator [ T Ty i -
PWS Section . TOTAL T o -

* 1 FTE equals 1920 hours
** Extended Price equals Proposed FTE times Discounted Hourly Rate
Source Selection information - see FAR 3,104



Offero.

IT-t A
OPERATIONS AND MAINTENANCE

EAGLE FC2 LABOR CATEGORY TABLE

Base Period
(Government Site Rates)

PWS Sectic

I I
|
r

[Management Analyst

Enformat!on Tecr_mology

Junior IT Security Specialist

'

Senior IT Security Specialist
Project Control Specialist

1Project Manager

| Quality Assurance Anaiyst

Quaiity Assuance Manager

Quality Assurance Spemallst

| Subject Matter Expert

Technical Writer/Editor
Tralnmg Specla!fst

Web Content Administrator

Systems Engineer

Disaster Recovery _Sp<-:‘c:|alls_t_r B

- o _+_

Base Period (12 months from date of award)

| | EAGLE | , Overtime
: ' Gov. Site | | Discounted | | Gov. Site
EAGLE FC2 Labor Offeror's Labor Hourly | Proposed | Gov. Site | Extended | Hourly
_ Categories ' Categories  'LaborRate| FTE* | HouryRate | Price™ | Rate
[Administrative Speciafist | . ; B j:,i_ L k - ]
Sr. Administrative Specialist | e S e R R |
‘Computer Systems Analyst r - o \ L T CoT
Associate Configuration | i - T o ; l
\Management Specialist | L L | D T _|_7 B
Intermediate Configuration | | | .
Management Specialist ‘ ! o S . [
Lead Configuration 77 T T [ { T T - !
Management Specialist | I 77_*_ o ‘ S R |
Database AnafysUProgrammer| iw I ! ‘
Ltni‘c>rrr1éti¢5i‘7 ‘Resource T T ‘&1:77 I Miﬁ_' T

fe— -

*1 FTE equals 1920 hours

" Extended Price equals Proposed FTE times Discounted Hourly Rate

Source Selection Information - see FAR 3,104



Offero.

IT-t A
OPERATIONS AND MAINTENANCE
EAGLE FC2 LABOR CATEGORY TABLE
Base Period
(Government Site Rates)

PWS Sectic

: |
| __  Base Period (12 months from date of award) |
EAGLE : | Overtime
Gov. Site | Discounted !Gov. Site
EAGLE FC2 Labor Gfferor's Labor Hourly Proposed Gov.Site | Extended = Hourly
Categories Categories LaborRate' FTE* Hourly Rate : Price™ | Rate
Junior Information Technology | [
Training Specigst L o R P S L
| Systems Administrator | e _[ o I B |
Voice Communications =~ v e T
Database Management | E ‘ o !
Management Specialist o o ‘ o i_ } o
System Developer o L i
Business Case Analyst | L T I | 1 ]
|Communications Network -~ - R e
[Communications Specialist - | NI ]
Communications/Network P - R
Deployment Manager ~~~ © ] B - L I
 Deployment Technician T L ; o i ]
Senior Deployment Techn:Cian‘ o I N ~ o 15 o
(Hardware Specialist S L I
Hardware Technician i _ | - |
Senior Hardware Technicen . - L ]
LAN/Deskside Support ' :
Help Desk Manager T N _i -
Help Desk Specialist __~— * R e
System Operations Manager P C o Sl
System Operator e R o T r T
Junior Systems Administrator © T R
PWS Section TOTAL —' -

“1 FTE equals 1920 hours

** Extended Price equals Proposed FTE times Discounted Hourly Rate

Source Selection information - see FAR 3.104



Offero.

IT-A 4
OPERATIONS AND MAINTENANCE
EAGLE FC2 LABOR CATEGORY TABLE
Base Period
(Contractor Site Rates)

PWS Section

EAGLE FC2 Labor
Categories

 Administrative Specnalist

Associate Configuration
|Management Specialist

Intermediate Configuration
Management Specialist |

Lead Configuration
|Management Specialist

Sr. Administrative Specialist N

[Computer Systems Analyst |

_ Base Period (12 months from date of award) _

[Information Resource
[Management Analyst

tnformation Technology
Junior IT Security Specsahs;

Senior IT Security Specialist

Project Control Specialist

| Project Manager '
Quality Assurance Analyst |
Quality Assuance Manager

Subject Matter ‘Expert
Technlcal Wrtter/Ed_ltor
Tramlng Specialist

Web Content Administrator

Quality Assurance Specialist |

Disaster Recovery Specialist

Systems Engineer

EAGLE Discounted | Overtime
| Contractor Contractor : - Contractor
Offeror's Labo