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Introduction

The configuration and initial operation of modern server systems takes place in various phases and is carried out via various user interfaces, for
example for RAID, network and operating systems. Before the system can be used productively, it must be cabled accordingly and all the local
and central network parameters must be completely configured.

Modern systems use increasingly powerful LAN chips. They offer an increasing number of functions which can be mapped by the chips and which
thus relieve the main processor (CPU) workload.

Fujitsu PRIMERGY servers with DynamicLoM also offer a large number of functions, which can be provided via the LAN chip in hardware. The
following describes the features and their optimal configuration.

DynamicLoM controller

PRIMERGY RX2530 M1, RX2540 M1, RX2560 M1 and TX2560 M1 are
equipped with a dynamic onboard LAN controller (DynamicLoM).

One of the advantages is that the LAN controller can be equipped with
different port modules and various connection options can be implemented.

The modules can be freely selected when ordering the system and replaced
by others as required during the system lifecycle. The actual connection
components such as ports and their signals are no longer soldered directly
onto the server system mainboard but onto a board which is attached via
plug-in connection (figure 1).

The plug-in connection (blue) between the mainboard and the port module
is fixed via 3 screws (yellow) thus ensuring a secure contact to the Emulex
XE100 series chip (red) soldered onto the mainboard.

DynamicLoM Module

2x 1Gbit RJ45, D3235 4x 1Gbit RJ45, D3245 2x 10Gbit SFP+, D3265 2x 10Gbit RJ45, D3275

$26361-F5302-E/L201 S26361-F5302-E/L401 $26361-F5302-E/L211 $26361-F5302-E/L210
Figure 2: Overview of available modules
The port configurations with 2 and 4 port Gigabit LAN do not have all the functions of the LAN chip. The setting options for the hardware and the

operating system are thus reduced. The full range of functions with many options and various operating modes is available with the 10 Gbit/s
SPF+ and 10 Gbit/s RJ45 modules.

The following description (figure 3) shows the different modes and configuration options for the 10Gbit/s adapters. Depending on the mode the
representation of the network cards in the operating system and the associated configuration options changes.

The following white paper has more information about DynamicLoM:
https://partners.ts.fujitsu.com/sites/dmsp/Publications/other/wp-py-DynamicLOM.pdf
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The 10 Gbit/s modules can be operated in the following modes.

Mode #1 Mode #2 Mode #3 Mode #4 Mode #5
(CNA) (NIC) (UMC) (NIC + RoCE) (NIC + SR-OV)
2x NIC Function 2x 10GB/s NIC 4,6,8,10,12,14 or 16x Functions 2x 10Gb/s NIC + 2x 10Gb/s NIC
2x Storage Function RoCE

e

L (I (T

Upto B3 Upto 63

Virtual Virtual

Functions Functions
Per port a single 10Gbit/s NIC and a Simple solution if no Storage | 4,4 ang soft capping for LAN Function, each Function can be configured NIC only Mode and additional | NIC only Mode and additional SR-
10Gbit/s FCoE controller is reported to || Functionis necessaryit can | ¢ individual bandwidth in100 Mbit units up to 10 Gbit (100%). RDMA Feature 10V Feature for Hypervisor OS

the OS. be disabled easily.

Figure 3: Operating modes of the DynamicLoM adapters with the 10Gbit/s connection module (SFP+ or RJ45)

Mode #1: The network controller is operated in the C(NA mode (Converged Network Adapter). A 10Gbit/s LAN interface and a 10Gbit/s FCoE/iSCSI
HBA (Host Bus Adapter) is reported to the operating system per port; they share the bandwidth of the physical 10Gbit/s port. The operating
system has a total 2x 10Gbit/s LAN and 2x 10Gbit/s FCoE/iSCSI.

Maode #2: The chip is used as a pure 10Gbit/s LAN card. 2x 10Gbit/s are thus available in the operating system.
Mode #2 is the standard configuration of the DynamicLoM Adapter supplied with the system from production.

Mode #3: The Universal MultiChannel (UMC) mode is used to split a physical 10Gbit/s LAN port into @ maximum of 8 physical functions (PF). The
minimum and maximum bandwidth which the PF should have can thus be defined in 100Mbit/s steps per PF.

The 2nd PF (storage function) on each physical port can also be assigned with FCoE or iSCSI and thus offers in sum an extended CNA mode. At
least two functions per port must be used in UMC mode.

In order to use 16 network functions per adapter, the operating system must support ARI (Alternative Routing ID Interpretation). All versions as
of Windows Server 2012 R2, RHEL 6.4, SLES 11 SP2 and VMware ESXi 5.1 offer this support native.

The following white paper has more information about the UMC mode:
http://docs.ts.fujitsu.com/dl.aspx?id=3a3f5062-7e21-477e-331a-328053a0570f

Mode #4: The network card is used as a pure 10Gbit/s LAN card and acts in exactly the same way for the operating system as in mode #2 but with
the extended function that RDMA (Remote Direct Memory Access) over Converged Ethernet (RoCE) can be used. This function provides -
especially for file servers based on modern operating systems (e.g. Windows Server 2012 R2) - better performance when transferring data to and
from the server system.

In addition to acceleration via RDMA the network traffic can also be given priority by using Converged Ethernet. The network traffic from switch
can be transported via a preferred VLAN and the package loss and subsequently required renewed transfers can be excluded (time loss).

Maode #5: The Single Root 10 virtualization (SR-I0V) function means that virtual machines (VMs) can use the network hardware functions via the
Hypervisor. This reduces the processor workload which does not need to emulate virtual network cards. The VM can directly communicate with
the LAN chip of the server and thus operate its own virtual network card.

Each physical port permits up to 63 such communication channels and thus enables 126 VMs to have direct communication via the LAN chip of
the physical server system.

PCle add-on card PCNA EP 0Ce14102

In addition to the DynamicLoM adapters, PCle adapter cards are also available for the PRIMERGY servers.
The above functions and operating modes are also possible with the Fujitsu PCNA EP 0Ce14102 2x 10Gbit/s
PCl Express Adapter.

This PCle adapter card offers connection options for 2x 10Gbit/s SPF+ modules or Twinax cable and is based
on the same chip as the DynamicLoM implementation. The Fujitsu PCNA EP 0Ce14102 2x 10Gbit/s PCI

Express Adapter card is supplied per default as CNA (mode #1).
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Fujitsu PRIMERGY Blade Server

BX25x0 M1

The PRIMERGY BX Blade Servers of the M1 generation also have the 0Ce14102 10Gbit/s CNA
chip onboard and also support the same functions such as the above rack and tower servers
and the specified PCle adapter card.

BX9x0 $3/54

The PRIMERGY BX Blade Servers S3 and S4 generation also already have a 10Gbit/s CNA onboard. This is based
on the predecessor chip and its range of functions differs only slightly from 0Ce14102 DynamicLoM
implementation.

The controller also supports the modes #1, #2, #3 and #5 described above. However, in the UMC mode (#3)
only a maximum of 4 physical functions per 10Gbit/s port are available - see figure 6.

Figure 6: BX LOM with max. 4 functions

Configuration with the Emulex™ OneCommand Manager

. ™ - | O
The Emulex OneCommand Manager software under Linux and e SnecemmenaTivaniost =
Windows operating systems is ready for the configuration of the . .
p gsy Y 9 m LHEE m—— B
network adapters.
The controller can thus be set in the various modes and the functions AT por nfomaton [pctRsters v |
of the corresponding mode can be configured (bandwidths, VLANs i:ﬁ:ﬁf{;ﬁz"ai“w e o o
£ Pori -1B-0E-32-3D- ‘endor ID:
etc.). = R =

-l Port 1

10.0.100.33 1P Address Origin: DHCP
M 90-18-0E-32-30-38

255.0.0.0 PCI Function: 0
The following screenshots have been taken from the graphic user g T o
\Device \NTPNP_PCI0147 Current MTU: 1500

interface (GUI) of the Emulex OneCommand Manager (OCM) and bl Port e wesec B
using the example PRIMERGY RX2540 M1 with 10Gbit/s SFP+ module e

as well as a Fujitsu PCNA EP 0Ce14102 2x 10Gbit/s PCl Express s _—

Adapter. s Gty Akt ot

The GUI looks the same with other PRIMERGY systems and is netvorkBaot et 8100 eboot st fect )

O None Enable VEPA

configured in the same way.

The Emulex OneCommand Manager (OCM) V10.2.05.29 for Windows
was used and is also automatically installed when installing the : :
ServerView Installation Manager. \ T T |

@ Pxe

Should the software not be installed, the current version can be downloaded from http://support.ts.fujitsu.com under "Emulex OneCommand
Manager for Windows/Linux". The manual for the OneCommand Manager: http://manuals.ts.fujitsu.com/file/10196/0ocm-app-ug-en.pdf

Note: A reboot is necessary to change the adapter mode

The various modes are configured in the OCM. The software refers to the modes as "Personality".
The following modes are available:

Personality Further parameters SR-10V
Single personality (all ports) NIC NIC (PID 16) (an be activated as option
NIC - ETS Disabled (PID 24) Is automatically activated
FCoE (an be activated as option
iSCSI (an be activated as option
NIC+RoCE ROCE-1 (PID 20) Cannot be used
ROCE-2 (PID 21) Cannot be used
umc Variable Cannot be used

ETS (Enhanced Transmission Selection) is a protocol responsible for bandwidth management and can assign a priority for specific network traffic.
Up to 8 (sometimes 15) groups can be created in the switch and various parameters are defined according to which specific traffic can be
prioritized. Expressed simply, ETS is an extension of the Quality of Service (QoS) principle.

ETS can be used with configurations with the Personality NIC, FCoE or iSCSI but it must not be used indeed. It can be explicitly switched off (ETS
Disabled).

PID is the profile ID which is required for the configuration via the CLI tool. The ID is not visible in the graphic application but is seen as text.
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Adapter configuration with OCM

The controllers installed in the system are shown in a tree
structure on the left-hand side in the OCM Manager. The
individual physical ports can be seen under each controller and
underneath their functions. The example on the right has the
adapter configured on mode #2 - 2x 10Gbit/s LAN.

For the tab adapter configuration the single personality (all
ports) must be set at NIC.

Type NIC or NIC ETS Disabled can be selected.

In order to accept the change, a system reboot is usually
required having changed the configuration.

Personality NIC with type NICis the standard configuration with
DynamicLoM systems. The adapter acts as a pure LAN adapter.
And with PCle CNA plug-in cards standard configuration is
Personality FCoE

For mode#1 with FCoE, FCoE must be selected with Single
personality (all ports); ISCSI for iSCSI accordingly.

Mode #4 can be obtained by selecting NIC+RoCE in the Single
personality (all ports) section.

Two RoCE types exist which can be selected.

ROCE-1 is intended for Linux operating systems.
ROCE-2 is intended for Windows environments.

SR-10V and VEPA

SR-1OV (Single Route I/0 virtualization) can be activated in Port

Information and for FCoE, iSCSI or NIC configurations per physical port.

The hypervisor can grant the VMs direct access to the associated LAN

port via SR-I0V. This function relieves the main processor as no
additional LAN port must be emulated in this situation.

Virtual Ethernet Port Aggregator (VEPA) can also be activated if SR-IOV

has been configured.

VEPA (IEEE Standard 802.1Q (bg)) sends SR-IOV function traffic

directly to the connected switch and thus prevents a communication

of VMs which use the SR-IOV within the system.

If communication is required, hairpinning or reflective-relay must be

activated on the external switch port.

113 Hosts
-1} RX2540M1
+- i OCe14102-U
/. OCI14000-L0M
- o= Port 0

Adapter Information | Firmware | Adapter Configuration

Current Configuration:

MNext Boot Configuration

(®) Single personality (all ports) () uMC () Custom

Personality:| NIC w

NIC-Only Configuration

Type: |MIC W
NIC

NIC - ETS Disabled

== Port 0
+-MNp- 90-18-0E-32-30-30
@ 10:00:90:1B:0E:32:3D: 31
== Port 1
+-NI- 90-18-0E-32-30-38
g 10:00:90: 18:0E:32:3D:39

-gi Hasts Adapter Information I Firmware| Adapter Configuration
=1 bl RX2540M1
+= g;i:z;%i{é” Current Configuration: FCoE

Mext Boot Configuration

(®) Single personality (all ports) () UMC () Custom

Personality: FCoE 7]

== Part 0
-R&E 90-1B-0E-32-30-30
= Port 1

3;2 Hosts Adapter Information I Firmware| Adapter Configuration
—|-- | R¥2540M1

+n gtc:jemmz-u Current Configuration: MIC+RoCE (ROCE-1)

=@ 0C11400040M

Mext Boot Configuration

(®) Single personality (&l ports)  (JUMC () Custom
Personality:| NIC+RoCE w
MIC+RoCE Configuration
Type: ROCE-1 w»
ROCE-1
ROCE-2
iz Hosts Port Information | PCI Registers | VPD
=l Rx2540M1
+ | OCe 14102V Driver Name: ocnd64.sys Device ID:
= OCI15000-10M Driver Version: 10.2.502.0 SubSys Device ID:
=-a Port 0 MAC Address: 90-18-0E-32-30-30 Vendor ID:
M 90-18-06:32-2030 Perm MAC Address: 90-1B-0E-32-30-30 SubSys Vendor ID:
E}E 10:00:50: 1508 :32-30: 31 1Pv4 Address: 10.0.100.33 IP Address Ocig:
> ah";(;)-moe-zz-m-zs Subnet Mask: 255.0.0.0 PCI Function:
RE 10:00:90118:06:32:30:39 Gateway Address: 10.0.0.254 PCI Bus Number:
"""" Link Status: Link up Max MTU:
Interface Name: \Pevice NTPNP_PCI0147 Current MTU:
Maximum Bandwidth: 10 GBit/sec Port Speed:
Mnimum Bandwidth: 5 GBitfsec
IPV6 Address: fe80:: 16d: 1a2f:8860:6dc5 %24
1Pv6 Gateway Address: Not Avalable
Netwock Boot ] Enable SR-TOV (reboot required to effect change)
O None [] Enable VEPA
® PE

If VEPA is deactivated, the LAN adapter acts with SR-IOV for SR-I0V data traffic like a system-internal switch (i.e. VEB, Virtual Edge Bridging).
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Universal Multi Channel (UMC) configuration

The original UMC mode was introduced with the PRIMERGY BX Blade Server S3 generation and could abstract up to 4 functions per physical port.
Up to 8 functions per physical port are possible with the introduction of DynamicLoM in some PRIMERGY RX and TX systems and the update of
the PRIMERGY BX Blade Server M1 generation thanks to the installed new LAN chip.

The normal LAN functions (NIC) are separated via so-called "Logical Port VLAN IDs" (LPVID). Both the physical 10 Gbit/s port as well as the switch
to which the port is connected must be configured accordingly.

A storage function (FCoE or iSCSI) can also be configured per port for which no LPVID must be configured.

This storage function may only be configured on the respective second port function.

FCoE requires an FCoE capable switch. This tells the adapter the correct VLAN via the FIP protocol.

IFiSCSI is defined as storage function, the VLAN ID and the network settings of the initiator can be configured for this function.

Each function is configured with its minimum and maximum bandwidth. The minimum bandwidth quarantees the network adapter the defined
percentage share of 10 Gbit, whereby the maximum permitted percentage share is restricted with the maximum bandwidth.

Should one of maximum 8 functions not require its full bandwidth, another function can use this part until the maximum specified bandwidth
has been reached.

Please note that the network function in the operating system is shown with the speed of the maximum bandwidth.

Ifall 16 functions are thus configured with 100% maximum bandwidth, the operating system has a total bandwidth of 160 Gbit. Please note
that some operating systems with a large number of 10Gbit adapters reach their limits. Furthermore, restrictions can occur when monitoring the
network load.

IF UMC mode is configured, you can select first of all how many functions are required and which ones. They can be added or removed as
required.

The minimum bandwidth must total 100% and must be spread across the number of ports accordingly.

The maximum bandwidth can then be entered depending on the requirement.

The LPVID must differ per function, but can differ per physical port.

104 Hosts | Adapter Information | Firmware | Adapter Configuration
= RX2540M1
+’. OCe14102-) Current Configuration; UMC
- [oci14000-L0M
== Port 0
NIE 90-18-0E-32-3D-30 Mext Boot Configuration
10:00:90:1B:0E:32:3D:31
90-1B-0E-32-3D-32 ) . .

NIE 90-1B-0E-32-3D-33 () Single personality (zll ports) (@ UMC () Custom

-My- 90-18-0E-32-30-34

-Mi- 90-18-0E-32-3D-35

M- 90-18-0E-32-3D-36 Func Min Max

NIE 90-1B-0E-32-30-37 Port Mum MAC Address Protocal BW (%) | BW (%) LPVID

=]-=f= Port 1 I

- M- 90-18-0E-32-30-38

-FEE 10:00:90:18:0E:32:3D:39 0 90-1B-0E-32-3D-30 NIC 10 20 10

T 30-18-0F-32-3D-3A 2 90-1B-0E-32-3D-3 FCoE 30 100

My 90-18-08-32-3D-38 e ° v

~M- 90-18-0E-32-3D-3C 4 90-1B-0E-32-3D-32 NIC v || 20 20

-Mi- 90-18-0E-32-30-3D

M 50-18-06-32-30-3 6  90-1B-0E-32-3D-33 NIC v |10 50 30

~Mig 50-18-0E-32-3D-3F o &  90-1B-0E-32-30-34 NIC v | |10 50 a0
10 90-1B-0E-32-3D-35 NIC v || 50 50
12 90-1B-0E-32-3D-36 NIC v| |10 20 &0
14 90-1B-0E-32-3D-37 NIC v 20 70
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Configuration of remote hosts

Server settings can also be made via a remote connection with OCM.
A Windows or Linux system can access ESXi remote especially in the VMware environment where administration with OCM on the ESXi itself is
not possible. ESXi servers with a graphic application can thus be managed.
The communication between OCM and ESXi server is via the Emulex CIM Provider which is contained in the Fujitsu VMware ESXi Custom Image.
Port 5988 (http) or 5989 (https) is used.
Windows or Linux systems can also be managed from a central system. Communication is via port 23333 as default.

OCM can be operated in various management modes. These specify whether accesses from other systems are possible or not.
If other systems are to be able to access a host, OCM must at least be configured in Local Management Plus mode.

This can be defined during the installation. Management Mode can also be later modified via File - Management Mode.

Other hosts can only be accessed via the OCM Full Management Mode.

The integration of hosts is via Discovery - TCP/IP - Add Hosts...
The host name or IP address can be directly specified for Windows hosts.
The corresponding log-in data for the ESXi server can be entered for VMware ESXi servers.

The hosts are then shown in the left-hand column under the local system. A configuration is then possible in the same way as for a local network

adapter.

Add Remote TCP/IP Host

Enter a host name, an IPv4 Address or an IPv6 Address.

Host Name or IP Address:

dd using specific CIM credentials
CIM Credentials

Protocol: ) http
Port: 5939
User name:  |rpgt
Password:

Namespace: | rootjemulex

®) https

&

OneCommand™ Manager

File Edit View Port Discovery Batch Help

2 [ [l =] ()

all v

Find Host:

.Y

1 0Ce 14102
@ OCI14000-LOM
FE) ESX-BX2580M1.PCT local
- 0CI14102-4L.0M
+-={gs Port 0
+- Port 1
=L MS-BX2560M1-5KY
= 0CI14102-.0M
+- Port 0
+ -2 Port 1

| Adapter Information | Firmware| Adapter Configuration

Current Configuration:

FCoE

MNext Boot Configuration

(®) Single personality (all ports)

Personality:| FCoE w

oumMc

User-specific access authorization is also possible. The OCM must be configured according to the OCM manual or the OCM help for the
OneCommand Manager Secure Management Configuration.
Link to manual: http://www-dl.emulex.com/support/elx/rt10.2.6/ga/Docs/final/apps/ocm gui _manual elx.pdf
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Configuration via the command line with HBACmd

Atool is available for the command line interface for the DynamicLoM network adapters of the PRIMERGY RX/TX and BX servers - in addition to
the above graphic application; itis included in the Emulex software package.

During the installation the HBACmd tool is stored in the directory of the OneCommand Manager.
Default: C:\Program Files\Emulex\Uti\OCManager\HBACmd.exe
Usually under /sbin/ or /usr/sbin/ depending on the Linux distribution.

The mode of the DynamicLoM adapter can thus be set and configured. Emulex provides a manual with more information about this tool. It can
be directly downloaded from Fujitsu. http://manuals.ts.fujitsu.com/file/11962/ocm-cli-ug-en.pdf

Here is a summary of the main commands. The Appendix has more details about the commands.

Adapter information

HbaCmd listhbas

This shows the network and Fibre Channel adapters installed in the system. Each function is individually listed.

The MAC address is required for the further commands. Please make sure that the respective correct MAC address is used for port-specific actions.
The output of port number and PCl function together with the following table is used to see which physical port is configured.

Physical port PCl function Function type MAC sequence
0 NIC MAC +0
2 NIC or Storage MAC+1
4 NIC MAC +2

0 6 NIC MAC +3
8 NIC MAC +4
10 NIC MAC +5
12 NIC MAC +6
14 NIC MAC +7
1 NIC MAC +8
3 NIC or Storage MAC+9
5 NIC MAC +A

1 7 NIC MAC +B
9 NIC MAC +C
11 NIC MAC+D
13 NIC MAC +E
15 NIC MAC +F

HbaCmd getadapterportconfig <MAC>
Shows the current configuration of the physical port and the one that is active after a reboot.
HbaCmd (MGetParams <MAC>

Shows, along with UMC functions of the physical port, a maximum 8 features, such as MAC addresses, minimum and maximal bandwidth as well
as VLAN IDs (LPVIDs). A MAC address must be selected on each physical port in order to have information about the two physical ports

HbaCmd listprofiles <MAC>

A profile ID must be specified for configurations of 2x 10Gbit NIC or 2x 10Gbit NIC +RoCE. The command listprofiles lists the IDs of the profiles.

2x 10Gbit NIC configuration 2x 10Gbit NIC + RoCE configuration

PID=16 NIC PID=20 ROCE-1
PID=24 NIC - ETS Disabled PID=21 ROCE-2
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Adapter configuration
HbaCmd setadapterportconfig <MAC>

Mode and the configuration of the adapter functions are then defined.
The following parameters are transferred:

p0 and p1 are the physical ports. The individual functions are specified in sequence.

Mctype=none or mctype=umc defines whether it is a Single Personality or a UMC configuration.

Pid=XX is the profile ID which is listed with HbaCmd listprofiles <MAC>. The PID specifies additional parameter for certain configurations (see
table on previous page).

Single personality configuration | Command

2x 10Gbit NIC (mode#2) HbaCmd setadapterportconfig <MAC> p0=NIC p1=NIC mctype=none pid=16

2x 10Gbit NIC ETS Disabled (mode#2) HbaCmd setadapterportconfig <MAC> p0=NIC p1=NIC mctype=none pid=24

2x 10Gbit CNA - FCoE (mode#1) HbaCmd setadapterportconfig <MAC> p0=NIC,fcoe p1=NIC fcoe mctype=none

2x 10Gbit CNA - iSCSI (mode#1) HbaCmd setadapterportconfig <MAC> p0=NIC,iscsi p1=NIC iscsi mctype=none

2x 10Gbit NIC+RoCE - RoCET (mode#4) HbaCmd setadapterportconfig <MAC> p0=NIC+Roce p1=NIC+Roce mctype=none pid=20
2x 10Gbit NIC+RoCE - RoCE2 (mode#4) HbaCmd setadapterportconfig <MAC> p0=NIC+Roce p1=NIC+Roce mctype=none pid=21

These Single Personality configurations can be extended to include SR-IOV and VEPA; the following commands must be used:

HbaCmd SRIOVenable <MAC> 1
HbaCmd VEPAenable <MAC> 1

UMC configuration  Per phy. Port - Command

8x NIC 4x NIC HbaCmd setadapterportconfig <MAC> pO=nic,nic,nic,nic p1=nic,nic,nic,nic mctype=umc
6x NIC + 2x FCoE 3x NIC + 1x FCoE HbaCmd setadapterportconfig <MAC> p0=nic,fcoe,nic,nic p1=nic,fcoe,nic,nic mctype=umc
bx NIC + 2x iSCS 3x NIC+ 1xiSCS HbaCmd setadapterportconfig <MAC> pO=nic,iscsi,nic,nic p1=nic,iscsi,nic,nic mctype=umc
16x NIC 8x NIC HbaCmd setadapterportconfig <MAC>

p0=nic,nic,nic,nic, nic, nic, nic, nic p1=nic,nic,nic, nic,nic, nic,nic,nic mctype=umc
T4x NIC + 2x FCoE 7x NIC + 1x FCoE HbaCmd setadapterportconfig <MAC>

p0=nic,fcoe, nic,nic, nic,nic,nic,nic p1=nic,fcoe, nic,nic,nic, nic,nic,nic mctype=umc
T4x NIC + 2xiSCSI 7x NIC + 1x iSCSI HbaCmd setadapterportconfig <MAC>

p0=nic,iscsi, nic, nic, nic,nic, nic,nic p1=nic,iscsi, nic,nic, nic, nic,nic,nic mctype=umc

The above examples can be modified in order to configure 4, 6, 8, 10, 12, 14 or 16 functions.
The following two commands are used to define the bandwidth as well as the VLANs.

HbaCmd CMSetLPVID <MAC> LPVID#1 LPVID#2 LPVID#3...

The LPVIDs of each function must now be defined for each physical port of the 10Gbit network card.
The MAC address of the physical port and the VLAN IDs of each function are transferred to the command.

Example: HbaCmd CMSetLPVID  90-1b-Oe-32-3d-38 10 20 30 40

LPVID 10 is thus assigned to the first function on the Port, 20 to the second function and so on.
As only one physical port and its functions are configured, this step must be repeated for the second port in the same way.

HbaCmd CMSetBW <MAC> min,max min,max min,max min,max...
Like with the CMSetLPVID, the configuration of individual functions is transferred for a physical port.

The minimum and maximum bandwidth is specified as a percentage, separated by a comma, for each function in sequence. Each function is
addressed with a pair of numbers, i.e. 16 numbers with 8 functions per port.
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Example for 4 functions: HbaCmd CMSetBW 90-1b-0e-32-3d-38 10,20 40,100 25,50 25,50

Results in MinBW  MaxBW

Func# Type MAC Address LPVID (%) (%)
1 NIC 90-1b-0e-32-3d-38 20 10 20
3 iSCS 90-1b-0e-32-3d-39 N/A 40 100
5 NIC 90-1b-0e-32-3d-3a 30 25 50
7 NIC 90-1b-0e-32-3d-3b 40 25 50

Connection to a remote host

The command HBAcmd is used to configure all servers, on which OCM is installed, remote via the command line.
HBAcmd AddHost

Example: HBAcmd AddHost <ip address>  Adds a host to the list of TCP/IP HBAs.

The specified commands can then carry out the configuration of Personality and functions in the same way. Only the MAC address must be
specified according to that of the remote host.

The host can then be removed from list of TCP/IP HBAs again:

HBAcmd RemoveHost <ip address>

HBAcmd h=<ip address> <Command>

Alternatively, a command can be directly executed on a remote host. The host is not included in the list and the host (IP address or DNS name)
must be specified for each command.

Example: HBAcmd h=<ip address> listhbas Lists all HBAs in the system with this IP address.

Configuration in VMware ESXi environments

Ifa VMware ESXi Hypervisor runs on Fujitsu PRIMERGY servers, a direct configuration of the LAN adapters is only possible via BIOS.

A configuration can still be made via the CIM provider contained in the VMware ESXi Fujitsu custom image.

Aremote host can communicate with the CIM provider via the OneCommand Manager or the HBACmd command lines tool, thus enabling a
remote configuration.

The integration in OCM Manager is described in the section "Configuring remote hosts'".

In order to execute HBACmd commands on a remote ESXi Server there are the same options as under a Windows or Linux operating system
which has the OneCommand Manager.

The following command is used to put an ESXi server in the TCP/IP HBA list:

hbacmd m=cim [u=<username>] [p=<password>] [n=<namespace>] AddHost <IP_Address>
This command is used to execute a direct command on the remote ESXi server:

hbacmd h=<IP_Address> m=cim [u=<username>] [p=<password>] [n=<namespace>]

Example: hbacmd h=ESX-BX2580M1 m=cim u=root p=Passwort listhbas
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Configuration in BIOS

The BIOS offers an extension (OptionROM) for the initial configuration of a server network
adapter. The DynamicLoM controller has its own BIOS extension for the configuration of the
adapter as well as for its own storage functions.

imulex 40,20,10Gb UNDI, PXE-2.0 BIOS v10.2.405.33
Copyright (C) 2006-2015 Emulex Corporation

44 Press <Ctr1><P> for PXESelect(TM) Utility MM

The OptionROM to configure the adapter and its functions can be opened via CTRL+P.

A separate optionROM can be opened for the iSCSI configuration via CTRL+S or for FCoE via CTRL+E

If the system is equipped with more than one controller, an overview of the installed adapters

is displayed and the adapter to be configured must be selected.
The possible options are shown in the grey bar at the bottom.

Adapter configuration

Having selected the controller, the operating mode must be
defined.

MultiChannel must be Disabled for the operation with mode #1
(CNA mode).

FCoE or iSCSI is selected as storage function.

The VLAN ID and the network setting (iSCSI initiator and target
settings) must be configured for iSCSI in their own iSCSI BIOS
extension (CTRL+S when booting).

Mode #2 (2x 1/10Gbit/s) can be obtained by selecting Personality
NIC.

Mode #4 NIC+RoCE is only available if MultiChannel is deactivated.

The RoCE profiles 1 and 2 are available for selection.

RoCE-1 is intended for Linux operating systems.
RoCE-2 is intended for Windows operating systems.

[0Ce14102-U
[0C114060-LOM

ontroller Status: Init done

Controller(s) List

Controller #1 Configuration

Controller Model

Firmsare Uersion :
IPL Version :

MultiChanmmel

Personality :
SRIOV :

RoCE Profile :
NIC Mode :

<F6-CONTINUE>

MultiChannel

Personality :
SRIOV :

RoCE Profile :

NIC Mode :

0C114000-L0OM
10.2.405.33
LSZFFTDO
DISABLED

NIC

FCoE

iSCS1

<F8-LOAD DEFAULTS>

NIC+RoCE

RoCE-1
RoCE-2

<F6—-CONTINUE> <F8-LOAD DEFAULTS>

1 Controller # ©: Bus 03 Dev 0O
1 Controller # 1: Bus ¢4 Dev 0O

ttt RoCE-1: optimal selection for Linux ttt
ttt RoCE-2: optimal selection for Windows t!?
<#»> Select, <T1> Moves Cursor, <Esc> Back, <F?> Save

SR-IOV (mode #5) can also be activated for configurations with
NIC, FCoE or iSCSI.

The NIC mode can also be selected when configuring Personality
NICin conjunction with SR-I0V.

Enhanced Transmission Selection (ETS) can be deactivated.

MultiChamel

Personality :
SRIDV :
RoCE Profile :

NIC Mode :

NIC
ENABLED

NIC
NIC — ETS Disabled

<F6-CONTINUE> <F8-LOAD DEFAULTS>
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Universal Multi Channel (UMC)

The MultiChannel must be activated for the configuration of the UMC mode.
The UMC mode can be selected only in NIC Personality where up to 8
network cards can be configured per port.

7x network functions and 1x storage function are available per port in iSCSI

or FCoE Personality.

Having defined the Personality, F6 is used for the function configuration for each
function. The physical port must be selected and then MultiChannel Configuration

must be activated.

The configuration of each function takes place per physical port. You can
define per function how much bandwidth and which PLVID must be used.
If a function is to be deactivated, the protocol must be set at None.

The steps must be repeated for the second port.

Further information about configuring the adapter via the BIOS extension is

in the manual:

http://manuals.ts.fujitsu.com/file/11701/emulex-bootcode-ug-en.pdf

Summary

Controller #1 Configuration

Controller Model :
Firmware Uersion :
IPL Version :
MultiChannel :
Personality :
SRIOV :

RoCE Profile :
NIC Mode :

0C114000-LOM
10.2.405.33
LSZFFTDO
ENABLED

NIC

iSCSI

FCoE

<F6-CONTINUE> <F8-LOAD DEFAULTS>

Controller #1 Port #0 Menu

1. MultiChamel Configuration
2. Boot Configuration
3. Port Configuration

Controller #1 Fort #0 Chamnel(s) List

Channel#t Function#t Protocol BandWidth
NIC 10 7
FCOE 30 F
NIC 10

The additional functions within the LAN adapter enable the mapping of increasingly complex requirements when DynamicLoM is installed

onboard.

The configuration of the LAN adapters can be made via various interfaces which are shown in compressed form.

The information provided supplements the information in the manuals.
Manuals are available at: http://manuals.ts.fujitsu.com .
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Appendix

Command lines examples:

Call adapter information

Identify MAC address for physical port 0 and 1 is possible via the "Port number” and the "PCl function”.
C:\Program Files\Emulex\UtiNOCManager>hbacmd listhbas

Manageable HBA List

Permanent MAC :90-1b-0e-32-3d-30
Current MAC : 90-1b-0e-32-3d-30
Flags : 80000720

Host Name - RX2540M1

Mfg : Emulex Corporation
Serial No. - FS442900BC

Port Number :0

Mode - Initiator

PCI Bus Number A

PCl Function 0

Port Type - NIC

Model - 0C114000-LOM
Permanent MAC : 90-1b-0e-32-3d-38
Current MAC :90-1b-0e-32-3d-38
Flags 80000720

Host Name : RX2540M1

Mfg : Emulex Corporation
Serial No. : FS442900BC

Port Number 1

Mode - Initiator

PCl Bus Number A

PCl Function 1

Port Type - NIC

Model - 0C1714000-LOM
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Show current adapter configuration:
C:\Program Files\Emulex\UtiINOCManager>HbaCmd getadapterportconfig 90-1b-0e-32-3d-30

Number of Ports 2
Maximum FCoE Functions o1
Maximum iSCSI Functions o
Mixed Mode 1/0 Allowed - Yes
Concurrent Mode I/0 Allowed  : Yes
ROCE Functions Allowed - Yes
RebootRequired :No

Active Configuration
Profile ID 16
MCType - UMC
Port Assignments:
Port 0: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC
Port 1: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC

Reboot Configuration
Profile ID 16
MCType - UMC
Port Assignments:
Port 0 (p0): NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC
Port 1 (p1): NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC

Note: (pN) labels are the port parameter names to use in the
SetAdapterPortConfig command (e.g. p0=NIC,FCoE p1=NIC,iSCSI).
C:\Program Files\Emulex\UtiNOCManager>HbaCmd CMGetParams 90-1b-0e-32-3d-30
Active mode: umc

Configured mode: umc
Available modes: umc

MinBW  MaxBW

Func# Type MAC Address LPVID (%) (%)

0 NIC 90-1b-0e-32-3d-30 10 20 100

2 NIC 90-1b-0e-32-3d-31 0 40 100

4 NIC 90-1b-0e-32-3d-32 20 20 100

6 NIC 90-1b-0e-32-3d-33 30 20 20

8 NIC 90-1b-0e-32-3d-34 0 0 0

10 NIC 90-1b-0e-32-3d-35 0 0 0

12 NIC 90-1b-0e-32-3d-36 0 0 0

14 NIC 90-1b-0e-32-3d-37 0 0 0

Warning: Channel 1 has been allocated bandwidth, but LPVID = 0.

You should now assign LPVIDs for all channels on this port.
The LPVID for NIC channels must be between 2 and 4094.
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Mode#1: FCOE + NIC configuration
C:\Program Files\Emulex\UtiNOCManager>HbaCmd setadapterportconfig 90-1b-0e-32-3d-30 p0=NIC,fcoe p1=NIC, fcoe mctype=none

Adapter configuration successfully set to new configuration.
System reboot required to activate it.

Check the configuration:
C:\Program Files\Emulex\Uti\OCManager>HbaCmd getadapterportconfig 90-1b-0e-32-3d-30

Number of Ports 02
Maximum FCoE Functions o1
Maximum iSCSI Functions 1
Mixed Mode 1/0 Allowed :Yes
Concurrent Mode 1/0 Allowed :Yes
ROCE Functions Allowed - Yes
RebootRequired - Yes

Active Configuration
Profile ID 116
MCType - UMC
Port Assignments:
Port 0: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC
Port 1: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC

Reboot Configuration
Profile ID 23
MCType : None
Port Assignments:
Port O (p0): NIC, FCoE, None
Port 1 (p1): NIC, FCoE, None

Note: (pN) labels are the port parameter names to use in the
SetAdapterPortConfig command (e.g. p0=NIC,FCoE p1=NIC,iSCSI).
Mode#1: iSCSI + NIC configuration
C:\Program Files\Emulex\UtiNOCManager>HbaCmd setadapterportconfig 90-1b-0e-32-3d-30 p0=NIC,iscsi p1=NIC,iscsi mctype=none
Adapter configuration successfully set to new configuration.
System reboot required to activate it.

Check the configuration:
C:\Program Files\Emulex\UtiNOCManager>HbaCmd getadapterportconfig 90-1b-0e-32-3d-30

Number of Ports 2
Maximum FCoE Functions 01
Maximum iSCSI Functions o1
Mixed Mode 1/0 Allowed - Yes
Concurrent Mode 1/0 Allowed - Yes
ROCE Functions Allowed :Yes
RebootRequired - Yes

Active Configuration
Profile ID 16
MCType : UMC
Port Assignments:
Port 0: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC
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Port 1: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC

Reboot Configuration
Profile ID 217
MCType : None
Port Assignments:
Port O (p0): NIC, iSCSI, None
Port 1 (p1): NIC, iSCSI, None

Note: (pN) labels are the port parameter names to use in the
SetAdapterPortConfig command (e.g. p0=NIC,FCoE p1=NIC,iSCSI).

Mode#2: 10G NIC only configuration
C:\Program Files\Emulex\UtiNOCManager>HbaCmd setadapterportconfig 90-1b-0e-32-3d-30 p0=NIC p1=NIC mctype=none pid=16

Adapter configuration successfully set to new configuration.
System reboot required to activate it.

Check the configuration:
C:\Program Files\Emulex\UtiNOCManager>HbaCmd getadapterportconfig 90-1b-0e-32-3d-30

Number of Ports 2
Maximum FCoE Functions o1
Maximum iSCSI Functions o1
Mixed Mode 1/0 Allowed :Yes
Concurrent Mode 1/0 Allowed - Yes
ROCE Functions Allowed :Yes
RebootRequired :Yes

Active Configuration
Profile ID 16
MCType - UMC
Port Assignments:
Port 0: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC
Port 1: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC

Reboot Configuration
Profile ID 116
MCType : None
Port Assignments:
Port 0 (p0): NIC, None, None
Port 1 (p1): NIC, None, None

Note: (pN) labels are the port parameter names to use in the
SetAdapterPortConfig command (e.g. p0=NIC,FCoE p1=NIC,iSCSI).
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Mode#3: UMC mode with FCoE storage function
C:\Program Files\Emulex\UtiNOCManager>HbaCmd setadapterportconfig 90-1b-0e-32-3d-30 pO=nic, fcoe,nic,nic p1=nic,fcoe,nic,nic mctype=umc

Adapter configuration successfully set to new configuration.
System reboot required to activate it.

Show UMC parameter for a port:
C:\Program Files\Emulex\Uti\OCManager>HbaCmd CMGetParams 90-1b-0e-32-3d-30

Active mode: umMc
Configured mode: umc
Available modes: umMc

MinBW  MaxBW
Func# Type MAC Address LPVID (%) (%)
0 NIC 90-1b-0e-32-3d-30 10 20 100
2 FCoE 90-1b-0e-32-3d-31 N/A 40 100
4 NIC 90-1b-0e-32-3d-32 20 20 100
6 NIC 90-1b-0e-32-3d-33 30 20 20

Configure LPVIDs for a port:
C:\Program Files\Emulex\UtiNOCManager>HbaCmd cmsetlpvid  90-1b-0e-32-3d-3020 03040

Successfully updated Logical Port VLAN IDs (LPVIDs).

Check LPVIDs:
C:\Program Files\Emulex\UtiN\OCManager>HbaCmd CMGetParams 90-1b-0e-32-3d-30

Active mode: umc
Configured mode: umc
Available modes: umc

MinBW  MaxBW
Func# Type MAC Address LPVID (%) (%)
1 NIC 90-1b-0e-32-3d-38 20 20 100
3 FCoE 90-1b-0e-32-3d-39 N/A 40 100
5 NIC 90-1b-0e-32-3d-3a 30 20 100
7 NIC 90-1b-0e-32-3d-3b 40 20 20
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Mode#3: UMC mode with iSCSI storage function

C:\Program Files\Emulex\UtiNOCManager>HbaCmd setadapterportconfig 90-1b-0e-32-3d-30 pO=nic,iscsi,nic,nic p1=nic,iscsi,nic,nic

Adapter configuration successfully set to new configuration.

System reboot required to activate it.

C:\Program Files\Emulex\UtiNOCManager>HbaCmd CMGetParams 90-1b-0e-32-3d-30

Active mode:

umc

Configured mode: umc
Available modes: umc

Func#  Type
1 NIC
3 iSCSI
5 NIC
7 NIC

MAC Address LPVID
90-1b-0e-32-3d-38 20
90-1b-0e-32-3d-39 N/A
90-1b-0e-32-3d-3a 30
90-1b-0e-32-3d-3b 40

Configure LPVIDs for a port:

C:\Program Files\Emulex\UtiNOCManager>HbaCmd cmsetlpvid  90-1b-0e-32-3d-3020 030 40

Successfully updated Logical Port VLAN IDs (LPVIDs).

Define bandwidth for the individual functions:

C:\Program Files\Emulex\UtiN\OCManager>HbaCmd C(MSetBW 90-1b-0e-32-3d-30 10, 20 40,100 25,50 25,50

Successfully updated channel minimum and maximum bandwidths.

Check the bandwidth change:

C:\Program Files\Emulex\Uti\OCManager>HbaCmd CMGetParams 90-1b-0e-32-3d-30

Active mode:

umc

Configured mode: umc
Available modes: umc

Func#  Type
1 NIC
3 iSCS
5 NIC
7 NIC

MAC Address LPVID
90-1b-0e-32-3d-38 20
90-1b-0e-32-3d-39 N/A
90-1b-0e-32-3d-3a 30
90-1b-0e-32-3d-3b 40

20
40
20
20

10
40
25
25

MinBW  MaxBW
(%)

100
100
100
20

MinBW  MaxBW
(%)

20
100
50
50
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Show available profile IDs:
C:\Program Files\Emulex\UtiINOCManager>HbaCmd listprofiles 90-1b-0e-32-3d-30

Active Profile ID 16
Configured Profile ID : 17

Available Profiles

ID  Description

16 NIC

17 ISCSl initiator, no DIF

20 ROCE-1

21 ROCE-2

23 FCOE initiator + Target, no DIF

24 NIC- ETS Disabled

36 Mixed Storage, 25% ISCSI initiator only, 75% FCOE, no DIF
37 Mixed Storage, 50% ISCSI initiator only, 50% FCOE, no DIF
38 Mixed Storage, 75% ISCSI initiator only, 25% FCOE, no DIF

Warning: A reboot is required to activate the configured profile

Mode#4: ROCE+NIC configuration

C:\Program Files\Emulex\UtiNOCManager>HbaCmd setadapterportconfig 90-1b-0e-32-3d-30 pO=NIC+Roce p1=NIC+Roce mctype=none pid=21

Adapter configuration successfully set to new configuration.
System reboot required to activate it.

Check the configuration:
C:\Program Files\Emulex\UtiNOCManager>HbaCmd getadapterportconfig 90-1b-0e-32-3d-30

Number of Ports 02
Maximum FCoE Functions 1
Maximum iSCSI Functions 1
Mixed Mode 1/0 Allowed :Yes
Concurrent Mode 1/0 Allowed - Yes
ROCE Functions Allowed :Yes
RebootRequired - Yes

Active Configuration
Profile ID 16
MCType : UMC
Port Assignments:
Port 0: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC
Port 1: NIC, NIC, NIC, NIC, NIC, NIC, NIC, NIC

Reboot Configuration
Profile 1D 21
MCType :None
Port Assignments:
Port O (p0): NIC+RoCE, None, None
Port 1 (p1): NIC+RoCE, None, None

Note: (pN) labels are the port parameter names to use in the
SetAdapterPortConfig command (e.g. p0=NIC,FCoE p1=NIC,iSCSI).
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Mode#5: SR-I0V+ NIC configuration

Activate SR-I0V for a port:
C:\Program Files\Emulex\UtiNOCManager>HbaCmd sriovenable

SRIOVEnable <MAC address> <0|1>

MAC - MAC Address of port
0 : Disable SRIOV on port
1 : Enable SRIOV on port

C:\Program Files\Emulex\UtiNOCManager>HbaCmd sriovenable 00-90-fa-76-28-46 1
SR-I0V successfully enabled. A system reboot is required.

Activate VEPA for a port:
C:\Program Files\Emulex\Uti\OCManager>HbaCmd vepaenable

VEPAEnable <MAC address> <0]| 1>

MAC : MAC Address of port
0 : Disable SRIOV on port
1 : Enable SRIOV on port

C:\Program Files\Emulex\UtiNOCManager>HbaCmd vepaenable 00-90-fa-76-28-46 1
VEPA successfully enabled.

Contact ©2015 Fujitsu Technology Solutions GmbH

FUJITSU Fujitsu and the Fujitsu logo are trademarks or registered trademarks of Fujitsu Limited in Japan and
Fujitsu Technology Solutions GmbH other countries. Other company, product and service names may be trademarks or registered
Mies-van-der-Rohe-Strasse 8, 80807 Mtinchen, Deutschland trademarks of their respective owners. Technical data subject to modification and delivery subject to
E-Mail: cic@ts. fujitsu.com availability. Any liability that the data and illustrations are complete, actual or correct is excluded.
Website: http://de.fujitsu.com Designations may be trademarks and/or copyrights of the respective manufacturer, the use of which
2015-06-11 CEMEA&I DE by third parties for their own purposes may infringe the rights of such owner.

Page 20 of 20 http://ts.fujitsu.com/PRIMERGY



