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$%675$&77KH�ERXQGDULHV� EHWZHHQ� WKH� ,7�ZRUOG�� ,QWHUQHW�6\VWHP� DQG� EURDGFDVW� 79� WHFKQRORJLHV� KDYH�EOXUUHG�� 7KH� UHVXOW� RI� WKLV� EOXUULQJ� HIIHFW� KDV�EHHQ� WKH� GHYHORSPHQW� RI� D� QHZ� FRPSXWLQJ�SDUDGLJP� WKDW� LV� IRFXVHG� RQ� WKH� KRPH�HQWHUWDLQPHQW� PDUNHW�� $� ORZ� FRVW� FRQVXPHU�HOHFWURQLF� GHYLFH� FDOOHG� GLJLWDO� VHW�WRS� ER[� LV�SRLVHG�DQG�UHDG\�WR�WDNH�FHQWHU�VWDJH�LQ�WKLV�QHZ�GLJLWDO� ZRUOG� ZH� DUH� DERXW� WR� HQWHU�� 7KH�&RQGLWLRQDO�$FFHVV� �&$�� UROH� LV WR� HQVXUH� WKDW�YLHZHUV�VHH�RQO\�WKRVH�SURJUDPV�WKDW�WKH\�KDYH�SDLG� WR� YLHZ�� &$� KHOSV� WR� DWWUDFW� PRUH�VXEVFULEHUV� E\� RIIHULQJ� JUHDWHU� SURJUDP� FKRLFH�WKDQ� HYHU� EHIRUH�� 6XEVFULEHUV� VHH� WKH� SURJUDP�ZKHQ�WKH\�ZDQW�WR�VHH�WKHP�
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'LJLWDO� 7HOHYLVLRQ� �'79�� LV� D� FRPSOHWHO\� QHZ�ZD\� RI� EURDGFDVWLQJ� DQG� LV� WKH� IXWXUH� RI�WHOHYLVLRQ�� ,W� LV� D� PHGLXP� WKDW� UHTXLUHV� QHZ�WKLQNLQJ� DQG� QHZ� UHYHQXH�JHQHUDWLQJ� EXVLQHVV�PRGHOV�� 'LJLWDO� 79� LV� WKH� VXFFHVVRU� WR� DQDORJ�79�DQG�HYHQWXDOO\�DOO�EURDGFDVWLQJ�ZLOO�EH�GRQH�LQ� WKLV� ZD\�� $URXQG� WKH� JOREH� FDEOH�� VDWHOOLWH�DQG� ZLUHOHVV� RSHUDWRUV� DUH� PRYLQJ� WR� D� GLJLWDO�HQYLURQPHQW�� 0RVW� LQGXVWU\� DQDO\VW� DUH�SUHGLFWLQJ� WKDW� WKH� WUDQVLWLRQ� WR� GLJLWDO�79�ZLOO�EH� DQ� HYROXWLRQ� UDWKHU� WKDQ� D� UHYROXWLRQ��FKDQJLQJ� WKH� ZD\� RI� OLIH� IRU� KXQGUHGV RI�PLOOLRQV� RI� IDPLOLHV� DURXQG� WKH� ZRUOG��&RPSDQLHV� DUH� DFNQRZOHGJLQJ� WKDW� WKH�FRQYHUJHQFH� EHWZHHQ� 3&��79� DQG� ,QWHUQHW� KDV�DOUHDG\�EHJXQ�DQG�DUH�SRVLWLRQLQJ�WKHPVHOYHV�WR�PD[LPL]H� UHYHQXH� IURP� WKLV� FRPSXWLQJ�SDUDGLJP�� 7RGD\� GLJLWDO� 79� XVXDOO\� UHTXLUHV� D�VHW�WRS�ER[��67%���ZKLFK�LV�XVHG�WR�GHFRGH�DQG�WXQH� GLJLWDO� VLJQDOV�� DQG� FRQYHUWV� WKHP� WR� D�IRUPDW� WKDW� LV� XQGHUVWRRG� E\� DQDORJ� 79�� ,Q� D�

67%�� WKH� WXQHU� UHFHLYHV� D�GLJLWDO� VLJQDO� IURP�D�FDEOH��VDWHOOLWH�RU�WHUUHVWULDO�QHWZRUN�DQG�LVRODWHV�D� SDUWLFXODU� FKDQQHO�� 7KH� VLJQDO� LV� WKHQ�IRUZDUGHG� WR� GLJLWDO� GHPRGXODWRU� WR� EH�FRQYHUWHG� LQWR� ELQDU\� IRUPDW�� 7KH� ELQDU\� GDWD�ZLOO�EH�FKHFNHG�IRU�HUURUV�XVLQJ�)RUZDUG�(UURU�&RUUHFWLRQ� �)(&�� GHFRGHU� DQG� WKHQ� VHQW� WR�GHPXOWLSOH[HU�� 7KLV� GHPXOWLSOH[HU� ZLOO� WKHQ�H[WUDFW�DXGLR��YLGHR�DQG�GDWD�IURP�ELQDU\�VWUHDP�DQG� VHQG� GLJLWDO� GDWD� WR� DSSURSULDWH� GHFRGHUV��%HIRUH� GHPXOWLSOH[HU� WKH� VHFXULW\� VXEV\VWHP�GHWHUPLQHV�VXEVFULEHU¶V�DFFHVV�ULJKWV�WR�YDULRXV�GLJLWDO� 79� VHUYLFHV�� 7KH� GLJLWDO� GHFRGHUV� ZLOO�WUDQVIRUP�WKH�GLJLWDO�GDWD�LQWR�D�IRUPDW�VXLWDEOH�IRU�YLHZLQJ�RQ�DQDORJ�WHOHYLVLRQ�%URDGFDVWHUV� DQG� 79� RSHUDWRUV� DUH� QRZ�LQWHUDFWLQJ� ZLWK� WKHLU� YLHZHUV� RQ� PDQ\� OHYHOV��RIIHULQJ� WKHP� D� JUHDWHU� SURJUDP� FKRLFH� WKDQ�HYHU�EHIRUH��$GGLWLRQDOO\��WKH�GHYHORSPHQW�RI�D�VHFXULW\� V\VWHP� RU� &$� SURYLGHV� WKHP� ZLWK�XQSUHFHGHQWHG�FRQWURO�RYHU�ZKDW�WKH\�ZDWFK�DQG�ZKHQ�� $� &$� V\VWHP� LV� EHVW� GHVFULEHG� DV� D�YLUWXDO�JDWHZD\� WKDW�DOORZV�YLHZHUV� WR�DFFHVV�D�QHZ�ZRUOG�RI�GLJLWDO�VHUYLFHV��7KH�PDLQ�JRDO�RI�DQ\�&$�V\VWHP�LV�WR�FRQWURO�VXEVFULEHU¶V�DFFHVV�WR� GLJLWDO� 79� SD\� VHUYLFHV� DQG� VHFXUH� WKH�RSHUDWRUV� UHYHQXH� VWUHDPV�� &RQVHTXHQWO\�� RQO\�FXVWRPHUV� WKDW� KDYH� D� YDOLG� FRQWUDFW� ZLWK� WKH�QHWZRUN�RSHUDWRU�FDQ�DFFHVV�D�SDUWLFXODU�VHUYLFH��8VLQJ� WRGD\¶V� &$� V\VWHPV�� QHWZRUN� RSHUDWRUV�DUH� DEOH� WR� GLUHFWO\� WDUJHW� SURJUDPPLQJ��DGYHUWLVHPHQWV� DQG� SURPRWLRQV� WR� VXEVFULEHUV�E\� JHRJUDSKLFDO� DUHD�� PDUNHW� VHJPHQW� RU�DFFRUGLQJ� WR� SHUVRQDO� SUHIHUHQFHV�� 7KH� &$�V\VWHP�LV��WKHUHIRUH��D�YLWDO�DVSHFW�RI�GLJLWDO�79�EXVLQHVV��&$�LV�QRW�RQO\�PHDQW�IRU�GLJLWDO�79��,W�FDQ� EH� XVHG� IRU� GLJLWDO� UDGLR EURDGFDVWV�� QRQ�EURDGFDVW�LQIRUPDWLRQ�DQG�LQWHUDFWLYH�VHUYLFHV�+)&/� KDV� DOUHDG\� GHYHORSHG� D� IUHH�WR�DLU�VHW�WRS� ER[� IRU� 'LUHFW� WR� +RPH� �'7+��DSSOLFDWLRQV�� ,Q� WKLV� SDSHU�� FRQGLWLRQDO� DFFHVV�
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V\VWHP� KDV� EHHQ� GHVLJQHG� WR� LPSOHPHQW� LQ�+)&/�VHW�WRS�ER[��
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&RQGLWLRQDO� $FFHVV� �&$�� LV� D� VHFXULW\�WHFKQRORJ\� XVHG� WR� FRQWURO� WKH� DFFHVV� WR�EURDGFDVW� LQIRUPDWLRQ�� LQFOXGLQJ� YLGHR� DQG�DXGLR�� $FFHVV� LV� UHVWULFWHG� WR� DXWKRUL]H�VXEVFULEHUV� WKURXJK� WKH� WUDQVPLVVLRQ� RI�HQFU\SWHG� VLJQDOV� DQG� WKH� SURJUDPPDEOH�UHJXODWLRQ�RI�WKHLU�GHFU\SWLRQ�E\�D�V\VWHP�VXFK�DV�VPDUW�FDUG��5HVWULFWLQJ�DFFHVV�WR�D�SDUWLFXODU�VHUYLFH�LV�DFFRPSOLVKHG�E\�XVLQJ�FU\SWRJUDSK\��,W� SURWHFWV� WKH� GLJLWDO� VHUYLFH� E\� WUDQVIRUPLQJ�WKH� VLJQDO� LQWR� DQ� XQUHDGDEOH� IRUPDW�� 7KH�WUDQVIRUPDWLRQ� SURFHVV� LV� NQRZQ� DV�µHQFU\SWLRQ¶��2QFH�D�VLJQDO� LV�HQFU\SWHG�� LW� FDQ�EH�GHFU\SWHG�E\�PHDQV�RI�D�GLJLWDO�VHW�WRS�ER[��'HFU\SWLRQ� LV� WKH� SURFHVV� XVHG� WR� FRQYHUW� WKH�PHVVDJH� EDFN� WR� LWV� RULJLQDO� IRUPDW�� 7KLV� LV�FDUULHG�RXW�XVLQJ�D�GHFU\SWLRQ�NH\��$�NH\�LV�EHVW�GHVFULEHG� DV� D� VHFUHW� YDOXH�� FRQVLVWLQJ� RI�UDQGRP� VWULQJ� RI� ELWV�� ZKLFK� LV� XVHG� E\� D�FRPSXWHU� LQ� FRQMXQFWLRQ� ZLWK� PDWKHPDWLFDO�IRUPXODV� FDOOHG� DOJRULWKPV� WR� HQFU\SW� DQG�GHFU\SW�LQIRUPDWLRQ�7KH� GHFU\SWLRQ� GHYLFH� LQFRUSRUDWHV� WKH�QHFHVVDU\�KDUGZDUH�DQG�VRIWZDUH�VXEV\VWHPV�WR�UHFHLYH� DQG� GHFU\SW� WKH� VLJQDO�� 7KHVH�FRPSRQHQWV�DUH�FRPSULVHG�RI�D�GHFU\SWLRQ�FKLS��D� VHFXUH� SURFHVVRU� DQG� GHYLFH� GULYHUV�� 7KH�GHFU\SWLRQ� FKLS� LV� UHVSRQVLEOH� IRU� KROGLQJ� WKH�DOJRULWKP� VHFWLRQ� RI� WKH� &$�� 6HFXUH� SURFHVVRU�FRQWDLQV� WKH� QHFHVVDU\� NH\V� QHHGHG� WR� GHFU\SW�WKH�YDULRXV�VHUYLFHV�
����&5<372*5$3+,&�$/*25,7+06

$� &$� V\VWHP� ZLOO� W\SLFDOO\� XVH� WKUHH� WR� IRXU�GLIIHUHQW� FU\SWRJUDSKLF� WHFKQLTXHV� WR� SHUIRUP�WKH�YDULRXV�UHTXLUHG�IXQFWLRQV��$�V\PPHWULF�NH\�WHFKQLTXH�� VXFK� DV� 'DWD� (QFU\SWLRQ� 6WDQGDUG��'(6�� FDQ� SURYLGH� KLJK�VSHHG� HQFU\SWLRQ� WKDW�FDQ� EH� XVHG� WR� HQFU\SW� WKH� LQGLYLGXDO� VHUYLFHV��+RZHYHU��WKH�NH\�GLVWULEXWLRQ�FDQ�EH�D�SUREOHP��$� SXEOLF� NH\� V\VWHP� VXFK� DV� 56$� VROYHV� WKH�.H\�GLVWULEXWLRQ� SUREOHP� EXW� LV� WRR� VORZ� WR�HQFU\SW� VHUYLFHV�� 'LJLWDO� 6LJQDWXUH� DOJRULWKPV�FDQ�SURYLGH�WKDW�WKH�VRXUFH�RI�D�FRPPXQLFDWLRQ�

LV� YDOLG�� DQG� 0HVVDJH� $XWKHQWLFDWLRQ� FRGHV��0$&��FDQ�EH�XVHG�WR�HQVXUH�WKDW�D�PHVVDJH�KDV�QRW�EHHQ�WDPSHUHG�ZLWK�
����'DWD�(QFU\SWLRQ�6WDQGDUG7KH� DOJRULWKP� LV� GHVLJQHG� WR� HQFU\SW� DQG�GHFU\SW� EORFNV� RI� GDWD� FRQVLVWLQJ� RI� ��� ELWV�XQGHU� FRQWURO� RI� D� ���ELW� NH\�� %ORFNV� DUH�FRPSRVHG� RI� ELWV� QXPEHUHG� IURP� OHIW� WR� ULJKW��L�H��� WKH� OHIW� PRVW� ELW� RI� D� EORFN� LV� ELW� RQH��'HFU\SWLQJ�PXVW�EH�DFFRPSOLVKHG�E\�XVLQJ� WKH�VDPH� NH\� DV� IRU� HQFU\SWLQJ�� EXW� ZLWK� WKH�VFKHGXOH� RI� DGGUHVVLQJ� WKH� NH\� ELWV� DOWHUHG� VR�WKDW�WKH�GHFU\SWLQJ�SURFHVV�LV�WKH�UHYHUVH�RI�WKH�HQFU\SWLQJ� SURFHVV��$�EORFN� WR� EH� HQFU\SWHG� LV�VXEMHFWHG�WR�DQ�,QLWLDO�3HUPXWDWLRQ�,3��$IWHU�DQ�LQLWLDO� SHUPXWDWLRQ�� WKH� SODLQ� WH[W� EORFN� LVGLYLGHG�LQWR�OHIW�KDOI�RI����ELWV�DQG�ULJKW�KDOI�RI����ELWV��7KH�SHUPXWHG�LQSXW�LV�WKHQ�VXEMHFWHG�WR���� LWHUDWLRQV� RI� D� NH\� GHSHQGHQW� FRPSXWDWLRQ�DQG�ILQDOO\�WR�D�SHUPXWDWLRQ�ZKLFK�LV�WKH�LQYHUVH�RI� WKH� ,QLWLDO� 3HUPXWDWLRQ� ,3���� 7KH� NH\�GHSHQGHQW�FRPSXWDWLRQ�FDQ�EH�VLPSO\�GHILQHG�LQ�WHUPV� RI� D� IXQFWLRQ� I�� FDOOHG� WKH� HQFU\SWLRQ�IXQFWLRQ�� DQG� D� IXQFWLRQ� .6�� FDOOHG� WKH� NH\�VFKHGXOH��
�����56$�7KH� 5LYHVW�6KDPLU�$GOHPDQ� �56$�� LV� DQ�H[HPSODU\� PHWKRGRORJ\� IRU� SXEOLF� NH\�FU\SWRJUDSKLF�V\VWHP�ZKHUH�HQFU\SWLRQ�NH\�DQG�GHFU\SWLRQ� NH\� DUH� GLIIHUHQW�� 56$� $OJRULWKP�SURYLGHV� D� EORFN� HQFU\SWLRQ�� 7KH� 56$�DOJRULWKP� LV� EDVHG� RQ� WKH� IDFW� WKDW� LW� LV�FRPSXWDWLRQDOO\� VLPSOH� WR� ILQG� ODUJH� SULPH�QXPEHUV�� EXW� EHOLHYHG� WR� EH� FRPSXWDWLRQDOO\�LQIHDVLEOH� WR� IDFWRU� WKH� SURGXFW� RI� WZR� VXFK�QXPEHUV�7KH�DOJRULWKP�LV�GHVFULEHG�EHORZ��� &KRRVH�WZR�ODUJH�SULPHV��S�DQG�T��� &RPSXWH�Q� �S�;�T�DQG�]� ��S���;��T����� &KRRVH� D� QXPEHU� UHODWLYHO\� SULPH� WR� ]�DQG�FDOO�LW�G��� )LQG�H�VXFK�WKDW�H�;�G� ���PRG�]7R�HQFU\SW� D�PHVVDJH��3��FRPSXWH�&� �3� H�PRG� Q��� 7R� GHFU\SW�&�� FRPSXWH� 3 �&� G �PRG�Q���7KHUHIRUH��WKH�SXEOLF�NH\�FRQVLVWV�RI�WKH�SDLU��H��Q��DQG�WKH�SULYDWH�NH\�FRQVLVWV�RI��G��Q��



����0'�0HVVDJH� 'LJHVW� �� �0'��� DOJRULWKP� WDNHV� D�PHVVDJH�RI�DUELWUDU\�OHQJWK�DV�LQSXW��7KH�RXWSXW�LV�D�����ELW��ILQJHUSULQW��RU��PHVVDJH�GLJHVW��RI�WKH� LQSXW�� ,W� LV� FRQMHFWXUHG� WKDW� LW� LV�FRPSXWDWLRQDOO\� LQIHDVLEOH� WR� SURGXFH� WZR�PHVVDJHV�KDYLQJ�WKH�VDPH�PHVVDJH�GLJHVW��RU�WR�SURGXFH� DQ\� PHVVDJH� KDYLQJ� D� JLYHQ�SUHVSHFLILHG� WDUJHW� PHVVDJH� GLJHVW�� 7KH� 0'��DOJRULWKP� LV� LQWHQGHG� IRU GLJLWDO� VLJQDWXUH�DSSOLFDWLRQV�� ZKHUH� D� ODUJH� ILOH� PXVW� EH��FRPSUHVVHG�� LQ� D� VHFXUH�PDQQHU� EHIRUH� EHLQJ�HQFU\SWHG� ZLWK� D� SULYDWH� �VHFUHW�� NH\� XQGHU� D�SXEOLF�NH\�FU\SWRV\VWHP�VXFK�DV�56$��,Q�WKLV�&$�V\VWHP�&�ODQJXDJH�KDV�EHHQ�XVHG�WR�PDNH�D�UREXVW�V\VWHP�ZKLFK�XVHV�DOO�JRRG� IHDWXUHV� RI� '(6�� 56$� DQG� 0'��HQFU\SWLRQ�WHFKQLTXHV��
���86$*(�2)�&5<372*5$3+,&�$/*25,7+06�

'LJLWDO� EURDGFDVWLQJ� V\VWHP� XVHV� D� VFUDPEOHU�XQLW�WR�LPSOHPHQW�HQFU\SWLRQ��7KH�ELWVWUHDP�RXW�RI�03(*��� HQFRGHU�� PXOWLSOH[HU� LV� IHG� WR� WKH�VFUDPEOHU� XQLW� DORQJ� ZLWK� WKH� VFUDPEOHU� NH\��FDOOHG�WKH�FRQWURO�ZRUG��&:���&$6�HQFU\SWV�WKH�FRQWURO� ZRUG� ZLWKLQ� WKH� (&0� �(QWLWOHPHQW�&RQWURO� 0HVVDJH�� XVLQJ� D� KLHUDUFKLFDO� NH\�VWUXFWXUH�� 7KH� (&0� FRQWDLQV� D� SURJUDP�GHVFULSWLRQ� DQG� WKH� DFWXDO� FRQWURO� ZRUG��HQFU\SWHG ZLWK� WKH�FXUUHQW�SHULRG�NH\��7KH�&$�VXEV\VWHP� LQ� WKH� VHW�WRS� ER[� ZLOO� GHFU\SW� WKH�FRQWURO� ZRUG� RQO\� ZKHQ� DXWKRUL]HG� WR� GR� VR��7KXV�� DQ\� VXEVFULEHU� ZKR� LV� HQWLWOHG� WR� WKH�VHUYLFH�DW�WKDW�WLPH�LV�DEOH�WR�GHFU\SW�WKH�FRQWURO�ZRUG�� 7KH� HQWLWOHPHQW� FDQ� EH� SURYLGHG� LQ� WKH�IRUP�RI�DQ�HOHFWURQLF�VPDUW�FDUG�WKDW�LV�SOXJJHG�LQWR� WKH� 67%��7KH� DXWKRULW\� WR� GHFU\SW� FRQWURO�ZRUG� LV� VHQW� WR� WKH� VHW�WRS� ER[� LQ� WKH� IRUP� RI�(QWLWOHPHQW� 0DQDJHPHQW� 0HVVDJH� �(00���ZKLFK� LV� VXEVFULEHU� VSHFLILF��&RQVHTXHQWO\�� WKH�QXPEHU�RI�(00V�WKDW�QHHG�WR�EH�VHQW�RYHU�WKH�EURDGEDQG� QHWZRUN� LV� SURSRUWLRQDO� WR� WKH�QXPEHU� RI�67%�RQ� WKH� QHWZRUN�� ,Q� DGGLWLRQ� WR�VHQGLQJ�(00V�WR�VSHFLILF�FXVWRPHUV��RSHUDWRUV�FDQ� DOVR� EURDGFDVW� (00V� WR� JURXSV� RI�VXEVFULEHUV� LQ� GLIIHUHQW� JHRJUDSKLFDO� DUHDV��(&0V� DQG� (00V� DUH� JHQHUDWHG� DQG�

EURDGFDVWHG� DW� WKH� 79� RSHUDWLRQV� FHQWHU� XVLQJ�VSHFLDOL]HG� KDUGZDUH� GHYLFHV�� 7KH\� DUH� WKHQ�WUDQVPLWWHG�WR�WKH�YLHZHU¶V�VPDUW�FDUG��7KLV�FDUG�ZLOO� FKHFN� DFFHVV� ULJKWV� DQG� GHVFUDPEOH� WKH�UHTXHVWHG� GLJLWDO� VHUYLFHV�� 7KH� (&0� FKDQJHV�FRQWLQXRXVO\�LQ�RUGHU�WR�PD[LPL]H�VHFXULW\�RQ�D�GLJLWDO�QHWZRUN��$�W\SLFDO�VPDUW�FDUG�LV�FDSDEOH�RI� VWRULQJ�XSWR�D�KXQGUHG�HQWLWOHPHQW�PHVVDJH��ZKLFK� PHDQV� WKDW� HDFK� VXEVFULEHU� RQ� WKH�QHWZRUN� LV� FDSDEOH� RI� RUGHULQJ� ���� SD\� 79�HYHQWV� DW� RQH� WLPH��7KH� VXEVFULEHU� LQIRUPDWLRQ�QHFHVVDU\� IRU� DXWKRULW\� LV� PDLQWDLQHG� LQ� WKH�GDWDEDVH�7KH� KHDG�HQG� HTXLSPHQW� DW� WKH� EURDGFDVW�VWDWLRQ� GHWHUPLQHV� WKH� FRQILJXUDWLRQ� RI� WKH�7UDQVSRUW� 6WUHDP�� %HVLGHV� RQH� RU� PRUH�DXGLRYLVXDO� SURJUDPV�� WKH�76� FRQWDLQ� 3URJUDP�6SHFLILF�,QIRUPDWLRQ��36,��DQG�36,�WDEOHV��3$7��307�� &$7��� 7KH� 3URJUDP� $VVRFLDWLRQ� 7DEOH��3$7�� OLVWV� DOO� FXUUHQW� SURJUDPV� DQG� LQGLFDWHV�WKH� 3DFNHW� ,GHQWLILHU� �3,'�� YDOXHV� RI� WKH�3URJUDP�0DS�7DEOH��307V���7KHUH�LV�RQO\�RQH�3$7�EXW�WKHUH�DUH�DV�PDQ\�307V�DV�SURJUDPV��(DFK� 307� JLYHV� LQIRUPDWLRQ� DERXW� WKH�FRPSRQHQW�VWUHDPV��DXGLR��YLGHR��GDWD��DQG�OLVWV�DOO� SDUDPHWHUV� QHFHVVDU\� IRU� GHFRGLQJ� WKH�FRPSRQHQWV�� 7KHUH� LV� RQH� &RQGLWLRQDO� $FFHVV�7DEOH� �&$7��SHU�76�DQG� LW�FRQVLVWV�RI�D� OLVW�RI�DOO� WKH� &$� VXSSOLHUV� WKDW� ZRUN� ZLWK� SURJUDPV�IRXQG�LQ�WKH�7UDQVSRUW�6WUHDP��7KH�&$7�FDUULHV�WKH�OLVW�RI�&$�VXSSOLHUV�WKDW�SURYLGH�VHUYLFHV�IRU�SURJUDPV� IRXQG� LQ� WKH�76��$� XQLTXH� LGHQWLILHU�FDOOHG� WKH� &$BV\VWHPB,'� UHFRJQL]HV� &$�VXSSOLHUV�� 7KH� &$7� DOVR� JLYHV� LQIRUPDWLRQ�DERXW�(00�DQG�(&0��7KH�76�FDUULHV�SDFNHWV�FRUUHVSRQGLQJ�WR�WKH�VFUDPEOHG�VLJQDOV�EXW�DOVR�VLPXOWDQHRXVO\� WKHUH� ZLOO� EH� SDFNHWV� IURP�SURJUDPV�RIIHUHG�ZLWKRXW� DFFHVV� UHVWULFWLRQV�� ,W�LV� DW� WKH� KHDG�HQG� ZKHUH� WKH� SDFNHWV� DUH�PXOWLSOH[HG�DQG�HQFU\SWHG�LI�UHTXLUHG��$�VHW�WRS�ER[� ZLOO� GHPRGXODWH� WKH VLJQDOV� DQG� ZLOO� SDVV�WKH�7UDQVSRUW�6WUHDP�WR�WKH�VHFXULW\�PRGXOH�IRU�SRVVLEOH� GHVFUDPEOLQJ�� ,I� WKH� PRGXOH� GHFLGHV�WKDW� WKH�XVHU� LV� LQ�JRRG� VWDQGLQJ�� DQG�KH�VKH� LV�DOORZHG� WR� ZDWFK� �RU� GRZQORDG�� FHUWDLQ�SURJUDPV� LQ� WKH� 76�� WKHQ� GHFU\SWLRQ� SURFHHGV��DQG� WKH� GHVFUDPEOHG� 76� LV� SDVVHG� EDFN� WR� WKH�KRVW�IRU�GHFRGLQJ�DQG�GLVSOD\�
����.H\�'LVWULEXWLRQ�DQG�0DQDJHPHQW�IRU�&$6



7KH�VWUXFWXUHG�PHVVDJHV� �(&0�DQG�(00��DUH�WUDQVPLWWHG� IURP� VHQGLQJ� HQG� WR� UHFHLYLQJ� HQG�XVLQJ� WKH� WKUHH�OHYHO� NH\� GLVWULEXWLRQ� DQG�PDQDJHPHQW� VFKHPH�� 7KH� WKUHH� OHYHOV� RI� NH\V�DUH� FRQWURO� ZRUG� �&:��� SHULRG� NH\� �3�� DQG�GLVWULEXWLRQ�NH\��'���(YHU\�OHYHO�RI�NH\V�LV�XVHG�WR� HQFU\SW� DQG� GLVWULEXWH� WKH� IRUPHU� OHYHO� RI�NH\V��0DNLQJ�XVH�RI�WKLV���OHYHO�DUFKLWHFWXUH�ZH�KDYH� GHVLJQHG� WKH� FRQGLWLRQDO� DFFHVV V\VWHP��&$6��IRU�GLJLWDO�79��)ROORZLQJ�LV�WKH�NH\V�GHVFULSWLRQ��� &RQWURO�:RUG��&:����7KH�FRQWURO�ZRUG�LV�XVHG�IRU�VFUDPEOLQJ� WKH�EURDGFDVWLQJ�SURJUDP��7KLV�LV�XQLTXH�IRU�HDFK�VHUYLFH�FKDQQHO�� ,Q� RUGHU� WR� LQFUHDVH� WKH�VHFXULW\�� WKH� FRQWURO� ZRUG� VKRXOG� EH�XSGDWHG� ZLWK� VKRUW� ��� a� ��� VHFRQGV��SHULRG� ZKHQHYHU� WUDQVPLVVLRQ� RFFXUV�XVLQJ�(&0��� 3HULRG�.H\��3���7KH�3HULRG�NH\�LV�XVHG�IRU� HQFU\SWLQJ� WKH� FRQWURO�ZRUG� DQG� WR�DFFHVV� (QWLWOHPHQW� &RQWURO� 0HVVDJHV��3HULRG�NH\�LQ�HDFK�FKDQQHO�LV�GLIIHUHQW��7KH� NH\� LV� QHYHU� UHYHDOHG� WR� WKH�VXEVFULEHU� DQG� VKRXOG� EH� XSGDWHG�SHULRGLFDOO\�

�� 'LVWULEXWLRQ� .H\� �'��� 7KH� GLVWULEXWLRQ�NH\�LV�XVHG�IRU�HQFU\SWLQJ�3��7KLV�NH\�LV�XQLTXH� IRU� HDFK� VXEVFULEHU�� 7KH� NH\�PXVW� EH� VWRUHG� LQ� WKH� VPDUW� FDUG� DQG�QHYHU�UHYHDOHG�WR�WKH�VXEVFULEHU�$� VHUYLFH� SURYLGHU� QRUPDOO\� UHFHLYHV�FRQWHQW� IURP�YDULHW\�RI� VRXUFHV� LQFOXGLQJ� ORFDO�YLGHR��FDEOH�DQG�VDWHOOLWH�FKDQQHOV��7KH�FRQWHQWV�QHHGV� WR� EH� SUHSDUHG� IRU� WUDQVPLVVLRQ� WR� WKH�FXVWRPHU¶V�KRPH�E\�SDVVLQJ� WKH�VLJQDO� WKURXJK�D�GLJLWDO�EURDGFDVWLQJ�V\VWHP�$W�WKH�WUDQVPLWWHU��)LJXUH�����D�FRQWURO�ZRUG�IRU� VFUDPEOLQJ� LV� VHOHFWHG�� 7KLV� NH\� LV� D� WUXO\�UDQGRP�QXPEHU�DV�LW�LV�GHULYHG�IURP�D�SK\VLFDO�SURFHVV��L�H��WKH�QRLVH�LQ�WKH�GLRGH��,W�LV�XVHG�WR�HQFU\SW� WKH� YLGHR� DQG� DXGLR� IRU� D� VHUYLFH��7KH�FRQWURO� ZRUG� LV� HQFU\SWHG� ZLWK� WKH� SHULRG� NH\�XVLQJ�'(6�HQFU\SWLRQ��7KH�SHULRG�NH\�� WKH�&:�DQG�XSWR�����ELWV�RI�VWUHDP�GHVFULSWLRQ�LQIRUPDWLRQ�DUH�FRPELQHG�DV�WKH�³PHVVDJH´�DQG�DXWKHQWLFDWHG�E\�WKH�0'��PHVVDJH� DXWKHQWLFDWLRQ� FRGH� �0$&��� 7KH�VWUHDP� GHVFULSWLRQ� FRQVLVWV� RI� LQIRUPDWLRQ� OLNH�SURJUDP� QXPEHU�� VHUYLFH� SURYLGHU� QXPEHU��EODFNRXW� LQIRUPDWLRQ�� IUHH� WLPH�RQ�RII��SUHYLHZ�RQ�RII��339��3D\�3HU�9LHZ��HYHQW�QXPEHU��HWF�

)LJXUH���*HQHULF�&$�(QFRGHU



7KH� HQFU\SWHG� &:�� WKH�0$&�� DQG� WKH� VWUHDP�GHVFULSWLRQ� ELWV� EHFRPH� WKH� (&0� 7KH� SHULRG�NH\� LV� VLJQHG�ZLWK� D� GLJLWDO� VLJQDWXUH� DQG� WKHQHQFRGHG�ZLWK� WKH�SXEOLF�NH\�RI� DQ�56$�SXEOLF�HQFU\SWLRQ�V\VWHP�(00V� DUH� DGGUHVVHG� WR� LQGLYLGXDO�VXEVFULEHUV� WR� DXWKRUL]H� WKHP� IRU� SURJUDP�YLHZLQJ�� 7KH\� DUH� HQFU\SWHG� ZLWK� WKH� FDUG�KROGHUV� 'LVWULEXWLRQ� .H\� �'��� 7KHVH� PHVVDJHV�JLYH� WKH� VXEVFULEHU� WKH� DFFHVV� LQIRUPDWLRQ� LW�QHHGV� WR� DFFHVV� WKH� (&0� PHVVDJHV�� 7KHVH�PHVVDJHV� DUH� UHWUDQVPLWWHG� SHULRGLFDOO\�� 7KH�QXPEHU� RI� VXEVFULEHUV� DQG� WKH� UHTXLUHG� XSGDWH�WLPH�GHWHUPLQHV�WKH�SHULRG��7KH�(&0V�DQG�WKH�(00V� DUH� PXOWLSOH[HG� WRJHWKHU� WR� IRUP� WKH�HQFU\SWHG�VHUYLFH�ELWVWUHDP�
����&$�'HFRGLQJ7KH� VHFXULW\� PRGXOH�� XVXDOO\� LQ� WKH� IRUP� RI� D�VPDUW� FDUG�� H[WUDFWV� WKH� (00� DQG� (&0�QHFHVVDU\� IRU� GHFU\SWLQJ� WKH� WUDQVPLWWHG�SURJUDPV�� 7KH� VHFXULW\� PRGXOH� LV� HLWKHU�LQWHJUDWHG� LQ� WKH� VHW�WRS� ER[�RU� HPEHGGHG� LQ� D�3&0&,$� �3&� FDUG�� GHVLJQHG� IRU� GLJLWDO� 79�UHFHSWLRQ�� 7KH� VHW�WRS� ER[� KRXVHV� WKH� VHFXULW\�PRGXOH� WKDW� JLYHV� DXWKRUL]DWLRQ� IRU� GHFU\SWLQJ�WKH�WUDQVPLWWHG�SURJUDPV��7KH�HQFU\SWHG�VHUYLFH�ELWVWUHDP�LV�GHPXOWLSOH[HG�LQ�VHW�WRS�ER[�WR�JHW�(00��7KH�(00�LV�GHFU\SWHG�ZLWK� WKH�SULYDWH�SDUW� RI� WKH� 56$� NH\�� 'LJLWDO� 6LJQDWXUH� RI� WKH�3HULRG�.H\�LV�FKHFNHG��,I�LW�LV�YDOLG�WKHQ�(&0�LV�VHOHFWHG�� ,I� (&0�0$&� LV� YDOLG� WKHQ� VWUHDP�GHVFULSWLRQ� LQIRUPDWLRQ� LV� VWRUHG� LQ�DSSURSULDWH�SODFH�LQ�WKH�PHPRU\�RI�VHW�WRS�ER[��3HULRG�.H\�LV� XVHG� WR� GHFU\SW� WKH� FRQWURO�ZRUG��7KHUHDIWHU�WKH� '(6� NH\� LV� XVHG� WR� GHFU\SW� WKH� LQGLYLGXDO�VHUYLFHV��7KH�GHFU\SWHG�WUDQVSRUW�VWUHDP�LV�WKHQ�GHPXOWLSOH[HG�DQG�GHFRGHG�WR�REWDLQ�DXGLR�DQG�YLGHR�RXWSXWV�

�� &21&/86,21
7KH�QHHG�WR�KDYH�FKDQQHOV�ZLWK�UHVWULFWHG�DFFHVV�KDV� OHDG� WR� WKH� GHYHORSPHQW� RI� &$� V\VWHP��7\SLFDO� DSSOLFDWLRQV� DUH� SD\�SHU�YLHZ�WHOHYLVLRQ�� EURDGFDVW� RI� SURIHVVLRQDO�FRQIHUHQFHV�� EURDGFDVW� RI� XQLYHUVLW\� OHFWXUHV��DQG� RWKHUV�� 7KH� PRVW� LPSRUWDQW� IHDWXUH� LV� WKDW�WKH� V\VWHP� LV� EDVHG� RQ� D� UHQHZDEOH� VHFXULW\�

PRGXOH� WKDW�� ZKHQ� DWWDFKHG� WR� WKH� KRVW��SHUIRUPV� DOO� WKH� &$� IXQFWLRQV� VXFK� DV�HQWLWOHPHQW� PHVVDJH� GHFRGLQJ� DQG� 76� SDFNHW�GHFU\SWLRQ�.H\� GLVWULEXWLRQ� DQG�PDQDJHPHQW� LV� UDWKHU�LPSRUWDQW� FRQWURO� VFKHPH WR� LPSOHPHQW� &$6��:H� ILQG� WKDW� WKUHH�OHYHO� NH\�KLHUDUFKLFDO�DUFKLWHFWXUH� LV� VXLWDEOH� IRU� 339� VHUYLFHV�� 7KH�VDPH�VFKHPH�FDQ�EH�XVHG�IRU�DXWKRUL]HG�XVHUV�LQ�DFFHVVLQJ� DQ\� RWKHU� GLJLWDO� GDWD� IURP� RWKHU�VHUYLFH�SURYLGHUV��7KH�WUDQVPLWWHG�GDWD�LV�RI�QR�VLJQLILFDQFH�IRU�XQDXWKRUL]HG�XVHUV�ZKR�DWWHPSW�WR�DFFHVV�RQ�WKH�QHWZRUN�&RPPRQ�,QWHUIDFH��&,��PRGXOH�FRQWDLQV�WKH�&$0��&RQGLWLRQDO�$FFHVV�PRGXOH��DQG�D�VPDUW�FDUG� UHDGHU� LQ� RQH� XQLW�� (DFK� FRQVXPHU� FDQ�GHFLGH� IRU� KLPVHOI� ZKLFK� SURJUDP� SDFNDJH� KH�ZDQWV� WR� VXEVFULEH� WR�� 7KH� &,� ZLOO� EHFRPH� D�OHJDO�UHTXLUHPHQW�LQ�WKH�QH[W�IHZ�\HDUV�LQ�86$�DQG� (XURSH�� :LWK� WKLV� FRQVXPHU� FDQ� EX\� DQ\�GLJLWDO� VHW�WRS� ER[� ZLWK� EXLOW� LQ� &,� LQWHUIDFHV�DQG� WKHQ� GHFLGH� LQGLYLGXDOO\� ODWHU�� ZKLFK� SD\�SDFNDJH� KH� ZLVKHV� WR� VXEVFULEH� WR�� $� VHFRQG�WHFKQLFDO� VROXWLRQ� FRQIRUPLQJ� WR� WKH� '9%��'LJLWDO� 9LGHR� EURDGFDVWLQJ�� VWDQGDUG� LV�6LPXOFU\SW��:LWK� WKLV�� WKH�GLJLWDO� VHW�WRS�ER[HV�RQO\�KDYH�D�VLQJOH�&$�V\VWHP�SHUPDQHQWO\�EXLOW�LQ�� 3URJUDP� SDFNDJHV� ZDQWLQJ� WR� EH� UHFHLYHG�ZLWK�WKLV�PXVW�VXSSRUW�WKLV�HQFU\SWLRQ�VWDQGDUG�
�� 5()(5(1&(6

>�@� (76� ���� ����� 6SHFLILFDWLRQ� IRU� 6HUYLFH�,QIRUPDWLRQ� �6,�� LQ� '9%� V\VWHPV�� )HEUXDU\������>�@� $����� +HDG�(QG� ,PSOHPHQWDWLRQ� RI� '9%�6LPXO&U\SW��-XQH�����>�@� ),36� ������ 6SHFLILFDWLRQV� IRU� WKH� 'DWD�(QFU\SWLRQ�6WDQGDUG>�@� +DUROG� $� 5RVHQ�� /HRQDUGR� &KLDULJOLRQH��'LUHFW� %URDGFDVW� 6DWHOOLWH� &RPPXQLFDWLRQ��3UHQWLFH�+DOO��1-������>�@� 'RQ� -�� 7RUULHUL�� 3ULQFLSOHV� RI� 6HFXUH�&RPPXQLFDWLRQ� V\VWHPV�� $UWHFK� +RXVH� ,QF�������>�@� ,62� �,(&� ±��������� *HQHULF� FRGLQJ� RI�PRYLQJ�SLFWXUHV�DQG�DVVRFLDWHG�DXGLR�V\VWHP�>�@� 5)&� ������ ³� 7KH� 0'�� 0HVVDJH�'LJHVW�$OJRULWKP´
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	The Rivest-Shamir-Adleman (RSA) is an exemplary methodology for public key cryptographic system where encryption key and decryption key are different. RSA Algorithm provides a block encryption. The RSA algorithm is based on the fact that it is computationally simple to find large prime numbers, but believed to be computationally infeasible to factor the product of two such numbers.
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