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Overview

Scope

The following guide has been produced to help educate our customers and partners in the
use of PKI and Certificates within ClearPass. This version of the guide was written to
accompany the CPPM 6.2 and 6.3 releases. This guide will be updated and republished to
reflect new and improved functionality we deliver in subsequent software releases. Please
check back regularly for updates.

Document / LAB Consideration

In this document we are going to make the assumption that where there is a PUBLIC it will
connect (map) to the DATA port on CPPM. The PRIVATE network will connect (map) to the
MGMT port on CPPM.

The fully-qualified domain names (FQDN'’s) used through this document are cppm-
testing.com and danny-lab.com. The domain cppm-testing.com maps to the
PUBLIC/DATA interface and the domain danny-lab.com maps to the PRIVATE/MGMT
interface.

MGMT-Port

L Private Network 0—

cppm-tesung.co Pubhc D_.
DATA-Port

Figure 1 - HIGH Level Topology Overview for this TechNote

Note: Where you see a red-chilli J this is to signifies a ‘hot’ important point and
highlights that this point is to be taken as a best-practice recommendation.
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About Certificates — 1 Page Summary

We have provided a 1 and a bit page summary of the common terms/acronyms you will
encounter in this document. Skip this section if you already know about certificates, PKI
etc. If you require a deeper in depth read, please refer to Appendix B later in this document.

CA - Certificate Authority

In cryptography, a certificate authority or certification authority (CA), is an entity that
issues digital certificates. The digital certificate certifies the ownership of a public key by
the named subject of the certificate. This allows others to rely upon signatures or
assertions made by the private key that corresponds to the public key that is certified.
There are two types of certificate authorities (CAs), root CAs and intermediate CAs.

Subordinate/Intermediate CA

In a related but distinct usage of the phrase, "Intermediate CA" may refer to a certificate
issuing organization that does not, or is unable to issue certificates directly from a Root CA
that is owned by that organization (perhaps due to practical limitations, such as certificate
ubiquity). Here the ambiguity comes from the use of the term "certificate authority"”, which
can refer either to a certificate issuing organization or the certificates used by those
organizations to issue end-user certificates.

PKI — Public Key Infrastructure

A public-key infrastructure (PKI) is a set of hardware, software, people, policies, and
procedures needed to create, manage, distribute, use, store, and revoke digital certificates.

CSR - Certificate Signing Request

In public key infrastructure (PKI) systems, a certificate signing request (also CSR or
certification request) is a message sent from an applicant to a certificate authority in
order to apply for a digital identity certificate.

Public Certificate

In cryptography, a public key certificate (also known as a digital certificate or identity
certificate) is an electronic document that uses a digital signature to bind a public key with
an identity — information such as the name of a person or an organization, their address,
and so forth. The certificate can be used to verify that a public key belongs to an individual.

Private Certificate (self-signed certificate)

In cryptography, a self-signed certificate is an identity certificate that is signed by the
same identity whose identity it certifies. This term has nothing to do with the identity of
the person or organization that actually performed the signing procedure. In technical
terms a self-signed certificate is one signed with its own private key.
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SAN - Subject Alternate Name

The subject alternative names (SubjectAltName) extension allows one SSL certificate to be
used to secure one Web server with multiple names (such as a different DNS name, IP
address or URI). Alternatively, the SubjectAltName extension can be used to secure up to
two virtual Web servers using the same SSL certificate.

CN - Common Name

The Common Name (CN) is the fully qualified domain name of the server that will receive
the certificate. Do not include the protocol specifier (i.e., http:// or https://) or any port
numbers or pathnames in the common name. Most Web browsers will display a warning
message when connecting to your Web site if the Web server's fully qualified domain name
does not match the common name in the certificate.

SSL — Secure Sockets Layer

Secure Sockets Layer (SSL) technology is a security protocol that is today's de-facto
standard for securing communications and transactions across the Internet. SSL has been
implemented in all the major browsers and Web servers and as such, plays a major role in
today's e-commerce and e-business activities on the Web. The SSL protocol uses digital
certificates to create a secure, confidential communications "pipe" between two entities.
Data transmitted over an SSL connection cannot be tampered with or forged without the
two parties becoming immediately aware of the tampering. The newest version of the SSL
standard has been renamed TLS (Transport Layer Security) but the term SSL is more
commonly recognized and understood.

Aruba Networks 8



ClearPass Version 6.x Tech Note: ClearPass Certificates 101 — V1

Client Authentication of a Sever certificate

SSL-enabled client software always requires server authentication, or cryptographic
validation by a client of the server’s identity. The server sends the client a certificate to
authenticate itself. The client uses the certificate to authenticate the identity the certificate
claims to represent.

To authenticate the binding between a public key and the server identified by the
certificate that contains the public key, an SSL-enabled client must receive a yes answer to
the four questions shown in the following figure.

Client s List of
Server s Trusted CAs
Certificate

Server s
Public Key

Certificate s
Serial Number

Certificate s @ Is today s date within
Validity Period validity period?
Issuing CAs
Server s DN Certificate
@ Is issuing CA a trusted CA?

Issuer s DN ' g Issuer s DN
— Issuer s Digital — < Issuer s
S=Sanaes== @ Does issuing CAs public key Public Key

validate issuer's digital signature?

— Issuer s Digital —]
@ Does the domain name specified — Signature —
in the server s DN match the

server s actual domain name?

Figure 2 - Client authentication of Server certificate

An SSL-enabled client goes through the following steps to authenticate a server’s identity:

Step 1. Is today’s date within the validity period?

The client checks the server certificate’s validity period. If the current date and time are
outside of that range, the authentication process won’t go any further. If the current date
and time are within the certificate’s validity period, the client goes on to the next step.
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Step 2. Is the issuing CA a trusted CA?

Each SSL-enabled client maintains a list of trusted CA certificates, represented by the
shaded area on the right—hand side of Figure 2 This list determines which server
certificates the client accepts. If the distinguished name (DN) of the issuing CA matches the
DN of a CA on the client’s list of trusted CAs, the answer to this question is yes, and the
client goes on to the next step. If the issuing CA is not on the list, the server is not
authenticated unless the client can verify a certificate chain ending in a CA that is on the
list.

Step 3. Does the issuing CA’s public key validate the issuer’s digital signature?

The client uses the public key from the CA’s certificate (which it found in its list of trusted
CAs in step 2) to validate the CA’s digital signature on the server certificate being
presented. If the information in the server certificate has changed since it was signed by the
CA or if the CA certificate’s public key doesn’t correspond to the private key used by the CA
to sign the server certificate, the client won’t authenticate the server’s identity. If the CA’s
digital signature can be validated, the server treats the user’s certificate as a valid “letter of
introduction” from that CA and proceeds. At this point, the client has determined that the
server certificate is valid.

Step 4. Does the domain name in the server’s certificate (common-name or subject
alternate name) match the domain name of the server itself?

This step confirms that the server is actually located at the same network address specified
by the domain name in the server certificate. Although step 4 is not technically part of the
SSL protocol, it provides the only protection against a form of security attack known as
man-in-the-middle. Clients must perform this step and must refuse to authenticate the
server or establish a connection if the domain names don’t match. If the server’s actual
domain name matches the domain name in the server certificate, the client goes on to the
next step.

Step 5. The server is authenticated.

The client proceeds with the SSL handshake. If the client doesn’t get to step 5 for any
reason, the server identified by the certificate cannot be authenticated, and the user is
warned of the problem and informed that an encrypted and authenticated connection
cannot be established. If the server requires client authentication, the server performs the
steps described in Client Authentication During SSL Handshake.

After the steps described here, the server must successfully use its private key to decrypt
the pre-master secret sent by the client.
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PKI and how it relates to CPPM/Onboard

Yes, CPPM includes a certificate authority. A CA has been included in CPPM for several
releases, however with the more recent 6.x code versions several significant features have
been added to enhance existing functionality and provide new support.

For example with the CPPM 6.2 code release we provide support for multiple CA’s (Root or
Intermediate) within a single CPPM instance. Be it authenticating BYOD or Corporate
Computers, ClearPass provides the most complete solution to allow businesses to securely
authenticate, authorize and subsequently provision 802.1x credentials and certificates to
endpoint devices.

A key part to the certificate provisioning capability of CPPM is the ability to act as a root
(standalone) or subordinate (sometimes referred to as an intermediate) certificate-
authority. When acting as a standalone CA we are able to self-sign our root certificates and
subsequently sign 802.1x client certificates. If we ‘join’ an established PKI chain, then we
are required to obtain a public signed certificate that allows us to issue client certificates
that can be trusted within a full PKI eco-system.

Another method we have for the provisioning of client certificates is our integration with
Microsoft Active Directory Certificate Services (ADCS). This allows CPPM to forward the
request for certificate signing to ADCS which signs the client certificate, returns it to CPPM
from where we deliver it to the client. There is another TechNote that specifically covers
the configuration and integration of ADCS called ‘ADCS with ClearPass OnBoard’.

CPPM, uses certificates itself for a number of functions, specifically its use of a “server
certificate” for 802.1x server validation and for SSL in its Web Server functionality. Prior to
6.3, CPPM leveraged only a single certificate for both functions. Within CPPM 6.3 we have
provided the ability for CPPM to have separate server certificates for 802.1x and CPPM’s
Web Server, more on this later in the document. Also, for client certificate authentication, a
“trust list” that contains CA public keys is leveraged within CPPM.

So as you can see there is a lot to discuss on the subject of PKI and certificates. [ have
provided some additional agnostic PKI/certificate verbiage at the end of this document in
Appendix B. This is meant as a ‘general’ learning section for you to read whilst enjoying
your weekly Sunday afternoon chill-out session.

The following sections take you through the technology within our ClearPass Policy
Manager CA ecosystem and provides examples of how to deploy and exploit the features
we have developed.

We need to cover a lot of different topics/technologies; this document will likely go
through multiple revision as we add more content and features. To get started we will go
through a simple self-signing certificates configuration and then in more depth how we use,
create, import, export, delete etc. for single and multi-system deployments.
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During the device provisioning process, one or more digital certificates are issued to the
device. These certificates are used for different purposes; one provisioned certificate will
be used for network authentication, other certificates may be provisioned to secure profile
downloads. Some of these certificates are unique credentials for a device.

To issue the certificate, ClearPass Onboard must operate as a certificate authority, except in
the case when ClearPass is an Intermediate or when ClearPass is using the services of
Microsoft’'s Active Directory Certificate Service. The following sections explain how the
certificate authority works, and which certificates are used in this process.
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CPPM Certificates.... Do we have to start here?

I'm not going to cover the why do we need them here? Read Appendix B over breakfast for
that. Also remember that whilst certificates and a PKI based infrastructure is generally
considered more secure than usernames and passwords, using certificate based
authentication is also much better suited to mobile and tablet devices. These devices
power down their WLAN to conserve battery power and are generating many more
authentication requests in a day than the traditional desktop computers. Captive portal
based authentication is cumbersome for users if it needs to be done multiple times a day
(hour!) and MAC caching is okay for guests, but not ideal for corporate users. Certificates
on the other hand, provide the optimal solution to deal with employee mobile devices
(which are quickly becoming the most prevalent devices on customer networks).

But certificates essentially form the core of why we have a PKI. It’s the keys to the door and
enables us to perform secure authenticated transactions. CPPM uses certificates to perform
multiple secure functions, from CPPM to CPPM communications when replicating data over
HTTPS channels, to issuing a client certificate when Onboarding an employee, to using a
certificate to authenticate devices that have been provisioned with a client certificate using
802.1x.

Self-Signed Server Certificate

The next couple of page takes us through a brief introduction to the subject of sever
certificates and host names specific to self-signed certificates.

We have always been told that SSL certificates are only secure if they are issued and signed
by a trusted signing authority, and that we should never use a self-signed certificate except
for limited internal use and for testing purposes. SSL is about protecting data while
assuring identity. A self-signed cert can cause you to lose both benefits.

[ts essential to remember that when a client is presented with a certificate it checks the
Common-Name to which the certificate is issued (www.example.com) with the url.

The following or similar warnings are presented when you access a website that has a
security certificate installed that was issued to a domain other than the one you accessed.

Internet Explorer: "The security certificate presented by this website was issued for a
different website's address."

Firefox: "www.example.com uses an invalid security certificate." or "The certificate is only
valid for the following names: www.otherdomain.com , otherdomain.com"

This happens when the common name to which an SSL Certificate is issued (e.g.,
www.example.com) doesn't exactly match the name displayed in the URL bar. Any
difference will cause the web browser to halt and display a name mismatch error. This
error can happen even if the correct certificate is installed properly. For example, you
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connect to the website via the IP address or an internal name but the certificate was issued
to the fully-qualified domain name (or vice versa).

% This Connection is Untrusted

You have asked Firefox to connect securely to but we can't confirm that your

connection is secure.

Normally ou try to connect securely, sites will present trusted identification to prove that you

you try
are going 1o the right place, However, this site's identity can't be verified
What Should I Do?

I¢ you usually connect to this site without problems, this error could mean that someone i trying to

impersonate the site, and you shouldn't continue
Get me out of here!

Technical Details

uses an invald secunty certificate

(Error code: s<l_error_bad_cert domain)

I Understand the Risks

Figure 3 - Browser validation error

It is also possible that a self-signed certificate could be installed instead of a server-specific
security certificate issued by a Certificate Authority (like GoDaddy), or that the domain
name was misspelled in the request.

If your website is secured by a certificate with the name www.example.com you will
receive this error if you connect using any of the following names:

example.com
example.local
208.77.188.166
10.1.1.7

Even though all of the above addresses could in theory get you to a site with a valid
certificate, you could still get a name error if you are connecting to a name other than the
one that the certificate was issued to, unless they were configured as SAN extentions.

You can use self-signed certificates to test a configuration before you create and install a
signed certificate issued by a certificate authority. A self-signed certificate contains a public
key, information about the owner of the certificate, and the owner's signature. It has an
associated private key, but it does not verify the origin of the certificate through a trusted
third-party certificate authority. If you want to negate browser warnings or just ensure that
end-to-end SSL communication works, once you generate a self-signed certificate on CPPM,
you must extract it and add it to the certificate registry on the client, not very practical.
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When a client e.g. the user and his Web browser, "accepts" a certificate which has not been
issued by one of the CA that the client trusts (the CA for example that are embedded in
Windows by Microsoft), then a potential risk is that the client is currently talking to a fake
server, i.e. is under attack. Note that passive attacks (the attacker observes the data but
does not alter it in any way) are thwarted by SSL regardless of whether the CA certificate
was issued by a mainstream CA or not, this is generally referred to as Man-in-the-Middle
attacks.

Note: If you have no interest in authenticating/Onboarding any iOS devices then you will
be good to go with self-signed certificates.. However that will be quite unlikely. As a corner
case, when authenticating or Onboarding iOS devices if you are using a self-signed server
certificate you're going to hit issues. There are two problems at play here

The first is where the i0OS device won’t Onboard if the web server certificate is not from a
trusted source.

The second one is where the Onboard process has to ensure the server certificate installed
on the server for 802.1x termination is also provisioned to the device to complete the trust
chain.

The optimum resolution is to use a public signed-certificate, become an intermediary CA to
an existing customer PKI or you’ll have to export the CPPM self-signed server-cert and
import that on to all your iOS devices (very unlikely). So the first or second options here
would be the preferred solution. More on this later in our TechNote.

A way to bypass this restriction would be to Onboard iOS devices under port 80, basic
HTTP but that then leaves passwords in cleartext and should be avoided in a production
network.

In a similar way during the EAP-over-LAN (EAPoL) request/response stage (802.1x)
Windows supplicant will refuse to connect to PEAP termination points that identify
themselves with untrusted certificates and where the supplicant configuration does not
match the presented CN or SAN in the server certificate.

During the initial EAPoL request and response stage of the pre-authentication process, the
name of the user or device is sent by the supplicant to the authenticator. If the name isn’t in
a format that the RADIUS server can resolve to a user or device account in Active Directory,
the negotiation will fail. Because EAP-TLS uses certificates for authentication, the user
name will be derived from the certificate by the authenticator.

Aruba Networks 15



ClearPass Version 6.x Tech Note: ClearPass Certificates 101 — V1

Looking at the system setup below where during installation we just provided a simple
hostname, this will cause us problems; you must get into the habit of configuring CPPM
systems with fully-qualified-domain-names (FQDN’s).

[Administration » Server Manager » Server Configuration - cppm-6.2.0|

Server Configuration - cppm-6.2.0 (10.2.100.155)

m Services Control Service Parameters System Monitoring Network
Hostname: I cppm-6.2.0 |
Policy Manager Zone: NorthAnerea s
Enable Profile: # Enable to allow this server to perform endpoint classification
Enable Insight: & Enable Insight on this server

Figure 4 - CPPM configured with a simple hostname

If we configure a system like above, the server certificate looks like the following in Figure
5, notice the common-name (CN) in the Subject field is set as cppm-6.2.0 (the same as the
host name above in Figure 4). Also notice that the Issued by: CN is the same as the CN in
the subject field. This shows you this is a self-signed certificate, i.e. this is me and I validate
me as me, which is not very secure in terms of a trust relationship.

CPPM out of the box is ready and running as a Certificate Authority (CA). (Note: Our
internal CA is not issuing this “self signed” cert, it is “self signed” by no CA, not even ours in
this case). So lets get started and take a look at a certificate on CPPM that got ‘built’ based

upon the configuration before. We see below the CN matches the hostname defined during
installation.

[Administration » Certificates » Server Certificate |

Server Certificate

Select Server:| cppm-6.2.0

<

Server Certificate:

Subject: O=PolicyManager, |CN=cppm-6.2.0|
Issued by: O=PolicyManager,|CN=cppm-6.2.0|
Issue Date: Aug 06, 2013 13:09:42 PDT

Expiry Date: Aug 06, 2014 13:09:42 PDT
Validity Status: Valid

Figure 5 - Self signed Server certificate derived from a simple hostname

Now for the process of education we will rename this CPPM to cppm-155.ns-tme.com. Be
warned this process does NOT cater for the renaming of the server certificate as shown
below, it still shows the server certificate as cppm-6.2.0.
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| Administration » Certificates » Server Certificate |

Server Certificate

Select Server:| cppm-155.ns-tme.com l

“

Server Certificate:

Subject: O=PolicyManager, [CN=cppm-6.2.0]
Issued by: O=PolicyManager, CN=cppm-6.2.0
Issue Date: Aug 06, 2013 13:09:42 PDT

Expiry Date: Aug 06, 2014 13:09:42 PDT
Validity Status: Valid

Figure 6 - CPPM host renamed but not the self-signed certificate

To complete the re-creation of the server certificate is a manual process, by clicking on the
‘Create Self-Signed Certificate’ option in the top-right-hand of the screen. From here you
have the ability to create a self-signed certificate as shown below.

[Administration » Certificates » Server Certificate |

Server Certificate [# Create self-Signed certificate|
9" Create Certificate Signing Request|
&, Import Server Certificate
& Export Server Certificate

Figure 7 - Create CSR

It is imperative that we configure the system with a Fully-Qualified-Domain-Name (FQDN).
['ve intentionally made an error to highlight that if you want to use a Subject Alternate
Name (SAN) attribute in the certificate creation it must begin with uppercase DNS, IP or
URI not lowercase letters. Multiple SAN’s entries can be entered comma delimited and
there can be a mix of DNS and IP values.

Subject Alternate Name must start with either email, URI, DNS, RID or IP,
followed by a : (e.g., IP:192.168.1.2)
Common Name (CN):
Organization (O): CPPM PolicyManager
Organizational Unit (OU): Aruba Networks
Location (L): Sunnyvale
State (ST): cA
Country (C): us
Subject Alternate Name (SAN): |[DNStcppm-156.ns-tme.com | |
Private Key Password: =~ |sesecccecsccess
Verify Private Key Password: ssssessssssecss
Key Length: 2048 4 | bits
Digest Algorithm: SHA-1 Y
Valid for: 999 days

Figure 8 - Creating a new self-signed certificate
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After the new self-signed cert has been created you need to import it in to CPPM. As such
Common Name (CN) and any DNS SAN entries configured are defined with a FQDN.

Create Self-Signed Certificate o

Subject DN:

Issuer DN:

Issue Date/Time:
Expiry Date/Time:
Validity Status:
Signature Algorithm:
Public Key Format:

Subject Alternate Name (SAN):

L=Sunnyvale, C=US, ST=CA, O=CPPM
PolicyManager, OU=Aruba Networks, CN=cppm-
155.ns-tme.com

L=Sunnyvale, C=US, ST=CA, O=CPPM
PolicyManager, OU=Aruba Networks, CN=cppm-
155.ns-tme.com

DNS:cppm-156.ns-tme.com
Nov 12, 2013 15:19:03 PST
Aug 07, 2016 16:19:03 PDT
Valid
SHA1WithRSAEnNcryption
X.509

B [ 2! [] Carcel|

Figure 9 - Importing new self-signed created certificate

This newly created self-signed certificate must then be installed into the system as shown
above in Figure 9, click on Install to complete the process.

Now we have the new and appropriately defined server certificate installed we can see all
the appropriate values. Specifically the CN matches the hostname of the system.

| Administration » Certificates » Server Certificate|

Server Certificate

Select Server:| cppm-155.ns-tme.com|

“«

Server Certificate:

4 Create
= Create
& Import
&, Export

Subject:
Issued by:

L=Sunnyvale, C=US, ST=CA, O=CPPM PolicyManager, OU=Aruba Networks, CN=cppm-155.ns-tme.com
L=Sunnyvale, C=US, ST=CA, O=CPPM PolicyManager, OU=Aruba Networks, CN=cppm-155.ns-tme.com

Issue Date:
Expiry Date:
Validity Status:

Nov 12, 2013 15:19:03 PST
Aug 07, 2016 16:19:03 PDT
Valid

Figure 10 - Viewing the new import self-signed certificate

Note: As you see the Subject and Issued by are the same, this makes this a self-signed

certificate.

This certificate will now be used for all server SSL functions. This same certificate will also
be used by the RADIUS server for EAP-PEAP/EAP-TLS authentication services across all

interfaces.

Note: This changes under CPPM 6.3, more on that later in the TechNote.
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The above is a basic introduction to creating a self-signed certificate on CPPM. This
would/could be enough to use for evaluations, testing and Lab work but is not sufficient if
you want to accommodate public facing users, clustered deployments or the use of Virtual
[P (VIP) interfaces for high-availability.

Lets dive into the some typical use cases and work through these. The following sections go
through

* single system deployments with multiple interfaces

* requirements for deployments where users will be authenticating from a public
domain clustered CPPM system and deployments

e providing a Virtual IP to enable resiliency of the Guest Portal redirection from
wireless controllers

and more.

completed. Its outside the scope of this document to cover setting up DNS, but in brief the

f'“ Note: It’s also an important step in this setup that the DNS configuration has been
Zone, Domain, A-records, PTR-records need to have been created.
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Use of a Self-Signed Server Certificate

Currently with CPPM 6.2.0 we are restricted to a single server certificate, be that self-
signed or public. This means that this certificate will be used for authentications on both
the DATA and the MGMT interfaces. This will likely throw up some browser warnings.
There are ways to get around this by use of the Subject Alternate Name (SAN) for example
when creating a CSR....more on this later.

Note: This changes under CPPM 6.3, more on that later in the TechNote

Some ask: Why does this throw up a browser warning? Well, multiple issues are at play
here. One is that the certificate is self-signed and the true identity of the server can not be
verified, typically every browser will balk at that. The other issue stems from the fact that
when you connect to the CPPM system the hostname in the URI needs to match the CN
defined in the server certificate. So if we connect to say the actual IP address on the MGMT
port assuming it was 172.16.0.10 (https://172.16.0.10/tips) the browser will assume the
[P address is the hostname. You could cheat and set your internal DNS to use the same DNS
hostname as the public DNS. However if you wanted to access CPPM on its public IP
address you'd never be able to connect as you’'d always resolve to the private IP address.

Going back quickly to the subject of using SAN extension of type DNS, if this is defined, then
it MUST be used as the identity. Otherwise, the (most specific) Common Name field in the
Subject field of the certificate MUST be used. Although the use of the CN is the current
practice, it is has been deprecated and Certificate Authorities are encouraged to use the
DNS Names instead, http://tools.ietf.org/html/rfc2818#section-3.1.

Here is an example of an error, in Figure 8 when I created my self-signed certificate, I also
added several SAN entries but the error below shows that the self-signed certificate is not
trusted by the browser as its unable to validate its authenticity, because its self-signed.

I"'J:’»‘ cppm-155.ns-tme.com _I C ‘ ‘E

= This Connection is Untrusted

Y Ai You have asked Firefox to connect securely to cppm-155.ns-tme.com, but we can't confirm that
your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here! |

Technical Details
[cPPm-T55:ns-tme comuses an invalid security certificate.

[The certificate is not trusted because it is self-signed
The certificate is only valid for{cppm-155.ns-tme.com cppm-156.ns-tme.com cppm-157.ns-tme.com|

[(Error code: sec_error_ca_cert_invalid)]

Figure 11 - Browser warning re self-signed certificate
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So now we have our self-signed certificate installed as shown above. Be aware that
whenever you connect to the system, certainly for the first connection, the browser will
throw up a warning. This relates to the fact the true identity of the server cannot be
verified and the server certificate is self-signed.

Public-Signed Server Certificate....how to?

Now in the ‘real world’ certificates need to be signed to allow the host (CPPM) to prove to
the public world (the users) who it is they are actually communicating with, so it can be
verified and trusted.

This is where the whole PKI eco-system starts. To get to a point where you have a public
signed certificate takes several steps and depends a little on level of SSL certificate you get
and the signing authority. Remember this is a serious process, if it was so easy we’d have
zero secure transaction happening over the public internet...every Tom, Dick or Harry
would be out there spinning up Web sites pretending to be PayPal or Amazon.

The process starts with you creating a Certificate Signing Request (CSR). This basically put,
is you documenting who you are.... Your company, department, location, country etc. The
output from creating a CSR is two items....

1. A Private Key file - this is the keys to the treasure, protect this file, never share it ....!!
2. A file which holds the details of the CSR request- this is what you send to the CA.

What we do with this file is then send this off to a Certificate Authority (CA), the end game
here is to have them ‘certify’ you, prove who you are. When you create your CSR as below,
you enter a ‘Private Key Password’...this will be required later, do not forget this.

Note the option on the top-right to create the CSR Request. When creating the CSR, we
support key-lengths of 512, 1024 and 2048 (the default). We suggest you leave this as a 2K
key. Also, keep the Digest as SHA-1. Some CA’s do NOT support CSR request using MD5.

Create Certificate Signing Request o C Self-Si Certifi

9" Create Certificate Signing Request

Common Name (CN): cppm-155.cppm-testing.com & Import Server Certificate

Organization (O): Aruba Networks =2 Export Server Certificate
Organizational Unit (OU): NS

Location (L): Sunnyvale

State (ST): CA

Country (C): us

Subject Alternate Name (SAN): |DNS:cppm-155.cppm-testing.com cppm-156.cppm-te

Private Key Password: sesessccssscnss

Verify Private Key Password:  [pssecessss J
Key Length: 2048 +  bits

Digest Algorithm: SHA-1 $

[Submit | Gance|

Figure 12 - Creating a CSR

Aruba Networks 21



ClearPass Version 6.x Tech Note: ClearPass Certificates 101 — V1

After your click on Submit, CPPM will create a signing request....an example is below. Note
the option to download the CSR and Private Key File. If you download this, don’t just leave
it on your MAC/Laptop, ensure it’s stored in a secure and accessible location.

Create Certificate Signing Request o

|Contents of the Certificate Signing Request|

 — BEGIN CERTIFICATE REQUEST-----|
MIIDZTCCAkKOCAQAWeDEiIiMCAGA1UEAXMZY3BwbSOXNTUuY3BwbS10ZXN0aWw5nLmNv
bTELMAKGA1UECXMCT1MxXFzAVBgNVBAOTDKFYydWJIhIES51dHdvemt zMQswCQYDVQQT
EwJDQTELMAKGA1UEBhMCVVMXE jAQBgNVBACTCVN1bm55dmF s ZTCCASIWDQYJKoZ I
hvcNAQEBBQADgGEPADCCAQOCYYEBALYZkyQWgxeSKFtL1WNCX/QcxplKCb1xXP8xZ
IY032yORh5GghjNgkFKrfEip2GHv32Z/cUiMiYD1euACqE6yEoK9bjFupHpmWBiO
6KiGDJycR/OXhkTo/Ixv78PmHIRMbrplFTM1yCP/igs4JYg6Pdrp92 jTUIMRXdBR
bi0j/DwzoUd4wB23dnUViPANBKkHQOPDEWX1i73HpXFb4xYdE1hL2kjn711kJBCkKSR
N2xHBs1lh4BmeFLnr5/aPfjMvhgQfX4nFcqPVmZKrNKE9bhc1P7KkTUuBx 0 8MdNK3
dTpxU32ziDD/4Lh+jfUeaBR3FweUhm63HQ8CV0DgipGgYBe/qUOBCAWEAAaCBpzCB
PAYJKOZIhvcNAQKkOMYGWMIGTMHIGA1IUdEQRrMGmCZ2NweGO0tMTULILMNweG0tdGVz
dGluZy5jb20gY3BwbSOXNTYuY3BwbS10ZXN0aW5nLmNvbSBjcHBtLTE1INy5jcHBt
LXR1c3RpbmcuY29tIGNwcGOtMTU4LMNweGOtdGVzdGluZy5 jb20wHQYDVRO1BBYwW
FAYIKwYBBQUHAWEGCCSGAQUFBWMDMAOGCSQGSIb3DQEBBQUAA4IBAQB1V7ayR4exw
iAsFjvW5e+3rUsou/xJU3CcvHdoJ 7Ae5Le3NSNgFXHRMRFowhIYpAC6SUHVAYKED
sfnUkxqfVjUhxZzadKA/TRm7 tA30gfdR4x61moSud fodwl9sj22uwPA3gB8oGlbOWt
22C50WFk1C9JROquzGPNkYBtECj7uGpgj ImV0dmerT9xZt5Jtc+SGgPWTGTyaJVm
IU0Zfion7QgbU/m8T1b2xr501S0v50+VaE6ws4M5F10VdvnyX0DYweYnX3fwiW+v6
ZJy4UHgoOFPWCWORb5qOhDgdzIzphxc54ZEom7gnHDOeJVuroumR8eSb6e8Xyvv5
VhmmEwv1/Aos

Copy and paste this into the web form in the enroliment process

Download CSR and Private Key Files | Close

Figure 13 - CSR Request output (CSR + Private Key File)

Different CA have different workflows to take your CSR request and turn it around. But in
summary you will send/upload your file. It might also be as simple as pasting the output of
the CSR creation into a portal screen. The CSR file you download can also be opened by a
text-browser and the data copied. If you copy/paste the encrypted data into a portal
screen, you must also include the “---BEGIN” & “---END.....” text as highlighted above.

Assuming the CA accepts your CSR file, it will have you ‘assign’ this to a domain. Your proof
of ownership of this domain will likely have already happened, potentially via an email
request typically sent to postmaster@yourdomain.com So somebody needs to be able to
monitor this email address and reply accordingly. The assumption here is if you own the
domain, you'll own the DNS MX record and the email will be directed to your email server.

Once your CSR has been approved/signed you then need to extract this certificate data and
tie it all together. This typically involves you ‘binding’ the encrypted output from your
private-key with the issued certificate PLUS you private password you used when creating
your initial CSR. This can create different files, but a common output will be a PKCS#12
(PFX/P12) file. A PFX file is simply described as a container for storing multiple
cryptography objects as a single file.
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An example of ‘binding’ the certs/keys together into a PFX/P12 file is shown below.

IEnter Private Key:]

L o ARt Amn ™ T

MmXI+
foGeCxuvbUejawghV1yUCAOrrWIHpsKO7Rsn4wsNMpEEF/3fKqw7TBuY2YOI2
Mt/
/fa4PBunuysPnrwMKXN99grgvepcvcqgW5tAMZiaSNPT473mSU2HCMMz3M5f13
Wi+

VNw=

MIIGhzCCBW +gAwIBAgIDDPNIMAOGCSqGSIb3DQEBBQUAMIGMMQswCQYD

VQQGEw]]
TDEWMBQGA1UEChMNU3RhcnRDb20gTHRKLJErMCkGA1UECXMIiU2VjdXJIIER
pZ2I0
YWwgQ2VydGimaWNhdGUgU2InbmIuZzE4MDYGA1UEAXMVU3RhcnRDb20gQ
2xhc3Mg
[Provide a password:l |o.-o----.-

Figure 14 - Binding cert's, keys, password into a PFX file

If you want to manipulate the PFX file and extract items (which you’ll need to do shortly)
you can use the openssl tool kit. Its available on many platforms, (built into OSX) Windows
can download it from sourceforge http://gnuwin32.sourceforge.net/packages/openssl.htm
but we (Aruba Networks) provide no guarantee to its functionality or potential bugs.

You can use following commands as an example to extract public/private keys from a PFX.

openssl.exe pkcs12 -in yourP12File.pfx -nocerts -out privateKey.pem
openssl.exe pkcs12 -in yourP12File.pfx -clcerts -nokeys -out publicCert.pem

So now that we’ve got our signed certificate, we need to load these into CPPM. However,
before we do our final step we need to split open the PFX file. CPPM wants the certificate
file, the private-key file and your password all-separate to allow you to upload the new
public-server certificate.

Taking my p12 file and running it through the openssl tools I extracted as shown below the
files publicCert and privateKey. These will be required to be imported into CPPM.

Figure 15 - Using openssl to extract certificate and private key from PFX file
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Once these files have been extracted were now in a position to upload these to CPPM.

9" Create Certificate Signing Request
= Import Server Certiﬁcatel

& Export Server Certificate

Import Server Certificate L

Certificate File:

| Choose File | :[publicCen.pem]

| Choose File | | “[privateKey.pem

Private Key File:

Private Key Password:

Import j Cancel

Figure 16 - Importing certificate and private key into CPPM

As an example, depending on the stature of the CA you are using to sign your CSR you may
have to add Intermediate Server CA to ensure that the trust list is complete, as below.

Import Server Certificate

Certificate CA "CN=StartCom Class 1 Primary Intermediate Server CA, OU=Secure
Digital Certificate Signing, O=StartCom Ltd., C=IL" must be added and enabled in
Certificate Trust List

Certificate File:
Private Key File:

Private Key Password:

| Choose File | | 7 publicCert.pem

| Choose File | | - privateKey.pem

Import § Cancel

Figure 17 - Error showing missing CA from Trust list

For the purpose of this testing I've used an SSL provider startssl that gives free certs. The

downside of this is that it requires [ add a couple of certificates to the trust list. Some SSL

providers will allow you to package the entire trust-chain up into a single PFX/P12 file. In
my case | needed to manually download and install a Root CA and an Intermediate CA

certificate into CPPM to make my startssl certificate chain complete, now we’re good to go.
Select Server: s

Subject: EMAILADDRESS=7daea82d815045c481b79cf00f006581.protect@whoisguard.com, [CN=cluster.cppm-testing.com} C=US, OID.2.5.4.13=W3gSPBdSe1UG7cxd
Issued by: CN=StartCom Class 1 Primary Intermediate Server CA, OU=Secure Digital Certificate Signing, O=StartCom Ltd., C=IL

Issue Date: Nov 14, 2013 08:13:41 PST

Expiry Date: Nov 15, 2014 06:34:43 PST

Validity Status: Valid

Subject: CN=StartCom Class 1 Primary Intermediate Server CA, OU=Secure Digital Certificate Signing, O=StartCom Ltd., C=IL

Issued by: CN=StartCom Certification Authority, OU=Secure Digital Certificate Signing, O=StartCom Ltd., C=IL

Issue Date: Oct 24, 2007 13:54:17 PDT

Expiry Date: Oct 24, 2017 13:54:17 PDT

Validity Status: Valid

Subject: CN=StartCom Certification Authority, OU=Secure Digital Certificate Signing, O=StartCom Ltd., C=IL

Issued by: CN=StartCom Certification Authority, OU=Secure Digital Caxii g mﬂ_c?n__l RO ot cert iS always
Issue Date: Sep 17, 2006 12:46:36 PDT

Expiry Date: Sep 17, 2036 12:46:36 PDT self 'SigHEd
Validity Status: Valid

Figure 18 - CPPM server certificate and trust-chain
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Single CPPM Deployment

After covering above, self-signing and publically signed certificates we now need to think
about how we design out implementations.

Under CPPM 6.2.0

Outside of the restrictions beyond routing where a single instance CPPM deployment has
one interface, typically the DATA interface in a DMZ (Public facing) and the MGMT (Private
Network) interface on an internal network, routing/firewalls will/may restrict access from
the internal network to the Public interface, the next biggest challenge here is certificates.

Considerations

For a single box deployment the major concern here is that your Public Interface, normally
the DATA interface ideally needs to be secured with a public-signed certificate. This is to
remove the common problem around certification validation for users who connect to this
interface. We do not as users, expect to receive warning messages that the system we are
connecting to is untrusted. This is particularly important if you are trying to Onboard iOS
devices, they just won’t work if they see a self-signed server certificate being presented.

When we endeavor to authenticate users in/on a public network the use of a pubic-signed
certificate is most desirable and almost should be mandated.

Typically this is our £t Configuration
= 155. -testing.
HOST - Configuration DATA-port (public) (S:;‘N Sppen 55 cppm-testing.com
cppm155.cppm-testing.com 10.2.100.0 o) DNSE cppm155.cppm-testing.com
DATA IP@ =10.2.100.155 [~ DNS: cppm155.danny-lab.com
MGMT IP@ =102.101.155 155 :s }gg:g?]gg
155
| I
Typically this is our 10.2.101.0
MGMT -port (private)

Figure 19 - CPPM Single Box Deployment

The above single system, has a host-name of cppm155.cppm-testing.com. This should
then be the CN so that when public facing users connect to this system, the CN will match
the hostname in the url. To minimize other certificate validation problems we recommend
that cppm155.cppm-testing.com, cppm155.danny-lab.com, 10.2.100.155,
10.2.101.155 in our example be configured in the SAN.

If you do not provide the ability of the certificate to validate the systems aliases then be
prepared to bypass browser errors.
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Clustered CPPM Deployment - Single Cert

As we look at the options for deploying CPPM in a multi-instance scenario we have to
consider multiple solutions, options and challenges. Firstly we will look at the option for
multiple CPPM servers in a centralized deployment.

The challenges of a clustered deployment specific to PKI revolve around how we will ‘build’
our CSR. The CSR eventually becomes how the CPPM’s presents themselves to the users.
We’ve covered the importance of using FQDN’s when configuring system names, and this
becomes more important now in a clustered deployment. When we are ‘building’ our CSR
we populate several fields but specifically we are going to cover the use of the following...

* Common Name (CN)
* Subject Alternate Name (SAN)

The SAN can be populated with multiple variables such as URI, DNS and IP that can be used
to represent a system, or if you like, give it an alias. The IP address used in the IP options
can be in either IPv4 or [Pv6 format however we do not support IPvé6 as of CPPM 6.3.0.

So lets consider a two-system deployment....

cppm155.cppm-testing.com
cppm156.cppm-testing.com

We have two major design scenarios, do we create an individual CSR’s per system, have
these individual public-keys signed and then install these certificate’s on individual
instances or do we create a single shared CSR, get this public-key signed, but then install
this same single certificate across all systems. The first option is simple but does create
additional work and administration, especially if you add more systems later. However you
also need to consider the practicality and implications of ensuring when users are
redirected to a CPPM system especially for Guest that the HOST we send/re-direct the
users to must match the HOST name in the CN or SAN field. In a clustered environment
where different system have different host names difficulties can arise, especially if there is
any load-balancing, round-robin DNS or CPPM Publisher-Subscriber fail-over.

A much simpler solution is to use the same single certificate across all boxes in the cluster.
Lets take a look at the network characteristics of our two-system cluster that we will use.

FQDN = CN name DNS NAMES IP

cppm155.cppm-testing.com | cppm155.cppm-testing.com (DATA) | 10.2.100.155 (DATA)
cppm155.danny-lab.com (MGMT) 10.2.101.155 (MGMT)

cppm156.cppm-testing.com | cppm156.cppm-testing.com (DATA) | 10.2.100.156 (DATA)
cppm156.danny-lab.com (MGMT) 10.2.101.156 (MGMT)
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Typically this is our
DAT A-port (public)
» = 2
HOST - Configuration 155 10.2.100.0 156
cppm155.cppm-testing.com CSR - Configuration
DATAIP@ =102.100.155 CN = not_really_needed_now
MGMT IP@ =10.2.101.155 SAN =
DNS: cppm155.cppm-testing.com,
cppm156.cppm-testing.com DNS: cppm155 danny—lab‘,com,
DATAIP@ = 102.100.156 DNS: cppm156.cppm-testing.com,
MGMT IP@ =10.2.101.156 DNS: cppm156.danny-lab.com,
IP: 10.2.100.155,
155 156 IP: 10.2.101.155,
IP: 10.2.100.156,
- u IP: 102101156
Typically this is our 10.2.101.0
MGMT-port (private)

Figure 20 - CPPM Clustered Deployment

You might have noticed above we have left the CN field value to ‘not_really_needed_now’.
For a deployment with two systems sharing the same certificate without a VIP we suggest
you think ahead for the content of this field, our recommendation here is to configure the
CN with some unique name assuming at a later date you will deploy a VIP across the two
systems and then the CN becomes the VIP DNS name.

Based upon the above we would create a CSR request with the following SAN field:

CN: future-cppm-vip.cppm-testing.com, DNS: cppm155.cppm-testing.com, DNS:
cppm156.cppm-testing.com, DNS: cppm155.danny-lab.com, DNS: cppm156.danny-lab.com,
IP: 10.2.100.155,IP: 10.2.101.155,IP: 10.2.100.156, IP: 10.2.101.156

This covers the PUBLIC (DATA) and PRIVATE (MGMT) networks for DNS and IP addresses,
so regardless of what interface you connect/authenticate to the above should never create
any validation errors for the certificate CPPM presents to the users.

The value in the CN is initially checked to see if it matches the host name entered in the
browser, however as we mentioned previously when a certificate has been created that

uses the SAN extension, this field is check for a match before any value present in the CN is
checked.

Adding a VIP to the Configuration

The obvious next enhancement to the clustered environment above is to add a Virtual IP
interface to our two system. A VIP provides multiple advantages, not only does it allow for
High-Availability of an IP address across multiple CPPM systems, but it provides a High-
Availability captive portal-redirect for our Wireless Controllers. The Aruba wireless
controllers configuration only supports a single IP address, url redirect, where as for
RADIUS they can be configured to provide fall-through/group availability configuration.
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If we take the above configuration and add the requirements for a VIP to the DATA (Pubic)
and MGMT (Private) interfaces accordingly. The process of adding just one additional
interface to the cluster adds significantly to the number of parameters and perpetuations.

Note: We must ensure that all of the physical interfaces are available/reachable as some of
our application, e.g. OnGuard will always try and bind to a physical interface, never a VIP.

FQDN of VIP = CN
name

DNS NAMES

IP

public.cppm-testing.com

cppm155.cppm-testing.com (DATA)
cppm155.danny-lab.com (MGMT)
public.cppm-testing.com[VIP-DATA]
private.danny-lab.com[VIP-MGMT]

10.2.100.155 (DATA)
10.2.100.150 [VIP-DATA]
10.2.101.155 (MGMT)
10.2.101.150 [VIP-MGMT]

public.cppm-testing.com

cppm156.cppm-testing.com (DATA)
cppm156.danny-lab.com (MGMT)
public.cppm-testing.com[VIP-DATA]
private.danny-lab.com[VIP-MGMT]

10.2.100.156 (DATA)
10.2.100.150 [VIP-DATA]
10.2.101.156 (MGMT)
10.2.101.150 [VIP-MGMT]

From the above networks configuration we can picture and assume a network similar to
the below. Notice the addition of the VIP IP@.

HOST - Configuration

Typically this is our
DAT A-port (public)

‘ 10.2.100.0

cppm155.cppm-testing.com L
DATAIP@ = 10.2.100.155
MGMT IP@ =10.2.101.155

55 VIP 150 -156

DATA-VIPIP@ = 10.2.100.150
MGMT-VIP IP@ =10.2.101.150

cppm156.cppm-testing.com

DATAIP@ = 10.2.100.156

MGMT IP@ =10.2.101.156
DATA-VIP IP@ = 10.2.100.150

o
"

CSR - Configuration

CN = public.cppm-testing.com

SAN =
DNS: cppm155.cppm-testing.com,
DNS: cppm155.danny-lab.com,
DNS: cppm156.cppm-testing.com,
DNS: cppm156.danny-lab.com,
DNS: public.cppm-testing.com,
IP: 10.2.100.155,

MGMT-VIP IP@ =10.2.101.150

155 VIP .150 156

Typically this is our 10.2.101.0
MGMT-port (private)

IP: 10.2.101.155,
1P: 10.2.100.156,
IP: 10.2.101.156,
1P: 10.2.100.150,
IP:10.2.101.150

Figure 21 - CPPM Clustered Deployment plus VIP

name so we have chosen to use the public interface. Our recommendation here is that this

f/’" We have now utilized a Common-Name in our CSR. You can only have a single common-

CN/host-name is mapped to the IP address of the VIP on the public interface.
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WARNING on the use of WILDCARD certificates

As you can see the process of defining all of the permutations that a box can appear as can
be confusing and complicated. One way to simplify the process is via the use of wildcard
certificates. This can appear to significantly simplify the CSR creation where multiple SAN
DNS entries could be replaced by a single SAN DNS entry.

What is a wildcard certificate?

If we owned the following domains, for example, a Wildcard for *.color.com will work for

* blue.color.com

* red.color.com

e green.color.com
* yellow.color.com
* paint.color.com

* color.com

but not purple.rainbow.com (because rainbow.com is not the same as color.com). Wildcard
SSL makes it easier than ever to secure multiple sub domains using a single IP address.

* domain.com

The wildcard The base domain

Figure 22 - Wildcard certs explanation

Every Wildcard begins with an asterisk * or "star". The star represents the wildcard part of
the SSL certificate. The star can be any sub domain that shares the same base domain. All
fully-qualified-domains using a Wildcard must share the same base domain. Every virtual
site that you want to use the Wildcard on must be of the form something.base_domain.com.

So going back to the two-box cluster we have used previously, we have five DNS entries,
four resolve to our interfaces and one to the VIP. If we added a third system to the cluster
we’d have six interface DNS entries and one VIP. If we use a wildcard DNS we could replace
all of the DATA DNS values with a single wildcard name, and the same for the MGMT DNS
entries.

The downside of wildcard certificate is that they are not currently supported by Microsoft
Windows 802.1X supplicants. If the deployment is purely a Guest deployment than you're
good to go but if there is a requirement now or later for 802.1X you should not go down the
wildcard certificate road.
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Advantage

* Only one certificate to manage and maintain
* Likely Cheaper to purchase if you have a large CPPM cluster
* (Can be installed on multiple systems, not just CPPM

Dis-advantage

e If802.1X required, will not work under Windows supplicants [a]

* Some older browser do not support the use of wildcards certificates

* Potentially less safe as if the private key gets inadvertently lost/shared multiple
systems can be come vulnerable

e [fthe wildcard certificate needs to be revoked, all sub-domains will need a new
certificate

e [a] Under CPPM 6.3, this nuance could be removed by the use of a wildcard for SSL and a
non-wildcard for 802.1X authentications.
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CPPM 6.3.0

With our latest version of CPPM, version 6.3.0 released in January 2014 we continue to take
a leadership role in the area of AAA/Identity Management and Access Policy Control.
Specific to this document and the PKI we support, we introduced in CPPM 6.3.0 the ability
to have multiple server certificates. Previous to this releases we only supported a single

server certificate that was used to validate/encrypt data for our SSL Guest Logins and
RADIUS/802.1X traffic.

Starting in CPPM 6.3.0, the system can be configured with multiple (two) server
certificates, one for each of the above services, SSL and RADIUS/802.1X. This provides
immense flexibility to allow CPPM to have a publically signed certificate configured for the
DATA interface whilst we might use a self-signed certificate for our ‘backend’ 802.1X
authentications on the MGMT interface.

Starting with CPPM 6.3 as the below screen shows, it is now possible to allow for split-
services-certificates.

Administration » Certificates » Server Certificate

Server Certificate 4" Create Self-Signed Certificate

Server Certificate added successfully. Please re-login to continue... * Create Certificate S,‘Q””‘g Request
& Import Server Certificate

Backend Services &4 Export Server Certificate
Select Server: | cppm-6dot3dot0.cppm-testing.com o Select Servict

Server Certificate:

Subject: L=Sunnyvale, C=US, ST=CA, O=Aruba Networks, OU=Networks Services,|CN=cppm-MGMT-6dot3dot0.cppm-testing.com|
Issued by: L=Sunnyvale, C=US, ST=CA, O=Aruba Networks, OU=Networks Services, CN=cppm-MGMT-6dot3dot0.cppm-testing.com
Issue Date: Nov 27, 2013 00:47:42 UTC

Expiry Date: May 26, 2014 00:47:42 UTC

Validity Status: Valid

Figure 23 - CPPM 6.3.0 with dual-server certificates - Admin Service

Administration » Certificates » Server Certificate
Server Certificate 4" Create Self-Signed Certificate
Server Certificate added successfully. Please re-login to continue... f Create Certificate 5_'9“'”9 Request
& Import Server Certificate
4 Export Server Certificate
Select Server: | cppm-6dot3dot0.cppm-testing.com : Select ServicdEE RGN
Admin Service
Server Certificate:
Subject: L=Sunnyvale, C=US, ST=CA, O=Aruba Networks, OU=Networks Services,|CN=cppm-6dot3dot0.cppm-testing.com|
Issued by: L=Sunnyvale, C=US, ST=CA, O=Aruba Networks, OU=Networks Services, CN=cppm-6dot3dot0.cppm-testing.com
Issue Date: Nov 27, 2013 00:53:31 UTC
Expiry Date: May 26, 2014 00:53:31 UTC
Validity Status: Valid

Figure 24 - CPPM 6.3.0 with dual-server certificates - Backend Services

Multiple certificates can now be loaded, onto CPPM. This can be a mix of public and self-
signed certificates, or all public, or all self-signed (unlikely for a production deployment).
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CPPM 6.3.0 Enhancements for CSR and self-signed certificate creation

In addition under CPPM 6.3.0 we have enhanced the ability CSR and self-signed certificate
creation. We now support the ability to generate up to a 4K private key. With Aruba adding
support for FIPS software level certification we have also added and enabled the ability to
use Elliptical Curve DSA and NIST which are typically required for Government and Federal

use.
Create Certificate Signing Request °
Common Name (CN): cppm-6dot3dot0.cppm-testing.com

Organization (O):
Organizational Unit (OU):
Location (L):

State (ST):

Country (C):

Subject Alternate Name (SAN):
Private Key Password:

Verify Private Key Password:

Private Key Type: v 1024-bit RSA
i i 2048-bit RSA
Digest Algorithm: 4096-bit RSA
X9.62/SECG curve over a 256 bit prime field
NIST/SECG curve over a 384 bit prime field m

Figure 25 - Additional Private Key Algorithms added in CPPM 6.3

Also in CPPM 6.3.0 we have added an additional set of digest algorithms to support the

demands from our customers...224,256,384 and 512. These are collectively known as SHA-

2 algorithms.

Create Self-Signed Certificate o
Selected Server: cppm-6dot3dot0.cppm-testing.com

Selected Service: Backend Services

Common Name (CN): cppm-6dot3dot0.cppm-testing.com

Organization (O):
Organizational Unit (OU):
Location (L):

State (ST):

Country (C):

Subject Alternate Name (SAN):
Private Key Password:

Verify Private Key Password:

A

Private Key Type: lurve over a 256 bi|

Digest Algorithm: SHA-512

Valid for: 180 days

Figure 26 - Additional Message Digest Algorithm added in CPPM 6.3

Aruba Networks

32



ClearPass Version 6.x Tech Note: ClearPass Certificates 101 — V1

We are strongly suggesting that if a deployment running CPPM 6.3.x is using multiple
server certificates you do not ‘cross-reference’ attributes between certificates.

For example, in your public-SSL certificate DO NOT populate the SAN field when you create
your CSR with management IP addresses, or management side FQDN’s. The same goes for
the self-signed certificate on the private 802.1x/RADIUS side, DO NOT populate the SAN
field when you create your CSR use public-facing IP addresses, or public side FQDN’s.

In short, treat the two certificates as two independent entities. Both certificate will belong to
the same company; typically the domain part will/may be different.

Obviously if you cluster multiple systems then the SAN field will be used to alias multiple
systems but ensure they reference the SSL or 802.1x/RADIUS servers only.

Typically this is our CSR - Configuration
DAT A-port (public) CN = cppm155.cppm-testing.com
SAN =
102.100.0 g DNS: cppm155.cppm-testing.com
IP: 102.100.155
155
HOST - Configuration |
cppm155.cppm-testing.com
DATAIP@ =10.2.100.155 TWO SEPARATE CSR
MGMT IP@ =10.2.101.155 For TWO “SEPARATE
Certificates™
4155
B i
Typically this is our 10.2.101.0
MGMT-port (private)

CSR - Configuration

CN = cppm155 danny-lab.com

SAN =
DNS: cppm155.danny-lab.com
IP: 102.101.155

X0

Figure 27 - CPPM 6.3.x Dual Cert Scenario
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Other Certificate Bits...

Depending on the Certificate Authority you use, or the migration your doing you need to
import them into CPPM. You need to ensure as we've mentioned that the entire trust-chain
is imported and valid. Depending on your CA you may receive your certs in a single file or
in separate files.

If they come in a PEM-format file it is the most common format that Certificate Authorities
issue certificates in. It contains the “-----BEGIN CERTIFICATE-----“ and “-----END
CERTIFICATE-----" statements. Several PEM certificates and even the Private key can be
included in one file, one below the other. They have extensions such as .pem, .crt, .cer, .key

If they come in a .p7b/PKCS#7 file you'll not have the private key, but you should have the
certificate and the chain certificates. They have extensions .p7b, .p7c

If they come in a.p12/PKCS#12 file you will have the private key, but you should have the
certificate and the chain certificates. They have extensions .pfx, .p12

If you don’t receive all the certs required, you'll need to get all of the certs in separate PEM
files and then we can concatenate them into a single file and import, or just import them
individually in to CPPM.

Converting Certificates between different Formats

Convert PEM to DER
openssl x509 -outform der -in certificate.pem -out certificate.der

Convert PEM to P7B
openssl crl2pkes7 -nocrl -certfile certificate.cer -out certificate.p7b -certfile CAcert.cer

Convert certificate and private key PEM to PFX
openssl pkcs12 -export -out certificate.pfx -inkey privateKey.key -in certificate.crt -certfile
CAcert.crt

DER Convert DER to PEM
openssl x509 -inform der -in certificate.cer -out certificate.pem

P7B Convert P7B to PEM
openssl pkcs7 -print_certs -in certificate.p7b -out certificate.cer

Convert P7B to PFX

openssl pkcs7 -print_certs -in certificate.p7b -out certificate.cer
openssl pkcs12 -export -in certificate.cer -inkey privateKey.key -out certificate.pfx -certfile
CAcert.cer
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openssl pkcs12 -in certificate.pfx -out certificate.cer -nodes

NOTE: While converting PFX to PEM format, openssl will put all the Certificates and Private
Key into a single file. You will need to open the file in Text editor and copy each Certificate
& Private key(including the BEGIN/END statements) to its own individual text file and save
them as certificate.cer, CAcert.cer, privateKey.key respectively.

Extended Key Usage

This extensions consists of a list of usages indicating purposes for which the certificate

public key can be used for,

These can either be object short names of the dotted numerical form of OIDs. While any
OID can be used only certain values make sense. In particular the following PKIX, NS and

MS values are meaningful:

serverAuth
clientAuth
codeSigning
emailProtection
timeStamping
msCodelnd
msCodeCom
msCTLSign
msSGC

msEFS

nsSGC

Examples:

Meaning

SSL/TLS Web Server Authentication.

SSL/TLS Web Client Authentication.

Code signing.

E-mail Protection (S/MIME).

Trusted Timestamping

Microsoft Individual Code Signing (authenticode)
Microsoft Commercial Code Signing (authenticode)
Microsoft Trust List Signing

Microsoft Server Gated Crypto

Microsoft Encrypted File System

Netscape Server Gated Crypto

extendedKeyUsage=critical,codeSigning,1.2.3.4

extendedKeyUsage=nsSGC,msSGC
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Appendix A - Moving certs from Amigopod to
CPPM

Not something we encounter very often but something we need to be aware of. Imagine

the situation where an existing Amigopod customer has a publically signed or Amigopod
self-signed certificate on their system. They want to migrate to ClearPass Policy Manager
and as a part of that migration maintain the use of their existing server certificate.

Typically you'd expect the first step to be the process of exporting the certificate from the
Amigipod system as a PFX/p12 file which bundles the private key, the certificate and
optionally certificates required to establish a trust chain for the certificate.

Unfortunately, we do not support the option via GUI/CLI of exporting the certificate and
private key from an Amigopod system.

If you need it, contact Aruba support or your local ClearPass specialist who can arrange for
the SSL key to be extracted from an Amigopod backup file.

You must be aware that after the migration the hostname on CPPM must match the
hostname on Amigopod, this is because as we have discussed the CN in the certificate needs
to match the hostname in the browser URL.
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Appendix B

PKI 50,000ft Overview of why we need PKI?

PKI is needed to support large-scale deployment of a number of security services. In
particular:

* Origin authentication: Verification that a document or message was created by the
person claimed. This is often referred to as 'digital signature’, although digital
signatures can be used to authenticate things other than origin.

* Content integrity: Securely show that a document has not been tampered with.

* Content confidentiality (encryption): This is protecting the contents of a document
or message so that it can be read only by specifically identified users.

* Non-repudiation: A security service whereby creation of a document or message
cannot subsequently be denied.

The requirement for large scale PKI come from situations where one or more of these
services needs to be supported across multiple organizations. A common example of this is
“e Government” initiatives such as the US eGov initiative supported by the Federal PKI.

The goal of a large scale PKI is to enable some or all of these services for users of the
infrastructure. In most situations where an infrastructure is properly built, it will be used
heavily. Once there is a capability to digitally sign and verify messages, it will generally
make sense to use this for all transactions. Benefits:

* General improvement in security.

* Regular use of digital signatures improves security of the digital signature.

e Ifeverything is signed, anything without signature is immediately suspicious.

* This assumption has implications later, in discussions on provisioning directory.

Private and Public Keys

This is not intended to be a general tutorial on PKI. There are many detailed descriptions.
This section and the next try to simply explain the essence of why a PKI is needed and how
it works, so that enough information is provided to understand the directory elements of
the whitepaper Distributed Directory in support of large scale PKI.

Distributed security services using PKI are based around a technique called “asymmetric
cryptography”. The central components of asymmetric cryptography are public and private
keys. A simple understanding can be gained by looking at the answers to three related
questions:

Q1: What is a Key Pair?
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1. A Key Pair comprises a 'public key' and a 'private key', which are both very large
numbers.

2. The key pair is generated using special techniques from two very large randomly
generated prime numbers.

3. One can be confident that every key pair is unique, in the same way that one can be
confident that every finger print in the world is unique.

Q2: What is a Private Key?

1. A private key is stored securely by its owner, perhaps on a smart card or securely
stored on the owner’s computer. It is held in a way that only the owner has access to
it. This is the “private” element.

2. A private key can be used by the owner to create digital signatures that are unique
to the owner of the private key.

3. A private key can be used (typically using a complex mechanism) to decrypt
documents, and it can be guaranteed that only the holder of the private key can
decrypt the document.

Q3: What is a Public Key?

1. The public key can be published and shared widely. There is no requirement to keep
it secret. This is the unique and useful property of asymmetric cryptography.

2. Apublic key is used to verify the digital signature created by the associated private
key.

3. Apublic key can be used by anyone to encrypt a document, such that only the holder
of the private key can decrypt it.

As an example of digital signature, user Joe will create an electronic signature for a
document using his private key. Anyone can view this digital signature using Joe’s public
key. This approach is very flexible and powerful, simply because Joe’s public key can be
published and distributed freely, so that anyone can verify Joe’s digital signature.

Why Do Public Keys need PKI?

The basic cryptography and verification provided by a public/private key mechanism does
not require a PKI. To understand the need for PKI, one needs to consider the trust
assumptions behind digital signature verification. Consider for example that [ am given a
document that is purported to be signed by Joe using Joe’s private key, along with his public
key. I can use asymmetric cryptography to be certain that the public key provided is linked
to the private key that was used to sign the document. The important question is: “How can
[ be certain that this public key belongs to Joe?”

It may be that Joe gave me a copy of his public key, or that I have other signed documents
from Joe, which I have verified with the same public key (because only Joe’s public key can
verify documents signed by Joe). In some small-scale situations, digital signature
verification with public keys can work fine on an ad hoc basis without a PKI.
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In general, this trust question is a big problem. How can you establish trust that a given
public key is owned by a particular person or entity? This is the problem that PKI sets out
to solve, and is fundamental to using digital signatures on a large scale.

The basic building block of a PKI is a (digital) Certificate. The entity creating a certificate is
called a Certification Authority (CA). The core components of a Certificate are:

1. The name of the entity that the Certificate refers to. For convenience the certificate

might contain several names for the entity, such as the email address and LDAP

directory name.

The public key of the entity (e.g., Joe's public key).

3. Adigital signature created by the CA (using the CA’s private key). This signature
binds together the components of the Certificate.

N

By creating a Certificate containing Joe’s name and public key, the CA is stating that it has
verified that the public key in the certificate does in fact belong to Joe. This can be verified
using the CA’s public key.

Certificates and CAs enable a trust chain to be built. This is shown in the diagram below:

Trust binding, from association
in certificate

- =
A priori
trust '
CA's , Joe's
=3  public Key Joe's Name Public Key

Trust from Trust from Cryptographic
Saminamakis Certificate Certificate Trust
Trust

Joe's Certificate

£ Xy Document
sign signed by
CA's Private Key Joe's Private Key

Figure 28 - End-to-End CA/cert chain

The starting point of the trust chain is that the CA is trusted. Technically, this means that
the identity of the CA’s public key is trusted. This trust leads to trust of Certificates issued
by the CA, because the digital signature on the certificate can be verified using the CA’s
public key. Because Joe’s name and Joe’s public key are contained in the certificate, trust is
gained that Joe’s public key really does belong to Joe. Now, a document signed by Joe’s
private key is linked back by cryptographic trust to Joe’s public key (in which trust was
established in the previously). It can be seen that starting with the point of only trusting the
CA, that a trust chain can be established to build trust that a document was signed by Joe.
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An important extension is that a CA can also issue certificates for other CAs. This means
that a trust chain can be established through multiple CAs, going CA -> CA -> CA -> User’s
Public Key. This enables a mesh of CAs with trust links to be used.

There is a lot of PKI complexity not covered here, which does not need to be understood for
the purpose of this paper. One concept that is important for the following examples is CA
policy. A CA is participating in a trust chain. When a CA creates a Certificate, it will follow
certain process with more or less care to be certain that the information being certified is
correct. These processes are published as a CA policy. When a CA has certain policies that
are expected by those that trust it, this also needs to be reflected into other CAs that it
certifies. Higher trust and care has higher cost, and so different CAs will have different
policies. High trust CAs will not generally certify lower trust CAs, in order to provide
consistent trust quality. This leads to partially interlinked meshes of CAs with different
policies.

An Example PKI

This section shows how this structure might come together in a non-trivial example that
we also look at in terms of directory support. This is formulated in terms of a government
digital signature organization for a fictitious country (C=TY).

Agriculture Railways
CA CA

Low
Assurance

High
2 | Assurance
CA

Secret
Service CA

Figure 29 - CA/PKI complex structure.....

The overall structure is a somewhat complex mesh, which is somewhat hierarchical.
Arrows show trust, which is reflected by issue of a certificate. The core of this government
structure is CAs associated with departments. These CAs are in a position to certify users
within the department.
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CAs will generally (but not always) have mutual trust reflecting aligned policies. Mutual
trust will be represented by certificates being issued in both directions between CAs.
Because there are many government departments, it would be overly complex to have
every department certify each other department, Therefore, the government has
established a number of central CAs which are used to provide a trust path between all
government departments.

This example structure does not (and should not) contain well-known or generally trusted
CAs, such as the visible public CAs for which trust is often installed by default on many
computers. A typical user will establish trust with a local CA. For example Joe Farmer will
establish trust with the Agriculture CA. This will typically be done by providing Joe Farmer
with a certificate that includes the Agriculture CA’s public key that will be installed on Joe
Farmer’s computer. This is his initial trust point, and means that he will trust certificates
signed by the Agriculture CA.

Consider an example where Joe wants to verify a document signed by Fred Train Driver.
The trust chain requires two certificates:

1. A Railways CA Certificate, signed by the Agriculture CA.
Certificates are referred to by their “subject” (in this case the Railways CA)
and will always contain the name and public key of the subject, Joe can verify
this certificate using the public key of the Agriculture CA (which he trusts),
and thus gain trust in the Railways CA (and its public key).

2. Fred Train Driver’s Certificate, signed by the Railway CA.
Joe can verify this using the public key of the Railways CA. Joe has now
gained trust of the Fred'’s public key, from this certificate.

Joe can now use Fred'’s public key to verify the document, and this example verification is
complete.

Alonger trust chain is listed below, to show how Joe could verify a digitally signed email
from Admiral Tim.

Low Assurance CA Certificate (signed by Agriculture CA).
High Assurance CA Certificate (signed by Low Assurance CA).
Military CA Certificate (signed by High Assurance CA).

Navy CA Certificate (signed by Military CA).

Admiral Tim’s Certificate (signed by Navy CA).

SAN I

Certificate Life Cycle

Certificates do not last forever. If a user ceases to be trusted, perhaps because of ceasing to
be an employee, the certificate must be deactivated. If a user’s private key is stolen or
otherwise compromised, signatures made by the user’s private key can no longer be
trusted and so the certificate must be deactivated (just like handling a lost credit card).
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There are two primary mechanisms to achieve this:

1. Atregular intervals each CA issues a Certificate Revocation List (CRL), and
sometimes an associated Authority Revocation List (ARL), which has a similar
function. The CRL contains a list of revoked certificates, and the issue date of the
CRL. A recent CRL for each CA must be checked as part of the verification process.
A CRL indicates when the next update will be issued, so that it is clear when a CRL
is out of date.

2. Certificates have an expiry date. This is important, as it enables old certificates to
be removed from the CRL, and thus prevent the CRL from getting too large. The
certificates used for verification must be up to date. Note that when a certificate is
renewed, the public key will not generally change. Essentially the same certificate
is re-issued with a new expiry date.

What is a Digital Certificate?

Digital Certificates are the electronic counterparts to driver licenses, passports and
membership cards. You can present a Digital Certificate electronically to prove your
identity or your right to access information or services online.
Digital Certificates, also known as digital certificates, bind an identity to a pair of electronic
keys that can be used to encrypt and sign digital information. A Digital Certificate makes it
possible to verify someone's claim that they have the right to use a given key, helping to
prevent people from using phony keys to impersonate other users. Used in conjunction
with encryption, Digital Certificates provide a more complete security solution, assuring
the identity of all parties involved in a transaction.
A Digital Certificate is issued by a Certification Authority (CA) and signed with the CA's
private key.
A Digital Certificate typically contains the:

* Owner's public key

* Owner's name

e Expiration date of the public key

* Name of the issuer (the CA that issued the Digital Certificate

¢ Serial number of the Digital Certificate

* Digital signature of the issuer
The most widely accepted format for Digital Certificates is defined by the CCITT X.509
international standard; thus certificates can be read or written by any application
complying with X.509. Further refinements are found in the PKCS standards and the PEM
standard.

What are Digital Certificates used for?

Digital Certificates can be used for a variety of electronic transactions including e-mail,
electronic commerce, groupware and electronic funds transfers. Netscape's popular
Enterprise Server requires a Digital Certificate for each secure server.
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For example, a customer shopping at an electronic mall run by Netscape's server software
requests the Digital Certificate of the server to authenticate the identity of the mall
operator and the content provided by the merchant. Without authenticating the server, the
shopper should not trust the operator or merchant with sensitive information like a credit
card number. The Digital Certificate is instrumental in establishing a secure channel for
communicating any sensitive information back to the mall operator.

Certificate Purposes

The certificate purpose defines the intended primary use of the certificate. The certificate
purpose can be one of four settings:

e Encryption. A certificate with this purpose will contain cryptographic keys for
encryption and decryption.

e Signature. A certificate with this purpose will contain cryptographic keys for signing
data only.

e Signature and encryption. A certificate with this purpose covers all primary uses of a
certificate’s cryptographic key, including encryption of data, decryption of data,
initial logon, or digitally signing data.

e Signature and smartcard logon. A certificate with this purpose allows for initial logon
with a smart card, and digitally signing data; it cannot be used for data encryption.

SSL is probably the first protocol to use digital certificates. Now a day they are widely used
where ever there is a need for signing and encryption.

Why do | need a Digital Certificate?

Virtual malls, electronic banking, and other electronic services are becoming more
commonplace, offering the convenience and flexibility of round-the-clock service direct
from your home. However, your concerns about privacy and security might be preventing
you from taking advantage of this new medium for your personal business. Encryption
alone is not enough, as it provides no proof of the identity of the sender of the encrypted
information. Without special safeguards, you risk being impersonated online. Digital
Certificates address this problem, providing an electronic means of verifying someone's
identity. Used in conjunction with encryption, Digital Certificates provide a more complete
security solution, assuring the identity of all parties involved in a transaction.

Similarly, a secure server must have its own Digital Certificate to assure users that the
server is run by the organization it claims to be affiliated with and that the content
provided is legitimate.

What is authentication?

Authentication allows the receiver of a digital message to be confident of both the identity
of the sender and the integrity of the message.
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What is a digital signature?

A digital signature functions for electronic documents like a handwritten signature does for
printed documents. The signature is an unforgettable piece of data that asserts that a
named person wrote or otherwise agreed to the document to which the signature is
attached.

A digital signature actually provides a greater degree of security than a handwritten
signature. The recipient of a digitally signed message can verify both that the message
originated from the person whose signature is attached and that the message has not been
altered either intentionally or accidentally since it was signed. Furthermore, secure digital
signatures cannot be repudiated; the signer of a document cannot later disown it by
claiming the signature was forged.

In other words, Digital Signatures enable "authentication” of digital messages, assuring the
recipient of a digital message of both the identity of the sender and the integrity of the
message.

How is a digital signature used for authentication?

Suppose Alice wants to send a signed message to Bob. She creates a message digest by
using a hash function on the message. The message digest serves as a "digital fingerprint"
of the message; if any part of the message is modified, the hash function returns a different
result. Alice then encrypts the message digest with her private key. This encrypted message
digest is the digital signature for the message.

Alice sends both the message and the digital signature to Bob. When Bob receives them, he
decrypts the signature using Alice's public key, thus revealing the message digest. To verify
the message, he then hashes the message with the same hash function Alice used and
compares the result to the message digest he received from Alice. If they are exactly equal,
Bob can be confident that the message did indeed come from Alice and has not changed
since she signed it. If the message digests are not equal, the message either originated
elsewhere or was altered after it was signed.

Note that using a digital signature does not encrypt the message itself. If Alice wants to
ensure the privacy of the message, she must also encrypt it using Bob's public key. Then
only Bob can read the message by decrypting it with his private key.

It is not feasible for anyone to either find a message that hashes to a given value or to find
two messages that hash to the same value. If either were feasible, an intruder could attach a
false message onto Alice's signature. Specific hash functions have been designed to have the
property that finding a match is not feasible, and are therefore considered suitable for use
in cryptography.

One or more Digital Certificates can accompany a digital signature. If a Digital Certificate is
present, the recipient (or a third party) can check the authenticity of the public key.
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APPENDIX -C

How a Client validates a Server — more detail

SSL server authentication allows a client to confirm a server's identity by using standard
techniques of public key cryptography to validate that a server's certificate is valid and has
been issued by a certificate authority (CA) listed in the client's list of trusted CAs. This
confirmation could be important, for example, if the client is sending a credit card number
over the network and wants to verify the receiving server's identity.

A client uses the following steps with the server's certificate to authenticate its identity.

Step1. Determine whether the issuing CA is a trusted CA. Each client maintains a list of
trusted CA certificates. This list determines which server certificates the client will accept.
If the distinguished name (DN) of the issuing CA matches the DN of a CA on the client's list
of trusted CAs, the issuing CA is considered a trusted CA and the client continues with step
3. If the issuing CA is not on the client's list of trusted CA certificates, the server is not
authenticated unless the client can verify a certificate chain that ends in a CA that is on the
list.

Step2. Determine whether the issuing CA's public key validates the issuer's digital
signature. The client uses the public key from the CA certificate to validate the CA digital
signature on the server certificate that is being presented. If the server certificate
information changed since it was signed by the CA, or the public key for the CA certificate
does not correspond to the private key used by the CA to sign the server certificate, the
client does not authenticate the server's identity.

Step3. Validate the current date to ensure it is within the validity period. The client checks
the server certificate's validity period. If the current date and time are not within a valid
range, the authentication process does not continue. If the current date and time are within
the certificate's validity period, the client goes to step 4.

Step4. Determine whether the domain name in the server's certificates matches the
domain name of the server. By performing this step, the client is confirming that the server
is truly located at the same network address as specified by the domain name in the server
certificate. If the domain names do not match, the client will refuse to authenticate the
server or establish a connection. If the domain names do match, the client continues with
step 5. The client has now determined that the server certificate is valid.

Step5. Check for a certificate revocation list (CRL) to see if the certificate has been revoked.

Step6. Authenticate the server. The client continues with the SSL handshake. If for some
reason the client does not reach this step, the server that the certificate has identified is not
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authenticated and no connection is established. If the server requires client authentication,
the steps provided in SSL client are completed.

The server is now ready to use its private key to decrypt the master key that the client
sends during the SSL handshake. Otherwise, the SSL session is ended.

How a Server validates a Client — more detail

SSL client authentication allows a server to confirm a client's identity by using the same
techniques of public key cryptography as those used for server authentication to validate
that a client's certificate is valid and has been issued by a certificate authority (CA) listed in
the server's list of trusted CAs. This confirmation could be important, for example, if a bank
is sending confidential financial information to a customer and the bank wants to verify the
recipient's identity.

You can configure a server application to require Client authentication. Then, when the
server requests client authentication through the SSL handshake, the client sends the
server a certificate and digitally signed data to authenticate itself. The server uses this
digitally signed data to validate the certificate's public key and to authenticate the identity
that the certificate claims to represent.

To authenticate the binding between the public key and the person or entity that the
certificate has identified as containing the public key, the server uses the following steps to
authenticate the client's identity:

Determines whether the user's public key validates the user's digital signature by checking
that the digital signature can be validated with the public key in the certificate. If the
validation can occur, the server has established that the public key asserted to belong to a
particular person or entity matches the private key used to create the digital signature, and
that the data was not tampered with since it was signed. The binding between the public
key and the distinguished name (DN) specified in the certificate has not been established.
The server must complete steps 3 and 4 to validate the binding between the public key and
the DN.

Validates the current date to ensure it is within the validity period. The client checks the
server certificate's validity period. If the current date and time are not within a valid range,
the authentication process does not continue any further. If the current date and time are
within the certificate's validity period, the client goes to step 3.

Determines whether the issuing CA is a trusted CA. Each server maintains a list of trusted
CA certificates. This list determines which certificates the server will accept. If the DN of
the issuing CA matches the DN of a CA on the server's list of trusted CAs, the issuing CA is
considered a trusted CA and the server continues with step 4. If the issuing CA is not on the
server's list of trusted CA certificates, the client is not authenticated unless the server can
verify a certificate chain that contains a CA that is on the list. You have the ability to control
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which certificates are trusted or not by controlling the lists of CA certificates maintained by
the clients and servers.

Determines whether the issuing CA's public key validates the client certificate issuer's
digital signature. The server uses the public key from the CA certificate to validate the CA
digital signature on the certificate that is being presented. If the certificate information
changed since it was signed by the CA, or the public key for the CA certificate does not
correspond to the private key used by the CA to sign the server certificate, the server does
not authenticate the user's identity. If the CA digital signature is validated, the server
handles the user's certificate as a valid letter of introduction from that particular CA and
continues. The server now considers the client authenticated and will continue with the
connection.

Checks a certificate revocation list (CRL) to see if the certificate has been revoked.
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