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PR EFAC E

This report  is the f i n a l  technica l repor t  (CDRL Item A003) for the

Sof tware  Data Acquis i t ion  contrac t , Number F3 O 602—76—C—0 14 0 .  I t  p resents

results of a project to collect historical software development data from the

records of development of a large Depar tment of Defense ground—based system .

It includes a general description of the subject systems software character-

istics, the software de~ e1opmen t approach and the software tools that were

used . Qualitative cnd quantitative data gathered from configuration manage-

ment files are presented . Software reliability model development and evalua-

tion is expected to be a primary use of this data and therefore , a summary of

project characteristics useful to the modeling task is also included .
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EVALUATION

The mandate for producing reliable, main tainable and quality software ,

has been expressed in various “studies” and “working groups ,” that have been

generated by different departments of DOD. In addition , there have been

other meetings held concerning the same topics , with participation of m di-

viduals from concerned DOD organizations. As a result , the requirement for

devising me thods to analyze software error data to attain these goals , has

continually surfaced as a need that has to be dealt with. However , recent

error data analysis has been deterred by the lack of ample data from large

soft~~ re developmen ts , that can be utiliz ed for an-i lysis as well as in soft—

ware model testing.

This effort was undertaken in response to these necds and lack of soft—

ware error data. It fits into the goals of RADC TPO No.  5, Software Cost

Reduction (formerly RADC TPO No. 11, Software Sciences TechnologY); specif—

icaily in the area of Software Quality (Software Data) . The report presents

results of collecting software error data from the records of a large DOD

ground—based software development project. The significance of o b t a i n i n g

this  data , is tha t  it will be used to support current software model develop—

ment projects as well as be analyzed with the goal of dev 1~~~ing s o ft w a r e

measurement s .  By u t i l i z i n g  th i s  da ta  as stated , it is expected t h a t  we s’ill

be b e t t e r  able to d e t e r m i n e  t h e  causes of s o f t w a r e  e r ro r s  and develop means

to p red ic t  and poss ib ly  p reven t  t h e m .  A d d i t i o n ai l v , t h i s  da ta  wi l . 1 be used

ix 
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along with other acquired software error data , to aid in establishing a base-

line for ground—based software projects in quantitative terms . This type of

information will , in the future , lead to better methods of developing ground—

based software projects.

:~~
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~
J

JAMES V. CELLINI , Jr.
Project Engineer
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1. INTR ODUCTION

This is the final report of a task which provided a software error data

‘~ase to be used in support of further research in software error analysis and

software error prediction model analysis. The effo~-t provided a complete

error history from a large Department of Defense software development project.

The subject project was the development of software for a large , ground—based ,

radar data processing dominated system. The error data base was extracted

from 2165 Software Problem Reports (SPRs) written against 109 operational

software modules. The data base developed by this task consists of three

files , viz:

1) Module Description File (109 entries)

2) Software Problem Report File (2165 entries)

3) Error Category File (193 entries)

The task included assigning each of the SPRs to one of the error types

contained in the error category file. This fault taxonomy is a modification

of one developed by TRW as reported in Reference 1’. This report discusses

the m o d i f i c a t i o n s  made to the  f a u l t  taxonomy and makes recommendations for

f u r t h e r  usage.

The subject project was an advanced development phase project whose pur-

pose was to demonstrate new concepts. The s o f t w a r e  development  was a f o r m a l

process with full documentation required. Engineering change order (EGO)

control was used for all software and its documentation from anit release to

o p e r a t i o n a l  ( d e m o n s t r a t i o n )  t e s t i n g .  S o f t w a re  M o d i f i c a t i o n  ~ot ices ( S M N s )

were written to close out each opened SPR. This formality resulted in a very

success f u l  projec t and produced a w e a l t h  of documen ta t i on  which formed the

basis for this data base generation effort.

Because one of the problems of software reliability modeling is the sin—

plistic assumptions made about the software development and testing process ,

this report includes discussions which are intended to assist the model u se rs

1—1
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and developers in placing the error data base in context of the software

development process (Section 2), the type of operational software and its

modular i ty  (Section 3) ,  the tools used (Sect ion 4 ) ,  and the  t e s t ing  process

(Section 5).  The data base section (Section 6) discusses the da ta  col lec ted

and provides addit ional  summary and s t a t i s t i ca l  in fo rmat ion .  Recommendations

(Section 7) are made with respect to the data collection process , the fault

taxonomy , and the modeling process.

1— 2



2. SOFTWARE DEVELOPMENT PROCESS

Figure 2—1 , the Sof tware  Development Process , provides an overview of the

process followed during the development of the software for the subject proj-

ect. All activity flowed from the system requirements. These were developed

by a System Eng ineering group who also developed the sof tware  requi rements

with the aid of sen ior sof tware engineers . Software requirements were devel-

oped and released for design in several functional packages over a two year

period . This lengthy “requ iremen ts pha se” resulted in considerable redesign

which contributed to the high percentage (35 percent) of SPRs prompted b y

changes in requirements.

Following the release of a set of requirements , the software functional

specification would be updated to reflect the new requirements and softw~

modules would be identified and described functionally. Next , a design speci-

fication for each software module was developed and the “module ” or “program

unit ” was then tested and released for integration . Figure 2—2 is the release

notice that is filed when such a release takes place. The module then enters

build integration testing. This integration phase was responsible for the

largest number (1984) of SPRs of any of the test phases. Integration testing

is the testing of program modules with the system executive and the system

data base . This constitutes a build . Following successful integration test-

ing , the build was then released (see Figure 2—3) for acceptance testing.

This took place at the hybrid test facility or at the demonstration site.

Acceptance testing accounted for a very small number of SPRs (19). Follow-

ing acceptance testing the build was released for operationr5 l demonstration s .

SPRs were filed for any problems , changes , or suspected problems to a program

unit after that unit had been released for integration testing.

Fi gure  2—4 is the  SPR f o r m .  I t  may he f i l l e d  b y any one , e. g . ,  sy s t e m s

analy st , programmer , or user of the software . The program unit author may

issue SPRs against his own program unit to alert others to deficiencie s under

correct ion.

2—1 
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PROGRAM UNIT RELE ASE NOTICE

I. IDE NTIFICATION DATE : _____________

ACRONYM _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  VERSION _ _ _ _ _ _ _ _ _ _ _ _ _  MOD _________

TITLE ____________________________________ PHASE DM(_) EDC.. )
MACHINE AREA _________________________ RELEASE: INITIAL ________ F INAL  _______

CONTRACT/ PROJECT _______________ PROGRAMME R _____________________

CUSTOMER _________________________ BUILD

il. DOCUME NTATION DOCUMENT NO. DOCUMENT NO.
REQUIREME NTS ______________ ACCEPTANCE TEST RESULT S ______________

FUNCTIONAL DESIGN SPE C ___________ TES T RESULTS DATA ___________

DETAILED DESIGN SPEC __________ MAINTENANCE MANUAL __________

ACCEP TANCE TEST PLAN __________ USERS MANUAL __________

ACCEPTANCE TEST PROC _____________ LISTING _____________

III. PROGRAM MEDIA
ASSOCIATED COM POOL
AS SOCIA TED I N I T I A L  C O N D I T I O N S  _________________ TAPE NO ./FILE NO. ________

SOURCE TAPE NO ./FILE NO.________________ OBJECT TAPE NO./FILE NO.
CARD DECK (DATE) CURRENT LISTING (DATE)

ED JOVIAL KEYWORDS
(if appropriate) __________________________ __________________________

(V. CAPABILITY

A) DE SCRIPTION : E) STATUS OF U N I T  A C C E P T A N C E
T E S T I N G  (CIRCLE ONE )

B) CHANGES FROM PRIOR VE RS IOM/ MOD FULLY PARTIALLY * N O NE *

C) G O V E R N I N G  DOCUMENTS (MEMOS) F) TESTED W ITH A LL RE QUIRE D
HARD WA RE (CI RCLE ONE)

D) SPR,/SMN CORRECTION NO’s. 
YES NO

DA TE ___________ I N I T I A L S  _______

V. RELEAS E TYPE IN (TIAL

SE CT I ON APPROVA L 
* 

DATE ______ 

RE LEASE

BU ILD LE A D€ R APPROVAL ______________________ DAT E 
FINAL

CA RDS/TAPE ON MASTERS _______________________ DATE RELEAS E
DOCU M ENT ATION COM PLETE _____________________ DATE __________

Fi gure 2—2 — Program Unit Release Notice

1 3
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BUIlD RELEASE NOTICE

I .  BU ILD VER SION/ *)D_V H____________

SYST~~1 BUILD TITLE__________________________________________________________________
BUILD LEADER REL EASE: INITIAL FINAL _______

CUSTOMER ____________________________________________________________________

I I .  DOCUMENTATION DOCUMENT NO. ER CONT ROL NO.

FUNCTION AL SPEC . 
___________________ ___________________

REQUI RD(ENT S __________________ __________________

BUI LD PLAN __________________ ________________

TEST PLAN __________________ ____________

TEST PROCEDURE __________________ _________

TEST REQUIRENENT S SPE C. __________________ _______

TEST RESULTS _________________ __________ ______

TEST DATA __________________ ________

USERS MANUAL ___________________ ___________________

- MA INTENANCE MANUAL __________________ ___________________

III. BUILD COMPONENTS

A. ASSOCIATED COMPOOL___________________________________ ____________________

B . PRECEDING BUILD(S)__________________________________________________________

C. THIS 8UILJ) CONSISTS OP FOLL~~ ING PROGRAM UNITS (Ss . B.low)
D. BUILD CORE IMAGE TAP E NO._________________________________________________

ACRONYM V IM PILE NO. ACRONYM V/H FILE NO .

______ __________________________________ 11. 
____________ ______ _____

2. 
___________ _____ ______ ___________________ 

12. 
______________________________________________

3. ____________________________________ 13 . _______________________________________________

4. ____________________________________________ 14.

5. — 
15. 

____________________________________________

6. 
_________ _______________ 

16. 
____________________________ _____

7. 
____________ ___________ — 

17. 
________________ _______________________________

8. 
_______ _________________ 

18. 
__________________________________________

9. 
____ ______  

19. 
____ ___________________  ____

10. 
________________ _____ __________ 

20. 
__________________________________________

IV. OPERATIONS OFFICE CONCURRENCE
CERT I FY THAT THE OPERATIONS OFFICE FILES CONTAIN CARD DECKS , MAGNETIC TAPES , UP-TO—DAT

LISTING S FOR EACH OF THE BUILD COMPONENTS LISTED IN III ABOVE .

DATE — 
OPERATIONS flF?ICE )VsIIACE*

V. INTEGRATION
I CERTIFY THA T ENTRIES IN I, I I  AND 111 ABOVE ARE CORRECT . ti lE ‘.YS i 101 ISI J I I O  lflc ( . 1 1 1 1 K 1 1  IN I

ABO VE I S t IP —To-DATE . ME ET S ALL KNOWN SPECIFICATIONS , AND IS REAOY FO K RELEASE AS OF t i l l S  n A VY .,

DATE INTEGRATION ~~ECTION MANAGER

(‘ i o u r -  2— — H i j i  i i  -~ - 1 - e  e \~~ I

—- - - - -- 
~~~~~~~~~~
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~~~~~~~~~ - --~~ — — --— ~~~~~~~~~~~~~~~~~
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APPLICAT IONS SOFTWARE DEPARTMENT
(SOFTWARE PROBLEM REPORT)

Log No.

SUBMITTED BY:_ Associated Build: ________________

(S i gnoturo ) ( I f  A pp licable )
Date : ____________

Prograr~ Unit: Vers ion/Mod: — C04nputer:

STATEMENT OF THE PRO8LEM: (T yp~ or Print Pla inl y
( Describe the ~robIe~ bot h in pronramming end operational terms.

Indic ate  the man ife station onJ the si 9O ificon ce of the problem .

!ROP05ED SOLUTION: ( I f  Known )

P R I O R I T Y :  (Optional) 
• 

CLASSIFICATION

Desi gn Change~~~J
Improvement
E rror

ECO No . EJ
Spec ial

Figure 2—4 — Software Problem Report

2—5



SPRs are generated as soon as a problem is i d e n t i f i e d  and are not de layed

u n t i l  a solut ion is devised and tested . Their purpose of to g ive t e c h n i c a l

and management personnel ear ly  v i s i b i l i t y  of problem areas for  e a r l i e s t  solu-

tion and correction . They are submitted to the department control activity.

The department control activity logs in the Software Problem Report and

routes copies of the SPR to the report originator , the appropriate program

unit author and his immediate supervisor , integration manager (within one

working  d a y ),  Depar tment  Management , designated personnel in Systems Anal ysis ,

and other specified activities (within four working days).

The Sof tware  Mod i f i ca t i on  Not ice  (SMN) shown in Fi gure 2—5 is used by the

program author to log and correct a specific program problem which corresponds

to a Software Problem Report. An SMN may be issued directl y by a pro gram

author  to correc t  an er ror  even thoug h no SPR has been f i l e d . A t o t a l  of

822 SMN s were f i l ed  to record such corrections . SMNs were submitted to the

control activity, with the corrections properly sequenced to reflect their

position in the orig inal source. SMNs are distributed by the control ad vity

in similar fashion to SPRs .

For each submitted Software Problem Report the control activity obtains

a corresponding Software  Modi f ica t ion  Notice form . For example , a submitted

Software Problem Report which does not identif y a legiti~fnate program problem

still must be closed with a Software i’Iodification Notice form . The control

a c t i v i t y  insures t h a t  the  M o d i f i c a t i o n  form is correctl y approved (signed by

t h e  program author , Section/Group Manager , and systems integration activity

Manager) when the change in implemented . The control activity maintains the

master file for both forms , issues ~i weekly log report , and maintains a his—

t o r i c al  f i l e  of SPR/S MN submiss ions  and d i s p o s i t i o n .

2—6
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3. OPERATIONAL SOFTWARE CHARACTERISTICS

4 The subject  pro jec t  is a rea l—time control  system for  a land—based radar

system. The operat ional  sof tware  was developed by Raytheon and executes in

a mult iprocessor  computer bui l t  by Raytheon .

Operational sof tware  was developed in a modular fashion. Nearly all of

the modules are written in JOVIAL/J3. The chief exception is the Executive

program , which , along with a few other modules and subroutines , is w r i t t e n  in

assembl y language .

3.1 Objec t  Computer Descri pt ion

The Raytheon computer cons i s t s  of two ident ica l  processors and 81 , 920

words of 24—bi t  core memory.  One of the  processors is utilized as a Centra l

Processing Unit (CPU) and the other as an i/ O Control limit (IOCU) ; e it h e :

processor is phys ica l ly  capable of assuming e i t he r  role wi thou t  any special

reconfiguration. Each processor has its own set of internal registers. Both

processors have common access to all  pr imary memory l oca t ions .

Each processor contains two accumulators , two accumulator extension regis-

ters , 16 index registers , 16 program counter registers , 16 pairs of I/O control

registers and miscellaneous special—purpose registers. A repertoire of 61

instructions includes hardware square root and reg i s t e r — t o — r e g i s t e r  operat ions.

Add t ine is 2~ s. All  a r i t h m e t i c  is f i x e d — p o i n t .

Other  f e a t u r e s  of i n t e r e s t  inc lude :

• Un l imi t ed  i n d i r e c t  address ing

• A “register—substitution mode ,” which allo~ s registers other
than the accumulators to be specified in a r i th m e t i c  o p e r a t i o n s

• A linked—list “search within l i m i t s ” c a p a b i l i t y  w h i c h  a u t o m a t i -
cally stacks list elements successfully meeting the search
c r i t e r i a

• Special  a r i t h m e t i c  i n s t r u c t i o n s  fo r  evaluating nested
po lynomia l s

• I n t e r p r o c e sso r  c o m m u n i c a t i o n  c a p a b i l i ty

3— 1



I/O is per formed  via 16 i n d e p e n d e n t l y — p r o g r a m m a b l e , bidirectional chan-

nels. The I/O channels operate in accordance with a multiplex scheme based on

channel priority and channel mode of operation. A s ngle channel may be con-

nected to several individually—selectable devices. Data transfers can be

performed in either block mode or single—word mode.

3 . 2  Data Base S t ruc tu re s

The sub jec t  system f e a t u r e s  a common da ta  base , whose overal l  l ayou t  is

de f ined  by means of a COMPOOL. The JOVIAL compi ler  is CONPOOL—sensi t ive , and

so it crea tes  at comp ile t ime the  l inkages necessary fo r  opera t iona l  programs

to  ga in access to the data base.

COMPOOL data  is segmented into blocks , and the absolute location of a

particular data item is d e f i n e d  in terms of t he  base address  of the block con-

taining the item and displacement of the item within the block .

In general , the comp iler generates code to look up block base addresses

in a directory (see Figure 3—la). A limited subset of COMPOOL blocks , Iso’~ \t - r ,

is accorded a special status: whenever the comp iler determine s that a d~ ’a

i t e m  r e s ides  in one of these  s o — c a l l e d  “ spec ia l  blocks , ” i t  assumes tha t

block base address to be preset in a uniquely associated index reg ister (see

Figure 3—lb).

Data sets which are subject to heavieut use a r e ass i gn ed t o  t h e  s p e c i a l

b l o c k s  and s i g n i f i c a n t  r e d u c t i o n  in l c c e u  mg overhead  r e s u l t s .  I t  is t h e

responsibility of the Executive program to maint ain t h e  special block base

addresses in the ~1S5OC iated index registers Hr use at run— t

Initia Lization of CO~il’OOL data is ;i -comp lished by means of an Environment

Cenerat ion program . ge r ies of J O V I A l .  a s si g n m e n t  - -,t a t em cnt s are used to assign

values to dat i items and thus create dat a sets which can sii h se- uent ly be

loaded i n t o  m emor ’- . A l l  n o n v o l a t i l e  iota is initialized in ~ s fashion.

I n  :iddit ion to  n o n v o 1 a t i l e  ( I I t ; I  , wh i c h  -on s i  St S  Of sV 5 t r ~~ ) paramete~rs ,

( uifl s t a n t  s and p er m a n e n t  I i i  es , t i e - r i  - are two c i;i - ~~-u of vol at i I e data ——

“volatile dot .i tables ” and program working storage.

V o i s t  I ic  d a t  a t a b l e s  a r i  used t o  c o n t a i n  r aw o r  p r o c  e s s i d  dot a whose

s o u r c e  is e x t e r n al  t o  the svst em and whose life spin is re lat ive l v short. Radar

i n p u t  d a t a  i -  in e x a m p l e .  A p p l i r a t  ion progr ims - a l l  sy s t e m  u i r V i - e - i t  i f li S t O

I — .?
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SYMBOL TABLE BASE ADDRESS TABLE

_ _ _ _ _ _ _  

I _ _ _ _ _ _ _ _

~ BLOCK BASE ADDRESS
ITEM NAME BLOCK NI DISPLACEMENT D

_____________________________ _________________________

INDE X REGISTER X 

- -  

- 
- -

BLOCK BASE ADDRESS 1
DATA ITEM ADDRESS = D - ~X

(a) GENERAL SCHEME

SYMBOL TABLE 

— -  

__ _ __
i

ITEM NAME BLOCK NSI DISPLACEMENT D - INDEX REGISTER X S
SPECIAL BLOCK BASE ADDRESS

DATA ITEM ADDRESS = D IXS I

(bI SPECIAL BLOCK SCHEME

Figure 3—1 — D a t a  A c c e s s i n g  T e c h n i q u e s
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assign and deassign volatile data tables nt various types as n e c e s s a ry .

Unused t a b l e s  of each type  are held in f r e e  pools .  Table s t r u c t u r e s  a re

d e f i n e d  in the  COMP OOL and a l l o c a t e d  to  spec ia l  b l o c k s .  From t h e  J O V I A L  c om-

p i l e r ’ s v iewpo in t , t h e r e is on ly  a sing le t ab le  of each t ype  d e f i n e d , he

Executive , however , updates the address in the special block index reg ister

to l i nk  an a p p l i c a t i o n  p rogra m to a p ar t  i c u l a r  da ta  t ab l e  and t hio re l u makes

that table the “current ” one of its vpe.

Program working storage is allocated and deallocated by the Executive and

is intended strictly as a local scratch area , rather than a medium for passing

data from program to program. In order to avoid usage conflict , two working

storage areas are available — —  one for interrupt programs and one for noninter—

rup t  programs (only  one level of i n t e r r u p t  p rogram is p o s s i b l e ) .  Each area

c o n s i s t s  of a chain of b locks , w i t h  the  f i r s t  b lock  p r o v i d e d  f o r  ma in  p rog rams

and successive b loc k s p r ovided fo r success  ive l y nes ted  sub rout  ines .  The

JOVIAL comp iler automatically generates code requesting working storage as

p a r t  of the  s t anda rd  c a l l i n g  sequence  fo r  s u b r o u t i n e s ;  the  E x e c u t i v e  r e spL - d 0

t o  these requests by advancing the working storage index pointer to t h e  i , e x t

b lock  in the  cha in .  The p r o c e d u r e  is reversed when exiting from a subrout inc.

This des ign a l lows r e e n t r a n c e .

3 .3  C o n t r o l  S t r u c t u r e s  and Mec ll an t sn s

The su b ) e c t  sy s t e m  o p e r a t e s  u n d e r  the ul tro of a h i g h l y  c e n t r  l i ze d ,

mod u l a r  E x e c u t i v e  p r o g r a m  u - I t i c l i  s u p e r v i s e s  i i  I r ca ’ — t  inc act ivitv 01 I t  Ii t }i ,

( P t  and the l~~ :C. The functiona l units compri sing t l i e  E x e c u t i ve  and J e s~~ r i i c !

in  t he s u b s e c t i o n s  t h a t  f o l  low.

3. 3 . 1 T a s k  in ; i~~em en t

Tb i s tint t regulates the sc h e du l  ing , so bc - c t  ion a n d  -s - i l l -n c  ing i f  - ippl i —

i t ion p r o g r a m  m o d u l e s .  Tasks a r c  s e l e c t e d  o r  e x c - - u t i i in  - i  priori ty basis

in a d h i r en - - t o  i i i m i t c c l  m u l ti p r o g r a m m i n g  p h i l o s o p h y :  (lie I i m i t a t  ion  is that

only i t in k o f  t h e  m a x i m u m  pr io r i tv vi  I tie coo cause  i mmcd i - it e 
~ 
r~ - I - ~; I i o n  o

t h e current p r o gr am  m o d u l e ;  in  t h e  a h u e n c  e o t  su c h  t a s k s . p I g r a m  moc i u l  cs i r e

always allowed to r u n  t o  comp i t  iou . In o t d e r  t o  assume I c c l v  ex ecu t  i o n  of

_ _ _ _ _ _ _ _ _ _ _ _ _



all program modules under this scheme, app lication functions are deliberatel y

segmented into small , logically coherent program units. The Executive uses

a device called the  S t a t e  Con t ro l  Table (discussed below) to sequence f rom

one module to the next to form processing threads. At the completion of each

program unit in the thread , the Executive checks for higher—priority tasks ,

whose presence will result in temporary suspension of the current thread .

New tasks are scheduled either in response to the arr ival  of f re s h

input data or in response to an explicit request from a program module. Sched-

uled tasks are placed either in a “Run Queue , ” fo r  execut ion  as soon as

resources become available , or in a “Delay Queue ,” to delay execution until

a spec ified time interval has elapsed .

3 . 3 .2  Memory Management

This unit is responsible for the allocation and deallocation of work-

ing storage and volatile data tables. All such memory areas are preicfii.od ;

the Executive performs no dynamic carving of memory.

3 .3 .3  1/0 Management

This unit governs IOCU activity, including c o o r d i n a t i o n  and a c t i v a -

t ion of da ta  t r a n s f e r s  and process ing of e x t e r n a l  i n t e r r u p t s .  It  also r norts

the arrival of new input data to the Task Manager.

3.3.4 System Audit ipg

This  u n i t  r ecords  i n f o r m a t i o n  about  program e x e c u t i o n s , se rv i ce

r o u t i n e  usage and error occurrences in a table in m e m o r y  to  a s s i s t  in s y s t e m

p er f o r m a n c e  a n a ly s i s  and debugg ing .

3.3.5 Centralized Error P r o c c s s i~~~

This unit processe s e r r o r s  d e t e c t e d  by o t h e r  s o f t w a r e  m o d u l e s  or by

h a r d w a r e  e r r o r  t r a p s .  Responses  v ar y  f or  d i f f e r e n t  types of e r r o r s  as d i c t a t e d

by  an E r r o r  Response  Table .  T h i s  t a b l e , moreover , co n t a i n s  two se t s  of

rc su) cnsc n , one for the tactical environment and one fo r  t h e  t est  and develop-

ment  environment. —

~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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3 .3 .6  Sys tem Serv ice  R o u t i n e s  
r

A variety of system—level subroutines are collected within the Exec-

utive to eliminate programming redundancies and promote visibility. Functions

provided include program queuing services , data managemen t services , I/O

device handlers , m a t h  rou t  toes and m i s c e l l a n e o u s  s p e c i a l — p u r p o s e  se rv ices .

(Some of these services fall within other Executive units as noted prior.)

Sequencing of application program modules , while carried out by the

Execu t ive , is prescribed b y a “S ta te  Con t ro l  T •le . ” Thi s  t ab l e  is broken

down into a number of sections called “states. ~‘ Eac h s t a t e  co r r esponds  to a

single program module and consists of a group of entries representing all the

various queuing and sequencing options for that module (see Figure 3—2).

Two indices are used to access State Control Table entries: a “cur-

rent state ” index is maintained by the Executive ; a “condition ” index is

supp lied by any program module  t h a t  e x i t s  to t h e  E x e c u t i v e  or c a l l s  t h e  Exec-

utive to queue a new program . These indices determine a uni que table entry ,

from which the Executive retr~ieves the identity of the new program to  ca l l  a

queue , the new state associated with t h e  program , and the priority of the

program . The State Control Table entry may alternativel y indicate that there

is no new program (end—of—thread situation), in which case the Executive will

se lec t  the  next  program module  f r om  the  Run Queue .

The State Control Table may he v iewed m a t h e m a t i c a l ly  as a state—

input device defining a f u n c t  ion of s uc h  t i t t  , given a current state S on] an

~ _ 1inpu t  c o n d i t i o n  C , t h e  new s t a t , -  C ;  S — (S,C).

The State Control Tahi - er on s n o l i  I or it v h~’ ci in m a t  log r I t e  need

for ~c~ ogram modules to call on,- aoot Iuc r xp I i t - it ly ; program module control

interfaces ore u n d e r  c e n t r a l  i / c d m i n i g e r l c - 1  I and can  l ie  mod if  ii  I w i t  h ou t  impact —

ing t lie p rog ram n o d u l e s .  l)ur ing  t lie d~-v~ i pai n t p i t a  se of t h e  subject system ,

t he  S t a t e  C o n t r o l  Table  l u  i i  it - t e d  s u u b s t  i t i i t  ion of d u m my  p r o g r a m s  and d r i v e r

modules , and also proved to  he a cc ulventeo t t c io l  f o r  t u n i n g  t lie sy s t em  h~
ad j t i s t  t og crogr am pr b r  i t  i es

1—6
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STATE I

STATE 2

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~• ~CO N D I T I O N 1
• .~

C O N D I T I O N  2

STATE n b
~
_...., ,_______~ 1 

NEW PROGRAM P ~ CONDIT IONrr
EW PRIOR FrY Q 

:

STATE n-f l

Figure 1—2 — S t a t e  [on t rol  Tab Ii , St rite t l i r e
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3.4 Build C h a r a c t e r i s t i c s

The method of c o n s t r u c t i o n  of the subjec t  sys tem was a s y n t h e s i s  of top—

down and bottom—up techniques. Program module specifications were derived

from the top—down , beginning with system—level requirements and progressing

through functiona l and detailed design specifications.

The highest level component of the system , the Executive , was the first

program designed and the first to be up and running . Beyond provid ing the

control functions and services described above , the Executive , in conjunction

w i t h  the  S t a t e  Control  Table , served in a broader  sense as a deve lopment

medium fo r  the  res t  of the  opera t iona l software.

Within the framework and ground rules estabiished by the Executive , inte-

gration of the remainder of the system was performed in a rigorously controlled

series of incremental steps called “builds. ” The initial builds consisted of

groups of functionally related program modules. More advanced builds were

formed by combining elementary builds and introducing additional new modu~ os.

The last build in the sequence was the full y integrated sy s t e m .

Each build represented an increment in hardware capabilit y as well as

s o f t w a r e  c a p a b i l i ty .  The purpose  of a particular build was not o n ly  to ch eck

the interrelationships among the componen t  s o f t w a r e  m o d u l e s , bu t  a lso to  check

program inter~~ices with new hardware (some of w h i c h  was i t se l f  be ing  t e s t e d

f o r  Tue f i r s t  t i m e  u n d e r  rca l i s t  ic  c o n d i t i o n s ) .

Progr am m o d u l e s  w h i ch  w e r , -  no t  p a r t  of a g iven  b u i l d  were  r e p l a c e  w i t h

dummy m o d u l e s .  D r i v e r  p rograms  p e r f o r m e d  w h a t e v e r  f u n c t  i ons  - n r c  n e c e s n a ~~’

t o  keep t h e  sy s t e m  c y c l i n g  s m o o t h l y .  Owing to  t h e  m o d u l a r  n a t u r e  of  t h e

n u t  em , e i r l v  b u i i d ~;, st i lt as t h e  i n i t i a l  r a d a r  and  d i s p l a y  b u i l d s , w e r e

( in c t t o n a l l y i n d e p e n den t  to a s ign i  f i t - a n t  degcee and t h u s  wer e  a b l e  t o  he

deve loped in p a r a l l e l .

3— S 
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4. SUPPORT SOFTWARE CHARA CTERISTICS

A modest  a r r ay  of s o f t w a r e  development tools  were used in the production

of the subject project ’s operational software:

• Cross Compiler

• Compiler Support Software

• Cross Assembler

• Dig ital Simulator of the Object Computer

• Opera t ing Sys t em w ith a Debugging Pa ckag e

• Dig i ta l  System S imulator

• Data C o l l e c t i o n/ D a t a  Reduct ion  Sof tware

Much of the software was developed at a dedicated software develop nt

f a c i l i t y  using a UNIVAC 1108 as the host computer. All of the above mentioned

so f tware , except  fo r  the  opera t ing  system , executed  on the  1108. S o f t w a r e

development and ma in tenance  s t a t i s t i c s  f o r  these software development tools

are not included in the s o f t w a r e  r e l i a b i l i t y  da ta  base , but  b r i e f  d e s c r i p t i o n s

of each of these tools follow to provide a more comp lete understanding of the

software development process of the subject project.

4.1 ~~~~~~~C omi l e r

The Higher  Order Language s p e c i f i e d  fo r  use in the  s u b j e c t  p r o j e c t  was

JOVIAL/J3. JOVIAL/J3 is the standard programming language for \ir Force

Command and Control App lications (Reference 3). As a general purpose pr o c CduurC -

oriented language , JOVIAL has been widel y used for many oth~ r types 01 appli-

cations. It has been used by all three services. A cross  c o m p i l e r  f o r

JOV I A L / J 3  was imp lemented on the host computer to produce binary code for t h e

object m a c h i n e .  The computer  imp lemen ted  t h e  f u l l  J3 s t a n d a r d  except  f i r  t h e -

f e a t u r e s  l i s t ed  on the  f o l l o w i n g  page.

4—1 
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• Boolean Items

• Dual Items

• Exchange Opera tor

• Alternative Statement

• I n p u t / O u t p u t  Commands

The compiler does allow enibee hod direct code and this feature was u sed

extensively in ei ght of the subject programs. These programs have been

identified as DIRECT (rather t h an  JOVIAL or ASS~ 1BLER) and consist of at least

50 pe rcen t  assembly  l anguage  embedded in a JOVIAL program . (See Appendix B.)

A l l  sy s tem i n p u t / o u t p u t  was c e n t r a l i ze d  in t h e  e x e c u t i v e  progr am , t h us

relieving the JOVIAL programmer of this aspect of coding .

The average p r o c e ss i ng  r a t e  of t h i s  comp i l e r  is 33 source statements

per second , i n c lu d i n g  the  use of t h e  COMPOOL ( c en t r a l  d a t a  base definition)

and the generation of Se t /U sed  i n f o r m a t i o n .

A~ -cendix E contains stat ist  ics  abou t  t h e  s t a t i c  o c c u r r e n c e  of v a r i o u s

elements of the JOVIAL language taken from a sample of 9 p rograms  f r o m  t h e

subject project.

~+ .2 Comp iler Support Software

The JOVIAL Compiler Support Software consists of the following:

• (Common ica t ions  Pool ) (~O\i1’ (t(U

• [OMPOO I. A s s e m b l e r

• COMPOOL D i s as s e m b l e r

• Data  Base P i c t u r e  [e tu i r a t  c r

• E n v ir e n i m en t  ( e n er a t o r

• Soiircc L i b r a r y

• Source Ref o r m a t t  in c  P r o g r am

• S e t / U s e d  Program

F i g u r e  i, — l  d e p i c t s  t h e  rel it jonshu ips of t h e s e  s u pp o r t  programs . The

COMP OOL A s s e m b l e r  is u sed  to  c r e i t  0 and  ma i n t o  in  t he ( OMP n ) I  The C t ) M h ’ ;) Oh is

t he sy s t e m  d at a  hose d e s c r i p t  ion and ce nt - t ins t h e  g loba l d a t a  i t e m  d e f i T l i t  i o n s ,
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p r i m a r y  memor~ mapping i n f o r m a t i o n , and pa rame te r  i n f o r m a t i o n  fo r  system

subroutines. It is used b y th e JOVIAL Compiler and also used by environment

g e n e r a t i o n  and da ta  r e d u c t i o n  so f twa re .  The COMPOOL Disassembler  p roduces

f o r m a t t e d  l i s t i n g s  and summaries of t he  COMPOOL c o n t e n t s  to  aid in the  manual

housekeep ing of t he  da ta  base. The Data Base P i c t u r e  G e n e r a t o r  p rov ides  a two—

d imensiona l grap hic l i s t ing  o f - t h e  da ta  base and is u s e f u l  in maintaining

dense ly  packed or overlayed d a t a .

Data may be generated for in i t ia l conditions or fo r  t e s t i n g  b y t h e

Environment Generator software whl~ h accepts symbolic test data , converts it to

ob ject code using the COMPOOL , and creates a toad file read y for use .

The Source Library contains subroutines for inclusion directly in a source

module prior to compilation.

The Source Reformatting Program produces well formatted , indented listings

and wi l l  o p t i o n a l ly resequence the  source f i l e .

The Set/Used Program is actually an optiona l pas s of c he JOV I A L  Comp iler

and prov ides information on which data item s are set (updated ) and/or refe- need

(u sed ) b y t he  compi led  program .

4 . 3  Cross Assembler

To p r o v i d e  the  c a p a b i l i t y  f o r  g en e r a t i n g  programs a t  t h e  instruction lecel ,

a cross assembler was developed . Since the JOVIAL Compiler produced no code

to support input—output processing, multipr ocessing control , diagnostic cod e

sequences , and s p e c i a l  i n s t r u c t  i ons *, a s s e m b l y  language was used in t h ese

instances.  The cross assembler  was  c r e a t e d  by u t i l i z i n g  t h e  PROC statement 0

t h e  U N I V A C  a s semble r  to  deve lop  a mac ro  fo r  each o h l e c t  c o m p u t e r  i n s t r u c t i o n .

Ti tu s , t h e  c ross  a s s e m b l e r  was a i-if1i1~~lC e x t e n s i o n  of t h e  U N I V A C  A s s e m b l e r  w i t  It

-i  f o rma t c o n v e r s i o n  added to p r o v i d e  t h e  proper  b i n a r y  f o r m a t t • d  o u t p u t  fo r

load log i n t o  t h e  oh j e c t  m a c h i n e .  The a d v an t a g e  of t h i s  a pp r i - h  is  a r a p i d ly

and in e x p e n s i v e ly  developed , h i g h l y  r e l i a b l e  a s semble r . t h e  d i s a d v a nt a g e  i s

tha t the m a c r o  p r o c e s s i n g  of i n s t r u c t  i o ns  is r e l i t  iv el v slow , y i e l d  i n~ an 
—

*e .g .  a l inked l i s t  searc - b r / c ; m p i r e  Inst r u u c t  ion  was  used f o r  r a p i d  c o r r e l a t i o n
of t r a c k  d a t a .
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assembler tha t averages 11 l ines  of source inpu t  processed per second . Th i s

is o n e — t h i r d  the r a t e  of the JOVIAL c o m p i l e r ;  less if object  i n s t r u c t i o n s  a r e

compared .

4.4 Digital Simulator

Unit testing of ind ividual program modules was not generally done on the

object machine , but via a digital simulator of it , which executed on the

UNIVAC 1108 . The s imula tor  was more accessible to the individual pr ogr ammer

because of the  l imited a v a i l a b i l i t y  of the  objec t  computers .  In ad~~i t i on , t h e

f i d e l i t y  of s imula t ion  was excel lent  and ex tens ive  debugg ing c a p a b i l i t i e s  were

provided . All  instructions were simulated except fo r  I n p u t / O u t p u t  and M u l t i -

processor Cont ro l  i n s t ruc t ions .  This  excep t ion  did have an impact , as the

highes t  incidence of SPRs were w r i t t e n  for  problem s r e l a t i n g  to I n p u t / O u t p u t .

The job control  language for  the  dig i t al  s imula tor  was s y n t a c t i c a l ly

iden t ica l  to the  ob jec t  machine operating system control language and most

of the  commands were provided . This allowed most unit tests developed o t h 1

simulator to be executed without alteration on the  obj ect m a c h i n e .  The e f f e c t

of t h i s  on t es t ing  was not measured but  was bel ieved to be hig hly  b e n e f i c i a l .

4 . 5  Opera t ing  System

The ope ra t i ng  system which suppor ted  s o f t w a r e  deve lopment  fo r  t h e  object

m a c h i n e  was not p r i m a r i l y  r e s iden t  on the  o b j e c t  m a c h i n e , h u t  in s tead  r e s i d e d

on a Honeywell  DDP— 124.  The D D P — l 2 4  was l inked  v ia  d i r e c t  memor y  ic css to

the object machine. This support compu te r  provided an e a r ly  t e s t  bed capab l e -

of s u p p o r t i n g  the  deve lopment  of a new o b j e c t  m a c h i n e .  The l ) D P — 12 4  was also

used as a real  t i m e  I n p u t / O u t p u t  s a t e l l i t e  processor  f o r  t he  o b j e c t  m a c h i n e .

The DDP— 124 O p e r a t i n g  System also p r o v i d e d  a p r o g r a m  load c . i u  a b i l i t y  f i r  t h e

o b j e c t  m a c h i n e  and was used to  hos t  a v a r i e t y  of d e b u g g i n g  a i d s .

The DDP- l24 included t h e  f o l l o w i n g  pe r i p hera l d e v i t -es :

• M a g n e t i c  Tape D r i v e s  ( 2 )
• L i n e  P r i n t e r
• Paper Tape R e a d e r / P u n c h
• Typewriter
• Di sc Dr ive

4 —s
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4 . 6  Di~g i t al  System Simula tor

Integration of software modules into builds was accomp lished w i t h  t he

use of a large di g i t al  system s imu la to r  as the  tes t  bed . The t e s t  f a c i l i t y

included the  object  computer  w i t h  i ts  per ip hera ls  and opera tor  s t a t i o n s .  The

object  computer  was l inked via an i n t e r f ac e  device to a UNIVAC 1108 . The 1108

based di g i ta l  system s imulat ion s o f t w a r e  provided a real t ime model of both the

radar  and the environment  against  which the obj ect machine  was exercised .

Test scenarios were developed by hand and processed by an environment

preprocessor . This data  was then used by the  real  t ime s imula t ion  to provide

rea l i s t i c  test  condit ions for  the  ob jec t  computer . The vast  m a j o r i ty  of SPRs

were generated dur ing the in tegra t ion  phase which occurred  in t h i s  di g i t al

simulat  ion env ironment .

4 . 7  Data Col lec t ion/Data  R e d u c t i o n

The data collection and data reduction software provided the capabilit y

fo r  se lec t ive  record ing  of da ta  in rea l t ime and s e l e c t i v e  postprocessing o~
t h i s  col lected d a t a .  This  process was a ided by the use of t he  prev iousl y

discussed COMPOOL w h i c h  p rov ided  d a t a  s t r u c t u r e  and location information for

the collection process , and data forma t and content information for the post-

process reduction .

The data collector executed under control of the rea l time executive

module  and selec t ivel y recorded da t a  before and/or after program module

e x e c u t i o n . The d a t a  was r eco rded  on m a g n e t i c  t ape  f o r  l a t e r  r ’ l u c t i o n  ott the

I 108.
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5. TEST METHODS

Testing of the subject  system was per formed In conformance  w i t h  a

met icu lous ly p lanned and s t ruc tured  regimen.  The overal l  approach to t e s t i ng

closely paralleled the combined top—down/bottom—up approach described in

Subsection 3.4 for system integration .

Testing proceeded in three phases: unit testing of individual program

modules , including the Executive program ; integration (build) testing ; and

operational testing of the system in the field .

5 .1 Uni t Testing

The first stage of testing was unit testing of individua l program modules.

In accordance wi th  the Sof tware  Management Plan fo r  the sub jec t  system a Test

Plan was conceived fo r  each program module  as i t  was being developed . The

purpose  of the  Test Plan was to  o u t l i n e  the  t e s t s  necessary  to d e m o n s t r a t e

that the module fulfilled its functional requirements and to verif y the

module ’s logical integrity.

When the design of a particular program module was comp leted , a detailed

Test Procedure was produced. Based on the parent Test Plan , the Test Procedure

spelled out the specific techniques to be used in the tests , and included lists

of input and output data as well as step—b y—step instructi.’ns for per t orming

the tests. The Test Procedure also described test driver program functions;

such functions typicall y included interfacing with the test operator , simul ating

interfaces with other modules , and data base reinitia lizati on between test cases.

Unit testing was carried out on the Digital Simulator (see Section - ‘4 )

rather than the live computer in order to take advantage of the simu lator ’s

extensive repertoire of debugging tools , including a full instru ct ion trace

capabilit y . An a d d i t i o n a l benefit of this approach was to conserve live

machine time , which became an increasingly precious commodity as sy s t e m

5—1
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development  progressed .  The S i m u l a t o r  not  only proved entirel y adequate for

unit testing of app lication program modules , but was also utilized successfull y

In later stages of testing to help debug system problems .

Unit testing of the Executive program de-jiated slightly from the standard

pattern in that it was further subd ivided into testing stages of its own , and

was performed on the live computer as well as the simulator . Due to  its com-

plex ity, the Executive was tested at the ind ividua l routine level , and at the

fully interactive level , where it operated as a skeletal version of tile system .

Because system I/O is one of the Executive ’s principal functions , and because

the simulator was weak In the 1/1) area , the Executive unit tests performed on

the simulator were repeated on the actua l computer. This dual testing approach

also provided an opportunity to use the Executive as a benchmark to evaluate

the accuracy with which the simulator modeled the computer ’s behavior.

In most cases, unit testing of program modules was performed by the pro-

gram authors. After a module had successfullly passed its unit tests , it was

fo rmall y released to an integration team for incorporation into a software

build.

5.2 Integration Testing

Integration was performed in a series of “bu i l d s ” as desc r ibed  in Sub-

sect ion 3.4. Each build was tested separatel y in a manner specified by its

associated Test Plan and Test Procedure (counterparts to the program module

Test Plan and Test Procedure). Because of the comp lex hardware interfaces

required (whether actua l or simulated), all build testing took p lace on a real

machine.

Several facilities , each with a computer hut otherwise f e a t u r i n g  d i f f e r e n t

hardware comp lements , were provided to support integration test hng . All builds

were initially tested at a software facility which contained minimum hardware

con figcu r-i tl on (computer , per ipherals , disp lay unit) supp lemented by a large

scale simulation program to take the place of the remaining hardware and

s i m u la t e  the ph ysic -i l environment. The simulation program ran in a sepa r a t e

computer , which was connected to the tactical computer by means of a special

interf ace dev ice.
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The chief  purpose of i n t eg ra t ion  t e s t ing  at the  s o f t w a r e  f a c i l i t y  was to

check out  cont ro l  and da t a  I n t e r f a c e s  among the program modules compr i s ing  t h e

build . A special Executive serv ice allowed temporary suspension of real time

processing in order to return control to a build test driver program for

v a r y ing test parameters or interacting with the operator. Test driver modules

and dummy modules were also employed to fill processing gaps left by programs

which were not included in the build .

After successful completion of integration testing at the software

facility, a build was released to a facility which contained the actual hard-

ware of central interest to the build ; other hardware , where needed , was

simulated by various means. The integration tests were repeated at the hard-

ware facility , this time to check out interfaces between build software and

pet-tinent hardware components. Acceptance testing was done at this facility.

5.3 Operational Testing

fa~ 1owing successful integration testing, the more advanced builds ,

includ ing the full—scale system , were released as integrated hardware/software

packages for operational testing :n the field.

Opera t i ona l  t e s t i n g  cons i s t ed  of a ser ies  of i nc r ea s ing ly demand ing

missions designed to exercise the system and evaluate its response tinder various

loads arw in diffe: -nt physical environments. Operational missions w e r e  f i r s t

rehearsed in conjunction with a Mission Simulator , then performed with a full

hardware comp lement under actual field conditions.

~~~~~~~~~ ~~~~~~~~~~~~ - - - -  
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6. DATA BASE

This  sec t ion  describes the subject project data base development task ,

discusses the data base contents , and aupplies supplementar’: information use-

ful in interpreting the data.

6.1 Data Base Development Task

The Application Software Department at the Bedford Laboratories has col—

l ected  a f i l e  of approximately 10,000 SPR/S~~ s. The forma t and use of t h es e

was d iscussed in Sec tion  2 .  The f i r s t  task was to extract each of the SPR/

SMNs b e l o n g i n g  to t h e  s u bj e c t  p r o j e c t  f rom the c e n t r a l  f i l e  and r e p r o d u c e  i t

f o r  use in t h e  c a t e g or i z a t i o n  t a s k .  Two f i l e s  were then defined to constitute

the data base (the third was added later) . The SPR file was defined has :.t en

a format used by TRW for the Project 3 data. Changes were requir ed her o.-

additional data was bein g collected and some data items were deleted. The

second file defined was the software module file t.’hich was to contain the

-har ac teristics of the software modules against whicn the SPRs- were :r~. t~~cn .

~-ee Ann endix A for a detailed forma t of each of these files. Eacu ~F}-

vac then reviewed by a programme r who bad worked on the subject crr~ e ts

iutegrati on task , and an error category was assi gned using the TR~- fault

xonorly as presented in Table 4—i of Reference 1. Several ~ rocranme:- ~~~~-eJ

at t h i s  task which required about seven man/months to cc’mp lete. Over 2~ YJ

cp:~ ~~Cs were reviewed. Other historical documentation , some on m iciv ~ilm

~ 1~~e5 . were then reviewed and data on nodule charac teri st ics we-re ex~ r-au ted.

His D O i f l t  the da tn was keypunched and p laced on a ccm: to r ~cr editin :.

A :rocr:um as w r itt en to ma tch the module de scrip tion file a c u i u s t  tue HP~
- - C  ile t r ’ co r r e l a t e  r r o c r a n  n a m e - . t h i s nr ’ :ram al-z o pr t ~-ent~ form atted

.- .n - ~ d i d  some - e d i t  I n c  ci t u e  dat - i He~ -\ c - e u d i c e s  h a d  C ) .  .-.t t l H

uo i n t  -
~ t h i r d  f i l e  vas  - e l c p  ~c~~ch eon t a~~ned t ; t- rrc - ’ eat~~c~:ries.
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This f i l e  was used to v e r i fy  t h a t  the e r r o r  c a t e g o r y  codes on the  S P R / S M N

f i l e  were valid (see Appendix D). Later code was added to accumulate the

number of SPRs wri tten against each program module and a t t a i ns t  each e r r o r

ca te gory . S t a t i s t i c a l  rou t ines  were then  added to produce  summary s t a t i s t i c s .

Final ly a f o u r t h  f i l e  was developed and a cod e was adde d to translate the sub-

ject project ’s program module names into innocuous names to preserve project

a n o n y m i t y .

6 . 2  Data Base Conten ts

The resulting data base as delivered to  RADC co n sis ted o f the three files

whose f o r m a t s  appear in Appendix A. Each w i l l  be b r i e f l y  d i scussed  in th i s

section . Those data items requiring interpretation are specificall y discussed.

6.2.1 Software Module Descriptions (Refer to Appendices A and B)

T h i s  f i l e  cons i s t s  of 109 e n t i r e s , each containing the characteristics

of an i n d i v i d u a l  program module . Ther  vers ion i d e n t i f i c a t i o n  shown is tha t of

ti~ last released version/modification of that particular program. The version

number represents a major functional release of the program . Thus version 2

i n d i c a t e s  t h a t  t h ree  m aj o r  f u n c t i o n a l  re leases  had been made .  The m o d i f i c a t i o n

letter represents the number of modificat ion releases (minor functional changes

or e r r o r  c o r r e c t i o n s )  w i t h i n  the  version . E represents the fourth modification

release. PROCO27 AD would be the initial release of I’R0G027. PROGO36 4~l

indicates that the program has had five major functional releases and the

c u r r e n t  ve r s ion  has  had n i n e  m o d i f i c a t i o n  releases. This d a t a  is generall y

i n a d e q u a t e  to a l low d e t e r m i n a t i o n  of the  t o t a l  number of releases since each

ve r s ion  max ’ have  f r o m  no m o d i f i c a t i o n  re leases  to m a n y .

The next field in d i c a t e s  the  generic fuuction of the todule and is

somewhat ~uh j e c t  lye a l t h o u g h  few p r o g r a m s  were di I f  i cu l t  t .t ass ign to a generic

f u n c t ion . The comp l e x i ty  c h a r :i c t e r i st  Ic was also ass i ~nis! in a subjective

t -ushion , a l t h o u g h  a g a i n  no d i  f f i c i i l t y  was encountered in ass i going complex or

si mp l e t o  a module. th~~e of  constructiOn was limited to i sit ilar or tinst ructured

as top—down or St r i le t t i r e d  d e v e l o p m e n t  was no t  u sed  . A ppend ix B coo t a ins  a

L 

complete l i s t i n g  i f  t h e  m o d u l e  d e s c r i p t i o n  l i l t .
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Table 6—1 contains the distribution of modules by number of source

statements and by object size (in memory words).

TABLE 6-1

MODULE SIZE DISTRIBUTION

\tOI)CLE SOURCE S I Z E  NO. N I O l I L  I .E O B T 1 - ( ;  I 51/ E NO.

(No . of ataten -i,- ntsl I N , . a 0 . n r d s t

( ) O l l O l l — l l 0 1 ) 4 ’ ’  I 0 0 0 0 0 — 0 0  I I t
II O Q ’ l i — l . )l)U ) It  ‘ - 2 0 — 0 0 3  - I — i
(tO l l ) l l — 0 1 1 l 4 t  7 0 i ) _ ) 0 _ r

li t) 150— 00  ‘ ‘ ‘ - S O0oU0~ 1l0T’
00~ 00— 0024 1 - 0 0 5 0 0 — I l l  i ’ - -~ 10

0 10 00 -UI! 4
003 00—1)03-U I S 0100 1—01 3’’’ 3
0 0 3 5 0 - 1 ) 0  ce i t  1 4 0 0 — i l l  ~~

- ‘  4
00400-0044 1 5 01(00-017
( l l l _ 1 5 0 _ ) l 0 t ’ S t ) I ~ i U l — 0  I ’  2
00500 — 0 0 ~~4 ’ ’  I 0 2 0 0 0 — 1 ) 2  I 2
1105)1 )— U I t ’ ’  5 1) 2 2 0 0 — 0 2  3 ’ ’  2
00 ,11(1 - O t l -I ’ 1 l2 : o o _ 0 2 7 ’  I
010 , t 0 — 1 l ( U  ‘ ‘  I 0 2 5 0 0 — 0 2 ) ’  I
110 7 ) l i t  -11 7 4 I ‘ I  3 2 0 0 - 0 3 3 ’ I
O I l — t I l l - - i l l s - ) ’ I c t 4 o l l — 0 3 5 ’ 4
001- t t l )  - 005’’’ 1 1 3 110 — 0 3 7 ) ’’ 1
00’tOO— Ol ’ 4 ’  I 035110—0 c ’ ’
l )lIlUO —OI c 4 1  I 04 1 0 0 — 0 4 1 1 1
0105 11- f l I l - l  I 1 - 4  400 -11-1 5 ” I
I l l  1 1 1 1 1 - I l l  I - I ’ ’  2 04 0 ( l — 0 4 7 ’ l ’ ’
1 1 1 1 5 0 — 01 c ’ ’  2 l - 4 5 0 0 — 0 4 ’ l  I
0I~~50-0l2’ ) ’ I 1521 )0 - I 5 3’ ’ ,  I

I )~~ t l 0 _ 0 5 5 ~~~ I
UI I I t — U I - 1 4 ’  I l l S S l l l — 0 5 ’ ’ ’ I ’ ’

I l l  I 1 1 — 1 ) 1 - 5  I l~ - 0 0 1 1—  0 1 1 )  2
0 1 5 1 1 1  a I r ) ,  2 0 t / , l I 0 -- 0~ ,7 ”l
0 I , _ S ) l - l t I , _ I 3 05 000 - 1 ) 5 1 ” ’  I

1 7 1 ) 1 I  -
~ ~

- 05~~0~~--~~~ 3 ‘ - ‘  I
( l t 7 , I - - 0 t 7 ”  I l ) 5 0 0 0 - - 0 57 ” ’ I
I I I  1)  II 4 - 1 , 1 ( 1 1 1 1 1  ( I i ’ ’  I

12 0 0 1 1  1 1 1-  4 ’ )  2 I 4 2 1 1 1 ) —  I ) ) ’ ’
1 1 2 1 1 ’ ) 1 - - ’ 11 0 ’ ’  I 15 0 1 1 1 1  I si’ - ‘

1 1 ) 1 )  — I ’  I ’  I I ’  S t i l l  I ‘ -  ‘ ‘
12 1 5 1 1 I ‘ - ‘

5 1 1 - l~’ 1 ’
‘I I  — I  I l l — — I  I . - — - 4  I
( 1 ) 1 1 1 ) 1  ‘ I ’ )  I ’ )
0 5 1 1 0 1 — 0 . 1 - I -  - I

(15 ) 1 1 1  05 ‘ I ’ )
350 — I I ,  I - ’ ’

1 ) 7 7 5 ) )  l 1 7 7 I ’ l
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Table 6—2 contains the distribution of SPRs by module type and also

gives the distribution of module types.

TABLE 6-2

DISTRIBUTI ON OF SPRs B \  M O D U L E  TYPE

Module Type er c e n t of Total  P er c en t  SPRs

Logical 20. d 9.6

Control 8. 3 9. 5

Mathema t i ca l  19. 3 18 .7

I/o s.~ 5.0

DATA BASE 8. 3 17. 5

Microcode  0.9 1. 3

COMPOOL 0 . 9  2 . 3

Data Manipulation 11. 0 1 8 . 4  -

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ -

This t ab l e  reveals  t ha t  t he  DATA BASE modules  should have been g iven

more a t t e n t i o n . The DATA BASE modu le s  f o r  the  s u b j e c t  p r o j e c t  a re  not  d a t a

base d e f i n i t i o n s  ( t h a t  is the COMPOOL) but are init ial conditions for a build.

Perhaps better tools could have helped here. I)ne p rob l em w i t h  t h i s  t a b l e  is

t h a t  the  size of the  modules is not taken into consideration .

Table 6 — 3  shows the number of SPRs normalized to 1000 l ines of

s o u r c e  code.

TABLE (-3

-P R s  N O R MA L I/ . E D  TO 1000 Jj N I d S  OF S ) J R ( T F

~ Pi~ s / 1 U O O  L i n e s  of ~~l n t r c & -  P e r c t n 1  of  To ta l  size

C o n t r o l  18

D ata  M a n i p u l a t io n  2 ’  31

L o g i c a l  34 I Ii/o 31 7

Ma the n u t  t i c a l  40 
— 

23
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The five module types represent the operational executable modules

and were ratioed to 100 percent. The relatively low figure for the control

module can be attributed to the fact that significant portions of the real

time executive program were derived from a previous project.

6.2.2 Software Problem Report File (Refer to Appendices A and C)

The SPR f i l e  cons is ts of 2165 entries each containing data on a

single SPR/SMN pair or SMN only, if no SPR was filed. Note that the SPR

numbers are not a dense set since they are not project specific. The termina-

t ion code is “SOFTWARE” if an unexpected test termination attributed to a soft-

ware problem was specificall y mentioneii on the SPR : similarly “hardware ” or

hardware problems which caused an unexpected test termination which was tlioi i~~I i t

to be software (thus an SPR was filled out) but later attributed to haroware .

Of the 2165 SPRs , 47 resulted in specifically identified unexpected so~ twt re

terminatioas and seven resulted in specifically identified unexpected l i a r l u - ; o c-

t e rmina t ions  originally though to be software problems . The seriousnes-- ‘f

the error was determined to be CRITICAL if the discoverer indicated that i’.

was impeding project development , LOW if it was not really necessary for a

cor rec t ion  to be made for  the  current development to proceed , IMP ROVE M ENT i f

it was a suggest ion for improvement but not necessary for satisfactory ,tne a--

tion , and MED IU ~4 otherwise. Table 6—4 lists the occurrence of each of t he se

levels of seriousness.

TABLE 6-4

SERIOUSN ESS OF SPRs

Seriou sness Type I N u m b e r  P er c e n t  of total

Criti cal 134 (- . ~

Medium ~6-L~ 75. 8

Low 10~
I m p r o v e m ent  28 5  13. 1 

-- - -~~ - -  - - ~~~~~~~- —-~~~~~~~ ‘ -.—-- ~~~~~~~~~~ - - -



The test periods of concern to this data base are the Integration ,

Acceptance , and Operational periods . Integration occurs following unit

development and formal release, and occurred a t  a s o f t w a r e  development f a c i l i ty .

Acceptance tests were then run at a hybrid test facility. SPRs which speci-

fically mentioned acceptance testing or were known to be found during accep-

tance testing by integration programmers were identified as Acceptance SPRs.

All SPRs filed from the operational site were identified as Operational SPRs .

Table 6— 5 l i s t s  the occurence of SPRs during each of these periods.

TABLE 6- 5

O C C U R R E N C E  OF SPRs

Test  Per iod N I t r o h e r  P e r c e n t  of Total

Integration 1954 ‘ 1 1

Acceptanc e ~~ 
1 .0

Operational 1(~~ 7. ~

The error category code is the i -cole i n d i c a t i n g  t h e  e r r o r  c a t e g o ry  as

l i s t ed  in file 3 (see Appendix I)).

The SMN number shou ld  in  a l l  case.s b -  t i -  - t n t - -is the SPR n u m b e r ;

except  t ha t  some c l e r i c a l  e r r o r s  wer - mad - d t i r  l o g  t I l l -  t r  i ginal ass i I~~’~
j
~-’~~t of

numbers .  Cases of t h i s  are  i n d i c a t e d  by a l l  “ to  t i l e  r i g h t  of t he  SPR n u m b e r .

As m e n t i o n e d  in S e c t i o n  2 , so me ~d’iN- w e r e  t I i i , !  w i t h o u t  a c o r r e s p o n d i n g  SPE

These were u s u a l ly  the  r e s u l t  of a p r o g r a m m e r  d i s c o v e r i n o  t h t ~ cci o r , c o r r e c t —

j o g  i t , and then i s s u i n g  an ~5IN t o  r e l ease t h e  c or r e ct  ion  . -\ t o t a l of 5~~

~~INs (35 percent) were f i l e d  i i  t h o u t  - I’Rs .

The C o r r e c t i o n  Type m d  icat i-u t h e  t \  pe f c t i ; m n ~’t o’ u p d at e  n i de  a~~

a result of the SMN.  Unfortun ati ’lv t h i - . d i i  a u-as  n or  gent  callv c ; t p t u r e d  iii l

is insu 1fici ent for stat is! ical is ,- .

The Days Open dat a was ext rat - ted  f r o m  t l ie R ay  t been M , i n u  f a c t  u r  i ng

Day s  c a l e n d ar  and r e p r e s e n t s  t h e  n u m b e r  at  w, ’i  king d ay s  bet w e e n  t h e  date open

and d a t e  c losed.  SMNs f i l e d  without SPRs were se t I o I J ) i \  opened

6-6
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The 2165 SPR/SMNs were opened for a total  of 17 ,015 days , or an

average of 7.9 days . This is distorted somewhat by the relatively high per-

centage of SMN—only reports. Removing the SMN—only reports yields 1343 SPR/

SMNs opened for a total of 16,193 days or an average of 12.1 days.

Because of the file length only a small portion is included in

Appendix C. RADC does , however , have the entire file.

File 6— 1 shows the distribu tion of the SPR/SMN s by month opened

during the 38 months of integration throug h operational testing .

The curve peaks at 133 SPRs opened during month 5 of the second year ,

and drops to a low of three opened during month 10 of the third year .

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

~~~~

- -

~~~~~~

- - -

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ‘

MOI’4THS

Figure 6—1 — Distribution of SPRs
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6 . 2 . 3  Error  Category  F i l e  ( R e f e r  to Appendices  A and D)

The error category file consists of 193 entires , one per error

category . The error categories were based on the 184 as defined by TRW in

Reference 1. Added categories are flagged with an asterisk to the right in

Appendix D. Additions were made to categorize the following errors:

a) Scaling

b) New of enhanced f u n c t i o n  — disp lay

c) Modifications for special test purposes

d) Unidentified hardware error

e) Nonrecurring nroblems

f )  No err or

g) I n s u f f i c i e n t  i n f o r m a t i o n  for error analysis

h) Missing cards (source lines) in -i comp i led p rog ram

i)  I n a d e q u a t e/ i n e f f i c i e n t  r e q u i r e m e n t s

j) Enhancement requirements

Table 6—6 contains the  summary of SPRs by  c a t e g o ry  g r o u p .  R e f e r  t o

A p p e n d i x  D fo r  the  m e a n i n g  of the  c a t e g o ry  group  code .

The most f r e q u e n t  e r r o r s  by c a t e g o r y  group were the  User  R e q u e s t e d

Changes  ( 3 5 . 3  p e r c e n t ) ,  w i t h  1)ata H a n d l i n g  E rr o r s  (18. 0 p e r c e n t )  and h e e l ,

E r r o r s  (17 .6  p e r c e n t )  mak ing  up thi t ’  l a r g e st percentage of the remainder. Ihe

h i g h  i n c i d e nc e  of user  r eques ted  changes  is most  l i k e l y a c h a r a c t e r i s t i c  of

t h e  e v o l u t i o n a r y  d e v e l o p m e n t  a p p r o a c h .

6—8 
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TABLE 6-6

SPRs BY CATEGORY GROUP

Category No.
Group SPRs Percent

AA Computational 115 5. 3

BB Logic 382 17. 6

CC I/O 21 1 .0

DD Data Handling 409 18 . 9

EE Operating System/Support Software 4 0. 2

FF Configuration 18 0. 8

GG Routine/Routine Interface 16 0.7

HH Routine/System Interface 17 0. 8

JJ User In t e r f ace  10 0. 5

KK Data Base Inte rface 32 1. 5

LL User Requested Changes 764 3~ . 3

MM Preset Data Base 162 7. 5

NN COMPOOL Rejection 45 2. 1

P1’ R e c u r r e n t  39 1 .5

QQ Comments 15 0.7

RR R e q u i r e m e n ts Compl iance  10 5

Unidentified 77 3. (

IT Operator 15 0~ 7

Qu e s t i on s  3 0. 1

Req uirement s Specificati on 11 ( ) . 5

- - - -- - --~~~~~~~~~---- ~~~~~~~~~~~~~------ -~~~~~ _
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6.3 Supp lementary Information

This subsection contains supplementary information of possible u se to

modelers. It presents an analysis of build information , acceptance test d a t a ,

and operational data.

6 .3 . 1  Build Anal ysis

As mentioned previously, there were several builds implemented duriu c

the life of the project. As a final deliverable item , there ~cere two builds

delivered. These builds consisted of an Initialization Build (Build C) and an

Operational Build (Build F). The Initialization Build performed hardware

diagnostics , hardware and software confidence test , and initialized both hard-

ware and software data bases. The Operational B u i l d  was c o m p r i s e d  of 55 pro-

gram modules which were implemented and tested in Builds A throug h U and then

put together as a system . Append ix  F contains tile list of program mod ule—i

fo r  those two bui lds  f o r  poss ib le  use in f u r t h e r  anal y s i s .

During the life of the  p r o le c t , r eco rds  were kep t  to  he used

estimating new projects in t ue future . The types of data collected were :

• Record of all software problems by number an d da t e

• Amount of c o m p u t e r  t ime  usin g wall clock time

• Manpowe r a l l o c a t e d  to  each b u i l d  w i t h i n  t h e  p r o  ~ect

The f o l l o w i n g  s u b s e c t i o n s  d i s c u s s  t h e  s o f t w a r , -  p r o b l e m s  au s t i c  i a t e d

w i t h ea ch of t h e  two delivered builds.

6 . 3 .  1 . 1 Bu i ld ‘‘ I- ’’ h ) i s & u u s  i o n

1). 1. 1. 1 . I l (ui -ug r , und

I n t , -i ’ r , t  ion t i - st in c ~t Bu i ld F wa s  p er to i -ut ’d over a 33

m o n t h  p e r i o d . k i  t h u  i n  t h u s t l ine f r am e , t i~ - r t - i~~- r ~- a l i t - u  I of ~l r e l e a s e s  of

t h e  b u i l d  r e f l e c t  ing i. r ro r  - ‘ c  r t - c  t I outs , des i gut c - uugi - s and h mp r o v em en  t

‘b o o t h s  1 t h r o u g h  7 were d t - v o t e d  ii t e st  i n c  t i t i  h u h  I . !  u s i n  t h e  Di g i t  t i

S i m u l a t o r .  D u r i n g  the  n e x t  f i v e  nl ’i~ i t  h i s  t h e ’  h t u i  l i i  was  t - - -i t e d  at  ;t te st site

-
~~ i t  h l a  r i l v a  re and a l s o  in par a  l i t - I  an I - Di g i t  a h 5vs t in i mu l ; u t  or

6 — 1 ( 1
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It is appropriate here , to mention that the software was

being tested on hardware that was not completely checked out , thus adding to

the amount of time necessary to resolve problems . Hardware diagnostics were

not sophisticated enough to diagnose all problems and many were found during

operational software testing.

Testing for the remaining 20 months was accomplished by

first testing a particular release of the build on the Digital System Simulator

and then shipp ing to a field site for operational testing on the hardware in a

live environment.

During the entire integration period , a total of 136 man—

months of effort was expended. There is no record for computer t ime used

while testing with the hardware. The computer time (wall clock t ime) utilized

for testing with the Digital System Simulator amounted to 1890 hr s  and 47 m m .

See Table 6—8 for the monthly usage of computer time for the builds.

6 .3 . 1 . 1. 2  P~1S9 I2i2~

In a 35 month period , there were 1198 problems reported .

investigated , and resolved. Figure 6—2 depicts the number of problems I
reported each month. After investigating the file of problem reports , it~ was

discovered that the peaks and valleys shown in Figure 6—2 t r a c k e d  e - t ’ li rn

release of the build. The peaks r ep re sen t  t h e  t u n e  of b u i l d  re lease  when

several problems had been resolved . The valleys represent t h e end of restin g

part ictular functions and preparing to work on the  nex t  re lease , whi ch is b a sed

on the results of the tests and addition of new functions of c o m p l i c a t e d  l o s t

aimed at final checkout of the system .

Another factor which attibuted to the rise and f - ill in

numbers o f problems was the parallel i - f  fort of hardware integration and hard-

ware downtime . When h a r d w a r e  i s  m a l f u n c t i o n i n g  or down , t h e  sot t\~utre Prob I

are  not  r e a d i ly  found .

Months 12 through 15 reflect the period which had thi t

largest numbe r of problems r e p o r t e d .  W h i l e  rev iewi uug t i le ’  p r o b l e m  r e p o r t s , i t

became vi sible that t h e  b u i l d  during t h i s  t i m e  per iod was b e i n g  tested for

the first time at the field site in preparation tor the t irst mission . Dti riu ic

6—Il
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the testing , it became evident that some of the interfaces with site hardware ,

which could not be tested with simulation tools , and the environmental data ,

were different than had been anticipated . New software logic had to he added.

Software was also modified to adapt to environmental interference (ground or

weather clutter) which was overloading the system .

After the 15th month of integration testing the number of

sof tware problems decreased , which also resulted in a decrease of manpower

levels . In essence , the remaining months were devoted to fine tuning the

system . Software errors were found in areas that had not been completely

tested using simulation . However , most of the problems were user requested

changes , prod uct improvemen ts , and modifications to initial conditions due

to environmental conditions .

Table 6—7 lists the number of total problems and the per-

centage of total problems reported for each problem category. It is readily

observed that the majority of problems , in fact 38 percent , were due to design

changes and improvements. Logic errors and data handling errors were 18 and

16 percent respectively. These three categories of problems constituted the

major system problems .

It was rather difficult to collect data with respect to an

ind ividual bui ld release . For example, Build F had 41 releases and the pro-

blem reports did not usually connect a problem to a build release . To generate

th is report , a great deal of time was devoted to correlating the problems and

build releases using supervisor status reports and bracketing build release

dates with problem report dates.

6—1 3
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TABLE 6-7

BUILD uIFI? PROBLEM CATEGOR Y DA TA

Percenta ge of Tota l
Problem Category Numbe r of Problems Problems

AA 72 6. 0 1

BB 223 18.61

CC 10 0.83
DO 199 16 . 61

J 
-

LL 45S 38.2 3

MM 80 - ~.68

28 2.34

PP 15 - 1 .25

QQ 11 
I 

0. 9 2

RR 4 0.33

SS -15 3.75

TT~ 5 0~ 48

UC - 1 0.08

_ _

~

Y_ _ _____J_ __ _

~

_ 
~~~- 

q L ° 7 5  
_ _ _

Total 1198
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6.3.1.2 Build “C” Discussion

6.3.1.2.1 Background

Build C had a 37 month span of integration testing. The

Build was comprised of hardware diagnostics , hardware confidence tests , and

hardware/software initialization programs . The diagnostics verified the

operability of the computer while the confidence tests verified each subsys-

tem within a radar system such as, receiver , transmitter , signal processor ,

etc.

In developing the programs , the majority of them could he

tested individually on an off line computer , except for the actual I/O inter—

faces. The hardware interfaces had to be tested on the actual hardware as it

became available. For Build C, the hardware and software development was

being performed in parallel. A simulator was not available to test the I/O

interfaces.

It should be pointed out that the programs in this Build

at the start of the system were designed as independent  programs . I t  was nor

until some t ime into system generation that a decision was made to automate

the programs to operate sequentiall y without operator intervention as a Build .

The refore , testing of a majority of the programs had been completed indepen-

dently. The Build testing basically consists of hardware integration testing.

Table 6—8 shows the monthly use of computer time (wall

clock time) used to integrate the software before testing with actual hardware .

Over the three year period , a total of 720 hours and 18 minutes were utilized .

6—15
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TABLE 6- 8

COMPUTER TIME FOR SOFTWARE INTEGRATION
IN WALL CLOCK HOURS

- 

Total Total
Month Build F Build G Usage Month Build F Build G Usage

1 7:15 57:45 127:45 19 42:45 23:40 73:55

2 3:10 46:23 122:10 20 40:40 18:15 74:50

3 7:05 34:10 122:52 21 96:45 16:10 134:55

4 7:20 28:55 109:53 22 88:35 16:15 157:55

5 7:15 12:42 97:56 23 56:45 13:20 117:20

6 12:35 27:04 82:54 24 79:15 35:40 121:30

7 19:55 54:12 110:23 25 73:30 1:00 99:20

8 52:30 51 :50 160:53 26 65:20 - 67:55

9 47:11 50:24 150:12 27 67:50 - 70:20

10 95:06 68:08 238:16 28 116:55 - 116 :5 5

ii 55:45 24:40 134:20 29 88:05 - 89:05

12 59:15 21:30 177:25 30 78:05 - 78:05

13 43:35 27:15 121:30 31 37:55 3:15 41 :10

14 44:45 8:15 141:19 32 41:05 - 41:05

15 42:20 22:10 140:20 33 54:30 - 54:30

16 75:00 15:35 124:05 34 ‘~3:OO - 63:00

17 62:50 9:50 94:05 35 39:30 - 43:50

18 73:35 31 :55 178 :37 36 - - 39:30

Note : Months  without compute r t i m e  i n d i c a t e  t e s t i ng  p e r f o r m e d  at
acceptance test site or operational site.
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6.3.1.2.2 Discussion

There were 173 problems and 59 man months of effort

reported over a 37 month period , which appears to be low , compared to Build F.

However , the low number of problem reports is attributed , on the most part ,

to only hardware integration versus the combination of software and hardware

integration . The logic and data handling errors were found only in a few

programs which had not been completely tested on the hardware  p r io r  to being

put into the Build.

The peak months of problems reported in Build F occurred

in the field when intensive testing and fine tuning of the system was being

performed . In some instances , data formats and interface bit configurations

were changed to make the system more efficient. There were also changes made

to so f twa re to bypass hardware f i xes  which were more c o s t l y .

Figure 6— 3 shows the  errors  t ha t  were r epor ted  each month

and the problem categories they represented. The Build was so dependent on

hardware scheduling that it is impossible to generate curves representin ,

s o f t w a r e  r e l i a b i l i t y .  The s o f t w a r e  was t e s t ed  in s p u r t s  over t h e  37 month

per iod .  The other  va r i ab le  in the s o f t w a r e  t e s t i n g  was t h a t  all  hardware  was

not available for t e s t i ng  u n t i l  la te  in the  25th  mon th  of the  B u i l d .

While analyzing the types af problem repor t s , t h e r e was a

definite resemblance to all other builds with respect to percentage of prob-

lems by prob lem ca t ego ry .  Table 6—9 r e f l e c t s  the types  of problems and their

p e r c e n t a g e  of the  t o t a l  number  or problems .

A p p r o x i m a t e l y 50% of t he  p r o b l e m s  were devoted  t o  u ser

requested changes or product improvements. The data handling errors ri - I l e - cted

22?~ of the  p r o b l e m s  and log ic e r ro r s  14~~. A l l  r e m a i n i n g  p rob l ems  o n l y  a c c u u —

mu l at e d  to  14~ o f t h e  t o t a l p rob lems .
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TABLE 6- 9
BUILD “G” PROBLEM CATEGORY DATA

Problem Number of Percentage of
Category Problems 

- 
Total Problems

AA 0

BB 25 14.45

DD 38 21 .96

EE 0

FF 0

GG 0

HH 9 5.20

II 0

JJ 2 1 .15

KK 3 1.73

LL 86 49.71

MM 0

NN 0

PP 3 1 .73

2 
I 

1 .15

RR 0

SS 2 1 .15

TT 2 1 , 15

UU 0

:al 

- 

i n J  
-- _
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6 . 3 . 2  Acceptanee Test Data

Accep tance test data is sparse and unreliable . Most often the

authors of SPRs did not indicate on the SPR that the problem occurred during

an acceptance test. Only 19 SPRs were so marked . This made it impossible to

gather significant information about the impact of software problems on the

acceptance test process including the impact on other testing . There were a

total of 19 Acceptance Test SPRs or 0.9% of the total. Of the 19 , 17 were

critical , one was an Improvement , and one was Low Seriousness. The 17

critical SPRs were corrected in an average of 4.3 days , with a standard devia-

tion of 4.3 days. The distribution of errors by category group is shown in

Table 6—10.

TABLE 6- 10

ACCEPTANCE TEST ERRORS BY CATEGORY

Category Group - Number of SPR s

AA Computational 2

BB Logic 3

CC I/O i

KK Data Base Interface I

LL User Requested Changes 11

SS Uniden t i f i ed

6-20 
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6.3.3 Operational Data

Operational demonstrations took place at a remote site. Again data

is sparse with respect to the impact of software errors on the entire test

eff ort. Of the 162 operational SPRs , 31 were designated as critic al . The 31

critical SPRs were corrected in an average of 11.6 days , with a standard devia-

tion of 11.3 days. The distribution of errors by category group is shown in

Table 6—11.

TABLE 6 - 1 1

OPE RATIONAL ERRORS BY CATEGORY

Category Group Number of SPR’s

AA Computational 4

BB Logic 24

CC i/o 3

DD Data Handling 35

GG Interface - Routine/Routine 1

HH Interface - Routine/System 5

JJ Interface - User

1<1< Interface - Data Base 3

LL User Requested 45

MM Preset Data Base 5

PP Recurrent 6

RR R e q u i r e m e n t s  Compl iance  2

SS Unidentified 24

TT Operato r 2

I’U Questions

V V Requirements Specificatio n

—- 
~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



Again the high level of user requested changes reflects the evolution-

ary nature of the development.

Table 6—12 indicates the load placed on the software in the opera-

tional environment . This may be useful in the analysis of operational errors.

TABLE 6-12

EXECUTION LOADING BY MODULE T Y P E

Module Type Light Load Heavy Load 
—

Control LO~ 100 ,

Mathematical 0 44~~

Logic 11 °~ 16° )

Data Manipulation 13~~ 26~~
I/o 3 ,  3°~.

37~~ Loaded 
9 9 q ~ Load -u
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7. RECOMMENDATIONS

As mentioned in the introduction the intended use of this data base is

to support the development of software reliability models. During the pro-

cess of building the data base , the primary purpose of this project , some

thought was given to the significance of the data and the uses to which data

of t h i s  type  m i g h t  be p u t .  This s e c t i o n  i d e n t i f i e s  some of t he  c h a r a c t e r i s -

tics of the subject project and data which may influence the accuracy of t h e

models. Recommendations are also made with respect  to the  c o l l e c t i o n  of

suc h d a t a  i n f u t ur e pr o j e c t s  an d t he  p o t e n t i a l uses  o f t he d a t a  wh i l e i t  is

s t i l l  “ f r e s h . ”

7.1 Subject Project Characteristic s That  Nay A f f e c t  Nodelin~

Several characteristics of the subject project may be of some interest

to those constructing software models. While  q u a n t i t a t i v e  d a t a  was not

gathered for this project , these characteristics might serve to assist in the

selection of an applicable model as well as indicating possible areas for

future extension of models. For the subject project these characte ristics

were :

I) evolutionary development of  s o f t w a r e  r e q u i r e m e n t s

2) e v o l u t i o n a ry  d e v e l o p m e n t  of  the system

3) parallel hardware thy 0 1 opmen t

4) multip le svsten’ confi gurations

5 ) bu i l d pr ocess

6) uneven app l i c a t i o n  of resources

7) p r e v i o u s l y e x i s t i n g  s o f t w a r e

8) lack of developrnert phase data

T—1
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As mentioned earlier in this report , the software requirements for the

subject project were issued in several releases over a two year period . Due

to schedule pressure , informal or preliminary releases were also made. ‘I’his

characteristic probably contributed heavily to the large percentage of “User

Requested ” changes to the software . Many large DOD system developments have

this characteristic. It is really related to the evolutionary approach to

system development which seeks to minimize risk by testing concepts and

evolving the system in a step—by—step orderly fashion . This approach is com-

mon when a system is being developed which does not use off—the—shelf compo-

nents and proven technology .

Another characteristic of this project was parallel hardware development.

Early users of the new hardware suffered from the “serial—number 1” syndrome

and the high incidence of hardware failures had a pronounced effect on the

software development. However , since most of the early failures were imme—

diately recognized as being hardware problems , no software problem reports

were f i l e d . The da ta  was not  cap tured .

Sof tware  developed for  the subject project was executed on three  s imilar

compu te r  c o n f i g u r a t i o n s , each “s l i g h t ly ” d i f f e r e n t  in i ts  usage of i npu t !

o u t p u t  channels  and i t s  su i t e  of pe r i ph e r a l s .  These “slight ” d i f f e r e n c e s

c o n t r i b u t e d  to  the  h i g h  i n c i d e n c e  of I n pu t !O u t p u t  e r r o r s .  S o f t w a r e  checked

out at the integration facilit y would require minor modifications in input !

o u t p u t  areas  when e x e c u t e d  at the  accep t ance  t e s t  f a c i l i t y  and later at the

o p e r a t i o n a l  s i t e .  Each of t he se  m o d i f i c a t i o n s  was recorded v ia  a SNN to  main-

t a i n  con f i g u r a t  ion - o n t r o l  , and an e n t e r e d  t h e  e r ro r  d a t a  base .  This  ty p e  of

‘crror ’ should he filtered out  b e f o r e  u s i n g  -t he  da ta  in a r e l i a b i l i ty  model

is t he se  mod i f  ic at  ions ace re~C Ilv adaptations.

Another possible problem for t he  m o d e l i n g  e f f o r t  is the bu i l d  process .

In suc h a p ro - ess , each  s u c c ess i v e  b u i l d  j e o~ a r d iz e s  t h e  r e l i a b i l i ty  f u n c t i o n

( R ( t ) )  of t h e  p r t - v  I o n s  build. Therefore , R ( t )  shou ld  inc rease  as b u i l d  t e s t i n g

pr gresses . Then , a t  t hìe n e x t  b u i l d , i t  w ou l d p r obab l y dec rease .  The new

f u n c t  i o n s  that ire a d d e d  to  each b u i l d  d i f f e r  i n  s i z e  a n d  comp l e x i t y .  -\s one

would  e x p e c t , the s i m p l e  functions w e r e  in t e g r a t e d  b e for e  the more complex

7—2
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func tions . Therefore , succeeding builds became more difficult to test

because of the larger number of interconnections and interactions between

the various modules . Therefore , the total errors (E
r
) increase with each

succeed ing build .

A careful look at Figure 6—1 reveals several sharp dips in the number of

SPRs opened . Several of these occur at the end of the calendar year , the

end of the fiscal year , and at the time of summer vacation . Most likely, the

intense activity just preceding the dip occurred at a build release or a major

sys tem miles tone which are likely to f a l l  j u s t  pr ior  to these above—ment ioned

times and are followed by a lull in activity. These indicate uneven app lica-

tion of resources , primarily manpower , and supp lementary data on applied

manpower is needed to normalize the data and accurately relate error d is-

covery to applied effort.

Another area which affects software reliability is the extent to which

previously developed software is used . Previously developed software may

occur as library routines , en ti re pr ograms , or as published algorithms . It

is known that a small percentage of the software (probably <lO~ ) of the

subject project was developed previously, but the ac tua l  data  is lost in the

pas t .  —

Software error data from the development phase is not available. M a n y

of the  error ca tegor ies  ( e . g . ,  compi le r  er r ors , job control errors , etc.) p

would show up p redominan t ly in th i s  earl y p hase . It  is a reasonable susp icion

tha t  a program w ith poor reliability during the  deve lopment  p hase is l ikel y

to have poor r e l i a b i l i t y  in later phases , but i t  would be hel p f u l  to have ha rd

f a c t s  in t h i s  a r ea .  On the  o t h e r  hand a p rog ram may have h igh  reliabilit y

dur ing  the deve lopment  phase and poor r e l i a b i l i ty  d u r i n g  i n t & g r a t i o n . This

would indicate problems in development testing , or in t e r f a ~~ des ign .

7 . 2  D a t a  Co l l ec t ion

R e f e r e n c e  1 emphasizes the need to provide accurate error categorizing

at  the time the error  is i d e n t i f i e d .  To do t h i s  a t  a l a t e r  date  r e q u i r e s  some

degree of i n t e r p r e t a t i o n  f rom h i s t o r i c a l  d o c u m e n t a t i o n  which can introduce

f u r t h e r  e r ro r  and d i s t o rt  t h e  r e l i a b i l i ty  i n f o r m a t i o n . k recommend t h a t

7— 3
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the programmer who creates the fix for the problem also does the error

category assignment. The assigned ca tegory shou ld be independently verif ied ,
possibly by a software quality assurance engineer. Since the error category

assignment does involve an element of interpretation , this concurrence would

enhance the reliability of the assignment.

One problem with the fault taxonomy used for this data base development

was the large number of categories , some of which were overly specific (e.g.,

time conversion error). This overspecifying of error categories led to incom-

pleteness and it seemed to us that a level of generality was needed (e.g.,

conversion error). The major complaint by the category assigners was that

the number of categories was too large and the amount of subjectivity involved

in assignment led to an uncomfortable feeling that some assignments were

ambiguous. Subsequent to our categorization of errors , the final report was

issued (reference 2) and the number of categories were reduced to 79, less

than half the original list. (See Table 3—2 , of reference 2). We believe

that this taxonomy is a significant improvement.

7.3 Use of Fresh Data

We recommend that data also he collected during the development phase.

This could be done in larger systems by automatic collection of data during

comp ilation and testing and would allow important feedback to the developers

that would allow improvements to he made early enough to have an e f f e c t  on

the software reliabilit y . This feedback of “fresh” data could be i i s~~c1 t o  p ro—

vide improvements in the areas of training and development tools. For examp le ,

a high incidence of improperl y formatted data errors mig ht indicate that fur-

ther training in the data definition capability of the HOL in use is necessary .

In the subject project , Tnput !Output software had a high incidence of soft-

ware errors (36 SPRs/1000 Source Lines). This can partiall y he attributed to

the fact that different configurations of hardware required different ~~O

coding. It is also probable that the f a c t  t h a t  the Digital Simulator h ad  no

I/O simulation capability , caused software to be released to integration testing

without actua lly e x e r c i s i n g  the I/O code . This feedback  e a r ly  in the  p r o j e c t

could have resulted in I/O simulation being added to the Digital Simulator.
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This potential feedback benefit would also justify the collection

during the development process rather than “after—the—fact ,” and therefore

increase its own re l iab i l i ty .
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File #1 Software Module Descriptions

The Software Module Descript ior file contains software descriptive data

and consists of one record per module. It is used to validate file #2 data

and provide s ta t i s t i cs.

Record Format : -

Column s Field Code

1 File Identification “1”

2—6 Project Identification Alphanumeric

7—8 Project Code Alphanumeric

9—15 Module Identification Alphanumeric
( l e f t  j u s t i f i e d)

16—17 Version Identification Alphanumeric

18 Module Func t ion  Al phanumeric

X = Control
P = Input/Output
L = Logical
D = Data Manipulation
M = Mathematical
T = Test Driver
C = Confidence Test
B Data Base
O = COMPOOL
R = Microcode

19 Mod ule Comp lexity Alphabetic

S = Simple
M = Medium
C = Comp lex

20 Source Language A l ph a be t i c

A = Assembler
J = JOVIAL
F = Fortran
D = Direct Code

21 — 25 # Source S t a t e m e n t s  Numer ic

Rig h t  j u s t i f i e d

A- 2
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Columns Field Code

26—30 Objec t Size Numeric

Including l i terals  and
local data. Not including
b u f f e r s .  Must be in deci-
mal. Right justified .

31 Mode of Construction Numeric

0 = Unstructured
1 = Modular
2 = Top Down
3 = Modular Top Down
4 = S t r u c t u r e d
5 = Modular Structured
6 = Top Down Structured
7 = Modular Top Down

Structured

File #2 Software Problem Reports

This file consists of data from Software Problem Reports and Sof~~’jre

Modification Notices and consists of one record per module .

Record Format:

Columns Field Code

1 File Identification “2”

2—6 Project Identification Alphanumeric

7—8 Project Code Al phanumeric

9—12 SPR Number Numeric

Right justified
Blank if no SPR#

13—19 Module Affected Alp hanumeric
Identification

L e f t  j u s t i f i e d

20—21 Version I d e n t i f i c a t i o n  Alp hanumer ic

A- 3
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Record Format:

Columns Field Code

22—29 Date SPR Opened Al phanumeric

(MM/ DD/YY)
Blank if no SPR

30 Termination Code Alphabe tic

Blank = Terminated
Normall y

S = Software
Aborted

H = Hardware
Aborted

31 Seriousness of Problem Numeric

1 = Critical
2 = Medium priority
3 = Low priority
4 = Suggested important

32 Test Period Alphabetic

D = Development —

Unit Test

V = Validation —

Unit Acceptance

I = Integration

A = Acceptance of Build

O = Operat ional
Demons t ra t ion

33—37 Error  Ca tegory  Alphanumer ic

38—41 App licable SMN Number Numeric

42—46 Type of Correc tion Al phabe tic

New Module Update
X in Col 42

Document Update
X in Col 43

A— 4 
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Record Forma t:

Columns Field Code

42—46 COMPOOL Change

X in Col 44

Data Base Change

X in Col 45

Exp lanation

X i n Col 46

Leave column blank
if not applicable . Use
more than one type if
several app ly.

47—54 Date SPR Closed Alphanumeric

(MN /DD/ YY)

The SPR is closed
by an SMN , t he r e fo r e ,
this data is taken from
the SMN .

55—57 Days Open Numeric

Total of working
days between the open
and closed date. If only
an SMN appears it reflects
1 day open .

Right justified .

A-S
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File #3 Error Categories

This f i l e  contains the error categories and descr ipt ions .  I t  is used to

valida t e file #2 data and is listed for reference . It consists of one record

per error ca tegory .

Record Format:

Columns Field Code

1 File Ident i f ica t ion  “3”

2—6 Error Category Alphan umer ic

7—80 Error Description Alphanumeric

A-6 
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APPENDIX C
SOFTWARE PROBLEM REPORTS
SAMPLE OF FILE NO. 2 LISTING
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APPENDIX D

ERROR CATEGORIES (FAULT TAXONOMY)
FILE NO. 3 LISTING
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APPENDIX E
STAT IC STATISTICS FOR JOVIAL SOURCE MODULES

Nine modules were examined b y the UllO8 JOVIAL program (STATGT) to  see

how frequently certain statements are used in practice. Tables E—l and E—2

show the distribution of statement types. Also , calculations are provided

for executable statement types. Certain changes were made to the data to

eliminate discontinuities*. The most frequently used language construct is

the = sign. This is because of its use in the assignment statement (23 per—

cent). The next most used construct is subscription (14 percent) , followed

by GOTO (8 percent) and IF (8 percent) . Nothing can be said about the pro—

cedure call mechanism because the same construct is used for other features.

The BEGIN—END de l imi ters  are used about 6 percent of the time . This implies 
I -

some blocking in the decision making logic . The EQ relational operator was

most highly used (5 percent). The most used executable statements were

assignment (54 percen t), IF (19.7 percent), and GOTO (19.6 percent).

\ typ ical program consisted of assignment statements and blocked condi-

tion checking statements. Programming with the use of tables appears to  he

prevalent. Some explicit loops are seen. Bit and byte manipulation do not

appear to be frequently used .

-~€ ‘o N o t e  3 of Table E — l .

I - :— ’
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TABLE E-1

D I S T R I B U T I O N  A N D  MODULE USAGE OF S T A T E M E N T  TYPES
(9 O P E R A T I O N A L  MODULES)

No, Constructs Number Per:ent All

1 ( )~ 454 6. 76

2 IF 512 7. (2.

3 GOTO 534 7, 95

4 FOR 82 1 . 22

5 TEST 19 0.28

6 CLOSE 15 0 . 22

7 RETURN 33 0.49

8 STOP 2 0, 03

=
2 

1543 23. 0

10 A N D  24 O , 3(.

11 OR 64 0 . 9 5

12 EQ 307 4 , 57

1 3 G R 89 1 . 32

14 GQ 23 0 . 34

15 LQ 45 0 . ( 7

16 LS 67 1. 0

17 NQ (~7 1 . 0

1~ + 241 3 , 5 ,

19 - 24 ( -  3 . (s

2.0 138 2 . 0

2.1 / 28 0. 42

22.  4 O . O~
2.3 ABS ( ) 13 0 . 1°

24 (//) 12 O . 1~
25 NI’~NT 21 0, 31

NW D SE N  13 0. 1’~

2. 7  A L L  5 
- 

0 . 07
-
~~~~ 

E N T R Y  3 
- - - 
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TABLE E-1 (Coo t.)

No. Cons t ruc t s  Number  Pe r cc n t  All

29 5LOC 13 0. 19

30 ASSIGN 25 0 . 37

31 BIT 57 0. 85

32 BYTE 97 1 .4

33 5
3 

438 -

34 .
~~~~ 330 - -

35 3251 - -

36 B E G I N - E N D  401 5 . 98

37 START-TERM 9 0. 13

38 DIRECT-JOVIAL 71 1 . 06

39 (
~~

_ $) 929 13 , 8

40 ITEM 438 6, 5

41 TABLE 26 0, 3s
42. ARRA Y 4 0, 06

43 PROC 20 0. 3

44 SWITCH 14 0, 2

45 OVERLA Y 6 0, 09

46 PROGRAM 0 0

47 BLOCK 0 0

Subtotal 10733

less  4019

_ _ _j ,_~~~~~~ _ . ~~~~~~~~~~~
__ __

~~
_ ___’_  _ _ _ _ _

Note: 1) expression group ing. proced ure . fu nction call
2) assi gnment. FOR , procedure call parameter delimitin g
31 deleted from total for r easons  of a m b i g u i t y

E— 3
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TABLE E-2

DISTRIBUTION AND MODULE USAGE OF E X E C U T A B L E  S T A T E M E N T S

No. Constructs Percent All

1 IF 19.70

2 GOTO 19.60

3 FOR 3. 18

4 TEST 0 .7 3

5 CLOSE 0.58

6 RETURN 1.27

7 STOP 0.07

8 = (assignment) 54. 00

E—4
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APPENDIX F

CONSTITUENT PROGRAM MODULES
OF BUILDS “ F” AND “ G”

Refer to i~ppend ix B (Software Module Descriptions) for further informa-

tion about each of these modules listed .

Build F — Operation Build (55 modules)

PROGOO1 , 6, 8, 9, 11, 12 , 13, 14 , 15 , 16 , 20 , 21 , 24 , 25 ,

27 , 28 , 29 , 36 , 39 , 41 , 43 , 45 , 46 , 50 , 52 , 53 ,

58 , 59 , 60 , 62 , 64 , 65 , 66 , 67 , 72 , 75 , 76 , 81 , 82 ,

84 , 86 , 87 , 88 , 92 , 95 , 106 , 108 , 110 , 111 , 112 , 113 ,
114 , 117 , 118 , 119.

B u i l d  G — Initialization Build (25 modu les )

PROGOO2 , 57 , 70, 71, 77 , 79 , 85 , 89, 91, 93 , 94,

96 , 97 , 98 , 99 , 100 , 101 , 102 , 103 , 104 , 105 ,

107 , 109 , 116 , 120.

F—l

_ 5-~~~r:~~ ,~ - -~~~~~ -~~
--
~~ 
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METRIC SYSTEM

BASE UNITS:

Quantity - 
Unit SI Symbol Formula

length metre m
mass ki logr am kg
time second s
electric current ampere A
thermodynamic temperature kelvin 1¼
amount of substance mole mol
luminous intensity candela cd

SUPPLEMENTARY UNITS:
plane ang le radian red
so lid ang le stera dian Sr

DERIVED UN1TS:~
Acce leration metre per second squared - - - mis
activity (of a radioactive source ) disintegration per second - .  (d is integra t ion)!s
angu lar acceleration radian per second squared - radIs
angu lar velocity radian per second - red/s
area square metre - rn

density kilogram per cubi t: metre kgim
electr ic capacitance farad F A.sN
electrical conductance s iemens S A/V
electr ic fie ld strength volt per metre V/rn
ele ;t r ic: inductan c e henry II V .si A
electric potentia l difference volt V W A

electric resistance ohm V-A
e lectromotive for ce vol t V WIA
energy ~ou le N.m
entropy jou le per kelv in - -  J/K
for c t~ newton N kg.mis
frequei: -y hertz Hz (cyc le)/s
il lum inance lux lx lm/rn
luminance candela per squar e metre ... cd/rn
luminous flux lumen Im cd .sr
magnetic field strength ampere per metre - - - A/rn
magnetic flux weber Wb V .s
magnetic flux dens i ty tes la T Wb/m
magnetornotive fo r .e ampere A
power watt W (is
pressure pas ca l Pa N/rn
quantity of ele tr i city coulomb C A.s
quantit y of heat joul e I N.m
radiant intensity watt per sterad ian - -  W ’sr
sp ec to heat oule per ki lo g ram .kelvin ..-

str . ’ s s pas a) Pa Nirn
thermal c onduct iv i ty  watt  per metre.kelvin - - W’m.K
v ,’ Iccc lv metre per sec ond - - rn-s
v i si  c s i t y .  dynamo. pastal.second Pa.s

sc o s c t ~ - kinematic. sq uar e metre per s,’ r ond - rn/s
v ol tage volt V W ’A
v c ’ l um e c ubic . rnet rs ’ m
w av enumb er rec i pr oca l met r i ’ )wave )irn 9

~ c, rk cc u )e I N.m

SI PREFIXES:

Mu It p lo ~~t ion Fa, tots I’r SIfI s SI Sy rnls 1

1 000 (l (tl j (5015 000 1 5 1 te ra T
1 0(1(5 (500 000 l ( J ~ g igs

000 000 = I mega M
1 000 10 ’ kilo k

100 101 h.,ctc, h
It) = 10 de ka da

0 1 = 1 )  clr :i d
001  1( 1 1

(1001 I I )  ‘ mdli  m
(1) ~U) 00 ~ C C micri) u

0 000 000 001 = I (1 nano n

0000 001) 1 (11) 001 I I Y  ° pi ( .n P
0 000 000 0(1(1 000 001 • ((I - ‘‘ f,cmto

St 000 (tOO 000 000 1)1)1) 001 -= lit — ‘‘ alto A

r be avo ided where po~~ib lv
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Rome Air Development Center

RADC plans and conducts research, exploratory and advanced
development programs in command, control , and coriinunications
(C3) activities, and in the C3 areas of information sciences
and intelligence. The principal technical mission areas
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surveillance of ground and aerospace objects, inteJligence
da ta collection and handling, information system technology ,
ionospheric propagation, solid state sciences, microwave
physics and electronic reliability, maintainability and
compatibility.
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