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Agenda/Purpose	  
•  Awareness/Introduc0on	  to	  the	  following:	  

–  Electronic	  Components	  Counterfeit	  Issue	  
–  Steps	  in	  Conduc0ng	  a	  Basic	  Visual	  Inspec0on	  	  
–  A	  glimpse	  on	  a	  few	  Inspec0on	  Tools/Equipment	  

•  View	  counterfeit	  parts	  in	  greater	  detail	  
•  Examine	  different	  kinds	  of	  packaging,	  labels	  and	  documenta0on	  
•  Discuss	  Electrosta0c	  Discharge	  issues/implementa0on	  
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SUSPECT AUTHENTIC 

NOTE:	  NASA/JPL	  provides	  a	  more	  in	  depth	  Awareness	  Training	  class	  
and	  	  an	  Inspec0on	  Training	  class.	  
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Introduction	  
Counterfeiting	  Process	  Example	  	  

•  Sand-‐off	  markings,	  resurface	  (“blacktop”),	  remark	  
	  

3 
NOTE:	  	  There	  are	  also	  more	  sophis0cated	  methods	  of	  counterfei0ng	  that	  are	  difficult	  to	  
detect	  just	  by	  visual	  inspec0on.	  
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Counterfeit	  Parts	  DeFinition	  
•  Broad	  Industry	  Defini0on	  per	  AS6741:	  	  Materiel	  misrepresented	  as	  mee0ng	  the	  

customer’s	  requirements	  and	  has	  been	  confirmed	  to	  be	  a	  copy,	  imita0on	  or	  subs0tute	  
that	  has	  been	  represented,	  iden0fied,	  or	  marked	  as	  genuine,	  and/or	  altered	  by	  a	  source	  
without	  legal	  right	  with	  intent	  to	  mislead,	  deceive	  or	  defraud.	  

•  For	  Law	  Enforcement:	  	  Counterfeit	  means	  counterfeit	  trademark.	  
–  Customs	  and	  Border	  Patrol	  (CBP)	  and	  Immigra0on	  and	  Customs	  Enforcement	  (ICE)	  

conduct	  civil	  enforcement	  under	  19	  U.S.C.	  §	  1526(e)	  and	  criminal	  enforcement	  
under	  18	  U.S.C.	  §	  2320	  against	  semiconductor	  devices	  and	  traffickers	  of	  devices	  
that	  are	  affixed	  with	  counterfeit	  trademarks.	  
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Impact	  of	  Counterfeit	  Parts	  

•  SYSTEMS	  DO	  NOT	  FUNCTION	  AS	  DESIGNED	  
–  Immediate	  failure,	  Latent	  failure	  

•  LOSS	  OF	  LIFE	  
•  MISSION	  FAILURE	  
•  COST	  AND	  SCHEDULE	  DELAYS	  
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hkp://abcnews.go.com/Bloker/counterfeit-‐chinese-‐parts-‐slipping-‐us-‐military-‐aircral-‐senate/story?id=16403599#.UCA-‐zsie6uw	  

“The	  failure	  of	  a	  single	  electronic	  
part	  can	  leave	  a	  soldier,	  sailor,	  
airman,	  or	  Marine	  vulnerable	  at	  
the	  worst	  possible	  0me,”	  
	  
-‐US	  Senate	  Commikee	  Report	  	  
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Minimizing	  Counterfeit	  Risk	  

•  PROCUREMENT	  PRACTICES	  and	  SUPPLIER	  SELECTION	  PROCESS	  
•  INSPECTION,	  MEASURING	  AND	  TEST	  EQUIPMENT	  (IMT&E)	  	  

-‐  Calipers	  
-‐  Microscope	  	  
-‐  X-‐Ray	  Fluorescence	  (XRF)	  
-‐  Real	  Time	  X-‐Ray	  
-‐  DTEK	  
-‐  Acous0c	  Microscopy	  

•  VISUAL	  INSPECTION	  
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Risks	  Associated	  with	  Inspection	  

•  Physical	  Damage	  to	  Hardware	  
•  Mishandling	  
•  Loss	  of	  Traceability	  

	  
Link	  to	  Handling	  Guideline	  document	  
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Guidelines for Handling J-Lead, QFP, BGA, 
FBGA, and Lidless FBGA Devices

This application note provides guidelines for handling J-Lead, Quad Flat Pack (QFP), 
and Ball-Grid Array (BGA, including FineLine BGA [FBGA] and lidless FBGA 
packaging) devices to preserve the quality of these devices during storage, shipment, 
and transfer and to ensure easier soldering.

Devices that use surface-mount J-Lead, QFP, BGA, FBGA, and lidless BGA are now 
common on boards because they provide density, size, and cost benefits. However, a 
few precautions are necessary to protect these devices from mechanical damage 
during transportation and storage. 

This application note describes the following topics:

! “Handling J-Lead and QFP Devices” on page 1

! “Transferring Devices Between Tubes” on page 13

! “Transferring QFP, BGA, FBGA, and Lidless FBGA Devices Without Carriers 
Between Trays” on page 13 

! “Dry Packing J-Lead, QFP, BGA, FBGA, and Lidless BGA Devices” on page 14

! “Shipping J-Lead, QFP, BGA, FBGA, and Lidless FBGA Devices in Boxes” on 
page 19 

Handling J-Lead and QFP Devices
To protect device leads and ensure proper operation, you must handle J-Lead and 
QFP devices carefully when they are stored, shipped, and transferred. You must store 
and ship J-Lead devices in tubes sealed with stoppers. Add foam inside the tubes for 
cushioning if necessary.

You must ship QFP devices in carriers only inside tubes sealed with stoppers and with 
foam (if necessary). Carriers are static-dissipative, molded plastic shells that hold QFP 
devices in a secure frame to prevent mechanical damage to device leads. You can 
program and erase these QFP devices inside carriers and they can tolerate the 125°C 
baking required for dry packing. When handling QFP devices in carriers, do not touch 
the QFP device; only use fingers cots to touch the carrier.

f If you are required to insert a QFP device into a carrier, contact Altera® Customer 
Marketing. For more information on QFP carriers, refer to the QFP Carrier and 
Development Socket Datasheet. 
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Risks	  Associated	  with	  Inspection	  
Electrostatic	  Discharge	  Damage	  (ESD)	  due	  to	  lack	  of	  ESD	  precautions	  

	  	  
•  REF	  ANSI/ESD	  S20.20	  –	  Std	  of	  the	  Development	  of	  an	  Electrosta0c	  Discharge	  Control	  

Program	  for	  Protec0on	  of	  Electrical	  and	  Electronic	  Parts,	  Assemblies	  and	  Equipment	  
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Risks	  Associated	  with	  Inspection	  	  

•  Electrosta0c	  Discharge	  (ESD)	  Summary	  
–  May	  occur	  undetected	  
–  Damage	  can	  be	  immediate	  or	  latent	  –	  part	  can	  fail	  at	  a	  later	  date	  
–  Precau0ons	  can	  be	  taken	  to	  minimize	  ESD	  damage	  risk	  

-‐  Observe	  handling	  and	  packaging	  requirements	  
-‐  Properly	  grounded	  worksta0on	  
-‐  Electrosta0c	  dissipa0ve	  surfaces	  
-‐  Grounded	  wrist	  strap	  
-‐  ESD	  smock	  
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Visual	  Inspection	  Checklist	  
	  •  Documenta0on	  

–  Inconsistencies	  between	  shipping	  documents	  	  
-‐  Cer0ficate	  of	  Conformance,	  shipper,	  purchase	  order	  

•  Packaging	  
–  General:	  

-‐  Inspect	  shipping	  boxes	  for	  authen0city	  and	  possible	  prior	  use.	  
-‐  Evidence	  of	  tampering	  and/or	  seals	  are	  intact.	  
-‐  Complies	  with	  applicable	  ESD	  and	  humidity	  control	  
requirements	  

–  Trays/Chip	  Carrier:	  
-‐  Verify	  labeling	  informa0on	  matches	  supplier	  documenta0on	  
(e.g.	  part	  number,	  date	  code/lot	  number,	  quan0ty).	  

-‐  Verify	  carrier	  is	  not	  damaged.	  
-‐  Verify	  carrier	  matches	  lid	  (e.g.	  discolora0on	  differences,	  over	  
or	  undersized	  lid	  compared	  to	  carrier).	   10 
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Visual	  Inspection	  Checklist	  

•  Packaging	  
–  Reels:	  

-‐  Tape	  is	  consistent	  and	  appropriate	  in	  type	  and	  color	  and	  
conforms	  to	  the	  norm	  for	  the	  manufacturer.	  

-‐  Inspect	  for	  missing	  parts	  within	  the	  tape.	  
-‐  Parts	  are	  facing	  the	  same	  direc0on	  within	  the	  carrier	  tape.	  

–  Packaging-‐Tubes:	  
-‐  Parts	  are	  facing	  the	  same	  direc0on	  inside	  the	  tubes.	  
-‐  Tube	  size	  and	  configura0on	  is	  appropriate	  for	  the	  part.	  

•  Part	  Traceability:	  
-‐  Inconsistencies	  in	  date	  code(s)/lot	  code(s)	  (i.e.	  dates	  that	  are	  
not	  possible,	  mixed	  date	  codes	  within	  a	  shipment,	  etc.).	  

-‐  Inspect	  for	  mul0ple	  countries	  of	  origin	  with	  the	  same	  lot	  code.	  
-‐  Authen0city	  of	  labels	  (parts	  and	  packaging	  material),	  logos	  
and	  manufacturing	  markings,	  verify	  barcode	  informa0on	   11 
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Visual	  Inspection	  Checklist	  

•  Component	  Inspec0on	  
–  Proper	  pin	  arrangement	  and	  pin	  count,	  part	  dimensions	  
–  Part	  markings	  match	  informa0on	  on	  the	  C	  of	  C	  
–  Inspect	  date	  code(s)/lot	  code(s)	  marked	  on	  parts	  for	  

inconsistencies	  
–  Inspect	  part	  markings	  for	  mul0ple	  countries	  of	  origin	  with	  the	  

same	  lot	  code	  
–  	  Inspect	  part	  markings	  for	  authen0city	  of	  logos	  and	  manufacturing	  

markings	  
–  Inspect	  part	  markings	  for	  inconsistencies	  in	  font	  style,	  thickness,	  

print	  color,	  and	  marking/iden0fica0on	  placement	  
–  Inspect	  part	  markings	  for	  smeared,	  illegible,	  or	  poor	  quality	  	  
–  Verify	  that	  markings	  on	  top	  of	  the	  parts	  are	  consistent	  with	  

bokom	  markings	  as	  applicable	  
–  Resistance	  to	  Solvents	  Test	  

12 
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Visual	  Inspection	  Checklist	  

•  Component	  Inspec0on	  
–  Inspect	  leads	  for	  possible	  prior	  use	  –	  bend	  and	  co-‐planarity	  

outside	  allowable	  limits,	  oxidized	  or	  contaminated,	  0nning	  or	  
solder,	  consistency	  of	  gloss/shine,	  color	  and	  texture	  

–  Inspect	  for	  signs	  of	  previous	  programming	  (i.e.	  colored	  dots	  or	  ink	  
marks)	  

–  Inspect	  the	  surfaces	  of	  the	  parts	  for	  evidence	  of	  	  re-‐surfacing	  (for	  
example:	  blacktopping,	  direc0onal	  scratches,	  indents	  that	  are	  no	  
longer	  clean	  and	  flat)	  	  

–  Inspect	  for	  s0ckers,	  underlying	  etching	  on	  packaging	  or	  any	  
evidence	  of	  re-‐iden0fica0on	  

–  Inspect	  for	  cracks	  on	  the	  surface	  of	  the	  parts	  and	  suspect	  laser	  
burn	  marks	  

–  Inspect	  surface	  of	  parts	  for	  burn	  marks	  indica0ng	  exposure	  to	  
excessive	  heat	  

13 
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Visual	  Inspection	  Checklist	  

•  Component	  Inspec0on	  
–  Inspect	  for	  evidence	  of	  tool	  /	  pull	  marks	  or	  heat-‐sink	  witness	  

markings	  indica0ng	  prior	  use	  
–  Inspect	  for	  color	  or	  shading	  discrepancies	  on	  the	  top	  vs.	  bokom	  of	  

part	  
–  Inspect	  for	  traces	  of	  glue	  or	  adhesive	  on	  the	  surface	  of	  the	  parts	  

14 
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APPENDIX	  

15 
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Inspection	  Measurement	  and	  Test	  
Hand	  Held	  Measurement	  Tools-‐	  Calipers	  

	  	  

16 

back	  to	  main	  presenta/on	  
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Inspection	  Measurement	  and	  Test	  
USB	  Microscope	  
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back	  to	  
main	  	  
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Inspection	  Measurement	  and	  Test	  
X-‐Ray	  Fluorescence	  (XRF)	  

	  	  

18 

back	  to	  main	  	  
presenta/on	  	  
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Inspection	  Measurement	  and	  Test	  

•  X-‐Ray	  Fluorescence	  Example	  
–  Maxim	  MAX199ACNI	  

	  
–  Manufacturer’s	  website	  :	  85%	  0n	  15%	  lead	  
–  JPL	  Receiving	  Inspec0on	  XRF	  Machine	  Results:	  88%	  0n,	  12%	  lead	  

–  XRF	  readings	  from	  counterfeit	  parts	  may	  show	  traces	  of	  addi0onal	  
or	  different	  material	  composi0on	  from	  factory	  specifica0ons.	  

19 

back	  to	  main	  	  
presenta/on	  
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Inspection	  Measurement	  and	  Test	  
Real	  Time	  X	  Ray	  

20 
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Inspection	  Measurement	  and	  Test	  

•  Real	  Time	  X-‐Ray	  example	  
–  External	  markings	  indicate	  parts	  are	  the	  same	  BUT	  X-‐Ray	  shows	  

the	  truth:	  they	  are	  completely	  different!	  
	  

21 
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Inspection	  Measurement	  and	  Test	  

•  Real	  Time	  X-‐Ray	  
–  X-‐Outside	  packaging	  made	  to	  appear	  authen0c	  
–  ray	  image	  of	  dummy	  part	  =	  absence	  of	  a	  die	  and	  wire	  bonds	  

*	  NASA	  Public	  Lesson	  Learned	  Entry:	  1832	  
*	  hkp://www.celnav.de/hv/sn7490.jpg	  

Dummy 
Part 

Authentic 
Part 
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Inspection	  Measurement	  and	  Test	  

•  Real	  Time	  X-‐Ray	  example	  

23 

_______________General Descript ion
The MAX199 multi-range, 12-bit data-acquisition system
(DAS) requires only a single +5V supply for operation,
and converts analog signals up to ±4V at its inputs. This
system provides eight analog input channels that are
independently software programmable for a variety of
ranges: ±VREF, ±VREF/2, 0V to VREF, or 0V to VREF/2.
This increases effective dynamic range to 14 bits, and
provides the user flexibility to interface 4mA-to-20mA,
±12V, and ±15V powered sensors to a single +5V sys-
tem. In addition, the converter is fault-protected to
±16.5V; a fault condition on any channel will not affect
the conversion result of the selected channel. Other fea-
tures include a 5MHz bandwidth track/hold, 100ksps
throughput rate, internal/external clock, internal/external
acquisition control, 8+4 parallel interface, and operation
with an internal 4.096V or external reference.
A hardware SHDN pin and two programmable power-
down modes (STBYPD, FULLPD) provide low-current
shutdown between conversions. In STBYPD mode, the
reference buffer remains active, eliminating start-up
delays.
The MAX199 employs a standard microprocessor (µP)
interface. Its three-state data I/O interface is configured
to operate with 8-bit data buses, and data-access and
bus-release timing specifications are compatible with
most popular µPs. All logic inputs and outputs are
TTL/CMOS compatible.
The MAX199 is available in 28-pin DIP, wide SO, SSOP,
and ceramic SB packages.
For a different combination of input ranges (±10V, ±5V,
0V to 10V, 0V to 5V), see the MAX197 data sheet. For 12-
bit bus interfaces, see the MAX196/MAX198 data sheet.

________________________Applicat ions
Industrial-Control Systems
Robotics
Data-Acquisition Systems
Automatic Testing Systems
Medical Instruments
Telecommunications

____________________________Features
♦ 12-Bit Resolution, 1/2LSB Linearity
♦ Single +5V Operation
♦ Software-Selectable Input Ranges:  

±VREF, ±VREF/2, 0V to VREF, 0V to VREF/2
♦ Internal 4.096V or External Reference
♦ Fault-Protected Input Multiplexer (±16.5V)
♦ 8 Analog Input Channels
♦ 6µs Conversion Time, 100ksps Sampling Rate
♦ Internal or External Acquisition Control
♦ Two Power-Down Modes
♦ Internal or External Clock

M
A

X
199

Mult i-Range (±4V, ±2V, +4V, +2V),
+5V Supply, 12-Bit  DAS w ith 8+4 Bus Interface

________________________________________________________________ Maxim Integrated Products 1
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CH6
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TOP VIEW

MAX199

__________________Pin Configurat ion

Call toll free 1-800-722-8266 for free samples or literature.

19-0401; Rev 0; 6/95

PART
MAX199ACNI
MAX199BCNI
MAX199ACWI 0°C to +70°C

0°C to +70°C
0°C to +70°C

TEMP. RANGE PIN-PACKAGE
28 Narrow Plastic DIP
28 Narrow Plastic DIP
28 Wide SO

______________Ordering Information

MAX199BCWI 0°C to +70°C 28 Wide SO
MAX199ACAI 0°C to +70°C 28 SSOP
MAX199BCAI 0°C to +70°C 28 SSOP
MAX199BC/D 0°C to +70°C Dice*

Functional Diagram appears at end of data sheet.

Ordering Information continued at end of data sheet.
*Dice are specified at TA = +25°C, DC parameters only.

Transfer Funct ion 
Output data coding for the MAX199 is binary in unipolar
mode with 1LSB = (FS / 4096) and twos-complement
binary in bipolar mode with 1LSB = [(2 x |FS|) / 4096].
Code transitions occur halfway between successive-
integer LSB values. Figures 10 and 11 show the
input/output (I/O) transfer functions for unipolar and
bipolar operations, respectively.

Layout, Grounding, and Bypassing
Careful printed circuit board layout is essential for best
system performance. For best performance, use a
ground plane. To reduce crosstalk and noise injection,
keep analog and digital signals separate. Digital
ground lines can run between digital signal lines to
minimize interference. Connect analog grounds and
DGND in a star configuration to AGND. For noise-free
operation, ensure the ground return from AGND to the
supply ground is low impedance and as short as possi-
ble. Connect the logic grounds directly to the supply
ground. Bypass VDD with 0.1µF and 4.7µF capacitors
to AGND to minimize high- and low-frequency fluctua-
tions. If the supply is excessively noisy, connect a 5Ω
resistor between the supply and VDD, as shown in
Figure 12.

M
A

X
199

Mult i-Range (±4V, ±2V, +4V, +2V),
+5V Supply, 12-Bit  DAS w ith 8+4 Bus Interface

______________________________________________________________________________________ 15

_Ordering Information (cont inued)

28 Narrow Ceramic SB**-55°C to +125°CMAX199BMYI
28 Narrow Ceramic SB**-55°C to +125°CMAX199AMYI
28 SSOP-40°C to +85°CMAX199BEAI
28 SSOP-40°C to +85°CMAX199AEAI
28 Wide SO-40°C to +85°CMAX199BEWI
28 Wide SO
28 Narrow Plastic DIP
28 Narrow Plastic DIP-40°C to +85°C

-40°C to +85°C
-40°C to +85°CMAX199AEWI

MAX199BENI
MAX199AENI

PIN-PACKAGETEMP. RANGEPART

VDD

GND

DGNDDGNDAGND

+5V

+5V

SUPPLY

R* = 5Ω

DIGITAL 
CIRCUITRY

4.7µF

0.1µF

 

MAX199

**

* OPTIONAL 
** CONNECT AGND AND DGND WITH A GROUND PLANE OR A SHORT TRACE

Figure 12.  Power-Supply Grounding Connection

TRANSISTOR COUNT:  2956
SUBSTRATE CONNECTED TO GND

___________________Chip Topography
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D2
CH0

CH1D0
D1
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CH4

CH3

CH2

VCCVDD
REFDGND

CLKWR
CS
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HBEN
SHDN
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** Contact factory for availability and processing to MIL-STD-883.
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Informa2on	  in	  Reports:	  	  
1.  Results	  to	  4	  Tests	  

-‐	  Pass-‐Fail-‐N/A	  	  
2.  Component	  Images	  

-‐	  JPG	  Exportable	  
3.  Other	  Informa0on	  at	  User’s	  

Discre0on	  

System	  A7ributes:	  
•  Non-‐Destruc2ve	  
•  Usable	  by	  Non-‐Expert	  
•  Rapid,	  5	  Min	  Lot	  Time	  
•  Safe	  (no	  solvents/radia2on)	  

	  
Contact:	  	  
Covisus	  Corpora0on	  
180	  N.	  Vinedo	  Ave.	  
Pasadena,	  CA	  91107	  
www.covisus.com	  
	  
Skylar	  Gauss	  
sgauss@covisus.com	  
(805)	  452-‐7025	  
	  
	  
	  
	  
	  

Inspection	  Measurement	  and	  Test	  

back	  to	  main	  	  
presenta/on	  
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In today’s quality-In today’s quality-consciousconscious
manufacturing environment, it ismanufacturing environment, it is
important to be able to detect flawsimportant to be able to detect flaws
in parts and assemblies withoutin parts and assemblies without
destroying the parts anddestroying the parts and
assemblies themselves. This broadassemblies themselves. This broad
field of inspection is called “non-field of inspection is called “non-
destructive evaluation“destructive evaluation“[1][1].  In.  In
microelectronics, nondestructivemicroelectronics, nondestructive
evaluation is not only important forevaluation is not only important for
quality assurance, by eliminatingquality assurance, by eliminating
potentially unreliable parts, butpotentially unreliable parts, but
also for failure analysis. Unguidedalso for failure analysis. Unguided
failure analysis can result in thefailure analysis can result in the
loss of important information.loss of important information.

One of the most importantOne of the most important
tools in this field is the C-Modetools in this field is the C-Mode
Scanning Acoustic Microscope, orScanning Acoustic Microscope, or
C-SAM.C-SAM.

Kerry D. Oren
ITT Aerospace/

Communications

  

Figure 1. Representation of C-SAM acoustic imaging system (diagram courtesy Sonoscan, Inc.).

Figure 2. C-SAM image of epoxy attach of a ceramic substrate to a metal housing. The
disbonds (voids and delaminations) show up as red. Well-bonded areas are gray.   

Acoustic
Microimaging in
Microelectronics
How It WorksHow It Works
The C-SAM works by alternately
producing and receiving pulses of
ultrasonic energy, typically from 10
-200 MHz (Figure l)[2]. Since
ultrasound will not transmit
through air, the energy is carried to
the sample by a coupling medium.
usually deionized water. A focused
spot of ultrasound is generated by
an acoustic lens, and can be
focused at subsurface levels within
the sample.

The ultrasound interacts within
the solid, and the echoes reflected
can be analyzed for information
about the sample. Each interface
within the sample usually transmits
some ultrasonic energy, and
reflects some energy. By studying
these echoes produced as the
transducer is scanned over the
sample, an image can be produced.

 As already mentioned, air does
not transmit ultrasound. As a result,
any voids, cracks, delaminations, or
other “air-filled” disbonds will
show extremely high contrast,
because the air reflects all of the
energy (Figure 2). Accordingly, the
C-SAM excels at detecting this
type of defect, which many times is
invisible to other techniques such
as x-ray inspection (radio-graphy).
With the ability to focus at specific
levels, the C-SAM can give
information about the size and
depth of the defect.

ApplicationsApplications
As might be expected, the appli-
cations for such an instrument are
many and varied. In solids such as
ceramics, metals, and polymers,

the C-SAM can evaluate porosity
and inclusions. In the food
processing industries, package
sealing can be evaluated. Welds
and braze joints can be studied
and the amount of voiding can be
quantified.

The field of microelectronics
has also found the C-SAM very
useful. Ceramic chip capacitors
can easily and quickly be
inspected for internal cracks and
delaminations. For integrated
circuits, tape automated bonds
(TAB) can be evaluated for the
quality of the attach.

One of the most significant
applications, in the microelec-

tronics area, has been plastic
encapsulated microcircuits
(PEMs). The integrity of the
package is very important,
particularly in high-reliability
applications, where large
temperature excursions may be
experienced. The “plastic”
packaging material is usually
referred to as “epoxy molding
compound” (EMC).

For example, if the plastic
delaminates from the surface of
the silicon die, a number of
effects are possible. Motion of
the plastic relative to the die can
damage the surface, or even
mechanically damage the

•  Acous0c	  Microscopy	  
•  Finds	  hidden	  defects	  such	  as	  internal	  cracks	  and	  delamina0on	  
•  Transmits	  and	  receives	  ultrasonic	  pulses	  that	  interacts	  within	  	  
	  	  	  	  	  the	  sample.	  	  
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•  This	  reflected	  energy	  is	  analyzed	  and	  is	  used	  to	  generate	  an	  image.	  	  
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ball bonds[3].  Voids in the plastic
can stress bond wires when they are
intersected, or can become areas of
concentrated moisture.
Delamination along the leadframe
can allow the penetration of
contamination from the outside
world.

All of these PEM defects can be
easily detected by the C-SAM
(figure 3).  Detection is non-
destructive, and parts can be
inspected even after they have

 been soldered to boards.
Following is a case study,

showing the applications for C-
SAM inspection both in the failure
analysis and in the assessment of
risk in built-up product.  It is a good
example of the versatility of this
inspection technique.  This case
study was originally presented at the
1998 International Acoustic Micro
Imaging Symposium, Anaheim CA
USA.

Introduction Introduction To TheTo The
Case StudyCase Study
Timely and accurate failure analysis
has always been critical for
electronics in high reliability
environments, and the application of
plastic encapsulated microcircuits to
these environments has further
highlighted this need.  C-SAM
acoustic imaging is vital not only to
failure analysis, but also to the
evaluation of the reliability impact
of a given package issue.

Failure AnalysisFailure Analysis
A large number of field failures
were isolated to a plastic encapsu-
lated microcircuit (PEM), a 44 lead
PLCC (plastic leaded chip carrier).
Failures were found to be
intermittent, generally failing at
high temperatures and passing at
ambient conditions.  All failures
were found to be of the same
assembly date code.  Parts with date
codes both immediately before and
immediately after the suspect date
code were fielded with no problems.

The devices were returned to
ITT A/CD for failure analysis.  C-
SAM acoustic imaging found that,
without exception, all failures
exhibited epoxy molding compound
(EMC) to die surface delamination
(Type I).  This delamination was
typically over 100% of the die
surface, or nearly so (figure 4).
The delamination was also
confirmed while the parts were still
on the boards, before they were
exposed to desoldering heat.

Internal inspection found that
the delamination had caused lifted
ball bonds, due to the mechanical
stresses[4,5] (See figure 5).  These
lifted bonds created the intermittent
failures observed in the field.

However, another condition was
observed: the ball bonds were
marginally bonded.  This was
demonstrated by the non-uniform
intermetallic formation (figure 6).
Instead of a uniform intermetallic
layer, vertical "spikes" were
observed.  This is indicative of
contamination, which inhibits bond
formation and accelerates localized
intermetallic growth[6,7] .
Evaluation of the ball bonds in other
date codes found good intermetallic
formation (figure 7).

At this point, it was concluded
that the likely cause of the failures
was contamination on the silicon
die.

This contamination, which also
caused marginal bonds that were in
this case not failure-related, caused
the lack of adhesion between the
EMC and the die surface.  Thermal
cycling then resulted in ball bond
failure.  Although this die size is not
necessarily in the "high risk"
category for bond failure in the case
of die surface delamination[8], due
to the relatively small die size, it
was clear that this application
would not tolerate it.

The analysis was then focused
on identifying the contamination.
Parts from several date codes,
including the suspect date code,
were opened mechanically by
cracking the package.  Using
electron spectroscopy for chemical
analysis (ESCA), the exposed
surfaces were analyzed for
contamination.  Silicone was
detected on the die surface, both on
the bond pads and the glassivation,
on the parts from the suspect date
code.  No silicone was detected on
the other samples.  The conclusion
was that the
contamination, which resulted in
both the marginal ball bonds and the
delamination, was silicone.

Supplier Supplier And PackagingAnd Packaging
House ResponseHouse Response
The supplier was kept informed and
involved throughout all stages of
this analysis.  Unfortunately, when
presented with the final root cause
analysis (silicone contamination),
the supplier resisted the final
conclusions. The supplier asserted
that the silicone detected by ESCA
was normal, due to the EMC used.
Of course, this did not explain why
only the failing parts exhibited the
silicone contamination.

Furthermore, no explanation
was offered for the variations
observed in the bond quality.
Finally, no alternative explanations
were offered for why the
delamination occurred.

As a result, no serious effort to
identify the source of the silicone
was made.  However, it was found
that these parts had seen different
processing in the wafer fab, so it is
suspected that the contamination
occurred at the IC supplier, rather
than at the packaging house.

During the course of the
analysis,

Figure 1 C-SAM image of a PEM, showing severe package cracking and delamination (red).
This part was imaged while still on the board.

Figure 3 Part on left has 100% delamination of EMC to die surface (red rectangle in center).  Die
surface on right is well bonded.  Both have delamination of other elements (red/yellow).

 Figure 2 Scanning electron micrograph, showing lifted ball bonds on the silicon die
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ball bonds[3].  Voids in the plastic
can stress bond wires when they are
intersected, or can become areas of
concentrated moisture.
Delamination along the leadframe
can allow the penetration of
contamination from the outside
world.

All of these PEM defects can be
easily detected by the C-SAM
(figure 3).  Detection is non-
destructive, and parts can be
inspected even after they have

 been soldered to boards.
Following is a case study,

showing the applications for C-
SAM inspection both in the failure
analysis and in the assessment of
risk in built-up product.  It is a good
example of the versatility of this
inspection technique.  This case
study was originally presented at the
1998 International Acoustic Micro
Imaging Symposium, Anaheim CA
USA.

Introduction Introduction To TheTo The
Case StudyCase Study
Timely and accurate failure analysis
has always been critical for
electronics in high reliability
environments, and the application of
plastic encapsulated microcircuits to
these environments has further
highlighted this need.  C-SAM
acoustic imaging is vital not only to
failure analysis, but also to the
evaluation of the reliability impact
of a given package issue.

Failure AnalysisFailure Analysis
A large number of field failures
were isolated to a plastic encapsu-
lated microcircuit (PEM), a 44 lead
PLCC (plastic leaded chip carrier).
Failures were found to be
intermittent, generally failing at
high temperatures and passing at
ambient conditions.  All failures
were found to be of the same
assembly date code.  Parts with date
codes both immediately before and
immediately after the suspect date
code were fielded with no problems.

The devices were returned to
ITT A/CD for failure analysis.  C-
SAM acoustic imaging found that,
without exception, all failures
exhibited epoxy molding compound
(EMC) to die surface delamination
(Type I).  This delamination was
typically over 100% of the die
surface, or nearly so (figure 4).
The delamination was also
confirmed while the parts were still
on the boards, before they were
exposed to desoldering heat.

Internal inspection found that
the delamination had caused lifted
ball bonds, due to the mechanical
stresses[4,5] (See figure 5).  These
lifted bonds created the intermittent
failures observed in the field.

However, another condition was
observed: the ball bonds were
marginally bonded.  This was
demonstrated by the non-uniform
intermetallic formation (figure 6).
Instead of a uniform intermetallic
layer, vertical "spikes" were
observed.  This is indicative of
contamination, which inhibits bond
formation and accelerates localized
intermetallic growth[6,7] .
Evaluation of the ball bonds in other
date codes found good intermetallic
formation (figure 7).

At this point, it was concluded
that the likely cause of the failures
was contamination on the silicon
die.

This contamination, which also
caused marginal bonds that were in
this case not failure-related, caused
the lack of adhesion between the
EMC and the die surface.  Thermal
cycling then resulted in ball bond
failure.  Although this die size is not
necessarily in the "high risk"
category for bond failure in the case
of die surface delamination[8], due
to the relatively small die size, it
was clear that this application
would not tolerate it.

The analysis was then focused
on identifying the contamination.
Parts from several date codes,
including the suspect date code,
were opened mechanically by
cracking the package.  Using
electron spectroscopy for chemical
analysis (ESCA), the exposed
surfaces were analyzed for
contamination.  Silicone was
detected on the die surface, both on
the bond pads and the glassivation,
on the parts from the suspect date
code.  No silicone was detected on
the other samples.  The conclusion
was that the
contamination, which resulted in
both the marginal ball bonds and the
delamination, was silicone.

Supplier Supplier And PackagingAnd Packaging
House ResponseHouse Response
The supplier was kept informed and
involved throughout all stages of
this analysis.  Unfortunately, when
presented with the final root cause
analysis (silicone contamination),
the supplier resisted the final
conclusions. The supplier asserted
that the silicone detected by ESCA
was normal, due to the EMC used.
Of course, this did not explain why
only the failing parts exhibited the
silicone contamination.

Furthermore, no explanation
was offered for the variations
observed in the bond quality.
Finally, no alternative explanations
were offered for why the
delamination occurred.

As a result, no serious effort to
identify the source of the silicone
was made.  However, it was found
that these parts had seen different
processing in the wafer fab, so it is
suspected that the contamination
occurred at the IC supplier, rather
than at the packaging house.

During the course of the
analysis,

Figure 1 C-SAM image of a PEM, showing severe package cracking and delamination (red).
This part was imaged while still on the board.

Figure 3 Part on left has 100% delamination of EMC to die surface (red rectangle in center).  Die
surface on right is well bonded.  Both have delamination of other elements (red/yellow).

 Figure 2 Scanning electron micrograph, showing lifted ball bonds on the silicon die
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CertiFicate	  of	  Conformance	  	  

27 

•  A	  formal	  statement	  by	  the	  supplier	  
that	  cer0fies	  that	  the	  product	  meets	  
all	  applicable	  requirements.	  

back	  to	  main	  	  
presenta/on	  
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Date	  Code	  Primer	  

•  Manufacturers	  use:	  
–  Date	  codes	  to	  iden0fy	  the	  date	  of	  produc0on	  (sealing)	  of	  a	  part	  
–  Lot	  codes	  to	  iden0fy	  the	  produc0on	  lot	  of	  a	  part	  

–  MIL-‐PRF-‐38535	  paragraph	  3.6.6	  specifies	  how	  date	  codes	  
must	  be	  marked:	  

First 2 numbers 
are last 2 digits 

of the year 

Last 2 
numbers are 
the week of 

the year 

Everything after the 1st 4 digits is 
optional;  It may or may not be included 

If more than one lot are 
produced in the same 

week, they are uniquely 
identified by letter 

Lot Code,  preceded by 
a slash,  may follow 
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Date	  Code	  VeriFication	  Exercise	  

THE	  MAGIC	  PART*	  
–  Date	  code	  indicates:	  	  

-‐  part	  was	  made	  in	  November	  of	  2003	  (47th	  week	  of	  2003)	  
–  Part	  was	  received	  on	  June	  3,	  2003	  

	  This	  part	  was	  marked	  with	  a	  date	  code	  five	  months	  into	  the	  future	  compared	  to	  the	  date	  of	  
receipt!!	  

back	  to	  main	  	  
presenta/on	  
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Marking	  Permanency	  Test	  

•  Inspec0on	  for	  Re-‐marking	  or	  Re-‐surfacing	  
–  Standard	  “resistance	  to	  solvents”	  test	  methods	  can	  be	  effec0ve,	  but	  more	  

aggressive	  methods	  may	  be	  necessary	  to	  remove	  coa0ngs	  applied	  to	  disguise	  
sanding	  marks,	  and	  to	  reveal	  other	  indica0ons	  that	  the	  original	  device	  
marking	  has	  been	  removed.	  
-‐  Scrape	  surface	  of	  part	  w/a	  razor	  blade	  
-‐  Dilute	  acetone	  3:1	  with	  water	  &	  swab	  with	  Q-‐Tip	  
-‐  3:1	  mineral	  spirits/alcohol	  
-‐  Pure/heated	  acetone	  
-‐  DynaSolve	  

•  *MIL	  Std	  883	  Method	  2015	  
•  	  SAE	  Aerospace	  Standard	  AS5553:	  Counterfeit	  Electronic	  Components;	  Avoidance,	  Detec0on,	  Mi0ga0on,	  and	  Disposi0on	  

}  If part has been re-marked, a 
grayish to black substance may 
be visible on the Q-Tip 

Warning! Will not detect re-packaged 
CF parts in molded (plastic) packages! 

back	  to	  main	  	  
presenta/on	  
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Space	  Shuttle	  Main	  Engine	  

BOEING PROPRIETARY

BOEING PROPRIETARY

Rocketdyne 
Propulsion & Power

Low-Pressure Oxidizer Turbopump

9804064.ppt
bg/rl

Pump
Inlet

Pump
DischargeTurbine

Discharge

Pump
Discharge
VoluteTurbine

Discharge
Volute

Turbine Blades
(rotors/stators)

Housing

Turbine Inlet
(hidden)

Inducer

Rotor Labyrinth
Seal

Turbine Inlet
Manifold

Rotor Speed
Sensor
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